IPv6 IPsec @) QoS

IPv6 IPsec QoS #&AEIZ. Quality of Service (QoS) AV v —% IPv6 IPsec IZHH TZ 5L 51T L
i ‘ﬁ—o

« IPv6 IPsec QoS (2B o 1F# (1 ~—)
« IPv6 IPsec QoS D% E 1L (2 =—)
* QoS DFXERF] (6 ~—)

* IPv6 IPsec QoS DiENIEH (8 ~—3)

* IPv6 IPsec QoS DFKRETEH (9 ~—2)

IPv6 IPsec QoS IZB89 B 1E%R

IPv6 IPsec QoS DL E

IPv6 IPsec QoS #&AEIZ. IPv6 IPsec {Z Quality of Service (QoS) ANV —%#H L ET, Z D
elX. ROBEREAZ AR — ML TWET,

+ Crypto LLQ QoS : #3£® Cisco £ =7 QoS CLI (MQC) @ QoS #7E (PAK _PRIORITY
2E) XY QoS I HENTEREL L FH32~—27 SN T 74 v 70
TR a—h, BETayYORIIT 744V T 4 Fa—IZ AL ET, IPsec iF
AT VU DIRBIEF 2 —A 7 (LLQ) 2KV, TIAF VT4 v T T4 v 7 DN
oy NMBIEARECE £,

* IPsec QoS Pre-Classify : QoS Pre-Classify 2355~ v 7D F THEIND Z & T, BElko
ATZ IPSec TIED LA ¥ 3IBLIOLA T4~y X —2RFTELLIICLET, ZHITE
D QoS Tlix, BRIFSNTo~y X —Z A LIpENTEET,

* QoS group-based LLQ : QoS group-based LLQ #HEIZ & ¥ . IPsec T LLQ QoS 7 /v — 7 D%
EEHERTHZET, Ny PBMREBIEX =2 —4 > 7 (LLQ) I F a2 —INDHHIIZE
TIAFIVT 4 Ty hThLINE I EYcE £,

IPv6 IPsec 0D QoS .



IPv6 IPsec 0 QoS |
. IPv6 IPsec QoS D% E H %

IPv6 IPsec QoS D% TE Ak

Crypto LLQ QoS DX TE

IPsec & QoS BWBEA L X —T = A RTHE S, QS KNI V=T TAF VT 4 7T ARD
DA, IPSecid A v X —T A AT X v F LIeAR Y U—IZHESNWT Ry bESELET,
TIAFVT 4 7T A—ET 5Ty MERRIEY = —C2 > F 2 — L ET, BB
Wy MEBIESY = —1 > 7 (LLQ) Il F=a—3NFET,

TDHATHFITLC, P—EA R —"H A H—T A RZT X vF L., IPsec B
b= Yo LLQ #H4ME L £7,

FIEDOHE
1. enable
2. configureterminal
3. interface physical-interface-name
4. ipv6 address {ipv6-address /prefix-length | prefix-name sub-bits/prefix-length}
5. service-policy output policy-map
6. ipv6 cryptomap map-name
7 end
FIE D
ARV RFERIETY V3 B#Y
AT 71 |enable FitE EXEC E— REZ AT L E T,
i - e NAU— R AN LET ERENTHE) .

Device> enable

R 5w 7 2 | configure terminal Ja—s\var7 4 Falb—ay®— REHh
15“ : L/i‘g‘o

Device# configure terminal

25w 73 |interface physical-interface-name IPsec Br B b P D LLQ o CTA v ¥ —T =
i - A AEBRELET,

Device (config) # interface GigabitEthernet0/0/1

R 74 |ipv6 address {ipv6-address/prefix-length | prefix-name | (> % —7 = 4 ZTCIPv6 7 NRL ZAEZRELE T,
sub-bits/prefix-length}
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Device (config-if)# ipvé address
2001:DB8:FFFF::2/64

AT 75 | service-policy output policy-map BELEY—ERA R v— <y T a5 —

il - TxARITHvF L, IPsechfm{bm v DLLQ
EAR—=T M LET,

Device (config-if)# service-policy output pl

A7 76 |ipv6 crypto map map-name AU H =Tz A ATIPV6 i~ v T E AL E
i EE
Device (config-if)# ipv6 crypto map CMAP 1

RTFwF7|end AV H =Tz AT 4Fal—varyE—FK
i - ZAET L, FibE EXEC E— FIZER D £,

Device (config-if)# end

QoS Pre-classify D% E
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ZDH AT EFEFT LT, QoS Pre-classify Z 5~ » 7 IZi#EMH L9,
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enable

configure terminal

ipv6 crypto map map-name
gos pre-classify

end

apwDbd-=

ARV KRFERERETI V3 Y

=)

ATy T

enable
1 -

Device> enable
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Z 5w 2 |configure terminal Ta—)ar7 4 Xal— gy T— N2
f5 LETS
Device# configure terminal

AT 73 |ipv6 crypto map map-name e~y ar74¥ab— gy — ReBlth
- L. BETOME~ Y 7EBELET,
Device (config-if)# ipv6 crypto map CM V6

AT 74 |qos preclassify QoS Pre-classify W5~ v 7 THML L £,
{5
Device (config-if)# gos pre-classify

A7 75 |end Ao B =Tz A AT Fal—ary F—R
i - EAET L, FibE EXEC E— FIZR Y £,

Device (config-if)# end
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Foa vk MRV LET,
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FleD#HE
1. enable
2. configure terminal
3. interface tunnel-interface-name
4. ipv6 address {ipv6-address /prefix-length | prefix-name sub-bits/prefix-length}
5. qos preclassify
6. end
FIED %
OV RFERETIVa Y B
AT 71 |enable Rt EXEC E— RZ A LE T,
{5 e MNAU—REANLET (FERINTHS) .

Device> enable
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AU RFERET7TIV3 Y B#)

R 7w 72| configure terminal Ju—rUL ar T 4 ¥ab—ay T— NE B
1 - LETS
Device# configure terminal

R w 7 3 |interface tunne-interface-name AR —TxA A AT 4 Fa2l—arE—F
i - R LT, RET D b RNV EIIAEA 2 —

7 :E/]) A %?E‘/\dg L/i‘d‘o

Device (config)# interface Tunnell

R T 74 |ipv6 address {ipv6-address/prefix-length | prefix-name | 1 o % — 7 = 4 ZTIPv6 7 RL A&/ ELF9,
sub-bits/prefix-length}
{5
Device (config-if)# ipvé address
2001:DB8:FFFF::2/64

AT w 75 |qos pre-classfy QoS Pre-classify & b > )V A VX —T = A4 A THZ)
% - fbLET,
Device (config-if)# gos pre-classify

RXTv 76 |end A B =T A ar T 4F¥al—ar ET—R
i - ZHET L. FiiE EXEC £— FIZRY £,

Device (config-if)# end

LLQ QoS ~'IL— T DEKRTE

FIRDHE

platform ipsec llq qos-group ==~ > NiZ,

ZDavwy RTHEIND QoS ZV—T—HT 5

T 7 4w DIRBIEX 2 — A T E2GMb LET,
TDEATEEITLT, QoS ZN—F D LLQ ZHEME L E£7,

enable
configure terminal

Wb

end

platform ipsec Ilg gos-group group-number
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AT w71 |enable ke EXEC E— RZ AL £,
fi e NAT—REANLET (FEREINEHE) .

Device> enable

R T 72| configureterminal ya—sL ary 7 4 ¥al—var EB— Rk
1 LET,

Device# configure terminal

AT v 7 3| platform ipsec|lq qos-group group-number LLQ ZH MLY% QoS / V—TH4RELET, A
il - MBI 1 ~ 99 T,

Device (config) # platform ipsec 1llg gos-group 1

AFw 74 |end A A —T A AT 4 Fal—gr F—R
i - E#T L. FPME EXEC £— FIZEY £,

Device (config-if)# end

QoS D E%EHI

{5 : Crypto LLQ QoS DX TE

wOFITIE, HIHA v 2 —T 2 A A LT —ERARY —< o T HFEL, 1
B—T A ATIPV6 5B~ T2 HMNIT B HEEZRLET,

|
class-map match-all c2

match precedence 5 6 7
class-map match-all cl

match precedence 0 1 2 3

policy-map pl
class cl
priority percent 10
class c2
bandwidth remaining percent 3

crypto map ipvé CMAP 1 1 ipsec-isakmp
set peer address 2001:DB8:FFFF::1
set transform-set ESP-3DES-SHA
match address 102

interface GigabitEthernet0/0/1
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ipv6 address 2001:DB8:FFFF::2/64
ipv6é crypto map CMAP 1
service-policy output pl

{5 : BES < v 7 LT Pre-classify D% E

WOHITIE, BB~ v 7 CM_V6 T qospre-classify =~ > K% H L T QoS Fai/r}d
BT D HEE TR LET,

|
crypto map ipv6é CM V6 10 ipsec-isakmp
match address ACL_IPV6_ 1
set transform-set setl
set peer 2001:DB8:FFFF::1
gos pre-classify
|
interface GigabitEthernet0/0/1
ipv6 address 2001:DB8:FFFF::2/64
service-policy output policyl
ipv6 crypto map CM V6

Bl: FoRILA B —T 4 RLETO Pre-classify D& E

WOBITIE, h RV A X —7 x4 A tunnell T qospre-classify =~ > RK&fiH L
T QoS FHINEE AT D2 HEE R LET,

interface GigabitEthernetl/1/2
ipv6 address 2001:DB8:1::F/64
service-policy output policyl
|
interface Tunnell
ipv6 address 2001:DB8:2::F/64
gos pre-classify
ipvé mtu 1400
tunnel protection ipsec profile greprof

51 : LLQ QoS J IL— T DETE
WROHFITIE, QoS FN—TTIRBIESX = —A LV T ERET D HEEZ R LET,

|
platform ipsec 1lg gos-group 1
platform ipsec 1lg gos—-group 49
|
!
crypto map ipvé cmap 1 ipsec-isakmp
set peer 2001:DB8:FFFF:1::E/64
set security-association lifetime seconds 600

set transform-set aes-192
match address 102
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class—-map match-all cl
match precedence 5
class—-map match-all c2
match precedence 2
class—-map match-all c3
match precedence 4
class—-map match-all c4
match precedence 3
|
policy-map pl
class c3
set gos-group 20
class cl
set gos-group 49
class c4
set gos-group 77
|
policy-map p2
class class—-default
set gos-group 1
|
interface GigabitEthernet0/2/0
ipvé address
negotiation auto
cdp enable
ipv6 crypto map cmap
service-policy input p2
|
!
interface GigabitEthernet0/2/7
ipv6 address 2001:DB8:FFFF:1::F/64
negotiation auto
cdp enable
service-policy input pl
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