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* ip:interface-config

* ip:sub-policy-In

* ip:sub-policy-Out

* ip:sub-qos-policy-in
* ip:sub-qos-policy-out
* ipsec:inacl
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[ Authentication, Authorization, and Accounting Configuration Guide, Cisco

IOSRelease 15M&T J @ TRADIUS Change of Authorization] BREEY 2 — /LA S L T 72X

AN
FIEDHE
1. enable
2. configureterminal
3. aaa new-model
4. aaa server radius dynamic-author
5. client {ip-address| name[ vrf vrf-name]} server-key [0 | 7] string
6. port port-number
7 auth-type {any | all | session-key}
8. ignor e session-key
9. ignore server-key
10. exit
FIED
ARV RFEREFTOa Y B#Y
ATy 71 |enable FiHE EXEC T— FEAMICLET, Tu 7 b
i - BRINTEHNAT—=REANLET,
Device> enable
AT w72 |configureterminal Ta—\)Lary7 4 Xal—ay T— NG
15'] : Liﬁ—o
Device# configure terminal
ATw 73 |aaanew-model PRE. RBE THT T 47 (AAA) BV E—
I - 2V H MR LET,
Device (config) # aaa new-model
R w 74 |aaaserver radiusdynamic-author A F Iy rRla—h)L Y —N_"—a7 ¥

1 :

Device (config)# aaa server radius dynamic-author
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A7y 75 |client {ip-address| name[ vrf vrf-name]} server-key [0| RADIUS % —% 7 /31 2 & RADIUS 7 7 A 7> b
| 7] string LOBTHASND L) ICHERELET,
i -
Device (config-locsvr-da-radius)# client 10.0.0.1
AT 76 |portport-number P JE &7z RADIUS 7 7 A 7 k> 5 RADIUS %
Bl R T A RINBET B H— P EARE LET,
Device (config-locsvr-da-radius) # port 3799 GE) Ry NI T T4 AaRx7 NOTFT 7+
bk AR— R inoorﬁ ACS5.1 &4
HIEHT 5720121, R— F3799 34
2T,
A7 w71 |auth-type {any|all | session-key} T3, AN RADIUS 7 7 A 7 v M 28w
i DIATERAGELET, 7747 > ME, RAMIC
Device (config-locsvr-da-radius) # auth-type all EQ?E?§%LfﬁE§ﬁE&i‘*£QL/7:U‘iiVT%LKiiEK)3Eff/uo
RTS8 |ignoresession-key (AFvar) Eyiary F—%EHTLLIIC
Bl FAL AEBELET
Device (config-locsvr-da-radius) # ignore
session-key
RTw 79 |ignoreserver-key (FFvay) == F—2WET L LT
1 WA ZERELET,
Device (config-locsvr-da-radius)# ignore
server-key
ATy 710 |exit sua—s ) ary7 4 Fal—v gy T—RNIRD
1 E3

Device (config-locsvr-da-radius) # exit
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Device> enable
Rt EXEC E— RZ A LET,
e NAU— Rz AN LET (ERINESE) .

AT 72 show platform hardware gfp active feature qos all output all
11 -

Device# show platform hardware qfp active feature gos all output all

Interface: Virtual-Accessl, QFP if h: 14, Num Targets: 1
Target: Out, Num UIDBs: 1
UIDB #: O
Hierarchy level: 0, Num matching iftgts: 1
Policy name: aaa-out-policy, Policy id: 9679472
Parent Class Idx: 0, Parent Class ID: 0
IF Tgt#: 0, ifh: 14, member ifh: 0, link idx: 0
PSQD specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593, Match index: O
Class name: class-default, Policy name: aaa-out-policy
psgd[0-3]: 0x00000000 0x00000000 0x00000001 0x00000000
ISQD specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593
Class name: class-default, Policy name: aaa-out-policy
isgd[0-3]: 0x88e78ecO 0x00000000 0x00000000 0x00000000
(cache) 1sgd[0-3]: 0x88e78ec0 0x00000000 0x00000000 0x00000000
Police specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593
Class name: class-default, Policy name: aaa-out-policy
Policer id: 0x20000002

hw_policer[0-3]: 0x4000047e 0x00163ac8 0x00000000 0x00000000
cache hw_policer([0-3]: 0x4000047e 0x00163ac8 0x00000000 0x00000000
conform stats (paks/octets): 0x0000000000000000, : 0x0000000000000000
exceed stats (paks/octets): 0x0000000000000000, : 0x0000000000000000
violate stats (paks/octets): 0x0000000000000000, : 0x0000000000000000
police info: 0x00000000

cache police info: 0x00000000

Queue specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593
Class name: class-default, Policy name: aaa-out-policy
No queue configured
Schedule specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593
Class name: class-default, Policy name: aaa-out-policy
No schedule info (no queue configured)

CoOA BRI L= E I DD T T v b7 — AFEAERNFTRENET,

AT w73 show platform hardware gfp active feature gqosall input all
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Device# show platform hardware gfp active feature gos all input all

Interface: Virtual-Accessl, QFP if h: 14, Num Targets: 1
Target: In, Num UIDBs: 1
UIDB #: O
Hierarchy level: 0, Num matching iftgts: 1
Policy name: aaa-in-policy, Policy id: 980784
Parent Class Idx: 0, Parent Class ID: 0
IF Tgt#: 0, ifh: 14, member ifh: 0, link idx: 0
PSQD specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593, Match index: O
Class name: class-default, Policy name: aaa-in-policy
psgd[0-3]: 0x00000000 0x00000000 0x00000001 0x00000000
ISQD specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593
Class name: class-default, Policy name: aaa-in-policy
isgqd[0-3]: 0x88d49748 0x00000001 0x00000000 0x00000000
(cache) isqgd[0-3]: 0x88d49748 0x00000001 0x00000000 0x00000000
Police specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593
Class name: class-default, Policy name: aaa-in-policy
Policer id: 0x20000003
hw policer[0-3]: 0x10000140 0x00113a29 0x00000000 0x00000000
cache hw_policer[0-3]: 0x10000140 0x00113a29 0x00000000 0x00000000
conform stats (paks/octets): 0x0000000000000000, : 0x0000000000000000
exceed stats (paks/octets): 0x0000000000000000, : 0x0000000000000000
violate stats (paks/octets): 0x0000000000000000, : 0x0000000000000000
police_info: 0x00000000
cache police info: 0x00000000
Queue specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593
Class name: class-default, Policy name: aaa-in-policy
No queue configured
Schedule specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593
Class name: class-default, Policy name: aaa-in-policy
No schedule info (no queue configured)
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IKEV2 X, RADIUS H— N—/nHiR A HE (CoA) N7y hEZELET, By
. audit-session-id (ZHESWTHIE S ILE T,

*Oct 6 23:38:55.250: RADIUS: COA received from id 125 10.106.210.176:58712, CoA Request,
len 257

*Oct 6 23:38:55.251: COA: 10.106.210.176 request queued

*Oct 6 23:38:55.251: RADIUS: authenticator BD 97 5E BA B2 EB Cl1 C5 - 1A 14 51 3D C2

C8 66 3F

*Oct 6 23:38:55.251: RADIUS: Vendor, Cisco [26] 62

*Oct 6 23:38:55.251: RADIUS: Cisco AVpair [1] 56
"audit-session-i1d=L2L144D010102Z02L44D010101ZI1F401F4Z02"

*Oct 6 23:38:55.251: RADIUS: Vendor, Cisco [26] 52

*Oct 6 23:38:55.251: RADIUS: Cisco AVpair [1] 46
"ip:interface-config=service-policy input pol"

*Oct 6 23:38:55.251: RADIUS: Vendor, Cisco [26] 35

*Oct 6 23:38:55.251: RADIUS: Cisco AVpair [1] 29 "ip:sub-gos-policy-out=2M-IN"
*Oct 6 23:38:55.251: RADIUS: Vendor, Cisco [26] 36

*Oct 6 23:38:55.251: RADIUS: Cisco AVpair [1] 30 "ip:sub-gos-policy-in=aaa-pol"
*Oct 6 23:38:55.251: RADIUS: Vendor, Cisco [26] 52

*Oct 6 23:38:55.251: RADIUS: Cisco AVpair [1] 46

"ip:interface-config=service-policy output 2M"
*Oct 6 23:38:55.251: COA: Message Authenticator missing or failed decode

*Oct 6 23:38:55.251: ++++++ CoA Attribute List ++++++

*Oct 6 23:38:55.251: 421C9694 0 00000089 audit-session-i1d(819) 37

L2L44D010102Z02L44D010101ZI1F401F4Z02

*Oct 6 23:38:55.251: 421C9584 0 00000081 interface-config(222) 24 service-policy input
pol

*Oct 6 23:38:55.251: 421C95B8 0 00000081 sub-gos-policy-out (423) 5 2M-IN

*Oct 6 23:38:55.251: 421C95EC 0 00000081 sub-gos-policy-in(421) 7 aaa-pol

*Oct 6 23:38:55.251: 421C9620 0 00000081 interface-config(222) 24 service-policy output
2M

*Oct 6 23:38:55.251:

*Oct 6 23:38:55.251: COA: Added NACK Error Cause: Success

AEEYH— h BT 5 EmER

B&EIE B I=aT7ILEA ML
CiscoIOS =< K [Cisco I0S Master Command List, All Releases.]

XU T avw R « [Cisco IOS Security Command Reference Commands A to
ol

+ [Cisco I0S Security Command Reference Commands D to

L]J

+ [Cisco 108 Security Command Reference Commands M to
RJ

+ [Cisco I10S Security Command Reference Commands S to

Z]J

IKEv2 2RI ZEO Y R— FOBE [


http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mcl/allreleasemcl/all-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html

B ez zazEovR— omEs

IKEv2

n'b\j-, sEO)'U‘;I_\

SRADTYHY ZHI YR—

IKEv2 SBR[ ZEE D H7R—

oEE |

A

o

EDOURLIZT Z7EALT, YRAIaD7TI =7
B R— R ERRBICIHEHLTLLEEN, 2
nNooOU Y —2F VI =T A VA R—
wa RELZD, AT s o

BT D EINIRTEZ R L7e D 572
wmﬁﬁbf<ﬁéw0:@ww#4bim
YV — T 7' AT HERIE, Cisco.com D1 7
A IDBILOSRAT — RBRNETT,

http://www.cisco.com/cisco/web/support/index.html

NOL 315

WOFIT, ZOF D 2— L THI LI-HE

L

BT A ) —2IERAE R LES, TR, VT
o7 VU —RA LA U TEEREOYR—FREAINTZLEEDOY T T VY —R7Z

FZERLTWET, ZOEERIL. FICK D BRWRY , ZhUBEO—EDY 7 vy =7 V) —

AThbHAR—FShET,

T7 Y b7 A —bDYR— I BLOV AT YT MY =T A 2=V OV R— MIBT 2 WA B
&9 % IZ1&. Cisco Feature Navigator Z /] L 7, Cisco Feature Navigator |27 7 &£ 23 % |Z

¥, www.cisco.com/go/cfn |

CREN L £9, Ciscocom DT I 7 MIMESH Y XA,

& 1: IKE2 BETEE DY R— k OHEEIEHR
e ) — | HEREIRER
Z

FlexVPN-QoS ¥ L NACL
JH IKEv2 CoA

¥ A,

FlexVPN - QoS £ L T' ACL A IKEv2 CoA H&HE
T 4 772 IKEV2 55t v 3 > T RADIUS #R A2
(CoA) ZHYHR—hMLTWNET,

Z OREHEI

. 77

Lo TEEF-IFEH SN Za~r FiEdHy

. IKEv2 BRI EE DY R— h DEEE


http://www.cisco.com/cisco/web/support/index.html
http://www.cisco.com/go/cfn

BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



