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1. enable
2. configureterminal
3. cryptogdoi group group-name
4. server local
5. redundancy
6. protocol version {base| optimize}
7 end
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Device> enable
A7y 72 |configureterminal Jua—s )L ary 7 4 Fal—ar ®— ek
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Device# configure terminal
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Device (config) # crypto gdoi group GETVPN
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Device (config-gdoi-group) # server local

B skem x4y —LoumE



| sKGM & —LDihE

skem 27 —LosznzEs [

AU RFERET7TIV3 Y B#)

R 7 75 |redundancy GDOICOOPKS 2> 7 4 ¥ a L —v 3 v E— K&
Bl BLET.
Device (gdoi-local-server)# redundancy GE) a—Hh)L P —ROEETLT FUANE

BEINTWHZ LEERLET,

X 76 | protocol version {base| optimize} GM ~y X —DO7a hal x—2g w777
5l L— REEEF YT L— FLET,
Device (gdoi-coop-ks-config)# protocol version e base: 4000 GM F T® COOP ANN X v ¥ —
optimize AV AR—bFLET,

« optimize : 8000 GM % T® COOP ANN A v & —
THEYAR—FNLET,

AFw 77 |end COOPKS > 7 4 X alb— g B—REKT L,
il - F#iE EXEC £— FIZHRY £,
Device (gdoi-coop-ks-config)# end
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Device> enable

Device# configure terminal

Device (config) # crypto gdoi group getvpn

Device (config-gdoi-group) # server local

Device (gdoi-local-server) # redundancy

Device (gdoi-coop-ks-config) # protocol version optimize
Device (gdoi-coop-ks-config)# end
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Device> enable

Device# configure terminal

Device (config) # crypto gdoi group getvpn

Device (config-gdoi-group) # server local

Device (gdoi-local-server) # redundancy

Device (gdoi-coop-ks-config) # protocol version base
Device (gdoi-coop-ks-config)# end
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Device# ping vrf custl 48.1.1.1 so 38.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 48.1.1.1, timeout is 2 seconds:
Packet sent with a source address of 38.1.1.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
Device# show crypto session ivrf custl detail | sec permit ip 38.0.0.0
IPSEC FLOW: permit ip 38.0.0.0/255.0.0.0 48.0.0.0/255.0.0.0

Active SAs: 2, origin: crypto map

Inbound: #pkts dec'ed 0 drop O life (KB/Sec) KB Vol Rekey Disabled/1l hours, 16
mins

Outbound: #pkts enc'ed 5 drop 0 life (KB/Sec) KB Vol Rekey Disabled/1l hours, 16
mins
Device# show crypto session ivrf custl detail | sec permit ip 48.0.0.0

IPSEC FLOW: permit ip 48.0.0.0/255.0.0.0 38.0.0.0/255.0.0.0

Active SAs: 2, origin: crypto map

Inbound: #pkts dec'ed 0 drop 0 life (KB/Sec) KB Vol Rekey Disabled/l1 hours, 16
mins

Outbound: #pkts enc'ed 0 drop 0 life (KB/Sec) KB Vol Rekey Disabled/1l hours, 16
mins
Device# show crypto session ivrf custl detail | sec permit ip 45.0.0.0

IPSEC FLOW: permit ip 45.0.0.0/255.0.0.0 35.0.0.0/255.0.0.0
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 5 drop 0 life (KB/Sec) KB Vol Rekey Disabled/1 hours, 15

mins

Outbound: #pkts enc'ed 0 drop 0 life

(KB/Sec) KB Vol Rekey Disabled/1 hours, 15
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Device# show crypto gdoi group v6-cust-gdoil gm dataplane counters

Data-plane statistics for group v6-cust-gdoil:

#pkts encrypt : 1912 #pkts decrypt 1914
#pkts tagged (send) : 1841 #pkts untagged (rcv) 1834
#pkts no sa (send) : 0 #pkts invalid sa (rcv) : 0
#pkts encaps fail (send) 0 #pkts decap fail (rcv) 0
#pkts invalid prot (rcv) 0 #pkts verify fail (rcv) 0
#pkts not tagged (send) 0 #pkts not untagged (rcv) 0
#pkts internal err (send): O #pkts internal err (rcv) 0
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