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EST 7 547 > b #R— MEREZM M5 &, SSL £7213 TLS 2 L Tink o et £ 0%
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* Cisco TrustSec DHLEDOMEFERGH (1 2—)
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*ESTZ A7 > F R —bOREHE 24—)
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Cisco TrustSec D EDHEREIFER
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FERLTWET, ORI, FICH 23720 RY . ZUEO —EDY 7 by =7 VY —
ATHIR—FENET,

TTy N7 =D R—=FBIOV R YT FU =T A A=V OHFR— MNIBT HHEWRE MR
9 HITIL, Cisco Feature Navigator 2 L &7, Cisco Feature Navigator |27 27 & 2§ 5T
X, www.cisco.com/go/ctn IZE) L £9°, Ciscocom DT AT MILEDHYD FHA,

% 1: Cisco TrustSec DHEIE D HLEEIE IR

HEER Jj1y—= M EETEER
IPv6 DHFN - 1+ F A > & |Cisco I0S XE Fuji 16.8.1 IPv6 OV — FNEA SN F
XU L7,
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ESTYS47> k9iR—+ |
B est1o5170 vR— Lot

ESTOSA4 7> b HiR— FDIEER

ESTU SA 72 b YR— FOWE

EST 7 747 v b ¥R— MEERZBHT D &, REHEZ Y r Y a =0 7§ 50 OFEE
EHE~7'vm k=1L LT Enrollment over Secure Transport (EST) Z#fEH X F 9, PKI 2K —
T FNICHEG ST BEfFED SCEP %43 ClE, EST ZiBIN¥ 5 & dsib & R4 2 SSL £721%
TLS 2T 28 L a iR —x > b EASHE S, PKICIT TN TORERAEI KM S E
D

ESTHAR— M E2ENCTT BITIL. ESTZ T4 72 b, TLSEEGOWEST I Y — R Z 33T 5
VERH Y £, ZORIGETIE, TLSY =BT TA T bDI LT ooy Vv EERT HHEE
NH FI,

ESTY 547>k i R— FDRHREH

* ip http authentication fore-close =~ > RZHZZ L E7,

ESTY 547> b HR— FO#HIFEIA
*ESTZ 747> MITLS 12 DHZEVHR—KFLTHET,
s AEERMEERIZIY AR — STV EREA,
cCAFEEFEDO T — L F— "= TR — IR TWEEA,
c FEEO W TLS FBRET AR — F Sh T EHA,
*HTTP X—AD 7 T A7 v FiEI ¥R — S ThER A,

ESTUVSA 7V kU R—rDEEAE

EST2FHT A=60D FSRX M RA Y FDETE

=N T T A NEHERATED L H1295Z LT, EST (Enrolment Over Secure
Transport) ZHEHT B T A MR A LV FEFRET DHITIE. ZOFEEEEITLET,

FIEDHE

1. enable
2. configureterminal

3. crypto pki profileenrollment  ~ /1

. ESTYV 547> b HiR—+



| ESTHOSA72 b HR—+

F IR D

method-est

enrollment urlurl [vrf vrf name]
enrollment credential label

exit

No oA

BT 547> bygi—ronEorz |

AU RFERETIVa Y

=)

AT w7 1|enable FiME EXEC E— RZAMC L E T,
5l e NMAT— R AN LET ERINTEHE) .
Device> enable

25w 2 | configureterminal ra—sYb ar 74X ab—ay ®— FEBlh
fi LET
Device# configure terminal

AT 7 3 |crypto pki profile enrollment 7 ~ L Bk w7 7 A )V EEFR L, caprofile-enroll = 7
15“ . :"\::L 1/‘—“/3:/%‘_‘ F‘%Bﬁﬁé\biﬁ‘o
Device (config) # crypto pki profile enrollment olabdl : BiFT a7 7 A VDL4HI, BT 0Ty
pki_profile A V441X, enrollment profile =~ > R CHRE S

NIeARTE R L THLMERNH Y £7,

ATy 7 4| method-est BT 7 7 A VTESTOMMABIRTE 5L 512
f LET
Device (ca-profile-enroll) # method-est

A7 75 |enrollment urlurl [vrf vrf name] AEE RGBT 1 7 7 A VT 5 K ) ITHE
15“ : /\’:.E_‘Li‘d‘o
Device (ca-profile-enroll) # enrollment url GE) %ﬁaEIJRl‘ﬁ§*5iﬁE§jl7fb\iﬁb\§%f§ﬂi\
http://entrust:81/cda-cgi/clientcgi.exe vrf vrfl 2546 URL 2SRRI SE S

R 76 |enroliment credential |abel TLS 7 4 7 MEBFEC 7 1 7 7 A L CHUEF 7]
Bl BE72 b T A MRA Y b E A AR R LE T,
Device (ca-profile-enroll) # enrollment credential

test label

ATy T 7| exit ca-profile-enroll 27 4 ¥ 2 L —3 3 v E— N&fk

15“ : T Liﬁ—o

Device (ca-profile-enroll) # exit

ESTV 547 2 b HR— FDEREDHEEE

WD show 2~ REEHATDHE, ESTZ 74T v b AR— MORELHRTE £,
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B stosq70 - romEs

+ show crypto pki profile
* show crypto pki trustpoints estclient status

ESTU 547> b HiR— LDEEEH

ESTZEAT 5D SR RSV FDEE

DB TiL, Enrollment over Secure Transport (EST) Zif 3 572DIZ F T A haARA
NEBRET D HIEICOWTORLET,

crypto pki profile enrollment pki profile

method-est
enrollment url http://www.example.com/BigCA/est/simpleenroll.dll

enrollment credential test label

ESTY 547> FHR— FDRESE
RIZ, BST 7 747 & MY aR— F ORRE % a3 % show crypto pki trustpoints estclient status
a<wr ROl ZRLET,

Router# show crypto pki trustpoints estclient status
Trustpoint estclient:
Issuing CA certificate configured:
Subject Name:
cn=estExampleCA
Fingerprint MD5: B9D0403C 7D33F1AA F9957796 CAGE86GAA
Fingerprint SHAl: F3698C9C DCB2B5F2 A38EBCB4 1DBAG6AS0 9F877ALB
Router Signature certificate configured:
Subject Name:
cn=estclientrouter
Fingerprint MD5: B740849B 37016DB7 A6797CE4 D6140D27
Fingerprint SHAl: FO032B015 50BB5742 2619EFC6 F1FOB8B1 31D9906D

State:
Keys generated ............. Yes (Signature, non-exportable)
Issuing CA authenticated ....... Yes
Certificate request(s) ..... Yes
WA, FREERRT & TR E% DO AT — X A% 7~k show crypto pki certificate estclient =~ > Ko
HAB 2R L ET,

BEFORE REENROLLMENT

Router# show crypto pki certificate estclient

Certificate
Status: Available
Certificate Serial Number (hex): 2603
Certificate Usage: Signature
Issuer:
cn=estExampleCA

. ESTYV 547> b HiR—+



| ESTOSA7Yk HR—+

Subject:
Name: estclientrouter
cn=estclientrouter
CRL Distribution Points:
http://example.com/crl.pem
Validity Date:
start date:
end date:
renew date:
Associated Trustpoints:

19:31:24 GMT Feb 8 2019
19:31:24 GMT Feb 8 2020
19:35:50 GMT Feb 8 2019
estclient

CA Certificate
Status: Available
Certificate Serial Number (hex):
Certificate Usage: General Purpose
Issuer:
cn=estExampleCA
Subject:
cn=estExampleCA
Validity Date:

start date: 09:40:47 GMT Mar 28 2018
end date: 09:40:47 GMT Mar 28 2019
Associated Trustpoints: estclient ROOT

AFTER REENROLLMENT

show crypto pki certificates estclient
Certificate
Status: Available
Certificate Serial Number (hex):
Certificate Usage: Signature
Issuer:
cn=estExampleCA
Subject:
Name: estclientrouter
cn=estclientrouter
CRL Distribution Points:
http://example.com/crl.pem
Validity Date:

4B

BsTo547> bogi— oz ]

0O0OACFCDO9D3182CBEB

start date: 07:34:05 GMT Feb 9 2019
end date: 07:34:05 GMT Feb 9 2020
renew date: 19:38:35 GMT Feb 8 2019
Associated Trustpoints: estclient
CA Certificate
Status: Available
Certificate Serial Number (hex): OOES5EEC53EOFBD597D

Certificate Usage:
Issuer:
cn=estExampleCA
Subject:
cn=estExampleCA
Validity Date:
start date:
end date:
Associated Trustpoints:

General Purpose

04:59:30 GMT Dec 20 2018
04:59:30 GMT Dec 20 2019

estclient ROOT

SEC
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ESTO SA4 7> b HR—FDEMER

BEER 2=aTFILAA L
CiscoI0OS =~ K [Cisco IOS Master Command List, All Releases.]
X2 UT7 1 av R + [Cisco 10S Security Command Reference Commands A to
clJ
+ [Cisco 10S Security Command Reference Commands D to
L]
+ [Cisco 108 Security Command Reference Commands M to
R]
+ [Cisco 108 Security Command Reference Commands S to
zl
RES LU RFC
F4E/RFC 24 bV
RFC 7030 [Enrollment over Secure Transport.]
RFC 2818 [HTTP Over TLSJ
RFC 6125 ['Representation and \erification of
Domain-Based Application Service ldentity within
Internet Public Key Infrastructure Using X.509
(PKIX) Certificatesin the Context of Transport
Layer Security (TLS)J
RFC 2510 [Internet X.509 Public Key Infrastructure
Certificate Management Protocols]
RFC 4210 ['Internet X.509 Public Key Infrastructure
Certificate Management Protocol (CMP)J
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http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mcl/allreleasemcl/all-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
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SRADTY ZAHI YR—F
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EHDOURLIZT Z7EALT, YAamF 27 =H/ %R — kZEKEE |http://www.cisco.com/
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