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1. Router(config)# crypto identity name
2. Router(crypto-identity)# dn name=string [,name=string]
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1. Router(config)# crypto identity name
2. Router(crypto-identity)# fqdn name
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1. Router(config)# crypto map map-name seg-num ipsec-isakmp
2. Router(config-crypto-map)# identity name
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<time>: $CRYPTO-4-IKE QUICKMODE BAD CERT: encrypted connection attempted with a peer
without the configured certificate attributes.
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! DN based crypto maps require you to configure an IKE policy at each peer.
crypto isakmp policy 15

encryption aes

hash sha

authentication rsa-sig

group 14

lifetime 5000
crypto isakmp policy 20

encryption aes

hash sha

authentication pre-share

group 14

lifetime 10000
crypto isakmp key 1234567890 address 171.69.224.33
|

! The following is an IPSec crypto map (part of IPSec configuration). It can be used
only
! by peers that have been authenticated by DN and if the certificate belongs to BigBiz.
crypto map map-to-bigbiz 10 ipsec-isakmp

set peer 172.21.114.196

set transform-set my-transformset

match address 124

identity to-bigbiz
|

crypto identity to-bigbiz
dn ou=BigBiz

This crypto map can be used only by peers that have been authenticated by hostname
and if the certificate belongs to little.com.

crypto map map-to-little-com 10 ipsec-isakmp

set peer 172.21.115.119

set transform-set my-transformset
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match address 125

identity to-little-com

|
crypto identity to-little-com
fgdn little.com
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