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RSA F— X7 % FECTERT HI2E. ROEEEZFITLET,

1. enable
2. configure terminal

3. cryptokey generatersa [general-keys| usage-keys| signature| encryption] [label key-label]
[exportable] [modulus modulus-size] [stor age devicename: ] [on devicename: ]

4, exit
5. show crypto key mypubkey rsa

ARV RFERFTIVaY

=)

RTw 71 |enable K EXEC E— RZ AN LE T,
fil e NATU—RZANLET (FERINTEHR) .
Router> enable

R w 72 |configure terminal Ta—r ) ar7 4 Xal— gy T— NERh
) - L%,
Router# configure terminal

AT w7 3|cryptokey generatersa [general-keys| usage-keys| (&) FEBEY— D RSA F— <7 AR L %

signature| encryption] [label key-label] [exportable]
[modulus modulus-size] [stor age devicename:] [on
devicename: ]

1

Router (config)# crypto key generate rsa
usage-keys modulus 2048

noshutdown =1~ > KZRIT3 DRI,
AR END E T T BT/ AR — hA[HEZR RSA
X —_7 = FECAKT DA, crypto caexport
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734 A1Z1% Universal Serial Bus (USB) ~—7
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GE) USB h—7 v ETIERRE LD F—IT,
2048y AT THLIMLENH D £,

AE FZ A FERA 2 FTIZRSA F—X7 %
FENTER LN TLLEZEN, F—%F
B CTHAEKRT DHE IR, F—XT UL
F—TCIER<FEEMF—L LTARKRL
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ATvT4

exit
1

Router (config) # exit

Ju— )L a7 4 Fal—ary B— REKT
L/ij‘O

ATvTh

show crypto key mypubkey rsa
fi

Router# show crypto key mypubkey rsa

(EE) —HZ D RSA ABEF—A2FERLET,
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FIEDHE
1. enable
2. configure terminal
3. crypto pki trustpoint name
4. rsakeypair  key-label [key-size [encryption-key-size]]
5. enrollment selfsigned
6. subject-alt-name name
7 exit
8. cypto pki enroll name
9. exit
10. show crypto key mypubkey rsa
FIE D
AV RFERETI 3y B#Y
RATvF1 |enable it EXEC E— RZ AT LE T,
£l e MAU—RZ AN LET FEEREn%4)
Router> enable
5w 2 |configure terminal rTa—)L a7 4 X2 lb—3ay B— ARG
1 LET.
Router# configure terminal
A7 w73 |cryptopkitrustpoint name N7 A RKRA L bEERL, CANT A RKRA b
5l a7 4F¥alb—ar ®B— REBBLET,
Router (config) # crypto pki trustpoint TESTCA
AT 74 |rsakeypair key-label [key-size[encryption-key-size]] | ({1&) key-label 513012i%, BEIHI AR Sz
Bl - RSA F—7 OAMEIRE L (ERAFE L2V

Router (ca-trustpoint) # rsakeypair fancy-keys

=L

4. F£720% auto-enroll regenerate =~ > RVERE
SHTVDEA) . R R MRS v MR L
WHERALET, 7740 N T, ERE# KA A
4 (FQDN) ¥—#fHLET,

e F—_XTLEYr (0] ) NHihdD I EiX
TEEHA, FFMIZONTIE, TRSA F—
TERNITARNKRA Y N EOHEERE Oy
varEZRLTIIEIN,

o (EE) key-size51%0iZi%. RSA X — X7 D%
A RXERELET, HEINDF— A1 XL
2048 ¥ v kT,
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« (&) encryption-key-size 315I21E 2 HH D
X =DV A XEHELET, 2BDDOXF—F,
fERIOR b, B4 F—. BLOGEAFEZ K
TOHGAIHERINET,

A7 w75 |enroliment selfsigned (EE) RTARRA L FOHCEBABEREEE L
11 - E3
Router (ca-trustpoint)# enrollment selfsigned
AT 6 |subject-alt-name name (EE) name 532, R 7 A bAA > b OFEH
Bl - FITEEND X.509 FEHAEFOHTAH B
(subjectAltName) 7 4 —/L KD kT A AR A > b
Router (ca-trustpoint) # subject-alt-name TESTCA O)Zlﬁﬁ%#éﬁébi#o "72\71‘/1/ ]\/C{j:\ %E%%&:Fﬁ
BHENG T 4=V RIEEERLTOHER A,
GE) X.509FEHED Z D7 4 —/L Ri%, RFC
251 ICEFRS N TWVET,
ZOF T a sk, FraE 4 (subjectAltName)
74—V RIZ N T A NRA » MORRTE ETL—H
DHCEBL T A MRA v FEAEEZERT 254
WEEHLET, pra&EMN4aE. 7 A RRA U RR
U —0 H EE4 58I enrollment selfsigned =2~
Y RPRE SN EICOMEA TE £,
ATy T1 |exit CANTARMRA v har7 4 Fal—v g T—
15“ : ]\‘\%%gT l_/i‘a—o
Router
(ca-trustpoint) #
exit
RTw 78 |cyptopkienroll name FZ A RKRA L FBON—F DIFAELZZR L £

1

Router (config) # cypto pki enroll
TESTCA

% Include the router serial number in the subject]
name? [yes/nol: no
i -

% Include an IP address in the subject name?
[no]:
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ARV FFEREETIVa Yy
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1

Generate Self Signed Router Certificate?
[yes/nol: yes

51

Router Self Signed Certificate successfully
created

ATv79 |exit Jua—sYbar 74 Fal—ary - ReigT
{;I] : L/jz—g«o
Router (config) # exit

AT 710 |show crypto key mypubkey rsa (fEE) NV—X% D RSA ABF—%FRLET,
i - ZDAT v 7T, RSA F— X7 BEFITAERS

Router# show crypto key mypubkey rsa

N2 AR TE ET,

1

WIZ, FTEERI4  (subjectAltName) 7 4 —/L RIZ b T A hahA > N D4 & GTe/L—
HXDOHEHCESL b T A NRA > MNERAEEZERT D HFEOHEZRLET,

Router> enable
Router# configure terminal

Router (config) #crypto pki trustpoint TESTCA

Router (ca-trustpoint) #hash sha256

Router (ca-trustpoint) #rsakeypair testca-rsa-key 2048

Router (ca-trustpoint) #exit

Router (config) #crypto pki enroll TESTCA

% Include the router serial number in the subject name? [yes/no]:no
% Include an IP address in the subject name? [no]: no
Generate Self Signed Router Certificate? [yes/nol: yes

Router Self Signed Certificate successfully created

Router (config) #
Router (config) #exit
Router#

ROFEATEDER S L E T,

Router#show crypto pki certificate verbose Router Self-Signed Certificate

Status: Available
Version: 3

Certificate Serial Number (hex):
Certificate Usage: General Purpose

Issuer:
hostname=Router.cisco.com
Subject:
Name: Router.cisco.com
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hostname=Router.cisco.com
Validity Date:
start date: 11:41:50 EST Aug 13 2012
end date: 19:00:00 EST Dec 31 2019
Subject Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (2048 bit)
Signature Algorithm: SHA256 with RSA Encryption
Fingerprint MD5: CA92D937 593BF19A 5B7F8466 F554D631
Fingerprint SHAl: 57A9D411 2DDFAC81 68260F2F C6C8D7CF 4833F3E9
X509v3 extensions:
X509v3 Subject Key ID: 44340F76 A6B8DC37 80724650 0672875F 741D518C
X509v3 Basic Constraints:
CA: TRUE
X509v3 Authority Key ID: 44340F76 A6B8DC37 80724650 0672875F 741D518C
Authority Info Access:
Associated Trustpoints: TESTCA

MIIBszCCAV2gAwIBAgIBAJANBgkghkiG9Iw0OBAQQFADAUMQ8wWDQYDVQQDEWZURVNU
QO0ExGzAZBgkghkiGOwOBCQIWDHIxXLmNpc2NvLmNvbTAeFw0xMDAzM] IyMDI2MjBa
Fw0yMDAxMDEwWMDAWMDBaMC4xDzANBgNVBAMTB1RFUIRDQTEbMBkGCSgGSIb3DQEJ
AhYMcjEuY21zY28uY29tMFwwDQYJKoZ IhvcNAQEBBOADSWAWSAJBAI1xLjvroulz
RNm8gYWI9KmIyX/wafXndY8A804+L8pexQhD1Yyiag70oK6CYWH/ToyPidFW2DUO
t5WTIGnIDcfsCAWEAAaNMMGQOwDWYDVROTAQH/BAUWAWEB/zARBgNVHREECJAIggZU
RVNUQOEwWHwWYDVROjBBgwFoAU+aSVhl+kynll+r44IFUY+Uxs1fMwHQYDVROOBBYE
FPmk1lYdfpMp9Z£fg+OCBVGP1MbNXzMAOGCSgGSIb3DQEBBAUAAOEADZLngKUaWu8T
WAIbeReTQTfJILZ8a0/U6cwXNOQKEQ37ghAdGVE1FWVG6JUhv20ENNUQHXBYXNUWZ
40BuU+Uldg==

RSAF—D I AR—rELVA iRk—+

ZIZTIE, RSRAF—DxT 7 AR—FBIOA VR— MUEHATE BROEEICHOWVTHHAL £
T, =J AR— NA[REZR RSA F—%fiHT D&, AA v —2RkE LGS, EH7 7
A VDN PKCS12 7 7 A LS PEM 7 7 A LN 5, T LUWRSA F—Z AL L7 T

#,. Cisco IOS /L —% OEEAED RSA F—%2 & £,

PKCS12 77 A ILDRSA X—DIT Y A R— B LUA VR—k

RSA ¥— X7 % AR —FBLOAS A= 5281k, =2—HF1FL, EX=2V7 1 72
LTy VET AN, AMTIRETEET, =T 226807 "/ AMTHETLE, —F
DT NA AN, b ) —FHDOT A ADOHREZRE D T U AT Ly NI &< Z BT
TET,

48 HREIIC

[RSA & — X7 DA K] THELEED LB VIZRSA F— X7 %45 LT lexportable]
L~ — 7 BT DMERD Y T,
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PKes12 77 A LD RSAF—n Ty 2 — b & U1 vR—+ [

GE) o VAT L% CiscolOSRelease 12.2(15)TLARRIZT v 77 L— R§ 5 £ Tid, V—F LICHFEE
THRSAF—%2T/ AR— R TEXEHA, CiscolOS V7 N7 =T DT v 77 L— Kk,
FTLWRSA F—%4pk L, ZOF—IZ Tlexportable] DT~V & HFDLERH Y £,

e — KRNR—=F 4 BDT TV r— g o CTAERENZPKCS2 7 7 A Vv A ViR — 3 585
. PKCSI2 7 7 A /VIZIZ CAFEHAEN S EN TV DILERH D £77,

¢« RSA F—X_7T BT T2 F AR
AT HEHA VR— M BA.

— kL., =& h—&|TA VR — L7 TRSA ¥ —

exportable ¥ — U — RZ{EET HHLENH Y £,

e L—HANA LIR— N TE D RSA F—D KV A X%, 2048 B> K TT,

crypto pki export trustpointname pkcsl12 destination-url password password-phrase
crypto pki import trustpointname pkcs12 source-url passwor d password-phrase

1. cryptopki trustpoint name

2. rsakeypair key-label [key-size [encryption-key-size]]
3. exit

4,

5.

6. exit

7. show crypto key mypubkey rsa

AV RFERIEFT7TIIY

=)

R T 71| cryptopki trustpoint name RSA F— X7 (ZB#AHT D N T 2 RARA > M &R

I - KL, CARTAREAS L b ar7 4 Xal—3
v E—RERGLET,

Router (config) # crypto pki trustpoint my-ca

RTw 72 |rsakeypair key-label [key-size [encryption-key-size]] | kT A bR A v MCHAT ¥ — T &2IEEL £
1 - 7o
Router (ca-trustpoint) # rsakeypair my-keys

AT w73 |exit CARNIAPMRA L Far7 4 Xal— gy F—
i - REKTLET.
Router (ca-trustpoint)# exit

R 7 4 | crypto pki export trustpointname pkcsl2 destination-url | =5 2 N A > R4 &AL TRSA F—% T 7 X

password password-phrase

1 -

A—FLET,

s trustpointname 51 51k, = —H¥ R/ AR — KT
EDFEHEZFITT S T A MARA v FOAH]
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B orevio 7 LoRSAE—0TH RK— kB EUA UR— b

ARV RFERFTIVaY =)

Router (config) 4 I . foeis “ANJILET, PKCSI2 77 A VAT AR—
outer (config crypto pki export my-ca pkcs _ o
tftp://tftpserver/my-keys password mypasswordl23 ]\j_%)bg—é\\ FZ A FARA 2 FAIXRSA ¥ —4
‘Gﬁ—O

o destination-url 5. == —¥ 72 RSA % — X7
A VIR —FTHPKCSI2 77 A VDT 7 A )L
VAT Al —varEASILET,

« password -phrase 51 %¥¢i%, =27 AR — ~HIC
PKCS12 7 7 A V&5 5T 5 DIZ AT % 4
HAH D FI,

R 75 | crypto pki import trustpointname pkcs12 source-url By N —ZIZRSAF—% A R— F LET,

passwor d password-phrase )

. trustpointname 141, = —H¥ N s ZAR—FF
i : 73 A VAR — b TPEOIEAEZIRITT S M7 A
Router (config)# crypto pki import my-ca pkcsl2 ]\71_3/]) f/l\@%ﬁ?%]\ﬁ Li?o /]) :/TJ'\g“— ]\"9“
tftp://tftpserver/my-keys password mypasswordl23 j‘&\ FIARKA L FDBRSAF—ZIZR Y F

« source-url B4, = —H N RSA F— X7 &=
I AR—F"TBHPKCSI2 7 7 ANVDT 7 A )L
ATFhualr—a U ERELET,

* password -phrase (&, RSA F—72A1 AF— &
NG, Wbz iR 72D AT 544

ERH Y FT,
AT v 76| exit Ju—rb a7 4 FXalb—ary T—FEKT
1 - LET,
Router (config) # exit
R 77 |show crypto key mypubkey rsa (EE) L—HZ D RSAAHF—EFERLET,

1

Router# show crypto key mypubkey rsa

PEMEX 774 ILORSA F—DIT Y RAR—rELUVA VR—

PEM 7 7 A LD RSA F— X7 &H T/ AR— FEIIA v AR— T 5121, ROEEEZF(TL
ij‘o

. PKINT® RSA +— DR
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PEM 63t 77 A LD RSA *—D 5 2 K— b & U1 viti— [}

1R BHHIIZ

[RSA F— X7 DAL THE LIIEED LBV IZRSA F— X7 Z4kk L T lexportable
L~— 0 BT ORENDH Y 7,

)

GE) o VA7 L% CiscoIOS Release 12.3 (DT LARED Y ) —R|ZT7 v 77 L— KT BHENZ, =7 A
A= N[O T T 7 AT TIAM I IZ RSA F—1F, =7 AFR—FBILOAS R —F
T&FEHA, CiscolOS Y7 b =T %7 v 77 L —RKL7=6, #HLWRSA F—& T
HRENRH Y 9,

e L—HANA IR— N TE D RSA F—Dg KV A X%, 2048 B> K TT,

\}

GE) X2 V74T 28BUT. BRI D ORI OB bEA & R 2 72 < &k L
TWET, BHD TR aDR5ICBIT 2 #HEBEFIHIZ OV TiE,  [Next Generation Encryption]
(NGE) AU A F R="—2 2L T EIW,

FIED#E
1. cryptokey generatersa {usage-keys| general-keys} label key-label [exportable]
2. crypto pki export trustpoint pem {terminal | url destination-url} {3des| des} password
password-phrase
3. crypto pki import trustpoint pem [check | exportable | usage-keys] {terminal | url source-url}
passwor dpassword-phrase
4. exit
5. show crypto key mypubkey rsa
FIED %
AR NFERERTOIVa Y =[]

R T F1|cryptokey generatersa {usage-keys| general-keys} |RSA & — X7 EZERK L ET,

label key-label [exportable]

PEM 7 7 A V&2 5121, RSA F— <73~
- U 2= NEEED T _RABNT NS LER D D E
j‘o

Router (config) # crypto key generate rsa
general-keys label mykey exportable

R 5w 72| crypto pki export trustpoint pem {terminal | url PEMEAXT 7 A /LD b T A RRA > b &EBEMNT S
destination-url} {3des|des} password password-phrase |}y, 7~ 2EpH 245 L (RRSA F— % 7 24— h LE,
I « =7 AR — | LIZFEHIES LURSA F— X7

(ZREELT T S 7= trustpoint 4 2 AT L £, B
Z A MRA v M4, cryptopki trustpoint =2~

Router (config)# crypto pki export mycs pem url
nvram: 3des password mypasswordl23

PKI I T® RSA +—D &R .
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PKINTD RSA +—0ER |

ARV RFERETIVa Y

B8

Y REMEHLTHRE S N4 E — BT 20 HE
NV ET,

sterminal ¥—U— F&FEHL, =2 Y —LiEK
IZ PEM B CRR SN FEBHER LUV RSA
X —_TERELET,

s url F—U— K X O destination -url 514 % fi
L., W—2PiEAEL L URSAF—XT 27
AR—FT257 7 AN ZF 50 URL 2 F657E
L9,

« (&) 3des ¥ —7— KX, Triple Data
Encryption Standard (3DES) BBk 7 /12U X
LEFEHALTCRI VARAS Y bz AR— |
LET,

o (f£&) des¥—U— N, DES B4k T7 12
YRALEHHAL TRV ARSLA N2 T A
A—rLET,

« password-phrase5 | 8z L, A > AN—FHO
PEM 7 7 A /L DB SAIZHE T D 5k N A
J— R 7L —X%&EELET,

PEM 7 7 A JVid., TR R
BLTLEE N, 2E21E, Bloy s
T N—RIRETDHELTEE
T

ek

ATvT3

crypto pki import trustpoint pem [check | exportable |
usage-keys] {terminal | url source-url}
passwor dpassword-phrase

1

Router (config)# crypto pki import mycs2 pem url
nvram: password mypasswordl23

. PKINT® RSA +— DR

PEMERX T 7 A BT T A MRA > MIGERE
BLORRSA F—% A1 HA—bFLFET,

o A VA= b LIZREER L UVRSA F— <77
AT Sz trustpoint 4 2 AT LES, T
A NRA ML, cryptopki trustpoint =< >
REMH L CHRE SN ARTE —BT D 0EN
HET,

« (fEE) check ¥—U—RZEMH L., HViEH
HEFALR2WE S IHELET,

« (fFE) exportable ¥—U— R&fEHAL, 1
A—FL7ZRSA F—_XT & )—2 72 EDRID
Cisco T3 AZTHNRT 7 AR— P T& 519
WHRELET,



| PKIT®RSA $—DERE

r—souEr—orstssvnys [

AU RFERETIVa Y

B8

« (X7 a) usagekeyssIEAEMEHAL. 150
HWHBERF—XTORDODIT, 220D RSA Rk
g — <7 (WEE~T 12T =F

RT12) BAYFR— b EINDEHHEELE
R

e source-url 513 L. L—Z DNEEHERL IO
RSA F— X7 &AL AR—FTBET77A4)L TR
7 AD URL Z#HEELET,

« password-phrase5 |k &afEH L., A > &A— FHD
PEM 7 7 A VDG SALIE T 25 5 b/ N A
U— R 7L —X%&fELET,

G¥) NRAT— K7 L—XR2iF. 8 CFL
FoEEO 7L — X EETXE
T NAT L —XIZIAR—AB XL
DRFiREEO L LN TEET
23, Cisco [0S 73— K55k 70 B R
RFOBEMIST () 1IBREET,

G¥) F—%CAMNDLT 7 AR— hA[REIZ L7
WIS, TOFXF—% =7 AR — MRRE
DF— X7 L LTI AR—FLTHh
5, CAIZHEA VAR—FLTLES
W, ZOFXF—FHIRTE 220 £,

AT w74 |exit
1 -

Router (config) # exit

Jua—n)ary7 4 FXal—ary ET— RRERT
L/iﬁ—o

R w 75 | show crypto key mypubkey rsa
fi

Router# show crypto key mypubkey rsa

(EE) V—H DO RSA ABF—% R R LET,

IL—32 OBMEX—DOEStELUO YD

TUANEBLT, DT NA AEPDTNA ZTH U CREIET 210l S nET, 74
NWEL T D123, 7TI7A4 = MEH (WEx—) 2, BAZRRILTWVDT A ATk
ETOUEPHYET, RESNIT T4 = MERIT, WEF—Z2Z0LN— Ry =T #EL
FoMAH ) LT DHBEHRIRLHSDZ ENHY ¥, & 2F, HBEIT, FooTo—F %

PKI I T® RSA +—D &R .
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PKINTD RSA +—0ER |
fkEs&voyy

ERL, L—HITEEEN TS RSA B —2HH LT, OV A h~D& ¥ o 7 2R3k
PG A AREMER H Y £,

\}

(G¥)  RSAF—I/RAU— FRoOETEETICEDbNE T, Axv—b%%%btﬁm INAT— KD
BIHEER EITTH L. RSAF—ITHIBREINET (Z ok D KEEF RS T— R
TTEFITLCxR—2EHT208ELET) |

BEEFE DD RSA X —ZRET 272012, =2 —Hix, "2 7 L—X%fH L TNVRAM (Z
BRESNTWEX— 2 5L TEET, RAZRADIKBEFIZL > TL—F R FES TN
Gy 22—V, WEX—% vy 7] §52LbT&xET, 2k, BEFPL—ZH0
HLWERORITN 7 ey 7 &, V—2HNOF—PMriESnET,

NVRAM IZBREESNTMEBE X —%2RF 5k L v 725121, ROEEEZFEITLET,

)

GE)  CAODOHBEEFIX, RSAF—Dn v 7 2R TIHILENRH D 3, V—F ORI —ILF8FERF I
EHENA2W=D, CA TIL—ZEZRBIFLTWAR, ZOMExX—%2nv 7 TXFET,

1R BHHEIIZ
WEX—%RE b EiIe v 7T D0, WOEEEZFEITTIOILELRH Y £7,
eRSA F—T7 %A LET ( [RSAF—T DA OB 3 2HBR)

"/[Z‘g J_.ALVC %/1/“‘& %nunﬁb CA 'H-“‘/\ ﬁ(%ij—o

\)

CE)  ®AEBMEICET HHHEE

Cisco 10S Release 12.3(7)T £V LD A A —Vd, B Fd—%2 AR —FLEHA, BEEF—N
N—HIZ & O“CT’*\“CEQQQéﬁ“L&?b\J: 912, Cisco I0S Release 12.3(7)T LARTD A A — 2 % L)
THANT, BB L SN TORNF =T BNVRAMICEZAZN TS Z LR L TS
AN

Cisco 10S Release 12.3(7)T LARDA A — ‘/\\729“7‘/13*— KT ERNHLHEGEIL, ¥ Ura—
RENTZA A—VIZE o TRED EEZ SNV E DT, F—2H 5L L, HELICREEIR
fELTLEEW,

TIVr—2 3 EDHEEER

N—HZ DfLEN%, ¥—%FEHT (aryptokeyunlock rsa =~ > REHHALT) 7oy r45
FT, X —3HN2D ¥ A, BEELEINTWNDE X — XTI Lo TiE, ZOHEEIC &
D, IPEX=U7 1 (IPsec) . SSH, SSL72E DT 7V /r— a ZHEREN L SAREER &
DET, DEVMERIF— XTRToay 7 SNHET, EX=27 Fr xR cor—%
BHNTERWEAERH 7,

>

. PKINT® RSA +— DR
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FIRDEE

F IR D

configure terminal

1.

2. exit

3. show crypto key mypubkey rsa

4. cryptokeylock rsa name key-name]
5. show crypto key mypubkey rsa

6.

7

8.

r—souEr—orstssvnys [

crypto key encrypt [write] rsa [name key-name] passphrase passphrase

passphrase passphrase

crypto key unlock rsa [name key-name] passphrase passphrase

crypto key decrypt [write] rsa [namekey-name | passphrase passphrase

AV RFEERETIa Y

S]]

R T v 71 | crypto key encrypt [write] rsa [name key-name] passphrase | RSA & — ZEE1{ L7,
passphrase o
Zoawr R TERLE, —FIEF—%H &
B GEMRTE, ¥—ETra v s ShEEEICRY
. .\ ij—o
Router (config) # crypto key encrypt write rsa name
pki.example.com passphrase password (53_:) write ¥ — 17 — f\ff%?f Lfoﬁl/‘i}%/a\\ g&
i % FEC NVRAM [CE X AT LT
HYFET, ZOEEEITORNE ] KIZ
N—Z %) a— 45 L E s d—n0
HESINET,
ATy T2 exit sua—r_ ) ar7 4 X¥al—vay T— REKRT
1 LET.
Router (config)# exit
R T 7 3 |show crypto key mypubkey rsa (EE) BEX—0H 5t (R Sh, 7rry
5l - JENTVD D LR MR TEET,
G¥) Zoawy REHERALT, F—0iEEb
Router# show crypto key mypubkey rsa ?&\ /])‘/57__*/ ~ '\«?‘—‘ﬁ?ﬁ (IKE) 5
FOSSH A EDT 7Y r— 3 v hvil
UNHEREL TV D Z L 2B T 52 &
TEET,
RTw F4|cryptokey lock rsa name key-name ] passphrase (EE) Wb hifEx—2BEror—4 k

passphrase

1

TuevZ LET,

PKI I T® RSA +—D &R .
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PKINTD RSA +—0ER |

ARV RFERETIVa Y

B8

Router# crypto key lock rsa name pki.example.com
passphrase password

G¥) ¥F—muv 7 Litkid, TOX—%4H
LTCET T/, RIN—H BHAFTE
FHA, TOFEfEICED, vy ENT
W5 F— &4 % IPSec % 721 SSL £
FIIT_RTTF 42— £,

0y 7 S —ICE SV TER S i
BEAFD 1PSec b o X /VIFFA L HivET,
TRTORSAF—% 1>y 7 §5L, SSH
ZEEICT 4 E—T 0 £,

ATvT5

show crypto key mypubkey rsa
f

Router# show crypto key mypubkey rsa

(EE) MEX—PREIIL, vy 7 ITWNDH D
L EMERTEET,

Zoa~vy ROMNTIE, IKE, SSH, SSL 72 ™
T r— g ko TEITE N80 LD
FREINFET,

ATvT6

crypto key unlock rsa [name key-name] passphrase
passphrase

1 -

Router# crypto key unlock rsa name pki.example.co
passphrase password

(R MEx—2T7runy 7 LET,

GE) Zoa<wr REHITTHE, IKE horx
NEB| XXM TEET,

ATy T1

configure terminal

1

Router# configure terminal

Ja—\)ar7 4 Xal—vay ET— NEBh
L‘ij‘o

ATvT8

crypto key decrypt [write] rsa[namekey-name |
passphrase passphrase

1

Router (config)# crypto key decrypt write rsa name
pki.example.com passphrase password

UEE) WEbEan-x—%HIR L., Befban<
WRWEF—T IR LET,

GE) write ¥— U — R&FEHT5 &, Bk
INTWRWNF—[37-72 512 NVRAM
WRES N ET, writeF— U — R&%
ITLRR WG, BRE% F#) T NVRAM
ICEXIADMERD Y 7, ZOEES
1Thlhnwes, Ricr—42%2)n—RLiz
XX DR L LEEEICRY E
7

RSA — X7 R T DHIR

WKDONWTNDOFANIZ LD . RSA F— X7 OB MLEZ R ABE3H 0 3,

. PKINT® RSA +— DR
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FIEDEE

F IR D8

rsA £— ~7Eosin |

« FEITO PKIBMEB L ORA VT F o 2ADRIZ, W RSA F—%HIRL T, HFHriLng—L

T TEET,

cBEfFD CA BT84, LW CA TlE., i lcx—24ERTA0ERHY T,
72l 21T, BERF—OW A AR L > TRRLAZERHAHT-0, 11024 £ b
X—ZHIBRL, FTLWVW2048 B b F—%4T 25 2 L NMNEBIZRIEBENHY £,

* TIKEvI B L WIKEV2 COBELAMRBOMEET Ny 7 TExH X H1Z,

BT L—H DN

F—ZHIRCTEET, 774/ FTIE F—1T M TR MARA  MIBEMT S -G E

KU A (CRL) DT A 7 XA L

ko THRy v rad&nNET,

T RTORSAF—F TN —F L > THEREINTZHEED RSA X — X7 ZHIBRT 5I121%, &

DIERZFITLET,

1. enable

2. configure terminal

3. crypto key zeroize rsa [key-pair-label]

4. cryptokey zeroize pubkey-chain [index]
5. exit

6. show crypto key mypubkey rsa

ARV RFERFTIaY

B8

AT w71 |enable FiHE EXEC E— &2 Az LE T,
il - e NAT—REANLET FERINTHH) .
Router> enable

R w 72 |configure terminal 77— )L a7 4 X2 lb—3ay B— REELG
15“ : L/ij‘o
Router# configure terminal

27+ 73 | crypto key zeroize rsa [key-pair-label] J— 5 756> RSA F— T AR L £ T
il - * key-pair-label 58z 5E L TWaWiga, L—

HIZ Ko THARR S UTZRSA F— (T T R CHIFR &

Router (config)# crypto key zeroize rsa fancy-keys ijin

25 7 4 | crypto key zeroize pubkey-chain [index] FrvvanblE—FETOAMAF—EZHIFRLE

1

Router (config)# crypto key zeroize pubkey-chain

‘j—o

(EB) BEOAHIF—DA Ty 7 2 F) %
HIbR T 21203, index BB R LET, AT v 7
2y NUDBEESNTOARWES, T XTo=

PKI I T® RSA +—D &R .



B rsax— <7EBcO®ES

PKINTD RSA +—0ER |

ARV RFERETIVa Y

B8

MUNHIBERENET, AT v 7 ATy MICHEE
T AEOFPIL 1 ~ 65535 T9,

ATy TH

exit
1 -

Router (config) # exit

Ja—N\) ary 74 Xal—gy F— REKT
l_/\ij_‘o

ATvT6

show crypto key mypubkey rsa
1 -

Router# show crypto key mypubkey rsa

(EE) L—HZ D RSALAHF—EFERLET,
ZDAT T TIE, RSAF— T RNEFICAEMR I
Tl b EERTEET,

RSA F— N7 EFHTD

RSA X —DEME & UHEEH!

ROFNE, RSAF— 7T lexampleCAkeys| R L., f8ET 2 HEZ TV LD T X

rARA > FERETT,

&% 7 11

crypto key generate rsa general-purpose exampleCAkeys

crypto ca trustpoint exampleCAkeys

enroll url http://exampleCAkeys/certsrv/mscep/mscep.dll

rsakeypair exampleCAkeys 1024 1024

RSAX—DIT Y AR—rEIUA R— Kl

PKCS12 7 7 A LD RSA F—D I Y RiR— b E L VA > R— Kl

WOBITIEL, RSA F— 7 Imynewkp] 28/V—# A THERESN., T A RKRA LV M

fmynewtp] 2MERKEH T, ZD RSA F— T ICE#M TSN TWET, T ARKRA b
I —FBIZA VA= TELLIICTFTP Y — N2/ AR—hahEd, 2—FpnLr—%
BIZ 7 U AKRA N Imynewtp] A > AR— b3 25&, L—%BIZRSAF— 7 [mynewkp]

DA R—FShET,

IL—% A

crypto key generate rsa general label mykeys exportable

! The name for the keys will be:mynewkp

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus
% Generating 2048 bit RSA keys .

. PKI AT RSA +— D EFH
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PEM 7 7 4 L0 RSA ¥ —0 T4 2 K— k& UA vii— 11 [

|
crypto pki trustpoint mynewtp
rsakeypair mykeys
exit
crypto pki export mytp pkcsl2 flash:myexport password mypasswordl23
Destination filename [myexport]?
Writing pkcsl2 file to tftp:/mytftpserver/myexport
CRYPTO PKI:Exported PKCS12 file successfully.
Verifying checksum... OK (0x3307)
|
July 8 17:30:09 GMT:%CRYPTO-6-PKCS12EXPORT SUCCESS:PKCS #12 Successfully Exported.

IL—4 B

crypto pki import mynewtp pkcsl2 flash:myexport password mypasswordl23
Source filename [myexport]?

CRYPTO PKI:Imported PKCS12 file successfully.

|

July 8 18:07:50 GMT:%CRYPTO-6-PKCS12IMPORT SUCCESS:PKCS #12 Successfully Imported.

PEM 7 71 JLDRSA F—DIT Y AR— rE LUV A R— Kl

ROBFITIE, RSA F— 7 Tmytp] DAL, =27 AR—F, A R—haRL, TDAT—
S AL fifgad LETS

! Generate the key pair
|

Router (config) # crypto key generate rsa general-purpose label mytp exportable

The name for the keys will be: mytp

Choose the size of the key modulus in the range of 360 to 2048 for your

General Purpose Keys. Choosing a key modulus greater than 512 may take a few minutes.
How many bits in the modulus [512]: 2048

% Generating 2048 bit RSA keys ... [OK]

|

|

|

Archive the key pair to a remote location, and use a good password.
Router (config) # crypto pki export mytp pem url nvram:mytp 3des password mypasswordl23

% Key name:mytp

Usage:General Purpose Key
Exporting public key...
Destination filename [mytp.pub]?
Writing file to nvram:mytp.pub
Exporting private key...
Destination filename [mytp.prv]?
Writing file to nvram:mytp.prv

|

! Import the key as a different name.
|

Router (config) # crypto pki import mytp2 pem url nvram:mytp2 password mypasswordl23

% Importing public key or certificate PEM file...
Source filename [mytp2.pub]?

Reading file from nvram:mytp2.pub

% Importing private key PEM file...

Source filename [mytp2.prv]?

Reading file from nvram:mytp2.prv% Key pair import succeeded.
|

! After the key has been imported, it is no longer exportable.

PKI I T® RSA +—D &R .



PKINTD RSA +—0ER |
B revor o0 —5RA%— X7 ELVEBREDTY R~ M

|
! Verify the status of the key.
|

Router# show crypto key mypubkey rsa

% Key pailr was generated at:18:04:56 GMT Jun 6 2011

Key name:mycs

Usage:General Purpose Key

Key is exportable.

Key Data:

30819F30 0ODO6092A 864886F7 0D010101 05000381 8D003081 89028181 00E65253
9C30C12E 295AB73F B1DFOFAD 86F88192 7D4FA4D2 8BATEFB49 9045BAB9 373A31CB
A6B1B8F4 329F2E7E 8A50997E AADBCFAA 23C29E19 C45F4F05 DBB2FAS1 4B7E9F79
A1095115 759D6BC3 S5DEFBS5D7F BCEF655BF 6317DB12 A8287795 7D8DC6A3 D31B2486
C9C96D2C 2F70B50D 3B4CDDAE F661041A 445AE11D O02EEF08 F2A627A0 5B020301 0001
% Key pailr was generated at:18:17:25 GMT Jun 6 2011

Key name:mycs2

Usage:General Purpose Key

Key is not exportable.

Key Data:

30819F30 0ODO6092A 864886F7 0D010101 05000381 8D003081 89028181 00E65253
9C30C12E 295AB73F B1DFOFAD 86F88192 7D4FA4D2 8BATEFB49 9045BAB9 373A31CB
A6B1B8F4 329F2E7E 8A50997E AADBCFAA 23C29E19 C45F4F05 DBB2FAS1 4BT7E9F79
A1095115 759D6BC3 S5DEFB5D7F BCEF655BF 6317DB12 A8287795 7D8DC6A3 D31B2486
C9C96D2C 2F70B50D 3B4CDDAE F661041A 445AE11D O02EEF08 F2A627A0 5B020301 0001

PEM 77 A LD 5 DIL—4A RSA F— R7E L UVEIBHED T U X KR— Rl

ROBITIZ, T A RKRA b Tmyes] &BEMT H372 PEM 7 7 A /LI RSA F— X7

faaa] LN —X DFFHEZAERB LR AR — B HECOWTORLET, £/, 20
BTl Base6d fF 517 — & O D PEM Bt 4 G PEMJER 7 7 A L bR LET, 2D
Ty AMIMO SSL & SSHT Y r—Ta v CERINET,

Router (config) # crypto key generate rsa general-keys label aaa exportable

The name for the keys will be:aaa
Choose the size of the key modulus in the range of 360 to 2048 for your General Purpose

Keys. Choosing a key modulus greater than 512 may take a few minutes.
|

How many bits in the modulus [512]:
% Generating 512 bit RSA keys ...[OK]
|

Router (config) # crypto pki trustpoint mycs
Router (ca-trustpoint) # enrollment url http://mycs

Router (ca-trustpoint) #
rsakeypair aaa

Router (ca-trustpoint) # exit
Router (config) # crypto pki authenticate mycs

Certificate has the following attributes:
Fingerprint:C21514AC 12815946 09F635ED FBB6CFEF31
% Do you accept this certificate? [yes/no]: y
Trustpoint CA certificate accepted.

|

Router (config)# crypto pki enroll mycs

o
S

. PKINT® RSA +— DR
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PEM 77 A Lh 5D L—45 RSA ¥ — X7 £ £ UiEAED 1 wii— ol [l

Start certificate enrollment

Create a challenge password. You will need to verbally provide this password to the
CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.
Please make a note of it.

Password:

Re-enter password:

The fully-qualified domain name in the certificate will be: Router

The subject name in the certificate will be:host.example.com

Include the router serial number in the subject name? [yes/nol: n
Include an IP address in the subject name? [no]l: n

Request certificate from CA? [yes/nol: y

Certificate request sent to Certificate Authority

The certificate request fingerprint will be displayed.

The 'show crypto ca certificate' command will also show the fingerprint.
Router (config) # Fingerprint:8DA777BC 08477073 A5BE2403 812DD157
00:29:11:%CRYPTO-6-CERTRET:Certificate received from Certificate Authority
Router (config) # crypto ca export aaa pem terminal 3des password

3
g
3
g

o0 o0 e oo

o0 o0 oP

% CA certificate:

MIICAzCCAa2gAwIBAgIBATANBgkghkiGO9wOBAQUFADBOMQOswCQYDVQQGEwWJVUZES
<snip>
waDeNOSI3W1DaO0AWg5DkVBkxwgn0TgIJXJOCttJHNWHK1LMcMVGn

% Key name:aaa
Usage:General Purpose Key

Proc-Type:4, ENCRYPTED

DEK-Info:DES-EDE3-CBC,ED6B210B626BC81A
Urguv0jnjwOgowWVUQ2XR5nbzzYHI2vGLunpH/IxIsJuNjRVIbAAUPpGk7VNPCT87
<snip>

kLCOtxzEv7JHc72gMku9uUlrLSnFH5s1zAtoC0czfU4=

MIICTjCCAfigAwWIBAgICIQUWDQYJKoZIhvcNAQEFBQAWTJELMAKGALIUEBhMCVVMx
<snip>
6x1BalsuMxnHmr89KkKkY1U6

PEM 7 7/ ILDV5DIL—3 RSA T — RT7E X UVEEAZED 1 > 7”"— Fl

WOFICIE. TFTP #{#EH L. PEM 7 7 A /L7 5 RSA & — X7 LAFBAES 5 X hRA v
N Tggg) oA v AR— T2 HEEZRLET,

Router (config) # crypto pki import ggg pem url tftp://10.1.1.2/username/msca password
% Importing CA certificate...

Address or name of remote host [10.1.1.2]7?

Destination filename [username/msca.cal?

Reading file from tftp://10.1.1.2/username/msca.ca
Loading username/msca.ca from 10.1.1.2 (via Ethernet0) :!
[OK - 1082 bytes]

% Importing private key PEM file...

Address or name of remote host [10.1.1.2]7?

Destination filename [username/msca.prv]?

Reading file from tftp://10.1.1.2/username/msca.prv
Loading username/msca.prv from 10.1.1.2 (via EthernetO):!
[OK - 573 bytes]

% Importing certificate PEM file...

Address or name of remote host [10.1.1.2]7?
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Destination filename [username/msca.crt]?

Reading file from tftp://10.1.1.2/username/msca.crt
Loading username/msca.crt from 10.1.1.2 (via EthernetO):!
[OK - 1289 bytes]

% PEM files import succeeded.

Router (config) #

IL—2 DMEX—DESIEELUvOy 74l

EE X —DHREE & BIRELH!

WORFNZ, RSA F— Ipki-123.example.com| Z Wb d 5 FIEICHOWTRLET, D7D,
show crypto key mypubkey rsa =< > K4 %47 L C. RSA *—2SWab (i) L0 v 2
RSN TV D N EMER L E T,

Router (config) # crypto key encrypt rsa name pki-123.example.com passphrase password
Router (config) # exit
Router# show crypto key mypubkey rsa

% Key pair was generated at:00:15:32 GMT Jun 25 2003

Key name:pki-123.example.com

Usage:General Purpose Key

*** The key is protected and UNLOCKED. ***

Key is not exportable.

Key Data:

305C300D 06092A86 4886F70D 01010105 00034B00 30480241 00EOCC9A 1D23B52C
CD00910C ABD392AE BA6DOE3F FC47A0EF SAFEE340 OEC1E62B D40E7DCC
23C4D09E

03018B98 EOC07B42 3CFD1A32 2A3A13C0 1FF919C5 8DE9565F 1F020301 0001

% Key pair was generated at:00:15:33 GMT Jun 25 2003

Key name:pki-123.example.com.server

Usage:Encryption Key

Key is exportable.

Key Data:

307C300D 06092A86 4886F70D 01010105 00036B00 30680261 00D3491E 2A21D383
854D7DAS8 58AFBDAC 4E11A7DD E6C40AC6 66473 A9F 0C845120 7COC6ECS 1FFF5757
3A41CE04 FDCB40A4 B9C68B4F BC7D624B 470339A3 DE739D3E F7DDB549 91CD4DA4
DF190D26 7033958C 8A61787B D40D28B8 29BCDOED 4E6275C0 6D020301 0001

Router#

. PKI AT RSA +— D EFH



| PKIT®RSA $—DERE
nysant-s—onEssvEzn ]

OvY EN-F—DREE & VHERHI

WO, F— [pki-123.example.com| Z 1 v 7 T 5 HEIZOWTRLET, £DH, show
cryptokey mypubkeyrsa =~ FZFRE{TL T, *—fki#E () FidnyrzsnTnd
NERERLET,

Router# crypto key lock rsa name pki-123.example.com passphrase password
|

Router# show crypto key mypubkey rsa

% Key pair was generated at:20:29:41 GMT Jun 20 2003

Key name:pki-123.example.com

Usage:General Purpose Key

*** The key is protected and LOCKED. ***

Key 1s exportable.

Key Data:

305C300D 06092A86 4886F70D 01010105 00034B00 30480241 00D7808D CS5FF14AC
0D2B55AC 5D199F2F 7CB4B355 C555E07B 6DODECBE 4519B1F0 75B12D6F 902D6ESF
B6FDADSD 654EF851 5701D5D7 EDAO47ED 9A2A619D 5639DF18 EB020301 0001
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