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R w710 |asymmetric-routing always-divert enable AR UNA RGNS SZE LTy NET VT 47
. RG I H# Iz L E T,

Device (config-red-app-grp) # asymmetric-routing
always—-divert enable

ATv71 |end NET )V =Ygy I—F a7 X2 l—
i - va v ®— NEH&T LTHIE EXEC ©— R&Bth
LET,

Device (config-red-app-grp) # end

ABZ—TITARATOREAVEZ—T 24 ABRNFE L VIEXFRIL—
T4 T DETE

\}

GE) e TF—H A LB =T A AFETarha— L AL F—T A AL LTRESNLTWSA
YE—=T 2 A AT, TLRA 2 —7 oA ZFHF RID) 3 ELTIRY £H A,
T IT 4T TINARE AL LN, TR ADM S5 TRILEB LOFERFRN—T > T i
ETHMLENRDHY 7,
ARIBIP 7 RLARREENTWDAL v EZ—T = A ATIL, ERFRIN—T 4 T oA F—
TMZT B EIETEERA,

FIEDHE
1. enable
2. configureterminal
3. interface type number
4. redundancyrii id
5. redundancy group id [decrement number]
6. redundancy asymmetric-routing enable
7. end
FIED ¥
ARV KRFERRETI a3 Y B#J
AT w71 |enable it EXEC E— REHIZ L E T,
Bl - « NAT—REANLET (ERENLHA) .
Device> enable
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ARV RFEREET7TOVa Y B#Y

Z 5w 2 | configure terminal Jua—r )L ary7 4 F¥al—ay v— F&2Eth
f5 LETS
Device# configure terminal

AT 73 |interface type number LR V—"" (RG) IZBAEITHA v F—T oA A
i - BEIRNL, /X —T 2 AT 4 Fal—3
Device (config)# interface GigabitEthernet 0/1/3 < }f%fﬁﬁﬁél/EE7fo

A7y 74 |redundancy rii id JLRMEA V¥ —7 = A ZFHIF RID ZRELE
il - i
Device (config-if)# redundancy rii 600

R T 75 |redundancy group id [decrement number] RGTUEM N T 74 v A v —T = ADREE
i - AR=T ML, A E—=T = ADX T CREIHE
Device (config-if)# redundancy group 1 decrement %&Fﬁlfb{ﬂ% éﬂé%%#ﬁﬁbiﬁ‘o
20 GE) HRFRN—T 4 > T =T T2

TWAH NI T4 I A F =T AR
TRG ZRETDHDMLETH Y £HA,

R 7w 7 6 | redundancy asymmetric-routing enable % RG O 7 v —#nik b > RV AL L E T,
fi
Device (config-if)# redundancy asymmetric-routing
enable

A7y 77 |end B =Tz A AT Fal—varyE—FK
Bl - AAET L. i EXEC E— REBM L £ 7,

Device (config-if)# end

EXAFHIN—T 4 VT FFRALEFA T VIR EIETEBRDERTE
WOREE, AN —T 4 T E2FER LIZZAF I v 7 NEEE TTER OB T, FEFR
N—T 4 T B TETHBIERATE D NATRED X A 71X, AT v 7 HAERREEITL, A
2T 4 TINEREB L UM EETL, A— b 7 FLAZH (PAT) WIS L O E(E LA C

FIEDHE

T, NAT REDZENEND X A T OFEMITOWTIE,

DEEZZRLTIIZEN,

enable

configureterminal
interface type number

ip address ip-address mask

PWON=

[P 7 R L ZXHifI D72 D NAT % 7E |
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B ot —7 o EEALESAF 3 v ABREREROR

ip nat outside

exit

redundancy

application redundancy

group id

10. asymmetric-routing always-divert enable

1. end

12. configureterminal

13. ipnat pool namestart-ipend-ip {mask | prefix-length prefix-length}

© o N® O

14. exit
15. ipnatinsidesourcelist acl-number pool name redundancy redundancy-id mapping-id
map-id
16. accesslist standard-acl-number permit source-address wildcard-bits
17 end
FE D
vV RFEREEFETIVaY By
RTwvF1 |enable FiME EXEC E— R&EACLET,
i) e NMAT—=REANLET FERINTHS) .
Device> enable
RFw 72 |configureterminal Ja—r L ar74¥al—3 gy T— REBth
151 LET.
Device# configure terminal
AFw 73 |interface type number AE—T A RAEHEL, A F—T xR 2
i Y74 Fab—varE—REBLET,
Device (config)# interface gigabitethernet 0/1/3
25y 74 |ipaddress ip-addressmask f B =T 2l ADT T~V IPT FLAZRIE
i - LET,
Device (config-if)# ip address 10.1.1.1
255.255.255.0
RTw 75 |ipnatoutside SN E B SN D BRI Y— T R U —T =
i - A AT ETS
Device (config-if)# ip nat outside
ATy 76 |exit Ao B =T 2 AT 4F¥alb—arT—R
- ERETL, Zu—rbarr s Fal—ia L E—
Device (config-if)# exit FIZAD ET
X7 w71 |redundancy TUEMAREL, MRy 74 Fal—va v
1;“ : £ — F\%Eﬁt‘ébjﬁ—a_o
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ARV FFEREETIVa Yy

E:)

Device (config) # redundancy

A7 78 |application redundancy TAYr—va YR EREL, LEET 7Y
il - r—varyarZ4Xal—varE®— Neth
Device (config-red) # application redundancy L/ﬂiifo
A7y 79 |group id SR V=T aE L, TRET 7Y r—va >
Bl - IN—F a7 4 Xal—aryET—RethL
Device (config-red-app) # group 1 ESER
AT w710 |asymmetric-routing always-divert enable TIFALTTFNARINT T 4w 7 B LET,
i -
Device (config-red-app-grp) # asymmetric-routing
always-divert enable
ATFv71 |end NET AV r—yary J—7F ar7 F¥al—
Bl - va v = NERT L THHE EXEC £— N2 Bk
Device (config-red-app-grp) # end LETS
Z 5w 712 |configureterminal Jua—N)L a7 X b— gy E— NEEiG
11 LET
Device# configure terminal
Z 5w 713 |ipnatpool namestart-ipend-ip {mask |prefix-length| 7’ m— 3L 7 FL 2D F— L% EE L £,
prefix-length} i ‘
*IPNAT 7 —/L a7 4Falb— g EF—R
K EBEALET,
Device (config)# ip nat pool pooll prefix-length
24
RTv 14 |exit IPNAT 7 —/L a7 4 Falb—a s E— ek
i - TL, Zu—\b a7 4FXal—v gy E—K
Ly
Device (config-ipnat-pool) # exit %fﬁﬁﬁnl/if7ro
Z v 715 |ip natinsidesourcelist acl-number pool name WEBEEILT RLAD NAT AL, v v B
redundancy redundancy-id mapping-id map-id 2 ID Zf§i ] LT NAT % L& 7 /L — 712 Bhaft i
i : ESr N
Device (config)# ip nat inside source list pool
pooll redundancy 1 mapping-id 100
2T w716 |accesslist standard-acl-number permit source-address| Z5Ha XL ANE T FL A OIEET 7+ 2 I 2

wildcard-bits

1 -

Device (config) # access-list 10 permit 10.1.1.1
255.255.255.0

EEFRLET,
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AT RERETIVa Y

S

ATv 11

end

1 :

Device (config) # end

Ja—) a7 4 FXal—ay ET— REKT
L. ¥# EXEC E— F&BIA L £7,

J—R—=RITF7ATO4A—ILENATICRHT B v—
MIERFRIL—T 4« > F B 7R— L DEXEHI

Bl - REZ TUS— 30 PI—TERESTIL—TF A a)LDE

na

Device# configure terminal
Device (config) # redundancy
Device
Device
Device (config-red-app-grp) #
Device
Device
Device (config-red-app-grp) #
Device (config-red-app-grp) #
Device
Device
Device

Device

Device

config-red) # application redundancy
config-red-app) # group 1

name groupl

config-red-app-grp)# priority 100 failover threshold 50
config-red-app-grp) # preempt

track 50 decrement 50
exit

config-red-app) # protocol 1

config-red-app-prtcl)# timers hellotime 3 holdtime 10
config-red-app-prtcl)# authentication md5 key-string 0 nl timeout 100
config-red-app-prtcl)# bfd

config-red-app-prtcl)# end

Bl T—42, arrO0—)L, BLEUVERMIL—T s T4 253 —Tx
A ADHETE

Device# configure terminal
Device (config) # redundancy

Device (config-red)# application redundancy
Device (config-red-app) # group 1

(
(
Device (config-red-app-grp) #
Device (config-red-app-grp) #
Device (config-red-app-grp) #
Device (config-red-app-grp) #
Device (config-red-app-grp) #
Device (config-red-app-grp) #

data GigabitEthernet 0/0/1

control GigabitEthernet 1/0/0 protocol 1

timers delay 100 reload 400

asymmetric-routing interface GigabitEthernet 0/1/1
asymmetric-routing always-divert enable

end
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Bl A28 —T 1A RTOREA L 8—T 14 2BAFEEHL—T > o0%E [

Bl : A3 —T T ARXATOREAVE2—T o4 AFBAF EEXFHRIL—

TATD

=1 —
ax AE

Device# configure terminal

Device (config) # interface GigabitEthernet 0/1/3

Device (config-if)# redundancy rii 600

config-if) # redundancy group 1 decrement 20
config-if)# redundancy asymmetric-routing enable
config-if) # end

Device
Device
Device

,

Bl ERHIL—T 4 VT EFERALEFA TSI RBEETEBRDE

=

na

Device (config) # interface gigabitethernet 0/1/3

Device (config-if)# ip address 10.1.1.1 255.255.255.0

Device (config-if)# ip nat outside

Device (config-if)# exit

Device (config) # redundancy

Device (config-red) # application redundancy

Device (config-red-app) # group 1

Device (config-red-app-grp) # asymmetric-routing always-divert enable
Device (config-red-app-grp) # end

Device# configure terminal

Device (config) # ip nat pool pooll prefix-length 24

Device (config-ipnat-pool) # exit

Device (config)# ip nat inside source list pool pooll redundancy 1 mapping-id 100
Device (config) # access-list 10 permit 10.1.1.1 255.255.255.0

Bl I —TF 4 T RO RY—RY O AT ESEZFERLT-
WAN-WAN k780 2 F® VRF %tits NAT D E%5E

KIZ, WAN PRV —T o & TBRGEDFI 2R L E T,

vrf definition Mgmt-intf
address-family ipv4
exit-address-family

|

address-family ipvé6
exit-address-family

|

!

vrf definition VRFA

rd 100:1

route-target export 100:1
route-target import 100:1
address-family ipv4
exit-address-family
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no logging console
no aaa new-model
|
multilink bundle-name authenticated
|
redundancy
mode sso
application redundancy
group 1
preempt
priority 120
control GigabitEthernet 0/0/1 protocol 1
data GigabitEthernet 0/0/2
|
|
|
!
ip tftp source-interface GigabitEthernetO
ip tftp blocksize 8192
|

track 1 interface GigabitEthernet 0/0/4 line-protocol
|
interface Loopback 0

ip address 209.165.201.1 255.255.255.224
|
interface GigabitEthernet 0/0/0

vrf forwarding VRFA

ip address 192.168.0.1 255.255.255.248
ip nat inside

negotiation auto

bfd interval 50 min rx 50 multiplier 3
redundancy rii 2

|

interface GigabitEthernet 0/0/1

ip address 209.165.202.129 255.255.255.224
negotiation auto

|

interface GigabitEthernet 0/0/2

ip address 192.0.2.1 255.255.255.224
negotiation auto

|

interface GigabitEthernet 0/0/3

ip address 198.51.100.1 255.255.255.240
negotiation auto

|

interface GigabitEthernet 0/0/4

ip address 203.0.113.1 255.255.255.240
negotiation auto

|

interface GigabitEthernet 0

vrf forwarding Mgmt-intf

ip address 172.16.0.1 255.255.0.0
negotiation auto

|

interface vasileft 1

vrf forwarding VRFA

ip address 10.4.4.1 255.255.0.0

ip nat outside

no keepalive

|

interface vasiright 1

ip address 10.4.4.2 255.255.0.0

no keepalive
|
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router mobile

|

router bgp 577

bgp router-id 1.1.1.1

bgp log-neighbor-changes

neighbor 203.0.113.1 remote-as 223

neighbor 203.0.113.1 description PEERING to PTNR neighbor 10.4.4.1 remote-as 577
neighbor 10.4.4.1 description PEEERING to VASI VRFA interface
|

address-family ipv4

network 203.0.113.1 mask 255.255.255.240

network 10.4.0.0 mask 255.255.0.0

network 209.165.200.224 mask 255.255.255.224

neighbor 203.0.113.1 activate

neighbor 10.4.4.1 activate

neighbor 10.4.4.1 next-hop-self

exit-address-family

|
address-family ipv4 vrf VRFA

bgp router-id 4.4.4.4

network 192.168.0.0 mask 255.255.255.248

network 10.4.0.0 mask 255.255.0.0

redistribute connected

redistribute static

neighbor 192.168.0.2 remote-as 65004

neighbor 192.168.0.2 fall-over bfd

neighbor 192.168.0.2 activate

neighbor 10.4.4.2 remote-as 577

neighbor 10.4.4.2 description PEERING to VASI Global intf
neighbor 10.4.4.2 activate

exit-address-family

|

ip nat switchover replication http

ip nat pool att pool 209.165.200.225 209.165.200.225 prefix-length 16
ip nat inside source list 4 pool att pool redundancy 1 mapping-id 100 vrf VRFA overload
ip forward-protocol nd

|
no ip http server
no ip http secure-server

ip route 203.0.113.1 255.255.255.224 10.4.4.1

ip route 192.168.0.0 255.255.0.0 10.4.4.1

ip route 209.165.200.224 255.255.255.224 10.4.4.1

ip route vrf Mgmt-intf 209.165.200.1 255.255.255.224 172.16.0.0
|

ip prefix-list VRF Pool seq 5 permit 209.165.200.0/27
ip prefix-list pl-adv-1 seq 5 permit 209.165.200.0/27
ip prefix-list pl-exist-1 seq 5 permit 203.0.113.193/27
logging esm config
access-list 4 permit 203.0.113.193 255.255.255.224

|
control-plane
line console 0

stopbits 1

|
line vty 0 3

login

|
line vty 4

password lab

login

|

end
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Bl : VRF ZERA L=/ FIIL—T 1« VT DHRE

RIZ. Virtual Routing and Forwarding (VRF) A > A% v A ZEH L CIESHL—T «
VI EBRETHHERLET,

config)# redundancy

config-red) # mode sso

config-red) # application redundancy

config-red-app) # group 1

config-red-app-grp) # name RG1

config-red-app-grp) # preempt

config-red-app-grp)# priority 100 failover threshold 40
config-red-app-grp) # control GigabitEthernet 1/0/3 protocol 1
config-red-app-grp) # data GigabitEthernet 1/0/3
config-red-app-grp) # asymmetric-routing interface GigabitEthernet 1/0/4
config-red-app-grp) # asymmetric-routing always-divert enable
config-red-app-grp) # exit

config-red-app) # exit

config-red)# exit

Device
Device
Device
Device
Device
Device
Device
Device
Device
Device
Device
Device
Device

Device
|

Device (config) # interface TenGigabitEthernet 2/0/0
Device (config-if)# ip vrf forwarding vrf001
Device (config-if)# ip address 10.0.0.1 255.255.255.0
Device (config-if)# ip nat inside
Device (config-if)# exit
|
Device (config) # interface TenGigabitEthernet 3/0/0
Device (config-if)# ip vrf forwarding vrf001
Device (config-if)# ip address 192.0.2.1 255.255.255.0
Device (config-if)# ip nat outside

( ) #

Device (config-if exit
|

Device (config-if)# ip nat pool pool-vrf001l 209.165.201.1 209.165.201.30 prefix-length

24

Device (config-if)# ip nat inside source list 1 pool pool-vrf00l redundancy 1 mapping-id
1 vrf vrf00l match-in-vrf overload

Device (config-if)# end

J—R—RT7AT724A—ILENATIZRHT B v—
MIERAFRIL—T 1« > Y7R— FZEE T % BNERHR
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CiscoI0OS =~ K [Cisco IOS Master Command List, All Releases/]
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TDNT s MO T D Ty B
HREN Y AR — F SN TWET,
WDa~y RPHEANEFELINE
L7z, asymmetric-routing,
redundancy asymmetric-routing enable
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