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FTANB Z+AND
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GET VPN B ERMEDERE A IE

F—H—/N\—LE®DIELLVGDOI /N—2 3 U DFEER

FleD#HE

1. enable

2. show crypto gkm feature feature name

3. show crypto gkm feature feature-name | include no
F gD F%H

ATv 71 enable
¥ EXEC E— RZ AR LET,
e NAU—REANLET (FERINEZHE) .
Device> enable

AT w72 show crypto gkm feature feature name

Iy NT— I HNOEZEF——NR_"—BILRIT L —F A NR—TEITENTNS GDOI N— g b T34
Z 7% GET VPN FHEERMHERE (oF V. GETVPN ¥ —H%— "—T® D3P ¥ 7"— b & Cisco GETVPN F—

P—R—=DA L H—Fy N T 7 N ACK) ZHR—FLTWHNE S )

&1

Device# show crypto gkm feature ip-d3p
Group Name: GET VPN1

Key Server ID Version Feature Supported
10.0.8.1 1.0.11 Yes
10.0.9.1 1.0.10 No

Group Member ID Version Feature Supported
10.0.3.1 1.0.11 Yes
10.65.9.2 1.0.10 No

1 -

BT oW EFR R LET,

GET VPN fHE:ERAME .



GETVPN fAEEMMHE |
B /74 —toELLeDol A~ 3 VR

Device# show crypto gkm feature gdoi-interop-ack
Group Name: GET VPN2

Key Server ID Version Feature Supported
10.0.8.1 1.0.11 Yes
10.0.9.1 1.0.10 No

Group Member ID Version Feature Supported
10.0.3.1 1.0.11 Yes
10.65.9.2 1.0.10 No

AT w73 show crypto gkm feature feature-name | include no
() HiEEZ P HR— R LTV ARNWT AL 2 E2BRRLET,
11

Device# show crypto gkm feature gdoi-interop-ack | include no

OIN—T A N—EDIELLNGDOI /N— 3 > DFESR

FIRDOHE

1. enable
2. show crypto gkm feature feature name

F IR D

2T v 1 enable
¥ ME EXEC E— R&ANZ L £,
e NRATU—KREANLET (ERENZEHES) &

AT w72 show crypto gkm feature feature name
Fy NT—=THND T N—T AL NR—=TFEITINTND GDOl N— = & 7731 A GET VPN fH ALiE

JAMRSBE (-DF D, GETVPN ¥ —H%— 3—T® D3P ¥4~ — k & Cisco GETVPN F—H—R—D A  F—
Fv FRF7 FACK) ZHR—FLTWAENE I DT AEHREF T LET,

i
Device# show crypto gkm feature ip-d3p
Version Feature Supported
1.0.11 Yes
i
Device# show crypto gkm feature gdoi-interop-ack
Version Feature Supported
1.0.10 No
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F—H—/\—T0 IP-D3P DEHIL

FIRDOHE

F IR D

enable

configure terminal

crypto gkm group GETVPN
server local

exit
show crypto gkm ksreplay

NoO oA ®WN A

s—4—ri—<n p-03p nEME [

sa d3p window {sec seconds | msec milliseconds}

AU RFEEETIVa Y

=)

AT 71 |enable FEHE EXEC E— RE2HC L7,
1 - e NAT—REANLET (FEREINEHE) .
Device> enable

R 72 |configureterminal ra—N)ary7 4 Xal—3ary FB— NG
1 LET,
Device# configure terminal

AT 73 |cryptogkm group GETVPN TN—T7F—EH (GKM) 7V —7%EL. GKM
15 - IN—F a7 4 Xal—are— RNEHBL
Device (config) # crypto gkm group GETVPN 357%0

AT 74 |server local TNRA A F—P— =L LTHEL, GDOI 7—
5l - TN H—N— a7 4 Fal—ay ET— RaH
Device (config-gkm-group) # server local ﬁﬁl/EE?fo

R w 75 | sad3p window {sec seconds | msec milliseconds} TN—THNOFTRTOEX2YF 4 T/ m— T
- VCIPEMEIRIER I 7 = k=L (IP-D3P) &A%
Device (gdoi-local-server) # sa d3p window msec 5000 L/EET?O

esecseconds: V> KU A X (RPHAL) , #i
BHIE 1 ~ 100 T,
e msecmilliseconds : 7 4 > R A X (I URH
AL o #iPEIE 100 ~ 10000 T,

AT 76| exit GDOIE—H /L — N7 4 Fal— g F—

il - RZ#&T L, i EXEC £— RIZED £7,

Device (gdoi-local-server) # exit
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ARV RFERETIVa Y

B8

ATy T17

show crypto gkm ksreplay
{5

Device# show crypto gkm ks replay

BFfR—2D 7 TV 7T A DF—H—R— 7 )L—
TEREFRTRLET,

FI—T A2 IN—TD IP-D3IP DAL

FIRDEE

F IR D

1

iz, show cryptogkm ksreplay =2~ > RO OB ZR L £,

Device# show crypto gkm ks replay

Anti-replay Information For Group GETVPN:

IP-D3P:

enable
configureterminal
crypto gkm group GET

exit
show crypto gkm gm replay

o0kl wnN=

Type = POSIX-TIME-MSEC, Window-size = 5000 msec

client d3p window {sec seconds | msec milliseconds}

AU RFEERETIVa Y

=)

AT w1 |enable Kt EXEC £— REZ AL ET,
fi e NMAT—REANLET (ERINTHE) .
Device> enable

R T 72| configureterminal ya—sL ary 7 4 ¥al—vay EB— R
fl LET,
Device# configure terminal

AT 73 |cryptogkm group GET TN—7F%—EH (GKM) 7/ N—7%HEL, GKM
1 - IN—F ar7 4 Xal—varyT—RethL
Device (config) # crypto gkm group GETVPN gi?ro

Z 5 7 4| client d3p window {sec seconds| msec milliseconds} | 7 54 7 AT E B IPRUF IR 7 1 b =

1

Device (config-gkm-group) # client d3p window sec
50
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s—merpwaszoant [

ARV RFERFTIVaY =)

e msecmilliseconds : 7 v R ¥4 X (I UMH
A7) . #iPHIZ 100 ~ 10000 T,

ATvTh

exit

1

Device (gdoi-local-server) # exit

GDOIlr—H /P —Rary 74Xl — g FT—
RZ#T L., %4 EXEC E— RIZRY £,

ATvT6

show crypto gkm gm replay

1

Device# show crypto gkm gm replay

WEFoRLET,

B _—ADT > F VT LA DT N—TF A —ff

451
&Iz, show cryptogkm gmreplay =~ > RO fFIZR L ET,

Device# show crypto gkm gm replay
Anti-replay Information For Group GET:

IP-D3P:
Posix-time-msec : 502764.17
Input Packets : 5 Output Packets
Input Error Packets : 5 Output Error Packets

IP-D3P Error History (sampled at 1l0Opak/min):

XX:1XxX:1xx.XXx PST Tue Feb 25 2014: src=5.0.0.2; my time=502729.95; peer time=33.46;

win=10

VY:YY:Vy.yyy PST Tue Feb 25 2014: src=5.0.0.2; my time=502723.95; peer time=27.45;

win=10

F—BERERICEDEDIL

FIEDHE
1. enable
2. configureterminal
3. cryptogkm group GET
4. server local
5. rekey acknowledgement{cisco | interoperable| any}
6. exit
7. show crypto gkm ksreplay
FIED %
ARV KRFERETI a3 Y B#J
AT w71 |enable it EXEC E— REHIZ L E T,
fi e NATU—READLET FERENEHA)
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Device> enable

ATvT2

configureterminal

1

Device# configure terminal

Ja—n) ar7 4 X¥al—3ar T— &G
Li‘j—o

ATvT3

crypto gkm group GET
{5

Device (config) # crypto gkm group GET

TN—7%—EH (GKM) 7 NV—7%FE L. GKM
IN—F a7 4 Xal—arye— RNEHBEL
iﬁ—o

ATvT4

server local

1 -

Device (config-gkm-group) # server local

TN, A F—HP— =L LTHEL, GDOI 12—
BN P —R— a7 4 Xal—Tgr T— a2
HLET,

ATy Th

rekey acknowledgement {cisco | interoperable| any}

1 -

Device (gdoi-local-server)# rekey acknowledgment
interoperable

TN =T AU N—NF—FEREHERIGE TS X
INZLET,

* Cisco : Cisco Rekey ACK (If5-{k) A v&—v
T ANET,

« interoperable : #H A& H A AE 72 F — R4 ACK
GERE51E) A v E—VHERL TR ANE
R

cany : J—TFX— A N—DNN—T g THE
DNT, AR—FENTNWDH ACK A vE—Y
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exit
1 -

Device (gdoi-local-server)# exit

GDOlu— VY —nRary 7 4 X2l — g F—
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show crypto gkm ksreplay
1 -

Device# show crypto gkm ks replay
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Device# show crypto gkm

GROUP INFORMATION
Group Name

. GET VPN fHEER %

: GETVPN

(Unicast)
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Group Rekey Lifetime : 86400 secs

Group Rekey
Remaining Lifetime : 44710 secs
Time to Rekey : 44485 secs
Acknowledgement Cfg : {Cisco|Interoperable|Any}

Device# show crypto gkm ks

Total group members registered to this box: 0

Key Server Information For Group GETVPN:
Group Name : GETVPN

Group Name : GETVPN (Unicast)

Group Members 0
GDOI Group Members : 0
G-IKEv2 Group Members : O

Rekey Acknowledgement Cfg: {Cisco|Interoperable|Any}

B

IPSec SA Direction

Device# show crypto gkm ks rekey

Group GETVPN (Unicast)
Acknowledgement Type In-Use : {Ciscol|Interoperable|Any}
Number of Rekeys sent : 20

Device# show crypto gkm ks rekey

Group GETVPN (Multicast)
Acknowledgement Type In-Use : None
Number of Rekeys sent : 20

Device# show crypto gkm ks policy

Key Server Policy:
For group diffint (handle: 2147483650) server 10.0.8.1 (handle: 2147483650):
# of teks : 2 Seg num : 7
KEK POLICY (transport type : Unicast)
spi : 0x7D32D2052B87CEFE14060B58B0176129

management alg : disabled encrypt alg : AES
crypto iv length : 16 key size : 16
orig life(sec): 86400 remaining life(sec): 44699
time to rekey (sec): 44474

sig hash algorithm : enabled sig key length : 162
sig size 128

sig key name : mykeys

acknowledgement : {ciscolinteroperable|any}

Device# show crypto gkm ks policy

Key Server Policy:

For group diffint (handle: 2147483650) server 10.0.8.1 (handle: 2147483650):
# of teks : 2 Seq num : 7
KEK POLICY (transport type : Multicast)

GET VPN fHE:ERAME .
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spi : 0x7D32D2052B87CEFE14060B58B0176129

management alg : disabled encrypt alg
crypto iv length : 16 key size

orig life(sec): 86400 remaining life(sec):
time to rekey (sec): 44474

sig hash algorithm : enabled sig key length
sig size : 128

sig key name : mykeys

acknowledgement : none

GET VPN fE & :E A4 D& EH

5l . F+—H—/\—T® IP-D3P DEZN1E

Device> enable

Device# configure terminal

Device (config) # crypto gkm group GETVPN

Device (config-gkm-group) # server local

Device (gdoi-local-server)# sa d3p window msec 5000
Device (gdoi-local-server) # exit

FI—T A2 IN—TD IP-D3IP DAL

Device> enable

Device# configure terminal

Device (config-gkm-group) # client d3p window sec 50
Device (gdoi-local-server) # exit

F—BERERCEDEDE

Device> enable

Device# configure terminal

Device (config) # crypto gkm group GET
Device (config-gkm-group) # server local

(
Device (gdoi-local-server) # rekey acknowledgment interoperable
(

Device (gdoi-local-server) # exit
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: AES
16
44699
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