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V. Ry NU—ZXHFEETICEIEL £,
m—wﬁ—ﬂ~ﬁ\HH4V7§ZF?ﬁ?%@%ﬁ%%®%#%i@ﬂ%kéht7Hy7
WARAF L ET, PKIOEEBEMRICE Y. (1) Bl CAGEHEOFFENAIREICRY ., (2) &
X2 UT 4B EBRbND L, B— LA —"—ZHBNICETTE ET, Rdtsnr-s
gy 72k, = Ad—nR—% Ry NU— IR CTHETEET,

BHE CAFEEAE A — LA —/N\—DENERIE

CAHY—NIZIE, BN A= N"—NEEINTWILENRHY T, TXTOLULD CA %
HEIMIZ &SR L. auto-rollover &4 2 —7 M THHENHV T, CAZ T4 7 bME., BE)
BRSNS L, BB — A — =%V KR—FLET, 7747 FBIOHBIn—

B PRERTOIREY—\ORESLUVEE



| PKIERTO SEREY—ORES L VEE
g5 cAEREn— LA — —onkEE [

VA= R—DFETHOWNTIE,  [PKIDFEHERGEORE] OEICHD [HEZEHESRE] %
ZRLTLEEN,

CABE— VI —N—% A RX—TNMILT, TOIZ T4 7T MNP EEBICEESINTZ1%IC
BEoBHE CAFHED — LA —NR— T o 2A01H 0 7,

180 7O T4 7L CASIAER K UF—R7DH
LESREICIZ, 7277 4 7R CAFGEFAERB L OF— XTI 0ns 0 £,

2 5B  CAREEAZE O O— LA —N—B L UVF— AT DER EBRH

2EEETIE, B LA — = CAGEHEB L OF— X7 R4k &h, EfishEd, BALCA
T — A — N—GEAE L X — T Z2AR L E T, CABEFIZT 7T 4 TIREELRITFT S
L CAFE— VA —R=FEHEB LR —XT DY T4 7 MERIZSET HHEHNE T T
T FNCAR T AT EBHT LWV CAGEAZE L ¥ — X7 T 5 ERE2Z(ETHE. CA
I, L — A — = CAFEHEL X — T E2HERTI T4 T MIEEFELTURELE
T, 74T MI, = A —_"—CAGEAELXF— T E2RELE T,

)

GE)  CAIX, m— A —NR—GEHELXF— T EERLIZLE XIS, ZOT 7T 4 TR EERG T
XHOMENRH Y T, BUEORENEE SNTHA . m—wﬁ~ﬂ—iﬁik%—m7i5@
IR SN EE AL, ZOGAE, BEHFIIFH CRELRITTILERNHY £9, RIFLA
WS, B A — Rk bNE T,

3ERRE : O— LA —N—CASEAZE L X — RTNT7 I T4 TLCAREAE E X — RT7I2H D

SEFECIE, v— A — N—CAGEHEL X — XT BT 7T 4 772 CAFEAE L F— X722
DET, Ahern— A — "= CAGEHEZEZRE L TWVHTRTOT A A E, v—/LF—
N—GEAEET 7T 4 TIRGEHEOLAFNCEE L, TNETT VT 4 7ot E L F— 2
TIXHIBRE I ET,

CAGEHEFED B — /LA — "~ W@HEOFEAED 7 A 7 5 A Lk LOFHRH & ORICIKO L
IR OENNH D Z ENLMNDEENHY £9,

« B VA= N—HIIFITSNIGEAED T A 7 7 A LIE, HOPLORESNIELD b
<720 £797,

HEEOSFEM T T, ERRFENEBRDO T A 72 A4 LOFRTEEE LY LKL RD2GEERHY
T3, iEAZEDO T A 7 X A 2N 1 EFERFE OGS ICHER SN DE VT, 20% £ TIZRDZ
ERBHY FET,

ZOLIREVWRHHOITETORETH Y, EHEY—AN—LOT7T LT Y XATHRETH
jitter (7 & LR OZE) ICE2 6D TT, ZOMEEIE PKUISMT LA SHREZO
Bk A ~— LR LARWEDIZTH70IZFATLE T, A5 &, GERF Y — S THREN
HAETLHHERHY 7,
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B sty A BEEEET 200 -

RAETDHTA THALOEENT, HIZTA THALNEL DI AEL, FEAEICKH LT
BRESNTZHRKRTA T ZA LN E D=, PKIO@EIRBEIEICER B 5252 L13H D
FH¥ A,

FEIENY VAR ERET 2HDYR—

X7 Nya 7AY XL (SHA) 5 L. =—% —(F Cisco IOSCisco 10S XE iE
HES—N—BLOZ T4 7 FOREFb Ny v aBBEZIRETCEET, FHETE O L
Ny vaBEE, AvE—V HAA VAN TATY XAS (MDS) . SHA-1. SHA-256,
SHA-384, F721% SHA-512 T,

sEBAEH—/\D

TAAIMDS DA EHERE L ¥ A, £OMRIDYIZSHA-256 2T 2 0ERH Y £, ¥
A 3 DFHOKEFALIZ BT 2 HELEFIIZ OV Cid,  [Next Generation Encryption (NGE) [ 7=
TA h X=R—=% LTI EEN,

Z OREHE D FEEE | ] &4 5 hash (ca-trustpoint) 35 X TY hash (cs-server) =2~ > RO EIZEE T
DEERIZOWTIE,  TPAREEY— =0 E] OIEEEZZRL T EEN,

REHBSUVERAE

REBAZEY—/\D RSA +— RT7 DAERK

FEBEY— 3D RSA ¥ — X7 2 FEyCTAERT HIT1E. ROEXEEZFEITLET, aEAEF—A
D RSA ¥ — X7 2 FTENTERTDHE, ARLEDI ETDHX— T OXA TOFRE, vV
7y RO AR — ARl X — T OERK, F— X7 ORELGITORE, T x—
ERSGETORENTEET,

Ny 7T o TEFRIIT — AT BT 7 AR— FAJRERIEFAEY — N F— X7 2Bk T 5
ELET, ZOEELZFETLRWGS, IEET — NIZHBMIC Y — T 24K L, Z0F—
TIIET 7 AR — FA[REO~— 7 BT b ET,

TNAATUSB h—7 U ZFEL, ZNDNHHATREZRSE, USB h—2 %, A RL—Y F
WA ZELLTEF TR, BB TS, AL LTHHEHTE E9, USB h—7 v &l B LIk
ELTHEATSHE, USB h—2 U TOZ LT o vy bOF—Apk, B4, Bl & D RSA #fE
HIATCTEET, MEXF—IZRLTUSB h—27 O HARNWE IR >TRY, =7 AKR—
FCEFEHA, AF—IE=7 AR — FA[EETY, USB h—7 VO ER L O 54&#E & LT
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sERES— 0 RSA £— <704 [

OB 2 BRI~ =2 T LD Z A4 FLZHOWTIL, [B#EERE 28R LTS
A

\}

G RS — 2 RRRFNCRE L, BRI EY — A F =y R 2% T A T 5L %
L £

\)

GE) X2 V7 4T 28BUL. B D OREICE OB SbEA & RIRRICHE 2 f 72 < &k L
TWET, &HDOY A D EAICEE§ A HERFEIEIC W Tik,  [Next Generation Encryption
(NGE) RUA b R="—%ZMRMLTIZE,

FIEDHE
1. enable
2. configure terminal
3. cryptokey generatersa [general-keys| usage-keys| signature| encryption] [label key-label]
[exportable] [modulus modulus-size] [stor age devicename: ] [on devicename: ]
4. cryptokey exportrsa key-label pem {terminal | url url} {3des|des} passphrase
5. cryptokeyimportrsa key-label pem [usage-keys|signature|encryption] {terminal | url url}
[exportable] [on devicename: ] passphrase
6. exit
7. show crypto key mypubkey rsa
F gD FEH
ARV KRFERETI a3 Y B#J
RT w71 |enable it EXEC E— REHAZIZ L £,
i e NAU—REZANLET (FERENTZHE)
Device> enable
Z 5w 72 |configure terminal Ta—\)ar7 4 Xal— gy T— N2
1 - LET.

Device# configure terminal

R w73 |cryptokey generatersa [general-keys| usage-keys| |ZERAEH— D RSA ¥ — X7 &k LE T,
signature| encryption] [label key-label] [exportable]

[modulus modulus-size] [stor age devicename:] [on » storage ¥ — U — REMHT D&, F—DOREY

devicename: ] FafiETEET,

i * key-label 51 A ET H 2 LIZL > TT L4,

Device (config)# crypto key generate rsa label mycs ERET DA crypto pkl server cs-label =2~
exportable modulus 2048 v Rk o TGEEHEY —R—|2fEFHT 5 7L

ERICARTZENT 2 8ERH Y 77, key-labd
FIBAEAEE L TOR WS v—F OEeEh
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ARV RFERETIVa Y

B8

KA A4 (FQDN) TH DT 7 4 /v MEDE
A g7,

noshutdown =< > R&FITT DRI, CAEBEN
EREND FE TR ThHrH T/ AR— hA[REZ2 RSA
X —~T & FETEKT H85E . crypto caexport

pkesl2 2~ R&GEA LC, FEMEY — N —FEl]#
BIUOWEX—%2ETPKCSI12 77 AV E T T R

AR TEET,

e 5T 73/ FTIE, CARSAF—DET 2T A Y
A XX 1024 > FTH, HLEZID CARSA
X—DEY 2T A1T2048 B LT, CARSA
F—DETV 2T A YA AOFHAIL 350 ~ 4096
vy T,

eon ¥—U— RNiL, EEL7T /"M X ETRSA
X —_XTPMEREND Z EEBELET, 2D
5 /XA A{Z1Z Universal Serial Bus (USB) ~—7
Y. B—INT 4 A7 BELUINVRAM 72 &3
bV FET, EEOAFIORIITZarY () &ft
JET

GE) USB h—7 v ECERR S5 F—Id,

2048y AR THLMERH Y £,

ATvT4

cryptokey export rsa key-label pem {terminal | url
url} {3des| des} passphrase
f

Device (config) # crypto key export rsa mycs pem
url nvram: 3des PASSWORD

(EE) AR E7- RSA F— X7 27 AR— |
]\/\i‘a—o

R EINTeF—% T AR—FTEET,

ATy TH

cryptokey import rsa key-label pem [usage-keys|
signature|encryption] {terminal |url url} [exportable]
[on devicename: ] passphrase

1 -

Device (config) # crypto key import rsa mycs2 pem
url nvram:mycs PASSWORD

(T35) RSA ¥— <7 %A v HF—F LET,

USB h—2 A v AR— T 5% —%2 BT 51T
X, onF—U— R&EMA LT, @7 4 2D
iaEELET,

exportable ¥ — 7V — F&ZfEH L TRSAF—%2 =7/ R
AR—hrL, RSRAF—_T 2T/ AKR— FRA[|TEH
T 255 E1. exportable ¥ — U — RN &I GE
PES—"—ICF—2FEA A= LET, F—
EHET AR—FTEEEA,

ATvT6

exit

1 -

B PKERTOIRES—N\ORES L UEE

Ja— a7 4 FXFalb—ya ey T LET,




| PKIERATO EHEY—ORESL L UEE

iwzy— oz [

ATy T1

Device# show crypto key mypubkey rsa

ARV REEET7IVa Y B
Device (config) # exit
show crypto key mypubkey rsa N—Z D RSA BT —EERLET,

1

OB TIE, Tms2) W) T~ULdD USB b—727 T 1024 £ F RSA F— X7
BHERL, FNRELHLICRRINDABEZ DT NRF U T Ay —T% R LE
—§—O

Device (config) # crypto key generate rsa on usbtoken0 label ms2 modulus 2048
The name for the keys will be: ms2

The key modulus size is 2048 bits

% Generating 2048 bit RSA keys, keys will be on-token, non-exportable...
Jan 7 02:41:40.895: crypto _engine: Generate public/private keypair [OK]

o

Jan 7 02:44:09.623: crypto _engine: Create signature

Jan 7 02:44:10.467: crypto _engine: Verify signature

Jan 7 02:44:10.467: CryptoEngineO: CRYPTO ISA RSA CREATE PUBKEY (hw) (ipsec)
Jan 7 02:44:10.467: CryptoEngineO: CRYPTO ISA RSA PUB DECRYPT (hw) (ipsec)

T, ms2) &) T URMFITFoNTZ, b—7 2 EOF—Z2RGKIEHTE %
D

WROPITIZ, BEFAHDOFIMATHE/RUSB b — 2 NNZIEFITA AR — F S o % —
ZRLET,

Device# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Device (config)# crypto key import rsa encryption on usbtoken0 url nvram:e password
% Importing public Encryption key or certificate PEM file...
filename [e-encr.pub]?

Reading file from nvram:e-encr.pub

% Importing private Encryption key PEM file...
Source filename [e-encr.prv]?

Reading file from nvram:e-encr.prv

)

% Key pair import succeeded.

SERAZE Y —/\DFRTE

BE) CAGERAZE O — LA —/\—IZB T HRTiREH

FERAES —NEZRETHHAE. BB CAFFHED — LA — —NEFIZEITTH7=DIT, CA
P — NICR ORTERSEM P EH S ET,

cCAV— L, A F—TNICEN, FBHETE 4], FIHMEERT— X7, $—XT7 (28
HAHT Oz BB AM X OF 7 CAGEHE, CRL, 77 B AAHERA R L —U T34
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B encrameo—tr— 1 — BT 25105E

A, BXOT 7T 4 772 HTTP/SCEP Y — 3L & HIZHBICHESNTWAEXLERH D £
j—O

cCAZ 747 FTlE, BEWBENERIZE T LTEY ., [ UREHEY — "~ B @8 5 ek
MNA X =T NN > TWABRERDH Y £,

BE CASIBAZE O — /LA —/N\—([CET 5 HIFEIE
FAEHEY—RERETHHE. BECAGEHERD — LA — =2 EFICFATTH7-012, RO
HIFEE W S ET,

*SCEP L Ca— LA —"—%HKR— T IHIXLENRHY £7, SCEP DV IZFEH
EEHT O haVELBF A= (BT a7 7 A, FEICORE, F721% TFTP (2
L DBER ) A LT, PKUICESET HEEE TIlX, SCEP Ciefitan s rm—i4—
N—igEEFIHTE EHA,

e Xy NT—ZIZHBNT — A TEBELTNT ST — A TRRBT 2545, fFEY—
NP — LA — R—=REEIC 72 65, B — /LA — N—FEER L O — X7 A H B R E
NN, B— L — R 3R ELET A,

REAEY—/\DRE
RERES —NEBE L, HBIR—Ad— =& R =TT BT, ROMEEETLE

ﬁ—o
FIEDHE
1. enable
2. configure terminal
3. iphttp server
4. cryptopki server cslabel
5. noshutdown
6. auto-rollover [time-period]
FlED
AU RFERET7TIV3 Y B#
A7 71 |enable Rt EXEC E— RE BT LET,
f5 e NAU—RZANLET (FERINTHGH) .
Device> enable
R w 72 |configure terminal JTa— )L a7 4 X2 lb—3ay B— FEELG
15“ : L/i‘g‘o
Device# configure terminal

B PKERTOIRES—N\ORES L UEE
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AEY—\ORES S VEE

iwzy— oz [

AU RFERETIVa Y

B8

RTF v 7 3]|ip http server ROV AT LD HTTP — 3% A F—T7 LT L
{5 ER
Device (config)# ip http server
27 w7 4| cryptopki server cslabel SEHES— DT A EERL, FEHEF— S
i - T4 F¥al—varyE—RERBLET,
Device (config)# crypto pki server server-pki GE) FE)TRSA F— XTZAERM LRSS,
cslabel 51T — X7 DL4uI & —FKT
LHERHY F7,
R T 75| noshutdown (EE) FEHEFEI—"E A X —7 /M LT,
Bl GE) T 74N MEREEEAT 2551, 20
Device (cs-server)# no shutdown HECiiooa~vy RETZFEALE
T DEY, T T AN RREDNT N
% TREAEY— SBREORE ] DIEZIC
W->TERETLHEE, FEZ0a~v R
BIAT LN TL &0,
R T 76 |auto-rollover [time-period] (TE) AEICAFE D — /LA — \—HRE% 1 1 —

1 -

Device (cs-server)# auto-rollover 90

T LET,
« time-period : 7 7 4 /L ME 30 H T,

1

WOHITHE, FEBAEY—/ Ims2] 2% ET D HIEIZOWTRLET, ms2iL2048 £

F RSA F— X7 DT ~ULTT,

Device (config) # crypto pki server ms2

Device (cs-server) # no shutdown

3
3
S

the configuration.

5 Once you start the server, you can no longer change some of

Are you sure you want to do this? [yes/no]:

yes
% Certificate Server enabled.
Device (cs-server) # end
|
Device# show crypto pki server ms2
Certificate Server ms2:

Status: enabled, configured

CA cert fingerprint: 5A856122 4051347F 55E8C246 866DOAC3

Granting mode is: manual

Last certificate issued serial number: 0xl1

CA certificate expiration timer:

19:44:57 GMT Oct 14 2006

CRL NextUpdate timer: 19:45:25 GMT Oct 22 2003
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PKI BRTO SIBEY —\DEES S UVEE |

B

X JE

Current storage dir: nvram:
Database Level: Complete - all issued certs written as <serialnum>.cer

WRORFITIE, auto-rollover =~ > RZMEMA LT, — 3 —ms2 ®HE) CAFEHIER —
WA =N f F—T NWNZT D EE R L ET, showcryptopki server 2~ R& 3
TT25L, HEID—)LA— =325 HDOA— T v THIE TH— 3 — mycs I[TRE &
Nz eBRENET,

Device (config) # crypto pki server ms2
Device (cs-server)# auto-rollover 25
Device (cs-server) # no shutdown
%Some server settings cannot be changed after CA certificate generation.
% Exporting Certificate Server signing certificate and keys...
% Certificate Server enabled.
Device (cs-server) #
Device# show crypto pki server ms2
Certificate Server ms2:
Status:enabled
Server's configuration is locked (enter "shut" to unlock it)
Issuer name:CN=mycs
CA cert fingerprint:70AFECA9 211CDDCC 6AA9DT7FF 3ADBO3AE
Granting mode is:manual
Last certificate issued serial number:0x1l
CA certificate expiration timer:00:49:26 PDT Jun 20 2008
CRL NextUpdate timer:00:49:29 PDT Jun 28 2005
Current storage dir:nvram:
Database Level:Minimum - no cert data written to storage
Auto-Rollover configured, overlap period 25 days
Autorollover timer:00:49:26 PDT May 26 2008

THEEBAZE Y —/\DERTE

TRT, ETIEHED SCEP AEAEZE R & 5 VI FEOFEFEZR 277 7l 2 72 DI TLFEH
FEP—NEREL., BEO— VA —N—% A X =TT DITIE, ROEEZETLET,

\}

FIRDHE

CE)  vX=2 U7 4T 2FBUT. BB D ORGEICESL O BB & kI 2 M7 <&k L
TWET, KOV A aDORSLIZEEd B HELEFHIRIC SV ClE,  [Next Generation Encryption]
(NGE) RUA b R="—%ZRML T ZE,

1R BHHIIZ
o JL— MEEBAEY— 3— X, Cisco IOS XE iFFAEY — R_R—THHMLENH Y 9,
s TMOREEF (CA) OBE. W—FCAEZIET v 7 A MY —25 CA~DEEIL SCEP &
NLTORENTT, Ty FAR)—LCAIL, 7T v 7 ARY—LCA~DBREENETT
HETH U ITA L THHVERHY ET, L—FCAEFIZT v 72 MY —A CAICTAL
CAZ FEITRETAZ LITTETEEA,

1. enable
configureterminal
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crypto pki trustpoint name

TuasEr— ozz [

enrollment [mode] [ retry period minutes] [ retry count number] url url [pem]

crypto pki server  cs-label
issuer name DN-string
mode sub-cs

10. auto-rollover [time-period]

3
4
5.
6. exit
7
8
9

hash {md5| shal | sha256 | sha384 | shab12}

1. grantauto rollover {ca-cert|ra-cert}
12. hash {md5|shal|sha256 | sha384 | sha512}

13. noshutdown

F gD
aAv U RFEREET7TIVaY B#)

RTFwv 1 |enable it EXEC ®— FZ A LET,
1 - e NMATU—REANLET (FERINTEHE) .
Device> enable

w2 |configureterminal Ja—n) a7 4 Xalb—g )y EB— REBE
1 - LET.
Device# configure terminal

R 73 |cryptopkitrustpoint name THLOFERAEY—"DMEHT 5 N7 A MRA U M
Bl - HEL, CANFARNKRA Y ar7 1¥al1—
Device (config)# crypto pki trustpoint sub vay ' ]\%Bﬂﬁébij‘o

XFw 74 |enrollment [mode] [ retry period minutes] [ retry count | CA W DX EE/IT A —Z A EE L E7,

number] url url [pem]

51

Device (ca-trustpoint)# enrollment url
http://caserver.myexample.com

ER s

Device (ca-trustpoint)# enrollment url
http://[2001:DB8:1:1::1]:80

o (fFEB) CA VAT ANBER (RA) ZiRft
T 584, modeFx—U—RELTRAE—F
EREELET, T 74/ M T, RAE— RiX
T,

o (f£&) retryperiod ¥ — U — R X " minutes
I, CAIZHIOFEEZREZXETHET
Jo— 5 BFEET B B &2 S BAL CHRE L £ 7,
AMEIEZ T ~60 T, 774/ I 1 TT,

o (fEE) retry count ¥ — U — R X O number

SIENE, ERTOERIT T DINE &4 /v —Z D32
B LaWGE, —2 DNGEHEER 2 HEE T
DI EEE LET, ARRMEIX, 1~100T
9, 7 74V M 10 TT,

surl BT, v— S BTN ESR 2 MR T CA
@ URL T,
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ARV FFEREETIVa Yy

S

GE) IPv6 7 K L A% http: Bék 5
BINCEET, 2L 2
http://[ipv6-address]:80 T3, URL
WO IPV6 7 K L A LRI C R Te 4
ENRH £9, EHTE 2 TOM,
DRI UCB T 2 FEMIC DUV T
%, enrollment url (ca-trustpoint) =
~ U R AR=UESZRLTES
Uy,

o (ER) pem ¥—U— RiX, GERAEZRICT
F A N—iifb A —/L (PEM) DR ZBIN
l/\gzjqo

Z2Fw 75 |hash {md5|shal|sha256 | sha384 | sha512}

1 -

Device (ca-trustpoint)# hash sha384

(f&) CiscolOSXE 7 74 7> h3 A &4 RN
EOBHIHEHTHBL Oy v 2B ERRELE
9, T 74/ b TiL, CiscolOSXEZ 74 7> MM
MD5 K= by & = B E: B OB AR I
LET,

NZARNKA Y NOT 74V Miaxk EEXTHED
2, Woa<wy R 73y AL F—T— K 47
TarOWTNERETEET, TO%, O
EN, BOEBAGEAEDT 7 4V hORG b
Yo T Y XAAREEICe D £,

emd5 : F7 44 hDNy 3= B MDS 23T
SNDELIITHEELET GEHER)

echal : SHA-1 v o 2 B RSA S —DF 7 #
VDN 2T LAY AN L THEAENS
XollRE L4 (GEAELE)

+ sha256 : SHA-256 7~ ¥ = B34 Elliptic Curve
(EC) 256 By hF—Dy a7 ay X
LELTHEREND EIITRELE T,

» sha384 : SHA-384 /Ny o = B#AS EC 384 £ v
FF—DNy a7 VT ILE L THEREN
HEIICHEELET,

e sha512 : SHA-512 ™y ¥ a2 BB EC512 By
FF—Dny a7 VIF) XLELTHERAESH
HEIICHEELET,

B PKERTOIRES—N\ORES L UEE
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TuasEr— ozz [

ARV FFEREETIVa Yy

E:)

ATy 76 |exit CAFIFAIRA L a7 ¥al—var E—
15“ : F‘%%T Li?ﬁo
Device (ca-trustpoint) # exit
AFw 71 |cryptopkiserver  cs-label Cisco 108 XE FERAE S — N —% 4 X —T LT L,
i - CSH—nR—ar7 4 Xal—aT— K&t
Device (config)# crypto pki server sub L/EEjfo
GE) TREDOY—NZiE, LFREAT v 73T
E SN v A MKRA > M ERIL4
iz 2 0EERH Y £,
RFw S8 |issuer name DN-string (1) FEAEY— O CARITESA L LTDN %
Bl e LET
Device (cs-server) # issuer-name CN=sub CA,
O=Cisco, C=us
RF w79 |modesub-cs PKI — "% 7REHE S — N E— FITLE T,
£l - « MLCA & CA L DRI, Xy FY—2 LD
Device (cs-server) # mode sub-cs T_RTDOFT A AN Cisco IOS XE T /314 A X
A FZEENDGEDHYR— s ShET, £
D7=¥., CiscolOS XE @ ML CA VX, ¥— K
SR=F A DCAHS—S—ITB RS 5 Z LI TE
FH A
A7 710 |auto-rollover [time-period] (EE) BB CAGEHE o — /LA — N —fRE % A
i - F—=T ML ET,
Device (cs-server)# auto-rollover 90 * time-period : F7#)V X 30 HTT,
ZF w711 |grantauto rollover {ca-cert|ra-cert} EE) L —2 NN AETIC, FMOCAB L

1 -

Device (cs-server)# grant auto rollover ca-cert

U'RA ©— F CA DR GRIEK 2 HBIRIZFF AT L £
j—o

e ca-cert : FALOD CA B — LA — R—ZFBHEN H
I EIND X CHEELE T,

sra-cert : RA £— K CA B — L4 —/N—ZER#E
WHEIICAHE S L) ITHEELET,
GE) D, FIO TILOFERAES — %
AX—=T ML, BT DHLEETHI
3, REAEEOR 2 FE) T o 0
N E£T,
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ARV FFEREETIVa Yy

S

ATvT12

1 :

Device (cs-server)# hash sha384

hash {md5 | shal | sha256 | sha384 | sha512}

(f£#) Cisco IOS XE FR3E/A (CA) XV — 38—
DIITINTT X TCOEHAEDEL IHEHAT 254
DNy v 2 B ERELET,

emd5: F 7 4/ DNy 2 BE MDS5 23ME
SINBDEITHEELET GEHELE) |

eshal : SHA-1 Ny > =2 BA¥AMERA SN S L 9
WHELET GEfEE) |

e sha256 : SHA-256 N > 2 BN i S5
Lol ELET,

+ shal384 : SHA-384 /Ny v = BAEMNMEFA S b
Lol ELET,

+sha512 : SHA-512 /~y v = BRI NS
EolcELET,

AT w713 |noshutdown

&1

Device (cs-server)# no shutdown

AEHEY — A R—=T NV ETITHA 2 —7 b L
iﬁ—o

D FALDFEAEFY — " Z 0D TA R —T /T
5L EThI, FEAEY —NTF—& 4L,
N— FREAF Y — BB S AEHELZ G L E
—aAO

il

REFEY — =3 R—=T U2 B, B D WITREE Y — S — 338 S A7 ER & AL 3-
LRSI R T TVnEEA LT 1E, debug erypto pki server 2~ > REFEHT 5 & RICRT
Fol (17 y 7 RRFEE] BER TRTRAMNFA L IR RRE] ) REEZ T TNV a—
T4 TEET, 22T, Tms2) 132048 B RO RSA F— XT DT~V ERLET,

Router# debug crypto pki server
Clock Not Set

Router (config) # crypto pki server ms2

Router (cs-server) # mode sub-cs

Router (cs-server) # no shutdown

%$Some server settings cannot be changed after CA certificate generation.

% Please enter a passphrase to protect the private key % or type Return to exit
Password:

*Jan 6 20:57:37.667: CRYPTO CS: enter FSM: input state initial, input signal no shut
Re-enter password:

*Jan 6 20:57:45.303: CRYPTO_CS: starting enabling checks

*Jan 6 20:57:45.303: CRYPTO_CS: key 'sub' does not exist; generated automatically[OK]
% Time has not been set. Cannot start the Certificate server

B PKERTOIRES—N\ORES L UEE
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Trustpoint Not Configured

Router (config) # crypto pki server ms2

Router (cs-server) # mode sub-cs

Router (cs-server)# no shutdown

$Some server settings cannot be changed after CA certificate generation.

% Please enter a passphrase to protect the private key or type Return to exit
Password:

Jan 6 21:00:15.961: CRYPTO CS: enter FSM: input state initial, input signal no shut.
Jan 6 21:03:34.309: CRYPTO CS: enter FSM: input state initial, input signal time set.
Jan 6 21:03:34.313: CRYPTO CS: exit FSM: new state initial.

Jan 6 21:03:34.313: CRYPTO CS: cs config has been unlocked

Re-enter password:

Jan 6 21:03:44.413: CRYPTO CS: starting enabling checks

Jan 6 21:03:44.413: CRYPTO CS: associated trust point 'sub' does not exist; generated
automatically

Jan 6 21:03:44.417: CRYPTO CS: key 'sub' does not exist; generated automatically[OK]
Jan 6 21:04:03.993: CRYPTO CS: nvram filesystem

Jan 6 21:04:04.077: CRYPTO CS: serial number Oxl written.

You must specify an enrollment URL for this CA before you can authenticate it.

)

% Failed to authenticate the Certificate Authority

RERE T — N =R B AR E A L — FEET — =5 G TE RWIGETE. ROBICRT
X 91z, debugcryptopkitransactions=~ > REEH L CREEZ N T IV a—T 4 V7 TX
£

Router# debug crypto pki transactions

Jan 6 21:07:00.311: CRYPTO CS: enter FSM: input state initial, input signal time set
Jan 6 21:07:00.311: CRYPTO _CS: exit FSM: new state initial

Jan 6 21:07:00.311: CRYPTO CS: cs config has been unlocked no sh

%$Some server settings cannot be changed after CA certificate generation.

% Please enter a passphrase to protect the private key % or type Return to exit
Password:

Jan 6 21:07:03.535: CRYPTO _CS: enter FSM: input state initial, input signal no shut
Re-enter password:

Jan 6 21:07:10.619: CRYPTO _CS: starting enabling checks

Jan 6 21:07:10.619: CRYPTO_CS: key 'sub' does not exist; generated automatically[OK]
Jan 6 21:07:20.535: %$SSH-5-ENABLED: SSH 1.99 has been enabled

Jan 6 21:07:25.883: CRYPTO _CS: nvram filesystem

Jan 6 21:07:25.991: CRYPTO_CS: serial number 0x1 written.

Jan 6 21:07:27.863: CRYPTO _CS: created a new serial file.

Jan 6 21:07:27.863: CRYPTO_CS: authenticating the CA 'sub'

Jan 6 21:07:27.867: CRYPTO_PKI: Sending CA Certificate Request:
GET /cgi-bin/pkiclient.exe?operation=GetCACert&message=sub HTTP/1.0
User-Agent: Mozilla/4.0 (compatible; MSIE 5.0; Cisco PKI)
Jan 6 21:07:27.867: CRYPTO PKI: can not resolve server name/IP address
Jan 6 21:07:27.871: CRYPTO PKI: Using unresolved IP Address 192.0.2.6 Certificate has
the following attributes:
Fingerprint MD5: 328ACC02 52B25DB8 22F8F104 B6055B5B
Fingerprint SHAl: 02FD799D DD40C7A8 61DC53AB 1E89A3EA 2A729EE2
% Do you accept this certificate? [yes/no]:
Jan 6 21:07:30.879: CRYPTO_PKI: http connection opened
Jan 6 21:07:30.903: CRYPTO PKI: HTTP response header:
HTTP/1.1 200 OK
Date: Thu, 06 Jan 2005 21:07:30 GMT
Server: server-IOS
Content-Type: application/x-x509-ca-cert
Expires: Thu, 06 Jan 2005 21:07:30 GMT
Last-Modified: Thu, 06 Jan 2005 21:07:30 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache
Accept-Ranges: none

PKIERTO iIBEY—\OEES L UEE ]
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Jan
Jan
Jan
Jan
Jan
Jan

6
6
6
6
6

6

21:
21:

21

21:
21:
21:

07:
07:
:07:
07:
07:
07:
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indicates we have received a CA certificate.

30.
30.
30.
30.
30.
30.

903:
907:
907:
907:
927:
927:

CA certificate accepted.%

o
g
o
S

Router

Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

6

oY Oy Oy O O OO O

6

(cs—-server) #

21:
21:
21:
21:
21
21:
21:
21:
21:

07:
07:
07:
07:

:07:

07:
07:
07:
07:

51.
51.
52.
54.
54.
54.
54.
54.
55.

772
772
460:
348:
352:
352:
356:
356:
016:

EC188F65 64356C80
Jan 6 21:07:55.016:
0OC7BE187 0ODFC884D

Jan
Jan
Jan
Jan
Jan

21:
21:
21:
21:
21

HTTP/1.

Date:

Server:

Expires:
Last-Modified: Thu,

07:
07:
07:
07:

:07:

12

Thu,

56.
56.
56.
59.
59.
00

06 Jan 2005 21:07

508:
508:
516:
136:
136:
OK

CRYPTO CA:
CRYPTO CA:
CRYPTO CS:
CRYPTO CS:
CRYPTO CS:
CRYPTO CS:
CRYPTO PKI:
CRYPTO PKI:
CRYPTO PKI:

CRYPTO_PKI:
D32CAAT5

CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_ PKI:

server-I0S
Content-Type: application/x-pki-message
06 Jan 2005 21:07:57 GMT

Thu,

Cache-Control: no
no-cache

Pragma:

Accept-Ranges: no

Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

Date:

6

oY Oy &Y O O OO O

6

21:
21:
21
21:
21:
21:
21:
21:
21

Server:

Expires:
Last-Modified: Thu,

07:
07:

:07:

07:
08:
08:
08:
08:

:08:
Thu,

59.
59.
59.
59.
00.
00.
00.
11.
11

324:
324:
324:
328:
788:
788:
796:
804:

.804:
06 Jan 2005 21:08

CRYPTO_ PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_ PKI:
CRYPTO_ PKI:

Certificate request sent to Certificate Authority
Enrollment in progress...

certificate not found
certificate not found
Publishing 213 bytes to crl file nvram:sub.crl
enrolling the server's trustpoint 'sub'

exit FSM:

Received 507 bytes from server as CA certificate:
transaction GetCACert completed

CA certificate received.
CA certificate received.
crypto_pki_authenticate tp cert()
trustpoint sub authentication status

new state check failed
cs config has been locked

transaction PKCSReqg completed
status:
Certificate Request Fingerprint MD5:

Certificate Request Fingerprint SHAL:

can not resolve server name/IP address
Using unresolved IP Address 192.0.2.6
http connection opened
received msg of 776 bytes
HTTP response header:

:57 GMT

-store, no-cache,

ne

06 Jan 2005 21:07:57 GMT
must-revalidate

The PKCS #7 message has 1 verified signers.

signing cert:

Signed Attributes:
status = 102:

CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_ PKI:
CRYPTO_PKI:
CRYPTO_PKI:

server-I0S
Content-Type: application/x-pki-message
06 Jan 2005 21:08:01 GMT

Thu,

Cache-Control: no

Pragma: no-cache

Accept-Ranges: no
Jan 6 21:08:11.992:
Jan 6 21:08:11.992:
Jan 6 21:08:11.996:
Jan 6 21:08:11.996:
Jan 6 21:08:21.996:
Jan 6 21:08:31.996:
Jan 6 21:08:41.996:
Jan 6 21:08:51.996:
Jan 6 21:09:01.996:
Jan 6 21:09:11.996:

II PKI RRATD

HTTP response header:
:01 GMT

-store, no-cache,

ne

signing ce

FEAEY —/\DRES L UVEHR

issuer=cn=rootl

= 0 y Trustpoint

1BAO27DB 1C7860C7

840DB52C E17614CB

certificate request pending
can not resolve server name/IP address
Using unresolved IP Address 192.0.2.6
http connection opened
received msg of 776 bytes

06 Jan 2005 21:08:01 GMT
must-revalidate

rt: issuer=cn=rootl

All
All
All
All
All

Signed Attributes:
CRYPTO_PKI:
CRYPTO_ PKI:
CRYPTO_ PKI:
CRYPTO_ PKI:
CRYPTO_ PKI:
CRYPTO_ PKI:
CRYPTO_ PKI:

status = 102:

sockets
sockets
sockets
sockets
sockets

are
are
are
are
are

closed
closed
closed
closed
closed

resend GetCertInitial,

for
for
for
for
for
1

HTTP/1.1 200 OK

The PKCS #7 message has 1 verified signers.

trustpoint
trustpoint
trustpoint
trustpoint
trustpoint

certificate request pending

sub.
sub.
sub.
sub.
sub.
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09:
09:
09:
:09:
09:

11

11.
11.

11

12.

.996:
996:
996:
.996:
024:

signing certificate

6 21:09:14.784:
6 21:09:14.784:

HTTP/1.1 200 OK

Jan 6 21:
Jan 6 21:
Jan 6 21:
Jan 6 21
Jan 6 21:
Jan
Jan
Date:
Server:

Thu,

server-10S

06

Jan

SHES— 1 ERAE— FTEFTHE5 15T [

CRYPTO PKI: All sockets are closed for trustpoint sub.

CRYPTO PKI: resend GetCertInitial for session: 0

CRYPTO PKI: can not resolve server name/IP address

CRYPTO PKI: Using unresolved IP Address 192.0.2.6

CRYPTO PKI: http connection opened% Exporting Certificate Server
and keys...

CRYPTO PKI: received msg of 1611 bytes

CRYPTO PKI: HTTP response header:

2005 21:09:13 GMT

Content-Type: application/x-pki-message
06 Jan 2005 21:09:13 GMT
Last-Modified: Thu, 06 Jan 2005 21:09:13 GMT

Expires:

Thu,

Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache
Accept-Ranges: none
Jan 6 21:09:14.972: The PKCS #7 message has 1 verified signers.
Jan 6 21:09:14.972: signing cert: issuer=cn=rootl
Jan 6 21:09:14.972: Signed Attributes:
Jan 6 21:09:14.976: CRYPTO PKI: status = 100: certificate is granted
Jan 6 21:09:15.668: The PKCS #7 message contains 1 certs and 0 crls.
Jan 6 21:09:15.688: Newly-issued Router Cert: issuer=cn=root serial=2
Jan 6 21:09:15.688: start date: 21:08:03 GMT Jan 6 2005
Jan 6 21:09:15.688: end date: 21:08:03 GMT Jan 6 2006
Jan 6 21:09:15.688: Router date: 21:09:15 GMT Jan 6 2005
Jan 6 21:09:15.692: Received router cert from CA
Jan 6 21:09:15.740: CRYPTO CA: certificate not found
Jan 6 21:09:15.744: CRYPTO PKI: All enrollment requests completed for trustpoint sub.
Jan 6 21:09:15.744: SPKI-6-CERTRET: Certificate received from Certificate Authority
Jan 6 21:09:15.744: CRYPTO PKI: All enrollment requests completed for trustpoint sub.
Jan 6 21:09:15.744: CRYPTO PKI: All enrollment requests completed for trustpoint sub.
Jan 6 21:09:15.748: CRYPTO CS: enter FSM: input state check failed, input signal cert
configured
Jan 6 21:09:15.748: CRYPTO CS: starting enabling checks
Jan 6 21:09:15.748: CRYPTO CS: nvram filesystem
Jan 6 21:09:15.796: CRYPTO CS: found existing serial file.
Jan 6 21:09:15.820: CRYPTO CS: old router cert flag 0x4
Jan 6 21:09:15.820: CRYPTO CS: new router cert flag 0Ox44
Jan 6 21:09:18.432: CRYPTO CS: DB version 1
Jan 6 21:09:18.432: CRYPTO CS: last issued serial number is 0xl
Jan 6 21:09:18.480: CRYPTO CS: CRL file sub.crl exists.
Jan 6 21:09:18.480: CRYPTO CS: Read 213 bytes from crl file sub.crl.
Jan 6 21:09:18.532: CRYPTO CS: SCEP server started
Jan 6 21:09:18.532: CRYPTO CS: exit FSM: new state enabled
Jan 6 21:09:18.536: CRYPTO CS: cs config has been locked
Jan 6 21:09:18.536: CRYPTO PKI: All enrollment requests completed for trustpoint sub.

FFAEY — =3 R =T IR B R, HDVITFEAE Y — S — 3R E S U2 ER & LB
BHEICRIEN A L2851, debug crypto pki server =t~ > K& LT, BégO IR
NI TN a—T 47 TEET, ZOa~vr RiE, b—FCAZT RNy 7T 5551
ATxET (Zoa~vwr RiE, b—FCATHFILTLEEW) |

SFEAEH—/INNZRAE— FTEFTTHLOIZETE

FERAEY —NIL, CAFRZEFHIOY—R X—F D CADRA L LTHIETHZ ENRTEE
I, = =T 4 D CAEBHATLHEEIL, tranparent ¥ — U — R4 7 v 3 VBT 2% FIE
8 DFFMA MR L T3,
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FlED#HE
1. enable
2. configureterminal
3. crypto pki trustpoint name
4. enrollment url url
5. subject-name  x.500-name
6. exit
7 crypto pki server  cs-label
8. modera [transparent]
9. auto-rollover [time-period]
10. grant autorollover {ca-cert|ra-cert}
1. noshutdown
12. noshutdown
FIED S
ATV RFEREETIa Y B
ATwv 1 |enable F¢HE EXEC E— 2B L FE T,
i - e NAT—REANLET (BERINTHE) .
Device> enable
R w2 |configureterminal JTa— ) a7 4 X2 lb—3ay EB— N2
Bl - LET,
Device# configure terminal
RT w73 |cryptopkitrustpoint name RA E— RFEHES — SREHTH b7 A KA
Bl - FESL, CANTAINRA U F a7 ¥
Device (config)# crypto pki trustpoint ra-server [ R }\ %Bﬁﬁébij—"
AFw 74 |enrolimenturl url FATIE CA SEHEH— N (L— | HEBEH— %) 0
Bl - %k URL ZfR7E L £
Device (ca-trustpoint)# enrollment url
http://ca-server.company.com
AFw 75 |subject-name  x.500-name RADMERT o EEAEZREL £7,
1 : GE) FATIC CA GEFIE Y — 373 RA Z 583
Device (ca-trustpoint)# subject-name cn=ioscs RA T&EH LI, FTAEE4IC Ten=ioscs
RA| F721% lou=ioscsRA] ZEHET
(AT w77 2B
ATv76 |exit CARNFARNRA LV hary 74 XalL— g E—
1;'] : ]\‘\%%gT L/i‘a‘o

Device (ca-trustpoint) # exit

B PKERTOIRES—N\ORES L UEE
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SHES— 1 ERAE— FTEFTHE5 15T [

ARV FFEREETIVa Yy

E:)

AFwF71 |cryptopkiserver  cslabel AFAEY— AN 2= LI L, CSH—N a3
B - T4 Xalb—varyET—RERBLET,
Device (config) # crypto pki server ra-server GE) SERREY-— N 21X, R AT 3T
ERENTZ F T A RRAL L R ERITUA
HIZ T D RERH Y 7,
ATFw 78 |modera [transparent] PKI #— 3% RAGEHEY — N E—RIZLET,
i RAE— RO CA Y — =D % A 7D CAH—
Device (cs-server) # mode ra N—LMEEHRTEAS X517 5120, trangparent
F—U—REMFEHLET, transparent ¥—U— K
T 5 &L T PKCSHI0 Bk A v & — VI3 H
B EINT, BEEPICHE SN ET, = DBk
A vt—NZ k-7, IOSRA FEHEY— \X
Microsoft CA #—/72 & D CA Hr— L L £
KR
AFw 79 |autorollover [time-period] (LE) HE)CAGEAER — /LA — —HREZ A
Bl - F—=T NI LET,
Device (cs-server) # auto-rollover 90 * time-period : 57 )V ME 30 HTY,
Z 5w 710 |grant autorollover {ca-cert|ra-cert} (FE) A= BN AETIZ, FMOCABXL
i - U'RA E— N CA O PR ER 2 B BIICFFAT L &
Device (cs-server)# grant auto rollover ra-cert jfo
e ca-cert : FALOD CA B — LA — S—ZFBHEN H
BT 5N LR ELET,
era-cert : RA E— RN CA v —/L A4 — —FFBE
NHEBWIHE SN X ITHRELET,
I, FID T FALOFEAEY — % A X —T1IiZ
L. B9 5 L& ThiuX, FEAEEREZ FH CHF
ATHUNENHD T,
RT w711 |noshutdown FERAEY—NE A R—=T NI LET,
1 - GE) Zoawy RRFITEND E, RAIE

Device (cs-server)# no shutdown

Jb— NRERAES — NI H BN B R S
NFET, RAGEFAZENIEFIZZE Sz
5. noshutdown =t~ K% FEERLT
THLERDYET, 2L, FE
ES — =N A 2 —T LS E
7
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B orae— cEBEY— NCBRERERET BHOL— FERES—\ORE

aAv U RFERET7TIVaY B#)

R w712 |noshutdown AEHEY— "l A R—7 ML L E T,
1 :
Device (cs-server)# no shutdown

RA E— FEEAE Y —NICERERZEZET A -HDIL— FEAZEY —/\DORE

BITTREAEY — "2 EIT L TWHL—HF T, RORAT v 72T LET, BARIIIE, Bz
% RA & — FREAEY — NICEET 50— PREAEY — S ZRE L £7,

\)

(GE)  RAOBEEREZFA[TD I E1F, KEWIZT TAT 2 b T AL ADOBGKEREZFFAT5 71
T A LE LTI A, RA OBEE R crypto pki server info-requests =~ > Ko~ K
@ TRA certificate requests] &7 ¥ 3 NIFERIND &V HELRY 9,

FIEDHE
1. enable
2. cryptopkiserver cslabe inforequests
3. cryptopkiserver cslabel grant reg-id
4. configureterminal
5. crypto pki server cs-label
6. grantra-auto
F gD FHH
ARV RFEREET7TIVa Y B#Y
AT 71 |enable FFHE EXEC T— REAN L £,
{5 e NAU—RZANLET (BERINTHR) .
Device> enable
R w J2|cryptopki server  cslabel inforequests RAERD RA FEAETE R EZFE R LET,
Bl : GE)  Zoavr R BITEAEE— %
Device# crypto pki server root-server info FITLTCWAIL—F ETCIITENE T,
requests
ARy 73 |cryptopkiserver cslabel grant reg-id TRE D RA GEBE R ZFF A L £ 9,
fi G FAT LA — NS RA VTR ERER D
Device# crypto pki server root-server grant 9 FREMEE A2 BT HD T, RA FFEIAEE

KEFFATDHENC, RAGEHFERIZ+
FEEEL- T TEEN,
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zorz I

AU RFERETIVa Y

B8

ATvT4

configureterminal

1

Device# configure terminal

Ja—\)ar7 4 Xalb—vay T— NEh
l_/\i‘jﬁo

Ay 75 |crypto pki server cs-label Y — & F—T L, CSH— a7
15“ : 3’\:1 1/‘—“/3‘/%_ F\%Fﬂﬁﬁﬁbij—o
Device (config) # crypto pki server root-server
AT 76 |grant ra-auto ({EE) RA DB OT_TOBERE R A BT
Bl - IS LOICEELET,
Device (cs-server)# grant ra-auto GE) grant ra-auto = < >/ ]\%ﬁ%ﬁgé@‘é e
%, RAGEHIZEDFTAZE 4T Ten=ioscs
RA] F721% Tou=ioscsRA| % &8 Db
ERHVET (LROAT v T 2525
B .
RDIEZE

FEAEY —ANZRE LS, 7 7 4/v MaZHEHT 20, FEAE— OGN O CLI ZEH]
LTEEZHETE £, 7740 MELSOEZIEET 25613, [REAES— —tKiED&

Bl ODHEESRLTLEEN,

= S 4414 L) I —
SEBAE Y —/\BEBEDERTE
FEAEY— N2 A R2—T NI L, FFAEY N a7 X2l —val T—RIRo72b,
WOVEEDNTNID AT v T a2 LT, BARGERES — NEEDOE (5 7 4 v MELISL)

ERELET,

AEAE Y —/\DT T 4L MEES & UHELE(E

REEY— ROT 7 4L MElL, R/ NEO R >y U —27 (10 BREDOT /A ) 1Tk
THZLEEZBERLTWET, & xE, 7 X—AREEIF/MNGEE SN TN DIGLE
(databaselevel minimal =~ > N2k ->7T) | GEAES— S—X SCEP il L T+ XToD
CRLERZMIL L 9, KB Ry hT—7 TliX, BEX0ONIEEB IR BERDZHIZ
T — B _X—ZAFE names| F721% lcomplete] (databaselevel =~ R T/REND L D)
AT L LA LET, SHICRBURAR Ry FU—27 Tld, CRLIERARY > —IJG L
T, SMES CDP T 2 BN H D £77,

SFBRZEH— N D74 IILDBREB L ULARSBAT
TrANIA T SESEREEBICHE L, SESERAMBITCARTE 5 RuM M

o TWET,
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FIEDHE
1. database url root-url
2. databaseurl {cnm |crl|crt|pl2|pem | ser} root-url
3. databaseurl {cnm|crl|crt} publish root-url
4, database level {minimal | names| complete}
5. database username username [password [encr-type] password]
6. database archive {pkcsl2 | pem}[password encr-type] password ]
7 issuer-name DN-string
8. lifetime {ca-certificate| certificate} time
9. lifetimecrl time
10. lifetimeenrollment-request time
1. cdp-url wurl
12. noshutdown
Flgn e
AR bFEREETIVaY B#Y
X w1 |databaseurl root-url SERAEY— ROF —H R— 2 = N BREXH X
1l - NL774~0 ar—vaEEELET,
Device (cs-server) # database url Zoavwy RBREESNTWARWES, +XCTo
tftp://cert-svr-db.company.com S gz 2 R Y X NVRAM CEXATHE
B
A7y F2 |databaseurl {cnm|crl|crt|pl2|pem |ser} root-url | SEBAED— SO B 7 7 A VORELFTE 7 7 A
- VA TRNCHEELET,
Device (cs-server) # database url ser nvram: GE) Zhavwy RREEINTWARWNE,
TRTOHET 7 A M, (FEESH
TWLHGE) 7794~ ur—iar
RESRET, 7T~ -
Ta YMREINTRWEEIX, T
THHEET 7 1 /L) NVRAM [ZRE S
nEJ,
R w73 |databaseurl {cnm|crl|crt} publish root-url SEBHES— RONBEERFTE 7 7 AV XA TR

1 -

Device (cs-server)# database url crl publish
tftp://csdb _specific crl files.company.com

ELET,

GE) Zoawy RPEEIN TN E |
TRTORMZ 7 A%, FEEIN
TWAGHE) 7794~ ur—av
REEINET, 794~ ulr—
YaryNMRESNTRWEAE, 7
TONRBAT 7 A /LD NVRAM TR E &
ET,
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iEy—n vr s Logassvanss i

ARV FFEREETIVa Yy

E:)

RFw 74 |databaselevel {minimal | names|complete} ARG T — X R— R R SINAT—2 DX A
15“ : 70%%IJ1§|] Lijﬁo
Device (cs-server) # database level complete eminimal : B LUWVEERHEZL | &kt L CRE <
FATTELREOTERPRE S NET, R
77 4V METT,
» names : minimal L~V CHRAE X B IF LA
12, BiEHEO V) TAERSB L OHEEL &
RELET,
+ complete : minimal L /L35 & T names L ~L
TIRUE SN D IHFBRLSMNT, FATH A DK FEF
NT —HR—AZEXIAENET,
GE) complete ¥ — U — RZ{EETLH L. K
BOFRPERSNET, ZOF—U—
N%&%179 %5354, databaseurl =< >
NEMEH LT, 77— % 2 RET 54M8
TFTP #—"— b5 ET O MERH VY F
-é—o
A7y 75 |database username username [password [encr-type]| ({TE) 77 A ~ VU iEEEGRT — ¥ X— ADHRE
password] BN T 7 R AT DUER D DR, Z—Hh &%
{1 AT —RERELET,
Device (cs-server) # database username user
password PASSWORD
AT w76 |databasearchive {pkcsl2|pem}[passwordencr-type] | ({£i&) 7 7 A VERELT 57200 CA F— L&

password ]
i

Device (cs-server) # database archive pem

CAGEREDT =W A TIHREB LONAY — R &
/\':.E_‘L/i‘a‘o

77 4V MEIL pkesl2 T, L7 -T, oW
Tav  FRREINTWRLTH, BB/ —0 A
TP X E EITE N, PKCSR2TERAMEH Sk
R

¢ NRAT— ROFBREIIEETT, NAT— RN
ESINTWRWEGES, — "2 ) L7
XL, RMRAU—FRDOANERDDTm 7k
NEREINET,
GE) T—=HATNETLEDL, RENDH N
AU — REHIRTHZ E 2R LET,
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PKI BRTO SIBEY —\DEES S UVEE |

ARV RFERETI3Y EL:Y
RFwF1 |issuer-name DN-string (FEE) $57E L7zikhl4: (DN-string) (2 CARATH
B - HEHRELET, 774/ MET issuer-name
Device (cs-server)# issuer-name my-server Cn:{CSJabd }_ijo
25y 78 |lifetime {ca-certificate] certificate} time (E75) CA FEWEE 7 (LA ED T 1 7 5 1 I
Bl (A% &iRELET.
Device (cs-server)# lifetime certificate 888 ﬁ&‘j}f@’f[ﬁ@%ﬁ&i\ 1~1825H /C‘“@_o CAEE%%@
T I AN NDTATEA LIIE, GEHEOT 7 +
NEDTA T HA DIVETT, AEHEFEORKKD T
AT7EA4 LF, CAFREFED T A 72 A LK 1H
AEWHETTY,
RTwv 79 |lifetimecrl time (FEE) FEAFEY—"0MEHT 25 CRLOT A 7 X
Bl A 1 (RERAHSHD) &2 LET.
Device (cs-server)# lifetime crl 333 ﬁzlijti/]) 7&4’A1@5i336 H?{‘Fﬁﬁ (Zi@ﬁﬂ'ﬂ) w@ﬁ—o 5:
7 /v MEE 168 el (1K) T,
A7 710 |lifetimeenroliment-request time (EE) BEKEDRMHIBREN D T, BT —~
bl N AR SN AW A HEE L E T
Device (cs-server)# lifetime enrollment-request |fx KT A 7 X A Ll 1000 KEE T,
888
A7y 71 |cdp-url url (ER) REFEY— 03317 LIcREE T S
Bl - % CDP DTz E& L £

Device (cs-server) # cdp-url
http://my-cdp.company.com

B PKERTOIRES—N\ORES L UEE

« URL /X, HTTPURL ZfEH T2 MLE R H Y F
TO

CiscolOS V7 b7 =7 & E47¥3", F7- SCEP
GetCRLERZV R — K L7R2WPKIZ A4 T hD
AL, RO URL TG AH L £,

http://server.company.com/certEnroll/filename.crl

F 72, CiscolOSFEHEY — 33 CDP & L THRHE
SNTWDHEAEIE, RO URL BN AMH L £,
http://cs-addr/cgi-bin/pkiclient.exe?operation=GetCRL
Z @ cs-addr [FFEH Y — SO 5AT T,

FBE SNT-HATNICHEDIA - g% 2 R %
£ O =Y —Z8RHIT BT, BRREIF ORI Cal+V
F—HE AN LET, ZOREEFATLIRVE . HTTP
LD CRLEG T — A vbE—UNRKRINE
7T
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gocAEEn—LA— —cotk [

ATV RERETIVaY 5
GD  Zoavy NEEETTA, 7~To
BB T U A THAT 5 2 L 2O

RLET,

AT w712 |noshutdown
51

Device (cs-server)# no shutdown

AFRES— A A X — T I LET,

ZDa~r N, FEAEY— ORENTET Lotk
TRITTDLERNHY £,

EE) CA

1

WOFEITIE, PKI 7 T4 7 > 2 SCEP GetCRL Bk AW AR — k L72\ CDP O %
RET D FHEE R LET,

Device (config) # crypto pki server aaa

Device (cs-server) # database level minimum

Device (cs-server) # database url tftp://10.1.1.1/usernamel/

Device (cs-server) # issuer-name CN=aaa

Device (cs-server) # cdp-url http://server.company.com/certEnroll/aaa.crl

AEFEY— == H | TA F—T L7 > Th 6, show crypto pki server =1~ >
REFEITTHE, WOHINFERINET,

Device# show crypto pki server

Certificate Server status:enabled, configured

Granting mode is:manual

Last certificate issued serial number:0xl

CA certificate expiration timer:19:31:15 PST Nov 17 2006
CRL NextUpdate timer:19:31:15 PST Nov 25 2003

Current storage dir:nvram:

Database Level:Minimum - no cert data written to storage

EFBAZEO— LA —/N\—TOEE

BB CARSIRRE O — LA —/N\N—%-=56ICEHIRT S

FIEDHE

JL— K CAY— RN ETHBICAFFAEZEr — LA —— T atv X2 HICHEGT 21T, kRO

EEZFITLET,

1. enable
2. configure terminal
3. crypto pki server cs-label rollover [cancel]
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F IR D

PKI BRTO SIBEY —\DEES S UVEE |

ARV RFEEETIVa Y

=)

AT w71 |enable
B

Device> enable

¥i#E EXEC T=— F&EADIZ L £,
e NRATU—KREANLET (TEREINEHE)

R w 72 |configure terminal
1

Device# configure terminal

sa—\ L ary7 X al—3ay E— Ntk
L‘ij‘o

R 73 |crypto pki server cs-label rollover [cancel]
f5

Device (config) # crypto pki server mycs rollover

Uy FU CAGEBHELZ AR L T, CAFEHER—/L
F—=R— Tt R e HIZEB L E T,
CA FEEr — L A — N —FEHERL L O — & H B
T A5ICiE, cancd F—U— REZEHLET,

BBAEY—N IS4 T2 bOA—)LA—N\—FBHEDER
REAES—/S 7 T4 72 hDr—Ad— G EETRT BICE, KOMEEEETLET,

FIEDHE
1. enable
2. configure terminal
3.

FIED %

crypto pki server cs-label rollover request pkcsl0 terminal

ARV RFEERTOVa Y

=)

AT w71 |enable
fi

Device> enable

¥i#E EXEC =— F&EAIZ L £,
e NRATU—KREANLET (FEREINEHE)

R w 72 |configure terminal

1 -

Device# configure terminal

Ja—r )L arz 4 Xalb— gy T— REBih
L/i—a—o

R w 73 |cryptopki server cslabel rollover request pkcsl0

terminal

1

request pkcsl0 terminal

Device (config) # crypto pki server mycs rollover

P NINH T FTAT v b B— LA — N —FFA R 4T
RUET,

B PKERTOIRES—N\ORES L UEE
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cAn—nt—r—ignEozszt—+ i

451
wiL, F— NI AT END e — LA — —ZEAETER O TT,

Device# crypto pki server mycs rollover request pkcsl0 terminal

o

Enter Base64 encoded or PEM formatted PKCS10 enrollment request.
End with a blank line or "quit" on a line by itself.

o

MIIBUTCBuwIBADASMRAwWDGYDVQQDEwWAOZXdSb290MIGEMAOGCSgGSIb3DQEBAQUA
A4GNADCBiQKBgQDMHeev1ERSs320zbLQQk+31hV/R2HpYQ/iM6uTljkJ£51y0UPR
wF/X16yUNmG+0biGiW9fsASFOnxZw+£07d2X2yh1PakfvF2wbP27C/sgINOwOuPE
sBxEc40Xe0d5FMhOYKOSAShEZYKOf1nyQR2Drmm2x/33Q0Go15QyRvikeWQIDAQAB
OAAWDQYJKoZIhveNAQEEBQADGYEALMY0r4d79X6vxhD0gjuYJXfBCOvVVAFNyFsjr
aBS/y6CnNVYySF8UBUOhXYIGTWE4I4+s)618gYfoFUWL/L82djS18TLrUr6wpCOs
RgfAfps7HWledcizOfjAUU+C71NcobCAhwF106g2nIEjpQ/2yfK907sb3SCIZBfe
eW3tyCo=

CAO—/)LA—N—SIHENDIT Y XKR—F

CA B — LA —R—3FAELT 7 AR— 5120, ROEELZETLET,

FIEDHE
1. enable
2. configure terminal
3. cryptopki export trustpoint pem {terminal | url url} [rollover]
FIED ¥
ATV RFEREFET7TIV3 Y B
AT w71 |enable M EXEC E— RE AT LET,
{5 « NRAU—RKEADLET FERENEHE)
Device> enable
Z 5w 72 |configure terminal Jua—N)Lary7 4 Xalb— gy E— NeBth
15“ : Lij«o
Device# configure terminal
w73 |cryptopki export trustpoint pem {terminal jurlurl} |CA 3% R EL 7 AR —FLFET,

[rollover]

1

Device (config) # crypto pki export mycs pem
terminal rollover
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B aszv— 1 a9z cA0RF. BE. BEUFSTNVa—F Y

SLBAEY—/N\, S[BAE. CADRSF. BRIE. BELUV TN a—T4
2

BRERT —FIR—ADEE

SCEPE, 22DV T A4 7 v FBGEA =X 5 (FENZ K 88k & FRiILA X — 2 HT 5%

#%) ZVAR—FLET, FENCKDBETIL, FHFIL, CA P — STEEIIZHRERERZ R

AT AMENH Y £9, FALAE X —2MEHT 2 BE TR, BEEFIX, VU H A LRAT—FR
(OTP) %#AERTHZ LKV, BEREREZFEFNIFFAICEET,

WOVEZED H B, WTFNND AT » 7 &2 H LT, SCEP T &5 BERULEL T X —Z D

B, B X OEITRENME £ 72T E I — SOl il e E OMREZ AT 5 &, BERERT — 4

N ZAREH LT 2D F7,

FIEDHE
1. enable
2. cryptopkiserver cslabd grant {all | reg-id}
3. cryptopki server cslabel reect {all|reg-id}
4. cryptopkiserver cslabel password generate minutes
5. cryptopki server cslabel revoke certificate-serial-number
6. cryptopkiserver cslabel request pkcslO {url |terminal} [base64| pem
7. show crypto pki server cslabel crl
8. show cryptopki server cslabel requests
FIED %
OV RFERET7TIV3 Y B
AT w71 |enable FiME EXEC E— RAFICLET,
fi « NATU—RKEANLET FERENTEHE)
Device> enable
AT 72 |cryptopkiserver cslabel grant {all|reg-id} F_C D SCEP BaRK & 72 13457 D SCEP B2k % 7 A
15“ . L/i—a—o
Device# crypto pki server mycs grant all
AT 73| cryptopki server cs-label reject {all | reg-id} F T SCEP Bk & 72 13457 D SCEP ok 24545
1 - LETS

Device# crypto pki server mycs reject all

AT 74 |cryptopkiserver cslabel passwordgenerate minutes| SCEP %K (Z%f L C OTP Z4H L £,

fil - e minutes : /XA YU — ROARIERH (53) o AR
Device# crypto pki server mycs password generate EOFEIX. 1 ~ 1440 55T, T 74/ MZ
> 60 53T
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spExT—a~—z2082 [

AU RFERETIVa Y

B8

G¥) BN 5 OTP 1%, —EIZ 1 SFIFT
T, BIOOTPNEREIND &, 1 ZEHD

OTP iZMLh 272 £,

AT 75| cryptopki server cs-label revoke REAEAZGEEDO V) TR BT SWCTHESIZ L
certificate-serial-number F4,
Bl » certificate-serial-number : RO A7 a DWW
Device# crypto pki server mycs revoke 3 *Lﬁ)%E*EiE[/EEij
s 0x ThEEDA MY 7, Z T 16 HEfE &
LTSN ET
c0lnox THEDARNI VT, ZHIT S
WE LTI NET
c ZDOMTXTHOARARNI T, ZHIE10
HEE LT s nET
A7 76 |cryptopkiserver cslabel request pkeslO {url | Base 64 75 5{bjE 2% 7213 PEM JEA0 PKCS10 FEH]
terminal} [base64| pem ERGREOR 2 BoR T — ¥ N — A FH TEM L E
1 - o
Devige# crypto pki server mycs request pkcslO %E%%ﬁxﬁﬁéhé k\ gftﬁﬂgai Base 64 ﬁi%{[ﬁ%
Ferminal pen BRAL Ty Y — BRI ERSRET,
* pem : ZLRICPEM ~ v X =M Sz e
MZhnrbbd, GEEZM 5 S 7-%. PEM
~y X —Z BEIRICIBIN L2 GEE LT X 9
WCHEELET,
* base64 : FRIZPEM ~ vy X —NMEH Sz d
MO BT, FEAEE 7T A N —ikilk
A=/ (PEM) ~v X —72 L CTRT L HITfEE
LET,
AT 77 |show crypto pki server cs-label crl BI/ED CRL D AT — & AT H1EHR AR LE
1 - EE
Device# show crypto pki server mycs crl
RTS8 |show cryptopkiserver cslabel requests RAFLDOFEAFERERE R 2T X TR R LET,

1 -

Device# show crypto pki server mycs requests
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B zs=x7—s~x—z2prs0skosB

BRERT—IR—AH5DEKRDHIE

REAAE S — N, BEREREZ D &, BEREAREREOE FIZT D, ST, HDH N
TR CEFET, BRIE, 77472 MREROEREZ RO CGERAEY —ER—-V /T35
FT BBRERT IS AT VBB GESNET, 24T 2 BT L, GEHEY— %
IR =V 7 LR WIEER, Hx OBRELIZTRTOENRE T — X X—ZANHHIRTE
£,

WOVEE,EFEITL T, T—FXR—ANLEREZHIFRL, F—BXOrZo 72 IDICH
LCH—n"E7 U=V E9, £, ZOEEZFTLC, @YNTEEL 72 SCEP
IGAT LV RND NI TN a—F 4 VT NRTEET,

FIEDHE
1. enable
2. cryptopkiserver cslabel remove {all | reg-id}
F gD F%H
ARV KRFERETI a3 Y B#J
RT w71 |enable i EXEC E— REHAZIZ LT,
{1 e NMRAT—REANLET (ERINWEHE) .

Device> enable
ATy F2|cryptopkiserver cslabel remove {all |reqrid} | BERESR A BEERT — X X— A OHIBRLE T,
1 -

Device# crypto pki server mycs remove 15

ESFBAEHY—/\DHIFR
FERAES — N Z PKIGREICE L2 WG E, EEY — ZPRKIRENDLHIRTE £9, #
. FALOFFHAEY — NEITRATHIBRENET, 2770, BESHZRSA F—%2HHL
T)b— FEEHEY —REZROT NS ZIBE L2 SmE1E, V— MEHEY—ZHIBRTE £

B
PKI BE D HREFAE S — 2 HIFRT 21213, ROEEZFEITLET,

\)

GE)  FEMEFEY—AZHIERT D L, BEMFTONTND T A MRSV PBIOF—bHIBRILE
@—O

FIEOHE

1. enable
. configureterminal
3. nocrypto pki server cs-label
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HEREY—/NE CARTF— S ROBHEB LV TLYa—F105 [

FE D
ARV KRFERRETI a3 Y B#J

AT w71 |enable it EXEC E— RZAMIC L ET,
fi e NMAT—REANLET (ERINTEHE) .
Device> enable

25 7 2 | configure terminal SR my T 4K L v T Bk
{5 LETS
Device# configure terminal

R T 73| nocryptopkiserver  cs-label FEEY — B X OEEMT N R T A FARA

1

Device (config) # no crypto pki server mycs

kEF—ZHIBRLET,

SEAEY—/NECART—RRADBIER LUV S TN a—TFT a5
FERAEY —NRELILICA DAT —H AL RMIET D121, ROFIEOWNTANEFHEH L ET,

FlIEDHE
1. enable
2. debug crypto pki server
3. dir filesystem:
FED EHE
ATV RFEEIEITI I Y B8
RTw 71 |enable ¥t EXEC E— K2 A LET,
1 s RAT—REANLET (EREINEHE) &
Device> enable
AT 72 |debug crypto pki server M55 PKIGERE — DT Ny 7% 4 F—T /W L
B - E
Device# debug crypto pki server . %E%%‘H“—/\ﬁ‘m% L/fofl/‘%é\\ &J%ﬂ/WigEEﬂ
E— X E S AU IR A LR A BRI E
DIAELFEAIE, Zoavwy REFEHLTE
ORI DOET=2 ) T BIO N T T
Va—T VTN TEET,
ATy 73 |dir filesystem: T ANV ATLEADT 7 ANY A NeFRRLET,
1 e B—HNT AN AT EERA L VT AED

Device# dir slotO:

|2 databaseurl =~ RE AN LEEEAIR. 2
Da<wy REMHALT, SEAEr——HE)
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B cravEmmon:

ARV RFERFTIVaY =)

T—=HAATT7ANERFECEET, Dl L
H T —H_—ZNOD lcslabel ser] BILW
leslabd crl] 77 A NVEBRTXANLERH
nET,

CA EEBAE 1R D IRAL

CAGEEICEE T 2158 GEHEY — " m—nFd—"—=T kA m—/LA— —FElE,
BLOIA~—72E) ZATT LI, KO FOWFANZEHLET,

N

GE)  Zhboa<wry NI, vy FUERAFFERIOS L THHIATIEIH Y ¥, vy RUIEREFERN
FAELRWGE. ROaA~y REeFATT5 L. 7277 4 TREEHEFRIETRFERINET,

FIEDHE
1. crypto pki certificate chain
2. crypto pki server info requests
3. show crypto pki certificates
4. show crypto pki server
5. show crypto pki trustpoints
FlgD

AT w71 cryptopki certificate chain
1 -

Device (config) # crypto pki certificate chain mica

certificate 06

certificate ca 01

! This is the peer’s shadow PKI certificate.

certificate rollover OB

! This is the CA shadow PKI certificate

certificate rollover ca OA

FAEETF = — O EFOR L, BUEDT 77 4 T IGEE L GEHET = — v O r — LA — R —EE A
KAILE T, ROBITIE, 777 477 CAGEHEZFOMHEF = —BL OV v RUGEHE, 720X
B S RE R LT

AT w72 cryptopki server info requests
11

Device# crypto pki server myca info requests

Enrollment Request Database:
RA certificate requests:

B PKERTOIRES—N\ORES L UEE



| PKIERATO EHEY—ORESL L UEE

ATvT3

ATvT4

casrmErmori [

RegID State Fingerprint SubjectName
RA rollover certificate requests:
RegID State Fingerprint SubjectName

Router certificates requests:

ReqgID State Fingerprint SubjectName
1 pending A426AF07FE3A4BB69062EOE47198ES5BF hostname=client
Router rollover certificates requests:
ReqgID State Fingerprint SubjectName
2 pending B69062E0E47198E5BFA426AF07FE3A4B hostname=client

RALFLDOFEAT BRI R 2T N TERRLE T, KIT, ¥+ FU PKIGEAFEHFREROH 2R L £,
show crypto pki certificates

51

Device# show crypto pki certificates

Certificate
Subject Name
Name: myrouter.example.com
IP Address: 192.0.2.1
Serial Number: 04806682
Status: Pending
Key Usage: General Purpose
Fingerprint: 428125BD A3419600 3F6C7831 6CD8FA95 00000000
CA Certificate
Status: Available
Certificate Serial Number: 3051DF7123BEE31B8341DFE4B3A338ESF
Key Usage: Not Set

AEE, WRERRENE, vy RUEE, B L OMEEORGR R EICE T EHREF R LET, RO
BITIE, V—HF OFEAEB L CA OFEAELZF R LE T, FARERY vy RUGEAETISH Y A, B
—DORH B RSA F— T NLURNCAER SN TWE L7, Z0%— 72O T, FEAENER S
NTHDH00, ZEINTWERA, V—HFDOFEHED AT —HX A3 [Pending] THH Z LIZHEE LT
TIZEW, =N CANLZDFFAELZET 5 L. show D [Status] 7 4 —/L R2Y [Available] (2
b FE,

show crypto pki server

1 -

Device# show crypto pki server

Certificate Server routercs:
Status: enabled, configured
Issuer name: CN=walnutcs
CA cert fingerprint: 800F5944 74337E5B C2DF6C52 9A7B1BDB
Granting mode is: auto
Last certificate issued serial number: 0x7
CA certificate expiration timer: 22:10:29 GMT Jan 29 2007
CRL NextUpdate timer: 21:50:56 GMT Mar 5 2004
Current storage dir: nvram:
Database Level: Minimum - no cert data written to storage
Rollover status: available for rollover
Rollover CA cert fingerprint: 6AAF5944 74227A5B 23DF3E52 9ATF1FEF
Rollover CA certificate expiration timer: 22:10:29 GMT Jan 29 2017
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B avzv— AT s00BRES

ATy TH

FERES — NOB{EORELS L OB EEZF T LET, ROBITIX, FEBAEY—N lroutercs| (27 —/LA—
N—RFESNTNDZ L AR LET, CAHBIR— LA —S—BHARAE L, m—Ad——FE v
R OREYIE, PKIAMEASFIRATRECT, A7 —4 AU, m—Ad—S—f#7 4 2 =7V » b
L — A== CAGEAED RN S A ~—fHFWP RSN TOET,

show crypto pki trustpoints
11 -

Device# show crypto pki trustpoints

Trustpoint vpn:
Subject Name:
cn=Cisco SSL CA
o=Cisco Systems
Serial Number: OFFEBBDC1B6F6D9DOEA7875875E4C695
Certificate configured.
Rollover certificate configured.
Enrollment Protocol:
SCEPv1l, PKI Rollover

FRAL ZTHEESN TS R T A MRA LV b EFoRLET, ROEIIE, % R CA FFEBHENME A 7] GE
ThHDHZ LERL, EOBGFEBERIZHRE S 72 SCEP e R~ L £,

SIREY — N\ERAT 5= HDRES

Bl BREDRE R VLRGN RE

WOFITIE, AEAZEY — S RERICFEAEERIIEE TEZ 5 L9012, KIKROe—hL 7 7 A
VAT ADOREERLET, see BEL R erl 77 A 0L, EREL T/ ATESL LI —
HIND VAT LD LIREE SN, BEREORX 7 TIE, et 77 A DT _XTOaA—nY
E— FOGFTIZAR S NVE T,

crypto pki server myserver
!'Pick your database level.
database level minimum
!Specify a location for the .crt files that is different than the default local

!Cisco IOS file system.
database url crt publish http://url username userl password secret
Q%

CE) el 77 ANDIEFICREL RDBERITHA T, a— IV T 7 ANV VAT LAOEERES T =
BV TTBMBERHY FT,

WOFEITIX, BEEZ 7 ANDT T4~ VIREGR, B2V 7 A NVDOV Y TILVEST 7 A NVEE
OIRERFT. A A VIEHEY—AROTFT—H X=X 774 )L, BLXORCRL 77 A VDI/IRAT —
RIRE SN2 7 7 A VARSI OREE R LET,
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Device (config) # crypto pki server mycs
Device (cs-server) # database url ftp://cs-db.company.com

|
% Server database url was changed. You need to move the
% existing database to the new location.

|

Device (cs-server) # database url ser nvram:

Device (cs-server) # database url crl publish ftp://crl.company.com username myname password
mypassword

Device (cs-server) # end

ROEINE, WESNETTA S VREGHBIORESNIEREEY 7 A VOREGFT 275 L
£

Device# show

Sep 3 20:19:34.216: %SYS-5-CONFIG I: Configured from console by user on console
Device# show crypto pki server

Certificate Server mycs:
Status: disabled
Server's configuration is unlocked (enter "no shut" to lock it)
Issuer name: CN=mycs
CA cert fingerprint: -Not found-
Granting mode is: manual
Last certificate issued serial number: 0x0
CA certificate expiration timer: 00:00:00 GMT Jan 1 1970
CRL not present.
Current primary storage dir: ftp://cs-db.company.com
Current storage dir for .ser files: nvram:

Database Level: Minimum - no cert data written to storage The following output
displays all storage and publication locations. The serial number file (.ser) is stored
in NVRAM. The CRL file will be published to ftp://crl.company.com with a username and
password. All other critical files will be stored to the primary location,

ftp://cs-db.company.com.

Device# show running-config
section crypto pki server
crypto pki server mycs shutdown database url ftp://cs-db.company.com
database url crl publish ftp://crl.company.com username myname password 7
12141C0713181F13253920

database url ser nvram:
Device#

Bl - BERERT —FN—ZAD o DEHFEKRDHIER

WOFITIX, BEBRGIESRT —Z _XR—2AWNIZH DT OREEER L, 25 OBRGIERD H 5
1 ONTF—=Z_XR=2ZANbLHIRENT-RE2RLET,

Bl BEBRERT I X—IANIZHLHEHEKR

OB TIE, BUEBRERER T — X X— AN H B R ZFRT H729DIZ, cryptopki server
inforequests =~ & KM SNz Z & 2R L £ T,

Device# crypto pki server myserver info requests
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Enrollment Request Database:
RA certificate requests:
ReqgID State Fingerprint SubjectName

Router certificates requests:

ReqID State Fingerprint SubjectName
pending 1BO07F3021DAABOF19F35DA25D01D8567 hostname=hostl.company.com
1 denied 5322459D2DC70B3F8EF3D03A795CF636 hostname=host2.company.com

{5l : crypto pki serverremove 27 FZFERA L T1 DDEHRERZHIRT S

WOFITIL, cryptopki server remove 2~ > RZMEH LT, BEER 1 BHIBRS N Z L 2R
LET,

Device# crypto pki server myserver remove 1

Bl . FRERE1DHRLE-ZOERERT —FA—X
WROFITIE, BERERT —F N—ZANDBERER 1 ZHIR LR R LET,

Device# crypto pki server mycs info requests

Enrollment Request Database:

RA certificate requests:

RegID State Fingerprint SubjectName
Router certificates requests:

RegID State Fingerprint SubjectName

2 pending 1BO7F3021DAABOF19F35DA25D01D8567 hostname=hostl.company.com

REBAZEY —/\DIL— b~ F—DBEET7—H4 Tk

WO NFHER L O T, databasearchive 2> REHRTELTWWARW (DFEVF 741 |
BEEHALCTHRELR) HBA. XAV — RE2&REHE T2 databasearchive 2~ > K& 7% E L T
CAFFHERB IO CA F—T =141 7R %E PEM ICT A4, BLUOSRAU—RE2ZELT
databasearchive =~ > FZ#&E L., CAEHEBLWNCA X—7 —I A 7% PKCSI12 (27
LA DFEFRAE LT LET, HKEOHIZ. PEMEROT —I A7 77 A LDV T ILHNE
TT, WOBD ms2) 112048 B b F— T DT~ LERLET,

{51 : database archive I < > FREE

\)

GE)

a7 ERERINET,

57 )V MiZ PKCS12 T, noshutdown =i~ > REE{TTH L, RRAU—KDODANEZRD D

Device (config) # crypto pki server ms2
Device (cs-server) # no shutdown

% Ready to generate the CA certificate.
%Some server settings cannot be changed after CA certificate generation.
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Are you sure you want to do this? [yes/nol: y

% Exporting Certificate Server signing certificate and keys...
! Note the next two lines, which are asking for a password.

% Please enter a passphrase to protect the private key.
Password:

% Certificate Server enabled.

Device (cs-server)# end

Device# dir nvram:

Directory of nvram:/

125 -rw- 1693 <no date> startup-config
126 ---- 5 <no date> private-config
1 -rw- 32 <no date> myserver.ser
2 -rw- 214 <no date> myserver.crl
! Note the next line, which indicates PKCS12 format.
3 -rw- 1499 <no date> myserver.pl2

{5 : database archive 37> FHE LU pem F—7T— FZHKTE
“

GE)  noshutdown =2~ RZFITTHE, NRAU—ROANEZRDDL T o7 MRFRENET,

Device (config) # crypto pki server ms2
Device (cs-server) # database archive pem
Device (cs-server) # no shutdown

% Ready to generate the CA certificate.

%$Some server settings cannot be changed after CA certificate generation.
Are you sure you want to do this? [yes/no]: y

% Exporting Certificate Server signing certificate and keys...
!Note the next two lines, which are asking for a password.

% Please enter a passphrase to protect the private key.
Password:

% Certificate Server enabled.

Device (cs-server) # end

Device# dir nvram

Directory of nvram:/

125 -rw- 1693 <no date> startup-config
126 ---- 5 <no date> private-config
1 -rw- 32 <no date> myserver.ser
2 -rw- 214 <no date> myserver.crl
! Note the next line showing that the format is PEM.
3 -rw- 1705 <no date> myserver.pem

5] : database archive A< > FE XU pkes12 F¥—T—F (BXUV/RT—F) #%FE
“

CE)  R~RU—FE, AhshdeisfbsinEd, 2L, 7T—IAT7B%ET LI, RENLA
AU — REHIRT D2 L e i L x4,

Device (config) # crypto pki server ms2
Device (cs-server) # database archive pkcsl2 password ciscol23
Device (cs-server) # no shutdown
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% Ready to generate the CA certificate.

Are you sure you want to do this? [yes/nol: y

Exporting Certificate Server signing certificate and keys...
Note that you are not being prompted for a password.

% Certificate Server enabled.

Device (cs-server)# end

Device# dir nvram:

o

Directory of nvram:/

125 -Trw- 1693 <no date> startup-config
126 -———= 5 <no date> private-config
1 —rw-— 32 <no date> myserver.ser
2 -rw- 214 <no date> myserver.crl

! Note that the next line indicates that the format is PKCS12.
3 -rw- 1499 <no date> myserver.pl2

Bl :PEM 24—y bDT—HA4 T

Some server settings cannot be changed after CA certificate generation.

WOV I, BEI7T —hA TNPEM 7 7 A VMER TRESNTZZ 2R LET, 7T—
HATIE, CAFEFAE L CAMEX—0OWY 4, NI T v 7 52EH L CGEREY— %
LT 511X, PEMJEROD CAGFAE L CA X —42 R4 124V R— T 5 0ENH Y £3,

\}

GE) CAFHEBLIVPCAX—T—IAT7 774N, VI TNALEST 7 A0 (ser) BX

NCRL 77 AV (crl) ZEHICAN Y 7T v 7T HMENRHY £,

AR — T

BAUENHBEA. CAEMAICBNTY YTV 77 A VB LWNCRL 7 7 A MIEETT,

Device# more nvram:mycs.pem

MIIB9zCCAWCgAWIBAGIBATANBgkghkiGOwOBAQQFADAPMQOWCWYDVQQODEWRteWNzZ
MB4XDTAOMDgyNzAyMzION1oXDTA3MDgyNzAyMzIONlowDzENMASGAIUEAXMEDX1 J
czCBnzANBgkghkiGI9wOBAQEFAAOB]QAwWgYkCgYEAL11ZpKP4nGDJHgPkpYSkix71D
nr23aM1Z9Kz500/qTBxeZ8mujpjYcZ0T8AZvoOiCubnYM1796ZwpkMgjzlaZZbL+
BtuVvl11lsEOfhC+u/01/vxfGG5xpshoz/F5J33xdg5ZZuWWuIDAUYu9+QbI5feuG04
7Z/BiPIb4AmMGTP4B2MMOCAWEAAANIMGEWDwYDVROTAQH/BAUWAWERB/ zZAOBgNVHQ8B
Af8EBAMCAYYwHwYDVROJBBgwFoOAUK1L/cuK6wkz+ZswVtb06vUJboEeEWHQYDVROO
BBYEFCov3LiusJIM/mbMFbWO0r1CW6BHhMAOGCSgGSIb3DQERBAUAAAGBAKLOMOE?2
4+NeOKEXMCXG1jcohK702HrkFf1l/vpK0+gq92PTnMUFhxLOgI8pWIg5CCgC7heace
OrTv2zcUAOH4rzx3Rc2USIxkDOKkWWQMLUjsMm/SLIeHit0G5u]j//GCcbgK20MAW6
ymf7+Tmb1SF1jWzstoUXC2hLnsJIMg/KffaD

!The private key is protected by the password that is
configured in “database archive pem password pwd” or that
is entered when you are prompted for the password.

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,106CE91FFDOAO75E

zy1lFC8rKv8Cs+IKsQG2QpsVpvDBHqZgBSM4D528bvzv7jzr6WuH]j8E620+6G8R/A
zjsfTALo+e+ZDg7KMzbryHARV])skbgFdOML1VIYBhCeSE1KsskWB6chOuyPHIINW
JwC5YzZdZwOqcyLBP/x0YXcv]jzzNfPAXZzN12VR8vIWDNG/kHT+3Lplc8hY++ABMI
M+C9FB3dpNZzu501BZCJg4 6bgbkulaCCmScIDavVt0zDFZwWTSufiemmNxZBG4xS8
t5t+FEhmS fv8DAmMwg4 £ /KVRFTm1 0phUArcLxQO38A10W5YHHORAACNhuzVUvHgCo7
VT4XUTjO7qMhmIgFNWylpud 9fbdS2NnOn5Io0iyAgq51k1KUPrz/WABWiCvLMylGnZ
kyMCWoaMtgS/vdx74BBC309yRZINLMIT1i6SDofjCNTDHEMFEVg4LsSWCd41P90PS
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OMghP1D5VIX6PbMNwkWW121pBbCCdesFRGHIZD2d0Ou96kHD7ItErx34CC8W04aG4
b7DLktUu6WNV6M8g3CAqTiCOVBAT1p+kvdHZVkXovgND5IU00Jpsj 0HhGZKAGPOY
KTGTUekUboISjVVkI6efplvO6temVL3Txg3KGhzWMJIGrglsnghEOKnvV8tkddv/ 9N
d/tll+we9mrccTg50WNDnkEL/cwHI/0PKXg+NDNH3k3QGpAprsgGOmMPdgc5ut 0P
8614cF9078QwiWg4Tpay3ugNH1Zz6UNOtcarVVNmDupFESUxYwl0qgJrrEYVRadu74
rKAU4Ey4xkAftB2kuqvr21Av/L+jnedkkGIoZzYdB+p/MI8pQORgkYyg==

Bl : SEBAZEYH— N\ N\ I T v T 774 LD LDIAEY—/\DET

WOFNEL, PKCSI2T7 — DA ThbETIN, T—FX—AURLNBNVRAM (F74/1k) T
HHZ EERLET,

Device# copy tftp://192.0.2.71/backup.ser nvram:mycs.ser

Destination filename [mycs.ser]?
32 bytes copied in 1.320 secs (24 bytes/sec)

Device# copy tftp://192.0.2.71/backup.crl nvram:mycs.crl

Destination filename [mycs.crl]?
214 bytes copied in 1.324 secs (162 bytes/sec)

Device# configure terminal
Device (config) # crypto pki import mycs pkcsl2 tftp://192.0.2.71/backup.pl2 ciscol23

Source filename [backup.pl2]?
CRYPTO PKI: Imported PKCS12 file successfully.

Device (config) # crypto pki server mycs
! £fill in any certificate server configuration here

Device (cs-server) # no shutdown
% Certificate Server enabled.

Device (cs-server) # end
Device# show crypto pki server

Certificate Server mycs:
Status: enabled
Server's current state: enabled
Issuer name: CN=mycs
CA cert fingerprint: 34885330 B13EAD45 196DA461 B43E813F
Granting mode is: manual
Last certificate issued serial number: 0xl
CA certificate expiration timer: 01:49:13 GMT Aug 28 2007
CRL NextUpdate timer: 01:49:16 GMT Sep 4 2004
Current storage dir: nvram:
Database Level: Minimum - no cert data written to storage

WOBENEL, PEM 7T — A TN HETIIN, T —FX—ZAURLMflash THDHZ & H#RLFET,

Device# copy tftp://192.0.2.71/backup.ser flash:mycs.ser

Destination filename [mycs.ser]?

32 bytes copied in 1.320 secs (24 bytes/sec)

Router# copy tftp://192.0.2.71/backup.crl flash:mycs.crl
Destination filename [mycs.crl]?

214 bytes copied in 1.324 secs (162 bytes/sec)

Device# configure terminal
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! Because CA cert has Digital Signature usage, you need to import using the "usage-keys"
keyword

Device (config) # crypto ca import mycs pem usage-keys terminal ciscol23
Enter PEM-formatted CA certificate.

End with a blank line or "quit" on a line by itself.

Paste the CA cert from .pem archive.

= oo oo

MITIB9zCCAWCgAwWIBAgIBATANBgkghkiGI9wOBAQQFADAPMQOWCWYDVQQODEWRteWNz
MB4XDTAOMDkwMj IxMDI1IN10XDTA3MDkwM]jIxMDI1INlowDzENMASGALIUEAXMEbX1 ]
czCBnzANBgkghkiGOwOBAQEFAAOB)QAWgYkCgYEAUGNNDXJIJbpDDOQWCUKGs5Zg2rc
K7ZJauSUotTmWYQVNx+ZmWrUs5/3j9Ee5FV2YonirGBQ9mc6ul 63kN1rIPFck062L
GpahBhNmKDgodlo2PHTnR1ZpEZNDIqU2D3hACgByxPjrY4vUnccV36ewLnQOnYpp8
szEu7PYTJr5dU51tAekCAWEAAANIMGEwWDwYDVROTAQH/BAUWAWERB/ zZAOBgNVHQ8B
Af8EBAMCAYYwHwYDVROJjBBgwFOAUaEEQwYKCQ1dm9+wLYBKRT1zxaDIwHQYDVROO
BBYEFGhBEMGCGKNXZvEsC2ASkU5c8WgyMAOGCSqGS Ib3DQEBBAUAAAGBAHYhiv2C
mH+vswkBjRA1Fzzk8ttu9s5kwgG0dXp25QRUWsGlrInsKPNAVKt3P7p0A/KochHe
eNiygiv+hDQ3FVnzsNv9831e605jvAPxcl7RO1BbfNhgvEWMsXdnjHOcUy7XerCo
+bdPcUf/eCiZueH/BEy/SZhD7yovzn2cdzBN

Enter PEM-formatted encrypted private SIGNATURE key.
End with "quit" on a line by itself.
Paste the CA private key from .pem archive.

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,5053DC842B04612A

1Cnl1F5Pqvd0zp2NLZ7iosxzTy6nDeXPpNyJpxB5g+V29IuY8Apb6T1JCU7YrsEB/
nBTK7K76DCeGP1lLpcuyEI1710mkQJI2gA0QhCOLrRo09WrINVH+b4So/yTnffZkVb
P2yDpZwgqoJd8cmRHI4Tie0YmzBtEh6ayOudl1lz53gbrsCnfSEwszt1xrWlMKrEFZrk
/£Ty610HzGFz13BDj4r5gBecExwcPp741dHO+Ld4Nc9egG8BYkeBCsZZOQNVhXLN
I0tODOs6hP915zb60rZFYvONK6grTBO9D8hjNZ3U797JzsSP7UNzIYHNTzRJiAyu
1560y/1iHVKCSNUIK6zeIJQnW4bSoM1BqrbVPwHU6QaXUqlNzZ28SDtw7ZRZ/rHuiD
RTJMPbKquAzeuBss11320aAUJRStjPXgyZTUbc+cWb6zATNws2yijPDTR6SRHOQL
47wHMr2Yj80VZGgkCSLAKL88ACzITfUIVFhtf16xMC2yuF1+WRk1XfF5VtWeb5Zer
3Fn1DcBmlF7086XUkiSHP4EV0OcI6n5ZMzVLxOXAUtLdA11gD94y1V+6p9PcQHLYQA
PGRMJ5I1SFw90alafgCTbRbmCOChIgHYy91UFalub0130+yu7LsLGR1IPMIINEG6LIR
PIRh1UXItRYWY7C4M3m/ 0wz 6 fmVONSumIMO8RHg61UB3012IgGIZ1ZkoaESrLGOp
qg2AENFemCPFOuhyVS2humMHiWuRr+jedfc/IM17sLEgAdgCVCEV3RZVEaNXBudl
4Q03kuTrwaTcRXVFbtrVioT/puyVUlpA7+k7w+F5TZwUV08mwvUEgDw==

End with a blank line or "quit" on a line by itself.
Paste the CA cert from .pem archive again.

MITIB9zCCAWCgAwWIBAgIBATANBgkghkiGI9wOBAQQFADAPMQOWCWYDVQQODEWRteWNz
MB4XDTAOMDkwMj IxMDI1IN10oXDTA3MDkwM]jIxMDI1INlowDzENMASGALIUEAXMEbX1 ]
czCBnzANBgkghkiGOwOBAQEFAAOB)QAWgYkCgYEAUGNNDXJIbpDDOQWCUKGs5Zg2rc
K7ZJauSUotTmWYQVNx+ZmWrUs5/j9Ee5FV2YonirGBQ9mc6ul 63kN1rIPFck062L
GpahBhNmKDgodlo2PHTnR1ZpEZNDIqU2D3hACgByxPjrY4vUnccV36ewLnQOnYpp8
szEu7PYTJr5dU51tAekCAWEAAANIMGEwWDwYDVROTAQH/BAUWAWERB/ zZAOBgNVHQ8B
Af8EBAMCAYYwHwYDVROJjBBgwFOAUaEEQwYKCQ1dm9+wLYBKRT1zxaDIwHQYDVROO
BBYEFGhBEMGCgKNXZvEsC2ASkU5c8WgyMAOGCSGS Ib3DQEBBAUAAAGBAHYhiv2C
mH+vswkBjRA1Fzzk8ttu9s5kwgG0dXp25QRUWSGlrInsKPNAVKt3P7p0A/KochHe
eNiygiv+hDQ3FVnzsNv9831e605jvAPxcl7RO1BbfNhgvEWMsXdnjHOcUy7XerCo
+bdPcUf/eCiZueH/BEy/SZhD7yovzn2cdzBN

Enter PEM-formatted encrypted private ENCRYPTION key.

End with "quit" on a line by itself.

Because the CA cert only has Digital Signature usage, skip the encryption part.
quit

= oo oo
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% PEM files import succeeded.
Device (config) # crypto pki server mycs
Device (cs-server) # database url flash:

! Fill in any certificate server configuration here.
Device (cs-server) # no shutdown

% Certificate Server enabled.

Device (cs-server) # end

Device# show crypto pki server

Certificate Server mycs:
Status: enabled
Server's current state: enabled
Issuer name: CN=mycs
CA cert fingerprint: FO04C2B75 E0243FBC 19806219 B1D77412
Granting mode is: manual
Last certificate issued serial number: 0x2
CA certificate expiration timer: 21:02:55 GMT Sep 2 2007
CRL NextUpdate timer: 21:02:58 GMT Sep 9 2004
Current storage dir: flash:
Database Level: Minimum - no cert data written to storage

Bl . THREERAZE Y —/

ROFERLOCHAT, TEOEHEY —"ZRE LK T, BERRSNDLHDTT,
'ms2] (ZRDRDTFMETHARL L 722048 B h RSA F—2 £ LE T,

Device (config)# crypto pki trustpoint sub

Device (ca-trustpoint) # enrollment url http://192.0.2.6
Device (ca-trustpoint)# rsa keypair ms2 2048

Device (ca-trustpoint) # exit

Device (config) # crypto pki server sub

Device (cs-server) # mode sub-cs

Device (ca-server) # no shutdown

oo

Some server settings cannot be changed after CA certificate generation.
Please enter a passphrase to protect the private key
% or type Return to exit
Password:
Jan 6 22:32:22.698: CRYPTO CS: enter FSM: input state initial, input signal no shut
Re-enter password:
Jan 6 22:32:30.302: CRYPTO _CS: starting enabling checks
Jan 6 22:32:30.306: CRYPTO _CS: key 'sub' does not exist; generated automatically [OK]
Jan 6 22:32:39.810: %SSH-5-ENABLED: SSH 1.99 has been enabled
Certificate has the following attributes:

Fingerprint MD5: 328ACC02 52B25DB8 22F8F104 B6055B5B

Fingerprint SHAl: 02FD799D DD40C7A8 61DC53AB 1E89A3EA 2A729EE2
% Do you accept this certificate? [yes/no]:
Jan 6 22:32:44.830: CRYPTO CS: nvram filesystem
Jan 6 22:32:44.922: CRYPTO CS: serial number Oxl written.
Jan 6 22:32:46.798: CRYPTO CS: created a new serial file.
Jan 6 22:32:46.798: CRYPTO _CS: authenticating the CA 'sub'y
Trustpoint CA certificate accepted.%
% Certificate request sent to Certificate Authority
% Enrollment in progress...
Router (cs-server)#
Jan 6 22:33:30.562: CRYPTO _CS: Publishing 213 bytes to crl file nvram:sub.crl
Jan 6 22:33:32.450: CRYPTO CS: enrolling the server's trustpoint 'sub'
Jan 6 22:33:32.454: CRYPTO CS: exit FSM: new state check failed
Jan 6 22:33:32.454: CRYPTO _CS: cs config has been locked

oe
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Jan

6 22:33:33.118: CRYPTO_PKI:

> AA123413 CDDAD964

Jan

6 22:33:33.118: CRYPTO PKI:

7D2C8B23 98CB10E7 718E84B1
% Exporting Certificate Server signing certificate and keys...
SPKI-6-CERTRET: Certificate received from Certificate Authority

:53.
:53.

56
56
56
56

02
02

Jan 6 22:34
Jan 6 22:34
configured

Jan 6 22:34:
Jan 6 22:34:
Jan 6 22:34:
Jan 6 22:34:
Jan 6 22:34:
Jan 6 22:34:
Jan 6 22:34:
Jan 6 22:34:
Jan 6 22:34:
Jan 6 22:34:
Jan 6 22:34:
Jan 6 22:34:
Jan 6 22:35:
Jan 6 22:35:
Jan 6 22:35:

02

53.
53.
53.
53.
53.

56.
56.
56.

839:
843:

843:
843:
883:
907:
907:
.511:
.511:
.551:
.551:
603:
603:
603:
.359:
.359:
.359:

Bl JL— FEEAZE Y — /DR

FEREEZRITT D L&, b— FEBEY— N (Bl FAGEREY—N) X, ROV 7T
T K9l FEBAEERE [SubCAl . [RA] BIOETOKERIZKEILET,

Device# crypto pki server serverl info req

CRYPTO CS:

CRYPTO CS:
CRYPTO CS:
CRYPTO CS:
CRYPTO CS:
CRYPTO CS:
CRYPTO CS:
CRYPTO CS:
CRYPTO CS:
CRYPTO CS:
CRYPTO CS:
CRYPTO CS:
CRYPTO CS:
CRYPTO CS:
CRYPTO CS:
CRYPTO CS:

Enrollment Request Database:
RA certificate requests:
ReqID

State

PKI BRTO SIBEY —\DEES S UVEE |

Certificate Request Fingerprint MD5: CED89ESF 53B9C60E

Certificate Request Fingerprint SHALl: 70787C76 ACD7E6TF

enter FSM: input state check failed, input signal cert

starting enabling checks

nvram filesystem

found existing serial file.

old router cert flag 0x4

new router cert flag 0x44

DB version

last issued serial number is 0Oxl

CRL file sub.crl exists.

Read 213 bytes from crl file sub.crl.
SCEP server started

exit FSM: new state enabled

cs config has been locked

enter FSM: input state enabled, input signal time set
exit FSM: new state enabled

cs config has been locked

Fingerprint SubjectName

Subordinate CS certificate requests:

ReqID

State

pending
RA certificate requests:
ReqID

State

Fingerprint SubjectName

CB9977AD8AT73B146D3221749999B0F66 hostname=host-subcs.company.com

Fingerprint SubjectName

Router certificate requests:
ReqID

Bl . FREEBAS Y —/\DOHART

State

Fingerprint SubjectName

7R show crypto pki server command Hi7J1%, FALOFEHFES —A—NRESNTZZ L E2RL

TWEJ,

Device# show crypto pki server

Certificate Server sub:

Status:

enabled
Server's configuration is locked (enter "shut" to unlock it)
Issuer name:

CN=sub
CA cert fingerprint:

11B586EE 3B354F33 14A25DDD 7BD39187

Server configured in subordinate server mode

Upper CA cert fingerprint:

II PKI RRATD

SERAE Y —/\DBRES L UVEE

328ACC02 52B25DB8 22F8F104 B6055B5B
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Granting mode is: manual

Last certificate issued serial number: O0x1

CA certificate expiration timer: 22:33:44 GMT Jan 6 2006
CRL NextUpdate timer: 22:33:29 GMT Jan 13 2005

Current storage dir: nvram:

Database Level: Minimum - no cert data written to storage

{5l : RA E— FEERAEY—/N\
KOME, RA T FIEEY— SORERIC, BHERSNENETT,

Device-ra (config)# crypto pki trustpoint myra

Device-ra (ca-trustpoint)# enrollment url http://192.0.2.17

! Include "cn=ioscs RA" or "ou=ioscs RA" in the subject-name.

Device-ra (ca-trustpoint) # subject-name cn=myra, ou=ioscs RA, o=company, c=us
Device-ra(ca-trustpoint) # exit

Device-ra(config)# crypto pki server myra

Device-ra (cs-server)# mode ra

Device-ra (cs-server)# no shutdown

% Generating 1024 bit RSA keys ... [OK]

Certificate has the following attributes:

Fingerprint MD5: 32661452 ODDA3CES5 8723B469 09ABY9ESS
Fingerprint SHAl: 9785BBCD 6C67D27C C950E8D0O 718C7A14 COFE9C38
% Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate accepted.

% Ready to request the CA certificate.

%$Some server settings cannot be changed after the CA certificate has been requested.

Are you sure you want to do this? [yes/no]: yes

Start certificate enrollment ..
Create a challenge password. You will need to verbally provide this
password to the CA administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Please make a note of it.
Password:
Re-enter password:

)

% The subject name in the certificate will include: cn=myra, ou=ioscs RA, o=company,

o0 o0 oo

Q

=us
The subject name in the certificate will include: Router-ra.company.com
Include the router serial number in the subject name? [yes/no]: no
Include an IP address in the subject name? [no]: no
Request certificate from CA? [yes/no]: yes
Certificate request sent to Certificate Authority
The certificate request fingerprint will be displayed.
The 'show crypto pki certificate' command will also show the fingerprint.
Enrollment in progress...
Device-ra (cs-server)#

o0 oo oo

o0 o0 of oe

Sep 15 22:32:40.197: CRYPTO PKI: Certificate Request Fingerprint MD5: 82B41A76 AF4EC87D
AAF093CD 07747D3A

Sep 15 22:32:40.201: CRYPTO PKI: Certificate Request Fingerprint SHAl: 897CDF40 C6563EAA
OFEDOSF7 0115FD3A 4FFC5231

Sep 15 22:34:00.366: %PKI-6-CERTRET: Certificate received from Certificate Authority

Device-ra(cs-server) # end
Device-ra# show crypto pki server

Certificate Server myra:

Status: enabled
Issuer name: CN=myra
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CA cert fingerprint: 32661452 ODDA3CES5 8723B469 09ABY9ESS
! Note that the certificate server is running in RA mode
Server configured in RA mode

RA cert fingerprint: C65F5724 OE63B3CC BE7AE016 BEOD34FE
Granting mode is: manual

Current storage dir: nvram:

Database Level: Minimum - no cert data written to storage

WO L, RAVBA R —T ATl o 2% D, FBATIREAES — ORI R T —F X— R %

~LET,

\}

GE)  FrEE4AIC TousioscsRA] MFERINTWH I LD, RAGE

I TR STV ET,

WA EERIIFATOCREA EH—

Device-ca# crypto pki server mycs info request

Enrollment Request Database:

Subordinate CA certificate requests:

ReqgID State Fingerprint SubjectName
! The request is identified as RA certificate request.

RA certificate requests:

RegID State Fingerprint SubjectName
12 pending 88F547A407FAO0C90F97CDES8S00A30CBO
hostname=Router-ra.company.com, cn=myra,ou=ioscs RA,o=company,c
Router certificates requests:

ReqgID State Fingerprint SubjectName
! Issue the RA certificate.

Device-ca# crypto pki server mycs grant 12

WOH L, BRBRANOHINEZHAIC, BITEHEY—A
HEICEREENTWDLZILERLET,

Device-ca (config) # crypto pki server mycs
Device-ca(cs-server) # grant ra-auto

% This will cause all certificate requests already authorized
automatically granted.

Are you sure you want to do this? [yes/no]: yes

Router-ca (cs-server)# end

Device-ca# show crypto pki server

Certificate Server mycs:
Status: enabled
Server's current state: enabled
Issuer name: CN=mycs
CA cert fingerprint: 32661452 ODDA3CES 8723B469 09ABY9ESS
! Note that the certificate server will issue certificate
Granting mode is: auto for RA-authorized requests, manual
Last certificate issued serial number: 0x2
CA certificate expiration timer: 22:29:37 GMT Sep 15 2007
CRL NextUpdate timer: 22:29:39 GMT Sep 22 2004
Current storage dir: nvram:
Database Level: Minimum - no cert data written to storage

B PKERTOIRES—N\ORES L UEE

=us

75 HENAICRERA F 2 RAT T

by known RAs to be

for requests from the RA.
otherwise



| PKIERATO EHEY—ORESL L UEE

fl: CASIBIEO— LA —— 5 AN LTELRETS [

ROBNE,  Tmyra] OFE (RAY—N) BHBE—/LA——% Imyca] (CA) NHHR—
FADEICEREESNTVWELEI L ZRLET, RAVT—ADRREIND &, FEIAEFREEER
DHBFFA A R—T IR £F,

crypto pki trustpoint myra
enrollment url
http://myca
subject-name ou=iosca RA
rsakeypair myra
crypto pki server myra
mode ra
auto-rollover
crypto pki server mycs
grant auto rollover ra-cert
auto-rollover 25

Bl : CARERAZE A — /LA —N\—ZBRL TIELICHIBT 5

POLES

WOBITIL, cryptopkiserver 2~ REMFEH LT, H— 35— mycs ® HE) CA GEHER —/L
F—R—F A F—=T NI D HEER L E T, showeryptopkiserver 2~ REFETT5H L
mycs —"—OBIEDORIEL | v — LA — N—FEAENBIER — LA — = IZEHETH
LT EWRENET,

Device (config) # crypto pki server mycs rollover

Jun 20 23:51:21.211:%PKI-4-NOSHADOWAUTOSAVE:Configuration was

modified. TIssue "write memory" to save new IOS CA certificate

! The config has not been automatically saved because the config has been changed.
Device# show crypto pki server

Certificate Server mycs:
Status:enabled
Server's configuration is locked (enter "shut" to unlock it)
Issuer name:CN=mycs
CA cert fingerprint:E7AS5FABA 5D7AA26C F2A9F7B3 03CE229A
Granting mode is:manual
Last certificate issued serial number:0x2
CA certificate expiration timer:00:49:26 PDT Jun 20 2008
CRL NextUpdate timer:00:49:29 PDT Jun 28 2005
Current storage dir:nvram:
Database Level:Minimum - no cert data written to storage
Rollover status:available for rollover
! Rollover certificate is available for rollover.
Rollover CA certificate fingerprint:9BD7A443 00A6DD74 E4D9EDSF B7931BEO
Rollover CA certificate expiration time:00:49:26 PDT Jun 20 2011
Auto-Rollover configured, overlap period 25 days

REHES — "DIEFIZIATENTE O, BEILY T4 TV MEFEDO A =X AL > T ( [PKI
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CiscoIOS =~ K [Cisco IOS Master Commands List, All Releases.]
PKIBXO kX2 VT 4 av K + [Cisco 10S Security Command Reference:

Commands A to CJ

+ [Cisco I0S Security Command Reference
Commands D to L]

+ [Cisco 108 Security Command Reference
Commands M to R

+ [Cisco I0S Security Command Reference
Commands S to Z

USB h—7 2 X 5 RSAMLEE : Wi HEh | [PKI OFEFEBGEROIE |
4% D USB h—7 2B 5 RSA F—
DAt

USB F—2 2k % RSAMLHE : USB b— | [PKI 7 L7 o v L ODIRAF)
I BT DAY vk

SEREY— X 7 T4 T NEEBHE O R, [PKI OREBEXR R DR E
HEhEek, BLXO R8I —/LA4A—/3—

USB b —7 v DORELBLOUSB h—7 o~ PKI 7 LT o3 % )L DIRAE)

DuX T

Web Z i 1] U 72 FE B 3580 6k l'Setting Up Secure Device Provisioning (SDP) for
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RSN DM F T LT Y X4 ['Next Generation Encryption]]
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http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mcl/allreleasemcl/all-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
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