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Device (config-if)# tunnel destination dynamic

ZFw 79 |tunnel protection ipsec-profile profile-name KRN AR —TxAf A% Psec 7 127 7 A LT
Bl B T,
Device (config-if)# tunnel protection
ipsec-profile ipsecprofilel

RFwv 710 |end AV B =Tz AT 4 Fal—varE—FK
i - ZHET L. FiME EXEC £— FIZRY £,

Device (config-if)# end

FlexVPN 7 54 7 > FDERTE

FIRDHE

monitor event-traceflexvpn =2~ > RZEH LT, /X hL—ZXZHNLET,

1 enable

2 configureterminal

3. crypto ikev2 client flexvpn client-name

4 peer sequence {ipv4-address | ipv6-address | fgdn fqdn-name [dynamic | ipv6]} [ track
track-number [up | down]]

5 connect {manual | auto | track track-number [up | down]}

6 client inside interface-type interface-number

7 client connect tunnel interface-number

8 sour ce sequence-number interface-type interface-number track track-number

9. peer reactivate

10.  backup group {group-number | default}

1. end

Flex'PN 2 S5 7> L D%ETE [



B revenssc7 romE

FlexVPN 7 54 7> hOEE |

FED FF 4
ARV EFERET7IV3 Y By
AFwv 71 |enable ¥iHE EXEC E— REHIC L E 1,
Bl « NAT—=REANLET ERENEHD) .
Device> enable
X 5w F2 |configureterminal Jua—)ary7 4 X¥al— gy T— K&tk
1 - LET.
Device# configure terminal
A7 w73 |cryptoikev2 client flexvpn client-name IKEV2 FlexVPN 7 S A4 7> h 707 7 A4 V& ERH
i - L. IKEV2FlexVPN 7 A4 7k a7 7 A )L =2
Device (config)# crypto ikev2 client flexvpn ST AXa b mY s T ]\%‘}Eﬂﬁébiﬁ_c’
clientl
RT w74 |peer sequence {ipv4-address| ipv6-address| fqdn IP7 RLAERIEIAA M EMALT, §HOET
fgdn-name [dynamic | ipv6]} [ track track-number [Up | z =2 | %4
| down]]
1
Device (config-ikev2-flexvpn)# peer 1 10.0.0.1
25w 75 |connect {manual | auto| track track-number [up | FlexVPN k> RV A L ET,
down]}
6=3) oavwy NIERBEMABLE, T2
i T4 Ty v a VBT LET,
Device (config-ikev2-flexvpn)# connect track 10
up
RATFw 76 |clientinsideinterface-typeinterface-number (A7 ay) NEA 2 —T A4 AEEELE
1 - kR
ngicg (config-ikev2-flexvpn) # client inside eFlexVPN 7 A4 7> ks a7 7AWV, %,E
Sresbitirnemes 071 BOWHA > 5 —7 2 AZIEETEET. A
A B —T = A AL, FlexVPN 7 74 7
b7y ANEERTHAETEET,
GE) Zoavwy NIIEREMABE, T2
T4 Ty va BT LET,
R w77 |client connect tunnel interface-number (RN A B =T 2 A RDOFRE] X A7 TIE

1 -

Device (config-ikev2-flexvpn)# client connect
tunnel 1

[l FexVPN o S47 > bDHE

Bl hopv A B —T A A%, FlexVPN 7
FGAT v MZEID S TET,
*FlexVPNZ A4 7 b7 a7 7AWk LT,
RETCED bRV A H—T x4 AT 1D
DIHTT,



| FexvPN 547> bEE

n—nrgieste Lo ot ]

ARV FFEREETIVa Yy

E:)

G Zoavy NIIEREZMZ DL, T

T4 Ty a R ET LET,

AT w78 |sourcesequence-number interface-typeinterface-number | ko X L DEETLT LRI —4 0 AHKE-5 380
track track-number
L¥ET,
B « PURAORFELT FLAIE, bT v 4
Device (config-ikev2-flexvpn)# source 1 AN/ N&EINT v 7°;fj<'§“‘é\@%d\f/%/7 R
GigabitEthernet 0/1 track 11 BN Y EF -
GE) oavwy RIZEREZMZDE, T2
TAT ey a BT LET,
ATy 79 |peerreactivate TIA~Y ETHREDOHET 77 4 X— M A
1;“ : szjﬂo
Device (config-ikev2-flexvpn)# peer reactivate
R T 710 |backup group {group-number | default} N DT T TN—TITTAT 2 haED YT
i) ESE
Device (config-ikev2-flexvpn)# backup group e FITFIEFTIX, TRTDOIZTAT 2 "By
default 2T T IA—F0ILBLTVET,
GE) Zoavr NIEEEMADE, T2
TATRE Yy a UPRETLET,
ATy 71 |end IKEV2FlexVPN 7 Z A 7> h7a 77 A a7 4
K Fal—varyE—RNEET L, KM EXEC £—

Device (config-ikev2-flexvpn)# end

FIZREYD £,

A—AJILEESEAKXE LTD EAP DERTE

ZDHEAT HFLTLT, FlexVPNZ Z A4 7 hdu—Hh/)LEBaE 70 & L T Extensible Authentication
Protocol (EAP : ¥E3RA[REFRFEY v b L) ZRELET,

FIRDEE

enable

configureterminal

crypto ikev2 profile profile-name
authentication local eap

end

apwDbd-=

Flex'PN 7 54 7> r0%EE [}



B rexven 55472 Fotmmpl

FlexVPN 7 54 7> hOEE |

FE D
ARV RFEEETIVa Y B#J

AT w71 |enable it EXEC E— RZ AL ET,
fi e NMAT—REANLET (ERINWTEHE) .
Device> enable

27w 72 | configureterminal P AT 4 R Lt a o T B
f LETS
Device# configure terminal

Z w73 |cryptoikev2 profile profile-name IKEV2 Va7 7 A )V &EEF L, IKEV2 707 7 A )b
i - a7 4 F¥a2lb—varyE—RERBLET,
Device (config) # crypto ikev2 profile profilel

R T 7 4 | authentication local eap o — A VERAE & L CEAP ZHFE L7,
U GE) ZDawr Rk, IKEV2 OFEMTOH
Device (config-ikev2-profile)# authentication local PR—rENFET,
eap

A7 75 |end IKER 7077 A ary7 4 F¥alb— g E—F
i - ZAET L, FibE EXEC E— FIZR Y £,

Device (config-ikev2-profile)# end

FlexVPN & 5 A4 7 > b D&

] : IKE2ZFlexVPN 2 54 7>~ AT 71 JLDEE

WOHIIL, IKEV2FlexVPN 7 A7 > b a7 7 A NVERETHHEEZRLET,

crypto ikev2 client flexvpn flex
peer 1 10.0.0.1
connect manual

client connect TunnelO
|

crypto ikev2 authorization policy flex

subnet-acl 199
route set interface
route accept any
|
crypto ikev2 keyring key
peer dvti
address 0.0.0.0 0.0.0.0
pre-shared-key cisco
|

crypto ikev2 profile prof

match identity remote address 10.0.0.1 255.0.0.0

authentication local pre-share

[l FexVPN o S47 > bDHE



| FlexVPNS47> k>

oul
Xa

filt

authentication remote pre-share
keyring key

1)

n—nrgieste Lo ot ]

aaa authorization group psk list local-group-author-list flex

config-mode set

|
crypto ipsec transform-set trans esp-aes
|
crypto ipsec profile ipsecprof

set transform-set trans

set pfs group2

set ikev2-profile prof

|
interface TunnelO

ip address negotiated

tunnel source Ethernet0/0

tunnel destination dynamic

tunnel mode ipsec ipvi4

tunnel protection ipsec-profile ipsecprof
|

interface Ethernet0/0

ip address 172.16.0.1 255.240.0.0

ip virtual-reassembly in

|

ip route 0.0.0.0 0.0.0.0 2.2.2.2

access-list 199 permit ip 10.20.20.20 0.0.0.255 any
access-list 199 permit ip 10.30.30.30 0.0.0.255 any

B : O—AJLEEEAR E L TD EAP DERTE

FlexVWPN 2 547 2 bD

ROBIT, EAP & — I NVRGES AL LTRIET 2 HEEZ R LET,

crypto ikev2 profile profilel
authentication remote rsa-sig
authentication local eap

tyvarniEEsTs e, koL iz, EAP D

SNET,

Enter the command "crypto eap credentials profilel"

Device# crypto eap credentials profilel

Enter the Username for profile profilel:
Enter the password for username cisco

EEEH

cisco

SEEERE ANT1T D7 0 7 MR

REICEAY 2 EMIEH

ESPERES

R=-aF7ILAE2A KL

CiscoIOS ==~ K

[Cisco 10S Master Command List, All Releases.]

Flex'PN 2 S5 7> L D%ETE [



http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html

FlexVPN 7 54 7> hOEE |
B reven 5470 rosEomseER

BEEIEE T=aTFILRAL L

X2V 7 4 a~vF + [Cisco 10S Security Command Reference Commands A to
cl

+ [Cisco 10S Security Command Reference Commands D to

L]

» [Cisco 108 Security Command Reference Commands M to
R]

+ [Cisco I0S Security Command Reference Commands S to
A

IPsec D% E ['Configuring Security for VPNs with 1Psec]

HEE XN D557 /v =Y X 2| [Next Generation Encryption,]

DRADTYHYZAILYR—F

B o

HDOURLIZT 7 A LT, YA2adF 7 =7 |http://www.cisco.com/cisco/web/support/index.html
N R—= h R RRITIEA LT ZEn, 2
NoDYY—RF, VI N =T A A M—
NMLUTRHELEY, Y AafReT 7 /1
I S EANHIRTE A R L2V 5 7
OIHEH LTI ZE N, 2D Web A~ ED
V=T 7 AT HERIL, Cisco.com D1 7
A IDBLVSRRAT — RRLIETT,

FlexVPN 7 S5 14 7 > F DR TE D HERETE R

WORIZ, ZOFY 2 — /LTt LTEBEREICET 2V Y —A#®RERLET, ZOoRIZ, V7
=7 VU—A P A U TEHEEEOTR— MR EAINZEZOY T =T V=72
TERLTWET, ZOBREIL., FFICWr 0 B2 WRY . ZnIEO—HEDOY 7 o7 J ) —
ATHYR—FESnET,

T7y b7 A —ADYR— I BLOV AT YT MY =T A A=V OV R — MIBET 2 E#RE B
&9 %IZ1E, Cisco Feature Navigator Z /] L 7, Cisco Feature Navigator |27 7 &£ 23 % |Z
L. www.cisco.com/go/ctn [ZFE) L £ 4, Cisco.com D7 72 MIMEH Y £H A,

[l FexVPN o S47 > bDHE



http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
http://www.cisco.com/cisco/web/support/index.html
http://www.cisco.com/go/cfn

| FexvPN 547> bEE

FlexVPN 2 51 7 > r o oiactEs ]

= 1:FlexVPN ) S A 7 > b DERTE DHEBETER

HaE

iy

yyy—
A

HAETEHR

IKERVE—KrT 7%
AN—RU =T 77
AT b

IKER2VE— b T I7BAN—RKD =T 7747 MEREIZ.

EEYT 4, NAT h 7 3—H)b BV —E 2% (DoS)

WENLOETRE, &FESE RV ) a2—va 0P R—F
W EEZR, V= N T U A L IREEREE A R — R L
T

WOa~ 2 RPNEANFEIIERE SE L7, backup group,
client connect tunnel, client inside, connect, crypto ikev2 client
flexvpn, interface, ip address, peer, peer reactivate, sourcetunnel
destination, tunnel mode, tunnel protection, tunnel source.

IPsec VPN @ IPv6 U
E— KT EA

IPsec VPN @ IPv6 U E— k 7 7 & A¥HelL. IPv6 R — b
L IKEV2FlexVPN 7 54 7> D —HVEar R E LT
D EAP ZHVAR—FLET,

WDa~< RINERESNE L7, authentication (IKEv2profile),
peer.

Flex'PN 7 54 7> r0%EE [}



FlexVPN 7 54 7> hOEE |
B rexven o547 romEOBEEES

. FlexVPN 2 S5 A4 7 > FDERE



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



