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() AnyConnect EAP IZ, AnyConnect 7 74 7 NEADFRIAELF X THY , o T4 7> ML
MEEE A,
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EHIEREI A D FlexVPN H—/N\—DERTFE

TDH AT HFELT LT, FlexVPN — _R—DENTFELHREL T T,

FIEDHE
1. enable
2. configureterminal
3. cryptoikev2 profile profile-name
4. aaa accounting anyconnect-eap list-name
5. match identity remote key-id opaque-string
6. authentication remote anyconnect-eap aggregate [cert-request]
7 authentication local rsa-sig
8. pki trustpoint trustpoint-label
9. aaa authentication anyconnect-eap list-name
10. aaaauthorization group anyconnect-eap list aaa-listhame name-mangler mangler-name
11. aaaauthorization user anyconnect-eap cached
12. aaaauthorization user anyconnect-eap list aaa-listhame name-mangler mangler-name
13. end
14. show cryptoikev2 session detailed
F D&
ARV KRFERETIVaY B#
AFw 71 |enable FiME EXEC E— REZAMIC L £,
Bl e MAT—=REANLET ERSNTHS) .
Device> enable

| gnRioxz |}



B =v=am0 Fexven 5 ——0EE

EMRFEDORTE

ARV FFEREETIVa Yy

S

25w 2 |configureterminal Ju—N)L a7 4 FXal—ay T— REHG
1 - LETS
Device# configure terminal
AT w73 |cryptoikev2 profile profile-name IKEV2 77 7 A N4 EEHRL, IKEV2 707 74
B - Nar74Xal—iarE—FabLET,
Device (config)# crypto ikev2 profile profilel
RTw 74 |aaaaccounting anyconnect-eap list-name IKEv2 U & — Rl 52028 AnyConnect EAP D35
15“ : /El\\ au\u N l]ALJ‘T j’DJ:VO\T‘jJ]?/T/f /7 (AAA)
Device (config-ikev2-profile)# aaa accounting DT ]7 “7 A ‘/7 jiJ‘ ) A I\ %ﬁfj] = Lij‘o
anyconnect-eap listl
R w75 |matchidentity remote key-id opaque-string JE—hF—IDXA FOIDICESNT, 077
15'] : /])/I/%H/g\é\]\/iﬁ—o
Device (config-ikev2-profile) # match identity
remote key-id aggauth user3@abc.com
A7 w76 |authentication remote anyconnect-eap aggregate | Cisco AnyConnect EAP [ZHEAIRRGE A HRE L £ 77,
[cert-request] o
e cert-request : —HRZAEH IZ Cisco AnyConnect
2k 7547 v MCGENE R ER LET,
Device (config-ikev2-profile)# authentication
remote anyconnect-eap aggregate cert-request
AT w71 |authentication local rsa-sig Rivest, Shamir, Adelman (RSA) E4%Zw—7J/L
Bl RWAEHRE LTRELET,
Device (config-ikev2-profile)# authentication
local rsa-sig
R 78 |pkitrustpoint trustpoint-label RSA F4 i8aE 20 Cffi 9% Public Key Infrastructure
Bl - (PKI) RT7ANKRA U hERELET,
Device (config-ikev2-profile) # pki trustpoint CAl
AFw 79 |aaaauthentication anyconnect-eap list-name Cisco AnyConnect EAP Z2ZF/HIZ, ZRE. 387, :rsot
B - OT AT 47 (AAA) .mft)x N At E
Device (config-ikev2-profile)# aaa authentication jf?fo
anyconnect-eap listl « anyconnect-eap : AAA AnyConnect EAP F3AlL %
RELET,
o ligt-name : AAAFREEY X R4,
A7 710 |aaaauthorization group anyconnect-eap list U & — FFRFEES A AnyConnect EAP T V) . 4|l

| BESsEE0E

aaa-listhame name-mangler mangler-name
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Device (config-ikev2-profile)# aaa authorization
group anyconnect-eap list listl name-mangler
manglerl
ZFw 711 |aaaauthorization user anyconnect-eap cached Y & — b #RBFF 2% AnyConnect EAP T V) |
i - AnyConnect EAP FHFED O F v °/ = L7z @Mz 8
NS N O ) )
Device (config-ikev2-profile)# aaa authorization ﬁﬁjﬂé ]ﬁ EN %\:L KAk CAAAGE ELT:%‘}:FE
user anyconnect-eap cached ﬂilzgf7ro
Z 5w 712 |aaaauthorization user anyconnect-eap list aaa-listname| 1V = — R 28ZE 017 AAA HU 2 R &2E5E L. 4
name-mangler mangler-name B4 B2 R4 U,
i
Device (config-ikev2-profile)# aaa authorization
user anyconnect-eap list listl name-mangler
manglerl
ATFv 713 |end IKEV2 7R 77 A )b a7 4 Xalb— g E—
B - RZA&T L, ik EXEC E— RIZRED £,
Device (config-ikev2-profile)# end
A7 714 |show crypto ikev2 session detailed TITATRAVE =y h F— 2 AF =Y
il - N=Tar2 (KE2) Ey¥a Y DRT—F A%
Device# show crypto ikev2 session detailed 2§ﬂ<L/§i?r°
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ik o T,

Cisco AnyConnect 77 7 A 7 > b & FlexVPN H— _—[OEF 27 b RIVORELEH

Tz LE,

Device> enable
Device# configure terminal

Device (config) # crypto ikev2 profile profilel
Device (config-ikev2-profile)# aaa accounting anyconnect-eap listl
Device (config-ikev2-profile) # match identity remote key-id aggauth_userl@example.com

(

(

Device (

Device (config-ikev2-profile) #
Device (config-ikev2-profile) #
Device (config-ikev2-profile) #
Device (config-ikev2-profile) #
name-mangler manglerl

config-ikev2-profile)# authentication remote anyconnect-eap aggregate cert-request
authentication local rsa-sig

pki trustpoint CAl

aaa authentication anyconnect-eap listl

aaa authorization group anyconnect-eap list listl

Device (config-ikev2-profile)# aaa authorization user anyconnect-eap cached
Device (config-ikev2-profile)# aaa authorization user anyconnect-eap list listl name-mangler

manglerl
Device (config-ikev2-profile)# end
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