THOUT 42T DEE

AAAT 1 T 4 TRRRE T 5 L, 22—V =BT 78X T LR B —H—
PEETHAXRYy NU—27 VY —RABEZBICEET, AAAT IO T 4 TR A F—TIZ
THE, Xy NU—2 TR P —,3=5 TACACS+ £721Z RADIUS ¥ = U 7 4 H—
N (BEL WD X2V T4 FEICETERYVED) LT, TV T4 7 L
a— RO C2—Y—T 7T 4 ET A BLR— b INET, ET AV T 4T La—F
WX T T T 4 7 O Attribute-Value (AV) X7 203&EH, La—Rxkexa V74 ¥—
NIEMSNET, ZOT—FENHTLT, Xy NT—JFHR, 7747 bl BLOE
TICFIHTEET,

T AT T 4 T HRET DIODOHHRGME (1 ~—)

T AT 4 T DOREOHKIFEHE (2 —)

T AT 4 T OREICETHER 2 X—)

CAAAT IO T 4 T OREFE (18 =)

CAAAT I T 4 T ORER (26 2—)

« TOMDOBZEEE (30 X—)

T HU T 4 T OREET HHEREEHR (32 N—)

~ — -~ N E}'Ll-"l . —_t Ek
ThHOUT A VI ZTRTEIT H-ODRIEEH

WDEAT HEITL TS, LT E ARV A NEHHLTCT AT 4 v T hRELET,

e X NI —27 T EBRA B —INTAAA A F—T NI LET,
« RADIUS F7-1% TACACS+ F AN FAT I N TV A A . RADIUS %721 TACACS+ ¥ =
V7 4 —R_NOEEAERLET, Y AaDORy NI—F T 78R $—REHELT
RADIUS ¥ = U 7 ot H— "L IBET 2 HFIEDOFEMIZOWTIEL,  [Configuring RADIUS
DEZZBRLTLLEZY, YAaDXy hU—7 T 7R P —_%RE LT TACACS+

X2 VT = NEWBET HHEOFEMIC OV TIX,  [Configuring TACACS+| DFE %
ZRLTLIZEN,
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THhooT 427 DEREDHIKEIE

AAA T H T T 4 2 TREBEIZITROHIRENR H Y F97,
T T T 4 TIERIT. K4 EBED AAA V— N ZEFFXETE E7,

» Service Selection Gateway (SSG) HilfR : SSG v A7 A DIFA . aaaaccounting network
broadcast =~ > F&EITT 5 L, start-stop 7T VT 47 L a— RKORrRNTa— R
v A2 b &N E7, ssgaccountinginterval 2~ REFHLCHETH T 47 L
a— NERETL2%G. W7D T 0 7 ba— RE, &RELZT 7+ /v F RADIUS
P N—ZDHFEESNET,

ThHOoUT 420 DETFICET 51EH
THOUoT42VTDERIEARKXY R F

FEFB L OB HFRY R NEREREIC, THUT AT OFRY AN, THO T 400
DEITHIELZFOFREFETITEHL— T U ARERINTWET,

THOT 4 7ORFRIEEY A ML, FEOEX 2V T 4 7a harzREL, Th U
F U ERADEEDITEIFA LV Z—T oA AHHTE ET, ME—DFIMNTT 7 4L
Fo i) A b (BSRIZ Tdefault) EAFIBFFITFHNTWSE) T, T740 FDOHFXY R -
E. BRI ER SN AR EOF RV A MO v X —T 24 A%RSTITOA >
A —T A AZHBMICEH SN E T, EBEADOFRXY XA MI, 7740 bDFHRY R MC
B LE9,

FRY A MX, MEICRET 27 v T 1> 7 )50 (RADIUS, TACACS+ 72 &) %5tikd %
BEVANCTT, FRUVANTIE, 7THU T4 o 71 oFRE3EHE0x2 VT4 7 b
INERETEET, 207D, BUOFARKBM LGB T AT A T ORI T
T VAT LEMERTEET, CiscolOSXE Y7 b =7 Tk, RV A DO B, 7Thov
T T YR T ARYOFEAPERENE T, TOFADSELRWGSE, U X b
DRDT DT 4 7 HANERINET, ZO72BREL, VA ROWTNULOT T
T4 7R EBEICKIT D0, ERINTWDTRTOHFANRITEIND T TR S E
7

N

G¥)

CiscolOSXE Y 7 b7 = 7 Tld, BID TS DISENIRWEEIZDI, VA NDRDOT 17
VT4 T HATT AT 4 TRRITSNET, ZOVA 7 VOEEDRRTT Iy v
TAYTMRRLTIEGS (0F0, BXa2 VT 4 == ba—%— T 7 v XADERILE
DIRENDEER) . ThorT v FavA3ElE L, 2oto7 T 0 07 R0ER
TINEEA,
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ThHTT 4 7R A MI, BRENDTH T 4 TOFEICL > TEDPY £9°,
AAA L. RO 6FRIEDOT T 4 v T EFR—F L TWET,

s Network : /N7 > oA N BT b, §XTOPPP, SLIP, £/2IZARAP v /3
T AERERM L ET,

cEXEC: Xy hU—2 77 A P —_"Oa2—HF EXEC ¥—I Lty g AT 5
WaeeftLET,

« Command : = —VFNFFT3 2 EXEC E— K o~y FICBETAERA2EMAELET, o<
B7H 0T 40 7, BEE DR L BRI B, Zr—sr Sv T g Fa
L—aryavwy R EOT R TCOEXECE— R avw 2 RiZoWC, ThAo>T 400
La— RaAmLET,

 Connection : Telnet, 2—H /LU 7T kZFAHR— bk (LAT) . TN3270, X7 v k 7
TIIT 4 AT T T (PAD) | rlogin 7 ED Ry NU—7 T IR =BT
7T _RTOT U MR RERICEAT AE®RE N LET,

e System : VAT ALYLDA N MIBETHERERMEEL FT,

* Resource : = —WFBFEICR B Lz —A 0 [Bth] BEO 1T La— RE#REIELEI,
F7m, WEHCEB L7-a—1 o T La— R&2Eit L £14,

A\

G¥)

THOT 4T DOF 75N VAT EEZETEET,

VAT AT HIUT 4 TN, BRMET AT 4T VA NEERALER AL, VAT A

FRIEEY A MMERREND L, BELET AU T A v T A TDOT T 4 27RO
UAMBNEZSNET,

THOUT 47 A NERFEDRRREITA v H—T = ATHA LT, EHRFH
FROWTNNEFATT DRENRD Y £3, Me—DBIIMNE, 7740 FDHAY X ( Tdefault)
EWIHLHED T, FFEDT BT 4 7 OFEFED aaaaccounting 2~ > K& ARifl &5
KU R MEFREL2WTHIT LSS, A& U 2 MBRPRMICER SN TN D D%
BRNT, X TOA v F—T oA ZAFTIEEFRICT 7 40 O 2 MR BEIICEH S
FT (BERBEAOFRY A NI, T 74V EOFRY A MBI LET) . T 740 FOFK
VDARPREZSNTOWRWEA, THO T 4V TIEFEITESNE T A,

Z 2T, IROWNEFITHOWTEIA L E1,

ARXURMEY—NNGTNL—T

Y= N—= =%, T A MM T 587D RADIUS 7213 TACACS+ H—/3— & A
cE T N—Tbt B HED 15T, ROKIZ, 450XV T ¢ —X (R1 & R21E
RADIUS #—,30 T1 & T2 (£ TACACS+ #—/3) D3EkE S 7e — K172 AAA > NU— T 5%
Ex/RLET, Rl & R2IZRADIUS h—_"—D 7 —T7 b Ed, TI & T2 1%
TACACS+ H—_"—D F —T N B SN E T,
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CiscoIOS XE ¥ 7 b7 =7 TlZ, RADIUS 5 X TN TACACS+ H— & EIX 7 v — L TT,
P R—= TN —T%MH LT, BREFHDOV—NN— KA DY Ty hafRETEEd, 2
DX DI — "= T N—T L, FEOY—ERIEHTEET, L2, —1— T —
TERMHAT 5 &, RLE R ZEBIOY—"— Z—7F (SG1 £ SG2) & LTEHKL, T1 & T2
EAEB DY — R — Z—7 (SG3 & SG4) & LTEFTEET, 2FV, Rl & Tl (SGI &
SG3) RV A MIFEETE Hh, F£-IER2 & T2 (SG2 & SG4) #5A U A MIFEETE
F3, FD7-, RADIUS B L NTACACS+ DU YV —ZXZE ) Y TEHBREDOFHIENEL 2V
3N

PR TN —T1E, 1O — NI L TEEDOARA N N 2G5 EMTEET,
T MY ZEICEAOHRIMERERE LET, EAOMBIIERIZ, IPT KL A& UDP A— b
B OMAEDLETHERINET, 2KV, RADIUSTHA ME LTERINTVHIES
FRAR— b, FHAD AAA V—E AR TE L L1 EF, 2F 0., ZOEAHRIE
WMEMHL T, HBDHIPT RLANLET D 1 BOV— N EIZEHEO UDP R — N3 FET 555
A, ENZENO UDP AR— hizxt LC RADIUS ER A %[5 C& %9, 1 H® RADIUS —3 |
WCHDERD2ODKRAPNZ U NINTIODY—ER (THUT 40 T772E) ICEREINT
WAHA, BRESNTVA2EFDDORAN =2 NV IFRHYIORA RN = NV DT = — LA —
NNy Ty T LTMELET, ZOHAE. RYIDOKEA N NIRRT AT 47
P—bERAERETE RS THAE, FYy NI =0 T AY—NZRICEBE ETT T T«
VI —EARICHRESN TN 2EFEODOERA M MY ERITLET GT &5 RADIUS
AA R = b YDOIEFIL, REINTWBIERFICENET) |

DNIS &5 ZEDL b= I =T DREL LY —3 TV —T DOFRIE DFEMIZ OV T,
['Cisco I0S XE Security Configuration Guide; Securing User Services Release 2] @ [Configuring
RADIUS] F72i% lConfiguring TACACS+] #Z&M L T 2 &0,

AAA7Hho T4 V9AR
Cisco IOSXEIZT AT v T 4 v TIZONWTIRD 2 5D FREYR— N LFET,

\)

« TACACS+: v hT—2 77 ¥ 2R Y—r[Z, THY LT 47 L a— ROFTTACACS+

X2 VT 4PN L Ca—FT I T4 T 42 RELET, KT T 47
a— RZIXT T T 4 7 @ Attribute-Value (AV) X7 W& FEi., La—RNiiksx=2U
T4 = NI E N E T,

*RADIUS : %y NI = T AY—2NF, THUUT 47 L a— ROEX TRADIUS

X2 VTN LTI T T 5RELET, KT IV T 4T
a— RZIXT H U T 4 7O Attribute-Value (AV) X7 REEN., La—RKidtxal
T = NI E N E T,

6=

CSCuc32663 TliL, "AU—FBIXOXTHo T 4027 u i, TACACS+ F7-1% RADIUS &
Xa T4 = N—EEFINDANCY R SNFET, vAZ ENTHRWEHREZ TACACS+
F7ZILRADIUS % = U 7 ¢ % — NZk{5 9 5 121E, aaaaccounting commandsvisible-keys =
~V REfHALET,
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ThOooT409 La—FDIEHE

TFTHhOooT4 VAR

BANROT BT 4 T OEE, gop-only ¥ —TU— RKEHHLES, ZOF—U—KiZk-o
T, BRENTe2—F—T o RO TRIC, BT La— N7 A7 4 TEMEEET S
X9, #E LR (RADIUS 7212 TACACS) [ZHRLEd, sEMART AU T 0 v 71
WMNMEIRIGE . dart-stop F—TU — R&MH LT, ZRI A X b OB ITBMGT
BT 4 TR, FOAR SO TRHIIMEERAT Ao T 0 7 @mE R E LET,
COEBEIFA L E =T A ZATTRTDTH I T 4 T T I T4 BT 452K TT5HIT
X, none¥—U— REHEHLET,

ROKIZ, YR—FENDLT WO T 47 F—T—FRaerLET,

R1:AAATHh o740 TAR

F—7—F atEA

group radius THO T 4TI _RTDRADIUS y—_"—D VU 2 h&2HHLET,

group tacacs+ THIT 4 TIT_XTOTACACS+H— =D Y A M EEHLET,

group group-name |group-name %—/N— J)L—FTCERLIL O, THAU T4 T D=
WD RADIUS $—/3—F 7213 TACACS+ —_—DH 7wy h&FEH L
ESc N

method 51513, .META/:)XA#uitﬁﬁ‘éa%K"@ﬁﬁ%?a LET, BIMOFERESRIX, ERT
DT (KL% Ti&<)i7 DIRENTIGEICORMEFSNET, o+ <XTo
FHENRT T —% KL T, BEECEKPI LT & &R fﬁﬂﬁhé X, a~y RTEMOFEFE
LET, /=& z2IE, TACACS+ BFEN T T — 2R TGAICEFEDO NNy 7 T v 7L LT
RADIUS Z 577 % acct tacl &5 FA YU X M EAERKT D121, koa~v> RE AN LET,

aaa accounting network acct tacl stop-only group tacacs+ group radius

aaa accounting =~ > RCHARIMTE U X RBEEINT TWiew] HFEIERT 27 741 K
DY A MEAERT HITIE, default ¥ — T — RDOHZRAIZT 7 40 MRBCCTHEA S 2 XA E
LET, 7740 FRRESFRY A NI, BEIIZ TR TOAS ¥ —T7 oA AZHEHASNET,

- z2iE, vl VRO —Y —FFEDOT 7 4L b R E L CRADIUS #F5ET B I12iE, kD
a<v L REANLET,

aaa accounting network default stop-only group radius

AAAT 7T 4 70k, MOFEHR—FLET,

sgrouptacacs : Xy NI —7 TV BA Y —NR=0ET T ¢ 7 E#%E TACACS+
X2 VT 4P —N"—ZKEFT D L 2ICTDHITIE, grouptacacst HF—U— REEH L E
R
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sgroupradius : Xy NI —2 T VRA Y —NR—nET 0T ¢ 7 iE#H%Z RADIUS &
X2 VT 4 —R—CEETDH LT DHIZIE, groupradius ¥ —TU— R&EfH L E
R

GE)

SLIPOT7 w7 47 HFRY A M, BEA &2 — 7I42THT_§Eénfwé¢~
TOHFRIENET, FFEDA v H—T =2 AZERBLOEHEIND U R SR RWEE (F
TIEPPPERENRESNNTWRWEGER) | TV T 4T DT 74V Mg /£75>F%%)5ﬁéhi
7,

< group group-name : RADIUS %7213 TACACS+ #—"—DH 7 v hEIEEL T, 7TH
T T 4 7R E LTEEHT 5IZIE, group group-name 5% F5E L C aaa accounting
avy REMHALET, IV—THEZDOTN—T DAL NERELTERT HITIL, asa
group server =~ REMHLET, 72 & 21X, aaagroup server =~ > R&MEH LT,
group loginrad ™ A » RE BN EFZ L ET,

aaa group server radius loginrad
server 172.16.2.3
server 172.16.2 17
server 172.16.2.32

Zoa<wy R, 1721623, 172.16.2.17, 172.16.2.32 ® RADIUS Y— N—N 7 )L—F
loginrad D A 3 E L THRESNET,

DY A FBERISNTWRWEE, Ry NT—7 T AV T 47 DJE-E LTgroup
loginrad Z$8ET HI2IE, DOa~v> RE A LET,

aaa accounting network default start-stop group loginrad

THRT T 47 HRE LTI N—T R e 51201E, FAIZ RADIUS 721X TACACS+ &
F2 VT4 P N—LDBEEAL =TT EHLERD D ET,

AAA7HhOoTAT 34T

ZHIfTET IO T 4 T HERI A NI BE LA TOT T 4 I EA TY,

e network : TRTHOFR v b U —7 B — b 2%k (SLIP, PPP. PPPNCP, ARAP72 &
7'a han) [ZOWCRAEZA X —7 T 55 X R Z{ERT 521X, aaaaccounting
a~y RCnawork ¥ —7U— RFZEMALET, =& 2L, ARAP (Rxy hU—7) By a3
AT AT v MERERMT 25 X N EERKT 121X, accounting =~ > KT arap
F—U—REMEHLET,

eexeC: Xy NU—0 T A P —N_—FOa—YP —EXEC X —I Tty g lfHd
BT T 4T ba—RK (—W—4, B, BRIGFEA, & TRZIZ L) 2t 5
JRU A N EAERT DI, exec F—TU— RZfEH L £9,
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« commands : F5 & DEHE L~V BEER T B8 E D EXEC =~ > RiIZBdT 27 0w
T U TIERERMT 25U A N EAERT SHI2IEX, commands ¥ — U — F&H L *
7,

sconnection : %y FU—2 T 7B AP —R_R—NEBBE SN DT R COREERICET LT
I T g TIERERMET D HRU X N EERT D2, connection F— 7 — K&
L/ij—o

e resource : L —WERAEICARI LIc 2 — Vv ETITREREIC R L Tc 2 — DT Ay T 1 v 7
Va— Ry 25 ) 2 M &L £,

Y

GB) AT T T 470, ARift&E ARV A R 2V R—FLERA,

2YRNT—D THOOTaT
Py NT—=T TAOT 4T, X7y bR, N oy Mg, 9To PPP, SLIP,
FIZIXARAP £ v g VIZET AIER AR L F7,
WIZ, EXECE YT a2 N LTEETSHPPP 22— DRADIUS Xy NU—27 T hHU T 4
V7 La—RIZEENDHEROME R LET,

Wed Jun 27 04:44:45 2001

NAS-IP-Address = “172.16.25.15"”
NAS-Port = 5

User-Name = “usernamel”
Client-Port-DNIS = “4327528"”
Caller-ID = “562”

Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Exec-User

Acct-Session-Id = “0000000D”
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"”

Wed Jun 27 04:45:00 2001

NAS-IP-Address = “172.16.25.15"”
NAS-Port = 5

User-Name = “usernamel”
Client-Port-DNIS = “4327528"”
Caller-ID = “562”

Acct-Status-Type = Start
Acct-Authentic = RADIUS

Service-Type = Framed
Acct-Session-Id = “0000000E”
Framed-IP-Address = “10.1.1.2”"

Framed-Protocol = PPP
Acct-Delay-Time = 0

User-Id = “usernamel”

NAS-Identifier = “172.16.25.15"”
Wed Jun 27 04:47:46 2001

NAS-IP-Address = “172.16.25.15"”

NAS-Port = 5

User-Name = “usernamel”

7horraoi0EE



ThooTavioHE |
B ~oro—s7000500

Client-Port-DNIS = “4327528"”
Caller-ID = “562”
Acct-Status-Type = Stop
Acct-Authentic = RADIUS

Service-Type = Framed
Acct-Session-Id = “0000000E”
Framed-IP-Address = “10.1.1.2”"

Framed-Protocol = PPP

Acct-Input-Octets = 3075
Acct-Output-Octets = 167
Acct-Input-Packets = 39
Acct-Output-Packets = 9

Acct-Session-Time = 171

Acct-Delay-Time = 0

User-Id = “usernamel”

NAS-Identifier = “172.16.25.15"”
Wed Jun 27 04:48:45 2001

NAS-IP-Address = “172.16.25.15"”

NAS-Port = 5

User-Name = “usernamel”

Client-Port-DNIS = “4327528"”

Caller-ID = “408”

Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Exec-User

Acct-Session-Id = “0000000D”
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"”

WIZ, BHICEXECE Y a v ZBIE L7 PPP2—HF D TACACS+ Ry N —7 T HT T 4
I L a—RIIEENDLEROHETRLET,

Wed Jun 27 04:00:35 2001 172.16.25.15 usernamel tty4 562/4327528
starttask i1d=28 service=shell
Wed Jun 27 04:00:46 2001 172.16.25.15 usernamel  tty4 562/4327528 starttask 1d=30
addr=10.1.1.1 service=ppp
Wed Jun 27 04:00:49 2001 172.16.25.15 usernamel tty4d 408/4327528 update
task 1d=30 addr=10.1.1.1 service=ppp protocol=ip addr=10.1.1.1
Wed Jun 27 04:01:31 2001 172.16.25.15 usernamel tty4d 562/4327528 stoptask id=30
addr=10.1.1.1 service=ppp protocol=ip addr=10.1.1.1 bytes in=2844
bytes out=1682 paks in=36 paks out=24 elapsed time=51
Wed Jun 27 04:01:32 2001 172.16.25.15 usernamel tty4d 562/4327528 stoptask id=28
service=shell elapsed time=57

\}

GE) ThHUUT 4Ty b La— ROERR 7 r—~y ME, EFa VT4 F—_"F—F
IR TEDY £,

Iz, autoselect Z N L CHEET S PPP 22—+ D RADIUS %> NU—27 T hovs5 407 L
a— RNIZEENLEROBZRLET,

Wed Jun 27 04:30:52 2001

NAS-IP-Address = “172.16.25.15"”
NAS-Port = 3

User-Name = “usernamel”
Client-Port-DNIS = “4327528"”
Caller-ID = “562”

Acct-Status-Type = Start

B 7hooTarvi0EE



| 7h9o74v08

exec7hoo7129 |

Acct-Authentic = RADIUS
Service-Type = Framed
Acct-Session-Id = “0000000B”
Framed-Protocol PPP
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"”

Wed Jun 27 04:36:49 2001

NAS-IP-Address = “172.16.25.15"”
NAS-Port = 3

User-Name = “usernamel”
Client-Port-DNIS = “4327528"”
Caller-ID = “562”

Acct-Status-Type = Stop
Acct-Authentic = RADIUS
Service-Type = Framed
Acct-Session-Id = “0000000B”
Framed-Protocol = PPP
Framed-IP-Address = “10.1.1.1”
Acct-Input-Octets = 8630
Acct-Output-Octets = 5722
Acct-Input-Packets = 94
Acct-Output-Packets = 64
Acct-Session-Time = 357
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"

Iz, autoselect Z L CHEET D PPP 2 —H D TACACS+ Xy NU—T T 407 L
a— RNIZEENLEROBZRLET,

Wed Jun 27 04:02:19 2001 172.16.25.15 usernamel Asyncb 562/4327528

starttask id=35 service=ppp

Wed Jun 27 04:02:25 2001 172.16.25.15 usernamel Asyncb 562/4327528 update
task id=35 service=ppp protocol=ip addr=10.1.1.2

Wed Jun 27 04:05:03 2001 172.16.25.15 usernamel Async5 562/4327528 stoptask id=35

addr=10.1.1.2
elapsed time=164

protocol=ip
paks out=28

service=ppp
paks_1in=42

bytes in=3366 bytes out=2149

EXEC7 Ao T 425

EXECTHOU T 4. 2y bI—2 T8 A P =R EICHDH2—P EXEC ¥—I )L
tyvary (2= =) ICETAIERZEMELES, 220X =—VF4A, B BIARE
AEETREZ, 77 8A P —"DIPT FLA, BLO (FA1 YAy 2—FDHE) BET
DEFEFTRETT,

Wiz, ZAYNA Ly 22— DRADIUSEXEC T H VT 4 v La— RIZEENDIHEHROH
wRLET,

Wed Jun 27 04:26:23 2001

NAS-IP-Address = “172.16.25.15”
NAS-Port =1

User-Name = “usernamel”
Client-Port-DNIS = “4327528”

Caller-ID = “5622329483”
Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Exec-User
Acct-Session-Id = “00000006”
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Acct-Delay-Time =
User-Id =
NAS-Identifier = %
27 04:27:25 2001

NAS-IP-Address = “
NAS-Port =1
User-Name =
Client-Port-DNIS =
Caller-ID = “56223
Acct-Status-Type =
Acct-Authentic =
Service-Type = Exe
Acct-Session-Id =
Acct-Session-Time
Acct-Delay-Time =
User-Id =
NAS-Identifier = %

Wed Jun

0

“usernamel”

172.16.25.15"”

172.16.25.15"”

“usernamel”

“4327528”
29483"
Stop

RADIUS

c-User
“00000006"

= 62

0

“usernamel”

172.16.25.15"”

ThooTavioHE |

WIZ, BA¥NA Yy 2—HFDO TACACSHEXEC T H 7T 4 7 La— RIZEENAIHHRD

BlamLE£T,

Wed Jun 27 03:46:21
start task_id=2
Wed Jun 27 04:08:55
stop task_id=2

2001

2001

172.16.25.15
service=shell

172.16.25.15
service=shell

usernamel

usernamel

elapsed time=1354

tty3

tty3

5622329430/4327528

5622329430/4327528

WIZ, Telnet =—HF D RADIUSEXECT I V> 7 4 7 La— RIZEENLEROFZ R L E

B

Wed Jun 27 04:48:32 2001
NAS-IP-Address = “
NAS-Port = 26
User-Name = “usern
Caller-ID = “10.68
Acct-Status-Type =
Acct-Authentic =
Service-Type = Exe
Acct-Session-Id =
Acct-Delay-Time =
User-Id = “usernam
NAS-Identifier = %

27 04:48:46 2001
NAS-IP-Address = “
NAS-Port = 26
User-Name = “usern
Caller-ID = “10.68
Acct-Status-Type =
Acct-Authentic =
Service-Type = Exe
Acct-Session-Id =
Acct-Session-Time
Acct-Delay-Time =
User-Id =
NAS-Identifier = %

Wed Jun

172.16.25.15"

amel”
.202.158"
Start

RADIUS

c-User
*00000010"

0

el”
172.16.25.15"

172.16.25.15"

amel”
.202.158"
Stop

RADIUS

c-User
*00000010"
= 14

0

“usernamel”

172.16.25.15"

WIZ., Telnet = —H#® TACACS+EXEC T AU v T 4 v/ La— RIZEENABEROFAERL

357%0
Wed Jun 27 04:06:53 2001
starttask id=41 servi

172.16.25.15
ce=shell

usernamel

tty26

10.68.202.158



| 7h9o74v08

v
N
H

ARV TAYUT4

N\

Wed Jun 27 04:07:02 2001 172.16.25.15 usernamel tty26 10.68.202.158
stoptask id=41 service=shell elapsed time=9

AR ThHOUTa2Y
AU RTHILTF AL, Ry VT —2 T RA B —NRCEFTFENDLEEHEL LD
EXEC v =/V a< RIZETAEREZBHLETS, S~ R T7hv T 4007 La— R
T, TORHEL AL TEITEIND A~ R, Fa<vy RRFETEIN-ARE, BXOFETLE
a—YDY R MREENET,

WIZ, BHEL~L 1 O TACACS+ O~ R T h T 407 La— RIZEENBHROHZ

ALET,

Wed Jun 27 03:46:47 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task id=3 service=shell priv-1lvl=1l cmd=show version <cr>

Wed Jun 27 03:46:58 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task id=4 service=shell priv-1lvl=1l cmd=show interfaces <cr>

Wed Jun 27 03:47:03 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task id=5 service=shell priv-1lvl=1 cmd=show ip route <cr>

WIT, BHEL~UL 15 D TACACS+ a2~ R 7T 407 La— RIZEENIHEROM %

%Liﬁ‘o

Wed Jun 27 03:47:17 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task id=6 service=shell priv-1vl=15 cmd=configure terminal <cr>

Wed Jun 27 03:47:21 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task id=7 service=shell priv-1vl=15 cmd=interface

GigabitEthernet0/0/0 <cr>

Wed Jun 27 03:47:29 2001 172.16.25.15 usernamel tty3 56223294304327528
stop task id=8 service=shell priv-1vl=15 cmd=ip address 10.1.1.1

255.255.255.0 <cr>

)

GE) U Aa@RADIUS EiElX, a~ R T7h o740 7% YR —FLTWERA,

EHRTHhOUTAVT

Bt 7T v T 4 7%, Telnet, LAT, TN3270, PAD. rlogin 2 D%y NI —2 77 & A
=D BITON D T X TOREHERICET 2 ERERZE L ET,

WIT . F&1E Telnet Bifi D RADIUS B5fs 7 h 7 o F 4 7 L a— RICEENDBEROFIZ R L

£

Wed Jun 27 04:28:00 2001
NAS-IP-Address = “172.16.25.15"”
NAS-Port = 2
User-Name = “usernamel”
Client-Port-DNIS = “4327528"

Caller-ID = “5622329477"”
Acct-Status-Type = Start
Acct-Authentic = RADIUS
Service-Type = Login
Acct-Session-Id = “00000008”
Login-Service = Telnet

I 7horraoi0EE
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Wed Jun

Login-IP-Host = “10.68.202.158"
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"”

27 04:28:39 2001

NAS-IP-Address = “172.16.25.15"”
NAS-Port = 2

User-Name = “usernamel”
Client-Port-DNIS = “4327528"”

Caller-ID = “5622329477"
Acct-Status-Type = Stop
Acct-Authentic = RADIUS

Service-Type = Login
Acct-Session-Id = “00000008”"
Login-Service = Telnet
Login-IP-Host = “10.68.202.158"

Acct-Input-Octets = 10774
Acct-Output-Octets = 112
Acct-Input-Packets = 91
Acct-Output-Packets =
Acct-Session-Time = 39
Acct-Delay-Time = 0
User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"

ThooTavioHE |

WIZ, F&15 Telnet i D TACACS+ e 7 WU T 4 7 L a— RIZEENDEHROH %

]\/\i‘a—(}

Wed Jun 27 03:47:43 2001 172.16.25.15
start task id=10 service=connection
cmd=telnet usernamel-sun

Wed Jun 27 03:48:38 2001 172.16.25.15
stop task id=10 service=connection

cmd=telnet usernamel-sun

elapsed time=55

WA, FE{E rlogin Bt D RADIUS 856t 7 H v T 4 7 L a— RIZEENHEROFI 2R L

=7,

Wed Jun

Wed Jun

27 04:29:48 2001

NAS-IP-Address = “172.16.25.15"”
NAS-Port = 2

User-Name = “usernamel”
Client-Port-DNIS = “4327528"”

Caller-ID = “5622329477"”
Acct-Status-Type = Start
Acct-Authentic = RADIUS

Service-Type = Login

Acct-Session-Id = “0000000A"
Login-Service = Rlogin
Login-IP-Host = “10.68.202.158”
Acct-Delay-Time = 0

User-Id = “usernamel”
NAS-Identifier = “172.16.25.15”

27 04:30:09 2001

NAS-IP-Address = “172.16.25.15"”
NAS-Port = 2

User-Name = “usernamel”
Client-Port-DNIS = “4327528"

Caller-ID = “5622329477"

bytes_in=4467

usernamel tty3 5622329430/4327528
protocol=telnet addr=10.68.202.158

usernamel tty3 5622329430/4327528
protocol=telnet addr=10.68.202.158
bytes out=96 paks in=61 paks out=72



| 7h9o74v08

Acct-Status-Type =

Stop

Acct-Authentic = RADIUS

Service-Type = Log
Acct-Session-Id =

in

*0000000A"

Login-Service = Rlogin

Login-IP-Host = “1
Acct-Input-Octets
Acct-Output-Octets
Acct-Input-Packets
Acct-Output-Packet
Acct-Session-Time

= 22

0.68.202.158"

= 18686

= 86
= 90

s 68

Acct-Delay-Time = 0
User-Id = “usernamel”
NAS-Identifier = “172.16.25.15"”

WIZ, FEAE rlogin #4tD TACACS+H e 7T I 7 T 4 v 7 L a— NIZEENHTHEROBIZ R L
\iﬁqo

Wed Jun 27 03:48:46 2001 172.16.25.15
start task id=12 service=connection
cmd=rlogin usernamel-sun /user usernamel

usernamel tty3 5622329430/4327528
protocol=rlogin addr=10.68.202.158

Wed Jun 27 03:51:37 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task id=12 service=connection protocol=rlogin addr=10.68.202.158

cmd=rlogin usernamel-sun /user usernamel bytes in=659926 bytes out=138 paks in=2378
paks

out=1251 elapsed time=171

WRIT, FE1E LAT #f5i 0 TACACS+ T WY T 4 7 L a— RICEENDIHROBIZ R L

ij_o

Wed Jun 27 03:53:06 2001 172.16.25.15 usernamel tty3 5622329430/4327528
start task id=18 service=connection protocol=lat addr=VAX cmd=lat
VAX

Wed Jun 27 03:54:15 2001 172.16.25.15 usernamel tty3 5622329430/4327528
stop task id=18 service=connection protocol=lat addr=VAX cmd=lat

VAX Dbytes in=0 bytes out=0 paks in=0 paks out=0 elapsed time=6

4

SRTLTHIT4VT

SATFANTHI T 4N TRTDOIVAT AL AR b (22T, ATADY
T = ERT AT T 4 T DF AT AT AR AR L 1,

WDT BT 47 La—KRiZ, AAAT T T 4 VIR A 700722 L o ke
R TACACS+ VAT LT AT 4T Lba— R $—RERLET,

Wed Jun 27 03:55:32 2001 172.16.25.15 unknown unknown unknown start task id=25
service=system event=sys acct reason=reconfigure

)

GE) ThorTrar 7%y hba— ROEMR 7 +—~ > I, TACACS+T —E L IH U TE
b FET,

WKDOTH T 47 La—Rik, AAATH T T 4 VT INF Al o722 & 7 3T TACACS+
ATFATHILT 40 ba— RERLET,

I 7horraoi0EE
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Wed Jun 27 03:55:22 2001 172.16.25.15 unknown unknown unknown stop task_id=23
service=system event=sys acct reason=reconfigure

VAT LYY= RERET HBINDO X A7 IZOWTIE, o> CiscolOSXE Y 7 by =7 2
T4 FXal—vary A REZRLTIEEY, X PT AV ST 40T ZATITO
Wi,  [CiscolOSXE Application Services Configuration Guide, Release 2] @ [Configuring IP

Services] ZZM L T 7230,

J)Y—RThooT429
VAAPEALTWD AAA T U T 4 0 7 Tid, 22— —3iE &l L7z a—/uckt4 2
Btk va—RE T va— R B FR—FFEnEd, 2= =3O 5 & L TREEIS
K LTma—no &7 La— REERT 28I EL I R—hshEd, ZokokL
—RiZ, 2y N2 2FHBLPE=XTET IV T 47 La— RegHT5E5I1
WETT,

2T, IROWNBITHOWTEIA L E1,

AAA )Y —REBRTTHhOVT405

AAA VY —RARMBEE T T T T 4 7 OFNCIE, T—KEY —7 v AD 2 —H —8GEE:
BHCEIETE RPN oTea—MZOWT, TAV T 47 ba— et 250 H 0 £+
ATLZ, 20X a—FRiE, xv M= BLOFOHEY OFELZEHBIOE=

H—FT BT AT 47 La— RegAT 5858 C0ETT,

ZOMRBIZE > T, 2= —RBEEBZE Lo Tca—no T T T 407 ba—
RPAERSIET, T ba—RE, a—VREORFENLAERINET, 2 —F—FF
R LT _Toa—ud, 1Bk EFERICEMEL £, %0, BMoThvr747 b
a— FIfER SN EEA,

KORIZ, BEOI—)L 70 —T, AAA Y V—ARBET T I T 4 TE2EIT LT
na—)—r A RLET,

1:@BENDT7O—TAAA ) Y —RKBERTTHhIUT AT H% 4 F2—TIIZLTWEWETL A VILA Y a—)L
BREV—HT VR

Call Modem Service "Start" "Stop"

setup  allocation setup record record
Call Modem User Call =
authentication  training authertication disconnect g

WO, BEDOa—)L 70 —T, AAAV Y —RAEKBKTTHOVT 4 v T oA FX—T VT
Liza—v o= A& R LET,

B 7hooTarvi0EE
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Bt - TLI—FOAAYY—RTHIVTA2Y .

H2BEDIO—TAAAY) Y —RRBET T AI VT4 T A R—TIVISLIZETLEAYVILA YV A—LEREY—

R
User
accounting
Call Modem Service “Start" "Stop"
setup  allocation setup record record

N S !
(N 1

Call Modem User Call "Stop” o
authentication training authentication disconnect record F
‘_,v,_p'
Resource
accounting
OB, = —FREERNS 2 — LV ORRMRRDIEAE L. AAA Y Y = ARG T T v o7«

VI EAR—T M LI A= VREY— T AR LET,

K 3: A —HRERICO—ILDEGRERAFKEL, AMA) Y —REBETTHhO T4 T4 F—TNIZLEZET A
FAYILAY A—LEREV—T VR

Mo resource

Call Modem " "
setup  allecation - s el sent1

l l csee
(N !

Call Madem Call A
authentication training disconnect 3

WO, = —WFERERNE 2 — VOBEGMERDFEAE L, AAA Y Y —ARBIE T T T T ¢
VI EAR—T NI L TN N —LRIEY — v AR LET,

X 4: 12— — L DEGRBRNEREL., AAA) Y —RAKBETTHhO T4 094 2—TIILIZL TN
ETLFANXYILAY A= LERE—T VR

Mo resource

Call Modem " "
setup  allcation e il ik sent1

l l cooe
(N !

Call Modem Call
authentication training disconnect

sam

BtE - TLO—KOAAA Y)Y —RAFHIUTF 45
G - TLI—FRDAAA YV Y —A T HT T 4 7%, Ka— LR ERC TBELG) L a—
RE2EE L. I— VOBERMREHIST D T La— N2 RETIHELZ Y R—MLT
WET, ZOREIX, T T 407 La— Rl afETH57T—XYOREILDLIOND,
HFE Y OFRZEEBINET=F—T57-0IfFHTXx £4,

I 7horraoi0EE
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B rarnyos o vomit

ZOBREEEHT A L, a—ABREB L Na—LoEERRERO (BG-&T) ThorT v
7 La—Rix, TS RIxT L) Y — A BGROETIRGL A B U £ 3, BB 02— —F8GE
Bt -#&T1 TV T 47 ba— R, a—F—EHoETRRZEILET, b
2By NDOTHULT 4T La—RiE, FOa— L TEHAEDE Y 2 ID AL THA

Uo7 ahET,

KOMIL, AAAY Y —ZBR-FETT T T 4 T A LT 2 —VRE Y — 7 v A %R
LET,

B5:)Y—RBE - BT THIUT AT EAF—TLICLEETLAAVILL Y A—LEEY—T VR

Call "Start" Modem Service "Start" "Stop"”

setup record alecation setup  record record

Call Modem User Cal "Stop" F
authentication training authentication disconnect record 8

AAA T ho T4 07 D5RIE

AAA JO—FXv R NT7HO9UT oY

AAA T O —R¥XXY R NT AT 4 U TH2HMNTDE, TATT 4 o THEREEED

AAA —NZRIFFIZEETE LT, 2FV, TH VT 0V 7IERE 1| DET-EED AAA

= NICARFICTr— KRRy A N5 ENAEETT, ZOMELZMEHTL L, —ERX 7R
NAZ—ITAMMBEHDO T T A4 X— FAAA Y — R R —FDAAA YT —NICT I T 4
VITEREEETEDLEOICRDET, ZOMEETIE, EFT 7Y r—a VI X DR
Lt nE 9,

71— RF¥ ¥ A ML, RADIUS £ 7213 TACACS+ ¥ — DV L —FIfEA T 4, £/, %
PR T N—T1E, DT N—T LIRS, T2 A== DIGEDON Y I T T Y —
NEERTEET,

LMo T, =R Fuaf F =Dy R a—WPE, ThHrT 407 =R A
%571 kb (RADIUS £ 721X TACACS+) ZfEHTExET, /o, —bERX o g F—L
ZOTYy R a—WFL, TRNENHEM TNy I T o7 b—NER/ETHI L TEET, FF
TFU =g AlonTIE, MED Y 2 — A — "= —4 o ZEFSEBD 7 —T E A
LT, UERRT DT 4 v VT IEREEMTEHRTE £7,

AAAt v 32 MIB

ZI—PFRAAAE v 3 U MIBHREZ AT A &, Gy hU—2FH T a k3L (SNMP)
EHEALCHIORGEERY 747 v MR EZE=ABLOK T TCEXET, 2OV T4 T b
DT —Z NPT END 728, RADIUS 7213 TACACS+ — " bMEESND AAA T T v
T4 IHERICEEEEMNT A ZENTEET, AAAE YT ar MIBIL, IROEHRZTRAEL
£7,

o %% AAA BEBEDREEHE R (show radius statistics =~ > K& EHT 284)

B 7hooTarvi0EE
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amatyssme [

« AAABRREZAREMIE T DV — DA T =X A

o SMEE AAA Y—230 ID

o (TA PR ED) UTNEA DGR (T2 7 47 a—Nafk 7325008 9 0adHih
3% SNMP % > b U —27 HMEMT 2B SR E L £9)

WRDOFEIZ, 7

SEE AT FGA T REAAA T Y g U MIBHEREE OB A T =2 B LU T

HI-OIEHTED SNMP 22— Y K 5F—% A7 V=7 MR LET,

£2:SNMPTY Fa—¥ F—4 4+TS1H b

J4—ILF

Descriptions

Sessionld

AAAT IO T 47 7a baViERHSLSE Y 3 ID (RADIUS B4
44 (Acct-Session-ID) »HIREINHEEEL)

Userld

a—HF oA IDERE (2 A UMERTERVWES) BEENEooxxs
|

IpAddr

Tyl alrDIPT RLARAERIL (IP7 RLAREHAESNARWEES. £33 H
TE72WEE) 0.0.0.0

IdleTime

By a M TA RIZ 7o THE OB

Disconnect

EDITAT N DEREMRRT DD SNy v a v TAHT Ve
7 b

Callld

a—) Ty h— La—FKMRELE, 2OThOrT 407 By va il
T ) AT v T A

WDFIZ, AT LB SNMP Z{FEHT 25 AAA & v 3 > MIBEERED SIS LD AAA D
BEEHRE R LET,

= 3:SNMPAAA+ v > 3 v DOBME

Field

Descriptions

ActiveTableEntries HIET 77 4 Ty a0

ActiveTableHighWaterMark | & 25 AR BEIZEHA L A P— L XN THLDOESEE v a LD

mKREL

TotalSessions VAT ABBBICEA VA P— A SN THHOE v 3 L ORF
#

DisconnectedSessions VAT APRBICEA VA P L SR TH SRR SN >

Ta v OEEHK

7horraoi0EE



B 7»oo7 Rt ORT

ThooT4a VI RHMEEDART
X NI —2 7T 7R B — NF TACACS+ B EME (AV) OX7 £7-1X RADIUS B (5
L TCWEEXa2 VT4 FRUCLS TR E9) CERINET IV T 4 v THERER B

L/iﬁ‘o

ThooTavioHE |

AA A7 O T 4T DERERZE
ZBITEAKXVARANMZIEBAAAT AT 4 VT DETE

LEfTEFRY A NEEH L TAAA T I T 4 VP 5RBETHITE., Fe— a7 g
Fal—raryET—RNCTROa~vy FEFEALET,

FIEDHE
1. aaaaccounting {system | network | exec | connection | commandslevel} {default | list-name}
{start-stop | stop-only | none} [method1 [method2... ]
2. line[aux | console|tty | vty] line-number [ending-line-number]
3. accounting {arap | commands level | connection | exec} {default | list-name}
FIED %
ARV RFERRETI a3 Y B#J
Z 5w 71 |aaaaccounting {system | net_work |exec|connection | | 7T ¢ 7 HRY A REERR L, T
commandslevel} {default | list-name} {start-stop | F AU EESICLET, B list-namel. FERE L
stop-only | none; [method [method?2... ]] U A MR AT B & X T S CFEIT
R
25y 72 |line[aux | console] tty | vy] line-number TG LT 4 TR A N & BT A
[ending-line-number] v arZ4Xal—iar T— RE2RBT 50,
- THhHOT 47 HERI A NE#EHT LA 02—
Router (config) # interface interface-type 7 =A X@/]) AT 2 A A AT K2
interface-number v E— R %"Eﬂﬁé Lijﬂo
Z T w 3 |accounting {arap | commandslevel | connection | exec} | | S D [EIER £ 7= 1XERR Y~ MCT BT 4 v 7 )

{default | list-name}
1 -

Router (config-if)# ppp accounting {default
| list-name}

KXY A NZ2EATHL, 10D F—T A AF
PidA =T 2 A Ay NIT IO T 47 FF
XUV X bE#EHLET,

B 7hooTarvi0EE
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RN A—HEuy L a VDT AT 105 La—ragoms ]

RDBERY

\}

GE)

VIO, T7ANIOFRY A NETEERLET,

SATANT AT 4T, AR EFR) A NEFERALEYA, VAT LA THT T 4

XN A—HREyavEOThOUT 40T La— FEROHH

AAAT IO T 4 v T%T 7T 47123 5E, CiscolOSXE V7 b7 =7 d, VA7 A LIC
HHTRCOZ—PT IV T 47 La—ReRTLET, 20L&, 7 haLVEho
DI —FALFIIN XNV O2—FHEENET, ZOHITIE, aaaauthentication login
method-list none =~ > R EH SN A EFCHERETH2—FREUTIEY LET, BEfT
%ﬂ1w51—$Zﬁ@wﬁ/yayKowT TR T 47 La— RERESnnk
T 2HI2F, Fe— a7 4 Fal—yary EB—RTCROa<y REEHLET,

ARV RFERERTIVa Y S]]

2L LFHIN X LD L—FZONT, THY
VT4 v La— RRERESRAAWE D ICLE
7,

Router (config) # aaa accounting
suppress null-username

HET7ThOUT42T La— FDER

THATT 47 = NICEMBORPET AT 407 La—RERETELLHICT5
2, Ze— L ar 7 4 Xal—vary B— RTROa~y REFHLET,

ARV RFEERTI VA Y E]:g]

THOUT 427 = NZRE I NDEHEF
M7 horT 407 ba—KRKef3x—7Z L

Router (config) # aaa accounting update
(newinfo] [periodic] number

iﬁ«o

aaaaccountingupdate =~ > K %27 77 4 7123 % &, CiscolOSXE Y 7 b7 =712 L > T
AT AEODTRTO2—YF—DFlT I T4 7 La— KRBT nNET, mwm%%
U—FRZ2RA LGS, VA= T2\ LWT AT T 4 U7 ERBIBAET LN, F
7ﬁ¢/74/7Vﬂ~k#7ﬁﬁ/74/7ﬁ~ﬂ~_%héni?ot&zi\4y5—
Fv bk 7Furbhararie—L7abhal (IPCP) RYUE—LETLEDIPT KLADR T
VE—VarvEETLEEXICINANBELET, PRIT AT La—RigiE, Y
EF— M ETIEHESNAZ XTI — MERIP T RLAREENRET,

aaa accounting update =~ > K% periodic ¥ —7— R &L L QBRI L, FET7ID T o
Y7 La— RIGHOHFCERINZ LB EHMWICEESNET, T ID T4 T
La— Rk, FE7 IO T 07 ba— RREESNAREHE T2, 202 —HFIonT
RSN RTOT I T 4 o TIERPEENET,

7horraoi0EE
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ThooTavioHE |

EE ZHOa—FRRy FU—ZiZu A o LTWAEAIZIL. aaaaccounting update periodic =
<~V REMAT 5L, BEOEENBAET L ARERDH Y £T,

TR T hOoO T4 La—REEMELT SREFEOERTE

RORBEFEELMEM LT, 7o T4 o 7 —"—CXE SN EHNTET A0 o7 1

FIEDHE

F IR D

J La—REARX—TNIZTEET,

1. enable

2. configure terminal

3. aaaaccounting network default

4. action-type {none| start-stop [periodic {disable|interval minutes}] | stop-only}
5. exit

AU RFEEETIVa Y

E]:)

ATy T

enable
1 -

Router> enable

¥i#E EXEC T=— F&E AL £,
e NRATU—KREANLET (TEREINEZHE)

ATy T2

configure terminal

1

Router# configure terminal

ra—r\L ar 74X a lb—3iay T— NiEth
L‘ij‘o

ATvT3

aaa accounting network default

1

Router (config) # aaa accounting network default

FTRTOR Y P =7 BHE OV —EREROT 7 +
WNRNDT AT 4 TEFREL, TATT 4V
THRVA MDA 7 4 Fal—arE— NEH
WBLET,

ATvT4

action-type {none| start-stop [periodic {disable]|
interval minutes} ] | stop-only}

1 -

Router (cfg-acct-mlist)# action-type start-stop

1

periodic interval 5

B 7hooTarvi0EE

THIT 4T La— Rk LTEITEINDLT
varodATERELET,
« ({EE) periodic ¥—7U — Ri%, EMI2T 7
T AT T varERLET,
e interval X — VU — NX, EWMIRT b7 4~
JHREEREELET,

evalue 318%, 7Hh T4 v S EHLa— Ko
MEEsfELEd (OHMD .
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VI DHEE
BEY—Ex 7Aoo F v La—rkosr ]

ARV RFERFTIVaY =)

s disable ¥ — 7 — Ni&, EWIH LTI T 1~
ThRF 4 —T N LET,

R T v 75 |exit JTa—N) ary7 4 FXal—gy ET—RIEY

1 E

Router (cfg-acct-mlist) # exit

hEY—EXTFThAO T4V La— FOAEK

IDHARAT HFLTL T, YT AT TANIHTHEHN B CORMY—EAT T T 4
7 La— ROAREA X —T7 VI LET,

1R BHHIIZ

Z—HP— =R 717 7 A /LDRADIUS JEM 85 1358 EHF A DO FRIDOMIMRME XL v b wIE5L
S ¥4, RADIUS EM: 85 1%, 22—V —HV—E R 777 A VNIZHHLELRH D T3, 3F
FMZ DWW TIL, RADIUS B OME R L OV RADIUS IETF BIEOMERED ¥ 2 A FEBHR L

TLIEENY,

)

(G¥) RADIUS B 8S Ma—H— H—b X a7 7 A ANIZRWES. TS5 007 L
a— ROAERTRESNT-FREOBBER N —EAOFMT Ay T 47 La— RIERE

nEJ,
FIEDHE
1. enable
2. configure terminal
3. subscriber service accounting interim-interval minutes
FIEDEEHE
ARV FFEREET7OVa Y B#J
AT 71 |enable Rt EXEC E— RZ A LE T,
fl e NMAT— R AN LET (FERINTHE) .
Router> enable
R w 72 |configure terminal 7Ta— )L a7 4 X2 b—3ay B— R
15“ : Liﬁ—o

Router# configure terminal

7horraoi0EE



B ssLrosqostrtysavicgd 37907005 La— FOER

ThooTavioHE |

ARV RFERFTIVaY =)

X 73 |subscriber serviceaccountinginterim-interval minutes| 4" % 7 5 4 Nk A B 2 RGO R —

1

tzTﬁ?/T4/7V:~b®$ﬁ%4Z VA
WZLET, minutess £, Th w7 4 T HEH

Router (config) # subscriber service accounting La— REXET L EHRRMREE 1~ 7158243 T
interim-interval 10 s Liﬁ——o

LBLE=ATdA VFERIFEY A VIIRHTEITHhOUTa oL a—

FDAERL

AAAT T T 4 TRT 7T 471295 E, CiscolOSXE V7 b7 =T 13, u&%/mn
WLV AT b a—W—, Fdn VA VERERITIETI L T HAT 5 0O H T PPP % 2
vE—y g IR LT — =D T AT v La— REERLER A,

oA UREEITE Yy Y a L xIm— g VHRORIRICER L —F— 2 oW T, Th Y
VT4V T L a— REERTAIOICHEETAICE, Fa— a7 4 Fal—v gy
F— RO~y REFEHALET,

ARV RFERIETY a3 Y B#Y

&mm@mmgﬁwamwmmd nry A VRERFEy sy rIvz—a O

authentication failure WREICR L T —F iz, [T La—Fk
AR LET,

EXEC-Stop L O— F &K YU £LBID T A>T« >4 NETWORK-Stop L 1 —

~FDiETE

EXECH¥ T& v a »&Blthd 5 PPP 2 —H — D4, EXEC-stop L 2 — KOH[IZ, NETWORK
La—REARTLEIHEETEET, FEDOT —ERITHOVWTHEIZRET 256772 L.
WHIZE->TiEH, *y bV =2 OB a— FEET L a— RE2—EICRFFT 2 HBZEE LN
ZERBHDET, TOB, EAMIC, EXEC DRIEA v —V LT A v E—VDT L—A
T—J7MNIZ xRN IcLET, e, PPPEHEHT I - — XA YA LT,
EXEC-start, NETWORK-start, EXEC-stop, NETWORK-stop &9 L 2 — RZ{ERTE £,
Ry M= TAVT 47 La—Ra&xXA MIT5Z LT, NETWORK-stop L 21— FiZ
NETWORK-start A »»&—3" (EXEC-start, NETWORK-start, NETWORK-stop, EXEC-stop) (Z
PEWET,

a—P -y a DT I T 4T L a—RERANTAIZE, Je—Lar 7 X
L—yay B— RTCkROa~vy REFEHALET,

ARV RERET I3V | BW

asaaccountingnested (kv hU—2 FHYLF 4/ La— RExA N LET,

B 7hooTarvi0EE
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AL 9FF—R—tDLRTF LT AT 45 La— ol [

ARAYFA—IN—LEDIRARTLThO T424 La— FOHIH

AL S FF—N—HDIVATENT NI T4 T BIYRT I T4 T T A vk—
CEMET AR, Fe—rar 7 4 X¥al—varE— RTROavy REFEALET,

ARV RFFERERTIVa Y E]:3)
aaa accounting redundancy suppress ZA 9 FF =D AT AT HI T (v
system-records UL a— RENEILET,

~, - N N =L
AAA ) ) —RKBETTHOOT 4 VT DETE
VI)—=AKBE T TH O T 4 T oA X —TNMITTHITIE, Fa—U a7 4 Xalb—
varyE—RTHROav REFEHLET,

av Y RFEEEF7 |BW
o3y

aaa accounting Z— WP —ZIFICEGE LN T — IO T, T La— Re4EmRL
resour ce method-list | & 3+,
stop-failure group

Server-group GH) AAA ) Y —2RIBEE T T D T 4 v THERE AR E T L il

. TAVT 4 T ERET DD O (15—
V) OtrvalRBMSNTWOEELFITL, Ry b
V=277 8AY—"—ETSNMPZ AT LT ZS0,
Cisco ASR 1000 >V =X 7 /) =g v h—E R L—X
ETSNMP % A 2 — T M T 2 HIEDFEFHIZ OV T,

['Cisco 10S XE Network Management Configuration Guide] @
[Configuring SNMP Support] OFEEZZB L T LIV,

o

G- TLI—FDAAA Y)Y —RTFTHhOUT 4T DETE

BItG - TLa—RKOTZN Y I—=ATHI T 40 T oA X =TT DIE, Fr—1
a7 4 X2l —ary BT R TROa< REFEHLET,

7horraoi0EE
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B maso—rkxext7houssvsomE

avURE | BEW

=1&7 5

a3y

aa |5 VRRERHC TBMG) L a— REEE L, a3 — v ORRHERIFIC IS 5

accounting | M| L o— REEET HMEZ R —F LET,

resource

method-list | CE) COBRRBERETDHNS, THU T 4 7 ZBET DI DOHIHE

start-stop FE A=) TSN TODIEEEZFETL, xy hT—7

group 77 BAS =S ETSNMP Z A £ —7 /LI LT &V, CiscoASR

Server-group 1000 Y =R 7 7Y F—va v h—E A )L—F L TSNMP % A *—
T IAZT D IFEOFEIZOWTIX,  [CiscoIOS XE Network Management
Configuration Guide, Release 2] @ [Configuring SNMP Support| D %
ZHRLTIESN,

AAA JO—FX R NT7HOOT4 VT DERTE

AAAT 0 — RXXY ANTAUT 4 VT HFETDHICIE, Ze—bar7 s XFal—va
> %&— RTaaaaccounting =~ > F&MH LEd, 2Dz~ K, broadcast ¥—V— K%
fFHATEAL > ICEEINE LT,

ARV EFERERTI V3 Y S]]

aaa accounting {system | D AAA = NICRHT 2T AW T 47 La— RFoik
network | exec| connection | | (22 ¢ x—7 Lz LET, %27 A—T DRAIOY— TRt L,
commandslevel} {default | FHIT 4 L RRFERHCEE LT, 50—

list-name} {start-stop | stop-only SSAVEFCX A2 A T e LA SR L D

none} [broadcast] methodl
|[methcid[2...] ] N—=THIZERZRSINTWDONY 7T v 7 =N S E
ﬁ‘o

DNISICKBAAA JO—FX ¥ AN T7HOUT4 VI DERTE
AAAT B —=RXY AN TAVT AT 2FETDHITE, Zr—bary 7 1 Fal—a
> &— N Taaadnismap accountingnetwork =2~ > RZ2FEH L E93, =~ RiL, broadcast
X—U— RBLOEEDOY— A= V=T a2 TE L LICERShE L,
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matysaomBeoBz [

ARV RFERETOVa Y =)

aaa dnismap dnis-number accounting |DNIS ([ L 5T W Vo T 4 V7 OB EEFFAI LET, =
nmmmﬁmmamhmmeMWQ(ojvme\ﬁD~AW®mmmmmm@:7VPi
[broadcast] method1 [method2...] D LERShET

B AAA =Nt T 27 h T 407 La—KR
DEFEAR—T NI LET, T N—T DRMID Y —

XL, TAVLT 47 La— RERIFICEE LE
T MO —"PEHTEXRNWGEE T = —F—
N—RIEL, FOTNL—THNICERINLTWVA Ry
T = A"nEHESNET,

AAAt v 3> MIBDETE

RDOZ AL, RO AAA T v v a > MIBHEBEORE LD bENZFETT DLERH Y 7,

« SNMP % 3%7E L9, SNMPIZDWTiX, [CiscolOS XE Network Management Configuration
Guide] @ [Configuring SNMP Support] OFEEZZMML T EI W,

cAAA ZRTELET,
« RADIUS F 721% TACACS+ % — R4+ EH L E T,

\)

GE) SNMP%#ZH+5 L. i%@/XTAA7j%7/2_%me67 EERBH D ET, TO-
W, TOMEEFHTILEIC, BEOFR Y NU—I BT 3 —~ R E2BETHLERD
D \iﬁ—o

AAA Y3 MIBZRETHICIE, /e—Lary 74 F¥al—i gy F— RTRO=
< REHEALET,

ARV REERET O3y | B

aaa session-mib disconnect | SNMP Zf#i ] L T, #REFERY T4 T v MM aE =2 B LUK
TLET,

a— VAT 5120, disconnect F—V— N&HEH L E9,

AAA H—/I\NEIEFBELBEEDIL—2 DY a3 U DMEIL

AAA Y — R EERFEDOZ A, V—F EDORIcary Yy —I vy a vV ETITHI2E, 7
o=/ L 3y 7 4 Xal—yaryET—RTROa~< REEALET,
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ARV RFEREFTI L3 | B

~

noaaaaccoynting system | aaa accounting system guarantee-first =<2 Nix, A7 AT ¥
guar antee-first VREEHOLa—REUTHRIELET, ZHUE, F744 RO
FMETT

RO E->TE, VAT LOH—FRZETTLHET GHL0 b
EL DML aRERSV 7)) | 2 —VF—NarV—FEiZ
Telnet#ft T v v a U EZFIGTERWATREMERH Y 7, Z O
EE MR 521X, noaaaaccounting system guar antee-first =~ >
NEfEHLET,

ThooT40090FE=21)2Y
RADIUS ¥ 721X TACACS+ T H 7 o T 4 7 DPA . HED show 2~ FIIFELET A,

a7 A4 L TND =P —ICBlTHEREEZRTET I T 7 La— ReERET 51
X, ¥ME EXEC E— R TRz~ REHHLET,

ARV RERET I3V | BW

show accounting F NI =0 TT T4 TRT AT FAlfeA X FDOFERY
FAIL, THOT 4 o T —_TF =238 L BA 0 EH
ZIVETE F4,

THOOTA42TDESI TN a—TF425
T T 4 v T HEROMEE R 5120, B EXEC E— R TRkDa~y REEHLE
—éﬂo

ARV RERET I3V | BW

debug aaa accounting MAOREN DDA X MR ELEE &I, TOEREFRL
\iﬁ_o

AAA 7 H T4 2T DEFEH

ARIEE) R FDEEDHI

KIZ, RADIUS H— 3—720 5 AAA —E X 23 5 72912 Cisco AS5200 (AAA B LW
RADIUS EF = U 7 4 $r—"— L DE THE) 2R ET H61%27~LET, RADIUS —/3—
DSBS 5 & FBREE R ERBAERICOVW TR =DV T — 2 X—=Z2~DREN T,
THUT 427 P —E AL TACACS+ V— _—|Z ko Tl & E 7,

B 7hooTarvi0EE
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ey 2 rozzon [

aaa new-model

aaa authentication login admins local

aaa authentication ppp dialins group radius local
aaa authorization network networkl group radius local
aaa accounting network network2 start-stop group radius group tacacs+
username root password ALongPassword
tacacs-server host 172.31.255.0

tacacs-server key goaway

radius-server host 172.16.2.7

radius-server key myRaDiUSpassWoRd

interface group-async 1

group-range 1 16

encapsulation ppp

ppp authentication chap dialins

ppp authorization networkl

ppp accounting network?2

line 1 16

autoselect ppp

autoselect during-login

login authentication admins

modem dialin

Z @O RADIUS AAA ZEDOH > FNATIE. RO LI ICERINE T,

caaanew-modd =~ KiZ, AAAXy hU—2 X2 T4 h—ERE A 32—TNITL
e

+ aaa authentication login adminslocal =~ > NiZ, v 7 A VFAEICHAY A N Tadmins] %
EFLET,

- aaa authentication ppp dialinsgroup radiuslocal =~ > KT, #&FEH Y A b [dialins] %
EFRLET, 20U A ML, RANCRADIUSGRGEAHEE LT, KIZ (RADIUS H#—/3—M
IS LR WEA) PPP 2 LT U 7 VERR ECr— A VEBGESAME A Sk,

+ aaa authorization network network1group radiuslocal =< > KT, Tnetworkl] &\ 9 R v
=23 AR A MEERLET, ZAUTED, PPPZEEH LTS U 7 BT
RADIUS #F Al & i 192 £ 5 fiE &£ 9, RADIUS — _R— B KT 5 &, m—
ANV Ty b =7 ORANFATINET,

« aaa accounting network network?2 start-stop group radius group tacacs+ =~ > R T,
Metwork2] EWH Ry NT—7 THTT 4T HFRIVAMEERLET, ZTk
V. PPPZMEA LTI U 7IVERR ECRADIUS T A VU T 4 7 —E R (ZOHE,
EDANY MIXT LML a—ReEgTLa—FR) T8 EShET,
RADIUS Y= "BIREICRKIT D&, TAD T 4 27— XL TACACS+ #—Z
KoTRE ENET,

susername 2 < R —¥Z LA T—RFE2EZLET, ZN6OEHRIL. PPPRAT —
RERFEZ'm k=)L (PAP) OREILH iR S ET,

s tacacs-server host =< > FiX TACACS+ #—/— R X F D4R ZERZ L ET,

- tacacs-server key =~ KX, *v bV —27 727 &R $—,3—& TACACS+ H—/3— 7K
A NOROILAWET A PXTINEERLET

s radius-server host =@~ > F}Z RADIUS #—/"— R X D4R Z E#ZL £ T,
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ARIEE Y R FOBEDH

e radius-server key 2~ Rk, *v hU—2 77 A #—,3—& RADIUS ¥ —/3— 7K &
OB OLEWET A XTI 2 ERZRLET,

s interfacegroup-async =~ > Rix, FEFEMIA > X —T =2 A A TN —TZRINL TER L F
R

sgroup-range 2= Rit, f v Z—7 A XA TNA—THDO AR RSV F—T = R
EEHZELET,

« encapsulationppp =~ > RiE, EEDOA ¥ —T oA ARSI 0 b E L
TPPPEARELET,

* ppp authentication chap dialins =~ > K&, PPPFRFESFAE L TTF ¥ LU I Rz A
J@BFEZTm h 3L (CHAP) ZEIRL, f8ELT-A ¥ —7 = A AT [dialins] /7Y X
MemEH LET,

« ppp authorization networkl =~ RIZ X > T, bluel x> T —2FFrA[HFHKYU X 3, &
ELToA v A —T x4 ATHAINET,

« ppp accounting network2 =~ > NZ K> T, redl X NUV—27 7 H T 4 275K
AR, MELIEA L F—T =4 RTHHA SN ET

elinea~<y RNFaryr74F¥al—YaryET— K27 — )L a7 4F¥al—T g )
LI ary74Xalb—railPnFz, REMNROEMERELE T,

« autoselect ppp =~ > Ri, IR L/ZEHR ETPPP v a A2 HEMICHMBTE D LD
{2 CiscolOSXE Y7 b =T ZRELET,

- autoselect during-login @~ > R &9 2% & | Return ¥ — %M S FIZa— LB L OVIR
J—RO7a 7 IRERENET, 2—FBe s A7 5L, autoselectiie (Z DGH
(X PPP) 23[HAA L £7,

« login authenticationadmins =~ > Ni%, = 27 4 VFRFEIC admins =N 2 M &@#H L £,
« modemdialin =~ > R, BRLIZERMCER SN TWHET 2 EREL, Al —1L7K
FEZTAND LT LET,
showaccounting =~ > F&EHT 5 & BIROREIZET 5B RO XS IZAEKINET,

Active Accounted actions on ttyl, User username2 Priv 1
Task ID 5, Network Accounting record, 00:00:52 Elapsed
task id=5 service=ppp protocol=ip address=10.0.0.98

WDFEIZ, BIROEINTEEND T 4 =V FIZOWTHHA L £,

5= 4:show accounting M 7 « —)L K DA

J4—ILFK EBA

Active Accounted actions on | = —43 1 7' A NAEAT DRERR E /21T, X —T = A R4

User Z—H D 1D,

B 7hooTarvi0EE
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aAyY—2 F7hoT 4 vroEEoE |

J4—ILE Bl

Priv a—PDOEEL L,

Task ID BT T 4T %y a rOEAMBIIE SR

Accounting Record ThHOCT 4T vy ary HAT

Elapsed ZDOkyvary XA T7OHM (hh:mm:ss)

attribute=value ZOTHTUT 4Ty v a ABEET BTN D AV T

AAA )Y —RTHOT 420 DEETEDH
WIZ, VI)—RKRBIE T T o T4 7, BXOBB-KTLa—FEEDY V—RX T4
DT 4T ERET A ERLET,

'Enable AAA on your network access server.

aaa new-model

!Enable authentication at login and list the AOL string name to use for login

authentication.

aaa authentication login AOL group radius local

!'Enable authentication for ppp and list the default method to use for PPP authentication.

aaa authentication ppp default group radius local

'Enable authorization for all exec sessions and list the AOL string name to use for

authorization.

aaa authorization exec AOL group radius if-authenticated

!Enable authorization for all network-related service requests and list the default

method to use for all network-related authorizations.

aaa authorization network default group radius if-authenticated

!'Enable accounting for all exec sessions and list the default method to use for all
start-stop accounting services.

aaa accounting exec default start-stop group radius

!'Enable accounting for all network-related service requests and list the default method
to use for all start-stop accounting services.

aaa accounting network default start-stop group radius

!'Enable failure stop accounting.

aaa accounting resource default stop-failure group radius

!'Enable resource accounting for start-stop records.

aaa accounting resource default start-stop group radius

AAA JO—FX R MTHOUT 4T DEEDH

RIZ, 7 m—sVvaaaaccounting 2~ > REMHL T, 7r—RNX¥x A NT WO UT 4T %
AT 20 %~ LET,

aaa group server radius isp
server 10.0.0.1
server 10.0.0.2
aaa group server tacacs+ 1sp customer
server 172.0.0.1
aaa accounting network default start-stop broadcast group isp group isp customer
radius-server host 10.0.0.1
radius-server host 10.0.0.2
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radius-server key keyl
tacacs-server host 172.0.0.1 key key2

broadcast ¥ —V— RIZX > T, Ry MUY= HHICET S [Bls) BEXO KT 7o~
T4 T ba— KR, TA—Fisp TiEH—,3—10.0.0.1 12, 7 /L—7isp_customer TiLH—
= 172.0.0.1 IZ[FAIREREE ENET, H—,310.0.0.1 BEHATE D&, —,310.0.0.2 ~
DT ==/ F == ThNET, F—,3172001 DEATE R RoTH, I—F
isp_customer (Z(X/3y 7 7w T — SRR E SN TWRWESD, 72—/ F— "= (I ThivE
A,

DNISIZC&EBAAA JO— KXV R MT7HOUT 42T DHRTEDH

wIZ. 7 v —,3L aaadnismap accounting network =~ > RZ&ZfEH L C, DNISIC L5 7 o—
RE¥EXYARNTHOT 4 T HGNT 0%~ ET,

aaa group server radius isp
server 10.0.0.1
server 10.0.0.2
aaa group server tacacs+ isp customer
server 172.0.0.1
aaa dnis map enable
aaa dnis map 7777 accounting network start-stop broadcast group isp group isp_ customer
radius-server host 10.0.0.1
radius-server host 10.0.0.2
radius-server key key 1
tacacs-server host 172.0.0.1 key key 2

broadcast ¥ —7 — RiZX 5T, DNIS %5 7777 D3 v vV — 7 ki a— BT 2% [BAth)
BIXO® KT ThoorT 47 La— R, 74— isp TEH—,3—10.0.0.1 12, 71—
7 isp_customer TlIH—/3—172.0.0.1 IZRFFEE SN ET, H—,310.0.0.1 BEHATE 22
5Hé. P—s3100.02 ~D T = — LA — "= T ET, —,3172.0.0.1 MfEFATE AL
7o Th, Z—Tisp_customer (21T 7Ty T — SIRERIE SALTWRWZSH, T = —/b
F— "= ThiE A,

AAA tz <3 > MIB D45l

WIZ., AAA T v 3 MIBKEREZ R E L T, PPP 22—V OFIAEA Y T4 7 o Mk 2 iRk
THHE R LET,

aaa new-model

aaa authentication ppp default group radius

aaa authorization network default group radius

aaa accounting network default start-stop group radius
aaa session-mib disconnect

ZTDMDSEERH

LT TAY T 4 T ORERRRIZET 2BEEERHIOWTHBI L E T,
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ESPERE]S

I=ZaTF7ILBZA L

SNMP D E

['Cisco 10S XE Network Management Configuration Guide]

SNMP 2=

['Cisco 10S Network Management Command Reference]

X2V 7 a3~ R

['Cisco 10S Security Command Reference]]

RADIUS O E

RADIUS DK E

TACACS+ DK E

TACACS+ DK E

IP H— B RXDEE

['Cisco 10S XE Application Services Configuration Guide]

e

24 kL

COMEETH AR — N SN HHOEREE 7 1 IETF IN-EEIHY A, Fi2, |-
BEFEOEREDO Y R— MIZE S TWER A,

MB®D!') >y

* CISCO-AAA-SESSION-MIB

BIRLT7=7T T b7+ —2A, CiscolOSXEY 7 hv =7 U U—
A, BIXOHEEL Y hOMIBZRZL TH U a— RTH54
1Z. ¥k® URL 123 % Cisco MIB Locator Z{#H L ¥ 7,

http://www.cisco.com/go/mibs

RFC

RFC

24 bIL

COMEREIC L D AR — N ENTFTHE RFC £72I13%GETRECIZH Y £ ¥ A, £ |-
MEBEIZ X ABEfE RFC OPR— MIEEIZH Y T A,
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SRADTY ZHIL YR—F

A s

2DV R— N Web 1 T, v Zxzapid |http//www.cisco.com/en/US/support/index.html
T 7/ u Y=l NI TN 2T g
TICBRLTWERET D512, ~=2T7 %
V= NE I L LT LEERA T U Y —
At L TWET,

BHEWORGOEF 2 U T 1 (HFRCBINE A A
F9 5722, Cisco Notification Service (Field
Notice 7*% 7 7 &£ &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
74— R EOKFEY—ERITIMATEET,

TAADYR—K Web A hOY— T 7k
AT AT, Cisco.com D —H 1D 35 L%
U — RBETT,

THOT 427 DHREICEAT HHEEIFR

WDOFRIZ, ZOFY 2— /LTt LI-HEEICET YV —XERERLET, ZOFRIZ, V7
=7 VU= b A U TEEREOYFR—IREAINZEEOY 7 y=T VU —RT
FERRLTWET, ZOMEEIZ, BTk RR2WRY . ZRAUEO—#EOY 7 vy =7 U Y —
ATHYR—FENFET,

7Ty b7 A= LOPR—FBLOVRAAY T N 2T A A=V OV R— MIBET 2 1HHRZ K
&9 %IZ1%, Cisco Feature Navigator Z /] L &7, Cisco Feature Navigator |27 7 £ 23 2|2
%, www.cisco.com/go/cfn I8 L £4°, Cisco.com DT H U > MIMLEH D £ A,

RETAIVT 1 VT DHREICET HHEEFR

HrE

iy

)= HRETRR

AAA 7 —F |CiscolOSXE |AAAT 0 —R¥Y A NTHT T 4 0 T 2AMNT D&,
Fy Ak 7y (Release 2l 550 5 0o FIEHABE D AAA F— TR EE T

ST T XET, DFEO, THUUCT 4 U TERE 1 OFETEKD
AAA —NIZRIFFIZ T e — F¥ ¥ A F 352 ERERET
R

Cisco IOS XE Release 2.1 Ti%, Cisco ASR 1000 VU —X
Aggregation Services Router |Z Z OFEREN RS E LT,

WDz~ RPEANEIIEHE S VE L, aaaaccounting,
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FhooT 4 vroEEET suiEsn |

HEEA Jiy—=x B BETEER
AAAt v 3 |CiscoIOSXE | 2—H N AAA Y v ¥ 2 U MIBKSREZ T +5 & flish % v
MIB Release 2.1 N —7%B 71 h 2L (SNMP) %4 LCHE ORI
FTTAT v NEGRET = A B LU0 T TEET,
Cisco I0S XE Release 2.1 T, Cisco ASR 1000 > U — X
Aggregation Services Router {2 Z ORERENFHEEEI N E LT,
WDa<y RPBREANELIFAETEINE Lz, aaasession-mib
disconnect,
Bitgi7 o |CiscolOSXE | Bigi 7 h v o T 4 > 71%, Telnet, —H /LU 7T TR
T T Release 2.1 A— bk (LAT) . TN3270. Packet Assembler/disassembler
(PAD) .| tlogin 72 &, Ry NU—2 T 7R =)D
DIMEHERET XTI T HE AR L £
Cisco I0S XE Release 2.1 T, Cisco ASR 1000 > U —X
Aggregation Services Router (2 Z ORSRENEIE SN E Lz,
AAA T 7 A7 |CiscoIOS XE  (AAATRI T oo T 40710k, LR— T D0END
T4 T Release 2.4 DHLNT AT T 4 v TIERNREAET BN, £

EWHNC, TH LT 427 F—NCHET I 7T o
J va—RazEfETE T,

Cisco IOS XE Release 2.4 T, Cisco ASR 1000 > U —X
REEMN I SN FE LT,

WO A~ RPNEANFEZIIEEL SVE L7z, aaaaccounting
update ¥5 & UF subscriber serviceaccountinginterim-interval,

Aggregation Services Router (Z Z
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