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THIENTEET,
FleD#HE
1. enable
2. configureterminal
3. cryptoisakmp profile profile-name
4. match certificate certificate-map
FIED %
OV RFERETIVa Y B
AT w71 |enable Rt EXEC E— RZ AT L ET,
fi e NMAU—RKEANLET (FEREINTEHH) .
Router# enable
R w 72 | configureterminal ra—)L a7 4 ¥l — gy F— Na2 Bt
15“ : L/i—a—o
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ARV RFERFTIVaY =)

Router# configure terminal

R 7w 73 |cryptoisakmp profile profile-name ISAKMP 7' 7 7 A )L & EF L, K5 ISAKMP 7' 1
15 - TrANaArZ 4 Xalb— gy ET— REHKL
£75
Router (config)# crypto isakmp profile vpnprofile
R 7 4 | match certificate certificate-map FEAE~ v T4 EZITT ANET,
fi

Router (conf-isa-prof)# match certificate mapl

AEBAEN T Y EV T SN L DFERR

KD show 2~ Fafio> T, EAEY Yy 7OFHAEANIELSHESN TV D NHERTE E

D
FIEDHE
1. enable
2. show crypto ca certificates
FED
ARV RFERRETI a3 Y B#J
AT w1 |enable it EXEC E— RZAMIC L ET,
fi e NMAT—REANLET (ERINTHE) .
Router# enable
A7y 72 |show crypto ca certificates AERAEICET 2R LE T,
fi
Router# show crypto ca certificates

E7ADTIL—TZNDEL) HT

V7 % ISAKMP 7’0 7 7 A M~ v B T35 L XX N—T4% % BT ICBEEA T DI,
WROFNEEFEITLET,

FlENHE
1. enable
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2. configure terminal
3. cryptoisakmp profile profile-name
4. client configuration group group-name

FIED
ARV RFERERTIVa Y ]3]

ATy 71 |enable FrHE EXEC E— R AN L £ T,
i « NAT—REANLET (FRENTEHA)
Router# enable

R w 72 |configure terminal Ja—x ) a7 4 Fal— gy ET— Refls
i - LET,

Router# configure terminal

AT 73 |cryptoisakmp profile profile-name ISAKMP 71 7 7 A L& EFH L., ISAKMP 711 7 7
B ANaAy T 4 FXalb— g T— REBEBLET,

Router (config)# crypto isakmp profile vpnprofile

X 7 4 | client configuration group group-name Z OB EISAKMP 7’ 12 7 7 A JLICE T 2E| Y YT A
i - XL, XTOETICEHD B TOND TN —T %%
FANET,

Router (conf-isa-prof)# client configuration group
groupl

SFBAZENSAKMP 7O 7 A IILRYE VI DEZABLUAVTF IR

ISAKMP 7 0 7 7 A )b~ v B L kT BiEHEEZE = — L A T F U AT B0, RO
debug =~ F&fH L £,

FIEOHE
1. enable
2. debug cryptoisakmp
FED EHE
AV RFEEIEITFZII Y B8
AT 71 |enable ¥i#E EXEC E— REHN L £,
1 s RAT—REANLET (EREINLHE) &
Router# enable
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ARV RFERFTIVaY B8
R 7w 7 2| debug cryptoisakmp REMIED, FEME~ v T OMA &R T, ISAKMP 7
U Ry ANEBTL IR THOZERLE
D
Router# debug crypto isakmp Tohawy Rk, BT A—FRE N YT H N
L EMERET 2 LA TE £,

EEBAZENSAKMP 7077 ALy E ST DEEH

EED T4 —ILFIZEDN=ISAKMP 7O 7 7 A LADEBHAED T v
£ i
WOREFI T, FEAEIZ Tou=green] NEFINTWND & X THT, ISAKMP 71 7 7 A /L
lcert pro] NMETIZHV Y THND, EWVWHI T ELERLET,

crypto pki certificate map cert map 10
subject-name co ou = green
|
!
crypto isakmp identity dn
crypto isakmp profile cert pro
ca trust-point 2315
ca trust-point LaBcA
initiate mode aggressive
match certificate cert map

ISAKMP 7O 7 7 A JLIZEAEMITOENT-ETICEIYHTONB T IL—
wEAOL]

WOBNX, 7 —7 [some group] 73, ISAKMP 7' 11 7 7 A JLHEID 24T 5007 7 (2 B f)
o TnDHZ EERLTWVET,

crypto isakmp profile id profile
ca trust-point 2315
match identity host domain cisco.com
client configuration group some group

ISAKMP 7O 7 7 A4 JLADIBRED T v E > T H&EEH

WOFENL, ISAKMP 711 7 7 A JVICEFAEN~ v B V&N 2 L 2R LET, 202,
IEEAR K OREHORE, MEHE~ v 7OAEADRE SN Z & ZHERT %5 show
command 77, BILOGEHENGEAE~ v 7ORAEERKR TISAKMP 70 7 7 A W2 —E L=
ZtEat debug =~ R ARG ENTOET,
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WERIDRE

crypto pki certificate map cert map 10
! The above line is the certificate map definition.
subject-name co ou = green
! The above line shows that the subject name must have “ou = green.”
|
crypto isakmp profile certpro
! The above line shows that this is the ISAKMP profile that will match if the certificate
of the peer matches cert map (shown on third line below).
ca trust-point 2315
ca trust-point LaBcA
match certificate cert map
initiate mode aggressive

READERTE

crypto ca trustpoint LaBcA

enrollment url http://10.76.82.20:80/cgi-bin/openscep
subject-name ou=green,c=IN

! The above line ensures that the subject name
revocation-check none

w

ou = green” is set.

#{=18] 0 show crypto ca certificates 1< > KH A

Router# show crypto ca certificates
Certificate
Status: Available
Certificate Serial Number: 21
Certificate Usage: General Purpose
Issuer:
cn=blue-lab CA
0=CISCO
c=IN
Subject:
Name: Routerl.cisco.com
c=IN
ou=green
! The above line is a double check that
hostname=Routerl.cisco.com
Validity Date:
start date: 14:34:30 UTC Mar 31 2004
end date: 14:34:30 UTC Apr 1 2009
renew date: 00:00:00 UTC Jan 1 1970
Associated Trustpoints: LaBcA

W

ou = green” has been set as the subject name.

528l debug crypto isakmp 21 < > K H

Router# debug crypto isakmp

6d23h: ISAKMP (0:268435460): received packet from 192.0.0.2 dport 500 sport 500 Global
(R) MM _KEY EXCH

6d23h: ISAKMP: Main Mode packet contents (flags 1, len 892):

6d23h: ID payload

6d23h: FODN <Routerl.cisco.com> port 500 protocol 17
6d23h: CERT payload

6d23h: SIG payload

6d23h: KEEPALIVE payload

6d23h: NOTIFY payload
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6d23h: ISAKMP: (0:4:HW:2) :Input = IKE MESG_FROM PEER, IKE MM EXCH
6d23h: ISAKMP: (0:4:HW:2):01d State = IKE R MM4 New State = IKE R MM5
6d23h: ISAKMP: (0:4:HW:2): processing ID payload. message ID = 0
6d23h: ISAKMP (0:268435460): ID payload

next-payload : 6

type : 2

FODN name : Routerl.cisco.com

protocol : 17

port : 500

length : 28
6d23h: ISAKMP: (0:4:HW:2):: peer matches *none* of the profiles
6d23h: ISAKMP: (0:4:HW:2): processing CERT payload. message ID = 0
6d23h: ISAKMP: (0:4:HW:2): processing a CT_X509 SIGNATURE cert
6d23h: ISAKMP: (0:4:HW:2): peer's pubkey isn't cached
6d23h: ISAKMP: (0:4:HW:2): OU = green
6d23h: ISAKMP: (0:4:HW:2): certificate map matches certpro profile

! The above line shows that the certificate has gone through certificate map matching
and that it matches the “certpro” profile.

6d23h: ISAKMP: (0:4:HW:2): Trying to re-validate CERT using new profile

6d23h: ISAKMP: (0:4:HW:2): Creating CERT validation list: 2315, LaBcA,

6d23h: ISAKMP: (0:4:HW:2): CERT validity confirmed.

E7ICEIYLYToNE=TIIL—TEZOMEIEH
WKOBEBIORT ANy ZTHIZ, Z—7ne7icgEyYyconi-2¢&2xLET,

READ

=
S TE

crypto isakmp profile certpro

ca trust-point 2315

ca trust-point LaBcA

match certificate cert map

client configuration group new group
! The statement on the above line will assign the group “new group” to any peer that
matches the ISAKMP profile “certpro.”

initiate mode aggressive

[&Z {810 debug cryptoisakmp 7O 77 A )L a< 2 FHA

ROT Ny ZHAHNE, €72 Teertprol &9 ISAKMP 7' 7 7 A /L & A S 4,
lnew group] WO VN —7RNEID B ToHNZ LE2RLET,

Router# debug crypto isakmp profile

6d23h: ISAKMP (0:268435461): received packet from 192.0.0.2 dport 500 sport 500 Global
(R) MM KEY EXCH

6d23h: ISAKMP: Main Mode packet contents (flags 1, len 892):

6d23h: ID payload

6d23h: FODN <Routerl.cisco.com> port 500 protocol 17
6d23h: CERT payload

6d23h: SIG payload

6d23h: KEEPALIVE payload

6d23h: NOTIFY payload

6d23h: ISAKMP: (0:5:HW:2) :Input = IKE MESG FROM PEER, IKE MM EXCH
6d23h: ISAKMP: (0:5:HW:2):01d State = IKE_ R MM4 New State = IKE R MM5
6d23h: ISAKMP: (0:5:HW:2): processing ID payload. message ID = 0
6d23h: ISAKMP (0:268435461): ID payload

next-payload : 6
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2
: Routerl.cisco.com

17

500

28
2)

2

2
2
2
2
2
2
2
2
2

:P

) : processing CERT payload. message ID
) : processing a CT_X509 SIGNATURE cert
) : peer's pubkey isn't cached

): OU
)t

)

) : Creating CERT validation list:
): CERT validity confirmed.

)

)

peer matches *none* of the profiles

0

green
certificate map matches certpro profile

: Trying to re-validate CERT using new profile

2315, LaBcA,

rofile has no keyring, aborting key search
Profile certpro assigned peer the group name

type

FQODN name

protocol

port

length :
6d23h: ISAKMP: (0:5:HW:
6d23h: ISAKMP: (0:5:HW:
6d23h: ISAKMP: (0:5:HW:
6d23h: ISAKMP: (0:5:HW:
6d23h: ISAKMP: (0:5:HW:
6d23h: ISAKMP: (0:5:HW:
6d23h: ISAKMP: (0:5:HW:
6d23h: ISAKMP: (0:5:HW:
6d23h: ISAKMP: (0:5:HW:
6d23h: ISAKMP: (0:5:HW:
6d23h: ISAKMP: (0:5:HW:

> IR
ZTDMDOSEERN
=

B&EIE B

X=-aF7ILAEZA R

ISAKMP 7'&2 7 7 A )LD

2L

A A&

VRF 58k [PSec

X2V 7 4 a~vF
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