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2. configureterminal
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4. application redundancy
5. protocol id
6. name group-name
7. timershellotime {seconds | msec milliseconds} holdtime {seconds | msec milliseconds}
8. authentication {text string| md5 key-string [0 7] key-string timeout seconds| key-chain
key-chain-name}
9. end
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i - e NAU— R AN LET ERENTHE) .
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AT 7 4| application redundancy TET SV r—varar7 4 ¥al— g E—
Bl R BAtE L £,
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Device (config-red-app-prtcl) # timers hellotime 3
holdtime 9

X 77 8 |authentication {text string | md5 key-string [0 7] FELERAIEELET,
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fi
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6. name group-name
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7 shutdown
8. priority value [failover threshold value]
9. preempt
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1. end
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AT 71 |enable Rt EXEC E— REAZIC L ET,
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Device> enable
R w72 |configure terminal ra—)ar7Z 4 Xal—ay ET— N2
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Device# configure terminal
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Device (config-red-app) # group 1
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Bl 7 ARAEE L ET
Device (config-red-app-grp) # name groupl
AFw 771 |shutdown EH) IRI/N—TaFBH T vy FFULE
i T
Device (config-red-app-grp) # shutdown
RFw 78 |priority value [failover threshold value] EE) MEIN—TOHHMENREL 72— 4 —
Bl A= LEVEERELET
Device (config-red-app-grp) # priority 100 failover
threshold 50
ATv79 |preempt IN—TTOTYV Ty a v F—T ML,
Bl - PSR & TIBIRIC A 4 2 /A T/ AT 2 7 4
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IPV6 J— 2 R—R T7 AT+ — DRI RY—KY I XN FRASEY T4 $—t |
B oo rs—ozrzprv75—5108—Tz1208E

ARV FFEREETIVa Yy E]:g]
Device (config-red-app-grp) # preempt 7 7«“/\‘/]) Z ;&7" Uy Vg :/%ii-(% A I :) A
LET,

T w710 |track object-number {decrement value| shutdown} |/ E 27 L —7FOEEERIEELET, ZOMIL. A
5l ANy BRI LIRS ShET,
Device (config-red-app-grp)# track 200 decrement
200

ATy 71 |end WET 7V r—yay Jh—7ar7 4Xal—
i - va v ®— NEf&T LTHE EXEC ©— R&Bth

LET,

Device (config-red-app-grp) # end

a2 hrA—ILAVEA—TDITARBLXUOT—E2 A3 —T 214 ADEK

I-.-l
N
FIEDHE
1. enable
2. configureterminal
3. redundancy
4. application redundancy
5. groupID
6. data interface-type interface-number
7. control interface-type interface-number protocol id
8. timersdelay seconds [reload seconds]
9. end
FIED ¥
OV RFERET7TIV3 Y B
AT w71 |enable it EXEC E— REHIZ L E T,
i - » NAT—FEANLET (BEREINZHE) .
Device> enable
2+ 2 | configure terminal Jsa—s v ary’ 4 Xab—ay E®— Neh
1 - LETS
Device# configure terminal
R T v 7 3| redundancy TEay 74 ¥alb—varE—FElBLET,
1 -
Device (config) # redundancy
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N F57095 128—71420%E [

AU RFERETIVa Y

B8

ATvT4

application redundancy
1 -

Device (config-red)# application redundancy

NET7T7Vr—Yaryary 74 Falb— g F—
RZEBAE L £7,

ATw 75 |group ID NET 7V r—vary Jv—7ar7 4¥Xal—
i - vay B—FERmLES,
Device (config-red-app) # group 1

R T w 7 6 | data interface-type interface-number TE/N—TIERASNAT—Z A Z—T = A A
Bl EHRELET.
Device (config-red-app-grp) # data GigabitEthernet

0/0/0

R T w 77 | contral interface-type interface-number protocol id NEI/IV—IERShbday he—L L X —
15“ . 7142;’&#5%[/&—?—0
Device (config-red-app-grp) # control I DA VHE—T A AT, ahu—L A
gigabitethernet 0/0/2 protocol 1 BT o f 2T R ANDA S RA T/XK%)E@

HAHT b ET,

A7y 78 |timersdelay seconds [reload seconds] BEEDRAESL, EIEY AT AD Y n— FEICESH)
Bl - TrHru—noxrIvT— EELELEDIC, ILE
Device (config-red-app-grp) # timers delay 100 TN—=7 75%#*'%%—9)—6 E%—:FEﬁ ZZL_’EFEH/]? Lij«o
reload 400

ATwv 79 |end NET 7V r—yary I —7ar7 4 Xal—
il - va = NE#T LTRHHEEXECE— R Rih L

Device (config-red-app-grp) # end

3279‘*0

LAN F5 7499 A3 —T 4 AD

FIRDOHE

enable

configure terminal
interface type number
description string
encapsulation dot1q vian-id
ip vrf forwarding name

zone-member security zone-name
redundancy rii Rll-identifier

©ENDGOHWN

=L

ax &

ipv6 address {ipve-prefix/prefix-length | prefix-name sub-bits/prefix-length}
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B wnitsoivs o8-z qz08E

10. redundancy group id {ip virtual-ip | ipv6 {link-local-address | ipv6-address/prefix-length} |
autoconfig} [exclusive] [decrement value]

1. end

FIIE D
AV RFERETI 3y B#Y

RXTwvF1 |enable FrHE EXEC E— R AT L £ T,
£ e MAU—RZ AN LET FEREn55)
Device> enable

R w 2 |configureterminal ZTa—)L a7 4 X2 lb—3ay B— NEELG
i - LET
Device# configure terminal

RTFw 73 |interfacetype number AV HE—T 2 A AEHEL, AV —TxA A 2
i - Y74 X2l —varyE®—RERBLET,
Device (config)# interface gigabitethernet 2/0/2

AT w74 |description string UER) A ¥ —7 oA AREICHIAZBIML £
i kK
Device (config-if)# description lan interface

Z 5w 75 |encapsulation dotlq vian-id A B =T = A ATHERT 50 7 UL TR EBRE
1§| : L/i‘@—o
Device (config-if)# encapsulation dotlg 18

ATwv 76 |ipvrfforwarding name VPN L—7 ¢ 7B L OMEE (VRF) A VAKX

i - A A HE—=T 2 A RAFEITIVTA L Z—T =1 A
WZBEEAT T £,
cFRTE ST VRE NERTEINTWARWES, =
< FIIRESNEEA,

Device (config-if)# ip vrf forwarding trust

AT v J1 |ipv6address {ipv6-prefix/prefix-length | prefix-name | 1pve O — 72 7 L7 v 7 ZIZHES W T IPv6 7

sub-bitg/prefix-length} RLREBEL. A2 X —T = A 225 5 IPv6
&1 WA A R —T W L FET,

Device (config-if)# ipvé address
2001:0DB8:1:1:FFFF:FFFF:FFFF:FFFE/64

XF w78 |zone-member security zone-name AV EBE—T a2 A A% —2 A R_"—L L THREL
11 7.
Device (config-if)# zone member security zl e ZONe-name 3| DS, 77 AT U+ —ILERTE

RFIZ zonesecurity =2~ > R&ffi> CE%E L 7=
V=D OERETDHLEND Y ET,
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| IPV6Y—2R—Z TFAFIF—LORY I RY—RY IR NS FRASEYF 4 Hfi— b
WAN k57495 4 v8—7x4208%E [

aAv U RFERET7TIVaY B#)

A VHE—T A ANEXF2 VT 4 S —UAIZ
HOGE, TOA L H—T oA Ak L TR
BEEINDTXTCDOLNTFT T4 v 73T 74V T
Fay7anEd (ZRELrv—5Eizidr—
BIRONT T 47 %RS) o V= ALN—
ThHA L E—T A A% NT 7 v 7 B dil
TEL 2T HiE, AU —HHNED
= RTNED = EGh D 0N H Y
F9, AU —O inspect £7=1L pass 77 v =
NZEST T 7 4 w7 WA ENH5GA T,
FDA B —T oA AZBA LTI T 4 w70

WALET,
AT w79 |redundancy rii RIl-identifier TREIN—TTIRESNT- T T4 v A F—
i - 7 = A AT RI ZBE L ET,
Device (config-if)# redundancy rii 100
ZTw 710 |redundancy groupid {ip virtual-ip|ipv6 TEIN—7 RG) " T 74w I A H—T A
{Iink—locgl-address|.ipv6-address/prefix-length} | AREEA F—T IV LET,
autoconfig} [exclusive] [decrement value]
51
Device (config-if)# redundancy group 1 ipv6
2001:0DB8:1:1:FFFF:FFFF:FFFF:FFFE/64 exclusive
decrement 50
AFv 711 |end AV A —T A A AT 4 Fal—gy F—F
Bl - ZALT L. FEHE EXEC E— FAEBMGL £,

Device (config-if)# end

WAN FrS 490 423 —J 124 ADEFE

FIRDEE

enable

configureterminal

interface type number

description string

ipv6 address {ipv6-prefix/prefix-length | prefix-name sub-bits/prefix-length}
zone-member security zone-name

ip tep adjust-mss max-segment-size

redundancy rii RIl-identifier

redundancy asymmetric-routing enable

end

©eEeNDAAWN=

=y
e
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B wan 55000 1vs—Tzqxo8E

k]

FE D
AV RFEREETO3 Y B

AT 71 |enable FibE EXEC E— RZAMIC L E T,
i ¢ NMAT—REANLET (FERINTEHE)
Device> enable

RFw 72 |configureterminal ra—)ar7Z4Xal—3ay T— N2
1 - LETS
Device# configure terminal

RTw 73 |interfacetype number AHE—=T A RAEHEL, A F—T (A 2
il - Y74 F¥alb—varyEw—REBLET,
Device (config)# interface gigabitethernet 2/1/0

A7y 74 |desription string (R A ¥ —7 = AREICHIAZBIML
1) EE
Device (config-if)# description wan interface

RAFwT5 |ipv6 gddre&_s {ipve-prefix/prefix-length | prefix-name | [Pve O —8EHI72 7L 7 ¢ v 7 RZFESWT IPV6 T
sub-bits/prefix-length} FLAZBREL. A4 —7 x4 ATHT 5 IPV6
4 - PR Z A X —T W LET,
Device (config-if)# ipv6 address
2001:DB8:2222::/48

AT 76 |zonemember security zone-name TrAT U —NVERETDHEIC, A ¥ —T=A

1 -

Device (config-if)# zone-member security z2

A= AUNRN—=L L TERELET,

* zone-name 5 # D54, zonesecurity =< > K
R L CREFLDY — D1 OEFRETD
VERH D FT,

AU H =T 2 A ANEXF2V T 4 V=N
bLGE., FOA U E—T oA A&l L TEX
FEENDTRTCONT T4 v IIET 74NV KT
Fey7aEnEgd (2 Lv—FsEidn—
BRDNT T 4 v T EERLS) o VU AL N—
ThHA VA —T oA A% T T 4 v 7 H @i
TEX5 L9217 512F,. AV r—#EHRISHRD
= RTWEED = GO L VNERHY
iﬁ‘ RY T —@ inspect £7=lL pass 77 =
NZEoT T 74 v 7 BFFAI ESNH LA
FDAHE—T 2 A%IE LT%774/7#
TAVE T,
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e 771 7o r—nogE [

AV RFERETI3 Y EL:Y

RTFwF1 |iptcp adjust-mss max-segment-size JL— X il 5 TCP SYN /N7 > b D g K& 7 A
il - ¥ b HAX (MSS) DEZFELET,
Device (config-if)# ip tcp adjust-mss 1360

A7 w78 |redundancy rii Rll-identifier TWEIN—TCHRESNTZ N T T 4T A F—
i - 7= A AT RI ZBE L ET,
Device (config-if)# redundancy rii 360

Z35w 79 |redundancy asymmetric-routing enable TR N—T % RN —T 4 v 2R S5
15 - A B —T A AZEEEN T ET,
Device (config-if) # redundancy asymmetric-routing|
enable

A7 710 |end A B =Tz A AT (Fal—ary E—F
Bl - ZAET L, FPME EXEC £— F&EBMGL £,

Device (config-if)# end

IPV6 7714 704 —ILDEKRTE

FIEOHE

IPvA 757 AT A —NEIPV6 77 AT U —NVERETDFIRIIFECTT, IPv6 77 AT
T —VERETDHITNE, IPV6 7T LA 77 IV ETIR~YyF U T ENDEICTTA <y
THERETIHVENHY £7°,

match protocol =~ RiZIPvd hT 7 4 v 7 L IPv6 N T 7 4 v 7 OiFIZH#H S, IPvd R
Y=L IPv6 RY =D ELLIZHLINEEDDHZ ENTEET,

enable

configureterminal

vrf-definition vrf-name

address-family ipv6

exit-address-family

exit

par ameter-map type inspect parameter-map-name
sessions maximum & > > =g

exit

ipv6 unicast-routing

ip port-map appl-name port port-numlist list-name
ipv6 access-list access-list-name

permit ipv6 any any

exit

class-map typeinspect match-all class-map-name

NN

-— e e e e
aRWRBD
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IPv6 J—2R—R T7 LT IA—LDRYIRY—RYIZNA FRASEY T4 $R—+ |

B reora7or—romE

16. match access-group name access-group-name

17.  match protocol protocol-name
18. exit

19. policy-map typeinspect policy-map-name

20. classtypeinspect class-map-name
21. ingpect [parameter-map-name]

22, end
FIED ¥
AV RFEREETO3 Y B#)
RATw 71 |enable FikE EXEC ©— REBHMA L £,
i - « NAT—REASLET (ERENEHE)
Device> enable
RFwF2 |configureterminal Ja—s L ary 7 4 ¥a b— gy E— REBh
1 - LETS
Device# configure terminal
RTw 73 |vri-definition vrf-name Virtual Routing and Forwarding (VRF) /L —7 ¢ > 7
Bl - TmTNA VAL AT EL, VREIV T (KX 2
— N — K Ly
Device (config)# vrf-definition VRF1 br—vasE R %F)L‘ﬁﬁn Liﬁ_o
AT w74 |addressfamily ipv6 VREZ FLZ2 773 av74¥al—vay
&1 E— FEBBLT, BEAEPVOT RLA LT 4y
Device (config-vrf) # address-family ipvé6 7 X%{Eﬂ‘éj‘é‘k v V%E&ﬁébij‘o
ATy 75 |exit-address-family VRE7 FL A 773 a7 4Xal—3 gy
- F—FREKTL, VRFZV 7 4 FXal—a L E—
> N
Device (config-vrf-af)# exit-address-family FEBIE L £T
ATy 76 |exit VRF 227 4 Fal—rarET—FEK&TLT,
i - Jsua—s L ar7 4 Xal—v gy T— Neth
Device (config-vrf) # exit LET
Z5wF71 |parameter-map typeinspect parameter-map-name | 7 7 A 7 g — /LD 70— SURE L A F 8T A —
Bl - Y=y TR, BT 7Y a VICBET D LEUE,
- . ] . A BT b, ZOMDRT A—FHEHETE D &
evice (config) # parameter-map type inspect ~ - . R R
ipv6-param-map INZL, WNIRA—H 2w T HZATHEI L T (F =
L—vay B— RERHLET,
ATy S8 |sessonsmaximum = V= RT BICFEARE R R R v a v

1 -

Device (config-profile) # sessions maximum 10000

ERELET,
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e 771 7o r—nogE [

ARV FFEREETIVa Yy

E:)

ATy 79 |exit RIRA—H 2T AL THREI L 7 4 Fal—Ta

151 - YE—FEKTL, Ze—rb a7 4 Fab—
N N — K Ly

Device (config-profile) # exit varsE ]\ %Fﬂlﬂﬁu Lij‘o

AT 710 |ipv6 unicast-routing IPV6 2=F ¥ A h T—H 77 AOEEEFHTL
11 £
Device (config) # ipvé unicast-routing

X T 711 |ip port-map appl-name port port-numlist list-name  |[pv6 7 7 &2 =22 hr—/ U 2 ~ (ACL) % {#
i - LCR=NTTVr—varilvy s (PAM)
Device (config)# ip port-map ftp port 8090 list %?EQAL‘L/EEwig
ipvé-acl

AT 712 |ipv6 access-list accesslist-name IPv6 77 AU X b&EFEL, IPv6 77 A U X
Bl - harvr7 a4 F¥al—varE—RelBLET,
Device (config)# ipv6 access-1list ipvé6-acl

ATy 713 |permitipv6 any any IPv6 77 EA U A MR GMFE2HRELET,
11
Device (config-ipvé6-acl) # permit ipvé any any

ATy 14 |exit IPV6 7 7 EAYAR a7 4 Fal— gy T—
Bl - REKRTL, ZJu— L ar74¥al—ar

— K Ly

Device (config-ipv6-acl)# exit ® b %f%ﬂﬁu L/ﬂiifo

R w715 |classmap typeinspect match-all class-map-name TV r— g VEEOBREZA TS VA TS
1 ZER L, QSZTF A~y a7 4 F¥al—

N N — K Ly
Device (config) # class-map type inspect match-all vasE ]\%EﬁﬁﬁDL/jiﬁro
ipvé-class

ZF v 716 | match access-group name access-group-name HBIELEACLER—RITZ T2~ v Aok LT —
Bl IR LET,
Device (config-cmap) # match access-group name
ipvé-acl

R w 717 |match protocol protocol-name BEINES e haiEsx, 752 <y 7O
Bl —EILEERE L £
Device (config-cmap) # match protocol tcp

AT w18 |exit QSVTA~y T ar7 4 F¥al—varE—F
% - AT L, Zm—rbar 7 4 Xal—ia s E—

Device (config-cmap) # exit

RAEBRM L £,
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B —ogrcrrs-—v12~0v—20Em

AT RERETIVa Y

S

AT w719 |policy-map typeinspect policy-map-name 7Ta haVEEORES AT R v— vy TEAE

i - A L. QoS RIS —~w a7 4F¥a2l—3
N K L

Device (config)# policy-map type inspect - R %f%ﬁﬁul/EEjfo
ipvé-policy

ATy 720 |classtypeinspect class-map-name TULaryDEFRIBERD T T 4T T TR
B - EEEL, QST v— v TS I7TR a7y

= —_— > — K Ly

Device (config-pmap) # class type inspect Falb—vars R %L’F%ﬁﬁn Liﬁ_o
ipvé-class

ATy 72 |inspect [parameter-map-name] AT =R TN Ry b f VAR v a kA R—
1 - T LET,
Device (config-pmap-c)# inspect ipv6-param-map

AFwv 722 |end QS KRV v—~vv T 7TRAar7 4 Fal—3
i - ¥ E—FEHKT L, FiE EXEC E— F&BnL %

Device (config-pmap-c)# end

B

V—VDEEEAVRA—TITAARAANDY —VDER

FIRDEE

enable
configureterminal

zone security zone-name
exit

zone security zone-name
exit

©ENSOGOHRWN

exit
interface type number

o
N= O

encapsulation dot1q vian-id

- -
hw

end

-
o

ipv6 address ipv6-address/prefix-length

zone-member security zone-name

zone-pair security zone-pair-name [sour ce source-zone destination destination-zone]
service-policy type inspect policy-map-name

show policy-map typeinspect zone-pair sessions

B P62 R—ZRITFATIF—LDRY I RY—KRY IR NA FRASE )T 4 HK— b
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J—roBrEsva—7142~0—20EA ||

F gD FEH
AV RFERETO3 Y B#)

AT 71 |enable FiHE EXEC £— RZBMA L £,
Ik « XAV —REASLET (ERESNEHE) S
Device> enable

AFw 2 |configureterminal ra—r gL ar 7 4 Xal— gy T— Re Bk
1 - LETS
Device# configure terminal

AT w3 |zonesecurity zone-name X2 VT4 V= EERL, EX2 YT Y —
i - varZ4Xal—vary ®— RERBLET,
Device (config)# zone security zl

ATy 74 |exit X2 UTF = ar7 4 Xal— gL F—
Bl REKTL, Zo—Lar7 ¥Xal— g

— K Ly

Device (config-sec-zone) # exit T F %fgﬁﬁnl/EEjro

AFw 5 |zonesecurity zone-name X2 VT V= afERL, EXR2 VT VY —
B - varZ4Xal—var E— RERBLET,
Device (config)# zone security z2

ATy 76 |exit XV T Y= ar7 4 Fal—varET—
- REKTL, Za— L ary 7 Xal—ay

— R Ly

Device (config-sec-zone) # exit T FERS L/ji7f°

w7 |zone-pair security zone-pair-name[sourcesource-zone| > —> X7 EER L. EFXF 2V F 4 S —1 T 2
destination destination-zone] VT 4 X al—ay T REBMELET,
i -
Device (config)# zone-pair security in-2-out
source zl destination z2

RTw 78 |service-policy typeinspect policy-map-name BV — vy T h by P LUL R Y — (2 BEEfT
i - FET
Device (config-sec-zone-pair) # service-policy type
inspect ipvé6-policy

ATy |exit X2 VT V= XT a7 4 Fal—vay
- F—REKTL, Fe—Ulary 7 4Xal—33
- o | v E— REBBLET,
evice (config-sec-zone-pair)# exit

ATy 710 |interface type number YVIA U E—T 2 A AEREL, TS 4 —T =
Bl - ARV T4 Xal—varE— RREfBLET,

Device (config)# interface gigabitethernet 0/0/0.1
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IPv6 J—2R—Z T7 AT IA—LDRY I RY—RY I I NA FTRLSEY T4 HR—F |
B —ozzecqs—or12~0v—0mEm

ARV KEEEET7Ia Y B
RF w71 |ipv6 addressipve-address/prefix-length IPv6 D—fM72 7 L7 4w 7 AZEES N TIPVG 7
1 - RLAZBREL, A7 —T =2 AETFH T A
Device (config-subif)# ipv6 address =7 = A ATBT L 1Pv6 I & A F=TML
2001:DB8:2222:7272::72/64 7,
AT w712 |encapsulation dotlq vian-id A B =T 2 A ATHAT D0 7wt X E R E
1 : LETS
Device (config-subif)# encapsulation dotlg 2
R w713 |zone-member security zone-name AV EBE—T 2 A A% —2 A N—L LTHREL
£ EJURN
Device (config-subif) # zone member security zl « zone-name 53D A zonesecurity =~ R
PR L TREFELD S — D1 OERET D
MERNDY £7,

A UH =T 2 AAREF2 VT 4 S —ITH
D46, TOAUE—T oA A%i@DH T

T4 w7 ELLDHTHTRT (F31 A
SEETNITNA ZAFED T 7 4 v 7 &) 1%
TNV RTRryTENET, NTFT74v7
WS =2 AUNR—=ThHHA L HZ—T oA A%
R 5I120%, FOY =2 &R —0wEfsk
DI —2 XTO—ICTHRENRH Y F5,

AR Y T —® inspect £7ziF pass 77 ¥ a IZ

XoThIZ 74 v 7 BFHFRSNDGEIL. £D
AVE—T A AZBUT T 7 4 v 7B

i—g—o
ATv 714 |end HTA R —T 2 AR T 42— g F—
Bl - RZ#T LT, %M EXEC E— FaB L £,
Device (config-subif) # end
RTw 715 |show policy-map typeinspect zone-pair sessions RV =y FRESNY —2 AT A S
B - NHEOT, fERENT-AT— R TNy s v

. . . | AT varkyvarERRLET,
Device# show policy-map type inspect zone-pair

sessions e Zmawy RO, IPv4 & IPv6 DT 5D
TrAT O F— Iy arEFRLET,

il

IZ:9 show policy-map typeinspect zone-pair sessions =~ > KO HSFIEL, IPv6 7
RUAMNS IPpvd 7 KL A~ (E721EXZ2 D) Oy NEBEFR R LET,
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IPV6 J— Y R—2 D7 A FIA—IIZHT Ry 2 RY—Ry s X A FALSEY T4 $— rniEs ]

Device# show policy-map type inspect zone-pair sessions

Zone-pair: in-to-out
Service-policy inspect : in-to-out

Class-map: ipv6-class (match-any)
Match: protocol ftp
Match: protocol tcp
Match: protocol udp
Inspect
Established Sessions
Session 110D930C [2001:DB8:1::103]:32847=>(209.165.201.2:21) ftp SIS OPEN
Created 00:00:00, Last heard 00:00:00
Bytes sent (initiator:responder) [37:84]

Half-open Sessions
Session 110D930C [2001:DB8:1::104]:32848=>(209.165.201.2:21) ftp SIS OPENING
Created 00:00:00, Last heard 00:00:00
Bytes sent (initiator:responder) [0:0]

KIZ:9 show policy-map typeinspect zone-pair sessions =~ > KO H S FIIE, IPv6 T
RLAMNE IPpv6 7 R L ZA~DRY y NEHAEF R LET,

Device# show policy-map type inspect zone-pair sessions

Zone-pair: in-to-out
Service-policy inspect : in-to-out

Class-map: ipvé6-class (match-any)
Match: protocol ftp
Match: protocol tcp
Match: protocol udp
Inspect
Established Sessions
Session 110D930C [2001:DB8:1::103]:63=>[2001:DB8:2::102]:63 udp SIS OPEN
Created 00:00:02, Last heard 00:00:01
Bytes sent (initiator:responder) [162:0]

IPv6 V—R—X T7A 70— )LIZRHT SRV I X
V=R Y IR INA PRASE YT 4 YiR— FDEEH

Bl mEIIL—7 7O FaIDETE

Iz, hellotime A v tE— & holdtime A vE—CHOZ A v —BBRESNLTWAILE S L—
TERETDHHERLET,

Device# configure terminal

Device (config) # redundancy

Device (config-red) # application redundancy

Device (config-red-app) # protocol 1

Device (config-red-app-prtcl)# timers hellotime 3 holdtime 9

Device (config-red-app-prtcl) # authentication md5 key-string 0 nl timeout 100
Device (config-red-app-prtcl) # bfd

Device (config-red-app-prtcl) # end
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Device# configure terminal

Device (config) # redundancy

Device (config-red) # application redundancy

Device (config-red-app) # group 1

Device (config-red-app-grp) # name groupl

Device (config-red-app-grp) # priority 100 failover-threshold 50
Device (config-red-app-grp) # preempt

Device (config-red-app-grp) # track 200 decrement 200

Device (config-red-app-grp) # end

ohA— AR —TIARET—R AR —T 14 RADK

Device# configure terminal

Device (config-red)# application redundancy

Device (config-red-app-grp) # group 1

Device (config-red-app-grp) # data GigabitEthernet 0/0/0

Device (config-red-app-grp) # control GigabitEthernet 0/0/2 protocol 1
Device (config-red-app-grp) # timers delay 100 reload 400

Device (config-red-app-grp) # end

LAN bS5 0490 A3 —0 124 ADEK

Device# configure terminal
Device (config-if)# interface gigabitethernet 2/0/2

Device (config-if)# description lan interface
Device (config-if encapsulation dotlg 18
Device (config-if ip vrf forwarding trust

Device
Device (config-if zone member security zl

config-if redundancy rii 100

Device (config-if redundancy group 1 ipv6é 2001:0DB8:1:1:FFFF:FFFF:FFFF:FFFE exclusive
decrement 50

Device (config-if)# end

Device

)
) #
) #
config-if)# ipvé address 2001:0DB8:1:1:FFFF:FFFF:FFFF.FFFE/64
) #
) #
) #

WAN F5 7499 A 23— 124 ADKE

KIZ, WAN-LAN > F U AHOILE I N—T %2R ET HHlZ - LET,

Device# configure terminal

Device (config-if) # interface gigabitethernet 2/1/0
Device (config-if description wan interface

Device ipvé address 2001:DB8:2222::/48
zone-member security z2

ip tcp adjust-mss 1360

redundancy rii 360

redundancy asymmetric-routing enable
end

( ) #
(config-if)
Device (config-if)
Device (config-if)
Device (config-if)
Device (config-if)

( )

#
#
#
#
#
Device (config-if) #
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Device# configure terminal

Device (config) # vrf-definition VRF1

Device (config-vrf) # address-family ipvé
Device (config-vrf-af)# exit-address-family
Device (config-vrf) # exit

Device (config) # parameter-map type inspect ipv6-param-map
Device (config-profile) # sessions maximum 10000
Device (config-profile) # exit

Device (config) # ipv6é unicast-routing

Device (config)# ip port-map ftp port 8090 list ipvé-acl
Device (config)# ipv6é access-list ipv6-acl
Device (config-ipvé6-acl) # permit ipv6é any any
Device (config-ipvé6-acl) # exit

Device (config) # class-map type inspect match-all ipvé6-class
Device (config-cmap) # match access-group name ipvé-acl
Device (config-cmap) # match protocol tcp

Device (config-cmap) # exit

Device (config) # policy-map type inspect ipvé6-policy

Device (config-pmap) # class type inspect ipvé6-class

Device (config-pmap-c)# inspect ipv6-param-map

Device (config-pmap-c) # end

Bl: J—2DEEEAVE—T A ROV —2VDER

Device# configure terminal
Device (config)# zone security zl
Device (config-sec-zone) # exit
Device (config)# zone security z2
Device (config-sec-zone) # exit
Device (config) # zone-pair security in-to-out source zl destination z2
Device (config-sec-zone-pair)# service-policy type inspect ipvé-policy
Device (config-sec-zone-pair) # exit

Device (config) # interface gigabitethernet 0/0/0.1

Device (config-if) # ipvé address 2001:DB8:2222:7272::72/64

Device (config-if) # encapsulation dotlqg 2

Device (config-if)

Device (config-if)

# zone member security zl
# end
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