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AutoSecure BEREIZIZIR DY T NP —RNHEBE SN TWET,

Authorized access only

This system is the property of ABC Enterprise

Disconnect IMMEDIATELY if you are not an authorized user!
Contact abc@xyz.com +99 876 543210 for help.
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N—H DT 4T — R T L—rTOREDFBERE R/INRIZT 572012, AutoSecure (2 ILIR DEEHE
PHEINTWET,

*Cisco T AT VA 74 U—F 4% (CEF) : AutoSecure |%, FIRECTHIUIE CEF £7/21X
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DT &EITXy v a2 = M) EERTALENRNZD, KEDONT 7 10 v 7 BEK
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Z D7z, CEF IR ESIN TWA L —X L, SYNKETIZBWT, /EkoF v v a
FEEBRHA L TWAL—% L L CEVMEREZ R L 7,
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ETDHZENTEET,
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NRTNV J A BF—=T 2 A ATALyTHFAM—RATIEX a ba—/L (CBAC) H
WCRETHZENTEET,
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GE)  AutoSecure ¥4 7 ZDRIHETIX, "T Vw7 A FZ—T 2 ADY A FNDIREERDD A v
t—-UREREINFET,

AutoSecure DEETE Hi%

AutoSecure D% E
A

FE autosecurea~ 2 RCA—HDbXo U T 4 REEZIT) Z LI TEEITN, L—FNEREIE
Fa2 T AIREINDEWVIRIFITIH Y FH A,

FIRDEE

1. enable
2. auto secure [management | forwarding] [no-interact | full] [ntp | login | ssh | firewall | tcp-intercept]
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BLEntL—a~DtF2UT1 7o220EE [

FE D
ARV KRFERRETI a3 Y B#J
AT w1 |enable FrHEEXEC E— R72 & ML OHERR L~L 2 F 0T
15“ : L/i—a—o
NAT—=REANLET (FERINZHE) .
Router> enable
R T+ 7 2 |auto secure [management | forwarding] [no-interact | full] |- v I f L 2S5V F 4 T ¥4 T ul vy a Ui,
[ntp | login | ssh | firewall | tcp-intercept] management % 7213 forwarding & — 7 — RV &
%l - NTNHEXIZ, V—FOEREI T+ T —T 1
YITL—=r DX )T A RERRBLET, W
Router# FTNOL T a BB LW E, ¥A4AT a7

auto secure

FoTELLDOTL—VIHRETHLITRALA
£7, management ¥—7 — KGR IRIND &, &
AL =020t Xa ) T o IR#ESNET,
forwarding keyword is selected, then D3FEIE. 7+
T—F 4 T T L—=rDRNExa )T 4 IR#ESN
7,

no-interact ¥—7V — FAERINHE, EDXH 7%
AVHETIT 4 TRFBELRDOENERA,

ful ¥—vU— FRB\RIND E, T 74V FT, 12—

P—XT_XCDOA XTI T 4 TIREMENT1T 5
Lol kdoinnET,

BIESNEL—FADEX1)T4 TV ELADEE

FIEDHE
1. enable
2. configure terminal
3. enablepassword {password | [encryption-type ] encrypted-password }
4. security authentication failurerate threshold-rate log
5. exit threshold-rate log
6. show auto secure config
F IR D 48
ATV rERETIVa Y B#Y
RTw 71 |enable FrtE EXEC £ — R7p & mALOMHEIR L~ 2 F R0
15“ : L/ij‘o

Router> enable

NAT—= Rz AN LET (ERShHE) .
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ARV RFERETIVa Y

B8

Z 5w 72 |configure terminal Jua—r)Lary 7 4 ¥al—ay v— R2Bth
15“ : L/jz\jﬁo
Router# configure terminal

R 7w 73 |enablepassword {password | [encryption-type ] XFESERMERLSNA~DT 72 A EHIHT 50—
encrypted-password } BV NRAT — RERELET,
1
Router (config)# enable password elephant

X 7 4 | security authentication failurerate threshold-rate log|#rsy & s a7/ 4 RMEIREZE L ET,
{5 « threshold-rate : FF& S5 1 7 AV HRREEL,
Router (config)# security authentication failure -Iog: [Ji&ﬁ§L/%fb‘ﬁi%fiﬁi:fié%é§\ Syﬂog%ﬁ?ﬁ
rate 10 log ;i%ﬂ& Lij‘o

2w 75 |exit threshold-rate log a7 4 FKal—arET—RERKRT LT, FitE
i - EXEC E— R&Bta LET,
Router (config) # exit

R 7w 7 6 | show auto secure config ({E&) AutoSecure D% E DL TEM iz =

1

Router# show auto secure config

T4 Xal—Yaryavy RETRTHERRLET,

AutoSecure 0)

&% 7€ 151

AutoSecure ¥ A 7 1 7 OFIERIIR L ET, autosecurea~ > R&EFE[TTH L, Fied ko7
A TaZpREmcERENET, 72720, nointeract ¥ — U — REZIEE LSS 2BREF
T (T AT NIRRTV DE—ERE A X =TIl > TV DHERRIZOW T, 20~

a7 VTR ENTWD BT L— Dt xa T o (R
U—F 47 Fr—rDxa )T o (R

Router# auto secure

Q=) | BIWY [74
(5~—=2) | 2ZRLTIESW) .

--— AutoSecure Configuration ---
*** AutoSecure configuration enhances the security of the router but it will not make
router absolutely secure from all security attacks ***

All the configuration done as part of AutoSecure will be shown here.

For more details

of why and how this configuration is useful, and any possible side effects, please refer

to Cisco documentation of AutoSecure.
'?' for help.

At any prompt you may enter

Use ctrl-c to abort this session at any prompt.
Gathering information about the router for AutoSecure

Is this router connected to internet?

. AutoSecure
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Enter the number of interfaces facing internet [1]:

Interface IP-Address OK? Method Status
Protocol

FastEthernet0/1/0 10.1.1.1 YES NVRAM up down
FastEthernet1/0/0 10.2.2.2 YES NVRAM up down
FastEthernetl1/1/0 10.0.0.1 YES NVRAM up up
Loopback0 unassigned YES NVRAM up up
FastEthernet0/0/0 10.0.0.2 YES NVRAM up down

AutoSecure 0 5% 5E 5l .

Enter the interface name that is facing internet:FastEthernet0/0/0

Securing Management plane services..
Disabling service finger

Disabling service pad

Disabling udp & tcp small servers
Enabling service password encryption
Enabling service tcp-keepalives-in
Enabling service tcp-keepalives-out
Disabling the cdp protocol
Disabling the bootp server
Disabling the http server

Disabling the finger service
Disabling source routing

Disabling gratuitous arp

Enable secret is either not configured or is same as enable password

Enter the new enable secret:abcl23
Configuring aaa local authentication
Configuring console, Aux and vty lines for
local authentication, exec-timeout, transport
Configure SSH server? [yes]:
Enter the domain-name:example.com
Configuring interface specific AutoSecure services
Disabling the following ip services on all interfaces:
no ip redirects
no ip proxy-arp
no ip unreachables
no ip directed-broadcast
no ip mask-reply
Disabling mop on Ethernet interfaces
Securing Forwarding plane services..

Enabling CEF (it might have more memory requirements on some low end

platforms)

Enabling unicast rpf on all interfaces connected to internet

Configure CBAC Firewall feature? [yes/no]:yes
This is the configuration generated:
no service finger
no service pad
no service udp-small-servers
no service tcp-small-servers
service password-encryption
service tcp-keepalives-in
service tcp-keepalives-out
no cdp run
no ip bootp server
no ip http server
no ip finger
no ip source-route
no ip gratuitous-arps
no ip identd
security authentication failure rate 10 log
enable secret 5 $135CZ6GSGkGONHANJCO3CjNHHYTUA.
aaa new-model
aaa authentication login local auth local
line console 0
login authentication local auth
exec-timeout 5 0

AutoSecure .
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transport output telnet
line aux 0

login authentication local auth

exec-timeout 10 O

transport output telnet
line vty 0 4

login authentication local auth

transport input telnet
ip domain-name example.com
crypto key generate rsa general-keys modulus 1024
ip ssh time-out 60
ip ssh authentication-retries 2
line vty 0 4

transport input ssh telnet
service timestamps debug datetime localtime show-timezone msec
service timestamps log datetime localtime show-timezone msec
logging facility local2
logging trap debugging
service sequence-numbers
logging console critical
logging buffered
interface FastEthernet0/1/0

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

no mop enabled
interface FastEthernetl/0/0

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

no mop enabled

interface FastEthernetl/1/0

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

no mop enabled

interface FastEthernet0/0/0

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

no mop enabled

ip cef

interface FastEthernet0/0/0

ip verify unicast reverse-path

ip inspect audit-trail

ip inspect dns-timeout 7

ip inspect tcp idle-time 14400

ip inspect udp idle-time 1800

ip inspect name autosec_inspect cuseeme timeout 3600
ip inspect name autosec_inspect ftp timeout 3600
ip inspect name autosec_inspect http timeout 3600
ip inspect name autosec_inspect rcmd timeout 3600
ip inspect name autosec_inspect realaudio timeout 3600
ip inspect name autosec_inspect smtp timeout 3600
ip inspect name autosec_inspect tftp timeout 30
ip inspect name autosec_inspect udp timeout 15
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ip inspect name autosec_inspect tcp timeout 3600
access-list 100 deny ip any any

interface FastEthernet0/0/0

ip inspect autosec_inspect out

ip access-group 100 in

|
end
Apply this configuration to running-config? [yes]:yes
Applying the config generated to running-config
The name for the keys will be:ios210.example.com
% The key modulus size is 1024 bits

% Generating 1024 bit RSA keys ... [OK]
Router#

ZTDDSEER

ESPER=
BEEIEE T=aTFILEA ML

CiscoIOS 2~v > K ['Cisco I0S Master Commands List, All Releases.]

SNMP H 7R — FDFRE |SNMP 7R — k DOFRE

¥ =V 7 4 a<> K| [CiscolOSSecurity Command Reference]

R
R4 24 kL
PacketCable™ = > k2 — L "1 > M | [PacketCable™ Control Point Discovery Interface
A BF—=T = A AR Specification] (PKT-SP-CPD-102-061013)
MIB
MIB MB®D!)>Y
* CISCO-802-TAP-MIB BIRLEZT Ty h 74 —A, Cisco Y7 b7 U
+ CISCO-IP-TAP-MIB U—A, BLOT 4 —=Fx £ FOMIB &K LT
ZUru— R 5551%, RO URLIZH % CiscoMIB
» CISCO-MOBILITY-TAP-MIB Locator % /il L %5
+ CISCO-TAP2-MIB http://www.cisco.com/go/mibs
* CISCO-USER-CONNECTION-TAP-MIB
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RFC

RFC 24 kL

RFC-2865 | ['Remote Authentication Dial In User Service (RADIUS)J

RFC-3576 | Dynamic Authorization Extensionsto Remote Authentication Dial In User Service (RADIUS)

RFC-3924 | [Cisco Architecture for Lawful Intercept in IP Networks]

SRADTHYZAIL YR—+

B >y

EHEDOURLIZT Z7EALT, YA2amTF 7 =7 |http://www.cisco.com/cisco/web/support/index.html
Y R—=FERRRIIEA LT 7ZE, 2
NoOY =A%, Y7 =T %A VAR—
NLTERELEZY, YAapflieT s /o
T—IZEAT D BARE A R L2 0 5 7
DIHEH LTSS, 2D WebHA kLD
YV — VT 7 AT BHERIL, Cisco.com D a7
A IDBLOVIRT — RRNLETT,

AutoSecure [ZB89 5 #ERE[H IR

WDOFRIZ, ZOFY 2— /LTt LI-HEEICET YV —XERERLET, ZOFRIL, V7
77 VU —R b A U TEMBEOTR—IPREAINLZLEEZOY T v y=T VY —R7
TERLTOET, ZOBEEIT, FFCHi0 B2V RY . ZNLBEO—#HO Y 7 by =7 U Y —
ATHYR—FENET,

TT7y R T =YV R—=FBIORV AT T v 2T A A=V DV R— MIET D ERE R
&9 %IZ1%, Cisco Feature Navigator Z /] L 7", Cisco Feature Navigator |27 7 £ 23 2|2
%, www.cisco.com/go/cfn I8 L £4°, Cisco.com DT BV > MILEH D £ A,
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5 1: AutoSecure |ZB8J B #4EE1EER

AutoSecure (289 B H#EEFIR .

HEER Jj1y—= HEEETEER
AutoSecure @ | Cisco IOS XE | = d#BEIL. Cisco ASR 1000 > U — X7 7' F—3 9 v H—
EEE Release 2.3 ER N—HCEAINE LT,

H-pa<w s R4 A F—T7 =A% (CL1) ZHEH+TSZ
L T, AutoSecure HERE ClI = — W IIROIEREE FEITTDHZ LN
TEFET,
e Xy N =V WEBO-OICRIERB SN2 ARENED H 5 |
IR IP P —ERET 4 =T T 5,

c WEEAZ LXKy NU—T DOREATETX S IP
Y —EREEREAE A R—TNIZT D,
OB, VXDt Xa ) T o REEBERILL, L—HFD
HELIEILLET,
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