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Cookie [EZ AFTTHMENH Y £9, Cookie IFEHMTHATHAINEND Y £, 64 XLFLL
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NMCTHMERHY £T, /2. ACER Y 47 a v T 5 & X2 —%—I% Cookie f&
AN L TIEHEWITEH A,

ACE Syslog XA v t&—o

N7y RISACLINDT 72 A ay ba—)L = b (ACE) &—ET5L, ZDOAXbD
0y F 7 a AN o TVWANE NV AT LA TTF 2y 7 SNET, u s A7y g
DAEZN 72954 . ACL Syslog FHBIBERENN T /N A A THERL S LTV D & v AT Al syslog A v
Y=V H TR T, X7, EAEERICINZ T syslog A vE— Y ORBICERINE
R

WL, =—H—EFKD Cookie ¥ 7/ %7 % 7/ syslog A vE—TTT,

Jun 5 12:55:44.359: $SEC-6-IPACCESSLOGP: list logacl permitted tcp 192.168.16.1(38402)
-> 192.168.16.2(23), 1 packet [User permiited ACE]
WX, Ny affiy 7 Emd T syslog A vE—TY,

Jun 5 12:55:44.359: $SEC-6-IPACCESSLOGP: list logacl permitted tcp 192.168.16.1(38402)
-> 192.168.16.2(23), 1 packet [0x723E6E12]
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2. configure terminal

3. ip accesslist logging hash-generation
4. end

5. ROWTNIEFITLET,

71 z2conyvapEgoant [

» show ip access-list access-list-number
« show ip access-list access-list-name

ARV RFERERTI VI Y

=)

AT w71 |enable it EXEC E— REHIC L E T,
fi e NMAU—RKEANLET (FRINTEHS) .
Device> enable

AT 72 |configure terminal rua—sr\ ) ary7 4 X¥alb—3iay T— REBlh
15“ . L/i—a—o
Device# configure terminal

R w 73 |ip accesslist logging hash-generation FORA ATy v alEREENCLET,
i - c 0 7 HHCLIZ ACE R H Y . Ny v iz

. . . . . VLT HEE, 73 AT HEICE A AR

bashogenaration Tt tesing L. 3y y—nTrolikdns LET,

RTwv 74 |end (EE) /e— L ar7 4 Xal—v a3y T—
il - RZ#&T L, % EXEC E— FIZRY £,
Device (config) # end

ATy T8 | ROVTNNEETLET, (L) BAHEERANMEIP T/ E2 U2

* show ip access-list access-list-number
« show ip access-list access-list-name

1

Device# show ip access-list 101

1

Device# show ip access-list acl

MORNEEEZRLET,
e T HA X =TI LTZACEDT 7R A
MIAER LIy V2 EREEND T L &R
5T, HAERELET,
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IDHATBFITLET, Ny

EAROBRTEET 4 =T NCTDE, ZNETITERINZTRTCONY ¥ 2flHR S AT L

MHHIFRSNET,

1. enable

2. configure terminal

3. noip access-list logging hash-generation
4. end

5. ROWTNLEFEITLET,

* show ip access-list access-list-number
« show ip access-list access-list-name

ARV RFEERETIa Y

=)

ATy T

enable
1

Device> enable

¥iME EXEC T— F&EADIZ L £,
e NR2ZAT— RE AN LET (ERENTHD) .

ATv T2

configure terminal

1

Device# configure terminal

Ja—\)ar7 4 Xalb— gy E— NeBith
L\i‘j—‘o

ATvT3

no ip access-list logging hash-generation

1

Device (config) # no ip access-list logging
hash-generation

FNRA ATONy vV 2 BERET =TV LE
R
s TNETIER SN Ny V2 BNV AT Bh
HHIFRSILET,

ATV

end

1

Device (config) # end

UEE) /Joa—\ L ary74F¥al—y gy £—
RZ#T L., %M EXEC =— RIZREY £,

ATy Th

KON ZRITLET,

* show ip access-list  access-list-number
« show ip access-list access-list-name

1
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1 —#—3E % Cookie %1 f L 7= ACL Syslog tHEI D% E .

ARV RFERFTIVaY =)

Device# show ip access-list 101
{5

Device# show ip access-list acl

a1 —H—3FZ Cookie Z {5 L 7= ACL Syslog tHES D& *E

syslog A v&—Y # 7L LT —W—EHKD Cookie 7 v F—ZHHL, FFEOT 7R U X
r DT /34 A L0 ACL syslog fABIMEREZ X ET DX, TOX AT ZFATLE T,

o varTliE, BEEMNETI7EA YA MO —F—EFRKD Cookie Zfli ] L T, ACL
Syslog FHBARSRE 2 5% BT 2 FIEIC W THlZ /R LE T, 7272 L, FEofEBLO4HINE T2
A URNOFES, EEBIOYET 72 U A OB FIZONT, 2—HF —EFHD Cookie
ZfE L. ACL Syslog fHBIfSREAZ R ECT& £,

A\
GE)  WROHIRFEHET, =—PF—FEFHRD Cookic [EABIRT AL SITHEH T T,
o B RSCTHRIL 64 T,
« Cookie 1'% 16 #KFT (0x 72 &) THODHZ LixTEEH A,

* Cookie T, reflect, fragment, timerange &\ >7=F—U— R LRI U E72EE0—H 24
T2 i3 TcExEthA, &L, reflect & ref 1IN RETT, 72720, ZnHDF—
U— REEEEIERTHZ LI TEET, =& 2L, reflectedACE & fragment 33 [ZH %)
RMETY,

 Cookie IZRETE 5 DIFEHFED L TY,

>
FIEDHE
1. enable
2. configure terminal
3. accesslist accesslist-number permit protocol source destination log word
4. end
5. show ip accesslist access-list-number
F g > ¥ 48
ARV KRFERIETI Va3 Y B#Y
AT 71 |enable FiHE EXEC E— REHIT L E T,
i) e NAU—REZ AN LET (FERENTHE)
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ARV RFERETIVa Y

B8

Device> enable

Z 5w 72 |configure terminal Ta—)ar7 4 Xal— gy T— NG
i - LET,
Device# configure terminal

AT w 73 |accesslist accesslist-number permit protocol WBEIP 7 7B A U A hba—HF—FEED Cookie H
source destination log word AEXELET,
K « Cookie fif 3% & LT word # A LE7,
Device (config)# access-1list 101 permit tcp host
10.1.1.1 host 10.1.1.2 log UserDefinedValue

ATy 74|end (L&) Za— L ar7 4 Fal—vay E—
i - RZ#&T L, i EXEC E— RIZRED £,
Device (config) # end

Z 5w 75 |showip accesslist access-ist-number EE) IPT7 2782 VA MNDODHNEZFERLET,

1 -

Device# show ip access-1list 101

cHAEFRELT, 77ERA YR MIa—HF—F
FO Cookie ENRNEZEND Z & HWER L ET,

1

WIZ, 22— —EFD Cookie f[EZEH L7=7 7 A U A FZ show ip accesslist =~

Y REER LR A2 R L ET,

Device# show ip access-list
101
Extended IP access list 101

30 permit tcp host 10.1.1.1 host 10.1.1.2 log (tag = UserDefinedValue)

Ny a{EZ{FER L= ACL Syslog FHRE DR E

syslog A v E—2 27 L LTCTANA ATERSNIoNy v afiZEHL, fEDT7 78R Y
A RNDT 34 A LD ACL Syslog fHHEIBREZ R ET DX, ZDOX AT ZFETLET,

o7 varTlE, BEMNETI7EAVANDT AN ATER SNz Ny Vo BE2EHAL
C. ACLSyslog HHEIMSREZ R ET 5 HIBEIZOWTAT v 7 &R LEd, 1277, FEfNEB X
VLRI E T 782 UA MO, BESIOIET 7 A UA MOWEHFIZOWNT, T34
ATHERS NIz Ny v aflizffH L, ACL Syslog fHBISREZ % ETE £7°,
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enable
configure terminal

end

okl wn-=

ip access-list logging hash-generation
access-list access-list-number per mit protocol source destination log

show ip access-list access-list-number

Ny fEEERA L AcLSyslog EEE0RE [

ARV RFERETOVa Y

E:)

RTF w71 |enable ¥t EXEC T— FZ A LET,
1 e NAT— REANLET (EERINEELE) .
Device> enable

R w 72 |configure terminal Jua—N)L a7 4 Xal—ay T— &G
15“ : Lij—o
Device# configure terminal

Z 5w 3 |ip access-list logging hash-generation FNA ATy v afiEREANCLET,
fil e T EHMNILIZACERH Y, Ny v afiz

. - . . WEETDEE T3 AL A DI 2 K

bashoaeneration o o eI L. 2 YA CEDiE %R LET,

Z T 7 4 | access-list access-list-number permit protocol source AR P 7 /B 2 U R FEFEHRELE T,
destination log . i

T IRBR VR MDU T AT arEBEEYICL

il - F97%, Cookie fHITHEE L7V TL 7280y,
Device (config) # access-list 102 permit tcp host e TIRA AN, FHTZICERLET 7RV R D
10.1.1.1 host 10.1.1.2 log /\/V:{‘[ﬁ%ﬁ%ﬁﬁ’j&liﬁkbi?‘o

AFw 75 |end L) Zo— L ary7 4 Xal— gy T—
i - RZF&T L, FiHE EXEC E— NIZRY £7.
Device (config) # end

Z 5 6 |show ip access-list access-list-number EBE)IPT 7R URNORNEEFERLET,

1

Device# show ip access-list 102

cHAZRBELT, 77 A VR MNMIL—H D
RLIzAy v alREEND L 2R LT
kR
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B Acusysiog a5 siEOZES

il

RIZ, T34 ATERS NIy & 2 B2 B L7127 7% 2 U 2 ME showipaccessist
Sy REMH LR Ae %R LET,

Device# show ip access-list

102

Extended IP access list 102

10 permit tcp host 10.1.1.1 host 10.1.1.2 log (hash = 0x7F9CF6B9)

ACL Syslog #HB8 2 JEDEE

2 —HP—EFKD Cookie DEZEH L=V, 2—H —EFKD Cookie &7 /A ATHERK LIy
VafEEERATLVTHICNE, ZOXRTEETLET,
ZOFNEL, FHfFET 72 A U A RO ACL Syslog #8B % 7 E A AT 45 FEIC OV TORL

TWET, 7L, BEAEBIOLRIMET 722U X Mol e, EiER X OEET 7 &
A U A MDOREIFIZOVWT, ACL Syslog FARI# 72 A F T& %9,

FlEDOHE
1. enable
2. show access-list
3. configure terminal
4.
5. end
6.

FIED M

show ip access-list  access-list-number

access-list access-list-number permit protocol source destination log word

ARV RFERERTI VA Y

=)

AT v 71 |enable
1 -

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NRRAT—=KRZANLET (ERkENTHS) .

R 2 | show access-list

1 -

Device (config)# show access-list

EE) 7782 VA NONEEFZFRLET,

R w 73 |configure terminal

1 -

Device# configure terminal

ra—r\ L ar 74X al—3ay T— NG
L/i—a—o
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AU RFERETIVa Y

B8

X v 7 4 | access-list access-list-number permit protocol source Cookie ZETE LY . /v 2ffi% Cookie |22
destination log word L0 LEd,
- cTFIERA VAR AL T 4Rl — gy aw
bevice (confiq) § Liet 101 e tes host Y REEREAD L, BIOX TIEEH LW J{E
evice (config access-1is permi cp hos N N o
10.1.1.1 host 10.1.1.2 log NewUDV TEIMXDMBEND D £
fi
OR
1
1
Device (config) # access-list 101 permit tcp any
any log replacehash
AFw 75 |end UEE) ZVa—)L a7 4Xal— gy B—
% - RZ2#&T L, ¥t EXEC E— FIZRED £,
Device (config) # end
Z w76 |showip accesslist accesslist-number EBE) IPT7®A VA MNONEERTLET,

1

Device# show ip access-list 101

cEH MR T DO MR E RE L 3,

FS TN a—TFTarDEV R
TR A VA NDT Ny JEREFRRT DI, debugip accesslist hash-generation =~ > K
ZHHLET, debug 2~ ROHIFIZKITRLET,

Device#
Syslog
Device#
IP ACL:
Syslog
Device#

show debug

Syslog
Device#
Device#

show debug

debug ip access-list hash-generation
hash code generation debugging is on

hash code generation debugging is on
no debug ip access-list hash-generation

hash code generation debugging is off
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ACL Syslog 18 0 5% 7€ 51

5] . 11— —5E % Cookie Z{FFH L 7= ACL Syslog 1R D% 7E

WIZ, 2—W—7EFE Cookie Z i LT, T /34 A T ACL Syslog FHEINERE & 3R &4 5 STkl
DWTHBLET,

Device#

Device# debug ip access-list hash-generation

Syslog MD5 hash code generation debugging is on

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # access-list 33 permit 10.10.10.6 log cook 33 std
Device (config) # do show ip access 33

Standard IP access list 33

10 permit 10.10.10.6 log (tag = cook 33 std)

Device (config) # end

Bl : /Ny a{EEEALT- ACL Syslog FHE DR E

ROFITIEZ, T ATERESNT Y 2 flZ2EH LT, 77354 A =T ACL Syslog #H B
BEZ R ET D HIEICHOW T L £,

Device# debug ip access-list hash-generation

Syslog MD5 hash code generation debugging is on

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Device (config) # access-list 33 permit 10.10.10.7 log

Device (config) #

*Nov 7 13:51:23.615: $IPACL-HASHGEN: Hash Input: 33 standard permit 10.10.10.7
Hash Output: OxCE87F535

Device (config) #

do show ip access 33

Standard IP access list 33
10 permit 10.10.10.6 log (tag = cook 33 std)
20 permit 10.10.10.7 log (hash = 0xCE87F535)

{5 : ACL Syslog 18842 J{EDLEE

Wiz, BEOT 7 A YA MOa—Y—FEZE Cookie & H L\ Cookie [HEZ WL 5 Fikd: ., &
INA AR N v v 2l & 2 —F—TEFE Cookie fH % AT 5 FIEICOWTORLET,

Device# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # do show ip access-list 101
Extended IP access list 101
10 permit tcp host 10.1.1.1 host 10.1.1.2 log (tag = MyCookie)
20 permit tcp any any log (hash = 0x75F078B9)
Device (config) # access-list 101 permit tcp host 10.1.1.1 host 10.1.1.2 log NewUDV
Device (config) # do show access-list
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Extended IP access list 101
10 permit tcp host 10.1.1.1 host 10.1.1.2 log (tag = NewUDV)
20 permit tcp any any log (hash = 0x75F078B9)
Device (config) # access-list 101 permit tcp any any log replacehash
Device (config)# do show access-list
Extended IP access list 101
10 permit tcp host 10.1.1.1 host 10.1.1.2 log (tag = NewUDV)
20 permit tcp any any log (tag = replacehash)

IPv610S 7 7 4 7 0 4+ —I)LDEBINEIR

EEE N
BEhEEE T=aTFI AL L
X270 av N + [Cisco 10S Security Command Reference: Commands

Ato CJ [J<FE]

+ [Cisco 10S Security Command Reference: Commands
DtolLJ] [3%FH]

+ ['Cisco 10S Security Command Reference: Commands

MtoR] [#FE]

+ ['Cisco 10S Security Command Reference: Commands
Sto z] [¥55E

I[Pv6 2~

[Cisco |0S|Pv6 Command Reference]

IPv6 7 N L w7 b Hifi ['IPv6 Configuration Guidel
Cisco I0S IPv6 H4HE ['Cisco 10SPv6 Feature Mapping.]
BEEH S URFC
=4 /RFC 24 ~IL
IPv6 (299" % RFC | IPV6
RFCs
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http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/ipv6/command/ipv6-cr-book.html
http://docwiki.cisco.com/wiki/Cisco_IOS_IPv6_Feature_Mapping

ACL Syslog 78R8 |
B Actsysiog 1R8I BET B teaEtE S

SRADTY ZHIL YR—F

A o

HOURLIZT 7 A LT, >A2adF 7 =7 |http://www.cisco.com/cisco/web/support/index.html
VR — M ERKBIIEA LT ZEE N, 2
NoOUY—RF, V7 N =2THA A R—
NMLUTCHRELED, YA T 7 /v
DB D EATIRTBE A R L2 0 $ 5 72
DI LT ZE, 2D Web ¥ kLD
V=T 7 AT HERIL, Cisco.com D a7
A IDBLOVSRT — RRMKETT,

ACL Syslog FEES B9 % B REIR ¥R

WORIZ, ZOFY 2 — /LTt LToBEREICEET 2V U —A®E R LET, ZoRIF, V7
727 VU—RZ P A U TEHEEOTR— MR EAINZEZOY 7 2T VY —RX72
FERLTWET, ZOMEEIL, FFICK N2V RY , ZRUUEO—#HOY 7 vy =7 U Y —
ATHYR—FEnET,

T7 Y b7 A —bDYR— I BLOV AT YT MY =T A 2=V OV R— MIBT 2 WA B
&9 % IZ1&. Cisco Feature Navigator Z /] L 7, Cisco Feature Navigator |27 7 &£ 23 % |Z
X, www.cisco.com/go/ctn IZFE) L £ 7, Ciscocom DT 77 MILEH Y EH A,

£ 1: ACL Syslog #HBEIZB8 ¥ S HRETE R

HaE

Y

J1)—=2 HRETEER

ACL Syslog fHE CiscolOSXE Y U — 2 3.6S | ACL Syslog fABI##EIL. ACE Syslog =
YRV E T (=Y —EFD Cookie
FTNET A ADERL L T2 MD5 7~
vafl) ZBMULET, 0¥ 7

Syslog = ~ U Z /R L7z ACL NT

ACE & —ZICHELE7,
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