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P79 +tX )R +DHEE

77EAURANMI permit A7 — KA h& deny A7 — b AL N THERKSNLAIAKR Y A KT
T, TNHDAT—RAVME IPT RLA, GRICESTEEJEIP 7'e b2/ LbZEf s
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AURNMIHLTTAMESNEEEETITHRIEINRNE, 20Oy MIFEGRESNET,

s N BN RO T RIZFMEDOT A NPT T 5720, FHOIEFIZEETT, FL
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IP7 FLAEYy NHOUA LRI —F ~A27 Tid, £l 1 80 2FEH LT, X35 IP
TRLAEY FE2EOIICEINERELET, 101X, VP 7xv b (Xy hU—7) =
AT CTEWRT ANENSHRAZ27-D, ULV K — K~ 73~ 7 & LN £,

s UANKI—R~<AZ7 By b0, #ETAEy MEEWERTAZ LA RLET,

cUANKI—R~AZ By 1L, ®eTo8y MEAZERT L EERLET,
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DETN, FNEITERY, ULV FI— R 27 TlE~A 7 IOy M2 T& %
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FSURKR— FEDIER
kT v AR—MEOWHR (/37> b TCP, UDP. Internet Control Message Protocol (ICMP)

F 7213 Internet Group Management Protocol (IGMP) /X4 » R TH B0, 7R EDIEFH) 1ITHK SV
TAHTry a7 4V ETEET,
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(AT —=h AV N) ZFATDICIE, HOMEDOERAICH DT TOTY N ZHIBRY 54
BERHY E LI, W, L= bUZBMLEDL, KICHIBRLIET~Tox> b Z2FHA
NT2HERDHY E Lz, ZHEFMBLNY, =7 =B VST VHIETT,
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VAR EEBINL, UAMNOTZY MY ZWA_EZLZENTEET, LT LY
ZBMT 856, 778 A VR NOBOAEIZZ FUBRHFASIND L)y —F v AEKE
PBIRTEET, MREIUSLT, 7782 VA MOBEOTZ Y MY 2W~Z T, Loy
MY ZFEATE DG FCE£7,

V= O ABSDHE

cLRTDOV V=R LD FLHEBNEZ RO, = U AFEOR\ T ~ U A Sz
BEliE, o=y b UIZIEY—F U AFZ S 10 8FID S TonEd, LTz b
VZEBIMNT DL, =T U AFFFTI0TOMS INET, &K —7 2 AFK 5132147483647
TH, Bl =T U ABEGNZORKEZBZ L, WOA vyE—URERINE
T

Exceeded maximum sequence number.

o V=V ABFTEDRNWE NV ELIODATTHE, TIZEBAVRNDEBRDO Y —7 2 A%
FIZ10 ZMA ey —r o ABENED S TCoN, VA MNOKRRBIZERESINET,

(=T AFZUND) BFEO FVIC—BT 22 P EANTL L, MHERS
NEE A,

WD VARG EANNTHE, WO T — Ave—URRRINET,

Duplicate sequence number.

/=L a7 4 FXal—aryE—RTHLWWT 78R VR NEANTHE, 20D
TIRA VA NDY = o AFSDEBCAERINET,

cSEREM2E Y NARARNT RLRAZEH Y ML, V7 3Ty a2 SivET,
Fo, TRy bEEFRTDLTU NV, ACLOEHORFELDT-DIZ, v—F v AKEFT
V—hanlV 7 U A NTHRF SIVES, N7y ROEREACL RGNS &, EE
T RUVANRANYy Va2 S, Ny vaT—JNLEREEINET, —HTHLONERONE
WG EIE, V7 VA NTC—HTHAREOH DB ORMBEINET,

e)—k oty Y RP) D= h)ETA4 0 H—FK (LC) O DL —hr L AHKE
ZEAZFEMICE A L 912, SHISEN T R— RS TnET,

o Ul VAR EDAREREEARK (NVGEN) EnbZ EEb A, 2F0, v—F v
AFZFEHBRIIRGFESNEEAL, VAT LOY v— RIFIZIE, RESNTZV—F7 U AFFIT
T 7N RO —7 L ARMGE S EEDOFFZPOOHESICRINE T, ZOKERIL, v —
FUAFREEYR—N LWV T by 2T VY —R O AR RO OIS
TWET,
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P77 EAVARNZUNY O U AFGHEETIL, AR ESEET 7R U AR LR
EBIPT 78X VA RNBMEHAEINET, 778X U X NOLA4RTEZERL LTIEETXS-
b, FEELEHTEET,

P77 A VA +TOO— 7V ABSDRERE

TOVRARYVAMIZIVMNIDIERFITET IR VXA FDESR

T ARTEIP T2 ER VA MDY RVICY— AR EEEID S TEFEE,. T
IRV ARNIRTEHT N OBMEZIZHIBREZITY HEEHALET, ZOEELETT
HEETE. ROEICEELTLIEE N,

e TR YRAN Y N DOE~NEZIIMEETT, ZOEETOENEZORT v 71X,
HREDODHID1STHY, F-FOMEDOHHANZYVEL b Z b, HEZGTT
FHHALET,

WOFNET, permit 2~ RIZAT » 7 512, deny a2~ RIIAT v 7 6 (IRt ST
WET, 727 L, ZOIREEZANFZ DI LHTEET, REO=—XIHLRIRE S
FHALET,

FIEDHE

enable

configure terminal

ip access-list resequence access-list-name starting-sequence-number increment
ip access-list {standard| extended} access-list-name

ROWT T RITLET,

* sequence-number  permit  source source-wildcard

* sequence-number  permit  protocol source source-wildcard destination destination-wildcard
[ precedence precedence][ tos tos] [log] [ time-range time-range-name] [fragments]

6. ROVWTIhILZHEITLET,

* sequence-number  deny  source source-wildcard

* sequence-number deny  protocol source source-wildcard destination destination-wildcard
[ precedence precedence][ tos tos] [log] [ time-range time-range-name] [fragments]

7 ROVWTINEIFIATLET,

* sequence-number  permit  source source-wildcard

* sequence-number  permit  protocol source source-wildcard destination destination-wildcard
[ precedence precedence][ tos tos] [log] [ time-range time-range-name] [fragments]

8. WkOWITNNEFEITLET,

* sequence-number  deny  source source-wildcard

g hwN=
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* sequence-number deny  protocol source source-wildcard destination destination-wildcard
[ precedence precedence][ tos tos] [log] [ time-range time-range-name] [fragments]

9. WMHEIISULTCY—FT U ABSZAT— AV NEBINT 51, ATy 7T 5LRT7v76
ZHREVIRLUET,

10. end

1. show ip accesslists access-list-name

FED 4
XU RFEREETIVaY B#)

RF v 71 |enable FiHE EXEC £— R AT LET, ~AT—F%
5l - AN LET (ERENEHR) .
Device> enable

X5 w2 |configure terminal Jua—r)var7 4 ¥al—yay E— RaBllh
1 - LET.
Device# configure terminal

AT w73 |ipaccesslist resequence accesslist-name Bt — A v AER L — U RRR- ORI A E
starting-sequence-number increment LT, $8ELEIPT 7R Y R MEir~ iz %
K EE

Device (config)# ip access-list resequence kmdl
100 15

RATFwT4 ip access-list {standard| extended} access-list-name |4 F{TCIP 7 7t 2 U A MEEL, 4RiftxT7 2

i - TR VA DIy 7 4 F¥alb—vagr ET— KaH
BLUET,
Device (config)# ip access-list standard kmdl « standard i&?‘é‘ﬁ;?é%é@i\ %O)?&L:\ 1&%@

T EA YA MEXEMEHL T permit 27—
A hEZiZdeny AT — A2 FEIEEL
Er RN

« extended Zf5ET LG, £ORIC, LR
T7BA YA MEL A LT permit 27—
F A2 hEiZdeny A7 — A hEFEEL
£,

ATV TS | KOWTNEETLET, LHITEIP T 78 A U A b — R Tpermit A7 —
« sequence-number  permit  source MAV NEFRELET,

source-wildcard cZDOT 7 A UA T permit 27—k A

* sequence-number permit  protocol source R AN L CONET A, IR R — b
source-wildcard destination destination-wildcard [
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E:)

precedence precedence][ tos tos] [log] [
time-range time-range-name] [fragments]

51

Device (config-std-nacl)# 105 permit 10.5.5.5
0.0.0 255

AL RONEFICE LT, deny A7 — kA > R
BN SN DR S B 0 £,

cTnryF MURSNLERBY, ZOT 7R
UANMIEETY 72X VA NTLE, AT v
74 Textended Z5E L2 AL, ZDORT v
7O 7 v 7 MiX Device(config-ext-nacl) & 73
V. LE permit a2 R v v 7 A&
LET,

ATYT6 | ROWTNNEFEITLET, (FE&) 4uift&IP7 27X U A b E— K Tdeny
* sequence-number deny  source source-wildcard AT = AV PERELET.
* sequence-number  deny  protocol source cZDT /A YRARTIEpermit AT — kA
source-wildcard destination destination-wildcard [ N A BANCAE L CUWE T2, B2 AT — b
ﬁﬁﬁﬁfﬁﬁﬁ?ﬁ%ﬁﬁiﬁ%&l Ay FONEFIZE LT, deny 25— k2 b
9 9 9 PR S h B TTREME S 3 0 £,
£ .
T T MIRSNDEBY, ZOT 7R
Device (config-std-nacl)# 105 deny 10.6.6.7 0.0.0 VA MMEET 7R VA RMTLIZ, AT v
255 74 Textended ZHEE LT G 1L, ZORT v
7O 7 v 7 i Device(config-ext-nacl) & 73
V. ikdeny av s R vy 7 A& L
7,
ATFYTT | ROWTNNEFATLET, AHTEIP T 7 A U AR E— KT permit A7 —
* sequence-number permit  source PAVPERRELET,
source-wildcard « ZOT /A YA LT permit A7 — kX
* sequence-number  permit _ protocol source hERAINCHEIT L0 ET A, BB AT —
N - =y
time-range time-range-name] [fragments] PERANCHR S S FTREMED & ) F7
%l - o EfffE7we h=v (ICMP, IGMP, TCP, kX
UDP) %FFA[T 52D a~y Ry 2y
Device (config-ext-nacl)# 150 permit tcp any any 7 A2 DWW T, permit (IP) =2~ F&asM
tog LTLIE&EN,
« > b U AT A 121E. no sequence-number
aw s REHLET,
ATYT8 |[ROVWTNIEFEITLET, (EE) ARIfTEIPT 72 A U A b E— K Tdeny

* sequence-number deny  source source-wildcard

* sequence-number deny  protocol source
source-wildcard destination destination-wildcard [

AT —PMA FEEFEELET,

cZDT A VA MTEHpeamit AT — KA
NN L COETA, SERRAT— R
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S

precedence precedence][ tos tos] [log] [
time-range time-range-name] [fragments]

51

Device (config-ext-nacl)# 150 deny tcp any any
log

A2 MOIEFIZIE T T, deny A7 — K A2k
DIERONHER S NS AEE L H Y 97,

o BfffE7' e k= (ICMP. IGMP., TCP, B X
OUDP) %FFA[T 52D a~y Ry 2y
7 AUZHDOWTUE, deny (IP) =av > RESML
TL &,

e = R U ZHIBRT HIZIE, no sequence-number
avy REeHLET,

ATYTY | MBEISL TV AZFZAT— AV B | T7®A VA NMIEECTEET,
T 5I12i%, AT v TS5 EAT VT 6 /0L
ij‘o
25w 710 |end (FERE) a2v74FXal—varyET—RFEaKETL,
Bl - F##E EXEC £— NIZR Y %77,
Device (config-std-nacl)# end
T w711 |showip accesslists accesslist-name EB)IPTI7EA VR NOREEFRLET,

1 -

Device# show ip access-lists kmdl

1

TI7EAVANMIF LT FUBREENTND I & E2MHRET DI, showip

accesslists =~ RO AR L ET

Device# show ip access-lists kmdl

Standard IP access list kmdl

100 permit 10.4.4.0, wildcard bits O.
105 permit 10.5.5.0, wildcard bits O.
115 permit 10.0.0.0, wildcard bits O.
130 permit 10.5.5.0, wildcard bits O.
145 permit 10.0.0.0, wildcard bits O.
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P70RYRMIUR) O—H O RESDEEEH

Bl:7IOCXAVAMDIVMJDAEREZ

W2, 778 A VR NEWAEZ A0 Z - LUES, BAMEIZ L, BOMIE2 T, #Eoxz
F VIR EOHEAAEIC E SN TSN TWET, #FEHIL 1 ~ 2147483647 T3,

=l AT EDRNT S NI MMASTI SRS E, TNV T, T RA T A NDEREHZEOT
M) DY —lr V ABEFIZ 10 ZNA T2 —r AR ENED B THNET,

Device# show access-list 150

Extended IP access list 150
10 permit ip host 10.3.3.3 host 172.16.5.34
20 permit icmp any any
30 permit tcp any host 10.3.3.3
40 permit ip host 10.4.4.4 any
50 Dynamic test permit ip any any
60 permit ip host 172.16.2.2 host 10.3.3.12
70 permit ip host 10.3.3.3 any log
80 permit tcp host 10.3.3.3 host 10.1.2.2
90 permit ip host 10.3.3.3 any
100 permit ip any any

Device (config)# ip access-list extended 150
Device (config) # ip access-list resequence 150 1 2
Device (config) # exit

Device# show access-list 150

Extended IP access list 150
1 permit ip host 10.3.3.3 host 172.16.5.34
3 permit icmp any any
10 permit tcp any any eq 22 log
5 permit tcp any host 10.3.3.3
7 permit ip host 10.4.4.4 any
9 Dynamic test permit ip any any
11 permit ip host 172.16.2.2 host 10.3.3.12
13 permit ip host 10.3.3.3 any log
15 permit tcp host 10.3.3.3 host 10.1.2.2
17 permit ip host 10.3.3.3 any
19 permit ip any any
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Device# show ip access-list

Standard IP access list tryon

2 permit 10.4.4.2, wildcard bits 0.0.255.255
5 permit 10.0.0.44, wildcard bits 0.0.0.255
10 permit 10.0.0.1, wildcard bits 0.0.0.255
20 permit 10.0.0.2, wildcard bits 0.0.0.255
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Device (config)# ip access-list standard tryon

Device (config-std-nacl)# 15 permit 10.5.5.5 0.0.0.255
Device (config-std-nacl) # exit

Device (config) # exit

Device# show ip access-list

Standard IP access list tryon

2 permit 10.4.0.0, wildcard bits 0.0.255.255
5 permit 10.0.0.0, wildcard bits 0.0.0.255
10 permit 10.0.0.0, wildcard bits 0.0.0.255
15 permit 10.5.5.0, wildcard bits 0.0.0.255
20 permit 10.0.0.0, wildcard bits 0.0.0.255
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Device (config)# ip access-list standard 1

(
Device (config-std-nacl)# permit 10.1.1.1 0.0.0.255
Device (config-std-nacl)# permit 10.2.2.2 0.0.0.255
Device (config-std-nacl) # permit 10.3.3.3 0.0.0.255

Device (config-std-nacl) ## exit
Device# show access-list

Standard IP access list 1

10 permit 0.0.0.0, wildcard bits 0.0.0.255
20 permit 0.0.0.0, wildcard bits 0.0.0.255
30 permit 0.0.0.0, wildcard bits 0.0.0.255

Device (config)# ip access-list standard 1

Device (config-std-nacl)# permit 10.4.4.4 0.0.0.255
Device (config-std-nacl) # end

Device (config-std-nacl) ## exit

Device# show access-list

Standard IP access list 1

10 permit 0.0.0.0, wildcard bits 0.0.0.255
20 permit 0.0.0.0, wildcard bits 0.0.0.255
30 permit 0.0.0.0, wildcard bits 0.0.0.255
40 permit 0.0.0.0, wildcard bits 0.0.0.255
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WD~y RPHEAEIIELINE LIz, deny(IP), ipaccesslist
resequence deny (1P), permit (IP)
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