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BICE s THERHINET,

TDARN=ZANIED, THRAADY T —WEHIANS VT 4 v T T—TNE ) ANY TEFE
To UANY AT=ANE, RRAREETL, (NS T 007 7= MTEERESNLTY
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ICHHTEAL I, IPVO AR FNDOIEME T v F o 724U E9,
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| NS [IF source=A,. LLA:MACH1]

DHCP-
server

[
-

Stnre A,

j

HEQU EST [XID, SMAC=MAC,_]
. o . REPLY [XID, IPA,,, |P,qﬂ] 5 ;
| ! : ' Store AE, -
i ; data [IP source=A_SMAC=MAC,

L

.
i

DAD NS [IFII scura::e =UNSPEC, lﬂrget_.ﬂ.g]’,r FEEWEW } DHCP LEASEQUERY &

l*l.n"t.[IFII source=A L LA= I'u'I.ﬁ.Cm] ! DHCP LEASEQUERY_REPLY

Stn:-re Ay

L

Binding Table

[ I

A, MAC,,
Ay MAC. 100 P2
A MAC., 100 P2
A, MAC, 100 P3

2

FEHDIANAEZUIAPD DY R—

AL o TiE, Fy hU—27F /34 A8 DHCP — =L D IPv6 7 KL A ZZER L
TZETHZERHVET, 2T, VLIOT ooy WA= U= A N7 RLAZZFD LAN 7
FTAT v NMIEAT D2 EEBERTDHEERE, T ADEED I FA4 T MZT KL A%
BT 272 DICFTTEE T, T ANDHCPY6 X7 v hE2EETDH L. 7y MIEITFA
ARZEHOYTHNATWNDTRTOT RLARFENRET,

SISFIZDHCPv6 /X7 v M & 3#r 9 DB, 237 » D IA_NA (Identity Association-Nontemporary
Address) 33 X TVIA _PD (Identity Association-Prefix Delegation) = > 7R—R> R &AL, /3
7y MCEENDHIPV6 T N L A2 LES, SISFId, SN/ sT FL A2 A T 4
YIT =T MBIMLET,

. IPv6 RX—E Y



| Pezx—E>Y

IPv6 A X—E T DHRTEHE

IPv6 R X—E VT O/REFE .

AA—TTARADIPV6 AX—E VY NDERE

FIEDHE
1. enable
2. configureterminal
3. ipv6 snooping policy  snooping-policy
4. exit
5. interface type number
6. ipv6 snooping attach-policy snooping-policy
F gD F¥H
ARV KRFERETI a3 Y B#J
AT w71 |enable FiME EXEC E— REFICLET,
fil e NMAT—REANLET (ERInHE) .

Device> enable

ATy T2

configureterminal

1

Device# configure terminal

ra—r\Lary 7 4 Xa b—3ay T— NaEth
Lij‘o

ATvT3

ipv6 snooping policy  snooping-policy
fl

Device (config) # ipv6 snooping policy policyl

IPv6 AX—E L7 R —EFHKEL, IPv6 A X—
vy ar7 4 Xal— gy B— NEBEBLE
7,

AT 74| exit IPV6 AX—E 7 a7 4 Xal—ary E—F
fi BT LET,
Device (config-ipv6-snooping) # exit

R w75 |interface type number A B =Tz A AT 4 X2l —ay F—FR
Bl ZBE L E T
Device (config) # interface Gigabitethernet 0/0/1

A7 76 |ipv6 snooping attach-policy snooping-policy A B =T 2 ZTIPV6 AX—E T RY —%

1

Device (config-if)# ipvé snooping attach-policy
policyl

KIS £,
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B s oxxsoavomRE NS TLVA—F o0y

IPV6ND £ VARG 3 VDERE LT TN a—TFTa409

FIEDHEZE
1. enable
2. show ipv6 snooping capture-policy [interface type number]
3. show ipv6 snooping counter [interface type number]
4. show ipv6 snooping features
5. show ipv6 snooping policies [inter face type number]
6. debugipv6 snooping
FIED F¥H
ARV RFERRETI a3 Y B#J
AT w71 |enable Fi#E EXEC E— RA AT LET,
fi e NMAT—RE AN LET (ERINTEHE)

Device> enable

AT 72 | show ipv6 snooping capture-policy [interface type AX—EVINDA v =V %y FFvy R o—%
number] FRLET,
1

Device# show ipvé snooping capture-policy
interface ethernet 0/0

R 7 3 |show ipv6 snooping counter [interfacetypenumber] |4 % —T A/ AT RIZLkoTh Y FNENT-
Bl Ny MCBETLIEHER T LET,

Device# show ipvé snooping counter interface
FastEthernet 4/12

X 7 4 | show ipv6 snooping features FOSA AT SN TN D A X — By S HsEEIC B4
il - DiEMERRLET,

Device# show ipv6 snooping features

R 7§ | show ipv6 snooping policies [inter face type number] LEXNTWVWEERY —L . BY L —nEEE I T
Bl WHA =T = A AT R E TR LET,

Device# show ipvé snooping policies

R v 7 6 | debug ipv6 snooping IPv6 TAX—E U TIEROT Ry T e A F—T VT
1 - LET,

Device# debug ipv6 snooping
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TINAR FSIYEXETD
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IPV6 77 —R bk T X2 )T 4 NAUT 42T T—TILONEDHE

FIRDEE

FEDFHM

ipv6 neighbor binding {ipv6-address | ipv6-prefix} interface type number [hardware-address |

mac-address][tracking [disable | enable| retry-interval value] | reachable-lifetime value]

1. enable

2. configureterminal

3.

4. ipv6 neighbor binding max-entries entries
5. ipv6 neighbor binding logging

6. exit

7. show ipv6 neighbor binding

ARVKRFERERETY VY

=)

RTw 71 |enable FitE EXEC E— REZ AT L E T,
fil e NMAT— R AN LET (ERINTHE) .
Device> enable
AT w 72 | configureterminal JTa— ) a7 4 X2 b—3ay B— FEELG
15“ : L/i‘é—o
Device# configure terminal
R T w 73 |ipv6 neighbor binding {ipv6-address | ipv6-prefix} NRA VT AT TF—T N T —ER— R AT £
inter face type number [hardware-address | 7o b AEMLET,
mac-address][tracking [disable | enable| retry-interval
value] | reachable-lifetime value]
1 -
Device (config) # ipv6 neighbor binding
2001:DB8:0:ABCD::1 interface GigabitEthernet 0/0/1
reachable-lifetime 100
R w 74 |ipv6 neighbor binding max-entries entries NAVT AT F—T N Fx v allBATEXS
1 - =2 ) ORREEHEE L E T
Device (config) # ipv6 neighbor binding max-entries
100
AT 75 |ipv6 neighbor binding logging RAVTF YT T—=TN AL AR bDOBRF

1 -

T B LET,
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B orsor—2rdhoTexa054 RAUFA 0T F—TLOUANY AHZXLORE

ARV RFERFTIVaY =)

Device (config)# ipvé neighbor binding logging

R T v 76 |exit Ja—s L a7 4 Xab—v gy T REKT
Bl - L. $5HE EXEC E— REBIA L £

Device (config) # exit

5w 77 |show ipv6 neighbor binding NAVT 4T T—=TNVONFERRTLET,
i :

Device# show ipvé neighbor binding

IPv6 77—A MRy T X2 YTFaNA T4 T—TILDY) AINY) AHAZXLD

B
FIEDHE
1. enable
2. configureterminal
3. ipv6 neighbor binding ipv6-address inter face type number
4. ipv6 prefix-list list-name per mit ipv6-prefix/prefix-length ge ge-value
5. ipv6 snooping policy snooping-policy-id
6. destination-glean {recovery | log-only} [dhcp]
7 data-glean {recovery | log-only} [ndp | dhcp]
8. prefix-glean
9. protocol dhep [prefix-list prefix-list-name]
10. exit
11. ipv6 destination-guard policy policy-name
12. enforcement {always| stressed}
13. exit
14. interface type number
15. ipv6 snooping attach-policy snooping-policy
16. ipv6 destination-guard attach-policy policy-name
17 end
FIE D FH
ATV RERETI3Y E]:g]
ATy 71 |endble FiHE EXEC T — FE AT L £ T
i e MAT—=REANLET (FERINTEHA) .
Device> enable

B rexx—EVY
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IPV6 77 —Z bhy T 2% 20T 4 " 0F1d 7—IL0Unny 2h=2s0%E [

ARV FFEREETIVa Yy

E:)

5w F2 |configureterminal ra—sYb ar7 4 Xab—ay ®— FaBkh
1§| : L/jzﬁﬁo
Device# configure terminal
X w73 |ipv6neighbor binding ipv6-addressinterface type NRA VT 4 T —T N T —BR— R LAET £
number J N EEMLET,
&1
Device (config) # ipv6 neighbor binding 2001:db8::1
interface Gigabitethernet3/0/1
2T w74 |ipveprefix-list list-name per mit ipve-prefixiprefix-length | [Pve 7L 7 4 v 7 2 Y A b MY #ERRE L F
ge ge-value +.
1 :
Device (config)# ipv6 prefix-list abc permit
2001:DB8::/64 ge 128
X w75 |ipv6 snooping policy snooping-policy-id IPv6 AX—t' 7 a7 4FXa2l—ayF—F
Bl - EBIEL, HEShEAR—EL 7 KU v —0DR
EEERTEHLILET,
Device (config)# ipv6 snooping policy xyz
AT w76 |destination-glean {recovery |log-only} [dhcp] SEHeT R U ZIZDHCP 225 U I N T A0 R
i - HT EEBELET,
. o . . . (6] aXor (VAR L) BERY
DiZiZie(;o/ng;a—)lpv6—snooplng) # destination-glean /ﬁ\ﬂi‘ d&etination-glean |Og-0n|y 2y
NEfEHLET,
AT w1 |data-glean {recovery |log-only} [ndp | dhcp] V=R (EX =% ) TRVRA T —=V
B - TEERALTC, IPV6 7 7—A MKy T X2 T 4
NRA T 4T T—=TNDY IR Zef X—T )b
Device (config-ipv6-snooping) # data-glean recovery] Iz L/Ekviﬁ
ndp . .
GE) aX s (UAARYRL) NLEARE
A1, data-gleanlog-only =t~ > K% i
)EH L\iﬁ—o
RTwv S8 |prefix-glean FNA AWIPV6 V—H T RRH A XA | (RA)
- F 721X Dynamic Host Configuration Protocol (DHCP)

Device (config-ipv6-snooping) # prefix-glean

MLV T 4y 7 AENETEXLXHICLET,
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B oreor—xtrhoT X054 RAUF42T F—TLOUHNY AHZXLDE

ARV RFERETI3Y E]:g]
25w 79 |protocol dhep [prefix-list prefix-list-name] (FB®) 7 FL A% DHCP TN L, v b=z
Bl - ERFEDIPVG T L7 v 7 A U A K& BT S
VERDHDHZ L2 ELET,
Device (config-ipv6-snooping) # protocol dhcp
prefix-list abc
ATw 10 |exit IPv6 AX—E>/ arv7 4 Fal—grE—FK
R ERTL, Zr— 3 bar 7 Xalb—va -
RIZRYD £7°,
Device (config-ipv6-snooping) # exit
R w711 |ipv6 destination-guard policy policy-name UEE) s —Far74¥z2lb—rar E—
- 2Bt L, HRIE L7sase i — K R Y ¥ —ORE
AEETEDHEIITLET,
Device (config)# ipv6 destination-guard policy
XYZ
AT w712 |enforcement {always| stressed} RY L — O LV E | A TORMT TS
B - DI VAT DZAFB D TO D55 O 2]
T HIRE LT
Device (config-destguard) # enforcement stressed
ATy 13 |exit SRS — R ar 7 4 F¥al—ary T—FEKT
i - L, Za—bary7 4 Xalb—rvar -
RO ET,
Device (config-destguard) # exit
A7 v F14 |interface  type  number A B =T A AT 4 Fal—ar ET—F
Bl EBIELET.
Device (config) # interface Gigabitethernet 0/0/1
RTw 715 |ipv6snooping attach-policy snooping-policy AV H—T 2 RZIPV6 AX—E 7 R o—%
Bl AT £ 7,
Device (config-if)# ipv6 snooping attach-policy
XYz
25w 716 |ipv6 destination-guard attach-policy policy-name | fit L7z & — 7 = A A|FiSEH — | K U o—
Bl EXGHT ET
. R - GE) [PV6 557 — N AN U 2 —DRBETED
actachpolisy wyr o FEAIIC VT, IRV A — 1)
AL TES,
AFw 11 |end A A —T A AT 4 Xal— gy F—F
Bl - EH#T L. FiME EXEC £ — FIZRY £,
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7 FLRIEDH

BEUUAAY FAraLETLTI v 2 UR romEERT [

ARV FFEREETIVa Yy

E:)

Device (config-if)# end

7 RFLRABREDEES LT ANY) TJARANLET LI v IR R FOBEERIT

FIRDHE

F IR D ¥

enable
configureterminal

apwDd-=

end

ipv6 snooping policy snooping-policy-id
protocol {dhcp | ndp} [prefix-list prefix-list-name]

ARV RFERFTIVaY

B8

RTw 71 |enable Rt EXEC E— REAIC L ET,
{5 e NMAT—READLET (FEREINEHH) .
Device> enable
AT 72 | configureterminal 7Ta— )L a7 4 X2 lb—3ay B— REELG
15“ : L/ij‘o
Device# configure terminal
R T 73 |ipv6 snooping policy snooping-policy-id IPv6 AX—E v/ a7 4 X2l —ar EF—K
i - ERIAL. BEESNIZAX—E 7R Y v —ORE
EERTEHEOILET,
Device (config)# ipv6 snooping policy 200
AT 74 |protocol {dhep | ndp} [prefix-list prefix-list-name] Dynamic Host Configuration Protocol (DHCP) TV
i - SNAMERHALT RLAZEEL, VBN 7
k=l (DHCP) &7V 7 4> 7 A YA KZBES}
Device (config-ipv6-snooping) # protocol dhcp GTEE‘fO
prefix-list dhcp prefix list
AFw 75 |end IPv6 ZAX—E 7 a7 4F¥al—g F—R
i - ZHET L. FiME EXEC £— FIZRY £,

Device (config-ipv6-snooping) # end
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B resn sz rs5uxssomE

IPv6 T/NA R bTVvX VT DERE

IPV6 TNA A NT XU ITHREDNSA T 4 T T—=TN T2 NI DTA 7 YA 72
N FREET 51203, ROEEZFEITLET, IPV6 T3 A b T o XU FBERET 21213, A
AT 4T T=TNCT =R ANSITHEUEND Y £7,

FlEDHE
1. enable
2. configureterminal
3. ipv6 neighbor tracking [retry-interval value]
FIED M
ARV FERET7IV3 Y BRI
A5 w71 |enable FiHE EXEC E— FE AT L £,
1 - e NAT—REANLET (FEREINTHE) .
Device> enable
Z 5 2 | configureterminal Ta—\) a7 4 Xal— gy T— NG
I LETS

Device# configure terminal

R w 73 |ipv6 neighbor tracking [retry-interval value] NRAVTF 4o T F—T oy M 2B LET,
{5l

Device (config) # ipv6 neighbor tracking

IPv6 LT 4 v RAREDETE

FIEDHE
1. enable
2. configureterminal
3. ipv6 snooping policy snooping-policy
4. prefix-glean [only]
FIED FHH
ARV KRFERIETI a3 BHY
ATy 71 |enable FiHE EXEC E— REHIT L E T,
i) : e NAU— R AN LET (FERENTHE)
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IPv6 RX—E > J DFREH .

ARV RFERFTIVaY =)

Device> enable

R 72 |configureterminal Ta—\)ar7 4 Xal— gy T— NG
1 LET

Device# configure terminal

A7y 73 |ipv6 snooping policy  snooping-policy IPv6 AX—E 7 RY T —%FHEL, IPv6 AX—
i - B RV —ar7 4 XFal—vary E—RNE
Device (config)# ipv6é snooping policy policyl Eﬁﬁél/gi?ro

AT 74| prefix-glean [only] FSA AW IPV6 RA £721Z DHCPV6 b T 7 4 w7 7
i - DTV T Ay 7 ARWETEH LI LET,

Device (config-ipv6-snooping) # prefix-glean

IPv6 R X—E > T DKEH

Bl : A2 —TARADIP6GND £ VARSI 3 VNHETE

Device (config) # ipvé snooping policy policyl

Device (config-ipv6-snooping) # exit

Device (config) # interface Gigabitethernet 0/0/1

Device (config-if)# ipv6é snooping attach-policy policyl

Device# show ipvé snooping policies interface gigabitethernet 0/0/1

Target Type Policy Feature Target range
Gi0/0/1 PORT my policy Destination Gu vlan all
Gi0/0/1 PORT policyl Snooping vlan all

Bl IPV6/NA T4 T—TILORBENDETE

Device (config) # ipv6é neighbor binding 2001:DB8:0:ABCD::1 interface GigabitEthernet 0/0/1
reachable-lifetime 100

Device (config) # ipv6é neighbor binding max-entries 100

Device (config) # ipvé neighbor binding logging

Device (config) # exit
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Bl:IPv6 27 —RA MRy T X )T N4 T4 T—TILD
1)\ DERTE

Device> enable
Device# configure terminal
Device (config) # ipv6é neighbor binding 2001:db8::1 interface Gigabitethernet3/0/1

Device (config) # ipv6é prefix-list abc permit 2001:DB8::/64 ge 128

Device (config) # ipv6é snooping policy xyz

Device (config-ipv6-snooping) # destination-glean recovery dhcp
Device (config-ipv6-snooping) # data-glean recovery ndp

Device (config-ipv6-snooping) # prefix-glean

Device (config-ipv6-snooping) # protocol dhcp prefix-list abc
Device (config-ipv6-snooping) # exit

Device
Device

config)# ipvé destination-guard policy xyz
config-destguard) # enforcement stressed
config-destguard) # exit

config) # interface Gigabitethernet 0/0/1

config-if)# ipv6é snooping attach-policy xyz
config-if)# ipv6é destination-guard attach-policy xyz
config-if) # end

Device
Device
Device
Device
Device

Bl : 7 FLRARIREDEZES YY) AN)TOraLETLIA VIR
1) R ~DBEESHT

WOHFNE, NDP 39T _XTHOT RLAD Y A3 (2 &4, DHCP %3 dhep_prefix_list
EWVWILRIDOT LT 4y T AVARNE—FTDHT NLADY IANVIEHENDZ &
ZRLTOWET,

Device (config-ipv6-snooping) # protocol ndp
Device (config-ipv6-snooping) # protocol dhcp prefix-list dhcp prefix list

Cisco TrustSec DO HEE D HEEEF R

ROFIZ, ZOFY 2— /LT LIBEEBICET ) V—REHRE R LET, ZORIE, V7
=7 VU= ML A U TCEEREOYFR—IRNEAINZEEOY 7 My =T VU —RT
JERLTWET, TOREIL. FFCH 3720 RY . ZhUEo—EDY 7 b7 VY —
ATHHR—FENET,

TTy R — LD R— R FBLN A2 YT Ny 2T A A=V OWR— MIET L E#RE B
¥ 3 5IZiX. Cisco Feature Navigator Z{#/H L £79", Cisco Feature Navigator {27 7 £ 2§ 5I|Z
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