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IPv6 7 RLZAZRETHD, TRTOET THRAMNAERE) ICLET, BEWVOFHINA R
M EMEHIET LIPV6 T RLAZMEH T NRIEL TS L, VE—F ET7OID A S h
7254 12 DNS lookup TID Z ik CX 72 < 720 | IKE R TV =—2 3 VNKRRT D2 &03H
Diﬁ—o

DR AT FRFLTLT, IPv6 TOIKE RV o —B L OFERHAF—21ER L £,

FIEDHE
1. enable
2. configure terminal
3. cryptoisakmp policy priority
4. authentication {rsa-sig|rsa-encr | pre-share}
5. hash {sha|md5}
6. group {1|2]|5}
7 encryption {des|3des|aes|aes192 | aes 256}
8. lifetime seconds
9. exit
10. cryptoisakmp key password-type keystring keystring { address peer-address ipv6 {ipv6-address
[ ipv6-prefix} | hosthame hosthame} [ no-xauth ]
11. cryptokeyring keyring-name [vrf fvrf-name]
12. preshared-key {addressaddress[mask]|hostnamehostname|ipv6 {ipv6-address|ipve-prefix} }
key key
F gD ¥
ARV RFERETO3 Y B
AT 71 |enable FibE EXEC E— RZAMIC L E T
i ¢ NMAT—REANLET (FERINTEHE)
Router> enable
X 5w F2 |configure terminal Jua—)ary7 4 ¥al— gy ET— K&tk
11 LETS
Router# configure terminal
RATwv 73 |cryptoisakmp policy priority IKEZRY v —%E&K L, ISAKMPR) v — a7 ¢
451 - Fal—rarE—RefBLET,
. . . e ARV —FZ UL KT TAA VT 4 B3ED
Router (config)# crypto isakmp policy 15 KU —ER L ET, priority%lﬂ;ﬁtmﬂﬁbi‘d\é
WEE, TIA4F VT 1 13Em< 0 £,
RFw 74 |authentication {rsa-sig|rsa-encr |pre-share} IKE RV ¥ —WNORBRESF AR EL T,
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srsa-sig¥—vV— K& rsaencr ¥ — 7V — KX IPv6
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ARV FFEREETIVa Yy

S

Router (config-isakmp-policy) # authentication
pre-share

ATy 75 |hash {sha|md5} IKERY =Dy 2 TAT) XLEREL
i - ER
Router (config-isakmp-policy)# hash mdb

ATv 76 |group {1]2]5} IKE RV > —WN#ETD D-H 7 )V—7 OiBlE =%
i FeE LE T
Router (config-isakmp-policy)# group 2

RFw 771 |encryption {des|3des|aes|aes192| aes 256} IKE RV > —NORF LT LT A AEFRE L E
i : 7o
Router (config-isakmp-policy)# encryption 3des

25w 78 |lifetime seconds IKESA DT A 75 A LEARELET,
Bl *IKE 71 7 %A MEDBKEIEETT,
Router (config-isakmp-policy)# lifetime 43200

AFv79 |exit ISAKMP RV v — ar7 4 Xal— gy E—F
% - AT L, Za—rbar 7 4 Xal—ia s E—

N&BAtE L ET,

Router (config-isakmp-policy) # exit

AT 710 |cryptoisakmp key password-type keystring keystring | Fpij R8RS — 258 L 7,
{ addresspeer-address ipv6 {ipv6-address/ ipv6-prefix}
| hosthame hostname} [ no-xauth ]
i
Router (config) # crypto isakmp key O
my-preshare-key-0 address ipvé 3ffe:1001::2/128

RFw 711 |cryptokeyring keyring-name [vrf furf-name] IKE BRI CEHINARRESX—U V7% EFE L.
Bl - config-keyring E— FZ Bt L E 9,
Router (config) # crypto keyring keyringl

RTw F12 |preshared-key {addressaddress[mask] | hostname |IKE iBiEicfli 4 2 Falax—2ER LT

hostname | ipv6 {ipv6-address | ipv6-prefix} } key key
£

Router (config-keyring)# pre-shared-key ipvé
3FFE:2002::A8BB:CCFF:FE01:2C02/128
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ISAKMP 745 LwsJ E— FDERE
—XEINZIX, A RS F VA TIIT Ly T B — RERETHALETH D A, .

T7HN b T FRMEREET,

ISAkMP 7 5 L T £— knEE [

FleD#HE
1. enable
. configure terminal
3. cryptoisakmp peer {address {ipv4-address| ipv6 ipv6-address ipve-prefix-length} | hostname
fqdn-hostname}
4. set aggressive-mode client-endpoint {client-endpoint | ipv6 ipv6-address}
5. end
Flgn
ARV FFEREET7TOVa Y B#Y
AT 71 |enable FiHE EXEC E— A AR LE T,
fl e NMAT— R AN LET (FERINTHE) .

Router> enable

ATvT2

configure terminal

1

Router# configure terminal

Juau—)L a7 4 Xal—gy T— NELG
Liﬁ—o

AT 73 |cryptoisakmp peer {address {ipv4-address|ipv6 IPsec E7IZLD b FVEMED IKE 7 =V —Z% A
ipv6-address ipv6-prefix-length} | hostname F—T T LET,
fqdn-hostname}
1
Router (config)# crypto isakmp peer address ipv6
3FFE:2002::A8BB:CCFF:FE01:2C02/128

AT w 7 4 | set aggressive-mode client-endpoint {client-endpoint || J=— K 7D IPv6 7 KL AZEXLET, =D
Ipv6 ipv6-address} TRLRE, 7/Ly v 7= RORIvx— =
fi yCERESnET, @E, VE—FETOT FLX
Router (config-isakmp-peer) # set aggressive mode (= 3/]) T ]\@JO)I‘/ ]\ﬂ‘f/f ~ I\ 7 ]\ I/X,C“j—O
client-endpoint ipvé6
3FFE:2002::A8BB:CCFF:FE01:2C02/128

RTw75|end cryptoISAKMP 7 =1 7 f FaL—3 g F— R
i - EFT L. FiiE EXEC £— FIZREY £,

Router (config-isakmp-peer)# end
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. IPsec kS VR TH—Lty bEXUIPsec TAT 7 ILDESE

IPsec FS VR TA—LtEy FEXUIPsec 7OT 7 IILDESE

TDORARATEEIFTLT, IPsec NKT VA7 +4—bL Yy NEATEELET, T AT7+—A kY
M, IPsec V—ZIZZIFANONDE X2V T 4 T hae 7 RLOMAEHET

R
FIEDHE
1. enable
2. configure terminal
3. cryptoipsectransform-set transform-set-nametransforml [transform?2] [transform3] [transformd]
4. cryptoipsecprofile name
5. settransform-set transform-set-name [transform-set-name2...transfor m-set-name6
F gD F%H
ARV RFEREET7TIVa Y B#Y
AT w1 |enable et EXEC E— RZ AN LET,
fl e NAU—RZ AN LET (BERINTHR) .

Router> enable

ATvT2

configure terminal Jua— ) a7 4 FXal—ary T— RaBlth

Router# configure terminal

ATvT3

crypto ipsec transform-set  transform-set-name NS RTH—AEy NEEEL. L—Z EEE(L
transforml [transform?2] [transform3] [transform4] NS AT —h Ay T 4 X2l —gy B R
il - ZLET,

Router (config) # crypto ipsec transform-set mysetO
ah-sha-hmac esp-3des

ATvT4

crypto ipsec profile name 2 DD IPsec /b — % M2 BIT 5 IPsec i 5L 7= I
Bl - R END IPsec NT A —FEERLET,

Router (config)# crypto ipsec profile profile0

ATy TH

set transform-set  transform-set-name 22U N~y = N THEHARRER N TR
[transfor m-set-name2...transfor m-set-name6 Tx—hty FEEELET,
i -

Router (config-crypto-transform) #
set-transform-set mysetO
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IPv6 THOISAKMP 7O 771 ILDEE

IPv6 TDISAKMP 7077 1 LD ESE .

FIEDHEZE
1. enable
2. configure terminal
3. cryptoisakmp profile profile-name [accounting aaalist
4. sdf-identity {address|addressipv6] | fgdn | user-fqdn user-fqdn}
5. match identity {group group-name | address {address [mask] [fvrf] | ipv6 ipv6-address} | host
host-name | host domain domain-name | user user-fqdn | user domain domain-name}
6. end
F g > %48
ARV RFEREET7TIVa Y E]:3]
ATy 71 |enable FFHE EXEC T— RE AL £,
fl e NMAT— R AN LET (ERINTEHE) .

Router> enable

Z 5 72 |configure terminal Ja—L a7 4 ¥alb— g E— N R
1 LET
Router# configure terminal

R 73 |cryptoisakmp profile profile-name [accounting aaalist| ISAKMP 7' 7 7> 4 L5 EF L. IPsec =—H% &
i - varvEEELET,
Router (config)# crypto isakmp profile profilel

R T 7 4 | sdf-identity {address|addressipv6] |fqdn |user-fadn| = —# L IKE 23 Y =— k ©7I2%t L CIKE B & %
user-fqdn} WS B DICHHT S ID 2 ERLET,
1
Router (config-isakmp-profile)# self-identity
address ipv6

X 75 | match identity {group group-name| address {address |ISAKMP 2 7 7> A /L CUE— K 7D ID % BE

[mask] [fvrf] | ipv6 ipv6-address} | host host-name | host
domain domain-name | user user-fqdn | user domain
domain-name}

1 -

Router (config-isakmp-profile)# match identity
address ipv6 3FFE:2002::A8BB:CCFF:FE01:2C02/128

LET,
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IPv6 X3 koL A8 —T 4R |

ARV RFERFTIVaY =)

ATvT6

end

1

Router (config-isakmp-profile) # end

ISAKMP Va7 7 A )L a7 4 FXal— g F—
RZH&T L., ¥t sEXEC E— FIZRE Y £,

IPv6 IPsec VTI

B E
B B BT

ipv6 unicast-routing =~ > R&ZHH LT, IPv6 2=F v A hML—F 4 724N L£7,

FIEDHE
1. enable
2. configure terminal
3. ipv6 unicast-routing
4. interfacetunnel tunnel-number
5. ipv6 address ipv6-address/prefix
6. ipv6 enable
7 tunnel source {ip-address | ipv6-address| interface-type interface-number}
8. tunnel destination {host-name | ip-address | ipv6-address}
9. tunnel mode {aurp | cayman | dvmrp | eon | gre| gre multipoint | greipv6 | ipip
[decapsulate-any] | ipsecipv4 | iptalk | ipv6 | ipsecipv6 | mpls| nos|rbscp}
10. tunnel protection ipsec profile name [shared]
1. end
FIIE D
AV RFERETI3Y B#Y
ATwv7 1 |enable FitE EXEC £ — REBFMICLE T,
2K « SAU—REAHLET @ERISNEHD) .
Router> enable
5w 2 |configure terminal rTa—)L a7 4 X2 lb—3ay B— FNEELG
1 LET.
Router# configure terminal
RTwv 73 |ipv6unicast-routing IPv6 L=F ¥ A N =T 4 VT %A F—T ML
i - FT, RETHA X =T = A A RO

IR, IPv6 L=F ¥ A N V—F 4 L T HHZ)

Router (config) # ipv6 unicast-routing fhj‘g)%\%ﬁ§§)é@ﬁi 1 @fl”’fﬁo
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1pv6 IPsec VTl 0 ]

ARV FFEREETIVa Yy

E:)

AFw 74 |interfacetunnel tunnel-number R A B =T 2 f ABLOE S EIRE L,
15 - AR —=Tz2A A AT 4 Fal—grET—FK
B L ET,
Router (config) # interface tunnel 0
RTw S5 |ipvbaddress ipv6-address/prefix IPV6 NT7 7 4 v 7% ZD NS FNMNN—T 4 T
i - TEDHLEOC, ZOR RNV A U F—T A R|T
45 IPve 7 RLAZ$EELET,
Router (config-if) # ipvé address
3FFE:C000:0:7::/64 eui-64
ATy 76 |ipv6enable SOOIV AH—T A ATHE L TIPVE & A
R F—=T M LET,
Router (config-if)# ipv6 enable
ZFw F1 |tunnel source {ip-address|ipv6-address|interface-type| ko k)L f L H—T = A4 ZADEETT FL A5 R
interface-number } FLET,
1 -
Router (config-if)# tunnel source ethernet0
XFw 78 |tunnel destination {host-name|ip-address| Mo A B2 —T oA ZADEIEEELET,
ipv6-address}
1 -
Router (config-if)# tunnel destination
2001:DB8:1111:2222::1
Z2FvF9 tunn_el mode {ayrp | cayman | dvmrp | eon | gr.e| ge| ko xV A BZ =T 2 A ADH T EIE— %
multipoint | greipv6 | ipip [decapsulate-any] | ipSeC | &z | 4, IPsec T, ipsecipv6 ¥ — 7 — F721}
ipv4 | iptalk | ipv6 | ipsecipv6 | mpls| nos| rbscp} N F— h SHTOET,
1 -
Router (config-if) # tunnel mode ipsec ipv6
A7 710 |tunnel protection ipsecprofile name [shared] RNV A B —T 2 A% Psec 717 7 A LT
- BREfT T £ 9, IPve TiX, shared ¥— U — R
AR—hFINTWEHA,
Router (config-if) # tunnel protection ipsec
profile profilel
ATy 71 |end A B =T R AT 4Fal—ar ET—R
B - EH#T L. FiHE EXEC £— FIZREY £,

Router (config-if) # end
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IPsec k2RI E— FEFEDHER

IPv6 X3 koL A8 —T 4R |

FIEDHE
1. show adjacency [summary [interface-type interface-number]] | [prefix] [interface
interface-number] [connectionid id] [link {ipv4|ipv6 | mpls}] [detail]
2. show crypto engine {accelerator | brief | configuration | connections [active| dh |
dropped-packet | show] | qos}
3. show crypto ipsec sa [ipv6] [interface-type interface-number] [detailed]
4. show crypto isakmp peer [config | detail]
5. show crypto isakmp policy
6. show crypto isakmp profile [tag profilename| vrf vrfname]
7 show crypto map [interface interface | tag map-name]
8. show crypto session [detail] | [local ip-address[port local-port] | [remote ip-address [port
remote-port]] | detail] | fvfr vrf-name|ivrf vrf-name]
9. show crypto socket
10. show ipv6 access-list [access-list-name]
11.  show ipv6 cef [ipv6-prefix / prefix-length] | [interface-type interface-number] [longer-prefixes |
similar-prefixes| detail | internal | platform | epoch | source]]
12. showinterface  typenumber stats
FIED %
ARV RFEREFTOVa Y B#
A7 wF1 |showadjacency [summary [interface-type VAA T AT VA T x T —T 4 7 OREERR
interface-number]] | [prefix] [interfaceinterface-number] | 5= — > )L 7~ 13 N\~ Ry =7 LA ¥ 3 AL v F o
[connectionid id] [link {ipv4| ipv6 | mpls}] [detail] J OBERIUR T — 7 B AR A FR LE T
11 -
Router# show adjacency detail
ZFwF2 |showcryptoengine {accelerator |brief | configuration | i 5-{br s ¥ » DR EE RO ER % #5 LET,
| connections [active | dh | dropped-packet | show] |
qos}
i
Router# show crypto engine connection active
AT w73 |showcryptoipsecsa [ipv6] [interface-type IPv6 CHIFED SAIZ L » THEA S TV AR EE #
interface-number] [detailed] TUET,
11
Router# show crypto ipsec sa ipvé6
AT w74 |show cryptoisakmp peer [config | detail] VT OHHEFERLET,

1 :
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IPsec k> RIL E— FREBREDER .

ARV FFEREETIVa Yy

E:)

Router# show crypto isakmp peer detail

RFwF5 |show cryptoisakmp policy HIKERY o —DR_T A =2 FRLET,
1 -
Router# show crypto isakmp policy

25w 76 |show cryptoisakmp profile [tag profilename | vrf V—RITEFRESNTND ISAKMP 7' 0 7 7 1 L%
vrfname] FTRTYRAMLET,
i -
Router# show crypto isakmp profile

RFw 771 |showcryptomap [interfaceinterface|tagmap-name]| 7 J 7 k < v OB ENREF R L ET,
I Zoavy NMAOTERENDZ )T h~ v 7L,

TAFTI v 7IZERESNET, =2—FF 7 V7 b

Router# show crypto map -~ /7"%%&”@3‘6%%@&) V) i’tj_‘/vo

25w 78 |showcryptosession [detail] |[local ip-address[port | 7 7 5 ( 7RG EY v a v DAT—& A EREF
local-port] | [remote ip-address[port remote-port]] | | 1 %4,
detail] | fvfr vrf-name|ivrf vrf-name]

IPv6 Tix, fvfr ¥ —U— K, irf¥—U—F, £

Bl I vrf-name BIELEH H— k ST E AL
Router# show crypto session

AT w79 |show crypto socket ey 7y hOURNEFRRILET,
1 -
Router# show crypto socket

AT w710 |show ipv6 accesslist [access-list-name] HIEOTRTOIPv6 77 AU A2 FNONKE TR
1 - LET.
Router# show ipv6 access-list

AT 11 |showipv6 cef [ipv6-prefix/ prefix-length] | IPv6 HE A HR-~N—A (FIB) = b Z& R L E

[interface-type interface-number] [longer -pr efixes |
similar-prefixes| detail | internal | platform | epoch |
source]]

51

Router# show ipv6 cef

j—o
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IPv6 X3 koL A8 —T 4R |

AT RERETIVa Y

S

RF w712 |showinterface typenumber stats
11 -

Router# show interface fddi 3/0/0 stats

TavAARAL v FT Tr—ANAAL vTFT|
BLOGHAA v F o T ENT= Ny O EFRR
L%,

IPsec forIPv6 DERXTELEMED F S TV a—TFT 40T

FIEDHE

1. enable

2. debug cryptoipsec

3. debug crypto engine packet [detail]
FIED %

ARV RFERERTIVa Y

=)

AT v 71 |enable
1 -

Router# enable

it EXEC =— RZHI L ET,
e NRATU—KREANLET (FEREINEHE)

R w 72 | debug crypto ipsec
1 -

Router# debug crypto ipsec

IPsec X v FT—27 A XV EERLET,

R 7 3 |debug crypto engine packet [detail]
fl

Router# debug crypto engine packet

IPv6 /N7y ONFEFRRLET,

FE BE DOy RiSEE R L EN DA, 2
Davy REfFRTLHE, VAT LDT
T T 4 v THRFEA L, CPU EHRMN
B IRDAREMENH Y 97,

IPv6 [RE 2RIV A F—T 24 ADEREHI

5l - B4 5 IPv6 IPsec {REEAD VTI DEXTE

crypto isakmp policy 1
encryption aes

authentication pre-share

group 14
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zomwnszay |

|

crypto isakmp key myPreshareKeyO address ipv6 3FFE:2002::A8BB:CCFF:FE01:2C02/128
crypto isakmp keepalive 30 30

|

crypto ipsec transform-set Transl ah-sha-hmac esp-aes
|
crypto ipsec profile profile0
set transform-set Transl
|
ipv6 cef
|
interface TunnelO
ipv6 address 3FFE:1001::/64 eui-64
ipv6 enable
ipv6 cef
tunnel source Ethernet2/0
tunnel destination 3FFE:2002::A8BB:CCFF:FE01:2C02
tunnel mode ipsec ipvé
tunnel protection ipsec profile profileO

ZTDDSEER

EEEH

EERE YZaTFIL B4 ML

X274 a~vF ['Cisco 10S Security Command Reference

QoS =~v K [Cisco I0S Quality of Service Solutions Command Reference ]
BAHTHENF = —1 7| [Configuring Weighted Fair Queueing] #§FEE T = — /L

MB MB®! >y

B |BRLETT7y 74 —4, Cisco 7 hu=T V) —2, BEXOT74—F vy b
L |MIBZBELTHFY u— KT55481X, O URLIZH D Cisco MIB Locator % i ff L
e

http://www.cisco.com/go/mibs
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B remErox 08— 0 20MEER

SRADTY ZHIL YR—F

A o

HOURLIZT 7 A LT, >A2adF 7 =7 |http://www.cisco.com/cisco/web/support/index.html
VR — M ERKBIIEA LT ZEE N, 2
NoOUY—RF, V7 N =2THA A R—
NMLUTCHRELED, YA T 7 /v
DB D EATIRTBE A R L2 0 $ 5 72
DI LT ZE, 2D Web ¥ kLD
V=T 7 AT HERIL, Cisco.com D a7
A IDBLOVSRT — RRMKETT,

IPV6 R R RIL A4 23 —T 4 ADOBERETER

WORIZ, ZOFY 2a— /LTl LI-HERICET 2V Y —2AE#RE2 R~ LET, ZORIE, V7
=7 VU= ML A U TCEEREOYFR— I NEAINZEEOY 7 =T U U—RT
FAERLTWET, ZOMREIL. £ICH 0 N2 WRY . 2RO —#EO Y 7 v =7 ) U —
ATHHR—FENFET,

T7 Y b7 A —bDYR— I BLOV AT YT MY =T A 2=V OV R— MIBT 2 WA B
&9 % IZ1&. Cisco Feature Navigator Z /] L 7, Cisco Feature Navigator |27 7 &£ 23 % |Z
IX. www.cisco.com/go/cfn IZFEE) L £9°, Ciscocom DT AT MIMLEDH YD FH A,
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IPv6 (528 kL 1 28 —7 x4 2ietEs [

RIPERB LRIV A V3 —T 24 ADHEBEER

HaE

iy

)1)—2x

HEEEH

IPv6 (AR N v A v A —
T A A

Cisco IOS XE Release 2.4

IPseci, > ¥ —F v b L
DOIRFESNTWVRNFR Y b
U— 7 LOBERFROREEIC
X2 U7 0 R L ES,
IPsec i3+ v b U —7 J& CHRE
L. Cisco/L—Z R EDOHIL
TUW5 IPsec & (7)) [
P~y b &R LU
LET,

WD~ RPNENEITE
B E4vE L7, authentication
(IKE policy). cryptoipsec
profile, cryptoisakmp key.
cryptoisakmp peer. crypto
isakmp policy, cryptoisakmp
profile, cryptokeyring, debug
cryptoipvéipsec, encryption
(IKE policy). group (IKE
policy). hash (IKE policy).
lifetime (IKE policy). match
identity, pre-shared-key,
self-identity, set
aggressive-mode
client-endpoint, set
transform-set, show
adjacency. show crypto
engine, show cryptoipsecsa.
show crypto isakmp peers,
show crypto isakmp policy.
show crypto isakmp profile,
show cryptomap. show crypto
session, show crypto socket,
show ipv6 access-list, showipv6
cef, tunnd destination, tunnel
mode, tunnel source,
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