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FIEDHE
1. enable
2. configureterminal
3. access-list access-list-number {deny | permit} icmp source source-wildcard destination
destination-wildcard
4 class-map type inspect class-map-name
5 match protocol protocol-name
6. exit
7 policy-map type inspect policy-map-name
8 class class-map-name
9. inspect
10. exit
1. exit
12. zone security zone-name
13. exit
14. zone-pair security zone-pair-name sour ce source-zone destination destination-zone
15. service-policy typeinspect policy-map-name
16. end
FIED ¥
AU RFERIETOIYa Y B
ATv71 |enable Rk EXEC E— FEARCLE T
i e MAT—=REANLET ERSNTZHS) .
Device> enable
25w 72 |configureterminal sa—\ )L ary7 X al—3iay E®— Nk
1 - LETS
Device# configure terminal
RFw 73 |accesslist accesslist-number {deny | permit} icmp JWEIP 778 A URANEEZELET,
source source-wildcard destination destination-wildcard
&1
Device (config) # access-list 102 permit icmp
192.168.0.1 255.255.255.0 192.168.2.22
255.255.255.0
RT w74 |classmap typeinspect class-map-name T arOIATRR LI D T T A% EHK L, QoS
Bl - JIAwy S Ay 4 FXal—ragrET— KaH
L
Device (config)# class-map type inspect cl ﬁn113£7$0
A7 75 | match protocol protocol-name HESNT R hayiiiks3s, /IR vy 7D

&1

Device (config-cmap) # match protocol icmp
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Device (config-cmap) # exit }‘%Bﬁﬁnbij}
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Device (config) # policy-map type inspect pl - R %fgﬁﬁulzik7fo
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Device (config-pmap) # class cl T F %fgﬁﬁnl/ﬁfjfo
AFw 79 |inspect AF— R TIR_y N A VAR g v h A R—
i - T LET,
Device (config-pmap-c)# inspect
ATy 710 |exit QSR v —~v T 7 TAaAry7 4 Xal—g
- VE—REKTL, QSHYv—~y S arry
= — N — K N
Device (config-pmap-c) # exit Fal—var T e sz—aqo
ATy 1 |exit QSR —~=vFarr7 s ¥al—arEt—
Bl - FERETL, Zm—r L ar7s¥alb—iay
— K Ly
Device (config-pmap) # exit T R %F}ﬁﬁn Liﬁﬂo
A7y 712 | zone security zone-name X2 VT 4 V=V EERL, X2 YT Y
B - yarz4¥al—varEF—FEBLET,
Device (config) # zone security zl cRETIHEF I — sy —r end
V= XT A ER T DD 2 oD X2
'7‘,4 \/“‘—\‘/Z)§‘/[Z‘g‘(‘\j—o
o = RXT TR, FMEILY —rE sy —
YELTT AN Y= EFERATEET,
ATy 13 |exit X2 VT 4= ar7 4 ¥al—grE—
R REETL, Za—Lar7 4 Xal— gy
— K Ly
Device (config-sec-zone) # exit T R %fgﬁﬁu[/EETfo
&AL zonepair security zonepair-narmsourcesourcezone A EB—T A ABEN) KR TCHZ LN TXDH ) —

destination destination-zone

1 -

Device (config)# zone-pair security inout source
z1l destination z2

NTEER L, EX2 T4 =0 X7 a7 g
Xal—gyEB— RNEEGELET,
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AT 715 |service-policy typeinspect policy-map-name TrAT A= NRY) =~y Ta = XTI
1§| : {Tj‘jjﬂl/jzj‘o
Device (config-sec-zone-pair)# service-policy type
inspect pl

ATwv716 |end X2 VT = R a7 4 Xal—va
Bl - T— N T L, FHEEXECE— F&Blls L £7,
Device (config-sec-zone-pair)# end
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1. enable

2. show ip accesslists

3. show policy-map typeinspect policy-map-name

4. show policy-map type inspect zone-pair zone-pair-name

5. show zone security zone-name

6. show zone-pair security [source source-zone destination destination-zone]
FIED %

AT v 1 enable
5 -

Device> enable
F5HE EXEC E— REBACLET,
e NMAT—REANLET (FERINEZHE)

AT w72 showip accesslists
{1

Device# show ip access-lists

REsnEZRY v— <oy FICHlT 2 ERER R LET,
AT 73 show policy-map type inspect policy-map-name

11 -

Device# show policy-map type inspect pl

RESNERY) v— <=y TICHETERERTLET,
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AT 74 show policy-map type inspect zone-pair zone-pair-name

11

Device# show policy-map type inspect zone-pair inout

= RT DT UEALRELAT R — wy THEHEREE R LET,
AT w75 show zone security zone-name

1 :

Device# show zone security zl
V—r X2 VT A R EERRLET,
AT w76 show zone-pair security [source source-zone destination destination-zone]

&1

Device# show zone-pair security source zl destination z2

EEILBIEED Y — v by — T Ifnanie R ) v —2 KR LET,

&1

RIZ79 show ip access-lists ==~ > RO /fillL, A R 5 ping /37 > h DHDHE
fTENTZICMP & v ¥ 2 % LT ACL MEKR &S5 L AERLET,

Device# show ip access-lists

Extended IP access list 102
permit icmp any host 192.168.133.3 time-exceeded
permit icmp any host 192.168.133.3 unreachable
permit icmp any host 192.168.133.3 timestamp-reply
permit icmp any host 192.168.133.3 echo-reply (4 matches)

&IZ, show policy-map typeinspect pl 2~ > ROHENHFIZ R L ET,

Device# show policy-map type inspect pl

Policy Map type inspect pl
Class cl
Inspect

KIZ. show policy-map typeinspect zone-pair inout =~ > KOl EZR L E T,

Device# show policy-map type inspect zone-pair inout

Zone-pair: inout

Service-policy : pl
Class-map: cl (match-all)
Match: protocol icmp

Inspect

Session creations since subsystem startup or last reset O
Current session counts (estab/half-open/terminating) [0:0:0]
Maxever session counts (estab/half-open/terminating) [0:0:0]

Last session created never
Last statistic reset never
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Last session creation rate 0

half-open session total 0
Class-map: class-default (match-any)
Match: any

Drop

0 packets, 0 bytes

WIZ. show zonesecurity =~ > RO OB 2R L £7,

Device# show zone security

zone self
Description: System defined zone

RIZ, show zone-pair security =~ > RO ZR L E T,

Device# show zone-pair security source zl destination z2

zone-pair name inout
Source-Zone zl1 Destination-Zone z2
service-policy pl
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Device# configure terminal

Device (config) # access-list 102 permit icmp 192.168.0.1 255.255.255.0 192.168.2.22
255.255.255.0

Device (config) # class-map type inspect cl

Device (config-cmap) # match protocol icmp

Device (config-cmap) # exit

config) # policy-map type inspect pl

config-pmap) # class cl

config-pmap-c) # inspect

config-pmap-c) # exit

config-pmap) # exit

config)# zone security zl

config-sec-zone) # exit

config)# zone security z2

config-sec-zone) # exit

config)# zone-pair security inout source zl destination z2
config-sec-zone-pair)# service-policy type inspect pl
config-sec-zone-pair)# end

Device
Device
Device
Device
Device
Device
Device
Device
Device
Device
Device

Device
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