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LET, ZHICEY., TRAL 2L, Xy NI — I RERTEFETLI Yy NNOEXF2 U T 4
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1. enable
2. configure terminal
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3. interface { GigabitEthernet port | VIan number}
4. ctsmanual
5. policy static sgt tag [trusted]
6. end
7. show ctsinterface [ GigabitEthernet port | Vlan number | brief | summary]
FED FH 4
ARV FERET7IVa Y By
AT 71 |enable ¥5HE EXEC E— RE AL E T,
1 - e NAT—REANLET (FEREINEHE) .
Device> enable
Z 5w 72 |configure terminal Jua—N\)Lary7 4 Xalb— gy E— NeBth
1 LET.
Device# configure terminal
R 7w 7 3 |interface { GigabitEthernet port | Vlan number} CTSSGT DBFE L HRENH RN I A L —T = A A%
- BigA L E T,
Device (config) # interface gigabitethernet 0
AT 74| ctsmanual CTS SGT §BFE L #EE DA X — T = A A& H b
i - L. CTSFEAf v X —T A AT (Fal—
varE®E—REMMmLET,

Device (config-if)# cts manual

GE) HTA L H—T A A Tctsmanua 2~
v REANTT HI2IE, DotlQ % 7 DiA
MSA M ST 2 X 5 IZIPMTU %A
REWTHENDH Y £, T,
CiscoIOSXE UV U —A3.17 LV AiD Y
V=2 ZDHEM S ET,

AT 75 |policy static sgt tag [trusted] SGTDEFM A EHRTH X /&y FEFHL
i - T, CISEF 2 VT 4 IN—TDALT 4 v 7l

SN X e B
Device (config-if-cts-manual) # policy static sgt 20 ) 4 %EEXXEIJEEer
100 trusted

X776 |end CISTFEhA v ¥ —T oA AT 4 Fal— g
B - T REMKT L, FHEEXECE— FZBMLET,

Device (config-if-cts-manual) # end

R Fw 77 |showctsinterface[ GigabitEthernet port|Vliannumber | 1 © % — 7 = 4 ZAD CTS /R EDFHEHHEREFRLE
| brief | summary] +,

1

Device# show cts interface brief
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Cisco ASR 1000 Series Aggregation Services Routers and Cisco Cloud Services Router
1000V Series

Device# show cts interface brief

Global Dotlx feature is Disabled
Interface GigabitEthernet0/1/0:

CTS is enabled, mode: MANUAL

IFC state: OPEN

Interface Active for 00:00:40.386

Authentication Status: NOT APPLICABLE
Peer identity: "unknown"
Peer's advertised capabilities: ""

Authorization Status: NOT APPLICABLE

SAP Status: NOT APPLICABLE

Propagate SGT: Enabled

Cache Info:
Cache applied to link : NONE

Cisco 4400 Series Integrated Services Routers

Device# show cts interface brief

Interface GigabitEthernet0/1/0

CTS is enabled, mode: MANUAL
Propagate SGT: Enabled
Static Ingress SGT Policy:

Peer SGT: 100

Peer SGT assignment: Trusted

A 23— x4 XTOCTS SGT {zEDEXN1E

BT T AW SGT ZZfFTERWEE, WOFIREETLT, A VAL ANDA 57—
7 x4 AT CTS SGT A L £,

FIEDHE
1. enable
2. configure terminal
3. interface {GigabitEthernetport | Vlan number}
4. ctsmanual
5. nopropagate sgt
6. end
7

show ctsinterface [GigabitEthernetport | Vlan number | brief | summary]
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FED FH 4
ARV FERET7IV3 Y By
AT 71 |enable F5HE EXEC E— RE2 LT,
1 - e NAT—REANLET (FEREINEHE) .
Device> enable
R w 72 |configure terminal ra—N) ary7 4 Xal—ary B— NG
1 LET.
Device# configure terminal
AT 73 |interface {GigabitEthernetport | Vlan number } CTSSGT DFBFE L HRIENH R I A B —T = A A%
1 - BigA L %7,
Device (config) # interface gigabitethernet 0
AT 74 |ctsmanual CTSSGT DGR LHREH DA v H—T = A A% HL)
15“ : ,f[fl ]\/i-@‘o
Device (config-if)# cts manual CTISTF#E A v H—T x2f AT 4 Fal—Ta v
F— NiX, CTS/NT A —X —%FHETZ D551 H
HmENFET,
AT 75 | no propagate sgt v TN AN SGT %5 TX Wk Tl A
B - Y P =T xA AD CTS SGT RiEZ L L £7,
Device (config-if-cts-manual) # no propagate sgt GE) CTS SGT aZEIXT 7 +/V F THERME &
NTWET, BT T3 AT CTS SGT
[REZHEL T DUEND DA
propagatesgt =~ > R&afliH & £,
nopropagatesgt =~ > R3PS D &, SGT #
TIE L2~y X —I0BITE R £7,
AFw 76 |end CTSFE A L X —T A XA T (Fal— g
i - T— F&fT L, FEEXEC T — NZBlMG L £
Device (config-if-cts-manual) # end
R 77 | show ctsinterface [GigabitEthernetport | Vlan number | 1 o % — 7 = 4 2T CTS SGT f{EEN L X T

| brief | summary]
1 -

Device# show cts interface brief
Global Dotlx feature is Disabled
Interface GigabitEthernetO:

CTS is enabled, mode: MANUAL

IFC state: OPEN

Authentication Status: NOT APPLICABLE
Peer identity: "unknown"

Peer's advertised capabilities: ""

WD L EMERT D20, CTSEREDMAHEHRZ #*
ARLUFET,
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Authorization Status: NOT APPLICABLE
SAP Status: NOT APPLICABLE
Propagate SGT: Disabled

Cache Info:
Cache applied to link : NONE
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N7 4—F ¥ By FOMIBZHBRLTHL T u— KT 556
1Z. ¥k® URL IZ2& % Cisco MIB Locator 2 L %7,

http://www.cisco.com/go/mibs
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http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
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s Catalyst 3850 > U — X &
A vTF

* Catalyst 3650 'V — X &
A vF

e Cisco 5700 >~V — X U A
FYLALAN=ZV ba—F

* Cisco Catalyst 4500E
Supervisor Engine 7-E

* Cisco Catalyst 4500E
Supervisor Engine 7L-E

* Cisco Catalyst 4500-X >
U= AA vF

* Cisco Catalyst 4500E
Supervisor Engine 8-E
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WD a~ RPNENE T
BEfvE Lz, ctsmanual,
policy static sgt. propagate
sgt. show ctsinterface
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