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JO—LaO—kOF*x— J74—J)L k& LTO Cisco TrustSec 7 1 —JL
DEF

FIEDHE
1. enable
2. configureterminal
3. flow record record-name
4. match {ipv4 | ipv6} protocol
5. match {ipv4|ipv6} source address
6. match {ipv4 | ipv6} destination address
7 match transport source-port
8. match transport destination-port
9. match flow direction
10. match flow cts source group-tag
11. match flow ctsdestination group-tag
12. end
FIIE D
ARV KRFERETIVa Y B#Y
RATvF1 |enable it EXEC E— RZHZIT L E T,
Ik «RRAT—REANLET ERINTHES) S
Device> enable
25w F2 |configureterminal Ja—rYL AT 4 X alb— gy - RELA
15[] : L/iﬁ‘o
Device# configure terminal
RTw 73 |flowrecord record-name Flexible Netflow (FNF) 71— L =i— R&{ERT 5
i - 2. EIIEEFEDOENF 7o— L oa— REZZEHE L
. FlexibleNetFlow 72— L a— R a7 4 Xz
Device (config)# flow record cts-record-ipvi4 Lr—3 >/qf“—}s%fgﬁﬁélJ§£7fo
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ARV FFEREETIVa Yy

S

27w 74 |match {ipv4|ipve} protocol (A7 a2) To— La—ROF— 74— F
Bl - ELTIPVA 7' b))V ETILIPv6 71 k2L &%
ELET,
Device (config-flow-record)# match ipv4 protocol
A7 w75 |match {ipv4|ipv6} sourceaddress (A7 ar) IPvd £721LIPV6 EE LT KL A%
i - 7r— La—RO¥X— 74—/ RELTHELE
R
Device (config-flow-record) # match ipv4 source
address
25w 76 |match {ipv4|ipv6} destination address (A7 ay) 1IPvd 7213 1IPv6 Bafie 7 KL 2 %
Bl - 77— La—ROF— 74— )L RFELTHELE
j‘o
Device (config-flow-record) # match ipv4
destination address
X—T-\y707 match transport source-port (j—7°¢/5 ‘/) Jo— L a—RKDOFx— 7 40—/ K
5l - LLT, hT v AR— MEEEAR— FERELE
TO
Device (config-flow-record) # match transport
source-port
R w78 |matchtransport destination-port (A7 ay) 7a— La—Ko¥F— 74—/ R
5l LLT, Ry AK— M= FERELET
Device (config-flow-record) # match transport
destination-port
Z35 w79 |match flow direction (AT ay) Ta—mE=F—ShBIiEF—
il - T4 =V RELTRHRELET,
Device (config-flow-record) # match flow direction
X7 710 |match flow cts source group-tag FNF 77— L 22— KN Cisco TrustSec &5t
B - Fa T4 TN—=T57 (SGT) ZFx— 74—/
FELTHRELET,
Device (config-flow-record) # match flow cts source
group-tag
2w 711 | match flow cts destination group-tag FNF 7 1 — L =2— RN Cisco TrustSec 56567 &F =

&1

Device (config-flow-record) # match flow cts
destination group-tag

Vor 4 Sv—F %27 (DGT) #¥%— 7 4 —/L K&
LCHRELET,
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ATV RFEERRFT7YYa Y B#
AT v 712 |end Flexible NetFlow 7 i — L a2 — K a2 7 4 ¥ 2 L —
B - vay B RERAT LT, R EXEC T— FICRE
D ET,
Device (config-flow-record) # end

JA— La—FKOEF— T714—JLKELTOD Cisco TrustSec 7 1+ —JL
FDEXE

FIEDOHE
1. enable
2. configureterminal
3. flow record record-name
4. match {ipv4 | ipv6} protocol
5. match {ipv4|ipv6} source address
6. match {ipv4 | ipv6} destination address
7 match transport source-port
8. match transport destination-port
9. collect flow direction
10. collect flow cts source group-tag
11. collect flow ctsdestination group-tag
12. collect counter packets
13. end
FIED ¥
AU RFERIEETOIVa Y B
ATy 71 |enable F#ME EXEC E— REAMTLET,
i - e MATU—REANLET FERENTZHE)
Device> enable
25w 72 |configureterminal ra—s ) ar’ 4 Xa b—v gy E®— N2
1 - LETS
Device# configure terminal
X5 w73 |flowrecord record-name Flexible Netflow (FNF) 71— L =— R&{ERT 5
il - 7y, EIIEFOFNF 7u— La— R&EZEHE L
T. FlexibleNetFlow 72— L 2— R 37 ¢ ¥
Device (config)# flow record cts-record-ipvi4 L—yars E'— }‘%Ffﬂﬁé LjﬁTo
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ARV FFEREETIVa Yy

S

R w74 |match {ipv4|ipv6} protocol (A7 ay) 7a— La—KOx— 7 41— K
Bl - ELTIPVA 7' b))V ETILIPv6 71 k2L &%
ELET,
Device (config-flow-record) # match ipv4 protocol GE) Cisco CSR100V. ISR 4400. 35 X TNASR
1000 77 > k7 4+ — A TlE, Cisco
TrustSec 7 4 —/L RiL IPv4 FNF L =1 —
FCOBHH— hEnET
AT w75 |match {ipv4|ipv6} sourceaddress (A7 a ) IPvd £ IPv6 K5 8T KL A%
i - Zu— L a—RFO¥F— 74— /L RFELTHRELE
R
Device (config-flow-record) # match ipv4 source . . N S
eviee! () CiscoCSRI00V, ISR4400, 45 TFASR
1000 7’7 » + 7 #— ATl Cisco
TrustSec 7 4 —/L RiL IPv4 FNF L =1 —
FCORHH— SN ET
AT w76 |match {ipv4|ipv6} destination address (A7 a ) IPvd £ IPv6 BEe e 7 KL A%
i - Zu— L a—RFO¥F— 74— /L RFELTHRELE
R
Device (config-flow-record) # match ipv4 . . R S
destination address G¥) ClscoCoSBIOOV\ ISR 4400, ¥ L TFASR
1000 7’7 > + 7 #— ATl Cisco
TrustSec 7 4 —/L RiL IPv4 FNF L =1 —
FCORHH— hEnET
Zj_-\yj’7 match transport source-port (AFvay) 7a—La—FKOFxF— 7 4—)L K
5l - LLT, b Ty AR MEREAR— N 2RE L E
R
Device (config-flow-record) # match transport
source-port
X w8 |matchtransport destination-port (A7 ay) 77— La—ROFx— 74—/ K
Bl ELT, b7y AK— MR — N ERELET,
Device (config-flow-record) # match transport
destination-port
A7y 79 |collect flow direction (AFvar) 7u—JimEHF— 71— K&

1 -

Device (config-flow-record) # collect flow
direction

LTREL, 7u—NE=F SN HHONELH
L L £,
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ARV FFEREETIVa Yy

E:)

ATv 710

collect flow cts source group-tag

1 -

Device (config-flow-record)# collect flow cts
source group-tag

FNF 7 o — L =2— RN ® Cisco TrustSec 1%1{3 0
Xa U7 4 IN—7%7 (SGT) %Fx— 71—
IMRELTEHELET,

ATvIN

collect flow cts destination group-tag

1 :

Device (config-flow-record)# collect flow cts
destination group-tag

FNF 7 o — L 22— RN ® Cisco TrustSec 46 5¢ & % =
V74 JN—7%27 (DGT) %#F¥—7 41—/ F
ELTCERELET,

AT T12

collect counter packets

1 -

Device (config-flow-record) # collect counter
packets

(A7 vay) 7a—THERINDL /7 v MiEIE
X— 74— /L RELTEEL, 7ua—D0ba
o NEREIE L 9,

ATy 713

end

51

Device (config-flow-record) # end

Flexible NetFlow 72— L a— R a7 ¥ =2 L —
vary ®— REKT LT, ¥ EXEC E— RIZE
nET,

JA— IO RXAR—BDETE

TO— T AR—=Z LI, 1O0D5EEREOBENYR—FENET, BEOEICT—24E2T s
AR—= T HHEHIE, HHO 7o — 2 ) AR—FERELC7u— =X —|ZE D Y THL

FIEDHE

ERHY ET,

1R BRI

Ta— La— REEHRLTWAZ L E2RLET, Mo Tit,

[Tm— L a— DIk

¥ — 7 4 —/LRELTDCiscoTrustSec 7 4 —/V ROFRTE)] OBEBBIN [7o— L a— FDIJE
F— 7 4 —/L K& LTD Cisco TrustSec 7 4 —/L RDOFRE] DEEZSZHL T ZIV,

enable
configure terminal
flow exporter exporter-name

apwDbdR

end

destination {ip-address| hostname} [ vrf vrf-name]
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ARV RFEEETIVa Y

=)

AT w71 |enable it EXEC E— RZ AL ET,
i) e NMAT—REANLET (ERINWTEHE) .
Device> enable

25 v 7 2| configure terminal Jr—rL me T 4 Fa —ia v T KB
f LETS
Device# configure terminal

AT 73 |flow exporter exporter-name Tu— T AR—ZE2AET D0 FIEBEEFEO T
Bl - 0— T AR—H %JE LT, Flexible NetFlow ~7

H— TJAR—H a7 4 Fal—arET—FR

Device (config) # flow exporter EXPORTER-1 %EﬁﬂﬁéL/jiiro

R w 7 4 | destination {ip-address | hostname} [ vrf vrf-name] T AR—E DRI AT LADOIPT RV AF -3k
fi A M EREELET,
Device (config-flow-exporter) # destination
172.16.10.2

AT w75 |end Flexible NetFlow 7 01— =27 AR—F a7 (X =
B - L—va v E— REKET LT, FHEEXECE— RIC

Device (config-flow-exporter) # end

R £7,

70—

FIRDEE

. Cisco TrustSec 7 + —JL K ® Flexible NetFlow T~ X 7K— k

EZZDEHTE

4a & SRS

T — T AR—B T —F T AR—  NAOT7a—F=F BT 5121, 7ue—=7 X

R—FEBER L TWD Z EEMRLET, FEMic O VT,

HEZRLTIZEN,

enable

configureterminal

flow monitor monitor-name
record record-name
exporter exporter-name
end

o0kl wnN=

[To—x 7 AR—FDFRE] O
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A8 —T 14 A~DT7O0— E= 2 DHEA .

FIED 4
ARV KRFERRETI a3 Y B#J
AT w71 |enable HiHE EXEC B— RZAMIc L £,
i) e NMAT—REANLET (ERINTEHE) .

Device> enable

R 72 |configureterminal Jua—)Lary 7 4 ¥al—gy T— REEG
1 LETS

Device# configure terminal

Z 5w 7 3 | flow monitor monitor-name Tu— F=FEERT D0, ERIEEED 7 u—
il - E=4 %78 LT, Flexible NetFlow 7 17— FE =%
a7 4 Fal—varyE—ReRBLET,

Device (config)# flow monitor FLOW-MONITOR-1

R 7 4 |record record-name Ja— FoX—DLa— REEELET,
1 -

Device (config-flow-monitor) # record FLOW-RECORD-1

Z 5w 75 | exporter exporter-name TH— Fo DT AR—R A E LT,
1 -

Device (config-flow-monitor)# exporter EXPORTER-1

AT v 76 |end FlexibleNetFlow 7H— F =& 2> 7 4 X a2 L —3 3
11 v E—REKT LT, F#H EXECE— RIZRED £
—g—o

Device (config-flow-monitor)# end

AR —T A AADT7A— E=ZXDEA
T — B A ET T AN— T AL, 7a— =52 1 OULEDOA v F—T oA AITTE
M 28ERDHY £,
48O SRS
Ta— E=HEERL TN I LB LET, oV TR, [T — E=X ORE)
DEEBMLTES,

FIRDEE

1. enable
2. configureterminal
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3. interfacetype number
4. {ip|ipv6} flow monitor monitor-name {input | output}
5. end

AT RFEEIEFT7IIY

=)

AFw 71 |enable ¥EHE EXEC E— RE2HC LT,
{5 e NRAT—=KRZANLET (ERENTEZHER) .
Device> enable

R T 72 |configureterminal Ja—x) a7 4 Fal— gy ET— Raefls
1 LET
Device# configure terminal

R 7 3 |interface type number A B —T oA AEEEL, A X —T oA AL
il T4F¥al—vary E—RFERBLET,
Device (config) # interface ethernet 0/0

R w74 |{ip|ipv6} flow monitor monitor-name {input | output} | {Ek i HD 7 a—F=F %, ~NTF 7 1 v 7 OoHTRE
Bl - BLRDHA VI =T oA ATEN B THZ LT, %

DT7a—F=HET 7T 47 LET,

Device (config-if)# ip flow monitor FLOW-MONITOR-1
input

AFw 75 |end A B —TxAf ALy T 4FXal—gr F—FR
i - ZAET L, F#ME EXEC E— NI £,

Device (config-if)# end

Cisco TrustSec 7 «+ —/JL K@ Flexible NetFlow T4 X 7 ~"— k DFE:R

FIEOHE

enable

show flow record record-name

show flow exporter exporter-name
show flow monitor monitor-name

show flow monitor monitor-name cache
show flow interface type number

oa kN2
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F IR D

2T v 1 enable
¥iHE EXEC =— RE2AC L ET,
./\C)XU**F%)\jJLi'T (gﬁéﬂfl%/ﬁ\) o

1 -

Device> enable

T 72 show flow record record-name

}57E L7~ Flexible Netflow (FNF) 7u— L 2— ROFEMEFR R LET,

1 -

Device> show flow record cts-recordipv4

flow record cts-recordipvé:

Description: User defined
No. of users: 1

Total field space: 30 bytes
Fields:

match ipv4 protocol

match ipv4 source address

match ipv4 destination address
match transport source-port
match transport destination-port
match interface input

match interface output

match flow direction

match flow cts source group-tag
match flow cts destination group-tag
collect counter packets

AT 73 show flow exporter exporter-name

JEELEFNF 70— =7 AR—ZOBREODAT—F A5 F R LET,

&1

Device> show flow exporter EXPORTER-1

Flow Exporter EXPORTER-1:
Description: User defined
Export protocol: NetFlow Version 9
Transport Configuration:
Destination IP address: 100.100.100.1
Source IP address: 3.3.3.2

Cisco TrustSec 7  —JL K ® Flexible NetFlow T~ X 7K— k .
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Transport Protocol:
Destination Port:
Source Port:

DSCP:

TTL:

Output Features:

UDP
2055
65252
0x0
255
Used

X T 74 show flow monitor monitor-name

FBELEZFNF 70— E=H DAT—H A LHHIEREFRRLET,

1 :

Device> show flow monitor FLOW-MONITOR-1

Flow Monitor FLOW-MONITOR-1:

Description:
Flow Record:

User defined
cts-recordipv4

Flow Exporter: EXPORTER-1
Cache:
Type: normal (Platform cache)
Status: allocated
Size: 200000 entries
Inactive Timeout: 60 secs
Active Timeout: 1800 secs
Update Timeout: 1800 secs
Synchronized Timeout: 600 secs
Trans end aging: off

ATy TH

show flow monitor monitor-name cache

BELLEFNF 7e— E=4 ¥ v a0ar7rYaRnLET,

1 -

Device> show flow monitor FLOW-MONITOR-1 cache

Cache type:
Cache size:
Current entries:
High Watermark:

Flows added:
Flows aged:
- Active timeout
- Inactive timeout
- Event aged
- Watermark aged
- Emergency aged

IPV4
IPV4
TRNS

SOURCE ADDRESS:

SOURCE PORT:

TRNS DESTINATION PORT:
FLOW DIRECTION:

IP PROTOCOL:

DESTINATION ADDRESS:

Normal
4096

2

2

(1800 secs)
(15 secs)

O O O O b o

10.1.0.1
172.16.2.0
58817

23

Input

6
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SOURCE GROUP TAG: 100
DESTINATION GROUP TAG: 200
counter packets: 10

IPV4 SOURCE ADDRESS: 172.16.2.0
IPV4 DESTINATION ADDRESS: 10.1.0.1
TRNS SOURCE PORT: 23

TRNS DESTINATION PORT: 58817
FLOW DIRECTION: Output
IP PROTOCOL: 6

SOURCE GROUP TAG: 200
DESTINATION GROUP TAG: 100
counter packets: 8

AT w76 show flow interface type number

BELEA VA —T oA ACHEHESNAFENF 70— F = XA DOFEMAEERLET, 70— TR L X —
Tz A AZHA SN WEE, RIS £,

1 :

Device> show flow interface GigabitEthernet0/0/3

Interface GigabitEthernet0/0/3

FNF: monitor: FLOW-MONITOR-1
direction: Input
traffic(ip): on

FNF: monitor: FLOW-MONITOR-1
direction: Output
traffic(ip): on

Cisco TrustSec 7 + —JL K @ Flexible NetFlow T X 7/R—
~ D EXTEH

Fl: 72— La—KFODF¥X— J741—JL K& LTO Cisco TrustSec 7 1 —
L EDERTE

W OFIL, Cisco TrustSec 7 71— #4 7= 7 k%, IPv4 Flexible NetFlow 7 1 — L =1 —
KOF— 74—V FELTRETDHFEERLET,

Device> enable

Device# configure terminal

Device (config) # flow record cts-record-ipv4

Device (config-flow-record) # match ipv4 protocol
Device (config-flow-record) # match ipv4 source address

Cisco TrustSec 7  —JL K ® Flexible NetFlow T~ X 7K— k .
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Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # match transport source-port

Device (config-flow-record) # match transport destination-port
Device (config-flow-record) # match flow direction

Device (config-flow-record) # match flow cts source group-tag
Device (config-flow-record) # match flow cts destination group-tag
Device (config-flow-record) # end

Bl 20—La—FDIEXF—T 4 —JL k& LTDCiscoTrustSec 7 1 —
L EDERE

WwOHIL, Cisco TrustSec 7 72— 472 x= 7 h %, IPv4 Flexible NetFlow 7 12— L =1 —
RO EF— 74—V FELTRETLHEEZERLET,

Device> enable

Device# configure terminal

Device (config)# flow record cts-record-ipv4

Device (config-flow-record) # match ipv4 protocol

Device (config-flow-record) # match ipv4 source address

Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # match transport source-port
Device (config-flow-record) # match transport destination-port
Device (config-flow-record) # collect flow direction

Device (config-flow-record) # collect flow cts source group-tag
Device (config-flow-record) # collect flow cts destination group-tag
Device (config-flow-record) # collect counter packets

Device (config-flow-record) # end

Bl 20— ITH9 RKR—F2DETFE

Device> enable

Device# configure terminal

Device (config) # flow exporter EXPORTER-1

Device (config-flow-exporter)# destination 172.16.10.2
Device (config-flow-exporter) # end

Bl 20— FE=—2DETE

Device> enable

Device# configure terminal

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor) # record FLOW-RECORD-1
Device (config-flow-monitor) # exporter EXPORTER-1
Device (config-flow-monitor) # end

. Cisco TrustSec 7 + —JL K ® Flexible NetFlow T~ X 7K— k



I Cisco TrustSec 7 «« —JL K Flexible NetFlow T4 X7RK—
Bl: AVA—TAXLOTO—E=2DEH .

Bl . A3 —T AR EODT7O— E=2NDEHA

WOBNL, FT T4 7D THA v Z—T 2 A APV 70— F=F ZEATH
LT, IO —F= ST I T A= T DHHEERLET, IPV6 7R —FE=H
BT 7T 4N—FTHICE, ipF—U—Fxipv6 F—U— FLEEHZ ET,

Device> enable

Device# configure terminal

Device (config) # interface ethernet 0/0

Device (config-if)# ip flow monitor FLOW-MONITOR-1 input
Device (config-if)# end
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