TrustSec ET—3F ~DHNET7 7R

CiscoTrustSec|d, [FHHTEL Ry NI =0 TNRAAD KAAL VEMNTHZ LIZE>»TEx=
TRy NI—=D5RELET, FALHNORET A AT, TOETIZL > TRAESNVET,
RAAL RNDT A Z Y 7 TOBER, Bk, Ay —VEEMHRE, 722V
VABIEA =X LG DLEZEX2 )T s TIREINET,
CiscoTrustSec |E, 7/ —FX—2DT7 72 AHHEFEHN Lzt X=2V T 1 b2 LE T, Cisco
TrustSec KA A HNOT 7 ARY —i%, bR L 3ERBFETHY ., xy NU—IT KL
ATEHRLSHETLT A ABLOSLLET A AD 1 —VIZEDSWTWET, flx D7y M
X, BRETOEXF2 VT4 IN—TBZOX TNFIToNET,
Cisco TrustSec |E, fXET — X LEMET — X D 2FHEOT — X /LR LE T, RET —F L%
ETa I IV TETANOEIGE I, BWMET — X I3EET — X ET ARG SN ET,
TrustSec DIEH T —HZ 121X, YANG ZfliH L THEE(L S ie 7 — 2 BT X 24887 7V
r—aryinb T 78 ATEE T, Netconf L N Restconf 712 b a /LA LT, AT
A A% Cisco 7 3A AMBEMEF @AM CEX 9, kv, A ¥ —T =4 2%
Lie7m 7 o<e )7 o Nk ET,

» Cisco TrustSec BIET — X ~DHN T 7 B ADFHESRME (1 =)

* Cisco TrustSec BIfET — ¥ ~DIET 7 & ZADHIRE (2 <—)

» Cisco TrustSec BI/ET — X \ZRHT 2 1FH (2 *—)

« ST 34 A YTOOL DF%ESE (7T3—2)

cEHET—Z~DT 7 A (8§ 3—Y)

Cisco TrustSec EN{ET— XA ~DHNE T U E ADRHREH

o Cisco TrustSec, % hT—27F A A TOSXP A L7z F =2V 7 1 ¥ VT DIRE,
BLORY —DEAICOWTHEME L CWALENDH Y £9°,

« Cisco IOS XE Everest 16.5.1 L%, Cisco TrustSec /. IP Services £7=1%X IP Base 7 A &
ATOREZKY A A=V EVPR—FLET,
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* Cisco 7 734 A TNETCONF % 71X RESTCONF 7’12 h /L ZHENITHLENH Y 3,
NETCONF 711 h 2L Z AT 5HICiE, 27 4 2 L —3 3 F— KT netconf-yang
a<vr REHEHRALET,

\)

(GX)  LANbase 7 A &2 AILSXP DA% VR — b LEJ, SGACLE L OIP-SGT #ET — Z 1TV R —
FENTWER A,

Cisco TrustSec BI{ET— 2 ~DHNET U & X DFIE

* SGACL R U 3r— & IP-SGT 35 L O SXP Bt IR E S BMET — Z 121, M6 DA
T EATEET,

o YR D TrustSec MI{ET — &% DV A b, CiscoIOS XE Everest 16.5.1 TiZV A — I TV E
A,

« Cisco TrustSec PAC 57— # | BtiT—%, BI QY 7 L~V OBET — 4,
¢ IPV6 ~_—Z D SGACL RV 3 —. IP-SGT ¥ v > 7 LN SXP HfrBh{ET — &

s VFR S—2 0 IP-SGT ~ » E> 7735 L OF SXP B {7 — 5.

Cisco TrustSec E{ET7—42 [CRAT S 1FER

YTOOL72 EDT7 7V r—a & FEHT B E, CiscoT N AZEHEe /A4 LTHEHDa~
v RTCIEREZBUSTH Z L7 AN A v F—T = A AHE Cisco TrustSec DEMET —Z 125
W7 7B ATXET,

ST XA ZANSIE, RDEZA TOENET —ZIZT 7B ATEET,
HEEDTNA ZADT 7T 4 7 73 SXP H,
WIZ, T3 2D SXP Bt Fon 3 21l =R LET,

Device# show cts sxp connections brief
SXP : Enabled
Highest Version Supported: 4
Default Password : Not Set
Default Source IP: Not Set
Connection retry open period: 120 secs
Reconcile period: 120 secs
Retry open timer is running
Peer-Sequence traverse limit for export: Not Set
Peer-Sequence traverse limit for import: Not Set

Peer IP Source IP Conn Status
Duration
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10.10.1.1 11.11.1.1 Off
0:00:36:24 (dd:hr:mm:sec)
10.10.1.2 11.11.1.2 Off
0:00:36:24 (dd:hr:mm:sec)
10.10.1.3 11.11.1.3 Ooff
0:00:36:23 (dd:hr:mm:sec)
10.10.1.4 11.11.1.4 Off
0:00:36:22 (dd:hr:mm:sec)
10.10.1.5 11.11.1.5 off
0:00:36:22 (dd:hr:mm:sec)
10.10.1.6 11.11.1.6 off
0:00:36:21 (dd:hr:mm:sec)
10.10.1.7 11.11.1.7 Off
0:00:36:21 (dd:hr:mm:sec)
10.10.1.8 11.11.1.8 Ooff
0:00:36:20 (dd:hr:mm:sec)
10.10.1.9 11.11.1.9 Ooff
0:00:36:15 (dd:hr:mm:sec)
10.10.1.10 11.11.1.10 Off (Speaker) : :Off (Listener)

0:00:33:40 (dd:hr:mm:sec)::0:00:33:40 (
dd:hr:mm:sec)

IP-SGT ~ v &> 715,

TRTOEEFETIP A, ¥ d D SCGTIZ~ v B 7 &, IP-SGT /N1 T 1 T HBERE
NE7T, 2Oy B 7ERIE, = _X—Z2A<w3x—T % (RBM) 7 —F X— A |RFS
nEJ,

WIZ, IP-SGT ¥ v B 71§ AR R T HH Bl Z R L ET,

Device# show cts role-based sgt-map all
Active IPv4-SGT Bindings Information

IP Address SGT Source
10.10.10.10 10 CLI
20.20.20.20 20 CLI
30.30.30.30 30 CLI
32.1.1.32 40 CLI
45.1.1.45 100 CLI
69.1.1.1 103 CLI

IP-SGT Active Bindings Summary

Total number of CLI bindings
Total number of active bindings

asrlk-cts-2006#

FTRTOT = Z N ABUEEA SN TV DR Y & —D4 i,

SGACL R Y > —(%, 2 2® TrustSec X RARA > M TSGT # 7 & /37 v b s
BEEINDEXITHEHASINE T, RV —iF, AT 4 v 7 FREFFAFTI v r70o0Tin
T¥, T3 ATCLI =2~ R ctsrole-based permissons il L TRRESNDH R Y 2—
. AE T 4 v 7 RY)—TF, ¥AF IR —LCisco ISE (Identiy Services
Engine) TREINET, ¥A T I v IR —id, AEZT v 7RV —IZELLE
To AT 4w IR —F, AT Iv IR =R WGEICOAEHAINET,
WIS, SGT X /& vT7 7 4 v 7 OR) v—%FRrT DMl R LET,

TrustSec B11E T —2 ~05 877 €2 |}



TrustSec BIET— 2 ~DHNH 7O X |
. Cisco TrustSec B){E7— 4% ICEAT 5183k

Device# show cts role-based permissions
IPv4 Role-based permissions default:

Permit IP-00
IPv4d Role-based permissions from group 10:SGT_10 to group 10:SGT_10:

Collabl-10
IPv4d Role-based permissions from group 10:SGT_10 to group 20:SGT_20:

SGACL_2-30
IPv4d Role-based permissions from group 11:SGT_11 to group 20:SGT_20:

SGACL 2-30
SGACL 3-10

SGACL_4-90
IPv4d Role-based permissions from group 12:SGT_12 to group 20:SGT_20:

SGACL_3-10
IPv4d Role-based permissions from group 13:SGT_13 to group 20:SGT_20:

SGACL_4-90

IPv4 Role-based permissions from group 14:SGT_14 to group 20:SGT_20:
SGACL_5-20

IPv4d Role-based permissions from group 15:SGT_15 to group 20:SGT_20:
SGACL_6-30

IPv4 Role-based permissions from group 16:SGT_16 to group 20:SGT_20:
SGACL_101-90

IPv4 Role-based permissions from group 17:SGT_17 to group 20:SGT_20:

SGACL 2-30

IPv4d Role-based permissions from group 18:SGT_18 to group 20:SGT_20:
SGACL _3-10

IPv4 Role-based permissions from group 19:SGT_19 to group 20:SGT_20:
SGACL_3-10

IPv4 Role-based permissions from group 10:SGT_10 to group 30:SGT_30:
SGACL_6-30

IPv4 Role-based permissions from group 10:SGT_10 to group 40:SGT_40:
SGACL 2-30

IPv4 Role-based permissions from group 10:SGT_10 to group 100:SGT_100:
SGACL_4-90

IPv4 Role-based permissions from group 102:SGT_102 to group 100:SGT_100:
Permit IP-00

IPv4 Role-based permissions from group 102:SGT_102 to group 103:SGT_103:
SGACL 2-30

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

asrlk-cts-2006#

BRI —DONE, ZIUiE, RYS—HNDACE (77 EB2HEH FY) & RY I —
DITATHALBIOEFREENEENET,

RY T —I2iE, &K 256 D ACE ZHlAEDOETCEDDLILENTEET, T4 T7 XA L
FHEROERIT. AT I v IR —ICORBHEINE T, A¥T 4 v 7R —D
FATHALEFEHEMOMIZ 02 F5,

WIZ, SGTEZ & v T 7 4 v 7 DORY —%FRdT2H Bz~ LET (HOo—#0
BNFERENET) |

B TrustSec BiET— 2 ~DOHNEBT I ER



| TrustSec B{ET— 2 ~DHNEBT U 2R

Cisco TrustSec B 7 — 42 [ZBI 9 518K .

Device# show cts policy sgt
CTS SGT Policy

RBACL Monitor All : FALSE

RBACL IP Version Supported: IPv4

SGT: 0-02:Unknown

SGT Policy Flag: 0x41408001

RBACL Source List: Empty

RBACL Destination List: Not exist

RBACL Multicast List: Not exist

RBACL Policy Lifetime = 1800 secs

RBACL Policy Last update time = 15:56:42 IST Mon Feb 20 2017
Policy expires in 0:00:03:04 (dd:hr:mm:sec)
Policy refreshes in 0:00:03:04 (dd:hr:mm:sec)
Cache data applied = NONE

SGT: 65535-52:ANY

SGT Policy Flag: 0x41400001

RBACL Source List:
Source SGT: 65535-52:ANY-0, Destination SGT: 65535-52:ANY-0
rbacl _type = 80

rbacl_index = 1

name = Permit IP-00

IP protocol version = IPV4
refcnt = 4

flag = 0x41000000

stale = FALSE

RBACL ACEs:

permit ip

RBACL Destination List: Not exist

RBACL Multicast List: Not exist

RBACL Policy Lifetime = 1800 secs

RBACL Policy Last update time = 15:56:43 IST Mon Feb 20 2017
Policy expires in 0:00:03:05 (dd:hr:mm:sec)

Policy refreshes in 0:00:03:05 (dd:hr:mm:sec)

Cache data applied = NONE

SGT: 10-2770:SGT 10

SGT Policy Flag: 0x41400001

RBACL Source List:
Source SGT: 10-2770:SGT_10-0, Destination SGT: 10-2770:SGT_10-0
rbacl _type = 80

rbacl_index = 1

name = Collabl-10

IP protocol version = IPV4
refcnt = 2

flag = 0x41000000

stale = FALSE

RBACL ACEs:

permit ip

RBACL Destination List: Not exist

RBACL Multicast List: Not exist

RBACL Policy Lifetime = 1800 secs

RBACL Policy Last update time = 15:56:43 IST Mon Feb 20 2017
Policy expires in 0:00:03:04 (dd:hr:mm:sec)

Policy refreshes in 0:00:03:04 (dd:hr:mm:sec)

Cache data applied = NONE

SGT: 20-44:SGT 20
SGT Policy Flag: 0x41400001
RBACL Source List:

TrustSec EI{ET—2 ~DHNET7 U X




TrustSec BT — 2 ~DHNEBT U 2R |
. Cisco TrustSec B){E7— 4% ICEAT 5183k

Source SGT: 10-2770:SGT_10-0, Destination SGT: 20-44:SGT_20-0
rbacl _type = 80

rbacl_index = 1

name = SGACL_2-30

IP protocol version = IPV4
refcnt = 8

flag = 0x41000000

stale = FALSE

RBACL ACEs:

permit ip

Source SGT: 12-17:SGT_12-0, Destination SGT: 20-44:SGT_20-0
rbacl _type = 80
rbacl_index = 2

name = SGACL_3-10

IP protocol version = IPV4
refcnt = 5

flag = 0x41000000

stale = FALSE

RBACL ACEs:

permit ip

Source SGT: 13-14:SGT_13-0, Destination SGT: 20-44:SGT_20-0
rbacl _type = 80

rbacl_index = 3
name = SGACL_4-90
IP protocol version = IPV4
refcnt = 5
flag = 0x41000000
stale = FALSE
RBACL ACEs:
deny tcp

Source SGT: 14-14:SGT_14-0, Destination SGT: 20-44:SGT_20-0
rbacl _type = 80

rbacl_index = 4

name = SGACL_5-20

IP protocol version = IPV4
refcnt = 2

flag = 0x41000000

stale = FALSE

RBACL ACEs:

permit ip

Source SGT: 15-1410:SGT_15-0, Destination SGT: 20-44:SGT_20-0
rbacl _type = 80

rbacl _index = 5

name = SGACL_6-30

IP protocol version = IPV4
refcnt = 4

flag = 0x41000000

stale = FALSE

RBACL ACEs:

permit icmp log
permit udp log
permit tcp log

Source SGT: 16-14:SGT_16-0, Destination SGT: 20-44:SGT_20-0
rbacl _type = 80

rbacl_index = 6

name = SGACL_101-90

IP protocol version = IPV4

refent = 2

flag = 0x41000000
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stale = FALSE
RBACL ACEs:
permit ip
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