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T7AT A=V IRA MEEZRET DICIE, ROEEZFEITLET,
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GE)  show z~r FIIMEEDIEFTHRE TE £1,

FIEDHE
1. enable
2. configure terminal
3. parameter-map type inspect-zone zone-pmap-name
4. tep syn-flood rate per-destination maximum-rate
5. max-destination limit
6. exit
7 zone security  zone-name
8. protection parameter-map-name
9. exit
10. show parameter-map typeinspect-zone zone-pmap-name
11. show zone security
12. show policy-firewall stats zone zone-name
=3 k2 i
ARV REEETIVa Y EL:Y
AFw 71 |enable Kk EXEC E— REAILE T,
Bl : « NAT—=REASLET ERESNEHE) .
Router> enable
ZFwF2 |configure terminal Ja—srar7 4 Xal—yay E— REh
11 LET

Router# configure terminal
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ARV RFERETI3Y E]:g]
AT w73 |parameter-map typeinspect-zone zone-pmap-name | —REHN A S RT A—H vy TEFREL, 7
i - 077 A)ar7 4 Xal— gy T— ReBh
L¥ET,
Router (config) # parameter-map type inspect-zone
zone-pmap
5w 4 |tcp syn-flood rate per-destination maximum-rate BT RLAD 1 B0 D SYN 77 v K X
i Ty MRERELET,
. . CHFEDSET L AIZEE SN D SYN T
ber-dessination 400 L Irosd e oL b, 555 L OBIRE B I,
T7AT U —WIBERT FLAITV—T 4
7 &5 SYN /X7 k@ SYN Cookie 4LEE %
BRtE L E7,
RTw S5 |max-destination limit T 7 AT T — TR CE D585 DR K
Bl BEBELET
| | o - limit 3150 {8 o CREE & 7 R 4 i gt g
Router (config-profile)# max-destination 10000 753\%27,:%/5\‘ 77/1)7‘72]“_‘/1/liSYN/\0/7“/
e Fry 7 LET,
ATv76 |exit TuryANarZ 4 Fal—varET—REK
e TLT, Zr—\ b ar74¥alb—vary £—
RN%BHtA L £,
Router (config-profile) # exit
AFwF71 |zonesecurity zone-name X2 VT VU EREL, EX2 VT4 V—
B - varZ4Xalb—rarE—RERBLET,
Router (config)# zone security secure-zone
RT w8 |protection parameter-map-name WNIA=H =y TR L THREDY — 2T
Bl HRBERE LET,
Router (config-sec-zone) # protection zone-pmap
ATy 79 |exit X2 UT g V= ar7 4 Fal—a i R
R T L. F### EXEC E— FZBt L £,
Router (config-sec-zone) # exit
AT w710 |show parameter-map typeinspect-zone (R V= BREXA T NTGA=F vy TDFf

Zone-pmap-name
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ARV FFEREETIVa Yy
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Router# show parameter-map type inspect-zone
zone-pmap

R T w711 |show zone security (EE) Y—r X2 T EREFRRLET,
i -
Router# show zone security

A7y 712 |show policy-firewall stats zone zone-name (E&) /X7 MHIRRZ #8272, SYNCookie |~ -

1 -

Router# show policy-firewall stats zone
secure-zone
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FHOT RLAIZKEEINET, Fn— VUL )L—F ¢

VI RAAVEIXIVRE AL N T 7 AT U=ty vary T—7NAR#EERETEF

B

JA—NILIW—T AT FALVTDI7AT 94—ty ar T—JILREDK

X

FIEDHE

Ta—rS)V =T 4T RAL N T 7 AT U=ty ar T—T7 N REERET DI

I, ROEREFTLET,

Y

GE) Ta—NLRT A—&F < P
THMZ2Y £,

J—Z LAV TR Za—R_V)—F 4T RAAL v

enable
configure terminal

tcp syn-flood limit  number
end
show policy-firewall statsvrf global

o prwbdA

parameter-map typeinspect global
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F gD FEH
ARV KRFERRETI a3 Y B

AT w1 |enable it EXEC E— REHIZ L E T,
il - e NAT—REANLET (FERINEHA) .
Router> enable

R w 72 |configure terminal Ja—) a4 Xal— gy EF— NE2BtE
i - LET,
Router# configure terminal

ATy 73 | parameter-map typeinspect global Ta—rNV R A= vy TEREL, TaTy
i - Aar7 4 Xal—arET— RefbLET,
Router (config) # parameter-map type inspect global

AT 7 4 |tcp syn-flood limit - number H LW SYN /¥4 » k@ SYN Cookie ZLEi % kU 47—

1

Router (config-profile)# tcp syn-flood limit 500

TBTCP N—7 F—F vy a BEHBELE
j‘o

AFw 75 |end TuTrAN AT 4 X2l — gy F— REK
Bl - T LT, $HE EXEC &— FZMIA LT
Router (config-profile) # end

R w 76 | show policy-firewall statsvrf global (EE) Jau—\LVRF 7 7 AT U4 —LRY >—

1

Router# show policy-firewall stats vrf global

DATF—HARFRRLET,

cF7m, FHETDHTCP N—7 =T v g
YOHLavy RHDICRRESNET,

VRF AL VT I7A4AT7 94— Ity ay T—JIIREDHRTE
VRE RAAL N T 7 AT U — Ity ay F—7 N #ELHRETHITIL. ROVEELYFAT

FIRDEE

LEY,

Y

6=

show =< RIFMEEDIEFCHRETE £7°,

1. enable
2. configure terminal
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tep syn-flood limit  number
exit
parameter-map typeinspect global

end

©ONDO AW

show parameter-map type inspect-vrf

parameter-map typeinspect-vrf vrf-pmap-name

vrf wvrf-name inspect parameter-map-name

10. show policy-firewall statsvrf vrf-name

FIED FEHH
aARVEFEREEFT7IVa Y B#Y
ATwvF1 |enable FiHE EXEC E— RE AL E T
UK « NAT—REANLET ERENEEHA)
Router> enable
R w2 |configure terminal FTa—r ) ar7 4 Xal— gy T— REBs
15'] : L\i—é—o
Router# configure terminal
ATy 73 |parameter-map typeinspect-vrf vrf-pmap-name VRFREX A T RIG A= vy THHREL, 7R
- TryANarZ 4 Xal—vary T—RNElBL
iﬁ—o
Router (config) # parameter-map type inspect-vrf
vrf-pmap
AT v 74 |tcpsyn-flood limit  number HLUWSYN/S7 k@ SYN Cookie JUBEZ kU ' —
Bl - THTCP N—T7 A =Ty a U BEHIRBLE
R
Router (config-profile)# tcp syn-flood limit 200
ATy T5 |exit TaTZyANar 4 Falb—ar ET—NEK
R TLT, Zer—=varyysFal—ar =
N Bte L £,
Router (config-profile) # exit
RFw 76 |parameter-map typeinspect global VRF & Z A 7 /X5 A —& < 7% VRFIZ/3A
R YRL, 77740y 7 4Falb— 3 F—
RNZBte L £,
Router (config) # parameter-map type inspect global
RFwyF1 |vrf vrf-name inspect parameter-map-name ST A—H =Tk VREIZAL v FLET,

&1

Router (config-profile) # vrf vrfl inspect vrf-pmap
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ATv 78 |end TuT AN AT 4 Fal— g E— NEK
- T LT, FHE EXEC E— &P L E T

Router (config-profile) # end

A7 w79 | show parameter-map typeinspect-vr (HEE) VRERES A T RF A—4 ~ v 71 BT
1 - BWwERT LET,

Router# show parameter-map type inspect-vrf

25w 710 |show policy-firewall statsvrf wvrf-name UEE) VRF 77 A7 U=V R —DAT—
i - A AZRRFLET,
cEo, FETDHTCP =T A —T v vig
Router# show policy-firewall stats vrf vrf-pmap f/@%ﬁ’f—)ﬂ‘?f/ ]\ﬁjﬂl?&ﬂ?éhi‘@‘o
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WIZ, T7AT U+ =)V KRR Mri#EZRET D02~ LET,

Router (config) # parameter-map type inspect-zone zone-pmap
Router (config-profile)# tcp syn-flood rate per-destination 400
Router (config-profile)# max-destination 10000

Router (config-profile) # exit

Router (config) # zone security secure-zone

Router (config-sec-zone) # protection zone-pmap

TJ74TF7 94— )Lty ay T—TILREDETEH
SO—nNILINSA—L Ty T

W2, Z7a—S)V)—FT 4T RAAL DT 7 AT OF—v v gy T—7 WV R#ELRE
TAHBERLET,
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Router# configure terminal

Router (config) # parameter-map type inspect global
Router (config-profile) # tcp syn-flood limit 500
Router (config-profile)# end

BREVRFAA T NSA—2 Ty T
WIZ, VREF RAL D77 AT U4 — vty vay 7T—7 N R#EERETHH %R LET,

Router# configure terminal

Router (config) # parameter-map type inspect-vrf vrf-pmap
Router (config-profile)# tcp syn-flood limit 200

Router (config-profile) # exit

Router (config) # parameter-map type inspect global

Router (config-profile)# vrf vrfl inspect vrf-pmap

Router (config-profile) # end
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WD~y RPNEANEITETEINE L7, parameter-map type
inspect-vrf, parameter-map typeinspect-zone, parameter-map type
inspect global, show policy-firewall stats, tcp syn-flood rate
per-destination, tcp syn-flood limit,
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