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o | O : N _ O Erlal-.-l
NE7Z77U—23> JIL—TDHEE
FIEDBE
1. enable
2. configure terminal
3. redundancy
4, application redundancy
5. group id
6. name group-name
7 shutdown
8. priority value [failover threshold value]
9. preempt
10. track object-number {decrement value | shutdown}
1. end
FIEDEEHE
ARV RFERET7I 3 B
ATwv 71 |enable FibE EXEC E— REZ AT L E T,
K e NATU—REANLET (FERINTHE) .
Device> enable
AT w72 |configure terminal Jua—r~)Lary 7 4 F¥al—gy E— ReElh
Bl - LET,
Device# configure terminal
AFw 73 |redundancy Eary74¥alb—yvar®— RaeBbLET,
11
Device (config)# redundancy
RFw 74 |application redundancy MNET7T )V r—yaryrary7 4 ¥al—y g F—

1 -

Device (config-red) # application redundancy

REBRM L £,
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ARV FFEREETIVa Yy

S

RFv 75 |groupid WET 7V r—Yary Jv—7ar7 4 Falb—
il - TarE—REBBLET,
Device (config-red-app) # group 1

A5y 76 |namegroup-name (T8) 78 R a2 AY L ALEOTA Y
- T AZRELET.
Device (config-red-app-grp) # name groupl

A5y 771 |shutdown ER) MRIIN—TaFEH T vy FF T LE
3l EE
Device (config-red-app-grp) # shutdown

25w 8 |priority value[failover threshold value] ER) IWEINV—TOUMERE L 7 = — /A —
Bl S LEWERIEELET,
Device (config-red-app-grp) # priority 100 failover
threshold 50

ATwv79 |preempt TN—TTCOT VLT a kA F—TMIL,
B - {BEHE L IXIEBIRIC R 5 /S FRA RINT 7T 4
Device (config-red-app-grp) # preempt 7 ?/\‘4’ A %70 J= ‘/70:‘/ 3 Vﬂiﬁf% L& 5 =

L/jz—g—o

X w 710 |track object-number {decrement value|shutdown} |WE 7 L —7FOELEAEELEST, ZOMHIZ. 1
Bl Ny DR LEHAICHS ShET,
Device (config-red-app-grp) # track 200 decrement
200

ATv7n |end WET 7V r—vary J—7ar7 4 ¥al—
i - va v '— NEH&T L THIE EXEC ©— R&Blh

Device (config-red-app-grp) # end

Liﬁ‘o

TESIL—T 70 Fa)LDEE

FIEDEE

1. enable

2. configureterminal

3. redundancy

4. application redundancy
5. protocol id

6. name group-name

7
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8. authentication {text string | md5 key-string [0 | 7] key-string timeout seconds| key-chain

key-chain-name}

9. end

FIIE D
ARV RFERIETY V3 B#Y

AT w71 |enable FiHE EXEC E— RE2 Az LE T,
i - e NAU—REZ AN LET ERENTHE)
Device> enable

AT w 72 | configureterminal JTa— )L a7 4 X2 lb—3ay B— FEELG
15“ : L/i‘g‘o
Device# configure terminal

R T w 7 3| redundancy TEary 74 F¥al—varE—ReMBLET,
il -
Device (config) # redundancy

AT 7 4 | application redundancy TET AV r—varar7 4 Xalb—y g E—
15“ : F%Eﬁt‘ébi—g‘o
Device (config-red) # application redundancy

AT 75 |protocol id Iy kB U F—T o f ATEH IS T | b
i - ANA VAZ L ARBREL, URT TV r—var
Device (config-red-app) # protocol 1 TREAN AT fFabmva s T }\%‘}F}ﬂﬁé

LET,

AT 7 6 | name group-name (R 4fizfEH L TR v—7 RG) ZRIE
fil LET
Device (config-red-app-prtcl) # name protl

AT 77 |timershellotime {seconds | msec milliseconds} hello 2 v B —UNEFEINHHBE . T340 ARK
holdtime {seconds | msec milliseconds} U RIEL EEEND E TORMEEE L ET,
i -
Device (config-red-app-prtcl) # timers hellotime 3
holdtime 9

R w 78 |authentication {text string| md5 key-string[0] 7] SELER AT LE T,

key-string timeout seconds| key-chain key-chain-name}

1 -

Device (config-red-app-prtcl) # authentication md5
key-string 0 nl timeout 100
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ARV RFERETIVa Y

B8

ATvT9

end

1 -

Device (config-red-app-prtcl) # end

NETVr—Yaryabralrary7 ¥ b—
TarE—RERKT L, FHEEXECE— RZRLEL
£7,

REIP7Z7 FLRARBLUREAS V3 —7 24 ABHNFDEKTE

FIRDOHE

F IR D8

enable
configureterminal
inter face type number
redundancy rii id

©oaprwDdA

end

redundancy group id ip virtual-ip exclusive [decrement value]

ARV RFERFTIaY

B8

AT w71 |enable FiHE EXEC E— &2 A7 LE T,
il - e NAU— R AN LET (EREINTEHR)
Device> enable

R 5w 7 2 | configure terminal Ja—s\ v ar7 4 Falb—ay®— Reth
15'] : L/iﬁ‘o
Device# configure terminal

A7 7 3 |interface type number A VE—T 2 A RAEREL, AV F—T xR
i : T4F¥alb—vary E—FNERBLET,
Device (config) # interface GigabitEthernet 0/1/1

Z 5w 7 4 | redundancy rii id TR N—THIZILRA v 2 =7 = A AFkH+
Bl - RID Z&E LT,
Device (config-if)# redundancy rii 600 o« BN &PHIX 1 ~ 65535 T,

Z 5 7 5 | redundancy group id ip virtual-ip exclusive [decrement | .t o % — = X & 7T /' b— 7\ B+, {58

value]

1

Device (config-if) # redundancy group 1 ip 10.10.1.1
exclusive decrement 20

IP7 RLRAZA F—TNMIZLET,
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ATvT6

end

1 -

Device (config-if)# end

A B —TxfA A7 4 FXal—T 3y F—F
T L. BME EXEC =— RICREY 7,

A bhO—ILAVEZ—TITARBEIVT—RAVRZA—T 14 ADK

I_._l
na
FIEDHE
1. enable
2. configureterminal
3. redundancy
4. application redundancy
5. groupID
6. datainterface-type interface-number
7. control interface-type interface-number protocol id
8. timersdelay seconds [reload seconds]
9. end
FIED
ARV KRFERRETI Va3 Y B#Y
AT 71 |enable it EXEC E— REZHIC L E T,
fAi : « NAU—FRKEADLET FEREINTEHE)
Device> enable
AT 72 |configureterminal Jua—sryar7 4 Xalb— gy T— Ralh
15“ : L/i‘g—o
Device# configure terminal
R T 7 3| redundancy TEary74¥al—varE— Rt LET,
1 -
Device (config) # redundancy
R 7 4 | application redundancy NET 7V r—yaryar 7 4 Fal—y g FT—
- Rapits L 9.
Device (config-red) # application redundancy
ATw 75 |group ID NET 7V r—vary Jv—7 a7 4FXal—
ﬁu: v y’QEb—}:%fBﬁﬁélszjro

Device (config-red-app) # group 1
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ARV REEEFET7IVa Y B

2w 7 6 | datainterface-type interface-number TNREIN—TIHERENIEIT—EZ A F—T oA A
15“ : %?Eﬁgbjﬁj‘o
Device (config-red-app-grp) # data GigabitEthernet

0/0/0

R 7 7 | control interface-type interface-number protocol id TNEIINV—TIFEHEINsa ba—L A X —
{5 T oA AEBEELET,
Device (config-red-app-grp) # control DA VHE—T A R L, T ha—)L L
gigabitethernet 0/0/2 protocol 1 BT o f A TE NALDA Y AX L A

BT oNET,
AT 7 8 |timersdelay seconds [reload seconds] EEDOFRAER, T AT L0 B — FEICES)

1

Device (config-red-app-grp) # timers delay 100

reload 400

THra0—LOFITL T — FERBLEL-DIC, TTE
TN—T DT DR 2 E L E T,

ATvT9

end

1 -

Device (config-red-app-grp) # end

WET 7V r—yvary I—7ar7 4FXal—
varE—REKT L THRMEXECTE— REBMEL
F9,

TJ7AT7 94— ILAT—FrI7ILOy—RITEHEOEBEE=42)

i

FIEDHEE

T7AT VA= AT = 7 Ty = VRTURMEEZ EH B LT =435I, ko=

~r REMEHLET,

1. enable

2. debug redundancy application group config {all | error | event | func}

3. debug redundancy application group faults {all | error | event | fault | func}

4. debug redundancy application group media {all | error | event | nbr | packet {rx|tx} | timer}
5. debug redundancy application group protocol {all | detail | error | event | media | peer}
6. debug redundancy application group rii {error | event}

7 debug redundancy application group transport {db | error | event | packet | timer | trace}
8. debug redundancy application group vp {error | event}

9. show redundancy application group [group-id | all]

10. show redundancy application transport {client | group [group-id]}

11.  show redundancy application control-interface group [group-id]

12. show redundancy application faults group [group-id]

13. show redundancy application protocol {protocol-id | group [group-id]

14. show redundancy application if-mgr group [group-id]
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T7ATI+— N AT— I orv—VEAREOEREE=S )Y .

15. show redundancy application data-interface group [group-id]

16. end
FIE D
ARV RFERETI3Y B8
A7y 71 |enable F##E EXEC £ — FE AT LETS,
il - e NMAT—REANLET ERENTEHE) .
Device> enable
25w F2 |debugredundancy application group config {all |error | 0 7 L —~ 77 U r—< 2 v DikiE A 7 L&
| event | func} +
i -
Device# debug redundancy application group config
all
X Fw 73 |debugredundancy application group faults{all |error | U7 —F 77U r— g L DEERFRLE
| event | fault | func} +,
1 -
Device# debug redundancy application group faults
error
2574 |debugredundancy application group media fall [error | 7 7 L—~7 77 U sr—s 5 L DI A—T AF 4
| event | nbr | packet {rx|tx} | timer} TIERLFRLET,
i
Device# debug redundancy application group media
timer
R w75 |debugredundancy application group protocol {all | | R/ N—7 77V r—var ol —7 7Fa k
detail | error | event | media | peer} A EREERELET,
1 -
Device# debug redundancy application group
protocol peer
25w 76 |debugredundancy application grouprii {error |event} | 7LE /' V—F 77V r— a3 O Y ) —F RIIE
Bl WERTLET,
Device# debug redundancy application group rii
event
25w 7 |debugredundancy application group transport {db | | TV —F 7Y Fr—2 a DI N—F KT

error | event | packet | timer | trace}

51

AR— MEmEFRFLET,
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Device# debug redundancy application group
transport trace

RFw 78 |debugredundancy application group vp {error |event} | /K 71— 7Y r—3 g D7 —7 VP IE
Bl W FnLET,
Device# debug redundancy application group vp
event
25w 79 |showredundancy application group [group-id|all] |7E 7/ /L —FER%EFR L ET,
i -
Device# show redundancy application group all
X5 v 10 |show re_dundancy application transport {client |group | TE /v —7 D s 5 v AR — NEBEDOEREFERL
[group-idl]} .
11
Device# show redundancy application transport
group 1
ZX 7w 711 |showredundancy application control-interfacegroup | /w7 v —7Day fr— A4 X —7 = A4 AfE
[group-id] WERRLET,
1 -
Device# show redundancy application
control-interface group 2
Z 5w 712 |show redundancy application faults group [group-id] | 7T 7 /L — 7 DR EEAG D@4 F£5 LET,
i -
Device# show redundancy application faults group
2
2w 713 |show redundancy application protocol {protocol-id| | E /1L —7FD 7o sa L @EOERE>ERLE
group [group-id] +.
1 -
Device# show redundancy application protocol 3
25w 714 |show redundancy application if-mgr group [group-id] | /1. 7/ L — 70 v 4 —7 = 1 A ~ % — % 1l
15“ : %fi“%m L/i‘a_o
Device# show redundancy application if-mgr group
2
R w715 |show redundancy application data-interfacegroup |5 —% 4 % —7 = A ABEHFOEREF R LET,

[group-id]
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1 :

Device# show redundancy application
data-interface group 1

AFwv 716 |end
1 -

Device# end

BEOCa L7 X2l —vary ET—REKTL.
HikE EXEC E— RIZREY £,

TJ7AT 94— ILAT—FINLv—RBTEMHDETE

1

Bl R R7Z7 TV —23 2 JIL—TDHRTE

Wz, BB EYEE 7V =Ty a VEHEDOH D groupl & VI ARTDITLE 7 V— T % 5%0E
ToHEERLET,

Device# configure terminal

Device (config) # redundancy

Device (config-red)# application redundancy

Device (config-red-app) # group 1

Device (config-red-app-grp) # name groupl

Device (config-red-app-grp) # priority 100 failover-threshold 50
Device (config-red-app-grp) # preempt

Device (config-red-app-grp) # track 200 decrement 200

Device (config-red-app-grp) # end

Bl mESIL—T 7O RIIILDETE

WIZ. hellotime X vt — L holdtime A v E—VHOZ A —DBREISNTWATLE L —
TERETHHERLET,

Device# configure terminal

Device (config) # redundancy

Device (config-red) # application redundancy

Device (config-red-app) # protocol 1

Device (config-red-app-prtcl) # timers hellotime 3 holdtime 9

Device (config-red-app-prtcl) # authentication md5 key-string 0 nl timeout 100
Device (config-red-app-prtcl) # bfd

Device (config-red-app-prtcl) # end

Bl REBIP7FLREREAVZ—T 24 RBAFDEHRE

wIZ, ST b A=V Xy b A Z—T =2 AZX0/1/1 DNEITNV—TIRIEIP T KL A&k
ETHHERLET,
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Device# configure terminal

Device (config) # interface GigabitEthernet 0/1/1

Device (conf-if) # redundancy rii 600

Device (config-if) # redundancy group 2 ip 10.2.3.4 exclusive decrement 200
Device (config-if)# end

Bl : a>bkA—ILAVEF—T A RET—RAVEF—T A4 ADEE

==

na

{5] - LAN-LAN

Device# configure terminal

Device (config-red)# application redundancy

Device (config-red-app-grp) # group 1

Device (config-red-app-grp) # data GigabitEthernet 0/0/0

Device (config-red-app-grp) # control GigabitEthernet 0/0/2 protocol 1
Device (config-red-app-grp) # timers delay 100 reload 400

Device (config-red-app-grp) # end

cARODDERE

WDV T IVLAN-LAN#ERL T, AT — F 7RI ERETEIET D200, 2O0DREL X —
T x A RAEATIN—F DT R ET D HEEZRLET, ZOHITIL, GigabitEthernet 0/1/1
WAIA v H—T = A AT, GigabitEthernet 0/2/1 23 H 1A > H—T = A ATY, WHDA
B =T 2 AN =B Toh, Y—CHDO N7 4 v 7 BRI T 570D T A<y
TINEZRSINET, T, UEMEZHEERT IO X —T oM ARKRESINET, B
) T7varnT IV r—vary L A= =g (ALG) ZMOHLT, BErh—L
EHE, MMOR—NED T 7 40 v 7 &FFALET, EUAR—ME, Ri#ESNT-RYy NU—7
ORI ENT=T 7 B 2R BEOT SV r—a UBNBEBTE L L9103 5720I1C ALG A
TR DR — K TT,

TIT 47 TR, AT D Device | DFEZLLTFITRLET,

! Configures redundancy, control and data interfaces
redundancy
mode none
application redundancy

group 2

preempt

priority 200 failover threshold 100

control GigabitEthernet 0/0/4 protocol 2

data GigabitEthernet 0/0/3

protocol 2
timers hellotime ms 250 holdtime ms 750
|
! Configures a VRF
ip vrf vrfl
|

! Configures parameter maps to add parameters that control the behavior of actions and
match criteria.
parameter-map type inspect pmap-udp
redundancy
redundancy delay 10
|

parameter-map type inspect pmap-tcp
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redundancy
redundancy delay 10
|
! Defines class-maps to describes traffic between zones
class-map type inspect match-any cmap-udp
match protocol udp
|

class-map type inspect match-any cmap-ftp-tcp
match protocol ftp
match protocol tcp
|
! Associates class-maps with policy-maps to define actions to be applied
policy-map type inspect pl
class type inspect cmap-udp
inspect pmap-udp
|
class type inspect cmap-ftp-tcp
inspect pmap-tcp
|
! Identifies and defines network zones
zone security z-int
|
zone security z-hi
|
! Sets zone pairs for any policy other than deny all and assign policy-maps to zone-pairs
by defining a service-policy
zone-pair security hi2int source z-hi destination z-int
service-policy type inspect pl
|
! Assigns interfaces to zones
interface GigabitEthernet 0/0/1
ip vrf forwarding vrfl
ip address 10.1.1.3 255.255.0.0
ip virtual-reassembly
zone-member security z-hi
negotiation auto
redundancy rii 20
redundancy group 2 ip 10.1.1.10 exclusive decrement 50
|
interface GigabitEthernet 0/0/2
ip vrf forwarding vrfl
ip address 192.0.2.2 255.255.255.240
ip virtual-reassembly
zone-member security z-int
negotiation auto
redundancy rii 21
redundancy group 2 ip 192.0.2.12 exclusive decrement 50
|
interface GigabitEthernet 0/0/4
ip address 198.51.100.17 255.255.255.240
|
interface GigabitEthernet 0/0/4
ip address 203.0.113.49 255.255.255.240
|
ip route vrf vrfl 192.0.2.0 255.255.255.240 GigabitEthernet0/0/2 10.1.1.4

ip route vrf vrfl 10.1.0.0 255.255.0.0 GigabitEthernet0/0/1 10.1.0.4
|

AL NA TR A TIH D Device 2 DR EZ LN FITRLET,

! Configures redundancy, control and data interfaces
redundancy
mode none
application redundancy
group 2
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preempt

priority 200 failover threshold 100
control GigabitEthernet 0/0/4 protocol 2
data GigabitEthernet 0/0/3

protocol 2
timers hellotime ms 250 holdtime ms 750

|
! Configures a VRF
ip vrf vrfl
|
! Configures parameter maps to add parameters that control the behavior of actions and
match criteria.
parameter-map type inspect pmap-udp

redundancy

redundancy delay 10
|
parameter-map type inspect pmap-tcp

redundancy

redundancy delay 10
|
! Defines class-maps to describes traffic between zones
class-map type inspect match-any cmap-udp

match protocol udp
|

class-map type inspect match-any cmap-ftp-tcp

match protocol ftp

match protocol tcp

|

! Associates class-maps with policy-maps to define actions to be applied
policy-map type inspect pl

class type inspect cmap-udp

inspect pmap-udp

|

class type inspect cmap-ftp-tcp

inspect pmap-tcp

|

! Identifies and defines network zones

zone security z-int

|

zone security z-hi

|

! Sets zone pairs for any policy other than deny all and assign policy-maps to zone-pairs
by defining a service-policy

zone-pair security hi2int source z-hi destination z-int
service-policy type inspect pl

|

! Assigns interfaces to zones

interface GigabitEthernet 0/0/1

ip vrf forwarding vrfl

ip address 10.1.1.6 255.255.0.0

ip virtual-reassembly

zone-member security z-hi

negotiation auto

redundancy rii 20

redundancy group 2 ip 10.1.1.12 exclusive decrement 50
|

interface GigabitEthernet 0/0/2

ip vrf forwarding vrfl

ip address 192.0.2.5 255.255.255.240

ip virtual-reassembly

zone-member security z-int

negotiation auto

redundancy rii 21
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redundancy group 2 ip 192.0.2.10 exclusive decrement 50

|

interface GigabitEthernet 0/0/4

ip address 198.51.100.21 255.255.255.240

|
interface GigabitEthernet 0/0/4

ip address 203.0.113.53 255.255.255.240

|
ip route vrf vrfl 192.0.2.0 255.255.255.240 GigabitEthernet0/0/2 10.1.1.4
ip route vrf vrfl 10.1.0.0 255.255.0.0 GigabitEthernet0/0/1 10.1.0.4
|
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X270 av N + [Security Command Reference: Commands A to CJ

» [Security Command Reference: Commands D to L]
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T7AT VA=V AT—|CiscolOSXE VU — |77 AT U4 —)v AT — K7 )b ¥ —H
K7V vy = VRITURE | A 3.1(S) JLRVEMREZ BRI HUE, T34 AD~T %
HOWOAy 7Ty 7 UTHRET 5 & 9 10k
ET DI ENTEET,

WO~y RINEAFEIIEHEINE L,
application redundancy. authentication,
control, data. debugredundancy application
group config, debug redundancy application
group faults, debug redundancy application
group media, debug redundancy application
group protocol, debug redundancy application
group rii, debug redundancy application
group transport, debug redundancy
application group vp. group., name,
preempt, priority, protocol, redundancy
rii, redundancy group. track, timersdeay.
timershellotime, show redundancy application
group. show redundancy application
transport, show redundancy application
control-interface, show redundancy
application faults, show redundancy
application protocol, show redundancy
application if-mgr. show redundancy
application data-interface,
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