CTS SGACL D H7HR— k

CTSSGACL O AR — MEREIX, IP7 FLATIE RS, ¥F2 VT4 7V vm—varEiid
X2 T4 TN—T ZTEIZESWIZAT— LV ADT 72 AFIEI A = X L ERAE L F
7

* CTS SGACL ¥R — h DFifEgMF (1 <—)

« CTS SGACL H7R— F DffEEmE (1 ~<—)

« CTS SGACL ¥ R— MZET A 1EHR 2 —)

* CTS SGACL ViR — FDOFREHE 3 ~2—)

« CTS SGACL ¥R — F D% ERF] (5 2—)

« CTS SGACL A — MIBT 2:8ME#H (8 X—)

« CTS SGACL HN— h OERERE SR (9 ~<—2)

CTS SGACL Hr7R— F DATHREH

CTS SGACL ¥ 7R— M2\ TlX. Protected Access Credential (PAC) & BREET —HX DX 7
o— KM, A5 3227 SGACL DT NA ATRESNTNDZ &,

CTS SGACL ¥7/R— FDHIFEE

« 7Ty F 7 —2H7= ) THR— FEN TS TrustSec FERED Y A F B X O'IOS V U — A
DF/ BT DWW TIX, D URL @ Cisco TrustSec 77 v b7 4 —A AR —bk <~ v
7 A [J5E] 2R LT 72 &0 http//www.cisco.com/en/US/solutions/ns170/ns896/ns1051/
trustsec_matrix.html

« SGACL DI, WAL XA —T =2 A ATIEHFR—FENTWEHEA,
e XA F v SGACL DF v v u— K ¥4 X, 6 KBIZHIBEH TWET,
e Port-Channel A > % —7 = A 2D SGACL # AT I N TWVEHR A,

CTS SGACL D H7KR— k .


http://www.cisco.com/en/US/solutions/ns170/ns896/ns1051/trustsec_matrix.html
http://www.cisco.com/en/US/solutions/ns170/ns896/ns1051/trustsec_matrix.html

CTS SGACL D HHKR— |
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» VRF aware SGT % & T, CiscoIOS XE Denali 16.3 1X., VRFEFIA L X —T = A4 A TlIdH

DEFAN, ISEBEEZVR—FLTWET, FHA X —T =4 A%@B LT ISE@EEIT
PR—FEINTWVEREA,

* 6 KB OLIRHIBRIL, %4 F X > 2 SGACL DA T, A¥T 1 7 SGACL IE, 256*256
~ b7 2D XD mEWIEREZ AR — b TEES,

* SGACL O Hi%, V7 u—Hh /L IPv6 XETL/FEET KL A& FD IPv6 /37 » MTOW
TIE NN, RASNET,

eIPV6 ¥V FF¥ AL NT T 4 w7 @D SGACL # I A A RAIINET,

« Cisco IOS XE Bengaluru 17.4.1 LA ClX, VRF 25842 L 2 ICHEW T A X — %2R ETE
9, automate-tester =~ R CTwifdx—U— K&+ 2E, 740 hEHD VRF D
HEhT 2 MEREZANME L ET,

N

GE)  VRFRIGO BENT A ¥ — % HHE S+ 5121%, global configipva/ipve
sourceinterfaceinterface-namevrf vif-name =< > K& R EJ 5

HRbHY £,

CTS SGACL H#7R— ~ZEHY S 1F%Kk

CTS SGACL D H7R— k

X2 VT IN—T7E8Aarba—)L UAL (SGACL) IRV —O@#EHTT, =

ML TEBEIL, BX2 VT 4 ZA—70EID YT L) V—RAZESIN T —FRE
T3 2EEZ B CTX 9, Cisco TrustSec KA A L INDR Y T —D@EHIL, D 1 D EE

X2V T4 TA—TFFE. b 1 DOWMNsEEEX 2V T 4 IN—TEETHDL, TV

TAHFA~ N v 7 ATERRINET, b v 7 ARNOKEIZIE, SGACL OF XY

AMNBNEENET, 22T, HETEF 2V T4 IA—TIE Lt X2 VT 4 T—

TR T D5 P 55D, IP 0 OIXESNDNT Y MIEH SN D MENH DT 7 & AHER
EHRELET,

SGACLIZ, IP7 RLVATIFRL, BEXa V74 7V —varElidexa 70 71—
T ETEIE AN AT = LV ADT 7B AGIHIA =X L Zmft L, —Fs 7 2SN T
NI T4 BT ANEY T LET, SGACLRY v—%27ntYa=r74510i%, kO
3ODHERHY F7,

« AXT 4wy R —TF Y a =7 ctsrolebased permission =~ > K& H LT,
2—HP—7NSGACL AV v —%EHK L ET,

e HAFIv 7 R)— T va=r7:SGACL KRV —DF%EIL, Cisco Secure ACS
F 7213 Cisco Identity Services Engine O (AR Y & —FHEREIC L > TEITTHLERH Y
F9, %FHITOW T [Cisco Identity Services Engine User Guide] #Z L T 72 &\,

. CTS SGACL D H7R—


http://www.cisco.com/c/en/us/support/security/identity-services-engine/products-user-guide-list.html

| cTssGACL DHH—

seactt=5—x— ¢ [

« WAL H (CoA) : WHi&N/=ARY ¥ —i%, SGACL AR YU > — ISE TEH &, CoA M
CTST A AT viadnb A ro—RKanfEd,

SGACLE=%—E—F

Cisco TrustSec D FHTFE AT, FHEIX, T=F—F— &AL T, KU —NEXL

TEBVITHET 22 L2 T 570, EX 2T 4R —%2EHA LRVIREETT A b
LET, X2V T 4RV U —DEKLEEBVERELRWEGAIZIE, =4 —F— KN, £
ORIEZ BT D 72O DFEF| 72 A 7 =X & SGACL O il 2 AT DRIZA Y v —%1{E
ETaazRMtLES, Zhicky, FEIL. AV —%2#EHT IR >—T 7 v a3
R R A LD AHRIICHERTE . IBRORY —NEe X2 VT o BEEZWEZLTWDS (2—
P—NEIEEINR TR YV —A~DT 7B AFHEGTEIND) ZEE2MRETEET,

E=4 U 7#REIE. SGT-DGT X7 L L Tigfit&ivE$, SGACL £=%— E£— Nifie%
N+ 5E, HET 7 arRnNIAy I—FEDACLFHFME LTEEINET, ZhiCk
V. SGACL # 7 ZEBLUe ¥ 7 TliE, #fi)° SGACL AR Y > —IZ Ly Eo LBz Tn
DNEFRRTEET, TRNTOE=F—RBNT 7 0 v 7 BFF S5, SGACLE=X—
E— FTIL, SGACLIZ X2 —E2DHHiIdH D £ A,

CTS SGACL ¥7/R— FDERE A

SGACL R &

—DERAOSF O—/\LEFEIIE

Cisco TrustSec ¥ hin/b—7T v KA X —7 = A AP SGACL KR U > — D3| ZH/ b3 51214,
WDH AT ZFITLET,

enable
configure terminal
cts role-based enforcement

A3—T x4 XHT=YDSGACL AR L—DEADERE

ctsrole-based enforcement =~ > R& 92 &, SGACL D7 v — L7aii Az FHiI LT,
BEDA L H—T 2 A ATITEGIZCT D Z N TEET, 72, SGACL OFEHIX. 7/mr—
NTHEIME LR TYH, FFEDA v ¥ —T =2 ATHEMMETEET,

A H—=T x4 ATDSGACL R Y v —Di#HaHMbT HI120T, ROZ AT ZETLET,
enable
configure terminal

interface GigabitEthernet 0/1/1
cts role-based enforcement

CTS SGACL D H7KR— k .



CTS SGACL D HHKR— |
B rescac 7o e xsmT e FyoBE

IPv6 SGACL 7V R&HIF T M) DERTE

SGACL IZ, kD=~ > REFEH LT, HEARITE ACL ERRICERESINE T,

Device (config) #ipv6 access-list role-based sgacll
IPV6 Role-based Access List Configuration commands:
default Set a command to its defaults

deny Specify packets to reject

exit Exit from access-list configuration mode
no Negate a command or set its defaults
permit Specify packets to forward

remark Access list entry comment

sequence Sequence number for this entry

HERE<T R v XE)LADSGACLDT 2 v F

Device (config) #cts role-based permissions from 100 to 200

WORD Role-based Access-1list name

ipv4d Protocol Version - IPv4

ipvé Protocol Version - IPv6
Zoa~r R, $E <SGT, DGT> X7 ® RBACL ® U A b & EFH, @, E72I3HIBRL £
o ZORY =L, [ L SGT. DGTIZxtT 54 A F I v 7R ) =R WGEICHARIC
7m0 FEF, T 74N RTIE, IPvd XA 7O RBACL D#%ET X v F TEEF, IPv6 SGACL %
BN 52X, ipve Z BRI E L £,

SGACL R —DFHFHEHT
SGACL RV v —% FEICHRET HITIL, DX AT H#FITLET,

enable

configure terminal

ip access-list role-based allow webtraff

10 permit tcp dst eq 80

20 permit tcp dst eqg 443

cts role-based permissions from 55 to 66 allow webtraff
end

AyoBA—kFEN=SGACLKR>—DYITLysa

Hyrom— RE3L72 SGACL R O —2 BT 5120, ROKX AT ZEITLET,

enable
cts refresh policy

ER e

enable

. CTS SGACL D H7R—



| cTssGACL DHH—
seacL £=4— E— FOBE |

cts refresh policy sgt 10

SGACL E=42— E— FD&XTE

SGACL E=# —F— R&RET DHIIZ. Cisco TrustSec WA > TWNWAZ L HiERL TL
2S00,

)

GE)  TAAALLOEFE=Z—F— FE, WTIWPOREDEH S N2WNED, 7740 T
Hzz v 8 A, ISE0HHX U r— RE7E SGACL D4, ISEmNLDE=F—F— K
OARBEENF B ESNET, Zhid, BT E0E=4—F— K&, TXTORMIEH S
L7 a— =K —F— ROWMFIZEA S NET,

configure terminal

cts role-based monitor enable

cts role-based monitor permissions from 2 to 3 ipv4
show cts role-based permissions from 2 to 3 ipv4
show cts role-based counters ipv4

IPv6 SGACL ACE )%
IPv6 SGACL 7 7 B Afilffl—~> bV (ACE) ZEFET AL, RO CLIMERAENE 7,

Device (config) #ipv6 access-list role-based sgacll
Device (config-ipvérb-acl) #permit ipvé
Device (config-ipvéerb-acl) #fexit

Device (config) #cts role-based permissions from 100 to 200 ipvé sgacll

\}

GE)  IPV6ACLERTITAZT 427 SGACLHATHY ., XA v 7 SGACL DA%, ACE 2YISE
TRESINET,

CTS SGACL H7RK— ~ DERTE B!

{5 : CTS SGACL D HHR— k

KIZ., show cts role-based permissions =~ > RO H 1z~ LET,
Router# show cts role-based permissions

IPv4 Role-based permissions default:
default sgacl-02

CTS SGACL D H7KR— k .



CTS SGACL DHHK—~ |
B » crsseacLovr—+

Permit IP-00

IPv4 Role-based permissions from group 55:SGT_55 to group 66:SGT_66 (configured):
allow webtraff

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

Router#sh cts role-based permissions ipv6
IPv6 Role-based permissions from group 2103:Cisco UC_Servers to group
2104:Exchange_Servers:
SGACL_5-10-ipvé
RBACL Monitor All for Dynamic Policies : FALSE
RBACL Monitor All for Configured Policies : FALSE

WIZ, XA F 2 SGACL \ZD A 415 show cts policy sgt =~ > KD Hi 71l %
%b\i—g—o

Router# show cts policy sgt

CTS SGT Policy

RBACL Monitor All : FALSE

RBACL IP Version Supported: IPv4

SGT: 0-02:Unknown

SGT Policy Flag: 0xcl408801

RBACL Source List: Empty

RBACL Destination List: Not exist

RBACL Multicast List: Not exist

RBACL Policy Lifetime = 1800 secs

RBACL Policy Last update time = 20:58:28 IST Wed Jul 13 2016
Policy expires in 0:00:24:05 (dd:hr:mm:sec)
Policy refreshes in 0:00:24:05 (dd:hr:mm:sec)
Cache data applied = NONE

SGT: 65535-46:ANY

SGT Policy Flag: 0x41400001

RBACL Source List:
Source SGT: 65535-46:ANY-0, Destination SGT: 65535-46:ANY-0
rbacl type = 80

rbacl _index = 1

name = default _sgacl-02
IP protocol version = IPV4
refcnt = 1

flag = 0x40000000

stale = FALSE

RBACL ACEs:

permit icmp

permit ip
Source SGT: 65535-46:ANY-0, Destination SGT: 65535-46:ANY-0
rbacl type = 80

rbacl _index = 2

name = Permit IP-00

IP protocol version = IPV4
refcnt = 1

flag = 0x40000000

stale = FALSE

RBACL ACEs:

permit ip
RBACL Destination List: Not exist
RBACL Multicast List: Not exist
RBACL Policy Lifetime = 1800 secs

. CTS SGACL D H7R—



| cTsSGACL -+ HR—
5l : SGACL E=42 —E— FDETE .

RBACL Policy Last update time = 20:58:28 IST Wed Jul 13 2016
Policy expires in 0:00:24:05 (dd:hr:mm:sec)

Policy refreshes in 0:00:24:05 (dd:hr:mm:sec)

Cache data applied = NONE

Wiz, X4 F 3 v SGACL IZ DA S5 show cts tbacl =2~ RO Bl Z R L
ij‘o

Router# show cts rbacl

CTS RBACL Policy

RBACL IP Version Supported: IPv4 & IPvV6

name =multple ace-16
IP protocol version = IPV4
refcnt = 4

flag = 0x40000000

stale = FALSE

RBACL ACEs:
permit icmp
deny tcp

name =default sgacl-02
IP protocol version = IPV4
refcnt = 2
flag = 0x40000000
stale = FALSE
RBACL ACEs:

permit icmp

permit ip

name =SGACL_ 256 ACE-71
IP protocol version = IPV4

15'] - SGACL :E:/)'I—ZE_ IQ‘O)E&.—-—.

&IZ. SGACL E=# —F— FOHZREH = LET,

Device# configure terminal

Device (config) # cts role-based monitor enable

Device (config)# cts role-based permissions from 2 to 3 ipv4
Device# show cts role-based permissions from 2 to 3 ipv4

IPv4 Role-based permissions from group 2:sgt2 to group 3:sgt3 (monitored):
denytcpudpicmp-10
Deny IP-00

Device# show cts role-based permissions from 2 to 3 ipv4 details

IPv4 Role-based permissions from group 2:sgt2 to group 3:sgt3 (monitored):
denytcpudpicmp-10

Deny IP-00

Details:

Role-based IP access list denytcpudpicmp-10 (downloaded)

10 deny tcp

CTS SGACL D H7KR— k .
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B & 5o n—rshtseackys—nUrLyva

20 deny udp
30 deny icmp
Role-based IP access list Permit IP-00 (downloaded)
10 permit ip

Device# show cts role-based permissions ipvé

IPv6 Role-based permissions from group 201 to group 22 (configured):
g6

IPv6 Role-based permissions from group 100 to group 200 (configured):
sgacll

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

Device# show cts role-based counters ipv4
Role-based IPv4 counters

From To SW-Denied HW-Denied SW-Permitt HW-Permitt SW-Monitor HW-Monitor
100 200 0 0 0 0 0 0
101 201 0 0 0 0 0 0

Device# show cts role-based counters ipvé
Role-based IPv6 counters

From To SW-Denied HW-Denied SW-Permitt HW-Permitt SW-Monitor HW-Monitor
201 22 0 0 0 0 0 0
100 200 0 0 0 0 0 0

Bl AHoO0—Kanf=SGACL Y >—D)IJL v

WIZ, oo —RL7ZSGACL RV v—% ) 7L oy adThmO0RENEZRLET, 20O
o< R34 HE EXEC £ — R CTEITENE T,

Router#cts refresh policy
Router#cts refresh policy sgt

CTS SGACL H7R— ~ZBi9 S 1BMNFER

MiB MB®DY %

CISCO-MIB | #IR L7-FF > h 7+ —2I, CiscolOSV Y —Z, BIORT7 4 —F % v MHE
T 5 MIBZELTHF o — R4 5121, kD URL IZ&H % Cisco MIB Locator
AL £,

http://www.cisco.com/go/mibs

. CTS SGACL D H7R—
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| cTssGACL DHH—

SRADTY ZAHI YR—F

cTs seAcL + K — ko ietEs ]

A

>y

VAaDYR—FWeb¥ A FTIE, AaD
W77/ ao—IClT D T Ty 2 —
T4 U TICBELTCWERETHE91C, ~==
TRV —=NEF LD ETHEE A T4
V=R ERME L TWET,

BHEWORGEOE X 2 U 7 ¢ fFERSOBA G
 ANTFT 5722, Cisco Notification Service
(Field Notice 257 7 & R)
Services Newsletter, Really Simple Syndication
(RSS) 7 4 — K72 EOKFEY — B A ITINA
TEET,

VAIADYR— K WebA FOY—NIZT T
T 2T 5L, Cisco.com D—H ID BLN
INA T — R SLEETT,

. Cisco Technical

http://www.cisco.com/cisco/web/support/index.html

CTS SGACL H+7~h— ~ DHERETFHR

WORIZ, ZOFY 22— /LTt LTBEREICEE T2V U —2EHREZRLET, ZoRIL, V7
=27 VD) —A A VUV TEBEOTR— MR EAINT-LEDOY T =T VY —R7F
FERLTWET, TOERIT. FFICHr o BNR0WRY ., ZRLEO—#EDOY 7 by =7 J U —

ATHIR—FESNET,

TT7 Yy N7 =DV R—FBIN AT YT T =2T A A=V OV R— MNIET L HERE R
&9 %IZ1%, Cisco Feature Navigator Z /] L 7", Cisco Feature Navigator |27 7 £ 23 2|2
1. www.cisco.com/go/ctn IZF 8 L £ 7, Ciscocom DT 17> MILEH Y /A,

& 1:CTS SGACL +7R— + DH%EEER

HHeSR )1)—2 BEBETRR
CTS SGACL » ¥ | Cisco 10S CTS SGACL ®H 7R — MEREIX, TP 7 LA TiER<, &
R— Release 16.3 Fa )Ty TYVT—varvEridtdxalT o Zi—

7 HEITEIZHE SN AT— L ADOT 7 A HI# A =
ALERMAELET,

CiscolOS U U —Z 163 Tix, ZOHREIX, > A= 7 27Y
Fe—va PR =4 1000 VY — X &P —ERHEE
L —% 4000 ) — RIEASNE Lz,

ZOMREIZE D, ROa<wry RREASNE L, cs
role-based enforcement, ip access-list role-based, ctsrole-based
permissions, show ctsrole-based per missions, show ctsrbacl,

CTS SGACL D H7KR— k .
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B crsscacLyk— rowaetEs

CTS SGACL D4 R—~ |

IJ IJ—X

HEETEHR

Cisco I0S XE
Everest 16.4.1

TrustSec SGACL
F=H—F—F

TrustSec SGACL &£ =% —%&— F#fEIZ. RV P —2EX
LicbeBIcEiETsZ 2l o2 <, %2
TA4RY)—HE=F—LET, E=F—F— NI, HiE
LWt Xxa U7 4R Y —%iB13 572D OFF] 72 A 7
= AL L, SGACL D2 AN T HHNCARY o —%fE
ET o2t LET,

COMREICK Y, o a~wr FREAINE LT, s
role-based monitor enable, ctsrole-based monitor
permissions,

Cisco I0OS XE
Fuji 16.8.1

IPv6 DHFZL.
SGACL D3

IPv6 DY HR— RN BEAINE LT,

. CTS SGACL D H7R—
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



