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IKEv2 Key Derivation
without PPK

DH/ECDH
Shared Secret

Key Derivation
Function

Session Key
(Prone to quantum attacks)

IKEv2 Key Derivation with PPK

DH/ECDH
Shared Secret

Key Derivation
Function

PPK

Session Key
(Safe from quantum attacks)

!

\.

DH: Diffie-Hellman
ECDH: Elliptic-curve Diffie-Hellman
PPK: Postquantum Preshared Key
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Quantum-Safe IKEv2/IPsec Session Keys with Manual PPK
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Configured PPK Configured PPK
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@ © Rrcs784: PPK mixing in session key @

Initiator Responder

The resulting IKEv2/IPsec session
keys are safe from quantum attacks
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NnNEJ, PPK V—RF, 2= INXF— YV —ATAT VT AT A EETH—Y—2ADT AT
TATAYAMEETSKIP XT A =X BFH L TREINET,

Iz, Cisco SKIP 71 k 2 /L OBEWEOHEZ < LE T,

1. IKEV2A = = —X T, FOF—Y—RAZPPKEZERLET, ¥—Y—R|F. PPK &%t
35 PPKID CTIn& L £,

2. A= z—HAlOF—V—R|FT, F—V—ZADEA FIZEEDT I NI TN RA =X
LEFHLT, PPKEZLARVAROFT—Y —2RICFEYILET, IKEV2 A == —H 3T,
RFC 8784 OISRENLIE A LT, IKEV2 # A CTIKEV2 LV AR ZIZPPKID #{mE L £
7,

3. IKEV LARU AL, ZOF—Y—RIZ, IKEV2 f == — X )1 55{5 L7= PPK ID 1Z%f
oA PPK #ERLE9, F—Y—RX, PPKID IZ%&5T 5 PPK TIR& LE9,

4, IKEV2A =T —EBIRLV AR AL, REC8T84 THESN TWA LI, F—EBHT
PPK RS LFET, R LTELNAIKEV BL W IPsec By v a ¥ —i3. BFEE
<7,

RA FEFSEEF—Z2EALEEFREFSIEDE

77 &

UTFDv7 v arTid, RA NEFHENEES—2HH LI BEFLei S bR ECBEET 5
Tt ZZOWTHALET,

FERX FEFEIMLEF—DORE

TFHE)PPK X ET DI, ROEEZFEITLET,

IKEv2 ¥—1) > TOFEHRR FEFFFHEX—DHRTE

FIRDEE

IKEV2F—U 7 T1IOU RO T EIEET 2V —7OFEPPK 2R ET AI21%. ROFIE
FEITLET,

enable

configureterminal

crypto ikev2 keyring keyring-name
peer name
KDOa<r RO 1 2&FITLET,

+ address {ipv4-address mask | ipv6-address prefix}

ahwN=
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« identity {address {ipv4-address | ipv6-address} | fqdn domain domain-name | email domain

domain-name | key-id key-id}

6. ppk manual id ppk-id key [0 6 | hex] password [required]

ARV KRFERERETY VY

=)

AT w71 |enable FiHE EXEC E— A AR LE T,
fil Ty T IRERINTEHNAT—REANLE
Device> enable 9,

R w 72 | configureterminal Ja—N)L ar7 4 Xal—iay FT— REBLG
15“ : ]\/i‘g_o
Device# configure terminal

AT 73 |cryptoikev2 keyring keyring-name IKEV2 ¥— U v 7% EHL, IKEV2¥—VU 7 v
i - TA4FXalb—varET—RefBLET,
Device (config) # crypto ikev2 keyring keyringl

AT 7 4 |peer name T EIET I—TEERL, IKEV2F—U
I - J ar74Xalb—varE—RElBLET,
Device (config-ikev2-keyring) # peer peerl

ATYTS| RO~ RO 1 2EFITLET, WANIP 7 RLAE7XIKEV2 TA T 27T 4T 4 I

« address {ipv4-address mask | ipv6-address prefix}

« identity {address {ipv4-address| ipv6-address} |
fgdn domain domain-name | email domain
domain-name | key-id key-id}

1

Device (config-ikev2-keyring-peer)# address
10.0.0.1 255.0.0.0

1 -

Device (config-ikev2-keyring-peer)# identity
address 10.0.0.1

HASNWTYE—HMIKEV2 BT ZFEELET,

caddress =~ > RiZ, 7213771 —7
D IPv4 £721L IPv6 7 R L A DU EHEPH 248
H/:E_’I_/i‘a‘o

G ZDOIPT RUANIKE =¥ RARA
YETRLVATHY, IDT FLA

LITRED & D TT,
sidentity =~ > KX, ROTAT T 47 4%
i L CIKEV2 B 7 2 L £,
s BT AL
« SEAEH K A A 4 (FQDN)
¢ IPv4d 7 RLUAETILIPv6 7 R LA

«¥—1ID
G¥) identity =~ > Fi%, IKEv2 L AR
VDXL I T o T UHME
HTEEHA,
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ATvT6

ppk manual id ppk-id key [0 | 6 | hex] password
[required]
1 -

Device (config-ikev2-keyring-peer)# ppk manual id
ppk _id key ciscol23

BEINEZETOPPKID BLUPPK #3RE L F
7,

« ppk manual : PPK ID & PPK 23 F#) T E S i
TWHZLERLET,

«id ppk-id : PPK ID #§7E L £,
« key password : PPK Z457& L £,

s required : PPK #ff ] L 7c & 7L 2K 5L 2
ATHY ., @H O IKEV2 £7-1% IPsec v =
YANDT F =Ry T INFAEL U B2
LERLET,

G¥) ppk-id & PPK %, i DOET T—ET 5
VR DY £,

IKEv2 7R 774 JLTD IKEV2 ¥—') VT DERTE
Flgn#E

1. cryptoikev2 profile profile-name

2. keyring ppk keyring-name

3. exit

4. exit
FIED

ARV RFERIETI Va3 B#Y

R T w 71| cryptoikev2 profile profile-name IKEV2 7’07 7 A VEEFRL, IKEV2 707 7 A )L
1 - AT 4 Falb—var - RNefmLET,
Device (config-ikev2-keyring-peer)# crypto ikev2
profile profilel
R 7w 72 | keyring ppk keyring-name FEEIFEPPK AR ESNL TS X —Y 7%
fil fBELET,
Device (config-ikev2-profile)# keyring ppk keyringl| () IKEV2 7 a7 7 A Linb%—1Y o 7 %Y
B9 %121%,. nokeyring {aaa|local | ppk}
keyring-name =2~ > R&H L £,
AT w73 exit KEV2 7R 77 A/Lar7 4 Falb—arE—F
% - ERTL, Ju—bar 7 4 Xalb— g E—

Device (config-ikev2-profile) # exit

RIZEY £797,
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ATvT4

exit
I

Device (config) # exit

Jua—rb a7 4 Fal—iary T— REKT
L. HHE EXEC E— R B L E

AT IVIRX FEFEIMHBEF—DRE

ZAF v 7 PPK ZRET HITIE, IROEEZFETLET,

Secure Key Integration Protocol 7 54 7 > +®D

]

A A

SKIP 7 A4 7 b DOFKETIL. SO SKIP #EfilF — Y — R X2 TITEEL., T2 5
PPK Z#ZRT D7 OIMERNRT A —ZHHEELET,

FIEDHE
1. enable
2. configureterminal
3. crypto skip-client skip-client-name
4. server {ipv4ipv4-address|ipv6 ipv6-address| fqdn domain-name} port port-number
5. pskidid-namekey [0] 6 | hex] password
6. exit
FIIE D
ARV RFERIETY Va3 Y B#Y
AT 71 |enable ¥t EXEC E— RE BT LET,
fi Ta T NRRREINTZHNRNAT—RFEASILE
Device> enable 7,
AT w 72 | configureterminal 7Ta— )L a7 4 X2 lb—3ay B— FEELG
15“ : Liﬁ—o
Device# configure terminal
AT 7 3 |crypto skip-client skip-client-name SKIP 7 74 7 > hKET 1 v 7 DA4RITEHE L.
Bl - SKIP 7 A7 havr74F¥al—var E—FR
Device (config-crypto-skip-client)# crypto %Bgﬁﬁél/ji?ro
skip-client skip-client-cfg
AT 74 |server {ipv4ipva-address | ipve6 ipv6-address | fqdn SR — Y — AT HIP T R L A £ 721XFQDN

domain-name} port port-number

1

Device (config-crypto-skip-client)# server ipvié
10.10.0.3 port 9993

EAR—FEIBEELET,

B A FEFENREF—2EALLEFREBSLORE
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B8

25w 75 |pskid id-namekey [0 6 | hex] password
i

key 0 ciscol23

Device (config-crypto-skip-client)# psk id psk-id

SKIPTLS v ¥ a vVOFEREEF—T AT T 4
T4 LEFIAES—ZEELET,

AT 76 |exit
e

Device (config-crypto-skip-client)# exit

SKIP 7 9A 7 haryr7 4 Fal— g F—F
ERTLT, Za—Lbary7 4 F¥al—ygy
E— RIZRED £,

IKEv2 3+—) > & @ Secure Key Integration Protocol 7 5 14 7 > b DEXTE
IKEV2 ¥ —U 7 TIOUEOE T EIIET 7 —7DOFEPPK 2% ET HI2iE. IROTFIAE

« identity {address {ipv4-address| ipv6-address} | fqdn domain domain-name | email domain

EIATLET,
FIEDHE
1. cryptoikev2 keyring keyring-name
2. peer name
3. kOWFNhDa~vr FEITLET,
» address {ipv4-address mask | ipv6-address prefix}
domain-name | key-id key-id}
4. ppk dynamic skip-client-name [required]
F D 48

ARV KRFERRETY Va3 Y

=)

7w 71 |cryptoikev2 keyring keyring-name
il -

Device (config) # crypto ikev2 keyring keyringl

IKEV2 ¥— Y 7 aEHRL, IKEV2F—V 7 o
TA4Xalb—varEw—RERBLET,

AT 72| peer name

1 -

Device (config-ikev2-keyring) # peer peerl

VT ELIRET I —T % EFRL, IKEV2F—U >
JarzaXal—vary®— FelhLET,

AT T3 ROVWT D a~vy REFEITLET,

domain-name | key-id key-id}
fi

10.0.0.1 255.0.0.0

+ address {ipv4-address mask | ipv6-address prefix}
* identity {address {ipv4-address | ipv6-address} |
fgdn domain domain-name | email domain

Device (config-ikev2-keyring-peer)# address

WANIP 7 RLAEIXIKEV2 TA T T 4T A 1C
HASNWTYE—FIKEVR T2 EELFT,

addressz~ > NiX, 7 £713E7 7 —7DIPv4
FEIPV6 T RLAH DWW EFHEZIEE L £,

G¥) ZOIPT RLANIKE Y RiRA >k
T RLATHY, IDT RL AL IIHNHE
DHLDOTT,
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1

Device (config-ikev2-keyring-peer)# identity
address 10.0.0.1

identity =2~ > N, ROTAT T 47 1 &M
LTCIKEV2 E7 ZRE L ET,

BT A
« SER(ER KA A 4 (FQDN)
eIPvd 7 NV AFILXIPv6 7 KL &

- ¥—ID

GE) identity =~ > N, IKEv2 VAR &
rox—nv T o TITUMETEE

A,

ATv74

ppk dynamic skip-client-name [required]
i) :

Device (config-ikev2-keyring-peer)# ppk dynamic
skip-clientl

XA F v 7 PPKIZHEAT BB %— Y — X &2 HEE
L\i‘a_o

« ppk dynamic : PPK 234 % — > — 2 s BB
WA VAR—=—FENDLZ L ERLET,

e required : PPK Z i [l L 7c 122K 5k

JATHY ., @H O IKEV2 £7-1% IPsec £ v 3
YANDT F Ny T INETE L TR BN 2
LERLET,

IKEv2 7R 7 74 LT IKEv2 ¥—1) > DEERTE

FIRDEE

F IR D

1. cryptoikev2 profile profile-name
2. keyring ppk keyring-name

3. exit

4. exit

AU RFEEETIVa Y

=)

AT 71 |cryptoikev2 profile profile-name IKEv2 a7 7 A L& EF L. IKEV2 72 7 7 A L
11 a7 4 Xal—arE—RKEBLET,
Device (config-ikev2-keyring-peer)# crypto ikev2
profile profilel

AT 72 |keyring ppk keyring-name FENEZITEHPPK IR ESH TNAEF—V 7 %

1
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K2 rEFENEEr—cAL-ETRemet0zEs [

AU RFERETIVa Y =)
Device (config-ikev2-profile)# keyring ppk keyringl GE) IKEV2 7' 11 7 FANNEF—U N =

B9 5121%. nokeyring {aaa|local | ppk}
keyring-name =2~ > R&EMH L £,

AT 73 |exit IKEV2 7 a7 7 A ary7 4 ¥al—i g F—FR
Bl - ERTL, Za—bar 74 Xal—vayE—
Device (config-ikev2-profile) # exit FIZRY £7%

AT 74 |exit sua—)ar74¥al— gy B— REKT
i - L. ¥tE EXEC E— R&BtE L F 9,

Device (config) # exit

KA FEFSEMEREF—2EALEEFREBSED

€ 31

LTt va Tk, PPKEFH LB L2225t O EICBEE T 235 Efl &~ L

i@—o

Bl FBRRX FEFFIEFTF—O

Bl : 4 =T —FDERE

1 ]

axX A&

Wiz, £ =v=—%@®PPK #FEICTHRETHHZrRLET,

conf t

hostname Routerl

|

crypto ikev2 keyring ppk-keyring
peer 1

address 10.10.0.1 255.255.255.0
ppk manual id ppk_id key ciscol23
!

crypto ikev2 profile prof

match identity remote address 10.10.0.1
authentication local pre-share key cisco
authentication remote pre-share key cisco

keyring ppk ppk-keyring
|

crypto ipsec profile prof

set ikev2-profile prof

|

interface TunnelO

ip address 10.10.0.1 255.255.255.0
tunnel source GigabitEthernetl
tunnel destination 10.10.10.1

tunnel protection ipsec profile prof
|
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interface GigabitEthernetl
ip address 10.10.10.2 255.255.255.0

no shut
|

5l : IERIDERTE
Wiz, VAR ZDPPK & FEITRETHH &2~ LET,

conf t

hostname Router2

|

crypto ikev2 keyring ppk-keyring
peer 1

address 10.10.0.1 255.255.255.0
ppk manual id ppk_id key cisco

|

crypto ikev2 profile prof

match identity remote address 10.10.0.1
authentication local pre-share key cisco
authentication remote pre-share key cisco
keyring ppk ppk-keyring

|

crypto ipsec profile prof

set ikev2-profile prof

|

interface TunnelO

ip address 10.10.0.2 255.255.255.0
tunnel source GigabitEthernetl
tunnel destination 10.10.10.2
tunnel protection ipsec profile prof
|

interface GigabitEthernetl

ip address 10.10.0.1 255.255.255.0

no shut
|

Bl : FAF2T VORI FEFEMNEFTF—DOHRTE

Bl : 41T —32DEKTE
Wiz, f = —ZDEAF I v 7 PPK OREFIEDOH ZRLET,

conf t

hostname Routerl

|

crypto skip-client skip-client-cfg
server ipv4 10.10.0.4 port 9991
psk id psk-idl key 0 ciscol23

|

crypto ikev2 keyring ppk-keyring

peer 1

address 10.10.0.1 255.255.255.0

pPpk dynamic skip-client-cfg

!

crypto ikev2 profile prof

match identity remote address 10.10.0.1
authentication local pre-share key cisco
authentication remote pre-share key cisco
keyring ppk ppk-keyring
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Bl ERIDRTE

m - sepozz [

|

crypto ipsec profile prof

set ikev2-profile prof

|

interface TunnelO

ip address 10.10.0.2 255.255.255.0
tunnel source GigabitEthernetl
tunnel destination 10.10.10.1
tunnel protection ipsec profile prof
|

interface GigabitEthernetl

ip address 10.10.10.2 255.255.255.0
no shut

|

interface GigabitEthernetl

ip address 10.10.10.3 255.255.255.0

no shut
|

WIZ, JEEMDOF A F I > 7 PPK OFEFEOH 2R LET,

conf t

hostname Router2

|

crypto skip-client skip-client-cfg
server ipv4 10.10.0.4 port 9992

psk id vedge-sim-1 key 0 ciscol23

|

crypto ikev2 keyring ppk-keyring

peer 1

address 10.10.0.1 255.255.255.0

PPk dynamic skip-client-cfg

|

crypto ikev2 profile prof

match identity remote address 10.10.0.1
authentication local pre-share key cisco
authentication remote pre-share key cisco
keyring ppk ppk-keyring

|

crypto ipsec profile prof

set ikev2-profile prof

|

interface TunnelO

ip address 10.10.0.2 255.255.255.0
tunnel source GigabitEthernetl
tunnel destination 10.10.10.2
tunnel protection ipsec profile prof
|

interface GigabitEthernetl

ip address 10.10.10.1 255.255.255.0
no shut

|

interface GigabitEthernetl

ip address 10.10.10.4 255.255.255.0
|
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BAEDIKEVR EX 2T 4 7Y o—a VICETHEREFR T HIT1E, showeryptoikev2
sadetailed =~ ]\%f@#iﬁﬁ szjﬂo ﬁﬁi:i‘%% éj/bz) rQuantum Resistance Enabled| A w1t —
VI, PPK R— 2D EAFLZEW FEBENIR>TNDH I E a2 R LET,

KIZ. show cryptoikev2 sadetailed =~ > RO FHIZ R~ L £,

IPv4 Crypto IKEv2 SA
Tunnel-id Local Remote fvrf/ivrf Status

3 <src IP>/SrcPort <Dst IP>/DstPort none/none READY

Encr: AES-CBC, keysize: 256, PRF: SHA512, Hash: SHA512, DH Grp:19,
Auth sign:

Initiator of SA : No
Quantum Resistance Enabled
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IPsec DFXIE [ Configuring Security for VPNs with IPsec ]
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