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RPIOS

Cisco I0S BERENIRTFER L ONFIT I D Cisco I0S I —x /&R L F 97,
BHE/ Ny r—VI20%, B2 RPIOS g TVnET,

ESPBase

ESP ARV —T 4 7 VAT A, 7R, BEXWESP Y7 b7
PR L4,
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| VIrYz70RESIVT—FTVF ¥
@Oy I vr—vicETs25E [

BRIOY TNy r— 1T 2 EEFIR
BRI TRy r— BT 2 EERERITKO LBV TT,

s HBIOY T /8y r— U % Cisco.com N HRIA IZA T r— R TXEHA, =2—FRIND
OEBIDY T 8 r—T % AFT DI, BOICHE Sy r—Y %Xy — KL Tn

b, AR RIA AV E—T =AM RAEFH LT, MENvTr—IU Mo TRy r—U%
T 2XLERHY £,
=B PNEE Ny =T TR EROY T Ry =V %R LT L TV a5E

X, e la s Iy ANEERAL OV 2T — T AMLERHY 9, IaE
Va:yﬁ774w T&Tﬁ%AN/7~V®$’EiMT%D BRI DH 7 2% I —
URHIH SN DTN, ENENDOY TRy F—DIZEENDA A=V b S v

7T

A

JAEY a= 9 DAL
Y

Note 47> g DV TRy r—V% A A=V TEEEIE, TubtVa=r T 774 0EMHL
T —h 7ot 2A2ERTILERHY £1,

Cisco Catalyst 8500 ' U — X v ¥ 7T v b7 4 —L0MEB OV TRy r =V F 721347 > =
VDY TRy r— (Cisco Webex / — K@ Cisco Catalyst8500 >V — A T v 7T v N7 4—
LV =ZARONRNy =0 E) ZEALTEET 2L ICRESNTVDLISLEIE, 7YrE
VamU I T ANNT — TR EERLET, @5'J®‘5’7/\ v r— V% L T Cisco
Catalyst 8500 >V —RX =¥ 7T v N7+ —AZFITTHHEE, Feeya=r2r774
N7 — b T oL DI — ?%ﬁﬁ#éb%ﬂ%@i?o7mt/ag/7774WGio
T, fERDH T < /’7“—:}0)7 N7 v FOVEBER X 41, Cisco Catalyst 8500 &) — X = v ¥ 7
Ty N7 —LTEE EBVICEELET,

TERIDY TNy r =BG Ny r—=Vnbiitiahs &, Treva=r7 774 b HE)
TRt (i1 nRay gPi= e

ME NN r—VBREEH L V=2 23730856, 7aeya=v 7 77 ANV EH D
FHA, ZOHEIE. MENY T —Y T ANVEFERHLOV—4%2T7—FLET,

KN

TJREY A=V Y J7ANLICOVTHEERE

TaeTa=r Ty A VT AEEREFERIFIKRO LY TT,

« FIRAERN Y —VIIE, 200 T u eV a =y T Ty A ABEHENTHhET, 1207 7
A Wid Tpackages.conf] & W IHIRDLNTAFIP W7 B EYa =077 740 T, b
INDDT 7 A NWIHKE Ry =Y OmABANCE S ARIO TR EY a =077 7 A )L
TY, 220070 Va=rT 77 A VOKEIL, TRTOHRE Ny r— Y Tl —
<7,

AT LA EDYE, V=2 DT — MMZIE,  [packages.conf] TR EVa =TT 7 A VEE
A28 RH Y £9, #@FEIL.  packages.conf] 77 A LEFHLCT—FT5X 51T
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YIRIITDEERSLUVT—F70Fv |
B rFicld-Programmable \— FY 7 FAAREFYTIL— T BT AL

N— B EBET DHNHECTT, ZO77 AN TT—bT5EIITHETH &, CiscolOS
XEZT7 v 77 L—RTHBEIC, 77— FAT— R MA UV NEEETLHUENRL D7D T
9 (boot system file-system:packages.conf 2> 7 f ¥ L —a v avwr RE7 v 77 L —
ROFT#% TERT DMENR R 2D ET)

cTmETa=r T Ty ANV TNy =T T A NE RILT 4 L7 Uk
ETO2MENRHVET, Tubva=v 7 7y ANn, l@ROYF TNy r—y L3RR 5
TALZ NIRICHD L, WUICEEL XA,

TV a = Ty ANDARNIERETEETH, FROF TRy r =07 7 4 LD
HENIEETEERE A,

IRV a =T Ty ANEREOY TNy = Ty A NVERILT 4 L7 b U ITHN
LT, Wv—Z%T7—hrLdbElE. ZN6DT7 7 A VOLRIEE, Bk, £RI3EFE1T
DRNZEEBMIHRLET, 77 A NVOLRTEE, HIbR, 232 OMOEREEIT D
L =2 TTPHIERREBL KOEER AT D REERH D £77,

Field-Programmable /\— K9 17 TNNAREZTF7 v T L—FK3T %577
1L

Cisco IOS XE Release 17.3.2 LA, Field Programmable /~— K7 =7 5 /34 ZADT v 77 L— R
WM 415 Field Programmable /X 7 — U BAMEZIGECTY U —A SN TWET, Ny r—
VI rANE, T AV RDT v T L— RBRBEIRGAIT, 1 A S ~— Field Programmable
FNA AL S U E T, Cisco Catalyst 8500 > U — R =Y 7T v b7 4 — M HHMED 72
WA=V g VDN R =T Il I~T N T 77— AU =T NEENTODEEE, 07 7—
LY T DT v T — RBRBILRDGERH Y £7,

WHET v 77— R, VAT A A vE—0 Cisco Catalyst 8500 ' U — X =¥ 77 » h
7 #— 2O Field Programmable 7 /34 AD 1 DIZT7 v 77 L— KPRV ETHDHZ LxRT, &
721X Cisco D7 7 = VYR — OB ENT v 77 L— RERET HGHIZOHMETT,

JAtANDPE

Cisco IOS XE (2%, Cisco Catalyst 8500 >V — X =¥ 7T v N7 4 — A ETREIZH A DT
nERAE L TEBEHTLI2HEZOar -2 MRHVET, ZOEV2T7 7 —F77F Ik
D, TNENOIMEZHYT 57 n R ARG5S L5120, §XTOEEDR CiscoI0S Y 7 b
VT IRFET DS E LD L. Fy NI OETTNNRM ELET,

JotzX&ELTDIOS

MR, 1ZEAETRTOV AT N—F Ty T+ —LTIE, 1IFEAETRTORNFY 7 b
77 ¥ AN CiscolOS AEFV AL TEITENTEE LI,

Cisco Catalyst 8500 >V —RX =¥ 7T v 74— AL TiE, ARV —T 4 VT VAT LDEE
DEENZIOS 7a AN SBITESEANEH Y 7 N =27 7 —F% T 7 F ¥ ZEA L TWET,
COT—FT 7 F v TliE, UBNTXEEALETRTOREY 7 by =7 7Tt 22408 LTz
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| VIrYz70RESIVT—FTVF ¥
Fa7rios 7otz

I0S 23, Z8® Linux 7rEAD 1 DL LTEB#T5L 512700, V—FEFTT HEE %
DOLinux 7B A ELIEFTEB LRV ELE, ZOT—XT7 7 F v &+ 5E, A€
EELICANCEIN B THZ ENTEDHD, V= EHRISBHTX 9,

FaF7ILIOS 7Ot R

Cisco Catalyst 8500 >V —RX v ¥ 7T v b7 4 —ATHE, 727108 7rtREEALT
WBTeH, AT XA FZEV T 4 ZFICM ESEHZENTEET,

SSO 45 L. 2&HB D I0S 7 u& A% Cisco Catalyst 8500 ' ) — X = v V)L —& THL)
295 Z &N TXEJ, CiscoCatalyst 8500 'V —RX =Y 7T v N7+ —ALTT 27 Lb—
FFat v ERETDHE, 2FBDIOS 7REANAL V3 b— 7 at v ETHE L
ij‘o

IHHEDF 27108 Tt ZADKEEIX, show platform =~ RZ AN L THERTE £9,
20D I0S 7t ADMMAIC L » T, ROFSEHONET,

s MMEEMOM E : 7277 4 T1I0SEED A Xy MRELTH, P—EX%21F LA SHlr
SHAHZ LML, BIEIZ2RBDDIOS 7rEART 77 47108 7t A2l £7,

Cisco Catalyst8500 ') —X TV Jo Y hI74+—LDT7AILIR
T L
WDFIZ, Cisco Catalyst 8500 )V —RA =Y 7T v h 74 —AL L THRTEDL 77 ALV A
TADYANERLET,

Table2: 2 7 A1 )L Y AT L

T7AIDRT L EREA

bootflash: TIT47RP EOT = 75932 AEVDT 7 A4V VAT A

cns: Cisco Networking Service D7 7 A /LT 4 L7 K1

harddisk: TIF 4T RP EON—R T4 RATDT 7 AL AT A

nvram: JL—4 D NVRAM, NVRAM i C startup-config % = &"—CT& £ 7,

obfl: Onboard Failure Logging 7 7 A VD7 7 A )b AT A

system: FEITar 74 X2l —varidEgiy, VATALAAERIDT 7 AV VAT
A

tar: T—AAT T7A) VAT A

tmpsys: —IE AT N T ANDT AL AT A

usb[0-1]: 72747 RP EOUSB7 T vva RILTDT 7 A0 AT A
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B cosmecnzsorqLFoLoruBLUuTZAL

YIRIITDEERSLUVT—F70Fv |

ERORIZVAREINTOWRNWT 7 ANV AT AERRL LGSR, 2~V T4 T ar iz A
ﬁ?é#\%@774W/XTA@LME%_OwTwWZV/F)77V/2%%%LT

<TEEVY,

BERERINET7MILT

AL R)BEXVTT7AIL

Z Z TlE, Cisco Catalyst 8500 >V —RX T 7T v h 74 —A ETFRRINDARELEDH
L, BEVERESNA 77 ANVET LI R BROINHDOT 4 L7 NINDOT 7 A VO
BFEIZOW T LET,

IRDFIT, Cisco Catalyst 8500 'V —RX =¥ 7T v N7+ — LA THBVERIND 7 7 A LD
DA R EFHAZRLET,

Table 3 BE)EREND T 7 AL

TJ7A4IVERIFTTaL
A

BLL

crashinfo 7 7 1 /L

crashinfo 7 7 A /Lid. bootflash: F 721 harddisk: 7 7 1 /L T AT AT
ER SN AGERH Y £7,

INHEDOT7 7 ANTIE, 77y v=2llBTaERNBELEINTED,
LI N T TN a—T 4 VT BT IGARICENLET, 7272
L., 77 A MEIN—FEEIZE TN TV RN\, L—F OEEICE
BERESTICHETDHZENTEET,

coreT A L7 RV

core 7 7 A /LD Ak L—UHHEE

ZOT 4V NVIREEESND &, T — N7 v TRRC BRI AR
ENFET, ZOT 417 FUKND core 7 7 A MiE, N— FHEREICE
BERFSTIHEET D EIEITEEIN, T2 MY RIS
L7RNTL7ZEW,

lost+found & 4 L' 7 k
)

VAT A F v I INEfTENDE, T T T OT 4 LY
FUDPMERENET, 20T 4 L7 NI DBRFERINDZ EITEEICE
WIREETH Y . V—ZXIIBIENRE LD TIEH Y A,

tracelogs 7 4 L7 K U

trace 7 7 A LD A kL —nElk

trace 7 7 A NI N T TN a—TFT 4 IS BE T, 7272 L., trace
77 A IV —FEEIZIIER S0, JHELTHA—Z O
T —< AT ERH Y A,

BEERSNEST ALY FIICEHTHIEESEIR
ABIERSNDT 4 L7 b U ICHT 2 BEAKRIAD L5 T,

e bootflash: & 4 L7 FUICHBVAER SN 7 7 A /VE, TAE~— B FR— I BIEREN
VR Y | HIER, ARIERE., BE, FXTOMOEFIIITHRWTL 7EE VY, bootflash:
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BRERShET (LY byict2EESE ]

WCHBEVER SN 7 7 ANEERTT DL, VAT LNRT =< ACTHELRE b7
OTEERHY T,
s crashinfo, core, ¥ X Wtrace 7 7 A /VIFHIFRTE £9°23, harddisk: 7 7 A /b A7 AIZH
BIICE EFN TV D core B L N tracelog 7 4 L7 b UIFHIBR L 72T 72 &0,
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CHAPTER 5

10S-XE & SDWAN O & 54

« #E2L, on page 15

o FEHEMIFR, on page 15

s Bt E— FE/ZiF=> br—7%F— K, on page 15

ey br—JF— RNEHAMEE— ROV Z, on page 16
« PnP 2 HH 7 =& A, on page 16

M=

universalk9 4 A — & {#H L T, CiscoIOS XE SD-WAN & Cisco I0S XE D i )5 % Cisco I0S XE
TNA AT TE £, 24T SD-WAN & JE SD-WAN D 5 OFRE & BB D v — AL A 72
T T L— NN B £,

1 AE R

BEE—FEH-(FarvrOo—S5E—F

Cisco I0S XE & Cisco IOS XE @ SD-WAN #6EIZI1%. ZNFNnBEfEE—Réary he—FFET
T RTT77vALET, HEEET— RIZL—HDF 7 4L hE— KT, CiscolOS XE HEREN S
EFNTUWET, CiscolOSXESD-WANKEFEIC T 7 B 24 5121F, 2> hr—FF— RIZ)0
ZFE7,

FEABIZ DUV TIL,  https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/

install-upgrade-17-2-later.html#Cisco_Concept.dita 42020dbf-1563-484{-8824-a0b3f468e787% £ L
TLTEENY,
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10S-XE & SDWAN O &R |
B - tosz—reage—rovysx

OV hA—FE—FLBERE—FOUIYEZ
THRAADT 7 4 bE—FZEHEE—FNTY, a2 btr—7F— AT N2V EX
HIZIX, #HE EXEC £— R T controller-mode =t~ > RZEH L £,
controller-modeenable 2~ > N, 731 A& a2y hr—7F— NIUVEX £,
controller-modedisable =~ > Nix, 734 A& AFE— NIZUI VX £,

AR DUV TIE,  [Cisco SD-WAN Getting Started Guide] #ZM LT 7 &0y,

PP 7A€ X

BFO7Z7 7T RV A U= 7a—%FHLTT S ADE— RERETEET,

PnP RX— 2B 7T e 21X, 2y b —J OBRIHIZESNTT A AREET HE— RER
EL, REIISCTE— FERLZMLET, ZOBREIE A= T ATV MA=F v 1
THT L RDF AL ZUID ICEEMT b ar ha—F 7 a7 7 A L ESN TN ET,

F—REEETLE TS ZAPRHES LET, FEBNTTTDE. 75 RLET) 7228
TakAEFITLET,

FIZTT U RT LA (PnP) BAIZIX, RO T r®v AT U ANREENET,

J—r7yTE—F F4RANY) FotER E—FZEE
EfE: FIZTT Y RTVAERROR | T— REER L

HEFIZA T LI ADTS
T v RT A H—"—Dfg
H

Ay hu—7 TIIT VU RTUA O | BT — F~DE— NEH
HEFIZA T LI2DTT
T R T A — =Dk
H
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CHAPTER 6

CiscolOSXEY 7 bz 7DEH

Z DETIL, Cisco Catalyst 8500 ¥ UV — X =¥ 7T v N7 4 —LERET D7D DOHEfFIZDS
WTRBH L £
e —H ar ) —)VEMHH LT CLLIZT 7 & A7 % )%, on page 17
o F—R— K a— bWy FOEMITEE, on page 22
JBEEN Y T 7IZ KD~ KOO L, on page 22
e 2w R E— NOME, on page 23
« ~)L 7 DR, on page 25
s 272 RO no IEAE L default FEZOfF H, on page 29
e AT 4 KXo b— g L OEEDIRLE, on page 29
e AT 4 X2l —ar 77 A)LOEHL on page 30
a7 OEFRYEID BT (31 ~—)
e show 5L W more =2~ R IO 7 4 /L% U > 7 on page 32
* B/ R /L 0D USB 7R — h DEEZN{E (33 ~—27)
o b— & OFEJRYIET, on page 34
e T T Y N TA—LBIOV AT VT N 2T A A—VDOV R — MEROMIE, on page 34

IW—F a2V —IZFERALTCUIZTVERTSHFGE

TR, BRI SN a YL EEALCav L RIS A2 —T A % (CLD I
T AT HHER, Telnet £721FET 2&2FH LTV E—F ar Y —LEFEL, CLIIZT
7 AT B IFIEICHOWTHBHALET,

EEESRINf-aY—ILEZERALTCUIZZ7VERT HHE
IITEH NV—FDa Y — )L R— MIERL, 2 YA F—T A AL TCLI
\ZT7 7B AT B HFEICOWTEALE T,

Cisco Catalyst 8500 >V — R v ¥ 75 v b7 4 —2Ah LDy —R— &, EIA/TIA-232
FEFRW, 7ue—flEe Lo ) T AR T, aRx 7 FIXRI4AS ax 7 22 LEST, 2
VLR — KNI, KA— FFatE v (RP) OFIEH/ SHFMINEL TWET,
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CiscolOSXE YV 7 ko z 7R |
B - fk—reons

aVyY—ILAR— k EDES
oY —)b AR— MIEHET D FIETRO &80 TY,

SUMMARY STEPS
1. WMRTI2L—yary V7 b7 2ROLIITRELET,
2. RIJ-45/RJ-45 r—7 )L & RJ-45/DB-25DTE (5 —Z W R¥EE) 7 X 7 % $£7-1ZRJ-45/DB-9
DTE 7 # 7% ( [Terminal] ®F L) ZHEHL T, "— MBS LET,
DETAILED STEPS
Procedure

ATV Tl WRTZI2L—2ar VY7 =T 2ROLEIICHRELET,
+ 9,600 bps (E > ~FD)
«8§7—% Ew bk
e RUT 4721
sl AFY T EY L
o 7o —lfE7e L

AT w72 RI-45/RJ-45 /r—7 )L & RI-45/DB-25 DTE (5 — X Ui K¥E#E) 74 7%, £721Z RI-45/DB-9 DTE 7 % 7' 4
( Terminal)] ®F~YL) ZEHL T, &"— MIEHLET,

A=A U= 14 ADFERAE

CiscoCatalyst8500 >V — A v 77 v N7 4 —LDFTXTORPIZIX, 2>V —/)bA 2 H—
Tz AARHYET, TaTIVRPHERDT 77 4 7 RPEITTIER, AX /XA RPIZH
YY) AR—= AL TT 7 BATEET,

A=A E =T oA ZAEMEHLTCLLIZT 7 AT 5FIAIZ, ROLEBY TT,

SUMMARY STEPS

1. V—FDary—)LKR— M MIGRN— Ry =7 2L, WmATI a2l —var Y7k
VT BWMUNCERET D E, ROT e T MRERINET,

2. ReturnZzZ#fLC, =—H%—EXECE— RFZBBLET, kOT o7 MREREINET,

3. =~ —EXECE— KT, kD L)HiZenablea~> KEAHLET,

4. NRAT—=RTar7 ML, VATLARRAT—=REANLET, VAT LA THYR/RAT —
RERE I TV WA, ZOFNETER LE T, KIZ, [enablepass| V9 /AT —
FEATHHERLET,

5. AR AT—RRFFAIESND &, FHEEXEC E— K 7R 7 MR RINET,

6. ZNT, HHMEEXECE— RDOCLI~DOT 7B ANHEIZ/RY £ L, HEa~r FEA
LT, BERF AT BFEITTEET,
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avv—n1va—7z1z2nEmsE ]

7 A=ty ralreTIHI03, ROX I quit avr FE AT LET,

DETAILED STEPS

Procedure

ATy T

ATy T2

ATvT3

RATv74

ATy TH

ATvT6

ATy 717

N—BF DAL — )V R— MImRN— R =T 2L, kT Ialb—ary VY7 Ny =T 2@
ETHE, kOTar T I REREINET,

Example:
Press RETURN to get started.
Return ##fiL T, =—H#—EXEC E— FZBMHLET, ROTr 7 IBRRFINET,

Example:

Router>

:L“—"ﬁi‘—‘ EXEC &— ]\“"C\\ Yj‘((])i 5 af_‘_ enable =~ F‘%Ajj L/iﬁ‘o

Example:

Router> enable

NATV—=RTFur 7 M, VAT ANRAT—=RE AN LET, Y AT LATHDRANAT — FRREST
WRWGA. ZOFIEITE L ET, RIZ, lenablepass] WO NAT— REANTHHIZRLET,

Example:

Password: enablepass

HRhie/"AT— K3 gFrahb &, BHHEEXECE—F Yru 7 bRE RS E T,
Example:

Router#

T, ¥EEXECE— KD CLI~DT 7 ZANHREIZR2 D £ LT, MEha<r REANLT, %EZR
BAY HFATTEET,
ayy— )ty va e TTOIE ROLIIZquitav ey RE A LET,

Example:

Router# quit
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CiscolOSXE YV 7 ko z 7R |

B erezsmicus—ravy—unscUicF o ERT HH%

Telnet #{EFERA LT E—F VY=L CUIZTIERTBHAZE

TR, Tehmet ZFHLTA—FDary Y —)b f 2 —T A AZHEEE L, CLILICT 7 & &
T 5 HEICHOWNTEA LET,

Telnet ZERAL TIL—2 a2V —LIZEHRT -0 EHE

TCP/IP R > b T —2 b Telnet i L T/L—Z 2V E— M7 78 AT 5HIIC, linevty 7 = —
a7 4 FXalb—rary avy R LT, AREmRERR (vty) 2R —rF25 L9
V=B EBET DMERDY ET, Flo, v /A U EHERTDHE I vy ZREL., 73 A
U—RNEfRETHLELH Y £7,

Y

Note

Bt ECr 7 A BT =T MEINBRNE DT AT, login 74 a7 Fal—
vayv :l’?‘/ REFRET D E X2, password 2~ RC/RAY— RERETHLENH Y £
T WAk, FFRI, THhHU T 47 (AAA) EZEA L TV 534A 1. loginauthentication 7 A
= /74 Fal—varyavy RERETHVENDHY £7, login authentication =2~ >

REFEHLTY A MERET H5EIC, B ETAAAGRIEICET 2074 VidT 1 —T v
fbsin2n X 91279 5121%, aaaauthenticationlogin 7 e— 3L 27 4 Falb—v gy a<
VREFEALT, VAMERETDILELH Y E3, AAAT—ERADFEMIZ OV T, [Cisco
10S XE Security Configuration Guide) 35 X O [Cisco I0S Security Command Reference Guide] %

ZHLTIZSW,

F/o, M= HIC Telnet BT DRI, —H DFMNIRAA M, E3L—F IR EShZIP
T RUAZRS L CENLELH Y EF, Telnet Z i L CL—Z ITHERET 2 T2 O BHEDOFE
A, Telnet —ERADH A HZ~ A XJlk, BLO Telnet F——4o  ZAOEHHIEIZONT
. T[Cisco I0S Configuration Fundamentals Configuration Guidel] %M L T 7230y,

Telnet ZEFEALTCaAVY—ILAVA—T A RIZT VRIS BHE

SUMMARY STEPS

Telnet ZFEA L Car Y — N A F—T oA AT 7B AT AHFIRIL kDL T,

1. WAREZIEPCOHLIROWTNND I~ RE AT LET,

2. RAU—RZar7 T, By RAU—=RKEANLET, KRIZ, mypass £\ H /A
J— e AT 502 ~LET,

3. =—H¥—EXECE—RT, RKOLIIZenablea~> REASHLET,

4. R"RT—RKTFa P M, VAT L /NAT— RKEASLET, KRIZ, enablepass &> /¥
AT — REANTHHERLET,

5. ARh72/XAU— RKRFFAISLd &, FFHEEXEC E— R 7r 7 ERRRINET,

6. N T, HHEEXECE—RDOCLI~DOT 7B ANHEIZ/RD £ L, HEa~vr FEA
HLTC, BBERZ AT BFITTEET,

7 Telnett v alZTT 521, ROFIOL DI exit £7-1% logout 2~ REMEH L E
R
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Telnet £EALTaYY—L A2 8—T 14217222 T55% [

DETAILED STEPS
Procedure
AT Tl WMRELIZPC O HXROWTNO < REATLET,

ATy T2

ATvT3

ATv74

ATy TH

» connect host [port] [keyword]
« telnet host [port] [keyword]

ZORESCTIE, hostiZIZV—HF DARA M EZIXIPT RLAZFRE L, portiZiX 10O R— hEE (5
T ME23) EERELET, £/, keyword (2 AR —FENDHF—TU— RERELET, sEMicoON
Ti%. [Cisco IOS Configuration Fundamentals Command Reference Guide] % &M L T 72 &0,

Note T IR —NR—%FH L TWAEAIT. RA MIPT FLADIENIZ, tdnet 172.20.52.40
2004 72 EOFN AR — NEEEIBETODLENRH Y £,

WOHTIL, tednet =~ KT, router & W9 ZFROD N —Z |[ZHEGE L CTWET,

Example:

unix host% telnet router
Trying 172.20.52.40...
Connected to 172.20.52.40.
Escape character is '~]'.
unix _host% connect

NATY—=RFar7F NC, vl Ay RAU—= Rz AJJLET, RIZ, mypass LW H /AT — & AJ
HH AR LUET,

Example:

User Access Verification
Password: mypass

Note IRAT— RPREIN TR WESIE. Return 24 L £,

2—#— EXEC E— N T, RO L 5 enable a3~ R& A LET,

Example:

Router> enable

NAT—=R 77 ML, VAT A RAT—=R2 AJLET, RIZ, enablepass &5 /NAT— RZ& AJ)
T OB ERLET,

Example:

Password: enablepass

BN RAT— RRFAEND L, BHEEXECE— R Fu 7 ERFERENET,

Example:

Router#
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B =—®—rra—rtrvropmssx

ATV T6 ZNT, BHEEXECE— RO CLI~DOT 7 B ANAREICAV E LT, MERhav L REANLT, LER
BAY HFITTEET,
ATFwTT Telnet & v a2 T45120%, ROBIO X HIZ exit /-1 logout =~ > RZEH L £7,

Example:

Router# logout

N SN -~
F—AhR—Koa—rhy FOFERAE
o< RZiX, KEFEENINCFEOXINIH Y A, T2, 2~ FBIUNT A= T, #
TEFATRE b o~ REITNT A —F L RKBIATREZ2 U8 E T TE £97,
WROFIZ, a2~ RKOANBIOREFEHTLH5F—FR— RN a— b1y bERLET,

Table &: ¥ —HR—FD>a—kAy k

F—Rb+O—7 =)

Ctrl-B £7- 1% Left Arrow ¥ — 1 | H— YV L% | TN ITHRIBSHET,

i

Ctrl-F £721Z Right Arrow &— | 71— Y V% | XFHETED £,
1

Ctrl-A Oy RIA L OEHICH— Y LV EBE L ET,
Ctrl-E AYY RTADORBICA—Y NV EBEILET,
EscB =V NVET— R OG5 TFHESEET,
EscF H—=I N T— R 1 OPETHEDET,

U G — MR X A 01, VTI00 72 & > ANSI ik Bl & £,

RNy I7IZLDaI FOFFEUHL

JBIE Ny 7 7 1TIE, BERICASN L 20 Da~ v RBMEESNE T, BB~y Ra
ALT, FANEPTIREENLTWSavr KT 7 BATE£1,

WOFRIZ, e ANV EHfa~w FO—EE2RLET,
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aAYU K E—FOBE .

Table5: E X ) EHOT VR

=l VN N B8

Ctrl-P £7213 Up Arrow ¥ — 2 | BIE N v 7 7 ICRfF SN TWh a~wr &, Foa< s R
MBIEIZMOH LES, F—2#HF -0, Lo hna~wr
ROMERF RS ET,

Ctrl-N £ 721X Down Arrow % — | Ctrl-P £72iZ Up Arrow ¥—Z L CTa~ > RZIFOH L

1 %, BEARY 7y RNOLVH LIy RICEY £7,
Router# show history EXEC £— KT, &BIZAILIzW L o0 a<wy REFER
LET

2 I —2MERTX 501k, VTI00 72 & 0 ANSI EHEIC R b E 3,

aAvU R E—FOBE

Cisco IOS XE TEM e/ =~ > K £ — RiX, WE3KD CiscoIOS CLI THEARE/ARa~ 2 R
ET—RFNEFoLFELTT,

CiscolOSXE Y 7 b =T7IZT7 7B AT 5HI1Z1E, CLI #fH LEJ, CLLICITEEDE— KR
HHZ LMD, FIHTEZ a2~y FIZZORFATHHL TS E—RIZLY R0 £9, CLI
Tu 7 NCEMG () AANTLHE EnEhoavy RE—RTEATE a3~ Ko
—BERETEET,

CLIiZu /A v Lzt &DE— FIa—V EXECE— FT9, =—H EXECE— FNTI%, fFH
TEX5a<vy RRFIRENTHWET, X TCoOa~r R2EHATE5 L9127 5120E, @I
NAT— REMHEH LT, FHEEXECE— FZBBTHIMERNH D £7, FHEEXECE— R D
X, ¥ XCOEXEC 2~ K (2—¥ £— REIIRHHET—F) 2FETcEES, F2, 7
gB—NL AT 4 X2l —ary B— NEHBETHIZIELTEET, ITEALEDEXEC =2+
YRIZIERY o<y RTY, 728 20E, showa~ > RIFEER AT — X A FREFER L,
clear 2~ RZh v ZERIFA X —T=2A A% 7 YT LET, EXEC a2~ FiZY 7 |
V=T OFEEIRICRESNEE A

O 74X 2L —TarEB— R, FETa 074Xl —Ya VEERETEET, FOE.
FITa L 74 K2l —va B A — T v 7 ar 74X alb—a VITREL TR L, &
BEnfca~vry MEY 7 b =7 OFEBZbRFINET, FFEOa 74 Fal—ra v
EF—RZRBT LT, ZJue— L ar 7 FXalb—rvary T— NEHBETOLERDY E
T, /e— a7 4 Xal—valrsET—RClE,. /¥ T2 AT Fal—T37
YE—R, BXOTa FarEHE— R lZ2omoe— &G TEET,

ROM E=%# E— K%, CiscolOSXE ¥ 7 b7 = 7 RNWENZ 17— R LARWEA IR S 55
HDOE—RKTY, Y7 by =T OEEFF, F/3E#SF a7 X2l —Tar 77 AR
WHELTOWAEAIC, BV 7 02T A A=URAS5M625E. V7 F 7 =7 IZROM
E=F = FNERBTLHZENHD ET,
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B == rz—rom=

CiscolOSXE YV 7 ko z 7R |

WDFEIZ, CiscolOSXE V7 F =27 DIFEIFERh—a~v L FE—RK~DT 78 AF
B, FRET7T 7 8AEK T T2 HIBEZOWTHBALET, £/, £T— FRTERREIND T BV
T rOBFIHRLET,

Table6: A<X >V K E—FDT7 IV AAEE L URTAHZE

ARV K E— | 7O ERA Joyv 7k BTAHZE

X

[ . arA4vLET, outors logout =~ > RAEMEALET,

EXEC outer

¥ EXEC o —H#—EXEC E— RN T, enableEXEC = S o —H#— EXEC E— RIZE S ITIL,

~ REfEHLET,

disable =~ RZEHA L £,

Jua—)L a3
V7 4Fa
Lr—a v

FEHEEXEC £— K25, configureterminal
FHEEXEC 2~ REMHLET,

Router (config) #

Ja—nR_) a7 4 FXFal— g
E— R LM EXEC E— RIZRDIZ
%, exit £/l end a2~ REFEHL
7,

A F—T=x
A A a7 g
Fal—3
Ve

Jao—nN) a7 4 FXal— gy EF—
RC., interface =z~ REFEHLTA >~
&%7I/rz%jﬂ§ﬁ::l/\i—§—o

Router (config-if) #

Jua—n_)ary7 4 Xal—g
F— RICRDITIT, exit a~ v R&ff
ﬁH[—/ij‘O

¥ EXEC £— RIZE A 21X, end =
~  REHEHRALET,
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NSLET

aAX VR E— |79 ERAZE Jov7hk BTHE

X

ZW N—FE, RO XD BRBEIT, %ﬁ%—FROw(daw [0S 7 ut ZDMEEIC L > T2 krE—
RBMAT B0, EEBKTE— RICT 2 B RASBEAA S U= 45 i 10S 3 % fift
2 LET, &Lt%&f\w—§%ﬁt@LT@

Q,-J:o/cj: IOS7OH?XVCIFZEZ)§%§ %%_F%ﬁgﬁﬂij—éﬂz‘gﬁ)&)wij—o
ELK LEIT, ZMrE— RIS L JL— % 3 transport-map %X EZ L - T2
NHOET, 72720, 1FEALEDEA. Bre— RZBBL7-5E,. L—XIZT
= BTUVVE T, 7 AT BT, %'J@waﬂﬁﬁﬁff
a—H—73 transport-map =~ & R & {1 iﬂ iﬁi;f;ggg%fgjﬁ
LCRELERY v—ic kY, Bie—FR 2 ICBES °
NS T2EER’HV FT, TI7E8ARY RP DI — F &2 L CA—XIZT 7
V—DREIZOWVWTIL, ZDO~=2T /D TALTWAEAIL, BIOR—FEI
4 # [Console Port, Telnet, and SSH L C—# iC')?ﬁJZX LET, 727201
Handling] ZZM LT 7E 30, MBAR— FTL—ZIZT 7 BALThH,
L= FICIE, RP ORBE— BT 2t HAS T DBEREABETE ZE A
ASNDZLRDHYET,
T L—2 155 (Ctrl-C. Ctrl-Shift-6, *7-
IZsendbreak =~ F) #AST5 L.
7 1/"—‘7'T|:|77#;2X'f1:1 Liz—% 75“%\[-;&:&"—‘
RIZBATT D L HITHRESIN TV AEEN

&) ‘9 iTO

ROM ==% |HHEEXECE— K/ 5. reload £# EXEC ROM E=4%—F— R&KTT 55

o< REFEALET, VAT LDEH)
B, ) 60 B LANIZ Break S+ — & L
i‘a‘o

IZ. continue =~y R&EMHHLET,

ANILTDORT

CLI a7 N C@MfF (2 2ZANT5HE, Havr FE—RFRCEHRATCTEa~v L Fo—&
NFERINET, FarTHFA NN THEEELFEHT L E, v NIZBEETSLIF—TU—F

EHIEDY A ERGTE £,

o< RE—FR, a<wr R, F=U— K, £H3518ICEGO~L T ESRT D11, ROFE
IR S TWbda~wr RKonwdFhnz i L ET,

Table 7: ~)L 7 A< > KE & VA

avyU kR

EL:)

help

AV R E—RONNT VAT LAOEERLET,
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CiscolOSXE YV 7 ko z 7R |

B =< rr7vavom%

avw vk Br

abbreviated-command-entry? BEDOLTEARN) VI THhEALa<L FOU R MRFERE
NET (avr FERMFORITIZAN—Z% ANRNT
TEEW)

abbreviated-command-entry<Tab>| #E D 2~ > R4 2 4fise LT,

? BED T~ FE— FOMATER T Toavy Fa Y
A RMLET,
command 2 22 RIA U TRIEANT D RED D F—T— R

FEIENRRTRESNET (2~ B ERERFORICAN—2A
ZANTLEZEY)

OARVKR AT nBE

ZITIE, avy RO ERTRTLHEOHZRLET, 2~y FEXE, EEELES
FHOX—TU— RBLOBIHEBEENTVET, 2w FOF—T— FBLOBIHERTTDHIC
WX, BB () 2ar v 4Xal—vary FurF N TCANTIEN, £iEavr Ro—E
BN LTRIC T AR—AZEFTASILET, CiscolOSXE V7 hv =7 TlE, FEHHREZ:
F—U— RBXOBEDY X I EEHERGANRFRRINET, 2T, Fa—1rar 7y
Fal—varE—RMhbaapa~vy FOTRTOF—U— RELITGIRERTT 25813,
arap? E A LET,

Ay RV OFO <>t Fid 1At 2R LET, H0F—=R—FTiE, CRF—Z
Return ¥ —C9, iITDF—3FH— K TiE, CRF—I[IEnter ¥—T9, T~ R~V TDEEKED
<cr>illE, Enter L Ca~y REZEREEDLIA TV a vBbdrZ L, B W<er> it 7
FTATTHIV A MADOBIEB LT —U—RNIA v a rTHHIEERLET, <c>itmHIK
i, FHTE 258 EF—U— B2V, Entar 2 L Ca~r REKTTHXLERDH D

ZEERLET,

WO, BT (?)

Table8: AV K AT avDiREk

Biol-a<w RAOT 2 N FEEZRLET,

avU kR

A2k

Router> enable
Password: <password>

enable a2~ RENRRT—REZ AL T, F#EEXEC a2~ R
T 7BALET, a7 MR I>) o [# ICEDoTZL

configure terminal

with CNTL/Z.
Router (config) #

Enter configuration commands, one per line.

End

Routerf (f5 : Router> 7> Router#t) . KilE EXEC — Ri2H) 0 #ib -
TWET,
Router# Jau—N)L a7 4 Fal—ay ET— RERET DI,

configureterminal 4 EXEC 2~ > K& AN LT, Zu—N
Nar7Z4Fal—varE— RIS L, e 7 kb
73 Router(config)# (2 V) £ 7,
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avvrtrFvavorz ]

avy kR

aAV b

Router (config) # interface serial ?
<0-6> Serial interface number
Router (config) # interface serial 4 ?

/

Router (config) # interface serial 4/ ?
<0-3> Serial interface number
Router (config)# interface serial 4/0 ?

<cr>
Router (config) # interface serial 4/0
Router (config-if) #

interfaceserial 7 u— )L a7 4 Xal— gy avy RN
EHLT, RETDHDVITNAAL L H—T A ABEEL, 4
B —T oA AT 4 FXal—arET— B LET,

WIZa~<w2 RI9A AN T DR EINbD A~ REeRRT D
Wi, 2 AN LET, ZOBITIEH, YITA A F—T A
ADARy NEFER— 5L, AT v aTRY->TAN
THOMERDHY £,

<> A NRRINTWAEATE, Enter¥—%2 LT~ K
EETTEET,

A A —T oA AALT 4 Fal— g F— RBREBENS
&, 7’a > 7 h ) Router(config-if)# IZE DV 97,

Router (config-if) # ?
Interface configuration commands:

ip

Interface Internet Protocol
config commands
keepalive Enable keepalive
lan-name LAN Name command
11lc2 LLC2 Interface Subcommands

load-interval
calculation for an

Specify interval for load

interface

locaddr-priority Assign a priority group

logging Configure logging for
interface
loopback Configure internal loopback

on an interface

mac-address Manually set interface MAC

address

mls mls router sub/interface
commands

mpoa MPOA interface configuration
commands

mtu Set the interface Maximum
Transmission Unit (MTU)

netbios Use a defined NETBIOS access

list or enable
name-caching

no Negate a command or set its
defaults

nrzi-encoding Enable use of NRZI encoding
ntp Configure NTP

Router (config-if) #

ITNAE =T oA R MEHTELTXTOS U F—T =
A A a7 4Fal—aryavwr ROU R MNeERTHIC
X, ?EADNLET, ROFITIE, SRR H—T = A
A a7 4 FXal—aryavy RO—E8ETE2RLTWE
7
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CiscolOSXE YV 7 ko z 7R |

avy kR

aAV b

Router (config-if) # ip ?
Interface IP configuration subcommands:
access—-group Specify access control for

packets
accounting Enable IP accounting on this
interface
address Set the IP address of an
interface
authentication authentication subcommands

Set EIGRP bandwidth limit
Set the broadcast address of]

bandwidth-percent
broadcast-address
an interface

cgmp Enable/disable CGMP

directed-broadcast Enable forwarding of directed|
broadcasts

dvmrp DVMRP interface commands

hello-interval Configures IP-EIGRP hello
interval

helper-address Specify a destination address
for UDP broadcasts

hold-time Configures IP-EIGRP hold time]

Router (config-if) #

A B =T 2 A ADREDT-ODa~v R A LET, 2D
FlCix, ipa~vy AL THET,

WRIZa<y RIA VAN TALERS S a~y RERRT D
Wik, ? EADLET, ROBITIE, BHAERA V¥ —T =
A AP T 4 Fal—ay avwy RO—E7E1T 4R~ LT
WET,

ip
fouter (confiooif)f ip add A UE =T 2 A ADREDT DA~y ReALET, 20
outer (config-i ip address ?
anon 7 P ens BITiX | ipaddress =~ REEHA L TWET,
negotiated IP Address negotiated over o N . . .
PPD RIZAS L RIA VCANT DU ER DDA~ ReRrd 5

IP subnet mask
address 172.16.0.1

A.B.C.D

Router (config-if) # ip

Router (config-if)# ip address Wi, 22 AN LET, ZoFTIX, IP T FLAFEZIX
negotiated ¥ — UV — REZ AT HMENH Y £7°,
CR (<er>) MFERINLWIZ®D, a~v 2 REETTHITIE,
F—U— NELIFBIEESISICANTIHILERD Y F7,
o , FERT2F—U—RFELFGEEANLET, ZOFITIE, 1P
Router (config-if)# ip address 172.16.0.1 ?

7 RLRELTI172.16.0.1 ZfEHA L CWET,

WIZa<r RIAL N ANTDHIMERSD A~y REERTDH
Wi, 2 A LET, ZofITIEH, PV TRy b v A7 B A
NTHUERHD F9,

<> NERINWNWEZD, av RERTT A2, F—U—
REZIIBIEEZ S BICADNTHILERSH Y 7,
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2% RO no s & U defaut A

avy kR

aAV b

255.255.255.0 ?

255.255.255.0

Router (config-if)# ip address 172.16.0.1

ceconnry saaress L SIS S iy RO AN T BRER DD I FERFT S
<cr> o _ Wi, ?2EAILET, ZOBITIE, secondary ¥ —V — K& A
Router (config-if)# ip address 172.16.0.1 j]';_%)i)\ Enter %*%?ﬁbij‘o

IPH 7%y h~AZ7&BANILET, Z0HTIE, IPYH 7 xRy b
~ A7 255.255.255.0 L CTWET,

<cr> NEREINFET, Enter 2L Ca~r RE&KTT 50,
BOF—U—FEANLET,

255.255.255.0
Router (config-if) #

Router (config-if)# ip address 172.16.0.1

ZORFITIE, Enter L Ta~r REZETLTHET,

a2 FDno iR E & UV default F2 =X D E A

FIETR_RTOar 74 Xal—v gy a<wy RiZnBERXRH Y £9, —RI2IE. noEX a1
AL THEZESICLET, BMEEN TV AKEEZFOAENI LY, 774/ h Tl
HREZ AT DI, noF—T— REEELRVWCa~vr ReHLET, 2&x1E, 1P
N—=T 4 TET 74V N TELHTE, IPL—T 4 7 23 5I1Z1%, noiprouting 2~
YREMEHLET, IPL—T 1 7 FOENCT DI, iprouting=~ > REEH L ET,
CiscolOS V7 hou =27 D a~x KUY 77 L AL, avy74Fal—ygr avw Ko
SERMKET., BXUnoERXoa~vy FoERTEH I N TWET,

%< @ CLI =~ RiZid default IBh H W F£97, default command-name =2~ > K& {745
ZET, av U RET AN IOREICTHIENTEET, a~ 2 RO deault FEXH, +
D7 L — AR no B LT FEITT HMREN R 5556, CiscolOS Y 7 hy =7 Da~v R
V77 LrAlZavy RO default IBROEENTEH SN TWET, VAT LATHATES T
TxNbhav s RERRTDHICIE, a~v U RIS A X —T 2 ADFEYTHa~vy RE—
KT default? & AL ET,

274X a2aL—2 a3 DNERDRE

REDEFEAL—RNT v 7 ar7 4 Xal—va R FELT, Y7 hu=T 0 r— KR
(FEDFAE LTS B ICERRNER KD K 127 21Z1E, copy running-config startup-config
avy REHERLES, RICHlZRLET,

Router# copy running-config startup-config
Building configuration...

REDRIFZNET 1 ~2 3000 £, REDRFIND & ROBAONRFRSNET,
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[OK]
Router#

COEEICEY, a7 X2 —3 3 U NVRAM ITRFESNET,

A7 4Falb—2ar I7MILOERE

Cisco Catalyst8500 'V — X =¥ 7'F »v N7 4 —ALT{X, AF—hrT7 v T a7 4 Fal—
vary 77 A/ViZnvram: 7 7 A IV AT LDREEER., Effar T 4 X2 —Yar I A
JMid system: 7 7 A VAT NMIRGEESNE T, ZOar T 4 Falb—var Ty A NVORLE
\ZB89 2 E%E 1T Cisco Catalyst 8500 'V — X = v ¥ 7T v N7 4 —AIZ[EA TiE/2<, WD
2D Cisco LV —H 77 v b7 4 —ATHEAINTWET,

Cisco/ V=X DHEWRA LT F U AO—ERELT, AX— KT v 7 ar7 4 Falb— g
7 7 A4 V% NVRAM LN DONL—F T 7 A ) AT AZab—1L (X HIIZEMNT
Fy NU—=7H—=nN"—lbabt—L0) . Xv I T v 7o TEBILERLY T, AF¥—
N7 a7 Xal—rarZyANaeNy 7Ty 7 LTELS L, MO B TNVRAM
toRZ— T o a7 4 Xalb—ray TrANNERHTE R holz &, AX—
F7Py 7 ar7sXab—rvary 774 VEHRICEETEET,

ABL—=KT w7 a7 4 Xalb—vay T7rA DNy 7T v 7IZiE, copy 2~ Rl
TEET, ROFITIE, N7 Ty TENHNVRAMDAL — T v Far7 4 F¥al— 3
v 7 ANERLET,

511 : bootflash ~\DRA A — 7y T a2 T4F¥xal—>30 TJ74I)ILDAE—

Router# dir bootflash:
Directory of bootflash:/

11 drwx 16384 Sep 18 2020 15:16:35 +00:00 lost+found
1648321 drwx 4096 Oct 22 2020 12:08:47 +00:00 .installer
97921 drwx 4096 Sep 18 2020 15:18:00 +00:00 .rollback timer
12 -rw- 1910 Oct 22 2020 12:09:09 +00:00 mode_event log
1566721 drwx 4096 Sep 18 2020 15:33:23 +00:00 core
1215841 drwx 4096 Oct 22 2020 12:09:48 +00:00 .prst_sync
1289281 drwx 4096 Sep 18 2020 15:18:18 +00:00 bootlog history
13 -rw- 133219 Oct 22 2020 12:09:34 +00:00 memleak.tcl
14 -rw- 20109 Sep 18 2020 15:18:39 +00:00 ios core.p’b
15 -rwx 1314 Sep 18 2020 15:18:39 +00:00 trustidrootx3 ca.ca
391681 drwx 4096 Oct 6 2020 15:08:54 +00:00 .dbpersist
522241 drwx 4096 Sep 18 2020 15:32:59 +00:00 .inv
783361 drwx 49152 Oct 27 2020 08:36:44 +00:00 tracelogs
832321 drwx 4096 Sep 18 2020 15:19:17 +00:00 pnp-info
1207681 drwx 4096 Sep 18 2020 15:19:20 +00:00 onep
750721 drwx 4096 Oct 22 2020 12:09:57 +00:00 license evlog
946561 drwx 4096 Sep 18 2020 15:19:24 +00:00 guest-share
383521 drwx 4096 Sep 18 2020 15:34:13 +00:00 pnp-tech
1583041 drwx 4096 Oct 22 2020 11:27:38 +00:00 EFI
16 -rw- 34 Oct 6 2020 13:56:03 +00:00 pnp-tech-time
17 -rw- 82790 Oct 6 2020 13:56:14 +00:00 pnp-tech-discovery-summary
18 -rw- 8425 Oct 6 2020 15:09:18 +00:00 1g_snake
19 -rw- 6858 Oct 7 2020 10:53:21 +00:00 100g_snake
20 -rw—- 4705 Oct 22 2020 13:01:54 +00:00 startup-config

26975526912 bytes total (25538875392 bytes free)
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Router# copy nvram:startup-config bootflash:
Destination filename [startup-config]?
3517 bytes copied in 0.647 secs (5436 bytes/sec)

Bl2:USBTSVaTARIADARE— TPy TaA0T4FXaL—23 0 T7AILDIAE—

Router# dir usbO:

Directory of usb0:/

43261 -rwx 208904396 Oct 27 2020 14:10:20 -07:00
c8000aep-universalk9.17.02.01.SPA.bin

255497216 bytes total (40190464 bytes free)
Router# copy nvram:startup-config usbO:
Destination filename [startup-config]?

3172 bytes copied in 0.214 secs (14822 bytes/sec)
Router# dir usbO:

Directory of usbO0:/

43261 -rwx 208904396 Oct 27 2020 14:10:20 -07:00
c8000aep-universalk9.17.02.01.SPA.bin

15:40:45 -07:00 startup-config255497216 bytes total (40186880 bytes free)

B3 :TFIP Y —NADRE—+r7y T AT Fxal—30 TJ7/ILDaE—

Router# copy bootflash:startup-config tftp:

Address or name of remote host []? 172.17.16.81

Destination filename [pe24 asr-1002-confg]? /auto/tftp-users/user/startup-config

11

3517 bytes copied in 0.122 secs (28828 bytes/sec)

AT 4Falb—ay Ty A NVOEROFEMICOWTIX,  [Cisco I0S XE Configuration
Fundamentals Configuration Guide] ¢ [Managing ConfigurationFiles] O 7 > a v &ML TL

TEEWN,

A7 DEIRIEIY HT

Cisco Catalyst8500L ' U — X 7T v h 7 4 —ATOEPYaTEH Y B2k, 2—P—F&F
X F 729 — B AL CEF/IPSec D /37 #—~ 2 AZCPU 2 7 % ZLffICTH T & £9, CiscoCatalyst
8500L >V —RX 7T v b7 4 —AIZiE, 128D CPU a7 BRFH I B, T—4 7L —1
MHEYF—E AT L= NlaT7 ZFICEV Y TEHIENTEET, ZoaT7EYTL, Zh
D77y N7 4 — A THEMHARERIFIERF—EAOBERICL HFHEICHE SN TN E
T

Cisco IOS XE U U — & 17.4 LAKEIZ, platform resource { service-plane-heavy | data-plane-heavy
}a~vr REHEHLT, =A== 7L —roMTarzfifE L4, =720,
RELTZT R T 7 ANERENIT DL, 7 AEFEBTH20LERH Y £7,

Router (config) # platform resource { service-plane-heavy | data-plane-heavy }

\}

GE) T 7/ FTE, T3 AREEFOE — R service-plane-heavy T,

KD show 2~ FHEDIEZ, 5—F% 71— ~O CPU a7EHY B TERLTHET,

Cisco Catalyst8500 £ L U 8500L &) —X Tv ¥ TS5y hI4—L VYT kY7 avIq4FaL—vaviqrk



CiscolOSXE YV 7 ko z 7R |
. show 5&Umore A<y FHAD T4 ILB Y LY

Router# show platform software cpu allocation
CPU alloc information:

Control plane cpu alloc: 0-1,12-13
Data plane cpu alloc: 2-11
Service plane cpu alloc: 0

Template used: CLI-data plane heavy

)

GE) FERopfIT, F—H T L—raTE Y ToORREIT 12 T,

WD show 2~ FHEHAIX, F—ERA7L—0~D CPU a2 7EIY ¥ CTEARLTCWET,

Router# show platform software cpu allocation

CPU alloc information:
Control plane cpu alloc: 0-1,12-13

Data plane cpu alloc: 6-11
Service plane cpu alloc: 2-5,14-17

Template used: CLI-service plane heavy

show B LU more a2 FEAD T4 IR Y DY

showB L UOmorea~ > FOENEZBREB L7 4 &) v 7 T4, ZOHMEEIL. KED
HA WX D2MERDLGE0. RNERH D ZRNT 5L ET,

Z OFSRERE 5 1Z1E, show £7ziImore=~ > RiZ (34 7 585 () Z#ilf. begin, incude,
exclude DF—TU— FOWTNNEZ AN LET, SHICHMKRELITT 42 ) o TONELIE
BB THEELET (KXFL/DXFERBIENET)

show command | {append | begin | exclude | include | redirect | section | tee} regular-expression

TOHENE. 2T 4 Xal—ar 7 A NVNOBEROEEEOITIZ K LET, KIZ. show
interface =~ > NICHMESRF 2 LT, Tprotocol] &5 RENBINHITOHZH )T
B R LET,

Router# show interface | include protocol

FastEthernet0/0 is up, line protocol is up

Serial4/0 is up, line protocol is up

Serial4/1 is up, line protocol is up

Serial4/2 is administratively down, line protocol is down
Serial4/3 is administratively down, line protocol is down
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| CiscoloSXE YT by 7 DEA

g R Lo use K— rommit

AIE /N1 J)LD USB 7R— D ESh1E

FIEOHE

F IR D

FIE

enable

end

aprwbn=

write memory

configure terminal
platform usb disable

aARVKRFERERETY VY

=)

AT 71 |cnable FitE EXEC E— REZ AT L E T,
fl e NAU—RZANLET (ERINTHGHR) .
Device> enable

A 7 2 | configure terminal Ja—R) a7 4 F¥alb— gy F— ReBts
15“ : Lij—o
Device# configure terminal

A7 7 3 |platform usb disable USB A"— M &2k L7,
il - GE) i/ SRV D USB R— M BEAHICT
Device # platform usb disable HIZiE, a~r FOnBERXEFHLET

(no platform usb disable) ,

ATv 74 |end TRLAZ773IY ar7sFal—varyE—FK
i - E#ET LT, FHE EXEC £— FIZRED £
Device (config-router-af)# end

ATy 7§ | write memory RELZRIIELET,

e O o _|: En.—l_l

AIE/ N JLD USB 7R— ~ DENED R TEH

5l B, avrO0—35, B&LUWvManage E— FTHIE/SRILD USB R— F #EMIZT S
WOFNE, Aft, =2 br—F ., X vManage &— R THIE SR/ D USB R— b & HE5h|C

TOREEZRLTNET,
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CiscolOSXE YV 7 ko z 7R |
B v 1o use k- FommitoRR

13RU#sh run | inc usb
platform usb disable
13RU#

ﬁﬁﬁ/\o*)bm USB 7|_€_ n\\ﬁdj1to)ﬁﬁnlb\

T NA ZADUSB AR — b 72 - TN D Z & ZHERT HIZIE, RDshow 2~ RaEfEA L
F9,

show platform usb status

Router#show platform usb status
USB enabled
Router#

IL—3 DEIRYIER

BREY 2 —NVEATZIZT DRI, Yy =YD —AFHRINTNDH 2 &, BLOERETY 22—
NTY TR vy y METUNRFATSND Z L 2R LTSS, BE, Y7 vy v b ¥
Vo aRFET LR T, =X TERBIIACEEALDN, MERRBET L5 LH 0 3,

N—H DOBRZCIT DRI 7 by NE U RFEITTHITME, rdoad 2~ REASL
T, VAT LEEFEIEESETHS, ROME=F —NETINI O L, kOFNEICHEL F
7,

WKOHESTIE, ZoFatv 2oz xR LET,

Router# reload
Proceed with reload? [confirm]
.. (Some messages are omitted here)
Initializing Hardware...
Calculating the ROMMON CRC...CRC is correct.

TDAYE—VERHERLTHS, BFREY 22— VDAL vF % OFF DAEIZ L FT,

TS9N IA—LBEULRAYI NI TITAA—DD
HR— MEHRDREFE

PAaDY T My TIE, FFEDT Ty M7 A —AITKIE LI Y T U =T A A — U THERK
INLD74—F vy MREENTHET, FFEDT T N7+ — L THEHTEL 74 —F %
Ty ME, VI—RZEENDLVAT VT 2T A A—=DICE o TRV ET, FFEDY
J—ATHHTELY 7 2T A A=V DYy FERTIHE. £2013H 5MENED
CiscolOSXE V7 b7 =7 A A= CTHEHTFTREDN E 9 D& #ERE 3 2 121%, Cisco Feature Navigator
EHEAT L. V7 =T V=2 )= EZBLTIIZEN,
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| CiscoloSXE YT by 7 DEA

Cisco Feature Navigator O i .

Cisco Feature Navigator 0 {3 /5

TT7Y R T7 =DV A= BIRY 7 U 2T A A=V OV R— MIETLEREMKZT D
21X, Cisco Feature Navigator Zffi F§ L 9", Cisco Feature Navigator Zfi 3% & frED Y 7
=27 VU—=A T4 —=Fv &y b £LETTv 7+ —L%EVR— T 5 Cisco I10S
XEDY 7 by xT A A=Y %HRBITEET, Cisco Feature Navigator (213,
http://www.cisco.com/go/ctn 7257 7B A L £ 9, Ciscocom DT A7 MILEH Y £ A,

Software Advisor O {F FB

VAV Ayl 4y 4

PRAEDS CiscolOSXED U U = A THAR— F STV DONE D alEaBd 20, T OWEED Y 7
N =T ~=a T VERRT 285G, 73— Il i bz n— Ko =7 L ® Cisco
IOSXE V7’V =7 OFRAREN 2R T 272012, & A3 TiE, O URL O Cisco.com T

Software Advisor > —/LZ{R5F L TV EF, http:/www.cisco.com/cgi-bin/Support/CompNav/Index.pl

ZDY—)VIZT 7 AT 51X, Cisco.com DEEREL—F THHMLENDH Y £9°,

J1)—R /J— +FDEFH
CiscolOSXE Y7 hu =7 U U—R{TIL, ROERBPEHINZV UV —R J—EREENT
b\\i‘g—c

« 77 v N7 A —AhDFHE— MEH

o AEVICRHT B HELER IR

o HHEBE DI H

27Ty N7 A — LORMERE L OFERBEHOERE 1 BLO2 OFEFHE
YU =2 — ML, &HOV Y —RZEAOFERPFLEHS N TWET, b OFHRIZIE,
PIHTO U U — 2 | ZFeEE A OEEEIZBET 2 EMAE TN TW RN EnH Y 9, LIRTOHEE
DIEHIZ SV TIE, Cisco Feature Navigator 22 L T 72 &0,
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http://www.cisco.com/go/cfn
http://www.cisco.com/cgi-bin/Support/CompNav/Index.pl

CiscolOSXE YV 7 ko z 7R |
B oryvz7vv—z/—topm
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CHAPTER 7

NA &R

o A HERL C8500-12X4QC, on page 37

« 7L—2 77 b %R — ], on page 44
o A HEAK C8500-12X, on page 46

o A KK C8500-20X6C (46 ~—)

~ A ¥R C8500-12X40C

C8500-12X4QC (21X, FREFHEZR 3 DD AIAI EPA 23 0 F77,
WOFRTHR— FOFERIZ OV T L ET,

MBS EPA R— FERE A3 —T 4 REF
~A0 1/10G EPA 8 OM 1/10G A > % — | 0/0/0
8XSFP+ 7= A A -TEO-TE7 |o/0/1
A 1T 100G F— |k |0/0/2
?izigéhfb\é%é\ 0/0/3
0/0/4
0/0/5
0/0/6
0/0/7
0/0/8
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B~ cas00-12xa0c

a1 |

EPA A= 14REF

0/1/0
0/1/1
0/1/2
0/1/3

RAES H— R

A
4xSFP+/1xQSFP

1/10/40/100G EPA 450 1/10G A > % —
T2 AANT 7T 47
-TEO-TE3 (A > & —
7 A A 0/10 ...

0/1/3)

S ERDE— RO
ATEET,

«4 >0 1/10G A ~
H—T AR

1 DD40G A >
H—T A ANT
TT4T

12D 100G A »
H—TxAf A,
£0D8HOD
1/10G A~ — b %A
H

0/0/0
0/1/0
0/1/1
0/1/72

40/100G EPA 3200 40G A o HF—

T A A

A2

3xQSFP
(0/1/0 ~ 0/1/2)

15D 100G A > % —
7 = A A (0/0/0)

(0/0/0)

A\
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Note

10G A & — 714x®@ﬁ@ A= MIEFR SN TS SFP 7 v —RNZEk-TIGET:
IX10GIZTHZ ENTEET, HENEFINTH, A ¥ —7 = A A4 1L TenGigabitEthernet
ELTERINET,

77 4L b TiE, C8500-12X4QC (A1 1 % 10G E— R T, A 2 % 40G £— FCEMES
F4, XA 1F— FiE. 10G 79D 40G. 100G ~, EIXZFOWICERTEET, =7L, X
A 110G IZEESNTWVBEAE, XA 0DTXTOR— MIEFH EX T REIZRY, F—

IZEXTE
MIBERE L 72 < 20 £97,

A 2 F— FIE, 40G 225 100G (2, E2iTE D
RANTDITT 47T E’ff’ﬂﬂbiﬂ“/\/o

=

show platform 35 X Ovshowipinterface =~ > REHEH LT, XA LA X —7 = A4 ADFEM%E
TR LET,

AR TEET, A 20F— FERIZ



| ~1#m

~1#mon

Routerf#fshow platform

Chassis type: C8500-12X4QC

Slot Type State Insert time (ago)

0 C8500-12X40QC ok 1lw3d

0/0 BUILTIN-8x1/10G ok 1lw3d

0/1 BUILTIN-100/40/4x10Gok 00:04:53

0/2 BUILTIN-100G/3X40G ok 00:08:16
RO C8500-12X40QC ok 1lw3d

RO/0 ok, active 1w3d

RO/1 ok, standby 1w3d

FO C8500-12X40QC ok, active 1lw3d

PO AIR-AC-750W-R ok 1lw3d

Pl AIR-AC-750W-R ps, fail 1lw3d

P2 C8500-FAN-1R ok 1lw3d

Slot CPLD Version Firmware Version

0 19020715 12.2(20181120:104547) [user-gd secur...
RO 19020715 12.2(20181120:104547) [user-gd secur...

FO 19020715 12.2(20181120:104547) [user-gd secur...
Router#show ip interface
Te0/0/0 unassigned YES NVRAM down down
Te0/0/1 unassigned YES NVRAM down down
Te0/0/2 unassigned YES NVRAM down down
Te0/0/3 unassigned YES NVRAM down down
Te0/0/4 unassigned YES NVRAM down down
Te0/0/5 unassigned YES NVRAM down down
Te0/0/6 unassigned YES NVRAM down down
Te0/0/7 unassigned YES NVRAM down down
Te0/1/0 unassigned YES NVRAM down down
Te0/1/1 unassigned YES NVRAM down down
Te0/1/2 unassigned YES NVRAM down down
Te0/1/3 unassigned YES NVRAM down down
Fo0/2/0 unassigned YES unset down down
Fo0/2/4 unassigned YES unset down down
Fo0/2/8 unassigned YES unset down down
GigabitEthernetO 10.104.33.213 YES NVRAM up up

Router#

AN A FER DB

WORFNIE, C8500-12X4QC TE— REAEHL L CIEIERMNT 7 4 v 7 HELFEBT 5 Hik%x
AL TWET,

15l
WOHFNE, C8500-12X4QC MDA 1 T40G T— RIZEE T2 FikaE R L TWET,

Router (config) # hw-module subslot 0/1 mode 40G

Present configuration of this subslot will be erased and will not be restored.

CLI will not be available until mode change is complete and EPA returns to OK state.
Do you want to proceed? [confirm]

The "[no] negotiation auto" command will have no effect with this interface
The "[no] negotiation auto" command will have no effect with this interface
The "[no] negotiation auto" command will have no effect with this interface
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~A#R |

The "[no] negotiation auto" command will have no effect with this interface
*Oct 29 17:58:10.020 IST: BUILTIN-100/40/4x10G[0/1] : config for spa port 0 would be
lost

*Oct 29 17:58:10.028 IST: %SYS-5-CONFIG_P: Configured programmatically by process Exec
from console as console
*Oct 29 17:58:10.028 IST: %SYS-5-CONFIG_P: Configured programmatically by process Exec
from console as console

*Oct 29 17:58:10.028 IST: BUILTIN-100/40/4x10G[0/1] : TenGigabitEthernet0/1/0 moved to
default config

*Oct 29 17:58:10.028 IST: BUILTIN-100/40/4x10G[0/1] : config for spa port 1 would be
lost

*Oct 29 17:58:10.035 IST: %SYS-5-CONFIG_P: Configured programmatically by process Exec
from console as console
*Oct 29 17:58:10.036 IST: %SYS-5-CONFIG_P: Configured programmatically by process Exec
from console as console

*Oct 29 17:58:10.036 IST: BUILTIN-100/40/4x10G[0/1] : TenGigabitEthernet0/1/1 moved to
default config

*Oct 29 17:58:10.036 IST: BUILTIN-100/40/4x10G[0/1] : config for spa port 2 would be
lost

*Oct 29 17:58:10.043 IST: %SYS-5-CONFIG_P: Configured programmatically by process Exec
from console as console
*Oct 29 17:58:10.043 IST: %SYS-5-CONFIG_P: Configured programmatically by process Exec
from console as console

*Oct 29 17:58:10.043 IST: BUILTIN-100/40/4x10G[0/1] : TenGigabitEthernet0/1/2 moved to
default config

*Oct 29 17:58:10.043 IST: BUILTIN-100/40/4x10G[0/1] : config for spa port 3 would be
lost

*Oct 29 17:58:10.050 IST: %SYS-5-CONFIG_P: Configured programmatically by process Exec
from console as console
*Oct 29 17:58:10.050 IST: %SYS-5-CONFIG_P: Configured programmatically by process Exec
from console as console

*Oct 29 17:58:10.050 IST: BUILTIN-100/40/4x10G[0/1] : TenGigabitEthernet0/1/3 moved to
default config
*Oct 29 17:58:11.050 IST: BUILTIN-100/40/4x10G[0/1] : Received mode change request from

10G to 40G! system configured TRUE
*Oct 29 17:58:11.057 IST: $IOSXE _OIR-6-SOFT RELOADSPA: SPA(BUILTIN-100/40/4x10G) reloaded
on subslot 0/1

*Oct 29 17:58:11.057 IST: BUILTIN-100/40/4x10G[0/1] : EPA moving from 10G mode to 40G
mode

*Oct 29 17:58:11.057 IST: BUILTIN-100/40/4x10G[0/1] : config for spa port 0 would be
lost

*Oct 29 17:58:11.058 IST: BUILTIN-100/40/4x10G[0/1] : config for spa port 1 would be
lost

*Oct 29 17:58:11.059 IST: BUILTIN-100/40/4x10G[0/1] : config for spa port 2 would be
lost

*Oct 29 17:58:11.059 IST: BUILTIN-100/40/4x10G[0/1] : config for spa port 3 would be
lost

*Oct 29 17:58:11.060 IST: BUILTIN-100/40/4x10G[0/1] : Old mode cleanup done!

*Oct 29 17:58:11.061 IST: %SPA_OIR—6—OFFLINECARD: SPA (BUILTIN-100/40/4x10G) offline in
subslot 0/1

*Oct 29 17:58:16.297 IST: BUILTIN-100/40/4x10G[0/1] : Number of ports 1

*Oct 29 17:58:16.298 IST: BUILTIN-100/40/4x10G[0/1] : XCVR namestring create: Maximum

number of XCVR = 1

WOBNL, C8500-12X4QC MDA 1 T40G E— F% 100G IZEHE 5 HiEZ R L TWET,

Router (config) # hw-module subslot 0/1 mode 100G

Changing mode of subslot 0/1 to 100G will cause EPA in subslot 0/0 to go offline
Present configuration of this subslot will be erased and will not be restored.

CLI will not be available until mode change is complete and EPA returns to OK state.
Do you want to proceed? [confirm]

*Oct 29 18:09:01.360 IST: BUILTIN-100/40/4x10G[0/1] : config for spa port 0 would be
lost
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*Oct
from
*Oct
from
The
The
The
The
The
The
The
The

*Oct 29 18:09:01.368 IST: BUILTIN-100/40/4x10G[0/1]

w

29 18:09:01.368 IST: %SYS-5-CONFIG P: Configured programmatically by process Exec
console as console
29 18:09:01.368 IST: %SYS-5-CONFIG P: Configured programmatically by process Exec
console as console

"[no]

negotiation
negotiation
negotiation
negotiation
negotiation
negotiation
negotiation
negotiation

to default config

*Oct
*Oct
from
*Oct
from
*Oct

con
*Oct
*Oct
from
*Oct
from
*Oct

con
*Oct
*Oct
from
*Oct
from
*Oct

con
*Oct
*Oct
from
*Oct
from
*Oct

con
*Oct
*Oct
from
*Oct
from
*Oct

con
*Oct
*Oct
from
*Oct
from
*Oct

con
*Oct
*Oct
from
*Oct
from
*Oct

29 18:09:02.368 IST: BUILTIN-8x1/10G[0/0]
29 18:09:02.375 IST:

auto" command
auto" command
auto" command
auto" command
auto" command
auto" command
auto" command
auto" command

console as console

29 18:09:02.376 IST:

console as console

29 18:09:02.376 IST:

fig

29 18:09:02.376 IST:
29 18:09:02.382 IST:

console as console

29 18:09:02.382 IST:

console as console

29 18:09:02.382 IST:

fig

29 18:09:02.382 IST:
29 18:09:02.389 IST:

console as console

29 18:09:02.389 IST:

console as console

29 18:09:02.389 IST:

fig

29 18:09:02.389 IST:
29 18:09:02.395 IST:

console as console

29 18:09:02.395 IST:

console as console

29 18:09:02.395 IST:

fig

29 18:09:02.395 IST:
29 18:09:02.402 IST:

console as console

29 18:09:02.402 IST:

console as console

29 18:09:02.402 IST:

fig

29 18:09:02.402 IST:
29 18:09:02.409 IST:

console as console

29 18:09:02.409 IST:

console as console

29 18:09:02.409 IST:

fig

29 18:09:02.409 IST:
29 18:09:02.415 IST:

console as console

29 18:09:02.415 IST:

console as console

29 18:09:02.415 IST:

config

*Oct 29 18:09:02.415 IST:

will
will
will
will
will
will
will
will

have
have
have
have
have
have
have
have

BUILTIN-8x1/10G[0/0]

BUILTIN-8x1/10G[0/0]
$SYS-5-CONFIG P: Configured programmatically by process Exec

BUILTIN-8x1/10G[0/0]

BUILTIN-8x1/10G[0/0]
$SYS-5-CONFIG _P: Configured programmatically by process Exec

BUILTIN-8x1/10G[0/0]

BUILTIN-8x1/10G[0/0]
$SYS-5-CONFIG P: Configured programmatically by process Exec

BUILTIN-8x1/10G[0/0]

BUILTIN-8x1/10G[0/0]
$SYS-5-CONFIG _P: Configured programmatically by process Exec

BUILTIN-8x1/10G[0/0]

BUILTIN-8x1/10G[0/0]
$SYS-5-CONFIG P: Configured programmatically by process Exec

BUILTIN-8x1/10G[0/0]

BUILTIN-8x1/10G[0/0]
$SYS-5-CONFIG _P: Configured programmatically by process Exec

BUILTIN-8x1/10G[0/0]

BUILTIN-8x1/10G[0/0]

no
no
no
no
no
no
no
no

effect with
effect with
effect with
effect with
effect with
effect with
effect with
effect with

this
this
this
this
this
this
this
this

interface
interface
interface
interface
interface
interface
interface
interface

FortyGigabitEthernet0/1/0 moved

config for spa port 0 would be lost

$SYS-5-CONFIG P: Configured programmatically by process Exec

$SYS-5-CONFIG P: Configured programmatically by process Exec

TenGigabitEthernet0/0/0 moved to default

config for spa port 1 would be lost

$SYS-5-CONFIG P: Configured programmatically by process Exec

TenGigabitEthernet0/0/1 moved to default

config for spa port 2 would be lost

$SYS-5-CONFIG P: Configured programmatically by process Exec

TenGigabitEthernet0/0/2 moved to default

config for spa port 3 would be lost

$SYS-5-CONFIG P: Configured programmatically by process Exec

TenGigabitEthernet0/0/3 moved to default

config for spa port 4 would be lost

$SYS-5-CONFIG P: Configured programmatically by process Exec

TenGigabitEthernet0/0/4 moved to default

config for spa port 5 would be lost

$SYS-5-CONFIG P: Configured programmatically by process Exec

TenGigabitEthernet0/0/5 moved to default

config for spa port 6 would be lost

$SYS-5-CONFIG _P: Configured programmatically by process Exec

TenGigabitEthernet0/0/6 moved to default

config for spa port 7 would be lost
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*Oct 29 18:09:02.422 IST: %SYS-5-CONFIG_P: Configured programmatically by process Exec
from console as console

*Oct 29 18:09:02.422 IST: %SYS-5-CONFIG_P: Configured programmatically by process Exec
from console as console

*Oct 29 18:09:02.422 IST: BUILTIN-8x1/10G[0/0] : TenGigabitEthernet0/0/7 moved to default
config

*Oct 29 18:09:03.423 IST: BUILTIN-100/40/4x10G[0/1] : Received mode change request from
40G to 100G! system configured TRUE

*Oct 29 18:09:03.433 IST: BUILTIN-8x1/10G[0/0] config for spa port 0 would be lost
*Oct 29 18:09:03.434 IST: BUILTIN-8x1/10G[0/0] config for spa port 1 would be lost
*Oct 29 18:09:03.435 IST: BUILTIN-8x1/10G[0/0] config for spa port 2 would be lost
*Oct 29 18:09:03.435 IST: BUILTIN-8x1/10G[0/0] config for spa port 3 would be lost
*Oct 29 18:09:03.436 IST: BUILTIN-8x1/10G[0/0] config for spa port 4 would be lost
*Oct 29 18:09:03.437 IST: BUILTIN-8x1/10G[0/0] config for spa port 5 would be lost
*Oct 29 18:09:03.437 IST: BUILTIN-8x1/10G[0/0] config for spa port 6 would be lost
*Oct 29 18:09:03.438 IST: BUILTIN-8x1/10G[0/0] : config for spa port 7 would be lost
*Oct 29 18:09:03.439 IST: BUILTIN-8x1/10G[0/0] : 0ld mode cleanup done!

*Oct 29 18:09:03.440 IST: %SPA OIR-6-OFFLINECARD: SPA (BUILTIN-8x1/10G) offline in subslot

0/0
*Oct 29 18:09:03.445 IST: %IOSXE_OIR—6—SOFT_RELOADSPA: SPA (RUILTIN-100/40/4x10G) reloaded
on subslot 0/1

*Oct 29 18:09:03.445 IST: BUILTIN-100/40/4x10G[0/1] : EPA moving from 40G mode to 100G
mode

*Oct 29 18:09:03.445 IST: BUILTIN-100/40/4x10G[0/1] : config for spa port 0 would be
lost

*Oct 29 18:09:03.446 IST: BUILTIN-100/40/4x10G[0/1] : Old mode cleanup done!

*Oct 29 18:09:03.446 IST: %SPA_OIR—6—OFFLINECARD: SPA (BUILTIN-100/40/4x10G) offline in
subslot 0/1

*Oct 29 18:09:08.790 IST: BUILTIN-100/40/4x10G[0/1] : Number of ports 1

*Oct 29 18:09:08.792 IST: BUILTIN-100/40/4x10G[0/1] : XCVR namestring create: Maximum

number of XCVR = 1

Router (config) #

*Oct 29 18:09:15.552 IST: %SPA_OIR—6—ONLINECARD: SPA (BUILTIN-100/40/4x10G) online in
subslot 0/1

WOHNL, C8500-12X4QC DA 1 T 100G H 5 10G F— FIZEFT I 2 HiEEZ R L TWET,

Router (config) # hw-module subslot 0/1 mode 10G

Present configuration of this subslot will be erased and will not be restored.

CLI will not be available until mode change is complete and EPA returns to OK state.
Do you want to proceed? [confirm]

*Oct 29 18:14:36.484 IST: SPLATFORM SCC-1-AUTHENTICATION FAIL: Chassis authentication
failed

*Oct 29 18:14:38.219 IST: BUILTIN-100/40/4x10G[0/1] : config for spa port 0 would be
lost

*Oct 29 18:14:38.227 IST: %SYS-5-CONFIG P: Configured programmatically by process Exec
from console as console

*Oct 29 18:14:38.227 IST: %SYS-5-CONFIG P: Configured programmatically by process Exec
from console as console

*Oct 29 18:14:38.227 IST: BUILTIN-100/40/4x10G[0/1] : HundredGigEO0/1/0 moved to default
config
*Oct 29 18:14:39.228 IST: BUILTIN-100/40/4x10G[0/1] : Received mode change request from

100G to 10G! system configured TRUE
*Oct 29 18:14:39.230 IST: $IOSXE_OIR-6-SOFT RELOADSPA: SPA(BUILTIN-100/40/4x10G) reloaded
on subslot 0/1

*Oct 29 18:14:39.230 IST: BUILTIN-100/40/4x10G[0/1] : EPA moving from 100G mode to 10G
mode

*Oct 29 18:14:39.230 IST: BUILTIN-100/40/4x10G[0/1] : config for spa port 0 would be
lost

*Oct 29 18:14:39.231 IST: BUILTIN-100/40/4x10G[0/1] : 0Old mode cleanup done!

*Oct 29 18:14:39.232 IST: %$SPA OIR-6-OFFLINECARD: SPA (BUILTIN-100/40/4x10G) offline in
subslot 0/1
*Oct 29 18:14:44.472 IST: BUILTIN-100/40/4x10G[0/1] : Number of ports 4
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*Oct 29 18:14:44.475 IST: BUILTIN-100/40/4x10G[0/1] : XCVR namestring create: Maximum
number of XCVR = 4

*Oct 29 18:15:03.336 IST: %SPA_OIR—6—ONLINECARD: SPA (BUILTIN-100/40/4x10G) online in
subslot 0/1

WDOHNL, C8500-12X4QC DA 2 T 100G 7>5H 100G F— FIZE T4 2 HiEE R L TWET,

Router (config) # hw-module subslot 0/2 mode 100G

Present configuration of this subslot will be erased and will not be restored.

CLI will not be available until mode change is complete and EPA returns to OK state.
Do you want to proceed? [confirm]

*Oct 29 18:17:03.394 IST: BUILTIN-100G/3X40G[0/2] : config for spa port 0 would be lost
*Oct 29 18:17:03.401 IST: %$SYS-5-CONFIG P: Configured programmatically by process Exec
from console as console
*Oct 29 18:17:03.401 IST: %SYS-5-CONFIG P: Configured programmatically by process Exec
from console as console

*Oct 29 18:17:03.401 IST: BUILTIN-100G/3X40G[0/2] : FortyGigabitEthernet0/2/0 moved to
default config

*Oct 29 18:17:03.401 IST: BUILTIN-100G/3X40G[0/2] : config for spa port 1 would be lost
*Oct 29 18:17:03.406 IST: BUILTIN-100G/3X40G[0/2] : Breakout XCVR type QSFP 4X10G ACTM

(546) is not allowed as XCVR port Fortyrnet0/2/0 is not configured in breakout

*Oct 29 18:17:03.406 IST: %$IOSXE EPA-3-XCVR PROHIBIT: Transceiver is prohibited to come
online for interface FortyGigabitEther

*Oct 29 18:17:03.407 IST: BUILTIN-100G/3X40G[0/2] : XCVR prohibited on port
FortyGigabitEthernet0/2/0, epa name=BUILTIN-100G/3=FortyGigabitEthernet0/2/0,
xcvr_speed=40000000, admin state=UNSHUT xcvr type=546

*Oct 29 18:17:03.409 IST: %$SYS-5-CONFIG P: Configured programmatically by process Exec
from console as console
*Oct 29 18:17:03.409 IST: %$SYS-5-CONFIG P: Configured programmatically by process Exec
from console as console

*Oct 29 18:17:03.409 IST: BUILTIN-100G/3X40G[0/2] : FortyGigabitEthernet0/2/4 moved to
default config
*Oct 29 18:17:03.409 IST: BUILTIN-100G/3X40G[0/2] : config for spa port 2 would be lost

*Oct 29 18:17:03.417 IST: %SYS-5-CONFIG P: Configured programmatically by process Exec
from console as console
*Oct 29 18:17:03.417 IST: %SYS-5-CONFIG P: Configured programmatically by process Exec
from console as console

*Oct 29 18:17:03.417 IST: BUILTIN-100G/3X40G[0/2] : FortyGigabitEthernet0/2/8 moved to
default config
*Oct 29 18:17:03.423 IST: BUILTIN-100G/3X40G[0/2] : Breakout XCVR type QSFP 4SFP10G CU4M

(541) is not allowed as XCVR port Forhernet0/2/4 is not configured in breakout
*Oct 29 18:17:03.423 IST: %$IOSXE EPA-3-XCVR PROHIBIT: Transceiver is prohibited to come
online for interface FortyGigabitEther
*Oct 29 18:17:03.423 IST: BUILTIN-100G/3X40G[0/2] : XCVR prohibited on port
FortyGigabitEthernet0/2/4, epa name=BUILTIN-100G/3=FortyGigabitEthernet0/2/4,
xcvr_speed=40000000, admin state=UNSHUT xcvr type=541

*Oct 29 18:17:04.418 IST: BUILTIN-100G/3X40G[0/2] : Received mode change request from
40G to 100G! system configured TRUE

*Oct 29 18:17:04.423 IST: %IOSXE_OIR—6—SOFT_RELOADSPA: SPA (BUILTIN-100G/3X40G) reloaded
on subslot 0/2

*Oct 29 18:17:04.423 IST: BUILTIN-100G/3X40G[0/2] : EPA moving from 40G mode to 100G

mode

*Oct 29 18:17:04.423 IST: BUILTIN-100G/3X40G[0/2
*Oct 29 18:17:04.424 IST: BUILTIN-100G/3X40G[0/2
*Oct 29 18:17:04.425 IST: BUILTIN-100G/3X40G[0/2 config for spa port 2 would be lost
*Oct 29 18:17:04.425 IST: BUILTIN-100G/3X40G[0/2 : 01ld mode cleanup done!

*Oct 29 18:17:04.426 IST: $SPA OIR-6-OFFLINECARD: SPA (BUILTIN-100G/3X40G) offline in
subslot 0/2

*Oct 29 18:17:09.685 IST: BUILTIN-100G/3X40G[0/2] : Number of ports 1

*Oct 29 18:17:09.686 IST: BUILTIN-100G/3X40G[0/2] : XCVR namestring create: Maximum
number of XCVR = 1

config for spa port 0 would be lost

]
] config for spa port 1 would be lost
]
]

Cisco Catalyst8500 £ L U 8500L &) —X Tv ¥ TS5y hI4—L VYT kY7 avIq4FaL—vaviqrk



a1 |
B o799kt

Router (config) #

Router (config) #

*Oct 29 18:17:16.017 IST: %SPA_OIR—6—ONLINECARD: SPA (BUILTIN-100G/3X40G) online in
subslot 0/2

JL—0772kHiR—F
TL—9 7 hYR— bDERE

A= DT VL—2 77 bR — ME, @EER— NEEEOMN LA — MooBIT 50
WL BHE T, CiscolOSXE 174 LR, 7L—2 7 v hHR— NI, 77— 7T 7 bxfsD
40G *A T 4 7R — h BV R — F9 5 C8500-12X4QC DA 2 {TEASNTWET, 71—
70 MR — MI4X10G T, 3XIVT Fe—FEFEHLET,

\)

Note 'L —7 77 K47 — bk, C8500-12X4QC THOAYHR— F & EF (C8500-20X6C Tix
R—bhahEEA)

KOFIE, 7= T T FBRESNTODHEDA F—T = ZAAITOVWTHB LTV E
R

Table 9: TL—0 7 FHREESATNDEEDA U E2—T (4 RE

V)T ILES A3 —T M4 R% B

Te0/2/0, Te0/2/1, Te0/2/2. Te0/2/3. 10G 7L —27 77 hE—FT
Te0/2/4, Te0/2/5. Te0/2/6. Te0/2/7. ETA325040G %A T 4
Te0/2/8. Te0/2/9. Te0/2/10, Te0/2/11 TIR— h9 T

F00/2/0, Fo0/2/4, PR —

Te0/2/8, Te0/2/9, Te0/2/10, Teo211 |~ 0 T
40GE—FDO2EFEHDRA
T4 7 A=

100G 7 L—27 7 hE—FD
3EFEHORAT 4 THR— K

F00/2/0, 40G E— FOEAI DA T 4

Te0/2/4, Te0/2/5, Te0/2/6, Te0/2/7 ZAR— b
Fo0/2/8 10G 7 L—2 T 0 e RO
2EHDKAT 4 TH— 1

40GE—FDO3FADXRA
T4 THR—b
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YT ILES AVB—T A4 RA Bk
Te0/2/0, Te0/2/1, Te0/2/2, Te0/2/3, 100G 7L —2779 hE—FRD
Fo0/2/4, WA DFRA T 4 7 H— b
Fo0/2/8 MGfiP@2§E®34
T4 T HR— b
40GE— RO 3FHDOIA
T4 T HR— b

W0G T L —27 T hE— ROREHIDOFRA |40G E— ROFHIDXA T 4
T 4 7R —Fb TIHR— bk

40GE—FRD2BHDODXAT 4 TR—FM|10G T L—27 T U hE—FD
2ERDRAT 4 T HR—h

100G 7VvV—27T7 v hE—FKD
3EFEHORAT 4 7T HR— K

A0GE— ROIFHDORA T 4 7R — b

Te0/2/0, Te0/2/1, Te0/2/2, Te0/2/3, 100G 7 LV—277 7 hE—FRD

Te0/2/4. Te0/2/5. Te0/2/6. Te027. | RAPHAT 47H=h

100G 7 L—27 7 hE— KD

F00/2/8 —/ 70 b
2EBDORAT 4 THR— b
40GE—FRDO3IBHDORA
T4 TIHR—

Te0/2/0, Te0/2/1, Te0/2/2, Te0/2/3, 100G 7 L—2 7% hE— KD

Fo0/2/4. BHDFRA T 4 7 HR— b

40GE— FD2FEHD XA

Te0/2/8. Te0/2/9. Te0/2/10, Te0/2/11 _ N
T AT A=k

100G 7 L—27 7 hE—FD
3EFEHORAT 4 T AHR— K

TL—=9F7kHYHR—F
\)

Note 'L — 77 MEBEAMFHT DN, A 20840GE— R THRESNTNDZ L ZHERLTL
&

Router (config) #hw-module subslot 0/2 breakout 10G port ?

all configure all native ports in breakout mode
native port 0 configure native port 0 in breakout mode
native port 4 configure native port 4 in breakout mode
native port 8 configure native port 8 in breakout mode
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TJL—97 7 b R—bZERET H=HDIAT L R

native_port0 & 8 310G 7' L —2 7 7 MI&H Y | native_port4 7% 40G E— R TFEITS M
TV 56

hw-module subslot 0/2 breakout 10g port native port 0
hw-module subslot 0/2 breakout 10g port native port 8

3ODFRAT 4 740G R— I _XTICELT L= T 7 MREDNDHHHE
hw-module subslot 0/2 breakout 10g port all

hw-module subslot 0/2 breakout none port all

TRTOR— WS TL—r T 7 FREZHIRLI-WES

hw-module subslot 0/2 breakout none port all

A 1 ¥R €8500-12X

C8500-12X4 (21X, SFP/SFP+ kT v ¥ — SH O AR — k TEO ~ TEll Z ¥ H— ~+5 1 DOfilA
1AZr EPA 3 D £77,

~ A ¥R C8500-20X6C

C8500-20X6C (21, FRTEA[HER 2 DDA IAI EPA 3BV £97,
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RAEE EPA R— hERE A8 —D4 REE
~A0 1/10G EPA 208D 1G A > % — |0/0/0
20xSFP+ =g A 0/0/1
20 @D 10G A > % — [0/0/2
7oA A 0/0/3
208D 1/10G A > & — | o/0/4
T A A
0/0/5
0/0/6
0/0/7
0/0/8
0/0/9
0/0/10
0/0/11
0/0/12
0/0/13
0/0/14
0/0/15
0/0/16
0/0/17
0/0/18
0/0/19
~A 1 40/100G EPA 6 8 ® 40/100G A > 0/1/0
6xQSFP+ f~7\\1/}’7\i)§7? 0/1/1
77 0/1/2
N%@&@%—Ffﬁ(mn
Hcxxd,
0/1/4
« 6 HD 40G A >
B—T A A 07173
6 fH > 100G 1 >~
H—T A A
« 6 fH D 40/100G A
VHE—T (A
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ZDOFETIL, Cisco Catalyst 8000 =¥ 7T N7 4+ —Ah 77 I U THMWRERT A A,
PR=FENTNWDRANVL=T Y DA TV a v BIMEMARRIA AL ZAL—T Y
BRET D HEIZOWTHB LET, F72. Cisco Catalyst 8000 =¥ 7T v N7+ —Ah 77
SUCHERARER TA B AETAICOWVWTHHBH L9,

N

GE)  ZoZEOFEHRIZ, FICBHEE— RTEMET T M ATEA SN ET, ikl smaette 7
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coRB Y N TREDNI LD FT,
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8000~y 7Ty b7 —Ab 77 IV THA
SNELE

Cisco CUBE 7 - £ A, on page 58, Cisco
Unified CME 7 f £ > A, on page 58, LW
Cisco Unified SRST 7 A & > X, on page 584 %
LT EEN,

TT 9 RN T7 =LY FR—FBIOR AT N =T A A=V R— MIBET L IHERE B
FI HITIL, Cisco Feature Navigator Z ] L &7, Cisco Feature Navigator {Z7 27 & 24 5 (2
X, www.cisco.com/go/ctn IZHEE) L E 7, Ciscocom DT B 7Y MILEH Y EH A,
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AFAETIA VR
ZO® 7 v a TlE, Cisco Catalyst 8000 =¥ 7T v b7 4 —2h 77 I U CTHEHARE/R T
TOITAv AR, FHTA KNTA4 2, BELOEXCHETAEBEFEHICOWTHALET,
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ciscobNA S 12>z [l

CiscoDNA 51/t X

Cisco Digital Network Architecture (CiscoDNA) Y7 hU =7 T4 L A, W< D OHHEE
BDOITA v RAEMBEDETZHLDTT,

)

G¥)

CiscoDNA 7 A £ AIZIE, RERS TRTOWET A B AREENTWET, mEFxal
7 4 (HSECK9) . Cisco Unified Border Element (Cisco UBE) . Cisco Unified Communications
Manager Express (Cisco Unified CME) | 3 & OF Cisco Unified Survivable Remote Site Telephony

(Cisco Unified SRST) ., [CiscoDNA T4 & ZD3EFROEEHIE (54 <—) | 25
LT &,

CiscoDNA 7 A B RF, Ry hTU—T RH v FABLAEDNARK v I T RAEVT A%
VA ENET,

Catalyst 8000V T Y7 by 7, Catalyst 8200, LU 800 L —X T vL TF5v b
T A—LTHERATEEZ CiscoDNA S/ 2R

Fy NT—=I RAE 7 TR
* Network Essentials
* Network Advantage : Network Essentials Cf# ] Al RE72HERE/2 E & E N E T,

« Network Premier : Network Essentials, Network Advantage Cffi Al fE7eEBE/2 E N E T &
R

CiscoDNA R Z v 7T N 74X
« Cisco DNA Essentials : Network Essentials TORFE A AGE/R T KA T A & R,

* Cisco DNA Advantage : Network Advantage TOAfEH7[FE/R T K42 F A4 & A, Cisco
DNA Essentials T rIREZ2HRE 72 EME ENE T,

* Cisco DNA Premier : Network Premier COAEF [HE/RT KA F A & A, Cisco DNA
Essentials, Cisco DNA Advantage Cff ffl AlRE/2MRE /e ENE ENE T,

Catalyst 8500 V) —X Tw P TS5y h 7+ —LTHEMATTHEEL CiscoDNA S/ 22X -
AN A A (S

» Network Advantage

* Network Premier : Network Advantage Cff H FJREZRHEEER E N B N E T,
CiscoDNA R EZ v VT RAE T4 A

* Cisco DNA Advantage

s Cisco DNA Premier : Network Premier CO A HFIRE/R T N4 F A & A, Cisco DNA
Advantage T FIRERBERER ENE ENE T,
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CiscoDNAS A v RADFERICEAT H2HA4 K514 >

* Cisco Catalyst 8000 = 77 v N7 4 —AL 77 I VDT XTOF T v b7 4 — LT A
SINDHAARTA

Ry NI =0 AZ 7 TA L ATEAOEV KATA B ATHY , HHHRI
HEHA,

¢ CiscoODNAAHX v VT KAV ITA VL RT, BT AT VT ar>F0HIRMETA
YU ATHY, BEDOHMNETOLAERTT, 3EMBIOSERDOA T 3 10T,
FT_RTDCiscoDNAAZ v I T KA T4 A THEHATEE9, ¥ED Cisco DNA
A2 T RAVTARB AT, THREOV T2 ) a0t 7y a a2l
TEET,

Tier3 (T3) LA EDOPFEE L, Network Essentials 33 & U8 Cisco DNA Essentials & A &> &
TIEYAR—bFEINTWEEA,

Tt 3L EOEEEAAL—T > FELTHRELTNAEE, 7—FL~ULT A4
. A % Network Essentials 3 X Tf Cisco DNA Essentials [(CZH TE 2N 2 L HEKL
iﬁ‘o

CiscoDNA 7 A B A CTHERAREZR & £ I 2B O YW TIL, BEER X 0%
EDOANL—TF hDO=w T (632—) ZBRLTLIIEE N,

* Catalyst 8000V = Y 7 Ny = TIZOHRBEH ENDHTA KT A4

Catalyst 8000V = Y 7 bV =7 Tlk, Xy NUV—T AZ v 7 TA VL ALERET D &
X2, % T 5 CiscoDNA AKX 7T KAV TA BV ALRET HHLERH Y 9,

« Catalyst 8200, 8300, 8500V —RX TV 7T v N7+ —LIZOHBEHINDHA RT7A
VN
K FX Yy NIT—IAX YT T4V ATHEATE S CiscoDNA AX v 77 KAV T A
BRI A T a T, CiscoDNAARS 7T RAVTA BV AR LTy hT—
JAB Y TARAERETEETH, ST L2Ry NI—I A2y 7 T4k
A72 L TCCiscoDNA AX v 7T RAVTA BV AERETDHZ LIZTTETERA,

* CiscoODNA AX v 77 KAV T4 v A &M AT 555813, AR AUIN5ENIT T
AU AETEH L CHI & EFEHT 50>, CiscoDNAAY v 77 RAEVTA B A%
ET 7T 4TI L TOET A A%V e —RLTRy NI—FRZ v 7 T A1 A
HECOEM ZMk L £,

CiscoDNA S A 2 ADHKIFNDEEEIE

CiscoDNA A B2 ZI2id, TRTONRN T —<w LA, T—A L, BIORT 7/ mao— 3y
= A A (securityk9, uck9. X Mappxk9) NEFENFET, DF V. CiscoDNA T v
ND—27 A% 7 T4 AFETCiscoDNAAY v 7T KAV T A2 A ELT DHEIC,
RI =<V A, T—=A L, BEOT 7 ) aV—Ro =0T 4% ANNETH D )i
INLH%GE. EXCHEMIZENSNET,
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BEANT AT 4 28 D (PID) IZ. CiscoDNA A ¥ v 277 RF T4 A PID DHT
ﬁ—o

LW AN— R =7 &2 CiscoDNA T A B ZAZE L LTHAETH. 94 B RAZTF A
ACHBREINTWVWERA, TNAATT— M~ IFA BV ZAEZBREL TN AL—T
NERETHLENDY FT,

CiscoDNA 7 A E v 2 #5580, Ar—7y MELIEL XY, LT HAL—T v
k73 250 Mbps Z 8 2 5 %55 1%. Catalyst 8500 38 L TV8500L vV —RX =¥ 7T v 74— A
ZR< . CiscoCatalyst8000 = ¥ 77 v b 74 —AL 77 I Y DT XTHO/NY T THSECK9
TARAPRKETYT, FMRIZOVWTL, TEEXF2T740T74 2R (55—2) | 25
LT EEN,

BEE N — 2 DA N—T > MENRTI DT A& A PID #1EXT 5 &, HSECK9 5 A &2 A H
BRI ESITBME N E T,

sEXal)T45/4EUR

EEX2VUT 4TI A (HSECK9 T A o ) IFaHEREIZ Ao 2 ThY . KEOEH
BHECE > THIIRENTOWET, ZOTA v 2L, e S{LEEGE. ©E v 250 Mbps
BHEZDAN—T v b, BEO—EHLL LD b RNV EET 2720 0ETT kOEE
ZHR) . ZOFEMEX, Catalyst 8500 B L N8S00L vV — X =¥ 7T v h 74— LEERL
Cisco Catalyst 8000 = ¥ 77 > 74— A 77 I YU DT XRTOT A RT#EH SN ET,

Catalyst 8500 B3 L N8500L >V —X v 7T v b7 4 —LTDIR, AL—Tv h& b3
VO, HSECKO 74 BV ANRFIHTERWZ LICk a2 ELZ T EHA, ZNHDOT
Ty 74 —ATIiX, HSECK9 7 A4 B AF a7 T4 T ZADOHBTOHNLIETT, Cisco
Catalyst 8000 =¥ 77 v N7 4—A 77 I U DFKY DT XTOET /LTIL, HSECK9 7 A
TUABRRWEE, PR — R END il AL—T7y ERKIRSLET, ROKIC,
HSECK9 7 A B A7 L THR—FEND bRV EYR— I AN—T v FERLE

—g—o
PID HSECK9 5 4 + |HSECK9 S5 1
VABLD Kk | VREBELTY
URILDE R—btEh3
AIL—Tw k
C8000V 150 TO, T1
C8200-1N-4T | 1000 TO. TI1
C8200L-1N-4T | 1000 TO, T1
CS300-IN1S4T2X | 1000 TO. TI1
C8300-1N1S-6T | 1000 TO, T1
C3002N28412X | 1000 TO. TI1
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B vsecko s roBRZET 254 K50

PID HSECK9 5 1 + |HSECK9 5 1 +
VABELD M |VARELTY
RO |R—brShB
AIL—Tw k
(C8300-2N2S-6T | 1000 TO, Tl
C8500-12X4QC | 2424 72 L AV
C8500-12X AP ALY
C8500-20X6C | 242472 L AV
C8500L-8S4X |47 L AP

\)

(GE) [(Z—TF v b EWHHEEZ, WHT Ty F 73— LTSt ENTZAL—Ty F &L E
T RS T v F 7+ — AT, BELENTAL—Ty NI ANL—T > N EHLE
b0 EELET,

HSECK9 74 By ZA&MHHT 5 L. b R AKOHIRAfEER S, 250 Mbps 2 2 % A/L—

Ty MERETHIEHTEET, FHARRAL—T Y N7V a3 VOFERIC DWW T M E
BIOEKBEDOANL—Ty hD~y BT (63 3—2) 2BRL TSN,

HSECK9 7 A U AMTNA ATHEHASNTWENE I 0 E R T HI12iE, FFHEEXECE— R
C show licensesummary =~ > R4 AJJ L E 7, Cisco Catalyst 8000 = ¥ 77 > K7 4 —LA
77 IV DT RTDOT /34 AT, HSECK9 7 A &> RTIRD K 5 IZERKREIE T, Router US

Export Lic. for DNA (DNA_HSEC), &IZflz R L £,

Device# show license summary

Account Information:
Smart Account: Eg-SA As of Dec 03 15:26:02 2021 UTC
Virtual Account: Eg-VA

License Usage:

License Entitlement Tag Count Status
network-advantage T2 (NWSTACK_T2_A) 1 IN USE
dna-advantage T2 (DSTACK_T2_A) 1 IN USE
Router US Export Lic... (DNA_HSEC) 1 IN USE

HSECKI S A/ 2V ADFERICET H5H4M4 K514 >

HSECK9 7 A o A3y v — VI 6N TWET, 2D, B bi#iExHEHT2
¥ —UDI Z L1212 HSECKY T A &2 AN ME T,

HSECK9 7 A1 & v &%, EHANIAGREAMLETY, Z DO§I%, Smart Licensing Authorization
Code (SLAC) 2Lk o CHRfit&NnFE 9, iHT 25 HSECK9 714 2 AT LIZSLAC %A1 A
F—L D MENRH Y £9, SLAC £ CSSM THARK SN, CSSM 2HEEENEd, CSSM
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HSECKS 5 1 £ 20z EmFE [

SSLACHEET A H T, EEL- FRe It o TR Y 9, Sz >V Clt,  THSECK9
FGAEBLAHDSLAC DA A ~—L (77 —) | 2B LTI,

SLAC 23 A ' A b= ERLTW DN E D D a g3 21213, K EXEC £ — F T show license
authorization =~> K& AL FE T, SLACHAA VA =L ENTNIEHEAE, AT—H AT 4—
JV RIZ TSMART AUTHORIZATION INSTALLED on <timestamp>] & FamaNFEFT, RICHIZ L F
7

Device# show license authorization
Overall status:
Active: PID:C8300-1N1S-4T2X,SN:FDO2250A0J5
Status: SMART AUTHORIZATION INSTALLED on Dec 03 08:24:35 2021 UTC
Last Confirmation code: 418bl11b3

Authorizations:
Router US Export Lic. for DNA (DNA HSEC) :
Description: U.S. Export Restriction Compliance license for DNA based Routers
Total available count: 1
Enforcement type: EXPORT RESTRICTED
Term information:
Active: PID:C8300-1N1S-4T2X,SN:FDO2250A0J5
Authorization type: SMART AUTHORIZATION INSTALLED
License type: PERPETUAL
Term Count: 1

Purchased Licenses:
No Purchase Information Available

HSECK9 S 4 L RADFEFENDEEEIE

Catalyst8000 N— R =7 7 J v N7 4+ — AL LR UL TCiscoDNA 714 B A& EXL LT
4. HSECKO 9 A B 2% ELTH AT a U IMEHAIRETH 570, U TH5HSIBIREN
TWET, =& zxiE, Catalyst8500 ¥V —RX v Y 7T v N7+ —LbDHAE, "—FKU=7T
ZUEXTDHE, HSECKO 7 A4 U AN BEEMICHEITBMENET, Zhid. 2hbon7F Ty
N7 4 —LTIL 250 Mbps #8825 AN—"7"y hOFR— EBHBINS5720TT, I HIT,
HSECK9 7 A & > A& H 72 SLAC &7 /3 A THHMHFICA v A b= ENTWET,

Catalyst8000 N— R 7 =7 7J v N7 4 — AL &FHIOEILT CiscoDNA 7 A B A& ELT 5
BA. WEIZS U T, Catalyst 8000 /N— R =7 75 v R 74— LD T HSECKY 71 &
VARAERNESLT DMERH D £,

HEXT 58 Lvwn— R =7 THSECK9 71 £ v 2%+ 5 FEOHEIE. A~v—F T H
DY REN—F X NT AT NOEREFEFICREELE T, 2k, 2 x T AT
12 HSECK9 T A £ 2D SLAC Z/N— R 7 =72 VA F—/ATEET, T34 2D
ZRRMET BRI, T ADAN—T v NeBRTETHLEND Y FT,

A\

GE)
A AP=NTBHZLITTEEEA,

HSECK9 A ¥ 2% (N— R =7 OEXTIERL) [lciEX L-84. SLAC % LT
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CiscoCUBE 5/ X

Cisco Unified Border Element 7 1 = &2 (CiscoUBE 7 A > &) Tix, NI T AEIZT7— b
VRLVERETHDHEIIH D A, A%, REVA FESMR LT, #HFEEZ: Cisco UBE
'11:7,‘;% He F'X/E/C%i‘j—o

CiscoUBE 7 A & A T TE BRI OV TR, ROBGANCH 246572 ) Y — A D [Cisco
Unified Border Element Configuration Guide] ZZf L T< 723\, https://www.cisco.com/c/en/us/
support/unified-communications/unified-border-element/
products-installation-and-configuration-guides-list.html

PR=FENTNDTT v P74 —LBLUV Cisco UBE 7 A & ZADIEAIZOWTIE,
https://www.cisco.comvc/ja_jp/products/collateral/unified-communications/unified-border-element/data-sheet-c78-729692.html
DOTF—H— b eSZB LTSV, HEZGE U T, Cisco UBE 7 A & v A Z{HBNZ ST 5
VERHY T, thoT A v ATITHBNICITEENEE A,

CiscoUBE 7 A & > Z DALk Z VAR — 95 HIEIZ- DWW TIE,  [Smart Licensing Using Policy
for Cisco Enterprise Routing Platforms]] ZZM L T 723V, ZOT A B RAET LD TF
A hTIE, Cisco UBE 7 A & v ALIEHHI 7 1 & 2T,

Cisco Unified CME 5 1/ > X

Cisco Unified Communications Manager Express 7 A £ > A (Cisco Unified CME 7 A £ Z) T
I AT DENCT — P LV E2RET DLETHY A, AR, REVA FEZHRL
T, M AREEiEZ R ETE £,

Cisco Unified CME 7 1 & > A Cffi FH RIBE 726 REIC DU Cik.  [Cisco Unified Communications
Manager Express System Administrator Guide] % &/ L T 72 &0,

PR—FENTWVWBETT > ]\72‘ A%J:U\ClscoUmﬁedCME FA B ADIEAIZDONTIL,

DT — 57/**}‘%7%55L“C<71é1/‘ W LT ClscoUnlﬁedCME7/l"IZ/X’¢"ﬂEIE'J
T AVERHY FET, DT A B ZITITEHBMNICITEENEE AL

Cisco Unified CME 7 A & > ZADfE AR ILE AR — b5 HF{EIZ OV TIX,  [Smart Licensing
Using Policy for Cisco Enterprise Routing Platforms] #ZM L T &V, ZOIT7A BV AET IV
D=7 ¥ A MTIL, Cisco Unified CME 7 A & > A 3FEHGI 7 A & A TH,

Cisco Unified SRST o1/ > X

Cisco Unified Survivable Remote Site Telephony 7 1 > A (Cisco Unified SRST 71 &> &) T
I, BENCT DRNC7 — P LV ERET HHEITH Y EH A, AR, REVA N2 L
T, M ATREZ: Unified SRST #$REA R E T £ 7,

Cisco Unified SRST 7 A & o A T "I E72BEBEIZ DU TiL,  [Cisco Unified SCCP and SIP SRST
System Administrator Guide (All Versions)] ZZ&f L T 72 &0,

PR—=FINTWNDET T v b 72‘ AioJIU\ClscoUmﬁedSRST FA B RAOEEANITOWTIL,
ifiec-cor y er-express/datasheet-¢78-744060 html
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| s1tvrESAEVZETL
AN—TF v b .

DT —H— SR LT EE, HEIZE T T, Cisco Unified SRST 7 A & > A & {HAIIC
HEXTHMERHY FT, DT A& AITABITITE ENET A,

Unified SRST 7 1 & > ZADMEHRILAE LA — b5 HEIZDWTIE,  [Smart Licensing Using
Policy for Cisco Enterprise Routing Platforms)] # &M L T 7230, ZOT7 AV AET /LD
> 7% A LTI, Unified SRST 7 A & > (I FEFRHH T A & 2 TT,

AIL—Tw k
AN—T > ME, TR AZN L TEHRETE AT —HOELZ/RLET, ZOMEIT. BET—FK
TRELET, TOH%, BESNTZL—FTTF—2MNEE (Tx) BLOZE Rx) SnvEd,
AN—T"y NERIICGRE LRWEE., T 74V DAL=y SBEMZRY F9,
TNRAADHRESINIZAN—T» M EMHRT DT, Z4Tra~vr FeEANLET,

cWELT T v b7+ — L D4 show platform hardwarethroughput crypto =~ > K% i
EXEC E— RTADLET,

AR T T v b7 — DA show platform hardware throughput level =2~ > K % #i#E
EXEC E— RTANLET,

WDX T varTIE, AV—""y MAOFRFE, T3 ADA)NV—T"v M PIFEAL iz A
N—T 2 hEREBALINTWRNWAL—Ty O ELELEELTHDEINEZTDEKR, T/3 X
DANV—TF MCHIBEZBEAT 570 E 200 E FDOHIEICHOWTEHA L £9,

HERLUBBRA—XDXIL—T v k

EHT&E B AL—7 MI. T34 2D CiscoDNA 7 A & 285 1D (PID) THRESNE
T, ZAUL, BMEFZIIEE TR T LN TELETT, 73 ACHLEESNTNDHD LA
CAE T,

HEZXL—T v ME

ZN—Ty FPEETREINDEE, BEALV—F v MELMENET, =& 21E, Cisco
DNA-C-10M-E-3Y /&, 10M (=10 Mbps) DO¥AEA/N—T"> MEZF>T A & X PID TTY,

FNA AN LT o fE A RER2 B A L — 7 > MEDOFENIE. 15M. 25M. 50M. 100M.
250M, 500M. 1G. 2.5G, 5G. 10G 72 X CT9, 250Mbps Z## 2% A/L—"7"» MZlL, HSECK9
AL ARBETT,

BEBA—ZXDAIL—T v MME

AN—""y FPERBICL > TEINDIGAE, BEX—ADALV—Ty MELMENET, HE
ZAL—F L LaEL, BEAL—T v MElZ~ vy B 7 E&NET, =& 20T,
DNA-C-TO-E-3Y I%, BEER—ADANL—T" METO ZFF27 A £ APID TY, ZIUTH
THY Y BT INDHMEIE, &K 25 Mbps D A/L—7 > K TT,

il

IS
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\)

(B MWEX—2D21—7y FOFREIL, CiscolOSXE Cupertino 17.7.1a LI THHR— b I E 7,
OV Y=L, BEX—ADANL—T"y NREIL, TAATALV—T"y NaeRET D
Ee L THH#ELE I ET,

HHIENWA =T F LU BRSO T, EARERBERE IS 0 (T0) . P& 1 (T1) | B
B2 (T2) . E3 (T3) . @4 (T4) . M5 (T5) T3, T2 LA EoEfEiX, HSECK9 7
A ANKETT,
BEREIZ DWW TIE, ROBEICHEEZE L TLZEN,

« TRTOREREN, T3TD CiscoDNA 74 EU ATHHTEA2DITTIEHY £HA,

7= & 21X, T3 UL EOFEE X Network Essentials 33 & OF Cisco DNA-Essentials 7 -7 & > A TliX
HHTEERA, 2T, BESNTAL—T Yy hELTTI R I5E6, 77— L
Z A & > A % Network Essentials 33 X O" Cisco DNA Essentials [CZFE CE 2 W2 &L EK L
e

s KW, Ty T A — AT IR AEEIC Yy BTSN, B DEEE B
L7,

Cisco Catalyst 8000 = ¥ 7T v N7 4 —AL 77 I VDRRLTT v b7+ — A%, 87
DERRAN—Ty FL~ULZPR—FLET, =& 20E, T2 1%, C8300-2N2S-4T2X D
BIX1G Av—"> k., C8200-IN-4T OHA 1 500M, C8200L-1N-4T DA 1L 250M 1272

D ET,

FFE D CiscoDNA 7 A B AT AIRERB B 28 L, FFED T T v h 7+ —2DOKMEEIC
YT 2 HMEETRRDITIE, ZOBORELLUHEOAL—T Y FOv v EL T (63 ~<—
V) Ok varEZBRLTIIEIN,
FNRAAETEIEAN—T" MEZRETDHHAI LT L, BEX—ADAV—T v NEHRE
THEAILTIZONWTIE, ZOEOHHEEBEEX—ADANV—T"y FOKE (71 X—)
v varEZRL TSN,

EEIEB L VFBESERIL—Ty b

Wb AL—""y MME, B AL—T > FEBIEER, B b7 r2) XA > TR#ESH
HAN—T > NTT,

—F. I EAL—Ty NI L — T XA M T, FERF S b A/L—7 > M, CiscoExpress
Forwarding (CEF) 77 4 v 7 & LRI ET,
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EE WHLTZ v F 74— (Catalyst8200, 8300, L8500V —RX vV 7T v h7 4 —24)
DOEH. ZORFa2 A RNTO A=y~ EI3TRT, BEAL—"7y hEELET,

M7 Z v b7 4 —2 (Catalyst 8000V =Y 7 vy =7) OFH, ZORXF2 AL N TO
[(Z—T"w b E1FTRC, BEEAL—T"> hEIERBILANL—T » N EfAEDEZHD
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Z A & A% CSSM Web Ul |2l D 2 L—TF
MEEBEES—ADEE EBIZERRENET, ZOXIRTA B ATHEH, BIEDO A L—
Ty MEOHREHRET D EEBEIOLET,

B AN—7"y FORE (77 X—) ] #ZRLTIEEN,

s HED T A A PID A LT-5E.
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giELEEA—202L—Tv toxE [

LTORRENET, 20X 90T A4 B 2ADEE., CSSMWeb Ul DFmr b —HT %5 L5
IR R— A DA N—Ty MAZRET D20, BEDOAN—Ty MEZRETEET,

Mg _X—ZDAN—T» hOFRE (81 =) FHIFHEDOAL—Ty hOFEE (77
N=Y) EZRL TSN,

N

GE)  CSSMICHEBR—2DF AL APID BHY . T3 2 TEED
AN—"T"y MEZFZTET %G, IE~OEEIIH Y XA,

s EES—2DT A APID A LTZSHE. T4 72 A% CSSM Web UL (28 DfE D

BRESN-EEZHREF-IIBBRA—RDEIZERT 2425
KO F VU ATIE, BlENSEB—ZADZL—F v NOREIL., FRIEBEE— 2D A )L—
Ty NORENOEMEICE TEDXA I T, BB VERZ A I T BIOEBRN AT
TalrThirAAI LT EELITHEICLET,
o T, ANZBIED AN—T » MEZREL, 74 APIDBEED T A B ADHE -
PEfE R — A DA L—7"y MEIZZE# L TiXeh 8 A,

o TNA ANZEED AN~ MEZFREL., 74 B APIDBEEX—ADT AL AD
Bh AN—Ty NOBREEWEX—ADHIZEBRTCEETHE, ZhIA 7 v a T,
P R — 2 DA V—T" > MEIZEHL L2 WGE, EE~OEEITIH Y ¥ A,

PEJE S — A DIEIZE BT DA%, BIEOALV—T > MEN D~ (862—)
BB LT IEE N,

cEEANR—ADANL—Ty MERYAR—FINTHWDHV Y —RZT v 7 7L —FRL, 94k
VAPIDINEEER—ADLA T v T L— FRICANLV—T"y FZREES— A DEIC A
TEETH, ZhUIATva T, BEX—ADAL—"7"y MEIZEBRLWGA, %
BE~DEIIH Y A,

THfEDAN—T" b R—=b T2V ) —ANLEEAZYR—bT20 ) —=Z2~D7T v
TTL—R 88—) ] L TIEIN,
cEESRX—ZADAN—T"y MEBRYHR—FINTWHI Y —RIZT v 77 L —FL, 94 %
VA PID PHUECTH 286 : BEEX—ADAV—7"y MEIZEE LTI 0 £8 A,
s D AN —T" ) MEDODBERYHR—FEN TR —RIF T T L —RL, 94
APID & AN—T v NORENHERX—RATHDIER ¥V T L— KT R, HEE
HAEDOAN—T" MEIZERTH2HLERH D 77,

Mgz R— 7250 ) —=2ANLHMEDOANL—T"y hOIHEFR— THV Y —ZA~DH
7L —FR (89—) ZBML T &,
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B crvenserzezn—7y romesk

{EFATRIREZL

FSAtERERIL—T Y FDEHRTEAE

ZDO®” v aTlE, Cisco Catalyst 8000 =¥ 7 F v b7 4 —2Ah 77 I U CHEHMRER S F
SERTA B RIZONWT, HEHEZRGTORICX A ZZETTHMNEDH L —F LV AITD
WTHBALET,

CiscoDNA 7 A 7 > A D4 : [Configure a Boot Level License] — [Configure Numeric or Tier-Based
Throughput] — [Implement a Smart Licensing Using Policy Topology] — [Report License Usage (If
Applicable)],

HSECK9 7 A1 &> ZAD;4 : [Configure a Boot Level License] — [Implement a Smart Licensing Using
Policy Topology] — [Install SLAC] s [Enable HSECKO9 on applicable platforms] s [Configure
Numeric or Tier-Based Throughput] — [Report License Usage (If Applicable)],

Cisco UBE, Cisco Unified CME, % 721 Cisco Unified SRST 7 A &> ZA D4 [Implement a
Smart Licensing Using Policy Topology] — [Report License Usage (If Applicable)],

T—RrLRILSA VD RADETE

FIE

B LT S ZHIZCiscoDNA 7 A B 22 A LT GE, EREBEFEOT A 203D | 7
WA RZBEBREINTVDETIA BV AEZERE (T 77— RERIZXF 77 1L—FK, B
FIRITHIER) 7585815, ROX A7 2FTLET,

THUWCED TA B AL REESNET, RESNTEEREEGINZTHEIZY 72— RHBH
g‘?ﬁ—o

AT w71 showversion
BERESNTVWAT — ML _A T8 RAEFRFLET,
WA OB TIX, Network Advantage & Cisco DNA Advantage D 7 A & 2 ANRT SA ATHEINTWET,

51

Device# show version
<output truncated>

Technology

Package License Information:

Technology Type Technology-package Technology-package
Current Next Reboot

Smart License Perpetual network-advantage network-advantage

Smart License Subscription dna-advantage dna-advantage

3

SLAC 733 A = Hifaf kgL

A VA R=AEINTVDEHE L= RV =TDRA) | ZOAT v SEAXF Yy TS LES

* Catalyst 8200 35 L 188300 2V — X = v FFw k74— A FD I a—L 227 4 ¥ a2 L—3 = £— KT license feature hseck9

avy Rz AN LET,
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ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

T— LRSSV RADEE .

<output truncated>

configure terminal

Ja—sbar7 4 ¥al—raryE— REMRBLET,

i -

Device# configure terminal

TS ARYIRT S ZADMRAET SA ZANITE LT, YT Davy RERELET,

cWET T v N7+ —LDE : [no] license boot level {network-advantage [addon dna-advantage] |
networ k-essentials [addon dna-essentials] | network-premier [addon dna-premier] }

AT T b7+ — L DA [no] license boot level {networ k-advantage {addon dna-advantage} |
networ k-essentials {addon dna-essentials} | network-premier {addon dna-premier} }

T—hL_ALTA B AERELET,

TRTCOT T N 74 —LT, |ONZERY NT—T RE T FAB U AZRELET, ZORIZOH, &t
IGT DT KA TA B AERETEET,

< RIESLTIE, CiscoDNA AH v 7T RAVTA B ADRENMIRT T v N7+ —ATEIA TV 3
YTHY, R T Yy T A=A TEHMATHDL I LIZERELTIEIN,

W OB, T T v b7 4 — A ThH 5 C8300-INISAT2X V—HF DRELZ R L TWET, Xy hT—7
AHB 7 T4 ATH D Network Premier &, XS T 257 KA T 42 A Th % Cisco DNA-Premier 73
REINTWVET,

1

Device (config) # license boot level network-premier addon dna-premier
% use 'write' command to make license boot config take effect on next boot

exit
Ja—)Lar 7 4 Xalb—Tar BT— REKT L, BHE EXEC £— RIZREY £,
B -

Device# exit

copy running-config startup-config
Ay 4 X¥alb—vary 74 MIREERFELET,
i -

Device# copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

<output truncated>

reload

FTNRAZM)a—RENET, AT v T3 TREINTZTIA BV ALYLE, 2OV a— RKEIZOLER
12720 oI nET,

1 -
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B - ransqevzons

ATy 17

ATvT8

ATvT9

Device# reload
Proceed with reload? [confirm]

*Dec 8 01:04:12.287: %$SYS-5-RELOAD: Reload requested by console.

Reload Reason: Reload Command.
<output truncated>

show version

BERESN TS T — LA T AEFRLET,

AT OFITIX, I LV | Network Premier 33 X UY Cisco DNA-Premier 7 4 £ AMBE SN TNDH T &
DHERINET,

15'] .

Device# show version
<output truncated>
Technology Package License Information:

Technology Type Technology-package Technology-package
Current Next Reboot

Smart License Perpetual network-premier network-premier

Smart License Subscription dna-premier dna-premier

<output truncated>

show license summary

FERENTWDLIIALA LA, BT b, BEIOAT—F AT HIEREZEGTe. T4 &2 2R OEE
FAERRLET,

1 -

Device# show license summary

Account Information:
Smart Account: Eg-SA As of Dec 08 08:10:33 2021 UTC
Virtual Account: Eg-VA

License Usage:

License Entitlement Tag Count Status
network-premier_ T2 (NWSTACK_T2_P) 1 IN USE
dna-premier_ T2 (DSTACK_T2_P) 1 IN USE

FARTMEAPIRPL LR — & (LEREGE)

FTABU ALV ERE LR, T4 AEABEREZBET D720, RUMLA— K (U Y —2AffHE
HAIELAR—bF) Z CSSMIZEETAHIVENDIGAENHY £T, LR— FRMLENE I DEHERT HIZ
X, VAT ARy E—=U%[FO0, show a2~ REEHLTRY o—2 L £4,

LA R SRBETH DD L ERT Y AT LA v — ; %SMART LIC-6-REPORTING REQUIRED: A
Usage report acknowledgement will be required in [dec] days. [dec] I%, VAR — MEE 2R T72OICE SN
eHEHE (B%0) T

« show 2~ > RZEHT 55415, show licensestatus ###% EXEC =2~ > ROH 12 &M L, [Next ACK
deadline] 7 4 —/V R&EMHER L E£T, ZHid. ZOHAMNE TICRUM LAR— F&%E LT CSSM 725
acknowledgement (ACK) %A > A b=V T HMENHDLZ EE2EKRLET,
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HSECK9 5 1 £~ 2 AD SIAC DA > X k—1 [

RUM L R— b DREEHEIL, R =2 LAY — I B VU JBRETEELE PRE DIk -
TR £9, FEMIZ>WVWTiE,  [How to Configure Smart Licensing Using Policy: Workflows by Topology.J
AL TLTEEN,

HSECK9 5/ 2 AAHD SLACD A X b—JL

Smart Licensing Authorization Code (SLAC) I%, Cisco Smart Software Manager (CSSM) 7~N—#%
JVTAR, B S I ET,

B A CSSMITHERE L T SLAC 2 BUST 2 BTV < ohd 0 £, CSSMITHERET 54 itk
DERYERETINES, YAR—FSNTWDL MR YD1 22EEL T, e TH5AY v R
TSLAC ZA Y A F— LV TELXIICTIHRLENRDY £,

TRTDOAY v ROFEMNZOWTIL,  [Smart Licensing Using Policy for Cisco Enterprise Routing
Platforms] K3 = x> h® [Supported Topologies] % ZH L T 72\,

)

() FAARCT =LAV TA L AR TIRRES R TV S Z LA MR LES, 7— b
TA R ADOFIE (74 ~—2) 2ZMRLTIEEV, show version fi#E EXEC =2~ > KO
71T, T4 AN [License Level] 7 4 —/L RIZIRESINTWDH I MR LET,

SLACDA VAR F—JLBICHELAERY
SLAC%RA VA M=/ LT72tk. 77 v 74— LA T DIHEEDHR, OB AT &5
TLET,

Tov bT+—L SLACDA VR h—)LRICHERARY

Catalyst 8200 3L TV8300 & |/ m— b a7 4 X a2 b—3 3 F— KT licensefeature
V- 7FT7y 74— |hseck9 a2~ FEZAHLET, 2Ly, 2hbn7Ty
LD 74— "CHSECK9 7 A &7 ANEFMMZIZD £,

Catalyst 8500 > U —X = |SLAC DA > A F—NRIZT A A%V ua— RRLET,
77y N7 4 — 20 C8500L
TNDGE

sle O E I_l_I
HEODRIL—Ty FOEFE
CDRAT T, W7 T b 74 —LBXOMIAET T v b7 4+ — L TEEDOAL—T kL
NNVEBERESLHEEZRLET, A= hL"ULERELZWEES, 779 74 —2D
T 7 F N NDAN—T" N LAULINEINZ Y £,
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SAEVRESAEVRETL |
B zEozxr—79 rox

AN—T" > FLULERET HITIE, WY T v b7 4+ —2 (Catalyst 8200, 8300, 3 L
8500 vV —A Y STy RN 74 —2L) TUr—RBKLETT, RKETT7y b7 +—A
(Catalyst 8000V = Y 7 b7 =7) ORE, Ve— NILEHD A,

1R BRI

HEBLOEER—2DAL—Ty b (59—) BLXOHELEEX—ZAD A )L—T
FOBRE (71—) OBZLarE2BRLTLIEI N,

c FARL AT — PTG BV ARTTICRESNTND I AR LET, T8
ABRESNTORNE AN—Ty MEEZRETE 2RV ET, 7= L LT A+
YADBIE (T4 —) EBRLTIIEEV, show version fi## EXEC 1+ > RO
T, 74 &2 AN [License Level] 7 4 —/L RIZIRESNTWDH Z & 2R LET,

250 Mbps 8 2. D AN—"T"v NEFRTET HHEX. ZOX A7 ZHtH7 5 A1l Smart
Licensing Authorization Code (SLAC) %A > A b —/L 3 0303 H Y £9, HSECK9 7 A
YU AHDSLAC DA A h—b (77 =) ZBRLTLLIEE N,

250M DI, HSECK9 7 A4 B2 ZADOFWIZ b L PTHRETEXET, VAT ATIImEN
R ENET, BV, HSECKO BT 3 2 THEAFTRERSEAICITERN A v Y 7R
Ho/znpZ Ty, Ay N U ZEIEDOY V—AZTLEDOEE (62 3—) 2L
TLIEENY,

fEHTE LA NL—7y MIEFEBELTLLZESWY, Ziud, A L7 CiscoDNA 71 &2 A
PID IZ/RENTWET,

FIE

AT YT THAA ARYBLT SA ZMIRT ASA ANE LT, 4T 5a~vr FEANLET,

cWBR T T v N7 4+ — ADOY4 : show platform hardware throughput crypto
AR T v b7 — L OHE - show platform hardware throughput level

FNA ZADBIEDANL—T > b L~ FRRLET,
WA oB)

« show platform hardware throughput crypto @ 73 #li%, W7 Z » 7 4+ — 2 (C8300-2N2S-4T2X)
DHLOTYT, ZITHEH, A=y FLoULR2SOM IZA B > fLERTHNET,

« show platform hardwarethroughput level ® H H#iEL, (RIBZZ >~ 87 4+ —24 (CR000V) D H DT,

&1

Device# show platform hardware throughput crypto
Current configured crypto throughput level: 250M
Level is saved, reboot is not required
Current enforced crypto throughput level: 250M

Crypto Throughput is throttled at 250M
Default Crypto throughput level: 10M
Current boot level is network-advantage
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ATvT3

SAEVARESAEVRETIL

giEozL—7v rogz |

OR

Device# show platform hardware throughput level
The current throughput level is 1000000 kb/s

configure terminal
Ta—N)L ary 7 4Xal—yay B— RERBLET,
i

Device# configure terminal
TINA ZADBYET SA ZADMBEART SA ANTIE U T, #4875 a~vr RERELET,

cWELT T v b7+ — ADOHE : platform hardware throughput crypto {100M | 10M | 15M | 1G | 2.5G |
250M | 25M | 500M | 50M }

AR T v b7 —LDOEE  platform hardware throughput level MB {100 | 1000 | 10000 | 15 | 25 | 250
| 2500 | 50 | 500 | 5000}

AN—T o R ERELET, FRINDBANL—F v ET T aid, TAAL AL TR 7,

G¥) WHT T N7 —bBIOMET Ty P74 —ATIE, 77— hLUL T4 B ANRRES
NTNWBZEEMRELET, £HLANnE, avr KRavry R IA4 0 A0 F—T AR
TAHDR LD L LTEBRINETA,

NRERLIE

WL T F 7 — LT 1Gbps BREINTWVET, T ATIITINTNDLY T R =T /R—
¥ = 1% CiscoIOS XE Cupertino 17.8.1a TH V| ZHUIHENANL—T' v b 2wy M U I7REH SN D
ZEEEWRLET, Vr— &I, Ty TA NI =L XU AN —LDANL—Ty FOEEN 2
Gbps OHlfR# 2 5 Z Lidd 0 FHA,

AT T N7 4 — L T5000Mbps DX E SN TWVWET, TAA ATEITEINTNDEY T T T /83—
¥ 3 1% Cisco IOS XE Cupertino 17.8.1a TH V. ZHITEET —Z 235000 Mbps TAL » h U 7 &
NLHZEEEWRLET, RET—ZIFAry N U7 ESERA,

&1

Device (config) # platform hardware throughput crypto ?

100M 100 mbps bidirectional thput

10M 10 mbps bidirectional thput

15M 15 mbps bidirectional thput

1G 2 gbps aggregate thput

2.5G 5 gbps aggregate thput

250M 250 mbps bidirectional thput

25M 25 mbps bidirectional thput

500M 1gbps aggregate thput

50M 50 mbps bidirectional thput
Device (config)# platform hardware throughput crypto 1G
% These values don't take effect until the next reboot.
Please save the configuration.

OR

Device (config) # platform hardware throughput level MB 5000
%$Throughput has been set to 5000 Mbps.
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B zEozxr—79 rox

ATv74

ATy TH

ATvT6

ATy 71

exit

Ja—s\)ar7 4 Falb—ar ET—RFEKTL, B EXEC £— NIZEY £7,
11

Device# exit

copy running-config startup-config

AT A4KaLb—var Ty A MIREERGFELET,

i

Device# copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

reload

TNA AN m—RENET,

Gx) AN—T"2 FERELTWDLT XA AT T v b7+ —L EIZHDIEEICOHR, ZDOF
6% 54T LET,
WIT Ty N 74— TAL—T» FERELTOWDIHEFE. ZOFEEZAF Y 7 LT
é l/ \O

% -

Device# reload
T SA ZAPRERT S, ADMERRT NA ANNGE U T, #ET5a~vr FE AN LET,

ME TSy b7+ —L0DIFE : show platform hardware throughput crypto
R TS v b T+ —LDIHE : show platform hardware throughput level

TNRA ADBEDAN—T > N L~V EFRLET,

EYk WL Z >~ N7 +— AT, show platform hardwareqfp activefeatureipsec state £+ EXEC
av L REANLT, BESNTWAEZL—Ty hL-ULERRTHZEHTEXET,

1 :

Device# show platform hardware throughput crypto
Current configured crypto throughput level: 1G

Level is saved, reboot is not required
Current enforced crypto throughput level: 1G
Crypto Throughput is throttled at 2G(Aggregate)
Default Crypto throughput level: 10M

OR

Device# show platform hardware throughput level
The current throughput level is 5000000 kb/s
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BER—XNDRIL—Ty FOHTE

CTOHARAT T, WEBLIOMAR T T v F 73— ATHEEBR—ADANL—Ty FL-YLERTE
THHEEZRLET, AV—Ty LUV ERELRWGS, 77y 74 —LDT 7 4/ b
DAN—T"> N LU REM Y 97,

BEJE R — 2 D AL—T > kLU, Cisco I0S XE Cupertino 17.7.1a AR TOHY R — bk i
£7

A= UL ERET DICIE, WET T v b7 4+ —24 (Catalyst 8200, 8300, F LW
8500 >V —X Y STy b7 xr—2L) TIa— RKBRRETT, KET7 Y b7+ —24
(Catalyst 8000V =Y 7 hy =7) OFE, Ve— REIXNEHD XA,

1R BRI

cHIEB I OEER—2D A L—T v b (59—) BEUOYE & EERX— 2D A L—T
FOFE (71 2—) OvZ a2 LTLIFEE N,

e TNA AT — ML TA B ANRTTICEESN TS Z L 2R LET, 7148

ABPRESNTORNE | 2=y MEZRETE R RV ET, 77— L LT 4F
VADBRE (74 2—2) #BMLTL 2 &V, show version ##H EXEC v > RO/
T, 74 &> AN [License Level] 7 f — /L RIZEESNTWND I L ZERLET,

« Tier2 (T2) U EOBEBEZZRET 25X, ZOX A7 #4479 2 AilZ Smart Licensing
Authorization Code (SLAC) %A A h—/LFBMENRH Y £9°, HSECK9 71 & A
D SLAC DA A h—)b (772—=3) #BBLTL &N,

PS5 o N7 F— A TliE. SLACHA VA F— XN T2 WA, T2 FoRE
IIFERENEE A,

AR T T N T — A TIEL, SLACHA VA M= ENTWVWARWEAETEH, T-XTOD
Mgt~y a URERRSNET, 7L, T2 U EORE 3% ET 525513 SLAC 23
LIZ\E b(\‘jao

3 (T3) Z2RETIHHAIL. 7 — b LU T A & 25 Network Advantage/Cisco DNA
Advantage, ¥ 7213 Network Premier/Cisco DNA Premier TH 5 Z & ZfER L T X, T3
PLEOMERE X, Network Essentials 33 JX OF Cisco DNA Essentials Tl A — F I TV EH
Ao

e 11 fHlZ. HSECK9 7 A o ADFHZI MO LTRETEET, VAT LTI ST NFA
SENFET, EWE, HSECKO AT A A THEAFRER A IITEN 2 v MY 7 0NE%)
2752 8Td, Ay NI U ITEIWED Y U —RAZLDER (62 %—V) 25 LTL
722N,

fEHTE AN —7y MIEFEEBE LT ZSWY, Ziud, A L7 CiscoDNA 71 &2 A
PID {Z/RENTWET,
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FIE

AT YT THA ARYET SA ZMIRT ASA ADE LT, N4 T5a~vr FEANLET,

cWB 7T v N7+ — ADA : show platform hardware throughput crypto
MRABT T b7 — L DA« show platform hardware throughput level

FNA ZADBIEDAN—T > b L~V FKRLET,
WA o]

« show platform hardware throughput crypto @ 73 #ili%, WL~ Z » 7 4+ — 2 (C8300-2N2S-4T2X)
DHLOTT, ZOFITIEANL—T"y MIBUE 250 Mbps [IZA T > L ETWET,

« show platform hardwarethroughput level Dt 73 6ili%, RKAEZ"Z > b7 +— 2L (C8000V) D H DT,
ZOFITIEBED AN—T"> kLU 10 Mbps T,

&1

Device# show platform hardware throughput crypto

show platform hardware throughput crypto

Current configured crypto throughput level: 250M
Level is saved, reboot is not required

Current enforced crypto throughput level: 250M

Crypto Throughput is throttled at 250M

Default Crypto throughput level: 10M

Current boot level is network-premier

OR

Device# show platform hardware throughput level
The current throughput level is 10000 kb/s

X T 72 show license authorization
(FFay) B A A% 2D SLAC [EREERLET,
WAL OH

*SLACIIWEE Y 7 v P 7+ —LIZA VAP EINTWVET, ZHuE, T2 EZRETEDH LT HT=
bb "C‘ﬁ—o

¢ SLAC IR T v F 7 4 — AL TIHMEATE EH A, TNREHGEOFIETAL—Ty FOBRTEIZED
LT ET ANTEE LTI,

1 -

Device# show license authorization
Overall status:
Active: PID:C8300-2N2S-4T2X,SN:FDO2250A0J5
Status: SMART AUTHORIZATION INSTALLED on Mar 02 05:05:19 2022 UTC
Last Confirmation code: 418bl11b3

Authorizations:
Router US Export Lic. for DNA (DNA HSEC) :
Description: U.S. Export Restriction Compliance license for
DNA based Routers
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Total available count: 1
Enforcement type: EXPORT RESTRICTED
Term information:

Active: PID:C8300-1N1S-4T2X,SN:FD0O2250A0J5
Authorization type: SMART AUTHORIZATION INSTALLED
License type: PERPETUAL

Term Count: 1

Purchased Licenses:
No Purchase Information Available

OR
Device# show license authorization
Overall status:

Active: PID:C8000V, SN:9I8GRCHSCMN
Status: NOT INSTALLED

AT w73 configureterminal
Ja—\)y a7 4 F¥Fal—yaryET— Rt LET,
1 -
Device# configure terminal
ATV T8 THRAZABYIRT SA ADMIET NA ANIIE U T, #4THa~v RERELET,
cWFLTT v b7 — LOHE : platform hardware throughput crypto {TO|T1|T2|T3|T4|T5}
AT v N7+ — L DY4  platform hardwarethroughput level MB {TO|T1|T2|T3|T4}

PEE R — 2D AN~ R ELET, BRENDANV—T v bA TV aid, T34 AL - TH
0 ET,

Gx) R T LT AEDIC, BEOLARa~Y RTEESNLTWET, CLIT2~> REA
hT 2L, BHOFINIRT IO, BEEBREOMEIERINET,

T M7 Ty 74— BT Ty b7+ — 2O FIZHET S ET,

¢ T— ML N T A B RAFT TICRESNTWSLZ E2MERLET, £ TRhRITNE, ALv—7v b
DREDaA< L NIa~vr R I A0 H—T A ATHED R LD L LTRBINERA,

T2 LA EOMEE 2R E L TV AEE1E, SLAC A VA h—LENTWET,

W75y N7 4+ — L TIE, SLACAA VA F— L ENTWRWES, T2 L EOEE %
I TEEHEA,

W7 Z v b7 —ALT, SLACRLTT2 U EOMEZRET D &, WA 2 H o AXHBIHIC
CSSMIZT 72 ALTSLAC #ERLCA VA=A LLEHELET, RIILEEA, AV—7v k
FRRESNTBERBICRESNE T, R LR 8BE, VAT AT AL—7 > b % 250Mbps IR E
LET, SLACAA Y A =L ENTWDHEE, A—7y MIBBICREZICHRE SNTEIZHRE
EnET,

ETDHIE

R

AT DB

W T F 7k —ALT1Gbps DREINTWNET, T ATIITEINTNDLY T R =T /R—
¥ = 1% Cisco10S XE Cupertino 17.8.1a TH YV . ZIUFEHAL—T > b xay N U REH S
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B er<—z0z1—7v rox

ZEEEWLET, Vo—FREE, Ty 7ARNI =L X T AN —2DANL—T"y NOAFMN2
Gbps DHIRE#BZ 5 Z L13H Y FH A,

AT T v N7 4 — A T5000Mbps D% E SN TWET, T34 ATIEITEINTWNWDLY T b7 =T /83—
¥ = 1 Cisco I0S XE Cupertino 17.8.1a TH Y . ZAUTEET —F A 5000 Mbps TA > R U 7' &
NHZEEBHRLET, ZET—XFAry M) U7 EnEdA,

cWFLT 7 v b7 4+ —2A (platform hardwarethroughput crypto) Tid, SLAC 73A > A h—/L EFL TV
L, T2 U EOBEAE RSN ET, SLAC BMENTERWES, RaRSh b & B OREIL T1
*(‘\‘g_(]

FNRAATEITENTND Y 7 b =T /3= 3 1% CiscoIOS XE Cupertino 17.8.1a T 0 . ZiLidtE
AN—Ty h2vay N U IREHASNDZ ExERLET, Ve—REIEX, 7Ty 7A R —AL
H G AR —=ADAN—T > FOEFD 2 Gbps DHIREZEZ D2 Li1xdH 0 FHA,

KA 7Z v k7 x—2 (platform hardwarethroughput level MB) Tid, T X COMENE RSN E
T, T2 BRRIE I NI, SLAC A A b —/L S TWRWIZDIZEREN TN TN D & 2 5iE
FTEHVAT LA v E—VNFRENET,

1 -

Device (config) # platform hardware throughput crypto ?

100M 100 mbps bidirectional thput

10M 10 mbps bidirectional thput

15M 15 mbps bidirectional thput

1G 2 gbps aggregate thput

2.5G 5 gbps aggregate thput

250M 250 mbps bidirectional thput

25M 25 mbps bidirectional thput

500M 1gbps aggregate thput

50M 50 mbps bidirectional thput

TO up to 15 mbps) bidirectional thput
T1 up to 100 mbps) bidirectional thput

TO (

T1(
T2 T2 (up to 2 gbps) aggregate thput
T3 T3 (up to 5 gbps) aggregate thput

Device (config) # platform hardware throughput crypto T2

% These values don't take effect until the next reboot.

Please save the configuration.

*Mar 02 05:06:19.042: %CRYPTO SL TP LEVELS-6-SAVE CONFIG AND RELOAD:
New throughput level not applied until reload; please save config

OR

Device (config) # platform hardware throughput level MB ?
100 Mbps
1000 Mbps
10000 Mbps

15 Mbps
25 Mbps
250 Mbps
2500 Mbps
50 Mbps

500 Mbps
5000 Mbps

TO TierO (up to 15M throughput)
T1 Tierl (up to 100M throughput)
T2 Tier2 (up to 1G throughput)
T3 Tier3 (up to 10G throughput)
T4 Tierd (unthrottled)
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gE~A—20z2L—Tv oz ||

Device (config) # platform hardware throughput level MB T2
%Requested throughput will be set once HSEC authorization
code is installed

ATv 5 exit
Jua—r)L ar 7 4 Fal—gy EB— REKRT L, M EXEC E— RICREY £7°,
i -

Device# exit

X7 76 copy running-config startup-config
a7 4K alb—vary Ty AMIEREERTFELET,
1 -

Device# copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

27w 77 reoad
FALARY B— FERET,

G¥) AN—=T2 FERELTWET A, AN T T v b7 3 —h FIZHIEEICDOR, ZOF
JIE 29247 L ¥ T,

RBTZ7y F 7+ —ATRL—T FERELTWVWEEAIL, COFEELRAFy 7 LT
Sy,

&1

Device# reload

ATV T8 THNAARYET NA ZIMEIRT NA ANE LT, N T 5a~vr FEANLET,

WIBT Sy b T+ —LDIHE : show platform hardware throughput crypto
R TS v b T+ —LODIFE : show platform hardware throughput level

FRA ZADBED AN —T » LU ZFor LET,

WA OH
T Ty BT A — AT, BEOMEE T2 ICRESNTVET,
Evk W~ v b 74— AT, show platform hardware qfp active feature ipsec state ¢4
EXECa~v > RZEANLT, ESNTWDHANL—Ty LV ERRTHIEHTE
£

AT T b T A — LT, AN—T7 v ME 250 Mbps IZFRE SNV TWET, SLAC A A h—/L &
NTWDLEE, A—7y MIHBICHRZRICRESNIETH D T2 IZTREINET,

&1

Device# show platform hardware throughput crypto
Current configured crypto throughput level: T2
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B zEoxL—7y rEp s ER~DESR

Level is saved, reboot is not required
Current enforced crypto throughput level: 1G
Crypto Throughput is throttled at 2G(Aggregate)
Default Crypto throughput level: 10M
Current boot level is network-premier

OR

Device# show platform hardware throughput level
The current throughput level is 250000 kb/s

sle O . ~ b 3 1 LS

BEDAIL—Ty MEMNGEBADEH
ZDOHRAY T, BEOAN—T"y MEZMEES—ZADAV—T"y MEIZEBRT D k%R L
FT, HEOAL—Ty MEREEOMEIZED L I IZ~ vy BV T ENDE0EMDITIE, BEE
FOBEDANL—Ty D= E LT (63 3—Y) OFREBRLTIIEE,
AN—"T > N LUV EBEET HI121E, ML T v b7 4 —2 (Catalyst 8200, 8300, 3L
8500 vV —RA vy 7Ty h74—2L4) TIa—RRRKLETT, FETT7y v 7 1r—A
(Catalyst 8000V =Y 7 by =7) OffE, Vea— REInEH Y A,

1R BHHEIIZ
e HE L EBR—ZADANL—T"y hOFRTE (71X—) Ok a w22 LT EEN,
* 250 Mbps LA EOBUED A V—"T" > N BEBRT D5E1X. T3 AT SLAC 2341 A h—
LENTWAZ EE2ERLTLZ &V, HSECK9 T A4 B> A D SLAC DA A h—/L
(77 =) ZBZRLTLLEEN,

c ZDTNRAATEITENTND Y7 =7 /83— 3 0%, Cisco I0S XE Cupertino 17.7.1
LDV U — 2T,

FIE

ATV TN THNA ARYET SA ZMEIRT ASA ADNE LT, N T5a~vr FE AN LET,

cWB 7T v N7 4+ — ADY4A : show platform hardware throughput crypto
ARABT T v b7+ — L DA show platform hardware throughput level

FNRL ATBEFEITENTWAEAL—Ty haFRLET,
1

Device# show platform hardware throughput crypto
Current configured crypto throughput level: 500M
Level is saved, reboot is not required
Current enforced crypto throughput level: 500M

Crypto Throughput is throttled at 500M
Default Crypto throughput level: 10M
Current boot level is network-premier
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ATy T2

ATvT3

RTv74

SAEVARESAEVRETIL

BEORL—T v rMapsEE~ozE [

OR

Device# show platform hardware throughput level
The current throughput level is 100000 kb/s

TINA AT SA ZADMEABT SA ANTIE T, 4T 5a~vr RE AT LET,
WL T b7 — LDEA : licensethroughput crypto auto-convert
AR T v b7 4+ — L DA : licensethroughput level auto-convert

BEDAN—"T"> b ZEER—ADAV—"T"y MEIZZEH L £7, A SHBEDMEIT CLIICER RS h
£7,

&1

Device# license throughput crypto auto-convert
Crypto throughput auto-convert from level 500M to T2

i

% These values don't take effect until the next reboot.

Please save the configuration.

*Dec 8 03:21:01.401: %CRYPTO SL TP LEVELS-6-SAVE CONFIG AND RELOAD:
New throughput level

not applied until reload; please save config

OR

Device# license throughput level auto-convert
$Throughput tier set to Tl (100 Mbps)

% Tier conversion is successful.

Please write memory to save the tier config

copy running-config startup-config
AT A4KaLb—var Ty A MIREERGFELET,

G¥) BHE S R—AD A )—"T"y h~DOEHIHE T 5 2~ RidHHE EXEC 2~ > R TT
N, Zoavy NEEfTary 74 Xalb—a rEHENOEER— 2 OEICEE LET,
L7ER->T, ROV o —FRABEOEE & HICERENDLIICRELZRGEFTILERH Y
F9,

1 -

Device# copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]
reload
FTNAZNY m—RFEnET,
GE) Ve—Rix, 7Ty 74— TOHRMLETT,
51

Device# reload

Proceed with reload? [confirm]

*Dec 8 03:24:09.534: $SYS-5-RELOAD: Reload requested by console.
Reload Reason:

Reload Command
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B 2oz —Ty rE9K— 50 U—RDLEBEYR— T HUY—ZADT v TF L— K

ATy TH

ATvT6

TS ADPIRT S, ADMIRT SA 2R LT, ST 2a~vr FaAJLET,

cWET T v b7+ — ADOHE - show platform hardware throughput crypto
AT T v N7+ — ADYA : show platform hardware throughput level

FRA ZTHAEETENTWAEZL—T >y "EERLET,
51

Device# show platform hardware throughput crypto

Current configured crypto throughput level: T2
Level is saved, reboot is not required

Current enforced crypto throughput level: 1G

Crypto Throughput is throttled at 1G

Default Crypto throughput level: 10M

Current boot level is network-premier

OR

Device# show platform hardware throughput level
The current throughput level is 100000 kb/s

BEHWNET LT e 2R LET,
cWELTT v b7+ —ADOEE  licensethroughput crypto auto-convert
AT T v F 7 4+ — L DA licensethroughput level auto-convert
Evk BEWNET LIl B aRAF oy 73500, Bifia~vy REFEANTLHZLHTE
F9, BEOA V=T MENRT TIZER SN T DLHEEIL. BRI TNWD Z & aiERT
HAYE—UDRRRINET,

£
Device# license throughput crypto auto-convert
Crypto throughput is already tier based, no need to convert.

OR

Device# license throughput level auto-convert
% Tier conversion not possible since the device is already
in tier licensing

BEDAN—Ty bEYR—LFTEHVI)—ANoBEEEZYR—-+T 5
) =ZA~NDT v TTL—F

Cisco I0S XE Cupertino 17.7.1 IEO UV JV — R 27 v 77 L— KL, 5127 A & X PID [
JEN—ZADGE AN—""y b OREZWEEN—ADMEITEWES 50 BIEDOALV—T"> D
REZRFFCEET,

l CiscoCatalyst8500 &5 S U 8500L &) —X Ty ¥ TS5y b IA—L YT rHYz7av T4 F¥aL—Yav HA K
88



| s1tvrESAEVZETL

BEEYHR— rTBY U—ZDSREDRL—T v rOHEFHR— B U—2~DEo>TL—F ||

\)

GE)  CSSMIZERBRX—RZADT AL APIDRH Y, T/ ATHEDANV—T"y MENRKRE ST
l/\%)ia/\\ 1%% '?/E. i%@iﬁ/‘u
e N — 2 DEIZEHT DA, RESNTNHAL—TFy FL~ULIZSE U TRERT 7

va U ERLTES N,

7w TG L— KFEiDR
=Ty FDERE

TyTIL—FRIDTI a3y

1M1 UBADT Y T L—FED
Toay

250 Mbps i

ALE I AT,

FAE D 2 —T > M5
DEH (86 _—)

P feE ~

250 Mbps &% L1

T2 22T 585515, HSECK9 7

HAE D A L—T" > Ml & g~

A B AEEE L TCTSLAC A v | OEH (86 2—)
A k=)L LET,
250 Mbps L D K& W | ALEIZARETT, HAED A )L—T" > MlEhs & g~

DI (86 ~—27)

BRE Y R—F3T5) ) —ZADNLHIEDRIL—T Y FOHFHR—
THEY)—RADEHI 5 L—FK

BAEDAN—T 2 NOREDHDYR—FENTWBEY U —RIZF T T L— KT 5548

X7 L— R4 AR WFA~X®xw~7/%wﬁﬁ%@ﬁ@xww7/hﬁ ﬁ@?
é%%ﬁ%@iTo_ﬂi\74?/XHD#WEA~X®74t/XHDT%é T
HAEInEd,

A\

FE OEE—202)L—Ty MERNXY T T L— F‘Eﬁb:uxﬁéﬂfb\f BEICETETICA T

JL—RLEHA, BEBOREIZ17.7.1 LVRIOA A=Y TIHEE#EINT, RETRMLE
I, EBIE, AV—Ty FREZ T T L— KEID LUl @Eéﬂfxb\i}%/\ﬁ\&w\ A4
U— RZICEEDANV—T > P LV EBRETHLENRH Y 7,

B8 L— FRIDR
L—Tv FrDETE

B L—FREIO7923y (MTIMEYRION—S 3 vIzd8Hy

JL—FRLE&DTI V3>

FfE AL X AREE T, N e N G
[E9= BEOAN—T"> FOFRE (77 |[ABIZAETT,

~e)
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. EATMELS ALV RETI

ERAIEELE A RETIL

TARVAETIOUVL, BT DETIA R AETAT~EDOLIICHAT D, EREHET D
MEEF L E T, Cisco Catalyst 8000 =Y 7T v v 74 —AL 77 IV TlE, WOTAELA
ETNVEHEHTEET,

RY—FALELRAT— 51tV R
ZDOTARVAETATIE, AT BV AEZHEAL, TA ATHREL T L, MEIC
JECTIA B ZAOMARIZHE LES, W7 At 2B X 0ER 7 Ao X2 H
LTWa5a&kRE, Y7 by T7 L ZRICHENTONTHD 74 B ADHAZRAT 5
IS, F—DFERLERREDT A ABEFOBELZE T THLETH Y THA,

ZDT A AET VX, Cisco Catalyst 8000 = 7T v N 74 —Ah 77 IV OFTXTOR
mCHAR—F SN TVET,

SRR DUV CIE,  [Smart Licensing Using Policy for Cisco Enterprise Routing Platforms)] % 2/ L
TLEEN,

R4 F7RX1—3— (PAYG) 54tV R

\}

GE) ZoOIF7A48AETIVE, Catalyst 8000V = VY 7 v =7 TOAFEHTE T,

Cisco Catalyst 8000V |%, HfEE—RL =z hr—F%F— RO 5T, Amazon Web Services
(AWS) I & U Microsoft Azure Marketplace T PAYG 714 B> AET V&R — KL ET,
Cisco Catalyst 8000V Ffffi#4> Amazon v ' > A A — (AMI) F/iF3A T A2—a— F A&

YAET AT, HESNIEHHA L AZ A BEHTEET,

s HAYE— FTiX, AWS F 7213 Azure Marketplace 7> O EHFEA > A X U A& L#) L CEM%
P CEET, T8 RIA A—VITHDIAEN, A AF U AZBET 5 &, BRL
TeTdA B AN =D ERESNTZ AL~ LU RERNC D £,

« Cisco I0S-XE Bengaluru 17.5.1 225 %R — &b 2> hr—7%— KT, [Onboard
Cisco Catalyst 8000V Edge Software Hosted by a Cloud Service, Using PAYG Licensing] {275
T, WHNZT 731 A% Cisco SD-WAN IZA VR — RTLHMENRH D £, ZD%, AWS
MHA VAL AGERBT DL, BEHIROAL—T > NOIOIZT A B ART TITA v
AN =V ENTT AL ARERINET,

I+r—C RHY—ERSAMEVREH
v X =Y R Y —ERX T4 RAEK (MSLA) 1L, Y—bE 27 oM F—wiTOEATa s
T LEHK)TT,

«CiscoSD-WAN O > FrA—5EF— KD MSLA
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https://www.cisco.com/c/en/us/td/docs/routers/sle_routing/b-cisco-smart-licensing-enhanced-routing.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/vManage_How-Tos/vmanage-howto-xe-book/operations.html#onboard-c8000v-hosted-by-cloud-service-using-payg
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/vManage_How-Tos/vmanage-howto-xe-book/operations.html#onboard-c8000v-hosted-by-cloud-service-using-payg

| s1tvrESAEVZETL

TGECC PRSP E L A |

Cisco SD-WAN = b v —F % — R Cld, MSLA (% Cisco Catalyst 8000 = ¥ 7' F v k

T =577 IV OTRTORETHR— FSNET, FEMICONTE, BLIFEZRLT
STEEV,

[Managed Service Licensing Agreement (MSLA) for Cisco SD-WAN At-a-Glance,]

[Cisco SD-WAN Getting Started Guide] — Manage Licenses for Smart Licensing Using Policy |

['Cisco vManage How-Tos for Cisco I0S XE SD-WAN Devices] — [Manage Licenses for Smart
Licensing Using Policy ]

BEODE— KO MSLA

H AT — R TiX, MSLA L Cisco I0S XE Cupertino 17.9.1a LA Catalyst 8000V = v 27/
TR =T TCOREHTEET,

ZEANCHOWTIE., TMSLA] 2L T F &,
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/vManage_How-Tos/vmanage-howto-xe-book/configuration-xe.html
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CHAPTER 9

MEINVT—DDEE

11l

ZOETIE, ANy T —YNEO IS ITEB S, Cisco Catalyst 8500 ) — X = v ¥ 7
Ty N7 =L FTT DML EINDNTHONTHIALET,

)

Note - (»D~7 1A%, C8500L-8S4X (ZIXiH S EH A,

S ZCHYIT BN, KO LBY T

« Cisco Catalyst 8500 >V — X =¥ 77 v N7 4+ —ALDFAT : #EEE, on page 93
cavw Ry NEFEHALIEZY 7 N =T 77 A VOEHEL on page 94

s G/ =V L TEITSND /L —Z OFBLE L UREE, on page 95

e A VA= LAY REERLEZY 7 bV 2T DA A =L (98 X—2)

- N4 NS O
CiscoCatalyst8500 ') —X Ty TS5 F 74 —LDE
,—
i
Cisco Catalyst 8500 >V —RX = v 7' v N7 4 —AlX, BE&eME Ny r—U %ML TE
T ET.
ZOHTIE, WO RE Y ZIZHOWTHEDY EFET,

HE/Nyr— % EAL 1= Cisco Catalyst8500 ') — X Tw < TS5
KO+ —LDET BE

Cisco Catalyst 8500 >V —X = v ¥ 7F v M7 34— A

L BERSy r— CR LCHRITT B
EORRETEET,

N—Z THEG/Ny T =V TOETRRESNTWDHEIE, MG/ Ny r—2 77 A V2ER

J—ZIZabt—INdH0, £ETFIP £21EF0MOFR Y FU— 785k R TIL—2 G T
TRHAINET, V—HFiL, MERNvTr—Y 77 ANEFEHL CBEE L EI,
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anlvr—soga |
. Cisco Catalyst8500 >') —X Ty ¥ 5w b 7+ —LODET: BHE

Cisco Catalyst 8500 ) — X v ¥ 7T v M7 4 —ABMENy 75—V 7 7 A VAL THE

7T ECHESNTNDEGE, V—FEROLHIZ, LVZDAEY BDHESNET,
AU, BEROTZIIA—ZIT LY, EHICRERT 7 A NVORBINBUEIZR DD T,

Xy NT—2 8T 7 4 v 7 OERIHEHTE D AEY ORKET, ANy r—TIC X557
DREINTWEIT NP7 THEHET,

ey =M L TETT D X D ITRIE ST Cisco Catalyst 8500 ) — X = v ¥ 7
Ty FT7F—LIE MENSNY TV T AN ET— T HI LT, EEILET,

ANy =X TFTP £ 2132 0o Ry N — 27 #5557 — ML TEHTLZ &N T
XFET, FEOXRY NT—FJBRETLV—Z 2 FTT 5556, e Xy r—YEFEHLTOL—%
EITT HONEY e LT,

ZOHAREMHEH L TOL—F Z2FTT 25513, G377 — T % bootflash:, usb[0-1]:, F7I%
VE—K 774V VAT ADIRGETDILERNHY £,

Cisco Catalyst8500 >') —X Ty J5v k74 —LDET: HE

Z ZTl&, Cisco Catalyst 8500 ¥V —X = v ¥ 7T v N7 4 — ADOKFATHIEO R & BEPTIC
DWW T BIZE L £ 7,

ME Ny r—V el L V=2 23T 55613, ROFERH Y £3,

o A VA M= NVEBFE  BEOBER DA A=V TIER, 120V 7 "7 77 AN
BB ENET,

¢« A ML=V ANy —UE, bootflash:, USB7 T v aTdT 4 AT, Xy hT—7 P —
N=DWFTAUPRAFLTZREBTA— 2 2 FETTEET, ANy 7 —PILTFTP 7213
ZOMDOF Yy N — I EEESTREEA L T — B LORMATEET,

AT Ry bEFERALEY I MDD T7 IO7/4ILOER

VTN =T T AT, 3ODRMRDa~v Ry & LT Cisco Catalyst 8500 2 1 —
ATy 77y b 74— ATEHTEET, 22TIH, KO~y Kty hOBEIZONT
MEALET,

request platform2< > F v k

request platform software package =~ >~ N%, Cisco Catalyst 8500 >V —X = 7*F » |k
T —LICBASN TS LY K& Zrequest platform 2~ RE v hO—# T4, % request
platforom =~ K& ZhZhoa~y RCHEMTRER A7 Y a OFEMIZ OV TIL,  [Cisco
I0S Configuration Fundamentals Command Reference] #Z ML T 72 &0,

request platform softwarepackage =~ > Kix, fEBOY T v Fr—TB LAy r—o 42
KeT v 77 L—RTHLE5IMEHTE, Cisco Catalyst 8500 >V —RX v 7T v N7 4—
LEDYTZ Ny =TOT v 77 L— RIS ET, request platform software package =
~ v Rix, BB OS TRy r—2 %7 v 7 L— RTL5EEICHRESET, £, v—
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copy AV¥ > K

copyav K .

HPMEROY TRy =V EFEITLTCWAEGEE, Vv—% EOERIOY TRy r—T kK
ADLIRLTT v T —RTCELHM—DHFETHLHY £9,

request platform software package =~ > R&ZEMT 55615, a2~ NI A4 U THLET A
AELFT 0 R ETDLERH DD, Zoaxy FEERTL L. 777 4 72X
AL NRATa YO T 7 Ny =T %7 v 77 L— RT&EJ, request platform
softwarepackage =~ Rif, FEAEDT TV HIZBNWT, XU HA LR LDV T v =
TDOT T — REEBLET,

ZDa~vy ROFEARESIX, request platform software package install rp rp-slot-number file
fileURL C9, Z ZC. rp-dot-number (Z/Z RP A1 v FDOF 5%, fileURL (21X Cisco Catalyst
8500 vV —A =Y FT7y N7 —LDT v 7T L —RIUERTL7 7 AV ~D/RRAEFEE
LET, Zoavwy RiE, 2oz A7 varBmbEd, Zoavr ey hTHERAT
EDHTRTOAF T 3 /220 TIL, request platform software package =~ KU 77 L v
AEHBRLTLIEEN,

Cisco Catalyst 8500 > U — A = v Y 7T v b7 4 —Ah EOWMBENRw r—C%7 v 77 L— R4
HIZIE, olZE A E D Cisco—F DFE LRI L DT, copya~ REEH L THRAE SNy
=T ENAN—F EOT 7 ANV AT A (Gl L bootflash: F 721 usb[0-1]:) ([C=2E—LET,
ZOAL—EIToThb, ANy r—Y 77 ANVEEH LT — M 5LV — 2 2RE
LET,

copy 2~ RCHERMRESRA 7 a v DO—EIZOWTIE, copy 2~ KU 77 L 2B
LTLEENY,

MENVT—VZFERALTERITSNDIIL—2DEER &

UERTE

Z 2T, IROWNFITHOW T L E1,

DA YY) RB—FrYIT Y27 F7vTHL—F

WO TFNETIX, Cisco Catalyst 8500 'V —RX T 77w N7 4 —LEFTTHY 7 vy =T
ERHICT v 77 L= KT B0 HECHONTHALET, ZOFIHET, =2—F—>03KE
Ry lr—=VZT 7 BATELZ L, BNy r—T 7 7 A /L% bootflash: 7 7 A L AT LT
RETHE, BT 7 A NEENT D200 S 51255 2 L aaites LET,

A VAN —NLOEEMRFICHONTIE, ZOEOMOEY > a L ERRLTLE XN,

IA YT A= N=VaryEALTY 7 =T %7 v 77 L— T 5123, IROFIA
ZFITLET,
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SUMMARY STEPS
1. copy URL-to-imagebootflash: =~ > FZfEH LT, #G/3> 77— % bootflash: |22 B — L
£
2. dirbootflash: =~ > K%Z AJJ LT, bootflash: 7 4 L' 7 h UNDHKE v 7r—V R L E
R
3. 7—IMHOT—hF NTFTA—FERELET, configregister 0x2102 7' 22— )L 27 ¢
Xal—varavryREANLT, ar74Falb—var LYVAXZOISHE L,
boot system flash bootflash:image-name = A JJ L £,
4. copy running-config startup-config # A/ L TR EZR1FEL £,
5. rload =~ FZ AL T, v —%%YUnr—FKL, 7—hr&2¥ETLET, Ur—FETE
WZIE, Ty 77— RSNV 7 b= T RFEIT SN TNET,
DETAILED STEPS
Procedure
AT v 1 copy URL-to-imagebootflash: ==~ > R&EH LT, #H /%y 7 — V% bootflash: ([Z 2 — L £7,

ATy T2
ATvT3

ATv74
ATy TH

MENYT—OTETIDIL—FDEEBLV

dir bootflash: =~ > K% AJJ L, bootflash: 7 4 L' 7 hN U NDKE /Ny Fr—V MR LET,

T— M HOT— b T RA—HEFELET, configregister 0x2102 /e —/ )b 27 4 Fa b— g 2
~UREANLT, a7 4Fab—3ar LURZZ0x2IZE%E L. boot system flash bootflash:image-name
EANTTLET,

copy running-config startup-config # A /) L Ca%EZfF L £ 77,

redload 2~ RZAJJLT, v—F%Jno—FRL, 7—hE&TLET, Va—RETEIZE, Ty 7o
L—RENEY T R =T RETFENTHET,

JL ==
X e

anh

2T, ROFNEIZOWTHALET,

copy IV FEFEALEME NNV T—CDEEL L URE

copy 2~ R%&ffH L T Cisco Catalyst 8500 >V —X = v 77 v b 73— L EOE/
=R T w7 T L— KT 5I1I0E, oigE A ED Cisco V=X DA LRI L L D2, copy
a<w REMHALTHAE Xy r—Y%b—% EDbootflash: T4 L7 v iZav—LEd, =
DA —%{ToThb, MENNY T =V 77 AN LTI — 5 X0 —F&5&iEL
£75

WORFITIE, Fh v r— 757 A% TFTP 15 bootflash: 7 7 A /L T AT AZa B— LT
WET, EHIZ, bootsystem a2~ REFEH L TEEITLLIICary 7 Falb—Tar b
VAR EBREL, 2O boot system =~ RIZ LV | bootflash: 7 7 A /LT AT AZLRAF ST
WAHHEE NN =V R L CREIT 2 L9V —F IR LET, Z0#%., # LWREIEcopy
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request platform software package install <> F&FERA LAV T —COEBB L UHRE .

running-configstartup-config =~ > FIZ LV IRFS iU, Y AT AR m— RS TT rE AR
“TLET,

Router# dir bootflash:
Directory of bootflash:/

11 drwx 16384 Dec 4 2007 04:32:46 -08:00 lost+found
86401 drwx 4096 Dec 4 2007 06:06:24 -08:00 .ssh
14401 drwx 4096 Dec 4 2007 06:06:36 -08:00 .rollback timer
28801 drwx 4096 Mar 18 2008 17:31:17 -07:00 .prst sync
43201 drwx 4096 Dec 4 2007 04:34:45 -08:00 .installer
13 -rw- 45977 Apr 9 2008 16:48:46 -07:00 target support output.tgz.tgz

928862208 bytes total (712273920 bytes free)
Router# copy tftp bootflash:

Router# dir bootflash:

Router# config t
Enter configuration commands, one per line. End with CNTL/Z.

Router# reload

request platform software packageinstall <Y > FEFER LA Ny yr—CDEBEEF LU

[ 19—

ax &

WOBITIE, request platform software packageinstall =~ > K& L CRP O L TEITSH
TWDHHERy =% T v 77— RLTWET, £/, $CoT a7 FEEEL T

(TTIRRIUHEE Ny F—VBA VA =L ENTNDEERY) BHCT v 77 L— K%
Fi79 D force 7V a v EFEHLCOVET,

Router# request platform software package install rp 0 file bootflash: force

-—-- Starting installation state synchronization ---
Finished installation state synchronization

--- Starting file path checking ---

Finished file path checking

--- Starting image file verification ---

Checking image file names

Verifying image file locations

Locating image files and validating name syntax
Inspecting image file types

Processing image file constraints

Extracting super package content

Verifying parameters

Validating package type

Copying package files

Checking and verifying packages contained in super package
Creating candidate provisioning file

WARNING:
WARNING: Candidate software will be installed upon reboot
WARNING:

Finished image file verification

--- Starting candidate package set construction ---
Verifying existing software set

Processing candidate provisioning file
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. AR =LAV FEFALEYI LI TOL VR =)L

Constructing working set for candidate package set
Constructing working set for running package set
Checking command output

Constructing merge of running and candidate packages
Finished candidate package set construction

--- Starting compatibility testing ---

Determining whether candidate package set is compatible

WARNING:

WARNING: Candidate software combination not found in compatibility database
WARNING:

Determining whether installation is wvalid

Determining whether installation is valid ... skipped

Checking IPC compatibility with running software

Checking IPC compatibility with running software ... skipped

Checking candidate package set infrastructure compatibility

Checking infrastructure compatibility with running software

Checking infrastructure compatibility with running software ... skipped
Finished compatibility testing

--- Starting commit of software changes ---

Updating provisioning rollback files

Creating pending provisioning file

Committing provisioning file

Finished commit of software changes

SUCCESS: Software provisioned. New software will load on reboot.

Router# reload

N

Note -~ DOFJEAZKTTHIC1E. Vo—REZTHIMLERH Y £9, copy 2T~ &M LAy
r—Y OERE LORGE, on page 96 IZIX, ANy r—YEMBHLTAV—F%2T7— 5D K
INIHRETDHHIE, A VA= EKTTHZOICY a— RREITEINTBROFEZRLF
j—O

AR =LA FFFERHALEEY IO T7DA R
k—JL

Cisco 10S XE Cupertino 17.7.1a LA, Cisco Catalyst 8000 = 275 v b 7 4 —AILT 7 4 /L b
TA VA M= /LE— RCHmINET, =—P—i%, —#HDingall =~ FEFEHLT, 7
Ty b7 —L%EEEL, CiscolOSXEY 7 R =7 NXN—Va U IT7 v 77 L— RELEFH Y
YL —RTEET,

AR =LA REFERALEYI D T7DA VR F—JLIZET
X ESESIE]

< ISSU L Z OEBETIE I N—S N FEH A,

e VA P—)LE—RTIL, VAT LOFEEINMLETT,
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A 2R b—J)La<vT

ALE:

A2AF=ILE—

AR =LY REFRLEYI FI2704 VR F—ILIZET 21EHR .

FEFERLEYIRITT7DA R M—JLIZET

CiscolIOS XE Cupertino 17.7.1a U U — AL, A A h—/LE— R THfF SN DL —F DA
—Hoingal 2~ REHEHLT, f VA= VE—RTT Ty b7+ —L%EE), 7v7 7

L=k, BEOX UL/ L— FTEET,
7 — M S E T

Z DOFEHIE, Cisco Catalyst 8000 = 7T v K

WDOFIZ, W RLE—REAL VA F—LE— ROBWEZRLET,

R2A:NVEILE—FESA VR —=ILE—F

NV RILE—F

AR =ILE—F

ZOFE—RTE, a—H Ov—RT 4 AT,
77 vva) £ E—F (TFTP) @ .bin
AA—TVEMBHLT, G777 — 7
AR EEINET,

ZDOEFE—FTIX, 77— b TuakRlZR—HhL
(77— hr77 v 2) @ packages.conf 7 7 A
NEMBEHALET,

ZOFE—RTIL, 120 bin 77 A L2 fH
l/jz‘aﬂo

ZOEF— RFTiL, bin 7 7 A VTR S L2
pkg 7 7 A NMZEETHZ HILET,

CLI :

#boot system file <filename>

CLI :

#install add file bootflash: [activate
commit]

ZDEFE—RTT v 77— R 521, boot
system WEFT LWV 7 N7 =T A A—TkKRA
YRTHEOICLET,

ZDOEF—RTT v 77 L— KT 3I12i%
a~v s REFHLET,

. install

A A=V OHET v 77 L— K : #H LV Field
Replaceable Unit (FRU) NEV 2 7RI v —

WA SIS E, 7277 4 772 FRU & A
LA~ya/fﬁmeﬂ%£ﬁ¢éKu
FENZ X D1EEN VI T,

AA—=YOHENT v 77 L—F : H LW FRU
MEY 2 T v — VA SNIZGE, #
AT HFRUIEL, 7277 4772 FRU ERI#L
TA A== g VCHBT v S/ L— R
ShET,

O—Ly T GO T NI 2T AT T
YADHEF (SMU) ZAEH L TURIOA A —
Jiea—ny 735120, HEEREIO Y v—
RBRENZ 72 BGAERH 0 7,

=Ny 7 1EOY r— KT, HED/y
FZEEr, CiscolOSXE Y 7 b7 = 7 DOLLE]
DNRX—= g o~ —)LNy 7 AT LE
7,

Ko7a+x7AQ—

A VA= NE—RKDTrEAT7—|X, 7TV T+ —LTY T T2T DAL A=) E
TS — REFEITTBEODOIRDI SO~ RTHERSILTWET, installadd. install

activate, install commit
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WDO7ua—Fv— K, ingal 2> FEFHLEZA VA =T a2 EHBHALTWET,

Process with Install Commit

. . Subsequent
Install Add Install Activate Install Commit Reboots
Copies new | Installs software »| Commits the o .
software | package recently installed = rzg:'r:}t? l:ﬁ:fa:lgz
package to the copied in the software package stém@e“
device previous step so that it persists P g .L_Fx

installadd =2~ > KiZ, Y7 bo=zT7 RNy r—2%a—NE3) E— OGN T T v
7 #—2slZz2 ¥ —L %9, FTP, HTTP, HTTPs, £/-IITFTP A C&a x4, o<
NiZ, o lr—U 77 A NVOlx Da R R—x h&EH 738y r— L packages.conf 7 7 A /L
WWEBMLET, 77 ANVERIEL T, A AT 7 ANBINDLA A N—LT DD

Iy N7 F—LHDObDOTHALZ L AR LET,

install activate =~ > Ri%, SEARMIEAZFEITL, installadd 2~ F&H L CLUARNZEMN &
NN r—Uh7Tueya=r 7 LET, 2 VAT LAYV e —FRE M) A—-LFET,

install commit =~ > KiZ, install activate =~ > K& L CLURNZT 77 4 7{b &Nz N v
=T EMER L, Ve— F&RLENRRRINA LI LET,

N\

GE)

FHAA LA R—LTHE, RNCA VA R—A LY T NI 2T A A= 0N EBRINET,
EAREETYH, 1 DDOTFT XA AL VA =L TELDE 1 DDA A=V DI TY,

WKDO—HEDA A —La<wy RIMERTx£9,
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R2:AVAF—)LOATUF—&

1oz b—nE—koTnwz7a— |}

avU kR

B

B8

install add

install add file
location:filename.bin

AA=Y Ny b=y BX
OSMUDOHNEEY 7 hT =T
URY hVIave—LET,

77 A NVOEETILe — LT
HUE—FTHNENER

o ZDOa<wy NIkDZ &
EITVWET,

e T FANDF = 7Y

A, TTY RN T A —LD
HEMET = > 7 72 Eh i
GELET,

R lr— O % D2y
A= Nt T3y
/r—7 & packages.conf [T
JEBA L £

s A A—TVHhu—HINA
N RJiZar—L, &
DOFIMETHEHATEL LD
I LET,

install activate

install activate

ingalladd =~ > R&fFH LT
T4 7 LET,

» showinstall summary =<
Y REMEHLT, TS
T A TIRA A= TR
LET, ZDOA AN
TIT 4 7EENET,

oavwy REERITTD
L. VAT AR B—FR
SNET, TIT 4 —
Ta lERATT oM E D
MEMER L ET, MR
07 & BRI R
THIIE, Zoa<wr R
& prompt-level none & —
U— REfHLET,
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avy kR

B

S

(install activate) auto
abort-timer

install activateauto-abort timer
<30-1200>

auto-abort timer 1% H 8192 B
BEi, 77 v MEK 120
7T, FRE SN RFRRNIC
install commit =t~ > K3 3E4T
SNBWNGE. T 7T 43—
varZavAdhikEn,
VAT NIRFRIZAI v b S
NWIIRRBICRE Y £97,

« ingtall activate =~ > K%

FITLRBLHA~—D

EEEETEET,

install commit =2~ > R%
AA~v—&FEILL, A
A b= at R EEAT
LET,

install activate auto-abort
timer stop =~ > NI,
Nylr—Vzaly b
FTIHA~—%EIELE
R

el 7 a7 N & HE
ICEERLT 512X, o=
~ v K& prompt-level
none ¥ —"U— RZ&fiH L
7

Zha<wr RN, 3AT v
TA LA RN—=LDNRY T
v N TOHRBEHTT,

install commit

install commit

install activate =~ > K % {#
LCT 77 4 7k &iz Ny
r—VikaIy L, Vue—
FELFET 2L 21T LE
R

* showinstall summary =~
VREMALT, 23y
FEnTniang A=Y
ZHEBLES, oA
A=URaIy bENE
e
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install abort install abort AL A= HEHRIEL, VA
FAhERBICaI Y FERT
REBICE L £,

s ZOavwy RNiE, Ry
r=YIT 7T 4 7 E
niikie (=3 hsh
TV IRER) DHEIC
DHEH S ET

« install commit =< > K%
EHLTA A—%TT
a3y hLTWDEA
1%, install rollback to =+
YV REMHEHLTEALD
W= g VZRD £,

install remove install remove {file<filename> |5 o F 7 3 —A U R R
| inactive} IBIET I T 4 T IS

VEHIBRLEYS, Zoavy
Rafif LT, AN—2 %/
BLES,

sfile: fFEESNZ7 714V
ZHIBEL £,
sinactive: JE7 7 T 4 TR

T ANETTHIBRL
F7,
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B x+t—rx—roTotzrn-

avy kR B B#)
install rollback to install rollback to {base|label | |[{fEfEENTWAB A 2 A F—/L
committed | id} BAY M, BRI I Y R

SNfeA VA M=K A b
W2, Y7 =Tty b e
g—NA NNy LET, ZD=
< FIZIER D X 9 728 BN
b0 ET,

Vo — RARETT,

Nyl —IMNaI vy bE
IR RED G AT D A
A%,

R T T T N A EHEN
ICEERT 512X, o=
~ v K& prompt-level
none ¥ —"U— R&fiH L
7

CBH LIEIDA A—T~DA
VA R—)LDr—)L
Ny wBFATT D5 E
WL, LD A A—T0%
AL AN—)LE—RT
A A= ENTW
LHUBENRHY F9, N
v F/LE— K Cid SMU
2— LNy 7 DIDIA]
BETT,

install deactivate install deactivatefile<filename> | 75« F 74— AU R R Y
MHNy =Y EHIRLE
T, ZOavr RiE, SMUT
DHYR—=F SN TVET,

HER T T N & A
[T DI, o=
~ o K& prompt-level
none ¥ — U — K& H L
£

KD show 2~ AT £9,
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1oz b—nE—koTnwz7a— |}

*®23:showa<w > FO—&

av R X B#

show install log show install log TSy N T — AN T — X
NIBIZF TSN TRTD
A A b= VEBRAEDEIE &3
Mzt U Ed,

show install package show install package <filename> | $5 & & 7= pkg/.bin 7 7 A /L
BT HEE ARt L E T,

show install summary show install summary FT_TOHFRU DA A — T\ —
VarEETHINT A A v
A h = WRBEDO W A R fit L
7,

c FIRENDHFEIZIZ, T D
1HE A &5 FRU A3
RENET,

cHFIET DA AT LZED
REEICEH L TF T
FRU 2[RI L T\ 535
B 1 DDORDOBINFERES
nET,

7272 L., FRU I TA A —

VELIREOFERISE
WRHLGETR, AF Y
7 DFRY DGy & B S
% FRU 2MEBIDZFRIZ Y A
FEHET,

show install active show install active T_RTOFRUDT 7 F 4 77
Ny r—=VICBET DI A TR
gL F9,

FRU ] CHERISEW DR & 555
Bl AZ v 7 OEY OERSY
& B 72 54 FRU 2MERI O£
IRENET,
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show install inactive

show install inactive

T_XCHOFRUIWCHET 7T 47
Ry r—URBIE, D
N — VI A 7
L E,

FRU [ CHE#RICE VDR H 555
Bl AX w7 DY OESY
& H72 54 FRU 2ME R DI
RENET,

show install committed

show install committed

T_RCOHOFRUD=ZI v &
TR r—IZET A1 HE
B L £,

FRU [ CHEHRITIEW D H 55
Bl AX w7 DY OESY
& H72 54 FRU ME R DI
RENET,

show install uncommitted

show install uncommitted

I _TC? FRU |[ZHOWT, =
Ty FERTW RV Yy r—
U AGEIXED Ny r—
DICBT DA Rt U E
7

FRU ] CTERICEN N D D55
BlE. AX v 7 OFRY OESY
& B2 54 FRU DMERI DI
RENET,

show install rollback

show install rollback {point-id |
label}

RESNTWSA A b—)L
A v MTBEEM T bz
Nl —JhFRLUET,

show version

show version [rp-dlot] [installed
[user-interface] | provisioned |
running]

N—=Ry=x7 7T b

T A —LDE#RE E DI, Bl
TED S lr— I B E
ERRLET,

TS5y b IAr—LZEA AR F—I)LE— KTCHEE)

H—na<vrF (1 AT v 7A A=) FITEEOEB O~ K BAT v A A
h—) ZHEHALTCY 7 72T R 5=V A A =L LT, 7277474k L, 23w b

TEET,
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1279 T4 YR b= LELEAY FLE—EhbA VR h—LE— k~nZi [

TTw N T F =B RAE—=RTEHELTWAEE. 1| AT v 7 A A M= VOFEEFE
HALT, N FILE— RN DA VA M—/LE— RIZEHTHLERNH Y £1, Z0OHD
TTY R T F—DLTDA LV ARN=NET T T =R, 1 AT v T FERE3I AT T ONY
T hOWTNNTEITTEET,

1RTYTA VR M=IELFNFILE—FDMBS VR F—ILE—
FA~DZEH
A\

G¥) T R_RTOCLITZ¥ay GBI, 77574 74k &) 13, FEHATREZR T TdD FRU TH
ITENET,

RSN TOVRVWRENRHSND & RERGFT 07 FBRFRINET,

cZIDU—T7u—D2FEHOAT v TIO®RIZ, Va— RRFa s IBRERINET, R
77 HEAICEE S 521X, prompt-level none ¥ —U — R&f#H L £,

e 707 R LUV [None] ICRRE SN TN T, BRESHTOWRWERERD DA, A~
AN —=/MFRIRLET, a~v oy REFEFITT DR, RELZRTFTILENRD D £,

PLFTCHAT A1 ATy 7S VA M—NVOFIEEFEHA LT, N L7 — hE— RTETIN
TWABT Ty N 74— VA ML= RNIEHBLET, a~v FOETHE, 77> b
T —bFA VA =T = E—RFTY 7 —FLFET,

BTN AT TA VAN NVDOFIELEHLCT Ty 73— % T v 77 L —RT52 L
HLTEFET,

ZOFETIL, ¥HE EXEC £ — K Tingtall add file activate commit =~ > K&2EHL T, V7
"o =2T R r—C% A VA=V L, 7T " 74 —2EHLIWWAA—=V g IT v 7T L—
FLET,

FIRDEE

1. enable
2. ingtall add filelocation: filename [activate commit]
3. exit

F IR D

FIE

ARV RFFERERTI VA Y S5

R T 71 |enable BHEEXECE— READCLET, T 7 Mgk
Bl RENTBAAT— FEASLET,
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B :x7v7102r—n

ARV RFERFTIVaY =)

Device>enable

R 72 |install add file location: filename [activate commit] VT RT 2T AL A= Rohr—ha—hL
Bl - F7213 ) E— FOBEAT (FTP, HTTP, HTTPs, 7z
Device#install add file WX TFTP &) 67Ty 74 —AiZae—
bt flzeh: AT river=alkO.HDVIT] THROPIE AT A0 (123 V17 70 117.5mkan| L, .package 7 7 A /LDl x D 2 R—x o b &V
activate commit 7%y ir— % X Upackages.conf 7 7 A /LIZJERE L
E3 AT N N SO I e S IV
DORFEB LOAEEMET = v 7 ZFIT L, Ny o —
XTI 47k, FONRvFr—VRaIy LT
BEEY v — FLTHHMEFFSND KO LET,

ZDa<wry REFETTEHE Ty b T r—LanY

n— RKInET,
ATy 73 |exit ¥rtE EXECE— FA2 & TL, =2—¥ —EXECE— K
15“ W—E@i‘?’*o
Device#exit
3RTYTAVAR M=)
Y
GE) e T RTDHOCLITZ vay GBI, 72774 74b7 ) 1. EAARE/2 4 C?D FRU TH

T&nE4,
cMRFINTWRWERENREEND &, BRERGF T e 7 IRERINET,

e ZDU—r 7 u—Dinstallactivate A7 v T DHIZ, Va— Ko7 MRERINET,
e 7 a7 N BB 9 521X, prompt-level none ¥ — 7 — R&2EH L 7,

3AT v FA LA N=AFIEL, TV N T —LNA A= E— R o721 TOIME
HATEET, 20OF 7y a itk A2 =L 0L OFEEEHIHEN -5 8
\iﬁqo

ZOFNETIE., {EB0 install add. install activate, 3 X Ninstall commit =~ > RZfEH L .
VT RNT 2T N lr—Th A ARN—=)V L, TV M7 —25H LWWNN—=Ta T v 7T

L—RLET,
FIEDHE
1. enable
2. install add file location: filename
3. show install summary
4. install activate [auto-abort-timer <time>]
5. install abort
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327y 7102 k=1 |

6. install commit
7 install rollback to committed
8. install remove {file filesystem: filename | inactive}
9. show install summary
10. exit
FIED M
FiE
aAv Y RFEEETFTIa Y B
RFwF1 |enable ¥ EXEC E— R&AMNICLET, e 7 bR
Bl - FRENTZHNRAT—REANLET,
Device>enable
5w 72 |install add filelocation: filename VI RNT2T AL A= R Fr—T% Y F— |k
i - DYt (FTP, HTTP, HTTPs, F7-13 TFTP#%H)
Device#install add file Mo77 > b 7j;‘—“A@C:’ £ Ij\o 'paCkagi7 7/])‘
bt flach: S eniversalkO.FD VLT TROPIE AT AP0 (RBAL V17 70 10,8k /L DE & DA L IR—R o b &2 TRy r—V B LD
packages.conf 7 7 A JWZJEBH L £4,
AFw 73 |showinstall summary (A7 ar) TRTDFRU DA A—IR—D g
i - ¥ EZRUTHIET DA A b —ARRE DB 2 Al
Device#show install summary L/EEij
R w74 |install activate [auto-abort-timer <time>] PIENCBmMENE= R r— T 77 0 7L, 7
Bl - 7y b7 —LEYr—RFLET,
Device# install activate auto-abort-timer 120 e VT NI T DEELA VA N—IVEEITTHE
Bl N Tr—Y Ty ANAERELRNT
<TEEW,
3AT T A UAN—LDONRY T v kTIL
install activate = < >~ N C auto-abort-timer 73
BEMICEGSIE T, #A~—DT 7 4/L K
1L 120 3 CF, XA ~—OHENGIN DRI
install commit =~ > RNE[T IR WA
A VA=A T v RATHEBACK T LET,
7Ty N7 —LRYr— K&, K&ic=a
Sy hENEAA=TV g TEILET,
AFwF5 |ingtall abort (FFvay) VIRT=2TALARN—=ILDT
i - T4 7z, 7Ty b7 - AR ERIC=

Device#install abort

Sy hENEA—V s VIZRELET,
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asvr—sogE |

ARV FFEREETIVa Yy

S

cZDaw Ly Rt A A=UBT T 4 TEN
TWHIRREETOIAEHTEET, £ A=V
Ly FEnERECLSIIMEHTEEEA,

A7y 76 |install commit FLNSy r—UDA VA R—Ea Iy L, U
5l R RS EEAEEE SIS LS ICLET.
Device#install commit

25w F7 |ingall rollback to committed (A7vay) EIZaIy FLEREBICT T v b
B - TA—bEru—AnNy 7 LET,

Device#install rollback to committed
25w 78 |install remove {filefilesystem: filename| inactive} (FFvary) VI NU2T A VAN T7A
- AR LET,
Device#install remove inactive ofile: $FEDQO7 7 A NVEHIBRLET
e inactive : REHB L OIET 77 4 7IRREDA
VAR T A NERIBRLET,

AT 79 |showinstall summary (A7 ayv) BEOY AT AOIREIZET 5 15EHR
R EFRLET, ZOavr FOolhE, Zoavy
v . REv bicFfTEnzingall 2~ > RIZEL T

evice#show install summary
ZELET,

ATy 10 |exit FiHE EXEC £ — F&#& T L, 2 —%—EXEC £—
15'] : ]\\\G:E D \i—g—o
Device#exit

AR —=ILE—FKTOT7YvTHL—FK

1 AT FPA LA N—=LNEFITIZIAT A LA N—LEFEHLT, {2 AN—LE—RRTS

Ty N7 d =BT v T L —FRKLET,

A 2AXAR—=ILE—FTODEIVT L—F

BT —REDAA—URA VA RN—LT— RTA LA =L ENTWAESE. ingall
rollback =2~ REFEHL T, 77y 74— %8R A A—JIZRA o bTDHZ LK
D, 77y "7 4 —LEZLRIONR—=T g NZF T T L—RLET,

Zoingallrollback =2~ RiZ7 7 v b7+ —2b% UV nua— KL, BiOA A= TREILET,
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vormz74oz b—nodit [

A\

6=

rollback =< > FiZmsh L E£9,

install removeinactive 2~ & L TRIO 7 7 A L EZHIFR L TWRWEEIZO A, ingall

o0 ingal v FEFEHLTENWAA—VR A VA =T 52 THE YT L— T
HZEHLTEET,

VI T7A VA M—I)LDORIE

V7N TR =0T 7T 4 TAUIFR DO FETHIETE 7,

cHLWARA—TET VT 4T LIERICT Ty b7 —b%xVun—RT5L 3RAT v
A A =D/ Y T > kTl auto-abort-timer 2% b U H— X3 EF, install commit =~
Y RERITTHANC A A ~—DBHIREINIC R > T2 56, A VA=A T e ARKT LE
T, 7Ty b T7F—AFVa— L, REIZaIy NLEAA—Va oY 7 =T A
A= CHEILET,

F721%, install commit =~ > K& FHE9°12, install auto-abort-timer stop =~ > R & f#

FALCZOX A ~—%EILET, 207 ATH, HiLng A—JFaIy han<T
WARWEE T,

einstall abort =~ > FEFHL T, HILWY 7 h =27 DA A M—/LENZFEITL Tz
NR= g N7 Ty "7+ —2ZRELET, 2Oz~ N, ingal commit =2~ K%
AT T HENCEEA L £,

AR M=)LAT U FZEFERALEYIFDZT7A VR M=ILDOETEH

UTFIE. 1 2AF Y P A A M=V EITINY RAE— RN A VA F—/LE— F~D
DB T,

Router# install add file

bootflash:c8000be-universalk9.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 _117.SSA.bin
activate commit

install add _activate commit: START Thu Oct 28 21:57:21 UTC 2021

System configuration has been modified.

Press Yes(y) to save the configuration and proceed.

Press No(n) for proceeding without saving the configuration.

Press Quit(qg) to exit, you may save configuration and re-enter the command. [y/n/qly
Building configuration...

[OK]Modified configuration has been saved

*Oct 28 21:57:39.818: %SYS-6-PRIVCFG_ENCRYPT SUCCESS: Successfully encrypted private
config file

*Oct 28 21:57:39.925: $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started install
one-shot

bootflash:c8000be-universalk9.BLD V177 THROITLE IATEST 20211021 031123 V17 7 0 117.SSA.bininstall add activate camnit:
Adding PACKAGE

install add_activate commit: Checking whether new add is allowed ....
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--- Starting Add ---
Performing Add on Active/Standby
[1] Add package(s) on RO
[1] Finished Add on RO
Checking status of Add on [RO]
Add: Passed on [RO]
Finished Add

Image added. Version: 17.07.01.0.1515

install add activate commit: Activating PACKAGE

Following packages shall be activated:

/bootflash/c8000be-rpboot.BLD_V177_ THROTTLE LATEST 20211021 031123 _V17_7_0_117.SSA.pkg
/bootflash/c8000be-mono-universalk9.BLD V177 THROTTLE LATEST 20211021 031123 v17_7 _0_117.SSA.pkg
/bootflash/c8000be-firmware sm nim adpt.BLD V177 THROTTLE LATEST : 20211021 031123 v17 7 0 117.SSA.pkg
/bootflash/c8000be-firmware sm dsp sp2700.BLD V177 THROTTLE ILATEST 20211021 031123 Vl7_7_O_ll7.SSA.pkg
/bootflash/c8000be-firmware sm async.BLD V177 THROTTLE LATEST 20211021 031123 v17 7 0 117.SSA.pkg
/bootflash/c8000be-firmware sm 1t3e3. BLD_Vl77_THROTTLE_LATEST_20211021_031123_Vl7_7_0_ll7.SSA.pkg
/bootflash/c8000be-firmware sm 10g.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
/bootflash/c8000be-firmware prince.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
/bootflash/c8000be-firmware nim xdsl.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
/bootflash/c8000be-firmware nim ssd.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
/bootflash/c8000be-firmware nim shdsl.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
/bootflash/c8000be-firmware nim ge.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
/bootflash/c8000be-firmware nim cwan.BLD V177 THROTTLE LATEST . 20211021 031123 Vl7_7_0_ll7.SSA.pkg
/bootflash/c8000be-firmware nim bri st fw. BLD_V177_THROTTLE_LATEST_20211021_931123_V17_7_O_ll7.SSA.pkg
/bootflash/c8000be-firmware nim async.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
/bootflash/c8000be-firmware ngwic tlel.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
/bootflash/c8000be-firmware dsp tilegx.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
/bootflash/c8000be-firmware dsp sp2700.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
/bootflash/c8000be-firmware dsp analogbri.BLD V177 THROTTLE IATEST 20211021 031123 V17 70 117.SSA.pkg

/bootflash/c8000be-firmware dreamliner.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/nly
--- Starting Activate ---
Performing Activate on Active/Standby

*Oct 28 22:05:49.484: $INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: RO/0: rollback_timer:
Install auto abort timer will expire in 7200 seconds [1] Activate package(s) on RO
[1] Finished Activate on RO
Checking status of Activate on [RO]
Activate: Passed on [RO]
Finished Activate

--- Starting Commit ---
Performing Commit on Active/Standby
[1] Commit package(s) on RO

Building configuration...

[1] Finished Commit on RO
Checking status of Commit on [RO]
Commit: Passed on [RO]

Finished Commit

[OK]

*Oct 28 22:06:55.375: %SYS-6-PRIVCFG_ENCRYPT SUCCESS: Successfully encrypted private
config fileSend model notification for install add activate commit before reload
Install will reload the system now!

SUCCESS: install add activate commit Thu Oct 28 22:07:22 UTC 2021

Router#

*Oct 28 22:07:22.661: $INSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install one-shot PACKAGE

bootflash:c8000be-universalk9.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.binOct

28 22:07:26.864: $PMAN-5-EXITACTION: R0/0: pvp: Process manager is exiting: reload
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action requested

Press RETURN to get started!

PLTFIX, 3 AT w7 A A M—LOBITY,

Router# install add file
bootflash:c8000be-universalk9.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.bin

install add: START Thu Oct 28 22:36:43 UTC 2021

*Oct 28 22:36:44.526: $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started install
add

bootflash:c8000be-universalk9.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.bininstall add:
Adding PACKAGE

install add: Checking whether new add is allowed

--- Starting Add ---
Performing Add on Active/Standby
[1] Add package(s) on RO
[1] Finished Add on RO
Checking status of Add on [RO]
Add: Passed on [RO]
Finished Add

Image added. Version: 17.07.01.0.1601
SUCCESS: install add Thu Oct 28 22:40:25 UTC 2021

Router#

*Oct 28 22:40:25.971: $INSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install add PACKAGE

bootflash:c8000be-universalk9.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.bin

Router# show install log
[0O]install op boot]: START Thu Oct 28 22:09:29 Universal 2021

[0]install op boot (INFO, )]: Mount IMG INI state base image

[0O]install op boot]: END SUCCESS Thu Oct 28 22:09:30 Universal 2021

[0O]install op boot (INFO, )]: cleanup trap remote invocation 0 operation install op boot
0 ..0

l|display install log]: START Thu Oct 28 22:12:11 UTC 2021
2|install add]: START Thu Oct 28 22:36:43 UTC 2021

2|install add(INFO, )]: Set INSTALL TYPE to PACKAGE
2|install add(CONSOLE, )]: Adding PACKAGE
2]install add(INFO, )]: check add op allowed: Install type PACKAGE

remote|install add]: START Thu Oct 28 22:37:12 UTC 2021

[
[
[
[
[2]install add(CONSOLE, )]: Checking whether new add is allowed
[
[
[remote|install add]: END SUCCESS Thu Oct 28 22:40:10 UTC 2021
[

remote|install add(INFO, )]: cleanup trap remote invocation 1 operation install add
0 .. 0

[2]install _add(INFO, )]: Remote output from RO

[2]install add(INFO, )]: install add: START Thu Oct 28 22:37:12 UTC 2021

Expanding image file:
bootflash:c8000be-universalk9.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.bin
Verifying parameters
Expanding superpackage
bootflash:c8000be-universalk9.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.bin
parameters verified
Validating package type
package type validated
Copying package files
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c8000be-firmware dreamliner.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.
c8000be-firmware dsp analogbri.BLD V177 THROTTLE LATEST 20211027 030841 v17 7 0 120.
c8000be-firmware_dsp_sp2700.BLD V177 _THROTTLE_LATEST 20211027_030841_Vv17_7 _0_120.
c8000be-firmware dsp_tilegx.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.

c8000be-firmware ngwic_tlel.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.

c8000be-firmware nim async.BLD V177 THROTTLE LATEST 20211027 030841 Vv17 7 0 120.

c8000be-firmware nim bri st fw.BLD V177 THROTTLE LATEST 20211027 030841 v17 7 0 120.
c8000be-firmware nim cwan.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120
c8000be-firmware nim ge.BLD V177 THROTTLE LATEST 20211027 030841 Vv17_7 0 120
c8000be-firmware nim shdsl.BLD V177 THROTTLE_LATEST 20211027_030841 V17_7_0_120.
c8000be-firmware nim ssd.BLD V177 THROTTLE_LATEST 20211027_030841_Vv17_7_0_120
c8000be-firmware nim_ xdsl.BLD V177_THROTTLE_LATEST_20211027_030841 Vv17_7_0_120
c8000be-firmware prince.BLD V177 THROTTLE LATEST 20211027 030841 Vv17_7 0 120
c8000be-firmware_sm_10g.BLD V177 THROTTLE_LATEST_20211027_030841 V17 7 0_120
c8000be-firmware sm_1t3e3.BLD V177 THROTTLE_LATEST_20211027_030841 Vv17_7_0_120

c8000be-firmware sm async.BLD V177 THROTTLE LATEST 20211027 030841 v17 7 0 120
c8000be-firmware sm dsp sp2700.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.

c8000be-firmware sm nim adpt.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120
c8000be-mono-universalk9.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.

c8000be-rpboot.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
WARNING: A different version of provisioning file packages.conf already exists
bootflash:
WARNING: The provisioning file from the expanded bundle will be saved as
WARNING: bootflash:c8000be-universalk9.BLD V177 THROTTLE LATEST 20211027 0.con
package files copied
SUCCESS: Finished expanding all-in-one software package.
Image file expanded
SUCCESS: install add Thu Oct 28 22:40:10 UTC 2021
[2]install_add]: END SUCCESS Thu Oct 28 22:40:25 UTC 2021
[2]install_add(INFO, )]: cleanup trap remote invocation 0 operation install add
.0
3|COMP_CHECK] : START Thu Oct 28 22:40:26 UTC 2021
3|COMP_CHECK]: END FAILED exit (1) Thu Oct 28 22:40:27 UTC 2021

[

[

[3|COMP CHECK(INFO, )]: cleanup trap remote invocation 0 operation COMP CHECK
1

[4]install_activate]: START Thu Oct 28 22:42:53 UTC 2021

[4]install activate (INFO, require user prompt)]: install cli

[4]install activate (CONSOLE, )]: Activating PACKAGE
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[4]install_activate (INFO, )]: Acquiring transaction lock...

[4]install_activate (INFO, )]: global trans lock:

/bootflash/.installer/install_global_trans_lock

[4]linstall_activate (INFO, )]: tmp global trans_lock: /tmp/tmp install global trans_lock

[4|install_activate (INFO, )]: tmp lock does not exist: /tmp/tmp install global trans lock

[4]install_activate (INFO, )]: global trans_ lock:

/bootflash/.installer/install_global_ trans_lock

[4]linstall_activate (INFO, )]: tmp global trans_lock: /tmp/tmp install global trans_lock

[4]install activate (INFO, )]: local trans_lock:

/bootflash/.installer/install local_trans_lock

[4]install_activate (INFO, )]: global trans_ lock:

/bootflash/.installer/install_global_trans_lock

[4]install_activate (INFO, )]: validate lock: lock duration is 7200

[4]install activate (INFO, )]: install type stored in lock PACKAGE, install type PACKAGE,

install operation install activate

[4]install_activate (INFO, )]: lock duration: 7200

[4]install_activate (INFO, )]: extend trans lock done.

/bootflash/.installer/install_global_ trans_lock

[4]install activate (INFO, require user prompt)]: install cli

[4]install_activate( FATAL)]: Cannot proceed activate because of user input

[4]install activate(INFO, )]: cleanup trap remote invocation 0 operation install activate
6 .. 0

[5]install_add]: START Thu Oct 28 22:45:48 UTC 2021

[5]install_add(INFO, )]: Set INSTALL TYPE to PACKAGE

[5]install_add (CONSOLE, )]: Adding PACKAGE

[5]install_add (CONSOLE, )]: Checking whether new add is allowed

[5]install_add (INFO, )]: check add op allowed: Install type PACKAGE

[5]install_add( FATAL)]: Super package already added. Add operation not allowed. install

remove inactive can be used to discard added packages

Router# install activate
install activate: START Thu Oct 28 23:57:57 UTC 2021
install activate: Activating PACKAGE

*Oct 28 23:57:57.823: $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started install
activateFollowing packages shall be activated:
/bootflash/c8000be-rpboot.BLD_V177_ THROTTLE LATEST 20211027_030841 V17_7_0_120.SSA.pkg
/bootflash/c8000be-mono-universalk9.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware sm nim adpt.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware sm dsp sp2700.BLD V177 THROTTLE ILATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware sm async.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware sm 1t3e3.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware sm 10g.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware prince.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware nim xdsl.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware nim ssd.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware nim shdsl.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware nim ge.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware nim cwan.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware nim bri st fw.BLD V177 THROTTLE ILATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware nim async.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware ngwic tlel.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware dsp tilegx.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
/bootflash/c8000be-firmware dsp sp2700.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg

/bootflash/c8000be—firmware_dsp_analogbri.Bﬂb_Vl77_THROTTLE_LATEST_20211027_03084l_Vl7 7 0 120.8SA.pkg

/bootflash/c8000be-firmware dreamliner.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/nly
--- Starting Activate ---
Performing Activate on Active/Standby

*Oct 29 00:04:19.400: $INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: RO/0: rollback timer:
Install auto abort timer will expire in 7200 seconds [1] Activate package(s) on RO
--- Starting list of software package changes ---
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0ld files list:
Modified
c8000be-firmware dreamliner.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg

Modified
c8000be-firmware dsp_analogbri.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg

Modified
c8000be-firmware dsp sp2700.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg

Modified
c8000be-firmware dsp_ tilegx.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg

Modified
c8000be-firmware ngwic_tlel.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg

Modified

c8000be-firmware nim async.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
Modified

c8000be-firmware nim bri st fw.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg

Modified

c8000be-firmware nim cwan.BLD V177 THROTTLE LATEST 20211021 031123 V17 _7 0 117.SSA.pkg
Modified

c8000be-firmware nim ge.BLD V177 THROTTLE LATEST 20211021 031123 V17 _7 0 117.SSA.pkg
Modified

c8000be-firmware nim shdsl.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
Modified

c8000be-firmware nim ssd.BLD V177 THROTTLE LATEST 20211021 031123 V17 _7 0 117.SSA.pkg
Modified

c8000be-firmware nim xdsl.BLD V177 THROTTLE LATEST 20211021 031123 V17 _7 0 117.SSA.pkg
Modified

c8000be-firmware prince.BLD V177 THROTTLE LATEST 20211021 031123 V17 _7 0 117.SSA.pkg
Modified

c8000be-firmware_sm 10g.BLD V177 _ THROTTLE_LATEST 20211021 031123 V17_7_0_117.SSA.pkg
Modified

c8000be-firmware_sm 1t3e3.BLD V177 THROTTLE_LATEST 20211021 031123 V17_7_0_117.SSA.pkg
Modified

c8000be-firmware sm async.BLD V177 THROTTLE LATEST 20211021 031123 V17 _7 0 117.SSA.pkg
Modified

c8000be-firmware sm dsp sp2700.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg

Modified
c8000be-firmware sm nim adpt.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg

Modified
c8000be-mono-universalk9.BLD V177 THROTTLE LATEST 20211021 031123 V17 _7 0 117.SSA.pkg
Modified c8000be-rpboot.BLD V177 THROTTLE_ LATEST 20211021 031123 V17_7_0_117.SSA.pkg

New files list:
Added
c8000be-firmware dreamliner.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg

Added
c8000be-firmware dsp_analogbri.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg

Added
c8000be-firmware dsp sp2700.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg

Added
c8000be-firmware dsp_ tilegx.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg

Added
c8000be-firmware ngwic_ tlel.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
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Added

c8000be-firmware nim async.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 _120.SSA.pkg
Added

c8000be-firmware nim bri st fw.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg

Added

c8000be-firmware nim cwan.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
Added

c8000be-firmware nim ge.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
Added

c8000be-firmware nim shdsl.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
Added

c8000be-firmware nim ssd.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
Added

c8000be-firmware nim xdsl.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
Added

c8000be-firmware prince.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
Added

c8000be-firmware_sm 10g.BLD V177 THROTTLE_LATEST 20211027_030841 V17 _7_0_120.SSA.pkg
Added

c8000be-firmware_sm 1t3e3.BLD V177 THROTTLE_LATEST 20211027_030841 V17_7_0_120.SSA.pkg
Added

c8000be-firmware sm async.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
Added

c8000be-firmware sm dsp sp2700.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg

Added
c8000be-firmware sm nim adpt.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg

Added

c8000be-mono-universalk9.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg
Added c8000be-rpboot.BLD V177 THROTTLE LATEST 20211027 030841 V17 7 0 120.SSA.pkg

Finished list of software package changes
[1] Finished Activate on RO

Checking status of Activate on [RO]

Activate: Passed on [RO]

Finished Activate

Send model notification for install activate before reload
Install will reload the system now!
SUCCESS: install activate Fri Oct 29 00:05:09 UTC 2021

Router#

*Oct 29 00:05:09.504: $INSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install activate PACKAGEOct 29 00:05:14.494: $PMAN-5-EXITACTION: RO/0: pvp: Process

manager is exiting: reload action requested

Initializing Hardware

Checking for PCIe device presence...done
System integrity status: 0x610

System Bootstrap, Version 17.3(4.1r), RELEASE SOFTWARE
Copyright (c) 1994-2021 by cisco Systems, Inc.

Current image running : Boot ROMI1
Last reset cause : Localsoft
C8300-2N2S-6T platform with 8388608 Kbytes of main memory

Press RETURN to get started!
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Router# install commit
install commit: START Fri Oct 29 00:13:58 UTC 2021
install commit: Committing PACKAGE

--- Starting Commit ---
Performing Commit on Active/Standby

*Oct 29 00:13:59.552: $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started install
commit [1] Commit package(s) on RO
[1] Finished Commit on RO
Checking status of Commit on [RO]
Commit: Passed on [RO]
Finished Commit

SUCCESS: install commit Fri Oct 29 00:14:03 UTC 2021

Router#
*Oct 29 00:14:03.712: $INSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install commit PACKAGE

LTI, A A== RKTOX YT L— ROFITY,

ROUTER# install activate file bootflash:c8000be-universalk9.17.06.0la.SPA.bin activate
commit

install add activate commit: START Fri Dec 10 18:07:17 GMT 2021

*Dec 10 18:07:18.405 GMT: S$INSTALL-5-INSTALL START INFO: RO/0: install engine: Started
install one-shot
bootflash:c8000be-universalk9.17.06.01la.SPA.bininstall add activate commit: Adding PACKAGE
install add activate commit: Checking whether new add is allowed

--- Starting Add ---
Performing Add on Active/Standby
[1] Add package(s) on RO
[1] Finished Add on RO
Checking status of Add on [RO]
Add: Passed on [RO]
Finished Add

Image added. Version: 17.06.01a.0.298
install add activate commit: Activating PACKAGE

Following packages shall be activated:
/bootflash/c8000be-rpboot.17.06.01la.SPA.pkg
/bootflash/c8000be-mono-universalk9.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware sm nim adpt.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware sm dsp sp2700.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware sm async.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware sm 1t3e3.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware sm 10g.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware prince.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware nim xdsl.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware nim ssd.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware nim shdsl.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware nim ge.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware nim cwan.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware nim bri st fw.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware nim async.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware ngwic tlel.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware dsp tilegx.17.06.0la.SPA.pkg
/bootflash/c8000be-firmware dsp sp2700.17.06.01a.SPA.pkg
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/bootflash/c8000be-firmware dsp analogbri.l7.06.0la.SPA.pkg
/bootflash/c8000be-firmware dreamliner.17.06.0la.SPA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/nly
--- Starting Activate ---
Performing Activate on Active/Standby
[1] Activate package(s) on RO
[1] Finished Activate on RO
Checking status of Activate on [RO]
Activate: Passed on [RO]
Finished Activate

--- Starting Commit ---

Performing Commit on Active/Standby
[1] Commit package(s) on RO

Building configuration...

[1] Finished Commit on RO
Checking status of Commit on [RO]
Commit: Passed on [RO]

Finished Commit

[OK]

*Dec 10 18:14:57.782 GMT: %SYS-6-PRIVCFG_ENCRYPT SUCCESS: Successfully encrypted private
config fileSend model notification for install add activate commit before reload
/usr/binos/conf/install_util.sh: line 164: /bootflash/.prst_sync/reload_info: No such
file or directory

/usr/binos/conf/install_util.sh: line 168: /bootflash/.prst_sync/reload_info: No such
file or directory

cat: /bootflash/.prst sync/reload info: No such file or directory

Install will reload the system now!

SUCCESS: install add activate commit Fri Dec 10 18:15:23 GMT 2021

ROUTER#

*Dec 10 18:15:23.955 GMT: S$INSTALL-5-INSTALL COMPLETED INFO: RO/0: install engine:

Completed install one-shot PACKAGE bootflash:c8000be-universalk9.17.06.0la.SPA.binDec
10 18:15:27.708: $PMAN-5-EXITACTION: RO/0: pvp: Process manager is exiting: reload action
requested

Initializing Hardware

Checking for PCIe device presence...done
System integrity status: 0x610
Rom image verified correctly

System Bootstrap, Version 17.3(5r), RELEASE SOFTWARE
Copyright (c) 1994-2021 by cisco Systems, Inc.

Current image running: Boot ROMO

Last reset cause: LocalSoft
ROUTER platform with 8388608 Kbytes of main memory

Press RETURN to get started!

ROUTER#

ROUTER# show version

Cisco I0S XE Software, Version 17.06.01la

Cisco IOS Software [Bengaluru], c8000be Software (X86_ 64 LINUX IOSD-UNIVERSALK9-M),
Version 17.6.1la, RELEASE SOFTWARE (fc2)
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Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2021 by Cisco Systems, Inc.
Compiled Sat 21-Aug-21 03:27 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2021 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are

licensed under the GNU General Public License ("GPL") Version 2.0.

The

software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,

or the applicable URL provided on the flyer accompanying the IOS-XE

software.
ROM: 17.3(51r)

ROUTER uptime is 0 minutes

Uptime for this control processor is 2 minutes
System returned to ROM by LocalSoft

System image file is "bootflash:packages.conf"
Last reload reason: LocalSoft

This product contains cryptographic features and is subject to United

States and local country laws governing import, export, transfer and

use. Delivery of Cisco cryptographic products does not imply

third-party authority to import, export, distribute or use encryption.

Importers, exporters, distributors and users are responsible for

compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable

to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:

http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to

export@cisco.com.

Technology Package License Information:

Technology Type Technology-package Technology-package
Current Next Reboot

Smart License Perpetual None None

Smart License Subscription None None

The current crypto throughput level is 250000 kbps
Smart Licensing Status: Registration Not Applicable/Not Applicable

cisco ROUTER (1lRU) processor with 3747220K/6147K bytes of memory.
Processor board ID FDO2521M27S

Router operating mode: Autonomous

5 Gigabit Ethernet interfaces

2 2.5 Gigabit Ethernet interfaces

2 Cellular interfaces

32768K bytes of non-volatile configuration memory.
8388608K bytes of physical memory.

7573503K bytes of flash memory at bootflash:.
1875361792K bytes of NVMe SSD at harddisk:.
16789568K bytes of USB flash at usbO:.

Configuration register is 0x2102
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UTFiE, Y7 U 2T DA ANV EETTHHTY,

Router# install abort
install abort: START Fri Oct 29 02:42:51 UTC 2021

This install abort would require a reload. Do you want to proceed? [y/n]

*Oct 29
02:42:52.789: $SINSTALL-5-INSTALL START INFO: R0O/0: install engine: Started install aborty
--- Starting Abort ---

Performing Abort on Active/Standby

[1] Abort package(s) on RO

[1] Finished Abort on RO
Checking status of Abort on [RO]
Abort: Passed on [RO]
Finished Abort

Send model notification for install abort before reload
Install will reload the system now!
SUCCESS: install abort Fri Oct 29 02:44:47 UTC 2021

Router#

*Oct 29 02:44:47.866: SINSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install abort PACKAGEOct 29 02:44:51.577: $PMAN-5-EXITACTION: R0O/0: pvp: Process manager
is exiting: reload action requested

Initializing Hardware

Checking for PCIe device presence...done
System integrity status: 0x610

System Bootstrap, Version 17.3(4.1r), RELEASE SOFTWARE
Copyright (c) 1994-2021 by cisco Systems, Inc.

Current image running : Boot ROM1
Last reset cause : LocalSsoft
C8300-2N2S-6T platform with 8388608 Kbytes of main memory

Press RETURN to get started!

PLFIZ, show =2~ FOHAHIT,
show install log

Device# show install log

[Olinstall op boot]: START Thu Oct 28 22:09:29 Universal 2021
[Olinstall op boot (INFO, )]: Mount IMG INI state base image
[Olinstall op boot]: END SUCCESS Thu Oct 28 22:09:30 Universal 2021

show install summary

Device# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted
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IMG C 17.07.01.0.1515

Auto abort timer: inactive

show install package filesystem: filename

Device# show install package
bootflash:c8000be-universalk9.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.bin
Package: c8000be-universalk9.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.bin

Size: 831447859

Timestamp: 2021-10-23 17:08:14 UTC

Canonical path:
/bootflash/c8000be-universalk9.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.bin

Raw disk-file SHAlsum:
S5cde7617a6¢c71ffbcc73dcd034ab58bf76605e3f

Header size: 1192 bytes
Package type: 30000
Package flags: 0

Header version: 3

Internal package information:
Name: rp_super
BuildTime: 2021-10-21 13.00
ReleaseDate: 2021-10-21 03.11
BootArchitecture: 1686
RouteProcessor: radium
Platform: C8000BE
User: mcpre
PackageName: universalk9
Build: BLD V177 THROTTLE LATEST 20211021 031123 Vv17 7 0 117
CardTypes:

Package is bootable from media and tftp.
Package contents:

Package:
c8000be-firmware nim ge.BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117.SSA.pkg
Size: 2966620
Timestamp: 2021-10-21 20:10:44 UTC

Raw disk-file SHAlsum:
501d59d5£152ca00084a0da8217bf6f6b95dddbl

Header size: 1116 bytes
Package type: 40000
Package flags: 0

Header version: 3

Internal package information:
Name: firmware nim ge
BuildTime: 2021-10-21 13.00
ReleaseDate: 2021-10-21 03.11
BootArchitecture: none
RouteProcessor: radium
Platform: C8000BE
User: mcpre
PackageName: firmware nim ge
Build: BLD V177 THROTTLE LATEST 20211021 031123 Vv17 7 0 117
CardTypes:

Package is not bootable.
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Package:
c8000be-firmware prince.BLD V177 THROTTLE LATEST 20211021 031123 V17 _7 0 117.SSA.pkg
Size: 10204252
Timestamp: 2021-10-21 20:10:43 UTC

Raw disk-file SHAlsum:
a57bed4ddecfd08af3b456£69dllaaeb962865¢ea

Header size: 1116 bytes
Package type: 40000
Package flags: 0

Header version: 3

Internal package information:
Name: firmware prince
BuildTime: 2021-10-21 13.00
ReleaseDate: 2021-10-21 03.11
BootArchitecture: none
RouteProcessor: radium
Platform: C8000BE
User: mcpre
PackageName: firmware prince
Build: BLD V177 THROTTLE LATEST 20211021 031123 V17 7 0 117
CardTypes:

Package is not bootable.
show install active

Device# show install active
[ RO ] Active Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive

show install inactive

Device# show install inactive
[ RO ] Inactive Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

No Inactive Packages
show install committed

Device# show install committed
[ RO ] Committed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive
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show install uncommitted

Device# show install uncommitted
[ RO ] Uncommitted Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

No Uncommitted Packages

AR FEFERALEYI NI Z7A VAR MN=ILD ST
IWoa—F428
g VY7 NI 2T A ARN—NVDNT TN a—T 4T

BREA AN NOWE, vl BIRY T MU =TN\—Va &R RT DI, RO show
A~y RefALET,

« show install summary
+ show install log
* show version

* show version running

MR8 A A b—IVIZBHT 5 Z DthoRIE

iRk A A b=V OREEMR T 51213, RO~ R LET,
« dir <install directory>

» mor e location: packages.conf

« showtech-supportinstall : Z D=z~ FidA v A b— UIEHRICEA OF & #7795 show
a~wy REHBMICFEITLET,

» request platform software trace archive target bootflash <location> : Z® =z~ FiX, &%
DY u— RURIZV AT A ETIITINTNDITRTOT r e ACEHET 53T XTO b
L—=2Aa %7 =047 L, ZOERELIEEESNTZHINRELET,
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VTN —F=H ]
> 7 (RUM) LAR— b
(A =T IRAKBT A &
Y AERMRIL L AR — 1)

o SEARIL L AR — b OFEH
158 (A5 L= g o

ACK, AT a2—vEh
72D ACK., & AKRD L
R—=FT v =)

« [HHT 1 A 1D (UDI)
B — R

« CSSM 7> 532 /T B> 7=
R —

« SLAC., SLRAZH=— KD
U2 —ra—R

o THHFRHIA & b—
L E TS H

HHRE~O VY NTaBANETTDHE, V—F BPEEE L TROMMONE— RiZ722 0 £

T, BuXoyFrovra=r7 (ZTP) Nty M7 v 7 ENTWHHEA.

JL— & B3I

RE~DY ¥y NFIEZET 5 &, V—F L ZTP RETHEB L £T,

HBEADYEY FDY I Y92 7EELUVN—FDx

o ZOHERBIZ, 93T Cisco Catalyst 8500 33 L TN8500L 'V —X v 7T v M7 34— A

THR—FEINTWVET,

SN N—FTHHAR—h

S TWET,

D)ty FRITORHEFEY

cHHIRE~DY ¥y FEFATT LN, TXTOY T bU =T A A=,

2L

RE., BILUYHE

ANT—=ENPNy 7T v FINTNDZ EEMERL TSN,

c IHIRE~D Y & v FBETTOREIT.

BIROFMNI2NT & 2R LET,
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| TBHHEEOKE~DY £y (Factory Reset)
pgEE~0Uty rEroNRFE ]

c VAT AN, =) (FT—= b 7T aFEzIN— T4 AY) IBREFEINLTHDA

A= HEB SN TWAEHE, MIRE~DY Yy N7 ATlE, 77— b A—=TVD
Ny 7T o TIERENET, BEDT — A A=V NY T— b A=V TH 50 USB,
NIM-SSD 72 IZfRfF SN TV A EEIL, UIRE~D Y &y M Z2FATT DRI, 47 A
A= DRy 7T v FEER LT IEEN,

e A A =T R —NNVRFINTWVDEEAETYH, factory-resetall secure 2~ > N2k Y,
T= MM A=VEFOTRXTOT 7 ANVEHELET, BUEOT— MM A=V R Y E— |
A A= Th 275 USB. NIM-SSD 7 EIZRAF SN TV D AT, HIHRE~DEx 27
Uty FEFEITTLHHIC, TARA—TDNy 7T v T HER L T ES N,

« MIWIERE~D U & v F&2FITT S0, ISSU/ISSD (In-Service Software Upgrade = 721
In-Service Software Downgrade) 723ETH TRV & AR L T Z3 0,

MR E~AD) £y FETOFHIESEIE
N—HIIA VA= LENTWE YT vy 2Ty F L, FIHRE~DY v MEEEZIZ
HrshEdti,

T LVZ A7 (VIY) By a %I LT factory reset 2~ 2 RBFEITSINHE, F
HRE~DY Yy h7rEADETHICE Yy ¥ a VTSN EE A,

MR EIZ) Y bTBHIHEE
WERFEFA] (RMA) : RMA O7=012Vv—HF & v A2 |ZiRET DA, T X COMEEREZ
HIBR 5 2 L BNEETY,

N—ZDRE  BEEOHLIHBIZL > TL—F DT = PMREINISGE, V—F E4IH
REIZYV Y FLTHE, SHBOEHDOTEDICE ) —ERELRBTHLENRSH D £,

s HFIA  —FEH LW MR UERIITRICBEES S S LERS DGE. BEOY A b
MO A NCBEI T XUty FLET,

PEAREADY) Y FOERTHE

558 BRI

F2H2ZM LT, HIBRB X OMRFFT 2 WA Al L E 3, LEREFRICHEKESNHNT, LITIORT
WY a<y REFITLTL SN,

Cisco Catalyst8500 £ L U 8500L &) —X Tv ¥ TS5y hI4—L VYT kY7 avIq4FaL—vaviqrk



TIHHFBOKE~DY £y b+ (Factory Reset) |
B oszc~0vty rozass

FIE

AT w F1 Cisco Catalyst 8500 F7-1% 8500L 7 /31 Az /A LET,
EE HIEDT — A A—=VNY T — b A A=V THDHHUSB F2IEINIM-SSD IZIRAFE S TV 53
Bk, HBRE~O Y By N a v AZBMET RIS, BTA A=V I T v T EERL
TLTEEWY,

ATYFT2 ZOFEL2 >OES (a & b) I TWET, factory-resst 2~ KOFEITHIZT A & o AHFHRE R
FTa0ERHLELEIE. AT v 720 allitVWET, 74 B AERERFFTHHLE N2, T3TO
F—HEHETIHAIT, AT v 7 20bEFEITLET,

a) factory-reset keep-licensing-info =~ > FZET L TI7A B AT —H ZRFFLET,
factory-reset keep-licensing-info =~ > R+ 5 L, ROA v =V RERREINET,

Router# factory-reset keep-licensing-info

The factory reset operation is irreversible for Keeping license usage. Are you sure? [confirm]
This operation may take 20 minutes or more. Please do not power cycle.

Dec 1 20:58:38.205: $PMAN-5-EXITACTION: R0/0: pvp: Process manager is exiting: process exit with
reload chassis code

/bootflash failed to mount

Dec 01 20:59:44.264: Factory reset operation completed.

Initializing Hardware

Current image running: Boot ROM1
Last reset cause: LocalSoft

ISR4331/K9 platform with 4194304 Kbytes of main memory
rommon 1

b) factory-reset all secure3-pass 2> REZFETL T, T_XTOT —FELZRMHELET,
factory-reset all secure3-pass =~ > RZEMT 5L, RORX v —URERRINET,

Router# factory-reset all secure 3-pass

The factory reset operation is irreversible for securely reset all. Are you sure? [confirm]
This operation may take hours. Please do not power cycle.

*Jun 19 00:53:33.385: $SYS-5-RELOAD: Reload requested by Exec. Reload Reason: Factory Reset.Jun
19 00:53:42.856: $PMAN-5-EXITACTION:

Enabling factory reset for this reload cycle
Jun 19 00:54:06.914: Factory reset secure operation. Write Os. Please do not power cycle.
Jun 19 01:18:36.040: Factory reset secure operation. Write 1ls. Please do not power cycle.
Jun 19 01:43:49.263: Factory reset secure operation. Write random. Please do not power cycle.
Jun 19 02:40:29.770: Factory reset secure operation completed.

Initializing Hardware

ATw T3 confirm & AL THIHERE~D Y v S &EITLET,
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| TBHHEEOKE~DY £y (Factory Reset)

pgE~0Uty rosr [

G¥) MR E~DO Yty N AOFERRIL, V—F DAL —V DOV A XL > TRARY
F9, iU, mAAEE Y T v T, 30 0~ 3 IFRIER TX 9, WIIRRE~D Y
ty N X2 T L5481, Escape ¥ —a2 ML £,

NEAZREAD) £y FMEDENE

PR E~D )y PR IERIZZETT5E, —2Z0nEELET, 2720, PR E~DY
Ty o ARNMBENDHNC, a7 4 Falb— 3 LI AZH) ROMMON 5 FH)
TE#HTDLILIICEHESINTWESHA, —% X ROMMON TEIE L £,

2w — I B AEHTE LD, #showlicensestatus =~ > REZETFL T, A LV AF AT
A= ITA BV ADEDNI R TNDEINEINEF v LET,

)

G¥)

MR E~D Y By FEFETTIANFRET A B ATHEEDICL TWEHEEIE. RTTA
T REFHL, A= b=V = IR LRTRATTA B AF—2 AN LET,
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TIHHFBOKE~DY £y b+ (Factory Reset) |
B osse~0uty ronn
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5 12 =

Security-Enhanced Linux @4 7R— k

Z OF Tl SELinux OHEREIC DWW TEHBI L £ 9, BEMRNFITRD LB T,
o AFE (135 %—)
« SELinux OFI#ESEM (135 ~X—)
e SELinux OFI[ESE (135 ~~—7)
* SELinux (ZBI9 2 1F#® (136 ~X—)
+ SELinux DX E (137 —7)
« SELinux DH L OHERE (139 ~=2—3)
«SELinux D F 7 7 2—F 47 (139 _—2)

S

Security-Enhanced Linux (SELinux) %, Linux 7 —R/LV X2 VT 4 EVa2— /L LT AT A
2—7 4 VT 4 TR END VY = —v 3 U C, 5877 TZH#K 72 Mandatory Access Control (MAC)
7 —%7 7 F ¥ % CiscoIOS-XE 77 v b 7 # — LTHHIIAR F T,

SELinux (21 3B&% M & B EME D BEEIZ IS W TIHF A DT 2 72O OYER A 1 = X L )Mo -
TWET, ZhIcky, 77V =230 DbX 2 T 4 A D= RLDRE RN N ZADH
B L, EEDOBHLT TV r—2a Y RRMOHLT 7V r—a ko THIEEZ S
OO H HEELE CiIADL Z N TEET,

SELinux D HEjIEEH

COKREICBT S EADOEMIH Y FHA,

SELinux D #I[fREIE

Z OREICBIT D RFEDOHIRIZH V £H A,
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B seuinox ey st

Security-Enhanced Linux 4K — k|

SELinux [ZR89 2 1F%R

SELinux |2 —H =71 77 ALV AT A —E A% Bl Y THNIMEE FZITT 572012
BT 72 D e/ NROMERRIC IR 2 38 7 7 & ZHIER Y > —Z2@EA L4, Zhicky,
(RN 77 DA —NR—T7 o —RLRERMREICL-T) BREShERES, E2ELSELN
LOTT T T AT —F ORI E 23RS E 7T, X, CiscolOS-XE 77 > k
74+ —LTMAC ZHH 2 Z LIk 25/ MERDIFRIOFEM 72 FIETT, ZOHIRA D=
R MNT. TERD Linux 77 & A A =X 2 L 13MS7 U CHBE L $4, SELinux /%, 77U
r—=var7a AN ) Y —AF TVl bADT 7B AERIEIT LR —%ERT DK
BRI LET, 2k, et 2BEEoRMRER L HIREZAICTE £7,

SELinux |X, ¥ AT A THMI > TV 554, Permissive £— K £ 7213 Enforcing E— KD
W TEEL £7,

s Permissive &— KT/, SELinux IRV o —ZmHET, VYV —RT7 7 BARY o —DiE
RIZE S TRELEEGDO VAT LAu 7 OHEERLET, BMEFEGINT, UV Y—X
T I EARY =ERICOWNWTORE ZICiskSNET,

« Enforcing £ — R Tl SELinux RN U > —2FZNTH0 BHINES, 77 EBARY —
N NZEESNTY Y —=RAT 7B RAEEAR L, VAT Lu 72/l LET,

CiscoIOSXE 17.13.1a L%, HAR— K 3T % CiscolOSXE 77 » b 7 4 — A TiX, SELinux
I%7 7 # /L b T Enforcing & — R THNIZ72 > TWET, Enforcing E— FTiX, HLERFFAIR
U —%FFRNVAT LY Y —AT 7R FEK E L THRbIL, BEIESSNET, S
DRETDH L EBREIIRRL, VAT a7 BnEREvET, Enforcing €— R TIL, V
Ja—a 37 7 AERBIEE— N CHREL X7,

HR—bENETIY b T+—L

Cisco IOS XE 17.13.1a BARE, SELinux 13RO T v b7 4+ — A THAIZ 2> THET,
*Cisco 1000 > V=X 77 ) =gy h—E R —H
* Cisco 1000 ¥ U — R H—E A AT /L— %
* Cisco 4000 > U — X H— b A fHERIL— X
* Cisco Catalyst 8000v Edge ¥ 7 U = 7T
* Cisco Catalyst 8200 'V — X = v 7' J v 74— A
* Cisco Catalyst 8300 >V —X =¥ 7T v N7 4 — XA
« Cisco Catalyst 8500 33 LTV 8500L 'V — X =¥ 7T v 7 4 —2A
*CiscoVG ¥ U —X 7 — 7 = A : VG400, VG410, VG420, 3L T* VG450
*Cisco 1100 #—IF /N B —ER F— =g
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| Security-Enhanced Linux 4 R— ~
setinx 0E [l

: A=)
SELinux D ExE
Enforcing *&— R C SELinux B§RE % A 20 b F 7213 HAET 5 72 DI LB 2B I 0 BRSO E FIA
EH 0 £ A,
SELinux ODFERED—H L LT, WD a~vy RRBEAINTWHET,
set platform software selinux {default | enforcing | permissive}
platform security selinux {enforcing | permissive}

show platform software selinux

\}

GE  Zhbofilvwa~vy NE, Y—ERRB 2~ FE LTEEINET,

SELinux D% E (EXEC E— F)
set platform software selinux =~ > K% ffl L T, EXEC *£— R C SELinux Z#%E L £7,
WIZ, EXEC “E— K T® SELinux & EDHI %R LET,

Device# set platform software selinux ?
default Set SELinux mode to default

enforcing Set SELinux mode to enforcing
permissive Set SELinux mode to permissive

- = | >

SELinux W% 7E (CONFIG E— )
platform security selinux =~ > F&HfI LT, =27 4 ¥ =2 L —3 3 F— FTSELinux %%
ELET,
W DFE, CONFIG &— KT SELinux i Z =~ L CWET,

Device (config) # platform security selinux

enforcing Set SELinux policy to Enforcing mode
permissive Set SELinux policy to Permissive mode

Device (config) # platform security selinux permissive
Device (config) #
*Oct 20 21:52:45.155: $IOSXE-1-PLATFORM: R0/0:

SELINUX MODE_PROG: Platform Selinux confinement mode downgraded to permissive!

Device (config) #

SELinux M5l

RIZ, &— K% Enforcing 7> Permissive (28 L7256 O 12~ L ET,

Cisco Catalyst8500 £ L U 8500L &) —X Tv ¥ TS5y hI4—L VYT kY7 avIq4FaL—vaviqrk



Security-Enhanced Linux 4K — k|
. Syslog * vy £—2T7 LR

“*Oct 20 21:44:03.609: $IOSXE-1-PLATFORM: R0/0:
SELINUX MODE_ PROG: Platform Selinux confinement mode downgraded to permissive!”

&IZ, &— K% Permissive 7> 5 Enforcing IZEF L7zG& O NHIZ R LET,

“*<O0ct 20 21:44:34.160: $IOSXE-1-PLATFORM: RO/0:
SELINUX MODE_ PROG: Platform Selinux confinement mode upgraded to enforcing!”

\}

(G¥)  SELinux T— RRZEFT b e, ZOEFIEIVAT L X2 T 40 A MERREN, &
AT T Ay E—URNAERSHET,

Syslog Avt—21) D27 LR

WREXE-_—FE=v’ %SELINUX-1-VIOLATION

R OFE R 77—k s

Ay— YL

A =0 VI)—=ADT 7 RARY —NEFELRNT

D2 Lo T, VY—AT 7 BANETE
NE Lz, BB 7 7RERESN, VY —
AT 7 APELRSINE Lz, rktR) V—
AT 7R ABEE SN E W) BERE GV
AT Aa T NERSNE LT,

TR —FR b SELINUX
HELEILiE WO BEHEEHR &2 I~ 7 4 /L & LT CiscoTAC

2 ZHEHE S T2 S0,
e Y — )LEFIITATAICHIIEND
ELBODOA =

« show tech-support =~ > KD (7%
A7 7AN)

s ARy 7 AMNELD Btrace 7 7 A VDT —H
A7 Ro=a~vr REHEH)
request platform software trace archive
target <URL>

- show platform softwareselinux =~ > Ko

A5V

WIZ, syslog A v E—TOflERLET,
il
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| Security-Enhanced Linux 4 R— ~
N |

*Nov 14 00:09:04.943: $SELINUX-1-VIOLATION: R0O/0: audispd: type=AVC

msg=audit (1699927057.934:129): avc: denied { getattr } for pid=5899 comm="1s"
path="/root/test" dev="rootfs" ino=25839
scontext=system u:system r:polaris iosd t:s0
tcontext=system u:object r:admin home t:s0 tclass=file permissive=0

5] 2 :

*Nov 14 00:09:04.947: $SELINUX-1-VIOLATION: R0/0: audispd: t type=AVC
msg=audit (1699927198.486:130): avc: denied { write } for pid=6012 comm="echo"
path="/root/test" dev="rootfs" ino=25839
scontext=system u:system r:polaris iosd t:s0
tcontext=system u:object r:admin home t:s0 tclass=file permissive= 0

SELinux O XML DHEER

show platform software selinux ==~ > FZfif] L T, SELinux X EE— FEZ &R LE T,

Device# show platform software selinux

IOS-XE SELINUX STATUS

SElinux Status : Enabled
Current Mode : Enforcing
Config file Mode : Enforcing

- — N ~ — -~ N
SELinux D cS>JI)La—T 4
FNA AFE 1T %y U —2 T SELinux B DA v A X ARH LA, IROEEM % Cisco
TAC ITHEAE L TL &V,
s Y NFFIEFVAT A SIIHIENDEBYVDOA vE—T, RIZHIEZRLET,

device#request platform software trace archive target
flash:selinux btrace logs

« show tech-support =~ > KO (FF AR 7 7 A L)

e R T AMBD Btrace 7 7 ANDT —HAT (RDOa< > Raflif)

request platform software trace archivetarget <URL >

« show platform software selinux =~ > KD H /)
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Security-Enhanced Linux 4K — k|
B seinxorsILsa—5009
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CHAPTER 13
= A AEDOBE

cm&m(ﬂ47&456)?4)*iw Xy b= O EDLGFTTHRAET HIEENS D
FEREENATREIC 2D . Ry b — 7 B CTORENFEH SN E T, CiscoHA T2 &
Fy NT—=DON—FR7=2T7BIONY 7 by =708 L, TS OEEEIENATREE 72 5
72, 22—V BXORy U= TV r—ya o ~OREEOHGRMENRIES L E T,

Cisco Catalyst 8500 ¥V —RX v ¥ 77w N7 4 —L2OMEADNN— Ry =27 BLRY 7 hU =
TT7T—=X%T7Fx%E, HODDLFy NT—T A X_X MFIN—FZDT v XA LKL+ 5
EOCERHENTVWAETED, TR_TOXy NT—I 3 F UFTRRT v XA LEETHINE
BLUET,

Z DA A RTIE, Cisco8500 >V —X Catalyst T 7T v b7 4 —LMADNA T XA T E
UT 4 ODEFICOWTHALET, ZO~=aT7/liE, " T4 7 )T 1 IZBlT A
M7eitBIEREEH S TV ERF A, 72, Cisco 8500 'V — X Catalyst T V7T v b7 4 — A
B ERRRICRRE S, EEINTWBMO Cisco V—F THATE DA T_A T YT 1 1%
REDOMA LI L T EHA, ZOEDIEINIT, Cisco IOS HEEICHET 2B B I ON~=27
NEZR LT, #EOV 22Dy 874+ —LTHEHTE, Cisco8500 2V — X Catalyst =
7Ty N7 — A ETHRBRICEET 2 T XA Z )T ¢ BEREICEE T DM A AT LT
<TZEV,

o ZDETRITT HIEREIEH O ATF 1%, on page 141

« HK, on page 142

« Cisco 8500 > — X Catalyst = 7T v N7+ —ALDY 7 b7 =7 JLEME, on page 142

e AT — 7))V AA »F A —/3—, on page 144

e [Psec 7 ——/L 4 —/3— on page 144

« WFB 7 #U—F 4 > 7K, on page 145

CHOETHENT 2HERBOAFTE

THAOY 7 R T VY —RA T, ZOFYa— L THBEINATXTOMERYR— KX
TWD LR A, RFTOMEEREEFEEFHEIZOWTUL, ZHEHOT T v h7r—20 L
VIR T7 V) =2 L2V ) —2 ) — 2SR LT &N,
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BH X

s AtoBE |

TTv RN T —LOYR—=EIBLOVAT VT MU =T A4 A—=VOHR— MNIBETHHEHRE
589 5121, Cisco Feature Navigator i L £, Cisco Feature Navigator (213,
http://www.cisco.com/go/ctn 7257 7 E A LE7, Ciscocom DT AT MILEH Y £/ A,

Z ZTI, Cisco 8500 >V —X Catalyst = 7T v N7 4 —A DI FEIERNAT AT
VT 4 ORI HOWTHHALET, WAL, kRoOLEY TT,

Cisco8500 ') —X Catalyst Ty o TS5w b T4 —LDY
JrHz7REM

OB, RO R E v 2 IZOWTRY BIFET,

VIO T7RARMEDEE

Cisco 8500 > U — X Catalyst = 77 v b 7 4 —ALTlE, 10SIFAXL—F 4 VTV AT A
NOZ DT rtAD 1 DL LTETENET, T, CiscolOSNTTRTHT kA
DEIT S TWVDHERD CiscolOS & 1T H- 72D F77, Cisco8500 'V — X Catalyst = 77
N7 —bDTEEZLLTOIOS DFMIZOWNTIE, [T0SasaProcess] 7 g (2~
TR—=V) ZZRLTIESN,

DT —FT 7 FxIZXKV, CiscolOS V7 bV =T BB+ 5ZDMDT T v N7 4 — AT
WA TE WY 7 MU =T OINEMRFER LET, A RA108ST vt RE, 77747
I0S 7aEALEURP ECHEMATHZENTEET, ZORX LA 10S 7t AX, 10S
WZHEENBAE LGBV BRI N TEET,

Cisco 8500 > U — X Catalyst = 77 v R 74— ATIL, 2HBHDI0S 7'rEALAHX N
AN— Tty P TORFITTEET,

2 D0 Ciscol0S 7O+ X NDEFE

SUMMARY STEPS

Cisco 8500 'V — X Catalyst = v 77 v K 74— A TIL, CiscolOS &< DT rEAD 1D
ELTEITENET, ZOT7—F77Fxid, Y7 =T OREMHEOKSEYR—NLE
I, BAREJICIZ, A Z 2234 Ciscol0S 7t A% 7T 27T 4 7 Cisco I0S F 11t & L[F LL—
Frat v THEATHZENTEET, CiscolOS THENKAELLEHE., VAT AIFAH
>34 Cisco I0S Fut& 2|28y #p b 4,

1. enable
2. configureterminal
3. redundancy
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4. mode SSO
b. exit
6. reload
DETAILED STEPS
Procedure

Command or Action

Purpose

ATy T

enable

Example:

Router> enable

it EXEC E— FE Az LET,
e NRAT—=RKEZADLET (ERENEHER) .

ATy T2

configureterminal

Example:

Router# configure terminal

Ja—s)L a7 4 Falb—g )y E— KEHE
]\/\i‘g_O

ATvT3

redundancy

Example:

Router (config) # redundancy

MEIy 74 X2l —are— F2BEBLET,

ATv74

mode SSO

Example:

Router (config) # mode SSO

SSOZRELET, Zoa~vry RBRANERA L.,
TREA— =R PPN m— FXH, SSO
E— N CEMEZBIMB L £,

ATy Th

exit
Example:

Router (config) # exit

Example:

Router #

a7 4 FXal—TagrEBE—REKTLT, Ju—
S arZ 4 Xal—varyEw—RNIEY T,

ATvT6

reload

Example:

Router # reload

I0S%#YVue—RKLET,

1

Router# configure terminal
Router (config) # redundancy
Router (config) # mode SSO
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B <x7—rorzqort—sn—

Router (config) # exit
Router# reload

AT—=bIIWRA Y FA—IN—

SSO

Cisco 8500 > U — X Catalyst = 7T v b7 4 —ALTlE, AT — M7V A v FF—/3—
(SSO) ZMHEAHL T, 2FBEDIOS 7utRAEHMCT A LN TEET,

SSO (X, NSF LT D L, IS ERELET, SSOICLD, 7271108 7rk A
IXFICAT — MR CEET, F72, A v T A== AETILELE, /AT 7%
T—F 4 VT E o TAA v FF— =N — ALV RTEFTENET,

NSF/SSO DFEAMIZ D\ Tix, [Cisco Nonstop Forwarding] ~ == 7 V&ML T 72 &\,

REFTJOFILBLUOT7 IV —2 3y

SSOICk > THR—F ENBTA Y T hal 7 F U r— g 0%, SSORHTH HME
NHY F9, BESLT 1 ha/Lid, RP A v F A — =% TH, —EEIT2EARIEA
<EVMELFT D56, TOMEES Y 2 2L 1X SSO ik T3, SSO#E#~' 1 ha /LB XU
TV —a v DAT— MERET 7T 4 TNHAZ U AAICREMTLZ LIk, Z2hbo
Fa halBLORT S U 4 — 9 TOSSO NERINET,

SSOFRDO 7T harBIOT XU r—a v ORAe. AT — R eXAF I v Z7IfER LT
by AA v T A —NR—IFKDONDT2D, A v T A —_—DRRICHENENL & FEE DA SLEIC
e F9,

N—Z EOEDT 7 b a/LHSSORIETH L0 EMHRT HI21E, ROavy REfEHRLET,
show redundancy client %721 show redundancy history

IPsec 7 = —)LA—/\—

IPSec 7 = — /LA —/ "—F, B AX~<—DIPsec % bV —7 OEFRBRRT (F 72137 i)
EHSOTHEEE T, ek, ZHUId (T2 T 4 77) A—FIZMATILE (AZ 3 A)

N—BEfHTHZ ETERIINTWET, 777 4 7 =20 Tl TE72<
2hHE AR LN JL—H i, IKE B LU IPsec DALFRZ 5| kX £9, IPSec 7 = — /LA —
N—=lF, AT —FAVA Tz — VI —N"—BILRAT— 7))L T ==L — "= 2 FEHD
AT AV INET,

Cisco 8500 > U — X Catalyst = 77 v N7 4+ —LD IPsec IX, A7 — LA 7z —/LA—
NR=DHEYHR—FLET, AT—hL A Tz—)bA——F, Ky h AF A JL—F 7
o hab (HSRP) DL H77a hartz LT, 794~V nbeh o Z U ~Dh v hF—
N=ZTWV, EBIET I T4 TBIRAZ 3L D VPN 7 — b T = A 23 LT, HisDHK
BIPT RLAZIEATHZ ENTEET,
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| saRtonE
mrmz+r7—71 oo ]

WNARI7ZAT—T 4 T

MW7 4T —T 4 V7 (BFD) X, T XTOAT 47 XA T, 7wk, hAad,
BLONVN—TF 4 7 70 k3O TORE S AEERH 229 5 72 DICZ G &
ikt 7 m b a T, mliEE A EERMICMZ T, BFDIER v MU — 7 FHE (RS
ModhsEERETIEEARELET, *y PU—2ZEHEIIBFD 2+ 52 LT, &F&
FhN—FT 47 7 ha/LOHELLO A A1 = ALKV ZENEHEE Cliz < — & sk
NRABEARTCTX B0, Xy NT—27 Fa 754V v TBLXOT T = IRESHICRY
F9, T2, FHCREER OEAEMER R, TRIFRRIC /R D 97,

Cisco 8500 U — X Catalyst = 77 v 87 4+ —ATIX, IPvd A ¥ 7T ¢ v 7 L — s ® BFD
& BGP H® BFD NEEICY R — FZiE T,

BFD OFEMIIZ DWW Tik,  [Bidirectional Forwarding Detection] v == 7 VA2 &ML T 72 &0,
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CHAPTER 1 4

i

Cisco 8500 + U — X Catalyst = 77 v b7 4 —AIZIE, 1 DOXHE Y A —H Ky bD
BHA—Y Xy b A E =T =24 ANRHY 7,

o ZOE TR T 2 BERENT H D AN FJ71%, on page 147

« HK, on page 147

e X AHE Y b A=Yy NMEHA X —T = A ZADOHEE, on page 148

e XAy b A —H% Xy kA — hDFEF, on page 148

* ROMmon 3 XL OVEHEA —H Ry b R— LD IP 7 R L AL on page 148

XY M A—H Ry NMEHA L H—7 = A AD VRF, on page 149

« DA —H Ry MEB KX R 7, on page 149

CHOETRNT SHERROAFHTIE

SHEHOY T 2T VY —A T, ZOFVa— L THIAINATRTCOMENRFF— X
TWB EIFRY /A, BHTOBREEHR EEEFEIZOWTE, THEHDOT I v F7r—2A0 L
V7R 2T VI —=RZHGE LTV V=R /) — s 2SR LTI,

TIy R TF =LY R—FBIR VR VT NI =2T A A=V OYR— MNMCET A ERE

529 51213, Cisco Feature Navigator {1 ] L £, Cisco Feature Navigator (213,
http://www.cisco.com/go/ctn 7257 7 A LE9, Cisco.com DT A7 MILEH Y £ A,

B X

IO =a2 T WL, WONEBETHER I TWHET,
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BEEA—HRY F A0 8—T A 2DEA |

B =rcvrr—vxorgE L T 20BE

FHEY P A—URY FEEBSAVA—T 4 RDBE

DA VHE =T oA ADBWE, 2—FPN—F ETEBA AT EEZIT L9152 ¢
TY, AR, A F—T 2 A ANFRTRENZ Ry NT—7 NT T 4 v 7 PRk I
D, 72, FEALEOEARIFTEEETE R0 LETH, Tehnet BEOEF=27 v =/b
(SSH) ZREHTIUL, W—HF~DOT 7 EANRAREL 72D, L—F EDIFE AL EDOEFEHZ XY
EEITTHZENTEET, ZOA L F—T A AL, V—FBNV—F 4 7 %BET 5HH
M, FTAEXSPA AV H—T 2 A ANIET VT 4 TR N T TN a—T 4 U 75T IGAIC
AR eBREZ IR L £ 9,

BEA =YKy b A2 F =T = AT, RORUHERE LTS,

e A HE—T 2 A ATHFR—bFENDNL—T v K 7 a haiid, IPv4, IPv6, 35 KTV ARP
72 Td,

A=V Ry NEHA A —T oA AT, BENFEZOMD V=R A U F—T 2 AL L
TIEHCTE A,

cEHA—HF Ry N AU F—T A A X, BHED VPN L—T 4 7B L V% (VRF) O
— T, BRI OWTIE, A E Y b A —H Ry NEEA X —T = A AD VRF, on
page 1494 ML T 7230,

FHEY R ALA—HXRYy b R—FDEE

XFHEy b A —P vy MFBLAR— MI, #IZ GigabitEthernet0 T3,

A— MZIX, Cisco 8500 U — R Catalyst = 277 v h 7+ —LOfMDAR— k LEERIZ, 7%
EE—RCTT 78 ATEET,

Router#config t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #interface gigabitethernetO

Router (config-if) #

ROMmon 5 KV EEBA —H Ry FAR—FDIP7 KL XML

5

Cisco 8500 2 U — X Catalyst = 77 v 8 7 +—ALTlE, IP 7 FL X% ROMmon
(IP_ADDRESS= 3 L M IP_SUBNET MASK= 2w R) (2, [0S 2~V RIA v £ v X —
T2 A (f v H—Tx2A X AT 4 FXal— g EF—FDipaddress =~ ) Zffi
LTRHRETEET,

Cisco 8500 > U — X Catalyst = 77 v N7 4 — A ETIOS 71t A5 LW GH,
ROMmon ([ZFRESNTZIP T RUADNEHAS =YXy h A 0 F =T =2 ZADIPT FL AL L
TEMELET, 10S 7 rEARB#T ¢, A —V 2y hA X —T oA ZAEHIFL TN D

l CiscoCatalyst8500 &5 S U 8500L &) —X Ty ¥ TS5y b IA—L YT rHYz7av T4 F¥aL—Yav HA K



| gBA—HY2yb108—TA RDER

XHEwY bk

FHEY b A—Hhy hEES V2724 2O VRF ]

BA1X, 10SCLI O A > % —7 = A A Gigabit Ethernet 0 DR ERFHZIRE LI IP 7 KL AN, &
AT Ry b A Z =Tz ZADIPT LA L7209, ROMmon CEZEINZIP T K
LA, I0S 7 utv ARIET 7T 4 THRBHICFE A v 2 —T oA AT RLx bt LTHEREN
i—a_o

Z D7, ROMmon & IOSCLI THEEEN/ZIP 7 FL A XFE—I22Y , A —HV %y b A
VA —T A ATV RP R CEYI R LT,

11—y FEEAF—T 4 ADVRF

XFHEY M A=Yy NEBA X —T oA AT, HEIMICHE O VRF O—# L 72> T E
T,  [Mgmt-intf] &9 4 HEID VRF (% Cisco 8500 'V — X Catalyst = 7 7 v b7 4 — L4
FTHBMICHRESH, A -V Ry M A Z—T oA AFEH LR E4, oA & —
T ALIZDOVRFIZIMATEEYA, LENR-T, ZOVRFIZ~ALF T hail T390
AA v F 7 (MPLS) VPN VRF L7213 DMOF > b U — 27 LD VRF IZIFBINTE 8
N Mgmt-intf VRF |X, V—T" Ry 7 A2 —T =2 A%HHR—FLET,

EHA—Y Ry b A =T A AZHFDO VRFWIZEET D &, FBA—V Ry b A
S =Tz A RIRD & D IR EAELE T,

« VREN CIXZEOMREZ X E L CTHHAT2MERH 5720, RFEDOEEEA —H % > MERE
\ZB8 LT, CLI 23 Cisco 8500 'V —X Catalyst = V7T v N7 r—A ELfhor—420
B, —H Ry b AL F—T oA AL TREDAHMENRH Y 7,

s hT T 4w IR, —FEF L TEIBTE LR FT, TRXTONER— b &EH
A=Yy AU F =T = RFENENERD VRFICEE S ND 2D, FHERT 7 1 >
JIFEEA—Y Ry FA X —T oA RAZEFETET, WA — EDORETHIENT
ERLBRVES, £, FOHOZ EHWELET,

A HE—T 2 A ADEF 2 VT 4 DUFEINET, Mgmt-intf VRF /X H & D VRF NIZJET
HZLET, MBON—TFT 4 T T—=T NN 570, 2—FRHRMGIERRA —Y % v b
A B =T oA A Bg LTIZGEIZE T, v— b2 EHA—Y Ry hA U F—T =24 ZAD
N—T 4 T T =T IIBINTE £,

BEHA—YZXY N A B —T A ADVRF TiE, IPv4 & IPV6 D SFOT KL A2 757 I UN
HR— b ShET,

HBDA—Uxxy FEEAZ2RXY

2—PFEHA TRy A H—T 2 RN L TU—F EDIFEALEDH R T BFEITTE
i—a‘o

Z ZTlE, Cisco 8500 >V —X Catalyst = V77 v N7 —AL ETHEOX A7 72134 L
EENMLBEREZTIZOWNWTHBALET, 2770, B —Y %y AU H—T = A A TEFT
TEDLHTRTCOZ A7 ZGAFEOICHHAT 2 TiEdb v 8 A,

ZITEH. RO RCTOWTERBALET,

Cisco Catalyst8500 £ L U 8500L &) —X Tv ¥ TS5y hI4—L VYT kY7 avIq4FaL—vaviqrk



BEA—HFy h A28 -T2 Z2DERA |
B vwrzzozs

VRF 5% D &7~
EHA—YFy b A H—T A AD VRF FEIL, show running-configvrf =~ > K%
LT, BRTEET,

Wiz, T 7 )V h®D VRF REDH 2R L ET,

Router# show running-config vrf
Building configuration...
Current configuration : 351 bytes

vrf definition Mgmt-intf
|

address-family ipv4

exit-address-family
|

address-family ipv6

exit-address-family
|

(some output removed for brevity)

BE A —H v b+ VRF D7 VRF (FEHRD R =

EHA —H % > b VRF OFEME#RZ F779 5121, show vrf detail Mgmt-intf =~ > K& A
L/i‘g—o

Router# show vrf detail Mgmt-intf

EEA—YYRYIFAEB—T A AVRFTOTIAI F IL— DX

BHA—Y Ry h A HZ—T 2 A AVRF TF 74 /L F L— FERETHITIE. ROa<w K
EATTLET,

ip route vrf Mgmt-intf 0.0.0.0 0.0.0.0 next-hop-IP-address

N N =A—

EEBA—HRYFIP7 KLADERTE
A —Y Ry NR—FDIPT RLRILZ, FOMDA o EZ—T 24 XA LEDIPT RLAEFRLU
LoIRELET,
wIZ, BHA—Y Ry h AL B —T 2 A ZAFLTIPVAT7T RLABIIPV6 7 RLAZHRET S
fHE 2B % 2 DR LET,

IPvd D45l

Router (config) # interface GigabitEthernet 0
Router (config-if)# ip address
A.B.C.D A.B.C.D
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| gB1—Yro b 108—T1RDERA
EEA—HYRY b M08 —T 14X LTO Telnet .

IPv6 15

Router (config) # interface GigabitEthernet 0

Router(config-if)# ipv6 address X: X: X: X:: X

EBIEAL—YRYy b2 —T 14X LTOD Telnet i

Telnet #e1x., BHA —V Ry b A v X —T =2 ZAEHFEH LT VRFRAHATITY) 20T
j—o

WOFITIE, V—ZITEHA —Y Ry h A Z—T A ADVRF %4 LT 172.17.1.1 |Z Telnet
B LET,

Router# telnet 172.17.1.1 /vrf Mgmt-intf

BEA—HRY b A28 —T 14 RLTO PING DEAT

DA > H =7 = A A~D PING DFATIE, BHA =Y Ry b A F =T = AL T
VRF#RHTITH 2N TEET,

ROFITIE, V—ZTEEA =Ry b F—T =2 ZAZH LT, 1721711 DIPT7 KL X
MEESNTA X —T = A AZPING Z#ELET,

Router# ping vrf Mgmt-intf 172.17.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.17.1.1, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms

TFTP £/=IXFTP ZfERAL-0E—

BHA—YV XYy b A H—T 2 A AZXYTFTPZHH L T7 7 A V& 2B —9 554, copy
titp =~ RIZIZ VRE L ZHRETHA4 7L a Uiz, copytftp 2~ K& A4 50
IZ ip tftp source-interface GigabitEthernet 0 =~ K& AN T HLE R H Y £,

FERIC, EFEA =YXy b A F—T oA RZKY FIPEZHEHL T 7 A VA2 a2 —F 28
A, copyftp 2~ RIZIZTVRFAZEET D47 a »in/anize, copyftp 2~ K& AT
DA ip ftp source-interface GigabitEthernet 0 =~ > K& AN T2 MR H Y 5,

TFTP D4l

Router (config) # ip tftp source-interface gigabitethernet 0

FTP 51

Router (config) # ip ftp source-interface gigabitethernet 0
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B oveo—n—

NTP H—/\—

BEEA—HRY F A0 8—T A 2DEA |

BHA —Y Xy b A H—T A A% L T Network Time Protocol (NTP) % A AP — X— L
FlZEND IV 7 o277 vy 7 Z2&ET DI, ntp server vif Mgmt-intf ==~ > R
EANNL. Ty 7T — b et T 27 A ZAD P 7 RLAZHRELET,

WDOCLITliE, Z2o7Fuir—y o2 R LET,

Router (config) # ntp server vrf Mgmt-intf 172.17.1.1

SYSLOG H—/\—

BEILDOIPELITIPVG T RLAL LTERAS =YXy b A ¥ —T A Z&nu 7l h
5 X 9IZHRET 51TiE, logging host <ip-address> vif Mgmt-intf =< K& A LE7,

WDOCLI TlE, Zo7ui—xy0OfE R LET,

Router (config) # logging host <ip-address> vrf Mgmt-intf

SNMP B:EH—E X

EHA—Y Ry AV H =T 2 A AT RTOSNMP b T v T A vE—VDY—AL LTH
TET 5IZ1E, snmp-server source-interfacetraps gigabitEthernet 0 =~ > K& A L £,

WDOCLITlE, 207l —y0fE xR LET,

Router (config) # snmp-server source-interface traps gigabitEthernet 0

FAALBDEIYEHT

DNS H—E X

BEHA =YXy b AU F =T 2 AD RAL OE) B TE, VRF 2 LTHEITENE
EE

TIAN D RAL VB HERA—Y Ry B VRFA VX —T7 = AL LTERT HITIL, ip
domain-name vrf Mgmt-intf domain =~ > K& AJ L £ 7,

Router (config) # ip domain-name vrf Mgmt-intf cisco.com

BHA —HPF Y b A H =T 2 AD VRF 23— LY — =L LTHET DI, ip
name-server vrf Mgmt-intf IPv4-or-IPv6-address =~ > K& A LE 7,

Router (config) # ip name-server vrf Mgmt-intf
IPv4-or-IPvé-address
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| gBA—HY2yb108—TA RDER
RADIUS +—/\—% 7-(% TACACS+ #—/i— ]

RADIUS H—/\—F = [d TACACS+ H—/\—

BEL VRF % AAA V— =7V —7O— L LTI N—TLTBITIE. AAA T — /1 —T)L—
7O ERC ip vrf forward Mgmt-intf =< K& AL ET,

TACACS+ == N —TZRET H%G 6. FERICLE T, & VRF & TACACS+ —
NI N—TD—H & LTI N—TIbT 5I121F, TACACS+ H— =T /L —T OFERERFIZ ip
vrf forwarding Mgmt-intf =~ > K& A L ET,

RADIUS H—/N\—4 JL— T DB FE

Router (config) # aaa group server radius hello
Router (config-sg-radius)# ip vrf forwarding Mgmt-intf

TACACS+ H—/N\—4 IL— T D4

outer (config) # aaa group server tacacs+ hello
Router (config-sg-tacacs+) # ip vrf forwarding Mgmt-intf

ACL Z#{EF L 7= VTY [EI#F

77 Aarba—/LUAL (ACL) %, VREZEMT 2 (FIEEH L2 vty BIFRIZA
I3 5i2i%. ACL % vty [ERRICAINT 2 BRIC vrf-also A7 > a w2 L E 7,

Router (config)# line vty 0 4
Router (config-line) # access-class 90 in vrf-also
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B acLzemir-vivEg
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CHAPTER 1 5

Ty RAAL A3 —T A ADEK

E

Cisco 8500 > U —X Catalyst = 77 v R 74— ALlF, VA TV3IPIZLATY2A—H x> b
T ITANER =TT RO DTY vV RAAL DA F—T =A% (BDI) fE
PAR—FrLET,

e TV Y RAL U AU H—T = A ZADOHIKIFIHE, on page 155
s TV Y RAAL Y AU H—T A AT B, on page 156
TV RAL NP A 2 F—T = A ZDORGE (165 ~—)

TNV FAL A3 —T x4 ADFHIKIEE
TV Y RAL U AV F—T oA AZEET HHFFEIIRO B0 T,
VAT AT LY R— P ENDTY v RAL U A H—T = A A1F 4096 DHTT,

TV KA AU H—T =2 ADLE, KEBEHA (MTU) Y1 X1315008 L
9216 A MO TERETEET,

TV Y RAAL U AU F—T oA ATROBREDHE YR — N LET,
¢ IPv4 = /L FF ¥ X |
e QoSV—F LT LRIV T, V=BTl X a—A TR SNEREA,
« [Pv4 VRF
¢ IPv6 L =F ¢ A MR
« BGP, OSPF, EIGRP, RIP, IS-IS, STATIC /¢ DX A F X v I )v—F 47
Ry FAZLNA —% S kL (HSRP)

+ 10S XE 3.8.0 LAR%® Virtual Router Redundancy Protocol (VRRP)

TV Y RAAL U A F =T = A ATROREZ R — F LERA,
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TYIS FALL 10 8—T7 24 ADEE |
B oo rrxqvqvs—ozarizmtama

* PPP over Ethernet (PPPoE)

«BGRT7 U —7 4 > 7k (BFD) 7'm h =L

* QoS

* Network-Based Application Recognition (NBAR) & 7213 Advanced Video Coding (AVC)

Ty FAL A3 —D 24 XIZET BH1EHHR

TV RAL U A F—T A AL, LA F¥2T VIR NU—T L LAY 3DNL—
Ty RAXy NI—2 T T4 IO NTT7 4 v 7 ORFGRT7 v —%dFr T DA o ¥ —
T2AATE, TV RAL L A B =Tz A AL, TV RAL LV EREIUA VT 7
A X oTHMENET, K7V oY RAL VT, VL7277 0—KEFy AN AL U BFR
LET, 7V oY RASLCBEEMT A ZENTEDET Y vV RAL A Z—T = A AL,
1 272 T9,

TV oY RAAL Y A H—T A RIROEREEZVHR—F LET,

«IP#T

« LAY 3VPNOKT

« 7 FLUAMRRZ 1 k2L (ARP) . G-ARP 3 KU P-ARP DALEH

* MAC 7 R L ZADE|Y 24T
TVoY RAL U A F =T = ZA&FET DHHNT, WOBEZ B L CTB LERHY F
KR

o f =2y MIARERROBE

TV Y RAL U A F =T = A AD I T EIML

cMAC 7 KL Z2DE|Y M4

«IP 7’11 b 2L DY IR— b

o IP AR DR — b

o« XAy NETE

TV oY RAL Y A B —T oA ADOHFEHE

41—y MrRERROHRE

A=Yy MUABRIFR (EVC) 1%, 7ua g =0 kL Tnd LA Y2 —E2ADHE—1
AR UADTY RY—x REHTT, SEIERAATAIPFEAEINT, — 203
ENFET, VAIEVC 7L —LAT—7TiE, 7V Y RAL UL, =R AL RH R L
EEN TS LA Y2 A4 v H—T =4 A (1 OFRITEK CTHkEhEd, P—vAx AR
B ARE, HAEIN—F EOHBE—FETEVCEA LV AFZ AL D TY, —ER A
VAH A, BEWICHESNWTTY v Y RAL CEEMIT BN E T,

FER7 L—AF, ROEEZESNTH—ER S UV AF AL LTHETEET,
« U7V 802.1Q VLAN & 7' HBIJefE S /{4 & F721% 802.1ad VLAN % 7/

l CiscoCatalyst8500 &5 S U 8500L &) —X Ty ¥ TS5y b IA—L YT rHYz7av T4 F¥aL—Yav HA K



| FU9C RACMLA08—T M RDEE
JUu Frsvavs—Tz420h Tt ]

« ] QinQ (NEBF L OWME) VLAN % 7' F721% 802.1ad S-VLAN & C-VLAN % 7 Ojfi J5
« #M5 802.1p CoS B k. BB 802.1p CoS B b, F72IXZ D)7

e XA — R A =Xy~ ZAT (5 ODOERILAEHFAR— b : IPv4, IPv6, PPPoE-all,
PPoE-discovery, PPPoE-session)

P—BERA A AFRT, MO~y B T EELR—FLET,

* [Untagged] : 802.1Q £ 7213 802.1ad ~v X B2 NT R TOT7 L —AIv v VT LET,
e [Default] : ¥ _RTHOT7 L—AlIZv v 7 LET,

TNV ALV AR —T A ADATILIE

X2 T 4 TA—TONEITIE, BELETN— TR SN — T NEENET, T HUTEE
JED SGT & DGT THEE L £9, SGT ~_X— A D PBR H#ARETIX. SGT/DGT _X—ZD /37w 4y
HDTZHOIZPBR/V— h~ 70 match A] 2 TE £9°, SGT ~X— 2D PBR HEHE TILE T
XX TOBITHIRIZH 0 FHAN, 7Ty N7+ —ATHEHTELZAEVIZESNWTH 7%
RETHILEB#IOLET,

EVCIE7 Y v RAL VNFET HEA —Y Ry b 7a— KA b (EFP) Thkx 727k
IMEEERT DAL L E, X7y NIRRT bR E L1 D I3 8RO
EFP B H I EN TV A FREMNER H B 7=, BDIHH IR A > MIHE 7w o B b %
LRI ERH D 9,

TV Y RAAL L TIE, TXCOEFP TR L0 72/ H 5854, BDI O X 71T % i
BRI 20 AH Y £7 (802.1Q ¥ V7 LEMEM) . EFP T7 Y v RAL DT RXTHO KT
Ta4vl Ry TERETTvva) 278Ut LET, 7V RAL D RNT T 49T D
BT AL E RREIZ T B 72121, 4% EFP T rewrite 238 € L £9°,

7V Y RAAL L TlE, T _XTOEFP TR U 72L& 5551, encapsulation =< > N
A L TBDI L ek ZzRE L £, BDITON S efbid A r—T7 T H e, 4
TDT v TEIR Yy B TRANTRY | ZHUT XKD EFP Trewrite 2 v REAFRET
HVENRRL 720 ET, BDI TOH FEIMMEDOREDTEMIONTIL., [TU oY RAAL
AE—=T A ADRESHE] 2SR TIEEN,

MAC7 FLRADEIYHT

Cisco Catalyst 8500 ' U — R T Y 7T v b7 4 —LDTXTDTV vy RAL 2 A H—
T A A, HEOMACT FLAZIEELET, BHIOT Y v RAL L A F—T A
AIZMAC T RLAREID S CTonNET, TO%, MEUMACT RLAR, 207V v KA
AVTERENTZTRTOT I vy RAL L A Z—T oA AZEDHBTOHNET,

)

Note mac-address=~> REFEHLT, 7V oY RAL L A B —T oA ZZAZT 4 v 7 MAC
T RUVAZRETEET,
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B roorarows—r

IPJOFaLDHR—F

TV Y RAAL Y A H—TxA AL, Cisco8500 'V — X Catalyst = 77 v b7 — A
EANCL, WMOIPEETo harldl AV 27V vy RAL DL, Y 3Dy RiRA v
e LTHBELET,

« ARP

« DHCP

« HTTP

« ICMP

« NTP

« RARP

« SNMP

« TCP

* Telnet

« TFTP

- UDP

IP 85 DY 7R— k
TV Y RAAL v A B —T = A ZFRD IP R EfE A2 AR — N LET,

cIPVADAHIBLIOH AT 7®A 2 br— U AL (ACL)
cIPVvA DANNBIRHITQoS RV —, TV Y RAL U A B =T =24 ZADANBLN
HAY—ER R —THR— N ENDIEEITRO LBV TT,

=%
AU T
« IPv4 L3 VRF

INT Y NERE
TV Y RAAL L A HF—T 2L ATV ATV2BIR VA YIRY NT—T A T7TWDOT
Uo7 RBIIRES— X2 LU E4,

LA 2mh53

LAY2X Y T =B LA ¥3FRy NU—=T~D 7y s 7a—olic, HE 7y b
SEHEMACT RLANRT Y vy RAL L A X =T 24 ADMACT RL AL T DHh, %6
FTMACT RLARSALFF¥ AN T RLADEA, X7y bEREFARry hoabve—nT
Uy RALY A ¥ —T oA AZEHEINET,

N

Note MACT7 RLZ F—=0270%, 7V vy RAL L DA X —T 24 ATETTEERE A
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LAV3InblLAYV2

NT oy MPI— S DA B =T 2 A AD LA YITBEST D L, V— MRET 7 2 a U
FATSNET, V= MRENRT Y v ¥ FAS U A F =T = AWM &, TV v FA
A AT =T 2 A RF VA Y2 AT ENMMEZBINL, HIETHT Y v RAAL AT L—
LEEELEYS, N M IV REHINET,

TV RAAL A B—T A ANBTEHTY v RAAL L TOLAF2HERRIC, 7V v
Y RAA R, 3 MAC 7 R RIZHESW T2 —E A A4 LV AHX RN v k&g
ELET,

T RALDETIYY RAL VA VEA—T A RADAT—F
2095

TVoY RAAL L AV B —T =2 AILAYIDN—T 4 VT A[HERIOS A VA —T = A A
BLXOTY oY FAL VDR —FELTHRELET, 7V vy RAL L A F—T R L
TV Y RAALOWTNE, lx OEBIRETEIEL 7,

TVyY RAAL A B =T R Yy MU THE LATV3IT—F = RIE
IELESR, BET L7 vY AL CORBITZ EFE ST, BEE2ZITEE A,

TV RAL VBV Yy MO THE, P—ERAAL L ARZ L ART Y Y RAAL A
=T 2 A Gt T XTCOE A L RA~D LA Y28k MEIE LEd, BET 20— AL
VABZUAET Y vV RAL COBEREBICHEE EZET, TV vV RAAS A E—T =
A A, BET AV —E AL L RZ U AD 1 ONRE LRWEY . BIfET A LIxTxEE
Moo

\)

Note ') o RASL AU F—T 2 AFIHNTA L Z—T 2 ZATHDHD, TV vP RAAL
AV B =T oA ZAOEREBIZT Y v RAAL COERRBICITZE L EEA,

BDI O #HAKAE

BDI & W]DOEE AT — hME, BDI DIERHIEIC L > TRV ET, A — T v T a7y
Fal—a CEFICBDIZIERT H L, BDIOT 7 4+ /L hOEEIRENT v 71270 £
T, AX— KT v 7 a7 44Xzl —3 3 shutdown 22 RREFENTWARWVWEYD . =
DIRFEOFE FIT720 £, ZOMEIL, MOTXTOAS U F—T A RE—FLET, a~vy
N7a 7 hCBDI Z8MICIERRT 5 &, 7740 hOFEIREBIZ S ¥ 12720 £77,

BDI D) > 1Kk

BDI X, BH EOX 7RG, BELOX T REE, 7y REOIFEFHOAT — E b5
Vo7 REZMERFLE T, BDIO Y U 7 REEIX, *HbT 52 —H —I2 L - TEE S /- BDIE
HREE Yy hBLIOS VF—T 2 ART— FO TFAL L)L DOREERROIRFED 2 DO T
HANIPBELIVET, BDIOU 7 IREIX, 2 DOATIOREIZESWTERSNET,
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B oo pxqrqva—ozazomitER

7Y

7Y

~ O

\\~/

-~

\\~/

[EERTDIRE BDI B {252 F f=A > THAAK25I< &
A>T T}
{emdash % P44} {emdash % #& T} | Shutdown No Shutdown
No faults asserted Admin-down Up
At least onefault asserted Admin-down Operationally-Down

KAL D A28 —D 24 ADHEHIER

TV oY RAL v A H =T A RAREDEIEA X —T oA ADEGARIE, T har by
VAL QFP N LIEMIIICRBE SN E T,

Wry MR A¥2T7 YV oY RAL LV Xy NI ML RAAL DA HZ—T oA A% L
TUAXYIDOL—T 47 Ry NU—=2IZiinvd e, X7y MEITZ VY RAAL U A8 —
T2 A ADANNINNTFry PBLOSAS bELTUEEINET, Xy PRV A Y3 4 —T =
ARZEFZEL, TV vy RAL L A HE—T A AN LTLAY2T7 Y v RAAL VIZHR
BEEINDE, Xy MIHEI Ty FBIOUSS FELTRE SN, IV REEETIN
£7,

BDI 39 _TCD CiscolOS £ X —T =2 A AT, F—ALLTLATY3IRTry N B XD
Wy MM LET, LAYID ATy b I X BRRT HIZ1E. show interface =~ o/
REfEHLET,

NI EDORLIEF, VAY3I 77T RICE#ELTWET, =& 2, inputiX LA ¥ 2BD »»
BLAY3IITIURIIAD NI 74w 7%, output IV A Y327 T30 Kb LAY 2BD
WZm»o 8774y 7B R LET,

BDI 27— % ZAD#EFEH 2 #9511, showinterfacesaccounting =~ > K& H L £,
EZEEIND Ny FBXUOSAS MEBIRD A T v s BFRRT 5I21E, show interface <if-name>
avy FEfHLET,

FALD 4203 —0 x4 ADERRF=IXAIBR

CiscoIOS W —H DA L H—T 2 A AFTIV T A ¥ —T = A EFRT DHAIL. 4%
i, EOLIICIP T RLARIZED B TONINERELET, VAT ANT Y vV AL
YEBMTHANCT Y v RAL v A X —T oA AEERTEET, ZOFHLNWTY v
RAL A B =T 2 A RT, BET LTV U RAAL VORERIZT 77 4 712320 £,

\ )

Note

£,

TV Y FAL A =T A ANERSND L. TV v RAL CPNABINIERS

TV Y RAL U A B =Tz A ATV P RAL VEERTDE, VAT AT, 7V
CRAAL L ET Y Y RAL U A B =T oA ADXT b=y B T HEDICNERT Y
vE—va VERFEELET,
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TS FrqrAv8—T2120Rr—5E U7+ |

TVoY RAAL U ET VY RASL U A H—T 2 AD~ v U TIEV AT AMIRFEN
9, TV RAAL VA E =T 2 AF, T/ VT—valra2nt-oc#lEtsryy
V RAAL DA UT I AR EINET,

TV FAAL A VE—DT A RADART—5E) T4
WDFIZ, Cisco8500 >V —X Catalyst T 7T v N7 —LDT T —T 47Tty
YOI FIESN, TV oY FAL L A =T =2 ADATr—F )T 4 OB Z R

LE7,

Table 26: Cisco 8500 ') —X Catalyst Ty TS5y b T+ —LDIT+T—T 4 o5 TAEYHDEA FITE DNz, T
D AL AVBA—T A ADRT—FEY) T4 DHIE

Bl

N—H DTV Y RAL VAV H—T oA ADERRE

TNy RAALA U BEPAVEZ—T (4R

AP A % —7 = A A (VIF) ¥REIZ, DO BDIA v ¥ —7 =A A% BD A VA AT
BT A DS B E T, BD-VIFA v ¥ —T =14 A%, I0SFHIIPA ¥ —T = A ADEE
TFOTNTOLIEREZ A L £,

)

GE) T RTOBDVIFA X —T 2 RAI—BEDOMACT RLRAZRETAHALENRLY . B s

VRFIZE L TWAMENDH Y F7,

RARIP A X2 —7 = A A (VIF) #BEIZIZ. ROBIRFELH Y F7,
eBD-VIF A VX —T7 =2 AFIP~NLFFv A 2P R —FLTWHEEA,

c HENVAER SN MACT RLAZFSBD-VIEFA v Z—T7 = ADIT. 7T v 7 +—
L E - TERY 9,

*BD-VIF A > #—7 = A AIZMPLS ZH R —F L TWEEA,

e TV Y RAL VT EDBD-VIFA v X —T = ADF K E . AF 57 L@ BD-VIF
B =T oA AL, 7T v "7+ —bDHFATITL-THERRY 9,

Cisco Catalyst 8500 ' U —RX =¥ 75 v h 7 4 — A THHR— h Z5 BD-VIF O KEITIK
DEBYTT,

*+ C8500-12X4QC I%, 7' U v ¥ KA A Zxk LT K 100 @ BD-VIF Z %K —F LET,
+ C8500-12X 1X, 7'V v ¥ RAA 2% L TR 16 @ BD-VIF %7K — b LET,

Cisco IOS XE 17.7 V U — 535 . BD-VIF i3 Flexible Netflow (FnF) Z##A&A— kL ¥,
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AN,

TYIS FALL 10 8—T7 24 ADEE |

O RAAMAVE—T A ADEERE

TV oY FAAL AP —=T 2 ARET HITIE, ROFIREZFATLET,

encapsulation encapsulation dot1q <first-tag> [ second-dot1q < second-tag>]

SUMMARY STEPS
1. enable
2. configureterminal
3. interface BDI {interface number}
4,
5. ROWTNNZEFITLET,
6. match security-group destination tag sgt-number
7. mac address{mac-address}
8. noshut
9. shut

DETAILED STEPS

Procedure

Command or Action

Purpose

RT w71 |enable ¥iME EXEC E— R&ADNC L ET,
Example: e NMATU—REANLET (FRINEHS) .
Router> enable
R 2 | configureterminal 7Ta— )L a7 4 X2 b—3ay B— REEG
Example: LETS
Router# configure terminal
AT 73 |interface BDI {interface number} Cisco 8500 >V — X Catalyst = v 7T v b7 4 —
Example: ADTY Y RAL Y A8 —T = A ZRREL
ij‘o
Router (config-if) # interface BDI3
Z v 7 4 | encapsulation encapsulation dot1q <first-tag> NTeMMeE A T ERLET,
[ second-dot1q <second-tag>] ) )
FITIX, A7 EMEH A 7L L Tdotlq ZEFKL T
Example: WEF
Router (config-if) # encapsulation dotlQ 1
second-dotlg 2
AT TS| RONTNEFATLET, TV oY RAL VA B —T = A ADIPv4 £721
Example: IPv6 7 RLAERELET,

ip address ip-address mask
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Command or Action

Purpose

Example:

Example:

ipv6 address (x:x:x:x::x link-local|
X:X:X:X::X/prefix [anycast | eui-64) |
autoconfig /default);

Example:

Router (config-if) # ip address 2.2.2.1
255.255.255.0

Example:
Example:

Router (config-if) # ipv6 address
AB01:CD1:123:C::/64 eui-64

ATvT6

match security-group destination tag sgt-number

security-group destination security tag D% 5% E L £
Example: o
Router (config-route-map) # match security-group
destination tag 150
AT 77| mac address {mac-address} TV RAL A =T = ADMACT KL
Example: AEFEELET,
Router (config-if) # mac-address 1.1.3
X T 7 8 |noshut Cisco 8500 >V — X Catalyst = V7 v N 74—
Example: DTV Y AL A B =T = AEHC
]\/\i‘g_O
Router (config-if) # no shut
AT 79| shut Cisco 8500 > U — X Catalyst = 277 v N7+ —
Example: DTV Y RAL U A B =T = A 2 &I

Router (config-if) # shut

LET,

1

WIZ, IPT7 KL A2221255255255.0 CT U vy RAL L A X —T oA ABRET HH%

%Li‘é‘o

Router# configure terminal
Router (config) # interface BDI3

Router (config-if) # encapsulation dotlQ 1 second-dotlqg 2
Router (config-if)# ip address 2.2.2.1 255.255.255.0
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Router (config-if) # mac-address 1.1.3
Router (config-if) # no shut
Router (config-if) # exit

TNV RAL D AV B—T 14 RABEEDRT EFHER

SUMMARY STEPS

1. enable
2. show interfaces bdi
3. show platform software interface fp active name
4. show platform hardware gfp activeinterfaceif-name
5. debug platform hardware gfp feature
6. platform traceruntime process forwarding-manager module
7. platform trace boottime process forwar ding-manager module interfaces
DETAILED STEPS
Procedure
Command or Action Purpose
AT w71 |enable FFHEEXEC E— REACLET, /AU — K& A
Example: jj Liﬁ (gjkéhf:%/ﬁ\) o

Router> enable

A Fy 72 | show interfaces bdi %t 9% BDI DR E O EZFR L E T,
Example:

Router# show interfaces BDI3

R T 7 3 | show platform software inter face fp active name T T —F 4o T TFat DT Y v RAL Y
Example: A B —T oA AREEHFZRLET,

Router# show platform software interface
fp active name BDI4

2T 7 4 | show platform hardware qfp activeinterfaceif-name |5 — % 27V v RAAL L A X —T = A &
Example: REXERTLET,

Router# show platform hardware qfp active
interface if-name BDI4

AT 7 5 | debug platform hardware qfp feature R L 72 CPP L2BD Client D7 /X 734 1272 D
Example: 7
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Jyyvriqaorrsrs—7z1208E 1

Command or Action

Purpose

Router# debug platform hardware qfp active
feature 12bd client all

R T 7 6 | platform trace runtime process forwarding-manager | Forwarding Manager 7' 2 & A @ Forwarding Manager
module Route Processor 33 & O¥ Embedded Service Processor ™
Example: FL—RAA Y=V FGILET,
Router (config) # platform trace runtime slot
FO bay 0 process forwarding-manager
module interfaces level info
AT 77 |platform trace boottime process forwarding-manager | 7— 7+ 7t Route Processor Forwarding

module interfaces
Example:
Router (config) # platform trace boottime slot

RO bay 1 process forwarding-manager
forwarding-manager level max

Manager 7" 7 & A @ Forwarding Manager Route
Processor ¥ X O Embedded Service Processor @ ~ L—
AA o=V EHMILET,

JUyTFk

What to do next

Favy RIEATE 2 a~vy FRBEXOA T v a v OFEIC D

WL, R® URL T [Cisco

10S Configuration Fundamentals Command Reference Guide] # &M L T 72 &0,

{start hypertext}http://www.cisco.com/en/US/docs/ios/fundamentals/command/reference/cf book.html{end

hypertext}

enable
configure terminal

[no] interface BD-VIF interface-number

[[no] vrf forwarding vrf-name]
[[no] mac address mac-address]
[[no] ip address ip-address mask]

=L
X B

[[no] ipv6 address {X:X:X:X::X link-local| X:X:X:X::X/prefix [anycast | eui-64] |

autoconfig [default]}]
exit

BD-VIF A v % —7 = A 2% YT 51\

X, Zoa~xr RO o XA FEH L £,

VIFA 3=z ARDT) Y FAAL ADBEEST

enable

configure terminal

bridge-domain bridge-domain number
[no] member BD-VIF interface-number
exit
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Ty RAAL I REIPA A —T (4 ADFER

A B =T A AZABILNIPA v Z—T A ZADBFDT XTD show =~ > Ri%. BD-VIF A
VHE—T o RAERTEET,

show interface bd-vif bd-vif-id
show ip interface bd-vif bd-vif-id
show bd-vif interfaces in fman-fp

show pla sof inter fp ac brief | i BD_VIF

TNy RAAL I REIPA U Z—T 4 ADFHEFEH

interface Port-channell

mtu 9000

no ip address
!Ethernet service endpoint one per neutron network

service instance 1756 ethernet
description 4e8e5957-649f-477b-9e5b-£1£75b21c03c
encapsulation dotlg 1756
rewrite ingress tag pop 1 symmetric
bridge-domain 1756

|

interface BD-VIF5001

no shutdown

vrf forwarding vrf5001

ip address 10.0.0.1 255.255.255.0

interface BD-VIF5002

no shutdown

vrf forwarding vrf5002

ip address 10.0.0.2 255.255.255.0

bridge-domain 1756

member Port-channell service-instance 1756
member bd-vif5001

member bd-vif5002
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CHAPTER 1 6

Ny B RFL—XR

FIRKL - 2016 4E- 8 A 3 H
Ry b b L= ABERBIE. CiscolOSXE 7' 7 v 7+ — A Ko TCT =7y bR ED LD
IS TN DO EFHFMICEMTE £, Zhid, =—F—2REZZE L. &0 =W
T TNy a—=T 4 T DDIELDLET, ZOEYa—E, 7y b FL—28RE
DEERFEICBET DM AR L F 9,

e N7y I F L —AIZDU\ T, on page 167

7y M L —2ADOREICET DHEM LOTA FZ A 2, onpage 168

« Xy b N L — ADFRIE, on page 169

«UDF A7ty NEEH L=/ > b b L—HDFKIE , on page 171

« Xy bR L —AEFMO KR, on page 174

« N7 b hL— A7 — % OHIBR, on page 175

« N7 b N L —ZADFKER], on page 175

« Z DM DZEEEL, on page 183

« X7y b b L — ZDOBEREIF L, on page 184

INTY R RL—XRIZDNT

Ry N NU—RREIL, THU T v e = NAT—H LN 30D LULDN
Ty MRAEZRMELET, FLoUid. —EoN Ty MLUBEBRE I LT Ny ML
DFffli7e e 2 —A4gt LES, 72720, 23> b h L —X]E, debug platform condition A7 —
A MZ—ET 57y FOREZHIRL, KEDO T 7 1 v 7 BEAETLHERE T THFEIT
AR AT v a T,

WDFET, Xy b L —RAZLko TR EIND 3 OO L~V OREIZHOWCTHIAL EI,
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B rorr—zosEcETsERLns( S

Table 27: /1\*7 <~ k FL—X LAR)L

Ny Rk
L—ALAN)L

B

THOT 4
N

Nry NNV —ADT AT 4T TiE, *y NU—7 7 ak v PICHA
DFTH7y NI RENET, Ty NNV —RADT AT 4 U 7ITA
FOBNRT =< AT 7T 4T 4 THY ., Wb Ih b £ CTHERIIIC
FEITSINET,

Y~ U—

N7y b b L—=ADY= U — LUV T, RONTZEDO AT » b F—H DY
FEEnxd, "y b FL—20% < =3, AL Z—T A AL HT
A B =T A A Ff&B2 0y FOIREE, BLOry oS b R
ny /S AVl va B LET, v U —T7— X OIUEIT,
WOy MU IR L TR 7+ —~ 2 2AREL ., ME0HH A 5 —T =
A AZDEET HDITESL L E T,

IRAF—H

R B R L—=ZADNRNAFT—=Z L~YULTIE, 7w b b L— ARG MR
LUV TTEITEINET, BBONEEO Ay FadBics—2nINESNE
Fo Ty b L= ADSAT—H TR, R ET Ay S IDEGLT 4
RN TFr SNET, ZOF—SIE BTNy T S BAZLT B
L OMEREEI A DA b L—RF — & L AT ABICR S £,

NRAF—HIZIE, 737 > bk 22 ¥ — & Feature Invocation Array (FIA) kL — 2
EWVWH 2ODF T a U EREDHV ET, Ny habv—FT v a i
THLE Ty FOKELAY (LAY 2, LAV 3, LAT4) TAHN

Ty MMy Neabe—T&Ed, FIANL—XFT a0, Ty
MU RIZREO M ST X ToOME= N 2B LET, 2037 e
E Ty MBI Z 5 TV D AR T DBICRLH E T,

Note < ZXF—XDIUETIX, < DTy MUY YV —ZARHEE I LE
T, Fio, AT a UHEERII Ny T e  RITIR A TR
FELET, 20D, RAT—H L-YUIRENR T ¥ /3T 4 T
ERT D0, Ty hRT 4 —< U ADEH TR TE HRULTHEH
LTL7ZEN,

INTY b FL—RADEREICET AERLOAA K51
N7y b b L= AERAERET DB, RORRANT T 7T 4 AEBFE LTS,
NNy FEXVAFEICERTR T 5I2IE, Ty b L= REREAE T DB AN SR '

EHT 52

ML £

e Xy N L —RADBREICIEZ, T—F L —U AFURNETT, F—F L — AFEY
DHIRENTWE VAT ATIE, X7y b L —AMlE EDO X D ITEIRT B 02 [HEITH
FMLTLEEY, X7y b =R ZXoTHEIND AE Y BEOMEE X, KkOA TR
OHILET,
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sy b rr—zosE ||

BERAEY = (WA A— A=~y F) + 0y M) * (B2 U =% X+ F =29 X+
Sy b E—HA )

Ny b b —ZERREANCT D L. BERTHICDBEOEEAEY BEID B THNET, Rk

&7-
=~

Ny b DT =S Xy T Ty T 56, P~ ) =T =2 HIEATy MChEDE

EATYPBETY, 7220, ADVRT LI, FL—AFRITRR LI Ty PR, R A
TR LRy FOab—ZNETLINEI DL ST, HESNDAEY BENRRE RIS
NHWRMERH Y £,

Ny R FL—RDETE

N7y b b L= AREARIET HITIE. ROFIEZFETLET,

SUMMARY STEPS

DETAILED STEPS

Procedure

\)

Note

P

© 0N

Ny N R —AEEIC K> THESND ATV ORIX, 7y b ML —AREORELZT
FT, BFEOV—EAOHFWEZRIT H7-DIZ, Ty NTEDNRRAT—=FLabt ="y 77D
PA X BELOF =253y MAEEIOERT 208073V £4°, show platform
hardwareqfp activeinfrastructureexmemstatistics =~ > R&f 325 &, BEOT —4 7L —
» D DRAM A E VHEEEL T = v 7 TEET,

enable

debug platform packet-trace packet pkt-num [fia-trace | summary-only] [circular] [data-size
data-size]

debug platform packet-trace {punt |inject|copy|drop|packet|statistics}

debug platform condition [ipv4 | ipv6] [interface interface][access-list access-list -name |
ipv4-address / subnet-mask | ipve-address / subnet-mask] [ingress | egress |both]

debug platform condition start

debug platform condition stop

show platform packet-trace {configuration | statistics | summary | packet {all | pkt-num}}
clear platform condition all

exit

Command or Action Purpose

AT w71 |enable

Example:

Router> enable

FSHEEXECE— K& A F—7MZLEd, /AT —
REATTLET (ERkanzGma) .
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Kry k=2 |

Command or Action Purpose
R Fw 7 2 | debug platform packet-tr ace packet pkt-num [fia-trace| {5 & L 7= 3D 7 v FOW <) —F—Z 2 INE L F
| summary-only] [circular] [data-size data-siz€] +. F T4 P TCIIERE AT — 2 X STy
Example: L., %EITSCTFIA FL—RAZFTLET,
Router# debug platform packet-trace packets 2048 pkt_nl:':n: FiE DR RNCHER S D37 v S DO Rk
summary-only EEELET,
fiatrace: ~ U —7—% HEREEHOT —F7e L,
HMR LAV T =2 XY T F v 2 FTLET, £
7o N7y NAVBRHPIZ T 7B X S A RE = v b
VHRRLET,
summary-only : FEMIEH 2 K/ MRIC L7~ U —
T—2DOX Y T F ¥ 2 A LET,
cgreular : it FL—A ST Ty FOT—H B
FLET,
data-size : %37 NOBERET —# & FIA L —X
TR ERGFTHT—F Ny T 7 OV A X A |
BT CHE LE T, /87y FTHEIEN S v |
RN FAT I N TG, =2 —F— TS U T
T—=ENRNy Ty DY A REWERLT ZENTEET,
7 7 4V MEIX 2048 T,
AT w 7 3 | debug platform packet-trace {punt F—EZnbary ha— )L L —r~N hERTER
linj ect|copy|drop|packet|statistics} oy RO L—RAERENC LET,
Example:
Router# debug platform packet-trace punt
R w 7 4 | debug platform condition [ipv4 | ipv6] [interface Ry "B FNL—RTATDO—HEHELIETELE
interface][access-list access-list -name | ipv4-address/ |4~ —p Lva P7 FLABLOH T Xy hv 2
subnet-mask | ipv6-address/ subnet-mask] [ingress| egress y T REY 2~ (ACL) . A2 A —T = A
lboth] 2. HENCEDT A Y v IR E R L £,
Example:
Router# debug platform condition interface g0/0/0
ingress
R T 75 | debug platform condition start FBE LI ERELZAN LTy L —R %
Example: FAtE L £7,
Router# debug platform condition start
R 7 6 | debug platform condition stop BT IF 4 TICLT, Ny RO R L—R %

Example:

Router# debug platform condition start

fEIELET,
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UDEF Tty rEERALE ATy F kL—v0EE [

Command or Action

Purpose

ATy T1

show platform packet-trace {configuration | statistics
| summary | packet {all | pkt-num}}

Example:

Router# show platform packet-trace 14

fRESNEA Ty aiifitoT, "y b bhL—2
T—HEFRLET, showa~v > KOA T a0
FEHELZ DUNTIE,  {start cross reference} # 21-1 {end
cross reference} ML T 72 &0y,

ATvT8

clear platform condition all

Example:

Router (config) # clear platform condition all

debug platform condition =~ > K35 & UF debug
platform packet-trace =~ > RiZ X - TSz
REZHIBRL £,

ATvT9

exit
Example:

Router# exit

¥ M EXEC E— FAKRTLET,

UDFA 2Dty b ZEERLZ/ANTY b FL—HDEE

F7%y NEH LTy b ML —RZ UDF Zi%ET 2I121L, ROFIRZFATLET,

SUMMARY STEPS

udf udf name header {inner | outer} {13|14} offset offset-in-bytes length length-in-bytes

debug platform condition [ipv4 | ipv6] [ interface interface] [access-list access-list -name |

ipv4-address / subnet-mask | ipv6-address/ subnet-mask] [ ingress | egress [both ]

9. debug platform packet-tr ace packet pkt-num[ fia-trace| summary-only] [ circular ] [ data-size

debug platform packet-trace {punt | inject|copy | drop |packet | statistics}

1. enable
2. configureterminal
3.
4. udf udf name {header | packet-start} offset-base offset length
5. ip access-list extended {acl-name |acl-num;}
6. ip access-list extended { deny | permit } udf udf-name value mask
7
8. debug platform condition start
data-size]
10.
11.  debug platform condition stop
12. exit
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DETAILED STEPS

Procedure

Kry k=2 |

Command or Action

Purpose

RTFw 71 |enable FikE EXEC E— RE AR LET,
Example: c RAT—REANLES (ERSNEHE) .
Device> enable
R wF2 |configureterminal JTa— ) a7 4 X2 lb—3ay EB— N2
Example: LETS
Device# configure terminal
R7 w73 |udfudfname header {inner |outer} {1314} offset | {# % > UDF €34 & L £ ¥, UDF O4#1, 47
offset-in-bytes length length-in-bytes Ty RTEDFRy hU—F o Py F—_ T 5
Example: THDOREIERETEET,
_ _ inner ¥x—U— RE/iZouter ¥—U— Rix, 7
Router (config)# udf TEST UDF NAME 1 header inner
13 64 1 - TSR TRV LA YIEIIL A TY4D~y
E—=noDA 7y NOBIREAEET 57 £
Router (config)# udf TEST UDF_NAME 2 header inner| 7 7 B/ALINT=7 > 3N H DS TXPNE L3/L4
e MoDA TRy FOBAEIRE L ET,
Router (config) # udf TEST UDF NAME 3 header outer length ¥ — U — NiIF 7ty bbb DORIZ /A b
13651 BALCTHRELEY, A3 1 ~2 T,
Router (config) # udf TEST UDF NAME 4 header outer
14 67 1
R w74 |udfudf name {header | packet-start} offset-base offset eheader : 7> FORAZEFIEELET,

length

Example:

Router (config) # udf TEST UDF NAME 5 packet-start]
120 1

« packet-start : packet-start 2>5 DA 7 & v FX—
AZfRE LE 7, packet-start |X, /X7 > K b
L= A R RNy EIT D BT
YRATy MANCE TR ET, Ry
FRL—=2ANRAL T Ny NHTH LY
A Ty FRRIILA Y220 ET, T
~RT v ROYATEL, packet-start [ L LA 7 31
Y ET,

eoffset : 7w h "R=2AMb A7y I
HNA MEERELET, 78y F X—2x
(LAY 3L AT a4~y H—) MHDHDOYEFAN
A4 MZ—HIHEHITIE, A7y FZOITHE
LET,

elength : F 7y NHONSA MNMEAEREL E
Fo 15 FEIZ 28, FETF R A — | X

l CiscoCatalyst8500 &5 S U 8500L &) —X Ty ¥ TS5y b IA—L YT rHYz7av T4 F¥aL—Yav HA K



| $ryrrL—2

UDEF Tty rEERALE ATy F kL—v0EE [

Command or Action

Purpose

NWET, BIMOAAS MU —ESEDHITiE, &
¥ UDF O EZE BN MLE T,

25w 75 |ipaccess-list extended {acl-name |acl-num} WEACLa Y 7 4 ¥ 2L —3i gy E— REARIC
Example: LET, CLIUFILIRACL 20 7 4 Fab—va v
T—RERBLET, Z0F— T, BT
Router (config)# ip access-list extended acl2 ThOa~vy RNBIEOIEET 72 A Y 2 MI@EH S
NWET, JERACLIE, PNy FORFEILT KL
ABLVBHET LU A% ACLICERESNTNDT
RLREREELT, N 774y ZHIBLET,
ATw 76 |ipaccesslistextended { deny|permit} udfudf-name|H/EDT 7 2 2Hl#H= N U (ACE) & T,
value mask UDF C—#7 2% L5 ICACLEZ#E L £, ACLT
Example: EFRSNTND/AA MIOXD3TY, v AL, 7F
AIBEIMMESRT D N7 70 v 7 &2BETHE0IT,
Router (config-acl) # permit ip any any udf IPACL CIPT FL &AL LY L:{ﬁﬁﬁ Lij‘o
TEST UDF NAME 5 0xD3 OxFF
R w 77 |debugplatform condition [ipv4 | ipv6] [ interface Rry " hL—R T3 00—HIEELFEFELE
interface] [access-list access-list -name | ipvd-address/ | 4~ ' h =z P77 FLABLOY 7%y b=
subnet-mask | ipv6-address / subnet-mask] [ ingress | 20 TUYE AU A R (ACL) . A v H—T =
egress fboth | SR HENCE BT A H Y v TR AR L %
Example: 9,
Router# debug platform condition interface
gi0/0/0 ipv4 access-list acl2 both
X5 w78 |debugplatform condition start BELAMEEEE SNz LTy N L —R %
Example: BAtE L E7
Router# debug platform condition start
A5 w79 |debugplatform packet-trace packet pkt-numf[ fia-trace| 5 L7307 v kDY~ U —F— & IV L £

| summary-only] [ circular ] [ data-size data-size]

Example:

Router# debug platform packet-trace packet 1024
fia-trace data-size 2048

T, TV TIIEERRAT — 22X v I F v
L. BN UTFIA FL—22FETLET,

pkt-num : FTE DRI HERF SN D 3T v FORKR
BERELET,

fiatrace : ¥~V —7F—% MEEEFEOT—¥ 72

EL MR LVANVOT =2 %y T v ZFATLE
I, Flo. Ny MBI T 7' R ST A EE
MU SERRLET,

summary-only : FEMATEH 2 F/MRIC L7z~ U —
T=EDX T F XY A LET,
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Kry k=2 |

Command or Action

Purpose

circular - T FL— A XNy KDF—H %
BRIELET,

data-size : %37 > M OBERET — X L FIA F L — R
TR ERAFT DT — 2Ny T 7 DY A X3 A |
BALCHRELET, N7y NTHERICEVW T v b
WBRRFAT SN TG, 22— — 1T BEITS T T
T =B Ny T 7 DA X0 T N TEET,
7T 7 4V MEIE 2048 T,

X w710 |debugplatform packet-trace{punt |injectjcopy|drop|F— iy fr—nFL—r~o30 a8
[packet | statistics} 7y hO L= R B LET,
Example:
Router# debug platform packet-trace punt

AT w711 |debug platform condition stop SMEIET VT 4 7ICLT, Ty D R L—R %
Example: FIELET,
Router# debug platform condition start

ATy 12 |exit BiHE EXEC E— R&#& T LET,
Example:

Router# exit

INT Y b R L—REHRORR

Ny bR AEREFRIRT DI, RO show 2~ FEH LET,

Table 28: show 31 < > K

avy kR

BLL]

show platform packet-trace
configuration

‘d‘o

TIHNEELNTy B R ARENERINE

show platform packet-trace statistics

M —RENTZTRTCONRTy NOT AT 47
T NEREINET,

show platform packet-tracesummary

‘/Jﬂo
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INTY R R

INTY R R

L A RIS

iy b r—2x7—so8ik ]

avU kR E1s

show platform packet-trace{all | FT_RTCONRT Y NEFIISE LTy hOSNAT— X

pit-num} [decode] NEFESNET, decoded 7S 3 L AFERIT S L. A
F Uy bO XY ARG LT WERA~DT 22—
RARA BN ET,

L—XT—42 DOHIRKR
N7y " ML —2AF =4 %7 ) T74T5I0%, ROa~vy REFERLET,

Table 29: clear2 < > F

=l VN N SR AR

clear platform packet-trace statistics IREEINFZ N7y N NL—AF =X L HEE2 70T
LET,

clear platform packet-traceconfiguration | X4~ F h L— R EELHHE 7V T LET,

L— X DL TE HI

T DT ROBEFICOVTHI LET,

NL—RDETE

ZOBEITIE, N7y PP —REREL, MREFERTDHHECONWTHALET, ZofIT
3, FHEY A =P Ry b A Z—=T = A A0/l ~DERET Y RN FL—REN, T
D128 737 OFIA KLV —AT—HRBX X 7 F vy InEd, £/o, ANy hlar—3
M E 9, show platform packet-tracepacket 0 =~ > RiZk v, X7 v h 0z T, #MET—
b Ny MUEHIZTY 7B ARSI AHRET Y MU BRERRINET,

Router>

enable

Router# debug platform packet-trace packet 128 fia-trace
Router# debug platform packet-trace punt

Router# debug platform condition interface g0/0/1 ingress
Router# debug platform condition start

Router#! ping to UUT

Router# debug platform condition stop

Router# show platform packet-trace packet 0

Packet: O CBUG ID: 9
Summary
Input : GigabitEthernet0/0/1
Output : GigabitEthernet0/0/0
State : FWD
Timestamp
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Start
Stop

Path Trace

Feature: IPV

1819281992118 ns (05/17/2014 06:42:01.207240 UTC)
1819282095121 ns (05/17/2014 06:42:01.207343 UTC)

4

Source 198.51.100.2
Destination 198.51.100.2
Protocol 1 (ICMP)

Feature: FIA TRACE

Entry
Timestamp

0x8059dbe8 - DEBUG_COND_INPUT_PKT
3685243309297

Feature: FIA TRACE

Entry
Timestamp

0x82011a00 - IPV4 INPUT DST LOOKUP CONSUME
3685243311450

Feature: FIA TRACE

Entry
Timestamp

0x82000170 - IPV4 INPUT FOR US MARTIAN
3685243312427

Feature: FIA TRACE

Entry
Timestamp

0x82004b68 - IPV4 OUTPUT LOOKUP_ PROCESS
3685243313230

Feature: FIA TRACE

Entry
Timestamp

0x8034f210 - IPV4_ INPUT IPOPTIONS PROCESS
3685243315033

Feature: FIA TRACE

Entry
Timestamp

0x82013200 - IPV4_OUTPUT GOTO OUTPUT FEATURE
3685243315787

Feature: FIA TRACE

Entry
Timestamp

0x80321450 - IPV4 VFR REFRAG
3685243316980

Feature: FIA TRACE

Entry
Timestamp

0x82014700 - IPV6 INPUT L2 REWRITE
3685243317713

Feature: FIA TRACE

Entry
Timestamp

0x82000080 — IPV4_OUTPUT_FRAG
3685243319223

Feature: FIA TRACE

Entry
Timestamp

0x8200e500 - IPV4 OUTPUT DROP POLICY
3685243319950

Feature: FIA TRACE

Entry
Timestamp

0x8059aff4 - PACTRAC_OUTPUT_STATS
3685243323603

Feature: FIA TRACE

Entry
Timestamp

0x82016100 - MARMOT SPA D TRANSMIT PKT
3685243326183

Kry k=2 |

Router# clear platform condition all
Router# exit

LFTS (Linux Forwarding Transport Service) (X, CPP 72530 h Sfu7= 3% v k% 10Sd LIS D
TV —2a VHEETDH R T UVAR— M AN =ALTT, ZOFITIE, A F2—t7 &
iz binos 77V r—3 3 U5 TOD LFTS R—AD 7w R RRINTET,

Router# show platform packet-trace packet 10

Packet: 10 CBUG ID: 52
Summary
Input GigabitEthernet0/0/0
Output internal0/0/rp:1
State PUNT 55 (For-us control)
Timestamp
Start 597718358383 ns (06/06/2016 09:00:13.643341 UTC)

Stop : 597718409650 ns (06/06/2016 09:00:13.643392 UTC)
Path Trace
Feature: IPV4
Input GigabitEthernet0/0/0
Output <unknown>
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Source 10.64.68.2
Destination 224.0.0.102
Protocol : 17 (UDP)
SrcPort : 1985
DstPort : 1985
Feature: FIA TRACE

Input : GigabitEthernet0/0/0
Output <unknown>
Entry : 0x8a0l177bc - DEBUG COND INPUT PKT

Lapsed time 426 ns
Feature: FIA TRACE

Input : GigabitEthernet0/0/0
Output <unknown>
Entry : 0x8a017788 - IPV4 INPUT_DST_LOOKUP_ CONSUME

Lapsed time 386 ns
Feature: FIA TRACE

Input : GigabitEthernet0/0/0
Output <unknown>
Entry : 0x8a01778c - IPV4 INPUT FOR US MARTIAN

Lapsed time 13653 ns
Feature: FIA TRACE

Input : GigabitEthernet0/0/0
Output internal0/0/rp:1
Entry : 0x8a017730 - IPV4 INPUT LOOKUP_PROCESS EXT

Lapsed time 2360 ns
Feature: FIA TRACE

Input : GigabitEthernet0/0/0
Output internal0/0/rp:1
Entry : 0x8a017be0 - IPV4 INPUT_IPOPTIONS PROCESS EXT

Lapsed time : 66 ns
Feature: FIA TRACE

Input : GigabitEthernet0/0/0
Output internal0/0/rp:1
Entry : 0x8a0l7bfc - IPV4 INPUT GOTO OUTPUT FEATURE EXT

Lapsed time 680 ns
Feature: FIA TRACE

Input : GigabitEthernet0/0/0
Output internal0/0/rp:1
Entry : 0x8a017d60 - IPV4 INTERNAL ARL SANITY EXT

Lapsed time 320 ns
Feature: FIA TRACE

Input : GigabitEthernet0/0/0
Output internal0/0/rp:1
Entry : 0x8a017a40 - IPV4 VFR REFRAG EXT

Lapsed time 106 ns
Feature: FIA TRACE

Input : GigabitEthernet0/0/0
Output internal0/0/rp:1
Entry : 0x8a0l17d2c - IPV4 OUTPUT DROP POLICY EXT

Lapsed time 1173 ns
Feature: FIA TRACE

Input : GigabitEthernet0/0/0
Output internal0/0/rp:1
Entry : 0x8a017940 - INTERNAL TRANSMIT PKT EXT

Lapsed time 20173 ns
LFTS Path Flow: Packet: 10
Feature: LFTS
Pkt Direction: IN
Punt Cause : 55
subCause : 0

CBUG ID: 52

m:i5rykrL—zoiE [
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Bl Ny b FL—XDFER

wIZ, 27y b hL—2&#HH LT Cisco ASR 1006 L —Z D NAT RET X7y b R v 7D
NGITNY a—T 4 T EATH TV AOFIZRLET, ZOBNZIE, 737> bk L—ABHE
WX TIREESNDFER L~V 220 IR H L CRIBEICBE T 22 IE L, RiEEEY 4
T, RRR & O D HIER RSNTVWET,

ZOVFTUATIE, MENRSDZ XN ETHN, EInb b I TNy a—T 40 7 %6tk
FTHEIZWVEbNY A, LIEER-T, ZHOFEE 7y by M hL—2ADH <
V=7 78 AT HZLEE/RFTILERD Y 7,

Router# debug platform condition ingress

Router# debug platform packet-trace packet 2048 summary-only
Router# debug platform condition start

Router# debug platform condition stop

Router# show platform packet-trace summary

Pkt Input Output State Reason

0 G1i0/0/0 Gi10/0/0 DROP 402 (NoStatsUpdate)

1 internal0/0/rp:0 internal0/0/rp:0 PUNT 21  (RP<->QFP keepalive)
2 internal0/0/recycle:0 Gi0/0/0 FWD

ZOHINZIE, FTEY b A=V Ry b A Z—T x4 A 0/0/0 D NAT % ENFIKT7
ARy 7INTNDZEPRRINTVWET, ZHUTE- T, MEIIFFEDA 2 —T7 = A
ATHRELTWDLZENDLNYET, ZOFHREMFEHLT, FL—2XF2537y FEHHIRL,
T X T Ty Oy MMEERL L, RELLVE EFHZ LN TEET,

Router# debug platform packet-trace packet 256
Router# debug platform packet-trace punt

Router# debug platform condition interface Gi0/0/0
Router# debug platform condition start

Router# debug platform condition stop

Router# show platform packet-trace summary

Router# show platform packet-trace 15

Packet: 15 CBUG ID: 238
Summary
Input : GigabitEthernet0/0/0
Output : internal0/0/rp:1
State : PUNT 55 (For-us control)
Timestamp
Start : 1166288346725 ns (06/06/2016 09:09:42.202734 UTC)
Stop : 1166288383210 ns (06/06/2016 09:09:42.202770 UTC)

Path Trace
Feature: IPV4

Input : GigabitEthernet0/0/0
Output : <unknown>
Source : 10.64.68.3
Destination : 224.0.0.102
Protocol : 17 (UDP)
SrcPort : 1985
DstPort : 1985
IOSd Path Flow: Packet: 15 CBUG ID: 238

Feature: INFRA
Pkt Direction: IN
Packet Rcvd From CPP
Feature: IP
Pkt Direction: IN
Source : 10.64.68.122
Destination : 10.64.68.255
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Feature: IP
Pkt Direction: IN
Packet Enqueued in IP layer

Source : 10.64.68.122
Destination : 10.64.68.255
Interface : GigabitEthernet0/0/0

Feature: UDP
Pkt Direction: IN

src : 10.64.68.122(1053)
dst : 10.64.68.255(1947)
length : 48

Router#show platform packet-trace packet 10

Packet: 10 CBUG ID: 10
Summary
Input : GigabitEthernet0/0/0
Output : internalO/0/rp:0
State : PUNT 55 (For-us control)
Timestamp
Start : 274777907351 ns (01/10/2020 10:56:47.918494 UTC)
Stop : 274777922664 ns (01/10/2020 10:56:47.918509 UTC)

Path Trace
Feature: IPV4 (Input)

Input GigabitEthernet0/0/0
Output : <unknown>
Source : 10.78.106.2
Destination : 224.0.0.102
Protocol : 17 (UDP)
SrcPort : 1985
DstPort : 1985
IOSd Path Flow: Packet: 10 CBUG ID: 10

Feature: INFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE
Feature: IP
Pkt Direction: IN
Packet Enqueued in IP layer

Source : 10.78.106.2
Destination : 224.0.0.102
Interface : GigabitEthernet0/0/0

Feature: UDP
Pkt Direction: IN DROP
Pkt : DROPPED
UDP: Discarding silently

src : 881 10.78.106.2(1985)
dst : 224.0.0.102(1985)
length : 60

Router#show platform packet-trace packet 12

Packet: 12 CBUG ID: 767
Summary
Input : GigabitEthernet3
Output : internal0/0/rp:0
State : PUNT 11 (For-us data)
Timestamp
Start : 16120990774814 ns (01/20/2020 12:38:02.816435 UTC)
Stop : 16120990801840 ns (01/20/2020 12:38:02.816462 UTC)

Path Trace
Feature: IPV4 (Input)

Input : GigabitEthernet3
Output : <unknown>
Source : 12.1.1.1
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Destination : 12.1.1.2

Protocol : 6 (TCP)
SrcPort : 46593
DstPort : 23
I0Sd Path Flow: Packet: 12 CBUG ID: 767

Feature: INFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE

Feature: IP
Pkt Direction: IN
Packet Enqueued in IP layer

Source : 12.1.1.1
Destination : 12.1.1.2
Interface : GigabitEthernet3

Feature: IP
Pkt Direction: IN
FORWARDEDTo transport layer

Source : 12.1.1.1
Destination : 12.1.1.2
Interface : GigabitEthernet3

Feature: TCP
Pkt Direction: IN
tcpO: I NoTCB 12.1.1.1:46593 12.1.1.2:23 seq 1925377975 OPTS 4 SYN WIN 4128

Router# show platform packet-trace summary

Pkt Input Output State Reason

0 INJ.2 Gil FWD

1 Gil internal0/0/rp:0 PUNT 11 (For-us data)
2 INJ.2 Gil FWD

3 Gil internal0/0/rp:0 PUNT 11 (For-us data)
4 INJ.2 Gil FWD

5 INJ.2 Gil FWD

6 Gil internal0/0/rp:0 PUNT 11 (For-us data)
7 Gil internal0/0/rp:0 PUNT 11 (For-us data)
8 Gil internal0/0/rp:0 PUNT 11 (For-us data)
9 Gil internal0/0/rp:0 PUNT 11 (For-us data)
10 INJ.2 Gil FWD

11 INJ.2 Gil FWD

12 INJ.2 Gil FWD

13 Gil internal0/0/rp:0 PUNT 11 (For-us data)
14 Gil internal0/0/rp:0 PUNT 11 (For-us data)
15 Gil internal0/0/rp:0 PUNT 11 (For-us data)
16 INJ.2 Gil FWD

KIZ, Ty b =R T = ZOfEEFRT DR LE T,

Router#show platform packet-trace statistics
Packets Summary
Matched 3
Traced 3
Packets Received
Ingress O
Inject 0
Packets Processed
Forward O

Punt 3

Count Code Cause

3 56 RP injected for-us control
Drop 0

Consume O

PKT DIR IN
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Dropped Consumed Forwarded
INFRA 0 0 0
TCP 0
UDP 0 0 0
Ip 0 0 0
IPV6 0 0 0
ARP 0 0 0
PKT_DIR OUT
Dropped Consumed Forwarded
INFRA 0 0 0
TCP 0
UDP 0 0 0
Ip 0 0 0
IPV6 0 0 0
ARP 0 0 0

Wiz, arybha—nLTL—unb 73 U—T 47 7at I AB IO hEanb R
iy NeERARTBHHERLET,

Router#debug platform condition ipv4 10.118.74.53/32 both
Router#Router#debug platform condition start
Router#debug platform packet-trace packet 200

Packet count rounded up from 200 to 256

Router#show platform packet-tracer packet 0
show plat pack pa 0

Packet: 0 CBUG ID: 674
Summary
Input : GigabitEthernetl
Output : internal0/0/rp:0
State : PUNT 11 (For-us data)
Timestamp
Start : 17756544435656 ns (06/29/2020 18:19:17.326313 UTC)
Stop : 17756544469451 ns (06/29/2020 18:19:17.326346 UTC)

Path Trace
Feature: IPV4 (Input)

Input : GigabitEthernetl
Output : <unknown>
Source : 10.118.74.53
Destination : 198.51.100.38
Protocol : 17 (UDP)
SrcPort : 2640
DstPort : 500
IOSd Path Flow: Packet: O CBUG ID: 674

Feature: INFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE

Feature: IP
Pkt Direction: IN
Packet Enqueued in IP layer

Source : 10.118.74.53
Destination : 198.51.100.38
Interface : GigabitEthernetl

Feature: IP
Pkt Direction: IN
FORWARDED To transport layer

Source : 10.118.74.53
Destination : 198.51.100.38
Interface : GigabitEthernetl
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Feature: UDP
Pkt Direction: IN

DROPPED
UDP: Checksum error: dropping
Source : 10.118.74.53(2640)

Destination : 198.51.100.38(500)

Router#show platform packet-tracer packet 2
Packet: 2 CBUG ID: 2

IOSd Path Flow:

Feature: TCP

Pkt Direction: OUTtcpO: O SYNRCVD 198.51.100.38:22 198.51.100.55:52774 seq 3052140910
OPTS 4 ACK 2346709419 SYN WIN 4128

Feature: TCP
Pkt Direction: OUT

FORWARDED
TCP: Connection is in SYNRCVD state
ACK : 2346709419
SEQ : 3052140910
Source :198.51.100.38(22)

Destination : 198.51.100.55(52774)

Feature: IP
Pkt Direction: OUTRoute out the generated packet.srcaddr: 198.51.100.38, dstaddr:
198.51.100.55

Feature: IP
Pkt Direction: OUTInject and forward successful srcaddr: 198.51.100.38, dstaddr:
198.51.100.55

Feature: TCP
Pkt Direction: OUTtcpO: O SYNRCVD 198.51.100.38:22 198.51.100.55:52774 seq 3052140910
OPTS 4 ACK 2346709419 SYN WIN 4128

Summary
Input : INJ.2
Output : GigabitEthernetl
State : FWD
Timestamp
Start : 490928006866 ns (06/29/2020 13:31:30.807879 UTC)
Stop : 490928038567 ns (06/29/2020 13:31:30.807911 UTC)

Path Trace
Feature: IPV4 (Input)

Input : internal0/0/rp:0
Output : <unknown>
Source : 172.18.124.38
Destination : 172.18.124.55
Protocol : 6 (TCP)

SrcPort : 22

DstPort : 52774

Feature: IPSec

Result : IPSEC_RESULT_ DENY
Action : SEND_CLEAR

SA Handle : O
Peer Addr : 55.124.18.172
Local Addr: 38.124.18.172

Router#
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ZTDMDSEER

R

2 |54k
£ )L

e |—
L

zomwnszay |

MB MB®D! >y

7 |BIRL7=7Ty 74 —24, CiscolOS U U —2A, BLO7 4 —F ¥ty MNMIET 5 MIB
L | ZBELTHF Y a— RT5121E, RO URL IZH 5 Cisco MIB Locator Z{# 7 L £,

{start hypertext}http://www.cisco.com/go/mibs{end hypertext}

RFC

RFC | 5 4
)|

| —
L

SRADTHZAIL YER—+

B

)y

EHDURLIZT Z7EALT, VA&
AT =N Y IR— M EERK
RIZTEH LTS 723, Ziuh
DY V—REX, VY7 T =T &
AVA =V LTHELRY,
VARAQBEOT 7 s m T —IT
B9~ 2 HANBOMBE & iR L7- 0
FTAHIZDIHEHL TS0,
ZDOWebHA K EDY—LZT
78 A3 BEEIL., Cisco.com D 1
TA L IDBIOARRT— IR
VETT,

{start

hypertext}http://www.cisco.com/cisco/web/support/index.html {end
hypertext}
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O AN ‘i
INTy B R L—RDBEEEHR
{start cross reference} 3 21-4{end cross reference} {2, Z DE Y = —/L Tt L72#REEZ U X b
L. FEOREER~DY 7 R LET,

TTy NI A= ADOPR—=EBLIRY T by =T A4 A=V OV R— MIETHERERET D
21X, Cisco Feature Navigator Zffi ] L &9, Cisco Feature Navigator #3425, Y7 b U =
T AA=UPYR—= T DREOY 7 b =7 VI —A T4—Fx v b, EETTT >
N7 4 — L& T& £9, Cisco Feature Navigator |27 7 & A3 %{Z1%, {start hypertext}
http://www.cisco.com/go/cfn {end hypertext} |Z#EA £ F, Cisco.com D7 A7 > MIMEH Y £H
Ps

N

Note  (start cross reference} # 21-4{end cross reference} (ZI%, FFED Y 7 h v =T JU—2 hL A Vv
THEHEREZYVR— P T DY 7 by =T VY —RAEFNRENTWET, ZOKREIX. R
WIRWERY | ENLEO—EDOY 7 by =7 VY —2ATHHR—hINET,
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| $ryrrL—2

Ky k rL—z o ]

Table 30: /X7 + k L— R DHLBETER

HaE
%

)1)—2x

HEEE®R

N
T
NN
]/_
A

Cisco I0S XE
3.10S

27y b L= ARREIL, CiscolOSXE Y 7 b7 = TIZ k57—
Ny D ORBIHEIZBY i wma et L £

CiscoIOS XE V U —A 3.10S TiL, Z D#%EEIL Cisco ASR 1000 >
V=X 77V F—=vary —bER L—HZEAINE LT,
WDa~<y RPREAFIIAERINE L,
« debug platform packet-trace packet pkt-num [fia-trace |
summary-only] [data-size data-size] [circular ]
+ debug platform packet-trace copy packet {input | output | both}
[size num-bytes] [L2 | L3|L4]

« show platform packet-trace {configuration | statistics| summary
| packet {all | pkt-num}}

Cisco IOS XE
3.11S

CiscolIOSXE U U —RZ 3.11S T, Z OHERENILIE S, ROFEEEN
BEND LT ELL,

o —H L7kt LBl S TR,

o NU—RBIAZ A DAZ L TITIMZ T, b L—AEIEZ A A

AB T,

WDz~ RPNEAFIERINE LT,

« debug platform packet-trace drop [code drop-num]

« show platform packet-trace packet {all | pkt-num} [decode]

Cisco IOS XE
Denali 16.3.1

Cisco IOS XE Denali 16.3.1 T, Z OHSRENTLIES L, 10Sd & & %
LAY 3 7y ML —AREGENDL LIV E LT,

WDz~ RPNEANFETITERZIVE L, debug platform
packet-trace punt.

Cisco I0S XE
Amsterdam 17.3.1

show platform packet-trace =~ > KD H /12, 10Sd 7> 53[5 S
7237w Ry, 10Sd F 7213t BinOS 7' a2 AFa D347 v M
TLEMD b L—2FRNEEND LI ITRY LT,
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s 11 =

Ny b KAy D

ZO~==27 /LT, CiscoASR 1000 > ) —X 77U F— gy —E R )L—F TONRTry
FRE Yy FICOWTHRHLET,

Ty FRE Yy FZONT (187 *X—)

Ry bRy 70FRR (188 2—)

« Ny b Rey ZIEROERTR (188 ~—)

« N7y MEBORGEE (190 ~—2)

Ny b Ry g (191 =)

<y B RRy TEELEVEORE (191 =)

Ty b ey FEELEWVEORR (192 =)

« 7y b Ray TOBRERH (194 ~—)

Ny b REOy JI2DT
RGNy hT0O—
Cisco ASR 1000 ¥ V) — R Jb—HZ %, ¥ AT ADOROEIEESR TR STV ET,
« » Cisco ASR 1000 ¥V — X )b— b 7'm& v¥ (RP)
+ » Cisco ASR 1000 3V — X Embedded Services Processor (ESP)
*+Cisco ASR 1000 ' U —ASPA f > X —T = A A7t y¥ (SIP) £/IFET 2T 1

R—T A A Takwv

Cisco ASR 1000 'V — X )—Z X, "— R =77 —%7 27 F ¥ & LT Cisco Quantum Flow
Processor (QFP) #H AL TCWET, QFP R—ADT —%7 7 F ¥ TlL, T XTHO 7 v b2
ESP %4 L CHRR & 415728, ESP CRIENRAET D & BHEMEL LET,
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Ny ROy JORT

Cisco I0S XE 17.6 LI Tl
N TINY =T 4 T TEET,

show drops 2~ RZ&ZF[TL T,

KTy bk kayT |

Ny b ey TORKFR A

showdrops =~ > RZEMHT 5L, LN ARETEET,
cBEREE 71T e h A TS ey T ORAKFIA,

* QFP Fu v 7 DJEHE,

Ny ROy JEROERTR

FIEDOHE

F IR D

FIE

WOTFNEEFEITLT, A H—T A A,

v ban, FIEFEEICESNT, S U ARAZ A

DTy b Rey TEREERBIOCT7 402 ) T TEET,

1. enable
2. showdrops

3. showdrops { bgs| crypto] firewall| interface ip-all| nat| punt| gfp| qoshistory}

ARV RFERETOVa Y

B8

&

enable
1 -

Router> enable

FMEEXECE— R&Af X —7 M LEd, o
MEREINE SRR —REASNLET,

ATvT2

show drops

1

Router# show drops

Ne oy TRt e FR LET,

ATvT3

show drops { bgs| crypto| firewall| interface| ip-all| nat|
punt| gfp| qoslhistory}

1 -

Router# show drops gfp

BIRLFEA X —T oA AFEF T2 haLo R
vy Tt E M E AR R LET,

GE)  CiscolOSXE17.13.1a72 56, HLWF—1U —
N4 =  history 3 show drops =~ > R
2B & E L7z, showdrop history gfp =
~ U REMHT 5L, QFP Ny 7 DJEkE

ZFIRTEET,
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| vk kYT
Ryt rnyFEgozs [

151
Xy b ROy TIEROKRTRE - H A

RIZ, showdrops =~ ROl Z R L ET, ZOHFFNZIE, QuantumFlow Processor
(QFP) (ZRHi# L 7= packet drops fE 2 F R SN E T,

Router#show drops

bgs BQS related drops

crypto IPSEC related drops
firewall Firewall related drops
history History of drops
interface Interface drop statistics
ip-all IP related drops

nat NAT related drops

punt Punt path related drops
qgfp QFP drop statistics

gos QoS related drops

| Output modifiers

<cr> <cr>

Router# show drops qfp

—————————————————— show platform hardware gfp active statistics drop detail
Last clearing of QFP drops statistics : Fri Feb 18 08:02:37 2022
(6d 23h 54m 29s ago)

ID Global Drop Stats Packets

Octets

319 BFDoffload 9

1350

61 Icmp 84

3780

53 IpFragErr 32136

48718168

244 IpLispHashLkupFailed 3

213

56 IpsecInput 18

4654

23 TailDrop 26713208

10952799454

216 UnconfiguredIpv6Fia 241788

26596680

—————————————————— show platform hardware gfp active interface all
statistics drop_ summary

Drop Stats Summary:

note: 1) these drop stats are only updated when PAL
reads the interface stats.

2) the interface stats include the subinterface
Interface Rx Pkts Tx Pkts

GigabitEthernetl 60547 O

GigabitEthernet2 60782 27769658

GigabitEthernet3 60581 0

GigabitEthernet4 60502 1323990

Tunnell4095001 0 1990214

Tunnell4095002 0 3883238

Tunnell4095003 0 3879243
Tunnell4095004 0 2018866
Tunnell4095005 0 3875972
Tunnell4095006 0 3991497
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Tunnell4095007 0 4107743
Tunnell4095008 0 3990601

INT Y MIEERODIREE
OBy varTiE, Ny MERERGET AT a~r RE OBl ZRLET,

Ny Nty Yy (PPE) OFTR_XTOA X —T =2 A ATO KB v TORGE & FKR
9 5I21%, showdropsqfp =~ > R&MH L £,

\)

() 7 ws%—z~ 2 Kshowdropsqfp iX. st show platform hardware gfp active statisticsdrop =
~ 2 ROEWBEILTT,

Router#show drops qgfp

Global Drop Stats Octets
Packets

AttnInvalidSpid 0 O
BadDistFifo 0 O
BadIpChecksum 0 0O

Ny vty (PPE) OFTRTOA X —T7 A ATDOQFP Ku v 7 DJERE%E
FRT 5L, showdropshistorygfp =2~ > R LET, Zoa~vr REEHTLH L, #
E 1M 5o, BRO30GEONTy M Ray 7HBECE 7,

G¥) 7 v/3—a<> K showdropshistory gfp iX. Jt¢ show platform hardware gfp active statistics
drop history =~ > ROEMKEZL T,

(G¥)  Z ws3—z~> K showdropshistory gfp (%, Catalyst 8500L = 77 v k7 4 — A ClIfE A
TEEHA,

Router# show drops history qfp

Last clearing of QFP drops statistics : Mon Jun 26 07:29:14
2023

(21s ago)

Global Drop Stats 1-Min

5-Min 30-Min All

Ipv4NoAd]j 0

0 0 99818

Ipv4NoRoute 0

0 0 99853

l CiscoCatalyst8500 &5 S U 8500L &) —X Ty ¥ TS5y b IA—L YT rHYz7av T4 F¥aL—Yav HA K



I Ny b koy 7

INTY R R

Ny kRO

FIEDHE

F IR D

FIE

Ky rrny7Es |

Ny JEE

CiscoIOSXE 17.14 LARETIE, Frw FRRK Z L A L S WMEB KOV EZIZAFIQFP Re v
TRENWHT0 DNy MUTRETEET, RESNLLEVEZEZ D L. L— MR
STz syslog BEN AR INET, Bt LEVELZRE X 5 & 1 >OEENEHRKIIL, Fey
DFR T L2 1 SOEEERAR SN ET,

BHT. Fry 7RKZ SRR T 2B T RAER S ET, ERIO 15O Fuy 7R L
SWE ABHZY Oy M) X60 DIE L IS, Fry T7ENZOEE#ER L L, &
HERERSNET,

WIZ, ARHEB LU e v 7HERE Z L OBUSHIET 2 e Th OB DOF 2R L ET,

%QFP-5-DROP_OVERALL RATE: Exceeded the overall drop threshold 10000 pps during the last
60-second measurement period, packets dropped in last 1 minute: 641220, last 5 minutes:
1243420, last 30 minutes: 124342200

%QFP-5-DROP_CAUSE RATE: Exceeded the drop threshold 1000 pps for QosPolicing (drop code:
20) during the last 60-second measurement period, packets dropped due to QosPolicing
in last 1 minute: 61220, last 5 minutes: 43420, last 30 minutes: 4611200

v IJEELEMEDETE

ey 7RK I EOBEE LS WEB L OWERIZ 1S 0~ » MBI 56 QFP R
2y TEAERET DL, ROFIEZETLET,

1. enable
2. configureterminal
3. platform gfp dropsthreshold {per-cause drop_id threshold | total threshold}

ARV EFERERETIVa Y =)

25w 71 |enable

BHEEXECE— R&E A X—7 W LET, Frno
IRERENTEENRXZRT—REAHLET,

1
Router> enable

AT w 72 | configureterminal Jua—)Lar7 4 Xal—3iay FT— ARG
15“ : L/iﬁ—o

Router# configure terminal
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. K7y b Ray JE

HLEWMEORT

KTy bk kayT |

ARV KRFERIETI Va3 B#

Z v 7 3 | platform gfp dropsthreshold {per-cause drop_id Fey7HERIEOLEWE, £ e vy 755
threshold | total threshold} oL WMEEEELET,
il GE) Fu oy 7IRK ID % &7 3 5121%, show

Router# platform gfp drops threshold per-cause
206 10

platform hardwareqfp active statisticsdrop
detail =~ > F&EHL £,

Ny kRO

FIEDOEE

i

Wiz, Fry 7RI EDEELEVWELEL GG QFP Nr v FHERET 5627~ L E
ﬁqo

FEy JREAZED QFP KAy THEELE L ELMEDEH

Wiz, Fu v 7K ID 24 %S L& VMEZ 15 pps (ICRET A6 R LET,

Router> enable
Router# configure terminal

Router (config) #platform gfp drops threshold ?

per-cause Set warning threshold for per cause QFP drops
total Set warning threshold for total QFP drops

Router (config) #platform gfp drops threshold per-cause ?

<0-1024> QFP drop cause ID

Router (config) #platform gfp drops threshold per-cause 24 ?

<0-2147483647> Drop threshold in packets per second

(pps)

Router (config) #platform gfp drops threshold per-cause 24 15

BE QFP FOv JHOES

Router> enable
Router# configure terminal

LELMED
I, it QFP Ry 7 DEE L WM EA 100 pps ICHRE

R E P

THHE R LET,

Router (config) #platform gfp drops threshold ?

per-cause Set warning threshold for per cause QFP drops
total Set warning threshold for total QFP drops

Router (config) #platform gfp drops threshold total ?

<0-2147483647> Drop threshold in packets per second

(pps)

Router (config) #platform gfp drops threshold total 100

Oy &4

NEZ 34T L £,

1. enable

L EWMEDRTR

BEFHLO Fa v FRE T L 0L L X ME L

A QFP Fu v 7HaEFrT 5I12iL. kOF

2. show platform hardware gfp active statistics drop threshold
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KryrrnyresLznEoss I

F gD FEH

F&E
ARV RFERIETY Va3 B#Y

RTw 71 |enable FrtE EXECE— Fa A X —7 W LEd, Fro
i - rREREINTESLNRAT—READLET,
Router> enable

R w 7 2 | show platform hardware gfp active statisticsdrop WEFBLO R v TORINT L OBE X\ VME LS

threshold
1 -

Router# show platform hardware gfp active
statistics drop thresholds

FFQFP Py 7HaFR L £,

GE) « 7 w/3—z~ > N showdropsthresholds
%, show platform hardware qgfp active
statisticsdrop threshold =~ > KDOAWE
il TT,

« 7 wsX—a~< > K showdropsthresholds
IXHAE, Catalyst 8500L = v 77 v b
T —LTIHEHATEEE A,

1

Ny b ROy JEELEMEORTA

&IZ, show platform hardware gfp active statisticsdrop threshold =~ > K@ Hi /34l %

~LET,
Router#show platform hardware gfp active statistics drop thresholds
Drop ID Drop Cause Name Threshold
10 BadIpChecksum 100
206 PuntPerCausePolicerDrops 10
20 QosPolicing 200
Total 30

Iz, show dropsthresholds 7 v/ S—=a~ > RO Hl% 75 LET,

Router#show platform hardware gfp active statistics drop thresholds

Drop ID Drop Cause Name Threshold

10 BadIpChecksum 100

206 PuntPerCausePolicerDrops 10

20 QosPolicing 200
Total 30
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K7y k Fav7 |
. Ny bR By TOBRERER

o > O Ab ‘i
Ny ROy JOBEETER
WDOFRIZ, ZOFY 2— /LTt LT-EEICET A Y UV —2EWERrLET, ZORIT, V7
=27 JU—RA FLA U THBEROYR— IR EAINEZLEOY T b y=T VY —R72
TERLTWET, ZOMERIT. Il BARWEY . FRUBEO—EOY 7 =7 J U —
ATHYAR—rENET,

Ty R T — LDV R—FBLN A YT T 2T A A=V OV R— MIET 2 EHRE B
K9 %1Z1%, Cisco Feature Navigator /] L £, Cisco Feature Navigator [Z7 7 Z 2 J 5|
X, www.cisco.com/go/ctn IZFE) L £9, Ciscocom DT AT MILELYD FHA,

=R 31:/8%7 v + KOy T ORISR

HaE J1)—2 HRETRER

N7y b Re sy FEHoFs | Cisco IOS XE 17.13.1a HL WX —T— Rt g
history 7% show drops =~ > |
2B EvE Lz, showdrop
history gqfp =2~ > N & A9
L&, QFP Ru v 7 OEkE%
KRTEET,

QFP Ry 7oL Eu L% IOSXE17.14.1a Cisco [0S XE 17.14.1a AL T
= X, ZOREICE Y, £

1y ZRE DS L & VME

EL1BHZYVDQFP K v
TEEHERETEET, &
TEINZLEWVMERZBZS

&, L— MR & U7z syslog
BN ERESNE T,

Cisco ASR 1000 > U — XI5 &
X Catalyst 8500 > — X = v
7Ty N7 — LTI,
platform qgfp dropsthreshold =
~U REERLTLEWELS
RETEET,

R

Ry b Re oy TIERE IOS XE 17.13.1a Cisco I0S XE 17.13.1a L& T
1%, show dropshistory gfp =
< RZ&MH LT, CiscoASR
1000 ¥ U — XF L OF Catalyst
8500 ) —AX v 7T v b
74 —ALTODOQFP K v 7Fd
B TR TEET,
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SR-TE {&5E£/\X Z 41 L 7= EVPN VPWS

A—HF v F VPNRBT 7 A _X— KU A ¥Hh—E X (EVPN VPWS) DOIEFEIZ LV, PE D3
TR TEVPNA Vv A Z LV AEMSIT D100 7 ) v 78 L0 e b EIR R EE S E
T, ZOHLHRIZ K Y EVPN VPWS 3Lk S 41, preferred path #aE 4 ffiH L C SR-TE R U 2 —
DHEEER Y AR— hENFET,

« SR-TE B/ 2 %4 L 7= EVPN VPWS OFEREE#H (195 <—)
« SR-TE /X2 %/ L 72 EVPN VPWS OHIFIHEIH (196 =2—)
« SR-TE #%: /X2 Z 4 L 7= EVPN VPWS [C3 A 1fH (196 ~<—2)
« SR-TE #45¢/X A2 %41 L 72 EVPN VPWS D% & 775 (196 ~<—)
« SR-TE 45 /X A %4 L 72 EVPN VPWS Ofid (198 ~2X—2)

SR-TE {25c/V X Z 4t L = EVPN VPWS D #EE1EER

ROKIZ, ZOFY 2— /LT LIZERRICET ) U —REFRERLET, ZORIEL V7
Rz 7 U U— XFVKVT%%A@ﬁﬁ%hﬁﬁléhkk%®V7F?:TUU%XE
T%bewiﬁ ZTOREREIL. FRCWT D N2 WRY | ZRLIBO-—#H O Y 7 vy =T U Y —
ATHYR—FENET,

TTy b7 A= LD R FBEOV AT VT by 2T A A=V OV R— MIET L EWE
i39I, Cisco Feature Navigator Z i ] L £ 9", Cisco Feature Navigator |27 27 & 2§ %2
X, www.cisco.com/go/ctn IZFEE) L £ 7, Cisco.com DT B 7 MIMLEDH Y FH A,

5 32: SR-TEBS/NR & A L 1= EVPN VPWS DHEHETEHR

HEE4 1)1)—=x FERETR TR
SR-TE /X2 %/ L 7= EVPN | Cisco IOS XE Cupertino 17.7.1a | Z OFgREINE A S E LT,
VPWS
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SR-TE B 2£/X2 &4 L1 EVPNVPWS |
B sr-TE %/ <X £ L1 EVPN VPWS O#ISETE

SR-TE {25/ X %4 L = EVPN VPWS D #|#95E18

eSRAVT L R 7 A KRy (ODN) R r—iFZ¥FR—hrINTWEFA, SREHR
Vo —DBNYR—hENET,

« SR 7 —HALRY >— (PFP) IV HR— SN TWEREA, SRIGIEENNAKRY > — (PDP)
DOIHNYR— PN TWET,

s N¥ 7 — h o= A 712 k2L (IGP) I Intermediate System-to-Intermediate system (IS-IS)
T,

SR-TE &% /XX Z 4~ L 7= EVPN VPWS (B89 5 1F#R

EVPN VPWS OREEIZ L Y . PE OXT M TEVPN A L AHX U RAERENIT HI2bDY 7 F U v
B ION RN EE S L, ZOkEIC LY . EVPN VPWS &, preferred path
PREZ MM LT SR-TE AN Y o — DR FR— F T 5 L 91242 h 9, Zotaeicid, &
FSANE T LT HIRE AR T =Ry 7T 55 7 4 N OBEE T 5
fallback disable &7+ =2 VU NEENTWET,

WORNZT —F%T 7 F ¥ ERLET,
2:SR-TE7—xT 9 F ¥ %4 L1= EVPN VPWS

Customer Customer

o % e o
‘-\

SR Policy

-~
S //
o,

- \* x
Customer Customer
Site Site

SR-TE {25/\ X %4t L 7= EVPN VPWS D% FE A%

WDt 7 g Tk, SR-TEES S 2% 4 L7 EVPNVPWS O EIZEEST 5 Z 2 7 125\ T
P}E% Liﬁqo
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| SR-TE%/SZ %4 L1 EVPN VPWS

SR-TE B2t/ 2 &7 L1- EveNvPWs oixe ]

SR-TE {25t/\ X Z 4 L 1= EVPN VPWS D% E

WOBNL, & E S 7z SR-TE /X2 %/ L7= EVPN VPWS 2 G302 9 5 FiEZ /R LTV E
-éAO

12vpn evpn instance 100 point-to-point
rd 100:100
route-target export 100:100
route-target import 100:100
|
vpws context wvcl00
preferred-path segment-routing traffic-eng policy p-100
service target 100 source 100
interface GigabitEthernet0/0/3
service instance 100 ethernet
encapsulation dotlg 100

T4+ —ILiNy I DE L & SR-TEE /N X Z 4 L~ EVPNVPWS D& E

fallback disable =~ > R, BHENRZAD SRR V—RNE T LIEHEIC, T8 ART 7 4
IVERDONRREFERH LXK 2l LET,

12vpn evpn instance 100 point-to-point

rd 100:100

route-target export 100:100

route-target import 100:100

vpws context vcl00

service target 100 source 100

member GigabitEthernet0/0/3 service-instance 100

preferred-path segment-routing traffic-eng policy p-100 disable-fallback

SR-TEESE/NRA %S LT=EVPNVPWS D 5D T +— )L/ v T DESNED

HIBR

wOFNL, SR-TEEIE /XA %4 L7 EVPNVPWS T7 4+ —/L Ny 7 OESNMbLO A7 > g % Hl
R4 25 HEERLTONET,

12vpn evpn instance 100 point-to-point
vpws context wvcl00
preferred-path segment-routing traffic-eng policy p-100

SR-TE 25t/ \ R &% %41 L 7= EVPN VPWS DO E31E

WDOFNE., SR-TE B/ R A E LN L7~ EVPN VPWS Z#HEShc4 5 HiEa L TWET,

12vpn evpn instance 100 point-to-point
vpws context vclO00
no preferred-path segment-routing traffic-eng policy p-100 disable-fallback
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SR-TE B 2£/X2 &4 L1 EVPNVPWS |

¥

B srTE /< £ 9 L1z EVPN VPWS DR

oul
>

SR TE 1%55/ \Z ’E L/ T" EVPN VPWS d)ﬁEﬂ'b\

WD HFNL. SR-TEEE S A Z A L7 EVPNVPWS & 7 +—/L 3 7 OO R E % HER
T3 HEERLTWET,

« RIZ. SR-TE &4 X2 %4 L7 EVPN VPWS & Ex ~ T H 2R~ LET,

device# show 12vpn evpn vpws VC ID 100 detail
EVPN name: vcl00, state: up, type: point-to-point
EVPN ID: 100
VPWS Service Instance ID: Source 1, Target 2
Labels: Local 17, Remote 17
Next Hop Address: 6.6.6.6
Associated member interface Gi0/0/3 up, Gi0/0/3:3000 status is up
Output interface: Tu65536, imposed label stack {16016 17}
Preferred path: active
Default path: ready

device# show 1l2vpn evpn vpws vc preferred-path
Tunnel EVPN ID Source Target Name Status

Tunnel65536 100 1 2 vcl00 up

{y

WIT, 74—y 7 NG 72 > T 5 SR-TE B4 /X2 %4 L 7= EVPN VPWS iR E %
RYHEAEIE R L ET,

device# show 12vpn evpn vpws VC ID 100 detail
EVPN name: vcl00, state: up, type: point-to-point
EVPN ID: 100
VPWS Service Instance ID: Source 1, Target 2
Labels: Local 17, Remote 17
Next Hop Address: 6.6.6.6
Associated member interface Gi0/0/3 up, Gi0/0/3:3000 status is up
Output interface: Tu65536, imposed label stack {16016 17}

Preferred path: active
Default path: disabled
Dataplane:

SSM segment/switch IDs: 25037/12290 (used), PWID: 1

Rx Counters

1241 input transit packets, 463266 bytes

0 drops

Tx Counters

828 output transit packets, 402840 bytes

0 drops

24 VC FSM state transitions, Last 10 shown

DpUp: Act -> Est, Mon Sep 06 23:32:43.809 (2w2d ago)
RemDn: Est -> RemWait, Mon Sep 06 23:32:43.809 (2w2d ago)
RemUp: RemWait -> Act, Mon Sep 06 23:32:43.816 (2w2d ago)

DpUp: Act -> Est, Mon Sep 06 23:32:43.816 (2w2d ago)
DpDn: Est -> Act, Mon Sep 06 23:35:57.944 (2w2d ago
DpUp: Act -> Est, Mon Sep 06 23:43:50.071 (2w2d ago

(
(
(
DpDn: Est -> Act, Mon Sep 06 23:46:15.361 (2w2d ago
(
(
(

DpUp: Act -> Est, Mon Sep 06 23:54:11.508 (2w2d ago
DpDn: Est -> Act, Tue Sep 07 00:00:11.248 (2w2d ago
DpUp: Act -> Est, Tue Sep 07 00:06:27.355 (2w2d ago

s IRIZ, 77&*/1//\/70)““%)3ﬂ:0>z“7°\‘/3 VO ENTZ, SR-TEES /S A %4 L7-EVPN
VPWS & E &3 H OB R LET,
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| SR-TE%/SZ %4 L1 EVPN VPWS
SR-TE 826/ 2 %91 L 1= EveN vPws ez ]

device# show 12vpn evpn vpws VC ID 100 detail
EVPN name: vcl00, state: up, type: point-to-point
EVPN ID: 100
VPWS Service Instance ID: Source 1, Target 2
Labels: Local 17, Remote 17
Next Hop Address: 6.6.6.6
Associated member interface Gi0/0/3 up, Gi0/0/3:3000 status is up
Output interface: Tu65536, imposed label stack {16016 17}
Preferred path: active
Default path: ready

« RIZ. SR-TEMESE /X2 %4 L72 EVPN VPWS R ENBEINIZ o TWB B 2R L £,

device# show 12vpn evpn vpws VC ID 100 detail
EVPN name: vcl00, state: up, type: point-to-point
EVPN ID: 100
VPWS Service Instance ID: Source 1, Target 2
Labels: Local 17, Remote 17
Next Hop Address: 6.6.6.6
Associated member interface Gi0/0/3 up, Gi0/0/3:3000 status is up
Output interface: Gi0/0/0, imposed label stack {16 16}
Preferred path: not configured
Default path: active
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CHAPTER 1 9

SUMMARY STEPS
1. enable source-interface gigabitethernet slot/port
2. configureterminal
3. interfacetengigabitethernet slot/port
DETAILED STEPS
Procedure

Command or Action

Purpose

ATy T

enable source-interface gigabitethernet slot/port

Example:

Router# enable

BMEEXECE— R&E A X—7 /W LET, Yrno 7
FRERINTEH, NAT—FREZATILFET,

ATy T2

configureterminal

Example:

Router# configure terminal

ra—r\L ar 7 4 Xa lb—3ay T— NG
Lij‘o

ATvT3

interface tengigabitethernet slot/port

Example:
Router (config)# interface tengigabitethernet 4/11

RETDHI0FATEY A=V Ry b A =T =
A Az ELET,

ZIZT BEBITRO L ICERSINET,
slot/port : A & —7 = A ZADGFEEELET,
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» 20 =

Cisco ThousandEyes T4 — 54 X T —
DIV TITUG—= 3 DERRAT A4V
b

Z OE Tl Cisco Thousand Eyes =2 ¥ —7' 7 A X 2=V = N T 7V r—39 VORAT 4
YTREZOWTHHALEY, ZOETHATLINEIL, ROLED TH,

» Cisco ThousandEyes =2 ¥ —7' 7 f X x— = N TV r— g VOKRAT 47 (203
Y R—PhENDTT Y T+ —LETAT LB (205 X—)

* CiscoThousandEyes 7 7' U 77— a2 DA VA h—)L L EZITOT—7 71— (2053—)
TV FDONTA=FOEF (210 X—)

TN = a DT A A M= (210 R—Y)

s Cisco ThousandEyes 7 7'V 7 —2a > D b T TNy a—T 4 7 (211 _X—2)

Cisco ThousandEyes T2 —TJS5A X IT— Vb7 J
Jr—2a DRRT4 2T

CiscoThousandEyes |Z, XY NV =7 A VT IV V2 AT Ty N 74 —LTHY, =—TV =
FEEHL TS EIERTAREETL, XYy NV—2 T 7V =2 a ORI H—v A
BEE=HZTEETS, ZOT 7V =2 a 2L T, EVRACEELRTT Ry NU—7
BLOY— 22RO RV —2 2 FNZAZFRTE £, Cisco ThousandEyes 77U 77—
arid, WS AR, BEOAS v H =Ry bRy NU—I DRy FNT—T FTT 4T R
A VTNEALTT I TATICE=S—L, Xy M —INT =< AD5HTa34E L%
9, F72. Cisco ThousandEyes 7 7" U 77— 3 UNI—T 4 V7B I OT A 25— & Tl
SNT T r—va A ST S aotEREREE L, TSN TS AXRY 2 ADLE
H7e Rz el LET,

CiscoIOSXE V U —RA 1781 L, 77V r—va v RAT 1 JHREA LT, Cisco
ThousandEyes =2 % — /7 A A2 —Y x> N2 a7 F7 7Y r—3i 3 & LT CiscoCatalyst
8500 35 1 TF Catalyst 8500L > ) — % = v 75 v h 74— AR TE £+, —Ox—Vx
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Cisco Thousand Eyes T8 —F 54 X I—Sx o b 7IUr—2a o0k 74045 |
. Cisco ThousandEyes Enterprise T— = > b 7 71— 3 U DHEEIER

vk 77U —a i, Cisco I0x docker-type A7 > a > & LT docker f A— & LT
FITENET, 2> hr—FF— KT Cisco ThousandEyes % 5% &9 5 FIEDFEAIZ DUV T,
['Cisco SD-WAN Systems and Interfaces Configuration Guidel] ZZM L T 7230y,

3:ThousandEyes 7 V) r—a vIZ&k B3y hT—U DER

End-to-end visibility

«<

»
Public Cloud
@ providers

Branch el \ -
~ | ‘If/
i Internet
_________________ /" (ISPs, DNS CDNs, SWGs,
Public/Private Cloud)
\;_? r-:/
- -7 “ S
&@f’ N

Branch

Cisco ThousandEyesEnterprise T—> x> b 7 ) r—3 3 U DHEHEETE
#H

ROKIZ, ZOFEY 2— /LT LIZBRRICBET ) U —REHRERLET, ZORIEL, V7
F7=7 VU —R LAV TEEEOYR— MR EASNZEEDOY 7 by 2T VY =72
JERLTWET, ZOREIL., BT B WRY . ZnLEO—EDOY 7 by =7 J U —
ATHYHR—FINET,

77y b7 F— DY R— P BIOV RV T N 2T A A=V OV R— MIBET L EHRE R
9 HITIL, Cisco Feature Navigator Z {4 L &7, Cisco Feature Navigator {27 27 & 2§ 5 (Z
X, www.cisco.com/go/ctn IZFEE) L £ 9, Cisco.com DT B 7 MIMLEDH Y £/ A,

% 33: Cisco ThousandEyes Enterprise T— . > b 7 71) r—3 3 L O#EEER

HEER )1)—= HAETRER

Cisco ThousandEyes CiscolOSXE |7V r— ar RAT 4 v e a L TF L L
Enterprise Agent 7 7’ J |17.8.1 THERALC, V=T 47 7Ty b7+ —ALTELT
T—=vayDRAT A 415 ThousandEByes =— = b 7Y rr—3 3
4 ERAETHILET. A VA —Fy b ZTURTm

NAX— Bz Z—TFF3A X 3%y NU— (T
B4 23 o m e AnWC 7y 7Y r—va v
72 =R E AL TE £,

l CiscoCatalyst8500 &5 S U 8500L &) —X Ty ¥ TS5y b IA—L YT rHYz7av T4 F¥aL—Yav HA K


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/sdwan-thousandeyes.html
http://www.cisco.com/go/cfn

| CiscoThousandEyes T2 4 —FS5A X T—Sxv h 7FUS—2avDRRTA VY
PR—rEndTI5y r7r—Le 27 LEH ]

HR—bFESNBZTSIY I —LERTLEHR

WDORIZ, YR—=FENDLT Ty b T —LEVAT LB EZRLET,

TS5y b T4+ —L J—r275va FRUX kL—2 DRAM

Cisco Catalyst 8500 > U —RX = 7T v F 7 —L

C8500-12X4QC 32 GB (77 4/ 1) 32GB |16 GB

eUSB (A7 3 v)
HDD

C8500-12X 32 GB (7+/L k) 32GB |16 GB

eUSB (73 v)
HDD

Cisco Catalyst 8500L ~'V —X =¥ 7T v N7 4 — LA

C8500L-854X 16 GB (7% 1) 32GB |16 GB
M.2 USB

N

() Cisco ThousandEyes =2 % —7 74 X =— = ¥ M RITT 572D DO H/NEO DRAM 8 LW
T—=h 7T v a2 A ML —VEHXSGB TT, 73 A+ ATV ELEFA FL—UR
ROWGEIX. DRAM 27 v 77 L— K957, SSD/M.2USB 72 EDHEA k L— T &84
HZEEHRELET, HHMRERY Y =AM T 7Y r— g U EFETT LD +5 TR
Wa. CiscolOx Z= 77— XA vE—UBAERLET,

Cisco ThousandEyes 7 71— 3 DA VR k—)JL &
EITODT—Y 70—

/34 A|Z Cisco ThousandEyes f A — % A A h—/L L CFEITT DL, RO FIEEZFEITL
e

FIE

AT w71 Cisco ThousandEyes IR— % /L CH LWT B 7> hE{ER L ET,

AT9FT2 V7 =T OX T m— K= )5 Cisco ThousandEyes 77V r—v a U RXy r—V %Xy a— K
L, ==V M=V a V422 Z LTS Z & 2R L £,

ATYT3 THRAATA A=V Eabt—LET,

ATYTE A A—VHEA A=V LTEBLET,
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https://app.thousandeyes.com/settings/agents/enterprise/?section=agents&add-agent

CiscoThousand Eyes T2 —JFS5A X I—Sx o b 7 U —2av0hR T4 05 |
. Cisco ThousandEyes 7 74— 3 V&KX B0 —9 70—

AFyTsS ==V hrar e —F 1R LET,

G¥) CiscoIOSXE 17.8.1 ¥ 7 b =7 & & $1Z Cisco ThousandEyes 7 7' U r—3 a > X r—
EYR—=IT2D7 Ty N7+ —L%EL LY. CiscoThousandEyes 7 7Y r—2 5 /%y
r—=UET A ADT = T Ty a THEATEET,

Cisco ThousandEyes 7 7 )y —> 3 V& RA T 57— 70—

TV r—varmA A M=V L TCREET I, ROFIEE2EITLET,

1R8O BRI

Cisco ThousandEyes IR —Z /L CH LWT B 7 v h&EAERR L, b—2 &4 L £ 9, Cisco
ThousandEyes T— = > h 77U r— g 0%, 2O =27 2R L CEIEL, IELW
Cisco ThousandEyes 7 # 7 > MZF =v /A LET, P2 UREHTHLH LE2RT Ay
T —UNERENET, BEDO T 7Ny 2—TF 1 7 %4795 121%. Cisco ThousandEyes 7 7
Vor—varD I T Nva—T 407 QU A=) ZBRLTIESN,

\}

G ELWbh—Z & FAAf =% —s3— (DNS) [ERERET D L. 734 AN BEICKH
HanEd,

FIE

ATV 1 FNRA A TCiscolOX 77V r— g UBEEEZENCLET,
¢ FEFSD-WAN (HYE—FR) A A—JIC3koa~r REFEHLET,

config terminal
iox

end

write

*SD-WAN (v b —FF—R) S A—VZFkDa~<wr REEHLET,

config-transaction
iox
commit

RATY T2 10x 2~y RRZITANLNDEAT, BRI L T D, showiox 2> REHH L TIOx 7 utk 2
NEIMEL TWANE I D ER L E T, T, show [Oxman 7 2B ANFEITHTH D & RRINDHME
NHET,
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| CiscoThousandEyes T2 4 —FS5A X T—Sxv h 7FUS—2avDRRTA VY

ATvT3
ATy T4

ATy TH

ATvT6

ATy 17

Cisco ThousandEyes 7 7)) r—3 3 V% RA +F57—H JA— .

Device #show iox

IOx Infrastructure Summary:

I0x service (CAF) 1.11.0.0 : Running
IOx service (HA) : Not Supported
I0Ox service (IOxman) : Running
IOx service (Sec storage) : Not Supported
Libvirtd 1.3.4 : Running

ThousandEyes 7 7'V %7 —3 = o LXC tarball 237 /31 A ® bootflash: THEMFRETH D Z L 2B LET,

AR — b T N—T 4 X —T7 = A ZA%{ERK L T, Cisco ThousandEyes 7 7'V 7r—a > ~D hTF 7 4 v
7/\X%ﬁfjj \—L/jz—g—o
interface VirtualPortGroup O

ip address 192.168.35.1 255.255.255.0
exit

ERENTE =2 v Z2ERALT, 7705 —2ar RAT 4 TV r—2a 2R ELET,

app-hosting appid te
app-vnic gatewayl virtualportgroup 0 guest-interface 0
guest-ipaddress 192.168.35.2 netmask 255.255.255.0
app-default-gateway 192.168.35.1 guest-interface 0
app-resource docker
prepend-pkg-opts [ Required to get the default run-time options from package.yaml

run-opts 1 "--hostname thousandeyes"
run-opts 2 "-e TEAGENT ACCOUNT TOKEN=<ThousandEyes token>"
run-opts 3 "-e TEAGENT PROXY TYPE=STATIC -e TEAGENT PROXY LOCATION=proxy.something.other:80"

name-server0 75.75.75.75 [J ISP’s DNS server
end

app-hosting appid te
app-resource docker
prepend-pkg-opts
run-opts 2 “--hostname
GE) 7'u ﬂ?“/ﬁ)’i“i %, Cisco ThousandEyes =— = "7 B X7 L TA UV H—F v MIT 7 EA
TERVWHAICOAMEATEET, £, FRAMIEAT Va0 T, A VA F—LFFIHAEA b
4 R E me—m . T ADIRA R4 Cisco ThousandEyes =— = DR A R4 & LT
EHESNE T, T/310 ADKRA 447 Cisco ThousandEyes 78— & /LI F R L E 9, DNS F—
P—R—1EFWIIA T > 3 > T, CiscoThousandEyes =— = " BT T A X—KIPT KL 2%
T 25613, NAT RRH TT /N ZA~DER AL L E 7,

ingall 2~ REFHLTT 7V r—2a BTN, RCA VA b= ENFL &L, 7TV r—va v
FHEBMICETTA LI sart a~w o REHRELET,

app-hosting appid te
start

C8500-L 77 v N7+ —ATIL, KDz~ REFEMH L TT /31 A% app-heavy E— RIZEH L, 7/34 R
ZUa—RLZET,

Device (config) #platform resource app-heavy
Please reboot to activate this template

C8500L (config) #end
C8500L#wr mem
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CiscoThousand Eyes T2 —JFS5A X I—Sx o b 7 U —2av0hR T4 05 |

B 7 zx~0rr—sosyrn—rear—

ATvT8

ATvT9

Building configuration...
[CK]
C8500L#

C8500L#reload
Proceed with reload? [confirm]

ThousandEyes 7 7'V 77— g V& A A h—L L %7,

app-hosting install appid <appid> package [bootflash: | harddisk: | https:]

WA 7> a 6 ThousandEyes 77U r—3 a3 VA VA M— /L3 58 28I L £,

Device# app-hosting install appid te package ?
bootflash: Package path [J ISR4K case if image is locally available in bootflash:
harddisk: Package path [J Cat8K case if image is locally available in M.2 USB
https: Package path [J Download over the internet if image is not locally present in
router. URL to ThousandEyes site hosting agent image to be provided here

TV = a BEELTWLENE I D a it LE T,

Device#show app-hosting list

App id State
e rownInG
G¥) ZNHDOFMEOWT IR L2846, showlogging 2~ > RZHH L TIOx =7 — XA v

-V E R LET, 747\74§$75\TEL“C1/\6}:%9I7 A=V NRRRINDIGE
. A=V AT 4T (= 7T vafi3N—F T4 A7) 27 V=27 v 7 LT%E
SREAZHECLET, show app-hostingresource =~ > KA LT, CPU &5 4 A7 AE
ERER L ET,

FIRAZRADA A—SOHEYYA—FETE—

FIE

ATy I

ATy T2

AA—THEFA T a—RLTT— 7Ty vallat —3512i%, ROFEEEITLET,

Cisco ThousandEyes A — 7% bootflash:/<directory name> [ZHFHIIC 2 B — S L TWEH N E 9 AR L

R

TNAADT 4 L7 FVITA A=V RRWEEIX, ROFIEEZFETLET,

a) T ANA UH—F v MIEET 7 v A TE H5A1%, applicationinstall command. =~ > KT https:.
FFarEHLES, 2047 302KV, Cisco ThousandEyes ¥ 7 b7 =7 DX 7 u— K
~N—UN 5 bootflash:/apps |24 A=V RE T rm— RIS, 77U r—2aBA VA M—=/L3LE
R

Device# app-hosting install appid <appid string> package [bootflash: | flash | http | https://
| ftp | ] URL to image location hosted on ThousandEyes portal
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| CiscoThousandEyes T2 4 —FS5A X T—Sxv h 7FUS—2avDRRTA VY
Cisco ThousandEyes T—> x> k&Y FO—5 DR .

Device# app-hosting install appid tel000 package
https://downloads.thousandeyes.com/enterprise-agent/thousandeyes-enterprise-agent-4.0.2.cisco.tar

Installing package
'https://downloads.thousandeyes.com/enterprise-agent/thousandeyes-enterprise-agent-4.0.2.cisco.tar’
for 'telOO00'.

Use 'show app-hosting list' for progress.

*Jun 29 23:43:29.244: $IOSXE-6-PLATFORM: RO/0: IOx: App verification successful

*Jun 29 23:45:00.449: $IM-6-INSTALL MSG: RO/0: ioxman: app-hosting: Install succeeded: tel000
installed successfully Current state is DEPLOYED

*Jun 29 23:45:01.801: $IOSXE-6-PLATFORM: RO/0: IOx: App verification successful

*Jun 29 23:45:51.054: $IM-6-START MSG: RO/0: ioxman: app-hosting: Start succeeded: tel000 started
successfully Current state is RUNNING

Device#show app-hosting detail appid tel000 ( Details of Application)
App id : tel00O0
Owner ¢ iox
State : RUNNING
Application

Type : docker

Name : ThousandEyes Enterprise Agent

Version : 4.0

Author : ThousandEyes <support@thousandeyes.com>

Path : bootflash:thousandeyes-enterprise-agent-4.0-22.cisco.tar
Resource reservation

Memory : 500 MB

Disk : 1 MB

CPU : 1500 units

CPU-percent : 70 %

b) TAAL AT BX Y= N=RNhHLGEIE. A A— T % bootflash:/apps I FE) Ca— L ET,

) VY7 R UxTOHTra— K= CiscoThousandEyes 7 7'V 77— a3 VX r—Uhk X oa—
FL, ==Yz =TV a V402 2L TS Z & 2R LET,

d) bootflash: (7 7V r—ar T 47 bUEEKRL, f A—VE2ab—LET,

Device# mkdir bootflash:apps
Create directory filename [apps]?
Created dir bootflash:/apps

e) Cisco ThousandEyes - A — "% bootflash:apps 7 1 L7 bV iZa & —L F7,
f) verify a~> REHLTA A=V ERIELET,

verify /md5 bootflash:apps/<file name>

Cisco ThousandEyes T— x> b &Y FO—5 DER

1R BHHIIZ
TV N Eary ha—JICERT RN, A ¥ —Fy MIEHRLTWAZ E xR L E
ﬁAO
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https://app.thousandeyes.com/settings/agents/enterprise/?section=agents&add-agent

CiscoThousand Eyes T2 —JFS5A X I—Sx o b 7 U —2av0hR T4 05 |
B - rons51—50z%E

FIE

Cisco ThousandEyes 7 7" U 77— a U SBEEIREIC D &, =—Y = (ThousandEyes =T— = > 1)
TaEANRT TU RBRECTEITSRTWSar b —J1c#k LET,

G¥) Bl BT AN OGS, BHET 57— A v —UR T 7Y r—ya VEAD
v 7 (jvarflogs) IZFREskSNE T,

I—CIV RDINSGA—ANDER

TV hORT A=K EERETHITNE, WOT 7 arawFITLET,
FIig

AT w71 app-hosting stop appid appid 2~ > RZHEHA LT, 77V r—ya w2 EELET,

AT w72 app-hosting deactivate appid appid =~ > K&H LT, 77V r—va v &23kET7 77 4 7L LET,
ARTYT3 THVr—var RAT 4 v T ORTEICLBERETZMZET,

AT w74 app-hosting activate appid appid =2~ > K&fEf LT, 77V r—va v a7 77 4 7L LET,
AT w75 app-hosting start appid appid=~> FZEHL T, 77V r—rarzE#Lxd,

T7IU5—232 D704 ARA =)L

TV r—var w7 A VARN= T, ROFIEEFEITLET,

FIE

AT w71 app-hosting stop appidte =~ > REZMFH LT, 77V r—var&2EkLET,
AT w72 showapp-hostinglist =~ > KEHHL T, 77V 7=y a v N7 77 4 TIRETHLINE I 1 EERLE
ﬁqo

AT w73 app-hosting deactivateappidte 2~ > REFEHA LT, 77V r—>arvzIET7 774 7L L £,

ARTYTE 7TV r—va BT 7T 4 TIREETRWZ & 2R L E9, show app-hostinglist =~ > F&fiH L T,
TFVr—arDAT—HF AR LET,

AT 75 app-hodtingingall appidte 2~ RZHEH LT, 77V r—ra &7 A A M=V LET,
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| CiscoThousandEyes T2 4 —FS5A X T—Sxv h 7FUS—2avDRRTA VY

Cisco ThousandEyes 7 74— 3 >D b5 TNa—TF a4 .

ATYT6 7oA A= TrEANRET Lizb, showapp-hostinglist 2~ KZEH LT, 77V 7r— a2 i
EFIZT oA VA RN—= VL INTENE DD EHERLET,

Cisco ThousandEyes 7 74— 3D STV a—

T4 T

Cisco ThousandEyes 7 7'V 7 —v a v &% N7 TNy a—TF 4 7T HI21E, RO FIEEE
ij_o

1. app-hosting connect appid appid session /bin/bash =~ > K%l L T, Cisco ThousandEyes
TV N TV =y a TR L ET

2. WODO/RA [etche-agent.cfg T, 77V r—ra VCHEASN TV AR EEERL £,

3. W?D/3Z varlloglagent/te-agentlog D 7 4R R LET, ZNbDOur 7 ZEHL T, RED
NI TN a—=T 4 TERITHZENTEET,

ThousandEyes 7 7 r— 3 VDA T—4 ADFER

Cisco ThousandEyes 7 7° U 77— = inSHATIREED S, ThousandEyes 78— # /LT B ER S L E
T TV =V EBRFETREBICR > TOOEDRIZT 7Y r— a VIRERSNRWGAI,
app-hosting connect appid thousandeyes enterprise agent session =~ > R& i H L TRD S %
B LT 72 S0,

Device#app-hosting connect appid thousandeyes_enterprise_agent session

Device# cat /var/log/agent/te-agent.log

2021-02-04 08:59:29.642 DEBUG [e4736a40] [te.agent.AptPackagelInterface] {} Initialized

APT package interface

2021-02-04 08:59:29.642 INFO [ed4736a40] [te.agent.main] {} Agent version 1.103.0 starting.
Max core size is 0 and max open files is 1024

2021-02-04 08:59:29.642 DEBUG [e4736a40] [te.agent.db] {} Vacuuming database

2021-02-04 08:59:29.643 INFO [e4736a40] [te.agent.db] {} Found version 0, expected

version 50

2021-02-04 08:59:29.672 INFO [e4708700] [te.probe.ServerTaskExecutor] {} ProbeTaskExecutor
started with 2 threads.

2021-02-04 08:59:29.673 INFO [e2f05700] [te.probe.ProbeTaskExecutor.bandwidth] {}

ProbeTaskExecutor started with 1 threads.

2021-02-04 08:59:29.673 INFO [e2704700] [te.probe.ProbeTaskExecutor.realtime] {}

ProbeTaskExecutor started with 1 threads.

2021-02-04 08:59:29.673 INFO [e1f03700] [te.probe.ProbeTaskExecutor.throughput] {}

ProbeTaskExecutor started with 1 threads.

2021-02-04 08:59:29.674 DEBUG [e4736a40] [te.agent.DnssecTaskProceessor] {} Agent is not
running bind

2021-02-04 08:59:29.674 DEBUG [e4736a40] [te.snmp.RequestDispatcher] {} Initialised
SNMP++ session

2021-02-04 08:59:29.674 DEBUG [e4736a40] [te.snmp.RequestDispatcher] {} Initialised
SNMP++ session

2021-02-04 08:59:29.674 DEBUG [e4736a40] [te.snmp.RequestDispatcher] {} Initialised
SNMP++ session

2021-02-04 08:59:29.674 INFO [e4736a40] [te.agent.main] {} Agent starting up
2021-02-04 08:59:29.675 INFO [e4736a40] [te.agent.main] {} No agent id found, attempting

to obtain one
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2021-02-04 08:59:29.675 INFO [e4736a40] [te.agent.ClusterMasterAdapter] {} Attempting
to get agent id from scl.thousandeyes.com

2021-02-04 08:59:29.679 ERROR [e4736a40] [te.agent.main] {} Error calling create_agent:
Curl error - Couldn't resolve host name

2021-02-04 08:59:29.680 INFO [e4736a40] [te.agent.main] {} Sleeping for 30 seconds

Note

A\

() DNS H— —D#5i & s L ¥ 9, Cisco ThousandEyes T—3 = F N7 T A4 X— K IP 7 R
LRIZEID S THON TV D5 E1E, NAT BE 2 L £,
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