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Cisco Cyber Vision Sensor 10x Application 3.1.1 for IE3400 and IR1101 Z %R L £ 9,

ATYv T2 B~ ERIMEEDONA R=NA P CVC A=V a3 311 A VA M=V LET, ROGANE, &
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interface virtualportgroup O

ip address 169.254.1.1 255.255.255.252
interface virtualportgroup 1

ip nat inside

ip address 169.254.0.1 255.255.255.252
interface gi0/0/0

ip address 101.0.0.151 255.255.255.0
ip nat outside

no shut

1|

ERSPAN R E :

monitor session 1 type erspan-source
source interface Gi0/0/0

no shutdown

destination

erspan-id 1

mtu 1464

ip address 169.254.1.2

origin ip address 169.254.1.1

TI7EAYARNEMEH L NAT 5% E :

{

ip nat inside source list NAT ACL interface Gi0/0/0 overload
ip access-list standard NAT ACL
10 permit 169.254.0.0 0.0.0.3

CLIADA VA k=L

CLIZEERH LTI 7 r—yarzAf A M= T52F, CVCE Y —%2T—hT7T =,
USB, F7/2IImSATA ICabt—LEd, WRIZ, 77V r—varhAT 47 CLI &AL T
TV r—varviEf A= L, Docker A7 a v ERELTNLT Y r—arwz7
774 7 LET, wITHlERLET,

Router (config-if) #iox
Router# app-hosting install app-id <app-id> package {bootflash:/|usbflashO: |msata:}
app-hosting appid <app-id>
app-vnic gateway0O virtualportgroup 0 guest-interface 0
guest-ipaddress 169.254.1.2 netmask 255.255.255.252
app-vnic gatewayl virtualportgroup 1 guest-interface 1
guest-ipaddress 169.254.0.2 netmask 255.255.255.252
app-default-gateway 169.254.0.1 guest-interface 1
app-resource docker
run-opts 1 "--rm --tmpfs /tmp:rw,size=128m"
Router# app-hosting {activate|start|stop|deactivate|uninstall} app-id <app-id>

LMGUI ™5 DA VX F—JL
LMGUILIZEET 51213, RERELET,

iox

ip http server

ip http secure-server

ip http authentication local

Username cisco privilege 15 password cisco
Login URL: http://<Mgmt IP>/iox/login
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FOMOFEMCONTIE, KESRLTLIEEY, LMGUI 2 L7 CVC B —D A
A k=L (8 —)

IL— 3 G D & %
RTYFT1 vl LCROGANIBEBEI L, CVC IZ I0S-XE /b—& Ot 2 %8k L £7,
Admin > Sensors > Install Sensor Manually

RIZ. [Cisco IOx Application] Z#7 U v 27 LEd, REZHLTIIZIV,

R2:2o9—DA A =L

Manual sensor installation

The manual sensor installation is provided to install Cisco 1C3000 Indus

sensor and generate a provisioning package.

(i) This package should be placed in the root directory of USE mass storage, «
Select an hardware model: Cisco IC3000
Cisco IDx%plication
Sentryo SENSOR3

Sentryo SENSORS

Sentryo SENSORY

ATFY T2 V—=FDI) T NAFEFE AT LET, showinventory DH T & 5ERIC—ET D HENH Y £4, KIZ[Create
Sensor] %7 Vw7 LET, WESBLTIIES,
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BN—R2DI)TILES
Manual sensor installation

The manual sensor installation is provided to install Cisco IC3000 Industrial Compute Gateway and sensors that are not allowed to access the Center's DHCP server for automatic configuration. Please fill the fields below to configure your
sensor and generate a provisioning packaze.

(@ This package should be placed in the root directory of USB mass s

and plugged in the IC3000 / Sensor before poweringit up.

Select an hardware model: | Cisco IOx Application

Sensor configuration

Serial number: " Center [P:

Sensor's serial number as printed on the side panel Optional, leave blank to use current Center IP address

FCW23500HDC

Gateway:
Optional

Capture mode:
Optional

@ All: analyze all the flows
O Optimal (Default): analyze the most relevant flows
(O Industrial only: analyze industrial flows

(O Custom: youset your filter using a packet filter in tcpdump-compatible syntax

Create Sensor Cancel

AT w73 [GetProvisioningFile] #7 V v 7 LT, CVC b7t ya=v 777 A VEAKRLET, RESBLT
TZEW,

R4:7OECa=o T I77MILDER

v FCW23500HDC N/A N/A

5/N: FCW23588HDC

Name: FCW23500HDC #
Status:

Processing status:

Capture mode: All

ATFYT4 n—HLT 4Ly M) ueVa=r Ty ANEFa—RLET, 77 A MIKROE IR T 7 A
WD zip 77 A e LTREE N E S,

51

sbs-sensor-config-<s/N of Router>.zip

ZATFw 75 LMGUIZFER LT, ubela=r V77 ANEL—ZIIA R —FLET, LMGUIT XU A4 —3 3
MOROBATIZEEH LT,

Applications> CVC App (Application Name) > M anage > App-DataDir
RaeSZLTLIEIN,
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i) Cisco Systems
CISCO (Cisco I0x Local Manager

Applications Docker Layers System Info System Setting System Troubleshoot

Resources App-info App-Config App-DataDir Logs

Current Location: ./
Name Type Size

ol

© Upload | M Home

t'iljl

ATw 76 [Upload] 7 U 2~ L%, [Upload Configuration] 7 1 > KU MNFRENFET, FUru—KLz7rE
Tam U TEHDT 7 ANERUARITTCVC NG T vy 7r—RFLET, KESHL TS,

6:7v 70— RE&EE

Upload Configuration x
Path: | ensor-config-EQW23500HDG.Zid |

File to upload:

| Choose File | sbs-sensor-...3500HDC.zip
Coc JEEEN

ATv 1 CVC DFBFEEMERLET, A1 A M= SN TWDHE P —DAT—H A7) Connected & 7= 1% Waiting for
Data ICAEE SN EIDERFELE T, WESRL T 230,
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* FCW23500HDC

7: Sensor Status

169.254.0.2

5/N: FCW23588HDC

Name: FCW23500HDC #

|P address: 169.254.8.2

Version: 3.1.8+202604150634
Status: Connected

Processing status: Mormally processing
Uptime: 3h 3s

Capture mode: All

® Start recording sensor

Ll Go to statistics

AT LI T4 909DXYTF¥

547+574v00xv77+

3.1.0+202004150634  Connected

ATYT1 CVC EN—FBTHEZEHLES, /A7 T 74 v 7 %%y 7 F v T 5120, L—% L CVC DEIC

ATy T2

ATvT3

77 a7 BN MNETY,
IOX b7 74 v 7% Ialb—hrT50, $HEXFY 7T ¥ ZINTZPCAP 77 A VEFHALET, L—F
A VA R—=ILENTWBHCVCE Y —EDocker 7 7Y T, TV DarY—la s A 520,
WD a<wy REETLET,

app-hosting connect app-id <app-name> session

Router# show app-hosting list

State

CVC Sensor RUNNING

LM-GUI 25 PCAP 7 7 A V% T 7Y r—y a7 vy 7u—RLET, ROEBYICBEHLET,
Applications > CVC App (Application Name) > M anage >App-Dir
WD a~< KL, PCAP 7 7 A VOBAETEEZRLTNET,
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Router# app-hosting connect appid CVCSensor session

sh-5.0#

Cisco 10S-XE 1741 O itsae |

*Jul 14 08:45:05.603: $SELINUX-3-MISMATCH: RO/0: audispd: type=AVC msg=audit (15! in/busybox.nosuid"
dev="overlay" ino=72930 scontext=system u:system r: polaris bexecute *

sh-5.0# flowctl read-capture-file /iox data/appdata/tl04

OK
sh-5.0#

ATYT4 CVCDO T 7 4 v 7 %T=4 LET, ROGFTICBE L E£3, Explore> Essential Data > Activity List

WHEBBL T EE N,

8: Activity List

Explore ¥

Sep 24,2020 1:17:04 PM - Sep 24, 2020 1:27:04 PM (10 mins)

4 Activities

Component Component

¥ 169.254.12 [#) Cisco 169.254.1.1
[@ 105.0.0.1 [@ 101.0.0.151

(@ 101.0.0.3 [®) 255.255.255.255
E® SIT-DC [®) 101.0.0.255

Essential data ¥

Activity list ¥

®LIVE

First activity

Sep 12,2020
3:00:29 PM

Sep 14,2020
7:44:21 AM

Jul 14,2020
12:59:47 AM

Jul 14,2020
1:07:50 AM

Last activity +

Sep 24, 2020
1:26:33 PM

Sep 24,2020
1:26:33 PM

Sep 24, 2020
1:25:51 PM

Sep 24, 2020
1:22:02 PM

~ @v
T~ N
OIW,

Export to CSV

Z] 20/ page
Tags

Tunneling ,
ARP

# Unestablished ,
Ping, # Web,
ARP

Time Management

, @ Broadcast

€ Insecure,
@ Broadcast ,
Netbios, = SMB

IMGUI ZEAL=CVCE>H—DA1A 2R +—)L

ATFYT1 2—HFTH T hENRNRT—FREFEH LT A LET,
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R9:O—HLIA—DrvDOTA Y

o For best results use a supported browser w

Y Cisco I0x Local Manager
S Version: 1.10.0.1
Username | |
Password | |
v

& 2020 Cisco Systems, Inc. Ciooo, Cisco Systems and Cisoo logo are registered trademarks of Cisco Systems, Inc. andfor its sifiat]ic
affiliztes in the LS. and certzin other countries. CISCO

ATvT2 BV — TSV r—var kA VANV LET, vl A rThHE ROA=a—RERINET,
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10:IMGUI7 TV r—23>o®DA VR =)L

itfiaa]ie Cisco Systems
CISCO (Cisco I0x Local Manager

Applications Docker Layers System Info

© Add New

Cisco 10S-XE 1741 O itsae |

System Setting System Troubleshoot

% Refresh

ATv T3 [AddNew] #27 U w7 LET, 77V r— a7 7 A/ (CiscoCyberVision-IOx-aarch64-xxx.tar 72 &) Z
BELEd, 77U r—va 04T (CCVSensor 72 &) Z1BIL £,

T — BT TN = a VEBRELET, REZBELTILEIN,
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11:CCVSensor D7 9 T «4 Tt

stfist] i Cisco Systems
CISCO (Cisco [0x Local Manager

Applications Docker Layers System Info System Setting System Troubleshoot
CCVSensor DEPLOYED
Cisco Cyber Vision sensor for aarchod

TYPE VERSION PROFIL
docker 3.1.0+202004150638 exclusiv

« Activate #» Upgrade M Delete
N

ATy T4 Activatex 7Y v 7 LT, B =T 7V r—arORELELHLET, [CCVSensor] ¥ 7 &7 V) v 7
L. [Resources] 7 V v 7 LEd, WESHL T ZEW,
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12: 4 >4 — LM I0XAppDisk Dty +7 v 7

stfuat]ie Cisco Systems
CISCO  (Cisco IOx Local Manager

Applications Docker Layers Systemn Info System Setting System Troubleshoot

Resources App-info App-Config App-DataDir Logs

* Resources

+ Resource Profile

Profile:

CPU 1155 CpuU-umits
Memory 862 MB

Disk [128 | MB

Avail. CPU (cpu-units) 1155 Awvail. Memory (MB) £852 Awvail. Disk (MB) 438

T A AT A X 128MBIZEF LET,
G¥) UL EOFERAMEH L2 T3,

AT w75 Advanced SettingsiZ7 7 A L £, #4732 3 > T, [Docker Options] DAEIZ 3 5T F A b HEIRIC R &
BILT, mpfs ZiXELET,

--tmpfs /tmp:rw,size=128m
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13 : Advanced Settings

etho 031 27127 |

¥ Resource Profile

Profile:

CPU

Memory

Disk

exclusive T

1155 Cpu-units
B62 MBE
| 128 | MB

Avail. CPU (cpu-units) 1155 Avail. Memory (MB) 862 Avail. Disk (MB) 438

¥ Advanced Settings

Specify "docker run” options to be used while spawning the container. These will override activation settings above.

Docker Options:

—rm —-tmpfs /tmpin,size=128m

Auto delete contziner instance

AT 76 Network Configuration 2 > 5 VINODREA N EOA v H—T oA AT FHNOA X —T = A A%

A4 RFLET,

RDZRY
WD+ =z (Binding eth0 & Binding ethl) (8L £7,

ethO D/NA VT4 24
eth0 ZFRET 2I12E, ROFIEEZFEITLET,

AT 1 interface eth0 Z IR L, [edit] 227 U v 7 LET,
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14 : etho

¥ Network Configuration

Mame

eth0

ethi

| © Add App Network Interface |

MNetwork Config
VEGD

Mot Configured

ATFYwT2 A F—T x4 AVPGL ZEIR L F7,

15: VPG1

* Network Configuration

MName

etho

ethi

eth0

Metwork Config
VPGO

Mot Configured

VPG1

VirtualPortGroup via intss * | Interface Setting

VPGD  VirualPortGroup via intswel

Description (optional): VPGl \VirtualPortGroup vi;kiAntsvcl

[ wok || %cancel |

AT w73 [Interface Setting] #7 V v 7 L£7,

Description

none

none
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etho 031 27127 |

16: 423 —T 14 ADHKE

* Network Configuration

MName Metwork Config

eth0 VPGOD

ethl Mot Configured
ethl | VPG1 _ VirtualPortGroup via ints ¥ | Interface Sstting

Description (optional): | |

| o OK || :tcance||

ATy T4 ROBTEEEHLET,
o eStaticA T a AEBIRLET,
« IP/Mask Gk % 1B/ 169.254.0.2 / 30
* 77 AN R U x A OIP I3 169.254.0.1
WIZ[OKl &7 U v 27 LET,
& 17: IPv4 585

Interface Setting

IPv4 Setting
(®) Static ) Dynamic (O Disable
1P/Mask | 169.254.0.2 | /|30 |
DNS | |
Default Gateway IP | 160.254.0.1] |

ATvT5 9 —E[OK] %27 v I LET,
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. ethl DNNA VT4 Y

* Network Configuration

MName Network Config

ethi VPGO

ethl Mot Configured

etho | VPGD  VirtuzlPortGroup via ints ¥ | Interface Setting

Diescription (optional): | |

| JGK£9| X Cancel |

A7 76 [Activate (SIP MWI notification mechanism) ] 7 4 > RUMREREINET, [OK1E227 Vv 7 LET,
18: 94> Fo0F7YT1471t

o App network interface "eth0” changed.

Click "Activate” to activate the app!

etht D/NA VT4
ethl f VX —T =2 A AZHRETHIZIE, ROTFINEEEITLET,

AFvT1 VPGO 2R L £,
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ethl DNA VT4 >

19: VPGO

¥ Network Configuration

Mame Metwork Config

ethi VPG1

ethi Mot Configured

eth1 | VPGD  VirtualPortGroup via ints ¥ | Interface Setting

Description (optional): | |

| oK || :tc;mce||

ATv 72 InterfaceSetting #7 U > 7 LC, ROBEZHEH L ET,

o eStaticA T a o EERNLET,
« IP/Mask Tk %1841 169.254.1.2/ 30

20: IPV4 % E

Interface Setting

IPv4 Setting
(®) Static () Dynamic () Disable

IP/Mask | 169.254.1.2 | / | =d |

DNS | |

Default Gateway IP | |

g
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TIV =23 070714714

ATy 71 [ActivateAppl 27 V v 7 LET, kEZSRLTIZEN,
R21: 77V 5r—2 3007957474

¥ Network Configuration

Mame MNetwork Config
eth0 VPGl
ethl VPGD

| © Add App Network Interface |

¥ Peripheral Configuration

Device Type MName

|. © Add Peripheral |

INT, B —T IV = a U NT T 4 TR0 £,

Description

none

noane

Label

ATY T2 EHBRRY 4 v RUBRKRENET, ZODBETTL2ETICEBR I L2H5E1 B £,

B 22: 79T« LD

T
CISCO

Operation in progress, this can take some time.
Please wait and do not reload the browser...

L

AT 73 [Applications] 227V v 7 LTCT SV DAT—H A%2FRLET, RESBBRL TS,

Status
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i) Cisco Systems
CISCO Cisco IOx Local Manager

Applications Docker Layers System Info System Setting System Troubleshoot

Resources App-info App-Config App-DataDir Logs

* Resources

* Resource Profile

Profile:

CPU 1155 Cpu-units
Memory 862 MB

Disk 128 ME

Avail. CPU (cpu-units) 1155 Awvail. Memory (MB) 252 Awvail. Disk (MB) 219

* Advanced Settings

Specify "docker run” options to be used while spawning the container. These will override activation settings above.

F-rm —tmafs /tmeinw, size=128m
Docker Options:

+|  Auto delete container instance

ATYTE 77V = a N7 7T 4 TS TEY, BETO4ERH D £,

T7IUr—2arnied

ATy T [Sart] 27 Vv 7 LET, RESRLTIZE0,
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®24:7 7)) r—2 a3 0EH

it Cisco Systems
CISCO Cisco I0x% Local Manager

Applications Docker Layers System Info System Setting System Troubleshoot

CCVSensor
Cisco Cyber Vision sensor for aarché4
TYPE VERSION PROFILE
docker 3,1.0+202004150638 exclusive
P Start @ Deactivate £ Manage
[

o

ATy T2 RN Y 4 RURERENET, ZADBETTDHETIER»NLHERH Y 7,

25 [Progress] ™) 1« > K2

T
CISCO

Operation in progress, this can take some time.
Please wait and do not reload the browser...

ATFv T3 LIEBLTDL, 7T7YVDARAT—Z ANFETHICEDLY 7,

. Cisco 10S-XE 17.4.1 D # ke
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7Iur—vavory |

®26:7 7 r— a3 vRfTH

Applications Dacker Layers System Info System Setting System Troubleshoot

CCVSensor | RUNNIN

Cisco Cyber Vision sensor for aarche4

TYPE VERSIOM PROF]
dockar 3.1.0+202004150638 axclus

W Stop £+ Manage

J
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