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« XA 7 47 Docker D HR— kK (1 X—)

eraw V7 v b b7 U AR— MIHT D YANG T —HET ALDOFHR—F (25—)
cIOx 2T FT V=g DT UHLI0 (3R—)

2 AT 4y FEF2T MACT FLA (43—2)
cBANEXT U — g DY R—F (63—)

4 T« 7 Docker DY HR— k

AT 47 Docker DV AR — F23 1721 UV U —RZEMENFE LT, ZOMEICLY, =2—F
{X Docker 7 7'V r—a & IRINOLICERTEEST, 77V r—v a0 7% A0
ot [7FVr—2 a3 DA A M—LET oA M=)V OHEOFIEL FFETT,
Docker 7 /U r—a v DGH, 77V r—va VRED—HE LTy FUKRA V FREN
VETT, = MRS FPORTEIZOWVWTIL, ROBFIZSRL T IEEN,

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #app-hosting appid app3

Router (config-app-hosting) #app-vnic gateway0 virtualportgroup 0 guest-interface 0
Router (config-app-hosting-gateway0) #guest-ipaddress 192.168.0.7 netmask 255.255.255.0
Router (config-app-hosting-gateway0) #app-default-gateway 192.168.0.1 guest-interface 0
Router (config-app-hosting) #app-resource docker

Router (config-app-hosting-docker) #run-opts 1 "--entrypoint '/bin/sleep 10000'"

Router (config-app-hosting-docker) #end

Router#

Docker 7 7V 7 —3 3 O 12 ROFN R LET,

Router#show app-hosting detail
App id : appl

Owner : iox

State : RUNNING

Application

Type : docker

Name : aarché64/busybox

Version : latest

Description :

Path : bootflash:busybox.tar
Activated profile name : custom
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Resource reservation
Memory : 431 MB

Disk : 10 MB

CPU : 577 units

VCPU : 1

Attached devices
Type Name Alias

serial/shell iox console shell serial0
serial/aux iox console aux seriall
serial/syslog iox syslog serial2
serial/trace iox trace serial3
Network interfaces

ethO:

MAC address : 52:54:dd:e9:ab:7a
IPv4 address : 192.168.0.7

Network name : VPGO

Docker

Run-time information

Command :

Entry-point : /bin/sleep 10000

Run options in use : --entrypoint '/bin/sleep 10000

Application health information
Status : 0

Last probe error :

Last probe output :

Router#
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T—HET

YU —2172.1 TiL, BIND YANG T —F T T 5 R— R BMENTWET, =
NHDOBMET VAL, taw Y7y F TV AR— IR EENTWET,

YANG 7 — % 7 /L3R D URL THEGR TE £77,
https://github.com/YangModels/yang/tree/master/vendor/cisco/xe/1721

A A 2D Cisco-I0S-XE XA 7 4 7TETIIZET D raw V7 v MZIZ 2 DOBEREE Y = — L

HYEF, TONFITKROLEBY TT,
* Cisco-IOS-XE-rawsocket.yang

CDFEVa—VZiFraw X Ty T UARAR— DT 4 F 2 b— g 3wy RO YANG

EFTOIL I aryDNEENTWET,

WIZ, ZOFY a—VZHeT D CLl 2~ > RERLET,

encapsulation raw-tcp
encapsulation raw-udp

raw-socket packet-length <Iength>
raw-socket packet-timer <timer>
raw-socket special-char <value>
raw-socket tcp server <port> <ip>

HH H o FH
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xa>5+77usr—vavorsanio

raw-socket tcp idle-timeout <value>

raw-socket tcp client <dest-ip> <dest-port>

raw-socket tcp idle-timeout <timeout>

raw-socket tcp tcp-session <value>

raw-socket tcp dscp <value>

raw-socket udp connection <dest-ip> <dest-port> <local port>

HH H = H H

* Cisco-IOS-XE-rawsocket-oper.yang

TOEYa—WE, raw ¥ Ty b T U AR—=FOEHRT =X DYANG EEDOa LT g v
NEFENTVET,

WIZ, ZOFY 2= VIZHnT 5 CLI 2> RERLET,

show raw udp statistics
show raw tcp statistics
show raw tcp session

show raw udp session

show raw tcp session local
show raw udp session local

WIZ, KFEY2a— VDU A MERLET,
* Cisco-IOS-XE-native

HH H = H H

* Cisco-10S-XE-features

* ietf-inet-types

* Cisco-10S-XE-interfaces

* Cisco-10S-XE-ip

* Cisco-10S-XE-vlan

s fetf-yang-types @ (T XTCHO YU ET 3 )

* cisco-semver

Ox a>TF77)5r—23>0OTo4%2)L10

YU —R 1721 T, IOx 2T FT7 7V —2a DT JHZ V0T 7EATELL ST
720 F L7z, alarm contact 2~ RIZH LU CLI 2% B S vE L7z,

Router (config) # alarm contact ?
<0-4> Alarm contact number (0: Alarm port, 1-4: Digital I/O)
attach-to-iox Enable Digital IO Ports access from IOX

Router (config)# alarm contact attach-to-iox

attach-to-iox =~ REFNZT B L, I0x ~DTXTOT TV H V10 BA— k& 5ZEITHIET
FT, R—FME, 4 LFDOT A A /dev/dio-[1-4] L LTIOX T 7V r—ya A snE
T, FHAED FRITEESIALOBELZHFHL T, TYXNVI0 R— FOEEZESE/ZITHRET
xFET,
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E— REEHTLH561E. T NMEEZXTFRT ARA AT 7 A MIEZALI ENTEET,

. REeo m%@m%%La\%~h®£E\%;U$~h®E®T+D7@ mﬁm
D %479 IOCTL 2— VI L > THEITSNE T, ZOHEIHES T, 7%nﬁtyﬁ~%mnm
WCHH CE ET, TRXRTOR— FRFANCATIET— NIZRE I IL, BEILIVICTLT v 7S
nEd,

Wiz, IOCTL =2 — /LD %< LET,

7_':/9 L |0 TK_ nJLJ"HE U
cat /dev/dio-1
TOAII0R— bADEEIAH

echo 0 > /dev/dio-1
echo 1 > /dev/dio-1

E—FEE

echo out > /dev/dio-1
echo in > /dev/dio-1

YHR—FEINTWLSHIOCTLD Y X +

DIO GET STATE
DIO SET STATE = 0x1002

DIO GET MODE = 0x1003

DIO SET MODE OUTPUT = 0x1004
DIO SET MODE INPUT = 0x1005
DIO GET THRESHOLD 0x1006

DIO SET THRESHOLD = 0x1007
DIO GET VOLTAGE = 0x1009

0x1001

IOCTL Z &M L f=KRED

import fcntl, array

file = open("/dev/dio-1","rw")

state = array.array('L', [0]
fcntl.ioctl(file, DIO GET STATE, state)
print (state[0]

HHMY

IOCTLEZFEFAL-E—FDZE

import fcntl
file = open("/dev/dio-1","rw")

fentl.ioctl (file, DIO_SET MODE_OUTPUT, O0)

FtEFa2a7MACT FL R

BT 1 =G AV/AN I LIEES RIS TWE LT,

AT Y H—= T T oA R—TNVITDHE, A4 FIv I MACT RLAZRT 4 v F—
TXE2T MACT RLAIZEHL CTEIfTa L 74X ab—a BT A5L9104 04—
T2 A ABRECEET, /X =T A AIAT 4 X T—= U T RA X —T NI DREITC

Z AL IR1101 I0S-XE
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EE UL DEED, TRTDOLALFI v 7 X227 MACT RLAZ AT 4 v ¥ —t¥a
TMACT RLAIZEBLET, TR THOAT 4 v F—EFXaT MACT FLATFET=2
T4 F¥alb—va GBINENET,

AT 4 yF—EX2T MACT FLRIX, a7 4Falb—rar 7rA (AL v FRHE
EESNAT-ONHEHENDZAE— T v ar74Xal—3iay) |2, BRI S
NE¥A, AT 4 YvF—EBF2TMACT RLRZa 7 4Xalb—agy 77 A VHRE
THE, AL T OHEHFIZA X —T 2 AXINLEFHFOVFETILERNH D THA,
AT 4 vx BxaT T RVRAZRELRVWGA, 7 RLRIZRbhvET,

X)) T4ER

RONWT VNIRRT ET D&, BF =2 U T BRITRY £7,

cERBDOEXF 2T MACT RLABRT KL A F—T BIMENTWAIRET, 7 RL X
F—T IR BEFEDO MAC T RLAZEHSORAT—2 a9 v N v —T A AT 7 EAL
L2 & L=HE.

DB EX AT A H—T oA ATHEEEFITREINZT L AN, [6— VLAN NDH]
DEXaT A B —T oA ATHAINTZES,

B DR LI A ORI IESNT, KO STREOBLE— FOVNTRAA 4 —7 =4
AEBETEET

« protect (f£7#) : ¥ =27 MAC 7 KL ADEMNHR— F THFAl SN TV DR KREICET
He, HAREEZTEDZETHFIREDOEX 27 MAC 7 FLAZHIBRT 50, #Fa]7 KL
ABEBER IRV E Y | RHMOKEEILT FLAZFFO Ny MIRey7anEd, &
Fa T4 EBRBEZ-TH, a—HFiTimmIhEztA,

Note: A7 4 v X T —=V IR/ >TVAESIT. AT 4 vFEF2T7 MACT RL &
WEALFI 7 EXaT 7T RLVRICEBRIN, FEfTar 74Xl —a rnhbllrEns
7,

erestrict (fHIfR) : EF =27 MAC 7 KL ZADOEMNR— b THAI SN TV D ERKRIREICET
L&, BKEEZ TREIZETHRBOEX 27 MAC T RURAEZHIBRT 25, FFr7 KL
APEIER I VN E D | RIOEFILT RV ARy NI Rey7EhEd, =
DE—RTHE, BFa2 VT EXPBELLZ EBRBEMENET, SNMP k7 v 7RG
SNFET, Syslog A vE—vRnaX I, EXAIDUCXZNEMLET,

sshutdown (¥ v hE DY) R —bF X2 VT 0 EXIZED, £ F—T = A AN
error-disabled |Z72 0 | 7272 HIZv v v MU ENET, Db L A— MDD LED 2’ H
STLET, BF 27 A — b error-disabled A7 — b OHA 13, errdisable recovery cause
psecure-violation 7 = — 3L 27 4 Fa b— gy avry REAJJLTCIDAT— b &
fRZFR9 50>, shutdown B L QN noshutdown f X —T7 =2 A A 2T 4 Fal— g
v READNLTCFHTHOAEMCTEET, ZiUL, 774V FOE—RTT,

e shutdownvlan (VLAN < % v F¥ 7))  VLANBA TEF 2 UV F s BEKE— FE2HRTT
LIDIEHLET, Z0OF— RTEKNBETD L, A— MK TIE/A2<. VLAN R
errdisable 2732 V) 4,
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FEAMET

AA wFA B —T = A AT port-security cli B L ET,

Router (config-if) #switchport port-security ?

aging Port-security aging commands
mac-address Secure mac address

maximum Max secure addresses
violation Security violation mode

<cr> <cr>

Router (config-if) #switchport port-security mac-address sticky

TJ)5—S 300 ER—Fk

VAADBLET TV A —2 g U IR0 THR—FENB LR E L, BAAE
TV =gk A M= LT HIE, T ATELMN ERGEEZANCT H2HERNH Y
1, BAMERAEEZADIICTDIT0E, ROFIEEZEITLET,

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #

Router (config) #app-hosting signed-verification

Router (confiqg) #

Router (config) #exit

B EMIEEAINC L%, IOx T 7V r—yam AT 407 O 77 ) r—vg
DA LVAN=NNET AV A M=)v] OHEOFEIHE-STT TV r—varwf A= 1L
F9,
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