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IR1101 DFEHICSWTIE, BT —X v — 2SR LT 7Z30,

IRM-1100-4A2T $E5RE & 1 —)L

IRM-1100-4A2T 1%, IRIIOL IZERVY AT D Z D TEDYLEEY 2 —/L T3, IR1101 ~DiBN
DAODIERT VT NAR—=FE2O0DA —H Ry A v F—T oA A LET, KDOK
1Z. IRM-1100-4A2T Z#~m L CWE T,

IRM-1100-4A2T

IRM-1100-4A2T A —HF v b A > F =7 = A AL, LA T 2RJ4510/100/1000 Mbps R — kT
j—o

IRM-1100-4A2T >V 7 LR — MiX. RJ45 22 7RAR— b (RS232/RS485/RS422) T,

IR1101(21%, PEIREY 2— VARV 6D MENA2-oH 0 F9, EENIIEEM., FEiX=
VEa—TF 4 U AIE NI E T, BT Y 2 — AN FEICESE SN TV A AL, JEET
Ta2—L (EM) il LTEHREANET, BT 2 — B FEHICERE SN TWAEAIT, =
VEa—T 47 V2= (CM) filE LTERENE T, #iET. IEEY2—1RNEDL
SANCED 5N Tndo, BEIOHHESN TWAIERE Y 2 — /L0 & FEIC L > TR
D E9,

IRM-1100-4A2T 1. ROV — /L BHEBTE E4,
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FEAIIZ DWW TR, IRM-1100-4A2T $EIRE Y 22—/ (319 X—) ZZMML TIIZSVy,

o —& ar ) —ILEBFERLTCLIICT 72T 5 h5E (42—2)
e UE—h V=N CLIIZT 7 kAT 5 HE (72—2)
cCLIEy Y a M (9—)

IW—F 3= ILZERALTCUIZT IV ERT BFHE
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ay YV —)LAR— I, ¥ —TDORIH SHNCHD USB2.0 S =USBX A 7B axs/ #ZT
T, T 7 /L FDR— L— ME 9600 T,

N—HF LBET AU RTA RSB NEWNWIEENRT » 7k FRPCIZE R EINTZHAIL.
RIA N A Ba—H" A——NHEAFTTIHM)N, £FKRO URL #5HL T 7230,

https://www.silabs.com/products/development-tools/software/usb-to-uart-bridge-vcp-drivers

THHEEOT SA 2T, VAT LAREZAT O I NFREND T2, HARM 3% E DB R
IZEZE L TL7E &V, CiscoPnP ##ih— A HEHT 720V —F 2 FEX LT2HE, FHRk
EPRT oY a = TR, V= F RO XA Tl wAxy 7 LET, RIZ, BlerL
9,

--- System Configuration Dialog ---
Would you like to enter the initial configuration dialog? [yes/no]: yes

At any point you may enter a question mark '?' for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you
to configure each interface on the system

Would you like to enter basic management setup? [yes/nol: yes
Configuring global parameters:

Enter host name [Router]: <your-host-name>

The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password, after
entered, becomes encrypted in the configuration.

Enter enable secret: <your-password>

The enable password is used when you do not specify an

enable secret password, with some older software versions, and
some boot images.

Enter enable password: <your-password>

The virtual terminal password is used to protect

access to the router over a network interface.

Enter virtual terminal password: <your-password>

Setup account for accessing HTTP server? [yes]: <return>

Username [admin] : <your-username>
Password [cisco]: <your-password>
Password i1s UNENCRYPTED.

Configure SNMP Network Management? [no]: <return>

Current interface summary

Any interface listed with OK? value "NO" does not have a valid configuration

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 unassigned NO wunset wup up
FastEthernet0/0/1 unassigned YES unset down down
FastEthernet0/0/2 unassigned YES unset down down
FastEthernet0/0/3 unassigned YES unset down down
FastEthernet0/0/4 unassigned YES unset up up
Async0/2/0 unassigned YES unset up down
Vlanl unassigned YES unset up up
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Enter interface name used to connect to the
management network from the above interface summary: vlanl

Configuring interface Vlanl:
Configure IP on this interface? [no]: yes
IP address for this interface: 192.168.1.1
Subnet mask for this interface [255.255.255.0] : <return>
Class C network is 192.168.1.0, 24 subnet bits; mask is /24

Would you like to configure DHCP? [yes/nol: yes
Enter DHCP pool name: wDHCPool

Enter DHCP network: 192.168.1.0

Enter DHCP netmask: 255.255.255.0

Enter Default router: 192.168.1.1

The following configuration command script was created:

hostname <your-hostname>

enable secret 9 $9$Z6f174fvoEdMgU$XZ2Ys81l4phbgpXsb4819bzCng3ud4Bc2khlSTsoLoHNes
enable password <your-enable-password>
line vty 0 4

password <your-password>

username <your-username> privilege 15 password <your-password>
no snmp-server

|

|

interface GigabitEthernet0/0/0
shutdown

no ip address

|

interface FastEthernet0/0/1

|

interface FastEthernet0/0/2

|

interface FastEthernet0/0/3

|

interface FastEthernet0/0/4

|

interface Vlanl

no shutdown

ip address 192.168.1.1 255.255.255.0
no mop enabled

ip dhcp pool wDHCPool

network 192.168.1.0 255.255.255.0
default-router 192.168.1.1

|

end

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2
Building configuration...

[OK]
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Use the enabled mode 'configure' command to modify this configuration.

Press RETURN to get started! <return>

*Jul 27 21:35:24.369: $CRYPTO_ENGINE-5-KEY ADDITION: A key named TP-self-signed-3211716068
has been generated or imported by crypto-engine

*Jul 27 21:35:24.372: $SSH-5-ENABLED: SSH 1.99 has been enabled

*Jul 27 21:35:24.448: $PKI-4-NOCONFIGAUTOSAVE: Configuration was modified. Issue "write
memory" to save new IOS PKI configuration

*Jul 27 21:35:24.532: SCRYPTO_ENGINE-5-KEY ADDITION: A key named

TP-self-signed-3211716068.server has been generated or imported by crypto-engine
hostname>

ZHTT A AT A RE R AR EN TE E LT,

aAVY—IL A3 —T 24 ADERAE

ATy I

ATy T2

ATvT3

Wha<r ReASILET,

Router > enable

(A FX—=T N NRAT = FRRESNTWRWEEIE, AT v 73R ET) NRATU—F a7 T,
VAT A NAT—REANNLET,

Password: enablepass

NRAT— RNHFAEND &, FHEEXECT— K a7 FRErRaSnEd,

Router#

INT, ¥EEXECE— RO CLI~DT 7 B ANHREIC2 D £ LT, MEhQha<r REANLT, HEZAR
HAY B FITTEFET,

ayy— ) kyvarEKRTT5IE, quitavr RE A LET,

Router# quit

JE—Fa2Y—IDBLCUIZT IV ERT BAE

IR1101 DY E—F @V —IE, Telnet £7-13 L0 X272 SSHAEFHLTCT 7 EXT
EFET, telnet 7 7 B ADOFEMIZOWTIE, ZOFEOLUBOIEEZZR L T /ZEVW, SSH T 7
T ZDFEMIZHONTIE, SSH DEASBR L T E0,

ZITHE, UE—F a3V —nAnb CLIIZT 7B AT 5 FIEICONTHA L ET,
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Telnet Z{ERA L TIL—F 22V —ILIZEHRT =D EHE

Froiz |

FEARIZ DUNTI,  https://www.cisco.com/c/en/us/support/docs/ip/access-lists/13608-21.html? Cisco
I0S-XE 7 /3A AT A REZRL T TEE 0,

B AR T =B LN T —ORTIIMEE TN, RTETHZ AL ET, N —iL, %
IZ Telnet £721L SSHRITAT — X A 2 —FRTA O —2 L LTHELHET,

TCP/IP % N U —27 35 Telnet 2 H L TL—X 12U £— h 727 A9 5I21%, linevty 7“
n— L a7 4 ¥ alb—vary avy REER LT, (AEY EEIEI#%%:%T N RSP N
N—BERELET, 2P L TrI A ERRT—ROBELZERT DL LI, ﬁﬁmﬁ

Kl ERELET,

linevty 70—/ 3L a7 4 Xab—3 gy a<y ROFEMIZOWTIEL,  [Cisco I0S Terminal
Services Command Reference] F¥ =2 X 2L T 7ZEW,

FfR ECa 7o USSR E 12T 512, login =~ > RO EREZ password =2~
V REE S TR — REEELET,

WRE, R, THU T 47 (AAA) ZHERT 58613, loginauthentication =~ > N &%
& L EJ, loginauthentication 2~ FAHEH L TY X M EHRET D L 12, E#H ETAAAR
RECBET D m 7 A UMb SR K 9 ITT 5I21E, aaaauthentication login 7w —/3 L =
Y74 FXalb—varavr REFEHALT, VANERETHILELHD 7,

AAA Y —EZADFERIZ DWW T, [Cisco I0S XE Security Configuration Guide: Secure
Connectivityl] 35 X O [Cisco I0S Security Command Referencel] #Z M L T< 72XV, login
line-configuration =~ > ROFEMIZ DWW TIX,  [Cisco I0S Terminal Services Command Reference ]
EZMLTLLEEN,

F72. L—H T TelnetEki T DI, V=X DERMBREA M4, £-EFNA—Z ICREINT-IP
T RUAZEHE L TR LELH Y £, Telnet 26 L CL— & ([CHikit 5 720 OE{EDOFE
A, Telnet r—EAD I A X <A XFik, BEI O Telnet ¥ — > —47 2D FIEIZDONT
IZ. T[Cisco I0S Configuration Fundamentals Configuration Guidel] &M L T 7Z2& Wy,

Telnet AL TCaAVY—ILA VA=A RIZT UV RT B

WAREIZIZPC DOHROWTNID A~ REASLET,
» connect host [port] [keyword)]
« telnet host [port] [ keyword]
Z T, hostIZiFN—Z DARA M EIZIP 7 RLAZIEE L, port (1213 10 RO R — + &S (F7 +

NVRE23) AFEELET, £, keword IZIFVAR—FENDHF—U—REHEELET, ZhbDa~vy
ROFEMIZ DT,  [Cisco I0S Terminal Services Command Reference] # 2R L TL 72 &1y,

G¥) TR AY—REHHTLIEAE. AAMELIZIP 7 LA T, AR — &S
(7= & 213 telnet 172.20.52.402004) *#i5E L £,
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Wiz, telnet 2~ R&EHA LT, router & WO AFTON—Z I T D02 R LET,

unix_host% telnet router
Trying 172.20.52.40...
Connected to 172.20.52.40.
Escape character is '"]'.
unix host$% connect

RATVFT2 a4 A= REANLET,

User Access Verification
Password: mypassword

G¥) IRAT— RN EINTWARWIEA I, Return ZH L £ 9,

RATv T3 2—H EXECE— KnbH, enablez~> REAHLET,
Router> enable

ATV TE R2AT—R FarF T, VATFLANRNRATU—REANLET,
Password: enablepass

ATYTE A R2—TIL XA —RKRFAISNDE, FHEEXECE— K a7 FBRKRO L) ICERENET,

Router#

ATYT6 ZNT, FHEEXECE— RFDCLI~DT 7B ANAEICARD £ Lz, VERa<w RE AN LT, KER
AT RFATCEET,
AT9FTT Telnet v a U EKTT 520, exit £721d logout =~ > REMHLET,

Router# logout

CLitvyia gl

T T 4T ZALT U MEFELT, MHOICERT2ZENTEET, Byvaray
JIZED ., 2 N\OZ2—WFDRRN 2 AT T2 EREMAIZ EEXTE W) ICR#ETEET,
FRTEE 2 T RTOXF ¥ U T A BRI BRI L > THEASINADEET-DIZ, CLIt Yy
var T 7R ARICTFIROBRENTHINTWET, & 2E, Zck b 2—FFr—#ic
VE—RNTI7ERTHIENTEET,

CLizvyi 3> EBIZDOLVT

KTV T 4T EALT U MERELT, MEIWICHEHAT I ENTEET, Eyvarnmy
JIWZED, 2 NDZ—FRENEIT T ELAFHAIC EEXTERVWE D ITRETEET,
EHAAEER TR TOXF v /R TFT 4 DA T BRI L > THERAEINADEF; 7-HI2, CLI

Ty a7V EARICTROBREDNTREINTVWET, -ExX, Tk 2—HFiEFr—
V- TI7BATEET,
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CLilty> aV RALT7OMDESR

AT 71 configure terminal
Ja—sUbarZ 4 Xal—vary T—FERBLET,

ATY 70 2 line console 0

AT 73 session-timeout minutes

minutes DEIZ XYV, XA LT T MIRBHETO CLI OFFERERINERESNET, CLITYy Y3 v XA A
T f‘%‘?%&ﬁiﬂj‘é &\ CLIE>y = V@’E%lU%/{ﬁ)aﬁ’ﬂﬁéﬂij‘o minutesﬂ:ﬂEO%‘f*‘EﬁHﬂiﬂjﬂé &\ v
av XA DLT T NBENTY F9,

X7_"‘Jj°4 show line console 0
yar &4’-577‘7 k& Lfgﬁﬁiﬂéﬂflﬂﬁ%ﬁﬁ%}g\biﬁ_ ("Idle Session" O)ﬂﬁéﬁ L’C%ﬂ?éﬂi@—) o

CLilty>a>npnovyy

1R BHHIIZ

CLIEyvaryO—Rp/ AU — RERET HIZ1E, EXECE— RFTlock =2~ REHEML

T, lock 2~ FEFEHT 51T, ZOH1C lockable 2~ > R&fH L CRIEZRET HME
NHY ET, WOBITIE, EIFRDS lockable & L TRESH, TD% lock =t~ RA&MH LT
—If XA T — FREID Y THNET,

AT Y F1 Router# configure terminal
Ja—r )L ar7 4 ¥al—vay T— RERBELET,
ATV T2 lock 2w REMHTE 2 X210 THEEEATLET,
Router (config) # line console 0
AT 73 Router(config)# lockable
B4 7 > 7 WREIC L £

AT w748 Router (config) # exit

X7_"7705 Router# lock
RAT—RKOAINRKDOLNET, XAT—RZ2EANTAHVLERNHY £17,

Password: <password>
Again: <password>
Locked

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K



=9=
=% =R

CiscolOSXEY 7 bz 7DEH

Cisco SDWAN 77 7 u v —%FIH 7 54513, Cisco IOS-XE SDWAN 1 A — (cEdge) 121
HEpba~v  FE—FRHLHZLICERELTIEZSIN (Conﬁg—transaction\ commit 72 &)

IR1101 SDWAN OF§HEIT, cEdge I0S-XE 16.12.1 DFEREIZIR > TWET, URL 7 4 L& U v 7
X2 IPS/IDS 72 &', —H#BOHERE imnmriﬁ%f%&w EnRHY ET, F/z, IR1101 O—
EROMEREIL SDWAN A A — U BT TE 2 WGEnH Y £9,

R SDWAN DO~ = =2 7 /LR LT 72 &V, https://www.cisco.com/c/en/us/support/routers/
sd-wan/tsd-products-support-series-home.html%0A

ZOEF, WO TR INLTWET,
e v R E—RIZHONT (11 2—)
e F—HR—FDYa—rIvk (14—=2)
o 2 KD no I L O default I OfEH (14 <—2)
JRBENR Y 77D awr ROFFOH L (15 2—)
e T 4 Fal—ary TrANNDOEHR (15 3—=)
2T 4 X2 b= a VOEEDRFE (16 —)
eshow 2~ FE X P more =i~ RO IIOT7 4 v Z U 7 (16 2—)
c TT R T F—LBLOV A YT N 2T A A=V OVR— MEROBRZE (17 <—
)

vk E—FKIZDL\T

CiscolOSXE T C&x b a~> RE— RNid, #€KD CiscolOS T TCE b a~r RE—NK
LIRIUTY, CiscolOSXE VY7 b =727 78 A4 5120%, CLI ZH L %7, CLIICIT#E
BoOT—RKR"HHZ L6, AIATEa~r FIZFOR A TRHL TWAE— RIzkh B
WET, CLIZrY> T R CI/ZAFar~—7 (?) ZANTHLE, ThEThoa~vy K E—
FCRIfC&E2a~vry FoO—ExRETEEd,

CUKuﬁ%thk%@%wFﬁn~ﬁEmm%~Ff#oJW%Emm%~Ffi 5
TEba<wy FRHIRENTWET, T _Toavy FEEHATE 5 Lo+ 51aE, @ElT

INAT— REMH LT, FHEEXECE— FEBBETAMLENRH Y £9, FFHEEXECE— KD
1. T _RTOHOEXEC a2~ K (2—¥ = FNELIFEEET—F) 2EfT7CcxFEd, /=, 7
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B =~ rz—reouc

CiscolOSXE YV 7 ko z 7R |

B—NL A7 4 X alb—ary BT— NEBETHZIEETEET, ITLEALEDEXEC =2+
YRIFZ1ERY O~ RTY, 72& 2, show a2~ RTHIUZTEE R AT — X ZAEHRN
FREN, dear a2 RTHIUL, By FR0A v H—T = AN7 VT EnEd, EXEC =
<~V RIEY 7 b =T OFEEBRFCRTEINERT A,

a7 4 X2l —Ta L EF—RTIE, EfTar74FXalb—32a U A2BHETXET, F0%.
FITar 74X al—a B A= Tyl ar7 4 ¥al—ia ARELTERELS L, &
HINTa~vr NIV 7 by =7 OFESELRTFSNET, fFEODaY 7 4 X2l — a3
T— FEBBTAITE, ZFn— b a7 4 X2l —v gy T— RE2HBTIVNERHD F
T, Ja—r a7 4 FXal—aryE— TR, /¥ —Tz2f A7 4Fal—3
YE—R, BXOTa FarvBHEHE— R 20— &G TE £,

ROM £ =4 F— K&, CiscolOSXE ¥V 7 b7 = 7 RN 17— K LARWEA I S 55
BoEe—RKTY, Y7 bo=T7OE#EE, FTE#HFCa 7 Falb—ar 770N
HELCWDEAIL, AR Y 7 b7 A A—=URAo0bR0E, Y7 F 7 =7 1ZROM
E=H E—FNERBTLHZENHD E7,

WDFEIZ, CiscolOSXE V7 =27 DIEIFh— R a~ L KR E—FRK~DT 7k AJ5
B, FE3T7 78RR T I HECZOWTHBALET, /2, £T— R TEREINLE T BV
T rOBHLRLET,

R2: AV VK E—FDT7IERRFEELUVERTAE

a2 K E—F T eRAE JorJ bk ®BTAHE
o —H#— EXEC nsA4LET, Router> logout =~ > R Zfifi ]
l./\gz—gqo
FHE EXEC 2 —"4F EXEC & — R/)» |Router# 2 —H EXECE— KiZ
O, enable=~> K% RHITIE, disable=~
FHLET, Y REMHLET,
ra—\ )L a7 4 | RHEEXEC E— K C, |Router(config)# Ja— )y a7z g
Xal—T gy configureterminal =~ Xal—TarE—FK
VREMEHLET, 2> 5 R EXEC £ — R

IR AIZIE, exit or
end 2~ R&EMEHL

EJr RN
A B —TxAf AT a—s3)L 227 ¢ |Router (config-if)# Ja—r)v a7z g
TA4F¥2lb—Yary |Fal—valrE—FR Fal—r g ET—FR
T, interfacez~> K WICRDIZIE, exit 2~
EHEALTA 2 — Y REERHLET,
TxA AEEELE

HHE EXEC B — RITR
AHI2i%, end <~ K
FHEALET,

j—O
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| CiscoloSXE YT by 7 DEA

avvrE—riont [

ATk E—FK

T ERFE

Jaov7k

RTHE

W

—BE, DK D7
HBEl, sirt— Rz
PREGT D7», ET7I32
Bre— Rlic7 7 AL
EJE

« SR o T,
Cisco IOS 7't
A CREENRAEL
lexlz, Z2W
E— ROBIGT 5
ZERBYET,
2L, FEAE
DYE. V— 2%
Yo—RFanE
7

Z—HN
transport-map =
~ U REFEHLT
RELIZARY v—
kv, ZrE—
R23BREET D56
B ET,

TL—I 155
(Ctrl-C,
Ctrl-Shift-6, F7=
I¥sendbreak =~
YR #ANTS
L. TVL—UEE
BZAE LTI —H
NZWrE— R
T35 L2 ITRE
ENTWDHEAEDN
HYET,

Router (diag) #

Cisco IOS 7t 2D
FEEIZ L - CTWre—
RABRIG S =56
IZ. Cisco I0S DA
R LT=b LT,
J— & A REE) LT
WrE— R RS 2 4%
ERHY FET,

JL— A& 73 transport-map
HEIC X > TMre—
RZBAde LI%a .
N—BNZT 'A%
WZiE, BIOAR— b %Al
M350 £
CiscoI0S CLIIZ #&f5e 9
DR OWEINIZHE
ZEALET,
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B =r—rova-rnur

CiscolOSXE YV 7 ko z 7R |

avU kR E—F

T ERFE

Jar 7k BTHE

ROM =4

ke EXEC £ — R T,
reload EXEC =<2 K
EHERALEST, VAT
LOEERE, HHD 60
FPLLNIC Break 2+ — %
WLES,

ROM E=% £— K%
WTT DI, B
A A=V % FETT —
N RSV =Y e =)
T—hEELTY

ty FEETL, AR
A A—=TUPr— KX
NHEIICLET,

rommon#>

F—hR—FDLa—rhy bk

avy RITE, RXFENLFORFNIH Y FH A, o, a~vr FRBLXONNT A—2%, Bl
TEME R ATREZ2loD =~ o R ETZITNT A =& L IXBIRTRER L FHE THIE TE 77,

RO,

R X—AK—FDYa—tavt

A ROANBLORECHEN T 2F—R—Fa— b Ty haRLET,

*—%

E[:b)

Ctrl-B F7z1d—%—!

H—=IN%E 1 XFESTEFEAICELET,

Ctrl-F F7-137—>%—!

= vz | TR TIET RN ED £,

Ctrl+A

H—=INVEawr RT74 0 OLHEICEE X+
F9,

Ctrl+E

H—INEavr R4 ORRBICEH S
i‘a—o

Esc B

=Nl V=Rl BmAICRLET,

Esc F

=Y NV%E 1 U— RGETRicED F9,

O FDno kB K UV default F2 XD E A

FETRCOar 74 Falb—rvaravy RanBAnH 0 £9, — &L, nofBXafE
AL THEZ TS LET, BME SN TV AEEEZ TFOENC LD, T 74/ N Tl
BEEZ AT DI, noX—TV—REHREL2WTavy REFEHLET, L2, IP
N—T 4 NI T 7 4V N TAENTY, IPA—T (> 7 &8+ 521X, noiprouting =~
YREMEHLET, IPL—T 4 7 HBUAEMNIT DI, iprouting=~ > REEHLET,
CiscolOS V7 b =27 Da<w KU 77 L2 A%, a7 4Fa2lb—yary avwy RO5E
AR, BXOn B0 a~r ROBENTHENTWET,
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| CiscoloSXE YT by 7 DEA

BRE/INY D

BENyT77icksavy FomvmL [

%< O CLI 2~ RiZiX default I H H Y £9°, <command> default command-name % 3§17
He, avwr RET 74V MREICRT I ENTEET, CiscolOS V7 b7 a<wr R
77 L ATEH, L= ERXRCnBERXOaw s REITR2DHEN ddault BX D<o ®
TIITENLGED, dfault EROBERENFHAH SN TWET, VAT LATHEMTE LT 741
b o<y REFRRT DI, %% T 52~ R E— NCdefault? & AL ET,

7IZ&KAAT FOFEUHL

JERE R 7 7121E, BERNCASNLZ20 Da~y RMMEFEENE T, Fplhdla~r Ra
ALT, HANEPTIBREENLTWDa<wr KT 782 TE £1,

WOFIZ, EA M) Efa~ FO—EE2RLET,

F4:EXNY)E#RIATUFR

avwvk El:g]

Ctri+P E7-13 1% — ! JBIE Ny 7 7 ND A~ RO LET,
BBIZFEIT L a~ 2 RRROICHEOH S
FT, F—EMT0NC, L Hnav s R
DINAR TR SE T,

Ctrl+N E7213 4 % —! Ctri+P £7213t ¥ —Ca~ v & L7
%“T, BEANAYyZ77yNOEIDHF LI~ R
IR £9,

Router# show history EXEC E— N T, IEZIZAD LWL D00

:1‘7:/ F\OD#%%%/‘T—\‘ L/iﬁ‘o

VRIS — % Cx 2001k, VTI00 72 &> ANSI A HasRICBE S E 3,

O 74X L—a3r 774 ILOEE

AR— R T v a7 4Xal—rary 77 A MEnvram: 7 7 AV AT ARFES L, FE
fTar74F¥alb—ar 774V Esystem: 7 7 A )V VAT AMRFEINET, 2D
T4 Xalb—ay 77 A NVORGEREIT, MOV DD R )v—F 75y N7 4—A
THEHINTVET,

IOSXE CTiE, ar7 4 FXalb—var 77 A NVORES LN AMRETT, B E(LIZ 2\ Tk, &
® URL 7 H AFA[REZR 10S XE 7 /3 A58k A FCREL SIS TET,
https://www.cisco.com/c/en/us/support/docs/ip/access-lists/13608-21.html

VA N—HFDHFHRA LT T AO—ERELT, A — Ty ary74F¥al—Ta
v 77 A ENVRAM LW D N—H T 7 A ) AT HZat— L (& 528
THry hT—27 H—RiZHabt’—L7TC) . Nu I T v T aloTBIMERHY £F, A¥—
N7 arrsaXal—alrZyrANEN"y T v 7L TEL & L0 E TNVRAM
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CiscolOSXE YV 7 ko z 7R |

B - xar—aozmoss

tORF— T v T a7 4 Fal—vary TrANAMEATE R oz &, AHX—
Ny ar7 o Xal—ray 7rANVEHRIZEE T £9,

A= KT w7 ar7 4 Xal—vay 774Dy 7T v 7IZiE, copy 2~ Rt
T&EET,

a7 4 Xal—vary Ty AVOEHOFEMIOWTIE,  [Cisco IOS XE Configuration
Fundamentals Configuration Guide] @ [Managing Configuration Files] DIHZ S L T 7ZE W,

a2 74Fa2aL—2 a3 DNERDRE

REDEREAZ— T v T ar7 4 Falb—ra ll/fFLT, Y7 by=T0)a— R
FEENRAE LG AICETRNRN KDL 5129 512iE, copy running-configstartup-config
av s REFERALET, RICFIZRLETS,

Router# copy running-config startup-config
Building configuration...

RIEDRIAIE D D ZENHY £, RENRIFESND L, ROHNOBERRSNET,

[OK]
Router#

ZOEEICE Y, BREN NVRAM IZRIFEEINE T,

show A7 FBELEUmoreavy KOEAD T 4I)LE Y

%

e

showB X Umorea~> RO NEBRBLTCIZ 4 NAZ ) 7 TEFET, ZOMKREIX. KEOH
HENWAEZDBEND DA, RERHNEZBRAT 25 A& B £,

Z DHERERE 9121, show £z morez~ 2 RiZ 34 7] 385 () %%, begin, indude,
exclude DX —U— RFOWTNNEAN LET, SHICHRBEZIZ T4 VE ) o TORREIE
HRBLTHELET (KIXFE/CFIERMESNET)

show | {append | begin | exclude | include | redirect | section | tee} regular-expression

ZOMNE 2T 4 X2 b= gy T A NADHEROFFEDITIC — B L £,

1

Z OFITIL, show interface ==~ > KOEffi+ (includeprotocol) % 1{# 4 L C, =X protocol 23
FRSINDHIMTOHRE R LET,

Router# show interface | include protocol

GigabitEthernet0/0/0 is administratively down, line protocol is down (disabled)
0 unknown protocol drops

FastEthernet0/0/1 is down, line protocol is down (notconnect)

0 unknown protocol drops

FastEthernet0/0/2 is down, line protocol is down (notconnect)

0 unknown protocol drops

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K
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| CiscoloSXE YT by 7 DEA
TS5y hTh—LBEULRD YT r T 1 f—D0K— HERORE [

FastEthernet0/0/3 is down, line protocol is down (notconnect)
0 unknown protocol drops

FastEthernet0/0/4 is down, line protocol is down (notconnect)
0 unknown protocol drops

GigabitEthernet0/0/5 is up, line protocol is up (connected)

0 unknown protocol drops

Cellular0/1/0 is up, line protocol is up

0 unknown protocol drops

Cellular0/1/1 is administratively down, line protocol is down
0 unknown protocol drops

Cellular0/3/0 is up, line protocol is up

0 unknown protocol drops

Cellular0/3/1 is administratively down, line protocol is down
0 unknown protocol drops

Async0/2/0 is up, line protocol is down

0 unknown protocol drops

Vlanl is up, line protocol is up , Autostate Enabled

0 unknown protocol drops

Vlanl72 is up, line protocol is down , Autostate Enabled

0 unknown protocol drops

Vlanl75 is down, line protocol is down , Autostate Enabled

0 unknown protocol drops

IR1101#

TSy b IA—LBEUOIVRAYVIENYTITAA—2D
HiR— MEHROERE

CiscolOSXEY 7 hU =T iE, FFEDT 7 v b 74— L&V R—b THY T T =T 4 A=Y

CiscolIOS-XE 2> 7 4 Fal— a3 HA RITT_RTUTCRERTE £,

https://www.cisco.com/c/en/us/support/ios-nx-os-software/ios-xe-16/tsd-products-support-series-home.html

WEDT 7y F 7+ —LTEDT7 4 —F %y hOITNV—T%MEHTE oI, V) —RITH
FNDHVAA YT I 2T AA—VIZR-TRERYVET, FEDOY V—ATHEPTE 2 —H
DY T T 2TAFA=VaRFE LY HDORENRFED CiscolOSXE Y 7 b7 =7 A A —
THEHTEX 208 9 0 &MERT HITIE, Cisco Feature Navigator ZfE 3570, £

https://www.cisco.com/c/en/us/support/ios-nx-os-software/ios-xe-16/products-release-notes-list.html %
ZRLET,

Cisco Feature Navigator 0 { /5

TFY NI —ADYR—=FBIRY 7 h T =27 A A=V OV R— METHIEREMRKT D
21X, Cisco Feature Navigator Zffi | L £, Cisco Feature Navigator (%, FfEDY 7 k7 =T
VU=, Z4=F ¥ By b, $LEFTT7 v b7+ =&Y —bT% CiscolOSXE DY 7
MY =T A A=V &HRITE LY —/LTT, Navigator ¥ —/LZEH7 5121%, Cisco.com DT
AT MIMLEDH Y EH A,
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B ~roozx

ANILTDORT

CiscolOSXE YV 7 ko z 7R |

CLI 7'u 7 hCRERIFF (?) Z AT DL, fa~vr FE—FTHATESa~r Fo—5
WEIREINET, FlarTEFA b IVTHRERZERTL L. av s FICEETLF—U—F
EHEDY A FERGTE £,

a<w RE—FR, avr R, $=U— R, £R35ICEEDO~L T2 ERT DT, kO
<~ FoOWFnrEHERALET,

av Uk B#
help a<y RE— RFRO~IVT VAT AOEZ IR
LET,
abbreviated-command-entry? BEEDNFEARNY) VT CHhEDLa~vw KDY
A FPFIRSNET
GH) A<y N EEERFFORICAN— A
IFRETTY,
abbreviated-command-entry<Tab> BrEDa<y R42maE L ET,
? HEDa~v FE—RFRCHTE22a~v
FO—HEFRKRLET,
command » Sy R4 U TRIEANT B BEDH 5% —
U— FERFGIEDFRSNET
GE) v R ERMFFOMIZ A=A
AL TS EEN,

ARV R AT a3 vDBRER :

ZITE, avy FEXORTFIECOWTHH LET, 2~y FEXCE, EEEIINA
DF—U—RFBLUOSIENEZENLTNET, a~vr FOF—U— FBRLUSIHERRTHIC
X, 27 4F2b—rvary s TR () AT L0, Ehidavy Ro—i
AT UTARIC T AR—RZ2FC, %M () ZAJ1LE T, CiscolOSXE V7 b7 =T (T
L0, FHTRERF—TU—-FBLOF DY Ak EfEAATANEREINET, &2, 7
g—/Nbary 7 4 F¥al—varyE—RTaapa~vy FOTRTOXF—U— FELIT5IE%E
FTRTHITIZ, arap? EASLET,

avy RV THIORO <er> Gl 3tfT2 R LET, HHnF—A— FTiE, CR F—I%
Return ¥ — T, HADOF—AR— FTIL, CR F—|LEnter F—TT, a2~ R~V T DK%
D<cr>iirld, Enter ¥F—Z# L Ca~vy REERIELL T a vrBndbdrl &, BLU<er>
FLAIZEATT DU A MNOBIHBL O —TU—RiZA 7 arThir 2R LET, <cr>it
BT OEAE, EHATRER S E 21— T — RAMUIZFEE T, Enter ¥ —%2 L CTa~
YV RERERSEDILERNHDZ L ERLET,

ROKIZ, a~vy RATZEO =@M (?) Z2FEHT 2602~ LET,
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| CiscoloSXE YT by 7 DEA

R5:ARVE AT a v nBrE

avvrrTFvavors: 6

avU kR

AV b

Router> enable
Password: <password>
Router#

enable 2~ RERRAT— K& A LT,

¥iME EXEC a~ > RIZT7 7 BALET, 7
o R > e [#] (ZEb-o725

(f5] : rRouter> D5 Router#) . HitE EXEC
E— RIZEI Ebo> TWET,

Router# configure terminal

Enter configuration commands, one per line.
End with CNTL/Z.

Router (config) #

configureterminal ## EXEC =2~ > K& A
HLT, e—)Lary7 FXalb—ig
vE—RERBLEST, Fr—L ay
T4 F¥alb—aryE— NP EIND
L. 7’a 7 P D Rrouter (config) # IZZE DY
*7,

Router (config) # interface GigabitEthernet ?
<0-0> GigabitEthernet interface number

Router (config) # interface GigabitEthernet 0/7?
<0-5> Port Adapter number

Router (config)# interface GigabitEthernet
0/0/2
<0-63> GigabitEthernet interface number

Router (config)# interface GigabitEthernet
0/0/07?
<0-71>

Router (config-if) #

Ao B =Tz A A a7 4 Fal— g
T— F&EBHEIBT 51213, interface
GigabitEthernet 72— )L 237 ¢ ¥ o
L—yaryavry REERALT, RETS
AH—T 2 ABBELET,
WiIZa<> R I NAANTBEVLERD D
a<w s REFERTHITIE, 2 A LET,
<cr> FLENEREIN TV AEAIL, Enter
F—ZW L. Ca~vr FE2ETTxE1,

A B =T A a7 {Fal— g
E— MRS ND &, TR R
Router (config-if) # IC&H VY F£9°,

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||



CiscolOSXE YV 7 ko z 7R |
B o< rr7vaom%: 6

avU kR oAk

Router(config—:lf)# ?‘ AR =T oA AR TEATXITOA
Interface configuration commands: N R
VHE—T AT 4 Fal—gra
~ RDU A MEFoRTHI2IE, 22 AL
F9, ROBITIE, EHATRERA 7 —T =

ip Interface Internet

Protocol A AayT7 4Fal—rvgravwy KRO—
config commands AC —
keepalive Enable keepalive anL PN L/Cb\ij‘o
lan-name LAN Name command
11lc2 LLC2 Interface
Subcommands
load-interval Specify interval for

load calculation
for an interface

locaddr-priority Assign a priority group
logging Configure logging for
interface
loopback Configure internal
loopback on an
interface
mac-address Manually set interface
MAC address
mls mls router sub/interface
commands
mpoa MPOA interface
configuration commands
mtu Set the interface
Maximum Transmission
Unit (MTU)
netbios Use a defined NETBIOS

access list
or enable
name-caching

no Negate a command or set]

its defaults

nrzi-encoding Enable use of NRZI
encoding

ntp Configure NTP

Router (config-if) #
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avvrrTFvavors: 6

avy kR

AT

Router (config-if) # ip ?

Interface IP configuration subcommands:
access-group Specify access control

for packets

accounting Enable IP accounting on
this interface

address Set the IP address of
an interface

authentication authentication
subcommands

bandwidth-percent Set EIGRP bandwidth limit]

broadcast-address Set the broadcast address
of an interface
cgmp
directed-broadcast

directed broadcasts
dvmrp

Enable/disable CGMP
Enable forwarding of

DVMRP interface commands

hello-interval
interval

helper-address Specify a destination
address for UDP broadcasts

hold-time Configures IP-EIGRP hold
time

Configures IP-EIGRP hello

Router (config-if) # ip

A B —T A ADHREDT-ODa<w R
EANNLET, ZOFITE, ipavr R
fFEHLET,

WIZa<> K T4 NIATITHRLERD D
g~y REFERTHITIE, 28 AT LET,
WORFITIL, FEHAFRERA X —T A R
IParv 74Xzl —raryavy FRO—E
72 E R L TVWET,

Router (config-if)# ip address ?

A.B.C.D IP address
negotiated IP Address negotiated
over PPP

Router (config-if) # ip address

A B =T 2 ADHBREDZ OO~ R
AN LET, ZoFITIL, ipaddress=~
VREMFEAHLTWET,

RIZAV U R ITA N ANNTTLDR0ENR D D
g~y REFRRTDHITE, 2EADLET,
ZOHITIE, IP 7 F L A% 7213 negotiated
F—U— R ANTLHLENDY £7°,

AT (<er>) WEFRREINFEHFA, ZDD,
g~y RESRIEDIE., BoF—TU—
REZITBIEREANTDHILERDH Y £7,
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. Software Advisor D& F

CiscolOSXE YV 7 ko z 7R |

avy kR

AT

Router (config-if)# ip address 172.16.0.1 ?
A.B.C.D IP subnet mask
Router (config-if)# ip address 172.16.0.1

fERAT A% —U—RFE7i38E%E AN LE
T, ZOFTIEH, IP7T RLAELT
172.16.0.1 ZfEH L TWE T,

WIZa~<>y B I AN TEHERERD D
g~y REFERTHITIE, 28 AT LET,
ZOBITIE, IPYH TRy N~ A7 E AT
HMLENH D F9,

<cr> [FFERENFEHA, ZDODH, a~v
Rz SE 51, BIoF—U— K%
T35 E AN T HRENH Y £7,

Router (config-if)# ip address 172.16.0.1

255.255.255.0 ?
secondary

secondary address
<cr>

Router (config-if)# ip address 172.16.0.1

255.255.255.0

Make this IP address a

IPH TRy h~AZEANLET, ZDH|
T, IPY 7Ry b~ A7 255255.255.0 %
ERHLTWET,

WiZa~<wr R IA4NANTELEND D
a<r RERRTDHITE, 28 ADLET,
Z OFITIE, secondary ¥—U— K& AT
57>, Enter ¥—%H L F9,

<> NFETREINET, Enter F— AL T2
VU RESETT D0, EEFOF—TU—
REANDLET,

Router (config-if)# ip address 172.16.0.1
255.255.255.0
Router (config-if) #

Enter ¥ — %2 L Ca~r K2m T LET,

Software Advisor O {& FH

AV Ayl 4 4

> A 2% Software Advisor ¥ — /L& H#MERF L TV E T,

[Tools and Resources] Z#ZH L T 72 &

VY, Software Advisor ¥ — /L& HT % & & HHEEEN CiscoIOS XE UV U — A THAR— FZi
TNDEMMEI DR LIZY, TOBEED Y 7 v =T ~=a T VERBE LY, V—F|ZHE
ENTVHN—=RT =7 TDCiscolOSXE Y 7 N T =T DF/NY 7 Ny = 7 Bk A fgsi 4 5 2
EMTEET, ZOY—NIIT 7 EAT HIZIE, Cisco.com DEGRL—YF THLILENH VD F

—;_O

)1)—X /— +DEMA

WOFEZHONTIL, VI —RA J— 2R LTLIEEN,

« AE VBT D HELE I

« ERE 1B LU 2 ORMRIS X OBER G A D1 E FHIH
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http://tools.cisco.com/Support/Fusion/FusionHome.do

| CiscoloSXE YT by 7 DEA
voryz7uy—2 /—trosm [

VU =2/ —MZE, BHOV ) —RCEROERSTEH SN TOET, ZhbOFRITIL,
VUHTO U U — R ZFEHF A OMEREICB T 2 EMAZ EN TV RN 13DV £, HREICET
5 ZNETOTNTOFEBRIT OV TIE, Cisco Feature Navigator (http://www.cisco.com/go/cfn/)
LTS TEEN,
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http://www.cisco.com/go/cfn/

CiscolOSXE YV 7 ko z 7R |
B oryvz7vv—z/—topm
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IL—3 DEKRIE CLI ER5E

ZOFEF, WO THMEINTHET,

«IR1101 A > X —T = A ADMm% (25 _—)

« AR E (26 °2—)

« T —rL T A= DORE (30 X—)

X T Y P A=V Ry b A F—T = ZADFHE (31 L2—Y)
* GigabitEthernet0/0/0 TOH 7 A > H—T = A4 ADHHR—F (32X—)
N—T Ry A H—=T 2 ADRE (323—)

« Cisco Discovery Protocol D H %t (34 ~—2)

AU RIA L T I EADRE (34 2—2)

c RAXT 47 — hOHRE (36 3—)

A AFI T N—FDERE (37 X—)
«EV27 QoS (MQC) (39 2—Y)

L UTN A B =T 2 A ADETE (39 X—)

IRMO1 4 VA2 —TJ x4 AN

PR—FENTWVBIN—RT 2T AL F—T oA AL FOMAHBNT. ROFIZRHEI N TN

£,
N—F9z7 A8 —TzA4R malL—IL
XHEYy A —Y vy h 2R K—F gigabitethernet 0/0/0

77 AN A=Y=y FR—Fh

fastethernet0/0/1-0/0/4

TNT— A F—T AR

cellular 0/1/0 and cellular 0/1/1

RV TN A HE—T 2 A async 0/2/0
USB usbflash0:
mSATA msata
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L—2DEARL CUEE |
- B

N—FKDxzTF7 A3 —T (R e IIL—IL
IR1101 XR—Az2=v F 7 7 —AL AN alarm contact 0

SEIERVEERY 2 —LDA v X —T 2 AL, ROZITHY £9,
« IRM-1100-4A2T JEAEE Y 2 —/L (319 ~2—)

« IRM-1101 #EIEEY 2 —/L (305 ~2—3)

s
M
Mg
il

FEARREIT, PIHIRELXA T e 7RIk L=y N OfER T, 20, —HZ T,
WebUl 271 L C, F£72EPnP 7 BB AZEMESE 72D, IPT RUANBZEA[GE/RA ¥ —
T2 A ABNDRLSEBLTIOREINTWNDL I EEEBRLET, MPRRELERRTDITIE, KO
Bz xd & 512, show running-config 2~ > R&EMHH L £,

Router# show running-config
Building configuration...

Current configuration : 8079 bytes
|
! Last configuration change at 17:33:19 GMT Tue Jun 25 2019
|
version 16.12
service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
service internal
service call-home
platform gfp utilization monitor load 80
no platform punt-keepalive disable-kernel-core
|
hostname IR1101
|
boot-start-marker
boot-end-marker
|
1
no aaa new-model
clock timezone GMT 0 O
call-home
! If contact email address in call-home is configured as sch-smart-licensing@cisco.com
! the email address configured in Cisco Smart License Portal will be used as contact
email address to send SCH notifications.
contact-email-addr sch-smart-licensing@cisco.com
profile "CiscoTAC-1"
active
destination transport-method http
no destination transport-method email
|
1
ip name-server 171.70.168.183 198.224.173.135 8.8.8.8
no ip domain lookup
ip domain name cisco.com
|
login on-success log
ipvé unicast-routing
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| r—aosxmicus

=n
ax

chat-script lte

wn

chat-script hspa-R7

"AT!CALL" TIMEOUT 20 "OK"

"" "AT!SCACT=1,1" TIMEOUT 60 "OK"

crypto pki trustpoint SLA-TrustPoint
enrollment pkcsl2
revocation-check crl

crypto pki trustpoint TP-self-signed-756885843
enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-756885843
revocation-check none
rsakeypair TP-self-signed-756885843

crypto pki certificate chain
certificate ca 01

30820321
32310E30
6F204C69
3834375A
43697363
526F6F74
82010A02
CBB4C798
1C394D78
4AA4EB80D
7390A3EB
68E69491
C7479096
C55F0D76
DFC7C6CF
06300F06
4B3D31E5
03820101
604EDCDE
D98987BF
467A3DF4
7CATBTEG6
S5FBODAO6
80DDCD16
418616A9
D697DFTF
quit
crypto pki

3082032E
30312E30
69666963
385A170D
532D5365
38343330
82010100
8BF2ABDY
2352EEC9
C04DA5B9
E458712D
7TB97582A
882E0749
E38119E2
889F02BB
0603551D
1D060355
06092286

30820209
0C060355
63656E73
170D3338
6F312030
20434130
82010100
212ARA147
462EF239
DB6FD1C9
2B5436AD
20F320E7
B4CB2D62
61F9A4CD
04DD7FD1
03551D13
1B3E6AL7
00507F24
FFAFED2B
E40CBDY9E
4D565700
C1AF74F6
BO92AFETF
D6BACECA
4093E049
28

A0030201
040A1305
696E6720
30353330
1E060355
82012230
A6BCBD96
C655D8D7
C659F715
60B1lFD18
C847A2C5
948E71D7
EA2F505D
3D992327
02030100
0101FF04
606AF333
D3932A66
7TTFC460E
1AECAOC2
6ADFOF0D
152E99B7
494E8A9E
EEBC7CF9
4D10AB75

certificate chain
certificate self-signed 01

30820216
2C060355
6174652D
33303031
6C662D53
82012230
D2F61742
5C3A597D
EE70742E
028DD3EC
841A43CD
64E511A6
ACE5BD44
8B34F7AC
02030100
23041830
1DOE0416
4886F70D

A0030201
04031325
37353638
30313030
69676E65
0D06092A
3B651909
2EEQO112C
46EFBAFC
992493A6
709D4D9E
D81735FF
32634790
090C0450
01A35330
16801405
04140577
01010505

SLA-TrustPoint

02020101
43697363
526F6F74
31393438
04031317
0D06092A
131E05F7
9471380D
B98COA59
FFC69C96
DAB553EB
AE3BCC84
C7B062A4
A8BBO3BD
01A34230
05300301
3D3B4C73
86025D9F
CD636FDB
2189BB5C
CF835015
B1FCF9BB
07B85737
8428787B
27E86F73

300D0609
6F312030
20434130
34375A30
43697363
864886F7
145EA72C
8711441E
S5BBB5CBD
6FA68957
69A9A535
F10684C7
6811D95B
4E6D7069
40300E06
01FF301D
E8300D06
E838AESC
DD44681E
8FA85686
3CO4FF7C
E973DE7F
F3A58BEL
35202CDC
932E35B5

22864886
1E060355
1E170D31
32310E30
6F204C69
0D010101
2CD686E6
1AAF071A
OCFEBEA3
A2617DE7
58E9F3E3
4BCBEOOF
E8250FC4
7CBADF8B
03551D0OF
0603551D
09228648
6D4DF6BO
3A5673AB
CD98B646
21E878AC
5BDDEB86
1A48A229
60E4616A
8862FDAE

TP-self-signed-756885843

02020101
494F532D
38353834
30303030
642D4365
864886F7
95856431
ECA615AA
A03744D8
EA864ED6
72A9DE3E
117CE399
3607ADEA
03166B42
51300F06
77954127
95412736
00038201

300D0609
53656C66
33301E17
5A303031
72746966
0D010101
9BC2CCB7
D0297F9E
A22E4DA3
354CB3F4
F935A688
4C2A2973
9F319343
8CT7C9EAT
03551D13
36509205
50920570
01004147

2A864886
2D536967
0D313930
2E302C06
69636174
05000382
D4B04861
071B6B5D
AAF919CC
094D3EBF
59B6F278
F5FD407D
4CAT76B0OD
5132687F
0101FF04
7025CF4E
25CF4E84
49C6A0A9

F70D0101
04031317
33303533
0C060355
63656E73
05000382
17222EA1
9CAE6388
700A8BE7
104FDC5F
COBD23CF
539BA42B
5D5D5FB8
DF5F4368
0101FF04
0E041604
86F70D01
49631C78
9093D3B1
5575B146
11BA9CD2
C71E3B49
C37C1lE69
B623CDBD
0275156F

F70D0101
6E65642D
35333130
03550403
652D3735
010F0030
DD6E0924
9B831332
0A7929A7
5307CAA3
65B59EEQ
BCEB62A6
B1DEG6ALC
E1F7BF6E
05300301
84B5D4A2
B5D4A2A3
56F5BD4D

0B050030
43697363
30313934
040A1305
696E6720
010F0030
F1EFF64D
8A38E520
D8F256EE
EA2956AC
58BD7188
42C68BB7
8F27D191
95135E44
04030201
1449DC85
010B0500
240DA905
6C9E3D8B
8DFC66A8
55A9232C
1765308B
39F08678
230E3AFB
719BB2F0

05050030
43657274
30303530
1325494F
36383835
82010A02
4C3E6A51
021E61F4
3BDB3B17
192B5759
6B72469E
FD7C6B08
AD144548
BO65CD4E
01FF301F
A3D53730
D537300D
4892AEEQ
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22955E06 AF192FA6 868D5556
DC23E8D7 A47DB4AE D6CB6665
1346D540 47BB7E89 2BB1BE4D
4D950D99 3CCOC65B 0A98859A
F71F8D5E D3B7A962 3DOFDE44
A588DCDA 8272CE33 36ABC57A
27C61E89 OECIC6AA 6AB3F73B

959ACF05
BCAET7F39
16990318
3B81E324
012AC034
BFF52980
EF8450FD

398F3907
24D010F0
A4612CC5
BAB34EDF
DOE7F75A
S5FFC7C34
782DFC63

C8064523 EBBI93FF5 8B98B546 44F853E9 0E04
quit
|
license udi pid IR1I101-K9 sn FCW222700KS
diagnostic bootup level minimal
|
spanning-tree extend system-id
memory free low-watermark processor 50357
file prompt quiet
|
|

username cisco privilege 15 password 0 cisco

username lab password 0 labl23
|
redundancy
|
!
controller Cellular 0/1/0
no lte firmware auto-sim
lte modem link-recovery disable
|
controller Cellular 0/3/0
|
vlan internal allocation policy ascending
|
!
interface GigabitEthernet0/0/0
no ip address
shutdown
|
interface FastEthernet0/0/1
switchport access vlan 192
switchport mode access
|
interface FastEthernet0/0/2
switchport access vlan 172
switchport mode access
|
interface FastEthernet0/0/3
switchport access vlan 172
|
interface FastEthernet0/0/4
switchport mode access
|
interface GigabitEthernet0/0/5
|
interface Cellular0/1/0
ip address negotiated
load-interval 30
dialer in-band
dialer idle-timeout 0
dialer watch-group 1
ipv6 enable
pulse-time 1
ip virtual-reassembly
|

interface Cellular0/1/1

DFE3148B
DB8FOE70
C7CC9376
64CAB8C38
DB1BF12A
4D4307BB
038F6A27

0E2CFC12
S5E7C3F73
7DF1AL1F4
184DC796
CF23E2F5
ACOCOF18
456CA32B

L—2DEARL CUEE |

20BEEAOS
25AB1783
C09C0051
47DDD9DD
6A4FDALl4
AAT83B9D
D3FEDB97



| r—aosxmi o

no ip address

shutdown

|
interface Cellular0/3/0

ip address negotiated

dialer in-band

dialer idle-timeout O

dialer watch-group 2

ipv6 enable

pulse-time 1

ip virtual-reassembly

|
interface Cellular0/3/1

no ip address

shutdown

|
interface Vlanl

ip address 192.168.10.15 255.255.255.0

|
interface Vlanl72

ip address 172.27.167.121 255.255.255.128

|
interface Vlanl75

ip address 175.1.1.1 255.255.255.0

|
interface Async0/2/0

no ip address

encapsulation scada

|
ip default-gateway 172.27.167.1
ip forward-protocol nd

|
ip http server
ip http authentication local
ip http secure-server
ip route 0.0.0.0 0.0.0.0 172.27.167.1
ip route 0.0.0.0 0.0.0.0 Cellular0/1/0
ip route 0.0.0.0 0.0.0.0 Cellular0/3/0 253
ip route 8.8.4.0 255.255.255.0 Cellular0/3/0
ip route 171.70.0.0 255.255.0.0 172.27.167.1
ip route 192.1.1.0 255.255.255.0 Cellular0/1/0
ip route 192.168.193.0 255.255.255.0 192.168.10.1
|

!
ip access-list standard 1

10 permit any
dialer watch-list 1 ip 5.6.7.8 255.255.255.255
dialer watch-list 1 delay route-check initial 60
dialer watch-list 1 delay connect 1
dialer watch-list 2 ip 5.6.7.8 255.255.255.255
dialer watch-list 2 delay route-check initial 60
dialer watch-list 2 delay connect 1
dialer-list 1 protocol ip permit
dialer-list 1 protocol ipvé permit
ipv6 route ::/0 Cellular0/1/0

|

!
snmp-server community public RO
snmp-server community private RW
snmp-server host 171.70.127.43 version 2c public
snmp-server host 172.27.167.220 version 2c public
snmp-server manager

|

control-plane
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B /o ssx—some

SO—I/N)LINSA—3D

|
line con 0
exec-timeout 0 0
stopbits 1
speed 115200
line 0/0/0
line 0/2/0
line vty 0 4
exec-timeout 0 0
password cisco
login
transport input none
|
|

end

IR1I101#

=JL==
AaxX AE

IL—32 OEKRME CLI T

=B DT a—r ) NT A=K BRETHIE, WOTFNEEZFEITLET,

FIE

ARV RFERERTIVa Y

E:)

R w 71 |configure terminal Jua—\)Lary 7 4 ¥al—g )y T— REEG
i) : LET (v Y—)b R— MEAEE)
RoOa~vy FEERLT, v—2LVE—F Z—3
Router> enable 7 ks
Router# configure terminal ﬂ—}l/%ﬁ;ﬁjbbijﬁo
Router (config) # telnet router-name or address
Login: login-id
Password: ****xxkkx
Router> enable
Z 5 72 |hostname name N— B EfRELET,
1 -
Router (config) # hostname Router
R TFw 73 |enable password password =B ~DRIERT 72 A% IET AI121E. /A&

1 -

Router (config) # enable password crlny5ho

UV—FzfELET,

GE) oD~ RTIE, 7SATU— R
et EdA, AT — RERE{L
T BT, BIROT A RAFE{L T A RIZ
s TWna Eoic, f x—7 i —
JVly b RXRAT—REFEHLET,
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| r—4ofxmi ol EE

FHEY kA—Hhy k1va—Tx420%% [

N A N - ~ —_— 'Ed1lr‘“
FHEY A —YUYRY P A EZ—D x4 ADEFE
IR1101 EOXFHE Y A=V Ry b A Z—T A A (GI0/0/0) DT 7 4V FiREIL, LA ¥
3(L3)TY, TDA v F—T A A%, LAY2 (L2) AV F—T A AL LTHETHIE
MBAEETT, IRIIOI DX HEY A —H Ry b A F—T =2 RFarRAR—FTHY, =
NILRI45+SFP 2 X7 X THDHZ L HBEWRLET,
IRM-1100-SPMI J13EE ¥ = —/V{ZIE SFP A — b b #E ST E T, IRM-1100-SPMI O ¥ 77
Ey h A=Yy b A F—TxA % (GIO/0/5) X, LA4¥2 (L2) OHETT, DFE0, =
DR — FZ{EE D VLAN (switchport acc vlan #) (ZFIV Y TTSVIA & —7 = A ZA&MEHT
XFT, TOR—FMEFICIP 7T RLRAZEVYTAZ LIXITEXEHA,

ELWaxy ZEEIRTHLERDY £9, ROGFTICH S [Cisco Catalyst IR1101 Rugged

Series Router Hardware Installation Guide] [

JEE] 2SR LT ZE 0,

FUR—=ROFHEY b A=V Ry b A ¥ —T =2 ABFETERT DITIE, Fr— b
AT 4 Falb—vary B RNLEBLT, ROFIBEZEITLETS,

FIE

ARV KRFERERETY VY

=)

R w 71 |interface GigabitEthernet dot/bay/port N—H P TCA B —T oA ADAT 4 K2 l—
il - vary E—RFERMBLET,
Router (config) # interface GigabitEthernet 0/0/0
25w 72 |ipaddress ip-address mask i LA v H—T oA ADIPT FLALHT %
- N~V R ERELET, IPVAT FLAZRET D5
BIE ZOAT v TR LET,
Router (config-if)# ip address 192.168.12.2
255.255.255.0
AT 73 |ipv6address ipv6-address/prefix BELEA v H—T oA ZADIPV6 T NL AL T L
Bl - T4V AERELET, IPV6T L RAERET 55
BlE AT v T 20RDVICZDORT v T2 L
Router (config-if)# ipvé address F9, IPV62=F ¥ XA M L—T 4 VT HLRET H 4
2001.db8: : ££££:1/128 TGO ET, FEMICHOWVTIL.
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6
basic/configuration/xe-16-10/ip6b-xe-16-10-book/
read-me-first htmliZ & % [1Pv6 Addressing and Basic
Connectivity Configuration Guide]] Z&f L C< 72
S,
AT 7 4 |ipv6 unicast-routing IPv6 =% % A AT —% 37 v FOEEEEFHICL

1

i‘a—o
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https://www.cisco.com/c/en/us/td/docs/routers/access/1101/b_IR1101HIG.html
https://www.cisco.com/c/en/us/td/docs/routers/access/1101/b_IR1101HIG.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6_basic/configuration/xe-16-10/ip6b-xe-16-10-book/read-me-first.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6_basic/configuration/xe-16-10/ip6b-xe-16-10-book/read-me-first.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6_basic/configuration/xe-16-10/ip6b-xe-16-10-book/read-me-first.html

B cisavitethemetonp coH T4 28— 1 1 2O~

L—a oKL cUEE |

ARV RFERETIVa Y

B8

Router (config)# ipv6é unicast-routing

AT w75 |no shutdown
1 -

Router (config-if) # no shutdown

AH =T = A WHTLET, REPEHS T
YINOEHT v AT LET,

T v 76 |exit
1 -

Router (config-if) # exit

A HF—T a2 ADA T Fal—aF—F
EWRTL, Za—bar 74 F¥al—ig L F—
RIZRED £97,

GigabitEthernet0/0/0 TDH T4 32— =4 ADYHKR—

Cisco IOS-XE U U — R 16.11.1 LA TiX, g0/0/0 f v Z—T = A ZADY T A L X —T oA A &
dotlg BREMNVHR—h SN TWET, I ZRLET,

Router (config) #interface g0/0/0 ?
<1-4294967295> GigabitEthernet interface number
Router (config-subif) #encapsulation ?

dotlQ IEEE 802.1Q Virtual LAN

W—TNNw Y L 203—T x4 ADEKTFE

1R BHHIIZ

N—T Ry f B =Tz AF, AXT 47 IPT RLADT L—RARNVE—L L THERE
L. 774NV DON—TF ¢ o 7IERERIELFE T,

N—T Ry o B—T 2 AZHRETHIC

FIE

T, WOFIEZFETLET,

AT RFERIEFIFT7II Y

=)

R w 71 |interface type number

1 -

Router (config) # interface Loopback 0

N—T Ry G A H—=T 2 ADAT {Fal—
vary ®—RERBLET,

ATFwT2| (X7 a2 1) ipaddress ip-address mask

1

N—T RN =T ADIPT RLAR LY
TXxy N~ AT ERELET, IPV6T7 FL AEZHTE
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W=TNy Y A8 —T A ADHEE .

AU RFERETIVa Y

B8

Router (config-if)# ip address 10.108.1.1
255.255.255.0

T 5%, WICHPIT % ipv6 address
ipv6-address/prefix =~ > R&fEH L £,

ATYF3| (A7 3 2) ipvbaddress ipve-address/prefix |/L—T Ry AU H—T = ADIPV6 T KL A L
Bl - LT 4 RAERELET,
Router (config-if) # ipvé address
2001:db8::ffff:1/128

AT w74 |exit N—T Ry I A B =T 2 A ADAL T { F ol —
1l - varyE®E—FREKTLET, VT, 71—

Router (config-if) # exit

a7 4 Fal—rarE—RIEY T,

1

W—TNy 9 A3 —T 4 REREDHER
showinterfaceloopback =~ > REZ AN LET, ROFD X 5 i INERENET,

Router# show interface loopback 0
Loopback0 is up,
Hardware is Loopback
Internet address is 192.0.2.0/16
MTU 1514 bytes, BW 8000000 Kbit,
reliability 255/255,
Encapsulation LOOPBACK,

Last input never, output never,

line protocol is up

DLY 5000 usec,
txload 1/255,
loopback not set

output hang never

rxload 1/255

Last clearing of "show interface" counters never

Queueing strategy: fifo
Output queue 0/0, 0 drops;
5 minute input rate 0 bits/sec,
5 minute output rate 0 bits/sec,
0 packets input, 0 bytes,

input queue 0/75,
0 packets/sec
0 packets/sec
0 no buffer

0 drops

Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, O frame, O overrun, 0 ignored, 0 abort
packets output, 0 bytes, 0 underruns

0
0 output errors, 0 collisions,
0 output buffer failures,

0 interface resets
0 output buffers swapped out

E7E. KOPITRT L 512, ping 2=y REMALTA—F Ny £ 2 —T =4

AGfERLET,

Router# ping 192.0.2.0
Type escape sequence to abort.
Sending 5,

Success rate is 100 percent (5/5),

100-byte ICMP Echos to 192.0.2.0,

round-trip min/avg/max =

timeout is 2 seconds:

1/2/4 ms
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L—a oKL cUEE |
. Cisco Discovery Protocol D & $h1t

Cisco Discovery Protocol D A %11k

JL— % TlL, CiscoDiscovery Protocol (CDP) A7 7 4/ h THNCRESNTWVWET, X =
V7 4 EOBHNL, BEIZS U TEDICT L2 ENTEET,

CDP O IEDFEAIZ DUV T, [Cisco Discovery Protocol Configuration Guide, Cisco I0S XE
Release 3S] Z#ZML T2 &0,

IUOKRSAVTHOERADETE
=B ~DT I ERAZHIHTEH T RA—HERETHITE, WOFNEEZFEITLET,

)

GE) ]\3‘/2?“’*—]\7\77 I, ZOHA KD Telnet & SSH DT > a3 o CRICHBENL TS LR
VIZRET DHDHLERH D F9,

Fg
ARV KRFERETI a3 Y B#J
R w7 1|line [aux |console |tty |vty] line-number Ffa s 74 Falb—vare— RNEBLET,
i - BN T, \RRO X A T 2ARELET
. _ ZZNRIBITIE, TR A Y — iR E
Router (config) # line console 0 * L/§£7f
AT 72 |password password a2 — VERERIZER D/RA T — REFRE L E
f kK
Router (config-line)# password 5dr4Hepw3
AT w73 |login Rty ara A o BORAT—NFxy /%
15“ : ﬁ&‘j”: ]\/\iﬁ—o
Router (config-line)# login
AT 7 4| exec-timeout minutes [seconds] 2—PFANPRHEINDHETEXEC 2v 2 N A~
Bl 5= ) 5 AR I & Ebiﬁ 77
ME 104 TY, EERE T, FRECHEE BN
Router (config-line)# exec-timeout 5 30 L/357ro
Router (config-line) #
ZURTHINE, 530D XA LT U FERLT
WEF, 100) XA LT NEANNTTDHE, XA
LT MBFRELERE A,
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| r—aosxmi o

avvrssy7oez0iE |

AU RFERETIVa Y

B8

ATy TH

exit
I

Router (config-line) # exit

E#a 7 4 Fal—aryEBq—REKRTLT, 7
Og— )L a7 4Xal—aryE— REHHBEL
£7,

ATvT6

line [aux |console |tty |[vty] line-number

1

Router (config)# line vty 0 4
Router (config-line) #

VE—F oY —)L 77 2AHORESRRKEZIETE
L/ji‘g_o

ATy 1

password password

1

Router (config-line)# password aldf2adl

AR R BB E A DA — REfRELE T,

ATvT8

login

1 -

Router (config-line)# login

RABR Ry ara A4 UVEONRAY — RFx v
7 EAICLET,

ATvT9

end

1

Router (config-line)# end

a7 4 Fal—va ' —REaKRTLET,
BT, HERHE EXEC E— RIZEY £,

1

ROFEELZ, 2~ RIA Y T vRA a~vr ReRLET, 7 74/ MM transport
input none TJ 2%, SSH AT/ > TV HEGEEIL SSH TR ET 2 ME N & 5 RITiE

BLTIEE N,

default L s TWbHa<wr Rk, ANTH0EETHY A, ZhbDa~v s R
I%. show running-config =~ > ROEHKFIC, ks iiicar 7 4 Falb—a v

77 A BEIRIOREINET,

|

line console 0
exec-timeout 10 O
password 4youreyesonly
login

transport input none (default)

stopbits 1 (default)
line vty 0 4
password secret
login

|
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L—a oKL cUEE |
B <57y —rome

— _ =
AREAT499 IL—bFDETE
ABT 47 N—hE, Xy NT—T N LEEENV—T 47 RAZEMELET, 2 b
X, V=X L CFHTREENF T, Xy hU—7 AR OB EHINZHEAITE. A% T 4>
I V— R EFLVIL— MIEFITAI2LERLVET, REZT w7 — NI, =T 47
7u b arill o THEFE SN GE%2kE, 774 X—F L—FTT,

AZT 4y 7 = b ERET DI, ROFIEZFETLET,

FE

ARV RFERETY Va3 Y B#Y

ATy F1| (XFa1) ip route prefixmask {ip-address |IP /X7y hDAXT 4 v 7 L— b EFRELET,
| interface-type interface-number [ip-address]} (IPv6 7 KL A A} ET HEAIL. RIZHHT S
i - ipv6address =~ RZEHL TS 7Z3W)
Router (config)# ip route 192.10.2.3 255.255.0.0
10.10.10.2

ATFwFT2| (X7 a2) ipvé route prefixmask IP Ty NDAZT 47 —MEefEELET,
{ipv6-address | interface-type interface-number IPv6 OZEHIC SN TIE, RAESBBRLTL E XU,
[ipv6-address]} https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6
i - basic/configuration/xe-16-10/ip6b-xe-16-10-book/

read-me-first.html

Router (config)# ipvé route 2001:db8:2::/64
2001:db8:3::0

RATw 73 |end Ja—sL ar 7 4 Xalb—var - REKT
Bl - L. it EXEC E— F&Blsa L £,

Router (config) # end

WOFEFNL. 5656 P 7 R LA 192.168.1.0, 7% v b = A7 M 255.255.255.0 D
TRTOIP N7y FE, IPT FL210.10.10.2 DLOIEZEIZS LT, FHAEY kA v
B =Tz A AENBAZT 4 v 7 — s TEEFELET, BAEKMIZIE, X7y PRERE
HHDPVC IZEESNET,

default b RSN CWHa~wy Nk, ANTHXLEIHY FHA, ZDavwr NI,
running-config =~ & ROEHKFIC, kS iicar 7 4 Falb—ay 77 AT
HEIIOR S ET,

ip classless (default)

ip route 2001:db8:2::/64 2001:db8:3::0

RE DHERR
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| r—aosxmi o
g4+zvor—tozz B

AET 47 = FRELLRESNTWD Z & ZERT 5121, showiproute =<
v K (F/iE showipvbroute =~ K) Z AL, LFS TRENDAXT 4 v
— F & RO ET,

IPvd 7 LA 2T 55683, RO Xk > RO AINEREINET,

Router# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/24 is subnetted, 1 subnets
C 10.108.1.0 is directly connected, LoopbackO
S* 0.0.0.0/0 is directly connected, FastEthernetO

IPv6 7 R LU AZEHT 55813, RO LS LR MOM NI RERSNET,

Router# show ipvé route
IPv6 Routing Table - default - 5 entries
Codes: C - Connected, L - Local, S - Static, U - Per-user Static route
B - BGP, R - RIP, H - NHRP, Il - ISIS L1
I2 - ISIS L2, IA - ISIS interarea, IS - ISIS summary, D - EIGRP
EX - EIGRP external, ND - ND Default, NDp - ND Prefix, DCE -
Destination
NDr - Redirect, O - OSPF Intra, OI - OSPF Inter, OEl - OSPF ext 1
OE2 - OSPF ext 2, ONl - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
ls - LISP site, 1d - LISP dyn-EID, a - Application

¢ 2001:DB8:3::/64 [0/0]
via GigabitEthernet0/0/2, directly connected

S 2001:DB8:2::/64 [1/0]
via 2001:DB8:3::1

BAFIVT IIL—FDEHRTE

TAFIv I N—T 47T Ry bIV—=7 FIF7 4w 7T PR ICESNT, Ry
NU—27 7u banB 2z AHAELE S, XA FIv 7 V=T 4 VT OEFIT, *v b
U—7 LMo —2 b KRS ET,

CiscoIOS-XE v 7 f Fab—a ¥ HA RETXTUTF CTHRATEET,
https://www.cisco.com/c/en/us/support/ios-nx-os-software/ios-xe-16/
products-installation-and-configuration-guides-list.html

Routing Information Protocol D% E
N—F D RIP ZRET HITIE, ROFIEZFEITLET,

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||


https://www.cisco.com/c/en/us/support/ios-nx-os-software/ios-xe-16/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/ios-nx-os-software/ios-xe-16/products-installation-and-configuration-guides-list.html

IL—E OEKI CU

. Routing Information Protocol D&%

E)
ExE.I

FIg
OV RFEREFET7TIV3 Y B
RTw F1|router rip Jo—H a7 4 X alb—ary®— RFE2BBLE
Bl - T HEWT, L—ZDRIP ZHMICLET,
Router (config) # router rip
A5y J2|version {1 ]| 2} RIP version 1 £72132 DfEH A EL £7,
1 -
Router (config-router) # version 2
AT v 73| network ip-address BEREEREL WD Ry hT—2 DET KL A%
i - LT, RIPZHEAT 55y hU—27 A REEEL
7
Router (config-router) # network 192.168.1.1
Router (config-router) # network 10.10.7.1
Z T 74 |no auto-summary Fy NU—7 L~ULb— h~OH TRy hb—FD
1 - AEY~ T4 AEEHIZLET, ThCRY, HT
TV T AT AN—T 4 VITERNT TAT NIy
Router (config-router)# no auto-summary ]\ U“ﬁﬁﬁ%@if%{%éﬂiﬁ‘o
RTw75|end N—H a7 4 F¥alb—arET—REeKTLT,
Bl - FiHE EXEC £— F&BHIA L £ 7,

Router (config-router) # end

1
X TE DHERR

RIP PIELSREINTWNWD Z & ZMERT 5121E, showiproute =~ F&Z AL,
R TREND RIPV— b ERDITES, ROFIO LD 2B NhBERRESNET,

Router# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set
10.0.0.0/24 is subnetted, 1 subnets

C 10.108.1.0 is directly connected, Loopback0
R 3.0.0.0/8 [120/1] via 2.2.2.1, 00:00:02, Ethernet0/0/0
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| v—aosxmi ol EE
Enhanced Interior Gateway Routing Protocol 0% 7E .

Enhanced Interior Gateway Routing Protocol M %%

Enhanced Interior Gateway Routing Protocol (EIGRP) (%, A =|Z X 5 TBH%& 4172 Interior
Gateway Routing Protocol (IGRP) D#E3E/N—37 5 > CT9, EIGRP D2 /N—T = A Fr X
T A BIOTEREDHRIL, IGRP £V & RIEIZUEE S 4, IGRP IFH S a2 £ LT,

EIGRP D 2> /N\— = > A 77 / vu¥—|%, Diffusing Update Algorithm (DUAL) & FREiL5
TNTY ZRHESNTHWET, 207 LT XN, — FEHRTO LEOR R THA—7 0
FHELRWESICL, M YERICHET 2T XTOT NS ZAEZRWTELLIICLET,
bR\ DERDEELZITIRNT A AL, BEFRICEENEE A,

Enhanced Interior Gateway Routing Protocol (eigrp) D% EDFEAII DWW TIE, RO T A K& B

LT 7Z &V, https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_eigrp/configuration/xe-16-10/
ire-xe-16-10-book/ire-enhanced-igrp.html

22175 0eS (MQC)

ZOHTIE, EY =7 QoSCLI (MQC) DHZE, ©FE D IoT Ay — 1 A /L—% TD QoS
DT RCOEEDHKRE ST EERLET, MQCIE, YAaDNL—T 4 L ITBIOAAL vF 7
77y R+ —LT QoS ZAENMIT HI-ODERELINTT 71 —FTT,

['QoS Modular QoS Command-Line Interface Configuration Guide, Cisco I0S XE 17 guide] @ FJIA
WZHENE T

=L =
)T AF—T 14 ADEKTE
DRI a TR, VITAA U E—T oA ZEHOBEICONTHBL 1T,

IR1101 I%. SCADA. raw Y7 v b. E£7213 U "— R Telnet |2 SN A JERBIS U 70 o1 >
H—T A AT balzZYR—rLTWWET, B—DOL VTNV A Z—T A ALEHHD
FERIHT 0/2/0 ZEfHE L CWET, YU TN A v F—T7 = A AT DTE DH T,

\}

GE)  JERWIS Y 7L =T OB OWTIL, ROBFTICH D IR1101 HW BB A FE2SR L

TLZEVY,  https://www.cisco.com/c/en/us/td/docs/routers/access/1101/hardware/installation/guide/
1101hwinst.html

RIS 2 —T /4 ADIEFE

FRM VTN A H—T A AEBR/EL, /X —T A A AT Falb—T 3 F—
REBIGET BICIE. Zu— )L arv 7 4 Xal—3T gy B— RTROWTROODa~<r RE
EALET,
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L—a oKL cUEE |

B w7 rTentonz

ARV RFERETOVa Y B8

Router (config) # interface async 0/2/0 | 4 > X —T7 = A A 2V 7 4 ¥ a2 L —3 3 v F— &G
L/ij—o

EREIUTIL hTEILEDIEE

)TV IR—

FERBIS VTN A F—T oA AF. ROV TN BT EFRE S R—F LET,
* Raw-TCP
« Raw-UDP
* SCADA
e B ENMY L—

AR NFERERETIVa Y B8

Router(config-if)# encapsulation {raw-tcp | raw-udp | FERBA Y T T ERELE
scada} 4+

BT MMEDOFEIL, CiscolOS V7 b =27 CRET A0 haLvEz 7 ) r—ya v
DEA T L TRESNET,

FOMDH T GFRIL, 7a haLEREZ T VA —2 3 LI OWTCEBAT A ERER O
NEBLOETEREINLTWVET,

=L
kDERTE
TUTINR— FERETAHIZIT. WOFELZFITLUET,

IR1101#sh run int async 0/2/0
Building configuration...
Current configuration : 62 bytes
|

interface Async0/2/0

no ip address

encapsulation raw-tcp

end
IR1101#show line
Tty Line Typ Tx/Rx A Modem Roty AccO Accl Uses Noise Overruns Int
* 0 0 CTY - - - - - 0 0 0/0 -
0/2/0 50 TTY 9600/9600 - - - - - 0 0 0/0 -
74 74 VTY - - - - - 3 0 0/0 -
75 75 VTY - - - - - 0 0 0/0 -
76 76 VTY - - - - - 0 0 0/0 -
77 77 VTY - - - - - 0 0 0/0 -
78 78 VTY - - - - - 0 0 0/0 -

EHRENFEFRIAE— FTlEAwv, 203, N—FRU =7 R — R0
1-49, 51-73, 79-726
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4.
=% =R

Web 21— 1232 —7 x4 X (WeblUl)

ZOFEF, WO THMEINTHET,

e Web 21— —A L H—T = A4 ZOMFE (41 =*—)

*Day0 /LT —F— K (42X—2)

« MEIZHETHEREFH (42 —)

N — BN H T OD A E a2 —ZDHRE (43 2—)

« 7TV EHH LIZEAT— K WebUl O E (44 ~<—2)

« 77 W EHH L7- Advanced E— K WebUI D% E (49 ~<—)
e WebUI # v 2R — K (55 2—2)

Web 1—H—A 23— x4 ADPE

Web 2 —H—A L H—T x4 A (WebUl) (X, Xy NU—ZEHEFIZ, T A R 2T 0V
=27, ®F=R )Y, BKEETATEOOE—Y ) =g o EREELEYT, N~ R T O
RYAFFNRET Linh, 7374 v 7Ny bT—2 %8BT 25 DICUERREZEIT> TFA
AR5y NT v 7 THRERDYET, FILOWT A RAEFEHTLIRIOBIZIE, SFEIF
IRBEAT HRITTHI LK, THA ARG T A REDOBIERFE T, MHICREIN
HZLEMERTEET, L, Day0 A v H—7 oA ALMEENET,

A\

GE)  Day0DOREEIX, AF—F T v 7 ar74Xal—arORWEIIMIREEDT S 2L LTE
#HINET,

W Day 0 i%E D%, WebUl 2 L CHHE DR EEITH ZENTEET,

I0S-XE UV U —2A 173.1 £V Day0 ® Web =—H—A % —7 = A & (WebUI) 7% IR1101 T
YAR— b SET, DayOWebUHIZLANR— F TORYR— b SEF, ZhHDR— b,
IR1101 @ FastEthernet 8 — I 0/0/1 — 0/0/4 T¥, PC % IR1101 D\ F 423D LAN AR — Mz

fc L. Day 0 C/L—X Z#E LE7, PCIE, #AYIP 7 KL A 192.168.1.2/255.255.255.0 TR &
TLOMENRDY 7,
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Web 1—+H4A > 8 —Jx 4R (WebUD) |
B oayotens—z—+

Day 0 C/L— A NiEId 5 &, PCIX192.168.1.x % v NU— 7 |l CE, EEDT T UHT
IP7 R 192.168.1.1 Z M LT WebUIIZT 7 £ ATE £§, WebUI &7 L CRIED M &
5 &, L—#I|Z Day 0 config done. Stopping autoinstall| &9 A vE—IVNERINET,

Day0 £)L5—FE—FK

CiscoIOSXE VUV —2 179.1 1%, ¥V T —FITH TN EV2—1E2N L CHHHRTETE D &
AT HFREA IR L Ed, 2. BT — T H TN TV 22— RN T TIZA VA h—
NENTWDZ EERTRE LTWET,

ZDFE— R, BEENSWAN Ny 7 HR—LE LTT T4 =k APN (F720F7 T4 _X— |
LTE/AG) ZHEf5+ 2 EMREL T, BT —APN 2R ETHLOIIHKIBLET, £9T52 L
T, APNMEDET DMIRGFENET, V—F —PHEET 5 & THHMREOT 740 M2V
ty h&ERn, 774 _—=F APN MEH SN TWAEHREIE, v —F 0"t/ T —H TPnP &£
ITTEDL LI FET,

\}

GE)  RTV I FHIEITTA—F APN 25T/ T — WAN 2R ET 5120, JEET— R34
T, UL, SIM DY —E AT a AL INLRESNZNERH Y T,

\)

GE) FI9HITNA L EZ—T A TRy NAT Y FAEETIEH D £ A, SIMAEETTLEA1L.
N—EDEREF7IZLET,

YNT =T IHTN Y 2a— a2 AL THRETLFIRIIKRO LY TH,
1. [WANtype] CTELT—A L Z—T = A ZAERIRLET,

2. APNZZAJJLET,

3. Ny T v 7 WAN ZEIRT H 0B TH Y £H A,

4. N—HEEHEELET,

PnP (%, IoT OD, vManage, F72/L DNA-C (i T BT T A X— |~ APN TEITTE 5
NN halb QB

REICET 5 FEFE

WebUl 2T 2580 EERFEEFHEIIRO L EBY TT,

DA H =T 2 A AIPaPHEATH S0, WebULIX 1G AR — b TIEVHR—bFShFH
Ao IOOMR—h 1 —4 TORLYFR—FEINFET, TORESMML TIEIN,
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| Web1—#A>5—Tx42 (WebUl)
L—a~gHT aonarEa—aonE ]

* Plugand Play (PnP) (X, Day O WebUl A > % —7 = A A& L CL—X Z&ET H%H
IFEHTEEE A, ZHUX, Day 0 WebUl 2 H L CRENTH 4125 & PnP 3BT S 4L
LT TT,

¢ VU —R 17128 Tl WebUL ZfEH L TRENEM S5 &, BIRANZ: writememory
IREIZR Y £7,

& @ 4

o0

afafne =
cisco '
Ri101 O

1 WAN "— I (GigabitEthernet 0/0/0 — I0S-XE)
2 LAN "— k 1 — 4 (0/0/1 - 0/0/4 — I0S-XE)

I—EAERT 50D VE1—2DEKTE
WO T, IRII01 EIELL A v F—T 2 A 2T HLIICa v P a—FE2RETH-ODDHA
KU ABERLET,

34T RNWeb 750N ET AV —2 g NI TV EATEES, RO Web 7 5147
FEAZTZ L TWAZ 2R LT TEEN,

e N—=RT T ROWTNDDT A MNELIHILT T U & DOAENEZ 2 72 Mac (0S/3—
2 32109.5) F£7-1F Windows (OS X—2 =32 10) I My TEHRIIT AT oy

* Google Chrome 59 L/
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Web 1—44 >4 —Tx4Z (Webll) |
B sy sssmLrgERE— K Webll E

* Mozilla Firefox 54 LA
* Apple Safari 10 DAf%

* Microsoft Edge 7' 7 v

o FORMRAGIE IR A2 1280 x 800 UL LICRET D Z & AHEIE L £,
O EFERLIZEKRE— K WebUl DERE
WIZ, PCEIXT v 7T by T OT T UWEHH LT WebUl 2% ET D FIEZRLET,

ATy Tl TIUFEEE, TRLARST192168.1.1 EANLET, vl A VEEAFEREINET, 2—V4
webui & /XA T — Kciscox AJJLET, KIZ, LoginZz 27 U v 7 LET,

3:074 VERE

Username

Password

Language: English | BAZE

©2005-2019 - Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Gisco Systems are registered trademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in the
United States and certain other countries. All third party trademarks are the property of their respective owners. Best viewed with Edge 40", Firefox 60", Safari 7*, Chrome 59*.

ATv T2  [Welcome] HiH 23 &N E 9, [Advanced Mode] % 7213 [Basic Mode] Z 14K L £ 9, [Basic Mode] TlE
FEARFE, LAN, BLUT' 714~ U WAN 2% E T& £9, [Advanced Mode] Tik, BIMD/Ny 77T v
WAN, AVC, BIOBEMOREEITH ZENTEET, DY 3 TlE, [Basic Mode] 2 L %
7, BasicMode %Zi#R L £9,
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| Weba1—#A>5—Tx42 (WebUD)

I5ouEmALEERE— K webtl 0z ]

4: [Welcome] EI T

CISCO. WELCOME !

This device is detected as a factory-fresh device. To begin, create a new user account and launch the setup wizard
to bring up the device quickly.

@ Basic Mode

Basic Settings,LAN,Primary WAN

READ THE INSTRUCTIONS BELOW BEFORE YOU BEGIN
® Ensure that you have all the required information from your service provider to complete the configuration.
e If you are configuring a non-3G/4G WAN connection, ensure that the physical WAN cable connection with the service provider
is installed correctly.
e If 3G/4G is configured as WAN, ensure that the Subscriber Information Module (SIM) is inserted properly in the router slot.
e By default, the wizard enables some recommended configurations. We recommend that you keep these defaults unless you
have a reason to change them.
® This wizard helps you to bring up your WAN/LAN connectivity quickly. You can change the configuration and configure
advanced features after the wizard completes successfully.

@ As a best practice, when you use WebUI to configure a device, do not delete or modify the configuration directly by logging

into the device. Changing the configuration method could lead to errors.

ATw 73 GoToAccount Creation Page %27 U 7 L %9, [Create New Account] [H i3 /R S E T, WebUI 2T
TR ATDHEDOHF L e T A 4R AT— REERLET,

5: [Create New Account] &

Device hardware and software details.
Create New Account®
Platform Type:
IR1101-K9

An admin user will be created with the
details below. Remember your user name
10S Installed: and password for the next time you log in
17.1.1prd8, RELEASE SOFTWARE (fc2)

Modules: Login Name
NA
License Installed: cisco ‘
network-essentials
Password

< Back to Welcome Screen
CREATE & LAUNCH WIZARD

ATv 74 CREATE& LAUNCHWIZARD %7 U > 7 L %7, [Basic Settings] B AHE R~RINET, L—F4 (K
ARNL) . RAA UL, ZALY—2, BIAOHEEE—FEASLET,
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Web 1—H4( 42— A4 X (WebUl)

B sovemmLrgas— 1k webu oE

6: [BASIC SETTINGS] &I &

BASIC
BASIC SETTINGS
Router Name * Webui_router
Domain Name * | cisco.com
Time Zone * (GMT-07:00) Mou...

Date & Time Mode NTP Time

Mon Jul 01 2019 13:06:58

< Go To Account Creation Page

© HELP AND TIPS

Router name is an identification that is given to the
physical hardware device.

With domain name set device can be uniquely
identified as <hostname>.<domainname>

Sets the time to Coordinated Universal Time (UTC)
Synchronize time with NTP server

If manual time is set then the difference in time will
be adjusted at the time of configuring the device.

LAN SETTINGS >

ATwvF5 LANSETTINGS %7 U w7 L%, [LAN Configuration] H[fi 3% R S E T, 7 —/L4 webui_dhep &

VLANA ¥ —T7 A ADIPT KLAEAND L, FHABERA V=T 2A ADY A NNPLT v by

TR SN TWDA v F—T = A ZAZRIRLET,

7: [LAN Configuration] &l &

R,
&

BASIC LAN
LAN Configuration
Pool Name* webui_dhcp ‘
Network * 10.1.1.0 ‘ ‘ 255.255.256.0

Create and Associate Access
VAN enastep ([l

Access VLAN * 20
IP Address * 10.1.1.9]

Available (3) Selected (1)

@ FastEthernet0/0/2 > @ FastEthernet0/0/1

@ FastEthernet0/0/3 >

(@ Fastethemeto/ors

< Basic Settings

AFTv 76 PRIMARY WANSETTINGS %7 U v L %9, [PRIMARY WAN]
RATFa MO WANZA T A v B —T 2 A AR LT, WANA VX —T oA 2A5HELET,

© HELP AND TIPS

If you want to increase the DHCP Pool size or are
planning to create a new DHCP pool with a
different IP network for LAN, you can change it
here.

PRIMARY WAN SETTINGS >

IZ. [DNS IP Address] (Z1&# A AJ1 L, NAT ZGNCT 20, F3 BN T I E IR L £,

BROE AR R SIVET, i ATRE
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I5ouEmALEERE— K webtl 0z ]

8: [Primary WAN Interface] B

@
-

53 Q)

BASIC PRIMARY WAN
WAN Type * evemetorectPe 1) P —
iertace * [ Ggreramenion v

i o Select the type of WAN Connection.
Connection and Authentication
Select the Ethernet interface for configuring

Ethernet WAN.

Select the appropriate IP address configuration
DNS / IP Address information based on whether you are configuring

an IPv4 or IPv6 address. Specify the details for the

IP address depending on whether the IP address is

Get IP automatically from ISP dynamically or statically assigned.
Itis recommended to enable NAT for WAN

IP Address* 192.168.2.1 interfaces.

S . Usemname and password are to be obtanined from

ubnet Mask 255.266.256.0 service provider if PPPOE option is enabled and

PAP or CHAP is prefered as authentication

Get DNS Server info directly _ mechanism.

from ISP

< LAN SETTINGS Day 0 Config Summary >

ATw 71 Day0ConfigSummary %7 Y v 27 L%, [Review Summary] BN F RINE T, =2 bV 2R LT
MHREZHEMALET,

9. [Summary] & F

o @
= 7

BASIC

This screen provides the summary of all the steps configured as a part of the day zero configuration. Please click Submit to configure the device

PRIMARY WAN SUMMARY

Basic + Router Name: Webui_router, ¥ Domain Name: cisco.com, v Time Zone: -7.00, v Date & Time Mode: NTP Time

+ Pool Name: webui_dhcp, v Network: 10.1.1.0 (255.255.255.0), . Management Interface Configured: No

iI
z

v WAN Interface: GigabitEthernet0/0/0, v IP Address: 192.168.2.1 (255.255.255.0), v DNS: NTP Time, v NAT: Enabled, > PPPoE: Disabled

< PRIMARY WAN SETTINGS

ATvT8 (f£E) [CLIPreview]| Z7 U » 7 LT, N—Z|Z#H SN TWAHEKELZ KRR L E T, [CLI Preview] % [f]
U, 1S T DH5EIE Submit 227 U v 7 LET,
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Web 1—+H4A > 8 —Jx 4R (WebUD) |

B o5ovemmLrgRE—F webtl ORE

10 : [CLI Preview] BT

ip domain name cisco.com
clock timezone GMT -7 00

username webui privilege 15 secret @ Y21zY28xMjNA

hostname "Webui_router"

interface vlan 20

ip address 10.1.1.1 255.255.255.0
no shutdown

vlan 20

interface FastEthernet@/0/1
switchport access vlan 20
switchport trunk native vlan 20
switchport mode access

no shutdown

ip dhcp pool webui_dhcp
dns-server 10.1.1.1

network 10.1.1.0 255.255.255.0
import all

default-router 10.1.1.1

lease 0 2

ip dhcp excluded-address 10.1.1.1

ip dns server

Close

ATFYT9 [Submit)| 7V v/ T5L, RENEFICHEASINZZLE2BATAHIXA TRy 7 ANFRENE
T, HLWWebUIIP 7 FLALFRREINET,
11: [Submit] ¥4 75Ky o R

Success

Configuration successful. Please access WebUI using
the configured IP Address - 10.1.1.1.

ATV T WebBERiN D DA, T35 AN ERLE T, 77Uy a 20, # L LSERE S WebUI
IP7 FLAIZBEITAZ L 2RBED LET,

[l Cisco Catalyst IR1101 BT AL =X )L—8 YT I TEEHA K
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754 % &M L1 Advanced E— K Webll 0 ]

12: [Test VLAN Connection] ||

1ESL VAN LOIITIECUON

DNS Server

PC/Laptop ISR Router ISP / Internet
£\ Gigabiethemei0/o/o
o) = =
s =

10.10.10.4

£ :Checking IP Address .

> Checking DNS Information \

Testing WAN Connection

> Pinging DNS Servers

> Pinging a Public Domain from your router

Go to Dashboard

IS5 % {#A L= Advanced £— K WebUl D& E

wIZ, PCOT T W EFEHLT WebUl ZRET D FIELZRLET,

v Ny 7DHCPRETIP Y RLAZTETH L IICREINTND Z L 2RI D,
FIFNV DOV T Ry MZ—8TBIP T FLZnnnnZED B TE4,
Y

CE) NIV w7 EFITTTA4AX—F APN 5T/l T7 — WAN Z 3% T

RET DI, JEEE— RAL
=TT,

ATFYvT1 TIUVERE, 7T RLANR—I1T192168.1.1 E AN LET, v/ (4 VEHEANZERENE T, =—V4 webui
AT —FRcsoxz AN LET, KIS, Loginz7 U 7 LET,
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Web 1—+H4A > 8 —Jx 4R (WebUD) |
B o595 %sm L1 Advanced E— F Webul DE

13:054 VE®A

NI
CIScO

Username

Password

Language: English | A58

©2005-2019 - Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco Systems are registered trademarks or trademarks of Gisco Systems, Inc. and/or its affiliates in the
United States and certain other countries. Al third party trademarks are the property of their respective owners. Best viewed with Edge 40*, Firefox 60", Safari 7*, Chrome 59".

AT w72 [WELCOME] M N3RS FE 7, [Advanced Mode] % 721X [Basic Mode] % 3%#R L £9°, [Basic Mode] T
%, EARRKE, LAN, BELORT 74~V WAN Z5% & T&E £, [Advanced Mode] TiX, BIMD /Ny 77 >
7°WAN, AVC, BIOENMOREELIT) ZLNTEET, 207 v ar TR FFlE— 2L X
j—o
[ 14 : [WELCOME] & &

il s
cisco WELCOME !

This device is detected as a factory-fresh device user account and launch the setup wizard to bring up the device quickly.

READ THE INSTRUCTIONS BELOW
o Ensure that you have all the required information from your service provider to complete the configuration
o If you are configuring a non-3G/4G WAN connection, ensure that the physical WAN cable connection with the service provider s installed correctly.

o If 3G/4G is configured as WAN, ensure that the Subscriber Information Module (SIM) is inserted properly in the router siot.

« By default, the wizard enables some We that you keep these defaults unless you have a reason to change them.

o This wizard helps you to bring up your WAN/LAN connectivity quickly. You can change the configuration and configure advanced features after the wizard completes
successfuly.

o As a best practice, when you use WebUI to configure a device, do not delete or modify the configuration directly by logging into the device. Changing the configuration

method could lead to errors.

Go Ta Account Creation Page »

AT w73 Advanced Mode% 4R L, Go To Account Creation Pagex 7 U v 7 L %9, [Create New Account] [ 73 5%
RENET, WebULICT 7B AT 5720DF e 7 A 4 LA T — RaAEl L £7,
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15 : [Create New Account] Bl

I ln 7
Clsco Configuration Setup Wizard

754 % &M L1 Advanced E— K Webll 0 ]

Device hardware and software details.
Platform Type:
= IR1101-K9

105 Installed:
17.6.1, RELEASE SOFTWARE (fc3)

Modules:

N
R pEiRE vreless we7e10]

Smart,Smart

<Back to Welcome Screen

CREATE & LAUNCH WIZARD

AT w74 CREATE & LAUNCH WIZARD%* 7 V v 74 % & [LAN Configuration] B 73/ R SIVE T, 7 —/L4,
Fy hU—=ZIPT7 FLA, ¥ 7%y b, TZ7EAVLAN, BIORXT A AIPT RLAZAHLET, &
RAJREIR A VB —T =2 A AD Y A MBF/RENE T, FastEthernetf ' H—7 = A ADHZfHTE £9,

16 : [LAN Configuration] &1 &

"I";IO" Configuration Setup Wizard

cis
o———O
= =
LAN Configuration
Pool Name* 10Net-Poo
Network * 10.1.1.0 255.256.255.0
Create and A Access VLAN (vao )
Access VLAN 1
1P Adaress * 10,111 ®
Available (1) Selected ( 4 )
Qm,,mmmwww-o.‘f\ +

© HELP AND TIPS

PRIMARY WAN SETTINGS >

ATw 75 PRIMARY WAN SETTINGS %47 U v 2 L $£7, [WAN Configuration] B[ 73 & /R EAVE T, WAN ¥ 1 7
EAVE =T 2 A RETNE T A= a—NLRIRLET, LTES—E AT 11 X025 APN (77 &R
RAL M) ZATL, Fv FU—Z7DODNS BEIWIP 7 L ADFEEZRINLF7,

Cisco Catalyst IR0 B AL U —ZX L—4 v I+ z7HEACE )



Web 1—+H4A > 8 —Jx 4R (WebUD) |

B o5 %mm L1 Advanced E— I WebUl D3

17 : [WAN Configuration] &l &

"I"'Ic;' Configuration Setup Wizard

CclIsc
BASIC LAN PRIMARY WAN
WAN Configurat
ko e @ HELP AND TIPS
WAN Type - 36746 Calltar
Interfoce * Cotularo/ 110

Profile

@ Access Point Name
(APN) is required

Access Point Name (APN) *
O contgur

DNS / IP Addre:

NAT [me @
v s,

ATw 76 BACKUPWAN SETTINGS %7 U v 7 L %9, [BACKUP WAN Configuration] B[ 3 F /R SN E T, v
77 7 WAN BN E TN T DR Y 2 EIR L ET,

18:/N9 97w 7 WAN DEKTE

shialie sonfiguration Setup Wizard

Cisco
BASIC AN PRIMARY WAN BACKUP WAN
BACKUP WAN Configuration O TE
Backup WAN [ EEXE

<PRIMARY WAN SETTINGS Day 0 onfig Summary >

ATw 71 Day0OConfigSummary #72 U » 7 L£3, [SUMMARY] BHENAFERINET, =2 b 2R L THHH
ErHLET,

[l Cisco Catalyst IR1101 BT AL =X )L—8 YT I TEEHA K



| Weba1—#A>5—Tx42 (WebUD)

754 % &M L1 Advanced E— K Webll 0 ]

19 : [Summary] & &

alialn 5
Cisco Configuration Setup Wizard

4 \ 4 \'4 G L]
- -
Pres Lan PRIMARY WAN BACKUP WAN sukmaRY

o

taps configured as a part of the day zero configuration. Please click Submit to configure the device.

outer Name: IR1101, +# Domain Name: cisco.com,  Timo Zone: =8,  Dats & Time Mode: NTP Time,  NTP Server: pool.ntp.org, < Act as NTP Primary: No

_ i
an

+ Pool Name: 10Net-Pool, v Network: 10.1.1.0 (2 255.0), > Management No

Primary WAN  WAN Interface: Cellular0/1/0, v* P Address: NTP Time, v DNS: NTP Time, + NAT: Enabled, v APN Name: CiscoKinetic.com.attz, >¢ Service Provider Credentials: Not Configured

v Contgrrma

[ o msamos | [ s

ATvT8 (EE) [CLIPreview] 27 U v 7 LC, M—XIZHEHA SN TWHEELEF R LE T, [CLI Preview] % [
U, YRS TWDEAIT [Submit] 227 U v 7 LET,
G¥) CLI 7L Ea—0fllZ, 20Ok 7 arORFBIZHY £1°,

ATY 79 [Submit] 27V v 75, RENEFICHEASNZZ E2BHMTL4A4T TRy 7 ARERINET,
H LW WebUILIP 7 RL AL ERENET,
& 20: [Submit] 4 75 Ry R

Success

Configuration successful. Please access WebU! using
the configured IP Address - 10.1.1.1.

1

WIZ, CLL 7V E = —DflE R LET,
ip domain name cisco.com

clock timezone GMT -6 00

ntp server pool.ntp.org

username admin privilege 15 secret 0 MjclNOdsb2NrIQ==

hostname "IR1101"

Cisco Catalyst IR0 B AL U —ZX L—4 v I+ z7HEACE )



B o595 %sm L1 Advanced E— F Webul DE

interface vlan 1

ip address 10.1.1.1 255.255.255.0
no shutdown

vlan 1

interface FastEthernet0/0/1
switchport access vlan 1
switchport trunk native vlan 1
switchport mode access

no shutdown

interface FastEthernet0/0/2
switchport access vlan 1
switchport trunk native vlan 1
switchport mode access

no shutdown

interface FastEthernet0/0/3
switchport access vlan 1
switchport trunk native vlan 1
switchport mode access

no shutdown

interface FastEthernet0/0/4
switchport access vlan 1
switchport trunk native vlan 1
switchport mode access

no shutdown

ip dhcp pool 10Net-Pool
dns-server 10.1.1.1

network 10.1.1.0 255.255.255.0
import all

default-router 10.1.1.1

lease 0 2

ip dhcp excluded-address 10.1.1.1

ip dns server

ip dns view default
default dns forwarder
default dns forwarding
default domain lookup
default domain name-server
interface Cellular0/1/0
description primary wan

ip address negotiated
dialer in-band
dialer-group 1

pulse-time 1

shutdown

no shutdown

ip nat outside

exit

dialer-list 1 protocol ip permit

controller Cellular 0/1/0
lte sim data-profile 2 attach-profile 2 slot O

ip route 0.0.0.0 0.0.0.0 Cellular0/1/0

Web 1—H4( 42 —TJ x4 X (WebUl)

ip nat inside source list 197 interface Cellular0/1/0 overload

access-list 197 permit ip any any

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K



| webai—41>8—TxAZ (WebUl)
webtl & v & ak— k]

WebUI 9\\ W a7 — F

Day0 Dty N7 v 7MRETTHE, WebUl % HEOEBIHEHATX 5K 512720 7, WebUI
DX, NS TWNE v v aR— RRFEREINET,

\}

GE)  WebUIBEREDYFR— NI, TRAADTA B AET Ty " T+ —LZ A FITL>THRRY F
To

wORL, FovaRfR—FRE2RLTWET,
E21: 8y aR—F

aaaaaaaaa

WOEIZ, FoaRh— FOMELEZRLET,

By ah— R CPU & AE Y DEHFEL VAT LMERDO AT >
Trvay heERETIX v a by hEFRR
l/\iﬁ—‘o

o=y HEMf TRy hNI—2 ZF=F—1L, %v b

V=0 THRA AL b ) EREEEICH
Y5 OfMOERR OB Z FAT L ET

X E TNA AEHRELET,

(egiil VAT LAREL - —EHRELIEELE
j‘o

NGTNY a—TF 4T Ping & Traceroute % Jf] L THEREO M & /X

by MBRE T TN a—F 47 L. Web
P—N—pnr 7L syslog ZHEHA L TT /A A
DR E NN Ty —~ A E=FZ—LET,
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Web 1—+H4A > 8 —Jx 4R (WebUD) |
B weui 5o agk—r
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X7 VT )LDETE

ZOFEF, WO THMEINTHET,

X2 T T ILOME (57 X—)
X2 T VIILDOEEFIE (60 2X—)
cbFaT at—ICHETHER (64 ~—)
« ZDMDBEEE (66 X—)

X217 O )LOBE

X a7 vk (SSH) 1E, 7351 ATk o &7 ) E— MERZAIRBICT 572 ha LT
T, SSHIL, 731 ADFRFERFIZIR I 72 B b 21T 5 2 & T, U E— MEFIZ DUV T Telnet LA
FovXa2 VT4 2FEBLET, ZOY 7 b7 VY —R L, SSH/N—T =3 1 (SSHvl)
BLOSSH N— 522 (SSHv2) 2% AR—FLTWET,

~ =L == L
X7 VI IEERTETH-ODAMHREH
X7 vzl (SSH) HIZT NA RAZRET HI2OOFHESRMEIL, RO LB T,
« SSH ZEME S HITIEL, A A v FIZ RSA OARAF— L FBE X — DT NLE T,

e X 2T =L (SSH) V—/ N, IPsec (F—XBE MM (DES) £7-1% 3DES) D=
(Y7 2T A A=V ML LES, SSHZ 74 7 > M, IPsec (DES %7214 3DES)
DI EALY 7 b =T A A=V NNEETY,

e Ju—rL AT 4 F 2 b—1 3 F— KT hostname 35 £ W ip domain-name =~ > K%
HFHLT, 734 ADKRA M ERAN RAL U ZFELET, hostname & ip
domain-name =2~ K& 7 m— )L a7 4 Fal—ra L — FTHEHLET,

X7 VD I)IDEREICEAT HHIFNEIE

X a7 /U HIZIRI0 ZRET D72 OOHKFEERIZ, kO LBY TT,
o L—Z I RSAFRIEE YR — KL TWET,
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%17 vz LoBE |
B ossien—s701x

*SSH X, FITv =V TV r—va B aR—FLET,

¢ SSHH#—REBLUSSHZ 74 7> ME, 7—FKS5HK (DES) (56> h) BIW
3DES (168t v k) F—HKi5{bY 7 " =7 TOHAYHR—FEET, DESY 7 bV =
T A A=V DA, AT AT VT X AT DES 7215 T, 3DES V7 hU =
7 A A=V DA, DES & 3DES Ol O 5L 7 TV AL EMHTX ET,

Y

GE)  3DESHFS{LiT L Vs TH A0, v AaTiIEmHELEL Tn»
i#o

FEMIZ DU T, https://www.cisco.com/c/en/us/support/docs/ip/
access-lists/13608-21.html® Cisco I0S-XE 7 /N1 A88{b T A K& 5
LTS ZEN,

«ZDY 7 b7 U YU—AX, IP Security (IPSec) VAR — kL TWWET,

«IR1101 1%, 128y FF—, 192ty bk F—, F£721L256 £ I F—0D Advanced Encryption
Standard (AES) W& b7 TV X LZHR—FLET, EL, F—ZK5{bd 5%k
K5tk AES 1TV A — hSvEH A,

e A NRNF—FEFaT e R—=Ta ] TR FENETA, VAIRNEN
X2 VT OEOHRL WA EFaT vl X—V 3 02 THR— IR TWNE
j—O

¢ UN—ZXSSH ORBEFELZa Y — L T 7 EARICKRET 554, -1¥—U— R, userid
:{number} {ip-address} 7V I % BL UGN LHETT,

SSHEIWL—2 701X

X a7 Y=L (SSH) 1E, T35 AZxtT %47 ) E— MEtZ ARl 57 2 h=a LT
T, SSHIL, 731 ADFRFERFIZIR 1725 B b 21T 9 2 & T, U E— MEHIZ DUV T Telnet LA
FoeX2 VT4 2FEBILEST, ZOY 7 U7 U U —RE, SSH/Y— =21 (SSHvl)
BIXOSSH /N~ 522 (SSHV2) ZHAR— kL TWET, IPv6 @ SSH #EBEIL IPv4 IZEB1T 5
FERE & R U T, IPv6 DIFA. SSHIXIPV6 7 KL AZ ¥R — K L, IPv6 b7 AKR— k kI
BWT, UE—HFIPV6/ — REDEX 2 VT 1 REB IO Sk Sh =Bz a2t LE 7,

SSHY—/\{ M|iEV AT b, BELUVHR—FSINTNE/N—D 3
>

X =27 V=L (SSH) #G27 74 7 v MEREIX, SSHY' = h 2V ETEEL, 7354 ADFR
AEB L S b2 R T 27 7V r—arTd, SSHZ T4 T MZE-»T, v Aa 52
A AFBID T AT TN AT 8 SSH Y — R ZHITT 57 31 A LT, X =7 Tk
SNt E EITCEET, ORI, BERARS L SNDAEZRNT Telnet D7 7 kN

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K
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| E¥a7vzroEE
sshzzrnzesE ]

v R L AR ORSREZIRBE L £ 97, SSHZ 74 7 MM, FBiEB L O Sfbic kv, (RS
nNTWieWnWxry hU—7 ETheFa T RBENTEET,

SSHY— B LOSSHEA Y 94 7> ME, AA vF ETEITINDZT SV r— a3 Td,
SSH#— X, 2DV Y —ATHR—FEINTWSHSSHZ 74 7 v FBIO, httflo SSH
7?47ybkﬁmbi?o%Hﬁ?%?ybﬁ\ﬁ%@*%%@%Hﬁ_ﬂk@@Li?
SSH 7 7 A 7 ~&, Data Encryption Standard (DES) . 3DES, X UVNA YU — RERIAEDOK 5
EYAR—bFLET,

)

CE) SSHZ A7 v MEREAZHEHTE 201, SSH — 304 X —T /LOEETET T,

2 —YEAEL, T A AT D Telnet ¥ v o 3 OFREE & FRRICETENE T, SSHIZ., &
@:L‘_“H_uunﬁjfﬁ%)"j_j— ]\L/i‘d‘

« TACACS+

- RADIUS

* D%ﬁ/l/nm nEjb J:UDtFT

SSH X ERFDIEHIE
TNA A% SSHY—_FEZILSSHZ 74T b E LTHRETHHEAIT. ROEEFHEIINKE-
TLEEE,

» SSHv2 H— N[, SSHvl H— "THEREIND RSA F—DOXT 2 HHTE TS HFoEs
HLEEETT) .

. cryptokey generatersaZ B—/ N a7 4 Fa b—v a3y avy R&E A Liztk, CLI
TT7— AvE—URERINDIEE, RSA F— T 3RS N THEFA, FA B
FORAAL VEFRELTHL, cryptokey generatersa 2~ RE AL TL7ZE0,

« RSA ¥ —D X7 #EKT 58412, A vE— [Nohostnamespecified] RAERENS Z L
BHVFET, ZORXvE—UNERINEAIE, hotnameZ/ m— )L 27 (a2 Lb—
VEy:vVP%ﬁmLTmeb%%&ﬁ#ézgﬂkwiﬁo

* RSA ¥ —DX_T ZET HHEIC, A »E— [Nodomain specified] NFERINDH T &
DHVET, ZOAyE—UNRERINTZEAEIE, ipdomain-name 7 a2 — 3L a7 ¢
Xal—varyavry REEHLTIP RAAS VAERETDILERH Y 7,

« B VBRER LOFFAI O S EARET 25T, 22—V ETAA BT =71
ICENTWDZ LB LTS ZEN,

BEEAR XY
SSH #F(TT 47D IR1101 DERT (60 =2—)
#unique 62
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II ZXa7

LI ILVDEREHE

1ZjF:L77 /’JZ)LOD EE)HﬁE

SSH #

= 4=

ETT5=-H0 IR1101 DRE

SSH #3179 % & 91

1R BHHIIZ

R—ANT 7 EAEFIVE—F T/ ARMIC—EEEERELE T, 2
HAZZRLTIES W,

T, BEHNZHOWTIE, ROBSHE

FIE

%17 vz LoBE |

ITNA Rty N7 v 73 5I20E, ROFIEZFATLTIEI N,

DFNEITHZHT

ARV RFERETOVa Y

=)

&

configureterminal

1

IR1101# configure terminal

rua—N)L ary 74X alb— gy B— REBh
L\i—g’qo

ATvT2

hostname hostname

1

IR1101 (config) # hostname your hostname

device DR A MBI ONIP RAA V45 RELE
—é—o
GE) ZDOFNEEFEITT DHDIL, device & SSH

Y=L LCRET B BALT T

ATvT3

ip domain-name domain_name

1 -

IR1101 (config) # ip domain-name your domain name

device DA N RAAL VEHFRTELET,

ATv74

crypto key generatersa

1

IR1101 (config) # crypto key generate rsa

device FTr—h B LN ®— FNEFEHIZ SSH
PN X —T L, RSAF—XT AR L E
F, device ® RSA &F— X7 %445 L. SSH A
HENICA X —T7 T 0 £,

BINEY 2T A YA T, 1024 By MTTH L
FHEE L F9,

RSA X —DOXRT EEMRTHHEIC, TV a2TADE
SDOANERDOENET, TEVa2TANEL2DI1F
ERETT N, Ek & HERICER 2000 £,

Gx) ZOFNEEFEITT D DIE. device & SSH
P—RE L TRETDHIHELTTT,
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| E¥a7vzroEE
sshv—nozz [}

aAvYRFERET7IOIY BRI
X5 w75 |end i EXEC B— RNICRE Y 9,
B -

IR1101 (config) # end

SSH H—/\DExRFE
SSH r—RERETHITIE, ROFNEEZFETLET,

Y

(B TARARA&ESSHH— L LTHETIHEICOR, ZOFIEEFIATLET,

FIE
ARV KRFERRETY Va3 Y B#Y
AT w 71 | configureterminal 7Ta— ) a7 4 X2 lb—3ay EB— FEELG
15“ : Liﬁ—o
IR1101# configure terminal
R F2|ipsshversion [2] ({EE) SSH N—Y 3 v 2 #9479 5 L 91T device
i - ERELET,
Zoavry Re AN LRWGE, £723F—U—F
IR1101 (config) # ip ssh version 2 e Lo ES . SSHY— %, SSHY 54 7+

RN CHAR— R ENTWDEH/N— 3 D SSH % i
WLET, =& xiE, SSHZ 74 7> F23SSHvl B
K OVSSHV2 %A — F 45354, SSH — /3%
SSHv2 Z IR L £7,

X 73 |ipssh {timeout seconds| authentication-retriesnumber} | SSH #i|fHl /X T A — X 2R E L £ 7,

i - c B A BT MERBEMCEELET (F7 4
IV MIEIX 120 B) , fEETZ H2HPHIZ 0 ~ 120
IR1101 (config) # ip ssh timeout 90 WCd, ZoRF A—HF, SSH %I T —

ip ssh authentication-retries 2

vary 7o RTHEHAESIET, RS S
nat, T4 ZICLIR—A Yy a T
TANEDEA LT MEEFEHLET,

T 74V R T, *y hT—7 EOBED CLI
R—RAtyrary (Byviar0~4) IZxL
T, KNS OOK;F{bIARE SSH $%#5i 2 {1 T %
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B ssiozzEssvzs—sz0E=48ULYy

%17 vz LoBE |

ARV RFERETIVa Y

B8

9, EfTv=ANEdT5HE, CLIN—X
Ty varOX A LT Y MEIXZT 74/ D10
DR £7,

c VI AT v b — RAFH{IFETE HRM A
FELET, T74/LME3 T, EETE 5
I 0~ 5 T4,

WG DNT A—=F ZBET DHEIXZOFNAZBRY
3& Lij‘o

ATvT4

WOWTNIEIEHF2HERLET,

* line vty line_number [ending line number]
e transport input ssh

1

IR1101 (config)# line vty 1 10

F0F

IR1101 (config-line) # transport input ssh

UEE) A ARBREEEZRE LT,

e IAfv AT 4 Fal—ar E— Rtk
LT, AR RIFR EZ X E L ET,
line_number 51%% & ending_line_number 515t DFH
Zhrp® L 0 ~ 15 T,

e device T SSH LIA @ Telnet #5552 85 X . 734
A% SSH B OAIZIRET 2 L O ICHEELF
j—O

ATy TH

end

1

IR1101 (config-line)# end

a7 4 Xal—2aryET—REKRTLET,
e T, HibE EXEC B— RICEY £,

SSH DX E

BEURTF—ERADE=ZR) Y

WDFRIZ, SSHYV—R"DOREBI VAT —Z 227 LET,

RE6:SSHY—NOBFESLUVRT—2RERRTHIATUK

avw >k |B®

show ip SSHY— DO NR—2 g UBIOREFGREFZ L ET,
ssh

showssh |SSH r— RO AF—X¥ 2% TR LET,
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| E¥a7vzroEE

r—son—nrgissvraoge |

}l/ QO)D ﬁ)bnnc\nIEJ:SJ:UEtFEI@EQTE

n—H)LE— N TAAA ZFEETSH LD
L9l

WAL v FHRETDHE, V=072 THEMWET S

CAAAZRETEET, —XX, @BiEEF 2B LET, ZORETIET IV T«

Y TREREIME T & £ A,

(z

)

—W/LE— RTAAA ZHEET LI —FEZFREL T, =B THEET A LD
AAA ZRETHITIE. ROFINEEZFEITLET,

GE)  AAA FRXEMHHALTHITP 77 B A LV—4 DX = VT ¢ ZHERT HIZIE, ip http
authenticationaaa 7 2 —/ 3L a7 4 ¥ a2l — g a<w RTE3 ﬁ@”éJéE#Z?) D E9,
AAAFTGEZRTELTH, AAA FXEZHHL/ZHTTP 77 BRI L—X DkF =) 7 41X
ek UEH A,

FIE

ARV RFERERTI VA Y

=)

AT w 71 | configureterminal Jua—N)Lar7 4 Xal—3iay FT— REBLG
15“ : L/\iﬁ—o
IR1101# configure terminal

A Fw 7 2 | aaa new-model AAA DEFIL
f1
IR1101 (config) # aaa new-model

X T 7 3 | aaa authentication login default local g—H N a—PLTFT —FR—R 5T AT A
15“ . mu FL[E;% Hﬂiﬂ Lij— default 3"\’ ]7 I\ 7 J: D H—
IR1101 (config) # aaa authentication login default ﬂ%;ﬁi§ﬁ1357fo

local

A T = 4 | aaa authorization exec local 2—HDO AAA TR ZHREL, a—h)L F—FX—

B - AHHER LT, £DO2—HFIZEXEC ¥ = VD FEITH
FFAILET,

IR1101 (config-line) # aaa authorization exec local

X T+ 77§ |aaa authorization network local X NT—ZEBEEOT R TOY—ERERIZH LT

1 -

2— AAA FRIEZHRELET,
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%17 vz LoBE |
B a7 ac—cmyams

ARV RFERFTIVaY =)

IR1101 (config-1line) # aaa authorization network
local

R Fw 7 6 | usernamenameprivilegelevel password encryption-type| m— H )L F—Z _X— 2% A S L. 2—HFLX—2D

password RIAEV AT LERELET,

i a—WFTlizavy RE#EVIERLANLET,
IR1101 (config-line)# wusername your user_name 1. namelllx, =—¥ID% 1V —RFTHELET,
privilege 1 password 7 secret567 ANR—Z L glﬂqf@li{f)&ﬁ(% i"d”/uo

2. (EBE) levd ([ZiE, 77 v AMEEET-2—FIC
HET OMHERL~VERELET, HETZD
HPHIZ 0 ~ 15 TF, LU 15 TiIfFHE EXEC
EF— RFTOT 7 EBANAHETT, L-UL0 T,
22— EXEC E— R TOT 7R LR 7,

3. encryption-type (2%, FEF{L I AL TRV NA
U — RB%AIHLS HEIL0 %2, BE{bahi-
AT — RPR%AHIFL GEIXTERELET,

4. password IZ1E, =T —VFNAAL v FIZT 7 ERAT
HBENCATTEVNEDSH H /AT — REfgE
L9, NAT—RiF1~25LFT, HDIAL
ANR— A ZFE ] TX, username 2~ 2 K DE1%
DA T arE LTHEELET,

AFw 71 |end Mg 7 4 Fal—varT—REKRTLET,
Bl - BT, FHE EXEC E— RIZRD £,

IR1101 (config-line)# end

X7 aE—IZEHT 5 1EHR

X7 a— (SCP) MEREIX, W—FEREERIIN—HF A A=V Ty A NV Eabt—T5E
F o 7T CERIFSINZ FEABRIELET, SCPIX, %27 =)L (SSH) . 77V r— 39
. BX O Berkeleyr YV —/1 Dt ¥ 2 7 TR AT 270 a2V EFELET,

X217 aOE—DEHREH
¥ a7 b (SSH) FIZT NA REHRET D7D OFHEEMIE. ko LBV T,

* SCPZEIMNIT HHENT, AA v TFOSSH, BiE, FFrl. BLORT DT 4 v T EEYNC
RELTIEIN,
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| E¥a7vzroEE
%27 ab—oiEETssusE [

* SCP 1% SSH AT L CRARIZEEIT > TV D7D, —FITIERSA F— T BNHET
@—0

«SCPIIEF =V T 4122V T SSH IZIEIE L F7,

e SCP DERTEITILZRIE, ZFv], BIOT oo T 4007 (AAA) DI G MLBERT-D, L—
1T —TRELWHERL L ZRE L TW ARSI HENH Y £,

o L—HF73 SCP 2 4 5 I ITE Y 27 I A E T,

« WYIRFF Al 215 TN D 2 —H X, SCP Zf#H L T Cisco IOS File System (IFS) O~ 7 A /L
AL I (FFAA v Fb) BHIZaZE—TE XY, a—Zidcpy 2v N
M LET, £, FAISHTWLEFHRE L ZOERETY = AT =2 a Vb ETT
TET,

TXa7 aE-—DREICET DHIRFEIE

* SCPZHMNIT HENI, N—¥ ETSSH, FiE, BLUERAIZIELLFRETHLENH Y
\i‘a_o

«SCP T 5H/E. copy 2~ RIS RAT—REANTHZ LT TEEHA, T
T IMEBERINTEXIT, ANTHYLERDY £,

X1 T7IE—DETE

VAa@ IR0 IZEF 2T 28— (SCP) — MAWSBEDRTEE T 5121, RO TFNEE FEAT

L/iﬁ‘o
FE
AU RFEREIT7IIY B#
AT w71 |enable et EXEC E— REAIC LET,
B - e NRATU—KREANLET (TEREINFEHE)

Device> enable

R 72 |configureterminal ra—nN)ary7 4 Xal—ary F— NG
1 LET.

Device# configure terminal

2 F v 7 3 | aaa new-model 0 JAUEED AAA FRGEERTE L E T,
1 -

Device (config) # aaa new-model
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%17 vz LoBE |

ARV RFERETIVa Y

B8

R Fw 74 |aaa authenticationlogin {default |list-name} methodl| AAA 772 22 br—L S RAF LA A F—T )L
[ method2... ] wLET,
1
Device (config)# aaa authentication login default
group tacacs+
AT 75 |username name [privilegelevel] password A—PHER—R L LRI AT AR L %
encryption-type encrypted-password +.
i - GE) TACACS+=°RADIUS 72 ¥ D F v kU —
bevioe (contia) & Cilese 5 7 R—ZADFHFEA T = X LHPERE ZALT
evlice (conri username superuser rivilege N
passwozd 0 superpaseword WBHEE. COFEEEBTEET,
R T 76 |ipscp server enable SCP — MilBkRe 2 H2hc LE T,
1
Device (config) # ip scp server enable
ATy 77| exit Ja—\) a7 4 FXal—varyT—RakT
i - L. HHE EXEC £ — RIZR Y £,
Device (config) # exit
AT 7 8 [ show running-config (fEE) SCP H— Milre 2 KR LET,
1
Device# show running-config
AT 79 |debugip scp ({E) SCP FBFERIEE & fifihk L £,
f

Device# debug ip scp

1

IR1101# copy scp <somefile> your_username@r emotehost:/<some/remote/directory>

T DDSEER

T 2T, SSHFEREICPET 2 B BEHI SV TR L 97
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| t¥27vzr08
zomwnszay |

BEEIEE T=aTFILEA I

vy ar T7U=T iy | [Session Aware Networking Configuration Guide, Cisco 10S XE
T—X% 2 Tk 5747 |Release 3SEJ] : https://www.cisco.com/en/US/docs/ios-xml/ios/
FT4T 4 ar ha—)LRY san/configuration/xe-3se/3850/san-xe-3se-3850-book.pdf

B ROTAT T AT 4
P—ERXT T L— FDORIE,

RADIUS, TACACS+, Secure [ Secure Shell Configuration Guide, Cisco I0S XE Gibraltar

Shell, 802.1x 33 L TN AAA D% |16.11.x] : https://www.cisco.com/c/en/us/td/docs/switches/lan/
T, catalyst9500/software/release/16-11/configuration_guide/sec/b
1611 _sec 9500 cg/configuring secure_shell ssh .html
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release/16-11/configuration_guide/sec/b_1611_sec_9500_cg/configuring_secure_shell__ssh_.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release/16-11/configuration_guide/sec/b_1611_sec_9500_cg/configuring_secure_shell__ssh_.html

%17 vz LoBE |
B otos=as
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=6~
=% =R

GPS /Oy Y IZEDNIPRA Y

ZOFEF, WO THMEINTHET,
« GPS B 24l L 72 NTP Of% & (69 ~_—)

GPS BFfEl Z{EFR L 7= NTP D& E

2~ Rntprefclock gps Z A LT, GPS Kff#]a NTP OREHE vy 7 L L TRETE £,

Y

GE) ZOBEREIX, IOSXE Y U —R17.6.1 THEHTEE3, FHMIZ OV TIEL,  [Cellular Pluggable
Interface Module Configuration Guide] @ [NTP Clock Sync with GPS| #ZMB 1L T &0y,

GPS HEEIZA R T X 50V —A L LTHEBE L, CiscoIOSNTP %— X— I A R T X L1 T34
AL L THEREL £9°, RIZ CiscoIOSNTP Y —/R—BENTP 7 A4 T b (AT XL 28 XK
WN3) 127 my ZERP RSN ET,

ATFYT1 Fa—s L ar 7 4 Xal—3 gy T— REBEBLET,
51 -

Router# configure terminal

ATwT2 NTP RV 0 v 7 % GPS IZRRE L £7,
11
Router (config) #ntp refclock gps

ATV T3 KOFITIE, REZHRTHI-DITshow 2~ REFEHLTHET,
£

Router#

Sep 24 19:58:43.046 GMT: %PKI-6-AUTHORITATIVE CLOCK: The system clock has been set.
Router#show ntp status

Clock is synchronized, stratum 1, reference is .GPS.
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B crsmrzmmLENTP ORE

nominal freq is 250.0000 Hz, actual freqg is 249.9970 Hz,
ntp uptime is 94000 (1/100 of seconds), resolution is 4016

GPS /0w ITESKNIP 4324 |

precision is 2**10

reference time is E31778F3.0B851ED8 (19:58:43.045 GMT Thu Sep 24 2020)
clock offset is 11.0000 msec, root delay is 0.00 msec
root dispersion is 3950.55 msec, peer dispersion is 3938.47 msec
loopfilter state is 'CTRL' (Normal Controlled Loop),
system poll interval is 64, last update was 7 sec ago.

Router#
Router#
Router#show ntp associations

drift is 0.000011995 s/s

address ref clock st when poll reach delay offset disp

*~127.127.5.1 .GPS. 0 38 64 7 0.000 11.000 1938.8

* sys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured

Router#

Router#show clock

20:00:43.660 GMT Thu Sep 24 2020
Router#

AT v 74 debugntprefclock =~ R&EMHL T, & E&Z 77y a—bhLET,

51

Router#debug ntp ?

adjust NTP clock adjustments
all NTP all debugging on

core NTP core messages

events NTP events

packet NTP packet debugging
refclock NTP refclock messages

Router#debug ntp re
Router#debug ntp refclock
*Sep 24 19:58:43.045 GMT: GPS: Poll Requested

*Sep 24 19:58:43.045 GMT: GPS (19:58:43.056 GMT Thu Sep 24 2020)

*Sep 24 19:58:43.045 GMT: Valid time rcvd from GPS:
*Sep 24 19:58:43.045 GMT: RTS poll timestamp (local clock)

2020/09/24 19:58:43.056 (frac = 0x0E560440)

was O0xE31778F3.0B851EDS

*Sep 24 19:58:43.045 GMT: GPS timestamp is O0xE31778F3.0E560440
*Sep 24 19:58:43.045 GMT: NTP Core (NOTICE): ntpd PPM
*Sep 24 19:58:43.046 GMT: NTP Core (NOTICE): trans state
*Sep 24 19:58:43.046 GMT: NTP Core (NOTICE): Clock is synchronized.
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Cisco 10S-XE 17.1.1 M ¥4 HE

&Iz, I0S-XE VY U —2 17.1.1 ® IR1101 TEFH AR PikRE 2~ LE T,

« X25 over TCP (XOT) ®OHHR—F (71 =2—)

* YANG 7 —# E5 /)L (Call-home) DOV HR—k (71 =*—)

« SCADA (Z2%f9° 5 YANG T — X EFT VDY R— K (72 5—)

*«GNMI 7 L' A N U XA YA 2T HET UERERY R — hodR—F (72 X—)
cUSB 7 7 v AZHEE-IXENT HT-00DF T g (723—3)

*Day 0 Web —H A L H—T = A 2 (72 %—=Y)

X25 over TCP (XOT) DY H— k

X250%, Xy AL v TF T DI =Y T3y hU—27 (WAN) (ZB8d 5 ITU BEHET

T, ZhIE, VUTAA U E—T o AN LEBEERTHEA S TOWETR, IP Ry b
U— 7 ICEEHMA LN TOET, X25 B55iE, Telnet/SSH & [AIEED PAD H25: % 1 L TSz
TEET, IRUO0LV—FITIE, X25 OHEER Y H— kSR TOARWIERIBIL Y 71 25—
Tz A AN OOREHEINTWET, 7272 L, TCPover X25 (XOT) HEREZ 1 H L T X25

Ty UTNAALBET DI EIEIAHRETT, XOT2MHT 5 L, X25= v PF /3A A~DPAD
P HEEENL  CE T, Fo, X250y FOSFEIERNRNTA—HEERTTHI LT, 7
THANERFIAL A RENTZT R T 7 A NET I EATN—FIZEHD YU THZERTE
ESra

I0S-XE @ XOT DOFHAMZHOWTIL, RESBHB LT FEWN,

['Wide-Area Networking Configuration Guide: X.25 and LAPB, Cisco 10S XE/]

YANG 7—4 £ /)L (Call-home) DY H— k

call-home HEHE TH R — b &3 TV D YANG 5 /UL, Cisco-IOS-XE DLLRETD Y U — R & [alkE
THO., IR1101 DIOS-XE D 171 VU —RATHLYR—FENTWET, ROSEEEHT, LL
B YANG EF /LT TX £,

https://github.com/YangModels/yang/tree/master/vendor/cisco/xe/1651
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/wan_smxl/configuration/xe-16-10/wan_smxl_xe16_10_book/wan-x25otcp-pro.html
https://github.com/YangModels/yang/tree/master/vendor/cisco/xe/1651

Cisco 10S-XE 17.1.1 O gitgae |
B scaoaizxis 2 vanG F—s2 EF LK~ ~

I0S-XE @ call-home DEEHHICHOWTIE, RESHR LTI FFE W,

[Software Activation Configuration Guide, Cisco I0S XE Release 3S.J

SCADA [Zx19 % YANG T—H ETILDHYHR— K

Cisco I0S XE 17.1.1 1Z1%. SCADA > 27 AT @ Cisco 10S XE YANG &7 /L DH 7R — | )3
ASNTWET, fOFERIZIHB N TIX, UFETD Y U — 2T YANG EFADEREEI N TWE L
77

https://github.com/YangModels/yang/tree/master/vendor/cisco/xe/1711

GNMI T LA RS ANILA DI T HETILEREIR
R— kDY R—k

YANG &7 /L L [AERIZ, 10S-XE TliX Google BNEFR LIzA—7 v VY —AET AR HR— N Eh
Tk V. Google Network Management Interface (GNMI) & FEEILE T, GNMI DR EIL, EF =
TE—RTH, FEXaT7E—RFTCHLHERATEET,

e FaTE—FR

¥ 27— KX OpenSSLGEFAZEZMEH L TY 94 7> &Y — M o 7 ki & i
SNLET, A—T Y —ZAD gnmi_cli V—VEHFEHLTGNMI 7 L A U OEHEZEELE
ﬁ‘o

et TE—FN

FHrXaT7E— NI, =72 Y —AD pygnmi V—1VEFHL T, 7747 hEV— [
TGNMI 7 VA U OB X5 LET,

GNMI 7 L A kU OFEHIZ DN T, IROBEERIZ B L T &0,
CiscolOSXE 7m 7/ I~vUFr 4 a7 4FXalb—rar AR

USB 7V RZEMNEIZENZT HE=HDA T 3>

DayOWeb 11— A2 —TJ x4 X
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Cisco 10S-XE 17.2.1 M ¥4 HE

e XA 7 4 7 Docker DY R—F (73 X—2)

eraw V7 b b7 AR = MIHTDH YANG T—H T NLDOPR— K (74 ~<—)
cIOx 2T FT TV = a DT UH IO (75 =)

2 AT 4 vFEF2T MACT RLA (76 X—)

cBALEXT U r—a DY R—F (78 —)

4 T« 7 Docker DY HR— k

AT 47 Docker DV AR — F23 1721 UV U —RZEMENFE LT, ZOMEICLY, =2—F
{X Docker 7 7'V r—a & IRINOLICERTEEST, 77V r—v a0 7% A0
ot [7FVr—2 a3 DA A M—LET oA M=)V OHEOFIEL FFETT,
Docker 7 /U r—a v DGH, 77V r—va VRED—HE LTy FUKRA V FREN
VETT, = MRS FPORTEIZOWVWTIL, ROBFIZSRL T IEEN,

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #app-hosting appid app3

Router (config-app-hosting) #app-vnic gateway0 virtualportgroup 0 guest-interface 0
Router (config-app-hosting-gateway0) #guest-ipaddress 192.168.0.7 netmask 255.255.255.0
Router (config-app-hosting-gateway0) #app-default-gateway 192.168.0.1 guest-interface 0
Router (config-app-hosting) #app-resource docker

Router (config-app-hosting-docker) #run-opts 1 "--entrypoint '/bin/sleep 10000'"

Router (config-app-hosting-docker) #end

Router#

Docker 7 7V 7 —3 3 O 12 ROFN R LET,

Router#show app-hosting detail
App id : appl

Owner : iox

State : RUNNING

Application

Type : docker

Name : aarché64/busybox

Version : latest

Description :

Path : bootflash:busybox.tar
Activated profile name : custom
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raw %) v
ILDYR—

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K

Resource reservation
Memory : 431 MB

Disk : 10 MB

CPU : 577 units

VCPU : 1

Attached devices
Type Name Alias

serial/shell iox console shell serial0
serial/aux iox console aux seriall
serial/syslog iox syslog serial2
serial/trace iox trace serial3
Network interfaces

ethO:

MAC address : 52:54:dd:e9:ab:7a
IPv4 address : 192.168.0.7

Network name : VPGO

Docker

Run-time information

Command :

Entry-point : /bin/sleep 10000

Run options in use : --entrypoint '/bin/sleep 10000

Application health information
Status : 0

Last probe error :

Last probe output :

Router#

M kS U RAR— MIxY 5 YANG

>

Cisco 10S-XE 1721 O gitsae |

T—HET

YU —2172.1 TiL, BIND YANG T —F T T 5 R— R BMENTWET, =
NHDOBMET VAL, taw Y7y F TV AR— IR EENTWET,

YANG 7 — % 7 /L3R D URL THEGR TE £77,
https://github.com/YangModels/yang/tree/master/vendor/cisco/xe/1721

A A 2D Cisco-I0S-XE XA 7 4 7TETIIZET D raw V7 v MZIZ 2 DOBEREE Y = — L

HYEF, TONFITKROLEBY TT,
* Cisco-IOS-XE-rawsocket.yang

CDFEVa—VZiFZraw X Ty T URAR— DT 4 Fab— g 3wy RO YANG

EFTOIL I aryDNEENTWET,

WIZ, ZOFY a—VZHeT D CLl 2~ > RERLET,

# encapsulation raw-tcp

# encapsulation raw-udp

# raw-socket packet-length
<length>

# raw-socket packet-timer
<timer>

# raw-socket special-char


https://github.com/YangModels/yang/tree/master/vendor/cisco/xe/1721
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xa>5+77usr—vavorsanio

<value>
# raw-socket tcp server
<port> <ip>
# raw-socket tcp idle-timeout
<value>
# raw-socket tcp client <
dest-ip> <dest-port>
# raw-socket tcp idle-timeout
<timeout>
# raw-socket tcp tcp-session
<value>
# raw-socket tcp dscp

<value>
# raw-socket udp connection
<dest-ip> <dest-port> <local port>

* Cisco-10S-XE-rawsocket-oper.yang

TOFEY2—MZE, raw YTy P R T UV AR—FNOEHT—XDYANG EFEDOI LT g v
NEENTHOET,

WRIZ, ZOFY 2—MIZxETHCLI a~y RERrLET,

show raw udp statistics
show raw tcp statistics
show raw tcp session

show raw udp session

show raw tcp session local
show raw udp session local

RIC, EAFEY2— DY A MR LET,
* Cisco-IOS-XE-native
* Cisco-IOS-XE-features
* ietf-inet-types
* Cisco-IOS-XE-interfaces
* Cisco-IOS-XE-ip
* Cisco-IOS-XE-vlan
s ietf-yang-types @ (T CTOY BV = )
* cisco-semver

HH H o H

Ox a>TFT77)5r—23>0T2o4%2)L10

YY) —Z 1721 Tl 1I0x 2T FT7 7V r—2a U iNT A NVI0IET 7R ATES LT
720 F L7z, alarmcontact =2~ 2 FIZEH LW CLI 2N EMNMESNE LT,

Router (config) # alarm contact ?
<0-4> Alarm contact number (0: Alarm port, 1-4: Digital I/O)
attach-to-iox Enable Digital IO Ports access from IOX

Router (config)# alarm contact attach-to-iox

attach-to-iox =~ R T 5L, 10X ~DT_XTHOFT XV 10 R— b Z5aLEITHIfET
EET, R—FME, 4 LFDOTFT A X /dev/dio-[1-4] L LTCTIOX T 7V r—ya vicalsnE
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B ex7ofexrarmacr ez

o BAHIY ETITFZIAHLORELMEM LT, 7 # V10 RN— FDfEZ BG £ 7235 E T
%iT

= REEHTLIHEIL., T— NMEEZ XTFHTANA AT 7 A WIEZIAD I ENTEET,
U, REOFRARY /EXAL, T—FOLE, BLIOKR—-FFOEDOT Fa JEEDOFAI
D %479 IOCTL 2 — M K- THEITENE T, TDFHIEHES T, 7-%:1 7% % —%IR1101

W CEFET, T XTCOR— FBRINCATIET— RIZHRE SN, BEITX3IVICTILT v &
nEJ,

wIZ, IOCTL 2 — /L Oz~ LET,

FUHNLI0 R— FDFEHRED

cat /dev/dio-1

FUH N0 R— b ~DEE AL

echo 0 > /dev/dio-1
echo 1 > /dev/dio-1

T— FNOEF :

echo out > /dev/dio-1
echo in > /dev/dio-1

PR—FEINTWBHIOCTL DY A k-

DIO GET STATE = 0x1001

DIO SET STATE = 0x1002

DIO GET MODE = 0x1003

DIO SET MODE OUTPUT = 0x1004
DIO SET MODE INPUT = 0x1005
DIO GET THRESHOLD 0x1006

DIO SET THRESHOLD = 0x1007
DIO GET VOLTAGE = 0x1009

IOCTL M LR DAY -

import fcntl, array

file = open("/dev/dio-1","rw")

state = array.array('L',[0])
fcntl.ioctl(file, DIO_GET STATE, state)
print (state[0]

IOCTL #fiH L7=E— ROZEHE :

import fcntl
file = open("/dev/dio-1","rw")
fentl.ioctl (file, DIO SET MODE_OUTPUT, 0)

RRAT4YyFEFa27MACT FL R

ZAUT IR0 IZIEEHEEE T 23, I0S-XEIZIZ UIZH L fim b s TWE LT,
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X)) T4ER

tx2u7s2x I

AT 4 F—=FG == TEARZ—TNMITDHE XA FT IV I MACT RLAEAT 4 v F—
TX2T MACT RLRIZEHL TEITa Ly 7 Fab—ra LSBT HE 91, ¥ —
T A AZRETEET, A F =T 2A RFIAT 4 vF T == TBA R =T VIR DHEINC
FHRLIZBDOEED, TRTOXAFTIv I £F2T MACT RLRAEAT 4 vF¥F—EFa
7 MACT7 RLRICEHLET, T_RCHOAT 4 vF—tF 27 MACT RLAFFETaL
T4 Xalb—vaBEhET,

AT 4 vHF—TFF2T MACT RLRILZ, a7 4Falb—ay 7740 (R v TFRHE
EEBESNAT-ONHEHENDIAF— T vy T ar74xXal—3iay) (2, BEIWIIZRME
NEFA, AT 4 YF—FF2TMACT RLZAZ a7 4 FXal—3 gy 77 AVIRE
ToHE, A v TFOFEEFHIA VX —T oA ALINOEFHNEETILERD D A,
AT 4 wF X227 T RUVRAEZRELZVWEE, 7 RLRAITRbIVET,

ROWTIVINORWDBFEET DL, BF =2 U T BRITRY £7,

AR DOEF 2T MACT RLART RLAT—7VIEMENTWAIRET, 7KL R
T =T IWVIIRBGFD MAC T FLAZFFDORT =2 a VN, VA —T A AT 7 AL
X oL LA,

e BHDEX 2T AU H—T oA ATHEEELIIRESNTLT RLAR, [Al— VLAN N5
DEXaT A F—T 2 A ATHEAINTZEHE,

ENFAE LT A ORI IE SN T, RO SZFEHDOENKE— ROWTIIIA v ¥ —T = A
AEHRETEET,
e protect (f£i#) : BX =27 MAC 7 KL ZADEMNHR— F THAI STV DR KIREICET
HE, KKEERZTREDETHSREOEF 2T MAC 7 RLAZHIBRT 50, A7 R
ABEBERC I VN E Y | RHOEETLT FLAZRFO Ny NI Rey7anEd, &
X2 VT EBERPEI > TH, 2—FId@EmINnEREA,

Note: A7 4 v X T —= U ITNENIR > TWBEERIFE. AT 4 vFEF=2T7 MACT KL R
MWEAFI w7 BXa2aT 7T RLRAIEHRIN., EfT7ary 74X —armhbllksns
ﬁ—o

e restrict (IfR) : ¥ =27 MAC 7 RLZADHMNHR— F THAI STV DR KREICET
DL, BREAE TED ETHSRBOEX 27 MAC T RLAZHIBRT 50, FFal7 KL
AEEERL IRV ED | RIOKEEILT FLAZFFONry MI ey 7ahEd, 2
DE—RTHE, BX2 VT 0 EXPRELLZ ERBEMENET, SNMP k7 > 7HREE
SIVET, Syslog A vE—URuaX o rEN, BTN ENLET,

eshutdown (¥ v F¥ DY) (R —F X2V T 0 EKIZLD, /A X —T A AN
error-disabled |Z72 V) | 7272 By vy v NE T ESRET, Db L, A— MDD LED 7 {H
JSTLET, BF =27 &A— b2 error-disabled A7 — b OA 13, errdisable recovery cause
psecure-violation 7' B —/ 3L 227 4 X a2 b— g avwr RE AL TIDOAT— &
g3 57>, shutdown 33K W no shutdown f V' H—7 = A A a7 4 Fal— g 3
~ FEANLTFHTHOAMICTEET, Zd, 7740 FOE—RFTT,
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TJxMAR

e shutdownvlan (VLAN ¥ > h&#7>) : VLANBEV TEXx 2V T 0 EXE— RERET
HDIMHEHLET, ZOF— NTERPBET DL, A— MK TIEAR <, VLAN R
errdisable (272 V) £97,

AR RIA A2 —T 4R

EANET

AA FA B —T = A AT port-security cli ZBML E T,

Router (config-if) #switchport port-security ?

aging Port-security aging commands
mac-address Secure mac address

maximum Max secure addresses
violation Security violation mode

<cr> <cr>

Router (config-if) #switchport port-security mac-address sticky

TJ)5r—o 3> DY R—Fk

VAADBLET Y r— g VIR0 THR—FEND LTV E Lz, B4
TTVr—raraf VA= T B2, T3 ATEAMEREEZ AT EILERH Y
F9, BAMERIEEZADNCTHITE. ROFIEEFEITLET,

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #

Router (config) #app-hosting signed-verification

Router (config) #

Router (config) #exit

BANEHEEEZEANC LR, IOx TV r—a b RmAT 407 O (7Y r—3 gy
DALVAP—=NET A VA R—)v] ODHEDOFIAIESTT S r—varwf A=)
7,
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IOS-XE U U —2 17.3.1 ™ IR1101 Tff i AJRE72 FHHEREITR D & B Y T,

« 10 AR— MZH9 5 YANG DY HR—F (79 <—)

» Security-Enhanced Linux (SELinux) O 7AR— bk (80 ~=—)

* P-LTEAP18-GL E7 A PID |Z%f9 2 AR — h DI (83 ~—2)
WM T = T v T X2 VT o OES (83 X—)

AT = T T X2 VT 4 OEER (85—

10 /R— ~IZxt9 % YANG DH7R— k

ZOMREICEY, av L R I A F—T oA A& YANG BTV O BEHED W L E
3, Cisco IOS-XE YANG T — X ET/VIFRD EBY TT,

https://github.com/YangModels/yang/tree/master/vendor/cisco/xe

FVY =R ZI T4 v 7 FPUBHY, 1731 VIV —=RF1BIOFIZHY £, 7YX/ 10D
2 ODFY 2 —/ViL, Cisco-10S-XE-digital-io-oper & Cisco-I0S-XE-digitalio T,

W, BT A AEEZR I0S-XECLI =2~ > FERLET,

avY FORE

 show run
» show alarm
* show led

AVvI4FalL—3ravur
* alarm contact attach-to-iox
* no alarm contact attach-to-iox
* alarm contact 1 enable enable
* no alarm contact <1-4> enable
» alarm contact <1-4> application <wet | dry>
* no alarm contact <1-4> application
* alarm contact <1-4> description <alarm description>
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. Security-Enhanced Linux (SELinux) ®DH7R— k

* no alarm contact <1-4> description

+ alarm contact <1-4> severity <critical | major | minor | none>
* no alarm contact <1-4> severity

» alarm contact <1-4> threshold <1600-2700>

* no alarm contact <1-4> threshold

+ alarm contact <1-4> trigger <closed | open>

* no alarm contact <1-4> trigger

» alarm contact <1-4> output <1 | 0>

* alarm contact <1-4> output relay temperature <critical | major | minor>
* alarm contact <1-4> output relay input-alarm <0-4>

* no alarm contact <1-4> output

Security-Enhanced Linux (SELinux) ®DH7R— k

m vVl Y]

Security-Enhanced Linux {X Linux 7 —3 /L & —fDO2—7 4 U7 4 ICkTH—HDO/Ny FTH
V. R TREMEDEVRE T 7 & 2 H#E (MAC) 7T—%T7 7 F ¥ 2 W—F VD EERY T
VAT KZEANLET, SELinux [T L EMEO B ESWTEREZ DEET 5720 D
JEEEA = XA > TWET, ZHUCEkD, 77V r—varoexa T 4 A=A A
DL EWSNRA IRADBIFIK L, BEOHDLT TV r—a U RRMaDH DT 7 Ir—
a Lo THIERIEINDAEMOHIEELE LIAD DL Z ENRTEET,

SELinux I —H 710 /7 ARV AT A —_% Ua T EFITTIH-OICHEITRDR/NE
OHEFRIZHIBR T 258H] 7 7 E AGHEAR Y —2@mHA L ET, Ly, RESNEEE (Ny
77 DA N=T O —RREIARLLLST) ERELSEDLIINHOT RS T AT —E
VORENVEIEE PR ENFE T, ZOHIRA B =X AE, PEKD Linux 7 7 & AHH A 7
S AL EFMSE L TEMEL 1,

SELinux FRE 2 A 2ME E 7213 ET 2 72 DT B RBIMO EALRE FIRIEH YV £/ A, Y
Ja—va it P E— SR TNDET Ty b7+ —ADEARIOS-XE V7 b =7 O &
LT, F740 b CENEZIZBIERRRICAR D £,

KIZ, SELinux BEOEEAE v 7 2 KR T D72 DIZEFR SNTZYEEE show 2> RERLET,
show platform software audit all
show platform software audit summary

show platform software audit switch <<1-8> | active | standby> <FRU identifier from a drop-down
list>

&Iz, show software platform software audit summary =~ > ROz L E T,

Device# show platform software audit summary

AUDIT LOG ON switch 1

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K
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avorof |

AVC Denial count: 58

iz, show software platform software audit all =~ > RO HHIZR L £,

Device# show platform software audit all

AUDIT LOG ON switch 1
========== START ============
type=AVC msg=audit (1539222292.584:100): avc: denied { read } for pid=14017
comm="mcp_ trace filte" name="crashinfo" dev="rootfs" ino=13667
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=1lnk file permissive=1
type=AVC msg=audit (1539222292.584:100): avc: denied { getattr } for pid=14017
comm="mcp_ trace filte" path="/mnt/sdl" dev="sdal" ino=2
scontext=system u:system r:polaris trace filter t:s0
tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=dir permissive=1
type=AVC msg=audit (1539222292.586:101): avc: denied { getattr } for pid=14028 comm="1s"
path="/tmp/ufs/crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:s0
tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1
type=AVC msg=audit (1539222292.586:102): avc: denied { read } for pid=14028 comm="1s"
name="crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:s0
tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1
type=AVC msg=audit (1539438600.896:119): avc: denied { execute } for pid=8300 comm="sh"
name="1id" dev="loopO" ino=6982
scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:bin t:s0 tclass=file permissive=l1
END

(BRI T 5 7O I1ITE )
&IZ, show software platform software audit switch =~ > KO AIB 2R L 5,

Device# show platform software audit switch active RO

========== START ============

type=AVC msg=audit (1539222292.584:100): avc: denied { read } for pid=14017
comm="mcp_trace filte" name="crashinfo" dev="rootfs" ino=13667
scontext=system u:system r:polaris_trace filter t:s0
tcontext=system u:object r:polaris_disk crashinfo t:s0 tclass=lnk file permissive=1
type=AVC msg=audit (1539222292.584:100): avc: denied { getattr } for pid=14017
comm="mcp_trace filte" path="/mnt/sdl" dev="sdal" ino=2
scontext=system u:system r:polaris_trace filter t:s0
tcontext=system u:object r:polaris_disk crashinfo t:s0 tclass=dir permissive=1

type=AVC msg=audit (1539222292.586:101): avc: denied { getattr } for pid=14028 comm="1s"
path="/tmp/ufs/crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris_trace filter t:s0
tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539222292.586:102): avc: denied { read } for pid=14028 comm="1s"
name="crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris_trace filter t:s0
tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539438624.916:122): avc: denied { execute no trans } for pid=8600
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438648.936:123): avc: denied { execute no trans } for pid=9307
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438678.649:124): avc: denied { name connect } for pid=26421
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comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0

tcontext=system u:object r:polaris_caf api port t:s0 tclass=tcp_socket permissive=1
type=AVC msg=audit (1539438696.969:125): avc: denied { execute no trans } for pid=10057
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438732.973:126): avc: denied { execute no trans } for pid=10858
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438778.008:127): avc: denied { execute no trans } for pid=11579
comm="auto_upgrade_ se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438800.156:128): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0

tcontext=system u:object r:polaris_caf api port t:s0 tclass=tcp_socket permissive=1
type=AVC msg=audit (1539438834.099:129): avc: denied { execute no trans } for pid=12451
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438860.907:130): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris_caf api port t:s0 tclass=tcp_socket permissive=1

========== END ============

Syslog A vt—2 U277 L 2R
HWiEERE=—F=v 7
* %SELINUX-3-MISMATCH
HREDOER
e LT —L~Lm s
A v — DA

VY =ADT 7 RARY V=RERINLTORNT B EARILLST, UY—AT 7 AN
IToNE Lz, BMEIC7 7 7B onE Ly, ESSERATLE,

« BEIZIEE IS T SN, PRI SN EREATL, BERESR SN e v ALY V—
AT T RAZODNWTORY —NRELTNWAZ EICEHL TV AT a SN ERSNEL
7=

HELEALIE
« RO BIHAE R 2 IRGT7 7 A4 /L & LT CISCO TAC 12 ZHifE < 7280,
s ALY )VERFVAT Au I END LBV DA vE—,
+ [show tech-support] OS] (FFA L7 7 A V)
e kDA~ R LRy 7 ZA060 BTrace 7 7 A VDT —H A 7 ( [Mrequest

platform software trace archive target <URL>"| ) . f5 : Device#request platfor m software
trace archive target flash:selinux_btrace logs
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P-LTEAP18-GL T 7 L PID (=315 54K — kosem [

P-LTEAP18-GL £ 7 L PID (2349 S H7R— F DB

P-LTEAP18-GL PID 1% Telit 5 A LM960 EF A& H L F9, T IR1101 E5F LDOEHM
WIZHOWTIE, RESRRLTLLEEN,

https:/swww.cisco.com/c/en/us/td/docs/routers/access/1101/b_IR1101HIG/D IR1101HIG chapter 01.html#con 1161147

NPT 7y TEX2) T DHER

ZOWEONEFX, ROEEY TT,

FIHIL MR —KFKEEDOEA

RIDOY 7 h O =27 3= g U TCld, 2—TNHFHLNA RF—T NIRRT — ROFRE&E /A /A
TEFE L7, THHWREORE~D Y &y MME FRITTIHHAREOREEN ST /31 2 & Al
BT AL, v Y — kO T a T FRFRINET,

Would you like to enter the initial configuration dialog? [yes/no]:

RIDOY 7 b =27 =2 g U ClEno DINENTF SN TEBY, A R —T LN AT — RHRZ%E
HOEEDOT A A FRouter>7 a7 MRV E Lz, ZOFETL—2EFHEL, A4 F—
TNRAT— RREAOE ETBEREICT 2 2N TEET,

LIRTD R 2 A2 h T, enablepassword =~ > KDt v |2 enablesecret =t~ > K%l
THZEEAHREL TWES, T, BT AT XAREEESNDLTOTLT,

17.3.1 LB Tix, o2 A4 7 a ZREEIRIZH LA 2= VXA T — REHRE L, O
enablesecret =~ REROLVIHERA L TEATA L H>ZREINE Lz, RIZ, HlarmLE
7,

Would you like to enter basic management setup? [yes/no]l: yes
Configuring global parameters:

Enter host name [Router]: router-1

The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password, after
entered, becomes encrypted in the configuration.

Enter enable secret: ***kkxkx%

Confirm enable secret: ****k*xk*

The enable password is used when you do not specify an

enable secret password, with some older software versions, and
some boot images.

Enter enable password: ***kkkxkxkxk*

The virtual terminal password is used to protect
access to the router over a network interface.
Enter virtual terminal password: ****xkkxx*
Configure SNMP Network Management? [yes]: no
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Telnet & HTTP
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Enter interface name used to connect to the
management network from the above interface summary: Ethernet0/0

Configuring interface Ethernet0/0:
Configure IP on this interface? [yes]: no

The following configuration command script was created:

hostname router-1

enable secret 9 $9$emUzIshVXwlUaES$nTzhgi9STdZKzQc4VJI0kEaCqgafjUNdCD7ZzUf37SY9qg
enable password password-1

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2

router-1>en

Password:

router-1l#sh run | sec enable

enable secret 9 $9$emUzIshVXwlUaE$nTzhgi9STdZKzQc4VJI0kEaCqafjUNACD7ZU£37SY9%qg
enable password password-1

WIZ, FIHREF A T a7izno LINE LR E0EEDH 2R L E T,

Would you like to enter the initial configuration dialog? [yes/no]: no
The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password, after
entered, becomes encrypted in the configuration.
Enter enable secret: ****k*x%*
Confirm enable secret: ****xkkxx
Would you like to terminate autoinstall? [yes]: yes

router-1>en

Password:

router-1l#sh run | sec enable

enable secret 9 $9$emUzIshVXwlUaE$nTzhgi9STdZKzQc4VI0kEaCqafjUNACD7ZU£37SY9%qg

WANDO O T A URHIA R—T N —7 Ly bRERES, BHENARAT =2 AT L,
EHEPANN LI RAT = RIIEIC~ A7 SnET, BHEMWH R NAT— 2 AT S
&L BARANAT =R (DFD | RICFENILF, FHCF, B EORERENREAED
) ZANTLHEITRDONET, e T ML, HHEDBNRANAT—REANTLHE
TERRSNEY, BEHAL, @Ry —27 by hRU—FZ22BAN LT, BHEAEDRREL
=7 by FEERTLOLENDH Y £T,

Telnet & HTTP 7 — R ENELH SN E Lz, THHMREORE~DY &y MEEZITTH
HFTRFOIREEDN B T 3 A B HO TRE) L2581, ROWMEMThbIET,

* Telnet Z RN T 5,

« HTTPS ¥ — & 42h24 5, HITP 7 A 7 > RN 8{ET 5,

« SSH DAL,

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K
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PI— 7y IexaursouEs

« HTTPS % — & {523 5,
Note : Z #UiF IR1101 IC D& S 41, fthod IoT A—H OFREITEDLY ¥ A,

MR T—r7yv 72X T4 DHRER

ZOHEONEFIX, kO EEY T,

T4 MR T— KEEDE

PIRIDOY 7 ho =T R_R—=2 g3 Tk, 2—FRPF LA =T NIRRT — ROREE /3 A 73R
TEFE L, LHEHWREORE~D Y &y MME, FRITTIGHAREOREEN ST /31 X & Al
ICEET AL, ary Y — ko Tar F RRERINET,

Would you like to enter the initial configuration dialog? [yes/no]:

i Y 7 v =7 /8= 3 U ClEno DINENRNHF A INTEY, 4 Xr—T/L/NAT— R)RZE
HOEEDT A X TRouter>7 1 7 MZpD £ LT, ZORETL—XE2REL, 4 X —
TNNRAT— RNZEAOE EBEMIREICT LI LN TEET,

VIR R = A > hTld, enablepassword =~ ROV |2 enablesecret =1~ > R4 {#
THZEEHIEL CTWET, T, BT AT XARLEESNDLTOTL,

17.3.1 LI Tix, o2 A4 7 a ZREEIRNIZH LA R —T VR RAT— REFRE L, O
enablesecret =~ REROVIHEH L CEHTA L >ZREEINE L, KIZ, Bl RLE

‘@40

Would you like to enter basic management setup? [yes/no]l: yes
Configuring global parameters:

Enter host name [Router]: router-1

The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password, after
entered, becomes encrypted in the configuration.

Enter enable secret: ****xkkxx

Confirm enable secret: ****k*xk*

The enable password is used when you do not specify an

enable secret password, with some older software versions, and
some boot images.

Enter enable password: **x*kkxkkkxx%

The virtual terminal password is used to protect
access to the router over a network interface.
Enter virtual terminal password: ***kxkxkx
Configure SNMP Network Management? [yes]: no

Enter interface name used to connect to the
management network from the above interface summary: Ethernet0/0

Configuring interface Ethernet0/0:
Configure IP on this interface? [yes]: no
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The following configuration command script was created:

hostname router-1

enable secret 9 $9$emUzIshVXwlUaE$nTzhgi9STdZKzQc4VJI0kEaCqafjUNACD7ZU£37SY9%qg
enable password password-1

[0] Go to the IOS command prompt without saving this config.
[1] Return back to the setup without saving this config.
[2] Save this configuration to nvram and exit.

Enter your selection [2]: 2

router-1>en

Password:

router-1l#sh run | sec enable

enable secret 9 $9$emUzIshVXwlUaE$nTzhgi9STdZKzQc4VI0kEaCqafjUNACD7ZU£37SY9qg
enable password password-1

Wz, VIR EZ A 7T a7z no LInE LTS a08EEDR 2~ L E 5,

Would you like to enter the initial configuration dialog? [yes/no]l: no
The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password, after
entered, becomes encrypted in the configuration.
Enter enable secret: ***xkxkk**
Confirm enable secret: ****xkkxx
Would you like to terminate autoinstall? [yes]: yes

router-1>en

Password:

router-1#sh run | sec enable

enable secret 9 $9$emUzIshVXwlUaES$nTzhgi9STdZKzQc4VJI0kEaCqafjUNdCD7ZzU£37SY9qg

BOIOa 7 A VIRCA X =TT —7 Ly FRERESN, BEENSAT—-RE2ANTS L,
BHENAT LIZRAT— RIXFIC~v A7 snEd, EEEDWEI /2 AT — K2 ANT 5
EL BN RAT— R (DF D KRICFE/NF, FRCT, BT E OB A A D
) EANTLE KO OENET, e M, BEHENBRNRRAT—REANTLHE
TRRINET, BHEHEIL, AR —T Ly MIRAT—RE2FEAS LT, FEHENHEL
leo—7 vy NaeERTORERHY £3,

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K



» 10 =

Cisco 10S-XE 17.4.1 M ¥4 HE

&Iz, 10S-XE UV VU —2 17.4.1 ® IR1101 A RER e 2R LE7,

« Cisco IOS-XE 17.4.1 DRERE (87 ~<—7°)

« Cyber Vision DR — K (87 ~—)

«10S-XE 77 v k7 4— TP Cyber Vision Center (CVC) DJERT (88 ~<—)
«IMGUI Zfifi L7 CVC B H—DA A F—/L (94 X—)

Cisco 10S-XE 17.4.1 (D HRE

WOBEHEDS 10T V—T 4 V' ZICEASE LTz,
Cisco Cyber Vision 7R — MERRIZOWTIX, ZOETHELET,

TURETNR REBIZONWTIEL, WESR LTS EEV,  https://www.cisco.com/c/en/us/td/
docs/routers/access/1101/software/configuration/guide/b _IR1101config/m-out-of-band-management.html

Small Form-Factor Pluggable (SFP) *» NU—2 4 L X —T 2 A EY 2 — /LA L7-DSL
BEREIZIR D & 330 TJ,  https://www.cisco.com/c/en/us/td/docs/routers/access/1101/software/
configuration/guide/b_IR1101config/m_configuring dsl.html

Cyber Vision D 7R— ~

Cisco Cyber Vision Center (CVC) X, Hlffixy NV —27 LT =2 Ry NU—=T %Y T)LE A A
TE=ZTHZ LIk, EEMHES AT 5 (ICS) BRDMHEZEN 10T Ry hU—27 DR
MEEHET, VU —2Z 174 LIFED 10T 10S-XE 77 v b 7 4 — A TlX, 10X Cyber Vision &
Y —%EBT L 2L TCVC OMENIAR—FShET, ok —% loT b—F I ZJEH
TBH5L, T R T7H—HFIOX TSV r—varmnbd N7 7 (w7 % Cyber Vision Center
WHEE L CU T A EALTE=HZ L, XX TF Y LIZPCAP 77 A V& IOX 7 7Y r—33
7125 Vision Center (ZHEETE F97,
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Cisco 10S-XE 1741 O itsae |
B 105XE 75 5 k74 — LT Cyber Vision Center (CVC) DEEA

10S-XE 7’5 v b 7 +—L.T® Cyber Vision Center (CVC)
D R

AT T ROGFHNHE, Y AaRNPR—k LTW5D Cyber VisionIOX 77V r—varzFyrn—RLET,
https://software.cisco.com/download/home/286325414/type/2863253 16/release/3.1.1?catid=268438162
Cisco Cyber Vision Sensor 10x Application 3.1.1 for IE3400 and IR1101 Z %R L £ 9,

ATV T2 R~V EFEREDONA N—= A P CVC A=V a 30 A Y A M=V LET, ROGHTE, &
FIERNAN—TVarDOCVCOE Y r— R 7T,
https://software.cisco.com/download/home/286325414/type
Cisco Cyber Vision J J —Z3.1.1 DY J—2 /) — ] :
https://www.cisco.com/c/dam/en/us/td/docs/security/cyber vision/Cisco-Cyber-Vision Release-Note-3-1-1.pdf

ATv 73 CVC 'Y —IZi% 2 2D VirtualPort Group > % —7 = A ANMKETT, —DFI0x 774 v 7 HTH

D, 95— oi%fi%/& Tx—A, SVI, hoRNA B —T 2 — RO ERSPAN VY — A TI 55— X
N b 7747 HTT, WOREZRLTIZIN,

R22:134 03— x4 X% LI-CVC

Cyber Vision Center (CVC)

ERSPAN SRC | GIO/0/0
G

e
10X Mirror =

Traffic o | 10X Traffic

”
Ea 7 N a—

..#VGD 4o Fa0/1/0
EthO Evhl

ke -

ATy T4 CVC B —0REEIL, LMGUI £721Z CLI DA v A h—/LTE £,

REAR—FITIL—TEELHIZLIHZTEZ ST L 1= ERSPAN 0% EH

WELAR — b LR — F ORE -

. Cisco Catalyst IR1101 S AL ) —X IL—F YT LIz THREHA K
88


https://software.cisco.com/download/home/286325414/type/286325316/release/3.1.1?catid=268438162
https://software.cisco.com/download/home/286325414/type
https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Cisco-Cyber-Vision_Release-Note-3-1-1.pdf
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cursosvzt—uL ]

interface virtualportgroup O

ip address 169.254.1.1 255.255.255.252
interface virtualportgroup 1

ip nat inside

ip address 169.254.0.1 255.255.255.252
interface gi0/0/0

ip address 101.0.0.151 255.255.255.0
ip nat outside

no shut

1|

ERSPAN R E :

monitor session 1 type erspan-source
source interface Gi0/0/0

no shutdown

destination

erspan-id 1

mtu 1464

ip address 169.254.1.2

origin ip address 169.254.1.1

TI7EAYARNEMEH L NAT 5% E :

{

ip nat inside source list NAT ACL interface Gi0/0/0 overload
ip access-list standard NAT ACL
10 permit 169.254.0.0 0.0.0.3

CLIADA VA k=L

CLIZEERH LTI 7V r—yvar A A M= LT52F, CVCEU Y —%2T—hT7Tvia,
USB, F7/2IImSATA ICabt—LEd, WRIZ, 77V r—varhAT 47 CLI &AL T
TV r—varviEf A= L, Docker A7 a v ERELTNLT Y r—arwz7
774 7 LET, wITHlERLET,

Router (config-if) #iox
Router# app-hosting install app-id <app-id> package {bootflash:/|usbflashO: |msata:}
app-hosting appid <app-id>
app-vnic gateway0O virtualportgroup 0 guest-interface 0
guest-ipaddress 169.254.1.2 netmask 255.255.255.252
app-vnic gatewayl virtualportgroup 1 guest-interface 1
guest-ipaddress 169.254.0.2 netmask 255.255.255.252
app-default-gateway 169.254.0.1 guest-interface 1
app-resource docker
run-opts 1 "--rm --tmpfs /tmp:rw,size=128m"
Router# app-hosting {activate|start|stop|deactivate|uninstall} app-id <app-id>

LMGUI ™5 DA VX F—JL
LMGUILIZEET 51213, RERELET,

iox

ip http server

ip http secure-server

ip http authentication local

Username cisco privilege 15 password cisco
Login URL: http://<Mgmt IP>/iox/login
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B a0z

FOMOFEMCONTIE, KESRLTLIEEY, LMGUI 2 L7 CVC B —D A
A =)L (94 X—7)

IL— 3 G D & %
RTYFT1 vl LCROGANIBEBEI L, CVC IZ I0S-XE /b—& Ot 2 %8k L £7,
Admin > Sensors > Install Sensor Manually

RIZ. [Cisco IOx Application] Z#7 U v 27 LEd, REZHLTIIZIV,

R23: o9 —DA A =L

Manual sensor installation

The manual sensor installation is provided to install Cisco 1C3000 Indus

sensor and generate a provisioning package.

(i) This package should be placed in the root directory of USE mass storage, «
Select an hardware model: Cisco IC3000
Cisco IDx%plication
Sentryo SENSOR3

Sentryo SENSORS

Sentryo SENSORY

ATFY T2 V—=FDI) T NAFEFE AT LET, showinventory DH T & 5ERIC—ET D HENH Y £4, KIZ[Create
Sensor] %7 Vw7 LET, WESBLTIIES,
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24:V—2DI)TIVES
Manual sensor installation

The manual sensor installation is provided to install Cisco IC3000 Industrial Compute Gateway and sensors that are not allowed to access the Center's DHCP server for automatic configuration. Please fill the fields below to configure your
sensor and generate a provisioning packaze.

(@ This package should be placed in the root directory of USB mass s

and plugged in the IC3000 / Sensor before poweringit up.

Select an hardware model: | Cisco IOx Application

Sensor configuration

Serial number: " Center [P:

Sensor's serial number as printed on the side panel Optional, leave blank to use current Center IP address

FCW23500HDC

Gateway:
Optional

Capture mode:
Optional

@ All: analyze all the flows
O Optimal (Default): analyze the most relevant flows
(O Industrial only: analyze industrial flows

(O Custom: youset your filter using a packet filter in tcpdump-compatible syntax

Create Sensor Cancel

AT w73 [GetProvisioningFile] #7 V v 7 LT, CVC b7t ya=v 777 A VEAKRLET, RESBLT
TZEW,

R25: 7OES a7 74 ILDER

v FCW23500HDC N/A N/A

5/N: FCW23588HDC

Name: FCW23500HDC #
Status:

Processing status:

Capture mode: All

ATFYT4 n—HLT 4Ly M) ueVa=r Ty ANEFa—RLET, 77 A MIKROE IR T 7 A
WD zip 77 A e LTREE N E S,

51

sbs-sensor-config-<s/N of Router>.zip

ZATFw 75 LMGUIZFER LT, ubela=r V77 ANEL—ZIIA R —FLET, LMGUIT XU A4 —3 3
MOROBATIZEEH LT,

Applications> CVC App (Application Name) > M anage > App-DataDir
RaeSZLTLIEIN,

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||



Cisco 10S-XE 17.4.1 OO Figee |

B —sanzs

R26:7OESa= 774007y FA—FK

i) Cisco Systems
CISCO (Cisco I0x Local Manager

Applications Docker Layers System Info System Setting System Troubleshoot

Resources App-info App-Config App-DataDir Logs

Current Location: ./
Name Type Size

ol

© Upload | M Home

t'iljl

ATw 76 [Upload] 7 U 2~ L%, [Upload Configuration] 7 1 > KU MNFRENFET, FUru—KLz7rE
Tam U TEHDT 7 ANERUARITTCVC NG T vy 7r—RFLET, KESHL TS,

R®27: 7y 70— K&RE

Upload Configuration x
Path: | ensor-config-EQW23500HDG.Zid |

File to upload:

| Choose File | sbs-sensor-...3500HDC.zip
Coc JEEEN

ATv 1 CVC DFBFEEMERLET, A1 A M= SN TWDHE P —DAT—H A7) Connected & 7= 1% Waiting for
Data ICAEE SN EIDERFELE T, WESRL T 230,
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28 : Sensor Status

* FCW23500HDC 169.254.0.2 3.1.0+202004150634  Connected

5/N: FCW23588HDC

Name: FCW23500HDC #

|P address: 169.254.8.2

Version: 3.1.8+202604150634
Status: Connected

Processing status: Mormally processing
Uptime: 3h 3s

Capture mode: All

® Start recording sensor

Ll Go to statistics

AT LI T4 909DXYTF¥

AT9T1 CVC ENV— 2R THIEZEMLES, 47 b7 740 v 7 %% ¥ 7 F ¥ 35H121E, L—% & CVC DRI
EfEl 7 vy 7 RN MNETT,

ATFTYT2 10X b7 74w 7%y 22— 950, FREFY 7 F XY ENTZPCAP 7 7 A VEHAELES, V—X
WA VA R—LENTWNDHCVCE Y —XDocker 7 7'V TF, 7FVDary—nlca A4 345120,
WDa<wy REFATLET,
1
app-hosting connect app-id <app-name> session

ATFY T3 LM-GUI L PCAP 7 7 A VT 7 r—y a7 vy 7u—RKLEd, ROEBVICBEILET,
Applications > CVC App (Application Name) > M anage >App-Dir
WD~ RiL, PCAP 7 7 A VOFATEEZ R L TOET,

51

Router# show app-hosting list
App id State

CVC Sensor RUNNING
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Router# app-hosting connect appid CVCSensor session

sh-5.0#

Cisco 10S-XE 1741 O itsae |

*Jul 14 08:45:05.603: $SELINUX-3-MISMATCH: RO/0: audispd: type=AVC msg=audit (15! in/busybox.nosuid"
dev="overlay" ino=72930 scontext=system u:system r: polaris bexecute *
sh-5.0# flowctl read-capture-file /iox data/appdata/tl04

OK
sh-5.0#

ATYT4 CVCDO T 7 4 v 7 %T=4 LET, ROGFTICBE L E£3, Explore> Essential Data > Activity List

WHEBBL T EE N,

29: Activity List

Explore ¥

Sep 24,2020 1:17:04 PM - Sep 24, 2020 1:27:04 PM (10 mins)

4 Activities

Component Component

¥ 169.254.12 [#) Cisco 169.254.1.1
[@ 105.0.0.1 [@ 101.0.0.151

(@ 101.0.0.3 [®) 255.255.255.255
E® SIT-DC [®) 101.0.0.255

Essential data ¥

Activity list ¥

®LIVE

First activity

Sep 12,2020
3:00:29 PM

Sep 14,2020
7:44:21 AM

Jul 14,2020
12:59:47 AM

Jul 14,2020
1:07:50 AM

Last activity +

Sep 24, 2020
1:26:33 PM

Sep 24,2020
1:26:33 PM

Sep 24, 2020
1:25:51 PM

Sep 24, 2020
1:22:02 PM

v @

07 %
OIW,

[ Export to CSV
Z] 20/ page
Tags

Tunneling ,
ARP

# Unestablished ,
Ping, # Web,
ARP

Time Management

, @ Broadcast

€ Insecure,
@ Broadcast ,
Netbios, = SMB

IMGUI ZEAL=CVCE>H—DA1A 2R +—)L

ATFYT1 2—HFTH T hENRNRT—FREFEH LT A LET,
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MUl £ERA LI Ve o9 —n1 v R b—u [

K30:0-—HLIR2—TryOO5A Y

o For best results use a supported browser w

wee? Cisco I0x Local Manager
S Version: 1.10.0.1

Username | |

{ Password | |
& 2020 Cisco Systems, Inc. Ciooo, Cisco Systems and Cisoo logo are registered trademarks of Cisco Systems, Inc. andfor its sifiat]ic
affiliates im the .5, and certzin other countries. CISCO

ATV T2 BT TV r—varEA ARV LET, BT THE RDOA=a—RERIRINET,
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3:AMGUIT T r—a VDA VA b=l

itfiaa]ie Cisco Systems
CISCO (Cisco I0x Local Manager

Applications Docker Layers System Info System Setting System Troubleshoot

© Add New | < Refresh

ATv T3 [AddNew] #27 U w7 LET, 77V r— a7 7 A/ (CiscoCyberVision-IOx-aarch64-xxx.tar 72 &) Z
BELEd, 77U r—va 04T (CCVSensor 72 &) Z1BIL £,

T — BT TN = a VEBRELET, REZBELTILEIN,
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MUl £ERA LI Ve o9 —n1 v R b—u [

32:CCVSensor DTV Y T4 Tt

stfist] i Cisco Systems
CISCO (Cisco [0x Local Manager

Applications Docker Layers System Info System Setting System Troubleshoot
CCVSensor DEPLOYED
Cisco Cyber Vision sensor for aarchod

TYPE VERSION PROFIL
docker 3.1.0+202004150638 exclusiv

« Activate #» Upgrade M Delete
N

ATy T4 Activatex 7Y v 7 LT, B =T 7V r—arORELELHLET, [CCVSensor] ¥ 7 &7 V) v 7
L. [Resources] 7 V v 7 LEd, WESHL T ZEW,
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33:4 29— LMIOXAppDisk Dt w7 7

stfuat]ie Cisco Systems
CISCO  (Cisco IOx Local Manager

Applications Docker Layers Systemn Info System Setting System Troubleshoot

Resources App-info App-Config App-DataDir Logs

* Resources

+ Resource Profile

Profile:

CPU 1155 CpuU-umits
Memory 862 MB

Disk [128 | MB

Avail. CPU (cpu-units) 1155 Awvail. Memory (MB) £852 Awvail. Disk (MB) 438

T A AT A X 128MBIZEF LET,
G¥) UL EOFERAMEH L2 T3,

AT w75 Advanced SettingsiZ7 7 A L £, #4732 3 > T, [Docker Options] DAEIZ 3 5T F A b HEIRIC R &
BILT, mpfs ZiXELET,

--tmpfs /tmp:rw,size=128m
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34: Advanced Settings

etho 031 27127 |

¥ Resource Profile

Profile:

CPU

Memory

Disk

exclusive T

1155 Cpu-units
B62 MBE
| 128 | MB

Avail. CPU (cpu-units) 1155 Avail. Memory (MB) 862 Avail. Disk (MB) 438

¥ Advanced Settings

Specify "docker run” options to be used while spawning the container. These will override activation settings above.

Docker Options:

—rm —-tmpfs /tmpin,size=128m

Auto delete contziner instance

AT 76 Network Configuration 2 > 5 VINODREA N EOA v H—T oA AT FHNOA X —T = A A%

A4 RFLET,

RDZRY
WD+ =z (Binding eth0 & Binding ethl) (8L £7,

ethO D/NA VT4 24
eth0 ZFRET 2I12E, ROFIEEZFEITLET,

AT 1 interface eth0 Z IR L, [edit] 227 U v 7 LET,
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B ooz

35: etho

¥ Network Configuration

Mame

eth0

ethi

| © Add App Network Interface |

MNetwork Config
VEGD

Mot Configured

ATFYwT2 A F—T x4 AVPGL ZEIR L F7,

36:VPG1

* Network Configuration

MName

etho

ethi

eth0

Metwork Config
VPGO

Mot Configured

VPG1

VirtualPortGroup via intss * | Interface Setting

VPGD  VirualPortGroup via intswel

Description (optional): VPGl \VirtualPortGroup vi;kiAntsvcl

| v 0K

|| X Cancel |

AT w73 [Interface Setting] #7 V v 7 L£7,

Description

none

none
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eth0 D/NA VT 4>

R37: 48— 14 ADHRE

* Network Configuration

MName Metwork Config

eth0 VPGOD

ethl Mot Configured
ethl | VPG1 _ VirtualPortGroup via ints ¥ | Interface Sstting

Description (optional): | |

| o OK || :tcancei|

ATY T4 ROBEZHEHAL £,
o oStaticA T a L AEERNLET,
« [P/Mask Tk % 1B/ 169.254.0.2 / 30
«F TN IF— T A DIP T 169.254.0.1
WIZ[OKl &7 U v 27 LET,
[ 38: IPv4 555

Interface Setting

IPv4 Setting
(®) Static ) Dynamic (O Disable
1P/Mask | 169.254.0.2 | /|30 |
DNS | |
Default Gateway IP | 160.254.0.1] |

ATvT5 9 —E[OK] %27 v I LET,

g
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. ethl DNNA VT4 Y

* Network Configuration

MName Network Config

ethi VPGO

ethl Mot Configured

etho | VPGD  VirtuzlPortGroup via ints ¥ | Interface Setting

Diescription (optional): | |

| JGK£9| X Cancel |

A7 76 [Activate (SIP MWI notification mechanism) ] 7 4 > RUMREREINET, [OK1E227 Vv 7 LET,
K39:94 > o079 T4T1

o App network interface "eth0” changed.

Click "Activate” to activate the app!

etht D/NA VT4
ethl f VX —T =2 A AZHRETHIZIE, ROTFINEEEITLET,

AFvT1 VPGO 2R L £,

[l Cisco Catalyst IR1101 BT AL =X )L—8 YT I TEEHA K
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etht 031 7127 |

40:VPGO

¥ Network Configuration

Mame Metwork Config

ethi VPG1

ethi Mot Configured

eth1 | VPGD  VirtualPortGroup via ints ¥ | Interface Setting

Description (optional): | |

| oK || :tc;mce||

ATv 72 InterfaceSetting #7 U > 7 LC, ROBEZHEH L ET,

o eStaticA T a o EERNLET,
« IP/Mask Tk %1841 169.254.1.2/ 30

41:IPviERTE

Interface Setting

IPv4 Setting
(®) Static () Dynamic () Disable

IP/Mask | 169.254.1.2 | / | =d |

DNS | |

Default Gateway IP | |
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B vr—avororion

TIV =23 070714714

INT, B —T IV = a U NT T 4 TR0 £,

ATy 71 [ActivateAppl 27 V v 7 LET, kEZSRLTIZEN,
K42:7F)r—23v079 57474

¥ Network Configuration

Mame MNetwork Config Description
etho VPGl none
ethl VPGO none

| © Add App Network Interface |

¥ Peripheral Configuration

Device Type Name Label

|. © Add Peripheral |

ATY T2 EHBRRY 4 v RUBRKRENET, ZODBETTL2ETICEBR I L2H5E1 B £,
B 43: 79T« TILDEH

T
CISCO

Operation in progress, this can take some time.
Please wait and do not reload the browser...

L

AT 73 [Applications] 227V v 7 LTCT SV DAT—H A%2FRLET, RESBBRL TS,

Status

[l Cisco Catalyst IR1101 BT AL =X )L—8 YT I TEEHA K
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7Iur—varory |

B#4:7T)r—2avn)y—2

i) Cisco Systems
CISCO Cisco IOx Local Manager

Applications Docker Layers System Info System Setting System Troubleshoot

Resources App-info App-Config App-DataDir Logs

* Resources

* Resource Profile

Profile:

CPU 1155 Cpu-units
Memory 862 MB

Disk 128 ME

Avail. CPU (cpu-units) 1155 Awvail. Memory (MB) 252 Awvail. Disk (MB) 219

* Advanced Settings

Specify "docker run” options to be used while spawning the container. These will override activation settings above.

F-rm —tmafs /tmeinw, size=128m
Docker Options:

+|  Auto delete container instance

ATYTE 77V = a N7 7T 4 TS TEY, BETO4ERH D £,

T7IUr—2arnied

ATy T [Sart] 27 Vv 7 LET, RESRLTIZE0,

Cisco Catalyst IR0 B AL U —ZX L—4 v I+ z7HEACE )
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B 77— aoen

®45:7T)r— a3 v 0EH

it Cisco Systems
CISCO Cisco I0x% Local Manager

Applications Docker Layers System Info System Setting System Troubleshoot

Erm—

CCVSensor

Cisco Cyber Vision sensor for aarché4

TYPE VERSIOM PROFILE
docker 3,1.0+202004150638 exclusive

P Start @ Deactivate £ Manage

N

ATy T2 RN Y 4 RURERENET, ZADBETTDHETIER»NLHERH Y 7,

46: [Progress] ™9 1 > K

T
CISCO

Operation in progress, this can take some time.
Please wait and do not reload the browser...

ATFv T3 LIEBLTDL, 7T7YVDARAT—Z ANFETHICEDLY 7,

[l Cisco Catalyst IR1101 BT AL =X )L—8 YT I TEEHA K
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7Iur—vavory |

®47:7 7 ir—2 3 VRfTH

Applications Dacker Layers System Info System Setting System Troubleshoot

CCVSensor | RUNNIN

Cisco Cyber Vision sensor for aarche4

TYPE VERSIOM PROF]
dockar 3.1.0+202004150638 axclus

W Stop £+ Manage

J
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Cisco 10S-XE 17.5.1 ) ¥4 HE

&Iz, 10S-XE UV VU —2 17.5.1 ® IR1101 A RER e 2R LE7,

« DSL SFP Annex ] ®H 7R —F (109 ~—)

« VXLAN (110 ~<—7%)

« EM74XX €7 A ® Dying-Gasp SMS @1 (111 ~—73)

« XL 1/0 Hd SNMP MIB (112 _—)

cIOx 7T AU r—var~DGPS T 7 EA (113 2—)

* mSATA @ Yang E7 /L (113 _X—Y)

IOx AT FT TV = aryt LTOF A= (114 =)

« show power CLI Z %74 — F9 2% SNMP MIB (116 ~=<—=2")

CEETXAE—T 2 AA AL L TN T —A  H—T = A A%V R— 7925 ERSPAN (116
~—)

«DSL @ Yang E7 /L (117 ~—Y)

« DNP3 f55E (118 ~=X—77)

DSL SFP Annex J DY H— k

IOS-XE UV U—2Z 1751 Tlt, =2 ha—I 4 & —7 x4 AT Annex-] ZEDH R — LB
MENTWET,

\}

GE)  ADSL2+J IV R—FENTWETN, ADSL2TI1Z 17.5.1 TIETEFVAR—FENTWWERA,

Annex-J Z AN T A0, ROFIEEZFEITL F T,

router#config term

router (conf) #controller vdsl 0/0/0
router (conf-if) #capability annex-j
router# (conf-if) #exit

router#

Annex-J ZHIFRT 51213, ROFIAZFEITLET,

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||
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VXLAN

Cisco 10S-XE 17.5.1 O igee |

To remove Annex-J:

router#config term

router (conf) #controller vdsl 0/0/0
router (conf-if) #no capability annex-j
router# (conf-if) #exit

router#

17.5.1 TIE, HHrLa~r Rrx-padding DEMSTHWET, O~ ik, MTU 2 64
A MR OART sy NMERSIVET,

| B

BE H—b 27 AMENEDF T AN —ATHmuAR{mD 7 L— LN EE SN DEES . VLAN

FREIL vian 96 THDH LR H Y F9,

A<y FOFIIRD LBY T,

router#config term
routerf#controller vdsl 0/0/0
router (conf-if) #rx-padding
router (conf-if) #end

writememz FEITL CRTEZHRELE T,

VXLANZ, 24 > hDEZ A R ID (VXLANID OFR) %F>, MAC in IP/UDP
(MAC-in-UDP) 1 7B /ALEAF T, K& 7 VXLANID D&, 777 K *y hU—71C

BWT, LANEZ A2 N &2 1600 T {H £ TIBETE 9, £/, IPPUDP DI 7 E/AKIZ LD,

HZLANEZ AV MEEFOLA V33 y hU—27 2IRIZHEE L T, LA ¥ 3Equal-Cost Multi-Path
(ECMP; %2 A b~ )L FRR) B cxEd,

Router-1 Router-2
FE 2 GE 0 GE 0 FE 2
FE 3 FE 3
FE 4 FE 4

DRI, 2ODT A ZADREE T LET,

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K
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EM74XX E 5 .0 Dying-Gasp SMs &40 ]

Router-1

Router-2

bridge-domain 1
member vni 6001
member V1anlO0 service-instance 1
!
interface Loopbackl
ip address 200.200.200.200 255.255.255.255
!
interface GigabitEthernet0/0/0
ip address 192.168.1.2 255.255.255.0
media-type rj45
!
interface FastEthernet0/0/1
switchport access vlan 100
!
interface V1anl00
no ip address
service instance 1 ethernet
encapsulation dotlg 100 //untag
!
interface nvel
no ip address
source-interface Loopbackl
member vni 6001
ingress-replication 100.100.100.100

forward-protocol nd

pim rp-address 200.200.200.200
http server

http secure-server

route 0.0.0.0 0.0.0.0 192.168.1.3

ip
ip
ip
ip
ip

bridge-domain 1

member vni 6001

member V1anlO0 service-instance 1
!

interface Loopbackl

ip address 100.100.100.100 255.255.255.255
!

interface GigabitEthernet0/0/0

ip address 192.168.1.3 255.255.255.0
media-type rj45

!

interface FastEthernet0/0/1
switchport access vlan 100

!

interface V1anl00

no ip address

service instance 1 ethernet
encapsulation dotlg 100 //untag

!

interface nvel

no ip address

source-interface Loopbackl

member vni 6001

ingress-replication 200.200.200.200
!

ip forward-protocol nd

ip pim rp-address 100.100.100.100

no ip http server

ip http secure-server

ip route 0.0.0.0 0.0.0.0 192.168.1.2

EM74XX & T L@ Dying-Gasp SMS & %N

ATFESRIE -

o N— N =7 JH IR
« MEIY U —2A : I0S-XE 17.5.1
» 7 A1 A : Cisco Network-Advantage

P-LTEA-EA. P-LTEA-LA

EM7430 %721 EM7455 €7 A % i 1§ % Pluggable Interface Module (PIM) (Zi%, T =—/b
~OBEBNPEONTZHEIHA T, E7 LCENEZWRT22O0BMOa T o903 b0 &
T, ZAUCKY ., BT AOEFRERA 7 NAREICR D £7, EHOEEPmIND &, E
7T AERERFIZ dying gasp SMS #5595 Z &R BESNE T,

Wiz, BT L SMS A vt —V % L T dying gasp %

#controller Cellular 0/1/0

RET DR LET,

#lte dyinggasp sms send 9119110911 “Losing Power”
Warning: Enabling Dying Gasp SMS configuration completed successfully.
Please reset Modem for the changes to take effect

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||
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B ==&
AL —
=X EFIE
ATy [AXUF Sy
7
1 configure terminal Ja—n)ar7 4 Xal—varyT— ReftbL
EJ RN
2 controller Cellular <slot> LT —FVa—arha—I7 Aay O X —
TxA AR avr RE—RERBLET,
3 Ite dyinggasp detach enable EE IR ELR C dying-gasp FEREZ AN L £,
4 Ite dyinggasp sms send <phone | 75 v N 7 4+ — A F (T E Y 2 — /L OEIRN A 71T
number> <SMS message> ol Xz, TFTLADNLEETBASMSTHARNA v
T—VUBIOTFA N v —VONEEZETHE
PR EARELET,
5 exit AT 4 X2l —varEKTLET,
6 write mem = REDOEREREFELET,
= i
=5 7 15l

WOFNE, Aa vk 0/1/0 DEILT—FY 22—/ T dying-gasp BEREZ AN L. SMS Z 3257
LHEME T &, BREERICET ADOEEINARED SMS TF A M A vE—VEIEET
HHEERLTOVET,

router# configure terminal

router (config) # controller cellular 0/1/0

router (config-controller)# lte dyinggasp detach enable
router (config-controller)# lte dyinggasp sms send 4081112222
IR1101-#999 EM7455 powered off!

T4 )L 1/0 O SNMP MIB

TUXNTOEF, D IR TNRA ATHR—FEINTWDET 7—LANBIOT 7—2HIIC
PICWEd, foT /N1 ATiX, ALARMIN [ZEEHD AJ)C, ALARM OUT (ZEHOH ST
T, TUHXNMTO TIE, ANEEIHAC/RY 97, IRM-1100 JEIEE Y = — L2 #E# L7z
IR1101 TiX, 4 >OFT X V10 HfEHTE 7,

MIB %R — kL, T Y%L 1/0 DA D show alarm H /] % Sk L F 9,

CISCO-DIGITAL-IO-MIB.my (Zi% 4 DDF YV Z L 1/0 J — Rindb W £4, £7 VXL 10 /) —
RiZix, &7 V%010 /7 — RO, Ak, ERE, 77V r—var, B, LEW
B, NOA—=V—=7 = RRpEORETEENRH D 9,

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K
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0x77ur—2av~nes 7otz ||

IOx 7 7YUHS5—2 32 0~ADGGPS 71X

PIFNZ, EFT A TGPS AR/ >Tnd L, NMEA A b —AR 0 IZHZE SN FEHAT
L7z, 2DV YU —XTiL, NMEA A ;U — A% ngiolite &Y = — /L5 10x (ZHBIETE £7,
INEAENCTBIE 2 oOFERH Y £,

e Linux & 10x ORIZ kv 2 EERT 5,

¢« TRTDNMEA A vtE—T% b R/UEEH T IOX [ZEEET D,

VAT L= RII N RVOFIEEMHER L, HFIELZWGEEIET —Z 2 IOx ICEF T EH
A/o

ZOMEER YR — M 5720, IR1101 & IR1800 D 2 DD /LT —FF LAFIZ 2 DOF LW
M FADMERESNET, TTFLFTIE20O00 P FANEREN., PHELOETALATYH
GPS/NMEA XA > TWHAUE, RO X DT NMEA &2 R Y — NS T 5 F oz L
TEEINET,

ModemO :

[Linux] /dev/ttyTun5 33 & TY /dev/tty Tun6 [10x], /dev/ttyTun5 ~0 Y 7 kU > 7 |d /dev/tty TunNMEAO
E WV LETTIER S 4, /dev/ttyTun6 ~0 Y 7 kU > 7 1% /dev/ttyNMEAO &\ 9 £ Rl CERK X
nEF, bk, I0x 0BT 7 8ATEET,

Modem1 :

[Linux] /dev/ttyTun7 and /dev/ttyTun8 [10x], /dev/ttyTun7 ~® Y 7 kU > 7 X /dev/ttyTunNMEA1
E V) AETTIERR S 4, /dev/ttyTun8 -~ Y 7 kU > 7 1% /dev/ttyNMEA1L &\ 9 £ Rl CERK X
NET, ZInbiE, I0x 06T 78 ATEET,

WD < Rk, GPS DREEAZF R LET,

IR1101#show app-hosting list
App id State

gps RUNNING

mSATA @ Yang E5 /L

YANG (X, NETCONF X° RESTCONF 72 E D% v hU—7EH 7o harzh L TEEIND
TR ERT N T —XET V>V FFETT, Cisco-10S-XE-device-hardware-oper YANG
T /UL, mSATA [ERE L RT DL IICEFINTE L7-, mSATA |[Zi%, Bh#T — & 2 FR
TH-HD2 50 CLINH Y £,
INBH 2O CLLIFKRD EBY T,
show platform hardware msata status

« CLI X, SSD BFEfET 2 E 9 BT DM ARt L £,

« SSD MFET D8 41E,  [SSDispresent] &9 A vE—UNFRINET,
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B o577 7ur—vaveLcorzrvzn

« SSD NTFAE L7254 1%, ISSDisnotpresent] V) A vt —UNERINET,
show platform hardware msata lifetime

« SSD MFIET D%, SSD DT A 7 X A Lk % THI M ( [SSD lifetime remaining (%):
991 ) MFRINET,
« SSD NTFAE L7254 1X,  ISSDisnotpresent] W ) A vt —URNERINET,

F IR ZA X ) ND mSATA O—f%XAI72 YANG GBIk O LB Y T,

<device-inventory>
<hw-type>hw-type-ssd</hw-type>
<hw-dev-index>5</hw-dev-index>
<version>V00</version>
<part-number>IR-SSD-MSATA-100G</part-number>
<serial-number>FOC21520XFV</serial-number>
<hw-description>mSATA Module</hw-description>
<dev-name>Expansion module 2 - mSATA Module</dev-name>
<field-replaceable>true</field-replaceable>
<hw-class>hw-class-virtual</hw-class>
<lifetime>99</lifetime>

</device-inventory>

Cisco I0S-XE YANG 7 —# €7 /VFTRD LY TT,
https://github.com/YangModels/yang/tree/master/vendor/cisco/xe
FVIV—RZFET 4 L7 FUBHD, 1751V V=R 1751 D FIZH Y £,

IOx 3> T F7T)5—23 ELTOF R RO TIL

FARN v, AL S Linux RX—ZADBREETH Y | Cisco 7 /31 AD HENHIH & & HE
DD Python 7 7V r— g v aEte, BAX ALinux 7 7Y r—v a2 745551
EtSnCWET, FA Mo EBEHT L E, 22— — 13— =7 o &l Linux 77V
F—varDA4 A RN—)b FH, BE BXWRIOSCLI~DT7 78 A%4TH LT F
D

AN VEREIX, Xy NU—% 0 T, YV—Ib, Linnx2—75 4 VT 4, BIOE
BHEAZERLZH DT,

TAR UL, RAN (b—F) VAT AET—xE2HGLET, 2—F =X, FA b
VD Linux V= VIZT ZBAL, ITFDrootfs ITHHATZ VT IBIRY T b=
Ny r—VUEEHFTHIENTEET, 2L, FAF vz VNOZ—F—F, FA DT 7
AN VAT LABION T o A2 EETHZ LI TEEEA,

ANz a7 HE, 10x #FH L TERINLET, 10x X, Cisco I0S XE 7 /34 AD 7z
ODVAADT TV r—va RAT AT AT TANTZF ¥ TY, I0x 1, VA3,
N—= b= BIXOY— R RX=F7 1 ORBEFIC L > THBEINZT 7Y r—ra v B —
ERE XY NT—27 TP FNRAL AT —ALVRICKRAT 4 T T52 8%, BREOLEER
N=RT 2T Ty T F—AIZBWTCAHBEIZLET,

ARz VTEE, VAT AL A= L LI RALEINTED, CiscolOS 2+ K
guestshell enable ZfEfH L TA >V A h—/LT&EET, 727 L, ZOHETIEH, A A—TYDTA

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K
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| Ciscol0S-XE17.5.1 DO #iskte
xa>7+7Iusr—vaveLtorzrvzn ||

AR TSMB ML E9, 2, BEENRROLNTWE, LTEZ N L TA A—VE XY
va— RtT5 o —HF—2L > TUIMBETT,

INE0a—Y—%2EEBEL T, YAz VTHE—~Dtar 77 A NVE L THEHATES LT
D, fDIOXT 7Y r— g LEBEICA Y a— RL TV AT AIIA VA =L TEET,
FOFER, 22— V=R A A=UDV A XIHMLFET A,

)

GE) HBOHOFAR Yz Fubya=rliE, 207 7 a—F Tl LEY A,

FARN VT, TIANVERT, BHA L E—T oA RN LTT ) r— g L AEH
Zy NU—7~OF7 78 AZA&2FR LET, IRI0ID X I ICHABEHER— NE2E-R20NTF v B
7 4 — L DOYE, VirtualPortGroup % [0S X END 7 A k¥ = WICBHEfTIT 5 Z LR TE ET,

AT = VOBREGNL, KO URL DA—PI2H Y £77,
https:/Awwwcisco.com/c/ja_jpd/docs/iosxml/ios/prog/configuration/1612b 1612 programmability cg/guest shellhtml#id 45931

TAN 2 NETNA AL VA=A T DL, tar 77 A NVEA—FIZat—L, RO
v REFATLET,
app-hosting install appid guestshell package <path to tar file>

AT —=H AR T DICIE, ROa~wy REEHLET,

show app-hosting list

AR = LNIEFIZEB &35 &, guestshell enable, guestshell run bash, guestshell run
python3 72 EDIERED 7 A h v = b a~ v RBEREL 97,

WDV YV —ATlX, guesthell Z{FH L7z Python A7 V7 N DFEITFIZOWTIEHA L TWET,
https://wwwi.cisco.com/c/ja_jp/td/docs/ios-xml/ios/prog/configuration/1612/b 1612 programmability cg/cli python modulehtml

)

GE)  17.5.1 TiX python3 DAY AR — h STV ET,

BE A VRM—ILT BHIIC

TNA AT A DV 2V YA M=V DRI, RO~ REFITLT, 7734 AIT10x
ATFTR=RT T TAINTND Z L E2MERE LTI EIN,

Router#show software authenticity keys | i Name

Product Name : SFP-VADSL2-I

Product Name : SFP-VADSL2-I

Product Name : IR1101

Product Name : IR1101

Product Name : Cisco Services Containers
Product Name : Cisco Services Containers

HAzix, W54 DY [Cisco Services Containers] D47 1 DU FEENTWAMLIENRH Y F9,
AT FX=RNTNAL AT BT T AEIN TV RWERIT, FA RV EA VA =L TE
FH A,
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Cisco 10S-XE 17.5.1 O igee |
. show power CLI 47 R— 3 % SNMP MIB

WDE > T —nNERENET,

*Aug 26 15:47:21.484: $IOSXE-3-PLATFORM: RO/0: IOx: App signature verification failed
with non-zero exit code

*Aug 26 15:47:21.588: $IM-6-INSTALL MSG: RO/0: ioxman: app-hosting: Install failed: App
package signature (package.sign)

verification failed for package manifest file package.mf. Re-sign the application and
then deploy again.

ALTFFX—ET AL AL VA AT BEDDY T R 2T _R—ADAH =R LD 0 F
Th, FTRERR T 7T AT 20ERH Y £3, 20204E 1 A 1 HEBRIC M S/
IR1100 731 A TlE, a7 FF—=nN7ra /7 53N TWET,

FA Rz VDtar 77 AT, BEDY YV —ADIOS-XE A A—T L L bIciTENE T,

FEARIZ DU T, https:/developer.cisco.com/docs/iox/#!iox-resource-downloads/downloads & 2 i L
TLZE W,

show power CLI %t 7R— 9 % SNMP MIB

show power CLI ¢ SNMP MIB #4— ki, #H LV mib 7 7 1 /L
(CISCO-ENTITY-SENSOR-MIB.my) Tl T& £,

Iz, show power CLI Ofilz R L ET,

#show power

Main PSU :
Total Power Consumed: 8.77 Watts
Configured Mode : N/A
Current runtime state same : N/A
PowerSupplySource : External PS

WIZ. CISCO-ENTITY-SENSOR-MIB.my MIB Dl %77 L 7,

SensorDataType (INTEGER) watts (6)
SensorDataScale (INTEGER) milli (8)
SensorValue (INTEGER) 8770

WDa<wy REfHLTRELET,

Router#config term
Router# (config) snmp-server community public RW
Router# (config) end

EETXAVEF—T A RELTEILS—AEZ—T 1A
R Z@H7R— 9 % ERSPAN

H7TeME)T—F AL v F K AR—K 7749 (ERSPAN) %4 25L, BAT— oA
H—=T 2 ANPSDNT T 4 v 7 AR TEF 9, ERSPAN X, BEEMRDO N T 7 4 v 7 &
Fy NT—IT7F A PICERFELET,
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| Cisco10S-XE17.5.1 D #sae
psLo> Yang E7 1L I

UTICREY T hanmLET,

Router (config) #monitor session 1 type erspan-source

Router (config-mon-erspan-src) #no shut

Router (config-mon-erspan-src) #source interface Cellular0/1/0
Router (config-mon-erspan-src) #destination

Router (config-mon-erspan-src-dst) #erspan-id 1

Router (config-mon-erspan-src-dst) #mtu 146

Router (config-mon-erspan-src-dst) #ip address 169.254.1.2
Router (config-mon-erspan-src-dst) #forigin ip address 169.254.1.1
Router#show monitor session erspan-source

Session 1

Type : ERSPAN Source Session

Status : Admin Enabled

Source Ports :

Both : Ce0/1/0

Destination IP Address : 169.254.1.2

MTU : 1464

Destination ERSPAN ID : 1

Origin IP Address : 169.254.1.1

ERSPAN D& EDFHEMIZ OV TIE, ROHA FEZRLTIES N,
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/lanswitch/configuration/xe-3s/lanswitch-xe-3s-book/Insw-conf-erspan.pdf

DSL @ Yang ET /L

YANG (X, NETCONF X° RESTCONF 72 F D% v hU—7EH 7o harz i L TEEIND
F— R BRI R T 2T ) T FEETT,

Cisco-lOS-XE-controller-vdsl-oper (X, = b —F O vdsl REAEMET D72 DITEASHE
L7-, ZHUZ kv, DSL @ yang DR — k& E 9,

dsl @ > b a2 — 7 OFE DL T— M7 yang JEEDF| 2 IRIZR LET,

<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<controller>
<VDSL xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-controller">
<name>0/0/0</name>
<adsl-pvc xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-adsl">
<vpi-vci>255/65535</vpi-vci>
<bridge-dotlg>21</bridge-dotlg>
<encapsulation>vcmux</encapsulation>
</adsl-pvc>
</VDSL>
</controller>
</native>
</nc:config></nc:edit-config></nc:rpc>

\}

GE) 2> be—F8EX. Cisco-I0OS-XE-native yang €7 /L ? get 35 L O get-config #{E 2 FH L C
BFTE £,

Cisco IOS-XE YANG T —Z £ /U IRD & BV TI,
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https://github.com/YangModels/yang/tree/master/vendor/cisco/xe
FEVV—=RZET 4 L7 FURHY, 1751 V) —RF 1751 O FIZH Y £,

DHNEHWRTU A ET Y —E7E— R TCHEASNTWESELH Y £9, b0 RTU &,

A=V Ny =Dty FDIR=1 Zi&ETHZ LT, DNP3IVIUT A TFMIBLRNT T4~
Voua—VEEHICAY v 7 LE Lz, Cisco/l—F THEMA &5 ASE @ SCADA A% v 7

X, HIZDNP3 VU T AT T4~ ELTCHESTWET, ZDOHA, DIR=1 ®DNP3 > U 7T
IVINBEZAG LT2 T _RTO/r F75>4ﬂfﬁéh RTUMNHLDEL DA vB—URNEEINEL
oo TNHDOTF U AZWET 572012, # LV SCADA 5% 7E CLI 2B EvE Lz,

scada-gw protocol ignoredirectionZfEH L CTHNZTHZ LN TEET,

ZOCLILZHAIT D&, DIR=1 DHFATY, w—&mMU#Q@%ﬁﬁ&yb%ﬁﬁxm
HZEMTEET, HLWCLIIL, Cisco-I0OS-XE-scada-gw.yang 5% EET 7 M HBMI L E T,

;s HERFI 2R LET,

Router# config term
Router (config)# scada-gw protocol ignore direction

T101/T104 T scada-gw 7' 1 b =2 /L J5 () AR 0D 3% & 5]

scada-gw protocol t101
channel rt-chan
link-addr-size two
bind-to-interface Async0/2/0
session rt-sess
attach-to-channel rt-chan
common-addr-size one
cot-size two
info-obj-addr-size three
link-addr 31

sector rt-sec
attach-to-session rt-sess
asdu-addr 100

scada-gw protocol t104
channel mt-chan

t3-timeout 20

tcp-connection 0 local-port 8001 remote-ip 192.168.1.0/24
session mt-sess
attach-to-channel mt-chan
sector mt-sec
attach-to-session mt-sess
asdu-addr 101

map-to-sector rt-sec
scada-gw protocol ignore direction
scada-gw enable

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K
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Cisco 10S-XE 17.6.1 ) ¥4 e

U U —217.6.1 ®IR1101 THEMFIEERFKEEIIR DO LB TT,

e R—KFZTEDDHCP 7 RLAED BT (119 =2—2)

o AL LGHlEI LED (120 ~=X—73)

*DSLSFP 7 7 — AU =7 DFES EBXLOKRGEOY R — K (120 *—)
« DSL SFP Annex M ®H7R— K (121 =—)

450D ADSLMIB A7 V=7 F&aVHR—F (121 =)

« T UHIVI0 JEIERERE (122 X—2))

R—FZEDDHCP 7 FLREIYET

FLWCLITEMEN T ERA, ¥ —T7 =4 ZA00/1 DT /34 Z(3192.0.2.90 1272 &
EE

/R ETROFIO L 512720 £,

conf t
ip dhcp excluded-address 192.0.2.1 192.0.2.80
ip dhcp excluded-address 192.0.2.100 192.0.2.255
ip dhcp use subscriber-id client-id

end

conf t
ip dhcp pool 16
network 192.0.2.0 255.255.255.0
address 192.0.2.90 client-id Fa0/0/1 ascii
end

show output CLI [Tk D L S IZEREINFE T,

Router#show ip dhcp binding

Bindings from all pools not associated with VRF:

IP address Client-ID/ Lease expiration Type State Interface
Hardware address/

User name

192.0.2.90 0046.6130.2£30.2f31 Infinite Manual Active Unknown
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\)

6=

\Z1X TFa) ZfiH L ¥, GigabitEthernet f > % —7 = A A|Z1X [Gi) ZFHLET,

client-id 1%, £ V% —7 = A ADEN%L THDHLENH Y 3, FastEthernet f X —7 = A R

AR B Lil{E LED

IR-1101 IZIZ AR LW 3 BDOH AZ LALED 3d W . RO 7Y 75 ¢« 7HEMR CLI Tl T X
£,

router# set platform hardware custom-led <0-7>
0— 7 DEZIFRDOLEFY TH,

<0 : VAT

ol F

© 2R

«3: R

<4 FHik

«5: HIR

< 6@ fR/IR

« 7 HHAROR

DSLSFP 7 7 — Lz 7 DERL LEERADRIAED Y R— b

AT arDIOS T 7 ANINANEEZEDT v 77— Ra<wy ROFERIZENESNNE L,

7 7 A JViL SFP-VADSL2-1 ¥ —TEX T AHAVLE R H Y £9°, 7 7 A /LI bootflash:/flash:,
usbflash0, F7-iEmsata: DLDO™MEHATEET, VE— M7 7 ANV AT ANDIIFEHTE E
A,

AI RS A A2 —T 4R

TV a—NET v T T L—RT500avr RIS AU F—T oA AIRD LB TT,
router# upgrade hw-module subsot 0/0 sfp 0 <1OSfilepath>
avy ROFT v a VTRO LB T,

Routerf#upgrade hw-module subslot 0/0 sfp 0 ?
bootflash: Firmware filename on local driver
crashinfo: Firmware filename on local driver
flash: Firmware filename on local driver
usbflashO: Firmware filename on local driver

Wiz, a~r RoFEHABZRLET,

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K



| Cisco10S-XE17.6.1 D #sae

psL sFP AnnexM 4K — [

Routerf#upgrade hw-module subslot 0/0 sfp 0 bootflash:sfp8455 rel.bin

Digital signature successfully verified in file bootflash:sfp8455 rel.bin

Upgrade SFP firmware on interface GigabitEthernet0/0/0 from 1 62 8463 to 1 62 8455
Connection will be disrupted, Continue (Y/N)?y

Start ebm upgrade!!

firmware update success!!

DSL SFP Annex M D H#R— k

HAR— M, 17.5.1 ® Annex-] DS &R LT,

4 DONADSLMIBA T2y bEHR—F

IR1101 DEIHHE & ZERLATRE/ L — P A BT 27201, MIBOVR— MBS LE LT,
B LUWMIB Z#KIZRLET,

1.3.6.1.2.1.10.94.1.1.4.1.2 ADSL-LINE MIB:adslAtucChanCurrTxRate

1.3.6.1.2.1.10.94.1.1.5.1.2 ADSL-LINE MIB:adslAturChanCurrTxRate

1.3.6.1.2.1.10.94.1.1.2.1.8 ADSL-LINE MIB:adslAtucCurrAttainableRate

1.3.6.1.2.1.10.94.1.1.3.1.8 ADSL-LINE MIB:adslAturCurrAttainableRate

ATV R4 AR —T (4R

DSL SFP 75 ADSL DSLAM (=856 S LT U B L— % Tl I OBELED SNMP CLI % LT .
LRI OID O K — F &R TE £
!configure SNMP Server

snmp-server community public RO

sSnmp—-server manager
|

!verify MIB OIDs

snmp get-next v2c 33.33.33.102 public oid 1.3.6.1.2.1.10.94.1.1.4.1.2
|

WDa<wy REFEHLT, BIOSNMP 27 547 > kb (Linux 734 272 ) 775 MIBE# IV
TAHZELTEET,

$ snmpwalk -v 2c¢ -c public 33.33.33.102 1.3.6.1.2.1.10.94.1.1.4.1.2
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T %)L 10 HiaRIERE

—¥RDT XN T/O AR — hEIOSd TEELL, T X NVI0R— 2 10x 2T F 77U T
BHTXDX I A —FFBBMNMENE Lz, Sz CLL S EME i, 7Y%V 10 Rk
HEBED YANG EFXANEHFINE LT,

CLL D 1751 "= g U3k EBY T,

Router (config) # alarm contact attach-to-iox

\)

GE) ) J—2175.1 Tix. alarm contact attach-to-ioxiZ L W ¥ _XRTOF X)L I0 KR — 1k (1 —4)

(2L IOX THIEIT& £ L7,

CLI D 17.6.1 X"—2 3 NIRDEFBY T,

Router (config) #alarm contact 1 ?

application Set the alarm application

attach-port-to-iox Enable selected Digital IO Ports access from IOX
description Set alarm description

enable Enable the alarm/digital IO port

output Set mode as output

severity Set the severity level reported

threshold Set the digital IO threshold

trigger Set the alarm trigger

Router (config) #alarm contact 1 attach-port-to-iox

Router#show alarm
Alarm contact O:
Not enabled.
Digital I/O 1:
Attached to IOX.
Digital I/O 2:
Not enabled.
Digital I/O 3:
Not enabled.
Digital I/O 4:
Not enabled.

FHEINZCLITHEH, 1—413ar 7777 ) r—2a roIoxIiZE Y B TEHTVHLTOR—
s DT,

)

G¥) V1) —2A176.1 Tit, £T XNV I0 KR— F & IOX IZEHBNZEID Y THZ EMTEET,
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ZOFEF, WO THMEINTHET,

e 2B a—T 4 7O IRM-1100 EEE Y 22—/ (123 _X—)
« ADSLMIB 47V =7 hOY R~k (124 <—)

«VDSLMIB 47 V=7 h®O¥HR—F (124 =X—)
«1GSFP %K — K (125 =)

[e] — N o~
aAVEa—FT4 25 EIO IRM- 1100 HEEE S 12 —)L
IR1101(21E, JEEE Y 2— VHD 2 ODO8EGRA > F3H 0 £3, V—Z O EE % iR Al &
VFET, L—FDOTFHErar a—F 4 7l EFREL,
IOSXE U U —2x17.7.1 £V b 0%, EEMTCORYR— S TWE LT,
1771 U UV —RPETIE, SBIOEY 2a—LEdar Ea—F 0 U Z7llcEETx £,

BERER K UHIREIE
i, VU —2177.1 ® IRM-1100 (2@ H S E7,
e L a—T 4 NI EREINTWAEE. AL vFR— MIELETA,

e IRM-1100-SPMI ® mSATA v°> & GPIO V' iE. 1771 D a>Ea—F ¢ 7 (FTH)
W SN TWD AT R— S EHA,

«IR1101 1%, HE K2 ODLTEA v X —T7 = A ADHZHHR— s TxE9, [HMHliZ IRM-1100
BT O LIXTEERA, ZORETERT DL, HEUOALNT 77 4 712720 F
@—0

SLTEA VX —T A AN AL Ba—TF 0 VIR SN TWBEE. BT — 0/4/0 &
¥ILT— 0/4/1 DFIEENET,

cCATISLTE £V a—liIa L Ba—T7 4 VI TIIY R —FENTHERTA,

¢ IRM-1100-SP ¥ 72 /X IRM-1100-SPMI 3 2 > V' 2 —F ¢ > ZIC s STV 584, LTE
AU HF =T ADBPERELET,
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B rostmBAIozs rogk—t

ADSLMIB* 7> Y DY HKR—+

IR1101 TlZ. % ® ADSL MIB OID 3% R — FENBTFTETT,

1.3.6.1.2
1.3.6.1.2

~

VDSLMIB*+ J > x

7 DY R—k

IR1101 T}, R VDSLMIBOID 8% R— h &N 5 FETT,

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K

.1.10.94.1.1.6.1.15 ADSL-LINE-MIB adslAtucPerfCurrlbMinInits
.1.10.94.1.1.6.1.22 ADSL-LINE-MIB adslAtucPerfCurrlDayInits

1.3.6.1.2.1.10.251.1.4.1.2.1.3 VDSL2-LINE-MIB xds12PMLInitCurrlS5MTimeElapsed
1.3.6.1.2.1.10.251.1.4.1.2.1.4 VDSL2-LINE-MIB xdsl2PMLInitCurrl5MFullInits
1.3.6.1.2.1.10.251.1.4.1.2.1.5 VDSL2-LINE-MIB xdsl2PMLInitCurrl5MFailedFullInits
1.3.6.1.2.1.10.251.1.4.1.2.1.6 VDSL2-LINE-MIB xds12PMLInitCurrl5MShortInits
1.3.6.1.2.1.10.251.1.4.1.2.1.7 VDSL2-LINE-MIB xds12PMLInitCurrlSMFailedShortInits
1.3.6.1.2.1.10.251.1.4.1.2.1.10 VDSL2-LINE-MIB xds12PMLInitCurrlDayTimeElapsed
1.3.6.1.2.1.10.251.1.4.1.2.1.11 VDSL2-LINE-MIB xds12PMLInitCurrlDayFullInits
1.3.6.1.2.1.10.251.1.4.1.2.1.12 VDSL2-LINE-MIB xdsl12PMLInitCurrlDayFailedFullInits
1.3.6.1.2.1.10.251.1.4.1.2.1.13 VDSL2-LINE-MIB xds12PMLInitCurrlDayShortInits
1.3.6.1.2.1.10.251.1.4.1.2.1.14 VDSL2-LINE-MIB xds12PMLInitCurrlDayFailedShortInits
1.3.6.1.2.1.10.251.1.4.1.1.1.2 VDSL2-LINE-MIB xdsl2PMLCurrl5MValidIntervals
1.3.6.1.2.1.10.251.1.4.1.1.1.3 VDSL2-LINE-MIB xdsl2PMLCurrl5MInvalidIntervals
1.3.6.1.2.1.10.251.1.4.1.1.1.4 VDSL2-LINE-MIB xds12PMLCurrl5MTimeElapsed
1.3.6.1.2.1.10.251.1.4.1.1.1.5 VDSL2-LINE-MIB xds12PMLCurrl5MFecs
1.3.6.1.2.1.10.251.1.4.1.1.1.6 VDSL2-LINE-MIB xds1l2PMLCurrl5MEs
1.3.6.1.2.1.10.251.1.4.1.1.1.7 VDSL2-LINE-MIB xds12PMLCurrl5MSes
1.3.6.1.2.1.10.251.1.4.1.1.1.8 VDSL2-LINE-MIB xds12PMLCurrl5MLoss
1.3.6.1.2.1.10.251.1.4.1.1.1.9 VDSL2-LINE-MIB xds12PMLCurrl5MUas
1.3.6.1.2.1.10.251.1.4.1.1.1.10 VDSL2-LINE-MIB xds12PMLCurrlDayValidIntervals
1.3.6.1.2.1.10.251.1.4.1.1.1.11 VDSL2-LINE-MIB xdsl2PMLCurrlDayInvalidIntervals
1.3.6.1.2.1.10.251.1.4.1.1.1.12 VDSL2-LINE-MIB xds12PMLCurrlDayTimeElapsed
1.3.6.1.2.1.10.251.1.4.1.1.1.13 VDSL2-LINE-MIB xds12PMLCurrlDayFecs
1.3.6.1.2.1.10.251.1.4.1.1.1.14 VDSL2-LINE-MIB xds12PMLCurrlDayEs
1.3.6.1.2.1.10.251.1.4.1.1.1.15 VDSL2-LINE-MIB xds12PMLCurrlDaySes
1.3.6.1.2.1.10.251.1.4.1.1.1.16 VDSL2-LINE-MIB xds12PMLCurrlDayLoss
1.3.6.1.2.1.10.251.1.4.1.1.1.17 VDSL2-LINE-MIB xds12PMLCurrlDayUas
1.3.6.1.2.1.10.251.1.4.1.3.1.3 VDSL2-LINE-MIB xds12PMLHist15MMonitoredTime
1.3.6.1.2.1.10.251.1.4.1.3.1.4 VDSL2-LINE-MIB xds12PMLHist15MFecs
1.3.6.1.2.1.10.251.1.4.1.3.1.5 VDSL2-LINE-MIB xds1l2PMLHist15MEs
1.3.6.1.2.1.10.251.1.4.1.3.1.6 VDSL2-LINE-MIB xds12PMLHist15MSes
1.3.6.1.2.1.10.251.1.4.1.3.1.7 VDSL2-LINE-MIB xds12PMLHist15MLoss
1.3.6.1.2.1.10.251.1.4.1.3.1.8 VDSL2-LINE-MIB xds12PMLHist15MUas
1.3.6.1.2.1.10.251.1.4.1.3.1.9 VDSL2-LINE-MIB xdsl2PMLHist15MValidInterval
1.3.6.1.2.1.10.251.1.4.1.4.1.3 VDSL2-LINE-MIB xds12PMLHist1DMonitoredTime
1.3.6.1.2.1.10.251.1.4.1.4.1.4 VDSL2-LINE-MIB xdsl2PMLHist1DFecs
1.3.6.1.2.1.10.251.1.4.1.4.1.5 VDSL2-LINE-MIB xds1l2PMLHist1DEs
1.3.6.1.2.1.10.251.1.4.1.4.1.6 VDSL2-LINE-MIB xdsl2PMLHist1DSes
1.3.6.1.2.1.10.251.1.4.1.4.1.7 VDSL2-LINE-MIB xdsl2PMLHist1DLoss
1.3.6.1.2.1.10.251.1.4.1.4.1.8 VDSL2-LINE-MIB xds1l2PMLHist1DUas
1.3.6.1.2.1.10.251.1.4.1.4.1.9 VDSL2-LINE-MIB xdsl2PMLHist1lDValidInterval
1.3.6.1.2.1.10.251.1.4.2.1.1.2 VDSL2-LINE-MIB xds12PMChCurrl5MvValidIntervals
1.3.6.1.2.1.10.251.1.4.2.1.1.3 VDSL2-LINE-MIB xds12PMChCurrl5MInvalidIntervals
1.3.6.1.2.1.10.251.1.4.2.1.1.4 VDSL2-LINE-MIB xds12PMChCurrl5MTimeElapsed
1.3.6.1.2.1.10.251.1.4.2.1.1.5 VDSL2-LINE-MIB xds1l2PMChCurrl5MCodingViolations
1.3.6.1.2.1.10.251.1.4.2.1.1.6 VDSL2-LINE-MIB xds12PMChCurrl5MCorrectedBlocks
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VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB
VDSL2-LINE-MIB

16srp oy—+ [

xds12PMChCurrlDayValidIntervals
xds12PMChCurrlDayInvalidIntervals
xds12PMChCurrlDayTimeElapsed
xds12PMChCurrlDayCodingViolations
xdsl1l2PMChCurrlDayCorrectedBlocks
xds1l2PMChHist15MMonitoredTime
xdsl1l2PMChHist15MCodingViolations
xdsl1l2PMChHist15MCorrectedBlocks
xdsl2PMChHist15MValidInterval
xds1l2PMChHist1DMonitoredTime
xdsl1l2PMChHist1DCodingViolations
xdsl1l2PMChHist1DCorrectedBlocks
xdsl2PMChHist1lDValidInterval

VY —2 1771 TiX, kD SFP O R— FASBIMENE T,

GLC-T-RGD

CWDM-SFP-1470=
CWDM-SFP-1610=
CWDM-SFP-1530=
DWDM-SFP-3033=
DWDM-SFP-3112=

GLC-BX-D-I=
GLC-BX-U-I=
GLC-TE
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ZOFEE, OB THRINTWET,
« DSL Annex B O% 73R — k(127 X—)
« mSATA OH R — R~ L CM | IRM-1100-SPMI @ 10 HR— K (127 =—)
s BT —OFHMEMEERIL (128 X—)
«GNMI 71 —% (GNMIB) DOEH (128 ~<—)
«gRPC v NI = ffEA v H—T =4 ZADFEH (129 ~X—)
sraw Y v MERETRIE (129 X—)
« TNB @ SCADA faEmfk (129 ~—2)

DSL Annex B D 1H— k

17.8.1 V U —ZXTlX, ADSL2+ Annex B 3 AR — F &R £,

Amex B 13T 7 4V F TIERE SN TWERT A, Annex B 2 H 02T 5121%, kpa~<wr K
EALET,

controller VDSL 0/0/0
capability annex-b

mSATA O H7R— k& K U CM {8l IRM-1100-SPMI O 10 4+

~— bk

URioY 7 b7 =7 U U —Z2TiL, IRM-1100-SPMI ® mSATA B LT 2 # /L /O i, IR1101
OYEREE Y 22— NAICOBRYR—FEINTWELZ, 1781 T, a2 Ea—FT 40 7 FVa—
v (CM) T R— FEFIHTEETN, ROGIERH O £7°,

AN IRM-1100-SPMI % B 0 T 7354
« ZOMAEDLEITTR—FERTWERA,
« EM {76 @D mSATA &5 %)L 1/O DL MERE L £,
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s CM 20T 2V 1/0 I3HRE L £+ A,

CM iz IRM-1100-SPMI Z B 0 {113 7234
e mSATA &5 Z L VO IZEEL £,
e TR0 DAV AE L ARZIF ] ~ 4 DFE ST HENET,

TILT—DFEREHEERE

T —HHE L GPS BEEENS R D & o IziRfb s v E LT,

FENCEL AN AR LTI ANy /T =22 BHMICAERBI O N v 79572012, B H—K
A > b &EF Ny Ja— K% controllercellular CLIIZ X » THENCT 5 Z N TEE 4, &kDCLI
FFa v EEHTEET,

(config-controller) #lte modem serviceability ?

gps GPS debugging

interface-resets Interface resets/Bearer deletion
modem-crash Modem-crash debugging
modem-resets IOS initiated unknown modem-resets

FRy P F—=BIZZRDO L O EENET,
cAVTHRARR=ZADT Ny Tl (FL—ANy 7 GPSmrT—aly)
CEUNC T A=~y hENET Ry 7 A vE—,

C LD IROFEION Y X —EH DTSy ST 4

TNy 7 a IR O flash: DBAFIZH Y £97,

router#dir flash:servelogs
Directory of bootflash:/servelogs/

259340 -rw- 122 Sep 7 2021 17:40:44 +00:00 gpslog-slot5-20210907-174044
259339 -rw- 1734 Sep 7 2021 12:14:07 +00:00 celllog-slot5-20210905-164628

GPSBLOENLNT—Du 77 7 A /iE, VERFEOX A LAX T EER L2 7 7 A V4 TER|
WERENFE T, ZNHD7 7 A4 /WFERO X O ITER S ET,
WEF D7 7 AV 10Mb IZFE LT26. LT 7 A VDMERR S ILE T,

F¥BE (GPSET/-IT BN T—) ZRABICENZL TCHOHEEANCTIE, FILWT 7 AL
PMER SN E T,

GNMI 7 0—7 (GNMIB) D E#r

GNMI 7' & —# (GNMIB) 2MEiEE 4, gRPC v b U —Z#fEA v H—7 = A A (gNOI)
reset.proto V' —EAE YR — 5L 51220 E L, 2O —ERIL, gRPCENLTT A
A e TG IR O WIEIRBE I e T D RERE 2 1R L L £ 57,

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K
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RPC v hT— st v a—T A 20EH ]

P —EANFEITSND &, [factory-resetall] =~ RERERICEEL, Z2DH% U v — R b
UH—EnET, 61T, ZOP—ERATBEEB SN TS A A=V ZHERF L E T, reset.proto
=B RTHERT L7202, LT OBIMOFIENFETSNET,

s ommon BOOT A # HFREI SN TWHA A—VIZHRE L., LEHMEEORE~D ) & v
rMEIZY B— RTHFETENEHERFLET

cHE 7 — F2AZIC LT, THHMRORE~D Y £y FMRICHEAEEB S TN DA A—
TTTNA A &I LET,

gRPC =y F T — VA 23— A ADEH

raw ¥ 4w

gNOI (gRPC % v hU—ZH#fEA v X —T =4 R) [, OSDA L A h—)L, 77T 4— 7
V. BEEEWoTe Ry RT— 7 FANAL X LOBEEa~ v RROFIAE FATT 272900 gRPC N —
AD=Arah—t Rty NEEHRLET,

gNOI Zi# U T os.proto (£, OS DT VT 4 _X—Ta v, A A RM—/b, EHI72E2E, OS O
Wa~y RREDFNV—=T 4 TV AT AEEOZ X7 2FAT L, S HIZ 0S EOME %
MO+ nTEET,

F72. gNOI os.proto ZfH LT, gnmib OFEMARAEZ KRR L2V . gnmib OEYERE 2 iR
L7ch, EffiFa2l T2 TEET,

h HERERRE

ZoMmeERiic L =P ZEEIALY Ty P CHEHTE A RRERITEEZ AN TE E
o HRATIEELOFFIL 1 ~ 1000 [ TF, 77 4/ b OFRLTEENT 10 BT, Z OMREIC
KT 572912, raw-socket tcp max-retries <1-1000> & 95 #Hr L CLI AMERL S v E L7z,
<1-1000> (T KA TEIE T,

TNB 0> SCADA #ge5# b

ZOMEERILICE Y . D X 572 TNB @ WG RTU & O E#atE gt & n 4,

« TNBRTU Ti, Y U7 NVOIELWHIHHLEZ#EFEIZT 27212, VEy N U7 Ay E—
CEV I AT —HAA =L L BICEETORNERHY £T, ZOBRRIZ. FrLn
227 4 ¥ 2 L—1 3 CLI scada-gw protocol force reset-link % fifi i L CGRINAGIZ A 1
THZENTEET,

71y I INARL—INEINI I o TWNT, L—FPDNP3-IPVvAY =B XA NAZ T
BT S TR WEASIE, —HDN— R = 7 ORZINZ 7 2 I —AO RTU IZ
EEENET, DNP3-IP v AX =B LWE A LAX T 25T 5 e, L—HIZ
DNP3-IP ¥~ A X —INLIEEENTZH L WZ A LAK T % RTUIZEE LD £,

e AEYIND/Ny 7 7 A[FEZR DNP3 A X kDD 600 H>6 10000 (<HEIN L E 9,

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||
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B e o scapa ez

escada-gw A kLA VB —Av Y 3~ KL, DNP3 THR— hanEd, LA,
TI01l & T104 DN HR— S EINTWE L=, ZOH LWERERLIZ L D . DNP3-IP « &
Z—NET LU TWEDRIERERES. V=213V 7L 7 20k L E1, Rk

IZ. RTU~DY Y TN I RE T 45 L DNP3-IP v A Z —~0D TCP 5 I M X
nEJ,

SHAZ RO Y 7 =R b REREICIESOT HBIIEER T 5B 70, 2—F it
FERIEFTY 7 =% hEHEETE £,

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K
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Cisco 10S XE 17.9.1 ) ¥+ gk

ZOFEF, WO THMEINTHET,

e BT —DEEBIREOWE (131 2—)
JOSXE #7 v 7 L— RS (131 =*—)

« {iE OID ® SNMP 7R—1U > 7" (132 X—Y)

«GPS E— KDFT 7 4/ FARME (133 2—)

e A VA N—LE— ROV R—F (133 X—)

e Cisco WebUIl 7 7 B AR A > 44 (APN) (134 ~<2—73)

TILS —DEFFEORE

10S XE 5

IOS-XE UV U—2A179.1 TlX, B T—=UV 7 DT v 7 H A LIELL DBEENNZ 5N TV E
T, RETD U ) —2ATlE, V—FOEE%, ELF—A L X —T A ANRREBLTRT 7 1 v
I ERETETICN2 3000 £z, 2OV Y —ZATE, BAT—V 707 v 7HA
LD 20% B S TVET,

s > — K = W
Z OFHEIX. boot system flash =2~ > NIZHelT T, FETHDOA A=Y DONTFNNL D N—T g
VEEDINSWA A=V DT 7 ANKERITTDHE, BEERRLET, 22—V —IZERREN
HEER S —VEBHATH LT, XU b— FEBEIISEHEATRETT ., EIT P OA
A=V LREUERZTNRULEDAR=T g 0 TOA A= ORENL, EER L THITSNET,
ZOMREIX, V—HF DT — 7Ty allTTICE— RENTWVWEAS A—=TDH, DFED
boot system flash <file_name> CLI ®#4 % xt5 & L TWET (fip, mop. rpe. tftp, rom 72 & D
ZOMD Y — AT RA ZAEFRL)
VAT AP g T D BRI RITR LET,
WDE I 2ODNR—D g VR SEHIBRT LI5S

«17.7.1

*17.7.1c

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||
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B =zoooswwer—yoy

mfE 0D M

LFO W= g (17.7.0¢) B, KHON—=T g LRI NET,
RDOEIT2ODNR—=D g FLHEBTIEES

«17.7.3a

« 17.7.3f

gk, 777Xy NMEEZEZEE L fThbhvEd, LRods, 177308 Ko~ vk
FIREINET,

] -~ N
SNMP ;R—1) >4
SNMPMIB BREE o —n O EEZEED LI T 572000 R— BN BMEhELE, B
1%, show environment CLI ® L 9272 0 £,
IR1101 @ show environment ™ H /7 :

IR1101#show env

Number of Critical alarms: O
Number of Major alarms: 0
Number of Minor alarms: 0
Slot Sensor Current State Reading

Threshold (Minor,Major,Critical, Shutdown)

RO Temp: TS1 Normal 42 Celsius (75 ,80 ,90 ,na ) (Celsius)

RO Temp: TS2 Normal 37 Celsius (75 ,80 ,90 ,na ) (Celsius)

snmpwalk 7> 5O XKD L 512720 £,

[root@sg-centos-hv ~]# snmpwalk -v 2c -c public 33.33.33.204 1.3.6.1.4.1.9.9.13.1.3.1

SNMPv2-SMI::enterprises.9.9.13.1.3.1.2.1 = STRING: "Sensor 1"
SNMPv2-SMI::enterprises.9.9.13.1.3.1.3.1 = Gauge32: 48
SNMPv2-SMI::enterprises.9.9.13.1.3.1.4.1 = INTEGER: 93
SNMPv2-SMI::enterprises.9.9.13.1.3.1.5.1 = INTEGER: 0
SNMPv2-SMI::enterprises.9.9.13.1.3.1.6.1 = INTEGER: 1
SNMPv2-SMI::enterprises.9.9.13.1.3.1.7.1 = INTEGER: 0

ciscoEnvMonTemperatureStatusEntry oid 1% 1.3.6.1.4.1.9.9.13.1.3.1 T3,

* ciscoEnvMonTemperatureStatusIndex (.1)

» ciscoEnvMonTemperatureStatusDescr (.2)

» ciscoEnvMonTemperatureStatusValue (.3)

* ciscoEnvMonTemperatureThreshold (.4)

* ciscoEnvMonTemperatureLastShutdown (.5)

* ciscoEnvMonTemperatureStatus (.6)

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K
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epsE— o7+ raEME ]

GPSE—FDT 74 EZNE

17.9.1 LV RETDOI0S XE X— 3 Tk, GPSIETFT 7 4V F TERNZ > TWE L7228, GPS
— FNIXF 7 4 /V FTEGIIRS>TWE Lz, 20D, L—2—2E)L7-%. GPS %
TAHEDIC—F—N BN TCET LOEBRZEHRATILENHY £ LT,

IOS XE 17.9.1 LI, GPS E— RIZT 7 /L h THENCZRY, AFZ U RT ot — NICRES
NFET, UKV, BAT—V L7 DT v IR A LEEFETEXET,

\}

GE)  Zhux, BT —_"—ZAD GPS IZOAHEH SN ET, Tk, IR1800 (DR E ¥ =—/L) |

IR8140 (*A 7 47 GPS) BLVIRE340 (XA I VEY 2—/)l) D GPS/GNSS £V =—/L
A S EE A,

TN T —GPS AT — X AEERT HITIL, O a~<> FEMHEH L ET : IR1101-4001#sh cellular
0/3/0 gps

Router# show cellular <slot> gps
auto-reset Enable reset modem automatically after configuring GPS enable or mode

AR R=)LE—FOYER—

WDOFRIZ, N RLE—REAL VA P—LE—FDEWVWERLET,

[oT /L— % TIATEN TV 5 Cisco IOS XE 1%, %, N> RVEBIE— REHH L THhET,
ANy RVERENE— NI A RS & S IFX, B—0DEREA A — V2R L ET, —iedms
FANIX, <product>-universalk9.<release>.SPA.bin T,

IDEFE—KRTIE, v—Hhb N—=FF A7, 7T vva2) £33V F— bk (TFTP) @ .bin
A RA=VEERH LT, e ESNE7— b a4 E3nE 9, bin A A —FHE ClEd
HEWH Z X, —FiX, EBETORNCETA AV ERETOILERS D EEERLE
T, ZHICEY ., v—ZEERENT A0 LD EWVERRI 3o TOVE L,

N—BEF L=V a3 VD IOSXEWLT v 77 L— R 5121E,  Tboot system] 238 LY/
TRV 2TARA=VEFRA L M TDHEOICLET, ZOFETEISMmonTEY, MEREN
A RIZFEHED RL# S LTV ET,

IOSXE U U—2A 17.9.1 LI, A > A b—/LF— REMENDH LOEET— KA ToT L—#
WiBMmsihvE L, A A h—/LE— R TlL, packages.conf 7 7 A /WZ L > CTagAl b D
T 7T vvaliun—REN\yr—UMEHSNET, ZOHFETIE, Y7 U7 O
AVA =LA TaERAE LY EMICHEICX E5,

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||
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B ciscowebu 75 £z As > 12 (APN)

\)

G¥) SMU DA A F—LE, N RALEBITF—REA A= ILE— RO@IFTTYR—FEINT
WE L7, CiscolOSXE U U—2A 179x LI, L—F B0 RLE— RCREISNTZ5E.

SMU DA A b= WiFEIEENFET, V=B A A b—)LE— RCTERE I NTZHE. SMU

DA A F—=/MILIFTO Y U — A L [AERICHERE L £,

RINVEILVE—FESA VR =ILE—F

NV RILE—F

AR —=ILE—F

ZOF—RTIE, a—Hbb ON—FFT 4 A7,
79 v a) £721ZVE— 1k (TFTP) @ .bin
A A=VEFEHLT, e shic7— 7 m
ARSI ET,

ZDOE—RTIE, 77— FFrRRICR—H/L
(77— K77 v a) @ packages.conf 7 7 A
N LET,

ZOF— FTIL,
l/\gzjqo

1 2® bin 7 7 A /L ZfEH

ZDF— KT, bin 7 7 A /VIFES N
pkg 7 7 A MTEEZHZ HILET,

CLI :

Router (config) #boot system
bootflash:<filename>

CLI :

#install add file bootflash:
commit]

[activate

ZDEFE—RTT v 77 L— KT 5IZIE, boot
system BHT LWV T T 2T A A=V & RA
YRTHEOICLET,

ZDEFE—RTT v 77 L— KT 5121,
avr REFHLET,

install

AA—=VOARBT v 77 L— K : #H L\ Field
Replaceable Unit (FRU) MREY =2 TR v —
NIFANENT S, 777 4 772 FRU &
U= 3 U TH LWFRU 2 FE( 77 51213,
FEN L DMEERMLETT,

AA—=VOHBT v 77 L— R H LW FRU
WEY 2 78]y —VHASINTSE,
A9 2D FRUIL, 7277 4772 FRU E[RHIL
TA A=Y=V a VN HBT v 7L —F
SHFET,

O—L Ny 7 BT NI 2T AT T
YADOHEF (SMU) ZEH L TLRTDA A —
e — Ny 7512, BEEO Y a—
RBRENZ 2 DG E R H 0 £7,

By s 1O Y B— KT, SOy
FZEte. CiscolOSXE Y 7 b7 = 7 O LLAT
DNR—=T g ~Da—L 2y 7 AN LE
j—o

FEAMZ OV T,

[Cisco IOS XE Installation Methods] #ZM L TL 72 &\,

Cisco WebUl 77 2 XRA > 4 (APN)

I0S XE 17.9.1 TlZ. Cisco WebUl A > & —7 = A A/ 5 APN ZiB00. M. F-138IRT 5

BRe Bk Lic, BUFIZ, ZOkRE

FATT L TEOME AR L £,

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K
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| Cisco10S XE 17.9.1 D #risae
CiscowebUl 7 7 £ 244 > +& (apN) I}

A\

G ZokvZvar T, FERRICOWTOARMH L 9, WebUl D22 ETIIH Y XA,

APN 0:E N

WebUI 7>5, [Configuration] > [Interface] > [Cellular] (ZBEN L £, 7T v b 7+ — A2
TENT—A L F =T A REXTNI Y v LET,

Configuration - > Interface = > Cellular Cellular x

@© Basic O Advanced
1;5 Primary WAN Backup WAN
= Not conigurea &= Not Configured Interface  Profiles  Detalls

Name Y AdminStatus Y Operational Status Y IP Address Celliar Interface  Celuar0/a/0

Celluar0/4/0 () (] unassigned 1Pva Type Easy IP (IP Negotiated)
Coluiar0/4/1 © © unassigned
Celluar0/5/0 © [+] unassigned Admin Status v [+]
Collular0/5/1 © ) unassigned x

Descripti

WAN None

NAT (o

Profile 1

cancel | & Update & Apply to Device

[Cellular] 7 « > R, [Profiles] ¥ 7% 7 U v 7 LET,
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B ciscowebu 75 £z As > 12 (APN)

Cellular x

Interface

* - Data Profile
Use No.

2

% Cancel

Profiles

Details

** - LTE attach profile

In Y Profile Y3

APN Y
test3

nutag3

Authentication Y User Y PDN
Type Name Password Y Type
None IPva
None IPv4

¥

® Basic (O Advanced
Actions
7 i
7

& Update & Apply to Device

[Profiles] % 7775, APN ZBAN, HIBR, FI3mETEET, e 77 A AREEINTZL,
7 4> RUD FEIZ&H % [Update & Apply to Device] 27 U v 7 LE7,

SMXOv FDER

F 74V N TiE, APNIZSIM Ay k0 ICEH SN TV ET, WebUl 24 LT, APN &
SIM Ary b 1 IZEBETE £,

WebUI 7>5, [Configuration] > [Interface] > [Cellular] (BB L E 9, V4> RT EEICH D
[Advanced] 47> a vV ARA %7 U v LET,

[l Cisco Catalyst IR1101 BT AL =X )L—8 YT I TEEHA K
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CiscoWebUl 75 £ 244 > k4 (APN) [}

Cellular x

O Basic (® Advanced

Interface Controller Profiles Details

Cellular Interface Cellular0/4/0 Data Profile 1 v

IPv4 Type Easy IP (IP Negotiated) Attach Profile 1 M

Admin Status up Dialer;in-Band

Description Dialer Idle ) o
Timeout

WAN None v Dialer Group 1 o

NAT Pulse Time 1 I e
Load Interval i 30 e

& Update & Apply to Device

74 v Ry EERIZ&H D [Controller] ¥ 7227 U w7 LET,

Cisco Catalyst IR0 B AL U —ZX L—4 v I+ z7HEACE )
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B ciscowebu 75 £z As > 12 (APN)

Cellular x

Interface Controller Profiles Details

Primary SIM Slot 0 v

Changing the link recove _ led

1

Link Recovery W USRULTD

% Cancel

O Basic (® Advanced

»& Update & Apply to Device

[Primary SIMSlot] 7VX D% 27 Vv 27 LT, Ay M ZERLET, U1y RUDFHIZ

¥ % [Update & Apply to Devicel %7 U v 7 LET,

[l Cisco Catalyst IR1101 BT AL =X )L—8 YT I TEEHA K
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Cisco 10S XE 17.10.1a 0D Fr#4HE

ZOFEF, WO THMEINTHET,

« V7 h 7= TI2 kD MACsee (139 ~2—)

cHmEF2UT 4 (HSEC) 74 BL A (141 N—2)
cEX 2T T HUATRHREOHAME (143 =)
sraw Y7y b =TT T4 TERE CLL (144 X—7)

VI, 72L& % MACsec

M=

BEAFED$ T D Cisco IOS XE N—AD)V—HF | A A v F X, $ikip v 7 v — &R LT
MACsec K2t/ Sz % 4T LET, 2DV 7 7 =7 MACsec IZ. QFP ® CDAL A > 7
FANT I F v AL TR EE T LET, N— R =7 ORI g% & &/
AT — B AT = RADEITHEN R D720, BEEEICW L D OHIIRA A U £,

JU—217.10.1al, L2 A vV Z—T = A A TDHMACsec &V H— k LET, MACsec R— k
BTV EAE—RICTOMERHY £, BH{LIZHIISVIA & —T = A4 A T{ThiLb T
W, A— MIEHIND VLAN T —ETHLIMNERH Y £, 2F0, oA H—T A
AXZ D VLAN ZfEHTE ¥ A, ZOHIFRIX. QFPIZMAC 7T —7 MERN 2N T4 L
TWET,

)

GE)  MACsec TV 7 b =T 2N LTEITEINDZD, RT3 —< L AT A LV HE—T = AD
TFA L= RFTIEHY FHA,

HH%3r » SOYE. SVIIZ, BEDA v ¥ —7 = A AT A RITR L. 737 v FAVLAN
WCEEENDAIVERHDHZ EDHERHLTVET, COR—FE2EHTLINEZRET D DL
AL FF v TT, MACsec ¥ 7 DRV 7y MITART, BFEFBIVZETEEST, BE
L2 "7y by, B bAEE R L CHASNET,

NETA B RAENATA B ADE ST GCM-AES-128 %" R— b LTWE T, Z OREREIL.
EITHDONPE £ A=Y TR T 8 A,
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B oy 7i25% mMacse

MACsec 71 ~ =2/L%, IEEE802.1AE CEZEINTWET,

HEEDHIKBIE
*MACsec I, 2DV IV —2pary ba—7F— RTEIPR—-FEINTHERFA,
* MACsec 1 v ¥ —7 = A AIZIF—E D VLAN ID BLE T,
« ZOHHIY U —ZTIE, gemeaes-128 DAN YR — SN THET,

o AJMAITIZ. B REOB X OFEB RIS SCLOM TN R — K SR TWWEJ, IR1101 iZ=
VRV AT ATV, BRI SCL N v hOBZEEF LET,

« IR1101 1IMBEMEA 7y FEYR—FLTOERTA,
c ZORAIDY Y —ATIX, TmEMOH] DY FR—FINTWETA,

e gem-aes-128 DA, T L— Ny M EREEL T, B b SNy MRk 32 3
A MBEMENET, DD, MTUE Y 87 v 71, ELLEET 57291232 280
THLENDY FT,

e MACsec F—II MKA E¥ 2 — /Ll Lo TEHINET, TDOT /31 AT, MKA 23
MACsec ¥ —% Rr AL T — M D7D —DN NI T,

* MIB OH7HR— MIdH 0 FHA,

FEMIZOWTIE, KEZRLTIESN,
* MACsec and the MACsec Key Agreement (MKA) Protocol
* MACSEC and MKA Configuration Guide, Cisco IOS XE 17

MKA &% 5E O 15
ROFlEZMLTIIZE0,

conf t
aaa new-model
mka policy pl
key-server priority 1
macsec-cipher-suite gcm-aes-128
sak-rekey interval 3600
end
conf t
key chain cakl macsec
key 414243
cryptographic-algorithm aes-128-cmac
key-string 0 12345678901234567890123456789012
lifetime local 00:00:00 29 November 2021 infinite
end
conf t
int fa 0/0/2
switchport mode access
switchport access vlan 77
mtu 1532

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K
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| Cisco10S XE 17.10.1a D #iAE
BtxaUsc S0 S1t>z

mka policy pl

mka pre-shared-key key-chain cakl

macsec network-link

macsec replay-protection window-size 128
end

a2 FOXRT
cpp_cp WA R L E T,

show platform hardware cpp active feature soft-macsec server tx [dp] [item]
show platform hardware cpp active feature soft-macsec server rx [dp] [item]
show platform hardware cpp active feature soft-macsec server control [dp] [item]

F DD show 2~ K :

show macsec summary
show macsec status int fa 0/0/2
show macsec statistics int fa 0/0/2A

et o U7

Clear macsec statis int fa 0/0/2

FRravwo K
TRy ZHIZ 10MKA 237~ b &HTTLET,

test platform software smacsec mka-ingress

=atXxal)T4 (HSEC) 24> X

HSEC (HighSecurity) 74 > AZ, *v FU—2F 4% A (NENA) IZMZTRETE S
BEREZ A £ A T¥, HSEC 74 & A%, 517 LV ORESAIT 3t U 7o i H R 2 i
L £4, HSEC i%. BUEHMHANEIE SN TV AEZBLS T X TOEOBEREICH A EET
T TNHOET, KEFEHEDO Y A MIGEH I TWET, HSEC 74 B AR WG4,
SEC DR 7 3 — o A1T4 ST ~D IPsec Z/L—7 v k345250 Mbps (2[R &4 E 9, HSEC
FTA L AL > TZORIREHRTE £77,

ARV ESA A3 —T (4R

IR1101 THSEC Z AT HREE— N CLLIZKD LY TT,

IR1101 (config) # license feature hsec9

HSEC 7 A B ALV | #H LWHIRIESFIHFTRRIC 22 0 97, LW iR IE uncapped &
FEZAL, BREE— R HRO CLI CEHTE 7,

IR1101 (config) # platform hardware throughput level ?
250M throughput in bps

uncapped throughput in bps

IR1101# platform hardware throughput level uncapped

FROavy FEFATLEHEZ, memZHEZAATL—F &2 ) n—FLET, &EIL, L—FN0
ME#T D LAY =7,

1|
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B =cx2u5¢ tse0) 51€02

A REIA4T
ZOFHEREIZ LV . IRIIOL TR OWINE/ 7 A £ AZ A T oY HR— b LET,
* Network-essentials 250 Mbps
* Network-advantage 250 Mbps
» Network-essentials uncapped
* Network-advantage uncapped

* HSEC

EX
PLTFIZ IR1101-K9 OFITE, ZDOF A & A%, IR1101-A-K9 THRIATE £,
WOHTiE, SL-1101-NE/UNCP-K9 (Network Essentials Uncapped 7 1 7> A) %R L £7,

IR1101-K9 > Software Licenses

Expand All | Collapse All

(® Software Licenses

SKU Qty Estimated Lead
Time @
SL-IR1101-NE E 1 3 days

Network Essentials License for Cisco IR1101 Industrial ISR More

SL-IR1101-NE-NPE EXJ 1 3 days
Network Essentials NPE for Cisco IR1101 Industrial ISR More

SL-1101-NE/UNCP-K9 X1 E3 1 21 days

Network Essentials Uncapped License for Cisco IR1101 More

L-1101-HSEC-K9 7 A & > A%, WIZ/RT X 512, uncapped (L[R2 L) 71 & A ZEINT
HEEBMICEENET,

OPTION SELECTION IR1101-K9 Global Price Listin US Dollars (USD)
Configuration Summary View Full Summary Warnings (8): v
« ASelection from Shipment Package is required. Please adjust your selection. (CE202343)
Category O Qty Extended List « Aselection of IR1100-P-BLANK is required when no Base Module is selected. Please adjust the selections. (CE200440)
Price (USD)
SOFTWARE LICENSE ~
Software Licenses Option Search @ Multiple Options Search @ v
HSEC License IR1101-K > HSEC License Key v
MODULES N

Expand All | Collapse All
Base Module
(© HSEC License
Expansion Module

SKU aty Estimated Lead Unit List Price
Expansion Module Placement Time @ (USD)
ACCESSORIES ~ L-1101-HSEC-K9 X1 €3 aty 21 days
Antennas U.S. Export Restriction Compliance license for IR1101 More

Subtotal 1,182.89

Estimated Lead Time 206 days

== .
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| Cisco10S XE 17.10.1a D #iAE
txa277—574 Foant [

Cisco Software Central

ZDOHARTIE, VAQARAY— " TA VU RABEL, 77T 471k, BLOERT S HEICS
WTHBALET,

https://software.cisco.com/software/csws/ws/platform/home?locale=en_US&locale=en _US&locale=en_
US#

X7 T2 T4 THEDEMEL

X 2T T —FUALTE, TRTODIOSXER—ADTF Ty h 7+ —L FEDARL—IUF 84
A3 NIST SP 800-88r1 YLD Z 2T ET D a~y REHEH L CHEUICHEESRD L2127 5
DDV AARKOA =T F7TY, ARERRY HIZ, 10T 77 v b7+ — 2%, x5
ENG Oi%itE ZNETOT T v b7 4 — L THHAARER BEZITH L 9,

ZOMEEIX. RDI0T 7T v 7+ —ALTHR—FENFET,
« IR1101
« IR1800
« IR8140
« ESR6300

X T T —E UL TOFIMENEITIND &, LTFRNHEHESNET,

«IR1101, IR1800. IR8140 : NVRAM, rommon £, 7 — F7 7 v =, B XN msata

* ESR6300 : NVARM. rommon &4y, 7 — 77 v
o<y ROETH, V=X X LHHEMEFEOT 7 40 ha%E (FR—1— k9600) Trommon > 12
YRR ET, TFIP X v ar—K (F7 v h 74 —LATHR—hSNTWHEE) £-

1T usbflash Z /1 L CIOS A A=Y CEENITAET, 7= b7 T v ald7r—~y hENRFEH
/IJO

TXATT—RT4 TOEFT
ZOBRREADICT DI, WEFEITLET,
Router#factory-reset all secure

The factory reset operation is irreversible for securely reset all. Are you sure?
[confirm]Y¥Y
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Cisco 10S XE 17.10.1a D Fitgae |
. raw V7 X —JF7 54 THRECL

EE ZoOBREIIEEFER»DDBEERH D £9, EREZANEIRNTL ZEN,
a<wr ROETHRICR 7 2R L, 10S XE #RET 5 12id, ROFIEEZFEITLET,

Router#show platform software factory-reset secure log
Factory reset log:

#CISCO DATA SANITIZATION REPORT:# IR1800

Purge ACT2 chip at 12-08-2022, 15:17:28

ACT2 chip Purge done at 12-08-2022, 15:17:29

mtd and backup flash wipe start at 12-08-2022, 15:17:29
mtd and backup flash wipe done at 12-08-2022, 15:17:29.

raw V4w hX—T 754 JKRFE CL

JFERMA X —T oA ADraw V7 NX—TT 54 T1E. $ERDOI0S 7T v b7 +— LITAE
FELTWRERED 1 5 TY, 17.10.1a D—E & LT, Z DIEREIL I0S-XE R—AD 7T v k
T A —ANIERENE T, RO EFFOH LW CLI S raw V7 v O FIZEMENE T,

Router (config-line) #raw-socket tcp keepalive interval

CLIOZERE

17.10.1a LARE D 10S-XE 7°7 » b 7 4 — A TiX, CLIOEENRH Y | 181D CLI 23 raw Y 7 >
FO—FE LTGEMENE Lz,

{EIEIX, raw-socketidletimeout =< RIZR3 25O TT, LLEIOFRE Tl DAz FHA LT
WE LR, BERICESNWTEA LT U NERET DAV a /73>Lbﬂéz"bi L7,

Router (config-line) # raw-socket tcp idle-timeout [0-1440] [<0-59> | cr]

BIOCLIZX, raw Y7y NTCPZ FA T NaZ VT TAHRODEDTYT, T~y ROFEX
IZ clear raw-socket line[1-145|tty|x/y/Z] T3, # :

Router# clear raw-socket line 0/2/0

\}

() clear raw-socket line % B449" % & show raw-socket tcp sessions 2~ > Kivbraw Y 7w b7 5
AT MDOraw Yy vy arBD 7 V7T ENET, #Eitid. TCP NV R = A 7RI
SENFET, THUL. TCP#EiA o % —7 = A AT shut/no shut #FE(74T 52 & TERTE £
j—o
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s 11 =

A4 xXaLb—3 74 ILDOEH

11l

ZOFEF, WO THMEINTHET,

e T 4 X2l —ay T AOME (145 2—)

e VT MU T N—=T g UOfER (146 RX—)

ccopy BEL W boot 2~ REMMA LA/ Sy r—YOEFEBRLEE (146 X—)
e WebULIC L DNL—F A A—2DT v 77 L—FK (148 ~—2)

aA274FXa2aLb—23Y 7714 ILOBE

a7 4 FXal— a7 rAMZE, BEOY R Al —F 4 VU TFRA R (V=K T
LA —N— A T E) OBREE I AT~ A XTHT=DIfEH &5, CiscolOSXE
TR =T avry RREENRTVWET, a~v 2 NI, VA7 A58 L7- & X (startup-config
TrANNPE) | FEEFarT7 4 F a2l —r 3 F— RTCLIWCa~vwy RE AT LT E =T,
CiscoIOS XE Y 7 b 7 = I X o THMT (BEHE L OVEIT) ShvETd,

AVI74F2AL—3 v ITF7AILDEAT

AB—= KT v Far7 4 Xalb—ar 77 A/ (startup-config) I&£. Y7 b U =T Zi%iEd
IO AT LAOEBFHIMEH SN ES, FfTar 74 Falb—ar TrAb

(running-config) (21X, Y7 b = 7 OBEORENGENTVET, 220037 4 Fab—
var 7y ANMERIADOREICTEET, L zE, ar7 ¥ ab—a UEKBNTIER
SEHIRZIERTHEERHY £3, 20X 9 784A . configure terminal EXEC =2~ > K%
FEHLTHEITar 74 X2 b —va 2K HLETH, copy running-config startup-config EXEC
avy P L TREZRGFTLZL1E3HD A,

FiTar 7 4 X2 b—a VEETETHITIL, configureterminal 2~ > RZ{#HH L E 9, Cisco
IOSXE 27 4 Fab—yay T— FOMMARHIIE, @i =~ M3 IcEZrsh, AN
EHFELEay 7 4 Fab—varE— RER T LERATE T2V 74 Falb—var 7y
A MTRIESNE T,

AZ—R Ty arZ 4 Xalb—rary 7rANEELTHIZIE, copy running-config
startup-config EXEC 2~ > REMH L TAX— 7 v 7 ar 74 ¥alb—va VZEfTar
TAX 2=V ay TrANVERET LN, 77 AN —=N=PORF— T v T a7 g
Xal—var~ar74Fal—vary 7y Eat—LET,
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AVT4F¥IL—Yav IFALOER |
B o oro=7—caomsn

aAVI4XaL—3Y T74ILDBER
AT 4K alb—Tary TrAMT, IROBFRICRETAZ ENTEET,
cFEfTar 7 4 X2 b—a VT RAM IS IVE T,

« AH— KT v 7 a7 4 F 2 b—13 3 T CONFIG FILE BREE A S CHIE SN HATHK
M ET,

CONFIG_FILE Z%%i%. 7 7 #/L h TIEINVRAM 2720 £, RO T 7 A )b T AT LD
TrANVBIEETEET,

» nvram: (NVRAM)
* bootflash: (N7 T v =2 AE V)

» usbflash0: (S USB A7 4 7)

N \\_ o~ O ~ g

) L)z T7 IN\—2 3 U DFERR
CiscolOSXE Y 7 b =T DR r—T7 7 A E, VAT EAR—KRDT T v a5 /3 AD
77 v va (flash:) FIZTENRDIET A ZDWNFINITH Y £,

show version ¥4 EXEC 2~ REMHATH L. TXAMATHEBHLTNWD Y 7 by =T /83—
vVarEzlRTExEd,

)

GE)

show version DHEIZIZT XA ZTBEIL TWAY 7 "h T =T A4 A—UNEICERINET
N, BKBICERENDETALITTHHMEORETHY, V7 b =T I7A4 8 AE2T v
JL—FRLTHEEINEEA,

F7o. dirfilesystem: FHEEXEC 2~ > REMFH LT, 77 v a AE VIZRF L T 5 AEEME
DHHMDY) T N T =T A A=V DT 4 V7 N A EFRTEET,

copy 5K UbootaT Y F#EALEHENVT—DDE
E =
H LT
HEN =T ST — R A2, V—Z D bootflash: T 4 L7 RV ICHE/Ny r—
Chat' —LET, T LTHE NNy —T0a bt —2ER LT-#., ey — T AL
EESTCT— b THELIN—FEHRELET,

WOFENL, bootflash: 7 7 A VL AT MIFAE/N I —V T 7 A NVE I —FT 5 HEERLTH
F9, X5HIZ, bootsystem 2~ REFEHA L CE#HTLLIICay 7 Falb—var LY
ABHEREL, ZOa< Rk V., bootflash: 7 7 A LT AT AMUEFEEN TWEHEE /Sy
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| avoqFar—varv sz L0EE
copy & Uboot 17 FEALE#E Svr—ongEesz |

=V EHEHALCE#T L LI N—Z IR LET, FDO%k, #H LWELE copy running-config
startup-config 2~ RIZE VD RIF S, VAT ANV r—RENTTrEeARK T LET,
bootflash 7 1 L7 N ONEEZ KRR LET,

Router# dir bootflash:
Directory of bootflash:/

13 drwx 278528 May 19 2022 05:20:04 +00:00 tracelogs

11 drwx 4096 May 17 2022 14:24:54 +00:00 .installer

84 drwx 20480 May 17 2022 14:22:00 +00:00 license evlog

83 —rw- 30 May 17 2022 14:21:41 +00:00 throughput monitor params
12 drwx 4096 May 17 2022 14:21:39 +00:00 .prst_sync

22 —rw- 335 May 17 2022 14:20:50 +00:00 boothelper.log

14 —rwx 41040 May 17 2022 14:20:39 +00:00 mode event log

259 -rw- 682679541 May 17 2022 12:54:32 +00:00

1ir1800-universalk9.17.07.01.SPA.bin

FH LA A—T % bootflash: 7 4 L7 b U Zav—LET,

\)

GE)  EXa7at— (sp) 2EHTHITIE, EMICSSHOREL LY N T v 7T 20LENRHY F
9, [Configuring Secure Shell] ZZM L T 7ZE 0,

Router# copy scp: bootflash:

Address or name of remote host []? 192.168.1.2

Source username [xxxxx]?Enter

Source filename []? /auto/users/IR1800-universalk9.17.08.01.SPA.bin
Destination filename [IR1800-universalk9.17.08.01.SPA.bin]?

This is a Cisco managed device to be used only for authorized purposes.
Your use is monitored for security, asset protection, and policy compliance.

Password: <your-password>
Sending file modes: C0644 208904396 IR1800-universalk9.17.08.01.SPA.bin

[OK - 208904396 bytes]
208904396 bytes copied in 330.453 secs (632176 bytes/sec)

bootflash: 7 4 L7 Y ONEFEERLET,

Router# dir bootflash:
Directory of bootflash:/

13 drwx 278528 May 19 2022 05:20:04 +00:00 tracelogs

11 drwx 4096 May 17 2022 14:24:54 +00:00 .installer

84 drwx 20480 May 17 2022 14:22:00 +00:00 license evlog

83 —rw- 30 May 17 2022 14:21:41 +00:00 throughput monitor params
12 drwx 4096 May 17 2022 14:21:39 +00:00 .prst sync

22 -rw- 335 May 17 2022 14:20:50 +00:00 boothelper.log

14 -rwx 41040 May 17 2022 14:20:39 +00:00 mode event log

259 -rw- 682679541 May 17 2022 12:54:32 +00:00
ir1800-universalk9.17.07.01.SPA.bin

12 -rw- 208904396 May 17 2022 16:17:34 -07:00

ir1800-universalk9.17.08.01.SPA.bin
AR =V 7 7 A NVEFHLTCT = T DLV —FZHELET,

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # boot system bootflash:ir1800-universalk9.17.08.01.SPA.bin
Router (config) # exit
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AVT4FaL—2av IFALOEE |
B wevicsz—542—vo79 75—k

REDEFZHER L ET

Router# show run | include boot

boot-start-marker

boot system bootflash:IR1800-universalk9.17.08.01.SPA.bin
boot-end-marker

FFarr74FXalb—vargat—LUURFELET, 0%, V=%V n—RT5L, &
£ UToik e CREEI L £,

Router# copy running-config startup-config

Destination filename [startup-config]? <enter>

Building configuration...
[CK]

Router# reload

Proceed with reload? [confirm] <enter>

Dec 04 17:42:54.445 RO/0: $PMAN-5-EXITACTION: Process manager is exiting: process exit
with reload

Initializing Hardware ...

WebUl [CKBIL—BF A A—DF7y T L—K

—H1E, Weba—H—A L H—Tx (A (WebUD) ZfEHALCT v 77 L —FK+T252¢LH T
T FET, WebUIOFEHFIEOTEMIZOWTIE, Webz—W—A % —7 A A (WebUD) |
DEZBHLTLTEE W,

WebUI % iEL#) L 72 5. [Administration] ¥ 7 \ZBE L £,

@ Ul Oscomiezke micmces | | #BHOOE | @

ENABLED. art Licensing Using F ENABLED
IR1821-K9 erial FOW2447POEY

Lo s o s o v

Y Entitement tag Y Count Y stws A4
(IR1800_P_250M_A) 1 IN USE

[Administration] > [Reload] Z#R L T, V—FZ U r—RRLET,
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| av74F¥aL—vav oz roEE

B Gl gmomez

WebUl =k BL—45 4 A—SnFvToL—F ||

RGN A T v a BB, [Applyl 227 UV v 7 LET,

s

Dashboard

Cisco IR1821-K9

17.9.20220512

Administration~ > Reload

@® Save Configuration and Reload.
(O Reload without Saving Configuration.

(O Reset to Factory Default and Reload.

Apply

[Administration] % =7 @ [Software Management] Z &R L £, PC EDOH LW IOSXE A A —
T ANDGFHEBZRLUET,

S A BBOCA ®

n- > Software Management

Transport Type My Deskiop v Manage

Source File Path* £ Select File

[Administration] > [Management] > [Backup & Restore] Z# iR L EF, T v F v T hH—HF |
AA=VT A NEab—LEd, ZOFITIE, HTTP 2= IEH L ET,
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AVT4FaL—2av IFALOEE |
B wevicsz—542—vo79 75—k

Administration * > Management~ > Backup & Restore

Config File Management

Copy To Device
File Type Gonfiguraton
Transfer Mode HrTP

Backup existing startup config 1o lash? @Yes ONo

Source File Path* £ Select File
v Download File

WebULl @ FECH A 7y B — R4 774 avz s Uy 7 LT, REXIRELET,
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.18
=5 =0

Z L L) Cisco IOSXE DA > X b— L AE

ZOFEF, WO THMEINTHET,
e NRURLE—REALS VA F—LE—F (151 =)
A A=A AT FERHER LY 7 Y27 DA A b=/ (152 =)
e A UAM—Navw s REMFEHLEZY 7 "o T OA A F— VBT HHKEE (1523—
)
c A UARN— LAy REFEHLEY 7 NI =T OA A M— BT A (152-2—)
o REMH (164 X—)
s A AP N aw U REMALEZY 7 NV T A VA N—NDRNT TN a—T 47
(170 ~=—3°)

N RILE—FESA R BFP—ILE—F

[oT /L— % TFAT ST 5 Cisco IOS XE 1%, %, /N FVEEIE— FE2MHEH L ThET,
ANy RVEBENE— NI A RS & S IFHXI, B—DEMEA A —V 2R L ET, —iedms
FHHIX, <product>-universalk9.<release>.SPA.bin T,

ZOE—RTIE, v—HL ON—KRT 4 A7 7T v va) 71TV E—F (TFTP) O bin
A A=VEMHEALT, AEShEZT— b ARNRESES, bin A A—VRH CRsd
DLV T EiF, —2E, EETOMICETAA—VEMETOLEN DL I L2 ERLE
To THIZXY, —ZZEBTD-DICL Y ROWIFR N> TV LT,

N—BEF L= a3 VD IOSXEWLT v 77 L— R 5121E,  Tboot system] 238 LY/
TV 2T AA=TVERA LT HEIICLET, ZOHETISMbATERY, ®asED
A FICFEMPRH SN TOET,

IOSXE U U—A 17.9.1 LI, A > A h—/LF— K LT 5 5 LW EREIT— K28 [oT L—#
WZiBmsivE Lz, A A h—/LE— R TlL, packages.conf 7 7 A /WZ L > CTagArl b s
T—=hT7 Ty valln— REnNAyr—UBMERINET, ZOHETIE, Y7 =T 0
A VA=A TaE A% LY ERICHECEET,

A VAPM=NE—FRTIE, Z7ANHICT—Fr 759321280 %L DAN—ZANBNMETE,
Ny r—ViE binA A=Y X0 bFnick&E<, WA LT A XRNE R £,
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# LU\ CiscolOSXEDA >R b—LAi% |
. AR =LAV FEFALEYI LI TOL VR =)L

AVA =LA FFFERHALEY IO T7DA R
k—JL

Cisco IOS XE 17.9.1 LAF%. CiscoIoT V—HXT 7 4/ TA VA h—)LE— R CHm SN F
T, 2—%—f, —HOingal a~> REfEALT, 77 v b7+ —2%EH) L. CiscoIOS
XEY7 bz T =V a (T v 77— RERIIFU T L —RKTEET,

A VA =)LaAT U FEERALEZY IO T7DA4 VR
F—ILICEAT S HIFEIE

e ALV A PF—)LE— RTIE, VAT LAOHBEENLETT,

e SMU DA A M—JUiE, N RAEREBIT—REA VA FM—LE— RO HFTHR—F X
NVTWE L7z, CiscolOSXE U U —R 179x LI, N—F B0 RLE— RTlREj Sz
e, SMU DA VA FM—/UHEIESNET, LV—FNBA A h—/E— RTEEIx T
e, SMU OA A F—/UFLHTO U U — R L [FERICHERE L £ 7,

AR =LA FEFERLEZY IO T7DA R
F—ILIZEET 515

CiscoIOSXE 17.9.1 U U —A0 5, IoT V—# 3N RLVE— R TIERLSA VA h—LE— K
THRFENET, LT, TENSOH LWL —FITTRTA A —/LE— RTie#) L
N

IOSXE DLETDOV U —AZEF L TWBEHFEDA A h—/LiZid, BB T T, N Rb
T— RTTF A AEFEmEHHT AT a DbV ¥, £ TA A2 VA b—
JVE— RIZEBTEET,

A AP—=NLF— KL, HEE—F Lo bo—JF—FOmGFICEHATE £,

HLWU Y —ZX, vManage #fiH L CTA > A h—LF—RTA A =L TEXEF, I0TOD
R FND 72 E DM OFH Y — /v id, fpko V) UV — 2 THRIHFERIZ/2 5 TETT,

WOFIZ, N RILE—REAL VA F—LE—RFRDOEWERLET,
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| # LU CiscolOSXE D1 >R b—)LAik

RKRENVEILE—FESA VR M—=ILE—F

1oz b—nE—koTnwz7a— |}

N RILE—F

AVRXF=ILE—F

ZOFE—RTHE, a—H Ov—RT 4 AT,
7 vva) £ E—F (TFTP) @ .bin
AA=VEMBHLT, G Shi7— e
TARREEENET,

ZOEFE—RTHE, 77— uEBRIZu—0V
(77— hr7 7 v =) @ packages.conf 7 7 A
N LET,

ZOFE—RTIE, 12D bin 7 7 A LEFHH
Liﬁ"o

ZDOF— KT, bin 7 7 A /VFES N
pkg 77 A NMCEEHZ HNET,

CLI :

Router (config) #boot system
bootflash:<filename>

CLI :

#install add file bootflash:
commit]

[activate

ZDEFE—RTT v 77 L— R 52, boot
system BT LWY 7 R =7 A4 A= %R A
YRTLHEOICLET,

TDOFE—RTT v 77— KT 5120%, ingall
a~v s REFHLET,

A A=V OHET v 77 L— K #H LV Field
Replaceable Unit (FRU) 723E ¥ 2 78I ¢ —
VA SNTZY A, T2 7 4 772 FRU L H
L= 3 »TH LWFRU & E179 51203,
FENC K DEEPMETT,

A A=V OHET v 7L — K HLWFRU
NEY 2T ¥ = HEA SN A. i
A3 HFRUIEL, 7277 477 FRU &RIHIL
TAA—UN—=V g VIZHEB T v 77 L—FK
SnET,

O—)LNy 7 O T N 2T AT
YADEF (SMU) ZAEH L TURTOA A —
Jiea =y 735120, HEERIO Y v—
RBENZ R D561 H 0 £7,

m—/LNy 7 D 1EOY v— T, 5Dy
F%Ete, CiscolOS XE ¥ 7 b v = 7 ®LLR
DNN—= g o~ —)LNy 7 GBI LE
ﬁ‘o

A A M—ILE—FKOT7ALERT7A—

A VA= NE—RKDTrEAT7O— |, TV T+ —LTY T T =2T DAL AF—)LE
Ty — REEITTAEOORDI>Oa~vy RTHERSNTWET : ingalladd, install

activate, 3 J WNinstall commit,
D71 —F v — M,

Process with Install Commit

install =~ > REFEHA LA VA M— LT a R &AL THET,

. . Subsequent
Install Add Install Activate Install Commit Reboots
Copies new | Installs software »| Commits the o .
software | package recently installed = rzg:'r:}t? l:ﬁ:fa:lgz
package to the copied in the software package soitwar‘!er! ackage | =
device previous step so that it persists P g .L_Fx
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# LU\ CiscolOSXE DA ~ R b—LA% |
. AR F=ILE—FOTOERT70O—

ingalladd =2~ RiZ, Y7 ho=T X r—Tua—ALERITY)E— FOBPAINLT T v
N7 —LZabt—LEd, Zoavr RE, Ny =Y 77 A NVOfxDarR—r M
P78 sr— L packages.conf 7 7 A MBI LET, £ 7 ANV ERIEL T, 4 A—
T7ANBINDHA VA N=ATERDT Ty b7 +—LHADOLDTHDLZ L AR LE

7

WDa<y FOHINIRENTWNWDE LI, Y7 M7 T Ry =30 ODOGFTICEN
TBITET,

IR1831#install add file ?
bootflash: Package name
crashinfo: Package name
flash: Package name
ftp: Package name

http: Package name
https: Package name
pram: Package name

rcp: Package name

scp: Package name

sftp: Package name
tftp: Package name
webui: Package name

install activate =~ > Ri%, SERBIEEFEITL, ingalladd =2~ > F&fH L TR CTBINE
NNy r—vETunerva=r 7 LEY, o VAT LAY e—RE M) T—LET,

install commit =~ > KX, install activate =~ > R&ZFH L CRIERECTT 77 4 T &= 3y
F—UhHERL, Ve— RELEHRF IS L2l LET,

\)

GE)  HEHE2A L A=A THE, ENCA VA=V LY T b 2T A A—UNEBRINET,
ENREFTYH, 1 ODOT A AZA VA R—=NLTELDE 1 DDA A=V DIHTT,

WDO—HEDA LA F—La<y RBRFHTEET,
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| # LU CiscolOSXE D1 >R b—)LAik
12 b—nE—rornezzo— [}

RIGAVAI—ILOATVF—E

avw v R B =L
install add install add file U A= NRohr—T BE
location:filename.bin OSMUDHNER Y7 R =7

URY hVIave—LET,
77 A NVOEETILe — LT
HUE—FTHNENER
o ZDOa<wy NIkDZ &
EITVWET,

e T FANDF = 7Y

A, TTY RN T A —LD
HEMET = > 7 72 Eh i
GELET,

R lr— O % D2y
A= Nt T3y
/r—7 & packages.conf [T
JEBA L £

s A A—TVHhu—HINA
N RJiZar—L, &
DOFIMETHEHATEL LD
I LET,

install activate install activate ingalladd =~ > RZ&FEH LT
BIMENT=Z N r—T%T
T4 7 LET,

» showinstall summary =<
Y REMEHLT, TS
T A TIRA A= TR
LET, ZDOA AN
TIT 4 7EENET,

oavwy REERITTD
L. VAT AR B—FR
SNET, TIT 4 —
Ta lERATT oM E D
MEMER L ET, MR
07 & BRI R
THIIE, Zoa<wr R
& prompt-level none & —
U— REfHLET,
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# LU\ CiscolOSXE DA ~ R b—LA% |

avy kR

B

S

(install activate) auto
abort-timer

install activateauto-abort timer
<30-1200>

auto-abort timer [ H Eh1 12 B
BEi, 77 v MEK 120
7T, FRE SN RFRRNIC
install commit =t~ > K3 3E4T
SNRWGH. T 7T 4 —
varZavAdhikEn,
VAT NIRFRIZAI v b S
NIIRBEIZERE Y £,

« ingtall activate =~ > K%

FITLRBLHA~—D

EEEETEET,

install commit =2~ > R%
A ~x—ZfFELL, A~
A b= at R EEAT
LET,

install activate auto-abort
timer stop =~ > NI,
Noylr—T%ay b
FTIHA~—%EIELE
R

el 7 a7 N & HE
ICEERLT 512X, o=
~ v K& prompt-level
none ¥ —"U— RZ&fiH L
7

Zha<vwy KNI, 3 AT v
TA LA RN—=LDNRY T
Y R TOREHTT,

install commit

install commit

install activate =~ > K % {#
LCT 77 4 7k &iz Ny
r—VikaIy L, Vue—
FELFET 2L 21T LE
R

* showinstall summary =<
YREMFHLT, 23y
FSATWRNA A=Y
TR LET, ZOA
A—=URaIy bIE
D
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12 b—nE—rornezzo— [}

avU kR B S

install abort install abort AL A= HEHRIEL, VA
FAhERBICaI Y FERT
REBICE L £,

s ZOavwy RNiE, Ry
r=YIT 7T 4 7 E
niikie (=3 hsh
TV IRER) DHEIC
DHEH S ET

« install commit =< > K%
EHLTA A—%TT
a3y hLTWDEA
1%, install rollback to =+
YV REMHEHLTEALD
W= g VZRD £,

install remove install remove {file<filename> |5 o F 7 3 —A U R R
| inactive} IBIET I T 4 T IS

VEHIBRLEYS, Zoavy
Rafif LT, AN—2 %/
BLES,

sfile: fFEESNZ7 714V
ZFHIRLET,

sinactive: 3E7 77 4 7 7¢
TrANETTHIBRL
F7,
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# LU\ CiscolOSXE DA ~ R b—LA% |

avy kR B B#)
install rollback to install rollback to {base|label | |[{fEfEENTWAB A 2 A F—/L
committed | id} BAY M, BRI I Y R

SNfeA VA M=K A b
W, Y7 =Ty bE
a—/ Ny 7 LET, 2D
< FIZIER D X 9 728 BN
b0 ET,

U m— RRLETT,

Nyl —IMNaI vy bE
IR RED G AT D A
A%,

R T T T N A EHEN
ICEERT 512X, o=
~ v K& prompt-level
none ¥ —"U— R&fiH L
7

GE) PLAT DA A —~
DAYV A R—)LD
2— )Ly 7
1T 5%A1%. U
BIDA A —T1FA
VA R—/LE—F
TA VA=V
NTWDLHEND
DES, N
£— N Ci% SMU
a— LN 7 DI
AT,

install deactivate

install deactivatefile <filename>

7Ty b7 —LURT Y
Moy r—UEHIRLE
T, ZOa~vr N, SMUT
DHYHR—F SN THET,

R T 0T N B EHEN
IR 5121, 2=
~ o K& prompt-level
none ¥—vU— R&fEH L
7,

KD show 2~ AT £9,
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TI3Y b T H—LEA VR —ILE— FTED .

=& 10:showa<w> FO—&

av R X B#

show install log show install log TSy N T — AN T — X
NIBIZF TSN TRTD
A A b= VEBRAEDEIE &3
R i S D=

show install package show install package <filename> | $5 & & 7= pkg/.bin 7 7 A /L
BT HEE ARt L E T,

show install summary show install summary A A= NR—T g v EFNIT
KInT DA A M—LIREED
R e D= S

show install active show install active TIT 4 Ty — B
T o a iRt L Ed,

show install inactive show install inactive ET T 4 TR I —DT
B ofematett L £,
show install committed show install committed a3y bERERy =D

B oiEmafett L £4,

show install uncommitted show install uncommitted a3y REN TV Sy
T=UICBET S REE L
=7,
show install rollback show install rollback {point-id | | /2 KL TWVWA A R F—/b
|abel} Ao v MCBRATT iz
Ry lr—VuRRLET,
show version show version [rp-dot] [installed | )\— R =7 275w K
[user-interface] | provisioned | | 7 4 — 2 pfEsR L L 40, B
running] ED S b — D\ B % i i
ZFRRLET,

TS99 b Ir—LZEA A F—I)LE— KTEE

H—Da<wr K (1 AT v 7A A M=)V FRFEEOENOa~F QAT v T A A
h—) ZHEHLTCY 7 b7 =T Ry =V A A=V LT, 777474 L, 23Iv b
T&EFET,

T b T =B RV E—RTEEL TWASEE. | AT v 7 A VA M—)LOFEZH
LT, A RILE— KNS A VA M—)LE— RIZEWTAVENH D ET, ZOH%D
T N T =L TODA VA=V, T 7T =Rt 1 AT 7TERIE3I ATy TONRY
T RDOWTNINTEITTEET,
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# LU\ CiscolOSXE DA ~ R b—LA% |
B 1279 F R L ELRAY FLE— FD A VR F—LE— FAOEH

show romvar 33 . (N showbootvar 2= > FEHHA LT, T XA ZARED XL HICEITH L H I
BESNTWENEFERTEXET,

Router#show romvar

ROMMON variables:

PS1 = rommon ! >

CM = IR1100

DEVICE MANAGED MODE = autonomous

LICENSE SUITE =

RET 2 RTS =

THRPUT = 250

BOOT = flash:packages.conf,12;

LICENSE BOOT LEVEL = network-advantage,all:IR1101;
BSI = 0

RET 2 RCALTS =
RANDOM NUM = 212626522
Router#

Router#show bootvar

BOOT variable = flash:packages.conf,12;
CONFIG_FILE variable does not exist
BOOTLDR variable does not exist
Configuration register is 0x2102

Standby not ready to show bootvar

1RTYTA VR M=ILELIEINY FILE—FFNBA VR F—ILE—
FA~DZEH:
A\

GE) e T RTOHOCLITZvay GBI, 7774747 L) BRETINET,

MRIEINTWRWVWERENMIHEND &, RERTFET 07 MRFEREINET,
cZDU—T7u—D2FADAT vy T ORIC, Ve— a7 ERFRINET, MR
77k EHBEICER T 521X, prompt-level none F—U — F&#H L £,

e 717 R LoULIA [None] ICRRE SN TNT, BIESN TWRWRERDDHEAE. 1
AR—=FRLET, a~r REFRITT IR, REEZRGTHILERDHY £,

PAFTHATE1IAT v 7A A M= NVOFEEEHA LT, N L7 — E— RTETIN
TWBET Ty " 74 —bEBA LA —LE—RIIEHLET, o~ FOETH, 77 v b
TH—bIFIA VA =NV T = E— T 7 —FLFET,

BTN AT Y TA VA NVOFEEFEHLCT Ty N7 —L%ET v 77— K352 L
HTEET,

ZOFIETIL. HHE EXEC &£— K Tinstall add file activate commit =~ > F&Z{EHL T, V7
NG 2T Ry —T%A ANV L, TTY N 73— EFH L=V a7 v 77—
l\\‘ L/ibdéo
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327y 7102 k=1 |

Flig
ARV FERET7IV3 Y By
AT 71 |enable K EXECE— REEDICLET, T 7 gk
%l - RENTEBNRNAT—RE AN LET,
Device>enable

R w 72 |ingtall add file location: filename [activate commit] VT RI 2T LA VA= R r—Tkhn—h L
i - F7213V E— bogFT (FTP, HTTP, HTTPs, £7-
Device#install add file [ TFTP #Ef) NH7 7y 74— AlZab—
bootflash:<router_ image>.SSA.bin activate commit L. .package 7 7/1)/1/0)1@}‘7 DarR—x hEH
73 - — Uk ¥ packages.conf 7 7 A JUIZJER L
F9, 7TV T A=A BLIA AT NN a
DRGFEB KO AT = v 7 2T L, Ny o —v
70747k, FORyF—T%aIy FLT
BHEEIY v — FLTHHMERFFSND KO LET,

ZoAR REFTTDLE, Ty P T =N

H—REhET,
R Ty 73 |exit HBMEEXECE— R&E&TL, =2—Y—EXECE—F
15“ : L:E D 1’9‘*@

Device#exit

3RTYTAAR =L
Y

GE) c T RTOHOCLITZvay GBI, 7774747 L) BRETINET,
REESN TV ARWRENBEHIND &, RERGFET 0 7 IRERENET,

e ZPDU—r 7u—Dinstallactivate AT v FDH%IC, Vu— R7a 7 MRRRINET,
e 7 a7 N BRI AR T 5 121X, prompt-level none ¥ — 7 — R&FEH L £,

3AT v TFA LA M—AFEIEIL, TV 8T —LNA A= VE— R0 T2 % TORE
HATEET, 2oF 7y a itk A2 MR L 0L OFHELHIEN G- &
ij‘o

ZOFIETIX. ER o install add, install activate, 3 X Winstall commit =~ > R&fEH L T,
VT 2T NN lr—V%AVA RV L, TV N7 —2EH L= g NIT v 7T
L—KLET,
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# LU\ CiscolOSXE DA ~ R b—LA% |

FIg
OV RFEREEFETIVaY By
RTwvF1 |enable FiMEEXEC E— F&ARICLET, Tm 7 IR
- FBRENTEZERRAT—REANLFET,
Device>enable
w72 |install add filelocation: filename VI RNT2T AL A= Ry Fr—T% Y F— |k
i - DYt (FTP, HTTP, HTTPs, F7-I3 TFTP#%H)
Device#install add file h '5 70? 7 ]\ 7 j;‘_‘\b\@l = e Ij\o .paCkage\\7 7 /])
bootflash:<router_image>.SSA.bin NOEx DAL= N TRy r—V8 XD
packages.conf 7 7 - JWZJEBH L 4,
RTw 73 |showinstall summary (ATvay) A A==V g EZRUTHIET
B - A A M= WREEOBE 2 52l L %77,
Device#show install summary
R w74 |install activate auto-abort-timer <time> PIRNGBIN SRy r—2% T 75 0 7L,
Bl - 7y b7 x—sEYR—FLET,
Device# install activate auto-abort-timer 120 « VT NI =T DREA VANV EETT LY
HlE. RN =Y T AN ERELRNT
<TEEV,
3AT T A UVA =D T h T,
install activate =~ >~ R T auto-abort-timer 75
HENICBRM SN E T, A ~—DFT 74/ b
1E 120 3T, Z A ~—OHIR I D HTIC
install commit =1~ > RNEIT SR WA,
A A b= TrEATHEMICTIES N E
T, 7T v b7 x—bN) a— K&, KE&IZ
a3y hENTEAR—=Va rTEBILET,
RTw 75 |install abort (FFvay) VIR T AL ARN—=LDT Y
i - T4 7feEIEL, 7Ty b7 - AR RRIC=
Device#install abort 3 ¥ ]\ éj’w":/i*—“/\a :/L:)j:% Lij—o
s Z DAY NI, A A=VNT I T 4 TbEN
TVWHREBTOAMEATEES, A A—VR=
Ly FENTKREOGEIIEHTE EE A,
RAFw 76 |install commit LWy —DAf A M—EaIv kL, U
. B RO EEARES D XIS LET,

Device#install commit
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tvz2b—nE—rTn7yITL—F |}

ARV FFEREETIVa Yy

E:)

A5 w771 |ingtall rollback to committed (AFvav) gFICaly FLIREBIZTZ v B
i - Tr—hrn—nnNy 7 LET,
Device#install rollback to committed
27w 78 |install remove {filefilesystem: filename | inactive} (AFvay) V7ho=2T AV A=V T7A
Bl NEHIRLET,
Device#install remove inactive ofile: BFEOD 7 7 A NVEHIBRLET
sinactive : REFEHB L OIET 77 4 TIREEDA
VARV T 7 ANVERIBRLET,
2T w79 |showinstall summary (A 7V ay) BIEO VAT AOREICET H15H
i - AR IALET, ZOavr FOMNIE, Zoa~vr
oo ] FXv HicFEfTEnz ingtall 2~ RIS U T
evice#show install summary
2L ET,
A7y 710 |exit F#HE EXEC £— RZ#& T L, =—+— EXEC £—
1§|] : F\GZE @ jzﬁﬂo
Devicef#exit

A 2AF—=ILE—FKTO7YTIL—F

1 AT PA VA= NVEFITIIAT YIS VA —LVE2HFEHLT, f VA —)LE— TS

TN TF—LET v T T L —RLET,

A2ARA—=ILE—FKTODEAYDY L—F

BT —REODA A—NA VA R—LF— RTA A =L ENTWAESL . ingall
rollback =~ RZFEH L CHEYIRA A—C2RA L bTH2 810k, 7Ty b7 3r—2%
PlHiONR—=T g N Z o 7 — R LEd,

Zoingtall rollback =~ RiZ77 v b 74 —b&Va—RL, HIOA A=Y TREILE

B

\}

GE)  install removeinactive =~ R&EHEH L CRID 7 7 A L EHIR L TOARWIEFICO A, install

rollback =~ RIZRIh L £,

F720%, ingtall A~ REEALTEHEWARA—VEA VA M= T B2 THEY T L— KT

HZEHTEET,
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# LU\ CiscolOSXE DA ~ R b—LA% |
B oroz7qozr—nom

VIO TA VA F—ILOFRIE

VI MO =T Ny =V DT 7T 4 TAUTROFETHIETE £,

WA A=V ET I T 4 T LRI T Ty b 74— %V u—KT5L 3 AT v
A VA b—=)L®D/XY T Tl auto-abort-timer 28 kU H— A FJ, install commit =~
v REFRITTDHNCH A ~—DDHREINIC 2o 7256, A VA =T akARHIEENn
F9, YTy b7 —2aFVr—RL, HRFBEICaIv b LEAA—=Ta DY T =T A
A=V TR LET,

F72I1%, ingall commit =~ > K& 312, install auto-abort-timer stop =~ > K&
HALTZOXA~—%EILLET, 207 AT, FiILA A—=Faly FENT
W WEETT,

singallabort 2~ R&HTH L, 7T b 73 —2BH LW T T2 T DA VA b—
JVANZFEIT L TV —=U g ZED £9, 2o o< N, ingal commit =<2 K%
FITTDENTHEA L E9,

&% 7€ 151

ORI a T, A VA M= vavy ROEABEZ R LET,

1RATYITIA AR BM—=)L
DT, 1 AT v A A M= LETITINY RILE— RN DA VA h—/LE— RADZEHLD ]
<7,

Router# install add file
flash:irll0l-universalk9.BLD_ POLARIS DEV_LATEST 20220421 143208.SSA.bin activate commit
install add_activate commit: START Mon May 30 20:45:11 UTC 2022

install add: Adding IMG

--- Starting initial file syncing ---

Copying flash:irll0l-universalk9.BLD POLARIS DEV LATEST 20220421 143208.SSA.bin from

RO to RO

Info: Finished copying to the selected

Finished initial file syncing

--- Starting Add ---
Performing Add on all members
[1] Finished Add package(s) on RO
Checking status of Add on [RO]
Add: Passed on [RO]
Finished Add

Image added. Version: 17.09.01.0.157857

install activate: Activating IMG

Following packages shall be activated:
/flash/irll10l-mono-universalk9 iot.BLD POLARIS DEV LATEST 20220421 143208.SSA.pkg
/flash/ir1101-rpboot.BLD POLARIS DEV LATEST 20220421 143208.SSA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/nly
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1279 71vz =1 [

--- Starting Activate ---

Performing Activate on all members

Building configuration...

[OK] [1] Activate package(s) on RO
[1] Finished Activate on RO

Checking status of Activate on [RO]

Activate: Passed on [RO]

Finished Activate

--- Starting Commit ---
Performing Commit on all members
[1] Commit package(s) on RO
[1] Finished Commit on RO
Checking status of Commit on [RO]
Commit: Passed on [RO]
Finished Commit operation

SUCCESS: install add activate commit Mon May 30 20:48:01 UTC 2022
$PMAN-5-EXITACTION: RO/0: pvp: Process manager is exiting: reload action requested
watchdog: watchdog0: watchdog did not stop!

reboot: Restarting system

System Bootstrap, Version 3.3 (REL), RELEASE SOFTWARE
Copyright (c) 1994-2021 Dby cisco Systems, Inc.

IR1101-K9 platform with 4169728 Kbytes of main memory

MCU Version - Bootloader: 4, App: 6
MCU is in application mode.

Loading: bootflash:packages.conf
#

iasasiasssasiaasasisssasiaasiasiaaiiasisssiasisaiianisaisasisaiiasiatian it ittt
iasasiasssasiaasasisasasiassiasiaaiiatisssiasiaiian st aiiasiatian it ianssti
iasasiasssasiasisasiasisaiianisns:

$BOOT-5-OPMODE_LOG: R0/0: binos: System booted in AUTONOMOUS mode
Press RETURN to get started!

Router# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive
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# LU\ CiscolOSXE DA ~ R b—LA% |
B:x7071020—0

3RTYTA R L=L
PUFIE, 3AT v A A M—LDHITT,

Install Add

Router# install add file flash:irll0l-universalk9.17.09.01prdl.SPA.bin
install add: START Tue May 31 01:35:40 UTC 2022

install add: Adding IMG

--- Starting initial file syncing ---

Copying flash:ir110l-universalk9.17.09.01lprdl.SPA.bin from RO to RO
Info: Finished copying to the selected

Finished initial file syncing

--- Starting Add ---
Performing Add on all members
[1] Finished Add package(s) on RO
Checking status of Add on [RO]
Add: Passed on [RO]
Finished Add

Image added. Version: 17.09.01.0.1

SUCCESS: install add /flashl/irl1l0l-universalk9.17.09.01prdl.SPA.bin Tue May 31 01:37:10
UTC 2022
Router#

Router# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive

Install Activate

Router#install activate

install activate: START Tue May 31 01:37:14 UTC 2022
install activate: Activating IMG

Following packages shall be activated:
/flash/irll10l-mono-universalk9 iot.17.09.0lprdl.SPA.pkg
/flash/irl10l-rpboot.17.09.01prdl.SPA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/nly

--- Starting Activate ---
Performing Activate on all members
[1] Activate package(s) on RO
[1] Finished Activate on RO
Checking status of Activate on [RO]
Activate: Passed on [RO]
Finished Activate

SUCCESS: install activate Tue May 31 01:41:03 UTC 2022
Router#
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327y 7102 k=1 |

May 31 01:41:08.684: %PMAN-5-EXITACTION: RO/0: pvp: Process manager is exiting:
reload action requested

watchdog: watchdog0: watchdog did not stop!
reboot: Restarting system

System Bootstrap, Version 3.3 (REL), RELEASE SOFTWARE
Copyright (c) 1994-2021 Dby cisco Systems, Inc.

IR1101-K9 platform with 4169728 Kbytes of main memory

MCU Version - Bootloader: 4, App: 6
MCU is in application mode.

Loading: bootflash:packages.conf
#

idsasiasssasiassiatiaassasiassiasiasssatiassiiasiasiiasiasisatianiiniatssi
idsasiasssatiasssatiaassasiassiiasiassatiasiiasiassiasiasisatianiianiatssi
iddssissssasisassasisns

Press RETURN to get started!

Router# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive

Install Commit

Router#install commit
install commit: START Tue May 31 01:47:56 UTC 2022
--- Starting Commit ---
Performing Commit on all members
[1] Commit packages(s) on RO
[1] Finished Commit packages(s) on RO
Checking status of Commit on [RO]
Commit: Passed on [RO]
Finished Commit operation

SUCCESS: install commit Tue May 31 01:48:04 UTC 2022
Router# show install summary
[ RO ] Installed Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted
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B xr—nEasor—vozs

Auto abort timer: inactive

AR M=IEHINT—DDERTR

Router# show install package flash:irllOl-universalk9.17.09.0l1prdl.SPA.bin
Package: irll0l-universalk9.17.09.01prdl.SPA.bin
Size: 674114352
Timestamp:
Canonical path: /flashl/irll0l-universalk9.17.09.01lprdl.SPA.bin

Raw disk-file SHAlsum:
eb54bab5ab9824156af7515eaf4367ebe51b920316

Header size: 1148 bytes
Package type: 30000
Package flags: 0

Header version: 3

Internal package information:
Name: rp_super
BuildTime: 2022-04-27_00.47
ReleaseDate: 2022-04-27 07.05
BootArchitecture: arm64
RouteProcessor: IR1101
Platform: IR1101
User: mcpre
PackageName: universalk9
Build: 17.09.01prdl
CardTypes:

Package is bootable from media and tftp.
Package contents:

Package: irll0l-mono-universalk9 iot.17.09.01prdl.SPA.pkg
Size: 673776700

Timestamp:

Raw disk-file SHAlsum:

Header size: 1084 bytes
Package type: 30000
Package flags: 0

Header version: 3

Internal package information:
Name: mono
BuildTime: 2022-04-27_00.47
ReleaseDate: 2022-04-27 07.05
BootArchitecture: arm64
RouteProcessor: IR1101
Platform: IR1101
User: mcpre
PackageName: mono-universalk9 iot
Build: 17.09.01prdl
CardTypes:

Package is bootable from media and tftp.
Package contents:

show ingtall active =2~ > R&EHERH LT, 777 4 7w r—U Bt £4,
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A3y bEANRYT—DEFIS Y bRV T—CDORTE .

Router#show install active

[ RO ] Active Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,

C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive

— e O ~ O — O o~ —
A3y bEHNYT—DEFIAZIY NV T—DDORT
INHD2OoDshow A+ NiE, 2 Iy SN TWNAHE RNy —TEaIy b3 TWH RNy
TF—UIZET D E AR LET,
Router# show install committed
[ RO ] Committed Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive

Router#show install uncommitted
[ RO ] Uncommitted Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

No Uncommitted Packages

ETF7O T4 ITNNvH5—DHIK
Zoawy Rid, REHMOA A R—L7 74V (conflpkg/bin) %A A N—)L AT £ T
HHIBRL £,

\}

C¥)  Zoa<wrPE, KMEAOA A=A T 7 ANVOEET 4 V7 V&2 ) =0T v 7451
DI SET, 77— brlfef A —VIFHIBRLEEA,

Router#install remove inactive

install remove: START Tue May 31 01:49:10 UTC 2022

install remove: Removing IMG

Cleaning up unnecessary package files

No path specified, will use booted path /bootflash/packages.conf

Cleaning /flash
Scanning boot directory for packages ... done.
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B oAt —Lav o FEERLEY I RIIFA VR LD STV a—F Y

Preparing packages list to delete

[RO]: /flash/packages.conf File is in use, will not delete.
[RO]: /flash/irll0l-mono-universalk9 iot.17.09.0lprdl.SPA.pkg File is in use, will
not delete.

[RO]: /flash/irl1l0l-universalk9.17.09.01lprdl.SPA.conf File is in use, will not delete.

[RO]: /flash/irl10l-rpboot.17.09.01lprdl.SPA.pkg File is in use, will not delete.
The following files will be deleted:

[RO]: /flash/irll0l-universalk9.17.09.01lprdl.SPA.bin

[RO]: /flash/irll0l-mono-universalk9 iot.BLD POLARIS DEV_ LATEST 20220421 143208.SSA.pkg

[RO]: /flash/irll0l-universalk9.BLD POLARIS DEV LATEST 20220421 143208.SSA.conf
[RO]: /flash/irl110l-rpboot.BLD POLARIS DEV LATEST 20220421 143208.SSA.pkg

Do you want to remove the above files? [y/nly
Deleting file /flash/irll0l-universalk9.17.09.01lprdl.SPA.bin ... done.

Deleting file
/flash/irl101-mono-universalk9 iot.BLD POLARIS DEV_LATEST 20220421 143208.SSA.pkg

done.

Deleting file /flash/irll0l-universalk9.BLD_POLARIS DEV_LATEST 20220421 143208.SSA.conf
done.

Deleting file /flash/irl10l-rpboot.BLD_ POLARIS_DEV_LATEST 20220421 143208.SSA.pkg

done.

Deleting /bootflash/.images/17.09.01.0.1.1651045630 ... done.

SUCCESS: Files deleted.

--- Starting Post Remove Cleanup ---

Performing REMOVE POSTCHECK on all members

Finished Post Remove Cleanup

SUCCESS: install remove Tue May 31 01:49:14 UTC 2022
Router#show install inactive

[ RO ] Inactive Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

No Inactive Packages

AR M=)LAT U FZEFERALEY I DT T7A R F—
D RS TV a—TFT 405
e V7 N2 T AV AN—=NDNIT TN a—FT 47

iRk A A= LVOBE, nr BV T MU =T =Yg U EFRIRT DI, RO show
avy RefERLET,

« show install summary
« show install log

 show version
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| # LU CiscolOSXE D1 >R b—)LAik
AVRP=LARY REFALEY T R FA VR F—LD S5 TLva—T427 [

* show version running

M98 A A b—IVIZBHT 5 ZFDthoRIE
fRRE A VA M VICEHT AR E R T 511X, Rkoa~r REfERLET,
« dir <ingtall directory>

» mor e location: packages.conf

« showtech-supportinstall : Z D =<2 FidA v A b—/UIEHRICEA O & #7795 show
a~<y REHBMICFEITLET,

=77,

* reguest platform software trace archive target bootflash <location> : = ® =< > N, &7
DOV a— RUBRIZV AT A ETETEINTNDTRTOT ek ACBE#ET 5T XTo k
L—=AaZ %7 —AA7 L, ZOHERELEEESNIZHINRELET,

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||



# LU\ CiscolOSXE DA ~ R b—LA% |
B oAt —Lav o FEERLEY I RIIFA VR LD STV a—F Y
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5 19 =

VI RIITDA VR —)L

ZOFEF, WO THMEINTHET,

VT NI 2T DA LA =L (173 _—3)

« ROMMON A A—3 (177 =)

« T AN AT A (177 2—3)

*USB 7 7 B AEANETIIINCT DI04 T3 (178 X—)
cHEBER SN 77 AV T AL 7 FUBLXOT7 7410 (179 _2—)
« 7T w2 AL — (180 N—7)

*LED A >V /r—% (181 _—7)

o BEEERE (181 =—)

VIO T7DA VA =)L

N—BIZY T MU =T A A M=V T LT, ANy Tr—Y (T—FHief A=) &
AR =N LET, ZHEH TNy =Y (FVa— YT U7 2=y b)) OAACR
NTHRR SN TEY, {7y r—VIiI3th TR o6 v FEfilE L7,

VIO =T A A M= HTEERTEE LT, RO2HODHERSHY £7,

BN =V EEA L TCEITSINDINV—FOEBBLIORE : ZOHETEH, 73y
= EBEBNCT T L— RTCE | I 2 5E L iR LT, @I T — MR
B ET, V2= DY 7 Ny =T 2T v 77 L— RT 5551, ZOHE
ERALET,

cHBID S r—FfEH L TEITENDL—Z OB L ORE « 2L, Cisco L—#
BRETHR— F STV AR 72 Cisco/V—F A A— A A h—/LE L OV
L7z, YU IR,

P—EROPWRARER, TESHLTOLRTHRNICY 7 by =T 07 v 77 L— & E(T

THLZEeEBEHOLES, Y7 NV =2T Ty I L —FEANTTHITE, v—FF ) T — |
TOMENRDH Y £,
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ZOWEONEFIX, ROEEY TY,

DRAYVYILDITDIA4AEUR
VAAV TN =T TARAL, YAV T NI =T T4V AEATLTHRAET D &
TCiscolOS V7 by =7 Dy a7 77475707t RALarR—x b THE
RSN TVET,
TA B AFEEREEZFEICL, V—FDT— b 7T allTA BV AT 7 A NVEKNT S
ZEMTEET, FA4BVRIK MERyr—Y, T a =y =T FEB Ok
RREXGLE LET,
IR1101 [ ZA~—bF A B RZHALET, ZHIZONTE, ROETHLIGHLET,
IR1101 (XfEHMET A &2 A% ¥R — hHEF, Specific License Reservation (SLR) D Zx% ¥ —
FLTWET,

S
op
~
P
G
J
|
\

N—=B DY T T xT A A=VERGTDITIE, RICT 7 EALTIZEN,
https://software.cisco.com/download/home/286319772/type/282046477/release/Gibraltar-16.11.1

N

GE)  IRI101 T _XTHOIOS XE #REY » M S22 WERH Y £9, —EOMEEIL £ /2988
ENTWRNWD, ZOF Ty F 74— L TWARWAREERH Y £97,

HHTARATRIET DT RTOY TV AT A BEISEL72DIT, A A=V X=2ADT A
BUABMEHESNET, ZOTA B RIE, T — MNEICOABEHINET,

IR1101 —H 21X, IROA A=V R—=A T4 B LU ADWNT NN EFERINIA VA M—/LTExFE
7,

* Network-Essentials

» Network-Advantage

)

() Network-Essentials 33 J U Network-Advantage D NEDFEMIZ OV TIX, ROBLT — % v — K
EZL T &N,

https://www.cisco.com/c/en/us/products/collateral/routers/1101-industrial-integrated-services-router/
datasheet-c78-741709.html

Network-Essentials

Network-Essentials 77 J 1 ¥ — Ry r—12id, XR—R 74 UHBEREGENRCWET, £
72, BX =2 DT e L AR — R LTWET,
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| vIryz7o1o2 =0
Network-Advantage .

Network-Essentials npe/~ > 7 — (npe=-3A 17— REF5{t72 L) 121X, A 17— REF5{bi%
HE& R < Network-Essentials 77 / 12— Ny r— Y OFT X TCOMENZENTWET, I
X, R B~ O YEILZE 5 $ O T9, Network-Essentials_npe (%, Network-Essentials npe
A A=V TOMEATEET, L7=2%> T Network-Essentials /X » /7— 3 & Network-Essentials_npe
Ry lr =V OREREDOMIERIT, <A 7 — FHF5{tiRE (IPsec X° Secure VPN 72 &) Ok » T
7

Network-Advantage
Network-Advantage 7 7 / 12— /Xy r—ZiE, T X TOR S EREDR B £ TVET,
Network-Advantage npe /X 77— (npe = XA v — REFE(L72 L) (Zi, -1 v— RISk
BEREZ PR < Network-Advantage 77 / a0 ¥— /Xy 7 — U DT X TOBEN G TN TWET,
AU, RS~ O HERLIZE D $ O T, Network-Advantage npe /N> 77— U1,
Network-Advantage npe f A —Y TOAEHTE£7, L7223 > T Network-Advantage /X
/r— & Network-Advantage npe /v 77— Y OFSREOFE SUIE, XA 1 — REFS{Lx ISR
(IPsec X° Secure VPN 72 &) D&~ KT,

VIR xT TR ADFEMIONTIE, [Av—FI4 LA OEEBRL TS
W,
CiscolOSXERRY 7 bz 7DA VAR M— LA
VI NI T AL A=A TBHIZIE, ULTFIORTHEE Sy —F @Sy r—2o
T EU =T OWTRNOMPITEIENE S, ] 7 a BT ZS,
o ARy =V TRITTHL—ZOFEHBLORE] B7 a3
o MEABDONR Y r—V %R L TERITSNDNL—ZOFEBRBLOE] B v a v

o Thoot a2~ FEMEHLTTFTIPRE CRA Ny —V 28T L5 IV — X 2EET
L) v g

CiscolOSXE ') ) —RADA X k=)L

T8 AL CiscoIOS XE A A —V &l THDTRETTHEE, A VA —LENTND
ROMMON D=2 g v F w7 L, VATARHENA—D g VB EFLTWAIRSIET »
T —RLET, Ty 7T L— RFavAFET A ZAOEREFHEALLNTIIEIN,
FLUWN—=2 9 VOROMMON A A VA =L E& D L, VAT AFHBINICT A A % FHid
BLET, A1 A =%, AT AL CiscolOSXE A A—JH@EHEBYICEE LET,

A\

GE) TARAARZYDTEREILIZEXICT v 77 L— RORRERIGES, BT 0 2 2EITHS D)
HIERHVET, ZOFaEATIE, ROMMONZT v 77 L — R4 47, WEORE) X
DHEL 2D ET,
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B ciscotosxe v y—zxp 2z -0

WOBNL, HERNv r—YoRE#S 7o Z&2 R L TWET,

Router# configure terminal

Router (config) #boot sys bootflash:irll0l-universalk9.16.10.01.SPA.bin
Router (config) #config-register 0x2102

Router (config) #exit

Router#

*Nov 7 00:07:06.784: %SYS-5-CONFIG _I: Configured from console by console
Router#

Router#show run | inc license

license udi pid IR1101-K9 sn FCW2150THOF
license boot level network-advantage
Routert#
Router#reload ?
/noverify Don't verify file signature before reload.

/verify Verify file signature before reload.
at Reload at a specific time/date
cancel Cancel pending reload

in Reload after a time interval

pause Pause during reload

reason Reload reason

<cr> <cr>

Router#reload /verify

System configuration has been modified. Save? [yes/no]: yes
Building configuration...

[CK]
*Nov 7 00:08:48.101: %$SYS-2-PRIVCFG_ENCRYPT: Successfully encrypted private config file
Verifying file integrity of bootflash:/irll0l-universalk9.16.10.01.SPA.bin...........

Embedded Hash SHA1 : BO315BDC4F545D624BB128CEOFFAA468E6EF7587
Computed Hash SHA1 : BO315BDC4F545D624BB128CEOFFAA468E6EF7587
Starting image verification

Hash Computation: 100%Done!

Computed Hash SHA2: 03febccO7fbeadeed664f2f5ef87£6¢c3
5b343e6f7aecdd70e50e520390%aec8f
3d276529d2a6a£6859d4c77237£812d5
0da93678edc942c8874edca2d5224101

Embedded Hash SHA2: 03febccO7fbeadeed664f2f5ef87£6¢c3
5b343e6f7aecdd70e50e5203909%aec8f
3d276529d2a6af6859d4c77237£812d5
0da93678edc942c8874edca2d5224101

Digital signature successfully verified in file
bootflash:/irll10l-universalk9.16.10.01.SPA.bin

Signature Verified

Proceed with reload? [confirm]

*Jul 9 06:43:37.910: $SYS-5-RELOAD: Reload requested by console. Reload Reason: Reload
Command. Jul 9 14:43:59.134: $PMAN-5-EXITACTION: R0/0: pvp: Process manager is exiting:

process exit with reload chassis code

watchdog watchdog0: watchdog did not stop!
reboot: Restarting system

Press RETURN to get started!

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K



| vIryz7o1o2 =0

ROMMON 1 A —o

rommon 1 x—< ]

ROMMON A A —U%, L—HXDROME=% (ROMMON) Y7 by =7 THEHAIND Y7 k
TxT Nl —UTT, ZOYT7 Mo T RNylr—UF, —FORENGEFFEH IS
AR = L FRO L DT,

N L7ZROMMON A A— (VY7 b =T RNulr—) WYV —AINDTERHY FT,

FLWROMMON Y 7 N7 =7 #ffioTIL—H %7 v 77 L— RT&FET, dHMARTFIEIZON
TiX, ROMMON A A —=VIIMEDO~ =27 LV EZRL T IZ3N,

)

GE£)  ROMMONA A=V D LWWA—T 3 U, FICA—FDfE/ Ny r— LRI J—2A S
D EERY £ A,

TJ74IL ORT L

WDOFEIZ, AT IR0 U —RX )—F CRRABERT 7 AN VAT DY A N&ERLE

‘@40

RIMN—BDIT7AIL VAT LA

T7AIWVDRT L | FREA

bootflash: TR T7T9va AEVDT 7))V VAT A,

flash: EROT =1 7T a2 ARIDT 7 AN VAT LADEZA YT A,

cns: Cisco Networking Service D7 7 A /L7 4 L7 KU,

nvram: JL—2% @ NVRAM, NVRAM i C startup-config % = &"—CX £ 7,

obfl: FrR— REEr 27 (OBFL) 77 A VDT 7 AV AT Ly

system: FITar7 4 FXal—arzagty, YATAAFTIHOZ 7 AL A
AR

tar: T—=NAT T7 AN VAT b,

tmpsys: — S RT AN TFANDT A IV AT A,

usbflashoO: Universal Serial Bus (USB) 77 v o RIAT DT 74/ VAT A,

G¥) USB7Tva RIALTDT77 AL L AF A%, USB KT
A 7USBAR— MIEEEEN TV ABEBICORFERINET,

FORIZEEEIN T RN T 7 ANV AT ANHIEEL, 2o TF 7 a 2 LET,
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B vssroexsamzEramnyso0rToa

USB 7V RZEMNEIZENZT HE=HDA T 3>

USB75 v a RSATNF, A A=Y, av 74 FXal—ary 77, FOMDOT 74
NWEARGET D I-OLl CRIBICEZ D A L —U %L £,

Note: IR1101 /X, USB 75 v 2 RIA 7D ex2 BL W vfat 7 7 A VL AT L&EHFR— KL
TWET,

IR1101 1%, USB 7T v a2 RIALAT DRy NFIFTI7 07T 7 %% R —FLTWET, USB
7593 a RIALTWETI7BATHIZIE, T3 A2 NV—HDUSB A ¥ —7 A AIHFA
LFET, USBRFE#ENDE, av Y — T I5— M A vEe—URFEREINET,

Aug 1 11:08:53.198 PDT: %IOSD INFRA-6-IFS DEVICE OIR: Device usbflashO added

DA e—URERENTEZH, USB7T7 v a2 RIA4TIT78ATEEY, =—Vid,
dir usbflash0; =~ > FAFEH L TUSB 2T YVICT7 7B A T&E£1,

Device#dir usbflashO:
Directory of usbflash0:/

5 drwx 512 Aug 23 2019 10:42:18 -07:00 System Volume Information
6 -rwx 35 Aug 27 2019 17:40:38 -07:00 test.txt

206472192 bytes total (206470144 bytes free)

Device#

copy 2w REMALT, USB7 7 v a2 RIA4 7 LOMTHNEEZa—T&ET, at—
METTDHE, a—ENTEAAS MIETRT I A vE—URERENET,

Device#copy flash:test.txt usbflashO:

Destination filename [test.txt]? <Enter>

Copy in progress...C

35 bytes copied in 0.020 secs (1750 bytes/sec)

Device#

USB 77 vy a RIAT DRy NTTZ 77077 73R — b ENTHETR, Z OIS
TEF 2T o OMEIHERENET, 2—FPEEEREZ USB 77 v a R4 7IZat—
TERWEIICT H70IT, USB DA ZMb/EhbgRE BN S E Lz,

T7HNVETIE, USB7 T v ¥a RIATIIAMTR>THET, 2—W) USB 2B\
AL, disable 2~ K& L ET,

Device# config terminal
Device (config) #platform usb disable

Device (config) #end

USB7 7 vy a RIATEEBRHITDHET 7 ANV AT AET /3 RERENT, USB %
AL Thsyslog A v E—VIFERRINETAL, =2—FIXUSBONEFILT 7 EATEERA,

I &R L ET,

Device#dir usbflashO:
dir usbflashO:

~
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ERERENEI7 AL FLo bussUtTraL ||

% Invalid input detected at '”~' marker.
Device#

disable =< > KT lno) #F%{79 2 &, USBBANIRY 7,

Device#config terminal

Device (config) #no platform usb disable
Device (config) #end

USB DAF—XZ A, IRODa~<wy RTCHELETXET,

Device#show platform usb status
USB enabled
Device#

USB iR — MIEEM X2 VT 4o VAT L RAREINDAREENHY £9, USBAR— &K
T DITiE, ROFIREFEITLET,

Configure terminal
platform usb disable
exit

show platform usb

BEERINAZT7AMILTALYRF)BEUT7AIL

ZZTIE, ERRIRE R AEVER T 7 AL ET 4 L7 RUIZOWVWT, BEXURIRH6DT 4 L7 b
VND T 7 A NVEEHRT L FEICOWTHRHLET,

R12:BBERENETF7AIL

T7A4IVERIET« LY ~|EREA

1)

crashinfo 7 7 1 /L crashinfo 7 7 A /L7 bootflash: 7 7 A L AT MR ESINDH Z &
N ET,
N7 7 AMITZ Ty v 2 lZET 2MERPEENTE
D, HES NI TN a—T 0 v 7IHESLBLET, 72720, 2
%@774wiww&%¢ A S Wz, JHELTYH
I— 5 OREREIZITREN DD T/ A,

core7 4 L7 RV core 7 7 A /LD A KL —EN

ZOT 4 L7 MUIREESND E, 7— T v TRRICHEINICRE
ElRENET, 2T L7 FUKND core 7 7 A ML, —F 1
REICEEZ RIESTICHET L LI TEETN, T4 27 RV
HIRIZHEE LW T EEN,
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PPANE S A R 7 I |

TJ7A4ILEEIETALY +
1)

Bl

managed 7 4 L' 2 kU

VAT AF v INEITEND L, T T TR ZOT 4 L
7 RNUMERENET, ZOT L7 FURERIND I ET5E
BIZIEF2IRETH Y . M—F(ZERRAE LD TIEH 0 £
A,

tracelogs 7 4 L7 U

trace 7 7 A /LD A N L—RETE

trace 7 7 A MEI N T TNV a—T 4 7KL ET, 2R
CiscolOS 7' v AZFEENRE LGS, 22—V T 7y a—
T4 THYEEFITZHE— FE2fE > Ttrace 77 A MITT 7R
L. Cisco I0S FEF(CBIE 4 DM INETE £7,

7272 L. trace 7 7 A VI —ZEMEIZIIERH SRV, HE
LTCHN—F DT F—< 2 RTITHERH Y T84,

BEERENETA LY FIICETHEESEIR
HEVAERSNDT 4 L7 b VBT 2 BERFRITKRO LB T,

* Cisco W A X < — P R—

K236 DFERMBIZVEDY | bootflash: &4 L7 SV ICHEV AR S

27 7 A NVOHIER, ARIEE, BB, £E3TOMOEREZTORNTIIZEN,

N

GE)  bootflash: ICHENEKRINZ T 7 ANEEESTLHE, VAT LN
T =~ VAT RRERE OO THARH D 7,

» core 33 K W tracelogs 7 «+ L'~ k UN® Crashinfo 7 7 A /L & 7 7 A VITHIBRCE £,

I75vySa A bL—2

PITNRr—ViF, 77902l —HANV AT 4T AR —VILAf VA ML ENET,

7T a ARL—TUDY
=

)

AlZ dir bootflash: =~ FEFEHT L ET7 7 A NVED Y A &

GE)  N—2REFICEET L7203 77 vy a A ML —UBRRETT,
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LED 1 >

4

NS

e

4

o> —4 |

Jb—# @ LED OFEANZ-SUW X, [Cisco Catalyst IR1101 Rugged Series Router Hardware Installation
Guide] @ [Product Overview] OIE® [LED Indicators] ZZM L T 72 &0,

VAT LDLED AT —H A, TIT—LBILOA VX —T oA A KR— hEERTDH-H, 10S
F— FTCiEshow LED 2> K A4 UNHR—FEINTHET,

Router# show LED

SYSTEM LED : Green

Custom LED : Off

VPN LED : Off

ALARM LED : Off

GigabitEthernet0/0/0 LED : Off
FastEthernet0/0/1 LED : Off
FastEthernet0/0/2 LED : Off
FastEthernet0/0/3 LED : Off
FastEthernet0/0/4 LED : Off
GigabitEthernet0/0/5 LED : On

EM Module digital I/O 1 LED : Off
EM Module digital I/O 2 LED : Off
EM Module digital I/O 3 LED : Off
EM Module digital I/O 4 LED : Off

*System LTE Pluggable*

LTE module Enable LED : Green
LTE module SIM O LED : Green
LTE module SIM 1 LED : Off
LTE module GPS LED : Off

LTE module RSSI 0 LED : On
LTE module RSSI 1 LED : On
LTE module RSSI 2 LED : On
LTE module RSSI 3 LED : On

*EM Module LTE Pluggable*

LTE module Enable LED : Green
LTE module SIM O LED : Green
LTE module SIM 1 LED : Off
LTE module GPS LED : Off

LTE module RSSI 0 LED : On
LTE module RSSI 1 LED : On
LTE module RSSI 2 LED : On
LTE module RSSI 3 LED : On
Router#

VTR xT TABUVADFEMIOWNWTE, [Av—F 748 2] OEEZSZHL TS
Uy,
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YILRYzFDA VR = |
| R

WHET A B ADBG & A VA R —/VOFERIZ DWW TIE,  [Configuring the Cisco 10S Software
Activation Feature] ZZM L T 723Uy,
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» 20 =

Cisco Network Plugand Play T—> = > k

ZOFEF, WO THMEINTHET,

« Cisco Network Plug and Play =— " = > h ORIHESMA (183 =—)

» Cisco Network Plug and Play =— " = > h Dl HE (184 =—)

» Cisco Network Plug and Play =— " = > MZBHT 5 1H#H (185 ~X—)
PP 7T BEADOEF 2V T 1 5 (201 X—2)

PP 7 BB A THOEF 2 U T 4 H (209 <—2)

» Cisco Network Plug and Play =— 3 = > F DR EH1E (212 =)

c NTTN =T 4 T ET Ry XS (223 3—0)

- HEEE (225 =)

« Open Plug-n-Play =— = > hDZ DO B EEE (225 2—)

Cisco Network Plugand Play T—< = > FDHEHREH

« Cisco Network Plug and Play (PnP) ODJEFGFIEIL, BEERDPLE L T ORI 2D
AL > THRRY F7,

« PnP #EET AFNC, DHCP Y — B 7 at 25, 721 RAA 2 —28%—3 (DNS)
BE7T B2 AONWTNLOBRBA T =X L RBELET,

« PnP % BB 9 D HijlZ DHCP H— 3F 721X DNS — 2R EL 7,
PPV — "R PnP=—V 2 FEHETCETAZ MR LET,

» Cisco Network PnP =— = > h 23 PnP — R L TWAH Z & 2R LE T, Cisco
Network PnP =— = & MIH—NIT ping TELMENRH Y £,
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X, WOETHLIHPALET,

Cisco Network PlugandPlay T—> = > FEHE T O+E X

TNAAPEETHE, NNRAMDAY — KT v 7 ar7 4 X alb—a O Tinnen
BEE PP RH=— =2 ML TPP =D P 7 R L ARESE I ET, PnP H—
DIPT RV AZEET D720, PaP=— =2 MIKROBHEED > LD 152 FEITLET,

1. DHCP #—/ N2 L 5 PnP O#iH

2. DHCP AX—t > 72X % PnP OfH
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B oHeP 5 —/ 3% 4 L= Cisco Network Plug and Play it

3. DNS/Lw 77 v FI2& b PnP O
4, LAV2BINLATIT A ADPIP 71X

5 PnPEAT U AFr— g

DHCP H—/\#% 4} L 7= Cisco Network Plug and Play &

NVRAMIZA X — R T v 7 a7 4 Fab— g DRWT 31 A, Cisco Network Plug and
Play =— ¥ = > b & JL#E) L, DHCP —/ 30257 /31 A ZEE 7 [Pv4 5% 7E % Btf$ 3% DHCP
M7 v 2%t L E9, DHCPH— N%, U725 [ciscopnpl O&HDHT /A ApHAT T =
V60 A LIRS TR —[EH DA T g 43 2R L CGEINOERAFHA L, PnP
= XD IPv4 7 RV AETZIIAR A M ZERPOT A AP L E T, T 734 A5 DHCP i
BrZFETdHE, PP =—Y =y MIUSENOAT v a v 43 i LT, PP Yy — D IP 7
RLURAEIIARA M ERGLET, PaP =— =2 NI, PP U — R L EET 5720220
IPv4 7 RLAEIIARA M EZEMALET,

52:PnP+— /30 DHCP#&H O+ R

Customer Network e

DHCP [
Server

New device is powered on.
Device starts DHCP discovery

9 DHCP server responds with PnP
server |P in Option 43 along
with device IP

connects to PnP server

a‘ Mew devices establishes

A998

ATREY -
 H LTS 278 DHCP H— NZRIFETEX 5
e BERENX Y MU —2F /3 2D DHCP 4 — 2R ETIHEERDH D
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DHCP 2 X —E > 712 & % Plug-n-Play it [J|]

DHCP R X —E > 4|2 & % Plug-n-Play & H

RO —EBEHEDOF S a v EFHATAL Y — F—F (BIDHCP—N"ZHETH I LN
T&72WiEA., DHCP JGEIZAX—E 7 L, PnP—3DIP 7 KL A %&£ PnP [EAH DA

Tva 43 AT S L 91T, BEAED Cisco Open Plug-n-Play (PnP) %fI&HT /3A A& FRE T&
ESc

FFa A3 BFEATAENIC, AX—E 7 =—V 2 MZLY, DHCP X v —U R %Ry
NI =DV ATTNAANLEDEDONE ) PR SNVET, DHCPHRH 7 vt ADi%k D
OESE. i aryTHALELD LR TY,

53:PnPY—/NIZ&k B DHCPRAX—E 25

Customer Network e

g:fr:r—‘ ’—- ;2‘5“
& E‘TT\ ’ &
% o

0 New device is powered on.
Device starts DHCPdiscovery

9 DHCP server responds with
device IP

9 Upstream SW inserts PnP server
IP in the DHCP response
(Option 43)

o New devices establishes
connects to PnP server

AW EID

AR &M -
« B LT /S, AP DHCP Y — N ZHFETE S
¢ H LT /NA 2 DNS — RZEETE S
s BEHENE Y NT—2 T /XA 2D DHCP h— R ETHZ L E2HEL TR

*DHCP ZAX—Y 27 L, PP H—NIP 2HATEHLHICT v TR M) —L R A v F
(SW) BEEINTNWD
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. DNS /L & 7 v FIZ & % Cisco Network Plug and Play &

DNS /L & 7 v 712 & % Cisco Network Plug and Play #& 1

DHCP ## i C Cisco Network Plug and Play H—/SD IP 7 KL AREHGTE RN E, =—Vx
MEI RAAL > F =L AT L (DNS) Vo7 T v 7RIS 7 +—A "y 7 LET, KIZ, PP
Tz MIF VY FORERMY— A ZMEHLET, =—Y = M, DHCPILED G
BTEDFXy NT—TDRAL B 5T L, EREM KA A 4 (FQDN) #FEK L E7, kO
FQDN !X, DHCPILED T U & > DR — 4 & R A A 4 1F#H (deployment.customer.com)
ZHEALCPIP =—Vxy MIEo TR SN ET, kI, =— Y= ML, va—hL 3—
D Y= NTOMFEZIAT L, BB FQDN O IP 7 N L A DRR 2 A £ 37,

54 : deployment.customer.com @ DNS )L 5 7 v 7

Customer Network e

DHCP s { PP

Server - | A Server

° New device is powered on.
Device starts DHCP discovery

9 DHCP server responds with
device |P, domain name and
DNS server

@ Device reads domain name and
creates predefined PnP server
name (pnpserver.cisco.com) and
resolves for IP address

6 New devices establishes
connects to PnP server

AMEN

AR -
« H LT /A A28 DHCP Y — N[ZEETE 5
+ [Ipnpserver] &WOARITEBEMEN R Y MT—27I2PaP — "Z R L7
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LAY 3T/INARELA Y 2T/ XFAD Cisco Network Plug and Play 7’0 & 24—/ .

LA 3TINARELAY2T /34 ZFD Cisco Network Plug and Play 7' 0 % 4 —/\
ZOTNA R, HEDR—RNTPPERA vy E—VE2Y v AL LET, PaAPT /31 AL LT
DEFRERSED VAT TN AL, Fy T —27ICUDP 70— RF¥ ¥ Ak A vE—T% 30
STEICI0EREE LET, Ledo T, 70 ZARIEEZE LRWES, 7r— Ry 2
T 300 732 IHFIE L E T,
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B L v3F0xEL1¥2554 R Cisco Network Plug and Play 701 % &4 —/

55: LAXNITINARELAN2TINARDDNS LY 9797
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Plug-n-Play T—S x> +EBE7 TUr—vay [

TaXy =N TR ADKRA N TR ANREEFE TR — Xy A MNEZETHE, ERPO
N=Ta 74—V RERFEL, = 3 VORGENKIIT 5 & PnP Y — R &85k L
T, ¥, IR =T ok R I, PnP Y NICERAEIET DHEIC, BlET—X T
T LY FERITLZ T A T > kD Unique Device Identifier (UDI) %%+ v ¥ =2 {Z AN E T,

TaXxy h—NE PP Y — b7 4 Sy N T =X T T hEZETHE, UDIF v v
TalNOT N EFEH LT, HEF—F 25 L0 UDI OREEA2FEITLET, BEEDERDIT
He, Tuxs =N TR IFOT—HF T T T, Tax IIAT N Tak AR
TR T T L EZETAEOICTRENTWVWAREDOR— N EFICT7T e —RKey A M LET,
FTOT—HTTr%ZETHE, XL 7 I7A4T 0 T RAE2FEITTHTNA AT, X —
7y NUDI 235 OBEET — X 77 LT LET, TOT—X 7 F LDX—7 > K UDI
NTFNRALAZADUDI & —FHT5HE, Tuxs 77947 7ukvRji, 7L—v 7, =5—
B, Broarv4 by hOZEITHLET,

F—B TS ADE—4 > NUDI BT AL ZDUDI & —FH LA WEES, 7y MIFey &
nEJ,

Plug-n-Play T—> x> FEBRET7T TUS—3 >

Fro. YRADOT AL A F, PCELIFAY— M 74V CEITEINTWARET 7Y 7y — g
VEFERAL TRy NV EBENTFEICHRET A ENTEET, PCELIFAY— T+
. USB £7703A4 —V %y hr—T Va2 L TF AL AT T E T,

56: FEICHRESNfPIPT—D TV b

31803
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. Plug-n-Play T—> x> FERE IO O

Plug-n-Play T—> x> FER 7O RO

BRIIESESER NI VAR MENLTEITTEET, ZNHDO T AR — ML, A —
%> K & TransportLayer Security (TLS) ZfEH L7ZIPAEENET, LA V2 FT U AKR—
NMEEE, Bz —Yor b, BET U r—varhlorad v ERY— M, 20T
TuXx bl LTHRETIEN—Y 2 MELTHEAESNET, ==Yz b ES— oD b
FTUAR— NI, BEX 2 VT A DFOIZTLS 2 L7Z IP k2 L TiThilEd, 7 ux
VRN RV —ARBO T U AR— Y, TLS ZFH L IP 20 L TirbnuE 7,

Plug-n-Play T—> x> k77— a> Jokal

Cisco Open Plug-n-Play (PnP) =—Y x> K 77U —vary ra haud, Xy hI—2F
NAREVE—= R T TV r—2a r TE=XABLOFIEATRE/R A D = X L% EFKT D XML—
207 NanTcd, PAP=—xr ME, VAIAOTFNAA A TEITTAY 7 NI 2T E a—
NTT, PP —NE, Xy hY—I TS A% VE— N CEHTI XY NI w3 =Ty
ELTCEITTET U r—va T3, PP 7’8 Fa O EREEIIRO LB T,

1. HTTP 7'vu h2/L&HKR—h
2. HTTP @ Transport Level Security (TLS) ~X—Z2 DK FAL & AR — k

3. TLS ~> R = A ZIZHTTP % =7 (HTTPS) &FAAZE%{#

A4A—Y3v b b5 2 RR— 2 & % Plug-n-Play

Cisco Open Plug-n-Play (PnP) =— =2 ME, IRD2ODYF VA TA —HF v h_X—ZAD
N7 AR—MEHEHLET,

‘PCLEORBBET7 IV r—2a b BETHIRAI—C U b ZOHA, PCIEA—T %y
Nr—TNVE2FH LTRSS T A, ARSI ET, BT 7Y 7r— 3 Ui,
A=V Xy F " T UAR—= 2V R— b T 53RV —N"LE L TENEERET RAAF AL XL
i—a—o

BRI —Cz MATOFVEMY—/NE LTHET S, TTICRBASATLST /AR
EBELTVREE : ZoHG. BETIHLVT A/ T, $TREREA TS T
A ZSDA =Py MERIDMED > TWET, BESNLET A X LRz —Y =
MIMHERIISE L, LT A 207 0% VR — & L THEL £,

BN ETT 5L, BH=—Y 2 MIA—V Ry FE2N L TRV — DX 27 TR
XML 2 U —2ZBALET, o7 kanid, ZDO7-HIC Ethertype (0xXX TBD) % T
MLET, B=—Yx MY — NE, JRIEREREGEY 7 F 2L/ N T VAR — MNgtFda
U7 ¢ (EAP-TLS) %M L Cil{EZ/R# L. EAP-TLS v a VO Z5E T LET, K
W2, BBV —/NIZHTTP X =7 (HTTPS) fEAEEZIZZ OOV R —FERTnH AT =
ALEFHLTT AL AERIELET,

IP %4 L 7= Plug-n-Play k5 > RXKR— k

Cisco Network Plug-n-Play (PnP) =—3 x> hCit, EBE=—Y = NBEBY—/X~D TCP
Bt BlE, Ay E—YDXML A MY —L%BE L ET, Y—/NE 2 ORFE T Transport Layer
Security (TLS) OffAZERKTEEd, =— V=V MIEFEDO XML A F U —L%FL, H—
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Plug-n-Play T—> x> bDEF2 ) T 41 .

RD TLS i 2 BAtE LT 6 XML 2 MY — A2 HEE LET, — T TLS 520 L
/Ci"—‘\.‘/:ll/ nhnﬁ%g*‘(%iﬁ—

Plug-n-Play T—> x> bDEFa ) T4

9T D Cisco Open Plug-n-Play (PnP) 7 /34 AT 25X T 41d, PTUAKR—FL
SN ET T = ar bVl TR SNET, BEOETE, EX2 U7 4 AH=X
BIZONWTFELL AL ET,

Plug-n-Play 5 Y RAR—bLA¥3EX2T 7

FEMESAL LTI ARG A A=V DOYE, TLS X = ) 7 ZERT 52 LI TE 8
ho ROV ERDEI1OORNEFR 2D T (1%, HE LIZEBTE 2 PP Y — " ~DHfi %
PnP t— = 2 VR — b 5222 TR D 2 & TY,

Plug-n-Play T—2 = > b &S —/\FADEREE & &FR

Cisco Open Plug-n-Play (PnP) BT — =2 R PnP —"ZMHT DL, =—V =2 M
Transport Layer Security (TLS) /N> Ry =A 7 #3FfT7LET, — N LTExOT=—Vx
FEERERIET D701, =—Y =2 MIHTTP £ =27 (HTTPS) FEFAEAHER L7,
PP — NOEEE L, FEOREMICZITANGID T /S, AGRFEA I = AL EFRELET,

R — X, ==V U PR ANEREETE D L)1, B —Y =2 MIEAZEZIRR
LET, =— V= MR — NGEAEZHE TE D0 E 2 0ICRR<, =—Y = MITLS
BOBFERI TR —A"ZEHLET, ZORKWWT, =— V= NI — N2 — 3G
=2 v OEIREZFRLET, ZOFRIZJEC T, V= NF R anb G LRk h—7
EHRLET, =—V =z MIEIEN—7 v OBL 2R L 9, #BFE h—72 v 2% Unique
Device Identifier (UDI) ICEBFDOHEES. =— 2z 2 MIFDO UDIBHIEF—27 > DV X MIAF
ELTNDZEBHERLET, ZOFIHDOKRZKIZ, BH=—xr e —RlIZEX 2T 72
WETF ¥ FAPHALEISNET, 20X T RBET ¥ VT, BEE#REZT—Y =0 MIE
BT 27D —"BNIEHALET,

PP JO0EXDEXa) T14AK

DB arTiEH PlPP=—Vxr P NEEE I EIE RS U A TRIET BT
AT D HIECOWCHIALET, EX=2 VT 447 v a i, Eu¥ v T PP — SEHERC
PP —Vxy MIkoTHERAINET, ZOETIE, RO MY ZIZOWTEY EFET,

g a%‘% HE%EA”—X O)uun (202 /\O‘_‘T\/\\)
e ENANNTNA AR—ZADEF 2T 724 A F—1 (202 2—)
*CA %% 'fj‘% uE%i/\_x mmu uIE (203 /\‘_“./)

«IPvd X NU—2 %4> L7= DHCP 4 7'v 3  _X—ZADfH (203 <X—)
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B cczzame~—zoma

BCERAMAEN—ADEGL

PnP $— N21E, —MAOFRIEIZ A %54 SSLAiEHEAMH T 2472 a Vb0 £7°,
PnP — "N HECBAEAELENT 254, PRPRHZEHA L To—Y =0 b b —3
DX T RBEEBEMICHET 2 LIXTEETA, T A T@EFEOPPRH A =X
LZmEL., =B Ens e, =—2 = MIHTTP B CEEERZEE LT,
B — NI PAPREEA VA = —EREFEH L TH— O HAEAMENEEZ A VA F—L
L CHTTPS #/r L CH— NICHBICHER T2 L0 Ice—V o v NIRRT HLERH
£7

IVVa—arObxa T 0 ZHET2120%, V—_OFEEX 2T 72R— FR0ZMH L T,
1EIR Y OFEHED A VA =L &2 T A AZEET L2 HELET, thod TV —
AT, EX 2T R - EN L TCEETILERSHY 7,

WO, BEB4 YV —SSLIiFHEZFH L= KY =2 FO®F 277 PnP V—7
Ta—%RrLET,

X 57: BECERRELEERAL - PP DER

HTTP PP work request with device senial number {UDI)

3

device LIDI.

ENAILTINAAR—ZADELX1T7HAA M=)

DV a—arD—EE LT, ERXANATAALAHOT IV r—var2HHLTT A
AT —=RARNTG v TERETEES, AT TV r—varZ2EHLT, o7 — A
F7 o 7REL L BIZET AL A —GEHEZEREA VA =L L, PAP=—Y = IR
P—REDEX 2T RBEEMBTELIIICTIHIENTEET, ZOHETIE, — N
SEHEA VA =L OB X 27 TRVWR— M ERE A,

KON, FENRANTRAATT T r—a v E2 AT 50 RY—x2 o ROBF TR
PhPUV— 7u—%RrLFET,
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cagznamne~—zoRi [

58: BFNAINT TV r—avIckbtEFx177% PnPRE

Internet

CA Z2&{t ESEAZEN—RADFRELE

VAT, BAEEIC K > TEL SNIZIEHEL far 7 7 A MV TEA L, > A 2 DOFEGE
7 (CA) OEAZFEHL TN RVIZEALET, ZOREAENY R, cisco.com TR
7V w7 X a— KA Cisco infoSec |2 & » TR £,

Z DRy KADFERE, SSL Ny Ry = A 7B —MAIOKFEA Cisco I0S T /31 A 2A
VAR—ATEET, =TI, N RAVTHERHAEER CADOWTRNIZ L > TEL SN
FEEEZFEAT LI DL LET,

PnP =— = ¥ M, FHAAA PKIFEREZ A L CREBIE ANV RAERGEL £9, v RV
VAIADCAILE > TELEND D, T—V 2 MIT AL RTEREEZA VA F—LT5
AN, S A ST RAVERETEET, =—Vxr MIE o TV RLVOBEEVEN R
INdE, TS RGEHENRA VA M=V ENET, GEHERT ASA AL VA =S
L, =M BBMFEEZEIT LR T PnP = — = h N — 3~ HTTPS #ft & B
WHBLET, WORAI=ALZIPP=—2 = B X v TFOvX o 7T REEEZBBT A0
T HET,

IPvdy FJ—2 %S LTIZDHCP A T 3 U R—XD&H

DHCP A7 a 43 L4732 a2 601%, PnP —"ZMH L T T 272D PP =—V =
Y I PMERT 2R F—EHOWAF T, BEON X —E T R— T 5D, v AaD
TNA AD PnP =— = > ME DHCP MR HIRFIC A 72 3 v 60 CFH & L TRIFEENCF%E
XL T Tciscopnp) Z#EfF L ET, DHCP —NEE Ry NU—T T RAL AN DRI LA
Ta 60 LT E BT HEEDI TATRETEES, 723 60 DXFHNN—HT
% &, DHCP Y — N3 24 72 a 43 D XLFH AT /84 A%V IRLET, &KIZ, PP
BOA T a3 5 ERT HTDOORRERLET,

option 43 ascii "5A;K5; B2;110.30.30.10; J443; Ttftp://10.30.30.10/ ios.p7b; 210.30.30.1

PnP XFHID7 4 —/L R [T] 1, *v b= EBEN0—INERT)VE— DT 7 AL
P — NTHEANTELERAEN RVOGHERRET D004 v a R4t L E7,

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||



Cisco Network Plugand Play T—> = > + |
B ey ro—sERLEDHP+ TL 3 v R—2 0

fEE SNTBET CREE AV RABER TR G S, =— V=2 MIROLBEAZFATL T,
1L T7ANY—=NInET N, AN PV ey rn— RLET,

2. Xy ua—RL7ENRNY RLVOBLEZRHRT, EHOVATOBLNDLDLZ L 2R LE
—gﬂo

3. TAA RICHEAEE A VA M=V LET,

(T] 7> arPBEINTELT., FITUVAR— N AT=XLNAE T g 2 43 STFEH|T
HTTPS & LTHRE SN TWAEE, PnP = — 2 = > MIFE U —

(http://10.30.30.10: 443/certificates/default/cert.p7b) D7 7 4 /L b 7 )V X T A aDELST &
SFRAEAN Y LR LET,

FERENT 7 40 OGNS D56, =V =2 MIEROFIEEZFLT L CGEHEL A A
=L £,

REFAEDR A A b= S, =P TT5 L, ==V = MIBIRER L TH—2A
L DO HTTPS B B LE 4, HTITPS N> R = A ZRFIZ, T8 AT RAMDS A A
M=V ENTZFFAELEH LT — NEEBHEL R L £,

WIZ, CANY RAR—Z2DFFHERFHL7Z, S RY—2 0 FO®F 2772 PnP V—7
7ua—0KERLET,

59: FS AN T—ILIZkBEF 171 PnP EH

T
]
I OMZ prp sepver

LAN I e o
STHELE .

i

i

|
H =

ZoOT7r—E, Ny RV THERARERBEOEBELBEE O W K-> TEL SNTREHEY
Y= XPEH L T LG EICOBRERE L £, T — 30330 RUIZE ATV RV EEE 2
BT 2846, HTTPS "o Ry =A Z1XRILET, F T U AR— A7 v a3 & LTHITPS
EEAL TS a v 83 OXFHNEREL, Ny RvoXx T ra— RN LIESAE, —
NNRBEARETH-oTCH, ==V MItEFaT7 CRWVEET2 a7 +—A Ny 7 L
FHA, FTUAR—=FIAT T a N HTTP & L CHBRGEREA Y RLVOB 2437
A—% IT] ZEALTEEINTWASES, =—Vxr MIEEA 7> 3V HTTP & 4 — 13—
F4 RFL., EXa 7 RBELHETA7-OICHTTPS ICA®E LT, @, =—Y = b
MR A T v a v hbxkbEXa T REEEZRIRLET,

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K



I Cisco Network Plug and Play T—2 = > b
IPv6 %y kT—5 &R L= DHEP + T 3 on—z ot ]

FEHEANY RV T 7 AV E RO B 720 DHCP 47 g 43 THRE Sz A 1% URL
F 23R URL OWT N TT, X URL Z2$5ET 5 &, =—V = MIF T a 430
LFHTHREENTWAEY—"OIP T R AEZITARA M A L T4 URL 2K
L., 77ANMG%E7 e oL L CHTTP 2 L £,

T2, EHEEA VA=A THEDIC, ==V MIT A, ADV AT LT 1y 7N
SNTVAHEHELTWET, DHCP h—N\EZRYIZEKET H72%, DHCP ¥ — S CTEIEREZ]
ERETDHZZLIETEERAL, 20Xy F V4TI, IPT FLVAEZITIURL 247 v =
VABORIBNRGA—FZ L LT LT 4w A (7] AT THRETEET, 2Tk, 2
A RAENTP H—N"ERA L NCEXFET, ==V NI, TAALADTZ 1 v 7 % NTP H—
EREIL, GEAEZ A VA R—LLET,

IPv6 2y FT—H ZNLI=DHCP A+ T 3 UoR—XDEH

Cisco Network PnP (%, IPv6 DHCP KitH 7' mZ A |{Z DHCP A7 a v 16 L A7 v a v 17 &4
FALET, A7 var 16 L 47 v a s 17130 F—EAEOF T4, ZhbliE, Cisco
Network PnP =—< = > 78 Cisco Network PnP — 24 U T+ 2 -0\ S E
4, DHCP #—N[IR_RF—[EHADA T a0 17 2 L GEINEREZFHFAT S X 9 ICRE
T& %9, DHCP — 1\ X FFl ciscopnp & &ieA 7> a 16 2T A AnbZEL, 47
a7 OXLFHE =BT DA, —NFERILDOT /34 AT Cisco PnP — 3D IP 7 K
VAFEIIARA MEELET, T35 A2 DHCPv6 & % %{5% 5 & . Cisco Network PnP
Tz MISENOAT v a & L, Cisco PnP —/ 3D IPv6 7 R L A Z il L F
T, CiscoPnP =—T = MIZDIPv6 7 KL A% L T Cisco PnP — L@ LFET,
GFAEZES LTS VA =13 5121F, IPvdxy U —2 %2/ L7ZDHCP A 73 g o _—
ZDORH] OETHHLIZOLFEL a2 &HH L £,

Wiz, XL —EEOAT > a &2 LT —/ (DHCPv6-pool) Z#FRET DM &R L E
h@‘o

ipvé dhcp pool dhcpvé6-pool
address prefix 2003::/64 lifetime infinite infinite
vendor-specific 9

suboption 16 ascii "ciscopnp"

suboption 17 ascii "5A1D;K4;B3;IFE80::2E0:81FF:FE2D:3799;J6088"

DNS R— X D& H

DNS _—Z D TiX, DHCP % —R[EH ALY ~—F v hT—7 D KA A U4 EZITR0 £
4, FAA %1%, pnpserver.<domain_name> 72 & @ PnP [E A D524 &R N A A 4 (FQDN)
OERIZEH S NET, ZOHETIEH, WAZ~—Fy NT—T X O URL ZH %72 PP H—
ANOIPT FURITHR L ET, AEHEOGHEZIRET DA D= A LN RN, =—T
X HTTPS #fi 2 B3 2 — GEEZ RO £ 9, FEITONMANTILED D FHA,

VAT AORBIFIC, TN RERAL A EEBITIP Xy b U —7 1E#H%E DHCP H—/3)
LI LET, BEERERD NAA 2% LT, CiscoPnP =— = M URL
pnpserver.<domain_name> & {Ep L. ¥ X A DFEXAN EFEHFE NS RV E2 Y —DOFT 7 4 /1 b
7 # V4 <domain_name>/ca/trustpool/cabundlep7b THFE L £ 97,

FBE ST CRERAE N RABMER ATRE2 56, =— V=2 MIROLBEEZFATLET,
1L T7ANYT—=RNETF N, 2R RV EF T a—RLET,
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B rexoro—s%nLEDNS R~z D88

2. X ua—RL7ENRNY RLVOBLEZRHRT, EHOVAaDBLNDLDLZ L 2HERLE
TO

3. FAARICHEHEEA A =L LET,

FE LGP CREEAN Y FADMEH TERWGESE, PnP=— Y = & MIFATER SN 72 URL
pnpcertserver.<domain_name> Z i/ L CH— DT 7 4 )L b 7 4 L4
<domain_name>/ca/trustpool/cabundlep7b T A 2 DEFEAfF EFEHEARY LV ERKR L 7,

BEINTHINGERER S 2 5E, =— Y= MIGEREE A VA =T 572012 EFEo
FMEZFATL T

FEAEDRA A =S, Y= "OBRHBAETT2E REZEMNTLZ L, =—V =
> M Z URL pnpserver.<domain_name> T —/3 & O HTTPS ##i 2 Bith L 9, HTTPS /~> K
A JHRHIT N, RFINY KA HA VA =L SNTREAEZ A LT — \iEE A M
AELET,

T, AEAEEA VA ML T LD, TV MIT A ADV AT AT 0y 7 INEH
SNTND EME L TWET, DHCP = " Z RN ET D725, DHCP ¥ — N THERFZ]
FRETH LI TEFRA, ZDOLH 72 F IV ATIE, =—Y = MIFANIRESI N
URL pnpntpserver.<domain_name> Z /] L £9, Z® URL (FFEHEZ A A b —/LF LHHEIIC
NTP =N~ BT LTCT A A LD vy 7 ERMEEDIMLERHY T,

722U, REAENE DS 5O URLIZHIF(E LW A, CiscoPnP =—Y = & NI 7 +—/LNy
7 L. 1B L7z FQDN pnpserver.<domain name> % {# ] L C¥— 3~ HTTP £ & #eSL L &
T ZOV—2r7u—Tl%, ==V = MIP—DERES R =AY —EZXZH LT
HOeB4aHEE A VA =L L, Yot ya=r 7 FEERGETHEBELTOET,

IPv6 >y T —7% Z#4t L= DNS A—X DR

ATy T

ATy T2

IPv6 % v b T —27 %4 L7z DNS _—ZA DM HEZ AN T 2121F, RO FIAEZFEATLET,

IPv6 &7 = & LT DNS $— 34887 L £7°, Cisco Network PnP DNS # 1 &4 AT 2121, &
DED X HIZDNS r—_"ERELET,
ip host pnpntpserver.domain.com 2001::1

ip host pnptrustpool.domain.com 2001::2
ip host pnpserver.domain.com 2001::3

DHCPv6 #— 3%, DHCP 7 — F A T v 7 7ut R k> THREENET., &IZ. DHCP V—ZHE
THEERLET,

ipv6é unicast routing
ipv6 cef

ipv6 dhcp pool test
dns-server 2001::4
domain-name example.com

T A AL, IPV6 X U —27 & LT DHCPv6 /%7 v b &V — N2k E LEd, DHCPv6 /X7y M &%
f§42L. DNSYV—RERE FAL VAR ENETNAT v a 23472 a024 & LTT /8, ATIRE
ET,
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IPva & & U IPV % v k7 —24 %4+ L 1= Cisco Cloud Y 54 L5 + [

ATY T3 NTP YV —RZHRELET, KIZ, NTP V—REHETHH 2R LET,

ntp master 1

G¥) FIEEIC, T8 ADNTP HETIINTPvA 7 3 VAT A0LERH Y £,

ATY T4 IPV6 X NI—V CRT AT =P —R"ERARNLET, FTARNT—E, DHCP A7 a > TE Z
TOHYR—FEINTWET, A7V ar TRREINTWDIEHAEIEL, FT AR T —L CANRY RLD
URL ZHTELET, A7V ar ZRRESNTWDEEHEAIL. NTP YV — D IP 7 KL AZRELET,
GE) CiscoNetwork PnP =— = k3 IPv6 A7 v a V2 H L CHTTP B TR T A 7 —1/N
KveEgZyra—RKLEoE95E, FTARNT—H— T IPv6 > U — 7 #&H O HTTP
EYVR—FTEMERHD E, £/, TR NS ERETIRNCT vy 7 ERPT D0
ERHY ET,

AT w5 IPv6 % hU—2 T Cisco Network PnP — "Z R 2 F LET,

PvBEEZUIPE Ry FD—2 %4 L1=CiscoCloud ) Z 14 LY k

Cisco Cloud Y # A L 7 hH¥—t A%, CiscoNetwork PnP ¥ % v FHH A2V R —F L TWE
9, IPv4 B LN IPv6 ~X— A D Cisco Cloud i THHR— FENTWET,

N

GE)  —ED CiscoPnP 7 /34 AITIE. T34 RZb— REFAERHAAEILTWHOAEESRH Y £,
INHDT A AT, IS HTTPS 2 L TCCOY— R E@mELET, T34 RITH A

ABFEHFER2WGEIT. VA —EERBB SN ET,

FRAANAL = T v 7 ar7 4 Xab— g ER3RGRFHER L ClE L, DHCPE
L O'DNS LB L7234 . T 7341 A% devicehel per.cisco.com @ Cisco Cloud H—/ 3 #25%
LEoELET,

devicehelper.cisco.com (23 T & 5454, Cisco Network PnP =— = > ME b7 A h 77—/
Y RvEZ T ra—RL, CiscoCloud U #A L7 b —E R L DEF 27 72 HTTP #ki 4 HE ST
LEJ, T34 A0 CiscoCloud BitH 2 M) CTikfT79 5 &, CiscoNetwork PnP =— 7 = > b,
Z Y1 (devicepooler.cisco.convcaltrustpool) 726 7 A NS — L E Xy a— KL, B—7
N7 Ty a AR VIRFELET, ZO5FE. FIANT—AOA A b=V DA F—
AV TITANT I F v EEFEINET, CiscoCloudBHEN R L7-56. T A M —Ny
RUX 7 7 v v a AE Y NIZERFFS 4L, CiscoNetworkPnP (X2 — /LT /SA ADT T 3/ a A
E U HNOD trustpool N> RAD a2 —ZFERLET, 28—Nr—hLVT7 T v a2 AEY CTHH
TERWEAIEL. Z O (devicehel per.cisco.comvcaltrustpool download) 7% k7 A k 7— 1
N RVOFE T — RaefaRTLET,

CiscoNetwork PnP =— 3 = > b &, HTTPShello # v & —% Cisco Cloud (Zi%{E L £9°, Cisco
Cloud ¥— /X TFEITEN TV 5 Cisco Network PnP U &1 L' 7 M —E R, HTTP ERIZLE
LET, ROBNIRT L ST, Cisco Cloud H—73D PnP 7’82 7 7 A JLINT 3 A AT/ERR E T
\iﬁqo
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. 4G 1 > 32— = 4 X %4 L 1= Cisco Network PnP #%

pnp profile pnp_cco_profile

transport https host devicehelper.cisco.com port 443

CiscoCloud 7’1t 7 7 A AAMERR SNIZth, T3 AT —EOT A AGHIF W2 & LR
HA v — % Cisco Cloud H—/NMZE(E LE 3, CiscoCloud V #A L2 ¥ —E AL, Cisco
Network PnP ¥— Mg & & bIZ U A L7 RNy 747 PP BREEE L E T, IPv4 T K
VAPV T FLU A, F3ARA MERRETEET, VEA L7 FBRESITLE, kDY Z
A VI NT BT 7 AVIRT S, ATRESNET,

pnp profile pnp redirection profile

transport https ipv4 172.19.153.133 port 443

Wy 7 A7 PaPERE T 7 4V S OFRFERFINICEAE L7 > 72856 . Cisco Network PnP £
H7 0 2TROMHA D =X L2 kITLET,

4G 1 >3 — 7T =4 X% 4 L 1= Cisco Network PnP #%H

4G A ' # —=x A A% L7= Cisco Network PnP %, 4G NIM % #5#; L. Cisco IOS XE #3417 L
TWAT Ty b 74— THEATEEY, 777 4 7R >TVWDSIM A — RE#HH#H LT
NRAZANEENTHE, AGA VX —T =2 A AT VT 4 712720, Cisco Network PnP 7 7 7 K
BH 7T 2R ENET, SIMI— RBT 7T 4 712> TORWT S ANEEIT S
L BT AITAG LN DA U H—T = f APBREINET, 4GA X —T = A A&
L 7z Cisco Network PnP 7 7 & RigtiX, 4G LIS D A F —T = A R A TERWIGHE0,
AG LS D A o H —T = A AT Cisco Network PnP #H SR EN L2 WIS ICEBITE N E T, T3
A AT 7T 4 7R SIMA— REH2 2B DAGA 7 —T = A ANH 54, CiscoNetwork
PP i%, WITFNDLREITHET, T _RTCDAGA VX —T =2 A AT 77 FaHZRITL %
7

\}

GE)  CiscoNetwork PnP f 12 4G A v ¥ — T = A A& T 5121, 4GNIM 12T 7 T 4 7L Eh
72 SIM 1 — RO ET,

4G A ¥ —7 = A A% L7z Cisco Network PnP 77 7 7 M‘ﬁtﬁi *9“/\(0)4G4’/§7 7z
ARANT A ZARHRFZT 74V N TT 77 4 72> TV AEEICHERELET, AF¥— b

T a7 4Xab—a URRWEGA, T A i777r11/ ]\“C4G/r VEHE—=T A A%
EEILEY2EL, 77U REMNLTCiscoPnP Z3RITLET, XA ANV XA LT FEND
&, 7734 A[X Cisco Network PnP r— NCHakt L, )72 A —V EREET NA AIH D
rye—RKRLET,

)

GE)  DNSH—NF4G Ry NU—7O— L LTHEATE, 777 RR—ZNVEIT A A% T a e
Va =73 B0 Y 7 Cisco Network PnP H— SMIRERT XA A2 VXA LT FT5H
EoTm I AT HMENRSY £, BIfE, 4G A ¥ —7 = A A% 4 L7z Cisco Network
PnP D% R — FTiL, IPVA Xy NI =7 DHBER SV ET,

CiscoNetwork PnP — &N L CT v ¥ = SR EIL, 4G A » H—T =4 A% L7= Cisco
Network PnP — 3 ~D)L— bR EFENTWLHZ & ’i’ﬁ%mb LETd, ZHNIEF 74V L— KT
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BEEA VA —TJ 4 X% L1z Cisco Network PnP & .

HOHAREMERDHY, T a = IRET LR BAGA VX —T oA AL TEMET 2 L9
IZ. CiscoNetwork PnP =— = > b & — OB EEHERFTLHILERH Y £97,

TS A2 —T x4 X% LT= Cisco Network PnP 12

Cisco Network PnP Agent |, 7 7 4/ h® VPN /L—7 ¢ > 7 /fizik (VRF) ZfliH L., &HA
VHE—T A AL TRIBEAF AN Ry =g 7Y R—FLET, VREA 2 H—T = A
A% L CDHCP 7 7 4 v 7 265259 521X, IOSDHCP — N ETHMLENRH Y F
T, OB, EEA LA —T oA ADBIT VT 4 TR H LWTF 31 A8 Cisco
Network PnP BEREICT 7 B 24 5 DI H E4,

FNAANEENTHE, T 74NV DO VREEEHA X —x A AZIPT R AN DHCP #/ L
TEY Y ToNET, ZDOA ¥ —7 A AT Cisco Network PnP H— S ~DEafi 2 g7 L,
T34 A LD CiscoNetworkPnP =— 2 = > 3 Z DIE#H (VRFA X ETXA L F—T A R)
FEEkLFET, ZDONEHRIZ Cisco Network PnP %—/ Nt DA% D PP WBEIZFEHINE T, =
DG, T3 ATIER &35 CiscoPnP 71 7 7 A VIZIZIBIMNO ¥ —T — R VRF 3N s
*7,

EtherChannel % 4T L 7= Cisco PnP

CiscoNetwork PlugandPlay #f#H L C7 7 B A XA v F 2 RBHTA5E, 7rEYVa =7 &
NIZAA v F (KT 27 & LTHIE) |2 LACP EtherChannel 2MFAET 572, 7 /31 A Z R E
TEEH A, 77 EAT /A AN LACP # M L T L2 EtherChannel /T L TR E Y g =
TENICAA TFRATHEFL LD L35 L, #ERQUlESnET, REXRT 7 EAXAT /A X
IAHEL RN, 77 B AT /3 AL AA » F T EtherChannel Z 8 T& £ A, ZHUTE
Y . EtherChannel N — N 23 FWRIRAEIZ 72V . L2 BN BIF S v E 3, Cisco Network PnP & —
¥z M&, EtherChannel DIFfEZ M L, T /34 A ®D EtherChannel % H #7% & L C. Day-Zero
BED VA Y 2 P& BEIICESR) L £,

PP EE A+ RAETEROEX L) T4 AKX

ZDIETHE, CiscoPnP =— =2 MI Lo TRIEEEIND, LT e ADETHD I 4T
v MY NRE RS D 72912 CiscoPnP P — T TE 2 FEIZHOWTHHALEST, =
ZTIE, WORFIZOWTHALET,

«FEAEAS VA b= LY —E R (209 X—)

EfBAZEA VR F—JILYH—EX

CiscoPnP =— = > M, Cisco PnP #— NZFEHEA VA P — Y —E R ZEMT L2 &
T, T3 A LD SSLAFAEZEBT 5 A W= AL &4t UE T, certificate-install ¥— £ A
%, HTTPS 5t & BtAT D RIIC, T— SO A CEBAEAEZZ1E7 31 ADOEHECA G EIC
Ko TEL SN EEZ A VA M=V TH720DT 7 NV7e XML 242 L E 9,
certificate-install "— B 212X, 7 A4 7 FDSSLIFAELZ A VA h—L L, IROT A AR
AE7 B AREIZE USSLAEE A H T 5 L 227 A RZHERT 47T v a bbb £7,

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||



Cisco Network Plugand Play T—> = > + |
B swir—zormPrIur—vasirinz:

SUDIR—ZXD PP 7T r—2 3 Vv LRILDEREE

ﬁLLF IV —NET NS AR TR END T —F 3T v N EMEICHE L LETR, T4
uuuﬁﬁéf\_&)o)/ ) 2—/3 V&i*ﬁf{%biﬁho

= SR EBRDOTAaDTNA ZALBRELTND I EE2MHERTH-0IC, ==Y = MITA

A RNTHAAIAF F AL TV D Secure Unique Device Identifier (SUDI) FEAEY R — M2 L %

T SUDNIRIFERHZ T NA ADLRTeT v 7 (ACT2) IZEZIAENT X509 YEHLD T /A A

AEBAECJ, SUDI GEBHEICIL, 7A42@/J7N§F\MWA%%~ F L Cisco CA
DELNEGENTVWET, ==V M, V=BT NRA REZERO T AaDT/NA AL L
TFET D DIEHTEARDA I =X L% L ET,

¢« SUDI XR—ZAD 7 T AT v FEHEOKIE (210 2—)
« SUDI R—2AD T I 7T LE S (210 X—)

SUDIR—ZADY 547 > it BAE DREE

T—V ez R — L O HTTPS B8t & BlAG T D RIS, =— Y = ¥ MEIT /A AT AIA S
® SUDIGEHERH L0 E I NEHERLET, 731 RAGEHERH 25 51E, =— Y= b
IIRRFED =D SSL N Ry = A JRFIZSUDIGEEE 27 74 7 > MZXEE LE T, LEIDN
LT, HTTPS #— N1, SSL/ > Rz A ZIREIZ SUDIGEIEZHEH L TT A A ZRRAET 5
ZEbTEET, ML, HTTPS — 3T A ANY— N T 5 LI LEd, 7
XA A SUDIGEME A WFET 5121, Y — 323 CiscoCA 2 L THFEZ5E T2 LERH
nET,

SUDIN—ZADY 7 ILES

T34 A2 SUDIGEBER 7 — RSN TWH5E, PP =— Y = > MM SUDIGEENS TV
TNEEGEGHARY . =N DT X TOWEDIEEZROAIZFE UHEH A BNy 7L LT
RLET, ThE2FERTIEDIC, ROFT T a0 IPEEBRA vE—I0BMEN
F9, ZhUE, TRTOEEERTT AL ANLEREINET, ZOT7 4 — IV NiZA T a v
TdH Y, SUDIGERAZEN 2 NT A RIFFRRSNER A,

T —A R N DLFAROLNAETFO UDI A = XA KIEFIZH Y T, TTA
~ VBT & LTy —v UDI 2857252 L T, =— Y= MIB| & & ML AL 2 e
FLET, — 3B TRE SN SUDIR—ZAD L ) T AERSZHH L TTF 3 2 %233
THETST A~V UDI 5| & fEHTE £, SUDIGEHEDRNWT SA ADYAE, =—
Ty MIZOBMOSUDINR—ADY ) T AESERELEEA, LEEB-> T, =N FR
AlE & ENLIBEDIEE D= DIZ T T A~V UDI i3 2 MR H D £9°,

AL N—= =R =T 55 SUDIR—AD LY TILFSOHAB O IMEH TE D A H =X AT
72l A w2 FIFHA 2=y FOMO A 3= 5D UDI OFEAE Y FEICEE I TH Y
FHA, ==V MIFIERE, BIIEO LT X TON— Ry =7 22=y M5 UDI &
FEAELD F9,
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supl R—z0 734 25 |

SUDI R— XD T /N1 REBEE
SUDI N—ZADFNA ZFRBFHETIL, = — 2 = > MIBEIRICT A ZTHIIAZ-D SUDI ZERA
ENHLNEIDEHRLET, 754 XZSUDLFFAER e — FERTWAEESE, =—V =
Y MEIFH LWPIP Y —ERERMELET, UKD, =BT REHBITE B LI
RN FET, TOFLWT—EZARFHATE 501 E 9 2L SUDLGEFHEDOIEIEIZ L » TEAR D
TV FOEY—ERZADY A MIERRENET,
FED capability-service DZEHIZfEVY, =— = M device-info I % ¢ hardware-info 2 7
o NIHTE R T =V REBEM L., SUDIZERHENT S, ZTHAIAEN TWENE ) gk
FeE L CRER L ET,
ZDH, ==V MIV— LD HTTPS 85t 2 BRMA L, 1EEEREZXELET, —\F
TN ARV —E R 52T v L VERIGEIEATEOLERNH D £, T3 ZARFEY—
AT, =D LFHNEART D007 b 1 O07 4 —/)L KBRKETT, 47
g T, —=NFYR— ARSI E Ny a2 RO A b EEETEET, =—
Vv MEI, =Rk THRESNTY A OB BT ROWT B E T HHENRH D
MEIDEER L., B R EHH L T —NG@ma R ELET, —_"THEShZn
THhOFELT =Yy PPMEHATERWEESE, =— V=2 NI T —AvE—UTINELE
—é—O
P ART A AR~ EAERE TV e MIEET L, TV v MIK DL %
FEITLE T,
1. HBESNEREEATRENy a2 FROWTH2EH L ET,
2. BEENIEELTFRBLONNy Y 2 ROVl 28ENT— = MR
WIEA, ==V MIZ T — A v b=V TRELE T,
3. PKIAPIZfEA LT, MEX—Z2MHHA L TH— Mo EN=T v Lo VXTI 25
L FEF,
4. ROEEZEZRLET,
1 W57 FA L
2. BEEICHER SN Ik
3. FEAE (SUDI £721327 747> b A A h—)LiEE)

ZDH%, P—rNIT A AN LEOINEEZETD L. ROMBAEFEITLET,
1. YRaFRENAZ~—CAICK LT SUDL £720137 947 v MFREZFHER L E1,

2. SUDI £72137 74 7> FMiEHECTHAMRRARSF—2#H L TS XFIE2E S LE
K

3. WHEINLEXLFHNNBILDON—=Ta & =BT 50 EIDEHRLET,
4. Tyvard— (XFH) ZAERL, HEGRISEL LTT A ATEVIRLET,
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. Cisco Network Plug and Play T— = & FDERFEH %

TV y ME By va X2 BUREHERICEE - ORET L L IR o7 R
TrANERESICE y v g RIS, EhE =Y PARET O EBOT N
TOAYyE—=VDNL— PP v a v OREMEE LT — NITEELET,

P—NE, TRAANDA v =V EFETIANCE Yy a v —2RFELE T, LEITLT
T, =Ty iard—0F A ~—%RFL, ZA~—BHIRGINIZ2R D L BHAT—X
AZBATLET, ==V FBRHIROINOE vy a v F =280 A vE—UEEETDH L,
P NET A ARGET B AZ VIR L, HLEy v a rF—2 AR L THLR LT/
AZHEREEFELET, 72 M ARy va =2 HETICEREEET L L. T—NF T
NAABIET 0B A EFATL, Lty v a v F—24ER L THLREUT A RATEEFELE
¥

WOKNZ, SUDIGEAEZFEH L CTTF N, AL IT O 20D, =—V = hEP— R HD A >
U =R ERLET,

60: Ay t&—2 o—rUR

hetps:ff<ip=/pnp fwork-request

Agent sends an https
work-request,
server sends a challenge-
request in device-auth
service,

https response with challenge-request string

Agent encrypts the challenge
string with the SUDI private https://<ip={pnpfwark-response with %
key and collects the SUDI cert. challenge-response and SUDI certificate

Server validates the SUDI cert
against the Cisco root, verifies
https response with ack and the session-key the challenge-response and
generates a session-key,

Cisco Network Plugand Play T—> = > FDEREH %

Cisco Network PlugandPlay T— x> FD 7O 7 A ILDEE

CiscoNetwork PlugandPlay =— = > h D70 7 7 A )V EVEKRT HITIE, IROZ A7 #FEfTL

3
FIE
AT RFERIEFIFT7ZII Y B
AT v 71 |enable HrtE EXEC =— RZHI L ET,
1 - e NRATU—KREANLET (TEREINEHE)

Device> enable

R T 72 | configureterminal 7Ta—)L a7 4 X2 lb—3 gy B— RERG
1 LET.
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Network Plug and Play T—> = > b 7/31 RDERE .

AU RFERETIVa Y

B8

Device# configure terminal

Z T 73 |pnp profile profile-name PnP=—Y x> b a7 A V%E{ERR L, PnP /'
i - 77 AN ET— REBB L ET,
PP —T xR T ANV DOARTEIEET
Device (config)# pnp profile test-profile-1 %3§§§ﬁﬁijZ§z§UO 7f[1:77’/f/V45ﬁ§EE%E1/VCU‘
TIE R0 EHEA,
AFw 74| end PnP 70 7 7 A NI EE— REK T L, Rtk
i - EXEC £— RIZRY £,

Device (config-pnp-init) # end

Network Plugand Play T—> = >

vl

N\ ADHTE

Cisco Network Plug and Play =— = > b DT /34 ZZERT DI21E, IROX AT 2FAT L E

ﬁéo
FIg
ARV RFERRETI a3 Y B#J
AT w1 |enable it EXEC E— RZ AL ET,
fAil e NMAT—REANLET (ERInHE) .
Device> enable
R 2 | configureterminal 77— )L a7 4 X2 lb—3ay B— REELG
1 - LET.
Device# configure terminal
A7y 73 |pnp profile profile-name PnPt—V x> h a7 7 A LE/ER L, PnP 71
Bl 7 7 A VIR EE— KA L E T
cPnP=—T = b T 0Ty A NNOL4RIEIRET
Device (config) # pnp profile test-profile-1 Eﬁ?@iﬁﬁijtﬁiﬁuo ?ftl777’/f/V4§ﬁ§EE%§IJ'CD\
TIERY £ A,
R T 7 4| device {username username } {password {0 | 7} FNAALIZPWP ==V 2 FERELET,

password}

1

o 2—PHENRRT — RIS RRES AT L%
ML L ET,

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||



. Cisco Network Plug and Play D BEHER D KT

Cisco Network Plugand Play T—> = > + |

ARV RFERETIVa Y

B8

Device (config-pnp-init)# device username sjohn
password 0 Tanl23

« username : +—4% ID

e password : —H N AT L7z/SAT— K

«0: ERF B/ SR Y — REZITE X — RE
WZE D) BRIk ZEEfRELET,

¢ 7 WHLIAT— K (FEFRR) Ik Z
LEBELET,

ATvTh

end

1

Device (config-pnp-init)# end

PnP 7’0 7 7 A VYRR EE— &M T L. FrtE
EXEC £— RIZEREY £7,

Cisco Network Plug and Play D B EHGER DR TE

BEA L H =NV I F T AGBNN I F T T E LBy I F 7O ThOE—R

TOR v v a UG E R DRI,

T DR Z B ET D720, ROF AT ZFATLE

To
FIE
ARV RERFTIIaY BH
AT 71 |enable ke EXEC £ — RZ AN L £,
B - e RATU—KREANLET (ERENZHD)

Device> enable

ATy T2

configureterminal

1

Device# configure terminal

rua—N\)L ary 74X alb— gy T— REBk
L\ij_qo

ATvT3

pnp profile profile-name

1 -

Device (config)# pnp profile test-profile-1

PlP—> x> h 7a77AVE{ERR L, PnP 7' 1
77 AN ET— REBE L E T,

*PnP=—V b a7 7 A NVDLARIEIRET
HHEETITH, T a7 7 A NNAPEHELTH
TIER D EFHEA,

ATv74

reconnect [pause-time [exponential-backoff-factor
[random]]]

1

PlP=—Y =z b A== Ta Ty ARty
Vg VR ERITT D F TORERER 2R E L F
ﬁ—o
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Cisco Network Plug and Play O HTTP 5> 2 #K— k70771 L%z [

aAvYRFERET7IOIY BRI

« pause-time {13, B Ko TH b HHERE
5 E ORI AR (B0 <9, #PAix1 ~
2000000 T9°, &7 4/ ME 60 TI,

Device (config-pnp-init)# reconnect 100 2 random

« exponential-backoff-factor fEI%. FFHERERAIT 245
BN N Y T —F DT, f@HIE2~9 T

_a‘o
AT v 75 |end PnP 7' 7 7 A VIR EE— &M T L. it
B - EXEC £— FIZEY £,

Device (config-pnp-init) # end

Cisco Network Plugand Play ® HTTP F S U RAR—+TO T 74 ILDEE

l_l_l
=
Cisco Plug and Play =— = > k@D HTTP T > AR — 707 7 A V& T/5A A EIZFET
YERCT 511X, ROZ AT Z#FZITLET,
PnP — RIPREICIL. IPvAT FL AL IPV6 T RLADO®m AR T %4, £7/-. PnP¥—
NI T H1-0, REOHTEHRA N EERTAHZ L TEET,
EoTu T AL, 10D T4 =L 1 OOy I T v = NORENEET
F, CiscoPnP =—V = M, ETTTA ~ U Hh— " OBGEORMAE N, TR L
TSIy 7T I =R L ET, Ny I T v I RTEENEET D L Cisco
PnP = — =y MNIFORT 74 v U ="~z RAAE T, —"DH>5HD 1 2L O
DL ESNDE TN ITEINET,
Fig
AT REERET7TIVa Y B
AT w71 |enable iHE EXEC B — RZ2 AN L £,
1 - e NRAT—RKEADLET (ERENTEHH) .
Device> enable
A7y 72 |configureterminal Jya—s L ar7 4 Xalb—vay T— Reh
15'] : L/i‘g—o
Device# configure terminal
25w 73 |pnp profile profile-name PoP=—> x> s 7a 77 A VEVERR L. PnP 7'
i - 77 AN EE— REBB L ET,
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ARV RFERETIVa Y

B8

Device (config)# pnp profile test-profile-1

ePnP=—V b a7 A NVOLARIERTET
LR LTH, T a7 A VAP EELTH
TIER D EFHEA,

ATvT4

transport http host host-name [port port-number ]
[sour ce interface-type]

1

Device (config-pnp-init)# transport http host
hostname-1 port 1 source gigabitEthernet 0/0/0

PP =— = FDOE A — DR R NLIZESD
WT, PnP=—V =2 b 70277 A4 /vOHTTP b7
VAR— FREEER L ET,
e host DfEIZY —XDOF A R, A—F, BLW
BETLERELET,
« port-number DEIIEHT AR — M EFEE L £
j—O

s interface-type DfEITT— = > F DY —r3~D
Bt SN DA v A —T oA AZRELE
j—O

ATvTh

transport http ipv4 ipv4-address [port port-number ]
[sour ce interface-type]

1

Device (config-pnp-init)# transport http ipv4
10.0.1.0 port 221 source gigabitEthernet 0/0/0

PnP = — = hDE ALY —/NDIPvA T N LR
¥ONT, PlP=—Y = b 717 7 A /LD HTTP
h7 U AR— FREZER L E T,

ATvT6

transport http ipv6 ipv6-address [port port-number |
[sour ce interface-type interface-number |

1 -

Device (config-pnp-init)# transport http ipvé
2001:DB8:1::1 port 331 source gigabitEthernet
0/0/1

PnP =— = N DE ALY — D IPv6 7 KL RX(T
ST, P0P=—V = f a7 7 A L@ HTTP
N7 AR—FREEERLET,

ATy T17

end

1

Device (config-pnp-init) # end

PnP 707 7 A NVHIMIEREE— FEK T L. Rtk
EXEC £— FIZEY £,

Cisco Network Plugand Play ® HTTPS k5 VR KR— b TO T 7 A ILDEL

Cisco Network Plug and Play =—3 = * k@ HTTP Secure (HTTPS) K7 v AAR— b7 a7 7 A
N T A A LIZFBTERT 21213, ROZ A7 #FATLET,
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Cisco Network Plug and Play ® HTTPS 5 2 XR— +TO T 7 1 LDERTE .

FIE
ARV KRFERRETI a3 Y B#J
AT w71 |enable HiHE EXEC B— RZAMIc L £,
i) e NMAT—REANLET (ERINTEHE) .

Device> enable

X 7 2 | configure terminal sua—sNL ary7 4 Xab— gy E— Nl
15'] : L/iﬁ‘o

Device# configure terminal

R T 73| pnp profile profile-name PP =— = b 777 A LEER L, PnP 71
- 77 A MBI — FE Bt LET,

. . _ _ *PnP=—V x> BT 7 A NVOLREIERRET
Device (config) # pnp profile test-profile-1 Eﬁ;@iﬁﬁzjtﬁzﬁuo ?ftlj77’/f/V45ﬁ§EE%§IJ'CU\
TIERY £ A,

R w74 |transport https host host-name [port port-number PnP =— = ¥ FOE AL — DR AR NG 2D
][sour ce interface-type ][localcert trustpoint-name WT. P0P=— = h 717 7 A L0 HTTPS k
][remotecert trustpoint-name ] 5u K- FREAER LT,
fi

* localcert &%, Transport Layer Security (TLS)
>R Flor F : |DZREEA I
Device (config-pnp-init)# transport https host N R AT Hj{:c 7747~ ]\@‘J@m"uﬁﬁﬁa

example.com port 231 source gigabitEthernet 0/0/0 T 5 R 7 A NRA U NEFEE Lijﬂo
localcert abc remotecert xyz

» remotecert OfEIL, Y —  FEBEORKGEIC A
INDFTAIRA L "MEEELET,

G¥) crypto pki trustpoint ==~ > R &4 L

7= trustpoint-name D% &

R T w 75 |transport httpsipv4 ipv4-address [port port-number PnP— x> FOEALEY— DIPv4 T KL &[T

][sour ce interface-type ][localcert trustpoint-name HSNC. PAP=— x> k7127 7 A LD HTTPS
][remotecert trustpoint-name ] hS o A — A L E T
{5l

Device (config-pnp-init)# transport https ipv4
10.0.1.0 port 221 source gigabitEthernet 0/0/0
localcert abc remotecert xyz

R w 76 |transport httpsipv6 ipv6-address [port port-number PnP=— = FOEAS Y — RO IPv6 T KL A |2

][sour ce interface-type interface-number ][localcert ST, PnP=— =2 h 7 7 A /LOHTTPS
trustpoint-name ][remotecert trustpoint-name ] NS L R N AR L
1 -
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ARV RFERETIVa Y

B8

Device (config-pnp-init)# transport https ipvé
2001:DB8:1::1 port 331 source gigabitEthernet
0/0/1 localcert abc remotecert xyz

ATy T1

end

1

Device (config-pnp-init)# end

PnP 7' 7 7 A NIMIGRETE— &2/ T L, it
EXEC E— KIZREY £9°,

—

Cisco Network Plug and Play /XNy & 7 v T84 ADERTE

Ny 7Ty 7 7Ta7y A NVEER L, 77314 A [T Cisco Network Plug and Play =—< = > |k
ZFETHDELITENCT HITIE, ROF AT #ETLET,

FI&E
ARV EFEREET7TIVa Y B#
AT w71 |enable KikE EXEC E— RE AR LE T,
f5il e NMAT— R AN LET (FERINTHE) .
Device> enable
AT 72 |configureterminal Jua—sb ary7 4 Xalb— gy B— FEBth
1 - LET.
Device# configure terminal
Z 5w 73 |pnp profile profile-name PWP=—Y x> h 777 A VE{ER L, PnP 71
1 77 A MR ET— FEBMA LT,
cPnPT—V = b 0Ty A NNDOAHTEIRET
Device (config)# pnp profile test-profile-1 %3§§§ﬁ§ijZ§z§UO 7ftl;77’/f/V45ﬁ§EE%E1/'CU‘
T2 £¥ A,
R T w 7 4 | backup device {usernameusername } {password{O| | A4 Z FIZPhnP=— x> KN N7 T w7 I n

7} password}
1 -

Device (config-pnp-init)# backup device username
sjohn password 0 Tanl23

TrANERELET,

P LA RICESRELY AT A%
Eﬁj Liﬁ—o

« username - = —% ID
e password - =—HF N A ST H/NAT — R

<0 : FEMF AL NATY — RERIWEF— RE
&%) BRICH ZLaEELET,
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Cisco Network Plug and Play /3w 7 7 v TEBEHER DR TE .

AU RFERETIVa Y

B8

« 7T — FEFIRANAT — FRRICHES T L E2fREL
ETO

ATy TH

end

1

Device (config-pnp-init) # end

PnP 707 7 A VHIHREET— R T L., Rt

EXEC £— FIZEY £,

Cisco Network Plug and Play D /N 4 7 v TEEHGERDHETE

BEA A=y I F T /BN 7 4T R T U F DERA 7 AT OO
J715C, $— 30T Cisco Network Plug and Play (PnP) —— = hD/Nw 7 7 v 7 HEG & 3%

ET DT, WDE R HFATLET,

FIg
ARV RFERETI Va3 Y B#
AT w1 |enable HHE EXEC T— RZAMIc L £,
1 - e NAT— REANLET (EERINTEELEE) .
Device> enable
AT w 72 | configureterminal Jua—N)Lar7 4 Xal—3iay T— REBLG
15“ : L/iﬁ—o
Device# configure terminal
Z 5w 3 |pnp profile profile-name PlP=—Y = b 777 A4 V%/ERE L, PnP 7'
Bl - 77 A VIR — R E Bt LT
| | _ _ PP —V = kBRI AINVDOLRIEIRET
Device (config) # pnp profile test-profile-1 Zééiiiﬁijtﬁiﬁuo jftlj77’/f/VéSﬁ§EE%ﬁl/’fU\
TIE7e D £¥ A,
R 7 4 | backup reconnect [pause-time [exponential-backoff-factor | ppp = — = b A == —Z a7 7 A LNt v

[random]]]

1 -

Device (config-pnp-init)# backup reconnect 100 2
random

Va U RATT D TORMERM AR E L E
D
« pause-time {13, i3 Kot Th b A&k

% E TR DR (4% <9, &1 ~
2000000 T4, F 7 4/ I 60 TI,
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B ciscoNetwork Plug and Play /8w 5 7 9 THTTP b5 22— b TO T 7 4 LORE

ARV RFERETIVa Y

B8

« exponential-backoff-factor fEI%. FFHERERAIT 245
BN N Y A —F DT, #@HIE2~9 T
j‘o

ATy Th

end

1

Device (config-pnp-init) # end

PnP 71 7 7 A LVHIHIR E T —
EXEC £— FIZED £,

RZHT L. Fitk

Cisco Network Plug and Play /N> 7 JHTIP F SV RAR— k70O
T774ILDERTE

Cisco Network Plugand Play =— > = > k@D 77 » 7 HTTP 87 VAR — T a7 7 A V%
T A LICFETER T 21213, ROFIRZFATLET,

¥l
ARV FERET7IVa Y By
AT 71 |enable ¥5HE EXEC E— READC LT T,
f e RAT—KREAHNLET (FERSNEHE) &
Device> enable
R 72 | configureterminal JTa— )L a7 4 X2 lb—3 gy ®— RERELG
1 LETS
Device# configure terminal
AT 73 |pnp profile profile-name PP =— = h 777 AV EEK L, PnP 71
5l - 7 7 A MOMIRRET — R &Ik L E T
*PWP=—V = 7T A NVDOLAHIERET
Device (config)# pnp profile test-profile-1 Eiﬁiiﬁ%ijtﬁiﬁuo ;ftl777’/r/V45ﬁ§Ei%§l/7:U\
TR0 EHEA,
2w 7 4 | backup transport http host host-name[port port-number | pnp = — 0 = > F D& A B — D7k A N2 HS

] [sour ce interface-type]

1

Device (config-pnp-init)# backup transport http
host hostname-1 port 1 source gigabitEthernet
0/0/0

WTCT, P0P=—2 =2 N 077 A NVDNRN T T
ZHTTP F T v AR— bREEFEHRLET,
e host DfEIX Y — XDHE A M, A—F, BILW
BETERELET,

« port-number DEIIfEH T 25K — M EHEL £
R
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Cisco Network Plug and Play /3y ¥ 7w FHTTPS b5 U RAKR— b FOT 7 1 ILDEE .

ARV REEET7IVa Y B
s interface-type DfEIT T — = > FDH— 3~
VR i SN A v —T oA AEEELE
j‘o
R w 75 | backup transport http ipv4 ipv4-address [port PhnP— = FOE ALY — D IPv4 T KL R|Z
port-number ] [sour ce interface-type] HEASNWCT, PlP=—V = b7 77 A NVDNNy T
Bl - 7 v 7 HTTP b7 AR — FREETER L £7,
Device (config-pnp-init)# backup transport http
ipv4 10.0.1.0 port 221 source gigabitEthernet
0/0/0
AT w 76 | backup transport http ipv6 ipv6-address [port PnP=— =y FOEAL LY — ROIPv6 T KL X |2
port-number ] [source interface-typeinterface-number | | g- s\ ppp=—V L R ST A LDy Y
%l - 7 v 7 HTTP 7 v AR— FREZEER L E T,
Device (config-pnp-init)# backup transport http
ipv6 2001:DB8:1::1 port 331 source gigabitEthernet]
0/0/1
AFwF7|end PnP 7’07 7 A VMR EE— R&H&T L, FrkE
i - EXEC £— RIZREY £7°,
Device (config-pnp-init) # end

Cisco Network Plug and Play /N - 7 v HTTPS S > RAR— k70O
T774ILDERE

Cisco Network Plug and Play =— = > h DN 7 7 » 7 HTTPS K7V AR— K7 a7 7 A )L
BTN A BIZFETIERT 5121, IROX A7 #FITLET,

Flig
ARV RFEEETIVa Y B#Y
ATy 71 |enable FrHE EXEC E— A AT L ET,
i : e NATU—=REANLET (FERENEHE)

Device> enable

AT 72 | configureterminal 77— a7 4 X2 b—3ay B— FEEG
15“ : L/iﬁ‘o

Device# configure terminal
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ARV RFERETIVa Y

B8

ATvT3

pnp profile profile-name

1

Device (config)# pnp profile test-profile-1

PlP=—Y x> b 777 A% /ER L, PnP 7' 1
T AN EET— FEBBLET,

ePnP=—2 = b a7y A NVOA4RIEIREET
HBERFILFY], Tu T A NANAPEE LT
TIERn A,

ATvT4

backup transport httpshost host-name [port port-number
][sour ce interface-type ][localcert trustpoint-name
J[remotecert trustpoint-name ]

1 -

Device (config-pnp-init)# backup transport https
host example.com port 231 source gigabitEthernet
0/0/0 localcert abc remotecert xyz

PnP = — = ¥ h DAY — DR A MHITES
WTC, PlP=—V 2 N a7 7 A NDNR T T
7" HTTPS h 7 v AR — M EZIER L ET,
* localcert ™f %, Transport Layer Security (TLS)
N Ry TR T4 7 > MUDFRFEAIZ
FHTL T AR FNERELET,

s remotecert DI, Y —/  FEBAEORGFEIC A
ENDBRTAIRA L "MERRELET,

ATy TH

backup transport httpsipv4 ipv4-address [port
port-number ][sour ce interface-type ][localcert
trustpoint-name ][remotecert trustpoint-name ]

1

Device (config-pnp-init)# backup transport https
ipv4 10.0.1.0 port 221 source gigabitEthernet
0/0/0 localcert abc remotecert xyz

PnP = — = FOBEASGY—DIPvAT FL |
HEASNT, PnP=—V = N a7 7 A LDRy
7 w7 HTTPS K 7 v AR— FEZER L T,

ATvT6

backup transport httpsipv6 ipv6-address [port
port-number ][sour ce interface-type interface-number
][localcert trustpoint-name J[remotecert trustpoint-name

]
1

Device (config-pnp-init) # backup transport https
ipv6é 2001:DB8:1::1 port 331 source gigabitEthernet
0/0/1 localcert abc remotecert xyz

PnP = — V= FOEASLEY— D IPv6 7 KL RIT
HKONWT, PnP—V = N a7 7 A LDNy
7w 7 HTTPS F T v AR— FNEELEER L E T,

ATy T1

end

1

Device (config-pnp-init) # end

PnP 7’0 7 7 A VHIMIEREE— RE2M&T L. it
EXEC £— RIZEY £7,

Cisco Network Plug and Play ——

o~

vV

=L

k2T DEKRTFE

Cisco Network Plug and Play =— 2 = > N D ¥ JIEREAEK T H121L, IROFX AT 2FTLE

‘j—O
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FIE

tS5Inva—FsvrEFRvEy |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e N2 — RE AN LET (EERENTHD) .

X 7 2 | configure terminal sua—sNL ary7 4 Xab— gy E— Nl
15'] : L/iﬁ‘o
Device# configure terminal
AT 73 |pnp tag tag-name TINA ANZH TR ET DI, pnptag 2~ F
Bl - A LE T, Cisco DR A 73— F /34 A1 Cisco
Discovery Protocol (CDP) %L CZ D ¥ JiG#H%
Device (config) # pnp tag xyz §%ﬁ§L/§37ro
GE) TNA ABAFD X Tindo D56, X7
BEELTEDLDOIX, ¥ TAOERDI-
MIZ xml AF¥—<723 PnP — N2 LV
ERESNDGEEOHRTT, ¥ 741 EE
TTEEHA,
PP —T v N X T DOAHTEARET D R
A,
27y 74| end Jua—sL ar7 4 Xalb—vay B RERT
Bl - L. it EXEC E— FIZRE D £,

Device (config) # end

kSIS a—TFqa25¢E

S=892y)

Cisco Network Plug and Play % —/NTF /N V%3795 (h—"%iELEh$ %) 121X, PnP 7'
TZ7ANEPIP T UAR—MEFRELET, 722X, PnP=—T = b & PP H— [T

DY — B ZAOEEEEEZ B L E T,

debugpnpservice =~ R FETTHZ LTI\ T aX vy 7 F ¥y CxE7, MEZHRET D
BEE. TA NI TPlP ==V =2 7T v aNOTRTO pnp ZINE L ET,

\}

(F)  CiscoPlugand Play ¥—/ 3w 7 ZINET HIZ1E,

Enterprise Module Deployment Guidel] £ L T 7231y,
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B rsonva—Fovesnvxy

Cisco Network Plugand Play T—> = > + |

FNRA A, =N BIXORCiscoPnlP =—V =2 FDO RTINS a—F 4 T EITHITIE. K

Da<wy REFALET,

RI1B:TNAR, =N\, B&U CiscoPlPT— o bD ST a—TFT4 05

avU kR

B

dir nvram

T NA RNTFEAEDLR TR > TRV 2 & B RERR
TAHIE., Zoa<vy REERLET,

ping vrf interface-name

<controller_ip>

TNRA ANy ha—F % ping CTXHI L%
MR+ 5Tk, Zoa~vr REHEHALET,

show auto install trace

HEf > A R—LD L —20 T %EK LT H
Wi, Zoa<r FEERALET,

show boot BOOTLDR Z¥ D BIAEDE % KT HITIE,
Zoa<wry REFERALET,
show cdp neighbor T _TOCDP XA N—%RKRFTHIZIE, 2D

avwy N LET,

Show crypto pki trustpoint

PKI b7 A hARA > F&2FRTDHICE, ZD
a~vr REFHLET,

Show crypto pki trustful

fEfHTE 5 PKI BT DI, Zoavwy
KEMHLET,

show ip interface brief

N—H A B =T 2 A ADHEEFRTHIT
X, 2o~y REFEHLET,

show ipv6 interface brief

IPV6 AV HZ—T 2 A A& FR_THIZIE, 2D
o~ REFHLET,

show run | inc pnp

1 2OPnP 727 7 A IVDBBA A —)L
SNTNDZ EEERT HIZIT, Zoa~vyr
FEFEHALET,

show pnp trace

TNRAANZAZ = NT v T a7 4 Xz l—
TarnienI EEERT I, Zoaw
VREHERALET,

show pnp tech CiscoPlugandPlayIOS =—> = > h DT 7 7 4
T RN T HITIE, Zoav s Raff
% l_/iﬁ_‘o

show vlan VLAN fE & R7T 5101k, Zoa~vy R

EHLET,
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me B

avwok HL:L

show ntp status NTP A7 —H# A% T HI21F, Z0avy
REfEHLET,

show version TN, AMEFHTDCCOA A—THFEITL TV
5T EEERTHIZIE, Zoavr RefEA
l/\gz—;_ﬂo

I
I:IIIII
oM

PPPI—xzV b B v X 2@ 272007 A XA EOMAIAIRT—T = b

PNPAILNR—F T r—2ay : Av—h 73008 — Y Larta—% FORREZAESIC
THT TV r—yay, PnP~ =T 7V r— g d, BEHKEZIZT A AZEAF TR
2, EOLOIRERTTIVATHHEHATEET, RN T VA TREIIRLZENHD
£7

PnP 7R L)L : PP =—V x> b & PP H— D71 k2L, Ziu, PoP h— "DH—
RoR—F ¢ B ZARRICT DA —T 7' a ha )L Td,

PPH—/\: BT 57 A ZADREIAEHR (A=Y BE, 774, BEOTIA B X)
PEE L, AT D g —3 Cisco Network Plug and Play h—/Ni%, EET 7V r— 3 v
W/ —=ANG U R A F =T oA A% L, PP 71 h 3L &2 ffi] L T7 /31 A LD PnP
=Yz heBELET,

Open Plug-n-Play T—> x> FDZDMDSEEFR

REER
FAEIEE IZaTFILEA R
CiscolOS =< K [Cisco I0S Master Command

List, All Releases.]

PP 2~ R:avr Ry Xy 7 ZA0EM, a2~ RE— |CiscolOS PnP Command
R, o~y RBRE, 744 b, A LomEsEmE, 5L |Reference

il

Cisco Network Plug and Play ~/ J = —3 3 7 Solution Guide for Cisco Network
Plug and Play

APIC-EM T Cisco Network Plug and Play %zl L T3 2 =2» | Configuration Guide for Cisco

Fy NI —TFNRA ZAERBET D HIE Network Plug and Play on Cisco
APIC-EM
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Cisco Network Plugand Play T—> = > + |

. Open Plug-n-Play T—C x> FDEFDMDSEEH

BEEIEE T=aTFILBRA I

APIC-EM O &BA 7 1E

Cisco Application Policy
Infrastructure Controller
Enterprise Module Deployment

Guide
APIC-EM Z 5T 5 HilZ Cisco APIC-EM Quick Start
Guide
MIB
MIB MB®D!')>%

« CISCO-BULK-FILE-MIB  [#4R L7=7F » b 74 —A, Cisco Y7 k7 =7 U U —32,
BIO® 74 —F % By hOMIB A#HELTHF 2 —R
TAHEEIL. kD URL IZ& 5 Cisco MIB Locator Zf# f L
* CISCO-PROCESS-MIB F9.

* CISCO-DATA-COLLECTION-MIB

* Expression-MIB http://www.cisco.com/go/mibs
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VIR DIT AOTFURTYITTL—
K (SMU)

ZOET, WOBETHERINTWOET,
TRT=2T AUTF AT v 77 L—FR (SMU) ORE (227 ~—)
«SMU O U —7 7 b— L JEREM: (228 X—)
« SMU Of (228 ~—2)
e Ny FA A=V DA VA=) (229 X—Y)
Ry FARA—=TDT A LA =/ (230 RX—7)

YIRDITAUTFIORTY TS L—F (SMU) DO
=

VI RNT2T AT FHFUAT w77 L—FK (SMU) 1%, VAT AIZA VA M=)V TE 58y
r—ITHhY . %m@TAu*ﬂbfﬂ/%%E%t#n)?4®%&ﬁ&%))—XéMK
A A=V L CRIE Wi LET, TLWBERITE ER TV EE A,
w2, SMU OEFEEFHOWL DERLET,
e VY —RATL, arvR—xr LIRS, 7T v b7 A —AIZEATT, SMU D
N=T a3, Ty T TV —RTER =V DAy —, AT —, BLORATTF
2 NR—= g RS NET,
cSMUE, AT T AV U —Z2OROVIZRDHEDOTEDHY FHA, SMU TEIESNL
TRTCORERIT, WEIOA T F AV ) =R THEESNET,
* CiscoIOSXE 77 v b 7 4 — ATk SMU O B 2 N ROICHGE L, APt 720 SMU
A A=A TEEFA, ZHUE, SMUZEEE Y FOL—/LF 7 ITHIBRFHEIZE SN
TWET,
¢ SMU (% v b T —27 ORBEIZHWEIZKIE TE D L 912 TH & L biT, RERT A MOk
M EHPAZET D720, #ERDOIOS Y 7 b =T XD b RERAY v bBRHY 97,
« SMU (ZBEFED Y UV —ADNR T BELET L1200 HETHY, BEFDY U —ATPSIRT O
BIEZEH T ET,
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B swoo—soo—raszmp

eSMUIFV U —AXMNHALTF LAY Y —ZA X1 ~DT v 7L —RRZATIIHY 4
/\/0
e SMUIZV Y —ZAXBEV Y —AY ~DT v 77 L —RX2ATIEIHH EHA,
TNA A TRy by F ) OBREYFR—FLET, ZhiE, LT2ERLET,
s FITHAA—TUNA T —RAEIEIA VY —EATERINET,
s ZNIZXY, =B RDEZ T H A LEFWINERESLET,
s REAZEETAHIEOICERHSN-a— NiL, BogiicExAER, XyFRrnr s
LDFETEIVFALT FLET,

SMUDT—- JA—¢EEFREH

Ny FOU—27 7u—"TiE, EXEC E— R CTRO—EHOBEEZZ T THILERNLY £,
T 7 AN AT h~D SMU DB
VAT LTOSMU DT 75 4 71k
SMUZED=2I v k
SMU DOHIRE T v A A b—Jb
SMU DO FEAREH IR D BV T,
s REAPBESNTZHEDA A=Y
c FHADBER &1y F 7 7 4 LI,
irl101-image name.release version.CSCxxyyyyy.SPA.smu.bin DERIZT 2 ME N H 5

A wDd PR

SMU 451

Z OIHTIX., CDET CSCvk58743 D/ FDHl &R LET,
a<> Kofl .

Router# config t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) # interface g0/0/0

Router (config-if) # ipv6é nd cache expire 770

Router (config-if) # end

Router#
*Sep 25 12:00:29.978: %SYS-5-CONFIG I: Configured from console by console

KD CDET AT L HIZ, NDF¥ vy aDFMHIRS A ~—Ra~vy PR RENEE
AT L7z, show ipv6 neighborsg0/0/0

« CSCvk58743
Summary : Show ipv6 interface (% ND ¥t v = DFWIRY 4 ~—] LR LN

Component : ipv6
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RyFa4r—vosozt—1 ]

Defective Image : ir1101-universalk9.16.11.01.SPA bin
Patch Image : ir1101-universalk9.16.11.01.CSCvk58743.SPA .smu.bin
VBERBGEHINIRD L 512720 £,

Interface GigabitEthernet0/0/0
no switchport

no ip address

ipvé address FE80::1 link-local
ipv6 address 2001::1/64

ipvé nd na glean

ipvé nd cache expire 770

end

EROHEDNTIE, FOTHFRABMTIPVE ZA N—BHOF ¥ v a2z M) OHIBRAEIND E
TORMZRELET, #FHIL 1 ~ 65536 T,

INYFAFA—=TDA A =)L

RNy FAA=VEA A D= THITE, ROFIEEZFETLET,

ATYT1 A A=VFBMLET,

Router# install add file flash:irll0l-universalk9.16.11.01.CSCvk58743.SPA.smu.bin
install add: START Mon Dec 17 21:11:23 UTC 2018
install add: Adding SMU
*Dec 17 21:11:26.241: $INSTALL-5-INSTALL START INFO: RO/0: install engine: Started install add
flash:ir110l-universalk9.16.11.01.CSCvk58743.SPA.smu.bin--- Starting SMU Add operation ---
Performing SMU ADD on Active/Standby
[RO] SMU ADD package(s) on RO
[RO] Finished SMU ADD on RO
Checking status of SMU _ADD on [RO]
SMU_ADD: Passed on [RO]
Finished SMU Add operation
SUCCESS: install add Mon Dec 17 21:11:39 UTC 2018

WO FARA=VET 7T 4712 LET,

Router# install activate file flash:irll0l-universalk9.16.11.01.CSCvk58743.SPA.smu.bin
install activate: START Mon Dec 17 21:11:57 UTC 2018
System configuration has been modified.
Press Yes(y) to save the configuration and proceed.
Press No(n) for proceeding without saving the configuration.
Press Quit(q) to exit, you may save configuration and re-enter the command. [y/n/qly Building
configuration...
[OK]Modified configuration has been saved
*Dec 17 21:12:02.086: $SYS-2-PRIVCFG ENCRYPT: Successfully encrypted private config
fileinstall activate: Activating SMU
*Dec 17 21:12:05.339: $INSTALL-5-INSTALL START INFO: R0O/0: install engine: Started install activate
flash:irl110l-universalk9.16.11.01.CSCvk58743.SPA.smu.bin
Executing pre scripts....
Executing pre scripts done.
-—-- Starting SMU Activate operation ---
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B oorr—coroaozr—n

ATvT3

ATv74

Performing SMU ACTIVATE on Active/Standby
[RO] SMU_ACTIVATE package(s) on RO
[RO] Finished SMU_ACTIVATE on RO
Checking status of SMU_ACTIVATE on [RO]
SMU_ACTIVATE: Passed on [RO]
Finished SMU Activate operation
SUCCESS: install activate /flashl/irll0l-universalk9.16.11.01.CSCvk58743.SPA.smu.bin Mon Dec 17
21:12:26 UTC 2018
*Dec 17 21:12:25.463: %INSTALL—5—INSTALL_AUTO_ABORT_TIMER_PROGRESS: RO/0: rollback_timer: Install
auto abort timer will expire in 7200 seconds
*Dec 17 21:12:27.358: $INSTALL-5-INSTALL COMPLETED INFO: RO/0: install engine: Completed install
activate SMU flash:ir110l1-universalk9.16.11.01.CSCvk58743.SPA.smu.bin

A YA NV EREE LT,

Router# install commit
install commit: START Mon Dec 17 21:13:28 UTC 2018
install commit: Committing SMU

*Dec 17 21:13:31.516: $INSTALL-5-INSTALL START INFO: RO/0: install engine: Started install commit
Executing pre scripts....
Executing pre scripts done.
--- Starting SMU Commit operation ---
Performing SMU COMMIT on Active/Standby
[RO] SMU COMMIT package(s) on RO
[RO] Finished SMU COMMIT on RO
Checking status of SMU_COMMIT on [RO]
SMU COMMIT: Passed on [RO]
Finished SMU Commit operation

SUCCESS: install commit /flashl/irll0l-universalk9.16.11.01.CSCvk58743.SPA.smu.bin Mon Dec 17 21:13:47
UTC 2018

ALV APM=NLNFIEDO AT —F ZAOMEEFRRLET,

Router# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,

C - Activated
& Committed, D - Deactivated & Uncommitted

SMU ¢ /flashl/irl1101l-universalk9.16.11.01.CSCvk58743.SPA.smu.bin
IMG C 16.11.1.0.4

Auto abort timer: inactive

INYTFAA=DDT AR M—=)L

Ry FA A=V FHIRELIZT VA VA =T 5 51E1T225H 0D £9°,
DA REFEHRLT, A A=V EDNRR—2 g 2@ LET,
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n—ANy s &EALERyFA =07 1oz b= ||

« install rollback to base

kDI FEIEFRIHEM LT, Ny F 2 BERICHIBR L £9,

« install deactivatefileflash:ir1101-image _name.release version.CSCxxyyyyy.SPA.smu.bin
« install commit
« install removefileflash:ir1101-image name.release version.CSCxxyyyyy.SPA.smu.bin

O—IN\Y D ZFFERALIENYFAA=—DDT7 oA VR =L
ZOIETE, =Ny 7 FROERBEZRLET,
ALVAP=NLENTWERyFEERLET,

Router# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version
SMU C /flashl/irl10l-universalk9.16.12.02.CSCvgq74407.SPA.smu.bin
IMG C 16.12.02.0.6
ROa<vy REFHTEET,
Router# install ?
abort Abort the current install operation
activate Activate an installed package
add Install a package file to the system
auto-abort-timer Install auto-abort-timer
commit Commit the changes to the loadpath
deactivate Deactivate an install package
label Add a label name to any installation point
prepare Prepare package for operation
remove Remove installed packages
rollback Rollback to a previous installation point
Router# install rollback to ?
base Rollback to the base image
committed Rollback to the last committed installation point
id Rollback to a specific install point id
label Rollback to a specific install point label

install rollback tobase ==~ > Rid Xy F2AEEZHIBRL, MHEINTEREEE2EGHIEARA A—
DNN— g R LUET,

Router# install rollback to base
install rollback: START Fri Apr 24 22:58:25 UTC 2020

*Apr 24 22:58:28.375: $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started install
rollbackinstall rollback: Rolling back SMU

Executing pre scripts....

Executing pre sripts done.

--- Starting SMU Rollback operation ---
Performing SMU ROLLBACK on Active/Standby
[RO] SMU ROLLBACK package (s) on RO
[RO] Finished SMU ROLLBACK on RO
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. Deactivate, Commit, 35 & U Remove ZERALIz/ Ny FA A—=DDT7 A VR =)L

Checking status of SMU_ROLLBACK on [RO]
SMU_ROLLBACK: Passed on [RO]
Finished SMU Rollback operation

SUCCESS: install rollback /flashl/irll0l-universalk9.16.12.02.CSCvq74407.SPA.smu.bin Fri
Apr 24 22:58:54 UTC 2020

*Apr 24 22:58:55.368: $INSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install rollback

A UAR=NLENTNWERyFEERLET,

Router# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

IMG c 16.12.02.0.6

GE)  ERoavr FHATE, Ny FIRHIBRESATEY . 70 23T v 77 b — RO FEARA

A== a VR FT,

Deactivate. Commit, 5 X U Remove ZFRA L =/\YVF A A—DT >
41 2R =)L

WD = AT, 20D FNTFNA AL VA =L ENTWHWET, HIBRENDDIT
1 >OHTT,

A UAR=NLENTWERYFEERLET,

Router# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

SMU C /flashl/irl1101l-universalk9.16.12.02.CSCvq74407.SPA.smu.bin
SMU C /£flashl/ir1101-universalk9.16.12.02.CSCvt63576.SPA.smu.bin
IMG C 16.12.02.0.6

Wy Fw2IET 7T 40 7L ET,

Router# install deactivate file flash:irll0l-universalk9.16.12.02.CSCvt63576.SPA.smu.bin
install deactivate: START Fri Apr 24 22:54:10 UTC 2020

install deactivate: Deactivating SMU

Executing pre scripts....

Executing pre sripts done.

--- Starting SMU Deactivate operation ---
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ATvT3

Deactivate, Commit, 35 & U Remove ZERALIz/ Ny FA A—=DDT7 oA VR =)L .

Performing SMU DEACTIVATE on Active/Standby
[RO] SMU_ DEACTIVATE package(s) on RO
[RO] Finished SMU_DEACTIVATE on RO
Checking status of SMU DEACTIVATE on [RO]
SMU_DEACTIVATE: Passed on [RO]
Finished SMU Deactivate operation

SUCCESS: install deactivate /flashl/irll0l-universalk9.16.12.02.CSCvt63576.SPA.smu.bin Fri Apr 24

22:54:49 UTC 2020

A UAR=NLENTNWERyFEERLET,

Router# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

SMU C /flashl/ir110l-universalk9.16.12.02.CSCvg74407.SPA.smu.bin
SMU D /flashl/irl10l-universalk9.16.12.02.CSCvt63576.SPA.smu.bin
IMG C 16.12.02.0.6

Torvarzaly hLET,

Router# install commit
install commit: START Fri Apr 24 22:56:11 UTC 2020
install commit: Committing SMU

*Apr 24 22:56:15.169: $INSTALL-5-INSTALL START INFO: RO/0: install engine: Started install

commitExecuting pre scripts....
Executing pre sripts done.
--- Starting SMU Commit operation ---
Performing SMU COMMIT on Active/Standby
[RO] SMU COMMIT package(s) on RO
[RO] Finished SMU COMMIT on RO
Checking status of SMU_COMMIT on [RO]
SMU COMMIT: Passed on [RO]
Finished SMU Commit operation

SUCCESS: install commit /flashl/irll0l-universalk9.16.12.02.CSCvt63576.SPA.smu.bin Fri Apr 24 22:56:32

UTC 2020

*Apr 24 22:56:33.342: $INSTALL-5-INSTALL COMPLETED INFO: RO/0: install engine:

commit SMU

A VA=V ESNTWHE Ny FaFKRLET,

Router# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

SMU C /flashl/irl1101l-universalk9.16.12.02.CSCvgq74407.SPA.smu.bin
SMU I /£flashl/irl1101l-universalk9.16.12.02.CSCvt63576.SPA.smu.bin
IMG C 16.12.02.0.6

Ny FEHIBRLET,

Completed install
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Router# install remove file flash:irll0l-universalk9.16.12.02.CSCvt63576.SPA.smu.bin

install remove: START Fri Apr 24 22:57:17 UTC 2020

*Apr 24 22:57:20.775: $INSTALL-5-INSTALL_START_INFO: RO/0: install engine: Started install remove

flash:irl110l-universalk9.16.12.02.CSCvt63576.SPA.smu.bininstall remove: Removing SMU

Executing pre scripts....
Executing pre scripts done.

--- Starting SMU Remove operation ---
Performing SMU REMOVE on Active/Standby
[RO] SMU_REMOVE package(s) on RO
[RO] Finished SMU_REMOVE on RO
Checking status of SMU _REMOVE on [RO]
SMU REMOVE: Passed on [RO]
Finished SMU Remove operation

SUCCESS: install remove /flashl/irl10l-universalk9.16.12.02.CSCvt63576.SPA.smu.bin Fri Apr 24 22:57:34

UTC 2020

*Apr 24 22:57:34.902: $INSTALL-5-INSTALL COMPLETED INFO: RO/0: install engine: Completed install
remove flash:irl10l-universalk9.16.12.02.CSCvt63576.SPA.smu.bin

A UAR=LENTNWERYFEERLET,

Router# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,

C - Activated & Committed, D - Deactivated & Uncommitted

SMU C /flashl/irl10l-universalk9.16.12.02.CSCvq74407
IMG C 16.12.02.0.6

Fieo o< R TiE, CDET CSCvt63576 D 3y FITHIBR SN TWET A

FIIFE-> T ET,
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Smart Licensing Using Policy (SLP)

ZOFEF, WO THMEINTHET,
« SLP OMEEE (235 =—)
c AKX <w— FRE Y (238 —7)
e TFTABLUADA LV ARN—NLNTFE: IV A TIFTA4 L T 7R PRy (239 2—)

¢« TA L ADA LA M—/LFJE : CSLU IZ CSSM ~D 7T 7 A7 L (244 _—)
« CSSM B DT 314 ADHIER (256 ~X—3)

SLP D ZE

Smart Licensing Using Policy (SLP) (%, I0S-XE UV U —2X 1732 LIfEDT 7 /v hE— KT,
LLAI Smart Licensing Enhanced (SLE) &PFEENTCWE L7, Av— K V7 hu=T 714k

V AIX SLE IZ#ib v £ L7, IR1101 /X SLP OB %V HR— k LET, HEDEHO—EBITRD
LBy TI,

o B H R O B D HFEFE T — RSB T,

*EVAL 74 B AN <720 £ Lic, KBHEH AT —H A7) [In Use] % 721& [Not In Use] &
WHEZA 77 7 AERSNE LT,

» Cisco Smart Licensing Utility (CSLU) (%, $¥ED N AKX < — bR m P TT /34 A L Cisco
Smart Software Manager (CSSM) & D& A > 2 —7 = — AT HFH LWV —/LTT,

« Z)L—T > MEIFT 7 /L b T 250 MB IZHIFRE £,

| A

BEE ZOHEOBEY OEWASTHEASNSEIL, ESR6300/L—F Z R L TCWET, IR11011X, &A/L—
T TA B RAEYTR=F LT RWEEZRE, WL O ITHEL £,
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B s tozum xoor—zsor) 207

FSACURARIT (T TH—RA ) 34T

50748 A%, 32084 7OWNTNIELET, @HXA 73, 748 X%
T DENCERDBLIENE I e R LET,

o N & 72 139k

TAVADRETZOEAZA IR LE T, RlEH T A 2o AL, AN E OB 20
Fv MU= CHEBAT LRI, ER3EREINZR Y VU —7 TORGERNIKREZNE L LEY
ho ZOXI T A RADOMERASMIL., = Fa2—F T4 2L 28K (EULA) IZES%F
7,

« T

COWMAXATIZBTDTA AT, EHRNOAEPSLE T, LERAGRITIAE 2 — RO
X TIThi, et LAV AZ R VA =T BXERH Y £,

HWHZ A 2ADH1E LTI, v AadA—% %y M AL v F THIHATHEZL Media Redundancy
Protocol (MRP) 7 A7 hI7A BV ANH £,

« g HH LA

ZOWAXATITRT D TA 7 ALKEORBIRHIEIC L » TRRENHIREINTEBY, Zh
50T A RIEHATNIKERLETT, ZNHDT7A4 B A0S, LEQRERa—F
WE, RS T DAV AF R, VA NV THRLERBY ET, VAAFE, N—RuxT

%A@W CRANH LGS, MBS A 22TV A A =T EHZ BB 4,

BHIEEIS A o 20FE LTI, BED Y AN —F iR EtE X< U5 4 (HSEC)
SAvLANDHY F1,

SLP7—*T7F~

ZDIETIE, SLP DFEIEIZEDLZENTELIFEFSEha L R—F 2 MZOWTHALE
hd‘o

i A A& > A L 1X, Unique Device Identifier (UDI) (2 X - Tl &b v A a i o B —
A VAR LATT,

B A AR AR, TA B AERRN (RUM LAR— ) Z30dkb T O L. HiRYIH
DUR— FRWBEEREEREICEATAET I — VAT AA v =V ERMELET, RUMLEKR—
FB LI OERRRT — & 1%, BELA v A X v AR FE SN E T,

VY —=2EAFERFELAR—F (RUM LAR—R) X, AU —THEEINT UAR— NE 2
EFTDOT Ay AFERRI LA — T, RUM LA— Ml o A2 22k »>Th
S AL, CSSMIC Lo CTEH SN ET, BiLA VA X U RX, T4 o AERRGEHRE T
TOTA B AEFIRMOLET %2, BIVTND RUM LiR— MIGEELET, VAT ANRE
L7k T, BIWLTUW S RUM LAR— AL 3L, H LW RUM LiaR— RN T, T4
Y ADE R OFRE M SN E T, FAL 572 RUM LR — MME, WO TH CSSM 124
(ERS=E S
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Cisco Smart Software Manager (CSSM) .

RUM #EZRISZ (RUMACK £7213ACK) 1ZCSSM S DIEZETHY . RUM LAR— FD AT —
B AT AIEREIRIE L ET, VAR— DO ACK MG A VA A THERTFIREIZ 2 B &
KT D RUM LR — MR ARENZZ2D | HIFRCTE A Z ENRENET,

CSSM 1%, HBZICZIE L7 RUM LiR— M- CTT A o AMEMRIEREZ TR L £,

Cisco Smart Software Manager (CSSM)

CSSM iZ— Tt/ SN DT RTOY AT VT Ny 2T TA BV AEFHRTE LR —4

LTE, CSSMIL, BUEDBEMZEI L, [RO T A & o ZAB 2 FHE T 5 72 8O Ofil FfEH [ %
BT DD £,

CSSM (21 https:/software.cisco.com 225 7 27 & A T& £§, [License] % 7 C., [Smart Software

Licensingl DV 7 %27 U v 7 LET,

CSSM T, RO ZENTEFET,

e N—F ¥ LT D NaER, BB TR RT 5,
o BIGLA VAL U ADRER N — 7V EEREB L OEELT 5,
cN—F X VT AT NEAERIIRRTA B A TIA B A BRET S,
o WS A R Z U A BRE . HIBR, ERIEERRT D,
e N—=F ¥ VT HD L MIETHVR— NEFETT D,
BT A—IVEMOREELEFTT D,
AT B v MERERTT D,
CSSM T HANZ, IROF—Z NV THERIFECETIHEWE T A2 BN,

https://www.cisco.com/c/ja_jp/buy/smart-accounts/software-manager.html

[View Videol R¥ > %27 UV v 7 LET,

Cisco Smart Licensing Utility (CSLU)

CSLUIZ. BT A B AU —7 7o —%Z#MHT 5 Windows X—AD L KR— b2 —F 4 T ¢
T, ZHITED, CSSMICEHE T 2RV IC, TXTOITA B R LEET L8 A A H
VABENNLEBRTEET,

SO 4 U R D ERBEIERO LB T

U —r7u—0O M) H—FEICETLIA T g R REELET, U—2 7 — I CSLUR
BB A AR RS> TN H—TXFET,

s BUGLA VAL U ADNBERRM LA — FENE L, EOFEMRN LA — N EXfIET 5 A
2= T HT L AR —F Y LT H T MNZT v 7ua—RLET, oI THA 75
A2 (T7ANVEMHEH) THLAEETT, [FEKIZ, RUM LA — MACKZA4 v 7 A »E72iE
FT7TA4 L TPEL TR A v AZ AR L ET,

o KGR — FERA CSSM IZiEfE L. CSSM bR a— REZfE LET,

CSLU IZRD FIETSLP AR VICED A LN TXET,
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. HRET—RAD

c AKX RT Y —LE LTCCSLU ZfEH L, CSSM (Z#:#5t 3 5 121E, Windows 7 7" U
r—arvkEA LA M=V LET,

e AKX KT m Y —Le LTCSLU 2 L, CSSM ICHEE L2V K 5129 DI,
Windows 7 7V r—a b B A VA R— NV LET, ZOF T arEERATLE, HEAR
ERLRIUE RS 7 7 A MZHF T ra— RSiL, CSSMIZT v 7 a— REnEd, Zihid,
SR EEHE L TRy b —ZIZ@ L TWET,

« Cisco DNA Center 72 E D > b —F | THAIAARE T,

HRAREAT—rERAD

T V—TFT 47 7Ty "7 —ALF200RLE R EFEHLET,

c TINKETTA LT IR
«CSLUIZ CSSM ~D T 7t A7 L

WO TN T TA LT I AZRLET,

-

/ Customer Premises ™,
R

INTERNET -/ \

=22
Cisco Smart Software Manager’,
(CSsM) A

m-’
-

On Cloud

T
Unified £33
Communication

WLC L

oy

o el

Switch [l
R

Router ﬁ

| Devices

. »

T

ZORRE YT, T3 AL CSSM (software.cisco.com) ([ZHEFE CTE FH A, 2—PIET A
ol e CSSM [ Clfiaz a8 —/~—ZXA L, F4 8V ADF 2w I A /F=v 7TV M
TEICHERTIVNENDY £7,

WODOKIZ, CSSM ~DT 7 = AD 7N CSLU ZRr LET,

4 Customer Premises

Unified |NTERN ET \\\
Communication =i \ =
WG E\ ........... . Cisco Smart Software Manager,

P (CSSM)
CSLU ] -

Switch / i On Cloud

Router (= :

A\

Devices
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SAEVRADA VR F—LFIE: LA T540 7012 bRas |

ZORMRRYTIE, 78 AL CSLU 22> b r—Z ZHHE S AL TWET A, CSLU & CSSM
(Cisco Smart Software Manager — software.cisco.com) DIZHEGEITH D FH A,

VAADTINA AL, B — I A A b =L E T CSLU I ARG A XE L £,
a—H%, CSLU & CSSM O TEREZ a2 —/ =2 LT, I/ BV AZFHTF v I A
NF2w T NTAHMLENRHD FT,

FAECADA VA M=ILFIE: INATZAT I+
X kRO

ZOFIETE, L—% & CSSM B THLEREREZ FECTRBT LB NH Y £,
THWRDO 7 8 —IZ O TEL, ROKESL T ZEI0,

[ v . |

oo I ’
-] sEis
o Cisco Smart
B - = e
- - Manager

(CSSM)

TA B AERRNT — % 7 7 A VET21E AuthCode ZERZ AR L E T,
CSSM IZ=7 AR— KL ET,

T A AFRRT — % £721% AuthCode B3R %2 7 v 7 u— RN L%,
ACK/AuthRequest 7 7 A V& /L—H | Z= 7 AR— K LET,

ACK 7 7 A /L £ 721X AuthRequestAuthCode P 7 71— R

o s~ wDdpRE

CSSM TOHRGA VRAZ LV ADEHFIR

&

ATy T2
ATvT3

N—B N TA R AERRR T 7 A VEAEBRLET,
EXEC & — R TROFIEZFEITLET,

Router# license smart save usage all file flash:slp

TAv U AERRIL T 7 AV (Slp) ZHRA DT 7 vy F/PCIZTy AR—FLET,
779 REDCSSMIZT A AR T 7 A VEA AR — s LET, [UsageDataFiles| ¥ 7% 7 U v
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B cssvcongzsrzoznFE

61 FERRKRT—27741L

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerls nventory Convert to Smart Licensing Reports Preferences On-Prem Accounts Activity
Reports
Report Usage Data Files Reporting Policy
Name Description
Licensas Includes a summary of current license counts and usage over seleciad virtual accounts
License Subscriptions Inciudes a summary of current subscription license counts and usage over selecled virlual accounts.
Product Instances Includes count and listing of current product instances for selected wvirtual accounts.

ATw 4 [Upload UsageData (SIP MWI notification mechanism) ] 1 > KU F /RSN £ 9, [Browsel &7 U v 7
L. 77 ANV ED5FTICBEILET,

ATw 5 [UploadData] %7 VU v 7 L%,
H62:8BEL7yI0n—F

Upload Usage Data

Please select the Usage File you wish to uplog

Cisco Software Central > Smart Software Licens @l SA-Switching-Polaris v

= Usage Data File:

Smart Software Licensing Fesdback Support Help

Alerts Inventory = Convert to Smart Licensing

Reports
Report Usage Data Files Reporting Policy

Devices can be configured to report the features that they are using.
This usage then delermines which licenses are needed, in order io be compliant.

ATFYT6 AN—=FyLTHU FEBRIRLET,
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ATy T

ATvT8
ATy

cssMcomgf 224 20eRTE [

K 63:7Hho FDER

Cisco Software Central > Smart Software Licel virtual account is unrecognized.

Smart Soﬂware Licensin Please select an account: /

Aeris | Inventory | Convert o Smart Licensit

Reports

Report Usage Data Files

R

Select Virtual Accounts X

Some of the usage data files do not include the name of the virtual account that the data refers to, of the
B3 SA-Switching-Polaris

Feedback Support Help

@ Select one account for all files Select VA v
Select a virtual account per file:

Cancel

Devices can be configured o report the features that they are using.
This usage then determines which licenses are needed, in order 1o be compliant.

TIVE TS, TNENDNA—=F ¥ LT 7 FEBEIRLE T,
R 64: BADTH™Y Y kDB

Clsco Software Central > Smart Software Licens

Smart Software Licensing

Aens | Inventory | Convert to Smart Licensing

Reports

Report Usage Data Files Reo]

Select Virtual Accounts » | Select your respective virtual account

Some of the usage data files do not include the name of the virtual account that the data refers to, or the

virtual account is unrecognized. @ SA-Switching-Polaris w
Piease selectan accourt / Feedback Support Help
@® Select one account for all fles: | DEFAULT v

Select a virtual account per file

“ Cancel

Devices can be configured to report the features that they are using.

‘This usage then determines whi are needed,

[Ok]Z27 YU 7 LET,

[Smart Software Licensing] 7 « > R Zfifgg8 L £ ¥, W)L, [Reporting Status] ?IRAEAY Pending (272 1)
£, HATTAENS. 74> R7ICNoErrors AR SN2 ETHLET,

Cisco Catalyst IR0 B AL U —ZX L—4 v I+ z7HEACE )



Smart Licensing Using Policy (SLP) |
B cssmnosisqz~nack 774001 wt—t

B 65: R T—45 ADRTR

cqlral > Smart Software Licensing B SA-Switching-Poleris +

Smart Software Licensing

Reports

Reports Initially will be in pending state..
wait to change to “no errors”

Report Usage Data Files Reporing Policy

Devices can be config report the features that they are using.

This usage then determines which licenses are needed, in order to be compiiant
Upload Usage Data...

@ Usage Data File Reported  Virtual Account Reporting Sta Devices  Acknowledgy

sle 2020-Aug-05  DEFAULT No Errors

ATw 710 [Download] %7V v 27 LCTACK 77 A V& X Ty ra—RKLET,
AT w711 [Product Instances] % 7 D FIZT A ANV A RSN TWNDZ E2MHERLET,

E66:BRA R VR

Virtual Account: VA-Blackheart v MIfiGE: | -Hide Alerts
General Licenses Product Instances Event Log -
|
3
Authorize License-Enforced Features.. & Search by Name, Product Type o,
Name Product Type Last Contact Alerts Actions

UDI_PID:ESR-6300-CON-K9; UDI_SN:FOC23032UWF; 5900 2020-Sep-24 20:23:59 (Reserved Licenses) Actions v
UDI_PID:ESR-6300-CON-K9; UDI_SN:SJC19700415; 5900 2020-Sep-24 20:41:41 (Reserved Licenses) Actions v
UDI_PID:IR1101-K9; UDI_SN:FCW24150J0F; IR1100 2020-Jul-30 02:22:04 Actions +

AFYT1R2 a~w R I A B2 —T oA ZAEFEHL T, CSSMHFT A ZIZACK 77 A V& A R—FLE
T,

CSSMMST/INA AANDACK 7714 ILDA ik— k

AFYT1 CSSMMOEARA T v 7 by P E 7L usbflash T34 ZIZACK 77 A LEZab—LET, &KIZ, T84 &
Texec T— REEH LG E5OH 2R LET,

1 -

Routerf#license smart import <flash: | usbflash0:> ACK_ slp

Import Data Successful

Router#

*Sep 1 21:12:58.576: $SIP-1-LICENSING: SIP service is Up. License report acknowledged.

*Sep 1 21:12:58.616: %SMART LIC-6-POLICY INSTALL SUCCESS: A new licensing policy was successfully
installed

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K
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I e |

ATYT2 WAV AZ AR T =S A VR =N LI L B HERRLET,
i -

Router# show license usage
License Authorization:
Status: Not Applicable
network-advantage 250M (ESR6300 P 250M A):
Description: network-advantage 250M
Count: 1
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: network-advantage 250M
Feature Description: network-advantage 250M
Enforcement type: NOT ENFORCED

ATYT3 T4 AMEHFTTHD Z L 2MERLET,
1 -

Router# show license summary
License Usage:

License Entitlement tag Count Status
network-advantage 250M (ESR6300 P 250M A) 1 IN USE
Router#

Router#show license all | beg Usage Reporting:
Usage Reporting:
Last ACK received: Sep 01 21:12:58 2020 UTC
Next ACK deadline: <none>
Reporting Interval: 0 (no reporting)
Next ACK push check: <none>
Next report push: <none>
Last report push: <none>
Last report file write: <none>
Trust Code Installed: Sep 01 00:28:48 2020 UTC

CSSM 5 D T /34 R DHIRR

AT w71 [Productinstances] Z 7 2R Y £, T34 A& RoOF £,
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B st 201 R —LFIE: cSLUIZCSSMADT H R AL

67:BJAVRA VR

Virtual Account: VA-Blackheart v FUCTR) SHideatorts:
General Licenses. Product Instances Event Log -
Authorize License-Enforced Features... [ Search by Name, Product Type o,
Name Product Type Last Contact Alerts Actions
UDI_PID:ESR-6300-CON-K9; UDI_SN:FOC23032UWF,; 5900 2020-Sep-24 20:23:59 (Reserved Licenses) Actions +
UDI_PID:ESR-6300-CON-K9; UDI_SN:SJC19700415; 5900 2020-Sep-24 20:41:41 (Reserved Licenses) Transter
UDI_PID:IR1101-K9; UDI_SN:FCW24150J0F; IR1100 2020-Jul-30 02:22:04 e e iameniis) s odes

ATV T2 THRAAOMIZH D [Actions] 27 U v 7 L, TNHDOAT T a b [Removel 27 Y v 7 LET,
[Confirm Remove Product Instance] 7V « > RUMNERRINE T,
68: 8 GA VAR ADHIBRORER

Confirm Remove Product Instance

&l

If you continue, the product instance "UDI_PID: <product=

UDI_SN:<serial number> " will no longer appear in the
Smart Software Manager and will no longer be consuming
any licenses. In order to bring it back, you will need to re-

register the product instance.

Remove Product Instance Cancel

AT w73 [RemoveProduct Instance] %72 V v 27 L£7,

TAECADA VA —JLFIE : CSLUIZCSSM DT
TR L

ZOFMETIX, —HF & CSLU B THREREMRE AL T4 TR L £7,
BHMO7 a1 —IZONTIEL, ROKESRL T EIW,

F—p—y

Device - [
Device i D e !!.
> "’
Device & J ey
CSLU Manager
Device Windows A 4 (CS5M)
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ATv T

ATy T2
ATvT73
ATvT4
ATvT5

FrqzpieswicgmshtussanTE ]

CSLU T, AuthCode Z%H L5 FT A4 ZA&FE L, BEREZBMH L ET, AuthCode 7 7 A W RER SN E

AuthCode 7 7 A /% CSSM (™7 AR — b LET,
AuthCode Z CSSM SA/NA 7D > M7 v 7m—FLET,
AuthRequestAuthcode 7 7 A /L% CSLU IZ= 27 AR — b+ LET,
ACK 7 7 A /L £ 721 AuthRequestAuthCode D7 7' — R

FINA R CSLU [CHEME SN T SBEDFIE

BN, CLIZEHA L CROFIEEZN—F TEITLTT A A UDI S LET,

Router#show license summary

License Reservation is ENABLED License Usage:
License Entitlement tag Count Status
network-advantage 250M (ESR6300 P 250M A) 1 IN USE

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #platform hardware throughput level 2G

% 2G throughput level requires hseck9 license!

Router (config) #end
Router#sh license udi
UDI: PID:ESR-6300-CON-K9,SN:FOC23032UVB

AT w71 Cisco Smart License Utility (CSLU) % BH& £,
AT w72 [Product Instances] # 7\ZEE L, [UDI| %727 U 27 LET,

69: UDI ;&R

AT w 73 [Edit Single Product Instance (SIP MWI notification mechanism) ] 7 « > KU NFREINET,
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B 7 zxncswizggsncLsBa0TE

R70:120HZA VRE 2V ADREE

Edit Simgle Praduet instance

Detaty

AT 74 [Edit Multiple Devices (SIP MWI notification mechanism) |7 1 > RUBRFRENET, TH U hD/ISA
J— Rz AN LT[Savel 227 Vv 7 LET,

B 71: 8O T /N1 ADIRE

Cinco Smart Uicense Utity
CSLU Deviees CSLU-AP1 Edk Help

Edit Multiple Devices

Detass Unique Device idenuser (UDI)

Host Identiier
aomin

CSLU Intiatea - REST API

AT w75 [Product Instances] 7 1 > K7 ¢, [Actionsfor Selected Devices| ¥ 7% 7 U v 7 L %7,
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FrqzpieswicgmshtussanTE ]

Z2:BRLETNARIZHTET7Hvay

1 Cisco Saman Licence ey e - o

284 Singhe Device  Actions for Selected Refrash Device List

- +
=] °
= e
=

AT 76 Authorization Code Request % &R L £,

A7 71 [Authorization Request Information (SIP MWI notification mechanism) % « > RURF/RINET, NEE
FEAT[Accept] 227 U w7 LET,

B 73: EFBEKRIER

Authorization Request Information

This operation will download an authorization request file for
the dewvices that have been selected. Once this file is
downloaded please

1. Upload the file to CS5M.

2. After uploading to CSSM you will be able to download
the file containing the authorization codes for devices
you selected.

3. Please upload this file using the "Upload From CSSM"
menu option to apphy the authorization codes for the
devices

Cancel

ATY T8 CSLUNRT v by FTARER 7y A Ve ran—RKLET, [Savel 27 U v 7 LET,
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B cssm Ao AuthRequest 77 1 LT H 2K~

74 RRBERIT7AIL

B Cisco Smart License Uty

B bl et el 13121 80018 =
- v SE + [#|[ Seamnie »

sh/
Organize > Newlolder =- @

Authhequest YINIDINAM  EVFil 1k

W Computer
& Local Disk (€
o= INGSTON )

@ COMPLETEDLC request sentto CS5M

filename: AuthRequest Aventud @ COMPLETE Acknowledgement recaived from CSSM

Ssve sstype [All iles (1)

 Hide Folders Sve | [ Condl |

age: §

CSSM ~® AuthRequest 7 7 1 )LD T AR— k

WOTFNATIE, RT7GF LTZRBREESR 7 7 A /L& Hif% L C, Cisco Smart Software Manager (CSSM)
W=7 AR— b LET,

CSSM % & L £7,
[Inventory] # 7% 27 U w7 L, N—=F ¥ LT A7 FEERLET,

AT 71  [ProductInstances| ¥ 7 &7 U v 7 L7,
ATw 72 [AuthorizeLicense-Enforced Features] #7 U v 7 L £,
75: 54 &2 X EREEED R

Iz (o) tps://software-stage0.cisco.com/soft

= Cisco Software Central -lcfrls-ég- Q O @

Smart Software Licensing

Smart Software Licensing

laventory

Virtual Account: VA-Blackheart~ 9 Hide Alerts @
voductiastances | E

R1100

R1100

Ri100

Authorize License-Enforced Features 7 1 o RUMNERINFE T
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CSSM ~ AuthRequest 77 4 LD T 2K— b+ ]

76: 54 & R EREED R

% = w @ -
Authorize License-Enforced Features

p— D

Enter Request Code Select Lcanses.

Choose Devices

10 the device (o enable the features. Learn More.
Generating

need.

Soqidovee S

Mutiple Devices

wo
‘Sorat Number:
Fo

Version D
Host 1o

MAC Adress:

iratInesi

ATv 73 TETUhE Multiple £721% Single 773 2 238 IR L 97,
ATYT4 T4 RUB TARL AT 7 ANVERIRT 2472 a VIZEDY £9, [ChooseFilel %2 U > 7 LET,

<=y &

% = @ @ -
Authorize License-Enforced Features

aree 4 orer D

Enter Request Code. Selact icenses

Choose Devices

the device (o enabbe the features. Loar More.

ATFYTS TGy TF Ny T TCRIMER T 7 AN ERE LSBT ARy 7T v 77 0 RN 4,
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B cssm Ao AuthRequest 77 1 LT H 2K~

77 : [File Navigation] 2 « > K™ %R <

Home Share View e
v D Cut .. x _- | e H select all
at il

Properties

Select none

Pinto Quick Copy Paste _ Move Delete Rename MNew 5 2
access [#] Paste shorteut a - falder @ History 5~ Invert selection
Clipboard Organize Mew Open Select
4+ & » ThisPC 3+ Downloads v O Search Downloads ¥
@ OneDrive {y Mame
= Pictures

51 Auth_Requestxlsx
«# Saved Games
_ Searches
| Videos
= This PC
s 3D Objects
m Desktop Select a file to preview.
2 Docurnents
3 Downloads
B Music
= Pictures
B Videos
@5 0SDisk (C:)

v Libraries R 3

Titem

ATvT6
ATy T

Ty ANVEERL, [Open] &2V v 7 LET,
PAEZ 7 ANBE— RE, TAAL ARERINDI T 4 RUELLET,
X 78: 73 ADFRT

f— ] NP
-_— Cisco Software Central Q
- Authorize License-Enforced Features
Enter Roquest Code

Choose Devices

the device to enable the features. Learn More.

Generating odé here is u &5 thal do not connec Manager directiy, orthrough the Cisco Licensing Manager, 10 report the features they

nee

Mot N .

Uploag contains the setof devies 1 be lcensed

Device File; [ Chaose FleAuthRequest_Averug csy

ATvT8
ATvT9

Downlod a emplate

Device
Selorted: 1

Status

Selett St v

Suctass

Sucress:1 Enors: 0

cancel |

TNA ANERINTZH, [Next] &7V
[Select Licenses] # 7 23 & £9°,

v 7 LET,
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CSSM ~ AuthRequest 77 4 LD T 2K— b+ ]

79:54 2 AMER

Authorize License-Enforced Features

% om @& @
s ]

srep D

‘Select the Liconses to Enabled the Featuros

ESRE300_HSEC,_Liconse

1R1800 HSEC

AT w710  Quantity per Device ® FIiZ, HLETLHHEANLET,
B 80: DAA

Authorize License-Enforced Features

% omoa @
] v D

Selact the Licanses 1o Enobiad the Fastures

ATvIN

CSSM 25 BIE R & 7 A ZA LRI TE R WEEIE, FHTBIRTE 7,
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B cssM A~ AuthRequest 77 4 LD T ZAK— k

81: TINA RE A TDER

Select a Device Type

Plaasa salect a devica s

— )

AT 12 [Continugl %7V v 7§ 5L, 712 KU [Reviewand Confirm] 12200 £9,

X 82: 7R

W W @

XTvT13 Reservelicensesz 7 U w74 5L . CSSMIT & » THERERRGE o — RAVER SN E T,
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83 H4REFERGEO—

Cisco Softw

Authorize License-Enforced Features

CSWA~DEBRERI—FI7 L7y To—F [

ATv7T14
DB E ET
M 84: I — FOBRHE

Sioving Al 7 Records

Q @ @

[Download Authorization Codes) %2 V v 7§25 &, a— RERFETL2HGINCBENT 572007 1 Ky

= | Downloads

=

]

MNavigation TH Details pane
pane ~

Home Share View

TH Preview pane &= Eutra large icons &=

s Medium icons
FEE List
Panes

1T &% » ThisPC » Downloads

@ OneDrive
= Pictures
»# Saved Games
- Searches
| Videos

= This PC
3 3D Objects
m Desktop
% Documents
& Downloads
b Music
= Pictures
| Videos

@9 0SDisk (C:)

v Libraries

1item

il small icons
|iE2 Details

Layout

A

[] item check boxes
File name extensions
Hidden items

Large icons I i
Til ~
Sont .,

by~ [

Current view Show/hide

w| @ Search Downloads
Name

E_ Auth_Request_Auth_Codes_SLE.xdsx

Options

ATy F15 [OKl %227V v7 LET,

CSLU ~ADAFRERI— F

274IILOF7y7A—FK

AT w71 Cisco Smart License Utility (CSLU) ZBH& £,
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B cswrozrzEka—rIs7 107y In—k

AT w72 Product Instances (@) L. Upload From Cisco #38&4R L £,
K 8: o RaMbDTy TA—FK

1 Conco Smart Licamsa Unity - 8
CHU Dewees CSLU-AP ot Helo

Add Single Duvice  Actions for Selected Rulvosh Device List
[ I Lant Consscted Ators +

Foue by

Fiew By Lawt Contacted Feve By Asars

2T T80

O s rowaisoman A0 1140 @ COMPLETE Usaga repoet from procuct matance
I MR
s

O s rewansose A 202 1138 @ COMPLETE Utiow rapiet o precust imitanca
PO IR1G1S
a2 w88

O o rowansomx Ay 020 0022 & COMPLETE Usagu report s prockut mwtance
P IR
w2

B oroconve Hog 2 18 84 @ COMPLETE Usage rapset Fom mradudt mttanca
PO ESRAMOCONKS
w2z e

B o roconmwer g 20201884 @ COMPLETE Ut repost o procuct mutance
FIC ESRAI0CONKS

terpwpe § v 1-8et5 € < > 3l

ATYT3 74 NVEa—RTH545 7 a3 2oH0 £9, DragandDrop 7570, £72137 7 A VERIF LT
fr% Browse L9, ROHFITIL, [Browse] Z~ L E7,

86:774IDER

] e O nem meacnoses
li- B File name extensions
B @ nens

Cunentew Shommice

4 &> ThisPC > Downloads v O SesrchDownlosds. F ol
& onetins 4 Name
= paus i Reguet At o SEdn
B Sweaames
B Sesmches
W Videos
= Theec
5 30 Objexts

= Desitop |
" tecmens !

25 O5Disk ()
= Loraries
1 tem

ATV T8 BAET— R 77 A VEBIRL, [Open] %27V v 7 LET, VAT APRRIETI— R 77 AV ET v 7 a—RK

THE ERICT vy 7a— RENZZLaRmT Ay E—VRERINET,
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L D P -2 |

X 87:E&EIZ7vFA—F

Uplaad Free Cisea

et iequent Authlodes multiple_deideson uploaded successhily

Drag & Drop a File

o Brirerse from your computer,

LW—ETODZAEVRAA VR =)L TOEX

AV RIA A B =T 2 APBROFIREFEITLET,

Router#show license summary

License Reservation is ENABLED

License Usage:
License Entitlement tag Count Status
network-advantage 250M (ESR6300 P 250M E) 1 IN USE
hseck9 (ESR6300 HSEC) 1 IN USE

Router#show license usage
License Authorization:
Status: Not Applicable
network-advantage 250M (ESR6300 P 250M A):
Description: network-advantage 250M
Count: 1
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: network-advantage 250M
Feature Description: network-advantage 250M
Enforcement type: NOT ENFORCED
hseck9 (ESR6300_HSEC License):
Description: hseck9
Count: 1
Version: 1.0
Status: IN USE
Export status: RESTRICTED - ALLOWED
Feature Name: hseck9
Feature Description: hseck9
Enforcement type: EXPORT RESTRICTED

Router (config) #platform hardware throughput level 2G
% Please write mem and reload
% The config will take effect on next reboot

Cisco Catalyst IR0 B AL U —ZX L—4 v I+ z7HEACE )
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B cssvroos s zosir

Router (config) #end

Router#

*Sep 30 18:05:55.654: %SYS-5-CONFIG I: Configured from console by cisco on console
Router#show license summary

License Reservation is ENABLED License Usage:

License Entitlement tag Count Status
network-advantage 250M (ESR6300 P 250M A) 1 IN USE
hseck9 (ESR6300_HSEC_License) 1 IN USE
network-advantage 2G (ESR6300_P 2G A) 1 IN USE

CSSM 55 D7 /314 R DHIER

AT w71 [Product instances] Z 7\ZR Y £9, T34 A& ROTFET,

88:BPMA VRA VR

Virtual Account: VA-Blackheart v Minory | -Ride Alerts
General Licenses Product Instances Event Log 5
L
Authorize License-Enforced Features... [ Search by Name, Product Type o
Name Product Type Last Contact Alerts Actions
UDI_PID:ESR-6300-CON-K9; UDI_SN:FOC23032UWF 5900 2020-Sep-24 20:23:59 (Reserved Licenses) Actions +
UDI_PID:ESR-6300-CON-K9; UDI_SN:SJC19700415; 5900 2020-Sep-24 20:41:41 (Reserved Licenses) T

UDI_PID:IR1101-K9; UDI_SN:FCW24150J0F IR1100 2020-Jul-30 02:22:04

RT9T2 THRALAADKIZH D [Actions] 227 Vw7 L, TNHOFT v a b [Removel 27 U w7 LET,
[Confirm Remove Product Instance] 77 « > R 7 23 FR S E T,
B 89: WGk A VRS 2 ADHIBRDHER

Confirm Remove Product Instance

a L

If you continue, the product instance "UDI_PID: <product=
UDI_SN:<serial number> " will no longer appear in the
Smart Software Manager and will no longer be consuming
any licenses. In order to bring it back, you will need to re-
register the product instance.

Remove Product Instance Cancel

AT w73 [RemoveProduct Instance] 27 V v 7 L%,
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41—y b AL VYF R"— FOEKRE

ZOFEF, WO THMEINTHET,

* VLAN OFE (257 _—72)

«VLAN FF v %27 7 han (VIP) (258 ~2—30)
« IEEE 802.1x R— h _R— A DAL OHE (259 ~2—)
e A=Y ) — Fu haoRE (259 L—)
*MAC 7 RL A T —7 NEAIEORE (261 ~—)

« A v F KR—KTFITAVORE (262—)
«IPv4 F IGMP A X —E > 7 (263 ~2—2)

VLAN D%

VLAN X, =—W—OWEA 7 i EIZBRR < BB EIZT7 7Y r— a Ui Tl
DEINT, A v FIZEDHF Yy MU= TH, VLANITIE, WELLAN LRI UBMENH Y £
T, 7272L, AULANEZ A2 MIWEMICEE SN TWRWNWEY RAT—a v b J—
TTEET, FOLIRT NS, AR—=FTH VLANIZET D ZENTE, 2=F % A b,

Tua—RXx AL, vATFFXFXxANO/NTy NI, EO VLANHNOT Y RAT— 3 V2T
WA ETIT 7 T T 4 v 7 ENET, & VLANIZ I SOfmBELR v hU—2 L B2 S, VLAN
WBESRWAT =2 a Y580/ y ME, v—FEE3 74—y 7T o P T R—
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VTP O EDFEAMHDONWTIL, LFEZZM L T &V, http://www.cisco.com/c/en/us/td/docs/
routers/access/interfaces/software/feature/guide/geshwic_cfg. html#wp1046901
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AAYF TITAF VT 4, A=K TT7A4FVT 4, NRA RN EOERPEENET, A
N=y TV ) =X ZOEREFEH LT, AL vy F KRy hT—=THONL— K 24 v FBIWY
N— K R—=FZEEL, &I, FAA YT KRBT AL FOL— | F— bBLORER— K
E®RELET,

AL 2 FD2ODR— "PBI—TD—FTi > TWDBIFHR, A= TV —FKR—hK T4
FIVT 4 LR AR NOREBEIZEST, EHLHDR— F%7i7~74/717~%KT
L, EBLbETu XS AT — NITLIPRHEINNET, A=YV — R =T
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VT 4 OREDOHIZTRLET, V—TWRELLGE, A= 7Y U —FF— |
TIAFVT 4 BEHLT, 749 —F 4T AT —RMNITHBA L H—T =21 A% %
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Router# configure terminal

Router (config) # interface FastEthernet 0/0/1

Router (config-if) # spanning-tree vlan 1 port-priority 64
Router (config-if) # end

XHEY R A =BV Ry h A F—T 2 A ADANR=Z TV Y — R — K 3 X NEEF
THFEOHZRLUET, VL —FNELTEES, A= 7 Y ) —Fa A N2 FEH
LT, 74T 4T AT —=MIZT DA X —T = AEBRIRLET,

Router#configure terminal

Router (config) # interface FastEthernet 0/0/1
Router (config-if) # spanning-tree cost 18
Router (config-if) # end

VLAN 10 D7 Y v T4 F VT 4 % 33N IZRET DR 2R LET,

Router# configure terminal
Router (config) # spanning-tree vlan 10 priority 33792
Router (config) # end
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VLAN 10 @ hello % A L% TRIZERET 2%~ LET, hello # A AlF/b—k A1 >
FMar74Xalb—vary Ayvke—UEAERT LB T,
Router# configure terminal

Router (config) # spanning-tree vlan 10 hello-time 7
Router (config) # end

LR IE R M 2 BT 20 2R L3, IRBERFIT, A= 7 Y ) —F—=
T AT = FBIOV A= T AT = b7 4 V=T 47 AT — MNIBATT L%
T, A H—T = A ANFHET 5K T,

Router# configure terminal

Router (config) # spanning-tree vlan 10 forward-time 21

Router (config) # end

AR=Z TN —=DRRTE—=V 0 T A Z—NVOREDHZRLET, RKT—
VI HEANT, BREERITIAETICAS v IFNAR= TV Y — a7 X
L—=vay A=Y a2 EETICHET 5T,

Router# configure terminal

Router (config) # spanning-tree vlan 20 max-age 36

Router (config) # end

AA v FHVLANIO DV— b 7V vV LTHREL, *v NI —7 OEKEE 4 1T
ET DB 2R LET,

Router# configure terminal

Router (config) # spanning-tree vlan 10 root primary diameter 4
Router (config) # exit

MAC 7 FLR T—JILIZEDERE
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WRFENTNWET, ZOT7 FLA T—TIEEERINTZTXTOMACT LA, 10F
TPIFBEEOR— MRS L TWET, TRLVRA T—TMIEENDLT RV A XA 712iE, &
DHLONRHY £,
e HAFIv I T RLR AL v FRFEEL, HINW R RoRATRr y S b ik
EIEMACT RLVA, ==V 7 A4 AFREEZHEM LT, 7—7ANTHEHI LT
T RUVAEAAL v FORRFET O A ERLET,

cAZT 4w T FLZ FEyTAN S, BIRONIZZRGT, AL vFD Uty MRRZH
HEINZNZ=Xry AN T LA,

7 RUVATFT—T NI, SBHEMACT RL A, ®t&T 5 VLAN ({42 LAN) ID, 7 R L & Tkt
AT bR — b, BEXOXA T (RET 4 v 7 FREFIEAFIv 7)) DY ARTT,

X 2T MACT RLADEFME, 2AX%T 47 = MY DOERL, %27 MAC 7 RL 2
KEOBE, =— 2 T ZA LOBEOFNCHONTIE, ] : MAC T RL R F— 7 LE]
FERLTLSIEE N,

MAC 7 RV A T =7 )VOEIEOKEIZET 23 VT, kDY > 7 2B L TLEE
A
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il : MAC 7 RL A 55— 7 )LERE
WIZ, MACT RL R T—TNWIZAET 7 =2 M) BERT 261 2R L ET,

Router# configure terminal

Router (config) # mac address-table static 0002.0003.0004 interface FastEthernet 0/0/1
vlan 3

Router (config) # end

WRIZ, ==V T FA~—%RETHHERLET,

Router# configure terminal
Router (config) # mac address-table aging-time 300
Router (config) # end

AAYFR—bTFSATDETE

Cisco IR1101 23R —F LTWB DX, B—H/L SPAN OFH, O K120 SPANtE v 3
VT, R—bhE2@RT DRy NU—2 b T T 4 v 7 BT HI2IE. SPANZERA LT, £
DAA T EDORIOR—b, £T0EFRy NI —7 TFHFIAFRLFZOMDE=H T4 ZAH L
NEEXF2 VT 4 TS REREINTWBHIDOAL v TF EOR—MZ, FTF 74 v 7 Da
E—ZEE LET, SPAN ZEELAR— F ECRE, #E, FEEZEFEsniz 77007
AR —MIavr— (X7—V 7)) LT, rLEd, SPANIFRETLHA—F EDOXRy b
T—0 NI T 49T DAL »F U 7T LER A, 585EHR— M SPAN BEHICT 505
2d 0 £9, SPAN £72/Z RSPAN & v a NIHER T 7 4 v 7 LS, sideR— RN b T
TA v I EZELIEVEE LD T EEH A,

SPAN ZfiHl L TE=Z TE 5DF, FELAR—F2HAVTL 774 v 7 E7idEEEi
HAOVTBENT T 407720 TT, BETINN—T 47 ENT- T 74w 7T TEFE
Hh, e ziE BENI 74 v 7 2E=F LTWDEE, BORETHbL—T 47 Sh
TWD T 74w Z7ITE=FTEERA, EL, FELTEZEL, BOEFLIILV—T 4~
TINHNT T4 v TF, E=FTEET,

AL v F RAR—hK TFF4H (SPAN) & v a rOEEFECONTIE, RO Web U v 7
EHRLTLIEEN,
http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3750/software/release/15-0 2 se/configuration/
guide/scg3750/swspan.html
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THEIICSPAN by v a VERET D HEOHEZRLET,

Router# configure terminal
Router (config) # monitor session 1 source FastEthernet 0/0/1
Router (config) # end

XHEY A —H Ry h AL X —Tx2A A% SPANE v a3 Dk s LTHRET D
FHiEow &R LET,
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Router# configure terminal
Router (config) # monitor session 1 destination FastEthernet 0/0/1
Router (config) # end

SPANtE v 2> 1 DSPAN EETLE LTOXHE Y b A —H v MEHIRT 5 ik
DR ERLET,
Router# configure terminal

Router (config)# no monitor session 1 source FastEthernet 0/0/1
Router (config) # end
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« V7 ®— K (Pl LOFEFEER) 7 —XERkDE— RTT,
M DOFRE L 1F, ~AF =ML ENTT — Xk afE L ET,
SR DOFREIT., YAX—F I AL—T BB LT —ZEEO TR LE
ﬁ‘o
e — 1 VE—hF VA FNOE—~DRTU L7,
ety var i UE—h YA b~DE—-ORFERLET,
IR1101 TDNP3 7' & ha)b A% v 7 &% ET %5615, ROHENBERLET,
e FxF N IRINOIVYTAR—F A Z—T oA ATF ¥ IADRBEINTEBY, UE—
F oy ha— BB —~D% IP I — O RTU ~OFEf N R S E 4, K45kt
X, BE—dODNP3 VY 7/ (RTU) F7/~IXZDNP3IP (v bo—L ko Z—) Fua hail
AL 7 BEEIE L E T,
I T RVRA : TRARAERIFAT—2a DT RLATY,
ety var i UE—F YA PDE-OEEFERLET,
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JorarzmrIusr—va |j

JAOraLEBRT I 5r— 3>

90: SCADA v AT LNDIL—Z (269 2—) TiX, EExXy FT—27 O REEBTN
WA A M—LENT) IR1101IE, 7o Fa L ZBHAafEH L T, SCADA VAT LND = |k
o—)L =L RTUBOEF a7y Y —xo FEm AR L TV ET,

IR1101 /&, RS232 #t %2/ L CTRIU (AL —7) [k LET, TV v I AV TTALT
I7Fx (BT —72 L) ENLTHEINZ NI 7 4 v 7 & Ri#T 572, IR1101 1X, RTU
/5 SCADA 57— % %, IPSec k> /v (FlexVPN VA MEFE/ZIINT T K AR—7) &5
LTCTSCADA v AT LD ay hu—)b o ¥ —|Cak LEd, IPSec b F/LiE, IR1101 &
~y R=y K77V 5=y a U v—FBOTXTORNT 7 v 7 2 ki# L E3, SCADA k7
T4y 7iE, wYlar ha— X —|ZEEE S ILARENC, SCADA N T T 4 v 7 DINAT
Bl S 72 IPS 73 A TR TEET,

90: SCADA & R T LR D L—4

Control Center 1 SCADA
Active

RTU
E \ —— RS232 i
T104 Master - i T101 Slave
@( IPv4 IPSec O%
IPIGPRS
G IR1101

Control Center 2 SCADA Router1__
Active /

T104 Master

RTU Xy NU—27 THEEZI, BELTWARLERH Y 7,
IR1101 T84 5 RTU Z &2, T101/T104 IZBT AR DIEMISMLELTA2 Y 9,
o Fx 2R

« F v X4
CHERIAA T YT
o V27 REFNEORRE « PR F 7= 13X IR P Y

Cisco Catalyst IR0 B AL U —ZX L—4 v I+ z7HEACE )



SCADA IZBI9 5188 |
B sssacsnss

U IDTRVATZ4—)V K (FA7T v hTERENDES)
By a UER

ey valg

TV r—=varb—bERTFT=F a=y |k (ASDU) OH@ET FLADHA X (F
77 FTERINDHUE)

« HERE (COT) DY A X (7T v b TRINDHHIMME)

» Information Object Address (I0A) DA X (A2 7 v b TH I HE]E)

o v X —IEHR
o b =4
«ASDU T FL & (7T v hTERENDLES)
IR1101 128565+ % RTU Z & 12, DNP3 ICBT AR DB RDBMLEIZ /Y F97,
o F ¥ RIVIER

s F ¥ R4
A AT T I
ey T RLRA

c by va EH

ebwa 4

FEFHREFINER

BF X IUE L OOy g DIREFRE—FLET,
#tovaiil o0 X —DOhEFR— RN LET,

T4 FERTE

TIONTI04/85 A —43 | T+ L

k
T101 O#E < AN —
T104 D&E AL—7
DNP3 /85 A —4% T4
FAKGRINZ  (DNP3-serial) BN TOERA
KIKRBA v E—TDIEE (DNP3-IP) | HZ)
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Joranzmonz

o] =1L
JOFaIIEHDETE
ZOHETIEH, KO ME Y ZIZHOWTEY EFET,

)

GE)  7na ba/VEHRTEHET S IRII01 ORTEEEFETDHANI, Vv haLVBo o Ofh &
Bk (286 2—) DI a L rEHBRBLTLIFEE N,

IR1101 >') 7JL ;— k& SCADA H T )L{EDEFE 1L

IR1101 TF' 1 b a NV E#EENC L THRET DL, TORNTIRII0L DY U TAAR— & f
N2 L. FDOR— FTSCADA /1 AL EZ BN THLERIH Y 1,

1RO BHIIC
IR1101 DU 7V R— b O] {2 MR L F 3,

FiE
ARV FEEET7IVa Y B

R w 71 |configureterminal ya—n)ary7 4 Xal—ary F— NG
LET,

R T 72 |interface async slot/port/interface async slot/port/interface O 1~ > K &— N & L %
-éAO
dlot : fE 0
port : i 2
interface : fi& 0

AT 73 |noshutdown EHER— N EBBHIEET,

ATy 7 4 | encapsulation scada 7'a ha)VERE KO OO SCADA 7'm kL
DY) TIVIR— s TOH b E G L FE T,

1

WOHIE, U TNV AR —F02/0ZFHIL, DA Z—T A ATHTEMEEFDIZL
T SCADA 7u ha L&z ¥ R— T2 HFEEZRLTOET,

router# configure terminal

router (config) # interface async 0/2/0
router (config-if)# no shutdown

router (config-if)# encapsulation scada
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B nossonusorarzevsrons

TN HELUTIM 7O 3L RE2 VI DETE

scadav AT AND 2 hr—L k2% — (T104) & RTU (T101) o=y Y —=x o FiBE
EAEEICT A TIOL R LTI a2 haL A¥ v 7 R ETXET,

<TI0l 7’1 ha)b AH v 7 OFE (272 —)
*T104 72 b 2L AKX w7 OFRE (275 X—)
e u N VELT Y U OBME LI (286 ~2—)

TRTCOLBERREFERNPNESINTNDZ MR LET,
TV R— k& SCADA B 7 b E G LET,

TI1 A )L R A2 YT DERE

TIOl Va2 hajL ZAX v 7 DF v, Byvvar, BIO®IFX— RIA—HFERELFE
ﬁéo

FIE

ARV RFERRTI Y E]:g]

ZFwF1 |configureterminal Ja—sLar7 4 Xal—vay E— &tk
L\i—g—o

X5 w2 |scada-gw protocol t101 TI0l 2 halpary 7 4 Falb— g2 F— R
ZPRE L £,

A5 w 73 |channel channel_name TIOl 72 FardOF ¥R a7 4 Xal— g
v E— REBBLET,

channel_name : IR1101 ® VY 7L i"— K & RTU &
WWETLHTF ¥ *VERLET,

GE) AT UTeTF % ROV ISTELE L7 WGE
N—Z I LT v 2 EER L7,

Zoawr FnoEREANTEE, BEEOF v
FANHEERENET, 7L, Frrazilit s
I, TRTOE Yy g CEEIRTALERH Y F
ﬁ‘o

ZT w74 |rolemaster < AH— v —% TI101 7u k2L F ¥ 2 E
DYCTEST (T7H1H)

AT w75 |link-mode {balanced | unbalanced} U7 F— R £ 72 1 2R O VW)
ICRELET,
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TN O bl RE VY DEE .

ARV FFEREETIVa Yy

E:)

FEET . A — BRI N T — H R
%LiTO

SR . = RAE—F A L—T ONTIRDT —
HELEEEWR L ET,

27w 76 |link-addr-size{none| one | two} U FRUR A R A7 T M CERL
7,

R w 77 |bind-to-interface async dot/port/interface VATFANTION S hal N5 T 4w T EEET
H5IRII01 Y UT NV A v HZ—T o A EHRZLE
R
slot : fE 0
port : f& 2
interface : & 0

ATw T8 |exit FX¥RNVOREEKT L, Ty ar7 4 ¥z
L—yaryE— N2 TLET, TXTCORESE
BHELET,

AFw 79 |session sesson_name tyararzsX¥al—3iay ®— NG
L, By a4 RiEED ¥ TET,

Z 5w 710 |attach-to-channel channel_name bty varEF vy rTERLET,
AT T3ITANLTEDLERUF ¥ r AL EFEHL
iﬁ—o
channel_name : & v F /L Z 5 L £ 97,

AT v 711 |common-addr-size {one | two | three} BT RVA YA XA 7T v NEATERLE
‘a‘o

AT 712 |cotsize {one|two | three} HIEAE T E T — & & % — Aip EOREEEIK
ATy NEALTERLET,

Z w713 |info-obj-addr-size {one | two | three} BWA 7TV =27 NEEDOT RVAYA XA T T
NEMLCEZLET,

ZFw 714 |link-addr-size {one | two | three} Yo 2 7T RUVA YA REF 7Ty MR TERL
iﬁ—o

AT w 715 |link-addr link_address RTUDY > 7 7 RLAZEKRLET,
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ARV FFEREETIVa Yy

S

B

G¥) ZZTANLEY U T RLRIE, v
U7 v AR— k8T % RTU TRk iE
SNTEE—HELTWAIXLERHD £

link_address : 0 ~ 65535 O#iHA,

ATv 716 tyivarar7 o ¥al—iary T— REKT
LET,

A F w717 |sector sector_name v F—ar T X2l — g F— REREEL.
RTU D& 7 X —IZ4RiZ2EI 0 4 TET,
sector_name : £ 7 ¥ —%&#BI L £,

R 718 |attach-to-session session_name RTU B #—%t v a8 LET,

AT TIOTANLIEOERICEy g A4 EEH
LET,
sesson name : & v v a U AEAIL £,

AT w719 |asdu-addr asdu_address RTU @ ASDU #i&E7 FL A2 B L £9,

2AFv7T20 v A —aLr T 4 Fal—Tar ET— REKRTL
F7,

ATy TN a ha)jl a7 4 Xal—rary ET—RFRaeiT

L/iﬁ‘o

1

ROFENE, RTU 10D TI0N 70 b3 A X 7 DINT A—H %

router# configure terminal

router (config) # scada-gw protocol t101

router (config-t101) # channel
router (config-tl10l-channel) #
router (config-tl10l-channel) #
router (config-t10l-channel) #
one

router (config-t10l-channel) #
router (config-tl10l-channel) #
router (config-t101) # session
router (config-tl10l-session) #
router (config-tl10l-session) #

router (config-tl10l-session) #
router (config-tl10l-session) #
router (config-tl10l-session) #

rtu_channel

role master
link-mode unbalanced
link-addr-size

bind-to-interface async 0/2/0
exit

rtu_session

attach-to-channel rtu_channel
common-addr-size two

cot-size one
info-obj-addr-size two
link-addr 3

exit

router (config-t101) # sector rtu_sector
router (config-tl0l-sector)# attach-to-session rtu_session

(
(
(
(
(
router (config-tl0l-session) #
(
(
(
(
(
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T4 7O bl RE VY DEE .

router (config-tl0l-sector)# asdu-addr 3
router (config-tl0l-sector)# exit

router (config-t101)# exit

router (config) #

TI04 7O Fa)L RA YOI DEERTE

TI04 70 ha s N L EEdT oy ha—L o Z—2010, ROFIEEEITLET,

1R BRI

TRTCOMLERFREHFERPIVESNTNSZ L 2R LET,  ( TRHESME 2692—) |
M)

YT FR— K ESCADA I P b E A LET, ( TIR1101 > U 7L R — | & SCADA
B FEMEDOEE Q71 2—) | B

FIE

ARV RFERRTO Y S]]

25w 71 |configureterminal Ar74F¥alb—rar EF—RIADET,

AT v J2 |scada-gw protocol t104 T4 72 hartdpary 7 4 F¥alb— a3y ET—K

PR L £,

Z 5w 73 |channel channel_name T4 72 Fa/tdOF ¥R a7 4 X2 l— g

v E—RERBLET,

channel_name: L —# 732y ta— 7 —L
WETLTF vy R Z#ALET,

G¥) ASUT=F ¥ RV DIFLE LI WEA
=3B LT v 2 EER L ET,

Zoavwry RnodEXEANTLE, BEFOTF ¥
FADHIBRENET, 7L, Fyxrzhigds
IZiE, T R_RToOEy v a rZ2HIBRT 508N H Y E
j—O

25w F4 |k-valuevalue FX FNVORREOT 7V fr—a Fa bajy

F—X% 2=y (APDU) OREEZHFRTLET,

GE) APDU (21, APDU & = br—/L
Ny L =PARAENTOE T,

value : fEO&FIL 1 ~ 32767 T3, T 7 #+/L MA
X 12 APDU T,

XFw 5 |w-valuevalue F ¥ /LD APDU D KEAERE L £,
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ARV FFEREETIVa Yy

S

value : fEDOHIPHIL | ~ 32767 T¥, &7 4/ Ml
IZ 8 APDU T,

ATvT6

tO-timeout value

T104 F v RV DOFEEFIMENT. D t0-timeout fE % TEF L
I

ATy T17

t1-timeout value

T104 F ¥ RV DX £721L7 A b APDU O
tl-timeout % TF L £ 7,

ATvT8

t2-timeout value

N— B WT—H A —ThE LIRS O
FISE DT 8D 2-timeout [EZ TEHE L 7,
GE) 2 fEIZIX, W2 T104 F v 1 Ld tl fB
SV LN IVMEEZRETDILENDHY
F7,

ATvT9

t3-timeout value

T104 F % RABEWNT A4 RIVIREEOSHAIZ,
L — L% EET D t3-timeout fHZ TR L E T,
G¥) 3 EIL. FIC T104 F v LD tl il K

DHEVMEICRET 20 ERH Y £7,

S~

ATy 710

tcp-connection {01} local-port {port_number | default}
remote-ip {A.B.C.D | AB.C.D/LEN | any} [vrf WORD]

TLEa Y ha—L o X =N FEET 5% 0E Tl
FI5A4<) arie— L kL X—TERINT L
NI HY av ha—b X —DOHEEE
HELET,

port-number : 2000 ~ 65535 D[ D1,
7 7 4V ME 2404,

ABCD: H—®K=A I,
AB.CD/nn: %7 %> k AB.C.D/LEN,
any : fEE DU E— F A K 0.0.0.0/0,
WORD : VRF 4,

ATvIN

exit

Fyxhar7 4 Xal—arET—REKTL
£7,

ATv 712

Session session_name

TyvararZ74¥al—var T— K&tk
L. By va  c4mizHn 4 TET,
sesson_name : A7 w7 3 TF ¥ R/UIZHEI Y ¥ Tz
D LR CARTZMEH L ET,

ATy 713

attach-to-channel channel_name

o ialr NIT 4 v BEETLIF Y RILVDL
HiZzEZLET,
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ARV FFEREETIVa Yy

E:)

ATy 714

cot size {one| two | three}

R E 72ITKE T — % 2% — L7 EOFEEIRE
(cot) A7 7T v PHEATERLET,

ATy 715

TyiararyZ 4 Xal—aryET—FNEKT
LET,

ATv 716

sector sector_name

YA —arT7 4 Fal—varET— RERAL,
arvhr— B Z—Dk7 X —IC4HTEE Y
T\i—g_O

ATV T

attach-to-session session_name

ayha— v H =Dt s X —%F v RIVITHE
BLET,

session_name : A7 w73 TF ¥ RUZEI Y BTl
DLRERCARTZEHRLET,

ATy 718

asdu-addr asdu_address

ASDUMEET RLAZERLET, ZZCTANLE
fliiZ, RTUD ASDUfE & —FT H2HLE N H Y 9,

asdu_address—asdu_address : fEi% 1 £ 7213 2,

ATv 719

map-to-sector sector_name

avbkr—nLtErZ— (T104) D& % —% RTU
(T101) 27 Z—lZ~y 7 LET,

ATy T2

2T w7 1TIZREY £9,

Py FT—=IHNTT I T 4 7> TnWbar b
g—)L LA —T0LIC, ZO®IZa DT
DFNEEHEV KL FET,

1

wopit, avbha— L twrZ—1tarbtao— L trZ—2 (EFbbb~vAX—L L TEK
E) TTIA 70 ha) AZ vy 7 DRTA—FEFHEL, TI04 7 Z—% T101 ©®7 X —|Z
v~y BT HEEERLTOVET,

avhr—n1krZ—1 (cc_maserl) %

router# configure terminal

router (config) # scada-gw protocol t104

router (config-t104) # channel
router (config-t104-channel) #
router (config-t104-channel) #
router (config-t104-channel) #
router (config-t104-channel) #
router (config-tl104-channel) #
router (config-t104-channel) #
router (config-t104-channel) #
router (config-tl104-channel) #
router (config-t104-channel) #
router (config-t104) # session
cc_masterl

cc_masterl
k-value 12
w-value 8

t0-timeout
tl-timeout
t2-timeout
t3-timeout

BRIET DX, kOavwr REAJLET,

30
15
10
30

tcp-connection 0 local-port 2050 remote-ip 209.165.200.225
tcp-connection 1 local-port 2051 remote-ip 209.165.201.25

exit
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router (config-tl04-session) # attach-to-channel cc_masterl
router (config-tl104-session)# cot-size two

router (config-tl104-session) # exit

router (config-t104) # sector cc_masterl-sector

router (config-tl04-sector)# attach-to-session cc_masterl
router (config-tl04-sector)# asdu-adr 3

router (config-tl04-sector) # map-to-sector rtu_sector
router (config-t104)# exit

router (config) #

avhr—/L ¥ —2 (ccmaster2) ZET DX, kOa~v>y REAHLET,

router (config) # scada-gw protocol tl104

router (config-t104)# channel cc_master2

router (config-t104-channel) # k-value 12

router (config-t1l04-channel) # w-value 8

router (config-t104-channel) # tO-timeout 30

router (config-t104-channel) # tl-timeout 15

router (config-tl104-channel) # t2-timeout 10

router (config-t104-channel)# t3-timeout 30

router (config-t104-channel) # tcp-connection 0 local-port 2060 remote-ip 209.165.201.237
router (config-tl04-channel) # tcp-connection 1 local-port 2061 remote-ip 209.165.200.27
router (config-tl104-channel) # exit

router (config-t104) # session

cc_master2

router (config-t104-session) # attach-to-channel cc_master2

router (config-t104-session)# cot-size two

router (config-t104-session) # exit

router (config-t104) # sector cc_master2-sector

router (config-tl04-sector) # attach-to-session cc_master2

router (config-tl04-sector)# asdu-adr 3

router (config-tl04-sector) # map-to-sector rtu_sector

router (config-tl04-sector)# exit
router (config-t104)# exit
router (config) #

WOBHNL, TIOLFERHDOL Y TV R—h A v Z—T = AORE, TI01 BLUTI04 72 b
g Ay 7 ORE. BLOIRIIO TFa ha VBP0 BT 5 HiEZ R LT E
j—O

router# configure terminal

router (config) # interface async 0/2/0

router (config-if)# no shutdown

router (config-if)# encapsulation scada

router (config-if)# exit

router (config) # scada-gw protocol t101

router (config-t101) # channel rtu_channel

router (config-t1l0l-channel) # role master

router (config-tl10l-channel)# link-mode unbalanced

router (config-t10l-channel) # link-addr-size

one

router (config-tl0l-channel) # bind-to-interface async 0/2/0
router (config-tl0l-channel) # exit

router (config-t101) # session rtu_session

router (config-tl10l-session) # attach-to-channel rtu_channel
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router (config-tl10l-session) #
router (config-tl10l-session) #
router (config-tl0l-session) #
router (config-tl0l-session) #
router (config-tl10l-session) #
router (config-t101) # sector r
router (config-tl0l-sector)# a
router (config-tl0l-sector)# a
router (config-tl0l-sector)# e
router (config-t101)# exit

router (config-t104) # channel
router (config-tl104-channel) #
router (config-t104-channel) #
router (config-t104-channel) #
router (config-t104-channel) #
router (config-t104-channel) #
router (config-tl104-channel) #
router (config-t104-channel) #
router (config-t104-channel) #
router (config-tl104-channel) #
router (config-t104) # session
cc_masterl

router (config-t104-session) #
router (config-t104-session) #
router (config-t104-session) #
router (config-t104)# sector c

router (config-tl04-sector)# a

(
(
(
(
(
(
(
(
(
(
router (config) # scada-gw protocol t104
(
(
(
(
(
(
(
(
(
(

common-addr-size two
cot-size one
info-obj-addr-size two
link-addr 3

exit

tu_sector

ttach-to-session rtu_session
sdu-addr 3

xit

cc_masterl
k-value 12
w-value 8
t0-timeout 30
tl-timeout 15
t2-timeout 10
t3-timeout 30

tcp-connection 0 local-port 2050 remote-ip any
tcp-connection 1 local-port 2051 remote-ip any

exit

attach-to-channel cc_masterl
cot-size two

exit

c_masterl-sector
ttach-to-session cc_masterl
sdu-adr 3

router (config-t1l04-sector) # map-to-sector rtu_sector

(
(
(
router (config-tl04-sector)# a
(
(
(

router (config-t104)# exit

router (config-t104) # session

cc_master2

router (config-t104-session) #

router (config-t104-session) #

router (config-tl104-session) #

router (config-t104) # sector c
router (config-tl04-sector)# a

attach-to-channel cc_master2
cot-size two

exit

c_master2-sector
ttach-to-session cc_master2
sdu-adr 3

router (config-tl04-sector) # map-to-sector rtu_sector

router (config-tl04-sector) # e
router (config-t104)# exit

(
(
(
(
router (config-tl04-sector)# a
(
(
(
router (config) # scada-gw enab

xit

le

woFL, DNP3 7 ha)L A4 v 7 i L CSCADA VAT ANOa ha—/)L o Z—
CRIUM o= RY—= > FBEZHEL, IR1101 TFu ha )V BHr 20 ZEAh+ 55

EERLTWET,

router# configure terminal
router (config) # interface asy
router (config-if)# no shutdo
router (config-if)# encapsula
router (config-if)# exit

nc 0/2/0
wn
tion scada

router (config) # scada-gw protocol dnp3-serial

(
router (config-dnp3s) # channel
router (config-dnp3s-channel) #
router (config-dnp3s-channel) #
router (config-dnp3s-channel) #
router (config-dnp3s-channel) #
router (config-dnp3s) # session

rtu_channel
bind-to-interface async 0/2/0
link-addr source 3
unsolicited-response enable
exit

rtu_session
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router (config-dnp3s-session) # attach-to-channel rtu_channel
router (config-dnp3s-session) # link-addr dest 3

router (config-dnp3s-session) # exit

router (config-dnp3s) # exit

router (config) # scada-gw protocol dnp3-ip

router (config-dnp3n) # channel cc_channel

router (config-dnp3n-channel) # link-addr dest 3

router (config-dnp3n-channel) # tcp-connection local-port default remote-ip any
router (config-dnp3n-channel) # exit

router (config-dnp3n) # session cc_session

router (config-dnp3n-session) # attach-to-channel cc_channel
router (config-dnp3n-session) # link-addr source 3

router (config-dnp3n-session) # map-to-session rtu_session
router (config-dnp3n) # exit

router (config) # exit

router (config) # scada-gw enable

)

GE)  TIOL IS HEAELZIOA T FL AL, SCADA X — F 7 = A 2 KD 722 LT T104 IS
EhET,

SCADA [Zxf9 5 YANG T—Z ETILDOHYHR— k

Cisco I0S XE 17.1.1 121%. SCADA 3 A7 AT @ Cisco I0S XE YANG EF /LD 7K — | i
ASINTWET, MOERIZBWTIE, BETOY U —2TYANG T AR EHEITHEL
77

https://github.com/YangModels/yang/tree/master/vendor/cisco/xe/17111

SCADA YANG £ 7 /L

A A D Cisco-IOS-XE KA T 4 TET /RS 5 2 DOMEETE ¥ = —/L % SCADA T T
TET,
* Cisco-10S-XE-scada-gw.yang

TDFEY 2a—/LIZIZSCADA ¥ — Uz A DaLy 7 4 Fal— g av RO YANG EFH%
DaLyaryrNgENTWET,

* Cisco-IOS-XE-scada-gw-oper.yang

ZDFEY 2—/VIZILSCADA ¥ — U = A OEHT — X D YANG EEDO ALV > a VNG E
nTnEd,

SCADA EF /L ZHRES ¥ 5121, 8 DDEKIFEEY 2—/b (A A D Cisco-I0S-XE %A T 4 7
EFNIET D) A AR— T HXLERHY £, ROHETIL, SCADA YANG T5 /LD Y
Z R, BECLIz~> RN, BIOEHETY 22— A DBTRLETHEGFEE 2 — V2R LET,

Cisco-10S-XE-scada-gw
WIZ, ZOFEY 2 —WIET D CLI a2~y FaRLEd,

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K


https://github.com/YangModels/yang/tree/master/vendor/cisco/xe/17111

| SCADA IZB¥ %14k
Cisco-10S-XE-scada-gw .

(config) # scada-gw protocol tl101
(config-tl101) # channel <
channel-name>

(config-t101) # bind-to-interface
<interface-name>

(config-t101) # link-mode
<link-mode>

(config-tl101l)# link-addr-size
<size>

(config-t101) # day-of-week <enable>
(config-tl1l01l) # session

<session name>

(config-t101) # attach-to-channel
<channel-name>

(config-tl1l01l)# cot-size

<size>

(config-tl101) # common-addr-size
<size>

(config-tl101)# info-obj-addr-size
<size>

(config-t101)# link-addr

<addr>

(config-t101) # request
(config-t1l01) # sector <sector_name
>

(config-tl1l01l) # attach-to-session <
session-name>

(config-t101) # asdu-addr

<addr>

(config-t101) # request

(config) # scada-gw protocol tl104
(config-t104) # channel <channel-name>
(config-t104) # tcp connection

(config-tl104)# to-timeout
<value>
(config-tl104)# tl-timeout
<value>

(config-t104) # t2-timeout
<value>

(config-tl104)# t3-timeout
<value>

(config-t104) # k-value
<value>

(config-t104) # w-value
<value>

(config-t101) # day-of-week
<enable>

(config-tl101l) # send-ei <

enable>

(config-tl104)# session

<session name>

(config-t104) # attach-to-channel
<channel name>

(config-tl104)# sector

<sector_ name>

(config-tl104)# attach-to-session
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. Cisco-10S-XE-scada-gw-oper

<session-name>
config-t104) # map-to-sector
<sector-name>

(config) scada-gw enable

Cisco-I0S-XE-scada-gw & ¥ = —/LIZIL, IROEKFEY =2 — v nbH Y £7,

* Cisco-IOS-XE-native

* Cisco-1OS-XE-features

* ietf-inet-types

* Cisco-IOS-XE-interfaces

* Cisco-10S-XE-ip

* Cisco-IOS-XE-vlan

s ietf-yang-types @ (T XTDOU LBV 3 )
* cisco-semver

Cisco-10S-XE-scada-gw-oper
WIS, ZOFY2—/WIHIETH CLL a~r FERLET,

# show scada statistics
# show scada tcp

KIZ, Cisco-I0S-XE-scada-gw-oper £ = —/LVDIEFE Y =2 — /L &R LET,

* Cisco-IOS-XE-native

* Cisco-IOS-XE-features

* ietf-inet-types

* Cisco-IOS-XE-interfaces

* Cisco-IOS-XE-ip

* Cisco-IOS-XE-vlan

s ietfyang-types @ (T _XTHO Y EY 3 V)
* cisco-semver

DNP3 7O FaJ)L RA VY DEKRTE

SCADA Y AT LANOay ba—L ko Z—L RTUMOT Y RY —x 0 REEZAHEICT S
DNP3 > U 7 LVELODNP3IP 712 h )L AX v 7 3R ETXET,

DNP3 > 1) 7 ILDERTE

RTU E D DNP VU 7LVBEHOF ¥y FLBLI Oty ar NI A—FEFHRELET,

FI&
ARV RFEEET7I3 Y B
ATFvT1 configure terminal rTa— )L a7 4 Xz lb—3ay B— NEELG
Lij‘o
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DNP3 2 ') 7 L DERE .

AV RFERETI3 Y EL:Y

A5y F2 |scada-gw protocol dnp3-serial DNP3> U7 /L 7ua haldar7 4 Xal— 3
v E—-RFERMBLET,

RTw 73 |channe channel_name DNP3> U770 hadDF ¥ fb a7 4 X =
L—yay E— RefnLET,
channel_name: L —X DI 7))L R — k& RTU &
WEETHF ¥ 2R LET,
F AN LT v RNVABFE LRSS, v—4
THTLWTF v RV EAER L ET,
Zoavwr RnoDERE AT L&, BEFEOTF ¥
FADHIBRENET, 2720, Ty AT HIBRT S
Wi, Ty a U EHIBRTAVNERH Y F
‘a‘o

Z 5w 74 |bind-to-interface async0/2/0 AT ANDNPI S han N5 T 4y s EEE
FTHEL—ZOI ERMA v H—T = A EHRLE
TO

X5 w75 |link-addr source source_address ~YAZ—=DY T T FLATY,
source_address : 1 ~ 65535 O#iFHDAH,

RTw 76 |unsolicited-response enable (fER) RAGRINELZTHATLET,
ZDavry FOnERE AT D L KKRIGE
DN 720 £,
7 7 /v h TR T,

ATy TT |exit FXRXNVOREEJKTL, TN ar7 o Xa
L—yary E—RERTLET, TXTOREL
RIELET,

5w 78 |sessionsession name tyvararzgXab—rarE— Rehh
L. By va UCARTEEID S TET,
E:AND Ly a VARFELRWES, L—
2Ly v a v EERLET,
Zoavry RonBEREATLE, BFEOE Y
Ta UDBHIBRESIVE T,

25w 79 |attach-to-channel channel_name tyvarEF v RTHERLET,

E: AT v 73 TASTILIZD LR UF v x4 & ff
ﬁH L/\gz—gqo

channel_name : & v F /L Z 5 L £ 97,
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aAv U RFERET7TIVaY B#)
A7 w710 |link-addr dest destination_address AL—=TDY 7 T RLATY,
destination_address : 1 ~ 65535 DO#FH DA,
ATy 1 |exit tyiararz s ¥al—ar ET—REKT
L/\i—a—o
ATy T 12 |exit Fubhalarz 4 Xal—vary ®—RaKT

LET,

!l

DNP3IP @

WOFNEL, DPN3 U T/ 7a hajL ZAZ v 7 DORT A —ZERETDHHEEZRLTOET,

router# configure terminal

router (config) # scada-gw protocol dnp3-serial

router (config-dnp3s) # channel rtu_channel

router (config-dnp3s-channel) # bind-to-interface async 0/2/0
router (config-dnp3s-channel) # link-addr source 3

router (config-dnp3s-channel) # unsolicited-response enable
router (config-dnp3s-channel) # exit

router (config-dnp3s) # session rtu_session

router (config-dnp3s-session)# attach-to-channel rtu_channel
router (config-dnp3s-session) # link-addr dest 3

router (config-dnp3s-session) # exit

router (config-dnp3s) # exit

router (config) #

=JL ==

ax &

DNP3IPZI L TR T 2 ar br—L B Z—Cx LT, ROFIEAZFITLET, TLEMES
T 2720c, MLty va VREEEAE T EEOBER AR Lty a U FIERTEE
7,

FIE
ARV EFERET7TIVa Y By

ZFwF1 |configureterminal Ay 74 X¥al—yar E—RICADET,

RFwF2 |scada-gw protocol dnp3-ip DNP-IP 7 haLDay 7 4 ¥al— g E—
R BAtA L £,

AT w73 |channd channel_name DNP-IP 72 f 2 )LDF ¥ R/ a7 4 X2l —
vary '— RERBLET,
channel name: L —& Bz te—/L B2 —L
WBETL2F v 22l LET,
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DNP3 IP D% E .

ARV FFEREETIVa Yy

E:)

E AN LTy RNVADBGFELRWES, Vv—F
IEH LW F v RV EER L ET,

Zoawry FnoEREANTEE, BEEOF v
FADBHIBRENET, 2720, FyRrLaHiRd 2
Wik, T RToOEy v s VEEIBRTILERD Y £
_640

ATvT4

link-addr dest destination_address

v AB—=DY Y T RLATT,
destination_address : 1 ~ 65535 O#iH DA,

ATvTh

send-unsolicited-msg enable

(&) RAGEA v =V 23T LET,
T 7 AN P TIEHANTT,

ATvT6

tcp-connection local-port [default | local_port |
remote-ip [any | remote_ip | remote_subnet ]

TCPHfe D — T )V R— b FEF L UE—FIPT R
VAZBRELET,

+ default—20000.

« local_port : 2000 ~ 65535 OfE D%,

* any—Any remote hosts 0.0.0.0/0

sremote ip: Hi—A Ak :a.B.C.D

« remote_subnet : 7 % v b : A. C. D/LEN

remote_subnet NHEE INTWVBEHE, 220F ¥ 3
MZFEICa—hr R—=rs3bdeE, VE—F V7
F v MIMEIZA—N"—=TF v T TExEH A,

1 @ <local-port, remote-ip> LT X TF ¥ R /LT &I
—BTHHMENRHY £7, remote subnet 23FEE
ENTVWDEHA, 2200F ¥y xVZFELr—h )L
A= BbsE, VE—RFM TRy MIHAICA—
N—=F T TExEHA,

ATy T17

FY RN a7 4 F¥al—aryET—REKTL
i‘a‘o

ATvT8

Session session_name

toiarar 4 Xal—ygrET— NEHEE
L., By va  l4izHn Y CcEd,

F: AN Ly Y a VARTFEELRWES, L—
ZiIFF Lk g UEERKRLET,

Zoavwry RonBEXEANTLE, BEfFOL Y
Ta UBHIBRENET,

ATvT9

attach-to-channel channel_name

tyvarEFy R UERLET,
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SCADA IZBI9 5188 |

ARV RFERETI Y S

2Ty I TANLTEDO LR CF v V45 H L
iﬁ—o

channel_name : F v RV Za0l L £,

Z 5w 710 |link-addr source source_address AL—7DY 7 T RVATT,
source_address : 1 ~ 65535 DfE,

AT w711 | map-to-session session_name dnp3-ip & v ¥ 3 > ZBEEOD dnp3-serial & v 3
W~y B 7 LET,
E 120 dnp3-ipErya i, 12D dnp3 >V
Ty g NlDRY BT TEET,

ATy T2 tyvarary a4 F¥al—arE—REKT
LET,

25w F13 Frhal arZ 4 Xal—ary B— REKT

Liﬁo

1

W OFNL, DNPIIP /3T XA — X OFEFZR L TWET,

router# configure terminal

router (config) # scada-gw protocol dnp3-ip

router (config-dnp3n) # channel cc_channel

router (config-dnp3n-channel) # link-addr dest 3

router (config-dnp3n-channel) # tcp-connection local-port default remote-ip any
router (config-dnp3n-channel) # exit

router (config-dnp3n) # session cc_session

router (config-dnp3n-session) # attach-to-channel cc_channel
router (config-dnp3n-session) # link-addr source 4

router (config-dnp3n-session) # map-to-session rtu_session
router (config-dnp3n) # exit

router (config) # exit

JOFOLEBRI OO DFEIB EEL

IR1101 T7'v ha VE#BREZMHT 51X, 7o ha Bl o DU 2ET 2088 H Y £
‘déo

Starting : IR1101 U 7L R— K T SCADA » 7 LE=EF T L, IR1101 TTI01 B LW
T104 7'& bV EFRE LIztk, 70 ha VBl DU 2RI TE £,

Stopping: 77T 4 77 a h aVEHRE UV 2 L CIRI0L T a b VAR
HREEELRITHIRNC, TP BT 0ERHY £7,
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1R BHHIIZ

firsttimeD/L—% L7 v ko)L Efic Y v Ogartingdilc, IWOEENET LTSI L%

ER LTS 7EE,

IR1101 > U 7L 7"— K & SCADA 71 7LD FRE (271 ~=—)

TIOl BLONTIF P a haj) A& v 7 OFRE 272 2—)

FE
ARV RFEREET7IV3 Y By
R w 71 |configureterminal Ja—x)L a7 4 Xl — gy EF— N2t
LET,

25w 72 |[no] scada-gw enable

IR1101 TF'wm b 2V 2 % Bilhs (scada-gw
enable) F7213#%1E (noscada-gwenable) L %7,

1

N—ZTTm haVERE DRI HI21E, ROa<wr FEALET,

router# configure terminal
router (config) # scada-gw enable

=2 DT a ha)VERRT DB EIET HIE, koavr RE AN LET,

router# configure terminal

router (config) # no
scada-gw enable

% TE DHERD

avy kR

S

show running-config

TIT A TIMEREL X ORET B LN — DREEFLET,

scada 7 — & ~N— R DFKIR

SCADA 75— & X— 2 DO R

show scada statistics

SCADA 7' — N7 = A OFFHERZFoR LET, ZHUTiE, 53215
INFZAvE—TH, XM LT UM, BXORZIT—NEENET,

scada tcp DFHR R

SCADA 7 — b U = A |ZEHHAT T HL TV 5 TCP B2 Fon L E
KR

R OHIIL. show scada tcp 35 &L TN show scada statistics 2~ > RO FTE R L TWET,

router# show scada tcp
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DNP3 network channel [test]: 4 max simultaneous
conn: local-ip: 3.3.3.21 local-port 20000
1
Total:
1 current client connections
0 total closed connections
router# show scada statistics
DNP3 network Channel [test]:
5 messages sent, 2 messages received
0 timeouts, 0 aborts, 0 rejections

SCADA IZBI9 5188 |

connections

remote-ip 3.3.3.15 data-socket

2 protocol errors, 2 link errors, 0 address errors

DNP3 serial Channel [test]:
152 messages sent, 152 messages received
1 timeouts, 0 aborts, 0 rejections

0 protocol errors, 0 link errors, 0 address errors

debug I <> F

ORI arTiE, FTTINAY 2 —T 4 IS OWNL DD TRy J avw s RERLE

B

= 14:SCADAEEL NIILOT /Ny AT KR

avUR Br

debug scada function config |Z%E F L — 2R

debug scada function control | = pm— L F L — &

debug scada function file Ty AL hL—A

debug scada function freeze | 7 1) — X h L — %

debug scada function physical | #¥ k L — Z

debug scada function poll RN—=V 7 FL—2A

debug scada function stack |z % 27 FL—=x

debug scada function umode | Umode ~ L — %
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raw V4o vy b S URKR—F

ZOFEF, WO THMEINTHET,

eraw V7w b h T U AKR—K (289 RX—)

sraw Y7y b h T U AR— MIETHEHR (289 X—)
s AIFESRIE (292 X—Y)

HEFE R FE (292 2—)

T 7 4V REE (293 X—Y)

eraw V7w b h T U AR—FORE (293 *X—)

« REDMERD (299 ~—2)

« REH (300 2—)

raw V4o vy b FSURKR—F

raw VT NI UAR— NI AT ITA T TV —2 9 DIPRy NU—27 %24 LT,
12DV N TNA v BE—=T 2 AMBRIOT ) TNNA B —T 2 A ZILFDA MY — A Eis
ELET,

IO RF A T, IR1101 Draw V7> b T AR — MIOWTHER L, raw Y 7 v b
U AR—bh a~<wr RT3 E7 v a v a2RLET,

IOV T IVORERIT, RO EEBD TT,

raw V4o v b S URKR— MZET 31EER

raw Y7y MEL PRy NU—2 2N LT T AT =R 2EETA20D0KETY, 0
ElL. UE— K ¥—IF LOHEAL (RTU) 2> DimlREE S - FHEUS (SCADA) 7 —# %
ETLHOIHEHTEEST, ZOA Yy NiE, 7ry 27 U770 gl (BSTUN) 7'a b
afb s b0 TT,

raw Y7y b NI UAR— NI, P T URAKR—F Fm bant LTTCP £72L UDP & ¥ A —
FMLET, A F =T = 2FW0TNOT 8 Fa Ve ETD L) ICHRETEETN, WS
ZFARHIEN T2 Z LT TEER A, TCP F 7 U AR— NI, 7 — X OMERISE & HERihE 2
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raw Y4y b FSURR— |

MBELTHHET 7V r— a7 7V r—va il L CVET, BIFRSEL U L—
R BEDORELZTOTWT A r— g kLT, UDP h T v AR — METCP LV
LRV Y TV T Ak a it U E T,
raw V7 v b T U AR— R TIE, RS U T A v —T oA RTH L TELF AR — b
ENTVWET,
o FLAIAFZHD HE) TCP #EHi AT A W= A LB EM LI N T AR —F 7 hair e LT
@ TCP,
e K32DTCP v =L,
=X IITAT N, FREFZOMGTOMAEDLDEELE L TOAL ¥ —T =4 AKIE,
=R A F—=T A RO, ZELERDO 74T D,
* VRF §8ilk, V—#1%x, X"—F ¥V T T4 X—K xv hTU—2 (VPN) HfELV—TFT 47
BLOEEE (VRF) A ¥ —T oA AN L THERSNEY—/S KA Mlraw Y7 v k
KTV AR—F T 74w 0 BRETEDLEITRY T,

ZOETIH, RO BPE Y ZIZOWTHY EFFE9,

TCP k5 2V RR— bk

TCPraw V7w b h T AR—hNE, 774 T MP—_"ETLE2FEHLET, 1 >OIERM
VU TNAERRT, K1 OOY—NREEGHDOI FATV "VERETEET, 7747V FE—
FTiE, IR1101 X raw Y 47> b H—8 (o IR1101 b—& F 7213 — Ro—F 4 8531 =
DATHE) 1K LTHRAR32ZDTCP Yy v a v ZHBTEET,

10, raw Y7~ b TCP FEDH Zm L TWET, ZOHITIE, BHO IR1101 V—F &5
TIP Xy hT—7 %N LT, RTUETA 7T VEHV AT LAOMTY Y TIVT —F PRk
SNTWET, 1ODIRI0I AL—F (L—F 1) lZraw V7 v b =L L THREL . raw V/
o b7 ITAT U RE LTRESNIZMD IR0 L—F (Jb—HF 2 L)—H% 3) 75D TCP
B ka2 ) v A LET,

taw YT b 7 AT MIRTUNLY U TV TF—EZDA M) —L&5ZEL, TDONNy 77
WCZDOT =25 ERLTHH, 2—FREDO/NT v MEEEIZIESNTT —X %2307 > M
WMLET, tawl Ty 87247 M, raw Y7y B = "EDOTCPEEReZBHtA L., PR v
NT—2 %R LTy MeT—%%raw V7 M — NZEFELET, Zhickv, N7y
BT TIATF—EBBEIN, ZOUNRVITAAL B —T oA RAIEESH, 94754
VEBLY AT MIEEENET,
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I raw V& y b S URKR— b+

uop +5>zA—+ [

Callers
—%— Raw Socket —e

Tunnels
Router 2
RTL
Called i Serial
Router 1 Router3
Utility Serial : e
Management
Syatem
RTL
L L ]
Server Clients

N

B N—H2DOTVTN VT A H =T AP =N LTRETIHA., f LV H—T =1 A
DETIEITTAT U MNV—=ZDLV I TN T A B =T ZATHY ., FOHLEETI,

UDP k5 U RHKR— bk

UDP N J v AR—RiE, 7Y —ET7 EFAEMHLTCOET, FERB U 7GR ITE
D UDP B iR & C& 9,

X 21X, raw Y7 v O UDP REDHZ R L TCWET, ZOHITIX. >V T7T/LTF—ZiL, raw
VA sy NUDPRTA E L TEHREIN TS 20D/ —F (L—& 11XIR1101, /L—# 213 IR807)
BEDIP Ry NT—VEMNLTRIU &4 754 UL AT AR TR SN TWET,

ZOFEITIE, raw Y RUDP RANERTU D U T T—H DA N —L%5Z[FL, ZD
Ny T 7ILZDT—FEERELTHhL, 2—FREDO/ T v MEEEIZESHTT —H %
Ty MK LET, raw Y47 v b UDP ®tmlx, IP r> hU—27 %5 LT3y MET—#
H ) — OO raw Y 7y P ETICEELET, 2k, Xy by I T AT —
ADNBEIN, ZIWBRV I THAAL =T 2 ATEEESN, TAT7 T4 VEHY AT LITE
FanEd,

= asyncozo . 10.001 10.0.0.2 async 07210
=— i ——S 8
;— MW Router 4 180'8'0'? Router 2 RTU
s UDP Peer Hene UDP Peer
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raw Y7y b kS URKR—+ |
B rs—snm

)TV TR 0E

TN DY) TATa hal, FEMBEE e balBNMERENTWAEES, raw /7 v
RN ZETHL YT FT—& 2 " —Ai%, ROFEHEZFESNT Ay MeEERET,

« Packetlength : IR1101 232 U 77 — X ZxtANCIEE T 25| & L2 b3 v NREZIEE
TEET, RIOI DRy 7 7RNICZOBOT—F 2 WETH L, EEESNET—4 %8
7y MELTraw Y7 v MXFANCHRE L F 9,

« Packet-timer value : /X% v b Z A ~=—%. IR110l XA MU —LHNORD L FEZETSH
F ORI DR ARE LE T, X7y b XA ~—OHIRK T F TITXFERZE S n
Ba. IR0 B3Ny 7 7 NTRIE LT — X133 » MEEL, raw V7 > BRbmicizs
SNET,

Special character : IR1101 733y 7 7 &R S =7 —# &3 v MEL Craw V7 v b
KN ET D& & LD XTEBET D N TEET, FrkXT (CRLFZRY) %
T L IRU0LTER ST — 2 %347 5 MEL Craw V7 v b SHEIC%ME L E
R

WIEA T2 3 U OREICDNTIE, 65—V @D aw Y7y b 710 AT v a ok
El OFIREZRL T EE0,

VRF %t raw ¥ 4y k

VRF xfiisraw V7> b 8T U AR — MEREZMEHT 5 &, VRFZMHL Traw V7> M+ 7
T4 T ESHEL, VYTV T =X ENRCERB I ONIET S Z LN TEEJ, VRF &
BRELEDL, taw Y7y TV AR— FHICREESNTZVI TNV A F—7 = A A% VRF
WCBEAHT D Z M TEFET, REFNZHOWTIL, raw Y7~ F VRF (302 3—) &ML
TLIEEW,

AT DR NT—27 FRL R L H—T =2 A EHD, Xy T —2HNTraw Y7 v b
N7 4w I NEREIND HE, V=B DTN T—H &y M B8, VRE 21
AT 250 EIhERELET,

TIEFRIHELEHWNSEIA

BHE.UDP T 7 4 w713y NT—VNO 77 AT I+—NCEoTTay 7 ShET,
Py T —=JIZZH L7 7 AT O —NADHIEBEE, raw/ 7> FUDP T 7 v 7 %FF
TT5EIICE VAR —LERELTLEE N,
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I raw V& y b S URKR— b+

—™ Er'-l-.-l
T4 FEETE
HEHE TI4ILEERE

FTIAILEE .

raw Y7 v b 8T AR — |k

RS

Ty bR

NTy PRITRESNLTOVER A,

UTN e han

FHEEHEE 7 7 k2L

Sy N B A BT

15U

FriR S

A SCFITRE SN TV ER A,

raw Y 7> b E— R

Best-effort £ — RiZA4 727> THE Y., IR1101 TiEPR—F X
NTWERA,

TCP 7 A KV ZA LT T K

557

raw Vv b fSURR— MDEETE

ZOHTIE, KD NE Y ZIoNTRY EFET

NTFINA A —T A ATraw V45 vy b rSOREKR— FE2EHE

IR1101 v—% Traw Y7 v b F TV AR— M AT DI20E. BANSFERBIT U 74 R—
NEFHZ L, FOHR— Mk LCTraw Y% > k TCP £7213 UDP & 72 /b Z BT D44

ERHY ET,

48 HHEIIZ

IR1101 > U T /b R— " BERAFRENE 9 0 E MR L £7,

FIE
ARV RERET7TIV3 Y B#Y
X w 71 | configureterminal Ta— ) ar7 4 Xal— gy T— NG
LE7,
R T 72 |interface asyncO/slot /port asyncslot/port DA X —7 =—AD A< FE—F
ZHBLET,
AT w F3|noip address AV B —T = A ATIPMEZEHICLET,

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||



B »

raw Y7y b kS URKR—+ |

ARV RFERETIVa Y

B8

ATV T4 RONTNNEFITLET,

* encapsulation raw-tcp

* encapsulation raw-udp

YU TN AR—bDraw Y7 vk TCP & 7Bk
721X UDP B 72 AL E N LT,

151

Wiz, YU TNAER—=K0R0EF ML, £DHR— FTraw V7> s TCP I 7L EFH N

TR R LET,

router# configure terminal

router (config) # interface async0/2/0
router (config-if) # no ip address

(
router (config-if) # encapsulation raw-tcp
(

router (config-if) # exit

> o ~ oS N =JL =
HEDraw VT Yy b A F T a DETE
R Eod_RCoERgicimd A4 T v a v ERETCEET, BEOA T 3 0E, TCP &

UDP Ol FIZEH S E

1R BRI

UTNA VB —T oA A Traw Y7y b b T U AR— FEFERME (293 2—) OFHAIC
T, raw Y7y b F T U AR— AN LET,

FIE

ARV RFERETIVa Y

E:)

Z w71 |configureterminal

Ja—\)L a7 4 Xalb—i gy E— NeBith
L‘ij‘o

R 5w 72 |line0/slot /port

YUTN Ay N R—=bDTA L avr K E—
RZBts L £,

R T 7 3 | raw-socket packet-length length

IR1101 U TV T — X Rtk G955 % &
LNy NEERELET, IR0 NNy 77
NICZDORKEDOT —F22EMTH L, EEINT
F—H %y MELTCraw Y7 v bRFENCERDRE L
£7,

length : 2 ~ 1400 /X1 |,

T 7N ETIE N7y MR M) T3 ESIT o
TWET,
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Ime?th%DZﬁ—F

aAvYRFERET7IOIY BRI
AT 7 4 | raw-socket packet-timer timeout IR1101 23 A b U — ANDOKRD LT %25 5 % TH
T oK Z I UMM CTHRELE T, v
N A < —OHIBE T £ TICCENZE SN
G BELEFT—21337y MEEN., raw V7
iRt SN E T,
timeout : 3 ~ 1000 < VU .,
F7 4 I 15 I VR TT,
AT 75 |raw-socket spec-char ascii_char Ny 7 7ICERBENTZT =42 %237 v MEL T raw
VA MRIFENCEET 5 X DI IR0 2 U A —
THXTEEELET,
ascii_char : 0 ~ 255,
T 7 4V N T, BRSCT N U T3 2 > T
WET,
RDERY
F7 4 MEIZRETIZIE, 2hboa<wr Fono BEREFEH LT,
151

router# configure terminal

router (config) # line 0/2/0

router (config-line) # raw-socket packet-length 32
router (config-line) # raw-socket packet-timer 500
router (config-line) # raw-socket special-char 3

raw ¥V v k TCP DE%TE

raw V7> b TCP 1 7B AL EZ B LI=ts, TCP Y —N"FE73 7 T4 7 bR ELET,

raw V4 v k TCP Y4 —/\DEEFE

188 BRI

VT NA L HE =T 2 A ATraw /7y b b T U AR— M2 AME (2932—2) OFBHIZHE-
T, FOR—FDO YT R— I BEXWraw V7~ k TCP I P/ bLEENT L £,

FIE
ARV RFEEETIa Y B
25 v 71| configure terminal Sy T4 Fa—ar B FICAD £
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raw V&7 b FSURR—

k]

ARV RFERFTIVaY =)

ATv T2

line O/dlot /port vITn Ry N AKR—FDTA Y avwr K E—

REBitm L £,

ATvT3

raw-socket tcp server port [ip_address ] JERBIERA v X —T =2 ADraw Y7 b 5

AR— bk TCP H— "% EELET, raw V7 v b
H— N F— FTiL, IR1101 iZraw VY7 b 7 54
TV RO OEREGERE ) v AL LET,

port : — N3 U AT HAR— M EE
ip_address : (LE) V— PR E U v A7
Au—7 )P T KL &,

ATvT4

raw-socket tcp idle-timeout session_timeout EFHAERA VX —T =2 ADraw 7w b h5

AR—KFTCP Y ary XA LT haRELE
T, ZOBBTZ IA T &P —"OMTT—#
NERE SN WEAE, TCPEy v a U3k T LE
T, FDH%, 7 TAT 2 MEIYP—ED TCP & v
va O HEIICR A E T,

ZDHA LT U RNRET, ZORFEDOEFROT T
Draw Y7 b ]\7/2‘J‘~]\TCP‘E‘):/EI‘/K
WHINET,

session_timeout : FXESNTWWHEY 3 TA K
W BEALT TR (47) o T7AHNMESHTT,

1

RDERY
raw /7 v kb TCP ¥— "%z HIER7 521X, noraw-socket tcp server ==~ > R&2H L 9,

WOFNE, FEFRI U TIVEIFRO raw V7w b TCP Y — R ZRET 5 HEEZRLTOVET,
TCP H— NF, m—H /L R — k4000 B LR —H/LIPT RL2Z10.0.0.1 CTCP 7 54T
%%ﬁ%ﬁ%ﬁ%;fiﬁomwy#ykKP%-N&RW&?%TV&@Vfﬂ#@%T

SREIT — A NKTHENR NS, TCP Yy a N KT L, raw Y7y b 7547 M
raw Yy b =R Dy a COFMLERITLET,

router# configure terminal

router (config) # line 0/2/0
router (config-line) # raw-socket tcp server 4000 10.0.0.1
router (config-line) # raw-socket tcp idle-timeout 10
router (config-line)# exit

(c

router (config) #
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| awvsy b FSo K-
raw vy kTP 2547 rogE [

raw V7Y FTCP U 5472 D%

4a& SRS

VT NA LV H =T 2 AA ATraw /7y b T U AR— AL (293 %—) OFBIZHE-
T, FOR—FrDV YT R—E BEWraw Y7~ b TCP I P/ bLEZERNT L E£7,

FIE

ATV RFERET7TIV3 Y B
AT w 71 | configureterminal a7 4 FXa2l—ay ET—RIZADET,

R v 72 |line0/slot /port UTN ARy b R—FDTA Y avw K E—
N&BREL £,

R T 73| raw-socket tcp client dest_ip_address dest_port raw /7 v b R U AR—=FTCPZ FA4 T v b v
[local_ip_address ] [local_port ] AL OBREREELET,

dest_ip_address: U E— k raw V7 v b $—30D%d
HEIP T RLA,

dest_port : U E— k P— 3~ TCP |13 %
SR — N &5,

local_ip address: ({LE) 77472 MR ASAAL UK
TEXHu—H/VIPT KL X,

local_port : ({EE) 7 94TV ERAAL U RT&ED
n—Hh)L R— EE,

R w 7 4 | raw-socket tcp idle-timeout session_timeout FEFRBEHBA X —T =2 ADraw V7w b N5
AR—KMTCP Y a vy XA LTV NERELE
T, ZOMRTZ 747 R — D TT—4
DERE SR WHEAIL, TCPE Yy v a VAL B
FI, ZO%, 7 T7AT Y MIH—EDTCP & »
va U O BB £ T,

ZDHA LT T RREF, ZOREDRKROT T
Draw V7w k ]‘7/XT“‘]“TCP‘{ZV‘:/3 Mgl
WS ET,

session_timeout : X E SN TWHEYy T ary 74 K
w&%ATW&(A)OT7¢whi5 SR I

Z 5w 7 5 | raw-socket tcp keepalive interval HFEHARRA v 2 —T =2 ADraw v b v T
AR—=FTCPEY Y a v DX—TT 747 A H—
SNIVERELET, —HiE, RESIN-HERICHE
DNWTHF =TT IAT Ave—VEEEFELES, =
LzE, VT A X —T 2 A% LT raw
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raw Y4y b FSURR— |

ARV RFERFTIVaY =)

TCP 7 7 4 w7 &EETHEE, ZOMBORE
DB ENH Y 7,

interval : FERESNTVWDIXF—TT I 7 (v~
H2—r3 )0 (FPEANL) , #PHIZ 1 ~ 864000 2T,

T 74V MEIX 1 BT,

1

RDZRY

raw Y /7> N TCP 7 7 A 7 F ZHIEx$ 5121, noraw-socket tep client =~ > RZ& i L £
D

WoBNX, RV TVERRD raw ¥ 7> N TCP 7 A7 > MR ET D HikERLTW
FI,raw Ty 7 IA T ME LTHRET S IR1101 b—4) I, raw V7 v b H—\ L
DTCP By a v ZRMEL, X7y MEENTZV I TN T—X 220V — N Zinik LET,
N—HiE, Ny TZ7NOVITNVT—=ZDAN) —LEZIELET, Ny 7712827314 &
mManhs e, V=235 —%%3%7 v MELTraw Y7 v b =Tk LET, L—&F L&
raw Y 7w b = RDOM T 10 ST — F BB I N E | raw Yy b =L D TCP
Ty a B TL, v—Fidraw YTy b = REDE Y a OB ERAET,

router# configure terminal

router (config)# line 0/2/0

router (config-line) # raw-socket tcp client 10.0.0.1 4000
router (config-line) # raw-socket packet-length 827

router (config-line) # raw-socket tcp idle-timeout 10
router (config-line) # exit

router (config) #

raw V45 fUDP E7Y—ET7IEHDERTE

raw V7> bk UDP 1 7w bl L OG@ER A 7 Y g VAN L%, raw V7~ bk UDP
V7Y —ETERERELET, RO mon—h R — ML, b ) —HFOuO5E LR — b
THHIVENHY £7,

JR 8O HHIIZ

VT NA L HE—T 2 A ATraw Y7y b b T U AR— 2L 293 2—) OFRBHICHES
T, ZOR—b DOV TVHR—=bBXWraw Y4 > b UDP B 7B/ bEBFHHI L F9,

FIE
ARV KRFERERETY Va3 Y =[]
AT w 71 | configureterminal a7 4 FXa2l—ary ET—RIZAD ET,
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Ime?th%DZﬁ—F

AU RFERETIVa Y

B8

ATy 72 |line0/dot /port YUTN ARy b R—=bDTA L avr K E—
RZBRME L £,
AT 7 3 | raw-socket udp connection dest_ip_addressdest_port |raw ¥ /% > b kT AKR— bk UDP #fi & H65E L %

local_port [local_ip address]

B

dest_ip_address : UDP £ (23 5% 1P 7 K L
P

dest_port : UDP #&f5el A 3 24 568 — &
local_port : UDP #fit ® 12— /L R— L &=,

local_ip_address: ({E&) UDP kD — /L IP

T R,

1

RDBERY

raw ¥ /7~ b UDP ##t % Hl%9 % 121%. noraw-socket udp connection =~ > Rz L £7°,

DLTFIE, »—Z A (m—Hh/LIP7 RL & 192.168.0.8)
oM raw Y47 > b UDP #t # R ET D HEER L TWET,

192.168.0.2)

IL—% A

router# configure terminal
router (config) # line 0/2/0

LIL—&ZB (g—H/LIPT KL XA

router (config-line) # raw-socket udp connection 192.168.0.2 5000 7000

(
router (config-line) # exit
router (config) #

IL—45 B

router# configure terminal
router (config) # line 0/2/0

router (config-line)# raw-socket udp connection 192.168.0.8 7000 5000

(
router (config-line)# exit
router (confiqg) #

E& /:I_E 0) EE EIL‘.\

av Uk E]:p]

show running-config
ﬁ‘o

TIT 4 TR EDOREE ST IR0l OFTEER R LE
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raw 47y b b5 URE— |

| B
avw vk =]y
show raw-socket tcp detail  |raw Vv b b T U AR—FTCP 727 7 4 ©F 4 1B 5 1EH
ERRLET,
show raw-socket tcp sessions |raw V7 v h F 5 v AR — K TCPE v a VICEAT AR 45E
~LET,
show raw-socket tcp statistics | - JE[A o U 7L EFRO raw ¥ &7~ b k7 AR — k TCP it
BWeERRTLET,
show raw-socket udp detail |raw ¥ >~ b k7 U AR—hKUDP 727 7 4 B 7 ¢ I 515
ERRALET,
show raw-socket udp sessions|raw V' # v h FF v AR — R UDP v v g VBT A IEH %53+
~LET,
show raw-socket udp statistics | - JE[FHI > U 7L AR D raw Y &7~ b b T 2 AR — | UDP #t
iHERERRLET,
clear raw-socket statistics BEDTIYA v HZ—T 2 A AFEITTRTCOI RV 7 rmE
WOraw V7w b hTUAR— MEEHERE VT LET,
A
EIXJ:E1§I]

RDOEZa TR raw Y7y b T U AR— FOREGEZRLET,

raw ¥ 7 ~ TCP

WwoOFNL, 25 IRI101 L—F (Lb—& 1) 3% —_E LTHEBEL . B IRR09 (JL—& 2) ®
TI7AT v e LTHRET Draw Y7y b P T UVAR— FOREERLTWET,

async0/2/0 10.0.0.1 10.0.0.2 async0/2/0 = |
i S—a—c 3

TMW 10.0.0.x RTU
Server Router 1 Subnet Router 2
Sernver Server

WDOFEIL, K3 THRFAERINTWEY—RE T T 4T FIRI0 OREEZ L THOET,
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Imwy7vFF3>Zﬁ—F
raw V7 ~ UDP .

IR1101 H—/\E&3E IR807 & 51 7 > hERIE
interface async0/2/0 interface asyncO

no ip address no ip address
encapsulation raw-tcp encapsulation raw-tcp

! !

c.. interface asyncl

line 0/2/0 no ip address
raw-socket tcp server 5000 10.0.0.1| encapsulation raw-tcp
!

raw-socket packet-timer 3 .
raw-socket tcp idle-timeout 5 line 1

raw-socket tcp client 10.0.0.1 5000 10.0.0.2 9000

raw-socket packet-length 32

raw-socket tcp idle-timeout 5

line 2

raw-socket tcp client 10.0.0.1 5000 10.0.0.2 9001

raw-socket packet-length 32
raw-socket tcp idle-timeout 5

raw ¥ 7  UDP

WOHNL, 2 5D IR1101 L—F WD raw Y 47 > b UDP 8 DR EB 2R L TVWET,
Router1 i 5

interface GigabitEthernet0/1

ip address 192.168.0.8 255.255.255.0
duplex auto

speed auto

interface async0/2/0

no ip address

encapsulation raw-udp

line 0/2/0

raw-socket udp connection 192.168.0.2 2 2

Router2 H 5

interface GigabitEthernet0/1

ip address 192.168.0.2 255.255.255.0
load-interval 60

duplex auto

speed auto

no keepalive

interface async0/2/0

no ip address

encapsulation raw-udp

line 0/2/0

raw-socket udp connection 192.168.0.8 2 2
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raw Vv b FSURR—F |

B syt

raw ¥ 7 ~ VRF

WOBNL, raw Y7y b R T U AR— FRICEREINTZ 2 BD/L—Z B VRF &4 L CTHEHe T
b raw Y7 b VRF OFZE %7~ L CWE T, Routerl [Xraw 7w b TCP H— & L THERE
% IR1101 T, Router2 iZraw ¥ 47> 8 TCP 7 7 A4 7 & L CTHERET 5 IR807 T,

Router 1 Router 2
VRF routert ]
G000 G0/0
async0/2/0 asynco
|| s | wmemn m
Terminal Server Terminal Server

PUFIEK 4 12779 Routerl & Router2 D% E T,

Router! D& E

JL—Z\|Z VRF #/EF% :

vrf definition routerl

rd 100:1

route-target export 100:3
route-target import 100:3
|

address-family ipv4
exit-address-family

A2 —T x4 A VRERELXEWH :

interface GigabitEthernet0/0

vrf forwarding routerl

ip address 100.100.100.2 255.255.255.0
duplex auto

speed auto

SUTNAH—T A A raw TCP %3 H -

interface async0/2/0
vrf forwarding routerl
no ip address
encapsulation raw-tcp

[E]#R1Z raw TCP %16 FH -

line 0/2/0
raw-socket tcp server 5000 4.4.4.4
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| awvsy b FSoRKR—H
raw v 4y + VRF [

Router2 DX 5E

JL—Z\|Z VRF #/EF% :

vrf definition routerl
rd 100:1
route-target export 100:3
route-target import 100:3
|
address-family ipv4
exit-address-family

AR —T x4 A VRERELXEWH :

interface GigabitEthernet0/0

vrf forwarding routerl

ip address 100.100.100.1 255.255.255.0
duplex auto

speed auto

SUTNAH—T A A raw TCP %3 H -

interface asyncO

vrf forwarding routerl
no ip address
encapsulation raw-tcp

IR raw-tep Z 36 -

line 1
raw-socket tcp client 4.4.4.4 5000
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raw Y7y b kS URKR—+ |
B s
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w21 =
IRM-1101 #55EE> 2 —JL

Z 2T, IROWNFITHOWTEBA L E1,

« IRM-1100 JEIEE ¥ = — L OFE (305 ~=2—)

« mSATA O#ZE (307 <—2)

T UHIILIO (310 X—)

cHLWEBNLT— FIHTTNETa— (313 —)
* SFP OHR— bk (314 X—)

IRM-1100 ¥53EE S 1 — )LD E

IR1101 L—Z 21X, T 27 J)VLTE 77 47/, mSATA SSD FRU. SFP, B L U5 2% /L GPIO
i EOBEREIEAZBINT HILEE Y 2 — A nHEBESINTWVET,

JEEE Y 2 —ZiE, IRD2ODF A THRH Y £,
« IRM-1100-SPMI
« IRM-1100-SP

A

==
[=]

D

AN—ZIRI1101 & [FARIC, EPERRRE (OIR) 13HEEE Y 2 — L TIE R — F &NeWnWZ L ICEE
LTLIEEN, TAALADEFRERNPASTND EEI24G TV 22—/ (F721F mSATA) ZffA
FRERVNTE, BV 2R EETAZ N £,

WO L, IRM-1100-SPMI DRI/ SRV ER L, T OMEEEO—EZMmFHE R L CTW\WET,
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IRM-1101 53R E S a—)L |
B rvnosEEs.—Lons

91: IRM-1100-SPMI{:3& € ¥ 1 — )L D

i
CISCO

1$3
12 4

IRM-1100-SP i

= Bz

1 4GPIO+1 U Z—>r (FYZNLT10)
GE) HEBEIL CiscolOS-XE U U — 2 16.12.1 I CHEATX £4,

2 SFP @7 %

3 FSHTNEY 22— )b
4 mSATA SSD A 1 v |k
5 % )L 1/0 LED

PR—=FENTWEIN=RT 2T A F—T A AL ZOMEBANL, ROFIZHEHSI L TD
F7,

N—F9z7 A3 —Tz4R maIL—IL

WEEY 22—V EOXHEyY M —H % | |gigabitethernet 0/0/5
SFP " — k

WEEY 2—1OvNLT5— A #—7 = A A |cellular 0/3/0 and 0/3/1

VEEY = — /v o GPIO alarm contact 1-4
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| BM-1101 3R ES -0

msata oz [l

mSATA DI E

T Ra—YNT7T Y r—3 9 &R A NTEBI0x/ Guest-0S U o — 27 AZi, @H,
22— TF —HERGFETDODACGB DT A AT AN —UNRMELTCWE LT, A2z
AN— Fd4 27T 47 /L mSATA SSD PID T 50 GB Off AFHE/R A b L — T & BINTC = AHEREN
BINEE L7z, 100 GB mSATA SSD IZx%9 5 ¥ — MIIIKROHIRNH D £,

e showinventory =~ > RiZ#R— S THEEAL

*55GB (T XV —varvkyh—
Iz

Tkt 5 10x B0 Y CTUEERE) . 32B (A hL—
®THI10S 77V r—3 3 X108 @ [dirmsata) (2378 AJRE
—gqo

) BYAR—KFLTWE

"
m B>

EHERERE (OID) 1TV AR—FENTWVWARWNWIZ LIZEELTLEE Y, T34, ZDF
VWA IREET mSATA SSD A FE/2ITE VAL, BV a—ARNHEETHIZERNH D 7

BIRBA - T

4

CE) I R_RTOIT T v b7+ —24 LRk
’6 °©

. 10x ®& 1% Fog Director, B — W /V~v3x—T v, £
7TV —ary RAT 4 T CUEZERLTT AV r—vavzf A =1L,
EINTEHLVmMSATA T 4 AT A ML —UIZT7 78 A LET,

50 GBmSATA /X\—FT 443 =%

I0S-XE iZ mSATA SSD % 2 DD/ /3—F 4 3 IZ

SEILET, 1 DIZIOS-XE . &9 121X
I0x ACd, EARFKD LB TT,
« 10S : 33.33%

* [Ox : 66.66%

INLDONR—=rT—=VEMMT D L BHHOEY L TIRD LI
50 GB mSATA :

SESNET,
- 10S : 16.51 GB

*10x : 31.43 GB

mSATA SSD D fE A

FGINY 2a—T 4 U TIENTH Y T A, VAT AIEMA L — 20057 ffﬁ‘
mSATA A b L— 2B

PEREAYICIE. mSATA DAHIEIZH D BT, 10S £72iFL 10x DT Fa—PITHF 25 E L b
BT 258 A £ R T 5 CLL a2~y RBWSO0d Y £F, =& 21
show inventory, show platform msata 7¢ & ¢
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IRM-1101 53R E S a—)L |
B rsanssoonz7LRy s F—s0%R

Router#show inventory

++++++
INFO: Please use "show license UDI" to get serial number for licensing.
+++++++H

Router#show platform hardware msata lifetime
SSD Lifetime Remaining: 99% -> 99% of the net disk read/write lifetime is remaining

Router#show platform hardware msata status
SSD is present

Router#show platform hardware msata
SSD Lifetime remaining(%): 99

mSATAD/N—F 4 a=2 0 %RRLET,
IOS-XE TmSATA DX—F 4 v a1 #FRLET,

Router#dir msata:

Directory of msata:/

11 drwx 16384 Jun 4 2019 17:59:45 +00:00 lost+found
33820622848 bytes total (32052379648 bytes free)

mMSATA X—TF 4 v a v Lt Tary 7o Yxae—1LFET,

Router#copy bootflash: msata:

Source filename []? irllOl-uefi-rommon.SSA

Destination filename [irll0l-uefi-rommon.SSA]?

Copy in progress...CCCCCCCCCCCCCCCCCCCccceceeecececceee
2097152 bytes copied in 0.164 secs (12787512 bytes/sec)

mSATA IZ X > TIOX IZEIV Y ToHNET 4 AV HEBRAF R LET,

Routerf#show app-hosting resource
CPU:

Quota: 1000 (Units)

Available: 1000 (Units)

Memory:

Quota: 862 (MB)

Available: 862 (MB)

Storage space:

Total: 58313 (MB)

Available: 58313 (MB)

mSATASSD DUz 7 LAY UG F—RNDRE

10x Local Manager/Fog Director (%, IR1101 £® mSATASSD OV =7 L X v JF—H 2 FKiR
TEDEHITeEL

10x Local Manager T, System > Storage %i®{R 35 Z & THER TX £,
I0S 2~ R4 /b, show platform hardwaremsata =~ > RZEH LTI A4 7 ¥ A L%
E=HFTEET,

Router#show platform hardware msata lifetime
SSD Lifetime remaining(%): 98

N—2D)a—R g, ZOT—FINHEEANINDETIZES BS555) b £9,
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| BM-1101 3R ES -0
mSATA EE£££0) MIB 47K — k& % ]

SSD DTA T HZA LNTA T HA LFIRD 15% & 5% (K TT5 &, = F—7 syslog (ZHAE
SNIEDET,

RITH 2R L ET,

*Jan 30 19:03:00.257: $IOX-4-IOX SSD LIFETIME WARN: SSD Lifetime remaining in module:15
*Jan 30 19:02:30.157: %I0X-2-I0X SSD LIFETIME CRITICAL: SSD Lifetime remaining in module:5

mSATA EFEZE D MIB H7R— ~ &FERAE

IOx 77U —2aHOA N —U%BIT 572912, mSATA BEEES LV — X IZEBIIS N E
L7z, IRDOFIZ, OID 2 L —HX 2R LET,

% 15: mSATA 0ID

SKU oID

IR1100-SSD-100G |1.3.6.1.4.1.9.12.3.1.9.96.176

ZOPHEO—ERE LT, —F DWD mSATA /3T A —Z %95 SNMP 78— RSB E U
F L7,

s lifetime remaining (7 =7 L-XV > )
» mSATA SSD @ A & U {ifi I &

show platform hardware msata =~ > Ri%, Z® MIB IZBT 2 EHZ 2t L £,

https://www.cisco.com/c/en/us/support/cloud-systems-management/iox/
tsd-products-support-series-home.html

https://developer.cisco.com/docs/iox/

{5 . EFE®D 0ID & 0ID T SNMP get/walk O H /3

<OID> = STRING: "Lifetime Remaining: 99%, Usage: 30%"

£ =
BEEED EEHE
JL—4 T SNMP ER %2 FITT DRI, WOFMETIZ L TWAILERDH Y 7,

« 77T 47 mSATA TV 2 — /L& NL—ZNICERETHHENRDH Y £,

AT L—=FE, PR—PESNTWDT T 7L mSATA % R GHIMAAAT LR B Y
EJ RN

« ZNEMEFRT 5121, show platform hardwaremsata CL1 ZfliH L £ 97,
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e —H DY r— K%, mSATA 7 — X WHEAT SN D E TS 000 3, SNMP
get D73 OID THFHA SN TEY, SARVEHNE L Ty—2r SN T, EHERETDH
LIXTEER AL

« MIB EZHE4 5121k, /L—Z TSNMP Z AN T DR IENLE TT,

=SHL10

IR1101 (2%, IRM-1100-SP & IRM-1100-SPMI @ 2 DD EIe AVEEY 2 — LN H Y £7°,
IRM-1100-SPMI |Zi%. 4 oD GPIO #ifr L 1 DDV ¥ — L8 FOFT VXL 1/0 2R 7 AN
BEHInTWET, RIAM LU=y FOBGFOESZ 60V £ THR—FLTWHET,

s FIABAIL, BERNS5 %Eé:hfk@ (oF v TEELE) ) . ALY L —HiE
b (NPN F 7P R %) | @EIFA XV Fard ol snEd B/, 77—
L7 E)

e Uy MEAIT, AMTER (+3.3V ~ 460V, EELE CTH A STV D ERIL 150mA F
T) ICLDBET, @EIMIrEBEETIEDICHEASNEST (V1L /A4 R, BIALRY) |

FUHNLI10 1E, IR800 2V — A )—H THHR— FENTNWET T —LANRT 7 —AHIZ
EPlCnEd, EWE, IR800 >V —XTlid, 77— ANMIANEHT, 77— HNITEA
HNZe o TWHZ ETY, TUVXNI0 Tk, ANFERITHNICRY E£3, 77 —A M
I, J—~AF—7> (NO) WTFF-iZ/ —~L27ue—X (NC) MiPEiEitTsU L—2nE
EFNTVWET, TUZLI0ICITY L—IFEEN TV ER A,

GPIOIZIEZT 7 —2D s 7 v 7 3d Y £H A,

TUHNI0 N— R = THEBEDFEMIZ DWW TIE,  [Cisco Catalyst IR1101 Rugged Series Router
Hardware Installation Guide] [FFE] 2 L T Z &0,

A IJ4FXal—g3>avrUrR

77— LHEKE X critical, major, minor, F7-(Lnone |l lFXETEET, ZOHEKEX, TI—
AN KNI T —EN XTI A vE—DIZFRSINET,

IR1101 T7 I—L%REL, T HIE, a~r I A Z—T A4 A (CLD) #%ff

ALET,
avUR Br
configure terminal Ja—r)Lary7 4 F¥al—yary v— R LET,
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avTs¥aL—varvavork |

avy kR

=)

alarm contact
contact-numberenable

TI—harEZy NEEEARCLET, contact-number DfEIL
0—4TF, <0-4> : 7T I7—Lav &7 b &5 (0: 77 —LR—
h, 1-4: 7YX 10)

TI—ha BT h0IRN—Ra=y h (3L 4) 12 .
ﬁKMﬁ%~Fmﬁofwi¢o7?~Aom%®@@&ﬁu
1%, severity, threshold, ¥ LW trigger "H Y £797,

73~A:y&7bhw(fth)@mmnm%%%yl—

LZHY ., ATE—FIZH, HAOE—RFIZHTEET, B 5
7 ZAHTT, TI7—L1—4DZFDOMOFEIZIL, application,
output, severity, threshold, I3 JX O'trigger 28&% 0 £,

alarm contact
{contact-number
{application {dry | wet} |
description | enable |
{output {1 for High | 0 for
Low} | severity {critical |
major | minor | none} |
threshold {1600-2700} |
trigger {closed | open}}

« WET 5 contact number (0 ~4) Z AN LET,

« description SUTHIIT IR 80 LT DHFE T THE L, AR E
NOETRTOUVAT LA v E—VIZRRINET,

s application |21, dry (F 74V k) FE/2id wet ZiBIR L &
T TUXNTVOR— K1 —4IZOHEHAEINET,

senableix, 77 —A4FR— FEHFHIZLET, noalarm contact
contact-number x (X, 7 T —AL R — M E I L FET,

e output |, High ®¥HA1E 1, Low DEAIL0 T, T VXL
/O R—h1—4CORBEHENET,

* severity (213 critical, major, minor, F£7=iXnone & AJJ L F
T, BREZRELRWEGS. 7 744 Mdminor £ 720 F
7T

« threshold (213 1600 ~ 2700 DEAEIR L £, 7 7 /L ME
1% 1600 mv T,

- trigger 121 open Floldcosed AT LES, MU T—%K
ELRWES., HEENclosedDE X277 —L0N MU H—&
nFEI,
end HEHE EXEC B— RIZEY £7°,
show alarm BELET T — LR EFRTET,

copy running-config
startup-config

(EE) av 74 Xal—vary 77y VMCEREEFRFLET,

CLLZfEH LT Z

—harvH T NEERLET,

Router (config) #alarm contact ?

<0-4> Alarm contact number (0:

Alarm port, 1-4: Digital I/0)
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ax E I
7o LERELET.

irll10l#conf term
Enter configuration commands, one per line. End with CNTL/Z.
ir1101 (config) #alarm contact 1 description

Your Descriptive Text Here
ir1101 (config) #alarm contact 1 severity critical

ir1101 (config) #alarm contact 1 trigger closed

irll101#

TI3—LAT—RRAERTT BHICIE, ROFIEZERTLET,

irll10l#show alarm
Alarm contact O:
Enabled: Yes

Status: Not Asserted
Application: Dry
Description: test
Severity: Critical
Trigger: Open
Threshold: 2000

ERENDET I —LDOH

irll1014# !
*Nov 27 14:54:52.573: %IRllOl_ALARM_CONTACT—O—EXTERNAL_ALARM_CONTACT_ASSERT: External
alarm asserted, Severity: Critical

ARV MRDT I—LAT—RRAERTT DICIE. ROFIEZEITLES.

irll0l#show alarm
ALARM CONTACT
Enabled: Yes

Status: Asserted
Application: Dry
Description: test
Severity: Critical
Trigger: Open
Threshold: 2000
Digital I/O 1:
Enabled: No

Status: Not Asserted
Application: Dry
Description: External digital I/O port 1
Severity: Minor
Trigger: Closed
Threshold: 1600
Digital I/O 2:
Enabled: No

Status: Not Asserted
Application: Dry

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K
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Description: External digital I/O port 2
Severity: Minor

Trigger: Closed

Threshold: 1600

Digital I/0 3:

Enabled: No

Status: Not Asserted

Application: Dry

Description: External digital I/O port 3
Severity: Minor

Trigger: Closed

Threshold: 1600

Digital I/O 4:

Enabled: Yes

Status: Not Asserted

Description: External digital I/O port 4
Mode: Output

Router#

D)7 ENDT5—LDHB :

1ir1101# !

*Nov 27 14:55:02.573: %IRllOl_ALARM_CONTACT—O—EXTERNAL_ALARM_CONTACT_CLEAR: External
alarm cleared

ir1101#

A

HLWEILS—TSHIILED2—)L

U1 —2161211F. HTLWTIIHIAEY 2a— ETLEYFE—FLTWET, JEEEY 2 —
NEEHE L IR0 L, T=2T7NVLTE (T2 T 471775 47) . Ta2T7/LSIM, BLW
Fa T NVERESR— N LET,

T aTWVITE (T2 T 4TI 70T 47T E£IT 7T 4713077 7)) 1%, Ty a—
NE2ODLIE XTI HINA B —T = A A&z IR1101 THR—KrENET, 1o
IR—Z2z2=y MZHV, &9 1 DIFEEEY 2 —IZH Y £,

e F 2T IILSIMTiE, 20D SIMMPE—DLIE I HINED 2a—LTT VT 4TI
Ty E—RTEELET, 727 VERTIX, 22OOLTEY I AT NVEY 2—)VinT 7
FATIT VT4 7TE—RTENEL, 250 SIM DFNEFNNT 2 7 VERORED L
T —HRRIZEI D Y CTHENRET,

F LW SKU OFERIZ DWW T, IROFEZZHM LTI,

SKUID FREIND | YR— kI TS EM
ET L

P-LTE-VZ |WP7601-G | >k[E (Verizonfl:) #¢|LTE CAT4 : B4, BI3
/% /A
SIM

P-LTE-US |WP7603-G  |Jt>k (AT&T #t) % |LTE CAT4 : B2, B4, B5. BI12HSPA+,
FaF)wA271 |UMTS : B2. B4, B5
SIM
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SKU ID

ERSND
ETL

Bl

HiR— b SN T ST

P-LTE-GB

WP7607-G

BRINENT T = 7 v~
A 7 v SIM

LTE CAT4 : B3, B5. B8, B20. B28
HSPA + : B1, B5, B8
EDGE : 900/1800

P-LTEA-LA

EM7430

APAC

LTE £ : B1. B3. B5. B7. BS. BIS,
B19. B21. B28. B38., B39, B40. B4l

JELTE 1 -

B87 : WCDMA (BRJM, HA, HE) 2100
Ik

B91 : WCDMA K[F 850 #1ak

B92 : WCDMA H A 800 #5 1

B114 : WCDMA RN 35 X OVH A 900 sk
B115 : WCDMA H 7 1700 ##i5k

B125 : WCDMA H A 850 #i5k

P-LTEA-EA

EM7455

KE, hFH, F—
7y oX IR

LTE &5 : 478 B2. B4, B5, BI3
JELTE &1 -

B87 : WCDMA (BN, HA, H[E) 2100
Tk

B88 : WCDMA K[E PCS 1900 #risk

B89 : WCDMA (B3 L OV [E) DCS 1800
Ik

B90 : WCDMA k[H 1700 #515k
B91 : WCDMA K [E 850 #7is;
B114 : WCDMA Kk 38 X OVH A 900 #Hitak

SFP 0+ 7R— k

WIREY 2—LDSFP A v H—T 2 A AL, X"—Rz2=v F LITEMENREZR Y 9, IR1101
NR—RAFE Y 22— )LD SFP A ¥ —7 = A AL, GigabitEthernet0/0/0 D =2 > 7RAR— k  (SFP/RJ45)
CHAAENLTHWET, LA¥Y3 (T7x1h) FREFELVAV2DOA4 0 X —T 2 AL LTH

ETEET,

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K
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st oy R—t i

JEEEY 2 — VD SFP A VX —T =2 A AXSFP A V' X —T7 =2 A ADHTY, Zillx
GigabitEthernet0/0/5 & WO LD LA Y2 A VX —T =24 A TT, LAV 3DOHiEL Y hOF
AlE. VLAN A v Z—T = A ZATED B THLERH Y 7,

SFP A v % —7 = A AT H3EIE. IROHNTRT &L 512 show interfaceswirelessdetail CLI

EHHLTERRTEET,

Router#show interfaces transceiver detail
IDPROM for transceiver Gigabitethernet0/0/0:

Description
Transceiver Type:
Product Identifier
Vendor Revision
Serial Number (SN)
Vendor Name
Vendor OUI
CLEI code
Cisco part number
Device State

Date code (yy/mm/dd)
Connector type
Encoding

Nominal bitrate
Minimum bit rate as %
Maximum bit rate as %

(PID)

(IEEE company ID)

Socket Verification

SFP IDPROM Page 0xAQ:

000: 03 04 00 08
010: 00 01 0D 00
020: 43 49 53 43
030: 4F 20 20 20
040: 41 42 43 55
050: 5A 2D 43 53
060: 41 0C C1 15
070: 4D 31 35 31
080: 20 20 20 20
090: 20 20 00 00
100: C5 44 22 B7
110: 64 EC A5 37
120: 00 00 00 00
130: FF FF FF FF
140: FF FF FF FF
150: FF FF FF FF
160: FF FF FF FF
170: FF FF FF FF
180: FF FF FF FF
190: FF FF FF FF
200: FF FF FF FF
210: FF FF FF FF
220: FF FF FF FF
SFP IDPROM Page 0xA2:
000: 00 00 00 00
010: 00 00 00 00
020: 00 00 00 00
030: 00 00 00 00
040: 00 00 00 00
050: 00 00 00 00
060: 00 00 00 00
070: 00 00 00 00
080: 00 00 00 00

of nominal
of nominal

00
00
4F
20
2D
34
00
31
31
00
DE
19
0F
FF
FF
FF
FF
FF
FF
FF
FF
FF

00
00
00
00
00
00
00
00
00

bit rate
bit rate

00
00
2D
20
35
20
10
32
31
99
02
00
2C
FF
FF
FF
FF
FF
FF
FF
FF
FF

00
00
00
00
00
00
00
00
00

00
00
41
01
37
20
00
34
30
00
63
00
6D
FF
FF
FF
FF
FF
FF
FF
FF
FF

00
00
00
00
00
00
00
00
00

00
00
56
00
31
20
00
4A
33
00
oF
00
22
FF
FF
FF
FF
FF
FF
FF
FF
FF

00
00
00
00
00
00
00
00
00

= SFP or SFP+ optics

00
64
41
17
30
20
41
34
32
06
59
00
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

00
00
00
00
00
00
00
00
00

(type 3)
GE T (26)
ABCU-5710RZ-CS4

AGM15112474
CISCO-AVAGO
00.17.6A (5994)
Enabled.

11/03/21

Unknown.

8B10B (1)

GE (1300 Mbits/s)

not specified
not specified

00
00
47
6A
52
20
47
20
31
17
73
00
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

00
00
00
00
00
00
00
00
00
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090: 00 00 00 00 00 00 00 00 00 00
100: 00 00 00 00 00 00 00 00 00 00
110: 00 00 00 00 00 00 00 00 00 00
120: 00 00 00 00 00 00 00 00 00 00
130: 00 00 00 00 00 00 00 00 00 00
140: 00 00 00 00 00 00 00 00 00 00
150: 00 00 00 00 00 00 00 00 00 00
160: 00 00 00 00 00 00 00 00 00 00
170: 00 00 00 00 00 00 00 00 00 00
180: 00 00 00 00 00 00 00 00 00 00
190: 00 00 00 00 00 00 00 00 00 00
200: 00 00 00 00 00 00 00 00 00 00
210: 00 00 00 00 00 00 00 00 00 00
220: 00 00 00 00 00 00 00 00 00 00
230: 00 00 00 00 00 00 00 00 00 00
240: 00 00 00 00 00 00 00 00 00 00
250: 00 00 00 00 00 00
Link reach for 9u fiber (km) = SX(550/270m) (0)

1xFC-MM(500/300m) (0)
2xFC-MM (300/150m) (0)
ESCON-MM (2km) (0)
Link reach for 9u fiber (m) = SX(550/270m) (0)
1xFC-MM(500/300m) (0)
2xFC-MM (300/150m) (0)
ESCON-MM (2km) (0)
Link reach for 50u fiber (m) = SR(2km) (0)
IR-1(15km)
IR-2 (40km
LR-1 (40km
LR-2 (80km
LR-3 (80km
DX (40KM) (0)
HX (40km) (0)
0)
(

(0)
) (0)
) (0)
) (0)
) (0)

ZX (80km) (

VX (100km) (0)

1xXFC, 2xFC-SM(10km) (0)
ESCON-SM (20km) (0)

Link reach for 62.5u fiber (m) = SR(2km) (0)
IR-1(15km)
IR-2 (40km
LR-1 (40km
LR-2 (80km
LR-3 (80km
DX (40KM) (0)

HX (40km) (0)

ZX (80km) (0)

VX (100km) (0)

1xXFC, 2xFC-SM(10km) (0)
ESCON-SM (20km) (0)

(0)
) (0)
) (0)
) (0)
) (0)

Nominal laser wavelength = 16652 nm.
DWDM wavelength fraction = 16652.193 nm.
Supported options = Tx disable

IP7 RLAZEEDSL3SVI ZYEEEY 2 — /L GEO0/O/5SFP A o Z— 7 = A A28V ¥ T4,

IR1101#config t

IR1101 (config) #interface g0/0/5

IR1101 (config-if) #switchport access vlan 2

IR1101 (config-if) #no shut

IR1101 (config-if) #interface vlan2

IR1101 (config-if) #ip address 192.168.1.2 255.255.255.0
IR1101 (config-if) #no shut
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[CCisco Catalyst IR1101 Rugged Series Router Hardware Installation Guide] (Zi%, ¥R — bk &i
TWDHTRTDSFP A U H—7 = A ANFERHINTWET,
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IRM-1100-4A2T #:5kE S 1 —JL

oL, WOBETHRSNWTVET,

« IRM-1100-4A2T OHFFE (319 ~=—3)

s ERE L HFEE (321 X—)

BT U A (322 %—)

s FLEICHAS A Ry MU OFER (326 X—2)

e XHEY b A=W Ry h AAf vF HR—F (327 3—7)
«LED (328 X—7Y)

« FEFAAR— T (329 2—Y)

«GPIO HEE Y (332 %—2)

CGBINOIERA o F—7 = A ZAOFEERF (333 2—)
« SCADA 7’11 k =t )LZ5# (335 ~=2—0)

e UT Y L— (337 %—Y)

« WebUI Z 1 L CIERIEAAR — F&5%E (337 ~—Y)

IRM-1100-4A2T DI E

IRM-1100-4A2T %, IRI101 IZERVY 1T D 2 D TE AYLETEY 2 —/LTF, IR1101 ~DiEN
D4ODERPIT Y TAR—= L2004 =Y Fy b A H—T oA ZAERMELFET, KOK
1Z. IRM-1100-4A2T Z# ;< L CTWET,

l ||| B WS

:.

IRM-1100-4A2T

IRM-1100-4A2T A —H% % > b A > X —7 = A AL, LA ¥ 2RI4510/100/1000 Mbps K— kT
R
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IRM-1100-4A2T >V 7)LiR— b, RJ4S =R — kb (RS232/RS485/RS422) T,

IR1101(Z1E, PEIREY 2a— V20T 6o MEA 2250 9, EEITIREL, TEix=
VEa—TF 4 I EMEEINE T, BINE Y 2 — AR EEICHEE SN TV ARSI, TETE
Ya—/L (EM) filE LTERENET, BINEY 2— AN PR S TV AEAIE. =
YEa—T 47V a—b (CM) il LTI ET, iRl IEEY 2 —AnEDL
SHNCEY AT 5T D, BIOHH SN TV DIEREE Y 2 — /O LI L > TR
nET,

)

GE) FEMEIZ DU TIE [Cisco Catalyst IR1101 Rugged Series Router Software Configuration Guidel] % &
ElEEn

IRM-1100-4A2T IZ. ROV — L HEHTE F9,
* Cisco DNA Center
* WebUI

IL—R XAy FINR

TTy M7 F—ATREEIND AL v TR T, JEEEY 22—/ (EM) HlIZER SN TN D
BINEY 22— DX A FIZHESNTWNWET, ROEZSHEL T I,

EBMEYa2—I AAYFINR
T o — VR IR1101-ES-5

IRM-1100-SPMI IR1101-ES-6S
IRM-IR1100-4A2T IR1101-ES-7G

\}

() IRM-IR1100-4A2T A3 IR1101-K9 O F{ANZ#E#5E STV D IEA, FIFETX HIERMA v ¥ —7 =
A ZFFKR9 OBV £9, IR1101-K9 DA A v F /3 A X IR1101-ES-7G 1T/ V) £,

SYFTILR—FDEVEIY LT 4

U T VAR— Mi&, RS232 B L TVRS485 O FIZxt)i9 5 DCEAR— & L THEHAINET,
RS485 1%, £ HFHIFY_EE YV FR—FTEET,

RJAS DE B B TERDOKERITRLET,
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sesmennszd

92:EUERE

Male Female

RJ45 I

-
o
=
s,
w0
™
R16: Y 7 )L R— b O
RS232 RS485 £ —F RS485 4 — &
B> [E5 DA REFR 0 (DTE) [S1 &= DIR &% |DIR
'S (DCE)
I IDCE V7 1, DSRRL | AJj tH7) TX- 7 DR | <->
Cisco 10S TIX DSR & L CfE
)EHO
2 | ZIBRIRME SRR DCD A7 7 TX+ 7 TRX | <->
3 |IDTE V7~ DTR 7 AT RX- A — =
4 |(ES R COM — — COM — COM | —
S | ZET—H RxD N 7 — — S
6 |REFET—X TxD 7 AT RX+ AT — |
T |EfER CTS AT 7 — - - |
8 | EEER RTS A A — — I

TIEFRIHELHIWNSEIA

IRM-1100-4A2T IZI1E, IROHTA RT A LHIRFHERSH Y £7,
«I0S-XE Y U —2A 17.7.1 THIH
4 ODREEATT Y FEYR— |
«OIR DY AR— K72 L
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B =morur

A =P Xy PAR—=MIL2 AL vy FKR— DK
carta—7 472Vl (FE) pBAERENTODHEE, A v FAR—h

IIHERE L FEHE A
IRM-1100-SPMI ¥LE3EE Y = — L & IRM-1100-4A2T YEIRE Y =2 — /Ui, IROHBTA KT A4 &
HIREELNH Y £,
cCATISITE BV a—UFIa v a—F 4 7V a2a— Ml (FE) T R—FEhT
WEHA

ca Va—T 47 BTV 2 MANCER SN TV B A, MSATA B X ONGPIO BT
A= rEINFEHA,

«IR1101 /X, K2 ODILTEA v X —T = A ADIZYR— s TEET, i, EMH]
L CM MO T CHREY 22—V EZ LTEA VA — 7 = RAIEERHmTHZ LTV R—F &
NTWRWNWZ EEBEWRLET, BHT2L EMAORT 77 4 72720 £,

BT A

IRM-1100-4A2T 1%, 4 DDORLLHEAT T VA Z Y R—FLTWES, ZOt7 v 3T,
ZD 4 ODOBEREDE IOV THHA L ET,

A B —T oA ZADFFHFIZ. IRM-1100-4A2T E 2 — L DRI ESNTHIE SN E T,

YFUF

ZOYF U AT, IRM-1100-4A2T 1 3HEEAN F 721 EFICER D i b TnEd, ROKES
BLTLEEN,
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SFP 1G & '
alaln =
cisco
IR1101

VRT A A

b s +4] @@O o

ZORETIH, YITAFR—FeAS =Ry bAR—FOTRTOMELZFIHATE ET,

A5DBMDIERA v Z—T 2 A ZE2O0DFXHTEY hA—V %y h A L B —T = A AN
A—FZNTNET,

ZOVFIVFTOAL U H—T 24 ADFESAHNFITRDO EBY T,
« async 0/3/0 (ki3 2 [EIFR : line 0/3/0) [V 7 /1]
« async 0/3/1 (%fI&3 2 [EIFR @ line 0/3/1) [V 7 /L]
« async 0/3/2 (%fI&3" 2 [EIFR @ line 0/3/2) [V 7 /L]
« async 0/3/3 (Gethis 3 2 [EIFR : line 0/3/3) [V 77 /1]
» gigabitetherenet 0/0/5 [ L 1 ¥ 2]

» gigabitetherenet 0/0/6 [ L 1 ¥ 2]

LR

ZOTF VA TiE, IRM-1100-4A2T X2 B a—F 40 U ZIE 1L FERICER D fH B CuvE
T, &5, 2OV Y a— 3 02iE. IRM-1100-SPMISEIEE ¥ o — /LS UEsRAI F 72 13 R 5
BYFHFenTWET, ROREZSRL TS ZEN,
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- BERERE

SFP 1G ax

alaln
cisco
IR1101

i 48V

VRT A A

ZDOFRTETHE, IRM-1100-4A2T DA —HFF v MAR— MIKELEFEAL, V) TAR— MNIES
IZHRE L 9,

4O ERMA X =T 2 A AN HR—FEINTWETN, BIMOLA T2 A0 X —T AR
Y R—FENTWEEA,

ZOVFIVFTOAL U H—T 24 ADFEFAHFITRDO EBY TT,
« async 0/4/0 (XHIS7 2 [EIFE : line 0/4/0) [V 7 /1]
« async 0/4/1 (xfIi3 2 [EIFR @ line 0/4/1) [V 7 L]
« async 0/4/2 (%fI&3 2 [BIFR : line 0/4/2) [V 7 L]
« async 0/4/3 (XfI&3 2 [BIFR @ line 0/4/3) [V 7 L]

YF A3

ZDOYF U AT, IRM-1100-4A2T 13RI E 7213 EECE D fHiF b cnEd, Ehic, 2
OFETIE, IRM-1100-SPMIFEEE Y 2 — AN a2y Va—F 4 U Z7E T IZ FEICERY i 5
NTWET, ROKEZEL T EEW,
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sruta W

< < 100
1 2

cisco 1
IR1101 A
- 3

@ oy
VRT A A

9004-0S5-001 )

ZOBRETIL. IRM-1100-4A2T I TIEIERIE /=13 BENCER Y 1 6, 52elcikELEd4, =2
o —F 4 U ZME T IXTERCE Y T S 3072 IRM-1100-SPMI @ SFP 7R — M IHERE L 8 A,

ZOVFVFTOAL L E—T 2 A ADFEFITITRDO LY T,
« Async 0/3/0 — 0/3/3 [EM {HIl CH&ft]
« Async 0/4/0 — 0/4/3 [CM 18 CHz#it]
* Gi0/0/5 3 L OV Gi0/0/6 [EM I B D LA X 2 A LV H—T = A ]

s CMID LTE A > Z—7 = A A, cellular 0/4/0 35 X OX cellular 0/4/1

ek
ZOVF I AT, HEAE a2 —T 4 RO ITIZ 2 2D IRM-1100-4A2T EIEE
Va—/REYAATENTHET, ROKESZBL T ZEN,
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16

IRM-1100-4A2T

| I

alvaln

cisco

|R1101
’4_} 12

12vv-o0LL-a |

™ - |
1 :
A | S
|

501 ¢y

ZOBRETIHEH, JEEME 72T EFICEY T S 3072 IRM-1100-4A2T 233X T OREEE & if 2 T
WET, 2 a—7 0 U THIETZITTEICEY £ 53072 IRM-1100-4A2T O A —H % > bk
A— MMIEE L EH A,

8ODIERAA v =T 2 A ZAE2O0DFHE Y b A=V Ry b A F—T = A ARV HR—
ENTWVWET,

ZOVFVATOAL v E—T 2 A ADFEFHITFIIRD LBV TY,
« Async 0/3/0 — 0/3/3 [EM {8 THz#5¢]
« Async 0/4/0 — 0/4/3 [CM 18 CH&#it]

* Gi0/0/5 5 L TN Gi0/0/6 [EM IS D LA T 2 A X —T = A A]

BEICEDCA IR M) DM

showinventory =~ > ROHIIZIX, IR1101 R—Z 2=y hD EH SANZEHE STV D0
HEONWT, SEIERFMPRREINET,

Router#sh inv

L L L

INFO: Please use "show license UDI" to get serial number for licensing.
i o A o L o

NAME: "Chassis", DESCR: "IR1101 Base Chassis"
PID: IR1101-K9 , VID: VO3 , SN: FCW2452P561
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NAME: "Module 0 - Mother Board", DESCR: "Cisco IR1101 motherboard"
PID: IR1101-K9 , VID: V03 , SN: FOC245126XR

NAME: "module subslot 0/0", DESCR: "IR1101-ES-7G"
PID: IR1101-ES-7G , VID: V01 , SN:

NAME: "module subslot 0/4", DESCR: "P-LTE-MNA Module"
PID: P-LTE-MNA , VID: V01 , SN: FOC24230U79

NAME: "Modem on Cellular0/4/0", DESCR: "Sierra Wireless WP7610"
PID: WP7610 , VID: 10000, SN: 356307100162618

NAME: "Module 2 - Compute Module", DESCR: "IR1100 expansion module with Pluggable slot,
SFP, mSATA SSD slot and Digital GPIO"
PID: IRM-1100-SPMI , VID: V02 , SN: FCW2502PAPO

NAME: "Module 3 - Expansion Module", DESCR: "IR1100 expansion module with 4 Async ports
and 2 copper ports"
PID: IRM-1100-4A2T , VID: V0O , SN: FOC25150ZRJ

Router# sh ip int bri

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 unassigned YES NVRAM administratively down down
FastEthernet0/0/1 unassigned YES unset administratively down down
FastEthernet0/0/2 unassigned YES unset administratively down down
FastEthernet0/0/3 unassigned YES unset administratively down down
FastEthernet0/0/4 unassigned YES unset down down
GigabitEthernet0/0/5 unassigned YES unset administratively down down
GigabitEthernet0/0/6 unassigned YES unset down down
Cellular0/1/0 unassigned YES NVRAM administratively down down
Cellular0/1/1 unassigned YES NVRAM administratively down down
Async0/2/0 unassigned YES unset up up

Async0/3/0 unassigned YES unset up ip

Async0/4/0 unassigned YES unset administratively down down
Async0/3/1 unassigned YES unset administratively down down
Async0/4/1 unassigned YES unset administratively down down
Async0/3/2 unassigned YES unset administratively down down
Async0/4/2 unassigned YES unset administratively down down
Async0/3/3 unassigned YES unset administratively down down
Async0/4/3 unassigned YES unset administratively down down
Vlanl unassigned YES unset up down

FHEY R A—UXRY b XS YyFR—F
A —HF v hAR— MI, LA ¥ 2RI4510/100/1000 Mbps 7~ — kT3,

N—Z)L—% (IR1101) & GE7R— k&, gigabitethernet 0/0/0 & V9 471 Cd, IRM-1100-4A2T
DMEIRM E 7213 BICED HT 5N T E5GEA, 2 2OEBIMFA— F&#HATE £,

* gigabitethernet 0/0/5
* gigabitethernet 0/0/6
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LED

IRM-1100-4A2T $i3RE 2 —)L |

BIEICIZ, 2 204 —H% Ry hAR—bF (5 & 6) IZBE#EMITONZ2OOLED BH VY 9, &
DX EZR L TLEEN,

93: 4 —4 %y b R— O LED

IRM-11 10—4A2T

LED OHEEIZ DWW TIE, IROFEZZRL T LIV,

BHKRE |8

ok A=tV o TIVT4ET 4720
PO | T I T4 ET A DBHLERRY) 7
THAT PN P

LED AT —H AL, a~ s KIA4 b bHTE £,

Router# show led

SYSTEM LED : Green

Custom LED : Off

VPN LED

: Off

ALARM LED : Off

GigabitEthernet0/0/0 LED : On

FastEthernet0/0/1 LED : On
FastEthernet0/0/2 LED : Off
FastEthernet0/0/3 LED : Off
FastEthernet0/0/4 LED : Off

GigabitEthernet0/0/5 LED : On
GigabitEthernet0/0/6 LED : Off

*Cellular 0/1%*
LTE module Enable LED : Green

LTE module SIM 0 LED : Off
LTE module SIM 1 LED : Off
LTE module GPS LED : Off

LTE module RSSI 0O LED : Off
LTE module RSSI 1 LED : Off
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LTE module RSSI 2 LED : Off
LTE module RSSI 3 LED : Off

JERIFANR— bk

IOSXEVVU—R 1771 V7 h 7 =713, 4 OO RHAR—FEL2o00FHE Y b £ —H %
NV E—T 2 A ZAZEOBMEY 22—/ (IRM-1100-4A2T) Z¥R—+rLFE4, 2OV Tk
7T, N—AIR1101 DPLIEE Y = — B (T 5N THWAAEICS T T, A ¥ —T =

A AFKBGEYIELET,

NR—2)L—% (IR1101) OIEFMAR— N L async 0/2/0 TH V| HIRSMEFEAR — N X async 0/2/1
T,

IRM-1100-4A2T 23 LR FE 721X EEIZIR Y AT 6TV A6, FERBIAR— MIkD X 5 I123F
TS ET,

« async 0/3/0 (xHhta 9~ 2 [EI#2 : line 0/3/0)
e async 0/3/1 (9" 2 [E1#2 : line 0/3/1)
e async 0/3/2 (kb9 % [EIf : line 0/3/2)
« async 0/3/3 (kb9 % Bl : line 0/3/3)

IRM-1100-4A2T R > Vo —F 4 U ZIE X T EICER Y T 5TV AEE . FERIMAR—
RO L IZHFZF T SNET,

« async 0/4/0 (kbiixd™ % Bl : line 0/4/0)
« async 0/4/1 (kb9 % [EI# : line 0/4/1)
« async 0/4/2 (kb9 % [EIf : line 0/4/2)
« async 0/4/3 (xHi 9 2 B : line 0/4/3)
IRM-1100-4A2T OFEFRMIAR — MILLF AR — R LET,
« AT 4 T4 A7 RS232 (DCE) 3L TNRS485 (RS422 & RS485 1E[F Uak &z A L)
A TH/ETH

TR DEVEIY HT
FRCOYY T AK= I, KO3 SOBIFE— RIcT 52 & BT ET,
- RS232
- RS485 42 7

« RS485 - "
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B oocers—czsz0mEFE

T ARTOR— MIRS22EFHUSITHEM L | AR — FZNDHKA— L — MME115Kbps TT,
ROEKIL, 4 DOR—FDOEFNY Y TEZRLTWET,

EvE | E— |A
= N G
1 F—% %y b L7 4 |DCE |OUT
2 DCD/Y v 7 DCE |OUr
3 F—zWR1L7 ¢ |DCE |IN
4 15 75 A i
5 ZET—4 DCE | aur
6 PEF— DCE |IN
7 =) DCE |OUT
8 PE Bk DCE |IN

DCEA A —TJ x4 ADEXEFIE

VYT IEREE Y 2=V DTRTCOR— DT T ANV DA X —T = AFEIL, RS232T
T A E—T A ANAT AT HA TR ICHTESNTWDIES., T 7+ MNETITL T
HE— FTY,

« GI0/0/5 B L X Gi0/0/6 DFFEIL, IR1101 XR—Z =% D L2 A— k & [EHETT,

« FEFHIAR— ML, RS232FBLTNRS485 DA _HEY:-"HOW A2 R—FLET, &5
12, IR1101 N—RA == h®D async 0/2/0 L EE LT, JLIRET 2 — L TliX AT 4 T X
A7), [&TH] | BLO PEZE] 2 R—MIhET,

TIAILLERE
U TNALIREEY 22— DOFT _XTOR— hDTF 7 4V bR EIL, RS232 T9,

Router#sh run int Async0/3/0
Building configuration...

Current configuration : 92 bytes
interface Async0/3/0

no ip address

encapsulation scada

shutdown
media-type rs232

AT 4 T34 T RS232 DERFEHI
CLI media-type ? 13 rs232 & rs485 "FIHAIRE CH L Z L AR L TWET,
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Router (config) #int Async0/3/3

Router (config-if) #media

Router (config-if) #media-type ?
rs232 Set RS232 media type
rs485 Set RS485 media type

RS22DAF 4 THA THRELET,

Router (config-if) #media-type rs232
Router (config-if) #no shut
Router (config-if) #end

Router#sh run int Async0/3/3
Building configuration...

|

Current configuration : 82 bytes
|

interface Async0/3/3

no ip address

encapsulation scada

media-type rs232

end

AT 4 7524 7 RS485 D% E I
RS485 DAT 4 T HA THBRELET,

Router#conf t

Enter configuration commands, one per line.
Router (config) #int Asyn0/3/0

Router (config-if) #media

Router (config-if) #media-type rs485

Router (config-if) #end

Router# sh run int Async0/3/0
Building configuration...

Current configuration : 105 bytes
|

interface Async0/3/0

no ip address

encapsulation scada

shutdown

media-type rs485

full-duplex
end

AT A4 T7H 4 TRSA8S (£-F) DOEEH
ETEAEITLTCNWARMES DATF 4 T EA TEHELET,

Router (config) #int Async0/4/2
Router (config-if) #media

Router (config-if) #media-type rs485
Router (config-if) #half-duplex
Router (config-if) #end

Router#sh run int Async0/4/2
Building configuration...

Current configuration : 105 bytes
I
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interface Async0/4/2
no ip address
encapsulation scada
shutdown

media-type rs485
half-duplex

BEEY

IRM-1100-4A2T {21, GPIO ¥ 2 L CT/N— KU = TIE B %2 EET 2 4 DO EFRBIAR—

FRBY, AT AT EATET a7 Ly 7 ZAOJ/EDKRESNET, LTI, GPIO B2

RS232 & L CERTEENTZ 16] . R485 2 "HE L TRTESINTZ T4) . BXURS485F_"FH &

LTRESNT IC) ITHRE SN TV D EHE DIERENZRE 5O TY,

Router#sh controllers Async0/3/0

Line: 0/3/0(74) Interface:Async0/3/0

State=6 encapsulation=95 speed=9600 maxmtu=1500

Duplex=0 ACCM TX=0xFFFFFFFF ACCM RX=0xFFFFFFFF

Max idle=10 frame size=100

Buffered bytes=0 tty capabilities=0x8 tty statbits=0x40 databits=8
TX packet cnt:0 Scattered: 0 Particle cnt:0 Request cnt:0

PPP in total:0

PPP Rx head:0x0 tail:0x0

GPIO read: 6666

\)

CE) EERoHIITIE. TRTOIEFRAR—F0/3/0~0331%. T 74V DAT T XA 7 RS232

THREENTWET,

Router#sh controllers Async0/4/2

Line: 0/4/2(100) Interface:Async0/4/2

State=6 encapsulation=95 speed=9600 maxmtu=1500

Duplex=0 ACCM TX=0xFFFFFFFF ACCM RX=0xFFFFFFFF

Max idle=10 frame size=100

Buffered bytes=0 tty capabilities=0x8 tty statbits=0x40 databits=8
TX packet cnt:0 Scattered: 0 Particle cnt:0 Request cnt:0

PPP in total:0

PPP Rx head:0x0 tail:0xO0

GPIO read: 6C66

\ )

GE)  ERRoHATIE, FERBAR— b 0/4/2 1ZRS485 - " H TR IE &, F8£Y OR— kD Async0/4/0,

041 BELCVABIET 74NV DAT 4 T XA 7 RS232 THREINET,

Router# sh controllers Async0/3/3

Line: 0/3/3(77) Interface:Async0/3/3

State=4 encapsulation=97 speed=9600 maxmtu=1500

Duplex=0 ACCM_TX:OXFFFFFFFF ACCM_RX:OXFFFFFFFF

Max idle=10 frame size=100

Buffered bytes=0 tty capabilities=0x8 tty statbits=0x440 databits=8
TX packet cnt:0 Scattered: 0 Particle cnt:0 Request cnt:0

PPP in total:0
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PPP Rx head:0x0 tail:O0x0
GPIO read: 4666

\}

GE)  EiEom i, FERBIFR— b 0/3/3 (X RS485 4 “H THEE S, F£0 OR— kD Asyn0/3/0,
Async0/3/1, 3 EZ N Async0/3/2 137 7 4V D AT 4T %A 7 RS232 TREINET,

debug a7 > K
GPIORKED N T TNy a—TFT 4V TIEHTELT Ny T a~vr Rby £7,

Router# debug condition interface <ASYNC INTERFACE SLOT> event

\}

GE)  Zoa~<r R, Async02/0 f > ¥ —7 = A ATEVHR— RS THEHA,

EBIMOIEREA 2 —T 24 ADEEH

FEAIIZ OV T, TIR1101 Rugged Series Router Software Configuration Guide] @ [ Raw Socket
Transport] DFEAZSHL TIZIW

Raw-TCP T )LF Ky T (T4 o—Fz—)

raw-tep O, = —W —(Traw-tep I 7B /ALEFERMA v X —T7 = A ATEREL, BET S
FGA A HE =T 2 A AP —N"—F 3 TA T FPELTRETDHLENHY £, —
N—=HT-0 D& v a DRI 32 T,

& 94 : Raw-TCP < JLF 7~ T D]

AN

130 ohms

(I p-
-~ Scada
RTU-1 & Server
-
2 N “ -e
RTU-2 ~
I 00OFI4 d -

Fin Connections with 120 (I
i g Ohm Resistors

Resistor 1: Pin 1 and Pin 2
Resistor 2: Pin 3 and Pin & Scada

Bl T-Ethemet coupler Server

Crossowver cable not more than 1 Foot

— = = = Straight through cable

PITFiZ, o2 60— 2 O ERZRLET,
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IRM-1100-4A2T #i3RE S 2 — L |

B enosrrsmrs—7 1 20%EH

IR1101

ZDMDIL—4F

GE) V< EL2DODV)TILAY
B—T A REYR—+T D
I0S-XE/L—Z2 F=IXI0S )L—2 %

10.0.0.1 5001

RETEEY,
int Async0/2/0 int Async 0/2/0
encapsulation raw-tcp encapsulation raw-tcp
no shut no shut
int Async 0/3/1 int Async 0/2/1
encapsulation raw-tcp encapsulation raw-tcp
media-type rs485 no shut
full-duplex
no shut line 0/2/0
raw-socket tcp server 6000
line 0/2/0 line 0/2/1
raw-socket tcp client 10.0.0.2 6000 raw-socket tcp server 5000
10.0.0.1 6001
line 0/3/1
raw-socket tcp client 10.0.0.2 5000

Raw-UDP T ILFRy T (FAo—Fz—)

95: Raw-UDP < JLF v TD

Tu1d0 ohes

v

————— _!_ - - _‘ -
¢ i \ .~ Scada
RTU-1 I b AsyncO/3f1 _ Server
I ”
I H 0
= * .
RTU.2 \

Agync 00

UTIZ, FEeo2E5DL—ZD

I0.000/24

Pin Connections with 120
Ohm Resistors
Resistor 1: Pin 1 and Pin 2
Resistor 2: Pin 3 and Pin &

- T-Ethermet coupler

- = = = Htraight through cable

wREGIEZRLET,
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scapa 7o tanzis [

IR1101

ZDMDIL—4F

GE) L EDL2O2DTITILAY
53— A REYR—+T B
I0S-XE )L—& F1=(X10S L—42 %
RETEET,

int Async0/2/0
encapsulation raw-udp
no shut

int Async 0/3/1
encapsulation raw-udp
media-type rs485
half-duplex
no shut

line 0/2/0

raw-socket udp connection 10.0.0.2 6001
6000 10.0.0.1
line 0/3/1

raw-socket udp connection 10.0.0.2 5001
5000 10.0.0.1

int Async 0/2/0
encapsulation raw-udp
no shut

int Async 0/2/1
encapsulation raw-udp
no shut

line 0/2/0

raw-socket udp connection 10.0.0.1 6000
6001 10.0.0.2
line 0/2/1

raw-socket udp connection 10.0.0.1 5000
5001 10.0.0.2

SCADA 7’00 kO JLZi2

FEMIIZ DUV T, TIR1101 Rugged Series Router Software Configuration Guide] ¢ [Information

About SCADA| DEEZSRL T I

T101/T104
96 : T101/T104 35 E 51

10.0.0.024

RTU-2

w2, LRROMORERZRLET,

— SCADA
— SERVER

400000724
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IRM-1100-4A2T #i3RE S 2 — L |

B scaoasoranzm

5 17: T101/T104 5% 7E !

int Async0/2/0
encapsulation scada
no shut

scada-gw protocol t101
channel rt-chan-1

link-mode balanced
bind-to-interface Async0/2/0
session rt-sess-1
attach-to-channel rt-chan-1
common-addr-size one
cot-size two
info-obj-addr-size three
link-addr 31

sector rt-sec-1
attach-to-session rt-sess-1
asdu-addr 100

Scada-gw protocol t104
channel mt-chan-1
t3-timeout 20
tcp-connection 0 local-port
5000 remote-ip any

session mt-sess-1
attach-to-channel mt-chan-1
sector mt-sec-1
attach-to-session mt-sess-1
asdu-addr 120

map-to-sector rt-sec-1

int Async0/3/0
encapsulation scada
media-type rs485
half-duplex

no shut

channel rt-chan-2

link-mode balanced
bind-to-interface Async0/3/0
session rt-sess-2
attach-to-channel rt-chan-2
common-addr-size one
cot-size two
info-obj-addr-size three
link-addr 32

sector rt-sec-2
attach-to-session rt-sess-2
asdu-addr 101

channel mt-chan-2
t3-timeout 20
tcp-connection 0 local-port
6000 remote-ip any

session mt-sess-2
attach-to-channel mt-chan-2
sector mt-sec-2
attach-to-session mt-sess-2
asdu-addr 121

map-to-sector rt-sec-2
scada-gw enable

DNP3IP/ 1) 7 )L
X 97: DNP3IP/ ') 7 JLERTE !

10.0.000/24

WIZ, ERROKOBRER 2R L ET,

SCADA
SERVER

4000024
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£ 18:DNP3IP/ ") 7 JLEX TEI

suzrur— I}

int Async0/2/0
encapsulation scada
no shut

scada-gw protocol dnp3-serial
channel dnp3_serial channel 1
link-addr source 5
request-timeout 60
link-timeout 6
unsolicited-response enable
bind-to-interface Async0/2/0
no protocol test-link
session dnp3_serial session 1
attach-to-channel
dnp3_serial channel 1
link-addr dest 1

scada-gw protocol dnp3-ip
channel dnp3 ip channel 1
link-addr dest 3
send-unsolicited-msg enable
tcp-connection local-port
5000 remote-ip any
session dnp3_ip session_ 1
attach-to-channel

dnp3_ip channel 1
link-addr source 7
map-to-session

dnp3 serial session 1

int Async0/3/0
encapsulation scada
media-type rs485
half-duplex

no shut

channel dnp3 serial channel 2
link-addr source 6
request-timeout 60
link-timeout 6
unsolicited-response enable
bind-to-interface Async0/3/0
no protocol test-link
session dnp3 serial session 2
attach-to-channel
dnp3_serial channel 2
link-addr dest 2

channel dnp3 ip channel 2
link-addr dest 5
send-unsolicited-msg enable
tcp-connection local-port
6000 remote-ip any
session dnp3 ip session 2
attach-to-channel

dnp3_ip channel 2
link-addr source 8
map-to-session
dnp3_serial session 2
scada-gw protocol ignore
direction

scada-gw enable

V)7V Lb—

U T Y =X, IRM-1100-4A2T DT X TOIERBIA— F THHR— FTEET, LEDIAF

Tv oy b/ TEET, /2 F—T (AT

7RIS v F—T A AD< BT, H:

* relay line 0/0/0 0/2/0
» relay line 0/0/1 0/3/2
» relay line 0/0/2 0/3/0
» relay line 0/0/3 0/3/1
« relay line 0/0/4 0/4/0

FEAMZ OV T,
éb\o

WebUl Z &/ L TIEREAR— k25

WOFMEZAEN LT, WebUI 241 L OERBIAR— F2BE L £,

wEShT. 7wl v—74 ) 2R L

[IR1101 Configuration Guide] ¢ [Serial Relay Service] OFExEZM L T 72
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IRM-1100-4A2T $i3RE 2 —)L |
B weou z@m L cERmA— FERE

1R BHHEIIZ

CiscolOSXE U U —A i, FERMIA v X —T 2 A4 ZADOREB L OMIEOEARAT 7L — &L
T WebUI 4R — b (Day-1) &% HR—kLET,

[Monitoring] > [General] > [Ports] (28I LT, A— FEEHTEET,

98: =4 — 7R— + (Monitor Ports)

# o € -
Poris.
[+]
[+]
[+]
(-]
[-]
o
[+]
(=]
-]
(<]
-]
(=]
[-]
@
-]
o
[+]
[+]
-]
[+]
AT w71 [Configuration] > [Interface] > [Interface] (ZFEH L 9,
99: 1) FILHR—Ft
B b CiscoR1101-K9 v I # BV O N »
» Sarial
Intedtace
M T Admn Swtus T Opansonal Sttus T P acdmes T
— (4] o
AT [+] [+] G
— -1 -
© o
-1 -
© o
e o
-1 o
© e

ATYT2 WETDA L H—T =24 AEET VT Y v 7 LE T, EditInterface [Interface Number] 7 o > K7 235 /R &
nEJ,
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| IRM-1100-4A2T fE3EE a2 —)L

webul & L TERSR— FxEE [

100: 14 >3 — 7 =4 ADHwE

Edit Interface Async0/2/0 =

General Encapsulation
Interface Amyne0f 2/0
Description
Admin Status | ve [+ ]
Media Type R5232 (Dafault)
D Cancel

=1 Update & Apply to Device

~R—Z IR1101 ® Async0/2/0 A > Z—T7 = A XX, T 74NV NTAT 4 THATDRS2 ¥ HR—hrLZE
To ZOA =T oA AHEITONTWDAT 4 T XA THERTDHZ LT TEEEA,

AT w73 [EditInterface] 7 « > K7 @ [Encapsulation] ¥ 7% 27 U v 7 L7,

[ 101 : [Edit Interface] ([Encapsulation])

Edit Interface Async0/2/0 *®

General Encapsulation
Encapsulation Relay Line -
Interrface Lire OS2/
Spaed GE0D v
Parity None -
;topbits 2 -
Databits a8 -
D Cancel 51 Update & Apply to Device

MBS U T, Async02/0 A 2 =T = A ABXOEET 57 M A v =T = A A0 TR ER
T&FET, Fay7X U X Rnb, IR0 O FRBA ¥ —7 = ATHHR— F I T DHIEZIER
LET,

AT 74 [AUFNEZEST LT [Edit Interface] 7 ¢ > R IZBEE) L, IRM-1100-4A2T OIEFRMIA— F 2R E L E7,
7=& 20X, Async03/3 A v X —7 = A A&EwmELET,
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IRM-1100-4A2T #i3RE S 2 — L |

B webu AL CERBA— FERE

102: Async0/3/34 >3 — 7 14 AD¥RE

Edit Intarface AsyncO/3/3

e facs AmyncOra/a
Descript

Al t N E3

Mo Typi RS232 -

wromoce | A upante & Apply 1o Device

IRM-1100-4A2T DR — b TlE, R v T BT UR I ANBAT AT HIA THERTE £ 4, RS485 1%
WLZEAIF, &2 EE I EE2BINCTE £,

X 103: Async0/3/3 1 >3 — 27 = A4 AD#RE ([Encapsulation] 3 J)

Edit Interface Async0/3/3 =

General Encapsulation

Encapsulation Scada -

Interface Line 0/3/3

Spead SE00 -

Parity Mo -

Stophits 2 -

Databits B -

2 Cancel - 51 Update & Apply to Device

AT 75 GRPFUCHEN 72T FUX, Update & ApplytoDevicez 27 U v 7 L ¥,
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29 =
DRTLAytE—

ZOFEF, WO THMEINTHET,
e Fut REMIZHONT (341 =2—)
s LT — A v b—UOFMORE L (341 =)

O REEIZDONT

Telnet 7’2 haLZfFoTCary Y —aica s AL, Telnet 7ua fhalzPiR— T BHEED
TP AT = aVNHBVAT A AV R—3 2 NEEHTHI LT, VAT A AvE—V%k
e TEET,

V7 by =T OB EERIL, T RAFREMEENET, L—FOTaeRAEEA LT TR
N7 F % X7 T v b7+ —DIRIFE L2020, CiscolOSXE ZSB#I 4577 v b7 4 — A
PERTCZTI— Ay E—UR—HBLTWET, 2—FR T RERICEER ST LETH Y
FHAN, T AEEREOMEERT VAT A A v —VEERTH L E2BEIDLE
7

I53— A vtE—VDFEMOBREAZE

Tot A EHRE Tsyslog T — A v B —=VICOWVWTOFMEFRT AT, =TF7— A vtE—
VT a—4 —,L (https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi) TxZT — A
=B AN LET,

7= & 21X, 3PMAN-0-PROCESS NOTIFICATION & W) A v —T %R Z DY —)VIZATTHE, ZD
TT— Ay b—VOHH EHRLEP L RSNET,

WSOPDET— Ay =PI LT, 27— Ayt -V TFa—FY— AL TRRINDHY]
EHELRALE DB 2 LR IR LE T

I5— Avyt— : $PMAN-0-PROCESS NOTIFICATION :

The process lifecycle notification
component failed because [chars]

3588 HEALE
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B -5 1 e—vommonark

TutR A4 TYA T VEM IR —R R
TREENEAL, ZNNRKTY ' 2D
W EFE IR TE £ A, ZOME
., Y7 b =T IR =T TOY T b
U =7 DARBE DR THRAET L A REENH
0DET,

SRTFL AytE—Y |

Av—VORAEEEZ LD, I—FRLTT7—
A vl—n 7 E P CRIBE O 2 B L,
TT—IMEERRENE I NEHEGEL T2 S
WV, MEE R CERWEA, £oidasn
ARATERWESIL, 2y Y —ricifihah
e — Ayt —URfKE | showtech-support
avr ROHNEFOFFar’—L, EL
TR ZE L A aDT 7 =)L FR— MR
LTL7EEN,

J:fi'— * 2/*2—‘i} . $PMAN-O-PROCFAILCRIT A critical process [chars] has failed (rc [dec])

AEA

HENE

J—Z PKERET D=0 By, BEAQR T 1
TANKRLE L,

IS—AytE—:

%$PMAN-3-PROCFAILOPT An optional process

Avb—VORANEEZ LD, 27— A vt—
T n 7 ah LT, MEOFEMIZ OV TRE
LTL7EE, MEPEHE SR WA,
V= NLVERIFIVAT A a i Enk
Ave—VEFOEFaL—LET,
http://www.cisco.com/tac THEfl XL TV %> —
NRa—7 4 U7 4 2 L CRIEZ A~
fiER LT IZEN, VY= Ra—T 4 U T ¢
DA =V K> THERTERDEF O E
T, RREHDY 7 N =T OREEZREET
512X, Bug Search Tool
(http://www.cisco.com/cisco/psn/bssprt/bss) %
BRLET. &bIcKEALEREAT,
http://tools.cisco.com/ServiceRequestTool/create/
\Z7 7 2 A L T Technical Assistance Center T
TR =T D YAADT I =H
LR — MR WA DE T, LT
TRz LT 2 &V, showlogging =~ >
R 3 & O show tech-support =~ > Ko H /14
RBIOE#ET L T T7 Vv a—T 47 1
T, RETLHERIC, L= TFR R
(txt) A THEMETITEHM L TIZS N,
[chars] has failed

(rc [dec])

B

HRE
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| Y274 49E—

N7 4w T DERIRIT
FEERNFALE LT,

W Tk AT,

15— rve—voumorzrss [

Ayt —VORAEEFEE LD, I—RVTT—
Av—vaZEREL T, MEOHEMZDS
WTHEL T ZEW, ZOX v E—Y0%
BHOL NI 74y 735 &t EInET
. DA yE=UNERKRTL—FD—EHD
FEREDN NI Z R D AREME N S DT, =T —
EPETLOIMLERDY 9, v/ BHAEHATIE
RN, F IR SN TV D B Z fFR T &
ROWEARIX, av Y —LERE AT LA RS
WCHAIENTEA v E—VhkFDFEFar’—L
F 9, http://www.cisco.com/tac THEfL T
HY—=NR2—T 4 VT 4 L CREE
PR, R LT ZEN, Y= ARoa—T ¢
UT 4 DA yE— I &> CTHIERITERNS
ONET, REHDY 7 Ny =T OREE
M3 % 121%, Bug Search Tool
(http://www.cisco.com/cisco/psn/bssprt/bss) %
ERLET, IOICKENMLERGEI.
http://tools.cisco.com/ServiceRequestTool/create/
{27 7 2 A L T Technical Assistance Center T
TR =T DI VAADT I =T
N AR— MEEF WS DT, IWELE
AR LT 72 &0, showlogging =~ >
35 & Of show tech-support =t~ > Ko H )k
RBLOEESTDL VT TV a—T 47 1
7%, BT LHERIC, TL—rTFX R
(txt) X THEMETITEA LT 7EE 0,

Io— A vt—’) . $PMAN-3-PROCFAIL The process [chars] has failed (rc [dec])

B

HENE
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SRTL A=Y |
B > 1ve—vommornst

TT=NRELEEDICTavARKKRLE | 20X vE—ViF, Tt R CBET MO
L7, Ayk—TLEbIIRRENET, oAy
TV ERHARTRIROBEEH 2B L, EIEL
EEFITTELINE I DEZHRLET, RE
P SNRWVERIE, oY — L ERiEy
AT L v I ENTRA v =V E2EDE
Far—LEJ, http://www.cisco.com/tac TH&
frEnTna Y — e —7 4 V7 ¢ & H
L CHIEZMRA, kLT 72an, V—L
R—=T 4 VT 4 DA yE—I K> THfkE
RIEWPIEONET, BREHLOY 7 R U =
7 ORI Z T 5121, Bug Search Tool

(http://www.cisco.com/cisco/psn/bssprt/bss) %
FHALET, SOICKENLERGAIR,

http://tools.cisco.com/ServiceRequestTool/create/
{27 7 & A LT Technical Assistance Center C
r—RAuF =TT D, YAADT I =
Y AR— MEEFICHWEDE T, IWELT
AR LT 72 &0, showlogging =~ >
R 3 & O show tech-support =~ > K H /14
REBELOHEET D N7y a—T 7 1
7%, HTHERIC, =T FR AR

(txt) R THEMETITEA LT 7EE 0,

J:fi—— A 3/12——5} . $PMAN-3-PROCFAIL IGNORE [chars] process exits and failures are being
ignored due to debug settings. Normal router functionality will be affected. Critical

router functions like RP switchover, router reload, FRU resets, etc. may not function

properly.

599 HRILE

2—PIZRVRESNT Ny FREDTD, | ZOFERERINTZHDOTHY | 2—HFD
Tut AEETEA SN ET, REIIESNTT Ny FRREMTOA TN D

Grtr, RFAETT, ZOAXAyE—IURE
IRSNDZ ENMETH D L s b5
I, TR ITREZETLET, 20Ty
JRRETITIEE . L— X ITEFICEEL £48
Mo SSO AA v FF—r3— N—FDUr—
K. FRU UVt v M EOMRENEEZZ T £
T ZORTEIL, T T EFATTHHAIC
FZIFERL TSN, BFIX, ZORET
N—ZEEESEDLZ L EH Y A,

Is5— A 3/*2——i} . $PMAN-3-PROCHOLDDOWN The process [chars] has been helddown (rc [dec])

B HERIE
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| v278 2922

BRI LREAETDHEEIC - Tz 7 1
T AFEBORENELT I D720, m—/L F
A7 RREICR D £ LT,

IS— Ayt—P:

$PMAN-3-RELOAD RP SB NOT READY :

15— rve—voumorzrss [

ZDOA =T, T ACBEET SO
Ayk—TLEbIIERRENET, oAy
TV AP TRR OB 2B L, EIEL
EEFITTELINE I DEHRLET, RE
D SRRV RIE, oY — L ERiEy
AT L v I ENTRA v =V E2EDE
Far—LEJ, http://www.cisco.com/tac TH&
ffrEnTna Y — e —7 4 V7 ¢ & H
L CHIEZMRA, kLT 72an, Y—L
R—=T 4 VT 4 DA yE—I K> THfkE
RIEWPIEONET, BREHLDOY 7 P U =
7 ORI Z /T 5121, Bug Search Tool

(http://www.cisco.com/cisco/psn/bssprt/bss) %
FHALET, SOICKERLERGAIL,

http://tools.cisco.com/ServiceRequestTool/create/
\Z7 7 & A LT Technical Assistance Center C
r—RAuF =TT D, YAADT I =h
Y AR— MEEFICWEDE T, IWELT
AR LT 72 &0, showlogging =~ >
R 3 & O show tech-support =~ > Ko H 74
REBELOEET D N7y a—T 17 1
7%, T HERIC, T —r TR AR

(txt) B THEMETITEA LT 7EE 0,

Reloading: [chars]

Bl

HENE

WO TEIAL N A U RL AP
e, v—h Frty¥RUr—RFahTo
ij‘o

Yo— R, =7 —REICERTDHDOTIX
RN EEMERLTLIIESN,

I5— Avy+t— : 9PMAN-3-RELOAD RP : Reloading: [chars]
B HEWE

RPN o—FENTWET,

Uua— K, =7 —REBIZERT D HDOTIE
BN ERMERLTLSTEEN, =T —IREEIC
ERLTWDAHEE, thoe s XA vye—TT

ZEREN T DR EPE L £
IS— Ayt—o: $PMAN-3-RELOAD SYSTEM : Reloading: [chars]
B HERWNE
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B -5 1 e—vommonark

VAT AR B—=FERTVET,

I5—Avt—

with process [chars]

i;I %PMAN-3-PROC_BAD EXECUTABLE :

SRTFL AytE—Y |

Va— R, =7 —REBICERSTHHDOTIE
RN EEMERL TS ESY, =7 —IREEI
ERLTWD5a1E, thor XA yte—o7T
FORIN TV A IHFRAZIE L F7°,

Bad executable or permission problem

B

HRENE

Tuav A THHAINDFEITAHEY 7 A /VICH
BERH DD, 2037 7B AFTICET 50
ERHY £,

IS—AytE—2

for process <process name>

%$PMAN-3-PROC_BAD COMMAND:Non-existent executable or bad library used

RENTWDHEITHREY 7 A V& IE LWFAT
AT 7 A VICES A ET,

e

Tub A THHAEINDFEITRRET 7 4 VHIF
FELTWRW, £HRITHEIET A 77 VIChH
BRH F9,

IS— Ayt—P:

$PMAN-3-PROC_EMPTY EXEC FILE

HERENE
IRESNTWDHFEITRREY 7 A VHFEL TH
V. KFET AT T VITRIEN 2 T & 2 RERR

L\ij—o

: Empty executable used for process

[chars]

E%EA HELE

TR ATHEASNDETARET 7 A AN | RENTVNDLIATARET 7 A LDV A ANE

T, BTN L AR L ET,

I%— A Vi t_:/ . $PMAN-5-EXITACTION : Process manager is exiting: [chars]

£ EA HEWE

THEA YR =T R T LET, Tt A TR —=T X DT, =T —IREEIZ
tlTé HOTIERNT }:%ﬁﬁu LEd, =

—IREBIZER LTV D EEE, thor s Ay

t—??%ﬁéﬂf“é%ﬁ%ﬂ%biﬁo

I5— AwHt— : 9PMAN-6-PROCSHUT :

The process

[chars] has shutdown

B

HRIE

TavADTL—AT)V ¥y M TN

TLEL,

$PMAN-6-PROCSTART :

The process

2—PIC L DEMEIIVNESH Y FHA, ZDA Y
t—UiF, BHARNTREINET,

[chars] has started
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B

15— rve—voumorzrss [

o3
wa

P ME

Tuv ANREFICER S, EWICESH LT
WET,

Ia_ A 2 t_:) . $PMAN-6-PROCSTATELESS :

=PI L DTN ED Y A, ZDA Y
=V, BHMENTRESNET,

The process [chars] is restarting stateless

3568 HRILE
Tt ANAT— P ABEHZERLEL |2 FICKBREILED Y T, ZDA Y
o TV, AR TRSNET,
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SRTFL Fyte—2 |
B > 1ve—vommornst
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X1

i

IREEE—=4

RIEET=4 (349 N—Y)
BRET=ZB IO R— MERE (349 <—)
« RETE=ZHRE (350 ~X—27)

« REZLAN— M#E (351 ~—)

« ZOMDOSEEE (357 X—)

s AIADT I =H)HAKR—F (358 %—)

N—Z0E, VAT AMREEERT 8B Y — 22 R ARRET =S VAT AR D
DNET, BEET=HF VAT LAOFHERERED - E2 LI TIORLET,

« CPU B LU~ —AHR— RO A

o B oA XU b OFRER & BE D AR

S F*y NU—2EF#H T m k3L (SNMP) k7 v 7 ORI
« AUAR— REFERF 27 (OBFL) 7 — % DA & IR

+ Call Home A X MEHIDE(E

¢ VAT A TT— Avub—UDEHk

CHIIEOREB L URAT —X ZDFRR

] —_ N S 4 Bb
IREBEE=Z2H KV 7/R— FgE
FoXBIOUR— MEREICL Y, IRERENEAT IRNIRELZFE L., T2 MR T
XLHDT, VAT LADER BB EHRFCXET,
« BREEE = ZHKHE (350 X—2)

BREZ L AR — MRE (351 =—2)
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BiEE=42 |
| R

IRIEE = 2 e

BRETE = A MRETIX, BU P —2 AL T, vy —vNIEZ RN D BAIZEKOREZER L

T

—Z DEREEEIESRME, RERMIZ L TV ORBERD Y £F
o JEENERAREE : -40 ~ 70 °C (-40 ~ 158 °F)
« HENERARIE - 5 ~ 95% ARXHEE (RS L2 2 k)
« BYfEIRLEE -
-40 ~ 60°C (-40 ~ 140 °F) : =7 —7 u—7 LOFKHR NEMA ¥ ¥ £ % v hH
-40 ~ 70 °C (-40 ~ 158 °F) : =7 —7 11— 40 Ifm O BRI F v X v b
40 ~75°C (-40 ~ 167°F) : =7 —7 1— 200 Ifm OMHBLZHEF ¥ % v b
« BIPERHEIE 10 ~ 95% xR (iR L7en 2 &)

o BIERFOEEE : —500 ~ 5,000 7 4 — b, 304.8m (1,000 7 4 — k) Z IR KREMEREN
1.5°C ¥ 21K T,

WORIZ, BET=HX VT VAT ATHERAIND AT —H AREDO L~V ERLET,

RI9VBRRE-RYUT VATLTHERAEADZRAT—EIREDO LA

AT—3 X LAXN)L B

TR e B R OT RTO/RT A —F N @ OFRGIHNICH D £,

gt VAT ADEEDO LEVEEZBZ TWET, AT AIBE L
TFETHB, AR —ZRNEEL TV AT AL ) —~ /L AT — hIZ
R EHELET,

Ej( {Egifl i'ﬂi”_‘*{q‘tﬁ)uq://ﬁ\”f %ﬁsz‘iﬁ‘ VAT A i%l%‘fju
FEMELET, BTy y MU LET, LEBICAHXL—
HDREET AR H Y 9,

72 & ZIFUTIORTIRENEAE LIZGA, BEET=X Y V7 VAT ANL I =)L Ay
U NEEEINET,

BESLVEENERRFEFLEIRNLEMEZEZ TS
BEEITEEORRK L EVE LR/ L EWEEZ R TEL A v =2 ROFITTRLET,

Warnings :

For all the temperature sensors (name starting with “Temp:”) above,
the critical warning threshold is 100C (100C and higher)

the warning threshold is 80C (range from 80C to 99C)

the low warning threshold is 1C (range from -inf to 1C).
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For all voltage sensors (names starting with "v:"),

mLA— i ]

the high warning threshold starts at that voltage +10%. (voltage + 10% is warning)

the low warning threshold starts at the voltage -10%.

i LK — R

WwDa<wy FEFEH LT, BEAT—Z 2 LR— M EREBLOFRTEET,

» show diag all eeprom

+ show environment

» show environment all

» show inventory

« show platform

« show platform diag

« show platform softwar e status control-processor
+ show diag slot RO eeprom detail

* show version

« show power

Inboawy KL, BESEILR ED/RT A —X OBAIE]

BET=XY LT VATAIED, 2D RT A —X D

Nooa~y ROBHZeE 2L IR LET,

show diag all eeprom : {5

Router# show diag all eepromMIDPLANE EEPROM data:

Product Identifier (PID) : IR1101-K9
Version Identifier (VID) : VOO

PCB Serial Number : FOC21482ZQF

PCB Serial Number : FOC214822CK

PCB Serial Number : FOC21482SY7

Top Assy. Part Number : 68-6479-01
Top Assy. Revision : 13

Hardware Revision : 0.2

Asset ID :

CLEI Code : UNASSIGNED

Power/Fan Module PO EEPROM data is not initialized

Power/Fan Module Pl EEPROM data is not initialized
Slot RO EEPROM data:

Product Identifier (PID) : IR1101-K9

Version Identifier (VID) : V0O

PCB Serial Number : FOC21482ZQF
PCB Serial Number : FOC214822CK

(voltage - 10% is warning)

&=

EFERRLET,
N0 LICHEHsENET, Z

T
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B =soc—rus

PCB Serial Number : FOC21482SY7
Top Assy. Part Number : 68-6479-01
Top Assy. Revision : 13

Hardware Revision : 0.2

CLEI Code : UNASSIGNED

Slot FO EEPROM data:

Product Identifier (PID) : IR1101-K9
Version Identifier (VID) : VOO

PCB Serial Number : FOC21482ZQF

PCB Serial Number : FOC214822CK

PCB Serial Number : FOC21482SY7

Top Assy. Part Number : 68-6479-01
Top Assy. Revision : 13

Hardware Revision : 0.2

CLEI Code : UNASSIGNED

Slot 0 EEPROM data:

Product Identifier (PID) : IR1101-K9
Version Identifier (VID) : V0O

PCB Serial Number : FOC21482ZQF

PCB Serial Number : FOC214822CK

PCB Serial Number : FOC21482SY7

Top Assy. Part Number : 68-6479-01
Top Assy. Revision : 13

Hardware Revision : 0.2

CLEI Code : UNASSIGNED

SPA EEPROM data for subslot 0/0:

Product Identifier (PID) : IR1101-ES-5

Version Identifier (VID) : V01

PCB Serial Number

Top Assy. Part Number : 68-2236-01

Top Assy. Revision : AO

Hardware Revision : 2.2

CLEI Code : CNUIAHSAAA

SPA EEPROM data for subslot 0/1 is not available

SPA EEPROM data for subslot 0/2 is not available
SPA EEPROM data for subslot 0/3 is not available
SPA EEPROM data for subslot 0/4 is not available
SPA EEPROM data for subslot 0/5 is not available

Router#

show environment : 15|

Router# show environment
Number of Critical alarms: O
Number of Major alarms: 0
Number of Minor alarms: 0

Slot Sensor Current State Reading Threshold (Minor,Major,Critical, Shutdown)

RO Temp: LM75BXXX Normal 43 Celsius (75 ,80 ,90 ,na ) (Celsius)
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Router#

show environment all : {5l

Router# show environment all

Sensor List: Environmental Monitoring
Sensor Location State Reading

Temp: LM75BXXX RO Normal 48 Celsius

show inventory : 5l

Router# show inventory

+++++++++
INFO: Please use "show license UDI" to get serial number for licensing.
+4++++++H++
NAME: "Chassis", DESCR: "IR1101 Base Chassis"

PID: IR1101-K9 , VID: V00 , SN: FCW2132THOZ

NAME: "Module 0 - Mother Board", DESCR: "Cisco IR1101 motherboard"
PID: IR1101-K9 , VID: , SN:

NAME: "module subslot 0/0", DESCR: "IR1101-ES-5"
PID: IR1101-ES-5 , VID: V0Ol , SN:

NAME: "subslot 0/0 transceiver 0", DESCR: "GE SX"
PID: GLC-SX-MM-RGD , VID: VOl , SN: FNS16370HL4

NAME: "module subslot 0/1", DESCR: "P-LTE-US Module"
PID: P-LTE-US , VID: V0Ol , SN: FOC21333R92

NAME: "Modem 0 on Cellular0/1/0"™, DESCR: "Sierra Wireless WP7603"
PID: WP7603 , VID: 10000, SN: 359528080000794

show platform : 451

Router# show platform
Chassis type: IR1101-K9

0 IR1101-K9 ok 01:52:41

0/0 IR1101-ES-5 ok 01:51:35

RO IR1101-K9 ok, active 01:52:41
FO IR1101-K9 init, active 01:52:41
Router#

show platform diag : 4l

Router# show platform diag
Chassis type: IR1101-K9
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Slot: 0, IR1101-K9

Running state : ok

Internal state : online
Internal operational state
Physical insert detect time
Software declared up time
CPLD version

Firmware version : 1.3

Sub-slot: 0/0, IR1101-ES-5
Operational status : ok
Internal state : inserted
Physical insert detect time
Logical insert detect time

Sub-slot: 0/1, P-LTE-US
Operational status : ok
Internal state : inserted
Physical insert detect time
Logical insert detect time

Slot: RO, IRI1I101-K9

Running state : ok, active
Internal state : online
Internal operational state
Physical insert detect time
Software declared up time
CPLD version : 00000000
Firmware version : 1.2

Slot: FO, IR1I101-K9

Running state : init, active

Internal state : online
Internal operational state
Physical insert detect time
Software declared up time
Hardware ready signal time
Packet ready signal time
CPLD version : 00000000
Firmware version : 1.2

Router#

ok
00:00:25 (5d02h ago)
00:01:07 (5d02h ago)

00:02:21 (5d02h ago)
00:02:21 (5d02h ago)

00:02:21 (5d02h ago)
00:02:21 (5d02h ago)

ok
00:00:25 (5d02h ago)
00:00:25 (5d02h ago)

ok

00:00:25 (5d02h ago)
00:01:10 (5d02h ago)
00:00:00 (never ago)

00:00:00 (never ago)

show platform software status control-processor : 45

Router# show platform software status control-processor

RP0O: online,

Load Average:

1-Min: 0.32,

5-Min: 0.33,
15-Min: 0.35,
Memory (kb) :

statistics updated 9 seconds ago
healthy

status: healthy, under 5.00
status: healthy, under 5.00
status: healthy, under 5.00

healthy

Total: 3959840

Used: 2894588
Free: 1065252

(73%), status: healthy
(27%)

Committed: 2435656 (62%), under 90%

Per-core Statistics

CPUO: CPU Utilization (percentage of time spent)
User: 0.50, System: 0.91, Nice: 0.00, Idle: 98.07
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IRQ: 0.40, SIRQ: 0.10, IOwait: 0.00

CPUl: CPU Utilization (percentage of time spent)
User: 0.81, System: 0.30, Nice: 0.00, Idle: 98.48
IRQ: 0.20, SIRQ: 0.20, IOwait: 0.00

CPU2: CPU Utilization (percentage of time spent)
User: 0.81, System: 2.65, Nice: 0.00, Idle: 95.41
IRQ: 1.12, SIRQ: 0.00, IOwait: 0.00

CPU3: CPU Utilization (percentage of time spent)
User: 7.66, System: 17.05, Nice: 0.00, Idle: 70.58
IRQ: 4.59, SIRQ: 0.10, IOwait: 0.00

Router#

show diag slot RO eeprom detail : 5l

Router# show diag slot RO eeprom detail
Slot RO EEPROM data:

EEPROM version : 4
Compatible Type : OxFF
Controller Type : 3457

Hardware Revision : 0.2

PCB Part Number : 73-18820-03
Board Revision : 02

Deviation Number : 0

Fab Version : 02

PCB Serial Number : FOC22106KKH

Top Assy. Part Number : 68-6479-03
Top Assy. Revision : 04

Chassis Serial Number : FCW2213THO7
Deviation Number : 0

RMA Test History : 00

RMA Number : 0-0-0-0

RMA History : 00

Product Identifier (PID) : IR1101-K9
Version Identifier (VID) : V0O

CLEI Code : UNASSIGNED
Manufacturing Test Data : 00 00 00 00 00 00 00 0O
Field Diagnostics Data : 00 00 00 00 00 00 00 00
Chassis MAC Address : 682c.7b4d.7880
MAC Address block size : 128

Asset ID

Asset Alias

PCB Part Number : 73-18821-03

Board Revision : 03

Deviation Number : 0

Fab Version : 02

PCB Serial Number : FOC22106KHD

PCB Part Number : 73-19117-02

Board Revision : 02

Deviation Number : 0

Fab Version : 01

PCB Serial Number : FOC22106KJ9
Asset ID

Router#

miLt— rigge ]
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show version : {5l

Router# show version
Cisco I0S XE Software, Version 16.10.01

Cisco IOS Software [Gibraltar], ISR Software (ARMVBEL LINUX IOSD-UNIVERSALK9-M), Version

16.10.1prd7, RELEASE SOFTWARE (fcl)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2018 by Cisco Systems, Inc.
Compiled Wed 31-Oct-18 23:27 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such

GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

Router uptime is 1 hour, 53 minutes

Uptime for this control processor is 1 hour, 54 minutes

System returned to ROM by reload

System image file is "usb0:irl10l-universalk9.16.10.01prd7.SPA.bin"
Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot

network-advantage Smart License network-advantage

Smart Licensing Status: UNREGISTERED/EVAL EXPIRED

cisco IR1101-K9 (ARM64) processor (revision 1.2 GHz) with 711867K/6147K bytes of memory.

Processor board ID FCW2150THOF
1 Virtual Ethernet interface
4 FastEthernet interfaces
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1 Gigabit Ethernet interface

1 Serial interface

1 terminal line

32768K bytes of non-volatile configuration memory.
4038072K bytes of physical memory.

3110864K bytes of Bootflash at bootflash:.

OK bytes of WebUI ODM Files at webui:.

30670832K bytes of USB Flash at usbflashO:.

Configuration register is 0x0 (will be 0x2102 at next reload)

Router#

show power : 1§l

Router# show power

Main PSU :

Total Power Consumed: 8.16 Watts
Router#

T DDSE &R
LDt 7 va T BARSEEKREICBIE LS B GRS W TR L £7,

MIB MB®D') >y

CISCO-ENTITY-FRU-CONTROL-MB | 3841 L 727 F »» b 7+ — LA CiscolOS U U —2A, BLD
7 4—F % By MIBET S MIB Z2REBLOF v — K
95 IZ1L, http://www.cisco.com/go/mibs (Z & % Cisco MIB
Locator ZfiH L T 72 &0,
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I0x X Cisco W LT RY— 2V R 77V r— g 7L—ALT—7THY . Cisco
Iy NI —=0 T 73— L EOIFEIERIATOT T r—va iz, 77 r—
var IRAT 4 v TBRERRAE L 9,

IR1101 [ D IOX T—F T 7 Fxid, "AN—R_A Y T rXa—Fr2FERT IO A2 7

Ty b7 F—LEFRRYES, MOTT Y N T F—ATIE, I0x M~ LTEMEL
4, —FIRII01 TiE, I0x 7t LTEEL TWET,

DRATTNVHE—232 DRART 4 VT DOBE

IR1101 T, =—Wix, 77V r—va vy RAT v CLLERALTT 7V r—va v
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BT 5,

eV —)L uX IOV IR— b EEMET 5,

*RESTAPI # /" L TH—ERA~DT 7 & 2 &t 5,

¢ CLI = RARA v b &S5,

« Cisco Application Framework (CAF) EWMEHINLT SV r—vay RAT 407 475

ANT I F ¥ BT 5,

« VirtualPortGroup B8 L OVEHA > X —T = A A& N LT T v b7+ —LBEHFDOFX Y N U —

X7 (RN RRR) Oy Ty T EREET S,
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PRk &N B AR B L FEIE T E 97, Cisco I0S XE (ABfb Y — B A 1X, A~ 77U r—
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IP7 RLARL, BEA L X —T 2 AIPT FLALEIUH TRy F EICHALERHD 5,
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P—bEREEREITEDHICL, vX T T —X % 10Ssyslog IZEEL, PL—RA T —%%
I0x hL—2 B SR EL, HEHFA STV r—32aD10x hL—2n FEiERLE9,
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TV = a N ARM64 By b T —F% T 7 Fp |[ZHEILL TWARLERH Y £97,

TV =y ay  RAT 4 T, TV r—3 a3 ARAT 47 CLI, Local Manager 35 L
U\ Fog Director Z i L THEBLTX £,

I0x URL 7 ¥ £ R A&

IOx URL (21X, 2 DDERHFIETT 7 A TEET,

1. 10x B 7 A »~DE#H URL ZfEH L £7,

2. Web2—H—A 2 Z—Tx (A (WebUI) /L TIOx B/ A BB L £,

1 & B 05O ST, https://IR1101-1P-ADDRESS/iox/login ¢,
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104 : Local Manager

B interface

Ethemet
& Dashboard Logical

) Monitoring
S Configuration >
{ Administration >

& Troubleshooting

@ Clsco 10x | Lo(al Manager

M. iiiiii —

22018 Csco Systame, I Systems and Csco logo a2
afibates n the U.5. 2nd corain eher counbies.

Application Visibility
Custom Application
10x

NetFlow:

Python Sandbox
QoS

1. WebUI 7> 5. [Configuration] > [Services] >[IOx] #7 U v 7 L7,
2RESNTca—TFHENRZAT—=REHHLTr A LET,

3. [Cisco I0x Local Manager Reference Guide] 7 7' U r— a3 T4 7% A 7 VOTFE%EE
1ITLET,

10X URL L. —H —Hll[R

2FEHOFETE, 10x 2—HF =D —Z RERORELMEHTEL LI LET, —HOMM
T, I0x 2—P—3N—F ZEHT 52— —L TR0 £, ZOFEE. [0x 2—F—D
T I AEN—Z D WebUl K TIE/R<, 10x B — /b~ F— % WebUI DA ZHI[RT 5
ERH 7,

HIE, [0x 2—H— ;H‘%BEIS:L—% LLTRESNLTWVWET, [Ox 22— —%2a—h L~
F—=V ¥ DIHIZHIBET DD, WOa~vr REFEHTEET,

Router (conf) # no ip http server

Router (conf) # ip http secure-server

Router (conf)# ip http session-module-list list2 OPENRESTY PKI,NG WEBUI
Router (conf) # ip http secure-active-session-modules list2

=< K noiphttp server I&, https D72 Web —"—% A 712 LE T, RO~ Niphttp
secure-server |3 https £— K& A1 LE T,

OPENRESTY_PKI & NG_WEBUI A% &H5H L, 10X B—H/L v 2=V ¥ EV 2 —/LDA
WEMNZI2 DT, TN TOa—H—(L, HERR 15, hitps://IR1101-IP-ADDRESS/iox/login 73 &
HZHEAITDHIOX B —H A~ 32— (ZT 7B ATEET,

EHIT, TRTOZ—HF =T/ LT, WebUI 77 & A, https://IR1101-1P-ADDRESS 73 #4012
0 ET,
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https://IR1101-IP-ADDRESS/iox/login
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ZOHEZ, TRTOZ—P—Zx LT AA > Web ~2— https://IR1101-1P-ADDRESS % #£%;
(2L, TRTHO2—HP—(Z% L T https://IR1101-IP-ADDRESS/iox/login D %% H%&hZ L £9,
— XA BB & BREIC IR1101 A A > /b—H& WebUI 2 L2 WAL, ZohEEFERLE
R

VirtualPortGroup (%, Linux 7'V v IP 7 KLV A|Z~v v B> 79 % CiscolOS DY 7 ho =7
SR TT, £ D7=®, VirtualPortGroup I, Linux 227 F DAL v FARMEA VX —T = A
2 (SVD) &#RLET, &7V v VI, BHOAN X —T A AEEDDHILENRTE, Th
TNRRD AT FIey B 7 SnET, Far T3, SO =T 2 ZA230
HTLEHLTEET,

VirtualPortGroup - > % — 7 = A A%, interface virtualportgroup =2~ K% H L CTe&E L £
T INHDA L F =T oA ANERESND L IPT LA LZDOMDY Y —ANEI) KB TH
ET,

VirtualPortGroup 1 > ¥ —7 = A AL, 77XV r—a v KRAT 47 Fv U —7 % 10S
N—T 4T RAAL N LET, 77V r—vaDbA¥Y34 0 2—7 A AX, 10S
MBN—T 4 T INIE T T 4 v 7 %2%f5 LE T, VirtualPortGroup 1 > Z —7 = A AL,
SVCT7 U wTaNLCavTHTrVr—rvary f 08 —7 x4 ATHRLET,

IR8x9 /L— % L3572 5 7=, RO VirtualPortGroup & & DDA > 2 —7 = A AR DR
REHMRT D TR E T,
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guest-interface 0 guest-interface 0

192.168.0.2/24 192.168.0.3/24

192.168.0.1/24 | VirtualPortGroup X

® & FastEthernet0/0/2
GigabitEthernet0/0/0
10.1.1.1/24
& FastEthernet0/0/1

vNIC

AT FTOTA T A 7 VEBRIZIE, WA 4 —T A AT LI 1 >Oary 7Yy
A= TDLAYIN—T 47 ETANMERNESNET, ZhiX, &7 7V r—T a3 kL
TRAEA —HF Ry PRTBMERENDZEEZBERLET, ZDOXTDH L vNIC &L A
VHE—T A RE, TTV = ay arTFO—EHTT, vpeX EMENSH 9 1 ODA v
H—T A AT, AN AT LAO—ETT,

NICIL, 2> T FTHNOEES —F Ry b A H—T 2 A AT, 7Ty b T —AT—H T L —
NIEHE LTy REEZELET, 10x 1%, 20T FHOK WIC IZHOWT, F—F 7=
4 (VirtualPortGroup f > ¥ —7 = A A)  IPT KL A, BIOP~EDOMACT R AE YT
EITOVET,

AT HT TV =2 a YNOWICH, DA =Ry A F—T A AL RERINT
WET,
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10x DE L

I0x Local Manager ~D 7 7 Z A & {4 T HI1Z1%, IROIVEHEAFAT L EJ, 10x Local Manager
EFHTHZLT RAS VAT LALOT T = a 2O, HIHl, £=4, FTTN
Va—T vV, BROMETLEESERT VT 4T 4 FEITTEET,

)

GE)  WOFNETIE, IPHTTP =2~ R IOX 2B LEHAN, =—FIL WebULIZT 7B AL
T 10X Local Manager I[Z#5ft T 5 X 21272 0 £,

=3 k2t
FIg [avw2Fk =LY
1 enable %‘—:1@
EXEC
i Bxec
Device>enable 75?)]&: L
=7,
INAT —
N& AT
LET
(R &
ni-%
&)
2. configure terminal 7 —N
B s
74X
Device#configure terminal L—3
v E—F
ZBAsh L
ij—o
3. iox I0x =
B iz LE
+
Device (config) #iox
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4, ip http server P 71T
i - IPv6 > A
T AL ED
HTTP H—
AL
fbLZ
7

5. ip http secure-server X7
HTTP

G

Bl (HTTPS)

=%

RN

i‘a‘o

Device (config) #ip http server

Device (config) #ip http secure-server

6. username name privilege level password {0 | 7 | user-password Z—H—
}encrypted-password A N 2
B DFBFEY
AT
Device (config) #username cisco privilege 15 password 0 cisco :L*_fﬁb—
DHEMR L
~L Hfife
SMLE
R

Z— P —
£ DFFHE
LU
15 (2% E
THLE
N"HoE
7

7. end A H—
i) - TxzA A
274
Fal—
vays
T— K%
T L.
ke
EXEC
T—FIZ
RO E
R

Device (config-if) #end
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Z F¥9, VirutalPortGroups & LA ¥ 3 OF —XK— NI, B2 7%y N EICHHMERD
DE7,

LAY 3T —HKR— NCHBL—T 1 > 7 ZFFA[T HITIE, iprouting 2~ > REHMILE
bé‘o

F IR D

ATv7 |avFk

1 enable
i)
Device>enable

2. configure terminal
)

Device#configure terminal

3. ip routing
i

Device (config) #ip routing

4, interface type number

Bl

Device (config) #interface gigabitethernet 0/0/0

5. no switchport

il

Device (config-if) #no switchport

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||



0x7FUsr—av kT4 y |
. LA %3 T—4 ;R— k~® VirtualPortGroup @

&
it

ATy [avvk

6. ip addressip-address mask
il

Device (config-if) #ip address 10.1.1.1 255.255.255.0

7. exit

1]

Device (config-if) #exit

8. interface type number

)

Device (config) #interface virtualportgroup 0

9. ip addressip-address mask
il

Device (config-if) #ip address 192.168.0.1 255.255.255.0

10. end
i)

Device (config-if) #end

11. configureterminal
Enter configuration commands, one per line. CNTL/Z TH T L ¥ 9,
i

Device#configure terminal

12. app-hosting appid appl
i

Device (config) #app-hosting appid appl
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ATy

av Uk

13.

app-vnic gatewayO virtualportgroup 0 guest-interface 0
i

Device (config-app-hosting) #app-vnic gateway0 virtualportgroup 0 guest-interface 0

14.

guest-ipaddress 192.168.0.2 netmask 255.255.255.0
il

Device (config-app-hosting-gateway0) #guest-ipaddress 192.168.0.2 netmask 255.255.255

15.

app-default-gateway 192.168.0.1 guest-interface 0
il

Device (config-app-hosting-gatewayO) #app-default-gateway 192.168.0.1 guest-interface

16.

end

i

Device#end

TIV5r— 3 DA VA R—=ILET AR =)L

F IR D

&

av U R

1. enable
i -

Device>enable
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ATyF|avvk

2 app-hosting install appid application-name package package-path
i

Device#app-hosting install appid lxc_app package flash:my iox app.tar

3. app-hosting activate appid application-name
il

Device#app-hosting activate appid appl
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7Iur—vavoyv—z2grEores |

avw2 Kk

app-hosting start appid application-name
il

Devicef#app-hosting start appid appl

app-hosting stop appid application-name
i

Devicef#app-hosting stop appid appl

app-hosting deactivate appid application-name
il

Device#app-hosting deactivate appid appl

app-hosting uninstall appid application-name
i

Device#app-hosting uninstall appid appl

TIVr—23avd) ) —ABREDLEE

Y —ADZEFX, app-hosting activate 2~ > RN TE SNTZRICOALBENIR Y £77,
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1. enable
i)
Device>enable

2. configure terminal
i)

Device#configure terminal

3. app-hosting appid name
i

Device (config) #app-hosting appid appl

4, app-resource profile name

1)

Device (config-app-hosting) #app-resource profile custom

5. cpu unit

il

Device (config-app-resource-profile-custom)# cpu 800
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DHEER

FIUr—vavkRT4 v avIs¥aL—varokR |

ATy [avvk

6. memaory memory

1]

Device (config-app-resource-profile-custom) # memory 512

7. vcpu number

1]

Device (config-app-resource-profile-custom) # vcpu 2

8. end
i)

Device (config-app-resource-profile-custom) # end

~

arvHRAFq4F A T4 FaAL—v 3y

FIEDEHE
1. enable
it EXEC B— REANCLET, SRAU—KZ2AHLET EEREINFEHED) .

Example:

Device>enable

2. show iox-service
TRTOIOx P —EADAT—Z AR HRRLET,
Example:

Device# show iox-service
IOx Infrastructure Summary:

I0x service (CAF) 1.8.0.2 : Running

IOx service (HA) : Not Supported
I0x service (IOxman) : Running
Libvirtd 1.3.4 : Running

Device#

3. show app-hosting detail
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TV =y a ZET LFEMERE RN LET,

Example:

Device#show app-hosting detail

App id appl
Owner : lox
State : RUNNING
Application
Type : 1xc
Name : nt08-stress
Version : 0.1
Description : Stress Testing Application
Path : usbflash0O: my iox app.tar
Activated profile name : custom
Resource reservation
Memory : 64 MB
Disk : 2 MB
CPU : 500 units
Attached devices
Type Name Alias
serial/shell iox console_shell serial0
serial/aux iox_console_aux seriall
serial/syslog iox syslog serial?2
serial/trace iox trace serial3
Network interfaces
ethO:
MAC address : 52:54:dd:fa:25:ee

4. show app-hosting list
TN = a b ENEDAT =R AD— EEFERLET,

Example:

Device#show app-hosting list
App id State

appl RUNNING

TINVr—23a 0  RRT 4 0T DEEH

OB B LT IEE,

5l : 10x DFEFE

Device> enable

Device# configure terminal
Device (config) # iox

Device (config)# ip http server

( )
Device (config)# ip http secure-server
Device (config) # username cisco privilege 15 password 0 cisco
Device (config) # end
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Bl : LAY 3F—4% R— kA~ VirtualPortGroup D% E .

Bl : LA 3T—42 R— kA~®D VirtualPortGroup D% E

Device> enable

Device# configure terminal

Device (config)# ip routing

Device (config)# interface gigabitethernet 0/0/0

Device (config-if)# no switchport

Device (config-if)# ip address 10.1.1.1 255.255.255.0
Device (config-if)# exit

Device (config)# interface virtualportgroup 0

Device (config-if)# ip address 192.168.0.1 255.255.255.0
Device (config-if)# end

Bl : 7T)5—3 DA VA= ILETUOALA A R—IL

Device> enable

Device# app-hosting install appid appl package flash:my iox app.tar
Device# app-hosting activate appid appl

Device# app-hosting start appid appl

Device# app-hosting stop appid appl

Device# app-hosting deactivate appid appl

Device# app-hosting uninstall appid appl

Bl : 7T)V5r— 30D —REBFEDLEESE

Device# configure terminal
Device (config) # app-hosting appid appl
Device (config-app-hosting) # app-resource profile custom
Device (config-app-resource-profile-custom)# cpu 800
Device (config-app-resource-profile-custom)# memory 512
Device (config-app-resource-profile-custom) # vcpu 2

(

Device (config-app-resource-profile-custom) # end
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)7L L—Y—EX

ZOFEF, WO THMEINTHET,

YT N L—Y—E A (377 =)
« T—H N (377 =)
e 7 4 Fal—Tgrav R (379 X—)

YT L—H—EXR

IRIIOL DY Y T L—H—ERE, [0x7 7V 7r— 2 VR U 7vR— bk (I0S-XE
Tld/devittyS1) LBETEHEOICLET, YU T AT L—H—EADOKREIL, IR800 DFXE
LEER T,

T—RINR

IR1101 TiX, I0S-XE MIERFAT Y TR — b DT —H /S A LHIfH S A & 5e 2 Hil# L E 3,
ZAUL, PPP, raw V7 v . SCADA 72 EDFEFMIAR— F THAR— F T\ oDt h 7L
BICE > TUIRAIRTE, 10X T 7V r—va idk, T3, A2 BR2ICHET 2 L3t F
Hh, TRXTOT—H EFREIL, I0S-XEZN L TT A AZESNET, EEOV Y TR —
N 1Ox 77V r—ya 8T Rbvic, U700 L—H—E XX, /dev/ttyTun0 &
LCHFEENDY 7 Ry =TIl EoTmIab— hENET Y Tty 73 RAEVERR L EF
UUTEZR) , 73 ADOXT [dev/ttyTun0 & /dev/ttyTunl 137 —% b xrazE£L, T—
SRR NA AN —F— 7 = A & L THRE L £7°, /dev/ ttyTunl (% 10S-XE (2 K - TR
A 0SHET TV r—ya v ~OFT X COANNNT — X137 —FEBEFIZZOT A A%l
MU ET, B 0/0/0 1%, /dev/ttyTunl & DBEICHEHENES, U T Y L—H—E AL,
2 ARDEIREE O 2 HF AT 5 L O ICERNCRE L TR LERH Y £7°,
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106: T—73 /18R

Data Path

———— Control Path

i VAV S

1 10x 77V 7r— a3 U9 MdevittyTun0 I LT A EET D& b RI A4 T HEBIIC
T — & % /dev/ttyTunl |27 > v = LET,

2. I0SIxTF—% %m0, IV T7L) L—P—ERIZELET,

3 YUY L—Y—ERE, VL—P—ERDYL ) FHOu (Z DA IEEFR0/2/0) (2B

FTOHHREIG L, ROy 7 71T —F efink LET,

4. FA VU RITANE, Ry 77T —=2nbdE, EEOV Y TAT /LA (/dev/ityS1) 1T
TR ET VT 47T va LET,

5. U/N—Z/AL, /dev/ttyS1 & /dev/tun0 D EIZ AN Z TH RIBRICHEEE L £,

L VAV SE

1. 10x 77U /r—3 2 8 /dev/ttyTun0 C TCGETS ioctl 2 —/L 234745 L, bRV KT

A 3 Mdevi/ettyTun ZfEH LT, 10S TEITENTWD CTTY N> R — B RIZHR%E
EELET,

CTIY NNV RIZHP—ERED—FRNVRTANZ, 774 T2 MNYP—=RT =77 F ¥ &Aff
HALTHREA 7 V=7 bEBELET,

TCGETS IZFH9 % 2K % /dev/cttyTun 73254 % & CTTY o R IFERZH] A~ 4
T — 2 il 7T — A EICANT DRI T A RTANCERLET,

Hil T — 2 Mt 22535 & CTTY 7~ R 71X /dev/cttyTun (G 2 1615 L, Hf&mic
/dev/ttyTun0 (ZF Y £ 9,

/dev/ttyTun0 (FER EBVICIOx 77— a VICHIElT — 2 2L £,
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avTs¥aL—varvavork |

[AERD /XA % TCSETS IZY Tidd D & CTTY N> RT3 FEBOD /dev/ttyST K Z A /RDF%
EEEHTDHEIICTA L RTANZERLET,

[EH#R 0/2/0 DT A v KT A /3L [devittyTun0 O R T A /SFEE, FICHEICFEBHIL T E
o R—L— bOEEREORELET, REDA—/N—~y FEHMSETIZTA R
TANZHEEAIRESNET, Zhud AV Y TR = EREEO VY TR — LD
NIA=Z LB ETEDLIRG0 VU —ADL YT LY L—DniEHELZ I 2L — LT
WET

aAYJ4F¥alb—3>avr R

IR1101l#configure terminal

IR1101 (config) #interface async 0/2/0
IR1101 (config-if) #encapsulation relay-line
IR1101
IR1101
IR1101 (config) #exit
IR11014#

config-if) #exit

(
(
(config) #relay line 0/2/0 0/0/0
(
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Cisco SD-WAN O HFR— ~

ZOFEF, WO THMEINTHET,

* Cisco SD-WAN OffgE (381 ~—7)
o fEERE (382 —)

Cisco SD-WAN DI &

CiscoSD-WAN |32 5V N7 7 —A DT —=F%7 27 F v T, 7—4Fb—r&arbn—i
7V — %53 L C Cisco vManage 2 > Y — /L HEE L E T, SD-WAN 4 —_—L A 7577
Vo724 IHRTE, T—2r¥— TI0F, FXY A, ani—a UM
L THxy NU—7 3, %27 0, IRMEUHETEET,
Cisco SDWAN |27 77 RR_R—Z DY Y 2—3 3 %A L TEY . vOrchestrator, vManage,
vSmart, vEdge THERL STV ET,

e vOrchestrator (X, 7 77 NKNOTXTH =2 hr—7 VM ZiE# L ET,

* vManage |, SDWAN Y U = —3 3 U RIKOEE T L — 2 T, netconf/YANG ZfEH L
T vEdge 731 A LilfE LET,

e vSmart {Z, SDWAN Y U =—v g 2k ar bn—L 7 L—2T9, vEdge 7 /314 A &
WEL, V=R T7L 7% F=UT7L 7% BIORI—xzr P L THRELE
R

* vEdge IX, SDWAN YV V =2—v a U &ROT—% 7L —2 T3, IRI101 7T v 7 +—A
¥, SDWAN % hU—27 O—#B & LT vSmart, vManage &3@{5 L £,

KONZ, SDWAN DA LAV T —F% T 7 F ¥ 2R LET,
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Cisco SD-WAN O4HK— k|

B uzas

Q

X ‘ 1% vOrchestrator
vSmart
vBond

MANAGEMENT
R — E vEdge
= i «)
= =3
EEN
ANALYTICS ORCHESTRATION
CONTROL

Cloud Data Center

Campus Branch Home Office

CiscoSD-WAN I/ 9 U K77 —A h 7T —F T 7 F v TTHN, — O R—32 MIL 7
LI ATREBATEET, SD-WAN OEEEDFEANIZ DUV T, Cisco SD-WAN D F T 4 > 7
R=UHEBBLTLLEEN,

IOSXE U U —A 1732 LA, TOSXE A A — V1L SD-WAN #5374+ 5a v hu—FE— K&
L CHRETE £, CiscolOS XE SD-WAN & Cisco I0S XE #RE D BEEFIZ I, H— D universalk9
A A=Y PMEREIET, Z O universalk9 4 A —1L, BHEE— K (Cisco 10S XE H¥EED
7)) Larbr—F%F— R (Cisco SD-WAN #BEEDH ) D2 2% AR —hLTWET,

Cisco IOS XE & Cisco I0S XE @ SD-WAN #REIZIE, T EFNBEHBEET—RREar br—F (T
EF—RTT77kALET, BEET— RIILV—FXDT 7 4/ hE— R T, CiscolOS XE #EREN &
FNTWET, CiscolOSXESD-WANKEREIZT 7B 23 BI121F, 2v ba—J7F— NI &
ZET, BMEDTF 7T R LA U= 7u—%2HLTTF A ADEF— FERETE X
7

N

GE)  PnP k&AL, Gi0/0/0 F/-13ELTS —TEIELET,

FEMIZ DUV TIE,  [Cisco SD-WAN Getting Started Guide] Z#ZM L T &0,

Cisco SDWAN O~ == 7 /L%, IROBFHNHOHAFTEET,

https://www.cisco.com/c/en/us/support/routers/sd-wan/tsd-products-support-series-home.html
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https://www.cisco.com/c/en/us/solutions/enterprise-networks/sd-wan/index.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book.html
https://www.cisco.com/c/en/us/support/routers/sd-wan/tsd-products-support-series-home.html

| Cisco SD-WAN @ +7R— +
mazs

https://sdwan-docs.cisco.com/Product Documentation/Software Features
Cisco SD-WAN (2B~ T~ TOHANEEHT, RO URL 0D AFTEET,

https://www.cisco.com/c/en/us/support/routers/sd-wan/tsd-products-support-series-home.html
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ROM £ =4 1 &

ZOFEF, WO THMEINTHET,

«ROM E=#M#E (385 <—)

«ROM E=% £— KOFIH (386 ~<—)

eV T 4 X2l — gy LIAZREDER (389 ~L—)
« REEBORE (389 X—)

*ROM E=% E— ROKT (390 <—)

ROM £ =4 HfE

ROM E=X %, W—XDEREZHEAEIZVa—RLLxlZ, "~ Ru=T %28t LT
CiscolOSXE Y 7 b =T 7 — 957 - A 707 70/ 5CTT, ROME=HF £—
RON—2 IR E T 5 &, ROME=4 (rommon 1>) @ Command-Line Interface (CLI)
Tur T IRERRINET,

HEOHMEFIZROM £=4% E— RFE2FEHLEHA, ROME=F E—RiE, Y7 hv=T

v MEIKOFHA A =L, —FDRRAT—=FD Uty b, FRITESRICERT D 2
TA4X 2l —vay TrANDIEERED, ¥k GETETHERAINET,

ROM E=% V7 b =T 3% < DAFICTHEIEINET, ROME=4% £E— KD CLI 7u > 7k
2B/ U TROMMON EMEENA Z BV ET, £/, ROME=F VY7 hU =7 (E7— b
VTR T, T—hr A A=, T—h ~NRX=LIEINDLZEHHY FF, CiscoIOS XE
V7 MU 2T BT 50— & TR SIE T2, ROME=41%, CiscolOSXE Y7 hU =
T RO T ATY, BEOEETIZ, ROME=X|ZX o TL—% 28k L. Cisco
IOSXE V7 b7 = 7IZHIENEY £97, CiscolOSXE Y 7 h 7 =7 35| Xk 72, ROM £
=HITLOEHPRTHY A,

BREZHS LUV T4 FaL—a 2 LYVRAE

2ODT T A< VRN ROM E=4 & CiscolOSXE VY7 M7 =7 ORICH Y £, Zhix
ROM E=ABREBEEBBINary 7 4 X2l —v 3y LYRAXTT,
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ROM E=4HZE |
B rovz=5 = romnm

ROM = X BREEA#II, CiscolOSXE V7 b =T D2 EHREL., TNk — KI5 5k
IZOWTHBLET, ROME=F P3N —Z 20t L7256, CiscolOSXE V7 U =7 &
HL, B— R30I REEEEHERALET,

AT 4FXalb—Ta s LURAE, X OEREBIFEERET A Y 7 N =T RETT, 2
V74X a2l —ar LYREOTERFED 1Dl L—F % ROM E=4 E— N CHIET
Ly, FhE BEPEXECE— R CRMBT D20 ZHl#EdT s 2L T, HENUT, a7
XFal—ay LYRAZIROM E=% E— NELITEH EXEC E— NIZRESNET,
. ROME=% £— R&MHT H2LENHLH5E, CiscolOSXE Y 7 by =7 Frnr 7 M
FEHLCa 74 FXal—vary LYRZERELET, ROME=HX E—ROA TR
METLEDS, CiscolOSXEY 7 hU 27 TIL—ENY T — 51512, 207 4 Fal—
vary LURAEERELET,

BRIEETORIM E=4Y E— RKADTF7HI+ER

=B B ROM E=H E— R ZRoTWAEE, I—ROa vy — R— MIE#EERE I
TR NOIZIFROM =4 V7 b7 =TT 7 BATEET, CiscolOSXEY 7 b =T
(EXECE— R) 2EMEL TR =®, nonmanagement{ > ¥ —7 = A AZFHTEEHA,
FEARHINZIE, T_TD CiscolOSXE Y7 b =7 U Y —=ARFHAAR T, N—RFo=7 )N
FELETH, "R =T a2HHTEL LT 2ar 74 Falb—rvaiddbb EHA,

*Y NI—OEEBT7 ) EAELVRME=S E—F

ROM E=# F£— KL, CiscolOSXE Y 7 h T =7 HNDOE— K TiE<, V —HZ E—KRKThsD
TEEBHMLUTBLLIENEETYT, ROME=4 V7 7 =7 I CiscolOSXE V7
U= TIER UV —% TEMET 2 20D8HO 70 75 A THDHZ L 2R 2 THEL T L AH#ERL
9, L—HiE, VWOTH, INLDOTRTTELADI LD 1 DOIREFEITLET,

ROM &= &k;oommmXE/7bvm7%ﬁ%¢é WZIRELZ R AlEED H 5 1

OEIE, BHA—Y Ry b A F—T = ADIPEEE ?éﬁﬁf# FEALED 22—
Wﬁ\GwmﬁXEV7F?:7T®%@4%ﬁX/F%V&%7:4Z@&ﬁ WZERL T E
T, W—HFMNROME=HFE— RIZRoTWDE, LLAERD, /—H[LCiscolOSXE ¥ 7
P 2T ZFITL TV RN, BHA -V Xy h AV F—T oA AOFRELHHTEEH
oo

JL—H TCROM E=H4 F— KT/ oTW5H L XZIZTFTP U — "R P DOMDOFT A 22T 7 & A
THINE, [P T 7 BRAHFREHE > TROM T A EBHARET HDLEND Y £,

)

GE)  TFTP 7 7 B AZ¥Z, IR1101 77 v b 74— A TIFBEYR— SN TWHERA,

ROME=% E— FDFIH

ZZTlX. ROMMON E— RIZAD HFEIZOWTHHALEST, kOB Z7 v arBNaEnTnE
‘@—
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| ROM E=4igE
BFED ROMMON /N — 3 > DR

IR7ED ROMMON /A—> 3 > DFERR

Jb— % THEITH O ROMmon D/3— 3 > & FoRxT 5120%, show rom-monitor =~ > R % {#
LF 9, ROMmon CHREINTWNDHTXTOEEF/RT HI21L, showromvar ZfEH L F
ﬁ—o

Router#show rom-monitor r0
System Bootstrap, Version 1.2, RELEASE SOFTWARE
Copyright (c) 1994-2018 Dby cisco Systems, Inc.

Router# show romvar
ROMMON variables:

PS1 = rommon ! >

MCP_ STARTUP_ TRACEFLAGS = 00000000:00000000
LICENSE SUITE =

RET 2 RTS =

Diagnostic =1

THRPUT =

USER_BOOT_PARAM = DEBUG_CONF=/bootflash/debug.conf

EULA ACCEPTED = TRUE

BOOT WDOG = DISABLE

LICENSE BOOT LEVEL =

BOOT = bootflash:ir1101 crashkernel.bin,1;

CRASHINFO = bootflash:crashinfo RP 00 00 20180619-204307-UTC
RET 2 RCALTS =

BSI = 0

RANDOM NUM = 1662155698

Router# reload

a7 4 X2l — g LY AKX hex value 0x0 F 7213 0x 1820 IR E SN TWAEA. U
o — REfE+ 5 L ROMmon E— K o~ R 7a 7 b (rommonl>) NERINET, 71
7 hTset 2~y REMEOHT & (rommon 1 >set) . IOS/XE exec ‘E— KT LEFL®D [show
romvar] & [A UfE@AFRRINET,

rommon 1 > set

PSl=rommon ! >

MCP_STARTUP TRACEFLAGS = 00000000:00000000
LICENSE SUITE =

RET 2 RTS =

Diagnostic =1

THRPUT =

USER_BOOT_PARAM = DEBUG_CONF=/bootflash/debug.conf

EULA_ACCEPTED = TRUE

BOOT_WDOG = DISABLE

LICENSE BOOT LEVEL =

BOOT = bootflash:ir1101 crashkernel.bin,1;

CRASHINFO = bootflash:crashinfo RP 00 00 20180619-204307-UTC
RET 2 RCALTS =

BSI = 0

RANDOM_NUM = 1662155698

— SR ROM E=42 O K

ROFEIT, ROM E=F T— F TN SN D 2~ FOENZRLES, Zhbn=
<~V ROMRICBET 25OV TIE, 2O~V=a 7 VOiST 5 FIEEZZ L TS0,

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||



H s

1

ROM E=4HZE |

=20:—#387 ROME=% a< > K

ROMMON o< >

Bl

boot image

FE THAHCiscolOSXEY 7 bV =7 A A=V &7 — b LET,

boot image —o config-file-path | F#) C— I RBE o 7 4 X a2l —T g T 742K

D CiscolOSXEY 7 b =T %7 —hFLET,

confreg config-register ;X EZ L H L E T,

dev AR —h L A R L— FAL R EFRLLET,
dir A RL—Y FRL ZANDOT 7 A NV EFRLET,

reset J—FK&EUty hLET,

set BERTEENTVWS ROM E= X BEHEEZ R R LET,
sync LV ROM & =X BREERRE 2 RF L 7,

unset REEBORELHIRLET,

ROBNL, V—=FT2a<vr N ANTLHERRINOMRERLTVET,

rommon 1 > ?
alias
boot
confreg
dev

dir
help
history
meminfo
repeat
reset
set
showmon
sync
token
unalias
unset

set and display aliases command

boot up an external process
configuration register utility

list the device table

list files in file system

monitor builtin command help

monitor command history

main memory information

repeat a monitor command

system reset

display the monitor variables

display currently selected ROM monitor
write monitor environment to NVRAM
display board's unique token identifier
unset an alias

unset a monitor variable

ROM E=4 A>T +DLEHE

WOFNRT L HICPSI= a2~ REEHA LT, ROME®=4% £— KO 7 " EBHTE

ij—o

rommon 8 > PS1="IR1101] rommon ! > "

IR1101 rommon 9 >
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| ROM E=4igE
avI F¥aL—vavLorsgrEoxs I

Tuar S NEEETAHLE . ROM E=F OEBON— % 2 RIFFICUET A5 123 s b E T,
ZofE, e kA TIR1101 rommo] T, WIZATHE R, I HIZ [>] < 2T &&E2RLT
b\\i‘é—o

A4 X aAL—a3Y LYVRAEEDRT

BAEOa 7 4 FXal—ray LYURIEREEZF AT DL, ROL IR T A= a it
P2 confreg =~ REAHLET,

rommon > confreg
Configuration Summary
(Virtual Configuration Register:
enabled are:
[ 0 ] break/abort has effect
[ 1 ] console baud: 9600
boot:...... the ROM Monitor
do you wish to change the configuration? y/n [n]:

a7 A4 X2l —Tay LURAFERTEICE, a7 40X 21— a3y LIYAXDOTYL
NN THWET, 27 4 Fal—ay LURZBEOLEAERET AI2IE. noa~> R
EATTLFET,

S

ax A&

ROM £ =% BELII. ROMT=XOREMtrEE L7, BELKI. =~ Fokoic
AL, WIZEDORIZER (=) e Ed, BRELAHOBREFIRKRLTTAIL, TORIZE
FamidET, RICHEZRLET,

il
Sk
Rat
&5
S

IP ADDRESS=10.0.0.2

EWLREERETIE. ZUOo0EREER T LMLETH Y A, ROM =% OE{ESE%
ERETDHUBERDLHEITT, 7V T ETRELET,

ST, KD ME Y ZIoNTRY EFET

HBRICHEASNIREER

WOFIEL, EEFER ROM E=FBEAKEZRLET, IO OEEEFERT 5 HIEICONT
F, 2O =a T VOBET L FIEEZSZHR L CEE, IR1101 77— B—Xdxy b7 —
&t AR— h LT, BREEZAE O IP. ADDRESS, IP_SUBNET MASK,

DEFAULT GATEWAY. TFTP_SERVER. TFTP FILE 7% & D% I3 SvEH A,
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B =szsozzozs

R2ASARICHERSINS ROME_ 2 BELEH

ROM E=4HZE |

BEEH |5

BOOT=path/file
MRFICHBEIICRRE SILE T,

J—RDT—F VY T7 " =T BN LET, ZOBHITER, L—FDT—

RIREHDEREDRT

BUEDBRBEABOREL R TT DL, st a~v > FE AN LET,

rommon 1 > showmon

System Bootstrap, Version 1.3 (REL), RELEASE SOFTWARE
Copyright (c) 1994-2018 by cisco Systems, Inc.
IR1101-K9 platform with 4188160 Kbytes of main memory

MCU Version - Bootloader: 4, App: 4
MCU is in application mode.

REDAN

BBEABOBRETIRILFTAI L, ZTORITER
TEORELB OB 2R LET,

el E9, KIZ

rommon 1 > confreg 0x0
rommon 1> BOOT WDOG = DISABLE
rommon 1> BOOT = IR1101-K9 image name

REDRF
BEDBREA OB EZRFT DT, synca~> FE AN LET,

rommon > sync

N

. ROMmon &— K CTE&E

ROM =42 £—

ROME=& F— REHETTHITE, 2074 Fal—ar LIAXEEFRL,

GE)  synomiy FHAEM L TR SHUTL RV
FEhBEONCEESNET,

BEIX. AXATF A8ty FENA, FHIT7—

FDET

Yy bYOIBERDHY T,
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| ROM E=4igE

SN |

?dllll
fil

Fig

ARV RFERERTIVa Y =LY
AT v 71 |confreg AT 4 FXal—vary LURADaL T 4 X

i - L—vay Zur7 MR LES,

rommon 1> confreg
ATy T2 fERENZEBVIZT oy T MIRELET, FHLE, ZOFIEOROHIZBIM LTI IZEN,
AT 3| reset N—%%Vty b LTHHMEL £,

i

rommon 2> reset

R EH

rommon 3 > confreg
Configuration Summary
(Virtual Configuration Register:
enabled are:

0x0)

[ 0 ] break/abort has effect
[ 1 ] console baud: 9600
boot: ...... the ROM Monitor

do you wish to change the configuration? y/n [n]: vy

enable "diagnostic mode"? y/n [n]:

enable "use net in IP bcast address"? y/n [n]:
enable "load rom after netboot fails"? y/n [n]:
enable "use all zero broadcast"? y/n [n]:
disable "break/abort has effect"? y/n [n]:
enable "ignore system config info"? y/n [n]:

change console baud rate? y/n [n]:
change the boot characteristics? y/n [n]:
Configuration Summary
(Virtual Configuration Register:
enabled are:

0x0)

[ 0 ] break/abort has effect
[ 1 ] console baud: 9600
boot: ...... the ROM Monitor

do you wish to change the configuration? y/n [n]:

JL—E2 A ROMmon D7 v 745 L—FK

IR1101-K9 /=4 @ ROMmon 7 v 7' 7 L — RiZ, A4 A—UNEEIT 25 L BEINICFE TSN E

9, ROMmon Di#Hi/A— a 1%, I0SXE A A=A R ERTWET, 73 XA
L, BUEDOFATHONR—=U a IR RLERTNDE A=V g XD i szt L
9, HWEAIE. BB v 77— REnE T, BEETHONR—Y g VARV RS
NTNDHENR—=Va  ERICEA, 7Ty 77 b—REFETENERA, EEICT v 77 L — K&
nadE, —XFEHBICEEES L CHLWLWAA—Ya rEe— RLTEITLET,
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B —smroMmon 07 v 75—k

FIE

ROM E=4HZE |

ARV RFEEETIVa Y

=)

ATy T

(&) »—R7 =7 FE®OROMmon DHAED Y J —
AT TR HIZIE, L—& T showrom-monitor
dot a2~y REFETLET, FT79dHa~> KO
TIDFEFUZ DN TIL, BIFEO ROMMON /N—3 5 >
DR (387 X—) ZZMML T3,

ATy T2

config-register 0x2102 2~ > K& L CH HE 7 —
N REINZ2 BV EA, ROMmon 7’1 7 N C
boot filesystem:/file-location =~ > K % 31T L T Cisco
IOSXE A A—V %7 —hLET,
filesystem:ffile-location (%, A /Xy r—v 77 AL
~D/RA T, ROMmon D7 v 77 L— KL, Cisco
IOSXE A A=Y PNEEISNDE T, WThon—
ROz 72 o THABMIR LD TIEH Y /A,

ATvT3

EENET LS, 22— a7 MM enable =
<~ REET LU CEMEEXECE— FEBMB L ET,

ATvT4

ROMmon/37 v 77 L— RENT=nE D e iR
%1Z1%. show rom-monitor slot =~ > R&ZE{TL £
‘j‘o

. Cisco Catalyst IR1101 &AL —ZX IL—2 YT Iz T7HREHA K



% 39

i

WAN E=421)> 4

ZOFEF, WO THMEINTHET,

*« WANMon {22V T (393 ~X—3)

s AitESRME (394 X—2)

c EEFHELAKFEHE (394 X—)
« WANMon DX E (395 ~—)

« WANMon #% € DS (397 ~—7)
FEF (397 X—Y)

WANMon [Z2DIVT

WANMon 1Z, O L AL Z—T 2 A4 2D WAN U > 7 DU J 30 BRI kST 5 Feil /e
VY a—g 2 Cd,
MRy FU—2 1 4GLTE & A —H %> b (WAN F— )
ARARY 7 FEEE~ S _N—ZAD IPSec kR (L H Y —F 21X FlexVPN) , O F
D, A2 =T AL LTHETDILED IPSec k> RIVTT,

WANMon A% LT, WANY 7 %2F=& L, Vo I@BEN) T—OZERFIZY 7 H
NRYTFT Uy a sk LET,

HAIAFHDIEIBENE

Wiz, Voo 24 TICEAEOHMBPIALY BN Tav A0 3OO L~V ERLET,

Vo054 (VAN TFTooaY

7 LARJLO0 (ENRE) LRI (PO T47) |[LRIL2 (REF
E%)
4G LTE Ao B =T 24 A% VT LT [EVa—AD)a—F [V 2545 Ja—]
7> 5 shut/no-shut
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WANE=2Uy>Y |

JooB4 (VAN TF7oo3y
7 LAJLO (ENEF) LRI (PO T47) |[LRIL2 (REF
E%)

A —HYF%y (A v B2 —T=2ARZI7 VT LT |TIZaril VAT LA Yu—R
k 7> 5 shut/no-shut

ko xv Shut/no-shut VA2 30 SAFA Ym— R

B L UL, BT ENDHBIALY DR T 732 g NS 20D ER_R—2 D L& VWMl
DoV ET, RIZ, HELNVOT 74V MNREEZRLET,
sthresholdi%, V2 Z7BERY H—ZZELTHhDL, HESNTZLNLTRESNZY AN
V7 7 araBthd 5 £ CORERE T (OHAD |
emintimelX, Vo7 NZ T LIEEDGEEIC) BN T I g 2FTTH8ETT,

WIZ, MAAREE R LET,

L~ L |threshold | mintime | 55 B

Lok (1047|1047 |V 7 BE T LThBLI03RICLSV0DT 7 va vk ) H—
0 LEd, 10 0L TOME TR IRL £,

LoUL 604y (604 |V 7B F T LT 100%ICL~1DT 7y ar%d b —
1 LET, 60 7 TORIECTEYELET,

L~UL 14804 (6045 |V I NRE D L4805 %I LV 2D T 7 aa U H—1L
2 F9, 60 L FOMMRE TRV IELET,

\)

GE) LEVWVMEZOICHET S L., ZOL~YLDY BN T 7 a i3 TE8nERA, ZhafEH
THE, MO WAN UV 7 BREMEL COW D A[REMENRHHZHF T I/ EE RN H—%2ZE L= &
X2, VATFADUR— K JBSABDOLV2OY BINY T g EERBECEET,

=~

L Ek
AR
WANMon & ¥ 22— /L MERABETH D Z & 2 iR LE 3, WANMon € ¥ = —/LiE,
tm w3316anmon.tcl IR U > —7 7 A /L& L TIOS-XE A/ A —JIZEHENTWET,

FIEFHEEHRNSEIA

e WANMon |, BN T—A L F—T oA RATHERIPT NL2AF v 7 (—HHRER
L) ZHEMNCFEITLET,
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| wanE=21y>y

DT RTDA L H—T = A AT,

WANMon D% E .

WANMon (X IP 7 RLAF = v 7 #FITLEH A,

eWANMon lx., Vo 27 Vv X7 7Ly NRE=ZXZTEHET YU r— g A Xy MEAERK
THZELIWLE-T, 22— EDT 7> a 2B N H—LET,

AT OR Y FU—27 TE, v FIZE-oTEZ S ATREMEDN H D B2 + ol L

TLIEENY,

WANMon D% FE

JL—% T WANMon Z H N2 L THED A v Z—7 = A A2 WAMMon 7R — F 2 &V 4T3
ZENTEET, BBEISL T, MABIABY AR T 72 a DA —N"—=F 4 K, HAXLY
HNRY VT DEHR. BIRN I v 74TV 27 MEERELTIP T RLAF = v 7 S
T D7D DAR PR =V XY OBRERY V—DEREFEITTCEET, 774/ N T,

WANMon (X7 > TV ET,

FIE

aAvY RFERIEFIT7ZIIY

=)

ATy T

event manager policy tm wanmon.tcl authorization
bypass

WANMon U > 7 DU HARY D 2 —LEFETL
ij—o

ZORY =2 Lo TR &4 5 CLL OFF Al 4 [H]
WEJ 5121, authorization bypass Z i H L &9,

ATvT2

event manager environment wanmon_if_list <instance>
{interface name { ipda <instance>}}

-

WAN DA »Z—T = A AT WANMon X E L., =
WA HE—T 2 Af AT 4 Fal—rgr o
v RThHHZ LR LET,

GE) 7'V 7 v 7 A wanmon_if list & FF-OER
BEEBCTA v H—T oA AREERRL
9,

A VAR VABRETDHI LT, HEOA X —
Tz AR TEET,

W, sehted v A —T = A A4 (cellular0/1/0 £ 7-
IX cellular0/3/0) #48E L 7,

MEZ)S UC, TP SLA icmp-echo N U ' — %3 E T
TET, AVARFUAFRRET DI LT, HEOIP
SLA FU H— ZfEHTE £,

GE) WANMon [Z SLAID D AT —Z ZADH
Zfifgse L E 9, icmp-echo 23 & — ki)
TR, BEISUT, thoX A 7D

SLA 7' v —7 (udp-echo’z &) Hitib b

(A TE £,
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B wanmon oz

WANE=2Uy>Y |

ARV KRFERIETI Va3 B#
X 7 3 | event manager environment wanmon_if_listx {interface| (1) fHAAL L X VMEES F—1"—F5 4 KL F
name { recovery LevelO {Levell } Level2}} +,
AT v 7 4| publish-event sub-system 798type2000 argl <interface| ({-&) V> 2 Uty b7 7Ly hEEH LTI A
name> arg2 <level > LV RNYT I varzZRELET,
<interface> |35 A L FX — 7 = A A4 TT
(cellular0/1/0 <2 cellular0/3/0 72 &)
<leve > %, BBIDOV 7 VAR T 7 a l—
L AN I, £72F 212720 £,
AT 75 |{stub <track-stub-id > } (EE) ARV h~F =V OBREARY > —%HEH
LTChI v I A 7Vl MEERETEET,
WANMon (X, T 7Ly NBRAXTAHT V=l
FNBBCE D510, VI REERBT 5720
? track-stub-object fH 7% E T £,
R T w 76 | event manager environment wanmon_if_listx EBE) IPT FLAF v 7 2z LET,

{<interface name > { checkip <instance>}}

RDBRY
1

event manager policy tm wanmon.tcl authorization bypass

/4
RoF &R L E T,

VEBEAT—BLEO, YRy hDOA U F—T oA AERETHAN Y R—

Ty avy

event manager environment wanmon if listl {cellular0/1/0 {ipsla 1}}
event manager environment wanmon if 1list2 {GigabitEthernet0/0/0 {ipsla 2}}

ZOBITIR, HAZLY IR DOLEVWVEER

event manager environment wanmon if list {cellular0/1/0 {recovery 20 {90 75} 600}

B3 DA
e LoUL 0D LEVMEIL, Vo EE

NUT&yayﬁ\ﬂw§~4/& 7 A R
TR L ET,

WCERESNET, L1 IR T 7 a 0%, BT —

(F7 b)) TEHR

e LUL 1D L EVMEIL 904

A H—=T x4 AR L TEITENET, 754
(10 HEfE)

e LUL 2 D L& VMENE 600 45

IREINET, v~w0@)ﬁ
FITSNET, 10 LA T ORI

= KU T —0D 20 5l

UL T O TR L £,
CRESNET,
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| wanE=21y>y

WANMon

wanmon ZE0#ER

RI%, track-stub-object fE%Z 21 IZFE L £,

conf t
track 21 stub-object
event manager environment wanmon if list {cellular0/1/0 {ipsla 1} {stub 21}

EXTE DFEEE

WANMon R E Z MERT 2121%. ROFINEEZFEITLET,

FIE
ARV RFERERTI VI Y E]:3]
R 71 |show event manager policy registered WAN £=% U 7 RY v—%FRLET,
R F 72| show event manager environment AV B —T 2 A ADBRERFITHRESNTA v F—
Tz A ARBEER R R LET,

RDBERY

1

show event manager policy registered

1 script system multiple Off Thu Jan 16 18:44:29 2014 tm wanmon.tcl

show event manager environment

1 wanmon if list {cell0/1/0 {ipsla 1}}

&% 7 151

TR, ROFIERLET,

WANMon L5 —4A >3 —T 24 ADFHEHI

track 1 ip sla 1
ip sla 1

icmp-echo 172.27.166.250

timeout 6000

frequency 300

ip sla schedule 1 life forever start-time now
event manager environment wanmon if list {cellular0/1/0 {ipsla 1}}
event manager policy tm wanmon.tcl authorization bypass

BEHWAN Yo DEZ=SR)THI

track 1 ip sla 1
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WANE=2Uy>Y |
B axwanwyooz=5y 06

track 21 stub-object
ip sla 1
icmp-echo 172.27.166.250
timeout 6000
frequency 300
ip sla schedule 1 life forever start-time now
track 2 ip sla 2
track 22 stub-object
ip sla 2
icmp-echo 10.27.16.25
timeout 6000
frequency 300
ip sla schedule 2 life forever start-time now
event manager environment wanmon if listl {cellular0/1/0 {ipsla 1} {stub 21}}
event manager policy tm wanmon.tcl authorization bypass
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TOZIIMAER (DSL) DERTE

ZOFEF, WO THMEINTHET,

o AFE (399 X—)

« DSL #§REDIAE (401 ~—20)

« DSL SFP ®HL Y 1) (403 ~—2)

« SFP D LED £/ (405 ~—27)

*DSLSFP 77— LU =7 DT v 7 7L —FK (407 X—)
« ADSL2/2+ (408 ~=2—73)

« ADSL2/2+ OEEE (408 ~<—2)

« ADSL2/2+ OF%E (408 ~X—7)

« VDSL2 (419 ~<—7)

« VDSL2 OH#EZE (419 ~—2)

« VDSL2 OXE (420 ~—2)

e "I TNV a—T 4Ll hL—=2Fa s (423 X—)
s NTTNVa—T 4T (423 X—)

‘Ll hlb—=7187 (434 2—)

S

Jb— %4 % Small Form-Factor Pluggable (SFP) X hU—2 A U F—T =2 A A Y 2 — /L&l
ML CDSL#REAEMLET, DSL VY U 2— 3 0, KD Annex A — b LTHET,

ADSL2 (A) . ADSL2+ (A, J, JIZ 1751 VU —ATOHYHR—K) , VDSL2 iZ Annex A,
B ZY% AR —FLTWET, 93T TR100., TR105, TR114, TRI15 (ZHEHL L TWET,

I0S-XE VU —R 1751 Tit, v hua—5 A % —7 A AT Amnex-] REDY R— L8
mENTWET,

N

GE)  ADSL2+J IV R—FENTWETA, ADSL2TI1Z 17.5.1 TILEFAR—FENTWVWERA,

Annex-J ZENZT H121F, ROFIEEZETLET,
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FORILMAER OSL 0FE |

router#config term

router (conf) #controller vdsl 0/0/0
router (conf-if) #capability annex-j
router# (conf-if) #exit

router#

Anmnex-J] ZHIBRT HI21X, WOFIEEZFEITLET,

router#config term

router (conf) #controller vdsl 0/0/0
router (conf-if) #no capability annex-j
router# (conf-if) fexit

router#

17.5.1 TiE, FrLvva~y Rrx-padding VBN S L TWET, ZOa~ 2 RiEk, MTU 2 64
A MRF DNy MRS IVET,

\)

(B HY—bvRATe S EPLOX T AN —ATHmuARO 7 L— AN EESINS5E. VLAN
REX vIan 96 THLHIMENH Y £, —ERATa A XNEDX 7 A Y — AT 64mtu
KO 7 L—ANEEINDHAE, H—DOPVC (0 v, Vian96) THAR— kX2 DiFH—
DVLAN 72 T, 5% DU U —ATiX, VLAN YK — hOFiPH% Vland4 — 1024, single-vlanin
single-pve IZHLHET 2 PE T,

a~x ROFNIRD L BY TT,

router#config term
routerf#controller vdsl 0/0/0
router (conf-if) #rx-padding
router (conf-if) #end
router#write mem

BEREICBET S
COWETHEH, YR—=FENTWBBEREL TR —FINTWARWVEEED Y XA &2 R LET,

* DSL SFP IZIR1101 X—RA == MIfHAINTWAEEAICOHREEL £, IRM-1100 ¥;
o=y hTIIYVR—FENTWER A, IR1101 1% GI0/0/0 T 1 2D DSL SFP DA% 4
R—hFTExET,

s VDSI2 (Z7 B 77 A 8a— 17Ta DA EHHR—F L, 30aiIVHR—FLTWHEHA,

« SFP |FHI/E, Yang Z# WA — KL TCWERHA, ZIUTHKROY UV —RA TRt s TET
j—o

* DSL = —H OFREER L UFRERFIZ, RADIUS & AAA VR — R LET,

*DSLA > ¥ —7 = A AIZIEDSL $— B RIUKTF T D i/ NEORENBLETH H7-8%, DSL
A H—7 = A ATILPlugand Play (PnP) HREZfEfH CT& 8 A,

e PuXvFER (ZTD) i%. IoT Field Network Director Z 4 L CORHYR— h INFE T,
FND Tl&, cgnawsma X—ZA®D ZTD DA ZMHH L £, DSL A > ¥ —7 = A A T|L PnP
NR—=2Z2D ZTD TV AR — P ENTWEH A, ZID Tit, I —E A7 a3 ( X —DHFIZ)S
UT, EARWRE/INREENT A= EFEH L TAT =Y 7 LET,
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| FoaLmAESR (DSL) OHE
pstigsznteit

DSL # %A — F 34 5121%, IR1101 25 [OS-XE 17.4.1 IETEMEL TWALERH Y £,

« show controller vdsl 0/0/0 =~ > RiZ. clllx T v N 7+ —A L[EEEIZ. 7T DSL
(VDSL2/ADSL2/ADSL2+) =2 hua—J WA R T 57 DI S vE T, controller
a2 RiZVDSL T, ZAUTERICIIDSL &M L., ADSL & VDSLIZfFEH SN =E
@—O

¢« ADSL224+ RETIE, cllIx 7 v b7 4 —LDEITAIMA VF—T = A ATV £H
o TRTDOFEEIL DSL SFP WAN g0/0/0 A > X —T =2 A A, ZDYV T AL H—Tx AR
F7ar, BLORar bur—F vdsl0/0/0 EizH Y F£9, ATM 34 ~ b i% DSL SFP |2
LKoTHEEN, /1 —F Ry by FELTHMERINET, Amex A, L BHHR—k
INTWET,

« WebUI Z £/ L T, interface g0/0/0 Z @ % CB VX E/[E=#T&£d, VI —Z1741D
Controller vdsl 0/0/0 DE =X /FREF T a ANEAEDA T a A3H Y T8 A,

« VDSL2 ¥ L TN ADSL2+ O£ MIB 1L, 17.5.1 IED YV YV —2ATDH N U 7 L Z P R— k
LET, MIB DIERICHOWTIZ, Z0k®Z v arTHELET,

¢« ADSL22+ATM DR EIZRB W T, v F IV ATH—EATa M Enb5DH T AR Y —4
D644 FMTURECTH D LHE L TWARAIE, ROAT v 7R L T IZE,

1. rx-padding cli AN/ > TN D,
2. Vian96 DENA V' F =T 2 A A a7 4 Falb—rary TS,

3. ZOEEDIF I AT, H—PVC TO</LF VLAN $ 7R — R 237200,

DSL #45e D 1%k

5 22: DSL #RED 4%

~/LFE— K DSL (VDSL2 & « DSL SFP Z 41 L CHefit

ADSL2/2+
) *SFP X1 DD RI45 A X —T = A A

o WuEERET 2 ~ (DELT) ZWrEe— F&23R— Tk
(VDSL2 D )
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B osusomns

TORIMAERR (DSL) DFHRE

= 23: VDSL2 #ERED 4%

VDSIL2

+ VDSL2 993.2 Annex A & Annex B

¢ 997 BLN9I8 DN KT T

* G.994.1 ITU G.hs

*+VDSL2 D717 7 A )L : 8a, 8b, 8, 8d, 12a, 12b, IBL W 17a
Ry HY T

« U0 7o s (25 ~ 276 kHz)

« IEEE 802.3ah 64/65 427 7 v N h 7R MO IES L 4 —P F v h o3 v Mg
#EE—F (PTM)

* Dying Gasp

5K 24: ADSL2/2+ HERED %

ADSL2/2+

« ADSL2 @ Annex A & L
* ADSL2+ @ Annex A

« ADSL2+ @ Annex J (17.5.1 Cf#i f 7T gE
« G.994.1 ITU G.hs

o BEER D OREED 16,000 7 4 — FEHB X HNL—TETONRT 4 —< U A%
At B 7= DICEIFATLIE ADSL2 (G.922.3) Annex L 2 ¥

« T1.413 ANSI ADSL2/2+ DMT Issue 2 (& L
« DSL Forum TR-067 & TR-100 |2 #EHlL

o AV A S A XEFE (INP) & HE3E INP
XA MY —LER ANy 747 (DPBO)

* Dying Gasp

Dying Gasp I, /V—F N2 7 o OERFE I O—H %2/ L T DSLAM IZHBEIS 1L A > & —

VEEET

% RERE T4, show controller vdsl 0/0/0local ==~ > R&f#ifl LT, /L — 4% 7 Dying

Gasp A v bE—VERETIHERNP TETWNWDLZ LEERTEET,

Router#show controllers vdsl 0/0/0 local

SFP Vendor
SFP Vendor

PID: SFPV5311TR
SN: Vv021932028C

Firmware embedded in IOS-XE: 1 62 8463
Running Firmware Version: 1 62 8455

Management
DSL Status:

Link: up
showtime

Dumping internal info: idle

Dying Gasp:

armed

Dumping DELT info: idle

[l Cisco Catalyst IR0 B AL V=X L—8 YT kY FHEREHA K



| FoaLmAESR (DSL) OHE
DSL SFP M EY Y {1+ .

\)

() Dying Gasp DN EZNIZ 72 > T B854 121X Dying gasp: disarmed & R SLE T,

Dying Gasp D% EILH D /A, FHEIZXH LY 7 by =T IZ X > TR S L E T,
SFPshut/moshut 28 b U F—&Eh 2 &, 1 — 2 DA 50 ns LINICERE S E T,

DSL SFP M HR Y {5 [+

DSL SFP O AFJEIZHSOWTIE, BEON— R 2 THBEHA RESB LT E X0,

A

BE DAFTEEEN NS DOIEREZHFET 2 2L, BIOSFPOFHFABLICEY A LOE LW
BIHEELTWDZENEETT, £ 9 TRWEAIX, SFPICHEEZ 5 X A FREMNH D £
7,

DSL SFP 2% 7R — "4 3725H® [0S-XE Of/~Y U — %, IR1101 TiX 17.4.1 T3,

ERERTE
SFP Z IRV 1726, EENT D720 DREARRENLETT, FIHIZRO LEBY TT,

configure t
Router (conf) #interface g0/0/0
Router (conf-if) #media-type sfp
Router (conf-if) #no shut

Router (conf-if) #exit

Z DOWES T, SFPHHEAD syslog A vE—UNFERINET,

SFP D fEEE
SFP %2242 ZHL D 117 7= 5, showinventory 2~ > R CZDAT —H A& R TE £,
Router#show inventory

B o O e o B L e o o S
INFO: Please use "show license UDI" to get serial number for licensing.
B o e o e o B B B L e o o o o

NAME: "Chassis", DESCR: "IR1101 Base Chassis"
PID: IR1101-K9 , VID: V03 , SN: FCW23500H5X

NAME: "Module 0 - Mother Board", DESCR: "Cisco IR1101 motherboard"
PID: IR1101-K9 , VID: V03 , SN: FOC23473SRK

NAME: "module subslot 0/0", DESCR: "IR1101-ES-5"
PID: IR1101-ES-5 , VID: V0Ol , SN:

NAME: "subslot 0/0 transceiver 0", DESCR: "GE T"

PID: SFP-VADSL2+-I , VID: VOl , SN: MET2023000A

Ignore the description, it will always reflect GE T for all IR1101 SFPs
PID and S/N are what matter
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FORILMAER OSL 0FE |

WIRTHATIE, Sy b L— MIEH L T Z &, PID/V Y 7% EE#HIZ SFP D

Ty,

Router#show interfaces transceiver detail

IDPROM for transceiver Gigabitethernet0/0/0:

Description = SFP or SFP+ optics (type 3)
Transceiver Type: = GE T (26)

Product Identifier (PID) = SFP-VADSL2+-I
Vendor Revision = V5.1

Serial Number (SN) = MET2023000A

Vendor Name = CISCO-METANOIA

Vendor OUI (IEEE company ID) = 00.00.00 (0)
CLEI code =

Cisco part number = 74-124941

Device State = Enabled.

Date code (yy/mm/dd) = 20/23/

Connector type =

Encoding = 8B10B (1)

Nominal bitrate = GE (1300 Mbits/s)

Minimum bit rate as % of nominal bit rate =
Maximum bit rate as % of nominal bit rate =

Socket Verification

SFP IDPROM Page 0xAQ:

000: 03 04 22 08 00 00 00 00 00 00
010: 00 01 OD 00 00 00 00 00 FF 00
020: 43 49 53 43 4F 2D 4D 45 54 41
030: 4E 4F 49 41 20 20 00 00 00 00
040: 53 46 50 56 35 33 31 31 54 52
050: 35 31 43 53 20 20 56 35 2E 31
060: 00 00 00 3F 08 00 00 00 4D 45
070: 54 32 30 32 33 30 30 30 41 20
080: 20 20 20 20 32 30 32 33 20 20
090: 20 20 00 00 00 6D 63 00 30 60
100: FE 53 E4 Cl1 54 F1 F1 C1 FA 1A
110: 98 EC 6B EO 7F 00 00 00 00 00
120: 00 00 00 00 8C DO 5C F7 00 00
130: 00 00 00 00 00 0O 00 00 37 34
140: 2D 31 32 34 39 34 31 20 56 30
150: 31 20 CF EC 55 00 00 00 00 D4
160: 00 00 00 00 00 0O 00 00 00 00
170: 00 00 00 00 00 0O 00 00 00 00
180: 00 00 00 00 00 0O 00 00 00 00
190: 00 00 53 46 50 2D 56 41 44 53
200: 4C 32 2B 2D 49 20 20 20 20 20
210: 20 20 00 00 17 00 00 00 00 0O
220: 00 00 00 5A

SFP IDPROM Page 0xA2:

000: 00 00 00 00 00 0O 00 00 00 00
010: 00 00 00 00 00 0O 00 00 00 00
020: 00 00 00 00 00 0O 00 00 00 00
030: 00 00 00 00 00 00 00 00 00 00
040: 00 00 00 00 00 0O 00 00 00 00
050: 00 00 00 00 00 0O 00 00 00 00
060: 00 00 00 00 00 0O 00 00 00 00
070: 00 00 00 00 00 0O 00 00 00 00
080: 00 00 00 00 00 0O 00 00 00 00
090: 00 00 00 00 00 0O 00 00 00 00
100: 00 00 00 00 00 0O 00 00 00 00
110: 00 00 00 00 00 0O 00 00 00 00
120: 00 00 00 00 00 0O 00 00 00 00

not specified
not specified
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s to LD &7

130: 00 00 00 00 00 00 00 00 00 00

140: 00 00 00 00 00 00 00 00 00 00

150: 00 00 00 00 00 00 00 00 00 00

160: 00 00 00 00 00 00 00 00 00 00

170: 00 00 00 00 00 00 00 00 00 00

180: 00 00 00 00 00 00 00 00 00 00

190: 00 00 00 00 00 00 00 00 00 00

200: 00 00 00 00 00 00 00 00 00 0O

210: 00 00 00 00 00 00 00 00 00 0O

220: 00 00 00 00 00 00 00 00 00 0O

230: 00 00 00 00 00 00 00 00 00 0O

240: 00 00 00 00 00 00 00 00 00 0O

250: 00 00 00 00 00 0O

Link reach for 9u fiber (km) = SX(550/270m) (0)

1xFC-MM(500/300m) (0)

2xFC-MM (300/150m) (0)

ESCON-MM (2km) (0)

Link reach for 9u fiber (m) = SX(550/270m) (0)

1xFC-MM(500/300m) (0)

2xFC-MM (300/150m) (0)

ESCON-MM (2km) (0)

Link reach for 50u fiber (m) = SR(2km) (0)

IR-1(15km) (0)

IR-2 (40km) (O

LR-1 (40km) (

LR-2 (80km) (

LR-3(80km) (

DX (40KM) (0)

HX (40km) (0)

ZX (80km) (0)

VX (100km) (0)

1xXFC, 2xFC-SM(10km) (0)

ESCON-SM (20km) (0)

Link reach for 62.5u fiber (m) = SR(2km) (0)

IR-1 (15km)

IR-2 (40km)

LR-1 (40km)
)
)

)
0)
0)
0)

LR-2 (80km
LR-3(80km
DX (40KM) (O
HX (40km) (O
ZX (80km) (0)

VX (100km) (O)

1xFC, 2xFC-SM(10km) (0)
ESCON-SM(20km) (O)

Nominal laser wavelength = 0 nm.
DWDM wavelength fraction = 0.0 nm.

No transceiver present

SFP £ LED & 7R

DSLSFP (212 DD LED A v P — 4 DNAIAENTWET, ZDLED L, L—HF D)L
128 % LED &3 MEESfRICENE L £7,

N

(G¥)  show platform led |Z SFP LED Z x4t & L C\WEH A, DSL U > 7 A7 —X A2, show
controller vdsl 0/0/0local =~ > R&ZfEH L9,
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LED &R
R 3T SFP LED OFoRICHOW T L £,

FORILMAER OSL 0FE |

A4 —4 LED LED h5— REE EL:L

LED 1 FE AT CPEfl (IR /v—& Cff
4558134107
5 EETH)

LED 1 i) HET Tt NI F T ¢ A
(R — b %efg44h)

xDSL A7 —# A LED | ## IR D SR T4 Rv

xDSL %5 —#& Z LED | f# TR D R f—=r7

xDSL 25 —# A LED | f& T Bl

xDSL %5 —#& Z LED | f# HB = D S K Ny NEE

SFPLED DT —7 70—

WDFEIZ, T— T v FHED SFP LED OFra < LE T,

SFP ff A BT

SFP &) ARG Tk D SR
HEirTox—a TR kD BT
CLI?D RU AH—S#7= SFP v v v R F T v | {HAT

CLI 7»5 kU #— & #4172 SFP no shut

BRI Nk D BT

SFP T 7 4 v

o5 D S

Bgjrdox—>3 >

SFP @ LED IZE:SW T, HEIRx I = —3a v DORAT—X A2l TXx ¥4, shut/no shut I
FroFEEI RIS =g U, ROV U ARHEREINE T,

AEGH Tk D S 74 K
15 TRk D I F—=
TR SIT N Ry oA 7R, BIERG

SFPLED Bkl > < DRI L T DRkl < ST 2856, @FITEErdr=— 3
YE-—RFTHLIL2ERLET, ThikFH < HE1X, DSLAM ¥ L UVL— % DSL SFP
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psLskP 77— Loz 707y I L—F ||

D/RT A—=F e FHEBETDLEND YD £9, ROFETIE, /—F xDSLBREICOWNTIEL <t
Eﬂ L/jzj—o

DSLSFP 77— LSz F7DT7vTH5L—K

DSLSFPIZ7 7 —AL U =7 Nua— RENTW5S, SFPIZu— RENTWAENR—V g U ETER
L, V—Z A A= THEHATRERNN—V g BT AMLERH Y £4, BEEEE, ISP L0
BTG L TCT v 7L — RERETINENH Y £,

SFP 27 v 77 L — K3 BI21% SFP O/ NRENMLE T,

configure t
Router (conf) #interface g0/0/0
Router (conf-if) #media-type sfp
Router (conf-if) #no shut

Router (conf-if) #exit

show controller vdsl 0/0/0local =~ > RZFEITL T, 77 —L U =7 L-ULZHERLET,

Router#show controllers vdsl 0/0/0 local
SFP Vendor PID: SFPV5311TR

SFP Vendor SN: V021932028C

Firmware embedded in IOS-XE: 1_62_ 8463
Running Firmware Version: 1_62_ 8455
Management Link: up

DSL Status: showtime

Dumping internal info: idle

Dying Gasp: armed

Dumping DELT info: idle

SFP %7 v 77 L— KT 5121, kDa~<r REFEHLET,

Router#upgrade hw-module subslot 0/0 sfp 0

Upgrade SFP firmware on interface GigabitEthernet0/0/0 from 1 62 8455 to 1_62 8463
Connection will be disrupted, Continue(Y/N)?y

Start ebm upgrade!!

firmware update success!!

Zoavwy NI LW I y—A =T Ea— RLThb, A % —7 = A AT shut/no shut %
FATLTSFPZ U Y FLET,

\}

G¥)
TuaYSFP 77y —Ah U T BT v T T L — KT BHERERH Y £, RICHIEZRLET,

1751 BT, IOS A A=AV FLVENRTWSSFP 77— AU = 7ICMA T, AF VR

Routerfupgrade hw-module subslot 0/0 sfp O (flash|usbflashO|msata}:sfp fw image

MTU D #lI R
SFP 5 —# > — FOAFEIC LV . MTU OFIRIZRD & B Y T,
¢« VDSL Ti%. DSLSFP A > Z —7 = A A® MTU &% 64 — 1800 /XA |k
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FORLMAER OSL 0EE |
Il Aosi22s

e« ADSL2/2+ Tl%. DSLSFP A > % —7 = A A® MTU #iHIL 64 — 1700 /X1 |

ADSL2/2+
ADSL2/2+ DEE

Z DIETIL, ADSL22+ O E AR L T,

EEX JL—H%SFPX—ADDSL ¥ AR—hix, MOISRDSL 77 v b7+ —ALk_BH L FEL b
TINY 2—=T 4 VT DORTHRRYET, AIMA VX —T oA AT, A —Pxv &
ATM D234 R Z5#a13 Adaption Layer5 (AAL5) Z 4 L CHNEIBIICAE SN ET, T3To
EEIEL, 22 b —F vdsl 0/0/0 B LN g0/0/0 DA B —T = A AP T A L H—=T 21 ATH
V¥, AALS LV & UBR BHERES L TWET,

FEHIZOWTIE, DBOEEASRL T ES0,

ADSL2/2+ [T auto E— R CEI/EL £4 (DSL=2 hr—F LD DSLAM HEjx Ty —3 g9
DFRE) . Annex A 1L ADSL2+ THHR— h TV ET, Annex A & reach-extended Annex L
mode-1 {X ADSL2 THAR— F I TWET, Tl TR-100/TR-105 IZHEHL L TWE T,

cHEIRxIV =~ g N Ry A 7 FNETILSFP IZITU-T G.994.1 DSL TRx (Z#EHL L C
B, WEREE P TIE ITU-T G.997.1 for DSL TRx [ZHE#HL L TN E 7,

« DSL SFP | AVD2 CPE £ — RO A% V7R — 35 ITU-T G.99x FEAE|CHEHL L TV E 1,

+LLC/SNAPB XU VCMux A —VF v b 7V vV R ATk A7y a9 R—H LT
b\iﬁ—o

s T_TD PPPoX I 7 &/ EIE, PPPoE 2/ L COREEINET, NEMIZIZ N7 v b
BHUTIATM 20 L T SN ET, cllIXISRDEED L 5 72 PPPoARTEITH D FH A,

* ADSL-PVC (¥ k= —F VDSL 0/0/0 TEHETX£7, & SFPIX8 DD PVC & HK—k
LTWET,

« % PVCIE, 802.1qVLAN Z X 7 LD~ v ¥ 7 AP R—FLTWET,

« VPI O&iPHIL 0 — 255, VCI O&iHIL 32 — 65535 T,

show controller vdsl 0/0/0 (B X35 mode) (%, #IZ PTM (N7 v MERIEE—K) TY,
PRI ATM ~D 377 NEBISLBES L E T (AALS)

ADSL2/2+ N EXE

N—ZI%, TV Z VIMAFERRE (ADSL) 22+ ZH AR — L TWET,

Cisco Catalyst IR1101 ST AL ) —X IL—2 YT I FHREHA K




| FoaLmAESR (DSL) OHE

FIE

I E - R |

ARV RFEEETIVa Y

=)

ATy T

enable
B

router> enable

¥i#E EXEC T— F&EADIZ L £,

ATvT2

configureterminal

1

router# configure terminal

Tu— LR EE— REBBLET,

ATvT3

controller vdd <port>

1

router (config) # controller vdsl 0/0/0

ADSI2R2+ =2 ha—J 2L Cary 7 4 F = b —
varE— RERKELET,

ATvT4

adsl-pvc <vpi/vci>

1 -

router (config-controller) #adsl-pve 0/35

PVC ® VPl & VCI T A —Z &R ELET, 7
YT a<w s RiZoWnWTiL, ADSL22+PVC Y7 & —
K (412 3—2) #ZRLTIEIN,

ATvTh

bridge-dot1q <1-4094>
1 -

router (config-controller-adsl-pvc) #bridge-dotlqg
2

PVC @ bridge-dotlq /X7 A —# % E L £ 7,

ATvT6

encapsulation llcsnap|lvemux

1

router (config-controller-adsl-pvc) #encapsulation
llcsnap

7 740 hTIE, #8HT3, lesnap & 72 1% vemux O
WY, ZOHliX, LLCSNAP & L Td PVC
DA T M ERLTHVET,

ATy T1

exit
1 -

router(config-controller-adsl-pvc)# exit

HLOWREZANILET,

ATvT8

end

1 -

router (config-controller) # end

Oy 7 4 FXalb—varE—FRERTLET,

ADSL2/2+ o > FA—7

19—

ﬁxﬂ5377llp

ZIZTHEH, 2 e —TREICEAD CLLa vy FO—ERIZ OV THA L E9,
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B roszeio ro—sgEavUr

TORIIMAELR (DSL) DFRE

% (Brief) e aAvU R TO4 | fth@> 10S-XE ISR &
Lk DELN
adsl-pvc adsl-PVC [namQ] L ADSL2/2+PVC ¥ | VPI : 0 ~ 31
{evpizfevei>} 7EE VCI & 1~ 1023
adsl-pve 0/35 VPIUVCI i 0 ~
adsl-pvc PVC1 255
0/35 VCI fiff 32 ~
65535
ADSL2/2+ H 7
E— NOFHMIZD
WTIE, RaeB M
LTL7EEN,
ADSL2/2+PVC ¥
TE—F (412
~e)
bitswap TIHNVNIA | By PAY T
%) (Enabled) ]
R
carrier-set carrier-set [a43  |a43 ad43c b43 DSLSFP -+ U 7 |cl11x T modem
ad3c b43] v b vdslA 7> a T
N0 h—rE
EFRLET, 72&
Z1E. CLI %
L Cv43 2 0|2
THOVENH Y F
I, —H Tl
h—v43 137
7 4V K THEIC
o TVET,
default avy R&ET 7+
JL MEIZERE L E
7
description ary hue—JEE
DA
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| FoaLmAESR (DSL) OHE
ADSL2/2+ O ¥ FE—SH/EIATUFR .

5% (Brief)

aAvRVKTI4
I

B

@ 10S-XE ISR &

DELY

exit

oy hka—o7 o
74Kz b—
vary E— K%
“TLET,
ZhiE, REZH
T DIt
AT,

help

ABTITT AT
RANVT VAT
NS

mac-address

mac-address
<MAC address>

57 4V kT,
MAC IZFHRICF%
EIINTWVWET,

DSL SFP MAC 7
FLx, 2k
n—7 ZEfES
BIDITATHERTE
THMLEEHD F
NEUR

modem vdsl

J—ZIZIdE A &
nNEE A, clllx
DOk S E
R

clllx TO I
SnEd,

mpls

N—2 T3 &
NFEEA, clllx
DOk AU E
R

clllx T A
SNET

no

o< &Mz
T D0, FET
7 v MEZFRE
LET

shutdown

VDSL = hr—
ThV Yy MY
Y LET,

Sra

F 7V M [F
%) (Enabled) ]
ﬁ—o

=AU AR L—
I3RS
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B roszeipvcyoE—1

ADSL2/2+ PVC % JE— K

WROFIZ, BHET L3~ FERLET,

TORIIMAELR (DSL) DFRE

(¥ 0 — 5500

AAL5 XV % UBR
DHEE STV E
R

5% (Brief) =y TIHILb El:) @ 10S-XE ISR &
DELY
adsl-pve adsl-pve vpifvei |72 1L DSL A > % — VPI/VCI fi 0—31
> =
8 HDPVC % 1023
PAR— b TEE
ﬁ—o
VCI OFEFHIL 32
— 65535
VPI O#EPHIF 0 ~
255
bridge-dotlq bridge-dotlq 2L 802.1Q VLAN ID
<1-4094> 75 PVC ~D
A=/
cbr cbr <peak cell FERTIS EEE Y hL— b |48 — 1408 (Kbps
rate> (CBR) #—t & | Bifr)
CBP PCR O#iif] DRXTE

default-pvc

default-pve

BANAERR S Tz
PVC

7 %)L s PVC
L LTPVC %%
E

adsl-pvc @

default-pvc =~ >~
Fi%. DSLSFP T
ERTE 4T
a7y, TV
T 4 772 PVC M
2O EdBYGE
(\Z, DSLSFP 37
74V R E LT

B9 %5 PVC i
WLEF,
encapsulation encapsulation L ADSL2/2+PVC %
<llcsnap|vemux> FENMEDBRE
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aosi22+Pve 47—k [

L%

TeA =Ry X
7> k@D VLAN
ID A —H |23k
Fanskric
'y bTDHLD
DSLSFP #%/E L
*7.

DSL SFP VLAN #j)
£ vlanop-rx & #i
e PR M Pt
L., f—%%> b
Ny Rk
VLAN ID % MR
T 50, FITE
L E9,

f55% (Brief) X TIAILE EHER fth@> 10S-XE ISR &
MDELY
exit adsl-pve 7 2+
v RORET
ubr ubr <peak cell PR REEEE >~ FL— 48 — 1408 (Kbps
rate> k' (UBR) ¥—FE"| Hfir)
UBR O E'— 7 ADBE
L L— s O
0 — 5500
vbr-nrt vbr-nrt <peak cell | JEx%f)i FEV T HZ A LH] |48 — 1408 (Kbps
rate> <sustainable By hL— K~ | BEAD
cell rate> P —ERADORE
PCR OHHIL 0 AAL5 LY % UBR
— 5500 HHELES LT E
SCR O #iHI% 0 R
— 5500
vbr-rt vbr-rt <peak cell | JEx%fs VTV A LH[ZE |48 — 1408 (Kbps
rate> <sustainable By hL— — | A7)
cell rate> B RDHRE
PCR DI 0 AALS5 £V % UBR
— 5500 BHELES LTV E
SCR D #iH % 0 R
— 5500
vlanid-rx vlanid-rx bridge-dotlq 2/ | DSLSFP 28315 L | 10T /L— & DA
<1-4094>
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FORLMAER OSL 0EE |

5% (Brief)

g

TIAIE

B

@ 10S-XE ISR &

DELY

vlanid-tx

vlanid-tx
<1-4094>

bridge-dotlq (Z )it
L%

S hU—7 2%
FTo4—hxy
cXry R
VLAN ID % % &
4% & 912 DSL
SFP %% i L F
7

DSL SFP VLAN &)
{E vlanop-tx & #H
HA T
L., Xy hU—7
W2y M EEE
THHHIA —
K b Ry
5 VLAN ID % Hl|
PREITER L F
ER

[oT L — & DA

vlanop-rx

vlanop-rx
<pass-through|
remove|replace>

Remove

DSL SFP 733215 L
TeA =Ry hoX
oy MZxT 5
DSL SFP ® VLAN
ID EhfEZL—X
WCEETHE I
HELET,
VLAN OHIRE 72
LIS BRI,
vlanid-rx & & $ 12
fEHENET,

IRAAN—F T
vasli, A —%
F "Xy R
BEAF® VLAN ID
ERFELET,

[oT /V— % DFH
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aosi2+ ol I
% (Brief) =N TI7HILE Bl fth@> 10S-XE ISR &
DELY
vlanop-tx vlanop-tx Replace DSLSFP O A —H | 10T L — & D 7~

<pass-through| Ky by ME
remove|replace> %7 % VLAN ID
e xry FU—
JIWZKETDHED
IR E L E T
VLAN OHIIFR % 7=
RE BRI,
vlanid-tx & & H 12
EREShET,

IRAAN—F T
vasit, A—%
F "Xy R
BETE D VLAN ID
PRELET,

ADSL2+ 015!

WIZ, ADSL2+ HEDHIZ R L ET,

N

CE) W OnDOFEALHIIA v E—V0WBEICONTE, vy ha—F AT —F A A yvbE—
(432 =) LTI,

Router#show controller vdsl 0/0/0
Controller VDSL 0/0/0 is UP

Daemon Status: UP

XTU-R (DS) XTU-C (US)

Chip Vendor ID: 'META' 'BDCM'.

Chip Vendor Specific: 0x0000 0x0762
Chip Vendor Country: 0xB500 0xB500
Modem Vendor ID: 'META' ' '

Modem Vendor Specific: 0x0000 0x0000
Modem Vendor Country: 0xB500 0x0000
Serial Number Near: MET2023000A V5311TR 1 62 8463
Serial Number Far:

Modem Version Near: 1 62 8463 MT5311.
Modem Version Far: <value>

Modem Status: TC Sync (Showtime!)
DSL Config Mode: AUTO
Trained Mode: G.992.3 (ADSL2) Annex A

TC Mode: PTM

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||



FORILMAER OSL 0FE |
Bl Aosi2 Annex A o

Selftest Result: 0x00
DELT configuration: disabled
DELT state: not running

Failed full inits: O
Short inits: O
Failed short inits: O

Modem FW Version:
Modem PHY Version:
Modem PHY Source: System

Line 0:

XTU-R (DS) XTU-C (US)

Trellis: ON ON

SRA: enabled enabled.

SRA count: 0 0.

Bit swap: enabled enabled.

Bit swap count: 0 0

Line Attenuation: 2.4 dB dB

Signal Attenuation: 5.0 dB 0.0 dB

Noise Margin: 8.2 dB 6.5 dB

Attainable Rate: 12491 kbits/s 1153 kbits/s
Actual Power: 0.0 dBm 10.2 dBm

Total FECC: 0 O

Total ES: 0 399

Total SES: 0 188

Total LOSS: 0 177

Total UAS: 103 6325

Total LPRS: 0
Total LOFS: O
Total LOLS: O

o O O

DS Channell DS Channel0 US Channell US Channel0
Speed (kbps): NA 12491 NA 1093

SRA Previous Speed: NA 0 NA O

Previous Speed: NA 12583 NA 1097

Reed-Solomon EC: NA 0 NA O

CRC Errors: NA 209 NA O

Header Errors: NA O NA O

Interleave (ms): NA 1.00 NA 1.00

Actual INP: NA 0.00 NA 0.00

ADSL2 Annex A 05

RIZ,. ADSL2 Annex A BXEDH| R L F T,

N

GE) W DOMDOEBERHF A =V OFBAICONWTE., a2 he—F AT —X A A ytv—
432 X—) 2L TLEIN,

show controller vdsl 0/0/0
Controller VDSL 0/0/0 is UP
Daemon Status: UP

XTU-R (DS) XTU-C (US)
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Chip Vendor ID: 'META' 'BDCM'

Chip Vendor Specific: 0x0000 0x0762

Chip Vendor Country: 0xB500 0xB500

Modem Vendor ID: 'META' ' '

Modem Vendor Specific: 0x0000 0x0000

Modem Vendor Country: 0xB500 0x0000

Serial Number Near: MET2023000A V5311TR 1 62 8463
Serial Number Far:

Modem Version Near: 1 62 8463 MT5311
Modem Version Far:

Modem Status: TC Sync (Showtime!)

DSL Config Mode: AUTO

Trained Mode: G.992.5 (ADSL2+) Annex A
TC Mode: PTM

Selftest Result: 0x00

DELT configuration: disabled

DELT state: not running

Failed full inits: O
Short inits: O
Failed short inits: O

Modem FW Version:
Modem PHY Version:
Modem PHY Source: System

Line 0:
XTU-R (DS) XTU-C (US)

Trellis: ON ON

SRA: enabled enabled

SRA count: 0 0

Bit swap: enabled enabled

Bit swap count: 0 0

Line Attenuation: 1.4 dB dB

Signal Attenuation: 2.4 dB 0.0 dB

Noise Margin: 9.5 dB 6.3 dB

Attainable Rate: 23550 kbits/s 1105 kbits/s
Actual Power: 0.0 dBm 12.2 dBm

Total FECC: 1 0

Total ES: 1 396

Total SES: 0 317

Total LOSS: 0 287

Total UAS: 57 3344

Total LPRS: 0 O

Total LOFS: 0 O

Total LOLS: 0 O

DS Channell DS Channel0 US Channell US ChannelO

Speed (kbps): NA 23550 NA 1105

SRA Previous Speed: NA 0 NA O

Previous Speed: NA 23580 NA 1109
Reed-Solomon EC: NA O NA 0O

CRC Errors: NA 95 NA 4

Header Errors: NA O NA O

Interleave (ms): NA 1.00 NA 1.00

Actual INP: NA 0.00 NA 0.00

Training Log : Stopped

Training Log Filename : flash:vdsllog.bin
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FORILMAER OSL 0FE |

wIZ. ADSL2 Annex L i8R EDH|Z =L 9,

\}

CE) WO FHELHEAA v E—V0HBPICOWTE, avyba—F AT —H A A yvb—

(432 X—) 2L TLEIN,

show controller vdsl 0/0/0
Controller VDSL 0/0/0 is UP
Daemon Status: UP

XTU-R (DS) XTU-C (US)

Chip Vendor ID: 'META' 'BDCM'

Chip Vendor Specific: 0x0000 0x0762

Chip Vendor Country: 0xB500 0xB500

Modem Vendor ID: 'META' ' '

Modem Vendor Specific: 0x0000 0x0000

Modem Vendor Country: 0xB500 0x0000

Serial Number Near: V0219320270 V5311TR 1 62 8463
Serial Number Far:

Modem Version Near: 1 62 8463 MT5311
Modem Version Far:

Modem Status: TC Sync (Showtime!)
DSL Config Mode: AUTO

Trained Mode: G.992.3 (ADSL2) Annex L
TC Mode: PTM

Selftest Result: 0x00

DELT configuration: disabled

DELT state: not running

Failed full inits: O

Short inits: 0

Failed short inits: O

Modem FW Version:

Modem PHY Version:

Modem PHY Source: System

Line 0:

XTU-R (DS) XTU-C (US)

Trellis: ON ON

SRA: enabled enabled

SRA count: 0 O

Bit swap: enabled enabled

Bit swap count: 0 O

Line Attenuation: 2.5 dB dB

Signal Attenuation: 5.7 dB 0.0 dB

Noise Margin: 7.0 dB 6.2 dB

Attainable Rate: 10164 kbits/s 288 kbits/s
Actual Power: 0.0 dBm 8.4 dBm

Total FECC: 0

Total ES: 6
Total SES: 6 0

Total LOSS: 6 0

Total UAS: 54 31

Total LPRS: 0 O

Total LOFS: 6 0

Total LOLS: 0 O

DS Channell DS Channel0O US Channell US ChannelO

0
0
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Speed (kbps): NA 10164 NA 243

SRA Previous Speed: NA 0 NA O

Previous Speed: NA 12495 NA 1089
Reed-Solomon EC: NA 0 NA O

CRC Errors: NA O NA O

Header Errors: NA O NA O

Interleave (ms): NA 1.00 NA 1.00

Actual INP: NA 0.00 NA 0.00

Training Log : Stopped

Training Log Filename : flash:vdsllog.bin

VDSL2
VDSL2 D&

ZPOIETIL, VDSL2 O EZ /R L ET,

JL—2% DSL SFP-VADSL2+-I I, ITU-T ##E G.993.2 (VDSL2) (ZH#EHL L < VDSL2 Annex A, B
DOV FR— 2L F9, Z @ xDSL SFP %, TR-114 (VDSL2 Annex A 33 L TXB D/ 7 # —
~ 3 A) & TR-115 (University of New Hampshire (Z J % VDSL2 BERERRGET A 1) ICHYEML
%9, SFP X, AVD2 CPE &— RDH % VAR — h7 5 ITU-T G.99x fEAEZHERL L £ 5,

REFRE/R NN BT vy 3072/4096 & 8 /N1 R/4 @B EH8HICHE 5 ALK D Annex A
(G.998) LK D Annex B (G.997. 998) /X KT | YEHL

« TRTPHVDSL2 a7 7 A/ (8alb/c/d, 12a/b, 17a, 30a) & H—h
cEUXATDT v 7T AR —L R0 (USO) ZHAR—h

« DSL TRx @ ITU-T G.994.1 /~> R = A 7 FIAIC HEHL

« DSL TRx @ ITU-T G.997.1 4FH g & B | YL

« CPE &£— R ® ITU-T G.993.5 Self-FEXT & v >t /L («X7 hAk) (ZHEHL
« U e A — R —y RF v L (ROC) & A—

DILOEFLE Y hAT LTI B —AL AL — Rl (SRA) &t T4
% & (OLR) & HR—h

Ty T AN —=/F AN ) — L&y 747 (UPBO/DPBO) % ¥ 7R— b
« DELT &% 7R—

« VDSL2 THAR— F STV DIRK MTU B X3 1,800 /31 b

o EUEUEHLD VDSL2 E— R PTM (3% » MEEE— K)

« VDSL2 O h AL Z R — |k

HEBLOFRADOa<> RIZoWTiE, UTOFMARIEAZ S L T 72 &V, showcontroller
vds 0/0/0 [ ZHRFED 7= D D EARK 70 a~ 2 RTT,
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VDSL2 D

=JL ==
X B

TORIIMAELR (DSL) DFRE

JL— %1% Very-High-Bit-Rate 7 ¥ # VIIAE#} (VDSL2) ZHHR— kL ET,

F|iE
ARV KRFERIETIaY BH
AT v 71 |enable ¥iHE EXEC E— FEARNC L £,
1 -

router> enable

ATy T2

configureterminal

1

router# configure terminal

T — VR EE— RE2BRBLET,

ATvT3

controller vdd 0/0/0
1 -

router (config-controller)# controller vdsl 0/0/0

VDSL2 2 be—JZ%LTary7 X2l —3
v E—FRERBLET,

ATvT4

carrier-set a43 a43c b43
1 -

router (config-controller)# carrier-set
a43|a43c|b43

Xx T Ey NERELET, BEORINTRE, 7
7 4V MZad3, ad3c, b43 T, va3ZT 7 4V b
TN > TWET,

ATy TH

end

1

router (config-controller) # end

gy hE—F ar 74 Xal— g F— REK
TLET,

VDSL2 O > FA— 33

A

sEaOTUR

T, 2 b —TREICEAED CLI Ay FO—ERIZ OV TCHBA L £,

5% (Brief) X AR T4 |EREA
bitswap T 7 IV MI [E%D By hAT v
(Enabled) ] T,
capability capability [annex-j] L DSL SFP #&fE D% &
carrier-set carrier-set [a43 b43 a43 b43 a43c DSLSFP X+ U 7% v
a43c] ~

default a<wy R&ET 74V bk

EIZERE L ET,
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5% (Brief) R AR TI4IU |EREA

description oy hue—JEAOM
3!

exit avhp—5arry
Fal—rarE®—FK
ERRTLET,

help ABTIT 4TI
VT AT ADFA

mac-address mac-address<MAC |57 /L h Ci%, MAC |DSL SFP MAC 7 K L
address> HEANCRESN TN R, av he—F%H)
*7, YESH D701 R
ETHHLETHY 4
Pug

modem vdsl AL EF ADORE

mpls ToT /L—Z |21 &
NEHA, clllx D
R S ET

no o< REEhe+ 25
» EFRET 740 b
HEZRELET

shutdown VDSL =2 hfu—o%
vx v MUV LE
R

sra T7AN NI AR | VAL AL — b
(Enabled) ] T, it

VDSL o451

Wiz, VDSLEREDH Z R~ L £,

show controllers vdsl 0/0/0
Controller VDSL 0/0/0 is UP
Daemon Status: UP

XTU-R (DS) XTU-C (US)

Chip Vendor ID: 'META' 'IKNS'

Chip Vendor Specific: 0x0000 0x0101

Chip Vendor Country: 0xB500 0xB500

Modem Vendor ID: 'META' ' '

Modem Vendor Specific: 0x0000 0x2ABO

Modem Vendor Country: 0xB500 0x37A0

Serial Number Near: E80462D1B001 SFP-V5311-T-R 8431
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Serial Number Far: "Abu
Modem Version Near: 1 62 8431 MT5311
Modem Version Far: 6.7.0.15IK005010

Modem Status: TC Sync (Showtime!)
DSL Config Mode: AUTO
Trained Mode: G.993.2 (VDSL2) Profile 17a

TC Mode: PTM

Selftest Result: 0x00

DELT configuration: disabled
DELT state: not running

Failed full inits: O
Short inits: O
Failed short inits: O

Modem FW Version:
Modem PHY Version:
Modem PHY Source: System

Line 0:
XTU-R (DS) XTU-C (US)

Trellis: ON ON

SRA: enabled enabled

SRA count: 0 0

Bit swap: enabled enabled

Bit swap count: 0 0

Line Attenuation: 2.7 dB dB

Signal Attenuation: 3.9 dB dB

Noise Margin: 7.2 dB 24.8 dB

Attainable Rate: 113289 kbits/s 86904 kbits/s
Actual Power: 9.3 dBm 8.1 dBm

Per Band Status: D1 D2 D3 UO Ul U2 U3

Line Attenuation(dB): 0.0 1.5 2.5 N/A 0.2 0.2 0.6
Signal Attenuation(dB): 0.0 2.0 4.0 N/A 0.0 0.0 0.0
Noise Margin(dB): 0.0 7.2 7.2 0.0 24.7 24.8 24.8

Total FECC: 0 2203

Total ES: 1 2280

Total SES: 0 2199

Total LOSS: 0 2199

Total UAS: 81 2199

Total LPRS: 0 O

Total LOFS: 0 O

Total LOLS: 0 O

DS Channell DS Channel(O US Channell US ChannelO

Speed (kbps): NA 103985 NA 50219

SRA Previous Speed: NA 0 NA O

Previous Speed: NA 103985 NA 50219
Reed-Solomon EC: NA O NA 0

CRC Errors: NA 117 NA 1

Header Errors: NA O NA O

Interleave (ms): NA 0.00 NA 0.02

Actual INP: NA 0.00 NA 0.00

Training Log : Stopped

Training Log Filename : flash:vdsllog.bin

W ODDFEHERHNIA v =V DHAICOWTIR, a2 he—F AT —F A2 Ayt—
(432 =) ZERLTLEEEN,
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SO a—TFTqao0&EUN FL—=225R85

SO a—Ta29
ZOETIE, DSLEHRT —Z NARBE L TORWBED T TNy a—T 4 7 LTy
ZIZONTHBALET,
RARE : WAN A > Z— 7 = A Z g0/0/0 3 Z 7 LTWHEA
E®ER - AR LET,
L1 O —T VB, * v NI =X T &R L, Blo SFP CTHERT 5
« show int g0/0/0, show run all, ¥ X O showverson D Z ¥ ¥ 7 F ¥ 45
* 20/0/0 |Z media-typesfp RENRH YV, A > H—T A ARV ¥ v ML T IR TNDENE
D INERERT D
« D SFP 3k L TR SN D0 E 9 &R 5

«SFP @ LED A5 — X% Z %381 %, SFP L LED v (405 2—) ZHBMBLTLIFFE
AN

B8 : = b —F DOIREED DOWN DA -

I &R L ET,

Router#show controllers vdsl 0/0/0
Controller VDSL 0/0/0 is DOWN

[EEE - kAR LET,

L1 7 — T NERRE R D

eRIIl AAE RIA5 AAD X7 ZIZRIN r—T NV EZLIALT, (fBREIMNE I NE
BT 5

e BEITHDOFW N AT LFW LRI THDHZ L 2MRTDH, 9 TRWEAIL., SFPFW
7 v 77V —RKLET, DSLSFP 77— LU =T DT v 7 7L —K (4073—2) %%
LT EEN,

T RTOLI hbv—=27a oM NhEIETDH, 74H/VENO LI T3y 7 a 273 Cisco
TAC IZIEEESN D2 L. BRUY—E AN =~ | test vdsl option 0x06 D /) & show
controller 0/0/Olocal D 1 ZFeRB L E£4, LI hL—=271 2/ (4343—) 2R LT
<TZEWY,
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FSINSa—Fa Yy

« BEZDLNDEMER - ERRou F 2R Lk, — 2 NEEB L THEET 5089 02k
BLET, ZNTHEMELRWGAIE, SFPAHERy N A—T7 £ AL TAHE
j—o

fERE . =2 FE— I A38E L TV T % show controller vdsl 0/0/0 12 DSL U > 7 7 A RV
INFET,

EEER : kERALET,
« show controller vdsl 0/0/0 local 7% Running FW = System FW %2 &/Rkd 5 Z & MR 4 5, &

I TRWEAIE, FW 27 v 727 L— R L. shut/no shut g0/0/0 % 31T L £9, DSL SFP
T =L =T DT v L—F (407 X—) SR LTIEIN,

«DSLAM CTx¥ U7ty v (22 hra—7 vdsl 0/0/0 T) —F+ 252 L 2ERT
s RENEHEINZHEIE, DSLAM A X —7 =4 A Hi#h4 5

« DSLAMAHID /R T — 27 MVEEEE | JEIEBCRIGTE, 7'v 7 7 AL, #fFE— K, VLAN
7R RIS S, L—% DSL 22 b —FZ I TIL, auto E— RBRT 74/ K THY |
FY U Ty bERE, REIILEDHY A, #: DSLAM 8 POTS O A% R — 4
2%, ¥x U Ty M2 ad3 ITHETDHIEEHLELET, 7740 hTIL, a43,
ad3c, b43 BFFAI SN TWET,

« DSLAM 7’12 7 7 A JLIZI%, VDSL2/ADSL22+ 2k, AR — 1" EhbE7a 77 AL, i
W EORNEENTNWD Z 2R LET, DSLEEREOHAR (401 =—) OFESBM]H
LTCLEE,

« service internal =~ > K test vdsl rawcli " basic show summary 1" %@ L T2 &
AT — & A} 1dle/Handshake/Training 726 Idle IZR 572>, F7/oidldle TRAE v 752 &
NHYET, Wdle lTRAHHEAIL. DSLAM 70 7 7 A VOREXFHHALET, A& v 7
TOELEIE. L1 Ty 7 72l LET,

* DSLAM OFERENLFHERE L TWEbDERUTHD, A1 A—VDT v 77 L— R, £
T3 LWSFPOZETZIZay b —I 03B L T\ T ravm— g VREf TSN
WA, ROEREZ S 2 TR L T &0,
« SFPLED A5 — & A

* Capture show version, show running-config, show run all | sec controller, show interface
gigabitethernet 0/0/0, and show controller vdsl 0/0/0 local.

e EZOLNDENER Rl S ARAL L2, writeerase ZFA L., M—HF&FJo— KL

9, £, ZOTAS RATERHESILTW D DSLAM A # —7 = A A% shut/noshut L
SFP & 7 —7 NV EHEERDALET,
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R : 20 b —Z3BH L VW LDILT—ErRF T LTINS,
BEIEEK : REALET,
« debug vdsl ZHLTT /3> 7 L, Cisco TAC &3HT 5,
RO OIERE L Y 7 U =T A=V a VRIS,

e EZ DNAMEGEEK Aol VAR AE L%, writeerase AL, L—Z &2V — KL
T4, £/2. TOTFTAA RIS TCWADSLAM A v ¥ — 7 = A A % shut/noshut L,
SFP & 7 —7 NV EZEHERD 4L £,

o Y] 72 datak9, securityk9, I3 X Uvnetwork-advantage 7 4 Z > AN T L7 T4 7 MOl
FTHNC o TODNE I NefR LET,

RAIRE : show controller vdsl 0/0/0 TDSLAMup D717 7 A L RH Y 2> b r—F [Tk# L T
WHN, XATY TP ZHE L T

E#E  kERLET,
o JL— bk DFEZR

« debug dialer DI & FHRT, HHBRBES N OB NE I DEHRLET. ¥4 ¥TO
TA RVEEERT Iy hSNAHEEIT, ¥ATYTDOTA RVEA LT U NEEHL
£ (F7A0 NI 120 BT, FARERETT) .

« PPPOE —/X & PPPoE 7 7 A 7 > F/CPE Diti J71ZSW 7 A = A (datak9. securityk9,
&L W network-advantage) 72365 Z & AR L ET,

CRIZ, HERET DEAMN R A ¥ IREZ R LET,

interface Dialerl

ip address negotiated

no ip redirects
encapsulation ppp

dialer pool 1
dialer-group 1

no cdp enable

ppp authentication chap callin
ppp chap hostname WORD
ppp chap password 0 WORD
ppp ipcp route default

!

ip route 0.0.0.0 0.0.0.0 Dialerl (or any route that works in user environment)

¢ PPPOE " — DFEZ LT ¥ LB PPPOE 7 A 7 hE—HLTWAZ L 2R L

¥,
« DHCP ZfEHT 2561, V— N2 —RAT B0+ 0T7 RLVANRHD Z EaiER L
S
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e Ny NEZELEGAICT Ny 735121, ~y R=¥ R/E7 /L— % T debug ppp session
& debug ip dhep server packet detail Z G %0C L £, /L— % T debug ppp session % 2N 7
5 o

o FEROFIECRIEZ MR TE R o728 /81T, EEROT R TOT Ny ZJIEREROER &
& {12 Cisco TAC ITHEfIE L T 7 &0y,

* show version, show running, show run all | sec controller, show controller vdsl 0/0/0,
¥ &L O show controller vdsl 0/0/0 local @ /)

« service internal =~ > R @ test vdd rawcli " basic show summary 1" . basic show summary
1. B L O test vds option 0x0 6 D H 77

« DSLAM D& E

Ll hL—=22ulLl hb—=2271y (434 3—) 2B TLFEEN,

«cBEZLNDIEMER - LiLon 7 & v A TERHT B - DICIEFICINE L=, write erase
AL, ET7Ee—F% T u—RFLET, BEMIZIE, PPPRECHA T I F—T =
AAZHIFRL TS ) —E#EHALET, HREOFEE L TL, 2D/ —% DSLSFP A
V=T oA AT STV D DSLAM A X — 7 = A AD shut/no shut 25k L 77,

Sz, BEEEIV 3T D0, Blon—2 (FHAFTREREES) TZ O SFP #MEL £
T, BETA8AIE. W UL—Z THEE D SFP ZfiFE L £ (SFP £7213/— % OED
BEIIRKVIARET) |

BRE: oo Fe—I 0 EMELTBY XA Y INEEIL TWAN, XA TVINIP ZHEL T
72V FRAEIX PAP TOAMEEE L. CHAP CTIIMREL £H A,

RRE RO IR FIARNHDHELET,
show controller vdsl 0/0/0 7 showtime % 37~
show pppoe session 23fESL X472 PPP £ v v 3 V& KoK,

WIZ, T 7B ART AL ¥ TIINA L RENTNDZERDLNYETH, TENTHLXA VT
XA YT DOPAPRETIP #HS LEHATL, LA L. PPPoE H— X—1iCiZ CHAP 8
FERE L £ ¥ A, CHAPERGEIZHII L, T34 Rack bERENFE L=, PPPOEY 74 7 2 b/
TNAAATIP 2 ETZRELTWERA,

debug ppp packet [LT X TNIEF THHZ LEZRLE LR, IPEZEFEGELTCWERA, =
DX G, WO X IITHMC L TEHR L £7, debugppp authentication #H%hZ3 %
L. chap Ny Ry oA IR LTk, V—F 27 T4 b (FTIHMEEDIOS/L—%) Tchap
WZT 74 hDOB—)VRA MAPRESNTWDHIGE, BN T H0ERHH/NV—F CLIT
RES NIz = IVRA FLIEDWTRGEST 27 N R /7 T AT 2 MT L - T, BloRAT
NHLTZZ IR I ENHY £,

config t

service internal
Int Dialerl
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no ppp chap ignoreus

no shut

exit

FEAIIZ DWW TIE, PPP CHAP BERED BB LORED Y 7 2B ML TS IZE 0,
https://www.cisco.com/c/en/us/support/docs/wan/point-to-point-protocol-ppp/
25647-understanding-ppp-chap.html

FIRE : 2 ha—I BB L CWAGEICH A YT IXIP RS LE LTI, ¥ A ¥ 7 % self-ping
L7z Y, PPPoE % — S—% ping L7V TEEHA,

%K : kEZRLET,

« WY 72 SW 7 A A (datak9. securityk9. 33 & TOF network-advantage) 73 PPPoe —/3 &
74T v NOmGTHNI /o TND I L a2MBLET,

*PPPOE 7 7 A4 7 > b v a U Tiemp DA S TWENE I NEHRLET (77
TAU A MEHTHEIIZLET) .

« debug pppoe session T pap/chap @ik & —E L TW\W5H Z & A L £ 7
« show pppoe session should reflect session (¥ A ¥ 7 & DT 7w AL T 4 )

*PPPOE v a DT Ny Z DA, IROEITTRXTDIOS T T v b7+ —2sicd@m L F
9, https://www.cisco.com/c/en/us/td/docs/routers/ir910/software/release/1_0/configuration/guide/
ir910scg/swpppoe.pdf

*g0/0/0DSL A > X —T = A AZAHXT 47 IP Zi#H L. DSLAM & 7 % ping T& %
NE I NEHEZRLET (DSL SFP OEA K ET 5 7-9)

« RIZ. FEARH)72 PPPoE Y— 3L PPPoE 7 7 A 7 > b DR EZE T LET, PPPoE V— %
CiscoI0S T/34 A TH D Z & DR T,

PPPOE Server
ip dhcp excluded-address 41.41.41.1 41.41.41.9
!

ip dhcp pool 41-41-41-pool
network 41.41.41.0 255.255.255.0
default-router 41.41.41.1
lease 2
1
username dslpeer password 0 dslpeerpass
11
bba-group pppoe global
virtual-template 1
1
interface GigabitEthernet0/0/0
no ip address
media-type sfp
1
interface GigabitEthernet0/0/0.1
encapsulation dotlQ 1 native
ip address 41.41.41.1 255.255.255.0
pppoe enable group global
1

interface Virtual-Templatel
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FORILMAER OSL 0FE |
B sonva—>50y

ip unnumbered GigabitEthernet0/0/0.1

peer default ip address dhcp-pool 41-41-41-pool
ppp authentication pap chap

|

>>>>>> Add routes as relevant, next hop being the IP that Router Dialer acquires
!

ip route 10.0.0.0 255.255.255.0 41.41.41.3 >> dialer ip, change as necessary

PPPoE Client:

controller VDSL 0/0/0

Carrier-set a43 >>> Can set to whichever [a43, b43, a43c, v43 depending on DSLAM
support]

interface GigabitEthernet0/0/0

no ip address

media-type sfp

|

interface GigabitEthernet0/0/0.1
encapsulation dotlQ 1 native
pppoe enable group global
pppoe-client dial-pool-number 1
|

interface Dialerl

ip address negotiated

no ip redirects

encapsulation ppp

dialer pool 1

dialer-group 1

no cdp enable

ppp authentication chap callin
ppp chap hostname dslpeer

ppp chap password 0 dslpeerpass
ppp ipcp route default

|

ip route 0.0.0.0 0.0.0.0 Dialerl

BIRE:DSL b7 7 4 v 7N LIS L OMIZ@EE L TWE L72R, 209 BITHEIEIMEL 720
F7,

&R - RaRLET,

«DSLAM 7’2 77 A LD PSD, N RFS5 UV OBENMREIN TSI 2R LET
(X o84, BFEL LTl3/b—4% DSLSFP L IXEBZRTHD 2L TT) o

«Cisco/—H# DSLA v F—Tx A A, XAXYTA L H—TxA A Tiparp ¥A LT 7 MR
FlELEFONRTNDZ 2R LET (ZHUT. FT7 74 v 7 BER LTV L5E0EE
RFIZHRFICRAL B ET)

\)

GE) Wwoa~<wr RiE., NIy a—F 4 v DTS SEAERH Y F3,

AR =T 2 A ADAT—H A :
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K
itk

s<xeonzan

Router#show ip interface brief
Use this command to validate if Dialer acquired an IP address

AR DY DAT—H A
Router#show inventory

e o o o o o o o
INFO: Please use "show license UDI" to get serial number for licensing.
e

NAME: "Chassis", DESCR: "IR1101 Base Chassis"
PID: IR1101-K9 , VID: V03 , SN: FCW23500H5X

NAME: "Module 0 - Mother Board", DESCR: "Cisco IR1101 motherboard"
PID: IR1101-K9 , VID: V03 , SN: FOC23473SRK

NAME: "module subslot 0/0", DESCR: "IRI1101-ES-5"
PID: IR1101-ES-5 , VID: V0Ol , SN:

NAME: "subslot 0/0 transceiver 0", DESCR: "GE T"

PID: SFP-VADSL2+-I , VID: VOl , SN: MET2023000A

Ignore the description, it will always reflect GE T for all ISR Router SFPs
PID and S/N are what matter

RITHOY 7 by =27 Ol RRT Ha~v B

Router#show running-config all
Router#dir flash:

Router#dir nvram:

Router#show version

WIZ, BRI =2 a v DAT—H ALK TET NNy 7 a<wy ROW D ERLE
7,

Router#configure terminal

Router#service internal

Routert#exit

The following test command will reflect auto-negotiation status:
Router#test vdsl rawcli "basic show summary 1"

Link time Rate US/DS Mode Status Annex TxPkts/RxPkts

4 1097/12491 ADSL2 Showtime AnnexA 0/0

F<HFELNDEM

ZOHTE, I<FELNDWL OOEMITHTDRZEZRLET,

B : 22 b —F THED Annex & 7’0 7 7 A )VIZ VDSL2 7213 ADSL2/2+ # 3% E T DI
1 E I THIE LTI D,

Bl% : /L'—% DSL SFP [ auto E— R COABIELET, SFP 2 b —J I CRET H4 7
TaiibFER¥A, BEIZDSLAM I TOLLITH Z N TEXET,
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FORILMAER OSL 0FE |

B RETHaL hE—F ADSL AT a b FHA,

[E% : Controller vdsl 0/0/0 %, Cisco IOS-XE i 2K CH@mDOAFFTI, AL CLI AT TD
DSL & k=)L (VDSL2, ADSL2, ADSL2+) ([ZHZTY,

B RETHAIMA LV FZ—T oA AN EHA,

E% : 2—WFREMHDAIM A X —7 =14 Z1xH Y £ A, Controller vdsl 0/0/0 & DSL SFP
WAN A 2 —T = A A g0/0/0 DT XTOREA T ar b ZDYTA =T = A FT
g T, ATM 2% > MIDSLSFPIC Lk » T EN, A —HV %y by &L CHAE
WEINET, Annex A, LBV AR— SR TWET,

B : show controller vdsl 0/0/0 ® b L —=" 27 ZFBNEEEL CW\WEX A, BlB/iEIL+T54
alrndby EHA,

B%:2oF7>vad, cdllx P9y b7 +—L2HHATHY ., L—& DSLSFP Tldh Y £4
o W—E T Ty N7 F—LLIDOT RNy ZTONTIE, RESZRBLTLLEE WY, L1 hL—=
vras (434 ~—30)

B :DSLSFP 77 — AU =TI X2 CHA U o— R TEE10,
B :

1751 & TiX, A& > K712 FWIZI0OS @ Flash:, mSATA, 3 J Wusbflash0: Z/- L CTT v
TV —RT&FT, DSL7 77— 0T %7 v 7L —FT5I0%, RESRLTLLES
VS, DSLSFP 77 —AT 7 DT v 771 —FK (407 ~2—)

BRI : ADSL2 Annex L 2AEIMEL TWWEH A,

E% :DSLAM 72 7 7 A LEREDE Yy b L— FRHFAEINTZELWL—FTHDH I & Z2ilR
LEd, L—ZDSLSFPIZHEIT— FTHIH-D, ZkbEmWWEy hL—FrD7a 77 AL
Fdm— N LET (FORD, ZHIEEIC DSLAM REDBHLICL>TIREV £9) &

BRI : Annex-L Model XV AR — F I TWET 2, Mode2 TV AR — FENTWERA,
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s<xeonszn

% : DSLAM R ETHR— F I TV RWE— R/ 0 7 7 A JL/EISE BN /> TN D D
LEMEERLET, PAR— R ENTWABEREICOWTIE, DSLEEREDOLAE (401 2—2) ZHM
LTL7Z&EW,

BR : ADSL22+ T, X"—ZX MY A X (BP—r /L L — hEEFEALL— ) DEKS5500123%
EISNTWERE, FAYIRTT v 7 LEETE T,

BE: XA VYIRT7T7 87 LTWDEE, 707 v 7 AN —L&%ZELTWD alEelt
DD, GL—FDXT AN =LA T 7 4w 7B TEEFATLL, ¥ATVIHRET
ip keepalive ZMEZNZT 57, 7 7 4V b D keepalive Z g KIEIZH| & EIFE T,

BRY : PVC DFF T

BRE: 2 b —=FORENFENIRY EH A,

B% : REEAMCT AT, a2 bo—F ary 74 F¥alb—varET—REa&TLET,
ERREE L LT, avrhe—F (% —7 A A% shut/no shut ZFE(T L ¥4, BfEL LTI,
INFar b —IFEET— R0 T LERREXMT 2 0ENSH Y £9°, DSLAM 23
TaTZ A NVEEE-HLTWDL I EEERLET, PAR— SR TWaWil/ e 7 71
JNINY Ry oA 7 B BIES D[N H 5720, HIBRT 20BN H Y £,

BRY . ADSL2/2+ 22 hE—F DR IE T, HKRNAN—Z M A ZOBENHEIN/Y FH A,

E%Z : ort-VBR 7213 1t-VBRZRET D546, ©—27k/LL— 1 (PCR) EHriet/L L —
F (SCR) OFEDHBYR—FEINTWET, 7> a DR —Z A4 X (MBS) 1T
FR—FENTHEREA,

B LI Ty a0l OFy I7F v EC AT LN T L, R0 OFFR D0 £97,
show =< > NIZHSRE L £H A,

[El% : debugvdsl controller 0/0/0 dump internal folder name 2 E179 2% &, 1FEAED VAT A
VY —ARNHEINET, TOOOELsyslogbFrINET, ZHud, 2> hae—J00R
BBICE > TUIE T T2 ETITK N0 00700 FF, 7 rE ZOETRHTEREIC D> T
a2 —Z 23 shut/noshut i VIR LEd, ZDOT 7T 4 ET 4 FUIINALZRNTLIEE N, 58

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||



FORILMAER OSL 0FE |
B -oro-52x5—52298—v

T L7-5. syslog T IDONE] ZHEFS L. shut/no shut g0/0/0 D717 FIRFREINDH I L&
R L £,

B/ 5 LV SNMP MIB B E TV E 70,

E% : U J—21751 Cit, KO ADSL2+ MIBS A S41E L7,
*1.3.6.1.2.1.10.94.1.1.4.1.2 ADSL-LINE MIB:adslAtucChanCurrTxRate
*1.3.6.1.2.1.10.94.1.1.5.1.2 ADSL-LINE MIB:adslAturChanCurrTxRate
*1.3.6.1.2.1.10.94.1.1.2.1.8 ADSL-LINE MIB:adslAtucCurrAttainableRate
*1.3.6.1.2.1.10.94.1.1.3.1.8 ADSL-LINE MIB:adslAturCurrAttainableRate

B : SFP’LV—HF TAZ v 7 LTWET,

B : ZHUT IR0 OHEWETIVCTRATLAEENH Y £3, gim 7 L— FAEFEINF
L7,

SFP 7 v F % (3XTo SFP L [RRID) EEIZERY %5121, ROFNEIZHENFE T, SFP D
By N A—T 2T 551, ROFIREZFEITLET,

e T FHEHNL (BF v EENTD) . 45— 90 BIZMEITET, LT, EHITH L
720 LW TL 7Z &0,

o« r—TNEEVALET,
«SFP ZH W 4 L E9,

A

FIE O SFPATFATALEIE, vy 7 &N LT THERLET, F—7 V&2 ELIAKL, TvF
ZEACET, bO—EIZ Vv I/ ERMIZAET, Ty TF2ERITHUATEEEL, L—2)
5 SFP 3R 72< 720 £9, BIMERE LTiE, Al L — b ZEV A L CSFP 2V 4L
j—O

A hA—F RART—3R Ayt—
Z MIATIL, show controller vdsl 0/0/0 =~ FOEZERH A vE—IZ DN TR
Eﬂ]\/i—é‘o
WOREZHL T LW,

HAAyE— Bl

Controller VDSL 0/0/0 is UP oy hu—FOIREE
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avrn—35z7—42 2vt—3 ||

HAOAyE—D

B

Daemon Status: UP

PN¥B T0S DSL 5 —& o DR HE

Chip Vendor ID: 'META' 'BDCM'.

SFP Metanoia 7 > 75 #

Chip Vendor Specific: 0x0000 0x0762

EEPROM 7’1 /' 3 ./ C SFP Metanoia F
THEWMNEZIAEND

Chip Vendor Country: 0xB500 0xB500

SFP Metanoia 7 > 75 #

Modem Vendor ID: 'META'

SFP Metanoia F v 71

Modem Vendor Specific: 0x0000 0x0000

SFP Metanoia F > 75 #

Modem Vendor Country: 0xB500 0x0000

SFP Metanoia 7 v 715

Serial Number Near: MET2023000A V5311TR
1 62 8463

SFP Metanoia 7 > 75 #

Serial Number Far:

SFP Metanoia F v 7, ZEDO%E XL,
Serial Number Near | 3435 72 fiE

Modem Version Near: 1 62 8463 MT5311

EFAT 7 — AT =TI

Modem Version Far: <value>

22D EITTEMR, FFED Near/N—2 3 UNE
E=

Modem Status: TC Sync (Showtime!)

LISFP HE X AT —v 3 VAT —H A& R
D

SFP 73 shut/no shut D34, RO H B R T =—
Vary v U ARFERENET,

Idle, Handshake, Training, Showtime! Showtime
THBR I —a VT LIz 2 L AR
l/ i —340

DSL Config Mode: AUTO

1T AUTO E— K. ADSL2/2+. VDSL2 Al I
BRETDHRHED CLI L

Trained Mode: G.992.3 (ADSL2) Annex A

ITU & Annex Z A 7' ZBH/R

TC Mode: PTM

ADSL2/+ DETYH, HIZ/7 » Mgkt —
K, SFPIZTTIZATM & A —HY x>y h 7 L—
LIZEHLTWND,

SRA: enabled enabled.

57 )V N TIXER)

Bit swap: enabled enabled.

T 7 F N FTIEAER
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FORILMAER OSL 0FE |

1 rL—=245n04

TNA A EHRET HITIE, ROFIEEZIATLET,

Router#configure terminal
Router#service internal
Router#logging console
Router#exit

TNy T aRET DL, WOFIRZFEITLET,
Router#debug vdsl sfp debug | error | event | info | packet For SFP level debuging

Router#debug vdsl controller 0/0/0 dump internal {dir} For L1 debugging

LI TRy 7 Z TR SND & RO KD ITFRRINET,

$VDSL_SFP_MGR-5-DUMP_START: Dump internal info started on interface GigabitEthernet0/0/0

| o

BE CORRTRETNARZFEATEFEA. ETIHETHIONFHLET,

ZORRT, WMOXIITFERSINET,

$VDSL SFP_MGR-4-DUMP DONE: Dump internal info done, please shut/no shut on interface
GigabitEthernet0/0/0 to recover

T R @ HE OBEE— FIZEET 5123, ROFIEEZFETLET,

Router#configure terminal
Router#interface g0/0/0
Router#shut

Router#no shut
Routert#exit

bootflash: IZRTFINT=T 4 L7 a2 Aot L E T,

\}

GE)  HLwalExm3xF Ay Z2HhT57- 0N, BEFEOFBFHRIENT 0TI, HriLWTF 4

V7 FUICRFT D Z L2 L £,

Metanoia SFP 7 /N v 7' 2~ REFIZT HIZIE, RO FIEEZETLET,

Router#configure terminal

Router#service internal

Routert#exit

Router#test vdsl rawcli “basic show summary 1” This command shows the L1 auto-negotiation
status

Link time Rate US/DS Mode Status Annex TxPkts/RxPkts

773 1089/23628 ADSL2+ Showtime AnnexA 470/338

Router#test vdsl option 6 0x0 If functional, State = 2 should display. This command shows
basic L1 bringup of DSL SFP and it's states. Provide to Cisco for L1 troubleshooting.
Debug flags: 0x8000

Seq 0: slot=0 slot port=0 bay=0 port=0 Name:MetaMgr0O 0 0O

MetanoiaPort=0 SFP type: 1 State: 2 cnt=855

MAC:00:00:00:00:00:00 Choice:0
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hw interface:GigabitEthernet0/0/0 sw interface:GigabitEthernet0/0/0
Firmware file: /etc/SFP_V5311-T-R CSP.b, size=491520, version=1 62 8463
SFP version: 1 62 8463

Notification Seqg: 0xl cnt: 0xB3 Stat Cycle:255

VDSL State: 5

EBM Tx: 21039 Rx: 21031

EBM Wait Timeout: 8 Rx Loss: 0

G994 vid CO: BDCM CPE: META

Serial No CO: CPE: MET2023000A V5311TR 1 62 8463

Version CO: CPE: 1 62 8463 MT5311

Capability CO: 000000000001000000 CPE: 000000000001000000

Line Attn: UP: 65535 DOWN: 13

SFP Uty hTH7HDOE b
« HAEAYIZIEL, g0/0/0 shut/mo shut [XIF & A EDEAICEMELET (21X, 77 —4A U=
TT 7T L— R, Ay FOIRZRE) |

SFP Z/— KV o — K4+ 221%,. ROFIEEZFEITLET,

Router#hw-module subslot 0/0 reload

IOFTvaE, V7 =T EYVa—NEGhY T Ay MR ARERICY) n— FLE
T L2 o T, B telnet/ssh B OGHE, 1 =207 78 A TE R, Ny 77y
729 TP messages/syslog 3 H ] S E T,
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T RATN\2 FEE (00B)

ZOFEF, WO THMEINTHET,

« T U RNAT R REH (O0B) (437 ~X—)
«Q0B hRI Y (437 2—)
 HEREICBH T 2 EE (438 ~—2)

+ O0B DR TE (438 ~<—7)

i

1L

T RAT/N FEE (00B)

00B ~RA

AG IZBEENRE LG AR A CE DICILEM AR T 5720, 00BIZIZ2 5D —F & F
EHTIARDUSB 7 —7 NV THRT D2 HEMHESNTVWET, ZHUCED, L—%AD
USBAR— hZ/L—F BDUSB 2 Y —/UIZHHE L TL—F AP —ZBDa LY —)LiR—
MZIT 7 RBATEDI0, TU AT R R CE £,

Z OREREIZIOS CLI THEETIMENH Y £3, 2—FIIRD/NL—2 D USB =Y —/LIT tty
mI#R (/dev/ttyUSB) #XHH T U /N— R telnet ZFATCTX H L ERH Y 77,

o~ O

g

WORIZ, 2 5D IR1101 V—F B OR824 R LET,

4
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| R

X 107: bRO D

Router A Router B

si @ P :‘ﬂ s _'t'"_"_ =

.[T.]!L______JL——————‘
L @ @@

FOHFEWHIT, USB20Z A7 A5 USB20 S =USBZA 7 B~DFr—7/1LTF, IROF
FEIZOWTIE, 2O FRePE2SRBL TN,

HEREICEET 2 H

BEN—F BFRET DN, WM TDON—Z DA U T LVREZHERLET,

line con O
stopbits 1
speed 9600

\)

GE)  IRIOI OEEICISEL T, T 74 FOFR—L— ML 9600 £ 7-1% 115200 (1272 0 £,

* Plug and Play (37" — F &S TWEH A,
R

+OOB [Z, USB &"— FTdH % async0/2/1 TOHKERE L £3°, Async0/2/0 (X IR1101 DU T
A B —T 2 A ATT,

ERNZ T —7 NV EWRO AT 2 0ERH Y F

e

o« ZOEREA T T 51X, TCtrl-Shift-6) . x) . [disconnect] DNEIZH L F4,

AN —
00B DX TE
=2 A L—H BOHFNZOWTIERIOREZSR L TLZ&W, L—X AnbL—X BDa
U= T 7 AT AR, kOFEEZETLET,
N—H A DEREZRAL, ROBREEZITWVET,

interface Async0/2/1
ip address 20.0.0.1 255.0.0.0
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encapsulation relay-line
|

line 0/2/1

transport input all
transport output all

FR S OWENRL—FBOay Y — L ERIUTHAZ L EHERLET,

IR1101-A#show line

Tty Line Typ Tx/Rx A Modem Roty AccO AccI
* 0 0 CTY - - - -
0/0/0 2 TTY 0/0 - - - -

0/2/0 50 TTY 9600/9600 - - - -
0/2/1 51 TTY 9600/9600
74 74 VTY - - - -
75 75 VTY - - - -
76 76 VTY - - - -
77 77 VTY - - - -
78 78 VTY - - - -
79 79 VTY - - - -
80 80 VTY - - - -
81 81 VTY - - - -
82 82 VTY - - - -
83 83 VTY - - - -
84 84 VTY - - - -
85 85 VTY - - - -
86 86 VTY - - - -
87 87 VTY - - - -
88 88 VTY - - - -

Line(s) not in async mode -or- with no hardware support:

1, 3-49, 52-73, 89-735

JL—% A THEIBRE02/1 ZRELET,

IR1101-A#configure term

Uses

O OO O OO OOOOOOOF Wb b OB

Enter configuration commands, one per line. End with CNTL/Z.

IR1101-A(config) #line 0/2/1
IR1101-A(config-1line) #speed 9600
IR1101-A(config-line) #

Noise Overruns

0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0

O O O O OO OO0 0O0O0O0o0oooooo

=% ADIP (AR— 1 2051) %=L CT/A—H BIZ Telnet THEGE L £ 7,

IR1101-A#telnet 20.0.0.1 2051

Trying 20.0.0.1, 2051 ... Open

IR1101-B#

IR1101-B# <== to exit, press “Ctrl-shift-6”, then

IR1101-A#disconnect
Closing connection to 20.0.0.1 [confirm]

W

<

’

then

“disconnect”

oo oz [

Int
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.38,
=5 =0

TJOFAANILR ETEZAY Y

ZOETIH, V—HOFFEa R —F 2 O EFEEZ B X O S B OV TR L
9, ZITHATLIAFIT, kO LB TT,

carbha—)L FL—rDU Y —ZADEER (441 X—)
T T —ALEMA LN R =7 O (447 X—)

arkO—)L TL—rD) Y —RXDER
ZZTIE, CiscolOS 7mt A b ar bu—L 7 L—2BROB SIS B2 AE U B L OCPU
DEEFIZ O T L E 9,
s EHIMZRERIC X 2RO G (441 _—2)
*CiscolOS 72D U VYV —2A (442 _X—)

3R T L= BERDY Y —A (445 =)

EHAR BRI & % A [E &

Tt 2% ELLEESEAI01E,. T ut 2D AT —& R/IEHMEAZEER L ClEnd 2860
VT, TreRIEENEAET DL syslog= T — A vE—UNRERIN, TrEADORH
EEVE/ TN —F DY 7 — EBRFETENET, TREANRZAZ v 7 LTNDENI Ty a Ll
ZEEE=ZDPRHTHE, syslogm T — A v bE—URERINET, T e ANEEEAT
RS AITFREE I, TNUNAOHEITI V-2 B FHEEI S ET,

VAT LYY —=ADERIZ LT, IV GLMBEERENNHRE TE 5720, VAT LDE
IEZERECEET, £, ERRI AT AAMOEERBILINET, N—FRv=7RY 7 |
VT T T T L— RULERIC, ZOBHRELBOMRIME LTHEHAL, 7y 77 L— KR
V= ADMEHRIZEEE 5 X208 ) EHERTEET,
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Ciscol0S 7Ot AXMDYY—R

ToeRALRE=S Y |

[l Cisco Catalyst RN Ff AL U —X IL—8 VT kYT 7HEE

TUIT 47 ekt AO CPUMAERGHEREZZ L, 26D rEATHA SN TND A
FY OFBELZHRT SHIT1E. showmemory =1~ > R & showprocesscpu =1~ > RAHTx %
T, ZNHDa<r RiE, CiscolOS 7uat ZADHD AEY & CPU DMK ERLET, 7
Ty N7 4 —LBEDOY YV —ACETHERITEENET A, 4GBRAM Z##H L, 1 2D
CiscoIOS 7 AZTFATL TV D AT A Tshowmemory 2~ > REFITT5H L, IROAE
VAERRILE AR RSN ET,

Router# show memory
Tracekey 14#33e0077971693714bd2b0bc347d77489
Address Bytes Prev Next Ref PrevF NextF what Alloc PC

Head Total (b) Used(b) Free(b) Lowest (b) Largest (b)

Processor 7F68ECD010 728952276 281540188 447412088 445683380 234766720
lsmpi io 7F6852A1A8 6295128 6294304 824 824 412

Dynamic heap limit (MB) 200 Use (MB) O

Processor memory

Address Bytes Prev Next Ref PrevF NextF what Alloc PC
7TF68ECD010 0000000568 00000000 7F68ECD2A0 001
TF68ECD2A0 0000032776 7F68ECD0O10 7F68ED5300 001
:400000+60D12A8

TF68ED5300 0000000056 7F68ECD2A0 7F68ED5390 001
TF68ED5390 0000012808 7F68ED5300 7F68EDS5FO0 001
Address Bytes Prev Next Ref PrevF NextF what Alloc PC
TF68ED85F0 0000032776 7F68ED5390 7F68EE0650 001

*Init* :400000+60E37C4
———————————————— Managed Chunk Q

:400000+3B0C610
:400000+B8A5D64

*Init*
*Init*

List Elements

:400000+60A4A9C

TF68EE0650 0000032776 7F68ED8SFO 7F68EE86B0 001 —--—-—--- —-————-—--- List Headers
:400000+60A4AD8

TF68EE86B0 0000032776 7F68EE0650 7F68EF0710 001 —-------= ————-—--- IOSXE Process S
:400000+11924cCC

TF68EF0710 0000032776 7TF68EE86B0O 7F68EF8770 001 —--—--—--= —————-—--- IOSXE Queue Pro
:400000+1192510

TF68EF8770 0000065544 7F68EF0710 7F68F087D0 001 —-------= ——-—-—-—- IOSXE Queue Bal
:400000+1192554

TF68F087D0 0000000328 7F68EF8770 7F68F08970 001 —-------= ——————-—- *Init* :400000+B89E1D8
TF68F08970 0000000328 7F68F087D0 7F68F08B10 001 —-------= ——————--- *Init* :400000+B89E1DS8
TF68F08B10 0000000328 7F68F08970 7F68F08CBO 001 -------= ——=———--- *Init* :400000+B89E1D8

TF68F08CBO 0000000360 7F68F08B10 7F68F08E70 001 —-—-—--= ————-—-- Process Events
:400000+60F9CD4

TF68FO08E70 0000000056 7F68F08CBO 7F68F08F00 001 —-—-—--= ————-—-- SDB String
:400000+605981C

TF68FO08F00 0000000080 7F68FO08E70 7F68FO08FA8 001 —-—-—-—= ————-—-- Init :400000+60599E4
Address Bytes Prev Next Ref PrevF NextF what Alloc PC

TF68FO08FA8 0000036872 7F68F08F00 7F68F12008 001 —-—------= ———=———-- *Init* :400000+11891E8

7F68F12008 0000010008 7F68F08FA8 7F68F14778 001 —------= —————--- Platform VM Pag
:400000+11AD244

TF68F14778 0000002008 7F68F12008 7F68F14FA8 001 —------= —————---— *Init*

iosd crb irl1101 unix:7F8EB59000+5CC1C

TF68F14FA8 0000200712 7F68F14778 7F68F46008 001 —------= —————---— Interrupt Stack
:400000+11891E8

TF68F46008 0000003008 7F68F14FA8 7F68F46C20 001 —------= —————--- Watched Semapho
:400000+60FE448

TF68F46C20 0000000328 7F68F46008 7F68F46DCO 001 —-——-=---= ———--——- *Init* :400000+B89E1DS
TF68F46DCO 0000000096 7F68F46C20 7TF68F46E78 001 —--——--= —————---— Init :400000+60599E4
TF68F46E78 0000000216 7F68F46DCO 7F68F46FA8 001 —-—-—----= ———--——- *Init* :400000+60ED228
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TF68F46FA8 0000036872 7F68F46E78 7F68F50008 001 —————=-= —=—————— *Init* :400000+11891E8
TF68F50008 0000000896 7F68F46FA8 7F68F503E0 001 —-—-—-—= ————-—-- Watched Message
:400000+60FE4A8

TF68F503E0 0000002008 7F68F50008 7F68F50C10 001 —-—-—-—= ——————-- Watcher Message
:400000+60FE4DS8

Address Bytes Prev Next Ref PrevF NextF what Alloc PC

7TF68F50C10 0000000360 7F68F503E0 7F68F50DD0 001 --—--—-= —=—————— Process Events
:400000+60F9CD4

7F68F50DD0O 0000000184 7F68F50C10 7F68F50EEQ0 001 ———--=-= —=—————— *Init* :400000+60ED918
TF68F50EE0 0000000112 7F68F50DD0 7F68F50FA8 001 ———=--=-== ———=————- *Init* :400000+60B57CC
TF68F50FA8 0000036872 7F68F50EEO0 7F68F5A008 001 ———-——-= —=—————— *Init* :400000+11891E8
TF68F5A008 0000002336 7F68F50FA8 7F68F5A980 001 --—--—-= —=——-——— Process Array
:400000+6102A4C

TF68F5A980 0000000184 7F68F5A008 7F68F5AA90 001 ———----= —=—————— *Init* :400000+60ED918
TF68F5AA90 0000000184 7F68F5A980 7F68F5ABA0 001 ———--—== —=—————— *Init* :400000+60ED918
TF68F5ABAO 0000000184 7F68F5AA90 7F68F5ACBO 001 ————-=-= —=—————— *Init* :400000+60ED918
TF68F5ACB0O 0000000184 7F68F5ABA0 7F68F5ADCO 001 ———=-=--= ———=————- *Init* :400000+60ED918
TF68F5ADCO 0000000184 7F68F5ACB0O 7F68F5AEDO 001 ———=-==--= ———=————- *Init* :400000+60ED918

show processcpu =2~ > KX, Cisco IOS CPU DR ZRD K HIcFR L E T,

Router# show process cpu

CPU utilization for five seconds: 0%/0%; one minute: 0%; five minutes: 0%
PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process

PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process

1017 0 0.00% 0.00% 0.00% 0 Chunk Manager

2 552 1205 458 0.00% 0.00% 0.00% 0 Load Meter
3010 0.00% 0.00% 0.00% 0O PKI Trustpool

4 010 0.00% 0.00% 0.00% 0 Retransmission o
5010 0.00% 0.00% 0.00% 0 IPC ISSU Dispatc

6 36 13 2769 0.00% 0.00% 0.00% 0 RF Slave Main Th
7010 0.00% 0.00% 0.00% 0 EDDRI MAIN

8 01 0 0.00% 0.00% 0.00% 0 RO Notify Timers

9 4052 920 4404 0.23% 0.09% 0.06% 0 Check heaps

10 12 101 118 0.00% 0.00% 0.00% O Pool Manager
11 01 0 0.00% 0.00% 0.00% 0 DiscardQ Backgro
PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process

12 02 0 0.00% 0.00% 0.00% 0 Timers

13 0 163 0 0.00% 0.00% 0.00% 0 WATCH AFS

14 0 2 0 0.00% 0.00% 0.00% 0 ATM AutoVC Perio
150 2 0 0.00% 0.00% 0.00% 0 ATM VC Auto Crea

16 76 3024 25 0.00% 0.00% 0.00% O IOSXE heartbeat
17 0 13 0 0.00% 0.00% 0.00% O DB Lock Manager

18 01 0 0.00% 0.00% 0.00% 0 DB Notification
1901 0 0.00% 0.00% 0.00% 0 IPC Apps Task

2001 0 0.00% 0.00% 0.00% O ifIndex Receive

21 36 1210 29 0.00% 0.00% 0.00% 0O IPC Event Notifi

22 72 5904 12 0.00% 0.00% 0.00% 0 IPC Mcast Pendin

PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process
23 01 0 0.00% 0.00% 0.00% 0 Platform appsess

24 0 101 0 0.00% 0.00% 0.00% O IPC Dynamic Cach

25 16 1210 13 0.00% 0.00% 0.00% 0 IPC Service NonC

26 01 0 0.00% 0.00% 0.00% O IPC Zone Manager

27 64 5904 10 0.00% 0.00% 0.00% 0 IPC Periodic Tim

28 76 5904 12 0.00% 0.00% 0.00% 0 IPC Deferred Por

29 01 0 0.00% 0.00% 0.00% 0O IPC Process leve

30 01 0 0.00% 0.00% 0.00% 0 IPC Seat Manager

31 8 346 23 0.00% 0.00% 0.00% 0 IPC Check Queue

32 01 0 0.00% 0.00% 0.00% 0 IPC Seat RX Cont

3301 0 0.00% 0.00% 0.00% 0 IPC Seat TX Cont

PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process
34 48 606 79 0.00% 0.00% 0.00% 0O IPC Keep Alive M
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35 28 1210 23 0.00% 0.00% 0.00% 0 IPC Loadometer
36 01 0 0.00% 0.00% 0.00% O IPC Session Deta

37 01 0 0.00% 0.00% 0.00% 0O SENSOR-MGR event

38 4 606 6 0.00% 0.00% 0.00% O Compute SRP rate
3901 0 0.00% 0.00% 0.00% O MEMLEAK PROCESS

40 01 0 0.00% 0.00% 0.00% O ARP Input

41 112 6331 17 0.00% 0.00% 0.00% O ARP Background
42 0 2 0 0.00% 0.00% 0.00% O ATM Idle Timer

43 01 0 0.00% 0.00% 0.00% O ATM ASYNC PROC

44 0 1 0 0.00% 0.00% 0.00% O CEF MIB API
—--More--

show process cpu platfo

CPU utilization for fiv
Core 0: CPU utilization
Core 1: CPU utilization
Core 2: CPU utilization
Core 3: CPU utilization
Pid PPid 5Sec 1Min 5Min

rm sorted

e seconds: 11%, one minute: 12%, five minutes: 12%

for five seconds:
for five seconds:
for five seconds:
for five seconds:

Status Size Name

o

1%, one minute: 3%, five minutes:

%, one minute: 3%, five minutes:

= ow W
o

o

1%, one minute: 1%, five minutes:
°

42%, one minute: 42%, five minutes: 42%

18246 17700 34% 34% 34%

27122 26048 0% 0% 0% S
26048 25864 0% 0% 0% S
25928 1 0% 0% 0% S 2960
25864 1 0% 0% 0% S 3532
24212 2 0% 0% 0% S 0 kw
19648 8282 0% 0% 0% S 2
19635 10903 0% 0% 0% S
18121 17675 0% 0% 0% S
17979 1 0% 0% 0% S 1660
17863 2 0% 0% 0% S 0 kw
17859 1 0% 0% 0% S 2836
17737 17095 0% 0% 0% S
17700 13380 0% 0% 0% S
17675 12798 0% 0% 0% S
17518 16854 0% 0% 0% S
17312 1 0% 0% 0% S 2828
17095 12798 0% 0% 0% S
17085 1 0% 0% 0% S 2876
16942 2 0% 0% 0% S 0 kw
16892 14768 0% 0% 0% S
16854 13380 0% 0% 0% S
16716 1 0% 0% 0% S 2996

16664 15963 0
16477 13380 0
16326 15536 0

o

o
o O O
o
o O O
o

o

16270 1 0% 0% 0% S 2972
15963 13380 0% 0% 0%
15779 15163 0% 0% 0%
15730 1 0% 0% 0% S 1640
15536 13380 0% 0% 0%
15412 1 0% 0% 0% s 1716

15274 14681 0
15163 13380 0
15083 14361 0
15057 1 0% 0%
14891 1 0% 0%
14768 13380 0%
14722 14127 0O
14717 14108 O
14681 12798 0

o o oo
o O
e O O O
o
o O O
o

o

8

o
oo oo

o
o

S
S
S
7
S
S
4
S
1
% S
S
S
6
6
S
S
S
S

o O O o

o
o

. Cisco Catalyst IR1101 ST A —X IL—2 VI L7

S 272500 gfp-ucode-sparr
18297 16477 1% 1% 1% S 165768 fman fp image
9992 9121 1% 1% 1% S 743608 linux iosd-imag

8460 nginx
19252 nginx
rotee

pman.sh

orker/u8:0

20 sleep

212 sleep
10968 ngiolite
rotee

orker/1:0
rotee

56828 iomd
3556 pman.sh
3524 pman.sh
15024 hman
rotee

3568 pman.sh
rotee

orker/0:1
108952 cpp_cp_svr
3568 pman.sh
rotee

51096 cpp_sp_svr
3540 pman.sh

39852 cpp_ha top leve

rotee

3528 pman.sh
55208 cpp_driver
rotee

3528 pman.sh
rotee

15004 hman

3624 pman.sh
26792 cman_fp

rotee

3568 pman.sh
27536 cmcc
15220 btman
3572 pman.sh

e

ax &

#4AF



| Frezx~AnzEz80yLY

O kA—)L

avro—rIr—r2toyv—2 |

14627 1 0% 0% 0% S 2996 rotee

14361 13380 0% 0% 0% S 3596 pman.sh
14338 1 0% 0% 0% S 2984 rotee

14314 1 0% 0% 0% S 2824 rotee

14155 13577 0% 0% 0% S 15128 btman
14127 12798 0% 0% 0% S 3612 pman.sh
14108 13380 0% 0% 0% S 3572 pman.sh
13813 13380 0% 0% 0% S 252 inotifywait
—--More--

JL—r&En)v—2X

Kariro— L Faktydoar bo—L FL—r0DAE Y BLOCPU DM ARIICLY .,
ayhr— T L—B2EKDY V—REFEHTXET, arbr— LT L—2DAEY L CPU
ORI ONE A& F£v9 5 121%, show platfor m softwar e status control-processor brief ==~ >~
K (%~ U — v 2—) F721% show platform software status control-processor =~ > K (FE#
Ba—) ZEATEET,

FTRTOAY b=k Taty $OAT =4 2L LT [Healthy] AERSHDONEHTT,
MicR RS D B AT —% ADfEIL, [Warning] & [Critical] T3, [Warning] I%, /L — & DNEIE
HTHDLHDOD, BFL NV ORBNRNETHD Z & E2RLTWNET, [Critical][ 1%, /L—F T
BEEAFEAT D ATREES @V E AR LTV ET,

[Warning] % 7213 [Critical] 27 — % ANERINTC B, RO TIEZ S TS0,

« RENDERZDOEEZWS T, BRT—EADOERELHIRL T, AT LITKT L ER
BLOBRZRAMEZD LET,

o JL—H LRSS OB AR O LTV . ACLR ED/L— O EHIBLI-V . VLAN D%
Bo LY 7 ORI AEITVE T,

Z Z i, show platform software status control-processor 2~ > ROH D7 4 —/L RO
T LET,
Load Average
[Load Average] X, CPU U VY —AD Tt A Fa—F/id/ ek A arsryarzrlE
T e RE, s NarTat y B CTHRERARN T O%EIE. T oD T vt ZRELT
AIREZRREBIZ R > CNT, 2D H D 1| DOBBEFATHE WS ERTT, T a7 rar e
YoV TARMNT Lo TOWDEA, 7TOOF ut ANFATARERIREEICZR>TWT, £D )
HLO2ONBIERITH THDLZ L ERLET,
Memory Utilization
[Memory Utilization] {FIKD 7 4 —/b RTRENFE T,

s Total : Y AT L AT DOEE

 Used : fEFHHE A AEY

* Free : fEHAJREZR A £V

« Committed : 7R EAIZH U Y THNATWAHIRAEAEY
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CPU Utilization

[CPU Utilization] (% CPU Ml SN TV AR OFEIEZ2 R T LD T, IROT 4 —)L KTREN
\iﬁqo

*CPU : HIDV Y CTHATrE Y

e User : Linux 71— /LA 7 o+ 2

* System : Linux 71— R/ 7 1 ¥ A

*Nice : 7T A AV T 4 DIERNT BER
«Idle : CPUDIET 27 T 4 712> TR OEIE
« IRQ : HIV iAA

*SIRQ : VAT LDE|Y AR

* IOwait : CPU S A ) & FF > CW 2R 0O EIE

{5 : show platform software status control-processor 17 > K

RIZ show platform softwar e status control-processor ==~ > KD < DD ff ] 2 7~
LET,

Router# show platform software status control-processorRP0O: online, statistics updated
4 seconds ago

Load Average: healthy

1-Min: 0.29, status: healthy, under 5.00

5-Min: 0.51, status: healthy, under 5.00

15-Min: 0.54, status: healthy, under 5.00

Memory (kb): healthy

Total: 4038072

Used: 2872136 (71%), status: healthy

Free: 1165936 (29%)

Committed: 2347228 (58%), under 90%

Per-core Statistics

CPUO: CPU Utilization (percentage of time spent)
User: 1.00, System: 0.70, Nice: 0.00, Idle: 97.88
IRQ: 0.30, SIRQ: 0.10, IOwait: 0.00

CPUl: CPU Utilization (percentage of time spent)
User: 0.70, System: 0.30, Nice: 0.00, Idle: 98.48
IRQ: 0.30, SIRQ: 0.20, IOwait: 0.00

CPU2: CPU Utilization (percentage of time spent)
User: 0.20, System: 1.11, Nice: 0.00, Idle: 98.27
IRQ: 0.40, SIRQ: 0.00, IOwait: 0.00

CPU3: CPU Utilization (percentage of time spent)
User: 8.23, System: 24.37, Nice: 0.00, Idle: 58.00
IRQ: 9.26, SIRQ: 0.11, IOwait: 0.00

Router# show platform software status control-processor briefload Average
Slot Status 1-Min 5-Min 15-Min
RPO Healthy 0.28 0.46 0.52

Memory (kB)
Slot Status Total Used (Pct) Free (Pct) Committed (Pct)
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RPO Healthy 4038072 2872672 (71%) 1165400 (29%) 2349820 (58%)

CPU Utilization

Slot CPU User System Nice Idle IRQ SIRQ IOwait
RPO 0 0.70 0.20 0.00 98.58 0.30 0.20 0.00

1 1.10 0.90 0.00 97.59 0.30 0.10 0.00

2 0.40 1.31 0.00 97.87 0.40 0.00 0.00

3 8.00 26.55 0.00 56.33 8.99 0.11 0.00

T7I—LZzERALEZN—FO T T7DER

JL—4 0)n1n‘|'&/\— O T 7DER

HEABEIND ENV—F 05T 77— BHNEEINET, 2k, 2y hU—2 %1
:E FCEHTEES, show 2~ REFEH LTINS 22 EHMICR—Y 7+ 5088 %
HOFEFEAN, REIZISLTCAH VYA N =X VT EFEITTEET,

TJ—Fr259ya T4 RTDEETR

T 7T vaT A ATIE, 2200aT XU T EREFTELHREEENMLETT,
_(Dﬂfm\ﬁ“ﬁéMT T—hT7Tyva T4 AIN2O0AT XU T ERGFETDHITITNE
TEDLEAITIE, ROFNIRT L 5 72 syslog 77— ANRERSNET,

Oct 6 14:10:56.292: SFLASH CHECK-3-DISK QUOTA: R0/0: flash check: Flash disk quota
exceeded
[free space is 1429020 kB] - Please clean up files on bootflash.

N—FDOTT7 75—LDERAE

VY —ILE=(Esyslog TOT T —L A yt—DHER
Xy NU—7EFHET, VAT A= VERFVAT A A yE—T Y (syslog) 1Tk
BENDTIT—L AvE—VEHRTIHZEICED, TT—A Ave—VEEHTEET,
logging alarm 2 < > KD E L

TT—h A=k ar Y —Rsyslog i EDaX T TS RNTEET HITIE, logging
darm 2~ REHHCTLHMERH Y £, Z0a~vy RET 740 FTIEEDIZ /2> T
7,

TR EINDT 7—LOBEKRKELNVERETEET, HELEZLEWEULEDT 77— A
NRAETHEZNC, TI—b Avb—URNERENET, 2 2E, koa<w RTE2 Y
TAINT T—A A=V FRaX 7 FARALRCEEESRET,

Router (config) # logging alarm critical
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TI7—LDEKEERBELRVGAS, TRXTOEREDOLNLVLDT T—A A vy—URax
T TR, RNTEEENET,
SNMP 2 T7 5 —LDHEINT=BEDRY FT—V BB RATLALIZEDRY FJ—
HDEBEANDESEL

TV r—arvETa halThbSNMPIE, *v BT =7 NOTF A 2 ZEEHB L OEH
TAHEDD, EELSINET L —LTU—7 L HFEOSEARME L ET,

SNMP i, V—bERITEEZ MIFTHREMOH HEE, 7T —4o, RAZ@EHMLET, ZhiC
L0, Xy FU—IEBEIL, T OMER, T ADR—I T, vul LiR— N OWRELT
IRDLVIZ, Xy hT—JEBHI AT A (NMS) A TL—HEHRE AT TEET,

SNMP L T7 7— 2l ERGT 5123, RO MIB #EHLE T,

« ENTITY-MIB, RFC4133 (CISCO-ENTITY-ALARM-MIB, ENTITY-STATE-MIB 5 L X
CISCO-ENTITY-SENSOR-MIB O #5112 /7H)

* CISCO-ENTITY-ALARM-MIB
* ENTITY-STATE-MIB

+ CISCO-ENTITY-SENSOR-MIB (h T > o — NEBET 5 —AMERA, Z OFERIT
CISCO-ENTITY-ALARM-MIB Tt S A)
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kST a—FTa 8

TITIE. RTTINYa—T 4T DT FITOWTEHALE T,
VIR 2 TICETAREED T TNy a—T 4 VT EFTHRNC, 2 ) — R — k&
LTPCHENL—ZIZHHR L L ESWEHELI-ZPCEHFEHLTIL—FDAT—F A Ayt —
FERRL, a2 REANLCHEO VI TNV a—T 4 VT RFTTEET,
F72, Telnet ZFEHL TV E— IO EA L H—T oA AT IV VAT AHZ EHTEET,
Telnet 7> a VEFEATHHETIH, AV X —T oA ABRBELTCWDZ ERFHEICRD £
KR

« T — PO (449 ~—2)

o (RELEIHEAE T DRI (450 =—2)

e show interfaces N7 7V a—FT 47 a<w2 K (450 =*—)

VTN T T 7T L—KFE (451 =)

e T 4 Xal— gy LIYAZDOER (451 2—7)

s KON/ AT— ROEIH (455 *—)

=/N\ bl -
S E— FOE
=R X, RO LD RGAIC, BWiE— RERBT 0, FRE2KE— N7 78 ALE
j—O
«10S 7t ADEENFREDOLENH Y £9, HDHWIE, 10S ' A TRENKE L
EZIWIZVAT ARV EY N THZEDRH T,
«transport-map 2~ > R&H-> Ta2—PHREDT 7 A R v —nRESND &, 22—
IIZWre— NiciEgEsnET,

= ZIZT 7 EAL TV OHICER 7 L—21{5 %5 (Ctrl-C 72X Ctrl-Shift-6) 23 AN &
no &, 7= EEEZE LIV— 2 BRIkt — REBlGT 2 L) ICREShTWo Y
BRHYET,

PZWiE— F T, =2—YEXECE— NCTifr[gE7ra~>y Ko7y vEaATEET, 2
Oa<y RiE, WO XD BEIfEATEET,
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e IOS AT — R, NV—H LDOESFEIERAT e BET S,
e T 4 X al—TarOEERIEFITIe— Ny T,
< I0S £/ ITF DD 7 vt AOHRFIELZIRET S,

L= BRE BV a—)b, FIEEOMDON— R T 2T A R— R bR EDNAN— R =
THEVT—RNLET,

«FTP. TFTP. BLXOSCP 2DV E— s 7/ v A FREMH L. A —XIZxT57 7
A NEEE, ET TNV —FDE DT 7 A VEREE,

PLRTOV— % Tl FEFERIZ ROMMON 72 EOHfil[RfF & 7 7 B 2 %L H L T Cisco 10S [
%% 2T L. F77w/:—74/7%ﬁofwibt# PZHE— N2EHTE, VA
#pa—YP A =T A AEFEHALC I T TN a—T 4 7 TEL LI £T, 2k
%%anyF@\Gwﬂﬂfﬂ?%ﬂEﬁK%@bfw&w&%T%%WT ETY, £/,
=B NEFICEIEL TV D L XIS, —F OFHEEXECTE— FTHZhbDa~y REfiif

cx %7,
REEIERT DRI
ORI Lo b 7 AT, B EHEA L REEICHS L, HR AR T < S 0,

fRELE (C#E 3 D R &@ﬁﬁ%% LT EE,
VX —YDHAT L) TNNEE
« AT AR E F IR
TR 2T DEATENR—Da UFKE
e N—RU =T o7 B
o IREA DO EHY
o FIREE T & F5E T 5 7201207 o T FIAO 5

show interfaces FS5 TV a—F 425 a<v UK

TRCOYHAR— K ENV—F EOREEA v ¥ —7 = A4 ADREEEFRT HI21E, showinterfaces
o<y &AL ET, #unique 500unique 500 Connect 42 tab 1055127 (=~ RHIID A v~
=IOV THA L TWHET,

IR1101 (IR DA > X —T = A A% PR —FLTHET,
GigabitEthernet 0/0/0
Cellular 0/1/0

FastEthernet 0/0/1 ~ 0/0/4
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Async 0/2/0

YI bz T7 7vIIL—FAE
Cisco IRII01 v —F DY 7 b =TI, WOFETT v 77 L— RTEET,

¢ BEFD CiscolOS V7 b7 =7 A A—V DA, LAN £/ WANBKRHTH LW 7
N7 A A=V 52TTyva AEVICa—LET,

e T —h A A= (ROME=F) OFETHIZ, LANRETHLWY 7 b7 7 A A—
7T vva AEVICa—LFET,

*ROME=H F—RTH LW/ 7 U =2T A A=V Y —)LiR— MEETaE—L
F7,

*ROM E=# £F— KT, TFTP H—NiZa—RENEY T " T x2T A A=V NbHL—H %
EEILEST, ZOHEZHEAT 51, TFTP— 308 —4& & [6 U LAN EIC&H 5 BN
b0 FET,

a2 74Fa2aL—2a3Y LORIDERE

AT 4 Falb—vay VURFEERETLHRIRIZ RO LB TT,

RTFYT1 PCEN—FDar/—)bR— MR LET,
ATw 72 K EXEC 77 b (router_name #) Tshowversion 2~ K& AT H L, BEFEOa 7 4 X2 Lb—
Vary LURAZERFRINET (ROBDBIOKREDOKFH S 2SS

1 -

Router# show version

Cisco I0S XE Software, Version 16.10.01

Cisco IOS Software [Gibraltar], ISR Software (ARMVSEL LINUX IOSD-UNIVERSALK9-M), Version 16.10.1,
RELEASE

SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Fri 09-Nov-18 18:08 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON
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B -ox—vaviozsnzm

ATvT3
ATy T4

Router uptime is 14 hours, 36 minutes

Uptime for this control processor is 14 hours, 37 minutes

System returned to ROM by reload

System restarted at 08:47:04 GMT Mon Nov 12 2018

System image file is "bootflash:irll0Ol-universalk9.16.10.01.SPA.bin"
Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-essentials Smart License network-essentials

Smart Licensing Status: UNREGISTERED/EVAL MODE

cisco IR1101-K9 (ARM64) processor (revision 1.2 GHz) with 711861K/6147K bytes of memory.
Processor board ID FCW222700MY

Virtual Ethernet interfaces

FastEthernet interfaces

Gigabit Ethernet interface

Serial interface

terminal line

2 Cellular interfaces

32768K bytes of non-volatile configuration memory.
4038072K bytes of physical memory.

3110864K bytes of Bootflash at bootflash:.

OK bytes of WebUI ODM Files at webui:.

B s W

Configuration register is 0x1821

Router#

AV T4 X2l —var LIYAXOREMETLELET,
TVU—JORE (A7 4Fal—vary LYVAXOE Y F§OETREINET) Z2ADTTDHITIL.
¥ EXEC <& — K75 config-register Ox01 =2~ > & AH L £,

s T L—UHF: By 8N OICEESNTVET,

s T L= (T 7 AN RORE) By F8B LICEEINLTNET,
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BEBI—t0av T Fal—var LozaoEE |

BEJ— DAY T4Fa2aL—a3 Y LORIDERE
Y

(B av74FXal—vary b VRAXOERIT, BERN I TNV a—T 4 T OHRERRE LT
BO, ROV R—=ENEHAFZ ARG IGEICORITI LI L TLEEN,

AT 4 F a2l =g LA EFH LT, V—FOEWEAER X E4, Tk, —
A OEBITFEORIBENEGEENET, KoWThroa<y Ra2#H LT, ROM TiEI{+ 5 X
FIar 74 ¥al—ary LUVRAXEOXOICHRELET,

*CiscolOS 2> 7 4 ¥ a2 L—3 3 > F— R Tconfigreg0x0 =2~ RZEHL £,

« ROMMON 7' 12 > 7 k C confreg 0x0 ==~ > R&H L £,

N

GE) 2o 74FXa2l—ay LIPZAZE ORI ICHEETHE, CiscolOSXE V7 My =7 % HE)
T = T AL HITA—ERBEINTET,

IL—32D) Y+

N—H2%EDV ¥y FTHFIEILZ KROLEBY TT,

Fig
avYRFERET7IOI Y BRI
AT T T L= NERD 2> TV DEAIT. V—ZDFER| GE) —E DMK TIL, F—3FR— FiZ Break &
A7 (0) IZLTHon SPBRIZHEOA Y () 1L WS TV xR =3B 0 9, fE
¥4, FO%60LINIC, Breakx— % L E, 4 % % —4R— FIZ Break F— 2372\
BERICROM E=X Fr o7 "R REINET, BlE, WK BO~=2T7 VESRL
T, TVv—JEE50OFEFEEHRELT
<TZEV,
ATw T2 |break #H L £, WRISKD T 07 FRFERE
nET,
1 -

rommon 2>

ATv 73 |confreg0Ox142 # AJ LT, 27 4Fal—3
LY RALZE Yy FLET,

1

rommon 2> confreg 0x142
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ARV RFERETIVa Y

B8

ATvT4

resst 2~ READLLT, »—FZ208HL L £,

1

rommon 2> reset

1 -

--- System Configuration Dialog ---

N—H DEIRN—EL 7> TIHBA IR
2T A Fal—ar LIPAENXIRICEES
NEJT, V—HFZ7—FROM VAT L A A= %
FERALET, TORMITI AT L a7 4 Falb—
var A4 Tl TRENET,

ATy TH

WDA = NEREINDHET, 727 MIno

TIELET,
1 -

Press RETURN to get started!

ATvT6

Return 2 L 9,
‘ﬂ—ﬁ

1 -

W7o 7 MRFRENE

Router>

ATy T1

enable 2~ R&Z AN LT, £ Fx—TVE— %
BLET, 274X 22— a VEFEF, A F—
TN E— RTEFITH> M TEET,

fi
Router> enable

1

Router#

a7 NREMEEXEC a7 MIZEbY 17,

ATvT8

show startup-config~ > K& A5 &
Xal—ar 77 A MURFEEN TS A X —
Vo RAT — RRERENET,

1

Router# show startup-config

SNV

RDZBRY
AR =TI RAY — REEET 55121,

RNTLZE W, b DI
TWLFIEZFEITL T,

[EHAARAE] OB a ATRTFRIEIZETL

[y 74 X2 —3ar LIPREE] OB a L ZE#HEn
INAT — REEEEEIT > T E &,
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sontz27—rorE [

AFX—=T N —7 Ly hXRAU— REREET 5856, showstartup-config =~ > RHIJIZIEE
ﬁéﬂiﬁhoFNXU%F@)?/F&ﬁE@%TJ?7/a/ R IN TV D FIEE %
TLT, NAT—= RFREIEERZE T SETIEEN,

LEhhnt=-/1s\X7J7— FNDEIH
LA X —T NN AT— REIFA F—T N —7 Ly M &EEIET S, IROMEEETT
WET,
1L a7 4Fal—ay LIYRAXOER
2. W—FDYEv b

3. RAU—FKZUVEy L, BEEZRTFLET A x—T NV =T Ly Fh RRATU— K&
ﬂf:%m@ﬁ) o
4, AL T4 X2l —ar LIZAZEEYVEY FLET,

Swriteerase # {7 L7586, F23V vy b RF U EHHLEZGAE. 9142 A% 8B
MTBMERH D F9,

IR1101#config term
IR1101#license smart reservation

A\

GE) RNRU—RZEETELDE, av Y — L R— 2R L TOL—ZIZHE L TWAIEATEIT T
9, Telnet ¥ v a VRHETIEIFETTEEHA,

Evh AFX—TN =T Ly b RRATU— ROETEFEDE SIZFELWERIZOWTIL, Cisco.com D
MHot Tips] ZZML T 7Z& 0,

INAT— kD) ty FEEREDORTEF
RAD— K&V Ty F LT, BEERETHICH, KO FTLET,

FIE

ARV RFERERTI VA Y E]:3]

AT w71 |configureterminal =~ > K& A LT, Za— b
a7 4F¥alb—var EB— RERBLET,

1

Router# configure terminal

Cisco Catalyst IR1101 B AL Y —X L—4 v I bz 7HEHAF ||



rFSILYa—F108 |
B <xo—runsyomme

ARV RFERFTIVaY =)

AFv T2 enablesecret =~ REAN LT, V—Z DA X—
TN —T Ly h XAT—FRE Uty FLET,

1

Router (config) # enable secret
password

ATy T3 et AHLT, Zu— a7 F¥al—3a
VE—FREKTLET,

1

Router (config) # exit

ATy T8 | RELEERFELET,
1 -

Router# copy running-config startup-config

INRT— K1) A8 OEME

No Service Password-Recovery [, Cisco [0S 77 v b 7 4 — LKA L 72\ BERE/CLI T, Cisco

I0S-XE 7 /3 A AT T& £7, No Service Password-Recovery £ = U 7 ¢ #iE & BT

e, AV =NT I RAEEROTRTOL—YN, 7= T v TR T L= =R
(Control+C) Zf#H L C rommon # BAtACTE72< 720 £7,

N

GE)  ZoOBEBEEZAEDICT DN, 77 v ¥ 2 NICTAEZIZR Cisco I0S A A — U NFIET 5 2 & ZHifgd
LET, ZhEzfTbhblnk, W—2NT7— hL—7I1ZAD £3, A7 AlZnoservicepassword
recovery N7 WEEIL, N— REIRY By ARZ U EIZR Y £7,

DA MZEY —F I TEAED 10S-XE BifEL L T rommon E— RNi{Z72 0 £797,
« config-reg ix% i | L FEELH)

o — YR TEHMIEOT 7 4V AT a ity hT52 & 23R

FEATE R & B EFNEIC DWW TE, RESI LT Z SV, https://www.cisco.com/c/en/us/td/docs/
ios-xml/ios/sec_usr_cfg/configuration/15-sy/sec-usr-cfg-15-sy-book/sec-no-svc-pw-recvry.html
Y—ERNRRT—=KYANY Py TTF—rTOAV T4 TL ORI DEEDRE

P —ERANRAT— RY BNY BN TWDIER, AV T4 TV VAZEERTET,
0x01 TARH v 7 SET, ZOMBEE, IR1101 L—F THRO2D £ Lz, IOV TIE,
77 =71V 7 — I [Understand Configuration Register Usage on all Routers] #ZM L T 7230y,
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| F3o0va—F104

2y F¥aL—vavLorsEouty k]

a4 FXaLl—ar LOREEOYEY K

NRAT— ROEEEFITHEES[To- BRIy 7 4 X2l —ar L P24 % Uty T35

(i3, WOFNEZETLET,

FIE

ARV RFEEETIVa Y

=)

&M

configureterminal 2~> K& A LT, Fe—3Lb
a7 4 Xalb—rarE—RERBLET,

1 -

Router# configure terminal

ATvT2

configureregister 2~ K& fidk L TBWZITD
a7 4 FXal—var LURXEEATILET,

1

Router (config) # config-reg
value

ATvT3

exXit#AJJLT, avy74FX¥a2lb—rarET— K%
BT LET,

1

Router (config) # exit

G¥) ENTA R —T ) NAT — REEIET
HENCHEH L CWzar7 4 ¥ 21—
a EDIIE, a7 4 Fab—
Va U OERERFETIC, V=2 &
EEI LT EEN,

ATv74

J—HEFEEFH L, FE LA T—RFE2 AN LE
ﬁ—o

AVY—ILIR— DS UARR—F Y TDHETE

DX AT TIL,
RET D HFIBEZONTHIA L E T,

N—F toary =)V R—h A F =Tz A T AR— vy T %

FIE
ARV RFEREET7TIVa Y B8
AT w7 1|enable F##E EXEC T— N2 AL £ T
i - NAT—=Rue A LET (ERINESE) .
Router> enable
25w 72 | configure terminal JH—N ar7 4 Xab—ay = Rl

1 -

L/\gz‘g—(]
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ARV RFERETIVa Y

B8

Router# configure terminal

R w73 |transport-map type console transport-map-name o — VAT 57800 T U AR— R
1 ~ T EERLTAMERT, P T AH—b vy
T arZ4Xal—varyev—FERBELET,
Router (config) # transport-map type console
consolehandler
R 74 |connection wait  [allow [interruptible] |none oY — VBRI A kAR, DO RT A
[disconnect]] R—h =y 7 THELET,
- « allowinterruptible : = > ¥ — L13 Cisco I0S
o frotraors o . VTY EIREAMEH ATREIC /2 2 D& R L £ 77, £
outer (config-tmap) connection wait none 7,,:\ :L‘—‘ﬁiﬁi Cisco 10S VTY Iﬁl%ﬁb%ﬁﬂ%ﬁfﬁ‘é&:
RBHDEREL T\ D o Y — LEEGIZEI D A
ez licky, BMrt—FEBEMBTEET, 2
NRT 7 4V FRETT,
GE) Ctrl+C % —F 7= 1% Ctr+Shift+6 & —
EATTDHE —FIIRHE ORE
BB VAT EATEET,
snone: 22V —NEERII I DICEHE— K&
B L ET,
AT 75| ({£&) banner [diagnostic |wait] banner-message| (4 7'v a3 r) ZWrE— RZBBL WD 2—,
51 FEar V= I UAR— b =y TREDT

Router (config-tmap) # banner diagnostic X

Enter TEXT message. End with the character 'X'.
--Welcome to Diagnostic Mode--

X

Router (config-tmap) #

WIZ Cisco I0S VTY EIfR & i L T\ B 2 —H Tk
RENAINNTFT— Ao —T%ERR L £97,

e diagnostic: 2>V —/)V NV AR— K w7
BIEDT-OIZZHTT— NIZHE SN2 — I
KRIhdNFT— A=V FERLET,
GE) Ctrl+C & —F 7213 Ctrl+Shift+6 % —
EANT DL IR O
FIZHI VAT, Z E N TEET,

» wait : Cisco [0S VTY 723M#i H AIBEIZ 72 5 D & FF
L TWA—PFIIERINAHZ NN — X vE—
CEAER L ET,

« banner-message : il U7 U I &% CTRtARE L OV
THoH A — A vt—,
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3 Y—LR—k. SSH, H&UTehetonEREORT [

ARV RFERFTIVaY =)

R Ty 76 |exit
1 -

Router (config-tmap) # exit

NIV AR— b~y T a7 4Xal—yg L F—
REgTLC, Ja—Lary 74 Xal—3 g
£ F%ﬁ:gﬁ L/iwg‘*o

RFw 77 |transport type console consolelline-number input| 5 2R — K< A CERINERTEEFIL Y —

1 -

transport-map-name WA HE—T A AZHALET,

Z O == 2 RO trangport-map-name 3., transport-map
typeconsole =~ > K CiEFE X 17 trangport-map-name

Router (config)# transport type console 0 input L N N
consolehandler & ﬁjq HLBENRH D F —g«o

il

wIZ, 2=V R—=bIDT 7 EBRAR)—ZHREL, T2V —/LR— b 0 ITHE
TBEDIC T AR— b vy T EERTIHERLET,

Router (config) # transport-map type console consolehandler
Router (config-tmap) # connection wait allow interruptible
Router (config-tmap) # banner diagnostic X

Enter TEXT message. End with the character 'X'.

--Welcome to diagnostic mode--

X

Router (config-tmap) # banner wait X

Enter TEXT message. End with the character 'X'.

Waiting for IOS vty line

X

Router (config-tmap) # exit

Router (config) # transport type console 0 input consolehandler

O Y —JLiR— bk, SSH. & & U Telnet DL TF DR

a2V —)LR— bk, SSH, B LN Telnet DR EEFRTHIZIE, kOa~wr REEALE
j—o

« show transport-map

« show platform software configuration access policy

F T U AR—= b v TREEF T HITIL, showtransport-map =2~ > RZ2HH L £,
show transport-map [all | name transport-map-name | type [console]]

ooy NiE, =—3 EXEC £— RE 72134 EXEC £ — R CEHRE T,

1

\/k(:‘ /]/““5 Tgﬁﬁéﬂf: }\ ’7 A ZKO““ }\ ~ 7700)&” (3 =) 7]‘\0’“ }\ (consolehandler)
ERLET,
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Router# show transport-map all
Transport Map:
Name: consolehandler Type: Console Transport

Connection:
Wait option: Wait Allow Interruptable Wait banner:

Waiting for the IOS CLI bshell banner:
Welcome to Diagnostic Mode

Router# show transport-map type console
Transport Map:
Name: consolehandler

REVIEW DRAFT - CISCO CONFIDENTIAL
Type: Console Transport

Connection:
Wait option: Wait Allow Interruptable Wait banner:

Waiting for the IOS CLI Bshell banner:
Welcome to Diagnostic Mode

Router# show transport-map type persistent ssh
Transport Map:
Name: consolehandler Type: Console Transport

Connection:
Wait option: Wait Allow Interruptable Wait banner:

Waiting for the IOS CLI Bshell banner:
Welcome to Diagnostic Mode

FlEar Yy —AR— b, SSH, XU Telnet Bt OB BE T 2 BITa E A R T 211,
show platform softwar e configuration accesspolicy =~ > KA L F9, Zoa~r KoHh
WZid, FEHE X A 7 (Telnet, SSH, 3L Va2V — L) OBEOFHEKRY >— & BTERE
SNTVENNT—DFRPRINET,

show transport-map =~ > K& [3872 Y | show platform software configuration access policy =
< RII2WE— FCHEMAFRETT, 20D, T v AR— b~y THEBEENLETH S
WZH 057 CiscolOSCLIIZT 7B ATX WAL, Zoa~vy REANTEET,

¢l
Iz, show platform software configuration access policy =~ > ROH#lZR L £7°,

Router# show platform software configuration access policy
The current access-policies

Method : telnet

Rule : wait with interrupt Shell banner:
Welcome to Diagnostic Mode
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factory reset O

factory reset 1< > FODEMA .

Wait banner :
Waiting for IOS Process

Method : ssh Rule : wait Shell banner: Wait banner :
Method : console

Rule : wait with interrupt Shell banner:
Wait banner :

<2 FDFER

a2 Rfactoryreset (X, BMSNToN—F T3 AA v F EORFEDOBEDT —H %X T
HIBRS D7l anEd, RE, n7 77 A0, 7—MEH, BLUOa7 77 ALK
DT —Z PR TT,

=~ Ffactory-resetall (%, bootflash, nvram, rommonZ#, 74 A, FLUn 2/ &iHE
]\/\i‘é—o

Router#factory-reset all
The factory reset operation is irreversible for all operations. Are you sure? [confirm]
*Enter*

*May 12 09:55:45.831: $SYS-5-RELOAD: Reload requested by Exec. Reload Reason: Factory
Reset.

***Return to ROMMON Prompt
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



