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b) [AddCLIGroup| Ry T v XA T 0l Ry AT, KEIN—T4EANTTLET,

¢) [SolutionType] RKr v 77X VA N2 Vw7 L, SDV—T 4T TNNAADY Y a—a A4
7L L C [sd-routing] % 3&R L £9°,

d) [Description] 7 ¢ —/L FiZ, @itfHZ AT LET,

e) [Create] %7V 7 LET,

[Feature Profiles] % 77 & [Associated Device] % 7 Z G i LWVRE VL — T RX— U MFERINET,

f) Fwrv7Z 7 U R N5 [Load Running Config from Reachable Device] 7 U v 7 L. &E&E1EKT 5
FRA AD Y AT LIP3 #IR L £, [Preview] T F A bR v 7 ZDEEZHSWTE E%ﬁ%féi
D
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a) [Cisco SD-WAN Manager] D A == —7/ 5, [Configuration] > [Configuration Groups] > [Add Configuration
Group] > [Create SD-Routing Config] % 3R L 9,
b)  [Name] 7 4 —/V RIZ, REZNV—TDL4RTEZATILET,
¢)  [Description] 7 4 —/L RiZ, fillZ A LET,
d)  [Create SD-Routing Config] 7 U v 7 LE 7,
e)  [Configuration Group Created] "> 77 > 7 ¥4 7w R 27 AT, [No,Iwill Do It Later] 7> = >
7 Vv LET,
f) [What's Next?] £ + 2 > C. [Go to Configuration Group] 27 V v 7 L ¥7,
g) WEIN—THZORICHD ()] EZ Y v 7 L., [Edit] Z#IRL 9,
h)  [Feature Profiles] CCLI 7’1 7 7 A /%7 U v 7 L, [Unconfigured] Z &R L £,
i) [Create New] &7 U v 7 LE7T,
i) —BOARIEANNILET, TXA RN 77 A0 E LTRFSN TV DORELZ 2 — L TRED T £,
k) [Save]®#7 Vv LET,
AT w75 [Associate Devices] %27 U v 7 L, SD/V—T 4 7 T34 ZADH A M ID 2R LT, #2517 L E
D
ATV T6 BEAT X A0V 7% 70 v 7 L, BEBKHI LI L 2R LET,
AT w 7F 71 [Configuration] > [Devices] ~*— T, RO Z MR L £,

s [Device Status] : 7 /3 AD AT — % A% [In Sync] THHILERH Y F3°

* [Managed By] : A7 v 7 4a TIERK L2 NEND SD V—T 4 LV TRET N—"T

ATY T8 AT —H ZA&EMRT 5%, show sd-routing connectionssummary =~ > K& L £,

BRETINL—T0EHLEN-TD— 70 —FFAHALEHLWLSDIIL—T 1 V5 T/ AOEBA%E(F

WEITN—TOHEULEINTZ T -7 7o —%HALTHLWSD V—T 4 T T3, AEEA
T 5121%, ROFIEZFEITLET,

& [Cisco SD-WAN Manager] @ A == —7>5, [Configuration] > [Configuration Groups] > [Add Configuration
Group] > [Create SD-Routing Config] Z 3R L £79°,

RTwF2  [Name] 7 4 —/V RiZ, EINV—TDL4FTIE AN LET,

ATwF3  [Description] 7 4 —/L R, #AZ AL LET,

AT w74 [Create SD-Routing Config] %7 V v 7 LE7,

AT wF5  [Configuration Group Created] /N v 77 v 7 XA 7 a /' 1R v 7 AT, [No,IwillDoltLater] 7> 3 v %7
Vw7 LET,

AT w76  [What'sNext?] 7 > 2 > T, [Go to Configuration Group] #7 U v 7 L £,

AT Tl BRETNV—THORICHD[(.)] %227V > L, [Edit] ZE4R L ET,

AT w8 [Feature Profiles] CCLI 7 v~ 7 A )% 7 U727 L., [Unconfigured] %R L £ 7,

ATvF9  [CreateNew] %7 U v 7 LET,
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ATvIN
ATvT12
ATv 713
ATvT14
ATv 15
ATy 716
ATv 11
ATvT18
RATv 719

ATy T2
ATvT2N

ATv T2

ATv7T23
ATvT24

oL, BEISN—TDE/NCLIEZ R LTWET,

Configurations:

sd-routing

organization-name CSRQA20231024
site-id 1

system-ip 4.7.8.9

vbond ip 44.226.182.48

vbond port 12346

wan-interface GigabitEthernetl
|

interface GigabitEthernetl
no shutdown

negotiation auto

ip address dhcp

exit

interface GigabitEthernet2
no shutdown

negotiation auto

ip address dhcp

exit

ip domain lookup

license boot level network-advantage addon dna-advantage
no logging console

[Save] 27 U v 7 L&,

[Associate Devices] > [Associate Devices] DNEIZZ Y v 7 LE T,

[Unassigned] ##&4R L, UUID % 1 &R L £,

[Save] 27 VU v 7 LET,

ZNENDO Y AT LIP, A FID, BLOBA MEFEALTTAA 22T neYa =7 TEET,
[Next] Z#27 U > 7 L&,

[Deploy] #7 U v 7 L,

JBAAT =220V %70 v L, JBEPKII L L2 LET,

[Configuration]> [Devices] {Z& 8 L, uuid D 3-2D K MIxt L T [generate bootstrap] Z#27 U 2 L, WAN
A B —T A A4 (B : GigabitEthernetl]) Z AL TCT— A NT v 7 ZAKLET

UUID £ ORIZH B [(...)] 22 U v 7 L. [Generate bootstrap] =7 UV v 7 LE T,

[WAN Interface] 7 4 —/V RIZ, A ¥ —7 = A A4 GigabitEthernetl Z AJj L, 7— b A 5T v 7 &R
L\i—gqo

T—=P AT EEHLT, AWS 22V —LOZNZ10 AMI 2% LT Cisco 8000v A o A X A%
BRI L. WAN A v H—T = A A7V w7 IP &) B TET,

JBEAAT =2 A0V %70 v L, BEPKII L L 2R LET,
[Configuration] > [Devices] ~<— " T, IRDOFEMZ R L ET,
» [Device Status] : 7 /3 AD AT —H A3 [InSync] THHIVLERH Y £

* [Managed By] : A7 > 7" 1 TIER LI ZENEND SD V—F 4 V TRET N—T,
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aws 559 k7 ny rotks [

ATY T/ AT —H AZHERT 521X, show sd-routing connectionssummary =2~ > K& H L £,

AWS 7S K7 hHy FOER
AWS 77 KT o M EERT 5121, OTFNEIZHES T 72 &0,

AT w71 Cisco SD-WAN Manager ® #* = = —7>5 . [Configuration] > [Cloud OnRamp for Multicloud] % 4R L £,
Cloud OnRamp for Multicloud # > ¥ = AR — KRR RIS ET,

AT w T2 [Setup] <A > T [Associate Cloud Account] %27 U v 7 L £, [Associate Cloud Account] ~<— DA ID %
AELET,

AT w73 [Cloud Provider] 7 4 —/L K¢, Kra v 77U & K5 [Amazon Web Services] Z3&R L £,
AT v 74 [Cloud Account Name] 7 4 —/L RIZT7 v > haE AT LET,
ATv 75 ({EE) [Description] 7 4 —/L RIZitHEZ A LET,

AT w76 [Usefor Cloud Gateway] T, 7V MIZ F0 K7 — b0 = A ZAET 5513 [Yes] 3R L, LW
B3 [No] 2R L £,

AT w71 [Logininto AWS With] 7 4 —/L KT, EfT 55iFET /LA RINL £9,
. Key
« |IAM Role

[Key] €7 V&I L7I=5E 1, [API Key] 38 LU [Secret Key] 7 4 —/L R T, ZNENDOF—%IFEL E
TO

ER S

[IAM Role] &7 /L & B4R L7254 1%, Cisco SD-WAN Manager 73 $21t9~ % [External ID] Z £ f L T IAM & —
NEERLET, U g R %/Tézmj\uﬁ ID % A€ LT, IAM 2 —/LO{ERKIEZf# F TX % [Role
ARN]fEZfRE L 7,

Cisco I0S XE Catalyst SD-WAN U U — 2 17.4.1a LA, 1AM v — LA ERRT 51213, AWS FEi=a > Y —)1
ZfiH LT, Cisco SD-WAN Manager 232t 24MB ID 2R Y O —IC AT H20ERH Y £4, kOFIHE
EFERITLET,

1. BE{E®D Cisco SD-WAN Manager EC2 f > A X L AIZIAM B— V& T X v F LET,

1 B —ZERT I, AWS FEx =2 A2 FOIAM u—LOER (2> Y —1) Oy 7 %25
LT &V, AWS @ [Createpolicy] 7 4 ' — KT, [JSON]%Z 2 U v 27 L, IRDJSONK Y > —
R¥a A e AN LET,

{

"Version": "2012-10-17",

"Statement": [{
"Sid": "VisualEditorQ",
"Effect": "Allow",
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"Action": "sts:AssumeRole",
"Resource": "*"

}

2. IAMu— L &ER L, FIE 1 TYER L7ZAR U 2 —I2 33T Cisco SD-WAN Manager EC2 A > A ¥
VAT X T T D HEITOWTIL, AWS Security Blog @ [Easily Replace or Attach an IAM Role to
an Existing EC2 Instance by Using the EC2 Console] 7 B 7 &M L T 7230,

() [Attach permissions policy] 7 1 > K7 T, FlE 1 TEHK L7 AWS FHAR Y o —Z2 =N L %
R
GE) ROMRE v FOBFFAISRET,
* AmazonEC2FullAccess
* JAMReadOnlyAccess
* AWSNetworkManagerFullAccess
» AWSResourceAccessManagerFull Access

AWS IAM @ — /L OPERR DFEHIZ DWW Tl,  [Creating an AWS IAM Role] ZZMR L TL 72
S,

2. ~AFI T RREICHATSAWS 7 h U FTIAM v — L& {ER L £,
1. AWS R¥ = A2 FDIAM B—VDIERR (2> Y —)) O ME w7 258 LT, [Require external
ID] 2412 L, FE2 TAE LEAESID 2050 £F17 T, 1AM o —/L&/Ek L £,

2. B EHYTELZa—PF—2THETHITIL, AWS R¥F 2 A oa—/EZ@HRY >—DEH
(avy—N) Oy 7 E2BRLTIIEEIN,

[TAMRoles] 7 4 > KU T, FIZAZv—/L LT, BIOFBETIER LI-n—NE 27V v 27 LET,
[Summary] 7 ¢ > R C, E#BICE R EIL5 [Role ARN] & A ELET,

GE) FIE7 CIAMu—/L bt L CHREET VA &R LIZGAIE., 20— /LARNEAZ A TEE
7,

3. [BHEBRAELE LS, JSON]ZZ VU v 7 L, IRDJISON F¥x 2 A bE AN LET, ZEAR
PRIELET,

GE) IRDISON FFx oA DT I FID I, Cisco SD-WAN Manager EC2 f & A & AT &
LTWET,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Principal": {
"AWS": "arn:aws:iam:: [Account ID from Part 1]:root"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:ExternalId": "[vManage provided External ID]"

RAT9T8 [Ad &2V 7 LET, 77U RTHU Y hOFEMAEZR/RETIIEH T 5121, [Cloud Account Management]
R=UTLI1EZ7 Vv LET, £i2, BEMTONTZAANVPCH T E137 7T R — R0 oA B2
WEEIE, 27U RT T b EAIBRT S ZE B TEET,

55 REO—/NLEEDER
AWS D7 T 0 K7 a— )VEREEEKRT 511X, WOFIEEZFITLET,

AT w71 Cisco SD-WAN Manager ® A = = —7>5, [Configuration] > [Cloud OnRamp for Multicloud] z &R L £,
[Setup] ~< > T [Cloud Global Settings] %~ U v 2 L'¥9, [Cloud Global Settings] 7 1 > U FR /R IILE
7

AT w72 [Cloud Provider] 7 4 —/L R T, [Amazon Web Services] % &R L £,

AT w73 [Cloud Gateway Solution] K2 v 7% 7> ) A h% 27 U v 7 L, [Transit Gateway — Branch-connect] % %R
LET,

* [Transit Gateway—Branch-connect] : AWS 7 70 R TCA VA Z LV A{bESNT N T ¥y M= U =A%
LT, SESERSDNA—T A VI TNA A% T RNO VPCIZHERTED LS ICLET, 20
AT a TR, AWS VPN #fi (IPSec) 7 7'm—F i L £,

AT 74 [Cloud Gateway BGP ASN Offset] 7 4 —/L K2, &z AH L £,
AT 75 [Intra Tag Communication] 3R L £9°, 47 3 L%, [Enabled] % 7-1% [Disabled] T

AT 76 [Program Default Route in VPCs into TGW/Core] Z iR L £9°, 472 3 > (X, [Enabled] & 72| [Disabled] T
@—O

AT 71 [Enabled] & 7-(% [Disabled] 2~ Y =27 L C, [EnablePeriodic Audit] 7 « —/V K& HZhE 713 Wehic LET,
EHREA 2 HHT 5 & Cisco SD-WAN Manager (2 ] T S ICHBEEE A2 Y A—LET, ZOHBE
TIINY 7 7T 00 RTEITEN, AL AR— MR ERESNET,

AT w78 [Enabled] £ 7213 [Disabled] #7 Y » 7 L, [Enable Auto Correct] 7 4 —/v R&ZHZhFE 7138 L £,
HEMEIEA 7 v a v aENCT 5L, BHMAREEN N -S5O, SN XTORIER
R AN HENE E SN E T,

AT w79 [Add] £7/-1% [Update] 27 U v 7 L7,
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B rxtIF50~—t 2y ro—vom

RRA L TZA4R—F Ry FT—Y D%

FIHTIRER T B FOZY —Va T _XTIChblosT, T_XTOTH L FOFRA - VPC
FPRHTEET, NA N VPCRHRHEBZFOHINSD &, VPC OBEIES v v 27 L TEITS
nEJ,

WAL TTAR=F Fy MU =27 ZHRHT 5203, ROFIEEZFTLET,

AT 71 Cisco SD-WAN Manager ® #* = =—7>5, [Configuration] > [Cloud OnRamp for Multicloud] & &R L %37,
[Discover] @ T @ [Host Private Networks] 227 Y ~» 7 L %79, [Discover Host Private Networks] 7 ¢ > R 7 {Z,
I RIHE7: VPC DU A hi3FoR SN ET,

[host VPC] 7 — 7 /WIFIR DI H Y £3,
7TV R —=Var
cTAU N
« RA I VPC 4
« RA N VPC Z7
« 77U hID

« ARA N VPCID

MBS U T, Bz 27 Y v 7 LTVPC W~ RET,
ATw 72 [Region] kKuy 7 HZ VA NE7 U 7 LT, FFEDY —V 3 IZHESWTVPC 28R L7,
ATw T3 [TagActions| 227 Vv 7 LT, ROT 7 v arzFITLET,
* [Add Tag] : R L7= VPC 27 /L—7{L L, T 5D VPCIZRIFFZZ 717 LET,
* [Edit Tag] : SR L7 VPC 2 H D% VI BRIO X 7I2BITLET,
« [Delete Tag] : IR L7~ VPC O ¥ 7 Z#HIEE L £,

BEDORANVPCEX T DO FIZITN—TTEET, AILFXTOTFTOTXTHVPCIE, H—D=2=v k
LRRENET,

D93 KT—b0 A DERK

77U RF—= R yxAX, 77U RRDOKRZ Yy RVPC (TVPC) & R T 0¥y M — ko
A A AL AU LI DTY, 777 B = b0 A Z{ERT 21213, ROFMEZFATL
gﬁj‘o

AT w71 Cisco SD-WAN Manager ® #* = =—7>, [Configuration] > [Cloud OnRamp for Multicloud] % Z&4R L £,
[Manage] ® FiZ& % [Create Cloud Gateway] 2~ U » 7 L %9, [Manage Cloud Gateway - Create] 7/ o > R’/
DERSNET,
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g1 roii ||

AT w72 [Cloud Provider] 7 4 —/V R T, Ru v 7% 71U A K5 [Amazon Web Services] Z R L £,
AT w73 [Cloud Gateway Name] 7 4 —/V RiZ, 7 7T K7 — b U= A LET,

ATy 74 ({LE) [Description] ([ZFiHE AT LET,

AT w75 [AccountName] K v 7 X7 VA NMDLT ATy NGEBRIRLET,

ATYT6 [Region] Ky 77X VALY —Va rE8RLET,

ATYyTT [Ad] %227 Y v 7 LT, HiLWI T RF— by =A 2ERLET,

Y4 ~OER
770 K7 = b =AI2H A M 51213, ROFIEEZFATLET,

ATwF1  CiscoSD-WAN Manager ® A = = —7/> 5, [Configuration] > [Cloud OnRamp for Multicloud] % 3%&R L. [Manage]
DT ® [Gateway Management] % 3% L £7, [Cloud Gateway] 7 « > RUBEREINET, 7—7/IZ
X, 77U RT AU N, ID, VIO REAT "IV M= AL T RS — |
TxA DY ASBRRINET,

779 RTF—= b= Z8IZ, A FEFR, HIBR, EES6IC#ERTE LT,

ATvFT2 HBOZ T RF—FTxA T, [(.)] %27V v L, [Cloud Gateway] Z % L £,

AT 73  [Attach SD-Routing] #7 U v 7 L,

ATv 74 [AttachSites] 7 UV v 7 LET,

RATwF5  [Next] #7 U > 27 L¥7, [Attach Sites - Select Sites] 7 4 > RUNRFE/RINET, 7—7/MIiE, ERL
7ZWAN A > Z =T oA AoV A FRFIRSNET,

AT Y76 [Available Sites] 22H YA & 1 DLLEBR L, Z4U 5 % [Selected Sites] 128 L £77,

ATvTT [Next]#27 Vw7 LET,

AT w78  [Attach Sites - Site Configuration] 7 f > K7 C, [Tunnel Count] # AJJ L E T, b RAEOFHIT 1 ~8
T, 4 b FRVIE 2.5 Gbps O IHIE A #RAE L £,

RATw 79 [Attach Sites - Select Interface] 7 4 > KU T, A > X —T = A ADFEMEASILET, 2O F—T =
A AL, TGW ~D b RV Z BT D72 DI S E 9,
A a5

AT w710 [Accelerated VPN] 4 7' = > C, [Enabled] & 7213 [Disabled] %% L £, AWS Global Accelerator (.
77U ROkt & i b9 2 DRI £,

AT v T 1 [Useselected interface as Preferred Path] 4~~"3 = ", [Enabled] %7213 [Disabled] Z R L £3, ~/LF 7
FJURU—rT7ua—E, BRLIEZWANA LV F—T =2 R&T 74/ hRALE L TRELET,

ATYT12 [Next] #7 VU w7 LET,

ATwT13 [SaveandExit] %7 U v 7 LET, EEDRINT DL, T T FT AL ANEFICER SN2 & 2RT
Ave—UMERINET,

ATV TN THRALADAT — X A&HERT DX, show running cofig =2~ > REMH L £,
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W v roum

ATvT15

BIEDAT —H A%FRKRT HIZIX, Cisco SD-WAN Manager D A = = —7/>5 [Configuration] > [Configuration
Groups] > [Feature Profile] #%R L. [View Details] &7 U v 7 LE£7,

T4~ DYk

ATy I

779 RTF—=h U =A0bHA FEYYEETIZIE, ROFIEZFEITLET,

Cisco SD-WAN Manager ® A == —7>6, [Configuration] > [Cloud OnRamp for Multicloud] > [Cloud Gateways]
EBERLES, 7—7 ML, 7T RTAV M ID, 779 RZAT b FVy M= b =A
LB TURT— I T =AD) A MPRERINET,

ATy T2 BMDI F7 7 K7 =17 =A4T, [.]1%2 7 Y v 7 L. [Cloud Gateway] % ZR L 7,

AT 73 [Attach SD-Routing] &7 V v 7 L ¥,

AT v 74 [Available Sites] 7°5 1 DLL LD A FZFEIR L, [Detach Sites] 7 U v 7 LET,
[Are you sure you want to detach sites from cloud gateway?] £ \V9 A v —U B0 0 RUICERRENET,

RATv IS5 [OK] %227V v LET,
77U RTF—= MU oA IZEHRINTODE A MITIVEES L E T,

ATV T REDAT —H A% FKrT 521X, Cisco SD-WAN Manager ® A = = —7>5, [Configuration] > [Configuration
Groups] > [Feature Profile] Z2 %4 L, [View Details] #27 V v 7 L £7°,

Y4 FOIRE

PA M ERET DITIE, ROFIEZETLET,

AT w71 Cisco SD-WAN Manager O * = = —7>5 . [Configuration] > [Cloud OnRamp for Multicloud] > [Cloud Gateways]
ERRLES, 7—7MUI, 79U KT AT M ID, 2T U REAT . RIVy b= U= A
LB TURT =PV A DY XA MRERINET,

ATvFT2 BHOZ 77 RSP~ T =A T, [..]1%7 VU 7 L, [Cloud Gateway] % Z&4R L £,

AT w73 [EditSite Details] #27 U v 27 L7,

AT 74 [EditSife Details] ¥4 702 7Ry 7 AT, hrFAEANLET,

AT w75 [Accelerated VPN] 7 4 —/L REGRhE XM LES, T 744 FTld, 2D 7 (—/b KL [Enabled] iZ
o TWET,

AT 76 [Use Select Interface as Preferred path] 7 4 —/\ R&EHNE2ITWHc L Ed, T 74V Tl D7 41—
JV K% [Enabled] (272> TV ET,

ATw 77T [Submit] Z27 VY v 7 LET,
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tvroraE-zs

ATy NEE - iR
Cisco SD-WAN Manager D~ v &> 7 U —27 71 —|Z XV Cisco Catalyst SD-Routing VPN (=
J A R) & VPC MO, 3K TN VPC 7 b VPC ~OHERES FIREIC /2 0 £§°, VPCIZH 7
ISV TRENET,

)

GE) SDAV—T 4T TIT70FTNARIZNE, 774NV EDOVRFOLEHETEET, ZOT 7+
Jb N VRF % LT, SD-Routing Cloud OnRamp 7' 7 > FHfii # r L T~ v B 7/ TEE T,
<~y B TIMDOVPN/VREF ZEHT25 2 L 1XCTEEHA, SDV—T 47V Va—vard
E BT, SD-WAN VU =2 —3 a9 D VPN = v B U 7 2% ETE £9, Cisco SD-WAN
& Cisco SD-Routing D )5 D#Efe e fr S D 2 N TEET,

VAT ANERDA T NeREERT D E, VTR N A DFETH) =T a DY
TURTY Y BV I RNERENET, VTV R = U= ABNRRD ) —V 3 NFEELARL
Th, v TA T U NEANTEES, 2—F— <o 7 A7 MIRFFS L,
LW T RS — by Fhid~y B 7oEERRE SN E R INET, 77
T RF—= b U2 A RBRB ) =T a T U RZ A END L, ~ v BT T RRE
NoOY—ya CERINET, AR, F7F08ETISESIERY) —Varovy B
TN BB D[RR H Y, 27D~y B 7137 50 RTERENET,

Cloud OnRamp for Multicloud # 2 = 78— K C, [Management] ® @ [Connectivity] &2 U > 7
L ¥, [Intent Management - Connectivity] 7 « > RUDBERINET, V1 ¥ RUIZIE, B
AT =B A ERDABIPRRINET,

« 22 ;WA AT HE

« JL— VAT LERFH

cHF ATV NERER

kAT NERER

KA T RNEBRER (2T —HD)
[Connectivity] 7 1 > K7 ClZ, RO Z LMW TEET,

« MELZIG U T, B AR 2 RRLET,

s T4 NFMEE Y — |,

cIFESERY -V a DI IR MU A IRFE LRV E ER L ET,

c IV TU RS = U ADPFET HTRTOY —V 3 Tl RE L ET,
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Azure [RZE WAN /\TJ & CiscoSD IL—T 1 T DS

Cisco Catalyst SD-Routing ¥ U = —3 3 > & Azure AR WAN OFEAIC LD, <~ F 7 T 7 K
B @ Cloud OnRamp 73581t 41, Cisco VPN 77— k7 = A % Azure [RAE WAN N7 DR > T —
IRIET T IA T v AL LTRETEET,

ZOMEICEY, TV MRy FU—2 (VNet) ZERT 2MENR/2< 720 Azure
AR WAN 7 %4 LCAR A b VNet Bt 4 BAEGIH CX 5720, 7 77 R —EXOHEE
FTANEBL I E T, Azure AR WAN F. Microsoft Azure 2/ L ChHeifbB L OVHEhME &

NI T T TFno T T0 ROz T 20y hU—F 27— X TT, Azure &HfE
TEDLSDN—T A4 T TTFTNA A% L TRETE T, Azure (KAE T NIT VPN
TR U A ZHERT 5 &, L0 EETIAWEEES RS, FZ7 22y b VNet 23
D356 O L IRE OHIR A TR S v E T,

Host VNets Host VNets

VMs VMs

VPN Virtual
Gateway WAN Hub

Cisco SD-Routing
Branch Site

Cisco SD-Routing
DC

=38 WAN /\ T #i & DL A

SDN—TFT A4 T T30 FenRTYV s 750 RT7FYr—a CHOERIL. Azure D~V
F2 77 KSDNV—T 427 U —2 71 —@ Cloud OnRamp O —ii & L T Azure {iAH WAN 7~
THNTEE SN Azure VPN 77— F 7 = A [T X o TSN E T,

Cisco SD-WAN Manager @ Cloud OnRamp for Multicloud 7 v —|%, #iFif)7e 7 77 KU — 3
YHNOBEFED VNet I L, BIR L7 VNet &4 —N—L A Xy N =7 |ZHRHTEDH LD
WCLET, 2O L D727 U AT, Cloud OnRamp for Multicloud Z 32 &, LA —X
7V w7 7T Rkt & Cisco Catalyst SD /L —T 4 7 % v b U — 7 ZfiiBICHATE£T,

Cisco SD-WAN Manager DX E Y 4 V— RiX, "7V w7 770 KT Hhor MIERT L7290
D Azure [ WAN N7 OB Z HB{L L Ed, £/, ZOov4¥F =R, ~T Vs 757
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Azure {5738 WAN t47—2 7a—navk—xo

R7TVr—varvd, A—N—LbA Xy NT—TADT T FIZNDLEZNLDT 7V r—
varpa——LoloEsiE BEME L £9, Cisco SD-Routing Manager TliX, # 7 & i
LT, 790FHNOY—EADT 74V IVRFEXRXT VI V5T RA LV TITARNT I F ¥
WNOKFED VNet ICv v B 7 TE £,

VNet ™5 VPN ADT v EVY

Cisco SD-WAN Manager DA 7 > MNMEBLU —27 7 —|%, CiscoSD /V—T 4 7 DT 7 % )b
FVRF (77 F x>y bU—7) & VNetfHlOFHE, 35 LT VNet 725 VNet ~DHEE & AIREIC
L¥7, SD/L—F 1 27 & SD-WAN#fii~ v B 7 Ol 2 AN TE £7, SD-WAN VPN
EHICTHE, SDIV—T 47 VRFE 3T 7 4V b THNC /2D £9°, VNet (X, Cloud
OnRamp for Multicloud @ Discover V—7 7 u—TIERR I NT= & 7 CRINET, Azure U —
¥ a YNT VNet # V5B T 5 &, RIUZ 7 %A T 50 VNet 3 L VPN (IZHSN T
~ v B TP ABMICER S NVET,

Cisco SD-WAN Manager DDA 7 v Maftdkd b L, 777 RF—= MU = A BMEET D
V—=a D770 RTCey BV IINERINEST, VIV KT =N =ADRRRDHY—V 3
VFIELRLS Th, vy BV I AT U M ANTEET, vy BT AT MEL #il
WIZ 7 RS —= R Yo A EiE~y BT OERENPRN SN L ZICRFES, FBENE
T VIO RF— b2 ANBERZ) -V a0 T U AZ U 2bERIIBEHEND L, v
YIACT U MRERLDY —Ya U CEBINET, AR, ¥ TERERESESER
V—=Vardvwy o 7GR E 25 RERHY, ¥ 72O~y B TIEI T U RT
EHENET,

Azure R WAN#HE 77— 20—@Oa 2 R—2R 2 b

TIoF T =BT )T JTTRA LT ITANT I FXIZHw T D700
FZURTF—= U zA1E, Azure (REENT VPN 7 — " 2 A R A M54 7=/ R T
T, Azure V V— AT )V—"7" Azure i WAN, Azure VPN 7 — h 7 = o | B I Azure {AE
WAN N7 CHER S AL E T,

JY—RTN—T

FTRTCDO Azure *v hT—F 0 7)Y =23 ) V=R T L—FIZ@/L., UV —ATL—71%
Azure N 7 A7 U a O TFIERESNET, Azure 7 57 KA — N7 = A OBE . Azure R
L WAN & Azure AR WAN NT1X Y Y — R T )—7 O FIC/ER SV E T,

L7eoT, Azure 7 79 K7 — b U = A 2B 2RO FIEL, VY — AT N—T %K
THZETY,

U —RTN—T%VER LT2 5., Azure AR WAN Z Atk CTx 97,

Azure {2 WAN

Azure AR WAN IZ, Azure * v hU—F L JHh—ERAD NNy 7 R—2TT, BEFD Azure U
VAT N—T DO FIEREIET, Azure AE WAN (21E, SARAENT BRI D Azure U —
Va AlB L TWABIRY , HED Azure (KFIEENT 2 EGOL T ENTEET, Azure VU —T 3 >
TEZ 1 DN T OHRBYFR— N ENET,
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. Azure DHETIRE M

V=2 a N Y Y —ATN—TTHRAEWAN ZEE LD, RO AT v 713 Azure R FE WAN
NTEAERRT H 2 & T,

Azure X8 WAN /\ T

Azure [RABWAN N7, 74/ D VRFY A FE VPN — b2 A BLOVNet o7
BEHEEHLET, KENTREREINDE, VPNF— T =A% Azure x> hT—F 7
P —ERIIHETEET,

Azure DHEIREH

o AR — FINDE/NY U —R : Cisco IOS XE Catalyst SD-Routing U J — & 17.13.1,
sAzure 7 U K7 1w b OFEM,
sAzure ¥~ —%7 v N TV A A~NDYHT A7) TS g,

. Cisco SD- WANManager IFA U F =3y MCERR SN TV DRERH Y | Azure T 1D > b
ZRRRET 5 72 912 Microsoft Azure & iB{E CX HAME R H Y 7,

Azure SD JL—T « > % Cloud OnRamp D #IfEEIE

=g T EIERTE A VPN — b = A 1Z 1275103, 7272L, 12D — 3
WCEBDNVAR—2AD 7 T K75 — b xA BERTEET,

* Cisco SD-WAN Manager TiX, 1 2DV YV —A T N —TDIHNPHFR SIET,

cFULYU—a VPN — T oA ENVAR—ZADY 5 RA— T = A ZHHEHE
HIEITTEEREA,

¢« VPN 77— s 7 = A LR WEATT E%%ﬁf%iﬁhoﬁﬁi\mﬁ<k%lﬁ@
NVA R—ZD 7 T 7 R — %ﬁi%#%é IZDHFEITTEET,

SD )L—TF « > F® Azure {R3E WAN /\ T DR

Cisco SD-WAN Manager @ Cloud OnRamp for Multicloud V—7 7 v —%#i i L C. Azure {x48

WAN /7 ZVER L. Cisco Catalyst SD-Routing 77 > F %A 2T T A X—F Ry NU—T F
T2IZARA B VNet D7 7V r—3 g AATHHE L E T, Azure (AR WAN N7 2R ET D121E, K
DHAT ZFATLET,

7 5o > k& Cisco SD-WAN Manager O B83&E [+
7 717 2 k% Cisco SD-WAN Manager |Z BT 5 121%, IROFIEZFATLE T,

AT w71 Cisco SD-WAN Manager ® #* = = —7>5 . [Configuration] > [Cloud OnRamp for Multicloud] % 4R L £,
AT w T2 [Setup] C. [Associate Cloud Account] 72 U v 7 LET,
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ga—nns sy rgeoemesz [

AT w73 [Cloud Provider] 7 4 —/L KT, Kr w7 X 7 U R KD [Microsoft Azure] 38 L £ 7,
ATy T4 LEREREATILET,

TJ4—ILF

BLL]

D307 hoU A

Azure &Y 7 A7 ) 7 g v O&RTE AT LET,

@B (EE

ThHO FOFHAEASNILET, ZO7 04—V RiL
fEETT,

9397 —b+z4A4 TERA

[Yes]Zi®IRLC, 7THUY NIV TV RF—ho=x
A BVERR L E T, T 7 4L b TiX[No] 25&R X T
WET,

T+ hID

Azure Active Directory (AD) ®OID AN LET, 7
F > MID & JLoUF 5113, Azure Active Directory (&
BE) L. [Properties] 7 U v 7 LET,

IR YT 3D

TOU—r 7u—0—E LTHERT S Azure T
27V a9 DIDEANILET,

Client ID

BEFD Azure 7 7V r—a  ID Z A LET,
Azure ADIZT ) r—a VERGET A HE, 7T
AT MDD EREF—Z UGS D k7 & OFEM
WZOWTIE, Azure D R¥ =2 A2 FEZB LT
X\,

W+ — (Secret Key)

7747 bIDICEEMIT LN ARRAT —REA
HLET,

ATv TS5 [Add| 227 Y v 7 LET,

80—V 57 FEREDEME EE

ATy
ATvT2
ATv73
ATvT4
ATv7Th

ATvT6

Zu—sv7 70 RREZIBINE X OEHT 51213, ROFIEEZFEITLET,

[Cloud OnRamp for Multicloud] 7 -« > K7 T, [Setup] = U 7 ® [Cloud Global Settings] =7 V v 7 L7,
[Cloud Provider] 7 4 —/L R C, Rr vy 7 &7 U A KD [Microsoft Azure] Z 3R L £ 97,

T —NVREERET A2, [Edi) 227 Y v 7 LET,
Ja—sVERGEZBINT 5123, [Add] 227 Y v 7 LET,

[Software Image] 7 4 —/L RC, Azure Virtual Hub TEHT 25 WAN = T NRA ADY 7 T =T A A—

TaBRRLET,

[SKU Scale] 7 4 —/L F T, BREZEMHIZHESNWT, Py 7 XU X Mpb A7 —/VEERLET,
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B /svorr—rozqonmess

ATy 717

ATvT8

ATvT9

ATv 710

ATy TN

ATvT12

ATv 713

[IP Subnet Pool] 7 -t —/L K C, Azure Virtual WAN N7 IZEHTHIP V7 %y N — A E2HELET, &
T xRy NI, /16 ~ 24 OFFANDO T VT 4 v 7 ARMETT,

[Autonomous System Number] 7 4 —/L R C, (RFEENT EDeBGPET U 7 D=2V 7V K7 —FU =<
A BMEFAT S ASN 245E L £,

[Push Monitoring Metrics to Azure] 7 4 —/ R C, [Enabled] ¥ 721% [Disabled] ZE&fR L £7, [Enabled] %
BIRT DL, Azure M7 227 Y Foa VIEEMIT N F U RS — U oA A Y v 7 ) Microsoft
Azure Monitoring Service N —Z WIZEMIMICIEE SNE T, TNUHDOA RY v 7iE, X3TO NVA XV
A —|Z%f LT Microsoft Azure IZ X » THE SN TEEINET,

[Advertise Default route to Azure Virtual Hub] 7 « —/V RZ G E XA LES, T 74V M TlE, 2
D7 4 —/V Fid [Disabled] (272> TW&EJ, [Enabled]| %7 UV v 27325 L, ARy NT—IMDHDA
S —F v § b7 7 4 w7 W Cisco Catalyst SD-WAN 7' 7V FREHTY ¥ A L7 hanEd,

[Enabled] = 7213 [Disabled] 22 U 2 L C. [Enable Periodic Audit] 7 4 —/\ R&HZhE /- 1TERhIC L
R

EMEAZ BT D &, Cisco SD-WAN Manager |4 2 FFfl] & ICHEWEEA U HA—LET, ZOHE)
BRIy 7 7T 0 FTEITEN, AL AR— FRERS I ET,

[Enabled] & 7213 [Disabled] % 2 V »» 7 LC. [Enable Auto Correct] 7 4 —/V REZ BN E - IX I L F T,
HENMEEA 7> a 2G0T 5, EMMREEN N T—3nb7-NT, i Ehizd X TolnlE
AlReZeEN HEME ES IV E T,

[Add] 721X [Update] 27 V v 7 L ¥ 7,

D959 RTF— b4 DIEREERE

RATwT1
ATvT2
ATvT3
ATv74
ATvTH
ATv 76

ATy 71

779 K7 — T oA OIERIZIL, Azure (AR WAN N7 & ANT D 2 5D Cisco VPN 47— |k
T ADAUAE L MEETITBRENE ENE T,

770 RT— b0 A ZAEREB LOEHT 51203, ROFIREZFTLET,

Cisco SD-WAN Manager ® A = =—7/>5, [Configuration] > [Cloud OnRamp for Multicloud] Z 8&4R L £ 7,
[Manage] T, [Create Cloud Gateway] %7 U v 7 L£7"
[Cloud Provider] 7 4 —/L RC, Kry XU R )6 [Microsoft Azure] Z i8R L E 7,
[Cloud Gateway Name] 7 4 —/V N2, 77U K7 — U =A DARTIEZANTILET,
({ER) [Description] 7 4 —/LV RIZ, 77U RS — U= OFHAEADLET,
[Account Name] 7 4 —/V R C, Ry 7 X7 U A RNNDS Azure T 7V "4 & EIRL 97,
(7E) PREFCEX D Azure 7 H 7> NI 1 D72 TY,

[Region] 7 4 —/LV KT, Ry X7 U R RNpD [Azure] U —V 2 U ZIERLE T,

GE) V—=YarWNOVPNTF—hU=A1FX1 27200 T, V=3 VICVPNT — T = A Bd D545,
FICLY—YaiZNVAY— N oA ZEETAHZ LI TEERA,
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ATvT8

ATvT9

ATv 710

ATy 71N
ATvT12

ATv7T13

g1 roii ||

[Resource Group] 7 4 —/LV RC, Fay7FHZ o URXRnGY Y —RAT)N—T%&IRNF 5H7H, [Create New]
IR LET,
GH) HLWI Y =RZ V=2l T 55813, BEOTTOI 77 R7— 7 =A ZHlkRT 54
ERHVET, T2, RO 2OD 7 4 —/)L R TH LU Azure {48 WAN & Azure AR WAN N7 %
ERT 2 LERH D £7,

[Virtual WAN] 7 4 —/L RC, Rry 7 X7 U R RnD Azure [RAE WAN 23R L £9°, F720%, [Create
New] #27 U v 7 LT, #H L\ Azure A WAN Z1ER% L £,

[Virtual HUB] 7 4 —/V K C, Rry7H 7 U X S5 Azure AR WAN N7 2@ L E9, F2id,
[Create New] 7 U v 7 LT, # L\ Azure i WAN 7 Z1ERRL L £ 97,

[Solution Type] 7 4 —/L K C, Kra v 7 &7 U A K»b CiscovHub & VPN Z 38R L 97,

[SKU Scale Unit Size] 7 4 —/V R T, Favy 7 &7 U A RnE SKU A7 —/Lba=y A XEER L
E3 RN

[Add] #27 V27 LTVPN Y — b =A ZREALET,

H A D

ATy T

ATvT2
ATvT3
ATvT4
ATvT5

ATvT6
ATy 17
ATvT8

ATvT9

ATv710
ATy N

ATV 712

770 K= b0 =AICH A M o123, ROFIEEZFTLET,

Cisco SD-WAN Manager O A == —7 5, [Configuration] > [Cloud OnRamp for Multicloud] > [Cloud Gateways]
BERLES, 7—7ME 2TV RT AT ID. VTV REAT . RNTUV Y NS T =
AT T TR = T2 A DY A NBRERINET,

779 RTF— b= Z8IZ, A FEFR, HIBR, FFSoiC#ERTE LT,

BHHWDZ 50 K5 —Fo=AT, [..]%227 U v L, [Cloud Gateway] Z#IR L £7,
[Attach SD-Routing] #27 V v 7 L ¥ 7,
[Attach Sites] 7 U v 7 LE 7,

[Next] #7 U >~ 27 LE 3, [Attach Sites - Select Sites] 7 « > RUNEK/RINET, T —7MI2iE, BIRL
72 WAN A » Z =T oA A& FpOo¥ A FRFIRSNET,

[Available Sites] 2> OV A F& 1 DL FIBIR L, i1 5 % [Selected Sites] (28 L £,
Next] 27 U v 27 LET,

[Attach Sites - Site Configuration] 7 « > K7 "C, [Tunnel Count] # AJJ L3, b 8id1 T, HImiE
1% 2.5 Gbps T,

[Use selected interface as Preferred Path] 4~ ~°> 3 >~ C, [Enabled] ¥ 7= iZ [Disabled] Z3&R L F5, ~/LF 7
ZURU—r7a—%, BIRLIEWANA VX —T oA RA&T 74V MR E LTHRELET,
Next] 27 U v 27 LET,

[SaveandExit] #7 U v 7 LET, REDKITDHE, 7T F T3, ANEFICHER SN L 2RT
Ay E—UNERINET,

TINA ADAT —H AZRERT 5121, show running cofig =~ R&EMHA L ET,
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B 5 rouws

ATV T3 BEDAT—HX A%EFKRT HIZIE, Cisco SD-WAN Manager D A = = —7> 5 [Configuration] > [Configuration
Groups] > [Feature Profile] #%R L. [View Details] &7 U v 7 LE£7,

Y4 ~DOYkER
779 RY =R T =A nbYA Ml BT, ROFIEEZFITLET,

AT w71 Cisco SD-WAN Manager O A = = —7>5 . [Configuration] > [Cloud OnRamp for Multicloud] > [Cloud Gateways]
BIERLET, 7—7 MR, VI U KT IO A, ID, VI U REAT R0V M= RU=A
LEBILI TR — MUz A DY R IRERINET,

ATvFT2 BHOI 77 RSP~ T =A T, [..1%7 VU 7 L, [Cloud Gateway] % Z&4R L £,
AT v 73 [Attach SD-Routing] %7 V v 7 LE£7,
AT w74 [Available Sites] 705 1 DLLEOHA K& L, [Detach Sites] %27 U v 7 LET,

[Are you sure you want to detach sites from cloud gateway?] & \V9 A v E—U BT 4 RUICERREINET,
ATvT5 [OK] &7 Vw7 LET,
T RT = AR I TWAY A MNIT VB hvET,

ATV T6 BEDAT—HX A%FRT HIZIE, Cisco SD-WAN Manager O A = =—7)>5, [Configuration] > [Configuration
Groups] > [Feature Profile] # 1% L, [View Details] %7 V v 7 LE£7,

KRR~ VNet DIRH &5 U DIERL

Azure IIENT ZAERR L= S, REBANT DU —V 3 CHRA N VNet #faHH & £9, &RA B
VNet i L CZ 7 &ERT5121F, ROFNEZEITLET,

AT 71 Cisco SD-WAN Manager ® A = =—7>5, [Configuration] > [Cloud OnRamp for Multicloud] % 4R L £,
AT w72 [Discover] V—2 71—, [Host Private Networks] #7 V v 7 L¥7,

AT w73 [Cloud Provider] 7 « —/L KC, [Microsoft Azure] % 3R L £,

AT T4 [TagActions] Re vy 7H T URA a2 Y v 7 LT, ROWTNNEERIRLET,

ul
* [Add Tag] : VNet £721% VNet D 7 )L—7 DX 7 EAER L £,
« [Edit Tag] : IR L7= VNet ODREFD X 7 % H L £7,
s [Delete Tag] : =R L7z VNet D ¥ 7 ZHIFR L £7°,
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Wet25 75050y ko—s WREDT v ELY [

VNet 2 0 & TS VFRy FIT—UVRFODT v EVY

Cisco Catalyst SD-Routing % > N V—72 @ VNet-VRF ¥ v ¥ 7 Z a3 5 121X, RO FIEEE
ITLET,

1R BHHIIZ

VNet 225 VRF ~D~ v B 72 HNZT D121, 1 DE7ZITEED Azure Y — = T VNet
Oty MNEBBIRL, #7%2ERLET, RIZ, ALFT7ZHEHLTVNet &~y B 7957
TV EDVREEZBIRLET, |y FOT T F 47 4 AT 1Y O VNet DB%~ >
v TEET,

AT w71 Cisco SD-WAN Manager O #* = =—7>6, [Configuration] > [Cloud OnRamp for Multicloud] % #&4R L £,

AT w72 [Intent Management] C, [Connectivity] 7 Vw7 LET,

RATYT3 ATV MEERTLHITIE, [Bdi| 227 U v 27 LET,

ATv 74 VRF, BLOZICEE H BN TVWD VNet & 71kt dT 523 IR L, [Save]l 227 U v 27 LET,
[Intent Management - Connectivity] 7/ 4 > R 72X, 77 F VRF £ ZN 6N~ > B 7 I TS VNet
B T OBREAT — 2 ANRERINET, BEOLEHICIE, SESERAT =X REIES 5 OITELD

NIRRT RENET, ERshle~e M) v 7 ZARNOEBLOWTINEZ U v 735 &, [Mapped].
[Unmapped], [Outstanding] ~ > B> 772 & FEMR AT — & A HFRBERRINET,

VNet D B FZ

VNet Z FlAi LT, BHEDZ 7 DY —a VNOTRTDZ T K7 — b7 = A B THEEFED
VNet #» D THR— RKRT U RTHZENTEET, 7T77U K7 — b T =A2KT[Auto] 4
T a URERIREIN TS VNet DA ZFEI Y YT TEET, VNet ODEIV Y TiE, m— KA
TG TN Y AATESWTWET, BlEIZIZZ 7Y RS — U = A ~D VNET ©
THE T EHT X T WEENDTZD, NTT7 4 v 7 OFEIREATIRREMENH Y £,
VNet O il [tagging] ~— T, VNET 22627 77 K5 — h U = A ~DEIEF L~ v B
ThEFRTEET,

AT w71 Cisco SD-WAN Manager ® A = = —7>5, [Configuration] > [Cloud OnRamp for Multicloud] % E&R L £,
AT 72 [Intent Management] 7V —7% 7 12 —"C, [Rebalance VNETS (Azure)] %7 V v 7 LE,

AT w73 [Cloud Provider] 7 « —/L K C, [Microsoft Azure] Z %R L £,

RATw T4 [Region] 7 4 —/LRT, Ky 7 X7 U R KNS [Azure] U —V 3 VEBEBRLET,

GX) Cisco17.131 VU —RATII. 1 oDV —V a3 VIR ETXAHAVPNF— T =413 1 2FF T,

ATY T [TagName] 7 4 —/L R T, RayFHZ U R MNSZ T ERIRLET,
AT 76 [Rebalance] 7 YV v 7 LET,
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Cisco SD-Routing Cloud OnRamp for Multicloud D #8E1E 5k

ROFINZ, ZOFY 22— /LTt LIEHEEICET2 ) U — X FmE R LET, ZoRIT. V7
P77 VU= bLA U THEREDY R— P RBEAINCEEDOY 7 T =T VU —R
FERLTWET, TOMREIL. FHTW O BRWIRD | ZNEO—EDY 7 v =7V Y —

ATHYR—FSNET,

77y b7 bDYR— P BIOT RV T N =T A A=V OV R— MIBET LA KR
K9 %1Z1%, Cisco Feature Navigator /] L £, Cisco Feature Navigator [Z7 7 Z 2 J 5|
I%. https://cfang.cisco.com/IZHEA F 3, Cisco.com DT 77 2 MIMLEDH D FH A,

5= 1: Cisco SD-Routing Cloud OnRamp for Multicloud D e 1ER

HaE

R

)1)—x

HRETRER

Cisco SD-Routing CiscoIOS XE VU
Cloud OnRamp for |y — = 17.13.1a
Multicloud

Cisco SD-Routing Cloud OnRamp for Multicloud i, =~
=TT AWAN /"7 v 27 757 RIZHR L £
To ZOYNF I T IRYVa—varid, ATy
7 7279 R AT T AKNT 7 F ¥ % Cisco Catalyst SD
=T 4 T TR RTHET DDIEILHET,
NHOHERRIZEY, TA R X7 T U RTHRA RS
TWAT Y r—vail7 78 ATEET,
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