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https://www.cisco.com/c/en/us/td/docs/routers/C8000V/AWS/deploying-c8000v-on-amazon-web-services.html
https://www.cisco.com/c/en/us/td/docs/routers/C8000V/Azure/deploying-cisco-catalyst-8000v-on-microsoft-azure.html
https://www.cisco.com/c/en/us/td/docs/routers/C8000V/Azure/deploying-cisco-catalyst-8000v-on-microsoft-azure.html
https://www.cisco.com/c/en/us/td/docs/routers/C8000V/GCP/c8000v-deployment-guide-for-google-cloud-platform.html
https://www.cisco.com/c/en/us/td/docs/routers/C8000V/GCP/c8000v-deployment-guide-for-google-cloud-platform.html
https://www.cisco.com/c/en/us/td/docs/routers/C8000V/AliCloud/c8000v-deployment-guide-for-alibaba-cloud.html
https://www.cisco.com/c/en/us/td/docs/routers/C8000V/AliCloud/c8000v-deployment-guide-for-alibaba-cloud.html
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* Day 0 Configuration
* VNF Secure Boot

* Configuring Console Access
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Z OETIL, Cisco Catalyst 8000V /L— X THHR— F SN TWAHRIEIERNT Vv T 7T 7
Rarvba—T 4T A AR ADY A RZOWTHBLET, RO N w7 TiE, F—
FENTWDENRTV w7 7T REY TV v aaS 7 7V ROy Ea—T 407 4V AH
VADEMICOWTHALE T,

¢« AWS THR—FENDHA LV AZ L AZALT (15 5—2)

* Microsoft Azure THR— FENDHA LV AZ L AZAT (17 —2)

* Google Cloud Platform THHR— hSNDHA VAKX AZ AT (20 X—)

« Sovereign Cloud THAR—FENDHA LV AZ AL AT (21 _X—)

AWS THHR—FEINEA VREZVREZAT

AMIVE, SESERA VARV AFAT BT R—=FLTWVET, A VAFX LV AXAL T o
T AV ARZ L ADOY A XL VEIR AE Y EEPRE D £77, Cisco Catalyst 8000V Tlx, KD
A VAR AL TN R— SN TWET,

1) —RES HR—FEINTWES VREZVREALT
Cisco IOS XE 17.13.1a * t3.medium

* c5.9xlarge, c5.2xlarge, c5.xlarge, c5.large
* c5n.18xlarge. cS5n.4xlarge

* c6in.8xlarge, co6in.2xlarge, co6in.xlarge,
coin.large
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B wscok—rsharozs025847

1) —RES

HYR—rENTWES VREVREAT

Cisco IOS XE 17.12.2,
Cisco IOS XE 17.12.1

* t3.medium
* c5.9xlarge, c5.2xlarge, c5.xlarge, cS.large

* c5n.18xlarge, c5n.9xlarge. cSn.4xlarge.
c5Sn.2xlarge, cSn.xlarge, cSn.large

Cisco IOS XE 17.11.1a

* t3.medium
* c5.9xlarge, c5.2xlarge, c5.xlarge, c5.large

* c5n.18xlarge, c5n.9xlarge. cSn.4xlarge.
cSn.2xlarge, cSn.xlarge, cSn.large

Cisco IOS XE 17.10.1a

* t3.medium
* c5.9xlarge, c5.2xlarge, c5.xlarge, c5.large

* c5n.18xlarge, c5n.9xlarge. cSn.4xlarge.
cSn.2xlarge, cSn.xlarge, cSn.large

Cisco IOS XE 17.9.4a
Cisco IOS XE 17.9.4

Cisco IOS XE 17.9.3a
Cisco IOS XE 17.9.2a
Cisco IOS XE 17.9.1a

* t3.medium

* c5.9xlarge. c5.4xlarge, c5.2xlarge,
cS.xlarge. c5.large

* c5n.18xlarge, c5n.9xlarge. cSn.4xlarge,
cSn.2xlarge, cSn.xlarge, c5n.large

CiscoIOS XE 17.8.1a

* t3.medium

* c5.9xlarge. c5.4xlarge, c5.2xlarge,
cS.xlarge, c5.large

* c5n.9xlarge, cSn.4xlarge, c5n.2xlarge.
cSn.xlarge, c5n.large

Cisco IOS XE 17.7.2
Cisco IOS XE 17.7.1a

* t3.medium

* c5.9xlarge, cS5.4xlarge, c5.2xlarge,
c5.xlarge, c5.large

* c5n.9xlarge, cSn.4xlarge, cSn.2xlarge,
cSn.xlarge, cSn.large
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1) —RES

HYR—rENTWES VREVREAT

Cisco IOS XE 17.6.6a
Cisco IOS XE 17.6.6
Cisco IOS XE 17.6.5a
Cisco IOS XE 17.6.5
Cisco IOS XE 17.6.4
Cisco IOS XE 17.6.3a
Cisco IOS XE 17.6.2
Cisco IOS XE 17.6.1a

* t3.medium

* c5.9xlarge, cS5.4xlarge, c5.2xlarge,
c5.xlarge, c5.large

* c5n.9xlarge, cSn.4xlarge, cSn.2xlarge,
cSn.xlarge, cSn.large

Cisco IOS XE 17.5.1a

* t3.medium, t2.medium

* c4.8xlarge. c4.4xlarge, c4.2xlarge,
c4.xlarge, c4.large

* c5.9xlarge, c5.4xlarge, c5.2xlarge,
cS.xlarge, c5.large

* cSn.9xlarge, c5n.4xlarge, cS5n.2xlarge,
cSn.xlarge, cSn.large

CiscoIOS XE 17.4.2
Cisco IOS XE 17.4.1b
CiscoIOS XE 17.4.1a

* t3.medium, t2.medium

* c4.8xlarge. c4.4xlarge, c4.2xlarge,
cd.xlarge, c4.large

* c5.9xlarge. c5.4xlarge, c5.2xlarge,
cS.xlarge, c5.large

* c5n.9xlarge, cSn.4xlarge. cS5n.2xlarge,
cSn.xlarge, c5n.large

A VAR AT A T OEMIONTIL, AmazonEC2 A V AHX VAR A THBHL T E &N,

Microsoft Azure TH R— FENBA 2 RFVREA T

KD2, 4, BELREODNIC VY a—arFrFb—NI, BIfE. X7V v 2759 KD
Microsoft Azure ~—7%7 v 7L A A CRMEEIH TV ET,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |


https://aws.amazon.com/ec2/instance-types/
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CiscoIOSXE ') 1) —X

HR—bFENBAVRE VR4 TELUY
R—rEhBHEXNIC

Cisco IOS XE 17.13.1a

* D4 v2/DS4 v2
* D3 v2/DS3_v2
*D2 v2/DS2 v2
* Fl6s v2
* F32s v2
* D16 _v5

Cisco IOS XE 17.12.2,
Cisco IOS XE 17.12.1

* D4 v2/DS4 v2
* D3 v2/DS3 v2
*D2 v2/DS2 v2
* Fl6s v2
* F32s v2
* D16 _v5

Cisco IOS XE 17.11.1a

*D4 v2/DS4 v2
+D3 v2/DS3 v2
+D2 v2/DS2 v2
* Fl6s v2
* F32s v2

Cisco I0S XE 17.10.1a

* D4 v2/DS4 v2
* D3 v2/DS3 v2
* D2 v2/DS2 v2
*Fl6s v2
* F32s v2

Cisco IOS XE 17.9.4a
Cisco IOS XE 17.9.3a
Cisco IOS XE 17.9.2a
Cisco IOS XE 17.9.1a

* D4 v2/DS4 v2
* D3 v2/DS3 v2
*D2 v2/DS2 v2
* Fl6s v2
* F32s v2

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK




I NITYwoBEUYTY laaS o 57 RIZE T3 Cisco Catalyst 8000V DE MY K1) v o X

Microsoft Azure THK— b 34 vz 8024547 [

CiscoIOSXE ') 1) —X

HR—bFENBAVRE VR4 TELUY
R—rEhBHEXNIC

Cisco IOS XE 17.8.1a

* D4 v2/DS4 v2
* D3 v2/DS3_v2
*D2 v2/DS2 v2
* Fl6s v2
* F32s v2

Cisco IOS XE 17.7.2
Cisco IOS XE 17.7.1a

* D4 v2/DS4 v2
+D3 v2/DS3 v2
*D2 v2/DS2 v2
* Flos v2
* F32s v2

Cisco IOS XE 17.6.6a
Cisco I0S XE 17.6.5a,
Cisco IOS XE 17.6.4a
Cisco IOS XE 17.6.3a
Cisco IOS XE 17.6.2a
Cisco IOS XE 17.6.1a

* D4 v2/DS4 v2
* D3 v2/DS3 v2
* D2 v2/DS2 v2
* Fl6s v2
* F32s v2

Cisco IOS XE 17.5.1a

*D4 v2/DS4 v2
+D3 v2/DS3 v2
+D2 v2/DS2 v2
* Fl6s v2
* F32s v2

CiscoIOS XE 17.4.2
Cisco IOS XE 17.4.1b
Cisco IOS XE 17.4.1a

* D4 v2/DS4 v2
* D3 v2/DS3 v2
* D2 v2/DS2 v2
*Fl6s v2
* F32s v2
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. Google Cloud Platform THR— k&S b4/ 2 REVRE4 T

Google CloudPlatform TH/ R— kSN 5/ VRA VR A A
-

CiscolOSXE 1)) — |[HR— SN TWEA VREVRAALT pe

R

Cisco 10S XE NI : nl-standard-4. nl-standard-8 BYOL @ #
17.13.1a

CiscoIOS XE 17.12.2 N1 : nl-standard-4. nl-standard-8 BYOL ® %
Cisco IOS XE

17.12.1a

Cisco I0S XE NI : nl-standard-2, nl-standard-4. BYOL D4
17.11.1a nl-standard-8

Cisco I0S XE NI : nl-standard-2. nl-standard-4. BYOL @ #
17.10.1a nl-standard-8

Cisco IOS XE 17.9.4a [ N1 : nl-standard-2. nl-standard-4. BYOL & #

Cisco I0S XE 17.9.3a | 11-standard-8
Cisco IOS XE 17.9.2a
Cisco IOS XE 17.9.1a

Cisco IOS XE 17.8.1a [ N1 : nl-standard-2. nl-standard-4. BYOL ® %
nl-standard-8

Cisco IOS XE 17.7.2 N1 : nl-standard-2. nl-standard-4. BYOL D%
Cisco 10S XE 17.7.1a | n1-standard-8

Cisco IOS XE 17.6.6a N1 : nl-standard-2. nl-standard-4. BYOL 7
Cisco IOS XE 17.6.5a | 1 -standard-8

Cisco IOS XE 17.6.5
Cisco IOS XE 17.6.4
Cisco IOS XE 17.6.3a
Cisco IOS XE 17.6.2
CiscoIOS XE 17.6.1a

Cisco IOS XE 17.5.1a [ N1 : nl-standard-2. nl-standard-4. BYOL O %
nl-standard-8

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



I NITYwoBEUYTY laaS o 57 RIZE T3 Cisco Catalyst 8000V DE MY K1) v o X
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CiscolOSXE ') 1) — |HR—FSINTWVBAIVREIVREA4T  |iE

A

Cisco IOS XE 17.4.2 N1 : nl-standard-1. nl-standard-2. BYOL ®#

Cisco IOS XE 17.4.1b | nl-standard-4, nl-standard-8 BT —Flay ho—35
CiscoIOS XE 17.4.1a ET— ROWFEYR— b

Sovereign Cloud THR—FEINEA VR I VARBZAAL T

% 2:Alibaba Cloud (F[E) THR—FEINBAZXEUR

CiscolIOSXE ') ') —X A VRBUREA4T (BYOL DH)
Cisco IOS XE 17.9.1a * ecs.g5.large
Cisco IOS XE 17.8.1a * ecs.g5.4xlarge

Cisco IOS XE 17.7.2
Cisco IOS XE 17.7.1a
Cisco IOS XE 17.6.6a
Cisco IOS XE 17.6.6
Cisco IOS XE 17.6.5a
Cisco IOS XE 17.6.5
Cisco IOS XE 17.6.4
Cisco IOS XE 17.6.3a
Cisco IOS XE 17.6.2
Cisco IOS XE 17.6.1a

®3:AWS (FE) THR—FENBIVREI VR

CiscolOSXE ') ') —X AVRBVARBATS
Cisco IOS XE 17.9.1a * t3.medium
* c4.large,

* c5.Jarge. cS5.xlarge. c5.2xlarge.
cS5.4xlarge, c5.9xlarge
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. Sovereign Cloud THR— bEN DAV REVREAT

CiscolOSXE ') 1) —X A2VREVRBALT
Cisco IOS XE 17.6.6a * t3.medium
Cisco I0S XE 17.6.6 . ¢4 large.,

Cisco I0S XE 17.6.52 * c5.Jarge, cS5.xlarge, c5.2xlarge.
Cisco 10S XE 17.6.5 c5.4xlarge, c5.9xlarge

Cisco IOS XE 17.6.4
Cisco IOS XE 17.6.3a
Cisco IOS XE 17.6.2

Cisco IOS XE 17.6.1a
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EE VMOERBIC 77— 727 E— R% (BIOSH)HEFL, F/RI3F0WIZ) Z2HETHZ LT
T EH A,

s VMware ZAf: (24 <X—)

o IR— F N TV D VMware HERE & 2/ (27 X—)

« vSphere Z il L7- VM ~® OVA DR (31 ~<—2)

« COT 2] L72 VM ~® OVA DR (34 =—3)

eiso 77 A NEMH L VM OFEMER (40 =X—)

« VMware ESXi # i CO/ X7 p—~ v ADm L (42 =2—)

VMware £

WOFEIZ, CiscolOS XE 17.4.1 LUBED Y U — R %A# 9% Cisco Catalyst 8000V TH AR — k X4
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VMware ESXi 7.0

CiscoIOS XE 17.14x V U — X
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Cisco IOS XE 17.13.x
Cisco IOS XE 17.12.x
CiscoIOS XE 17.11.x U U — X
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Cisco 10S XE 17.9.x
Cisco 10S XE 17.8.x
Cisco IOS XE 17.7.x
Cisco IOS XE 17.6.x

VMware vSphere Web 7 7 1 7
VDR =T a3 70BET
6. TN HR—FEZHTWET,

VMware ESXi 7.0 35 X (Y ESXi
6.7

CiscoIOSXE 17.5x U U —RA

VMware vSphere Web 7 7 A T
VRONR—=T g 67 BT
6.5 AR—FINTNET,

VMware ESXi 6.7 3 X TV ESXi
6.5

CiscoIOSXE 174x UV U —2=

VMware vSphere Web 7 7 4 7
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6.5 MR —FINTNET,

VMware ESXi 6.7 3 X O ESXi
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v MRRETT,

+ vCPU : Ik ® vCPU
+1vCPU
« 2 vCPU
*4vCPU :

* 8 vVCPU

BRIENTAR— I TWET,
: 7K 4 GB @ RAM #1104 T35
: 5K 4 GB @ RAM 10 Y T8
% 4 GB @ RAM #1104 THNEE

D K 4 GB O RAM E| 0 XY TR ME

« 16 vCPU : {8 GB ® RAM |V 4 TN (CiscolOSXE 17.11.1a LA TH AR — K)
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Evk AVAPM=NEEDBENIZ, BXF 2T 7 — FREICODWVWTESHELTBWVWTLZIWN, &
X a7 7 — FOFEMIONWTIZ, VNFEFXF 27 77— FoFEME (1632—) #BBLTL P
YA

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK
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HHR— kSR TS Mware 18t & 126 ]

HR— kSN TLVS VMware HHE & 124E
VMware CiZ, AT 7V r—ra 2B LEZY, 8, BiT. vy Mo, IR L
DEIEZFIT LD T 572003 F I E e BIEN T R—FahTnE T,

T OEEO—ERTIL, VM OFATREREN R S, HREFCETINE S, T4 4
LDIRBEIZ N T 7 4 v VB HEDRENEGENTWDEEE, o714 MREZFHAE-I3HET S
LB T — WEHER, FIEIA v E—YRNa—HF—Dar VY —IFEREINET, &
TEDHNZFEDNWTHIE SN ARFREOLEIR., INOOWELEEEZIE R FEHTEE
£

(YR — F & TV 5 VMware #EFE & #afE : A hL—U4 73 3 > (vCenter Server & vSphere
Client ©[&J7) | DFIZ, Cisco Catalyst 8000V TH AR — h 415 VMware DIHE & #fEZ R L
F£3°, VMware DHERE & BAEOFEMIZ OV TIE, VMware D~ =27 /L #ZH LT EE0Y,

Cisco Catalyst 8000V D J~_XT D/ 3— 3 > TR D VMware FERETRS T OBIEIX A — h ST
FHAD, Ty b Ruy T O, BEIOZEOMOT T —HELHET LI AT %
KO ETHNE, P R—= FIBADONR—=V g o THHEARB LT TE T,

« WY Y —A AT a—1U 7 (DRS)
o M PR 1

« 5B

« A FwFa v b

- L

— B R %5 #EE (vCenter H—/\—)

& 4:9RK— F SN TS VMware #EE S & HRVE - —HRHEE (vCenter Server D #)

HR—brEhTWEI VT« SRBA

T4

i TR~ v EIIT L —FEERLEZY . R~y T oL — MIER L
Y TEET,

BAT F—HARNL—UREFPHEA N —VORI UEITICHDREITEH, JiE < v DLk
EBEARBIOMEILUERETZ 7 A NARH LWWER MBI S E T,

VMotion VM OFETHIZ, & WEY— "SR OYEY — N VM B8 T 9,

FrFL— b TUoT L —bEREY L LTERITAZEICEY, TV — FEBEH L TH
LM~ U ERR L E T,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |
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. £/ (vCenter 4 —/\—& & U\ vSphere Web 7 S5 1 7 > b DIFA)

24 (vCenter H—/N\— & L U vSphere Web ¥ S 4 7 > FDIEE)

R 5:FKR— kSN TS VMware #8E & 1R4E - #81F (vCenter Server 35 & U vSphere Client Di5&)

HYR—rEhTWdTY

FATA

B

BIRA PR~ OEREEANL, TANAXL—T 4 T VAT LBA VA =L ERTH
WEF AN AR —F 4 S AT AT — N LFET,

HIRA 7 BIRNFHES AN D E TR~ U 2EIE LET, BRA 7 A7 a ik, TiEdl )
BIRA 72TV ET, 2T, B~ v OBRa— R25| Xk 2 LIS L, #IiZ
KRe L £,

XY hFETY Ty hET L (TRAER) BIRAT) 1L, VMware Y — L EZHH L THF A~ AL —
TAT VAT EDT L —A T Uy NE U UEFEITLUET, BFEDRMN (VMware
V=V VA R ENTWRWGEER, A NEIRL—T 4 VT VAT ABMEIEL
TWAEARE) TiE, ERICY Yy hFU L TERWI ENHY, BIRA 7 A7 =
CEFEHTAMLEND D FT,

— e I A8~ v e —HRE IR L E9,

Ut b/ R~ R L, FES) (V7 —h) LET,

OVF OAERL, T4 L7 NINOEED 7 7 A VTHEREINS OVF Ry r—U0%, [EMEETHRESN
1T AR 77 A NVEGLE~ v OREE X v 7 F v LET, OVF Sy r—V%
O—HN AL a— Rl AR— NTEXFET,

OVA DYERL OVF o r—/5 0 FL— B 1 DO OVA RN A —V T 7 A VEER TE £, #

19 BHE, OVADEANEZ D 9, Iz 21E, WebW A FmbFyrmn— KL
D, USBXF—%Z N LCRBEILIZVTDZENTEET,

R6:FR— FENTULVS VMware #Ee & 18145 - v T — 2 #ke

HHR—rEIATLBTY
FATA

Ll

T AH IMAC 7 KL A

vCenter Server & vSphere Client O 5725, (IR Y NV —27 7 X7 XD MACT FL A
FETRECTEET,

431 VSwitch

vCenter Server 7> 5 MDF, vCenter Server 7 — 4 & 2 % — E® 1 £ D vSphere Z3 A A
FCT, T—H 2o H—DOFTRTOEERA MIHTE21Ry NT—7 FT77 4 v 7 BT
xFET,

7

BRAMEOABIn— R AT T et L ET,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



| VMware ESXi BEETOA >R k—L
INFLCET RSN

HR—FEhTWNBTY |56
F AT 4

NIC v — R /NF > 7 |vCenter Server & vSphere Client Dfi 526, R— R AT v 7 R o—b 72— A4 —
N=RY—=IZE0 TEZTIPE LTSRS, THT IR TRy NU—=7 8T 7 v
NI LHEE, NI T4 v I EFN—T 4 T O HERRETEET,

NIC F—=3 7 vCenter Server & vSphere Client D[l 5726, AR AA » F 23 NIC F— L% TAED 2 HD
TN TETAIERT DRy P Ty I TEET, ZHICEY . NICF—
AT, A= —HELTE2REETZN->T, MRy NUV—7 LEER Y FU—7
MO N7 74y 7 OAREIAET D, N— R = TEESCK Y MU — 7 EHEORAERF
Ry v T Tzt — "=t L E 3,

GE) NICTF—I 72k, 23D ARP 73X/ R H3 Cisco Catalyst 8000V (27 F v 7 o
Y7 L, CPUNBAMIZRLZBENRHY 7, ZOWRREZELEEYT 521X, ARP
WNry NOBERO L, T2 T4 7-T7T 47T, T2 T 4 T-AX LA
ELTNICTF— 7 %RELET,

vSwitch vCenter Server & vSphere Client D[iij 57>5, vSwitch (X1 A ¥ 28R A v~ F O/ N—
¥a T, vSwitch TiE, R~ TR I 74 v 7 2WNEINICV—T 4 7 TE,
MRy NI —2712) 7 TE £, vSwitch ZEHT 2L, Hikry hU—2 THT X
DR Z M AG DY, ZOTXTZMTEE N 74 v 7 208 TEET, WHNIC
T =)A= N—Z BT 5 K 92 vSwitch R ETH 2 &L T ET,

A TRASEYT«
Y

(E)  CiscoIOS ~— 2D @E A ML, Cisco Catalyst 8000V A > A X L ATIIHAR—FINTWHEHE
ho EATAMEIX. VM ARA R TORYR— b ET,

R7:HR—bEIN TS VMware EeS K URE : 1 FTRASE T+«

HYR—bFEATWERI VT4 T4 ERBA

VM LD TRAZEY T ¢ FRU—F 4 VT VAT ADEEET=ZTHIDIC,
VM L~ DNA T XA Z YT 4 TE, VMware N1 7
RATGEYT 4 JTAZON—FE— MEREE=F L
F9, 2—VREOHIFETIZ, HELEME~ D
N=hE—= FRZESNTWARNE, BEEXRE S E
T VM L)L A TRAFE YT (1L, VMware
vCenter Server Z{HfH LT VM DO VU V— R F— L& {ER%T
LT EIZEoTHEMEEINET,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |
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. A bL—=UF T3> (vCenter H—/3—F & U vSphere Web ¥ 5 1 7 > FDIHFE)

Y R—FSAhTWEBIVTA T«

B

RAR LA DNANATRATEY T ¢

WME Y — T =X T 57O — " Eoz—Y = |
Tk, "—hE—=FMRKbhzE&xiz, VY—R TF—)
NOMD Y — o DA% T HTXTORE~ D
MEB A BEICHIE TS L91E, VY —RX T—1H
D DOYP— R D/N— b — &R LET, "A B L
NNDNA TRAZTEYT 4%, = NEITARA D
VY —R 7 —)VZ&{ER L, vSphere T/NA T XA Z Y
TAEAX—TNMITDHEIZESTA R—T MR F
75

T

A TNAZENT 4 T 52 & T, ESXidRA D
MR EMEN AN/ D £9°, Cisco Catalyst 8000V /L— & %
FATT 2 VM OMEEE LGS D L. 7T AZNDR]
DRANMIEA LX) VMBMERSNET, 7I74~ UK
A NBEIETSE, BH U F VERARD VM A Cisco
Catalyst 8000V D77 A < U VM Z 5| Efk &£,

ALL—PF T 3> (vCenter —/N\—E K U vSphereWeb V7 S5 14 7

v rDI5E)

R 8:HR—FEINTULVS VMware #REE 121F : R fL— F T2 3> (vCenter Server & vSphere Client D7)

YR—FEIATWEI VT A T4

B

A NLb—U A7 3 (vCenter Server 35 & UY vSphere Client
D7)

o—h)L A KL —Y

n—%L A R L —UF ESXi AR A MNIZH HNERAN— R
FAAZIZHVET, a—HhL ARL— TS R T
BAHRANCEREREIZEEEYR—- N LERA, B—HL
A=Y TNRAALEOT—X ARTIE1HDHEA M
fFoToHT I/ BATEET,

PR b L—Y =y b

LA B L — 1T Cisco Catalyst 8000V A A X > A % J&
BCEEd, ZOAEARL—VLE, A L=V Y
7 F*v bU—2 (SAN) OZ L TY,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK
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vSphere Z{EF L 7= VM ~® OVA O &R .

HR—FEATWBRIVT AT« SRER

USBA ML —YDv 7y hELIF/RAAL— Cisco Catalyst 8000V (ZUSB A7 1 v 7 it L, A b L—

VTN AL L THEHATEET, ESXi TiX, USB =2 |
17— %8BI L., CiscoCatalyst 8000V |ZF 4 A7 T /3A A
ZED Y TOHLERDHY 7,

« Cisco Catalyst 8000V |Z7x v s 7*F 7' Z %R — K LT
ESCRN

c —EIMHHTEDUSBT 4 A7 DFRy 7T 7%
TR AE, 2 BOHRTT,

cUSBNTZEHR—FSNTHEEA,

vSphere Z{EH L 1= VM ~ OVA O EF

Cisco Catalyst 8000V OVA 7 7 A /L/Xw r— % il LT, Cisco Catalyst 8000V % VM (Z 25
T&EET, OVA/ Xy —UI|ZiFE, CiscolOS XE U U — R & HR— FRFRDNA 73—/ F|Z
HKAONWET 7LD VM BRENASTWD OVE 7 7 A VNG FENTWET,

HIRFRS X UVEH

OVA Ny 75— % VM IZEBT 25613, IROFIRFE EH Sh £,

A CPU B EZ A H L7-35A 1%, Cisco Catalyst 8000V A ' A X A% U 7 — NTHMEND
D ET, RAMEID Y TOLEE T, Cisco Catalyst 8000V A > AKX > A% ) 7 — N HMLEE
b FEHEA,

OVA /Ny r—IZid, AR CPUREZIEBIRT H 47 a vBH 0 £,

OVA BT 2356, VMIZIEL, OVFEEREZ v A VAIZ 1 AL iso 7 7 A VI 1 BOEFE
2 BOE CD/DVD R 7 A 7 BUEETT,

VM ~® OVA D EFH

ATy I
ATy T2
ATvT3

VMware vSphere 27 74 7 N CIRO FEEFEITLET,

VMware vSphere Client (22 271 > L £,
[vSphere Client] A == —/N—/1 5 [File] > [Deploy OVF Template] % 38R L £ 77,
OVA 7 — T, BERI$ 5 Cisco Catalyst 8000V OVA DXL 2EE L £9, [Next] 27 U v 27 L%

OVA (2R3 % 1E# % /<9 [OVF Template Details] BAE RSN ET, [Next] 227V v 7 LET,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |
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B w~oonossm

ATvT4
ATy TH

ATvT6
ATy 17

ATvT8

ATvT9

ATv 710

[Name and Inventory Location] T, VM O£ HiZfEE L, [Next] %27 YV v 7 LET,
[Deployment Configuration] T, RB v XA =a—nbERN— R = THET BT 7 A4 )L ZiER
L, Next]Z#7 U7 LET,
[Storage] T, VMIZEHAT 2T =X A NTEBINLET, [Next] 27 U v 7 LET,
[Disk Format] T, 7 4 A7 74—~ hOA T a U ERIRLET,
* Thick Provision Lazy Zeroed

* Thick Provision Eager Zeroed

GE) [Thin Provision] 473 a 3 ¥ A — F S TWER A, [Thick Provision Eager Zeroed] 47> a >
BIRETDE, A A M= VITRREIRDNY £T0, BN AT =~ A2 HONET,

Next] Zz27 U v 27 LET,

[Network Mapping] T, Frvy 77X UA ML T, skExry NU—27 RIZ1 DL EORER v &
V=0 A F =T = A H—F (NIC) &IV U TES,

OVA DEBRFHZIER SNTZ3 ODF 74/ FWIC DXy N —7 <y BV 7 2@IRLET, 7—h A

N o TFTanRT 4 ERETHEEIZ, V—FOEHRA X —T oA AV v B 7§ 5HVNICZEIRT

xET,

GE) 7= hMANT T TanT g 2BRBT 5L, VAT AF2—F =3O VM 2L Lo & L
TWH W LET, 207D, VM a2 BEERT L&, BEFEOR Yy MU —F 2 FRRIEN T~ THI
PrEnEd,

[Power On] IRFIZHEET 5 VNIC Z#IRL £ 9, [Next) 227 U v 7 LET,

OVA 7> 7 L —  Z{#i f§ L 7= Cisco Catalyst 8000V DA > A h—/LWR5E T35 &, BIND 250 yNIC 73
EY YCTHNE T, Cisco Catalyst 8000V [T A 10 D yNIC Z ¥R —+ LEF, VM TEMD yNIC % F
BCTIERT DM ERH Y £7,

VM O7 a7 2R ELET,

GE) 7—FANT v FuaRT o2 EETLE, VAT AT —DFHO VM 2B L LS & L
TV W LEST, TDd, VM ZHEETHE, BEFEOR Y N —F 2 FRENTTHI
FREnvET,

GE) VMIERRED T — R A T w77 aF 1347 a T, 2nbo7axs 2R/ ELT,
BETAHETO VM il et Ya =/ TxFE 1,

KI:OVAT— R Sy TDTANRT 4

Ja/87 4

BLL]

T=hANT T OTENT 4

ay Yy —)b o= )LE— RERELET,
X E R[REZR M ¢ virtual, serial
Login Username N—Zpousfra—YP—ZERELET,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK
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w~oovanEs I

pAVAG

Bl

a2/ Ay RAY—FR (Login
Password)

N—rDal A AT — REZELET,

EBHA LA —T A A

Cisco Catalyst 8000V A > A X L ADEHA L X —T = AEFFELET,
IZ GigabitEthernetx ¥ 72 1% GigabitEthernetx.xxx THHMLENH D F7°,

(3¥) GigabitEthernet0) o > % —7 = A AT R—F w720 £ L7,

R vWLAN

dotlIQVLAN A > % —7 = A A% 5% L £, GigabitEthernetx.xxx XA H L
TEHA V=T oA RERET DMENDH Y £7,

A LB —T A AIPVAT KL R/
<A

A LA —T 2 A ADIPVAT RLAEH TRy h~ RV EZERELET,

Management [Pv4 Default Gateway

IPVAERT 74NV N =02 T RLAZHELET, DHCP ZHEHT 5%
Bk, 74—V RIZ Tdhep) EATILET,

EHIPv4 F— T = A

IPVAEBRT 74V N — T2 T RLAZHELET, DHCP 2 {4 %4
A, 74— RiZ Tdhep) EABLET,

EHIPV4 * v hU—7

B — N ANV —TFT 4 7T 5HIPvAR Yy hTU—27 (1192.168.2.024] =X
[192.168.2.0255.255.255.0) 72&) ZHELET, T 74/ hb— 1 (0.0.0.0/0)
DR, ZHOEFICTAHZENTEET,

PNSCIPv4 7 KL A

Cisco Prime Network Services Controller ® IP 7 KL 2 &3k E L £7°,

Z DFXEIL, Cisco Prime Network Services Controller % f# ] L C Cisco Catalyst
8000V A A& A% ) E— F CEHET LA S ET,

N—H 4

N—Z DRA MM ERELET,

Uy =277 lL—h

VY —2570 71— R ELET,

BXE FIHEZRME : default, service plane_medium, service plane heavy

SCP #— R—D A%k

10S SCP #¥REAZ BT LE T,

SSH v 7' A > OFZME & Telnet 7 7
A DENL

SSH #fifi L7z ) E— b /A &ML, Telnet 40 Liz ) E— b o
VEBGNILET, vl A a—YP—Z L RAT— RERETHLERHD F
‘a‘o

BIMORET 08T o4

Enable Password

Eete (Bab) 77 B AHO AU — RERELET,

Domain Name

Xy NI =7 RAAL U ERELET,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |
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B corzEmRLEwWMA0 VADER

PA=VAG P B
License Boot Level Cisco Catalyst 8000V 1 > A ¥ » ADREFHHEH AR T A B A T 7 /1
U= bV ERELET, AR T A AL VUUTIRO LB Y T,
* network-essentials
* network-advantage
* network-premier
(GE) CiscoDNAT A & v ZDFEMIZOWTIL,  [Cisco DNA Software for
SD-WAN and Routingl] # & L T 72 &0,
N—BTaNRT A OREETET LIeH, [Next) 227 Vv 7 LET, 77— bEREET S & XITHEH
SN 5% IE % 7177 [Ready to Complete] i 23 FR S E T,
N—F DT — R MEIZ, T AT s bRETEET,
ATy TN VM OERZ HENNIZA 12T 5121, [Power On After Deployment] 3% L £ 9,
ZF w712 [Finish] %27 U v~ LT OVA #EB L £,

OVA IZ XY .iso 7 7 A /VHNERH & 41, [Power On After Deployment] 5% iE 38R LTV DAL VM D
IR HEIICA 2720 £9, VM OFBJRNA 12725 & Cisco Catalyst 8000V 7 /31 A2 XY A
A M= BIOEEB T ARG INET, 7 hMA NI v TRET 7 A VDB OVAILEEN TV DY
A, A ZREDHBICAE ML SN E T,

FEAHIZDUWNTIX,  [Booting the Cisco Catalyst 8000V and Accessing the Console] Z &R L T 7230,

COT Z{=RA L= VM ~® OVA O

Cisco Catalyst 8000V OVA 7 7 A /L3 7 — U % ff] LT, Cisco Catalyst 8000V % VM (T &5
T&E9, OVA /Sy —2Zi%, CiscolOS XE U U — & & YR — R RD/NA 78— P
HANWTET 7NV D VMBEEDBASTWNWDOVE 7 7 A AREFENTUVET, VMware vSphere
F7201FX COT £7-13 48 OVFE Y — V&2 L COVA g T& 9, Zok7 v a T,
COT M L7 B FEIZ DWW TR L £ 7,

L3l OVF Y —/uid, 1 DLl kD VM OJEMEZ{ER L, Cisco Catalyst 8000V V7 7 =7 & 7
LA VA M—/LLTVM ZHHEIZEBHBTE 5, CiscoCatalyst 8000V ' 7 K7 = 7 /3y r— |
EEND LI X—ADT TV r— 3 TY, ZOY—IEMERTD L #HED VMIZ Cisco
Catalyst 8000V # BT 5 7 rmE A & mi{b TE £,

COTIX, ova7 7 A NI VM D@ E AT HI-oD T Niga~<wr R A F—T =
A AZEA L FEF, COT L Linux /L& MacOSX D EL S THETTEET, =771,
VMware OVF Y — L3 A VA F— L ENTWNA I L AR LT E &,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK
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cotosyrn—r |

)

falk  d@ OVF v —/L (COT) 1%, Y AaDERLRYR— bR LTRtsh 4, HOEETHH
LTL &N,

COTOAH>ro—Fk

http://cot.readthedocs.io/en/latest/installation.html GitHub A MI/R STV 2 FNEIZHE> T, COT
TATIZVERZ YT "X ra— RLTA VA ML LET,

COT %Z{# FH L 7= Cisco Catalyst 8000V D EAMZ T O/T 1« DIFE

COT % f] L T Cisco Catalyst 8000V Z A4 2 A1IZ, COT ZfH L TOVA Xy 7r—T D
Cisco Catalyst 8000V VM DEEART 0 /8T 4 £/ I AZ LT 08T 4 Zffte TE £7,

OVA DHEART 17 ¢ ZfwET 5121, cot edit-properties =~ > RZ&fH L 9,

cot edit-properties

-p keyl=valuel, --properties keyl=valuel

Zoawry L, F—LHEOXRTEFEAL T e AT 0 2RELET, & 2E p
"login-username=cisco" ¥, ¥ —ELfEOXTEFEH L Tl (A ra—HF—REHELET,
-0 output

BETFD OVA ZFEH T HRDOVITH LU OVA ZERR T D561E. FTLWVOVA Ry r—T D4
BIEITRAERELET,

cot edit-properties =~ > KOFEARNZ SOV T,
http://cot.readthedocs.io/en/latest/usage_edit_properties.htm]l ZZ MR L T 7230y,

COT % {# /A L 1= Cisco Catalyst 8000V DEAX T O/NT 1« DRE (> TI)

cot edit-properties c8000v-universalk9.ova
-p "login-username=cisco"

-p "login-password=cisco"
-o c8000v-universalk9-customized.ova
\# save modifications to a new OVA
cot info c8000v-universalk9-customized.ova
# verify the new values of properties in the OVA
(...)

Properties:
<config-version> "1.o"
Router Name "
Login Username "cisco"
Login Password "cisco"
Management Interface "GigabitEthernetl"

Management VLAN nn
Management Interface IPv4 Address/Mask nn

WDOEIZ, EFLOBITHEH &5 cot edit-properties =~ > K& 5[5 E R LET,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |
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AY9YVTRRTYT

A

cot edit propertie
s ¢c8000v-universalk9.ova

OVA 7 7 A VOIAKRW B T v /X7 4 #iRELE
TO

-p "login-username=cisco"

T—hRA Ty T ulf v a—PF—LERELET,

-p "login-password=cisco"

T ATy T AT RAT— RERELET,

-0

"c8000v-universalk9-customized.ova"

TXART7ANPOEDOREI~Y Regie, BRI
7= OVA #1177 L £

ARALTONT 4 DIRE

vSphere GUI % f fl L T, Cisco I0S XE CLI =t~ > R|ZH-3< B A ¥ LJEME% Cisco Catalyst
8000V A > A X > A |ZiBINTE £9°, Cisco Catalyst 8000V A > A X > A DEENFI F 721312,
INHOTasRT 0 ZIBIITE £9, CiscoCatalyst 3000V A AKX ADREENZIZZ I H DA

A Z DRI E LT SE .

TRNRTAREEANCT DITIE, v—F &) a— T 50,

VM OERZ HHEANT L0ENH D £77,
VApp A7V a v &S LT A H A Cisco Catalyst 8000V 7' 12 /37 ¢ 23BN 521X, LLAFD

FIEZFATL £

AT 71 vSphere GUI T [Options] ¥ 7 %R L £ 9,
AT w72 [vApp Options] > [Advanced] Z &R L 9,

AT w73 [Advanced Property Configuration] [ C, [Properties] R¥ > %7V v 7 LET,
RT9T8 7T 4 BT HICIE, New] &7 Vw7 LET,
AT v 75 [Edit Property Settings] i T, CiscolOS XECLI =~ RIZESSH LWA A X LT 0T ¢ kT 57

DOEHRAEATLET,

GE) DAZ LT aRT 4 ZBINT LRI, BAZ LT aNT 0 DFIZ/e D CiscolOS XE 2~ > K23, ff
FAH @ Cisco Catalyst 8000V /S—3 3 > CTHR— FENTNDHZ L AR LET,

a) (LR W EANLET, ZhiF7 e "7 ¢ 284 555 TT,

by 77 AID & LT [lcom.cisco.c8000v] & AJJLFET,

¢) ID lios-config-xxxx] Z 7' B/NT (ZFV Y TET, [xxxx| 1L, BAZ LT 0T 4 ZEHT DIEF
ZRTET S 0001 ~ 9999 D —7 v AFK G T,

d (EE) a7 ANOHHAE AT LET,

e) ImNNT 4B AL LT Istring] EANLET, Tk, YAR— SN DHE—DF AT TT,
) T7ANMEE LT, BARAZ LT BT 4 HPEEICT D CiscolOSXECLI 2w > REAS LET,

ATFvT6 [OK] %27V v7 LET,

AT 71 [Advanced Property Configuration] i C, [OK] %7 V v 27 LE7,

AT w78 Cisco Catalyst 8000V - > A ¥ A& FiELH) L £,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK
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cot edit-properties .

FRETITRES NI T 0T 4 ZHNTT 21203, V—F 2BEBITLILERHY 7,

cot edit-properties
DPEOFRE 2~ K& OVA ICFHRTHE AT 521X, cot edit-properties 2~ > K& H L E7,
Lol Da~vy REMHAT5I2IE, cotinject-config =2~ RZMEH L E9,

cot edit-properties ==~ > KOZEMIC OV T,
http://cot.readthedocs.io/en/latest/usage edit properties.html 2 L T 72 X0,

BE L&A
cot edit-properties ova-filename

-0 output

BEA7D OVA % T 2 0 IZH LV OVA Z1ERT 28581, HiLWOVA Xy r—TU 04
AIERII A EZREELET,

-c config-file

OVAIZEBMTBHIOSXE 2~ REEGLRTXA N7 7 A VOL4RIZRELET,

1

ZOFITHE, LAANCIER 727 A2 N7 7 A /L iosxe_config.txt (I0S XE config =~ > K& &
Te) 73, cotedit-propertiess 2~ K& L COVAIZBMESET, &H%IZ, cotinfo =z~
REMHLT, ZHENZOVAZRRLET,

$ cat iosxe_config.txt

interface GigabitEthernetl

no shutdown

ip address 192.168.100.10 255.255.255.0
|

ip route 0.0.0.0 0.0.0.0 GigabitEthernetl 192.168.100.1
$ cot edit-properties c8000v-universalk9.ova \

-0 ¢c8000v-universalk9-customized.ova \

-c iosxe_config.txt
$ cot info c8000v-universalk9-customized.ova

Properties:
<config-version> "l1.o"
Router Name "

wn

Intercloud Tunnel Interface Gateway IPv4 Address
<ios-config-0001> "interface GigabitEthernetl"
<ios-config-0002> "no shutdown"

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |
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. cot inject-config

<ios-config-0003> "ip address 192.168.100.10 255.255.255.0"
<ios-config-0004> "ip route 0.0.0.0 0.0.0.0 GigabitEthernetl 192.168.100.1"

WDFKIZ, Z OB TH TS cot edit properties =~ > K& 515 & R LET,

ROV T ATy T B

. . OVA 77 A NDI AR LBETa /T 4 ZHELE
cot edit properties
c8000v-universalk9.ova 7f0

. TXARTF7ANDPEDOREIT~Y REEiH Ly

"c80OOv—universalk9—customized.ova"OVAO

IOSXE®XEA~YY REZFLTXFA NI 7 A0, ZD
77 AMIEENDEATOREICL Y, OVF O XML
C com.cisco.productname.ios-config-xxxx 72 K D= [ U

PERSNET,

-c iosxe config.txt

cot inject-config

OVA IZHRHTHEP T 2 E 2~ FRZHH 55518, cotinject-config=~ > REEH L ET,
ez, BERFATALV T 4 X ab—va rEFEMTAGAICHERLES, Zoavr K
I, REA~ FIZ XML ORDOVIZ) F—rTFAMfEHT 720, 7740 A X
& — RO S TREA T, cot inject-config =2~ > KOFEHIZ DWW T,
http://cot.readthedocs.io/en/latest/usage_inject confightml ZZPM L T 72 &0,

BE & EA
cot inject-config ova-filename

-0 output

BEFD OVA 2 F 9 5 0 I8 L OVA Z1ERE T 23813, T LW OVA Xy r—T D4
BTEZIT 22 ELET,

-c config-file

OVA |[ZHLDIATe T F X 7 7 A )L DA AT (losxe_configtxt 72 &) ZFEEL 7,

£l
ZOHITIL, cotinject-config =~ K37 F A 7 7 A /L josxe_config.txt ? Cisco I0S XE =
< R%& OVA lZBEMLET,

$ cat iosxe config.txt

interface GigabitEthernetl

no shutdown

ip address 192.168.100.10 255.255.255.0
|

ip route 0.0.0.0 0.0.0.0 GigabitEthernetl 192.168.100.1
$ cot inject-config c8000v-universalk9.ova \

-0 ¢8000v-universalk9-customized.ova \

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK
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COT % & L 7= Cisco Catalyst8000v vM =R ]

-c losxe config.txt
$ cot info c8000v-universalk9-customized.ova

<fHRIZT D720, TOMOHANER SN THET.>

Files and Disks: File Size Capacity Device
c8000v_harddisk.vmdk 71.50 kB 8.00 GB harddisk @ SCSI 0:0
bdeo.sh 52.42 kB
README-OVF. txt 8.53 kB
README-BDEO. txt 6.75 kB
cot.tgz 116.78 kB
c8000v-universalk9.iso 484.80 MB cdrom @ IDE 1:0
config.iso 350.00 kB cdrom @ IDE 1:1

WDFIZ, ZOBITHFT 5 cot inject-config =~ > R & 518E R L£7,

ARGV T ATy T BLL]

N , OVA 7 7 A NDI AL NEREET 13T Z itk L E
cot inject-config

c8000v-universalk9.ova w“/ro

TXANT 7 ANDNED config 2~ REgie, Hif
-o e
"c8000v-universalk9-customized.ova" EY 6i2§E éﬂfl OVA 0)% Allo

IOSXEfREa~y FEEGteT XA N7 7 A )LDLHI,

-c ilosxe config.txt

COT Z{# FH L 1= Cisco Catalyst 8000V VM 0D &[]

Cisco Catalyst 8000V VM Z JEBH T2 121X, ROFNEIZRT KL 912 cot deploy ...exi =~ R &
R LET, UTFOHEBIZ R TAZ L A EZR L TWASEZ LICEELTLLEEN, E7T
LB D & % EMEZ2FIRIL, VMware Bilii & 5 E DFRHEICIG U TRR D GENH Y £,

cot deploy ... esxi =~ > R % 3T L T Cisco Catalyst 8000V ZBEI L £, A7 VT AT g 22T
X, http://cot.readthedocs.io/en/latest/usage deploy esxi.html ZZ R L T 72X\,

GE) 77 4 /L MHEIL. Cisco Catalyst 8000V D/N— g N2k » TR Y F97,

1

WDFIZ, vCenter BgHi TP Cisco Catalyst 8000V VM D EBRIZfHE 3 5 cot deploy =~ K&
ZDFIEOBZ R L ET,

ARGV T ATy T B

cot deploy
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AY9YVTRRTYT

B

-s '10.122.197.5/UCS/host/10.122.197.38"

vCenter J-—/3— 10.122.197.5. Z—# > ;7R
A~ UCS/A A +/10.122.197.38

-u administrator -p password

ESXith— _—mu 7 A &M, FBELRWE
&, COTF=—F—ID ZFEHL, AT —
KON ZRDET,

-n XE3.13

L < FERK &7z Cisco Catalyst 8000V VM D
4 Wi,

-c 1CPU-4GB

OVF "— Ry = TRET 7 7 AV, Zin
BEINTWRWEE, COT IHEM IR~
a7y ANVDYANeRRL, a7 7 AL
BIEIRT H L DIk ET,

-N "GigabitEthernetl=VM Network"
-N "GigabitEthernet2=VM Network"
-N "GigabitEthernet3=VM Network"

Cisco Catalyst 8000V OVA D4 NIC % H—/3—
@D vSwitch I~ v B 7 L FE 9,

esxi

Bl honA NX— AW (BAEITF I
ESXi)

~/Downloads/c8000v-universalk9.ova

BB+ % OVA

-ds=datastore38a

ESXi[EH D/NTF A =4 (ZZTiE. T4 A7
ARNL—VHIERAT AT =X A7)

iso 274 ILZEFEHLE- VM OFENER

LR OFNEIZHE> T, VMware ESXi 78 A MMZ iso 7 7 A V& A > A h—/L L, vSphere GUI %
L TCTETVM Z2{ER LE9, ZOTIAIZIE, Cisco Catalyst 8000V O FEBHIZ B9~ 25 —f%AY
RHA RTA BT SIVTWET N, ETT 508N B D5 IEMARFIEIL, #EHTF O VMware
BREEEREDORHEIC L > TR AREENH Y £3, ZOFIEICE TN HHERIT. VMware

&

ATvT2
ATvT3
ATvT4
ATvT5

ESXi 5.0 ICEASWTWET,

Cisco Catalyst 8000V Y 7 b =7 A VA h—Jb A A— /3y r— 5 C8000V esxiiso 7 7 A1 v & X

7oa—RL, VMT—X A T |{Zar—L%ET,

vSphere 7 A 7 > kT, [Create a New Virtual Machine] 4 7°> 2 > 23R L 7,
[Configuration] T, H A X LA EEIERT 247V a v B8R LT [Next] 27 U v 27 LET,
[Name and Location] T, VM O£ HTZfEE LT [Next] #7 U v 7 L £,

[Storage] T. VM IZHT 5T —H A T ZIBIRLET, [Next] 27 U v 7 LET,
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ATvT6

ATy T17

ATvT8

ATvT9

ATy 710

ATy TN
ATvT12
ATy 713

iso 774 nzEALEwWoEnER [

[Virtual Machine Version] 7 ¢ —/b K C, [Virtual Machine Version 15] % 721XZ 2L LA O FTRE 72 N — 7 =
VEBEIRLET, Next] 227 U v 27 LET,

(GE) Cisco Catalyst 8000V [Zi%, 6.5 Update2 LV BID/N—T 3 @D ESXi h—_"—L OHEEENRH Y £
TA,

[Guest Operating System] C, [Linux] #3R L, Ko v 7 X7 A ==a— 5 [Other 3.x Linux (64-bit)] 5%
EEERLET, Next] 227V v 7 LET,
[CPU] D F T, ROBELERL ET,

AEY v b (4R CPU) DK
eV "BV DaT

Yy hZEOaToKit, BIRENTWAIREY 7y FOBICEHRR< . BICICRET D HEND
DET, 7=& zIE. 4vCPU LD Cisco Catalyst 8000V Tlidd4 V7w h, Y7y hdHizh 1a7 & LT
ETHMLENH D T,

Next] Z#27 U v 27 LET,

[Memory] C. Cisco Catalyst 8000V U V —ATHR—hENDAETY YA XEFELET, [Next] &7
Uo7 LET,
[Network] C, D72 b 3 DDOERMERY NI —27 f X —T A A 13— K (WNIC) #HIV Y TET,
a) LT HWIC OFE Ruy FH T A= a—nHERLET,

(F) VMware ESXi A v % —7 = A ZTIL, &MID VM OAERHIE, wNIC Z 4 [H7ZERLTE £

. VM 2MER S 41, Cisco Catalyst 8000V % i #JIZ L E) L 72212, WNIC Z# & HITBEMTE %
ﬁ‘o

b) VNIC ZiEBL E7,
ZIC |ZH872Db 3y U —7 BN L F T,
ey P X Ama—nET X TR TERIRLCET, HFOY Y —ATHE—FEINTW
DT HETEAALTIZONWTIE, AL FOEHOE 7 a 2B LT EEN,

c) TXTDOVNIC Z#IR L CTEIFRE AR L7,

d) Next]ZzZ7Uv7 LET,

(3F) Cisco Catalyst 8000V DFEITHIZ, vSphere Zfli ] L TVNIC & VMIZBINT 5 Z &N TE £,
BEA7D VM |2 VNICS %8019 % FiEDFEAMIE, vSphere D~ == 7 V&SR L T 7ZE0,

[SCSI Controller] T, [VMware Paravirtual] Z#R L EJ, [Next| 27 U v 7 LET,

[Select a Disk] C, [Create a New Virtual Disk] #2 U v 7 L ¥ 7,

[Create a Disk] 7 4 —/L R C, A FOHHBZHEL £7,

a) [Capacity: Disk Size] : fEFHF DYV V — XA TRERAEN— T 4 27 P A ZZONWTIE, KA RO
BEO® 7 v a rEBRLTIES Y,

b) [Disk Provisioning] : [Thick Provision Lazy Zeroed] ¥ 7= i& [Thick Provision Eager Zeroed] D\ 7 F17)>% 15
WLET,
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B vWwareesxi e/ 7 —< v 20EE

ATy 714
ATv 715

ATv 716

ATy I

ATvT18
ATv7T19

(G¥) [ThinProvision] 7Y a I AR — h STV EH A, [Thick Provision Eager Zeroed] 473 =
VERETDE, A VAN ORHIPELS R ETH BRI ANT F—v U ARG
bIET,

¢) [Location] : B~ o &R UHBATICARIE L £ 77,
[Next] 7 U > 27 LET,

[Advanced Options] 7  —/b R T, {RIET /3o 2/ — RHIZ [SCSI (0:0)] 2R L %77,

[Ready to Complete] Hi[E C. & I B¢ [Edit the Virtual Machine] &% €% 7 U v 27 L £, [Continue] F = >

IRy I A% A AN LET,

[Hardware] & 7 C, [New CD/DVD Drive] #7 U v 27 LE£7,

a) VM DOEEITD [Device Type] Z 3R L 77,
iso 7 7 A N HERET 5 [Datastore ISO file] 4 7' a VAR LET, AT v 7 1 TRELEZT —
ZARNT LD iso 77 ANDGFHESRLETS,

b) [Device Status] 77 4 —/L K C, [Connect at Power On] &= v 7R v 7 A& 4 N LET,

¢) VM %4 %74 A b _Eo [Virtual Device Node CD/DVD] K7 A 7 % 3#R L £ 9,

[Resources] % 7 C, [CPUHEZZ YV v 7 LET,

[Resource Allocation] 7% € % [Unlimited] IZ5% &€ L £ 77,

OK] %227 Uwv 7 LET,
[Finish] %27 V v 7 L £,

Cisco Catalyst 8000V 1D VM 2358 7E S 4L, BENT S NE L7z, VM OERD A 1278 % & Cisco
Catalyst 8000V 2B X1 FE T, [Booting the Cisco Catalyst 3000V VM and Accessing the Console] D& 7
arEZRLTIEZS N,

GE¥) FHE)TA A h—/L L7 Cisco Catalyst 8000V |27 A Er 2 ET HIZ1X, LEROT—MAFT v
TREEELISOZRA L M 52FBDCDDVD R4 758 LET, YR—FENTWD
T =R AT w7 ISO ODNEDFEMIZONWTIX, TABaE (753—2) 2L TS
A

GE) A VGA =22 Y — VOO VIZESXi A MDY 7 LR — k)6 Cisco Catalyst 8000V (27 7 &
AL THRETIIHEIL. VM OEREZ A I L TL—F ZEBET RN, ZOXREEFHHT D &
S5 VM 7uveya=r7L%7,

VMware ESXi BERL CTO/N T +—<T 2 ADMAE

RARNEIB~ Y OREEET T HZ LT, BSXi BB THEIT IS Cisco Catalyst 8000V D
NI =< A EEEHZENTEET,

e NA IR PFDONRT e V AREEAINC L ET,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK
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| VMware ESXi BEETOA >R k—L
VMware ESXi #R /{7 —< > 20fE [

o R — F TN TV D NIC T SR-IOV ZH NI LT, vSwitch DA —/3—~ K& IR
L/\ij—o

« MFLNIC L[F U NUMA / — RCTEIET 5L 512 VM D vCPU #3%E LET,

* [VM Latency Sensitivity] % [High] IZ5%/E& L £7°,

VMware /3 — 5 2 6.7 B L W6.5 TORANT T 7T ¢ AOFEAT DUV T,
https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/techpaper/performance/Perf
Best Practices vSphere65.pdf & https://www.vmware.com/techpapers/2019/
vsphere-esxi-vcenter-server-67U2-performance-best-practices.html Z & L T 72 &\,
KA MRENDERE
VMware ESXi i iED /X7 4 —~ o A& M ESE DI, RA MRETROEEZITWVET,
* [Power Management] C [High Performance] 473 2 23R L £ 7,
« [Hyperthreading] % 552 L £ 7,

e IR —FENTWBERYHET X7 4% D SR-IOV ZHFZEh LE T,

BT UREDER
VMware ESXi RED/XT 4 —< U A% A EIEH12F, AR MRETKROEEEZITVET,

¢ ESXi /N— = U MEH D Cisco Catalyst 8000V /N— =z & AR H D 2 & 2R L
ESC RN

« [Virtual Hardware: CPU] ® F#J% [Maximum] IZ3¢E L E T,
* [Virtual Hardware: Memory] T X TDS A M AEY ZFHLET,
« [Virtual Hardware: SCSI Controller] 7> % [VMware Paravirtual] Z 341 L %9,

» [Virtual Hardware: Network Adapter: Adapter Type] 47> = b, rali— k STV 5 NIC
?® SR-IOV ZIERN L £7,

* [General Guest OS Version] > [VM Options] 7" = > % [Other 3.x or later Linux (64-bit)] {Z
RELET,

* [Advanced Latency Sensitivity] @ [VM Options] 47" a2 > % [High] IZF&ZEL £,

* [VM Options] > [Advanced Edit Configuration] ¢, numa.nodeAffinity] % SRIOV NIC & [A]
U NUMA /— RiZiBmLET,
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=6~
=% =R

KWMIRIEETODA A F—JL

Red Hat Enterprise Linux (RHEL) %, Red Hat N#iET 2 =0 % — 75 4 ARG T,
B —=FNN—=2 i~ (KVM) Z~—2A L9 %5 RHELIE, A LHLIRMEAE 2 #5340 L 72 x86
N—RY =7 EO Linux [iF O, =72V —=R%2fYEY V2 — 3 T,

Cisco IOS XE 17.12.1 U U — A LIF%, Cisco Catalyst 8000V /£, RHEL 8.4 KVM /A 73— 31 4 |
@ Intel x550 NIC % #45i L 7= Intel Atom® C3000 "= & » % (Denverton) CPU~X— XD —/3—
THHR—FENET, B 3=V a O N—RAF FR—F 4T VAT LEf
4 % 1td> x86 CPU T Cisco Catalyst 8000V 2 FEITTE £J 728, HAR—MIZNHDY AR

NTNAHN—V a3 U TORBHTE ET,

Cisco Catalyst 8000V {54/l — # % Red Hat KVM A L DR~ & LTA VA h—/LT&
F9, A AN AFIETIE, B VM ZFETIER L ET, TOHKIT, iso 77 AV E T
1L qeow2 7 7 A NVEHEH LA VA =3 & £7, REMH LT, KVM BEEIC Cisco
Catalyst 8000V % 1 > A h—/L T&E £,

* GUI Y—JL : KVM #—/3—|Z virt-managerRPM /X > 77—V % X7 a— KL TA A h—
JVLUET, virt-manager [X, (R~ UV EFHTLODT AT My T a—HF— (L F—
T2 AATT, GULEZMEH LicA v A Rh—/LiE, #5RENDE A A =L HETT,

cAXVR AV AVA—T AR ZOA VA=V FETIE, av» R I4 A
X —7 = A A%AfiH L T Cisco Catalyst 8000V VM % A > A h—/L L £,

)

GE)

KVMEBEETOOVA T 7L — FOREBRIZFAR— SN TWER A,

Cisco Catalyst 8000V |%, KVM 2% T Virtio WIC # A 7' ZHR—F LET, KVM T K 26 D
VWNIC ZH%HR—hLET,

e KVM DA v A b —/LEfE (46 _—3)

e KVM A v A X > ADIERE (48 ~2—3)

VM D7 m—AEf (51 X—)

s KVM D7 p—< 2 2D\ E (51 _X—)
* halt_poll ns /X7 A —H D&E (56 =—)
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KWMDA VR F—ILEH

KWMBETOA VR =L |

Cisco IOS XE 17.4.x U U — A LIF %1 3% Cisco Catalyst 8000V O KVM B IR D LBV T

D

5 10: KYM /\—<> 3 > (Red Hat Enterprise Linux % ~N\— X & L 1= Linux KVM)

CiscolOSXE ') ')—X

KWM/A—2 3>

CiscoIOS XE 17.15.1 U U — =X

Red Hat Enterprise Linux 9.2 3 L 8.4 & X —
A & L7z Linux KVM % #E4E,

CiscoIOSXE 17.14x U U —2R&
CiscoIOSXE 17.13.x U U —2R&
CiscoIOS XE 17.12x U U — A&
Cisco IOS XE 17.11.x U U — X
CiscoIOS XE 17.10x U U — X
CiscoIOS XE 17.9x U U —X
CiscoIOSXE 17.8x U U —X&
CiscoIOSXE 17.7x U U — &

Red Hat Enterprise Linux 7.7 33 L U 8.4 &~ —
A & L7z Linux KVM % H#E4E,

CiscolOSXE 174x U U —RA
CiscoIOSXE 17.5x U U —=RA
CiscoIOSXE 17.6x U U —RA

Red Hat Enterprise Linux 7.5 3 LW 7.7 &~ —
A & L7z Linux KVM % #E4E,

= 11:KVM/3— 3 > (SUSE Linux® Enterprise Server)

CiscolOSXE ') 1) —X

KVWM/\—2 3>

CiscoIOSXE 17.14x U U — &
CiscoIOSXE 17.13x U U — &
CiscoIOS XE 17.12.x U U — &
CiscoIOS XE 17.11x U U — X
CiscoIOS XE 17.10.x U U — &
CiscoIOS XE 17.9.x U U —2&

CiscoIOS XE 17.6.3 U U — X

SUSE Linux Enterprise Server 73— = > 15 SP3
&K=

CiscoIOS XE 17.15.1 U U — A

SUSE Linux Enterprise Server /X—3" = > 15 SP5
&K=
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| kWmMBETOA VR b=

& 12: 4 R— b ShTWLS VNIC

I ST |

vNIC

HR—krEhTWdyy—X

Virtio

CiscoIOS XE U U —2 17.4.1 LI

ixgbevf

CiscoIOS XE U U — 2 17.4.1 LI

i40evf

CiscolOSXE U U —&17.4.1 & CiscolOS XE
178x YV U—2X

iavf

CiscoIOS XE U U — & 17.9.1 LLFk

ConnectX-5VF

CiscoIOSXE U U — % 17.9.1 LI

Ixgbe

Cisco IOS XE U U — 2 17.10.1 LI

)

GE)  i40evf K7 A N&A{i 272 vNIC ZHEHT 554, WEL VLAN Of KEiE 512 ICHIBR S, 37X
T (ABkERE) VF T & FET ., VF O VLAN 0¥, EEI ATV VF OFR A k
(PF) RIANRNZL>TELIHIBINDGENH D 9, HKFTD Intel i40e PF K7 1 /3,

FHEINTWRWVE ZRKS OO VLAN/Y T A v & —T7 =4 RZHIB L E T,

VM A VAR AHT20 DY R— hENDHK VNIC 4 : 26

« vCPU, k@ vCPU
*1vCPU :
+2vCPU :
*4vCPU :

*« 8 vCPU :

REBFE—FERTOET,
/K 4 GB @ RAM H| ) 2 TH
/K 4 GB ® RAM #| 1 24 TH B
I 4 GB @ RAM #1124 TH /B

A% 8 GB ™ RAM &V 4 T3 /B

+ 16 vCPU : £/K8GB ® RAM |V 4 TH 4 (CiscolOSXE 17.11.1a LABETHY R — k)

« RAB CPU =7 : 1 vCPU B

AR N— KT 4 27 YA X FIK 8 GB

KA CD/DVD RT7A T DAL A= (iso 77 ANVEHFHLTA A M—LT 554,
FRIFISO N LTTA BuRExRt T 258 IcoR@EH) « ¥2A
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B oo oxsozorm

KM 1 > X2 2 ZXDYERK

GUI Y —I)LZEALT=- VM D1ERK

48 DRI
KVM #—/3—|Z virt-manager RPM /X r—T % X7 — KL TA VA =L LET,

VAADY T R =T A — R X=Un5 qgqeow2 f A=Y E T iso A A=V EX T
m—RL, 77 A NVER—INVT A RAEERy NI =0 T AL R Za—LET,

RATw 1  virt-manager GUI #&ZH) L £,

AT w T2 [Create a New Virtual Machine] #7 U v 7 L7,

AT T3 ROWTINEFETLET,
a) .qeow2 77 A NEZ 7 a— K L7EA L, [Import Existing Disk Image] % 38R L £ 7,
b) .dso 77 ANEHX U a— R LIEEAIE, [Local Install Media (ISO Image or CDROM)] % 3#K L &9,

AT w74 Cisco Catalyst 8000V qcow2 F7=iLiso 7 7 A N OGHT R L £ 5,

ATYTE  RAEVELCPUDNRTIA—HEHRELET,

ATvT6 B~ UDODANL—VERELET,

ATvT1 (A7 ary) VM 2T DRI/ y— R U =7 2817 5121%, [Customize configuration before install]
ZEIR L E9, [AddHardware] RZ U BNERINET, BT A A7V I TV R—b A F—TxA
Al SESERN—RU T ATV a v EBINTHIE, ZORY L E 7Y v I LET,

ATvT8 (FTvary) YITAaryy—LEBMT52E, YT haryy—n1oBEN 48~2—) IZilds
LTV D FIRIZHENFE T,

ATv7T9 (A7 ay) VMEIERTDORNIERTEE D AX~A AT H8581F. VMEERTDRIORED I A X~
AR (49 _X—V) BEBRLTLIEEN,

AT 710 [Finish) 227V v 27 LE7,
AT v M Cisco Catalyst 8000V =2 Y — /LI T 7 E AT 5L, ROWTNNDT 7 v araEiTLET,

a) B Y —EEHLTWLEEIE, VMA Y AZ U RAEX TNV Y v 7 LTVM 22 Y —/UZ
TIREALET,
by YUT Y —EEHLTHSEAIX.  [Booting the Cisco Catalyst 8000V and Accessing the
Console] Z#ZML TS EEVY,

D) TFIILary—ILMDEM

ZOEARTEFATL, VT va Y —L&BHIL T Cisco Catalyst 8000V A & A& L A~D
TIRAERMILET,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK
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| kWmMBETOA VR b=
w zRT smonEonz s34 X I

AT w71 [AddHardware] 27 V v 7 LE7,

ART9 T2 A=a—05 [Seriall 7> a v EEIRLET,

AT v 7T 3 [Device Type] K v 7 X7 A =a—/n5, [TCP net console (tcp)] ZHR L £,
ATy T4 R—1FSEEEL, [UseTelnet] F= v 7Ry 7 A%F A2 LET,

ATw 5 [Finish) 27 Vv 7 LET,

ATV 6 MERN—FT =7 2T XTEMLES, [Begin Installation] 27 U v 7 LE T,

VM ZER T DRTDREDHRAZIA X

1R BHHIIZ

qeow2 F721L iso £ A—VEMH LT GUL Y — & H L7 VM Ok (48 X—2) Z X
7 %34T L £ 7, [Customize configuration before install] 47" a > & A4 12 L TH 5, [Finish]
%7V w7 LET, [Add Hardware] /R ¥ o BFR I FE T,

[Customize Configuration Before Install] 47> a V2N L7k OF 7> a VOFNEEFHAT 5
ZOFINEICEARE T,

AT w71 [Add Hardware] 27 U v 7 L £,

AT w T2 [Storage] 47 a VERIRL ET,

AT w73 [Select Managed Or Other Existing Storage] = v 7/ R v 7 A% A N2 LET,

AT w74 [Browse] # 7 VU v L, ¢8000v_configiso DFATICHEENL T, ZOFIEIL, TA e EmiZ7—FA b
T v TREZBINT DA ORET S NET,

AT w75 [Device-type] K12 v 7 H 7 A ==—/»5, [IDECDROM] &R L £,

ATw 6 [Finish) 27V v27 LET,

ATy T VBN Ry =7 %9 _XTEMLES, [Begin Installation] 27 U v 7 LE T,
T— R AN TREEFATTHICE, TAEBRHE (153—) Z2RLTIEIN,

CLI Z{ERA L 1= VM D ERX

¢ KVM H— _3—|Z virt-install RPM N v r — V% X — KL TA VA =L LET,

» Cisco Catalyst 8000V Y 7 h U =7 A VA h—)b A4 A= Ry lr—U 5 qeow2 A A —
EHa—RL, B—=HAT A ZAELGFIRy NV TS AZa—LET,

ATFYT1 qeow2 4 A—TD VM Z1ERK T 51213, virt-install 2~ > FEEH L TA o A Z o 2 &2ERE L, EEL %
T WO EMHLET,
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B cuzemLr-worms

1 -
virt-install \
--connect=gemu:///system \
--name=my c8kv_vm \
--os-type=linux \
--os-variant=rheld \
--arch=x86_64 \
--cpu host \
--vcpus=1, sockets=1,cores=1, threads=1 \
--hvm \
--ram=4096 \
-—import \
--disk path=<path to c8000v_gcow2>,bus=ide, format=gcow?2 \
--network bridge=virbr0,model=virtio \

--noreboot

ATYT2 isoA A—=TYD VM ZERT 51213, WOFIEEZFATLET,
a) gemu-img 2~ FZFEHL, .qeow2 BTG DT 4 AV A A=V EEKR L ET,

51 -

gemu-img create -f gcow2 c8000v_disk.gcow2 8G

b) virt-ingtall =~ > K%/ L T, CiscoCatalyst8000V A > A X > A%k A A h—/L LET, ZIUUTIL,
B LW VM ZERT 5 72O O U2 HERR S LB T, IROFITIE, 4G D RAM, 1 DDF > FT—7
AUHE =Tz A BEO1 DO T IVR— k%A A7 1 20 vCPU Cisco Catalyst 8000V % {Exk% L
F7

1 -

virt-install
--connect=gemu:///system \
--name=my c8000v_vm \

-

--description "Test VM" \
--os-type=linux \
--os-variant=rheld \

--arch=x86_64 \

--cpu host \

--vcpus=1, sockets=1,cores=1, threads=1 \
--hvm

--ram=4096 \

--cdrom=<path to c8000v_iso> \
--disk path=c8000v_disk.gcow2,bus=virtio,size=8, sparse=false, cache=none, format=gcow2 \
--network bridge=virbr0,model=virtio \
--noreboot

virtiingtall 2~ RTHF LW VM A A Z o AZ{ERL L, Cisco Catalyst 8000V IZFRE L72T 4 A7 7 7
AMIA A=V EA VA R—=VLET,

A A M—=VIRSET 3% & Cisco Catalyst 8000V VM IE > ¥ » ¥ U o SE T, virshstart 2~ &%
T952&TVM zEBTE £7,
(GE) ¢8000v_configiso 7 4 AV A A —VHEMH L TT A BrRELIET H%A 1L, virtingall 2~ K
WRFA=ZaBMLET, 72&2E, --disk
path=/my/path/c8000v config.iso,device=cdrom, bus=ide TJ, FMIIOWVTIX, 71
ToE (75 3—) 2Z2RL TSN,
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VMDY O— e .

Red Hat EnterpriseLinux - R 2 FE— FDRE

Red Hat Enterprise Linux (Z[E A OREEIC X Y | virt-install %4 f L T Red Hat Enterprise Linux Bz 5% C Cisco
Catalyst 8000V Z EE1 T~ 554 1%, KO LKA ME—RERELET,

» Red Hat Enterprise Linux 6 O 513K A FEH L £,

--cpu host

+ Red Hat Enterprise Linux 7 D5 13K 2 FEH L £7,

--cpu host-model

VM D5 O0— > 4ERK

Bl

KVM ERELCiX, virt-manager i~ >~ — v Z il L T Cisco Catalyst 8000V {48~ >
v OERIEVERT 5 & Cisco Catalyst 8000V AR~ > U NEE) TE R WIEERH Y £9, 2D
[I%, virt-manager |28 > TER S BRI S N7z A A —T D WA Z73, JTdD Cisco Catalyst
8000V VM A A — L L#E LTI L7- Z E BRI CRAEL T, 0751 b (KB #iff)
DFRIRCRENS R L £,

[E]58 3R
KD 3 OOERERNH D 7,
e virt-clone =~ > K%l L T, Cisco Catalyst 8000V VM A # — ZHHHEI L £4,

« 7— R~ 7 v ZHiZ virt-manager (2 & o TR S 72 HD Cisco Catalyst 8000V VM A A —
DGETE, packages.conf DKoV IZEEEN 5 GOLDEN A A — V&R L E T,

* [Create a new virtual machine] 7 .t > K7 T, %7 L\ Cisco Catalyst 8000V VM % {ERk 3% Hif
(2. [Allocate Entire Disk Now] DR A2 iR L £9°, Tz kv, R X172 Cisco Catalyst
8000V VM A A —UNEBTEDH L DICRY £9, 7272 L, ZORBERIIRA I
WEYR—FLTWETA, ZOHEL RIICER 7 Cisco Catalyst 8000V VM A
A=V TOARMEHALET,

KWMERKD/NTD+—<T 2 ADMAE L

KVM7A A b DO—EORELZEERTSH Z LIT k> T, KVMEEEIN TIHIT STV 5 Cisco Catalyst
8000V DT p—< L A& LEEDHZENTEET, ZAHDHFEIL. Cisco Catalyst 8000V
A AL AD 10S XE ORERFREF O E & 1T BILR T,
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B «wmismoor—<ozomE

KVM RED/NRT p—~< L A% ESE D201, RO EEHERLET,

\}

« vCPU D E° > 1L DAL,

eI L—HDE U IEDDHRME

*NUMA T 2 —=2 7 OFb, TXTOVCPUNRF LY 7y hOHEiaTIcE v ikd Sh
TWHZ &R LET,

« hugepage A E U Ny ¥V DORE

« IDE TiZ72 < virtio Z M

« SPICE Tid7e< 777 4 v 7 VNC % ff H
 REHDOTSAADUSB, Z7 Ly FaEDRVAL

» memballoon D HELHAL,

G¥)

INHDOREE, = "—=TA L AX A TE D VM OB EE 5 2 D[RR H Y F
j—o
HEFINEIL, RABNTA U AZ 2T 0D VMK L TR LEENH Y F7,

ERECMA T, ROFIEZFATLET,

CPUE>=VFTDAEME

KVMCPUT 7 4 =T 4 A7 ar AL TRED Yt vy i~ o250 Y Th o
LT, KVMEBREED T p—~ A& A E&EET, 2047y a &2 T840, KVM
HRARTCPU B Y= VAR LET,

KVM 7R A NBEEC, RO~ REFERLET,

svirshnodeinfo: RO~ > REFHL T, mRA N MR YEHERL, IO T
% vCPU O &gt L £ 7,

« virsh capabilities : {# H A[HE7e vCPU OB A #EE L £ 77,

« virsh vepupin <vmname> <vcpu#> <host corett> : (KR CPU # 7' mt v a 7ot v MY
ik LET,

Z®KVM =< Rid, Cisco Catalyst 8000V 1 > A X > A £ vCPU Z L2573 %03
N EF, WIZ, AR CPUL ZHRA a7 381D T 562 RLET,

virsh vcpupin ¢8000v 1 3

WOBIE, vCPU 28 4 {E D Cisco Catalyst 8000V 5L 2 L, & A M 8D = 7 A5k
ENTVWAELRITHEIZ/2 D KVM 2~ RERLTWET,

virsh vepupin ¢8000v 0 2
virsh vcpupin ¢8000v 1 3
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km R0/ 7+ —v > 2ont [

virsh vcpupin ¢8000v 2 4
virsh vcpupin ¢8000v 35

RAPNDOaTHEZI, 0~TDOEOHFESFTHLLENVERA, FFHICHOWVWTILZ, KVM O K
X AT —2 g rEBRLTLIEE N,

GE)  CPU YT VIEDEHKT IHEIL, A M —"—D CPU bR PEBHFT LT EE N, EHK
DT N & % Cisco Catalyst 8000V A o A& A& L TWABEEITL, DY 7y MCE
72135 CPU BV IEDEFRELZNTLS &0,

BIOS % 3E

WOFITTHERE BIOS SR EX WA LT, KVM RED/T +—~ o A& it LE T,
=®RE HEINDETE
Intel Hyper-Threading Technology 7

Number of Enable Cores I

Execute Disable AH%h

Intel VT Hzh

Intel VT-D A%

Intel VT-D coherency ¥4 — k Hzh

Intel VT-D ATS #74"— h A%

CPUNT F—< A EANL—T v k
Hardware Prefetcher B3

Adjacent Cache Line Prefetcher L2

DCU Streamer Prefetch B35

Power Technology T AH A
[Enhanced Intel Speedstep Technology] 7

[Intel Turbo Boost Technology] A5

[Processor Power State C6] 7

Processor Power State C1 Enhanced Eiiizo)

Frequency Poor Override AHxh
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B «wmismoor—<ozomE

B HEINDHE
P-State Coordination HW_ALL
Energy Performance INT F— A

Red Hat Enterprise Linux D ZEARIZDOWTIX, #ftDE 7 v a v 2S5 T ESN,

A b 08 ERE

AR MAITIE, hugepage AL, =I 2L —¥OEVIEDEFENNITHZI L 2BEDOLE
T WIS, AA MUOHLERED—MZ /R L £ T,

« IOMMU=pt DA%k
« intel_iommu=on DA%k
» hugepage OH Nk

eIy NI —F 0 S RT3 —< U A% A LS EEDIC AT AR R— K L TWAES
X, SR-IOV ZfEH, v AT AIHFET D A[REMD & 5 SR-IOV OHfi|[RE MR L T 72X
A

hugepage L TI 2 L—XDEVIEOHEFENCTHZ EITMAT, ROBEBHEEINE T,

nmi_watchdog=0 elevator=cfq transparent_hugepage=never

)

(G¥) VPP £721% OVS-DPDK T Virtio VHOST USER #9554, QEMU D/ N— 3 > THR—
FEINTWIUL, Ny 77 X% 1024 12T Z LN TEET (rx_queue_size='1024")

10 5%

X JE

SR-IOV ZfiH L TR T7 4 —~ AZB LS5 2N TEET, 2720, 2k, 48
FEHE (VF) O%%. QoS ¥R — k72 Ed SR-IOV @ OpenStack D[R, 7 A 77, ¥ =
T A T N—T OV R—=FRE W ODDOHIRPFEAET HAREENRH S Z LITHER L TLEE
AR

fd.io VPP =° OVS-DPDK 72 ¥ O f#r® vSwitch 2 4 285&1%. VPP U—F—A L v RE/z
12 OVS-DPDK PMD %2 L v RAHIZARL ¢ 200272 VL ET,

< RT7A4 005 VPP #3479 AI121d, IRONRT A—FERELET,

e-cpuhost : ZD/RTA—=HIZLYD, VMIFIFA KOS 77 7 EMALET, 2% xml i
ECED DI, libvirt 0.9.11 IS ML BT,

e-m 8192 : xR a Ny h Fa vy PREEHRT S, 8GBRAM N TT,

» rombar=0 : PXE fCELEAE 2 AN 29 D121, KT 31 A4 7 a3 U A b DI rombar=0
ZRXET D7), "<rom bar=off />" & T /XA AP xml EEIZEML ET,
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KWM /X T+—< VXA EDT=HDH > FIL XML

NUMA Fa1—=>45 D4 > 7))L XML

<numatune>
<memory mode='strict' nodeset='0"'/>
</numatune>

VCPUBKUIIalL—20EVIEHDY 2 TIL XML

<cputune>
<vcpupin vcpu='0' cpuset='3"'/>
<emulatorpin cpuset='3'/>
</cputune>

Hugepage M+ > )L XML

<currentMemory unit='KiB'>4194304</currentMemory>
<memoryBacking>
<hugepages>
<page size='1048576"' unit='KiB' nodeset='0"'/>
</hugepages>
<nosharepages/>
</memoryBacking>

IDE D X1 Y D virtio D> 7))L XML

<devices>
<emulator>/usr/libexec/gemu-kvm</emulator>
<disk type='file' device='disk'>
<driver name='gemu' type='qgcow2'/>
<source file='/var/lib/libvirt/images/rhel7.0.gcow2'/>
<backingStore/>
<target dev='vda' bus='virtio'/>
<boot order='1l'/>
<address type='pci' domain='0x0000' bus='0x00' slot='0x05"' function='0x0"'/>
</disk>

VNCJ 374 voDH% 2T )L XML

<graphics type='vnc' port='5900' autoport='yes' listen='127.0.0.1"' keymap='en-us'>
<listen type='address' address='127.0.0.1"'/>
</graphics>

memballon ZEXIZF 571=HD XML

<memballon model='none'>
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. halt_poll_ns /X5 A —42 D

halt_poll_ns

KWMBETOA VR =L |

B

axX JE

O — _ S
/\17‘% Gzo)nXiE
halt poll ns X, 7 A R/WIREED KVM 7" A MEAE CPU (vepus) OMLER S 1EDEIELZZH T
X5 KVM RT A—XTT,

KVM %7 A s DIRAECPUICELITT B AL v RN WES, QEMUIEHER., 7 A F/LIREED CPU
PEIELET, ZOREZ. T 74/ FT400 T/ HoOBMARELET, Zo%a. IE
CPU IZ CPU 7 A RAIRREIZ/ARDHICFEE L CHR—V 7 LET,

{KAR CPU 2MEIE T D RTOAR— U > ZHIR I H LWEENBIE T2 & (K48 CPU I3 <ITHE
EEFITTEDLITRVET, HLVEENBZE L& S IAECPUNRT A RIVIREETH -
BT, HLUVMEEABIMET 2ENRE CPU 27 A FARENS T HLERNH Y 9, 7
A RIVIREEN S FATIRAEIZ 72 2 £ TIT ) DRI, BIREOEELZZ FOT W —27 o — R
PR 52 HBINOBIEZS R LET,

T 74V RO —F N NT A —H T, A b Cisco Catalyst 8000V /L— % D CPU 2378 A k
CPU ® 100% Z{HE L %7,

halt poll ns i%, KD 2 SO HIETRETE £,

« LargeHolt_poll_ ns: Z D4, I CPU 2 A U —Ffiffrd 54 X hOEY—AE (C

%< O CPUMNERI L, acpi T 4 — T AV =T ORENDRL 720 EF, Zihud, LV
ZDOEBNNBEEINDZEZERLET, L, 74— AV —=TRENLDOT = A
T TR BESNTOWAREICESTE, v v vaIRXREORBENREAET
LAREMENH Y T,

« Small halt_poll_ns: Z D4, CPU%E AU —TfiRT 54 X hOE Y — A IHSL S
N2 CPURFIN D72 720, X0 ELS DacpiT A —T AV —TNRELET, ZOHE,
HEENIDVRLS RV ETH, T4 —TAV—=TRENLD T =24 7T v T REL 720 F
T VAT T vTNENE, T 4—T AV =T 4 VAKX ANKEINTIHAT B lHENE
BHY, BECLSTEKREDOF Yy v Va2 I ARREL, VA 7T v 7THMNREL 25
"REMEN BV F 5,

halt_poll_ns /85 A —42 DHRE

halt_poll ns /X7 A —Z|TIRD L HITHETE LT,

1. SEATHFIZ, echo 0 > /sys/module/kvm/parameters/halt poll ns & FIT L E T,
2. TVa—Er—NT55803 ROBEEZFETLET,

# rmmod kvm_ intel

# rmmod kvm

# modprobe kvm halt poll ns=0
# mpdprobe kvm intel

3. THAREERENTHEXIT, grub2 D/XT A —X 7 3 T kvm.halt_poll ns=<specify
value> & 1B [/3579‘}
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5 2

NFVISIRETODA R F—IL

Cisco Enterprise Network Function Virtualization Infrastructure Software (Cisco Enterprise NFVIS)
T, =R AL F=RREN L —S T 7 AT U x /b WAN JE(E 72 & DAt
by N — 7 HREE AR — RO ATDTNA A LAFGICHICEBATE S L0107
% Linux X—ADA T TARNT I Fx VYT hU=TTY,

Cisco Enterprise NFVIS V' U = —3 3 %, EEARy N —JHEEZ Y 7 MY = TICEHITE
BTEDHLEHITL, Xy NT—I P —ERESBMEINTZHGATICES TRETE L 5ICLE
T ZOV Y a—aid, BT AL REYET SA ZAOM ST HEERR S VD SRR R B
U—27 ETETTED, BRICMEENZT Ty N7+ —L&2EBLET,

ZOETIE, YA a = RHEEARE/L—% (ISRv) 75 Cisco Catalyst 8000V (27 v 7'/
— RT3 HEICOWTHALET, AT O/ N~ K7 =7 CiscoNFVIS TEITESN TS
L XIZ, ZORXE% Cisco Catalyst 8000V I[ZEBHT 2551X. INFVISTDO VM DA A h—
NV OB v a ZEE SN TS FIREETLET,

)

()  CiscoIOS XE 17.4.x LIFED U U — AT, ISRv IE Cisco Catalyst 8000V [Z{E &2 HivE T,
Cisco Catalyst 8000V D EBFIZIEL NFVIS /N—0 51 > 4.4 IR SLETY,

NFVIS ZETLTWWA Y R— FXRN—F91zT7 TS5y T4 —L4
* Cisco5400 > ) — A X —TFFGA XXy NI—F a¥a—T 47 A7 2 (ENCS)
VTR =R STy T F—15 5000 ) —X (CSP)

« Cisco 8200 UCPE > J — X

HR—kEh 5 NIM
* NIM-4G-LTE-VZ
* NIM-4G-LTE-ST
* NIM-4G-LTE-NA
* NIM-4G-LTE-GA
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* NIM-4G-LTE-LA

* NIM-LTEA-EA

* NIM-LTEA-LA

* NIM-1MFT-T1/E1
* NIM-2MFT-T1/E1
* NIM-4MFT-T1/E1l
* NIM-8MFT-T1/E1
* NIM-1CE1T1-PRI
* NIM-2CE1T1-PRI
* NIM-8CE1T1-PRI
* NIM-16A

* NIM-24A

* NIM-VA-B

* NIM-VAB-A

* NIM-VAB-M

* NIM-4SHDSL-EA
* NIM-1GE-CU-SFP
* NIM-2GE-CU-SFP
* NIM-ES2-8-P

* NIM-ES2-8 NIM-ES2-4

HR—FEh 5 NIC

N—FK9x7 vNIC
ENCS virtio, igbvf, i40evf
UCPE virtio, igbvf, ixgbevf
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| NFISBETOA VR k=L
nvis oM oA 2 b— ]

N—FK9x7 vNIC
CSP s virtio, igbvf : Cisco I0S XE 17.4.1 LI
WA

* i{40evf : Cisco IOS XE 17.4.1 ~ 17.8.x T
R—k

» ConnectX-5VF % & Wiavf : Cisco I0S XE
17.9.1 LIBETH AR —

« Ixgbe : Cisco IOS XE 17.10.1 LA TH AR —
I

YR—bEhBHTOT740L
* Mini : 1vCPU
* Small : 2vCPU
* Medium : 4vCPU

* Large : 4vCPU

\}

(GE)  Cisco Catalyst 8000V (ZAKIZME VM & LTHREL . HMHD vCPU =27 THE LBV IZEMEL £
‘é‘o

« NEVIS TDO VM DA A h—/L (59 ~<—)

*NFVIS TO VM DA A h—/L (U U —2451LIF) (60 ~—2)

*NFVIS TDO VM DA A h—/L (U U —2Z450LLFT) (63 _X—2)

o AR~ U OBAR (67 RX—)

« Cisco ISRV & Cisco Catalyst 8000V D] THOT v 77/ L— KL HZ T 7 L—FK (67 2—
)

NFVIS TOVM DA X k—JL

Cisco IOS XE 17.4.1 U U — A LIFEIX, NFVIS IZ Cisco Catalyst 8000V VM % Fifil A > A h—/LF
% D>, Cisco ISRy 7> 5 Cisco Catalyst 8000V IZT v 77 L — RTEET, A A M—/VET
Ty T T L= ROLEOIZETTHOMENH DL ERZ A7 ITROLEBY TH,

VM A A—DDEE : VM A A —TEBET HITIE, VM A A — T &K NFVIS H—
N—=|Zab—FBF XU re— 150, H5H5WVEHTTP £720X HTTPS H—/3— L TA
A=V HEBRARNTDOIMLENRS Y ET, 77 A Ve X T ra—RLizb, BEAPIZEH L
TAA=VERIKLET, ZOAPIZEMNTD L., targz 7 7 A )V E AR A M 250 (HTTP
FITHTTPS $— L) ~DT7 7 A )V RNAZIEETDHIENTEET, 4 A—TDOEE
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NFVIS BE T4 VR =)L |
B vscoworoz k—u () y—ze51 58

Z1ERY OT7 75 4 5 4 T, A A—TZHTTP £ 721X HTTPS $— 3 — FITEEE L,
BEENT 7T 4 TIRRBIC e D &, BERENT-A A=V R L THEEO VM B A2 37T
x5 L0 FT,

cHRBLTOT7AILDER : VM A A=V EBGFE L%, LEIZECTVMA A—V0
NAZ LT T 7 ANEERTEES, 207077, VE, A A=V 77 AL TEHRS
N7 a7 7 A VNELIC—F LR WAL b E T, WAZ LSBT 7 (LT
X, VM BEITTHHEE CPU R E, VM A A=V DOREDT a7 74 U 2 7 ORISR,

VM BMERTHRBAETY) OBZEETHIENTEET, HER MR IS0 T, &’
BAFREIZ VM ICEERE T DIBMDO R v N =007 U o UEERTE £,

VM ORER : EFAPIZMEA L TCVM AR LET, 20 APITiE, BARFIY AT A
BT NRITA—FIEEIEETEET, BT 2 VMIZIGU T, WHDNRT A =2 L FT
T a DT A=EZRHY ET, APLOFEMIZOWTIL, VM Lifecycle Management APIs |
EHZRLTLTEEN,

VM DEBEER VM AT — X AEZWE LY, n a7 "y 7Lz T&5L9T
HAPLEa~ U REMHLTCVM ZEHTEEST, VMERAPIZMHHT 5L, VM &2
), {E1k, F70XY 77— FTE, CPUMHEREDO VM OfEHE#RZ R R TEET, VM
TR Ty ANVEERELIRHTHIELTEET, VM7 BT 7 A VBl A=V T 7 A
NNOBEFOT a7 7 A LDOWTHDMIERTEET, 720, VMOFHT LW AZ L
077 ANVEERTEET, VM EO WIC ITBEMEZITEHRTHZ &b TEET,

NFVIS TOVM DA >R k—JL (1)) —2R 45.1 LIEF)

NFVIS 1515 T® Cisco Catalyst 8000V D 1 > X b—JL

Cisco Catalyst 8000V % NFVIS /3— 3 > 451 DI A A =L F B851E, 20k v s
Y OFIEIZHENE T,

NFVIS O LLHTD U U — AT Cisco Catalyst 8000V % A > A h—/L§ 521, NFVIS BB CTOA
YA (5T N=Y) ZBRLTSEEN,

NFVIS TOA A—SD7 v TA—F

AT9 71 NFVIS R—#uzn /4 LET,

AT 72 [Configuration] > [Virtual Machine] > [Images] > [Image Repository] DJIEIZER L £ 5,

RATYT3 WOWTNNEFITLC, A VA=A T 7 A NET v T r—RFLET,
* [Local] > [Select File] DNEIZEIR L, TNA AMDBA A M=V T 7 A )VE RO TERIRLET,
* [Remote] % =N L £,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK
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| NFISBETOA VR k=L
2y rr—vots [

AT v 74 [Remote] Z IR L7-HA1E, ROFEMAEAT L E T,
a) [ImageName]: ZD7 4 —/L RTA A=V T 7 A VOARHIZIEELET,
b) [Protocol] : K v 7H U A b 7o ha)L&ER L £9,
¢) [IPAddress]: ZD7 4 — /L RTYUE—bar— a3 DIPT RLAZEELET,
d) [Port]: 27 4 —/VRTUE—bar—varOR—baRELET,
e) [ImageFilePath] : 2D 7 4 — /L RTA A=V T 7 AN~DT 7 A VN AZRELET,

2y bT—9 DR

AT 71 NFVIS R— % /L C, [Configuration] > [Virtual Machine] > [Networking] > [Networks] DJIEIZ®ER L F 7,
ATYT2 HLWRy NT—Z&2ERT DI, [T A=2r%2) v7 LET,
AT 73 [Add Network] fEIL T, ROFEMAEZ AT LET,

a) [Network] : 2O Rua vy 7 X7 U R NG, @yl xy NU—27 Z&RIRLET,

b) [Mode] : VNF A7 — R 5F— RZ A LET,

¢) [VLAN]: VM ® VLAN Z &R L 7,

d) [VLAN-Range] : VM @ VLAN O#if %z A S L7,

e) [Native VLAN]: 2D 7 4 —/L K)H VM OFA 7 7 VLAN Z &8I L 77,

f) [Bridge] : VM OfRAEFR Y hU—27 f v H—T = A ar ba—F (WNIC) BOLA¥2 KAAL LT

9, [Existing] & 721% [Create New] 47> 3 AR ¥ U &R L £7,
g) [Interface] : D7 4 — /L KL VM DA U X —T = A AZRIRNL E T,

G¥) Z DA A F—/L Tl Single Root Input/Output Virtualization (SR-IOV) (FHA— k& TWhEH
/Vo

RTv T4 [Submit] 7V v 7 LET,

VM /Ny 5 — T DYERL

AT w71 NFVIS R—# L C, [Configuration] > [Virtual Machine] > [Images] > [Image Package] DJIEIZEIR L 9,
ATV T2 VM Ry =V aERT DI, [+ 74 ar&22 )y 7 LET,
AT w73 [Image Packaging] fHIk C. WOFEMAE AT LET,

a)  [Name] : VM /X 7 — 2 v ZIZBEAHT STV 2 40,

b) [Version] : /X 7 —D/N— 3

¢)  [VMType]: N7 —V%AERT D VM DX A 7,

d)  [Dedicate Cores (Optimize)] : = > 7 FIZMEREFEH 2T, 77 4 /L F Tk, flIX [False] TT,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |



NFVIS BE T4 VR =)L |
B wozs

e)  [SerialConsole] : ' U T /Nvary Y — &N LieT 78 AEHHELITERNT L7 4 —V R, T 74
Jb R ClX, fElE [Disable] T9,

f) [SRIOV Driver] : VM A > % —7 = A A CTHiR— k &5 SRIOV,

g)  [Local] : /N> K954 A—770 intdatastore T AIRERIGAICHEHT 2L ERH D47 2 3 vy

h) [Upload Raw Images] : B— B/~ NNy r—I 0T 54 A—T% T v 7Xa— 754573
:/o

i) [Raw Disk File Bus] : 2O R v 7 H 7 JRARNLL— KT 4 AT A A=V R AR ET,

) [Thick Disk Provisioning] : K2 > 7# U X E5 5 [true] ZiEIR LT, v/ v ya=7%
A LES, 7740 M T, EIT [false] TH,

ATV T8 7= AT T T7ANET v7a—RRTDHIF, RKOWTInEEITLET,

s [Local] 3 L, [AddLocalFile]4 7> a V &&EINL T, a— WV THEAMERT—MNANT v T 77
ANVEBBMLET,

* [Upload Bootstrap Files] 47> g VIR LT, 2 Ea— 0L T7 - A NI v TRET 7 AV ES
LUET,

* [Monitored] K& v 7% 7 7 4 —)L Kb VM OBHRREEZ SR L E 3, 7 7 4 /0 b T, fliX [False]
*@—a—o

RT9 TS VM Ny r—U % AT 5121%, [Submit] 227 U v 7 LET,

VM O FE

AT w71 NFVIS R—# L C, [Configuration] > [Deploy] DNEIZE4R L £,
AT w72 [VM Deployment] 7 « > K7 C, [Router] 71 2 v & &R L ET,
ATYT3I VMEZ Vw7 LET, VMOREBIZ4 SO KT v 7Ny RIRFRENET, ZhbHDONY RTONT
NG, WO Ry NU—2IC K7y 7 L, fEE AT LET,
AT w74 [VMDetails] =V 7T, LLFTOFEME AT LET,
a)  [VMName] : VM O4RiI#HEELE7,
b) [Image] : Ky 7 XU A2 MGy EE2ER L £,
c) [Profile] : KRRy X TR INLTR T 7 ANEERLET, 7740807077 AV, B
FARFIZ 72 7 7 A A DMREE STV R WIGE IR SN ET,
d)  [Group Name] : =D VM ZHED 7 N —7\CBHEA T 28813, FV—T 2@ R L £T,
e)  [VNCPassword] : 2D 7 4 —/L KIZ VNC SATU— RKZ AN LET,
f) [Controller] : HftE— N TERMT 5121% [non-vManage] Z®=R L, 2> v —FF— FTVM % EH
95121 [vManage] # 3R L £,
g)  [TechPackage] : N 7 X7 7 ¢ —/L Kb @8R Ny r—U 2 @I UE9, EHFTREZR
FTvasiF, Xy b=ty Ry VI =IT RRAUT =V Xy hT—=7 T3
7T,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



| NFISBETOA VR k=L

h)

)
)
k)
)

NFVIS TO VM DA VX k—JL (1) 1) —X 450 LLAT) .

[NGIO] : VM T FTRE72 NIM A 2 bire &2 k& 2 A /1 (NGIO) 47> = >, NGIO K
0y AU A )G [ENABLE] #38R L C NGIO #8802 L £ 7,

[SSH Username] : Cisco Catalyst 8000V VM (Z VU E— hCua /A > 357D —H—4,

[SSH Password] : VM IZ7 7 A3 572D SSH /RA T — K,

[Port Number] : VM ~® SSH i (VB 72 R — b &5,

[External Port Number] : VM ~0> SSH #e |2 LB /24N AR — M &7,

ATw 75 [Deployl 27 U v/ LET,

NFVIS TOVM DA X +F—JL (1) 1)—X 45.0 LLE])

NFVIS T

ATy T
ATy T2

ATv73
ATy T4
ATvT5
ATv 76
ATvT1
ATvT8

ATvT9

ATv710
ATy TN

ATy 12

DiRE< L DOER

NFVIS 78— # /U225 [VM Lifecycle] > [Deploy] Z 88K L £79°,

[VM Deployment] 77 ¢ > K7 C, [Router] 74 A% FOSXA NIRRT 7T RNy 7L, BEIZS
Uity NU—ZZvy B 7 LET,

[VM Details] ©2 > 3 > C, [VM Name] # AJJLF 7,

[Image] Ku v X7 ¢4 —)L RinG, @WYIREEZERNL E5,

[Mode] Km v X 77 4 —)L K25, [non-vManage] 47> a &2 EIR L ET,

[Profile] KRy XU ARG, a7y A NAEERLET,

[Tech Package] K12 v X 77 ¢ —)L Kb, Y728/ Ny r— &@LU E7,

FEDFRy NI —IREE FF OB N— R =708 A VA M= L ENTWDHEHEIE, [NIM] ke v 74
77 4 —/V R) 6 [ENABLE] Z#3RL C VM ICHET Z E N TEET,

[Crypto Offload] K& v 7'# 7 7 ¢ —/L K35 [ENABLE] 47 3 3 &38R LC, Kb % ~— K
V7 Fy A Te— R LET,

Cisco Catalyst 8000V ~® SSH 1 7' 1A VDO a2—H —4 L X2AU— RE A LET,

WEZ)EH U C, [VNC Password], [Port Number], [External Port], [Source Bridge]. [Deployment Disk],
[Management IP] 72 & D> VM FEMIEHR A2 BN L £ 97,

VM Z BT RN T — F A T v TRIET 7 A VRS 2572, [AddBootstrap Config] 47"+ = v %
BIRLET, 7= FA NI v TRET 7 A MIZ Tiosxe config.txt] &EWI 77 A NAPMEH I T
WHZ L aER LET,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |



NFVIS BE T4 VR =)L |
B nrvis / cisco Catalyst 8000V 1 X — S # L 0— K

VM Deployment

VM Details

\\\\\

annet

G¥) Ty bA—HY Ry b1 A FZ—T A AL, NFVISE A b &DOEFEHBERICTFHENTVE
ER

ATwF13 [Deployl] 27V v LET,

RDBERY

VM A v A X 2% BRI LT- 6, [Manage] ¥ 7 CTA » AZ v ZADFMEMRLET, Z0F7
I, VM A v AZ o ADOWENERENE T,

LY T VAT BICIE. VM OMEIC$H 5 [Console] ST B4 27 U v 7 LEF, KD NFVIS
O REHEHALT, VMO Y ZILasyy—ILICERTAZ b TEET,

NFVIS F Cisco Catalyst8000V f A — DA oA—Fk

AT w71 https://software.cisco.com/download/home (Z 8 L £ 9,

ATFw T2 R=Y T DRI/ N—"T Cisco Catalyst 8000V Z R L 7,

ATw 73 URARMD [Software Type] Z# R L EJ, 72& 2 1E, IOSXE V7 b =7 Zi®IRL 7,

ATYTE T7ANDY R IND, targz YEREF ZFFDHHT D Cisco Catalyst 8000V A A —T 7 7 A L& F 7 m— R
LET,

(3F) NFVIS T Cisco Catalyst 8000V f A =T ZRET HITIE, A A=V E2A A=V T 0T 47 7 AT
N =T HMERH D £T,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK
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| NFISBETOA VR k=L
NS T4 A—n7yTn—k [

NFVIS TOA A—SDF7 v TA—F

ATFw 71 NEVIS R—ZLica 74 LET,
AT w72 [VM Lifecycle] > [Image Repository] % HfR L £,

AT 73 [Image Registration] ¥ 7% 7 U v 7 L. [Images] 47> a v ORICH LT v 7ue—KRHIZZ ) v 7 LE
R

AT w 74 [Drop Files or Click] 47> a1 VLl 72 7 7 A VAR L £,

sssss

-
Images (@@

ATy TS [Start] %7 Vw7 LTA A=V ET v 77— RKLET,

AA—VET v7a—RKT5E, NFVISIZZENZhOT a7 7 A VEERL, 4 A—VZ5ELET, &
RUT=T 7 A WIEE L= O [Images] £ 7 ¥ 3 VICE RSN TWET,

Web f U 3—DJ A REFERLE-VWM /Ny 55— DERL

AT w1 NFVISWeb 7R —# /L7 55 [Image Repository] > [Image Packageing] % i#R L &7, [Create] 7 A 2> %27 U »
7 LET,

ATw T2 [VMPackages| 27V v 7 LET,

AT 73 [Image Packaging] ¥ 7 \Z#Efll A AJJ L £ ¥, [Dedicated Code] K12 v 7 Z 7 U A KD [Yes] i34 L &
R

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |
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Seral Console

VM Packages (@@ -

Repackage Image E’

nnnnnnnnnnnnnnnnn

ATy T4 [Submit)| 7 Vw7 LET, 7—bANT T T7ANNRT v 7 u—RKEnET,
ARA—DEERLES, ZOALA—V%B8L., Fu 7 7 A LB VEVISICEEICA D EN S X 52T 54
EHRH D £,

AT TS (B LizA A—T % ER L, [Register] 7 U v 7 LET,

2y T —9 DERL

AT v F1 NFVIS R—# L) 5, [VM Lifecycle] > [Networking] 233K L %9, [Networks & Bridges] ~— VN F/R S
£

AT 72 [Networks & Bridges] D2 & % [Create] 7 A 2> %27 VU v 7 LET,
AT 73 [Network], [Mode]. [VLAN], [Bridge]. 5 & O [Interface] D47 1 — L RIZi@) 2@z A LET,

Single Root Input/Output Virtualization (SRIOV) (¥ A — h I TWEHA,

yyyyy
nnnnnn

Interface:

Networks & Bridges e

DPDK @
&c
Network Mode Vens & NeweVem & Bidge ¢ lmedees ¢ Adions s

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



| NFISBETOA VR k=L

rEvs oes |

ATy 74 [Submit] 227 Vv 7 LET, *v NT—IBMERESHE LT,

RETSDELR

ATy I

ATy T2

ZOFRIATE, VM 2ERT A FIREZEE L, VY —RED YT, VMRHERL L OEER
wEFRRLET,

VM DU YV —=2E) B TaFoRnT DI, ROAT v FIHRENET,

a) NFVIS AR—% /L5, [VM Life Cycle] > [Resource Allocation] Z 38R L £ 3, (A7 CPU E| Y 4 TH
7R &7z [VM CPU Allocation] % 7 3 FR S vE 77,

b) [VM Memory Allocation]| %7 U v 7 LT, &R AT VEID ¥ TEERLET,

¢) [VM Disk Allocation] #7 U v 27 LT, ®KHRT 4 A7 FD Y TERRLET,

VM HEHE R A R R T DI, IRORT v 7 H2FEITLET,

a) NFVIS IR— 4 /L')2 5 [VM Life Cycle] > [Resource Allocation] Z &R L & 7,
VM Z & O2RF) 72 CPU i =23k &7z [VM CPU Utilization] % 7 BN E RS E T,

b) [Memory Allocation] #7 Vv 27 LT, VM Z & DAEVMEHFELZFRRLET,

c) [VNC Utilization]| # 7% 27 U v 27 LC, VM Z&® VNIC fEfiFE2F L7,

d) [Disk Utilization] # 7% 27 Vv 27 LT, VM Z& DT 4 A7 fEHEEFRRTLET,

Cisco Catalyst 8000V DFHI DA o # —7 = A AL, CiscoNFVISEH R > hU—7 (GBEIIFTE Y A —

xRy b 1) BICEIZTPRSNTOET, CiscoNFVISIZ, ZDOA X —T A AZIPT RLAZEID Y
T, AU ¥ —7 = A AfHE T ICMP ping 2 LT VM Z EMICER L 7,

BE (LA =T R2FT Yy RE T LY, IPT RLZAZERLZVT 5L, NFVISVM @ U H 3
VeVma— NREAETHAREMENRD D 7,

Cisco ISRV & Cisco Catalyst8000V DI CTH7 v F4H L— K
AT L—Fk

CiscoIOSXE 17.4xVUED ) U —ATlL, v AaDH— 2AEAH AL —4% (ISRV) 73 Cisco
Catalyst 8000V |[ZE &z HILE T, =—H—i, BEFD ISRv /L'— % % Cisco Catalyst 8000V
\Z7 v 77— R T& %9, CiscoCatalyst 8000V DI ) U —AIZT v 77 L— K45 HIEIC
DWTIX, CiscolOSXE Y 7 b =7 D7 v 77 L—FR (221 =) 2B LTIIEI,
GE)

« Cisco Catalyst 8000V 7>5 Cisco ISRV IZX 7 v 7 L— R$5 Z L iF T A,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |



NFVIS BE T4 VR =)L |
. Cisco ISRV & Cisco Catalyst 8000V DRI TO 7w T L—RKEFHIV T L—F

« Cisco ISRV 75 Cisco Catalyst 8000V (27 v 77 L— K954, ¥R — kS5 Cisco
ISRV Dfgg/h3—3 3 203 16.12.4, 1723, 1732 T, Ll o—2 g o nFEirsh
TU 5 Cisco ISRV 734 Z &M L T\ 58451%, Cisco Catalyst 8000V (27 v 7'/ L —
FTExEHA,

* Cisco IOS XE 17.1.x AR U U —Z )25 Cisco IOS XE 17.4x 127 v 77 L— RT3 B854,
install add file bootflash:c8000v-univer salk9.X X X .bin activate commit =~ > RiZ¥ AR — h &
NEH A, CiscoISRV % Cisco Catalyst 8000V |27 ~ 77 L — RJBITiZ,
c8000v-universalk9.XXX.bin 7 7 A /L% Configuration 7 # /L' % ® bootflash: I
b —LFET, KIZ, writememory 2~ > REFH L CRELZaE—L, Ty 77 L —F
Tav AEBLET,

* Cisco I0S XE 16.12.3 LARID U U — R % F4T L TV A BEfFD Cisco CSR1000V =—H— 73
Cisco Catalyst 8000V (27 > 77 L— R4 5456, Web Ul LT v 77 L— K45
Z LIXTEEH A, CiscoCatalyst8000V IZ7 v 77 L — R$ 5HIIZ, F£J Cisco CSR1000V
VU —2A1612.4, 1723, £ 173217 v 77— RTHLERH D £,

T RTDT A AFHIL, Cisco Catalyst 8000V ~D 7T v~ 77 L— R LRI N E T,

YR—FEINTWET Y TITL—F /R
BEE—F
*16.12.x>17.4 C8000V
*17.2.x>17.4 C8000V
*17.3.x>17.4 C8000V
arvkA—3EF—F
* 16.12.2 ISRV > 16.12.4 ISRV > 17.4 C8000V
* 16.12.3 ISRV > 16.12.4 ISRV > 17.4 C8000V
* 16.12.4 ISRV > 17.4 C8000V
*17.1.1 ISRV > 17.3.x ISRV > 17.4 C8000V
*17.2.1 ISRV > 17.2.2 ISRV > 17.4 C8000V
« 1722 ISRV > 17.4 C8000V
* 17.3.x ISRV > 17.4 C8000V

\}

() = br—7%— FTCCisco ISRV % Cisco Catalyst 8000V (27~ 77 L— R+ 5541, &)
|Z Cisco IOS XE % 17.3.1 LABED U UV — A F 7213 16.12.4 LIEDO Y )V —RIZT v 77 L— KL &
iR

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK
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OpenStack IRIE~ADA VX b—)L

Cisco IOS XE U U —R& 17.7.1 LIFETIX, NA =S Pwx—T v & L THERET 5 OpenStack
Train |Z Cisco Catalyst 8000V % 1 > A h—/ L L CH#E)TX £9, OpenStack Train U U — A%
R~ (VM) Fi3A VAZ A E R TELA—T YV =R I T RA L TTFTALT
JFx VYT RT2TDFHDONN—T 3 U TH,

DA VAR—/LTIL, 8GB £ 16GB O GT DT 4 A7 PNHAR—FENET, KOWTI
DIiEAAEM LT, OpenStack |Z Cisco Catalyst 8000V VM %A A b —/L TE £7,

* OpenStack % » ¥ ah— R&MH LT VM Z FEi CERK L, qeow2 4 A—T&HEH L TA
YA =T D,

cHeat7 > 7L — R &2 L7 A A b=/ & F{TT 5, OpenStack Ti, Heatld, OpenStack
a7 RESTAPLZ N LCT v 7 b— MEREFER L TEGZ U RT ) r—va vk
F—=r A b—var$5h—EATYT, Heat7 7L —RMNI, 77U RT 7V r—3g
VDAY TTARNT I T ETXAN I 7 ANLTRIBLES, TNHDOT7 7 L— NI,
Heat 7% OpenStack AP Z FFONHTZ & ZF[REICT 2 U VY — A OBKREREELET, 20
T a ilky, TV S—va sl O ODELWIEFTTRTOA 7T A
N7 F xS ERRENE T,

Cisco Catalyst 8000V A > AX L A% A VA M=V L ClEEITL L, FBELIEZT—FA T v
FLEFTABRRET —XITESWT, —FIFARE— NELIZar ba—FF— RCEH)
LET,

YR— FEN T SRR

OpenStack @ Cisco Catalyst 8000V 1 > A b — /L CHR— N SNHERBITRD LBV TT,
* [Pv6

«CDNA 74 B AET )L
« BAE— FTO VNIC D& > MBI L Ok
« OpenStack DA A h—)LE{E (70 ~=—)

* OpenStack ~D A > A F— VIZBT B ilFFE (70 ~X—7)
* OpenStack ~® Cisco Catalyst 8000V D1 > A h—)L (70 ~<—)

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |



OpenStack BiE~DA 2 k=)L |
B orenstack o oz F—1EH

OpenStack D1 > X b— LEH

OpenStack (Z Cisco Catalyst 8000V Z A > A b —/LF 5= DELIIRD LB Y TT,
*OpenStack Y U—RA& : hL AU U—2R
* Red Hat Enterprise Linux (RHEL) 8.2 (Ootpa)
« RHELOSP N—¥ 3 161 (hLAY)

cCVIM RN— 542
AT 4 A7 :8GB & 16 GB M T DIRIET 4 A7 WY R — K ENTWET

e R R—FENDHFNTET7A)L 4GBDAEY L 8GB £7/-1L 16GB DIRBT 4 AV %
H L7- 1 vCPU

OpenStack ~DA > X b—/LICEiT A H#9FEI1E

OpenStack heat 7 7' A A > MZ Lo TAER Sz Y —/LURLIZIX, h—2 » OIFfE l6E
B (TTL) 2% S, 7 7 44 Ra%EIL 10 0 T3, 3% NoVNC URL 1%, HiZiK~
BT 7 ANDA AR ADRBRRLER Dy T v S OMHKR E | RREDOSRMET T,
ZOT 7 v b ORI EEE T 5 L HIREINICR Y £,

ZOHIBRETIRT HI121H, N—F VO IIATAA L A X 2 A VNC 22 Y — )L B fE AT 50,

OV a—F 4T ) —FRdDvirsheonsolez <> REFHLTA VAKX L AD L ) — VT
I ALET,

OpenStack ~ @ Cisco Catalyst 8000V D1 > X k—)L

WDOWTHHD J7HE T Cisco Catalyst 8000V &1 > A h—/L¢ 5 Z LN TEET,

« OpenStack GUL ZfEH L £7°, ZNEAT 9 HFIECHOW T, A VA X U AO#E) (71—
V) EZRLTLLIEE N,

eHeat 7 7L — b 2fEHLET, ZDOA A M—)LDOFETIHFIEIZOWTIL, Heat 77
L—"Z2HHLEVMOA A R—L (72%—3) BB LTLIIFEN,

« CLI %A L F£9, OpenStack CLI T openstack server create 2~ > K& {7352 LT
VM ZAER T & £97, FEMic OV T,
https://docs.openstack.org/python-openstackclient/train/cli/command-objects/server.html#server-create
AL TLIEEN,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK
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I OpenStack IRIE~AD A X b—)L

125220y |

4R ADILE)

ATy I

ATy T2

ATvT3
RTv74
ATy TH

ATvT6

ATvT1
ATvT8
ATv79
ATv 710

ATy 71N
ATvT12

ATv 713
ATv 714

OpenStack IR — 4 /L"C, [Images] 7 U v 7 L, EEITHA A—TZEIRL 9,
F 721%. [Instances]. [Launch Instance] DNEIZZ UV v 2752 L HTEET,
FEA DA T, [Details] 27 Vv 27 L, ROFEM ZHELET,
* [Instance Name] : { > A X ' ADLRiZ AT LET,
* [Description] : A ' A X L ZADFHE AT LET, ZDT 4 —/V FIHMEETT,
* [Availability Zone] : 2D 7 4 — )L KL, 7 77 ROGmE =T 4 v a v &2EELET, 207 4 —)b
RlZ Nova & AJLET,

s [Count] : {ERKT B A LV AZ L ADEAE AN LET, A URETHEEDOA AL o AEERT DT,
BEMOLET,

Next] Z#27 U7 LET,

AT, [Sourcel 7 U v 7 LET,

[Select Boot Source] K72 v 7% 77 —/L K) 5, [Image]. [Instance Snapshot], [Volume], F72i%
[Volume Snapshot] Z 3R L £ 79,

[Source] 7> a Tlk, A Y AZ L ADIERITHENT 57 7T — M EEELET, A A=Y A A
BUADAFyTay b U A=VAFyTvay b)) Ra—b FREFR) 2—bRF v
vay b (BRIWSGE) EEHTEET, HiILVAY 2a—AE2EKR LT, KA ML —V2FEHTHZ
EHLTEET,

A VAL ZADOHIBRFFZAR Y 2 — A% HIFRT 5121%, [Delete Volume on Instance Delete] 77 1 —/L KT [Yes]
IR L F7,

DA T [Flavor] 7V v 7 LE T,
AEFYEADNL—=VOBEMECHESNWTE T a U ERIRLET,

[Next] #27 U v 27 LET,

[Networks] 473 2 > 725 Cisco Catalyst 8000V VM & Z D v b U —7 NOHY— _R—% i+ 5% > b
V=22 BRLET, 20T a it MR YERETLHGICHLETT,

GE) VM 2863 5 SRIOV " — h ZBINT 56 1%. [Network Ports] K v 77X U A &R L
TNIC Z#IRTE F7,

Next] 27 Vv 27 LET,

[Security Groups] R > FH T YA MW G, A UV AZ A EEIT X2 T 4 VNV —T 2 @R
To 774N DEF2YT 4 ZN—THEHTEET,

Next] 227 U7 LET,

[Configuration] &7 + 3 > C, Z—#—F —& % 22 &°— L C [Customization Script] 7 ¢ —/L FI{ZRE 0 f} 1)
Y. RIS, 2=V =T =FREAZ VT FOFERLET,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |



OpenStack BiE~DA 2 k=)L |

B v si—rzmRLEWOA VR b=

ATvT15

AT v 716
AT F11

hostname c8kv-ios cfg

license smart enable

username lab privilege 15 secret lab
ip domain-name cisco.com
interface GigabitEthernetl

ip address 10.0.0.5 255.255.255.0
no shut

exit

ip route 0.0.0.0 0.0.0.0 10.0.0.1
line vty 0 4

login local

exit

XML 7 7 A /VF 7=l iosxe_configtxt 7 7 A LA T v 70— KL T, 2—W—F—F ELITRET —4 &
T 52 L TEET, [ChooseFile] #27 Y v 7 L, XML £72id txt 7 7 A VA S L £ T,

GE) TAERBEDTHEMZONTIL, TAErRE (75 3—Y) 2ZRL TS0,

[Configuration Drive] = > 7 R v 7 A% A2 LT, [Next] %27 U7 LET,
[Launch Instance] #7 U v 7 LCA VA X U A& EEN LET,

GE) BftE—F2bar br—7%F— R BEZ 5851, ciscosdwan cloud init.cfg 7 7 A /L% 7 —
F7T v vallabt—F20ERH) 7,

Heat 7> JL— FZFERALEVMDA VX b—JL

RATvT1
ATvT2
ATvT3
ATv74
ATvTH

ATy T6
ATy 17

ATvT8
ATvT9

OpenStack ® Heat 7 /'L — &2 &, A U AZ A R a—h, X2 VT 47
N—T72 8D OpenStack U YV —AZ{EKCTE LT, ZOTF T L — NI, 7TV RTT Y r—
YarDA T ITANT I F T XA T FANDENTIREL, A V7T AT 7 F v,
P—bER, BLOT 7V r—va v oREEEHBETE S LI LET,

Heat 7 > 7 L — & i ] L T OpenStack VM % A > A b —/LF 5121, IROFNEEZ FEITLE
D

OpenStack DR—X izu 74 LET,

EHOA =2 —F 7 a o, [Project] 27 Vv 7 LET,

[Orchestration] %27 U v 7 L. [Stack] Z 3R L £7°,

[Stacks] 7 « > K C, [Launch Stack] #7 U v 7 L&,

[Template Source] K2 X7 U A Mpnb 707 L— hOREFIEIZIE-SWT, [File]l, [URL], F7-
1% [Direct Input] 23R L £7°,

[File] 47> a > &38R L72A 1L, [Choose Filel 47> ar a7 Vv L, 77 L— K 77 A VER
FLEGHESRLCZO7 7 A V&7 v7ue—FRL, [Next|] 227 U w7 LET,

[Stack Name] 7 4 —/V RICA X v 7 D4 RiE ATTLET,

0 —L3 w7 T HIZIE, [Rollback on Failure] = v 7 R 7 A& A1 LET,

[Password for user “admin™] 7 « —/L NiZ, FHEDO AU —RE AN LET,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



I OpenStack IRIE~ADA VX F—)L
Heat 7> T L— rE@EALEZWOS V2 b—1 [

ATw 710 [Launch] 27V v 7 LE7,

RLENNTE T35 & [Stacks] 7 1 & K7 @ [Status] F1IZ [Create Complete] &9 A v bE—INFRIN
EJxpe

Cisco Catalyst8000V T v Y I Iz 7 A VR M—LULELVIV T FalL—ar HA K .
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FA4tEOHRTE

Cisco Catalyst 8000V (%, Cisco I0S XE & Cisco I0S XE SD-WAN D i /7 DF§pE A AR — b L &
T, BEE—RNTA UV AX U A% LENITSH Z & T, CiscolOSXE DFSREIZT 7 B ATE E7,
FIEEIZ, Cisco SD-WANHEREICT 78 A LTHEMATAIZIX, /1 VA X RAEay e —FF—
NCEEILET,

H & — Fi&. Cisco Catalyst 8000V A > A% L ANKENTEHFT 7 4L hOE— R T, A
E—RTCTAEBRORELHATT HHEIL. ZOEEZBRLTIZIN,

\)

(G¥)  CiscoCatalyst8000V A > A X L A% 2 hu—F%— R CREMTLHA1L.  lnstalland Upgrade
for Cisco Catalyst 8000V Controller Mode] #Z M L T 72 &V,

FB AT AN4ODNT A—% (OTP., UUID., VBOND. ORG) ZW N b TE2RWE,
TR ATEEE— N CEBLET,

INAIN—INAHFEDSHERRETDT—FRA S Y TOHR—

WDFIZ, HET— K TO Cisco Catalyst 8000V DA /S— A L 7 T 7 REKDT — kA
N7y TR — O EERLET,

/N1 78—\ |CD-ROM @ |CD-ROM @ [OVA M4 > |Config-drive| h x4 L |21—H—
4 iose configxt | ovf-envxml |z k—)L | F—4 F—h
VMware I KFIE PP PPN FER I EISSINN
KVM I i SIS I St I
AWS XTI FERFIG XTI EISSINN KFIE It
Azure FEXRFIER R I FERFIER It PP KFhi
GCP XTI FERF I XTI PPN KFIE PPN

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |
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F1EogE |

T4 AREDOHEEY R— k

INA 78—\ |CD-ROM O |CD-ROM @ [OVA M« > |Config-drive| 1 x4 L |21—H—
A4 iosxe configtxt | ovf-env.xml | 2 b—)L N F—4 F_A
raw RED | %Ik SRR EIS S I pSIIN It
o — Ak

UERED

FEEDRE | FExtIs PSS s s e P
74—V K

DX

GUI Ox%fiis | FER I et K FExHiEs FExtis et it
Al

2 M= [5E (108 | % 0S| FEkHis st (I0S | %fhis stie (1I0S
v T — MR | OFEERE | OFERE OFEFHE OFEFHE
N Wk 5) Wk 3) 2k 3) 2k 3)

TV w7777 RIZE, VMIZT— FA N7 v FEREREETEDATNA D= LN 1
SOHVET, L, TAA AT, WAZ LT 22— —F—%  BILUSDWAN
(vManage 7> # v > i — K L7z ciscosdwan_cloud init.cfg 7 7 A /L &2 f) D3>D 7 —
AT T ANNERNE Y 70 RCHAR—FEhET, & xE, AWS TiE, EC2=—
P—F—% FX A Ry 7 AL [File Upload] 7> a v & LT, BRI A >
AH A EGRONT IO TT — A T v FERERIETCE £9, £ D% Cisco
Catalyst 8000V |%, RSN 7R EMARE L T L 7,

« FRROEKDI AL LT —H ba—F—F—=ZDHNL, 77— AT v T AN ESRL
TEY, TOARIOBKRTHL 7 TY REXAT 4 TDT = ATy T ANAT=ALT
THY EFEAL, TXTONRTY v 7779 REWFOERZ YR — KL THETH, TR
ZLT—=ZERITL VB L TEBY, ZEAEDT T r—va R INL AT v =
YT,

« FTAR=LT T U ROEH, iosxe config.txt BREIX ovE-env.xml B OKE

K7 7 ANVERETHZ LT, 7= FANT v TR Z FEITTE £, CiscoCatalyst 3000V
DA A ~—HIZ, fJED CD-ROM Z M L THERL Y 7 A L& VMIZT v 7 — K4

HVENDH Y F£7,
« TA B aBREOHIHSM (77 =)
« TABaREDOHIKIEE (77 X—)

« T—hARNT T AH=ZRLDFIR (77 =—2)
etxtEIT xml VAN EERALIET A EeiRE
cOVF 7 7L —hDTAERRE (83 X—)
- config-drive ZfEH L7274 B i E (83 <—)
cHAB LT —HEMHRH LT AEeRE (84 X—)
e fR—TFEF—RTOTABRHE (93 2—)

(78 _—3)
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5

A4 +€0O

N—ZOEEE—FET A B uBREDHK (94 ~—)
 KSFEONDHERM (95 =)

R TE DHITRFE M

« Cisco Catalyst 8000V A > A X v A% 2 hru—7F— R CRERET 2%5A1EL. vManage 7> 5
T—=hARNT Y TREZ 7 ANEER L, ERISNTRET 7 A NVOL4RHTE
ciscosdwan_cloud init.cfg IZEH LET, 734 A2 hr—FF— R THEVICES)
L. vManage [ZBEKIND L OIZT DI, FAICT7 7 A VEEHLET,

vManage 75 HENVER SNTZRE 7 7 A V& FEITIRE L2V T ZEW, ZEITH
L. arbr—I B8R LRL R0 TS ADRYIOEFRZEA & LB L) L2\ Al HE
HRH Y F,

EREDHITIEIR

cPayG 7 A B AETNEENT LG, 20 he—F%F— NIPayG 714 BV AET L%
BR—=FLTWARNED, BE— RO 2 2 FET XA,

« HftE— FD A2 Dual-I0Sd 9 R— K~ LET,

e M 1 — RIFEALDRNA A= L NO-LIA A—F, 2 ha—F%F— KTIE¥ER—
S TWEFA,

s A UAR—T 4 T LTCEWEE— RERER, 2 br—JF— Mo EfE— NIZ, £
WXEOW VIR B LR KbV E T,

s HEE— Kb ar bue—F%— N2, $R3Z0HEI V%2 5 &, CiscoFederal Licensing
& SmartLicensing DBERIHERE L2 < 0 £3, TA B A ZHRBESE DT, BT
LHUENRDH Y FT,

« GUI Zf#/ L C Cisco Catalyst 8000V VM # &G54, VMBS y NV —7
A B =T oA ADNEFZ, A v F—T = A ADMERESNTNEF & —E LA2WEARH Y
9, T, A F—T oA ZADFFTIEFN RZ A4 SO4HTEPCIT KL AZEES
WTWAEDTT, ZOBECLY, TAErRER—HOX Yy NV—7 f X —T = A
B CHEASNDAREMERNH Y £4, 20T V) FRR4AELEEAIE. VM OERRZ
2, WBEZTAIR Y NI—T A F—T 2 A FETHRETDHLERNH D F9,

T—rA RS TANZXLDER

NANR=NAY LT T FERETYR—FSNTWELT— X Ty TR DNR-T2D T,
RDAT v F1E, TABRRELETTLHOITBIRT DA D= AL EZRET HZETT, K
LT, 71 2ADT A BErkEa MR TE £7,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |



FaeouE |
B wzrdom oy szmRLEF E0RE

« GUI *Y—JL : VMware |Z Cisco Catalyst 8000V %1 > A h—/L L, OVA JEBZ®IN L 7=
A%, OVARERBRY 4 —F2H L CRELZFEITTEET, 2OV F—REIT7— KX
N7 TEHEDT 4=V REFR—F LTS, 77— FMA N7y THRT7 7 A V&2 F
HTIERT D20 EITH D £H A,

Xt ZFAINXM TFAIL: TTARX= 7 TT FNT, IOSREAT~ Y N LTT
A BaREEIT I HETL, iosxe configtxt 7 7 A LV EEIRTHZ LA BEIO LET, ZD
TETIE, WHT % CLLZ 7 7 A /VIZHEY 1), CD-ROM & LT VM IZHRHET&E £9,
s HRA LT—% : AWS, Microsoft Azure, & 7213 GCP |Z Cisco Catalyst 8000V % {3 %
Bald, RSN DFHEFAAZ LT —FHROT— AN T v TRETT, ZOREH
HEiX, 2= =7 —=F 2 LR E LY bR TR H Y £4, 22— —F—%
EHERALTITY TA B asE, £, 7 CICMLsnia——F7—ZEHE o1 —
P—Zxtg e LTWET,

THEDE AT =R LAOEEFIZONTIE, LTFE2BHALI TS,

txtEEIETxml 27 ILEFERALE-TA EOEKTE

LT ITHEHATEDT AL AT, A VA M VHFIZEEE— RTT A A RET 555
X, 7= AT v BEEORELRRETEET,

KVM B2 EDT T 4 ~_— K7 T v RTIE, iosxe configtxt 7 7 A /LF 721% ovf-env.xml 7 7
ANERELTT— MR NI v TRELZFATTEETST, ZOHFETHE, CLIZALTHEHTS
REFINEL., 77 ANMTHEV T T, 2035 Y% CD-ROM & LT VM ICHfIt T £
To NANR—NAVREIZISUT, 7—FIET7— AT v TRECHEHINET,

WOETIE, ZOT—F AT v THREHFECOWVTEHELLHALET,

T—rRA ST T7A4ILDER

ZOFIETIE, 7= PR Ty T 7 A NEAERT B IS TT 2 UEN D B FIEIC
WTHBILET, xt £ xmlERO 207 7 A VEERTH & v I TERAFIET
TNAADTA B RELRETEET,

ZOFNEIT. KVM 72 EDAA = A P~ 2 2T D & SICEITTEET,

AT v 71 iosxe config.txt & 7213 ovf-envxml 7 7 A L& AERK L £ 77,
a) isoxe configtxt 7 7 A WV EAVEKT HIZIE, I0Sconft =2~ K& 1T OEL 7 7 A V& I D4 HITHE
L ET,
b) ovf-env.xml 7 7 A L EAERT A 1ZIE, [Bootstrap Properties] 2> HEET D7 X7 o ZFIRL, FEEL
T2ARID T 7 A MTEE L ET,
GE) xml 7 7 A VDl 2 DT v R7 4 DFFERIZHOWTIX, 77— A N7 v 7 OT a7 4 (793—)
L TESN,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



| 714€n%x
J—tzxtsvInTnsTF. ||

ATw 72 xml £721F txt 7 7 A VR~ v o THERAARERERICERT I, kOoa~v L REERALT7 74
IWINST 4 AT A A= ZERR L E9,

1 -
mkisofs -1 -o /my/path/c8000v_config.iso <configuration filename>

AT w73 Cisco Catalyst 8000V {48~ > > OERK 112 c8000v_configiso BT 4+ A7 & LT~ hLET,

TJ— XSy T7OD70/8T 4«
ovf-envxml 7 7 A VEERCTE BH&c DT — A ST v 7707 1o T, kDFEE
ST ZEN,

R13:T—FrR Sy TOTONRT 4

wA=VAG P EiBA

console a2V —E— RERELET, HEARE/REIZIX, auto, virtual, serial
RENRHY ET,

domain-name =B D RKAA L,

enable-scp-server I0S SCP #4BEZ H I L £,

enable-ssh-server SSHZFEMA LU E—br s A 2f L, Tenet &4 L72Y £—
BIA RN LES, v A=A — RERET D

VBB £,
hostname N—H DRA N,
ios-config CiscoI0S 2~ > ROFETH AN L E T,

B Dz~ FEETT DI, BED jos-config DA L AX AL
A VAL AANEN T EFZ 2 LET, &,
jos-config-1, ios-config-2 72 & T9, =~ Fid, (&N F 2>
TEFIEIZFEITINET,

I

ios-config-1="username cisco priv 15 pass ciscoxyz"
ios-config-2="ip scp server enable"
ios-config-3="ip domain lookup"

ios-config-4="ip domain name cisco.com”

FAEBA Cisco Catalyst 8000V A > A ¥ » A DB A RER T A B A T
7 )aY— LV ERELET,

login-password N—=ZDu T A L RAT— R,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |



B x50 7070857+4

TAEOR%RE

pAVAG

B

login-username

J—& DaL—H—4

mgmt-interface

Cisco Catalyst 8000V A > A X L ZADEHA 4 —T = A ZA&45E L E
7, UL GigabitEthernetx ¥ 7213 GigabitEthernetx.xxx T 5 ML EN &
DET,

mgmt-ipv4-addr

GigabitEthernet) FH A > ¥ —7 = A 2D IPv4 TEAOEE S — N7 = A
7 RVAI~ AT,

mgmt-ipv4-gateway

IPv4 EBT 74V N — U =A 7 KL A, DHCP #fiffl L T\ 535
A%, 74—/ Ricdhep EASLET,

mgmt-ipv4-network

EHTS— N2 APV —T 4 T T 5PV Ry NU—7

( 7192.168.2.0/24] < 192.168.2.0 255.255.255.0] 72 &) #HELE
To ZOMEPEE SN TWRWEAIX, 77 4/4 Fb— K (0.0.0.0/0)
MMERH SN ET,

mgmt-vlan

dotlQ VLAN A > ¥ —7 = A A% % LE 7, GigabitEthernetx.xxx
EHEHLTEEASA VH—T oA AERETLHLERDD £77,

pnsc-agent-local-port

(LE) =R —V ¥ bR v—2%ZETH Lo, m—Av
Cisco Catalyst 8000V ¢ Cisco Prime Network Services Controller H— £ 2
T—Y = FMSSLA—FERELET,

DR TEIL. Cisco Prime Network Services Controller % f i L C Cisco
cm@mwmv%)%~ TEHTLIGAIMEHSET,

pnsc-ipv4-addr

Cisco Prime Network Services Controller ® IP 7 KL XA ZHKE L £,

Z OFKEIL. Cisco Prime Network Services Controller Z {5 L T Cisco
@mwmww4/x&/z%)%~kfﬁﬁﬁéﬁé_ﬁméMiio

pnsc-shared-secret-key

a2 hr—F1 05 SSLAEAEZRTET 572912, Cisco Prime Network
Services Controller = —< = > k @ Cisco Prime Network Services Controller

HEMEF—Z2HFHELET,

DR EIL. Cisco Prime Network Services Controller {5 Jil L T Cisco
@mmmmv4/x&/x%)%— TEBET LGRS NET,

privilege-password

Hebe (HWMb) 727 B ARDONAT— RERELET,

resource-template

VY —=A7 7 b—b2RELET, BOEMRERMEICIE, default,
service_plane medium, service plane heavy 72 &3 & V) F97,

)

CE)  ovf-envxml 7 7 A L DY T AT DNTIL, ovf-envxml 7 7 A LD (81 N—) HRE L

TLEEW,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



iosxe_config.txt 7 7 1 JL D

hostname ultra-ios_cfg
license smart enable

username lab privilege 15 password lab

ip domain-name cisco.com

crypto key generate rsa modulus 1024

interface GigabitEthernetl

ip address 10.0.0.5 255.255.255.0

no shut
exit

ip route 0.0.0.0 0.0.0.0 10.0.

line vty 0 4
login local
exit

OpenStack 2% D iosxe_config.txt 7 7 4 JL D15

hostname c8kv-ios cfg
license smart enable

0.1

username lab priv 15 secret lab

ip domain-name cisco.com
interface GigabitEthernetl

ip address 10.0.0.5 255.255.255.0

no shut
exit

ip route 0.0.0.0 0.0.0.0 10.0.

line vty 0 4
login local
exit

ovf-env.xml 7 7 1 JL D4

0.1

<?xml version="1.0" encoding="UTF-8"7?>

<Environment

iosxe_config.txt 7 7 1 JL O .

xmlns:oe="http://schemas.dmtf.org/ovf/environment/1">

<PropertySection>

<Property oe:key="com.cisco.c8000v.license.1l" oe:value="security"/>
<Property oe:key="com.cisco.c8000v.console.1l" oe:value="serial"/>

<Property oe:key="com.cisco.c8000v.config-version.1l" oe:value="1.0"/>

<Property oe:key="com.
<Property oe:key="com.
<Property oe:key="com.
<Property oe:key="com.
<Property oe:key="com.
<Property oe:key="com.
<Property oe:key="com.

cisco

cisco.
cisco.
cisco.
cisco.
cisco.
cisco.

.c8000v.
c8000v.
c8000v.
c8000v.
c8000v.
c8000v.
c8000v.

domain-name.l" oe:value=""/>
enable-scp-server.1l" oe:value="False"/>
enable-ssh-server.1" oe:value="False"/>
hostname.l" oe:value="lab"/>

license.l" oe:value="ax"/>
login-password.l" oe:value=""/>
login-username.l" oe:value="1lab"/>

<Property oe:key="com.cisco.c8000v.mgmt-interface.l" oe:value="GigabitEthernetl"/>

<Property oe:key="com.cisco.c8000v.mgmt-ipv4-addr.1l" oe:value="172.25.223.251/25"/>

<Property oe:key="com.cisco.c8000v.mgmt-ipvd-gateway.l" oe:value="172.25.223.129"/>

<Property oe:key="com.
<Property oe:key="com.
<Property oe:key="com.
<Property oe:key="com.
<Property oe:key="com.

cisco.
cisco.
cisco.
cisco.
cisco.

c8000v.
c8000v.
c8000v.
c8000v.
c8000v.

mgmt-ipv4-network.1l" oe:value=""/>
mgmt-vlan.l" oe:value=""/>
pnsc-agent-local-port.1" oe:value=""/>
pnsc-ipv4-addr.1l" oe:value=""/>
pnsc-shared-secret-key.1" oe:value=""/>

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |



. ovi-env.xml 7 7 1 )LD

F1oEE |

<Property oe:key="com.cisco.c8000v.privilege-password.l" oce:value=""/>

<Property oe:key="com.cisco.c8000v.remote-mgmt-ipv4-addr.1l" oe:value=""/>

<Property oe:key="com.cisco.c8000v.resource-template.l"
oe:value="service plane medium"/>

<Property oe:key="com.cisco.c8000v.ios-config-0001" oe:value="logging buffered

10000"/>
<Property oe:key="com.cisco.c8000v.ios-config-0002" oce:value="hostname uut-ovf"/>
<Property oe:key="com.cisco.c8000v.ios-config-0003" oe:value="ip domain-name
cisco.com"/>
<Property oe:key="com.cisco.c8000v.ios-config-0004" oe:value="crypto key generate
rsa modulus 1024"/>
<Property oe:key="com.cisco.c8000v.ios-config-0005" oe:value="interface
GigabitEthernet2"/>
<Property oe:key="com.cisco.c8000v.ios-config-0006" oe:value="ip address 10.0.0.5
255.255.255.0"/>
<Property oe:key="com.cisco.c8000v.ios-config-0007" oe:value="no shut"/>
<Property oe:key="com.cisco.c8000v.ios-config-0008" oe:value="exit"/>
<Property oe:key="com.cisco.c8000v.ios-config-0009" oe:value="ip route 0.0.0.0
0.0.0.0 10.0.0.1"/>
</PropertySection>
</Environment>

OpenStack 0 ovf-env.xml 7 7 1 JL D15

<?xml version="1.0" encoding="UTF-8"?>
<Environment
xmlns:oe="http://schemas.dmtf.org/ovf/environment/1">
<PropertySection>
<Property oe:key="com.cisco.c8000v.license.l" oe:value="network-premier addon
dna-premier"/>
<Property oe:key="com.cisco.c8000v.console.l" oe:value="virtual"/>

<Property oe:key="com.cisco.c8000v.config-version.1" oe:value="1.0"/>

<Property oe:key="com.cisco.c8000v.domain-name.1" oe:value=""/>

<Property oe:key="com.cisco.c8000v.enable-scp-server.1l" oe:value="False"/>

<Property oe:key="com.cisco.c8000v.enable-ssh-server.1" oe:value="False"/>

<Property oe:key="com.cisco.c8000v.hostname.l" oe:value="1lab"/>

<Property oe:key="com.cisco.c8000v.login-password.l" oe:value="1lab#123"/>

<Property oe:key="com.cisco.c8000v.login-username.l" oe:value="lab"/>

<Property oe:key="com.cisco.c8000v.mgmt-interface.l" oe:value="GigabitEthernetl"/>
<Property oe:key="com.cisco.c8000v.mgmt-ipv4-addr.1l" oe:value=""/>

<Property oe:key="com.cisco.c8000v.mgmt-ipv4d-gateway.1l" oe:value="192.168.8.1"/>
<Property oe:key="com.cisco.c8000v.mgmt-ipv4-network.1l" oe:value=""/>

<Property oe:key="com.cisco.c8000v.mgmt-vlan.1" oe:value=""/>

<Property oe:key="com.cisco.c8000v.pnsc-agent-local-port.1l" oe:value=""/>

<Property oe:key="com.cisco.c8000v.pnsc-ipv4-addr.1l" oe:value=""/>

<Property oe:key="com.cisco.c8000v.pnsc-shared-secret-key.1" oe:value=""/>

<Property oe:key="com.cisco.c8000v.privilege-password.l" oe:value="lab#123"/>

<Property oe:key="com.cisco.c8000v.remote-mgmt-ipv4-addr.1l" oe:value=""/>

<Property oe:key="com.cisco.c8000v.resource-template.1l" oe:value="service-plane-medium"/>
<Property oe:key="com.cisco.c8000v.ios-config-0001" oe:value="logging buffered 10000"/>
<Property oe:key="com.cisco.c8000v.ios-config-0002" oe:value="hostname uut-ovf"/>
<Property oe:key="com.cisco.c8000v.ios-config-0003" oe:value="ip domain name cisco.com"/>
<Property oe:key="com.cisco.c8000v.ios-config-0005" oe:value="interface GigabitEthernet2"/>
<Property oe:key="com.cisco.c8000v.ios-config-0006" oe:value="ip address dhcp"/>
<Property oe:key="com.cisco.c8000v.ios-config-0007" oe:value="no shut"/>

<Property oe:key="com.cisco.c8000v.ios-config-0008" oe:value="exit"/>

<Property oe:key="com.cisco.c8000v.ios-config-0009" oe:value="ip route 0.0.0.0 0.0.0.0
192.168.8.1"/>

<Property oe:key="com.cisco.c8000v.ios-config-0010" oe:value="interface GigabitEthernetl"/>
<Property oe:key="com.cisco.c8000v.ios-config-0011" oe:value="ip address dhcp"/>
<Property oe:key="com.cisco.c8000v.ios-config-0012" oe:value="no shut"/>
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</PropertySection>
</Environment>

— O —™ » -
OVF 7 JL—bhrDTA€OKRTE
TAERDT— AN v T EFERCYHR— T 5 OVF EBHIL. vCenter Ul £ 721X COT ¥V —

V%S LT VMware TOHYAR— K I E T, ESXiNA 78— 3o P THEITSH T D Cisco
Catalyst 8000V DT A ¥ B iR ElL. VM ~D OVA DER (31 2—) TAFTE X7,

COTY—NZHEHLTEBOT A EaikEs T3 5 HFIEC DWW T, COT i L 7= Cisco
Catalyst 8000V DHARI /R 7 1 /37 Dt 35 ~—) LTI ZIV,

config-drive ZfEA L =74 €OKE

Cisco Catalyst 8000V O FEENRFIZERED 71— N E D X 9 IZHET 521X, --config-drive 47
varEFEHALET, CD-ROM B X2 FH D/ — R KZ7 A 7IZIL, config-drive TEX DX E
HHRzeEZ05 b TEET, WTHOLEL, ZOFEHIE. iosxe config.txt 77 A /b
FizidovE-env.xml 77 A LOWTNPOERE BT NEEFFST7 74 L TT,

T A B rRIEIT config drive &7 3 AT 511X, --config-drive 47" 5 % true (T
RE L, BENT HN—FREZ AT OMRT 7 A NVDOAETZIRE LET, ROFGIETHEMRE
WEtEETETET,

XMLUTXT 7274 J)LELT
DX T a T, RO2ODERONTNUNTHER T 7 A NVERETHLERH Y £7,
e ovf-env.xml 7 7 A ATERD xml 7 7 A /L& LT (OVF EBRIDOEES

« iosxe_config.txt 7 7 A WVIERDT F A R 7 7 AL & LT

txt 7 7 ANVERIT xml 77 ANNDONTI L OO T 7 ANEA T OHREFERAL, Wi
ERA LN EEm HEREL $7,

WOBREFZBR LTI, ROWTNDLORELFEHA LT, 77 AL 2T 5 THEEK
TrANVERELET,

nova boot c¢8000v-vm-174 --image c8000v-174 --flavor c8000v.2vcpu.4gb --nic
port-id=6773bell-7b95-48cd-b372-fb8a3cae2b50 --config-drive=true --file
ovf-env.xml=/home/stack/conf files/ut/ovf-env.xml

EJ S

nova boot ¢8000v-vm-174 --image c8000v-174 --flavor c8000v.2vcpu.4gb --nic
port-id=6773bell-7b95-48cd-b372-fb8a3cae2b50 --config-drive=true --file
iosxe config.txt=/home/stack/conf files/ut/iosxe config.txt

\)

G ZhbD77ANAEFNA—RFa— RSN TEY ., config-drive i & Z EE) 2 DICLETT,
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A—H—T—2DEHA

OpenStack 72 & OFFE OEREE Cld, user_datad 7 a > & L T, config-drive B XT7 7
AN AT BT 7 A NVERM L E 7, OpenStack BREZIZHOWTIL, IROZ—H—F —H Dl
AL TLTEEN,

openstack server create "admin-VK-C8KISOSerial-20210917"

--config-drive true

--image c8kv-image-176

-—-flavor ml.large

--network mgmt-nt

--network prod-nt

--block-device-mapping id=admin-VK-EmptyVolume-SerialTest:type=volume

--user—-data userdata.txt

AR LT—2Z#ERALETAE0EE

Cisco Catalyst 8000V A > A h—/L 7 7 A L& Z 70— KL, BREICA A—V %R LI,
TN ANGERITHERET D K D 12T 511X, Cisco Catalyst 8000V A > A X o A% FE)y T ET
HZRENHY T, RETFIEEZ BT D720, £i3A TV I AV A NIRRT 5729
W2, PHR—FENTWDTRTONRT Y w7 7T KETF A ~_— K27 T KT CiscoCatalyst
8000V WA K LT —H Ellda—Y—FT—F %7 v 7Fum— RTEET,

279 RY—ER TN, T —F T T TAR— NI T RDHAG LT =2 %T v a—
RTHZET, TAERRERLT—MA NI v IREZHIAELTEES, 77— AT v 7t
7 7 A /L (osxe configtxt 7 7 A /V) &7 v 77— RE/37 % v F 50, 2—HF—F—
ZaRLTInon7n 2z HEb L, S/NROBIEZZITE o 7o HBEREFITT A R
AHEREIRIBIC L £ T

TAER 7= NARNT T 77 A NEHEHTS L, CiscolOSXERREa~ Y REFEITLIED,
TAERDST A R 2 VI Python Ny r—V %A VA=AV LTCY, TAERDF A M=
NTAZ VT NeFITLIEY, HBERT 7 7 ay— Ry r—Y % LT Cisco Catalyst 8000V
A VAL AT DD T A AERERMIE LD TEET,

T AH BT —H ZAHE ] LT Cisco Catalyst 8000V A > A X > Az BT 5121, RO FNEEFE
TLET,

TAEA T—FrRASYT IJ74ILDHRE

T— A NT T T 7 A NERET HITIL, 10S Configuration, Scripts, Script credentials, Python
package, 35 LU\ Licensing D& 7' /X7 4 A% E LET, v T 11X, EEOIEFTT— |k
ANT T T ANVCEBETE EY, 70T 4 BOEEFERERIE, ROKT 037 4 OFIAIC
L SN TV E T, https://github.com/csr1000v/customdata-examples (2 57— h A v T v 77 7
ANDFIZZRLTIIZE0,

T— b ARG T T ANDTaXT A BER LD, 77 A VET v 7 ue—RLET,
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| FrtnsE
sz 77+ 08 i

=L — o = =L
I0SERE 7 A/\T 14 DEXTE
TA X THEDIOSHTEZ T — M A NI v 7T 55A1F, IOSRES AT 4 2R TELE
T, OB ZESIRLTLIEIV,

Section: IOS configuration

hostname C8000V1

interface GigabitEthernetl

description “static IP address config”

ip address 10.0.0.1 255.255.255.0

interface GigabitEthernet2

description “DHCP based IP address config”

ip address dhcp

Section: IOS configuration & W) EAIDITD#IZ, Cisco Catalyst 8000V JL—H THEITT B

CiscoIOSXEfREa~> FD Y A M2 ASLET,

ZDavwy REFITTLHE, LD I0S #EMNT A B 1 d Cisco Catalyst 8000V /L— & (it
EnET,

O O O — E l_l_I
AV YTRTANT 4 DERE
A7 YT NTFanT ik, EBEEZBELL, Lo HEMLO BIEZZR T 2 DIELEHET, 7
A MYz b®Da 7 F A KT Day0 |2 Python £ 721X bash A7 U 7" h 23179 B35 1%, Scripts
7' /37 4 TPython £7zidbash A7 U7 v @37 Y » 7 URL &8I AHBETHZ L TRIL D
LEFEHTEET,

27 VML, A7 VT RORPIOITIZI ANy (1) XFEEhra— Rea8b 5 hENHY
£9, ZOMTE. A7 V7 ba— NOBITICHENT 2LEZNHD AT VT A o F =TV X
(Python % 7-1% Bash) % Cisco IOS-XE |21 L £3°, 7= & 21, Python 27 U 7" kD FAID
ATITIX #1/usr/bin/env python Z & H D Z EMNTEFE TN, bash A7 VU 7 hOEHIOITIZIL
#1/bin/bash ZEHDH T ENTEET, ZDOITIZL Y, Python £721% Bash 227 U 7 » % Linux
BREECHFATHRE — RE LTIATTEET,
A7 )T N EFEITT DL, CiscoCatalyst8000V A LV AKX LV ADF AN = /AT FTAZY
TERNEITENE T, FA vz raryT T 72 AT 5I2iE, guestshell EXEC £— R =
~V REHEHLES, YA Mz a~vy ROFERIIZOWTIE,  [Programmability Configuration
Guide] ZZM L T 7E &V,

Scripts 7 1 /NT 4 R ET HITIE, WOBERIZIENE T,

Section: scripts
public url <argl> <arg2>

ZDORAZ U NTIE, 7aXT 4 OBRPIOITIZ section: Scripts & el d A VLENRNH Y £97,

TaRT 4 D2ATHIZ, AZ VT FOURLEAZ VT FOGIEEATILET, 227 U7 M,
python F7ziF bash A7 U 7 kDWW T )3T, Cisco Catalyst 8000V A > A X > A DAERKIREIC
T—=bANT T TFANNT vT7r—Fahd &, POOEBRFICSA =1 TR7 )T
ERFATSNET,

A7 T NDFEDMOBNZ-OVTIX, https:/github.com/csr1000v/customdata-examples @ [ Scripts |
7 varaBRL TSN, £, RO2ODFHLZHRL T ZIN,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |
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5l 1

Section: Script

https://raw.githubusercontent.com/csrl1000v/customdata-
examples/master/scripts/smartLicensingConfigurator.py --idtoken "<token string>"
--throughput <throughput value>

Scripts Ta T 4 D 21T1E, FEE SN2 URL @ customdata-examples VAR M UG
smartLicensingConfigurator.py A7 U7 FEE&ELET, A7 U7 M. 518 idtoken &
throughput 2 f L C, Cisco Catalyst 8000V D7 A s =)L a T FTEITINE T,

1 2

Section: Scripts
ftp://10.11.0.4/dirl/dir2/script.py -a argl -s arg?2

Scripts 7 R/X7 4 DZNHD 24T1E, IP 7 KL A 10.11.0.4 @ FTP H—/3—25 script.py A
77T MRS L, 5l¥kargl & arg2 & L T Cisco Catalyst 8000V @ 7 A b =)L 7
T ./script.py -a argl -s arg2 bash I~ 7 NS 7°l\€’3§ﬁbi‘§‘o

)

GE)  Scripts 7B /X7 4 DA Y7 KT, FEAED CentOS Linux U U —A (FA M= /L CEH I
% CentOS Linux U U —Z, BIfEIX CentOS Linux Y Y — & 7.1.1503) 2% 41T 720 Python
N lr— U INEEIRATX, Python /Xy r— 7 B 3T ¢ D Python /X v & — UIZBIT B G H
EEDDLIVENRH Y FT, FEHIZOWTIL, Python /Xv 7 —U 7 087  OFRE (87 ~—
V) #BRLTLIZIN,

T—=R AT T T 7 A NVET v 7 a— KL Tbash £721LPython 27 U 7" k% EITT HHIIC,
Scripts 72 /8T 4 THEHATHFEDURL 2T A M52 La2BEIOLET,
ftp://10.11.0.4/dirl/dir2/script.py -a argl -s arg2 URL &7 A T B121%. &I curl
TR 2TV =NV EFTLTCAZ YV NIy A VvEX T a— RLET, YA M=V T, &K
DOHNZRTE I, curl 2~ FEANLET,

curl -m 30 --retry 5 --user username:password
ftp://10.11.0.4/dirl/dir2/script needs credentials.py.

curl 2~ KRBT 5 &, URL BIE LW E D &R 5 Python A7 U 7 b 2 B—3
Zyru—RIET,

Aoy Jragd4 UEHRTONT 2 DERTE

Script 7R /37 4 TFTP —_"—ZEE L TNT, ZTOH—N"—|Za—HF—4 L X2AT— KD
0 7 A AERDLERGAIL, Scriptcredentials TunRT 4 2R L Te A UEFRETEE L E
T, FTP Y —R_—|ZELTT 7B A TE 5846 1%. Scriptcredentials 7 v /X7 ¢ i 4 5 05
TH0 EHA,

Script credentials 7' © /X7 4 @O URL & /37 A —% &L —F§ %5 URL £ XT7 A= ZfEH L T,
Scripts 7' 7 /3T ¢ 5% E LE$, Scriptcredentials 7' 2 /N7 ¢ ZEXET DI, ROEAUTHEN
iﬁqo

Section: Script credentials
public url <username> <password>
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Python /< r—> 70,37 4 0B

il 1
Section: Script credentials

ftp://10.11.0.4/dirl/dir2/scriptl.py userfoo foospass

Script credentials TasRT 4 O29THIL. Python A 7 I 7 B scriptl.py Dt —H—% (userfoo)
EINAT— R (foospass) OarA EROEERE L ET,

Scripts 7R /NT 4 IZHEH EATWD FTP —_"—DA4 T2 5O E T, Scripts 7 7 /3T ¢ DT
DN, ftp://10.11.0.4/dirl/dir2/scriptl.py -a argl -s arg2 C9, A7 U N T a7 ¢
DFE (85 X—) OFI2 #BRL T LI,

Python /X — 7 0O/NT 4 DERTE

Python /X~ &7 — 73 Seripts 7' 12 /87 4 DAY U7 NMIMLETH Y | FEHED CentOS Linux V U —
A 711503 D—ETIXR WA X, Python /Sy r— 7 a7 128y r—IZET 5 1EH %
GOLMENHY ET, T— A RNT T T 7 AWM Python Ny —I 70 NT 4 HEZDD
Z & T, Scripts 78T 4 TIRE LI A7 U 7 %5479 HHIZ, Cisco Catalyst 8000V 73 4 FE
72 Python Ny r— % X7 —RLTA VAR AT5L5ICLET,

\}

() Cisco Catalyst 8000V |%%7 A k= /L"C Python 3 DA AR — F LET,

Python /X r— 27 0 /RT 4 ZfET H121E, IRTHRES LD BTN ET,

Section: Python package
package name [ version ] [ sudo ] { [ pip argl [ ..[ pip arg9] ] ] }

51%% : version, sudo, XN pip_argl ~ pip_arg9 1Z4 7> 3 > TY, pip 2~ RO5 I,
) & I O ZOMICEET A2HLERH D T,

verson 5| x B ET D L. FFEDONR—Ta v BEENFT e — REnET,
sudo Bl xR ETHE, Nyr—Vdsudoa—H—¢ LTHF T a—RENET,

% (Microsoft Azure)

il 1

Z OFEITHE, Python /Ny — 7 aNT 0 D247 HIL, package name 2’ neclient T, version 3
[052] THLZILAEHELTCVWET, 7—hNANT T T 7 ANVRT vy T o—RRIhd &,

ncclient /X 77— D /3—0 =5 2 0.5.2 3 Cisco Catalyst 8000V DA k¥ =)L 7 FI2A v A
F—ENET,

Section: Python package
ncclient 0.5.2

15 2

Section: Python package

c8000v_azure guestshell 1.1.2 sudo {--user}
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Z OHITIX, Python /X r— 7 87 ¢ ® 217H T, package name 7}

[c8000v_azure guestshell] . verson7’ [1.12] LfEEINTWET, 77— AT v T 77
ANNT v 7 r—REN5H E, c8000v_azure guestshell /X 77— D /3— 5 27 1.1.2 A3 Cisco
Catalyst 8000V D7 A h v = /L a T FIZA VA b= SNET, RO~ KA sudo —
fF“*<E L/7:§§?f2§jqﬂi'§} sudo pip install c8000v_azure guestshell==1.1.2 --user,

\)

GE)  BIEERELROVGS. —user 37 7 4V FO5HE LTHEH S ET,

% E% (Google Cloud Platform)
i 1

Section: Python package

ncclient 0.5.2

Z OFITIX, Python /Xy rr— 7 a7 0 @247 HIL, package name?d Incclient] "C, version
7 1052) THLZEEEELTCWET, 7= MA NI T T7ANNBT vy TFr—Rahd
& ncclient 7Ny 7 — D /N—7 = 22 0.5.2 78 Cisco Catalyst 3000V A A X 2V ADF A v/ = )b
AT HICA A =L ENET,

f5i 2

Section: Python package

c8000v_gcp ha 3.0.0 sudo {--user}

ZOBITIX, Python Ny 7r— 7 w37 ¢ D247 HIX, package name?s ¢8000v_gep hal T,
version?’s 13.0.0] THLHZEZBEELTWET, 7—MA NI T T 7 A NNBT v 7T r—RE
L% & ¢8000v_gep ha package /3> 77— D 3— 3 2 3.0.0 73 Cisco Catalyst 8000V A > A &

VADFA NN AT A A M= ENET, kO~ KA sudo 2—HF—L& LT
FITSNFET, pip3 install c8000v _gcp ha=3.0.0 --user,

)

GE)  SIEEEELRWES. —user N7 74+ /L bO5IEE LTS ET,

— O O — E |
AR TAINT 4 DERTE
Cisco Catalyst 8000V D7 A L A T 7 ) a— LIV EIRET HTA B AT 0T ¢ i

ELET,

WD LS T a T 0 DEHIOITE2 ATT L FE T, section: License, IROTEXZMMEHL T, 7
A2 ADHEM LNV ERETH 7037 4 D24THZ A L£$, TechPackagetech level,

N

(G£)  TechPackage: & tech level DFITIZAA— R % ANRNTL 72EV, % E HEZR tech_level fHIC
Z. ax. security, appx. ipbase 72 ENH D F I,
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F4tn I—rx+3vF 771 0ok [

tech level (Z/NCFICTHHENRH Y £7,
il 1

Section: License

TechPackage:security

RSV T J74ILDIEM

KD Azure CLI =~ > %34T L T, Cisco Catalyst 8000V VM #1357 4w 7— h A
Ty T TrANERELET,

az vm create --name C8000V-name --resource-group resource-group { [ argl [ ..[ arg9] 1
] } --custom-data bootstrap-file

azvm create =~ > ROFEMIZ-DUNTIX, https://docs.microsoft.com/en-us/cli/azure/
vm?view=azure-cli-latest#az-vm-create 22/ L T 72 &\,

ROFl BT IZE0,

az vm create -n c8000V-VM-Name -g MyResourceGroup --image

cisco:cisco-c8000V-1000v:16 6:16.6.120170804 --data-disk-sizes-gb 8 --availability-set
myAvlSet --nics nicl nic2 nic3 nic4 --admin-username azureuser --admin-password
"+Ciscol23456" --authentication-type password -1 westus --size Standard DS4 v2

--custom-data bootstrap.txt. .

Zpawy REFELTT 5 L. Cisco Catalyst 8000V VM 2MER S E+, —&iEX, 7—hA b
7 v 7774V Tbootstrap.txt] D~ REMHALTHREINET,

NAZ LT —8 T —h AT TRET 7 A NVEFRET HI2IL, Cisco C8000V Settings 4~
varzefHLET,

Linux VM OEBEOFEMIZ- DUV TiL,  [Tutorial: Create and Manage Linux VMs with the Azure CLI
20) ZZRLTITZIN,

WA LT—FZEDFEEE (Microsoft Azure)

TAYR T AT T Ty A NET v7u—RT5E, VMBI ERESN, REa~ R
MEITEINET, ROavwr FEFETLT, HE70e T 0 OREI~ Y FEHRLET,
TABAT B RT 4 BEEEEL TV D0 E 9 I EERT 521X, Cisco Catalyst 8000V @ Cisco
IOS XE CLI Tshowversion 2~ > RZ AN LET, 72¢21F, BXx=2V 740748V A~D
BRPFRINET,

ATV RNTanNT 4 Tavy REFTLERICZ T —DBRELENE I D EMHRT DI
X, /home/guestshell/customdata¥ « L7 kU ® customdatalog 7 7 A /L & g~ FE T,
scriptnamelog 7 7 A VIZiX, A7 U7 M2 XL > TSTDOUTIZEE SN D HAOBMREFESNE T,

Python 7' ® /37 ¢ 3 RE L7220 & 5 & HEdd 3 2 121X, pip freeze| greppackage-name =2 > R
EAILTC, BEA VA F—LEN T2 Python Ry r—Y 2 F£RrLET, BHO Ny r—
¥ package-name Z i L £ 5,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |
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TAERE%
. WA LT—HREDHSE (Microsoft Azure)

10S OFET 1737 4 T Cisco IOS XE 2~ R L7=/in & 9 M i3 5121%, show
running-configuration =~ > FZ A LEF, KIZ, Zoaxr FoAElZRLES,

Router#show version
Cisco I0S XE Software, Version
Copyright (c) 1986-2020 by Cisco Systems, Inc.

Cisco IOS-XE software, Copyright (c) 2005-2020 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

Router uptime is 1 minute

Uptime for this control processor is 7 minutes
System returned to ROM by reload

System image file is "bootflash:packages.conf"
Last reload reason: Unknown reason

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

License Level: ipbase
License Type: N/A(Smart License Enabled)
Next reload license Level: ipbase

The current throughput level is 250000 kbps

Smart Licensing Status: Registration Not Applicable/Not Applicable

cisco C8000V (VXE) processor (revision VXE) with 2271486K/3075K bytes of memory.
Processor board ID 9MUGS8CATYS8R

Router operating mode: Controller-Managed

1 Gigabit Ethernet interface

32768K bytes of non-volatile configuration memory.

8106756K bytes of physical memory.

11530240K bytes of virtual hard disk at bootflash:.

Configuration register is 0x2102

[guestshell@guestshell ~]$ pip3 freeze | grep gpg==1.10.0
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HhABLT—RREDHE (Microsoft Azure) .

gpg==1.10.0
[guestshell@guestshell ~1$

Router#show running-config
Building configuration...

Current configuration : 6982 bytes
|
! Last configuration change at 14:34:36 UTC Fri Nov 6 2020 by NETCONF
|
version 17.3
service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption
! Call-home is enabled by Smart-Licensing.
service call-home
platform gfp utilization monitor load 80
platform punt-keepalive disable-kernel-core
platform console serial
|
hostname Router
|
boot-start-marker
boot-end-marker
|
vrf definition 65528
|
address-family ipv4
exit-address-family
|
no logging buffered
no logging rate-limit
|
aaa new-model
|
aaa authentication login default local
aaa authentication enable default enable
aaa authorization console
aaa authorization exec default local
!
aaa session-id common
fhrp version vrrp v3
|
no ip dhcp use class
|
no ip igmp ssm-map query dns
login on-success log
ipvé unicast-routing
|
subscriber templating
|
multilink bundle-name authenticated
|
crypto pki trustpoint TP-self-signed-2465303444
enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-2465303444
revocation-check none
rsakeypair TP-self-signed-2465303444
|
crypto pki trustpoint SLA-TrustPoint
enrollment pkcsl2
revocation-check crl
|
|

crypto pki certificate chain TP-self-signed-2465303444

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |




. WA LT—HREDHSE (Microsoft Azure)

certificate self-signed 01

30820330 30820218
31312F30 2D060355
69666963 6174652D
35345A17 0D333031
4F532D53 656C662D
30333434 34308201
02028201 0100BO2F
E6271C90 34E86882
7FB71551 02CB4DBC
E920E77E 52E62E02
CA1F5805 26D50A39
FF609188 B4677AB0
4A27277C 17ETF720
F729157B 8C472E40
687E5866 DFA10203
301F0603 551D2304
69301D06 03551DOE
300D0609 2A864886
73E74D63 E8T7A6661
F410BF72 2AABGD8F
3EC87F01 58BFEE33
2D004D04 D11433BF
4DBE0097 A29DC365
B0484E26 COFC1D71
6056C87D 8AT7T6EDIA
OB9CE20E AA5927C4
quit

A0030201
04031326
32343635
31303631
5369676E
22300D06
AD33A0FF
822C8D71
64089D2F
1979F800
33F264D6
FBBE77F2
2007A6B6
78A4E6BE
010001A3
18301680
04160414
F70D0101
DC839037
1406B352
0DA222DB
69337D90
11E8B386
91B19B70
68FB76F5
7AD13C28

crypto pki certificate chain

certificate ca 01
30820321 30820209
32310E30 0C060355
6F204C69 63656E73
3834375A 170D3338
43697363 6F312030
526F6F74 20434130
82010A02 82010100
CBB4C798 212AA147
1C394D78 462EF239
4AAAE80D DB6FDICY
7390A3EBR 2B5436AD
68E69491 20F320E7
C7479096 B4CB2D62
C55F0D76 61F9A4CD
DFC7C6CF 04DD7FD1
06300F06 03551D13
4B3D31E5 1B3E6GA1l7
03820101 00507F24
604EDCDE FFA4FED2B
D98987BF E40CBDIE
467A3DF4 4D565700
7CATBT7E6 ClAF74F6
5FBODAO6 B92AFETF
80DDCD16 D6BACECA
418616A9 4093E049
D697DFT7F 28

quit
|

A0030201
040A1305
696E6720
30353330
1E060355
82012230
A6BCBD96
C655D8D7
C659F715
60B1lFD18
C847A2C5
948E71D7
EA2F505D
3D992327
02030100
0101FF04
606AF333
D3932A66
7TTFC460E
1AECAOC2
6ADFOF0D
152E99B7
494E8A9E
EEBC7CF9
4D10AB75

02020101 300D0609
494F532D 53656C66
33303334 3434301E
34333335 345A3031
65642D43 65727469
092A8648 86F70D01
0C50D3F2 DO6CFDC6
E4BAC29D 85285258
8DBB6C4A D3E2F112
3D13601F 27C42F81
1AD485A0 8EB45882
359EA002 EI1A5D37D
A7C7296F DOCD2707
70471018 4B62EE36
53305130 0F060355
14ABBD00 3D02C6EL
ABBDOO3D 02C6E177
05050003 82010100
DODBO8DO 33C4993C
FE6B5365 CCATE094
0A1BA130 OACO1F1lF
117A86ED 2CF57A49
891C310E F19EDF6D
221E1AIA 090F8EAL
956C6B50 7EFA9D8C
58C6E920 76E36475

SLA-TrustPoint

02020101 300D0609
43697363 6F312030
526F6F74 20434130
31393438 34375A30
04031317 43697363
0D06092A 864886F7
131E05F7 145EA72C
9471380D 8711441E
B98COA59 5BBB5CBD
FFC69C96 6FA68957
DAB553EB 69A9A535
AE3BCC84 F10684C7
C7B062A4 6811D95B
A8BBO3BD 4E6D7069
01A34230 40300E06
05300301 O1FF301D
3D3B4C73 E8300D06
86025D9F E838AE5C
CD636FDB DD44681E
2189BB5C 8FA85686
CF835015 3CO4FF7C
B1FCF9BB E973DE7F
07B85737 F3A58BEL
8428787B 35202CDC
27E86F73 932E35B5

license udi pid C8000V sn 9MUG8CATYS8R
diagnostic bootup level minimal
memory free low-watermark processor 69848

username admin privilege 15 secret 9

2A864886
2D536967
170D3230
312F302D
66696361
01010500
F3CB73BB
51E748E1
8EL6E71F
483BFB34
FC97DCA2
EA895FF3
8C7C9690
48193FCA
1D130101
7706FA96
06FA9629
40C60BFO
EC326432
96980FC7
FDBF2085
AD7DA227
DI9B3EALE
3A5FCA4FD
90EA910F

2A864886
1E060355
1E170D31
32310E30
6F204C69
0D010101
2CD686E6
1AAF071A
OCFEBEA3
A2617DE7
58E9F3E3
4BCBEOOF
E8250FC4
7CBADF8B
03551D0OF
0603551D
09228648
6D4DF6BO
3A5673AB
CD98B646
21E878AC
S5BDDEB86
1A48A229
60E4616A
8862FDAE

F70D0101
6E65642D
31313036
06035504
74652D32
0382010F
4070D649
8CI9FB2C5
FE70D102
697F1C20
106C8FAD
92732A2B
F86B0642
062DBO9F
FF040530
29B037A8
BO37A858
2184CF86
E3573D1B
A4BT77TA02
D41EFA45
129E53DF
E26ABDBD
A4EF36CD
187EBD13

F70D0101
04031317
33303533
0C060355
63656E73
05000382
17222EA1
9CAE6388
700A8BE7
104FDC5F
COBD23CF
539BA42B
5D5D5FB8
DF5F4368
0101FF04
0E041604
86F70D01
49631C78
9093D3B1
5575B146
11BA9CD2
C71E3B49
C37C1lE69
B623CDBD
0275156F
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05050030
43657274
31343333
03132649
34363533
00308201
EO7D16CE
12242R22
F59862A3
3952626A
8CDBCOE6
63465DFD
1BA9F28C
38BC420B
030101FF
583E7B2E
3E7B2E69
08CACB66
EC3B42AF
49CB8CO1
TA4CTESE
55E12E03
EF82D8E9
EFD2F1F4
OBF76E5A

0B050030
43697363
30313934
040A1305
696E6720
010F0030
F1EFF64D
8A38E520
D8F256EE
EA2956AC
58BD7188
42C68BB7
8F27D191
95135E44
04030201
1449DC85
010B0500
240DA905
6C9E3D8B
8DFC66A8
55A9232C
1765308B
39F08678
230E3AFB
719BB2F0

F1oEE |



HRELT—HFZEDHE (Google Cloud Platform) .

$14$vKLISyfnFiRid1KJIg9. $40bKgKyy4TsoUs0sJ2t3HXPnNA3XjYWRBnnYKBwVeJrw
|

redundancy
|

interface Loopback65528
vrf forwarding 65528

ip address 192.168.1.1 255.255.255.255
|

DRI LT—RERFEDHEE (Google Cloud Platform)

AL LT =LA VT NaeFEI74 5 VMPMERS L, REa~Y RRETFERET, [
UL A2ERTHICIE. Oa~ry RERAZ VP EFERHLET,
« show version : Cisco Catalyst 8000V - > A % > 2@ Cisco IOS XE CLI T7 A &> A7 m /X

T ADKERE L7208 ) D E iR T 5T, showversion =2~ RE AN LET, 7-& %
iE. EX 2 VT 4 T B A~DSEBAEICERSNET,

c AT VT RNTaNRT 4 Ta<vy REFITLERIZZ T —RRELENE ) DEHRT DI
IZ. /bootflash/<cloud>/ 7 4 V7 h VU ® customdata.log 7 7 A LV EFHET,
scriptnamelog 7 7 A VIZiE, A7 U 7 MZ &5 T STDOUT IZ35(5 S d MR FEE N
\i—a—(}

* Python TaRT A BPEE LT E D DR R T DR, A Mz b pip freeze |
grep <package-name> X< K& AJIL T, BEA VA M= ENTND Python Ny r—
VEFRLET, T2 T, packagenameld, FHIMRT Ly r—VERBLET,

« I0S B E 7' 1 /37 1 T Cisco IOS XE =2+ > RZ R %121, show running-configuration
a~v s REFETLET,

O rAO—5SEFE—FTHOTAEOETE

2 b —F (SD-WAN) £ — K T Cisco Catalyst 8000V DT 1 ¥ 1% & % E171 2B E 1%,
vManage 7> 5 % 7 > 12— R L 7= ciscosdwan_cloud init.cfg 7 7 A WV ONEEZIRET DLERH Y
£

Ay br—7%F— RV HFZ 284, £7213 Cisco SD-WAN F§RE T Cisco Catalyst 8000V %
T —h A NT v 7T HEEIE,  [nstall and Upgrade for Cisco Catalyst 8000V Controller Mode] %
ZRLTLZEN,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/m-unified-image-install-upgrade.html

F1EogE |
B L —soune—re7qengrorz

\)

(GE)  Cisco CSP-5000 /™A 73— 34 Y THEIT XL TV 5 Cisco Catalyst 8000V A > A X L ADE |
[Day Zero Config] Hiifi TaXEZ AT 25515, ROBREHER L T30,

* [Source File Name] : Z® 7  —/L RO % day0 ciscosdwan_cloud init.cfg DFZATAJI L
i j—o

« [Destination File Name] : Z 7 4 —/L KDl % day0-dest-filename
/openstack/content/ciscosdwan_cloud_init.cfg DX TAT L F 9,

() SD-WANJERXOFRE TiX, KUDOEEIFIZ confd N ELZ IEFICHEA TER2WEA, Ry 7 &
TIETA B CREMEIEL CWORWABEMENRH Y £9, Ziud, v 7oA 2 SSH BB 2R
NV 7757 REETIIFICREETY, Yot Ya = ZIBICERRE LEREI1T, &
EREEICHR L TLIEEN,

I—3OFEE—FETAEAOHZTEDER

IOSXE 174 LDV U —RAZEFICEREI1ZT v 77 L— RSN E I D EiERT 51
IZ. showversion 2~ FEFETLET, ZO0a~vwr REA VAFZ L ADNR—V 3 L HFR

L. operating device-mode /X A — # | Cisco Catalyst 8000V - > A X L ANRFEITIN TV D
E—RFERRLET,

BH1#E— K TO Cisco Catalyst 8000V 1 > X 2 > X MR TE H S5l

Device# show version | inc operating
Router operating mode: Autonomous

Device# show platform software device-mode
Operating device-mode: Autonomous
Device-mode bootup status:

Device# show platform software chasfs r0 brief | inc device managed mode
/tmp/chassis/local/rp/chasfs/etc/device managed mode : [autonomous]
/tmp/fp/chasfs/etc/device managed mode : [autonomous]

Device# show version | inc Last reload
Last reload reason: Enabling autonomous-mode

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



s<xeonzan

F<HFELONHEM

Q.

A.

> O

I FE TCiscolOSXEA A—Y&aFHLTWELE, Zandb EoT— FE2ERTIEX
WTL X 9D

Z #UE T Cisco 10S XE universalk9 f A —T % L T4 1%, IOSXE 174 4 A—Y
ZEEL, BfEE—REHBLET,

Cisco Catalyst 8000V 17.4 U U — R |27 v 77 L— K555, 77— A N7 v 7REEE
ETHVNENH D ET 0,

BEfFDIE SD WAN 2 —H—TH Y, I0OSXE174 VUV —A (HEEE—FR) 7 v 77 L—
RTD5E8F, 7Ty 77— REEEFITCTEET, TA B EIEI AT LT —X D%
ExEHEFTTHOMEEXH Y FH A,

Microsoft Azure ¥ 721% Google Cloud Platform T3{T S 41TV % Cisco Catalyst 8000V A > A

X ADE ., T3 A, Cisco Catalyst 8000V A > A X A &) TR E Liz & 2
ELTZAARZ LT —2EERLET,

AWS TIHATE TV 5 Cisco Catalyst 8000V A > A X ZADPE T/, AT 7 T 7 R
=R TN BN HAZ LT =2 RGELET,

T FERUIDER I, DAZ LT —ZHREITLE IR0 ET D
BFORET —Z BHIBRSNET, A v A P—ADLE LRI, 77— AT v
ERFIH AL LT = FREEFEITT HDLEN DY £,

WHRRE~D Y &y Mg, DAZ LT —=2EE D0 T,
WHRE~D Y vy FEFITT0E T4 A7 LOREL 7 7 A NVPHEESNET, V—
ZITHHRA VA P—= DX ITEB L, WYRGHTCTHIR Y 7 A V2R LES, 2077
vasilioT, F—FBIUOBEETIREDRESNET,

PayG 7 A & A %&f#H L T Cisco Catalyst 8000V 1 > A ¥ A& /LE DT — N CREH T
3 av/E

PayG 74 B AET NV EZMHHT H34A . Cisco Catalyst 8000V A L AKX L A%y hr—
FE—RCTRERLEZY, 20 he—JF— NIV EX7ZVTHZ LILTEEFAL, 20O
T KL, PayG 54 £y AEFAEPH— kL TR A

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |



F1EogE |
B - <zeonzmEm

. Cisco Catalyst8000V T Y I Iz 7 A VR M—LLELVIV T4 FalL—ar HA K



S

» 10 =

Security-Enhanced Linux @4 7R— k

Z OE T SELinux DEREIZHOWTIBA L F 9, BN ZRNEITRD LB T,

o EE (97 =)

« SELinux OHFFESEM (97 ~—2)

e SELinux OFI[EFHIHE (97 =—3)

* SELinux (ZB33 2 1F# (98 ~<X—2)

« SELinux DX E (99 ~<—)

« SELinux DH L OHERE (101 ~=2—3)
«SELinux ® k7 7y 2 —F 4 7 (101 =—2)

Security-Enhanced Linux (SELinux) %, Linux 7 —R/LV X2 VT 4 EVa2— /L LT AT A
2—7 4 VT 4 TR END VY = —v 3 U C, 5877 TZH#K 72 Mandatory Access Control (MAC)
7 —%7 7 F ¥ % CiscoIOS-XE 77 v b 7 # — LTHHIIAR F T,

SELinux (21 3B&% M & B EME D BEEIZ IS W TIHF A DT 2 72O OYER A 1 = X L )Mo -
TWET, ZhIcky, 77V =230 DbX 2 T 4 A D= RLDRE RN N ZADH
B L, EEDOBHLT TV r—2a Y RRMOHLT 7V r—a ko THIEEZ S
OO H HEELE CiIADL Z N TEET,

SELinux D HEjIEEH

COKREICBT S EADOEMIH Y FHA,

SELinux D #I[fREIE

Z OREICBIT D RFEDOHIRIZH V £H A,

Cisco Catalyst8000V T v Y I Iz 7 A VR M—LULELVIV T FalL—ar HA K .



B seuinox ey st

Security-Enhanced Linux 4K — k|

SELinux [ZR89 2 1F%R

SELinux |2 —H =71 77 ALV AT A —E A% Bl Y THNIMEE FZITT 572012
BT 72 D e/ NROMERRIC IR 2 38 7 7 & ZHIER Y > —Z2@EA L4, Zhicky,
Ry T 7DF—R—=T7a—LREIARLICL-T) BREShERS, E2ELSEL N
LOTR T T AT —E L ORIDHNNE TR S E T, X, CiscolOS-XE~7' 7 > k
74+ —LTMAC ZHH 2 Z LIk 25/ MERDIFRIOFEM 72 FIETT, ZOHIRA D=
R MNT. TERD Linux 77 & A A =X 2 L 13MS7 U CHBE L $4, SELinux /%, 77U
r—=var7a AN ) Y —AF TVl bADT 7B AERIEIT LR —%ERT DK
BRI LET, 2k, et 2BEEoRMRER L HIREZAICTE £7,

SELinux |X, ¥ AT A THMI > TV 554, Permissive £— K £ 7213 Enforcing E— KD
W TEEL £7,

s Permissive &— KT/, SELinux IRV o —ZmHET, VYV —RT7 7 BARY o —DiE
RIZE S TRELEEGDO VAT LAu 7 OHEERLET, BMEFEGINT, UV Y—X
T I EARY =ERICOWNWTORE ZICiskSNET,

« Enforcing £ — R Tl SELinux RN U > —2FZNTH0 BHINES, 77 EBARY —
N NZEESNTY Y —=RAT 7B RAEEAR L, VAT Lu 72/l LET,

CiscoIOSXE 17.13.1a L%, HAR— K 3T % CiscolOSXE 77 » b 7 4 — A TiX, SELinux
I%7 7 # /L b T Enforcing & — R THNIZ72 > TWET, Enforcing E— FTiX, HLERFFAIR
U —%FFRNVAT LY Y —AT 7R FEK E L THRbIL, BEIESSNET, S
DRETDH L EBREIIRRL, VAT a7 BnEREvET, Enforcing €— R TIL, V
Ja—a 37 7 AERBIEE— N CHREL X7,

HR—bENETIY b T+—L

Cisco IOS XE 17.13.1a BARE, SELinux 13RO T v b7 4+ — A THAIZ 2> THET,
*Cisco 1000 > V=X 77 ) =gy h—E R —H
* Cisco 1000 ¥ U — R H—E A AT /L— %
* Cisco 4000 > U — X H— b A fHERIL— X
* Cisco Catalyst 8000v Edge ¥ 7 U = 7T
* Cisco Catalyst 8200 'V — X = v 7' J v 74— A
* Cisco Catalyst 8300 >V —X =¥ 7T v N7 4 — XA
« Cisco Catalyst 8500 33 LTV 8500L 'V — X =¥ 7T v 7 4 —2A
*CiscoVG ¥ U —X 7 — 7 = A : VG400, VG410, VG420, 3L T* VG450
*Cisco 1100 #—IF /N B —ER F— =g

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



| Security-Enhanced Linux 4 R— ~
setinx 0E [l

: A=)
SELinux D ExE
Enforcing *&— R C SELinux B§RE % A 20 b F 7213 HAET 5 72 DI LB 2B I 0 BRSO E FIA
EH 0 £ A,
SELinux ODFERED—H L LT, WD a~vy RRBEAINTWHET,
set platform software selinux {default | enforcing | permissive}
platform security selinux {enforcing | permissive}

show platform software selinux

\}

GE  Zhbofilvwa~vy NE, Y—ERRB 2~ FE LTEEINET,

SELinux D% E (EXEC E— F)
set platform software selinux =~ > K% ffl L T, EXEC *£— R C SELinux Z#%E L £7,
WIZ, EXEC “E— K T® SELinux & EDHI %R LET,

Device# set platform software selinux ?
default Set SELinux mode to default

enforcing Set SELinux mode to enforcing
permissive Set SELinux mode to permissive

- = | >

SELinux W% 7E (CONFIG E— )
platform security selinux =~ > F&HfI LT, =27 4 ¥ =2 L —3 3 F— FTSELinux %%
ELET,
W DFE, CONFIG &— KT SELinux i Z =~ L CWET,

Device (config) # platform security selinux

enforcing Set SELinux policy to Enforcing mode
permissive Set SELinux policy to Permissive mode

Device (config) # platform security selinux permissive
Device (config) #
*Oct 20 21:52:45.155: $IOSXE-1-PLATFORM: R0/0:

SELINUX MODE_PROG: Platform Selinux confinement mode downgraded to permissive!

Device (config) #

SELinux M5l

RIZ, &— K% Enforcing 7> Permissive (28 L7256 O 12~ L ET,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |



Security-Enhanced Linux 4K — k|
. Syslog * vy £—2T7 LR

“*Oct 20 21:44:03.609: $IOSXE-1-PLATFORM: R0/0:
SELINUX MODE_ PROG: Platform Selinux confinement mode downgraded to permissive!”

&IZ, &— K% Permissive 7> 5 Enforcing IZEF L7zG& O NHIZ R LET,

“*<O0ct 20 21:44:34.160: $IOSXE-1-PLATFORM: RO/0:
SELINUX MODE_ PROG: Platform Selinux confinement mode upgraded to enforcing!”

\}

(G¥)  SELinux T— RRZEFT b e, ZOEFIEIVAT L X2 T 40 A MERREN, &
AT T Ay E—URNAERSHET,

Syslog Avt—21) D27 LR

WREXE-_—FE=v’ %SELINUX-1-VIOLATION

R OFE R 77—k s

Ay— YL

A =0 VI)—=ADT 7 RARY —NEFELRNT

D2 Lo T, VY—AT 7 BANETE
NE Lz, BB 7 7RERESN, VY —
AT 7 APELRSINE Lz, rktR) V—
AT 7R ABEE SN E W) BERE GV
AT Aa T NERSNE LT,

TR —FR b SELINUX
HELEILiE WO BEHEEHR &2 I~ 7 4 /L & LT CiscoTAC

2 ZHEHE S T2 S0,
e Y — )LEFIITATAICHIIEND
ELBODOA =

« show tech-support =~ > KD (7%
A7 7AN)

e RNy T AMEH D Btrace 7 7 A VDT — T
A7 (kDa<y FaEER)

request platform software trace archive
target <URL>

- show platform softwareselinux =~ > Ko

A5V

WIZ, syslog A v E—TOflERLET,
il

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



| Security-Enhanced Linux 4 R— ~
N |

*Nov 14 00:09:04.943: $SELINUX-1-VIOLATION: R0O/0: audispd: type=AVC

msg=audit (1699927057.934:129): avc: denied { getattr } for pid=5899 comm="1s"
path="/root/test" dev="rootfs" ino=25839
scontext=system u:system r:polaris iosd t:s0
tcontext=system u:object r:admin home t:s0 tclass=file permissive=0

5] 2 :

*Nov 14 00:09:04.947: $SELINUX-1-VIOLATION: R0/0: audispd: t type=AVC
msg=audit (1699927198.486:130): avc: denied { write } for pid=6012 comm="echo"
path="/root/test" dev="rootfs" ino=25839
scontext=system u:system r:polaris iosd t:s0
tcontext=system u:object r:admin home t:s0 tclass=file permissive= 0

SELinux O XML DHEER

show platform software selinux ==~ > FZfif] L T, SELinux X EE— FEZ &R LE T,

Device# show platform software selinux

IOS-XE SELINUX STATUS

SElinux Status : Enabled
Current Mode : Enforcing
Config file Mode : Enforcing

- — N ~ — -~ N
SELinux D cS>JI)La—T 4
FNA AFE 1T %y U —2 T SELinux B DA v A X ARH LA, IROEEM % Cisco
TAC ITHEAE L TL &V,
s Y NFFIEFVAT A SIIHIENDEBYVDOA vE—T, RIZHIEZRLET,

device#request platform software trace archive target
flash:selinux btrace logs

« show tech-support =~ > KO (FF AR 7 7 A L)

e R T AMBD Btrace 7 7 ANDT —HAT (RDOa< > Raflif)

request platform software trace archivetarget <URL >

« show platform software selinux =~ > KD H /)

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |
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s 11 =

Cisco Catalyst8000V v T —5 4 U3 —
JT4AADWMARy FJ—O A2 3—Tx
A AANDIYEVY

e V—H Xy NI =7 A B —T A ADYWNIC ~D~ v L7 (103 2—)

» Cisco Catalyst 8000V CTO Ry kT —7 A X —7 = A ZADEMEHIER (104 =—)
« FATHO VM 225 D vWNIC OFIER: (105 2—)

» Cisco Catalyst 8000V X hU—27 4 X —T x4 AL VM OFEHR (106 =*—)

* Cisco Catalyst 8000V > RV —27 A > X —T = A A& yvSwitchf > X —T = A AD~ v &
¥ 7 (107 =—=)

W= 2y IT—0 A3 —=—T x4 XD WNIC~DT Y
=2
Cisco Catalyst 8000V TiX. GigabitEthernet x> NV —27 A L Z—T = A A% VM IZ X > THI

DY THNTZR/BRABR Y NU—T A F—T 2 A A H—F GNIC) i~y 7L
F9. I, VMBI MAC 7 FLRICKT L THRFEEWIC L4 2~ v B 7 LET,

Cisco Catalyst 8000V A > A X A Z {6 TEB) L7- & 1T, VM OERIFIZIBIN S /-G Bt
WICA Y H =T =2 AT, V—H A B =Tz ANy BT EINET, ROA A=,
VvNIC & Cisco Catalyst 8000V )L — % A & —T = A4 ZADEFRZ R L TWET,

Cisco Catalyst 8000V A > A % » A Zjfl#) L 7-1#%. show platform softwarevnic-if inter face-mapping
A~ REMA LT, WIC &8/ —4 EOGEEA v 4 —7 = 2L WNICMAC 7 KL A
Mo~y B 7 2FRTHLERHY 9, Z0a~wr ROMIIIX, CiscolOSXED U U —2A
N—=T g N X TR E5,

N

(F)  GigabitEthernet) 1 > ¥ —7 = A ATHHR—F SN2 Lz,

Cisco Catalyst8000V T v Y I Iz 7 A VR M—LULELVIV T FalL—ar HA K .



Cisco Catalyst8000V %y h7—%9 A V8 — T4 ADWM A Y hT—9 AV 8—T x4 A~ADIVEVY |
B cisco catayystsooov TR kT—H 4L E—T T4 2DEMEER

Router# show platform software vnic-if interface-mapping

Interface Name Short Name vNIC Name Mac Addr
GigabitEthernet2 Gi2 eth2 (vmxnet3) 0050.5689.0034
GigabitEthernetl Gil ethl (vmxnet3) 0050.5689.000b

T4 AT VL AIZRKREND VNIC 41, Cisco Catalyst 8000V A > A H 2 AP /NA /=34 |

DA E =T 2 A Ry BT T LT DA =T = AT, VMDA

A M= VBN E NI ST D NICAICHIC~Y y B 7 SN Tiddb o 8 A, 2Lz

Zf FRENTWDiaEE Tethl] VWNICATX, VM A VA h—A 7ok X TEME L7z INICL)
T LYy BT SNRWEERH Y £7,

Cisco Catalyst 8000V TEXH 'y b £ —H Xy b Xy MU —F A U F—T = AOFREZ G
THANE, AV F—T 2 AA ADY Y B T EHERT A ENEETT, LD, xv b
T— A B =T oA AP VMEA N EOELWHEEMACT RLVAA ¥ —T = A AT
WHINET,

Jo— X B FEE) L, WNIC Z B EZITHIBR L2 WEGE, A v X —T = A A~ v B 7 XL
ERICEFICRY 9, V—F ZFHiiL#E L T NIC 2Bk 2581, OO X —T =4
ADRENEDEEHZRSTND I EEMERLET, FEMIC OV TIE,  [Cisco Catalyst 8000V T
DXy hT—7 A H—T oA ADBIMEHIR] Z22BLTIEEN,

Cisco Catalyst8000V TO >y kT —O 41 3 —T x4 X
MiEM & HIER

Cisco Catalyst 8000V (X, /L —# @ GigabitEthernet f > ¥ —7 = A A%, VM IZ L > TEID YT
SNTRBEEWIC LI vy B 7 LET, ZOMmBIVWNIC AL, VMAEA RO MACT L A|Z

~ v B 7 & ET, Cisco Catalyst 8000V T GigabitEthernet > ¥ — 7 = A A Z BN E 7= 13H
PR 2121%, VM O WNIC ZBMEZTHIBR L E 3, V—2 BT 7 7 4 7 72T yNIC %380

TEET,

VM 55 vNIC ZHIBRT 2121, BN VM OEBEIREZ A 71T 248X H D 9, vNIC & HIBR
L7288, v— 2 2 HEEST 208N’ H D 9, vNIC 2B X OIS 5 FiEOFEMIL
VMware D=7 VESRLTITEEN,

)

GE) A ¥—T7xAADKy MEIHIBRIZ, = hr—FF— RTHIfET % Cisco Catalyst 3000V
TP AR—FESNTWEEA, A F—T A ADOKy MBIEIREZ FATT 201 H 58
B, CLIZEALT, 20 hr—7F—RRTUty MELEE (request platform
software sdwan config reset) L F 7,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK


http://www.vmware.com/support/pubs/

I Cisco Catalyst8000V Yy k7 —49 A VA—T A ADWMAY hT—H A V3 —T 2 A~DIVE LY
s750 W i 50 wic oEi I

A

FE  Cisco Catalyst 8000V % R —7 A U X —7 = A AFEZ LHETIZ WNIC ZHIBRT 5 & |
— B OB ED R —ENBAETH IV A7 RS 7, L—F & HE) LT wWIC &
HIBRT 5 & 550 OFRBELVNICA D BIOMACT RURIZHEID B TINHAREMENRH D 7,
Z DFER, Cisco Catalyst 8000V A > A ¥ > A D GigabitEthernet % v U —27 A X —T = A A
. NANR=NAVF LEORLDMEA o H—T = A ATHE YL CEINDHREERH Y £,

Xy NT—=0 A H—T A AZBIMETZITHIERT 2 E1Z, £ 7 show platform softwarevnic-if
interfacemapping 2~ > REZHEH LT, /1 ¥ —T =2 A AL IWIC D~V v B T ZERLE
T

Router# show platform software vnic-if interface-mapping

Interface Name Driver Name Mac Addr

GigabitEthernet3 vmxnet3 000c.2946.3f4d
GigabitEthernet2 vmxnet3 0050.5689.0034
GigabitEthernetl vmxnet3 0050.5689.000b

VM DFy 8T —7 A B —T 2 A ZA&EBMELIFHIBR LR, *y NYV—F S ¥ —T <
A ADBREEERET LRI, LAV H—T = AL WNIC D~ v B 7 2R LET, K
OBNE, H LW INIC BDBIMENTZHDOA v H—T oA A v BT ERLTWET, Bl
VvNIC i%. Cisco Catalyst 8000V 1 > A ¥ > A (D GigabitEthernet4 X NV —7 f X —T = A A
w7 EnET,

Router# show platform software vnic-if interface-mapping

Interface Name Driver Name Mac Addr

GigabitEthernet4 vmxnet3 0010.0d40.37ff
GigabitEthernet3 vmxnet3 000c.2946.3f4d
GigabitEthernet2 vmxnet3 0050.5689.0034
GigabitEthernetl vmxnet3 0050.5689.000b

EITHD VM H 5 D vNIC DHIFR

ééﬁtfﬂo) VM 75 vNIC %fﬁ'“&%ﬁ—é 121X, clear platform software ¥ ./ I\%{E}Eﬁ Li‘@‘ (?(
W) o NA NN PRIENS WNIC ZHIBRT 280, Zoa~vy REFEITLET, i,
MRy N A—7 ) O—HTT,

2BEBER » Y A—T & TR — MDA R—= A P2 fifggR T 5121L, [vNIC Two-Step Hot
Remove Support = Yes | D/ A /S— A FEEELFET

clear platform software vnic-if interface GigabitEther netinterface-number
interface-number : 0 ~ 32 D1,
il

Router# clear platform software vnic-if interface GigabitEthernet4

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |



Cisco Catalyst8000V %y h7—%9 A V8 — T4 ADWM A Y hT—9 AV 8—T x4 A~ADIVEVY |

B ciscocatayystsooov x v kT—5 (L B—T T4 2 E VM DIES

I, INA 2= PRIEDS VWNIC ZHIBRE L E7,

\}

GE) INA =3, P yNIC E&E%ﬁ”&%@—éﬁml\ clear platform software vnic-int interface
awy REFITTHHLENRLL LD E L, Z0avy R, ko) UV —2TiEELESRD
?’f‘i"?‘a‘a

Cisco Catalyst8000Vry FJ—U A A3 —T x4 X EVM
NEH

&

ATy T2
ATvT3

ATy T4

Cisco Catalyst 8000V A > AX L A%EfDTA A M—/LFT5H L, WICH%Z MAC 7 RL XA |Z
VBT T T A R—APMERENE T, ZDOF —Z— %, yNIC 2B E - 13HI5
THGEEIC, V=8 A F—T A A DK~ v B 7 & yNIC 225 MAC 7 R LA~
D~y B T HRMERFT DO INET, A1 ¥ —7 = A AL, VMware DMREFT 5 R AF
FEHOPH—Ei#B]+ (UUID) [~y B 7 E&hET,

N—H Xy NT—=0 L H—T x4 ALVNICHO~ v ETIE, CiscoCatalyst8000V75§/l"/
AR = ENTWAEEOVMIZOEHA SNET, VMBNERIAEZGE, (RESITHD
UUIDIZHAEDOUUID & —FHE$, A v X —T = Ay B TIIN—HF5 ﬁ& HLEEA,

A B =T 2 A< v BT OR—FEF I, ERENZTTO VM TROFIEZEIT L F
jﬁo

\}

GE) BRFov2Z2EBET LIS, BRI VM TUREREOFRIEFH WIC 28750 VM IZE £
*LVCI/‘}:) — k ;&‘ﬁﬁmb‘]\/\iﬁ—o

JLD VM T clear platform software vnic-if nvtable =2~ > R& A L E T,

ZoaY Y NI JTED VM OKGENIRA =T 2 A AT —=H =% 7 VT L, NA = Fr~DA
VHE—T 2 A ATy B TR LET,

Cisco Catalyst 8000V % U 7 — h L £9°,

R <7z VM C, show platform softwarevnic-if interface-mapping 2~ > K& H L TA v X —7 = A A
D~ v’ \/7 %Eﬁwu Lijﬂ

RSN VM OL—F A o F—T 2 f AR THERELET,
BRI VM ONL—Z R EIL, 78D VM OFRE L —HTHHLENDH Y F7,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



I Cisco Catalyst8000V Yy k7 —49 A VA—T A ADWMAY hT—H A V3 —T 2 A~DIVE LY
Cisco Catalyst 8000V 1~y k' J—5 A VA —TJ A A& vSwittchf VA —TJ A ADIT v EVY .

Cisco Catalyst8000V 1~y kD —U £ U3 —T x4 R &
vSwitch 1 3 —J x4 ADIVES

Cisco Catalyst8000V A > % —7 = A AIZxHInT HToDIC, SEZIERFIETESXiORy hT—
I AVH—T 2 AZEETEET, 45 Cisco Catalyst 8000V /L—H A L H —T = A AN 1D
DRARN A=Ky A F =Tz AA Ry ELT7INDHEIT, Xy NT—F AL F—
T oA AEFETEET,

F721%. D Cisco Catalyst 8000V A > X —7 = A AN 1 DODHEANESXi A —HF v b A
B =Tz A A% IEFTHEICRY NIV —T A U F =T oA AERETDHIELEHTEET,

3% B D HEIE, Cisco Catalyst 8000V 1 > ¥ —7 = A% vSwitch D N T I A ¥ —T = A
A EHE~ vy B 7T 52 LT,

Cisco Catalyst8000V T v Y I Iz 7 A VR M—LULELVIV T FalL—ar HA K .



Cisco Catalyst8000V 1~y kJ—9 A VA—T A ADVM ALY FT—H A VB3 —T 24 A~DIVvELY |
. Cisco Catalyst8000V 1~y k' J—5 A VA —TJ A A& vSwittchf V2 —TJ A ADT v ELY

. Cisco Catalyst8000V T Y I Iz 7 A VR M—LLELVIV T4 FalL—ar HA K



5 12 =

SDIL—T 4 VT TFINARARTDY T+
T77vITTL—F

ZOETIX, SDIV—T AV ITTFNRAADY T NI =T 5T v 77— R4 5 FEICHONTH
HLES, TZTRHATIARIL kDO LB TT,

VT NI T Ty TL— R U= 77— 2o T (109 2—)

VTN 2T Ty T T L =R U= 7a—0DAT vk (109 <—2)

VTN T Ty F T — R U—r 7ua— OIS (110 <—2)

VT NI 2T T T T —R U= T7a—~DT7 7k A (110 <—)

YOIz 7 7y L—KDJ—45278—IZ20L\CT

V7N =T Ty TV — R U= 7a—%FEHT5 L, AR— FREBRO Cisco SD /L —7 «
VITFRAATY T N 2T A A=V Ao u—RLCT v 77 L —RT&ET, £/,
Ty I T — RO RAEZEERA TV a— VT 54T arbdbEd, V—7 7e—|ZiF,
VTN 2T T T T V= RDAT—ZALRENET, ZOV—2r7 70 —TiE, Y7 U=
TOEYA—RETYTITL—REETTEET,

YOI b9z 7 7T L—KO—4928—D*) vk

VTN T Ty T T L— R U= Tu—t, TAAT v T T L —FDAT—H A%
FRTHIET, TNAARY T NI 2T DT v T T L —REEOSESERTT =2 D
WCENLBLET, eI, Ty T L= Rt AORFEDEE T T —NRAE LY
B, V=778 —TCIETS—D7 77N ToHNET,

cZPU— 7 —TF, LW T NI 2T A A—=VDF T a— R, A A=, B
ST 7T 4 T EENCET TS, —FBTETTL L TCEET, FEELLH
MRz —2r 7u—% A7V a— /L TXET,

Cisco Catalyst8000V T v Y I Iz 7 A VR M—LULELVIV T FalL—ar HA K .



SDIL—F 4 ITFNARTDY I rYz 77y TTL—F |
B oroz77075 00—k 9—son—mRomREHE

YILDxzT7T7yv T L—FJ—9o 70— {FHDANRE
1%

VIR =2T T o7 T —RU—77a— s AT 570N ERY 7 =T/~
VRV A SDIL—T 4 T TR ATEITENTWSZ L AR LET,

YOI b7 7yv 7o L—KJ—95270—~DT707 12X

[ L& BHIIC

ETHOY 7 N =T Ty T L— R U= 7u—=03H50E 5 EERT 52T ROTF
IEA 34T LET,

Cisco SD-WAN Manager >/ —/L/N\—/» 5 [Task-list]) 74 2% 27 U v 7 L'¥3, CiscoSD-WAN
Manager |Z1%, FATHOTXTOX AT DU R MH, i & RO EHEE EbICRREINE
-éAO

1. Cisco SD-WAN Manager D A = = — C[Workflows] > [Workflow Library] DJFEIZ&R L &7,

N

()  Cisco SD-WAN Manager ClZ, [Workflow Library] @ % Ak /L{% [Launch Workflows] (272 ¥V £ 77,

2. [Library] > [SoftwareUpgrade] # R L C, L WY 7 by =7 7Ty L—RU—7 7
n—ZBm L ET,

3. WHEOERIEST,. LW 7 Ny =27 Ty F 7L — R U—r7a—%BB L3,

A\

GE) [Exit|Z27 Vv 7 LTEITHOY 7 v 027 TS L—RU—r 7ua—%2& T LET, #7T
HoU—7 7 u—%FERERETE £,

N

CE) <~ ATF ) —RI TRAEERDYE. SDIV—T 4 Y T TNA ADT » 77 L — Rl
73 Cisco SD-WAN Manager 725500/ — RIZEIV FH 5 & NetConf vy g v F A LT T R
WDIRETT v 77 L— RN BEZ T 5 RN H 0 £9, KIZ, SDA—T 4 TT /8 A
IO ) — R~OflHE AL LES, Ty 77 Vv—RT 774 €T 0 2FHE NI T—32
VBBV F4,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



| SDL—F 429 FNRARTDOY T+ 27Ty TFIL—F
SDL—F A VIFNARDY T b7 Py TTL—F 7= 70—0x4rSa—L |

YISz TF7 7T L—FI9—970-DAT—2ADIESR
VI RNT 2T T TV — R D=7 70 —DAT—F AEMRTHI2T. IROFIEEFEITL
i‘j‘o

1. Cisco SD-WAN Manager @/ —/L/3—/» 0 [Task-list] 74 2> %27 Vv 7 LET,

Cisco SD-WAN Manager (2%, FATHOTXTOX X7 DY R MK, fih & KO A7
LEblcRRESNET,

2. [HT7A=a2v%70 7 LT, AV DOFMERRLET,

Cisco SD-WAN Manager TXA U R3BAE, X AT DAT—H AL X A7 NFEITE T SD
N—T 4 T TNA ZADFEMNF RS NET,

SDIL—F 4 T TFTNARADY I b xzF77yv I L—KJ)—49 70—
DATroa—)L

VI NI =T T T TV —R U= Ju—DA7rYa—J&xfl+sL, V—r 7u0—4%7H
Ay a—nN L, Y7027 To7 7L —RKITabvR LB F A4 LEREIBETEE
T, AV a—TJEERTHE, Ty T — RV~ 7n—4%5F CEIIERTEITTH0
BEAGa—NVTEET, BTT v 7T —REFITTHEICAT Y 2a— LT 555F, H
BH. BIREZ. BLUOAALY—CDBREASNTEET,

VIO T7 7T L—FD—020—ORAF5a1—)L
WOFEEERA LT, Y7 =T Ty 7L —RK I =770 —%RA7Va—LLET,
18 BRI

AT 71 Cisco SD-WAN Manager ® A = = — 7> 5 [Workflows] > [Workflow Library] DIEIZER L F 7,

F7i3
[Workflows] > [Popular Wor kflows] > [Software Upgrade] ONEIZRR L E5, .

AT w72 [Workflow Library] > [Software Upgrade] R L C, HiLWWY 7 "y =T Ty 77 L—RU—77a—

il S D

EJ B

[In-progress] >[SoftwareUpgrade] # &R L C, #i7HDOY 7 v =27 777 L — KU —27 7 v —%
LET,

AT 73 [Scheduler] 7 3 a > T, [Later] Z#RK L £,

GE) BIRLTET A ADY 7 "0 T T v 77— RaedIZF 7T 5I121E, [Now] 7> 3 v & H
LET,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |



SDIL—F 4 ITFNARTDY I rYz 77y TTL—F |
. SDIL—TFTA VI TRIZSa—ALEYI+IZ7 7T IL—F =0 70-0F vl

AT w 74 [Start Date], [Start Time]. [Select Timezone] % H&R L £,
GE) BAfA WX, %12 Cisco SD-WAN Manager —/3—@O HIF L W HZICT DM ERH Y 7,

ATY TS [Next|] 227V w7 LET,
VI N 2T T T — R U= 70 —NAFrYa— LI TNET,

SDIL—TFT 4 VT TR Da— 1L LEYI 92 TF7T7YvITTL—KI—
2770—NDF vt

A a—= VLT T N 2T Ty 7T — R U= 70—%%v w3 B120%, ROF
g A 31T LE T,

1. Cisco SD-WAN Manager D A = = — 7’5 [Maintenance] > [Software Upgrade] D JIEIZ 841 L F
7

2. FAAADYARND, VT RT=TT v T L= FEAS Y a— L ERTNS SD A—
FA VT T AL AR ET,

3. [Cancel Software Upgrade] 27 U v 7 L ¥,

Aoo0—KLESDIL—T AT TNAADIIT DI TA+*2—
D HIlB&

SDIV—F 4 VI TNRAATHE I a— R LY 7 =T A A—=FEIRT 5120, tkOF
% 4T LET,

1. Cisco SD-WAN Manager D A = = —7’> b [Maintenance] > [Software Upgrade] D JIEIZ &R L %
bd-o

2. [WANEdgel %27V >Z7 LET,
[Delete Downloaded Images] 27 U v 7 L %7,

A W

[Delete Downloaded Images] %A 7 2 77K v 7 AT, HIBRT HA4 A—THRINLET,
5 [Delete] %2 U2 LET,

8D—T 4 VI TNAATDYI DIV TIL—FDRT D 1—
ILIZBET S HERETEHR

WORIZ, ZOFY 2— /LTt LI-BEREICEET 2V U —AEHRE2RLET, ZORIX, V7
727 JU—R b A U TCHEEEDTR—INREAINZLEOY T Fy2T ) U —R72

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



| SDL—F 429 FNRARTDOY T+ 27Ty TFIL—F
SDL—F A VIFRARTOY T rITFT 9T L—EDR7 S 1—LIEad siaetan [

FERLTWET, TOMREIL. FHTW 0 BRWIRD | ZREO—EDY 7 v =27V Y —
ATHYR—brSET,

77y b7 bDYR— P BIOV RV T MY =T A A=V OV R— MIBET L EHRE R
&9 %IZ1%, Cisco Feature Navigator Z i/l L 7, Cisco Feature Navigator |27 7 & 29 2|2
I%. https://cfang.cisco.com/IZHEA F 3, Cisco.com DT 77 2 MIMLEDH D FH A,

RU:SDIN—FT 4 VT TNRARATDYI D zTT7ITIL—EDRY 21— )LIZBET H#EE1ER

HaE

N

)= HRETRER

SD )V—TF 4 > 7534 A |Cisco IOS XE U Z OFRE & T 5 &, Cisco SD-Routing 7
TOY 7 N7 Ty V—A17.13.1a NAATI T NI =T AA=TDT v I T
L—FRDORAF Y a—)b L— REAF Y a— L TXxFET, 2Tk
D, Y7 U7 7Ty 7L—K7TrtX
ICLDE T B A DB EETE ET,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |


https://cfnng.cisco.com/

SDIL—F 4 ITFNARTDY I rYz 77y TTL—F |
B so—5 05 12T0YTrI 7Ty TIL— FORY Da—LIZET HHEEER

. Cisco Catalyst8000V T Y I Iz 7 A VR M—LLELVIV T4 FalL—ar HA K



513 =

SDIL—T 4 VIEHRTFETIL—T

ZOETIE, SDIAV—T 4 U ITRETN—TORETIECOWTHALEYT, ZZ THHTS
WEIL, kDO EEBY TT,

FROE 7 V=7 AR (115 ~—2)

REITN—TU—r 7a— (115 2—=)

RIET N—TDER (116 =X—2)

SDV—F 4 U TTF A R ERET N—T OB (116 ~<—)
SD/V—TF 4 V7T NA ADERR (117 X—)
RETNV—TNEDSD IV—T 4 TTF 3 ZDOHIE (117 ~2—)
«SDNV—T 4 VU ITRET N—T OMEEE S (118 ~X—)

e - ==

RETIL—FIZET B 1ER
RRIE 7 V— 7 K4REIT. Cisco Catalyst SD-WAN Manager # i L C SD /L—F 4 LV 7T /34 A%
RETDIODY 7NV THAM R E LS HEE R L £7,

ERETIN—T  RE S NV—T71L, Cisco Catalyst SD-WAN Manager (2 J. > TEE SN D F v
NI =2 NDO1DL EOT A RNTH#EH CTE DR I ITREOMBE S/ V—7TT, ZD
TN—TiE, EVRA=—RIHEAONWTERBIOI AL~ A XA TEET,

HEETOTIFAI HRET e T s AT, SESERRESN—TRITHAHTE 2% E
DOFHRIAEREFZTT, LEHE, SIS AMEE. 3B IR S 2 BEREIC
SNTFa 77 A NVEEHR L, a7 7 A VEMBEDOETT A, AREXTERESEDH 2
ENTEET,

s BEER/S—t L BT, SESERRES N TR TAET HMH 4 OERETT,

=  — | » O
SRXEJIL—T—0 70—
RETN—THREEHEMT oL, ROZENTEET,

RIE 7 N—T DIVERL

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |



SDL—F 4 vIEEINL—T |
B == —Jomzzs

RIE T N—T" & T3 ZADEET T
ET

JL—TFTDOTF A ZAD R

=
AxX

e A MRS A2
SRIE T IL— T DRHRE N
» Cisco I0S XE Catalyst SD-Routing 7 /XA ADHg/N/ 7 h 7 =7 /38— 3 > : Cisco I0S XE
VU —% 17.13.1,

RETIL—TOER

WRET N—T % AET 2121E, ROFIEELFETLET,

AT 71 [Cisco IOS XE Catalyst SD-WAN Manager] ® A = =—7>6, [Configuration] > [Configuration Groups] > [Add
CLI based Configuration Group] DJEIZEIR L F 97,

AT w72 [AddCLIGroup] Ry 77T v 7 XAT 0l Ry 7 AT, REIN—THEANNLET,

AT w73 [Solution Type] Ky FH VA N7 Uy L, SDAV—T 4V TTNAADI Y a—arsHA4TEL
L T [sd-routing] ZER L 7,

AT w74 [Description] 7  —/V FIZEEREDFHZ A L £,

ATw 5 [Create] 27 Vv 7 LET,
[Feature Profiles] % 77 & [Associated Device] % 7 & & o LW E SV N — T X—UNRRINET,

AT 76 [Feature Profiles] # 7' C, RO FIAEEITLET,

a) RFvevy7 %7 U A5 [Load Running Config from Reachable Device] 27 V v 7 L., %X E&{EkT 2
FONAL ZAD Y AT MNP IR L £, [Preview] TF X FAR v 7 ZOBIRZESWTRELWETX E
-éAO

F72E
b) 4 EBE® [Import Config Files] #27 U v 27 L, T3 ACHWHT AR ET 7 A VA FIRL E7,
F72E
¢) [Config Preview] 7 % A bR v 7 ATHEEZ AT LE T,
ATF9FT [Save] &7 Vw7 LT, av74FXal—raraRELET,

SDIL—T 4 VT TINAREERET IL—TDREEM T

BETN—TEER LT-%. T RAERETN—TICEETITAZ N TEET, T34 %
BRRE T N—FEEA T B2, ROFNEEZEITLET,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



| son—F4>v58FETL—F
soL—7 12574 20EH [

AT w71 [Cisco SD-WAN Manager] ® A == —7/ %, [Configuration] > [Configuration Groups] % &R L £ 7,
RT9T2 BEIN—THORBIZHD [(.)] %227V w7 L, [Edit] Z8RLET,

AT w73 [Associated Devices] #7 U v 7 L, BT DT 34 A &R L ET,

ATv T4 [Savel 27V v 7 LET,

SDIL—T 1« VT T\ 14 ADEH

REITN—T T NA ZHEMN T L&, T AZRATEEY, RE/NV—TZ2HHLT
SD V=T (4 T T A AT 21213, ROFIRZFETLET,

AT 71 [Cisco SD-WAN Manager] O A = = —7 & [Configuration] > [Configuration Groups] % #&4R L £ 7,
ART9 T2 BEITN—THZORINZHD [(.)] %227 Y v L, [Edit] ZER L £,

AT w73 [Associated Devices] 7 U v 7 L ¥ 7,

RT9 T8 1 DL EOT A AZRINL, [Deployl %7 U v LET,

AT w75 [Add and Review Configuration] ~— " C, B EMmETE £,

ATv 76 [Applyl 227 U v 7 LET,

AT w77 [Summary] *—3 T, [Preview CLI| 27V v 7 L (& E&E 7L Ea—LET,

ATv T8 [Save] #7 U v 7 LET,

HETIL—TH5DSDIIL—T 4 5T/ 4 ADHIR

WRIETN—T 00 SDN—T 4 T T Z%BIRT 51203, ROFIREZFATLET,

AT 71 [Cisco SD-WAN Manager] ™ A = = —7/ & [Configuration] > [Configuration Groups] % E&4R L £ 7,
ATY T2 BEITN—THZORIZHD [(.)] %227 Y v7 L, [Edit] Z2IRLET,

AT w73 [Associated Devices] #7 U v 7 L ¥,

AT v T4 [Devices]| 7—7NT, HEITN—TNOHIBRT 2T A ZAZRIRLET,

AT w75 [Remove Devicel 7 V v 7 LE7,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |



B so—5 /o omesL—Tomens

SDL—F 4 vIEEINL—T |

= N IS A — —F () R B

SDIL—T 14 VU ERET IL— T DHEEIFR
RORIT, ZOFEY 2— /L TH LToHERICEAT 2 ) ) —2AFHRE R LET, ZOoRIT, V7
F7=7 VU —R MA U THEEEOY R — NP EAINTZLEEDOY T Fy =T VY —X72
JZ2RLTWET, ZOMEERIE. FFIZH 0 BR0WRY . ZLEO—#EOY 7 by =7 Y U —
ATHYR—bFEINET,
77y b7 bDYR— P BIOT RV T N =T A A=V OV R— MIBET LA KR
K9 %1Z1%, Cisco Feature Navigator /] L £, Cisco Feature Navigator [Z7 7 Z 2 J 5|
I%. https://cfang.cisco.com/IZHEA F 3, Cisco.com DT 77 2 MIMLEDH D FH A,

R15:SDIL—T 4 DU RET I —TDHEEER

HaE

R

)1)—Ax

HERETRER

SDIV—T 1 v TRRIE
TN—"7

CiscoIOSXE VU U —
A 17.13.1a

SD /V—T « ' JETE VIV — T HEREIL. Cisco
Catalyst SD-WAN Manager % f# ] L C SD /L —
TATTNARAERETDHDODY T LT
BRI MRS LS FiEERIE L 7,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK
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ZDETIE, SD/V—T 4 7T /34 AT Cloud OnRamp for Multicloud % €3 5 HiElZ oW
T LES, ZZCTHHATAINFIL ROLBH TT,

M (119 X—2)

« AWS HAIZET o1 # (119 ~—2)

* Azure fiAE WAN /~7 & Cisco SD /b —7 1 ¥ 7 Dfie (132 X—2)

» Cisco SD-Routing Cloud OnRamp for Multicloud OFEEEFH (140 =X—2)

M=

Cisco Catalyst SD-Routing Cloud OnRamp for Multicloud %, = % —75 4 X WAN Z/X7 v
7779 RIYLELET, ZOYAFIITIUR Y Ya—aid, "7V 7 770K A
7 5 A~ T 7 F ¥ % Cisco Catalyst SD /b —F 4 7 F /34 ZTHAET D DICESLHET, AWS
Transit Gateway (TGW) Zf#H LT, SDAV—FT 4777 0F %A b eV FR—FLET, =
NOHDHEREIZLY, 770 F T A RE, VU RRYy NI =D, B =T 2 A RTHT TS
Vor—=2a 7 78 ATEET, ZOMAEIX, CiscolOSXE17.13.1 U U —ALFETH AR — b
SIET,

)

() CiscoIOS XE 17.12.1a LAP%, CiscovManage 7> Cisco Catalyst SD-WAN Manager ~, Cisco

vBond 7% Cisco Catalyst SD-WAN Validator ~?D 2> R—% > hD 7 T v REFENMTbILE

L7,

AWS ## & (2B T 5 1EHR

FIoPy b= =AlE, VPCEAL T LI ARy bU—7 AT D - O T
X5Fy hU—2 TV y hATTE, VPCEIIVPNERiZ TV y M=o = A
It CE £ 7, VPC & VPNEHROMZ WIS T 7 ¢ v 7 ORAEL—Z & L THREL £,
Cisco SD-WAN Manager = > hr—Z ZfEH LT, v/vF 7 7 U FEEO Cloud OnRamp % 5%
EBLOEEECTE 7, Cisco SD-WAN Manager DX EY 4 P — ik, XT Vw7 7 I3 R7T
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. SD JL—F 1 % T/\A4 R %&{EH L 7= AWS Branch Connect

NI b~DRT Ty M= oA OEBIZHAELL, F— =LA Xy NT—THNDT
FUFT, XTI VIR TV r—varetEnoor ) r—yvarpa—F—L
O OEREEHEME L £, ZOMAEIX. CiscoZ 77 KL —% FOAWSIRKIBET T A X— 7
7 U K (VPC) THEMELET,

Cloud OnRamp for Multicloud (%, ##D AWS 7 H 7 K L OfiGEEHHR— KL TWET,

SDIIL—TFT 1« >4 FT/N4 XA %{EF L - AWS Branch Connect

SD/V—T 4 VT _R—ADT Z »F %4 LT SD-Routing Cloud OnRamp % EFH3 5855 1%. SD

N—T 4 T R=ADFETN—T %N LCRHATL2MLERH Y £7, F£72. Cloud OnRamp
BRI b RN N—=2AOBEDPKIET D L 5 IC. ThENDCGT /A ACLIT > 7' L— |
%ﬁmbf7wh7/774ﬁ/ZVmw%$@f RET DMENDHY T,

TyDITITUFTNRAL AL, EF 2T RARA LNV —RA LN P ENLTY T RN
DFRA N VPCIZ#E LET, = v T /3 X & AWS Transit Gateway (TGW) OD[EIZ IPSec b
VAIVBRHBREINET, ThHD ML, T T F VPN EIEIVRE VT 7 ¢ v 7 & BGP
N—=T 4T T T 4w %EELET, BGPEZHEHL T, A A& TPy RF— b
VA BN —T 4 o TIEREZW L, V—TFT 4 T =TIV B LT,

S O @ s

Cisco SD-WAN  Cisco SD-WAN  Cisco SD-WAN
Controllers Manager Validator

Tag Engineering

| WORKLOAD VPCs
IPSec Tunnels | [
Branch (: —_— TGW 1 !
Device —_— 1 (us-westl) ﬁ‘
-« ] VPC2 i Tag Production
i 1
>
: VPC3
|
Autonomous/Contraller- Y S |
Managed Branch Device CGW-us west1 I
Internet
(T
Tag Operations
g-m=----—--
— /K
— N VPC8
o BN L —
Branch - TGW
Device O: ) (us-west) = e
IPSec Tunnels < P

Autonomous/Controller-

Managed Branch Device
CGW-us east1

SDIV—TFT 4 > T T30 FTNARZNE, T 74NV IDVRFOREFHETEET, ZOT 7+
Jb N VRF %] LT, SD-Routing Cloud OnRamp 7' 7 > F iz L T~ v B 7 TEE T,
<~y B TIMDO VPN/VRF 2 EH T2 Z L3 T EdA, SDAV—T 47V Va—Tak
EHIT, SD-WAN VU =—3 3 KO VPN = v B0 7 2% E T& £9, Cisco SD-WAN
& Cisco SD-Routing D7 Oz T ff SHED Z LN TE £ T,

)

GE)  T7I0F¥A ML, 770U FICERT 2E8BOT 7 F 2 FRA V haRETEET,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



| Cisco SD-Routing Cloud OnRamp for Multicloud
SD L—F 4 25734 ZF1F Cloud OnRamp OFI= ]

SD JL—TF « % T /34 XA T Cloud OnRamp O F| 51

SD-Routing Cloud OnRamp |%, ~/VF 27 70U KU —7 70 —%@ U TSD/V—T 4 7T 3A
2N LT AWS £720F Azure ICBBH SN2 70 FU—7u—RObEX 277227 77 P&
fea R —hLET,

Cloud onRamp D HIIRE
Cloud onRamp DHIFEGMAITRD LB TT,

« 7T F A MIBEAMRERDREBTHY . AT —Z ZATFEWT (In-Sync) ThH 2MENDH
D ET,

« TTUF VA ML, IROWTIND T — F LU T A B ARNKETY,
* network-advantage
* network-essentials

* network-premier

FA B ANRNE YA FEREET DL EIT, IPSec U XIVRENEHENEE A,

o AU H—T oA AL, AWSTGW F 721X AzurevHub, HDH\VMNIT T o FF /34 A D NAT
MOEREFRERNT Y v 7 IPT RUAREID LB THNTWOIRERH D £3, FD YT
LILTWRWE 7T F %A & AWS TGW F 721X Azure vHub DEIZ b o RV TERL
SNERA,

e SDILV—FT 4 T T T UFIE, REIN—TEMEH L TERT L0, RESINL—F B
THVENRHY F7,

« Cloud onRamp H§AE % 65 F 9~ % 72 0 OB AN £ 721X AHMEDBH D SDNV—T 4 7T
NA ZAETET B2, BEFEOT A ZAOEARER (1225—) BLOSHEES L—
TOHBb SN T =2 T a—EFH L LW SD L—T 4 T TN ADE AN
fii (123 =) Ok®Z7varyz22RLTEIN,

HIREIH

¢ Cloud OnRamp (%, #4225V —a O TGW HOET U v 7 &R — KL TWEREA,

SD)L—T 4 VT TN ATDH AWS #iEDEEE
ZIZTIE, SDA—T 4 VT TNA ZAOEREREZEAREH T 572D T — 7 7 —ZOn Tl
LET,
« BEFEDT /34 A DAY

« BEFO BT SA ZAD SD V—T 4 T T NA ZA~DZEHE, 3 L O Cloud onRamp
BERE O fif
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B =xo07 1 20mAzn

* Cloud onRamp #iEZ 3~ 5 7= O OB F D IFRE I N—T X—ADSDNV—T 4 7
TS ADIEH

cREITN—TOHEENT V= 7o —% A LT LWSD L—T 4 VT TR AD
O\

BBFEDT /A RDE AR

WAF DT A A H AU T 2121E, ROFIRZFEITLET,

AT TN BBEOBET N, A% SDNV—T 4 7T 3 A FE) CREEE2IIEHT 5121, [Onboarding the Devices
Manually] O& 7 3 SIFERHEI N TW D FIEIZTENE T,

E

RATFYT2 A4y By —r 7a—%H L TSDV—T 4 /T3 A A% BT 5I21%,  [Onboarding the SD-Routing
Devices Using Bootstrap| D 7 3 = ZFEH SN T 5 FIEICHEVFE T,

ARG -
AT T3 SDNA—T 4 LV ITFNRA ZAEHRETN—TITBMT B3, ROFEEZEITLET,
GE) FE1 &2 DT A ATIE, WICELRNZROBIHRSEM 272 L TWDHERSH Y 97,

a)

b)
<)

d)

f)

2)

e 2—HF—4 L XAT— R (admin/admin) ZfH L TT A Rlcn 7 A v LET,

s 2w R7u 7 T, licenseboot level network-advantage addon dna-advantage =~ > K& &% E L £

j‘O

cHEERG L, TNA A% Y 7 —hL%ET, Cisco SD-WAN Manager @ [Configuration Devices] T, 7
NAZARE LTS Z & 2R LET,

[Cisco 10S XE Catalyst SD-WAN Manager] D A = = —>5, [Configuration] > [Configuration Groups] > [Add
CLI based Configuration Group] DJIEIZER L F 9

[Add CLI Group| Ry 7' T v S XA Tl Ry 7 AT, REIN—T4EATTLET,

[Solution Type] Ky FX¥ 7 VA &7 Yy L, SDV=T 4 TT_RAADY Y a— g 44
7L L C [sd-routing] % 3&R L £9°,

[Description] 7 4 —/L NI, @iAZ AT LET,

[Create] 7 V v 7 LET,

[Feature Profiles] % 77 & [Associated Device] % 7 Z G i LWVRE VL — T RX— U MFERINET,

ka7 &) A k)5 [Load Running Config from Reachable Device] 27 U v 7 L, #&EZ1EKT 5
FRA ADY AT LIP ZBIR L ET, [Preview] 7 F A bR v 7 AOBEHZHESWCHRELWETE E
D

[Configuration Preview] 7% A h AR v 7 Xlzua— RSN ELZ 2 —L, TXFA N T 7L L TV
AT DIRAFLET,

ATV T8 SDI—T 4V TTFNRA RIRES N—T2BINT51201F. ROFIEAZETLET,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK
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ATy TH

ATvT6
ATy T1

ATvT8

BEIL—TOEBEERET— TO—5EALEHLLSD L—T ¢ 2571 208 ER ]

a) [Cisco SD-WAN Manager] D A == —7/ 5, [Configuration] > [Configuration Groups] > [Add Configuration
Group] > [Create SD-Routing Config] % 3R L 9,

b) [Name] 7 4 —/V FIZ, REZN—TD4HTZATILET,

¢)  [Description] 7 4 —/L RiZ, fillZ A LET,

d)  [Create SD-Routing Config] 7 U v 7 LE 7,

e)  [Configuration Group Created] "> 77 > 7 ¥4 7w R 27 AT, [No,Iwill Do It Later] 7> = >
7 Vv LET,

f) [What's Next?] £ + 2 > C. [Go to Configuration Group] 27 V v 7 L ¥7,

g) WEIN—THZORICHD ()] EZ Y v 7 L., [Edit] Z#IRL 9,

h)  [Feature Profiles] CCLI 7’1 7 7 A /%7 U v 7 L, [Unconfigured] Z &R L £,

i) [Create New] &7 U v 7 LE7T,

) EOLRIEANLET, TEAN I ANE LTIREFEENTWAREE 2 E— LTV AT £,

k) [Save] =7 U w7 LET,

[Associate Devices] #27 U v 7 L, SD/IL—F 4 V7 F A ZADH A b ID 23R LT, BEMNIT2FITLE

D

EBAT =220V 7% 70y 7 L, BEABKILEZ & 2/MR LET,

[Configuration] > [Devices] “X— 3 T, ROFEMERER L E7,

s [Device Status] : 7 /3 AD AT — % A% [In Sync] THHILERH Y F3°

s [Managed By] : A7 v 7 d4a TIERK L7=ENEND SD V—T 4V TRET NV—T,

AT —H R MR+ 5121, show sd-routing connectionssummary =~ > &l L £,

BRETINL—T0EHLEN-TD— 70 —FFAHALEHLWLSDIIL—T 1 V5 T/ AOEBA%E(F

&

ATvT2
ATvT3
ATv74
ATvTH

ATvT6
ATvT1
ATvT8
ATvT79
ATv 710

WEITN—TOHEULEINTZ T -7 7o —%HALTHLWSD V—T 4 T T3, AEEA
T 512X, RO FIEEZFITLET,

[Cisco SD-WAN Manager] @ A == —7>5, [Configuration] > [Configuration Groups] > [Add Configuration
Group] > [Create SD-Routing Config] Z 3R L £79°,

[Name] 7 4 —/V R, BREINV—TDL4RIEZATILET,

[Description] 7 4 —/L RiZ, @HHZ A LET,

[Create SD-Routing Config] 7 V v 7 L %7,

[Configuration Group Created] 78 > 77 v 7 XA 7w 7 7R » 7 AT, [No,IwillDoltLater] 7'+ a > % 7
Vw7 LET,

[What's Next?] =2 > = > C, [Go to Configuration Group] 27 VU v 7 LE T,
WETN—TZDORICH D [(..)] =7V v L, [Edit] Z&RLET,

[Feature Profiles] TCLI 7w 7 7 A /L% 2 U > 7 L. [Unconfigured] Z 3R L £,

[Create New] &7 U v 7 LE7,

BEARBEITN—TZFHELET,
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B 2o —Toasitsnto—s 70— £ERALEHLLSDL—F 1 V5554 ROBAER

ATvIN
ATvT12
ATv 713
ATvT14
ATv 15
ATy 716
ATv 11
ATvT18
RATv 719

ATy T2
ATvT2N

ATv T2

ATv7T23
ATvT24

oL, BEISN—TDE/NCLIEZ R LTWET,

Configurations:

sd-routing

organization-name CSRQA20231024
site-id 1

system-ip 4.7.8.9

vbond ip 44.226.182.48

vbond port 12346

wan-interface GigabitEthernetl
|

interface GigabitEthernetl
no shutdown

negotiation auto

ip address dhcp

exit

interface GigabitEthernet2
no shutdown

negotiation auto

ip address dhcp

exit

ip domain lookup

license boot level network-advantage addon dna-advantage
no logging console

[Save] 27 U v 7 L&,

[Associate Devices] > [Associate Devices] DNEIZZ Y v 7 LE T,

[Unassigned] ##&4R L, UUID % 1 &R L £,

[Save] 27 VU v 7 LET,

ZNENDO Y AT LIP, A FID, BLOBA MEFEALTTAA 22T neYa =7 TEET,
[Next] Z#27 U > 7 L&,

[Deploy] #7 U v 7 L,

JBAAT =220V %70 v L, JBEPKII L L2 LET,

[Configuration]> [Devices] {Z& 8 L, uuid D 3-2D K MIxt L T [generate bootstrap] Z#27 U 2 L, WAN
A B —T A A4 (B : GigabitEthernetl]) Z AL TCT— A NT v 7 ZAKLET

UUID £ ORIZH B [(...)] 22 U v 7 L. [Generate bootstrap] =7 UV v 7 LE T,

[WAN Interface] 7 4 —/V RIZ, A ¥ —7 = A A4 GigabitEthernetl Z AJj L, 7— b A 5T v 7 &R
L\i—gqo

T—=P AT EEHLT, AWS 22V —LOZNZ10 AMI 2% LT Cisco 8000v A o A X A%
BRI L. WAN A v H—T = A A7V w7 IP &) B TET,

JBEAAT =2 A0V %70 v L, BEPKII L L 2R LET,
[Configuration] > [Devices] ~<— " T, IRDOFEMZ R L ET,
» [Device Status] : 7 /3 AD AT —H A3 [InSync] THHIVLERH Y £

* [Managed By] : A7 > 7" 1 TIER LI ZENEND SD V—F 4 V TRET N—T,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK
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aws 559 k7 ny rotks [

ATY T/ AT —H AZHERT 521X, show sd-routing connectionssummary =2~ > K& H L £,

AWS 7S K7 hHy FOER
AWS 77 KT o M EERT 5121, OTFNEIZHES T 72 &0,

AT w71 Cisco SD-WAN Manager ® #* = = —7>5 . [Configuration] > [Cloud OnRamp for Multicloud] % 4R L £,
Cloud OnRamp for Multicloud # > ¥ = AR — KRR RIS ET,

AT w T2 [Setup] <A > T [Associate Cloud Account] %27 U v 7 L £, [Associate Cloud Account] ~<— DA ID %
AELET,

AT w73 [Cloud Provider] 7 4 —/L K¢, Kra v 77U & K5 [Amazon Web Services] Z3&R L £,
AT v 74 [Cloud Account Name] 7 4 —/L RIZT7 v > haE AT LET,
ATv 75 ({EE) [Description] 7 4 —/L RIZitHEZ A LET,

AT w76 [Usefor Cloud Gateway] T, 7V MIZ F0 K7 — b0 = A ZAET 5513 [Yes] 3R L, LW
B3 [No] 2R L £,

AT w71 [Logininto AWS With] 7 4 —/L KT, EfT 55iFET /LA RINL £9,
. Key
« |IAM Role

[Key] €7 V&I L7I=5E 1, [API Key] 38 LU [Secret Key] 7 4 —/L R T, ZNENDOF—%IFEL E
TO

ER S

[IAM Role] &7 /L & B4R L7254 1%, Cisco SD-WAN Manager 73 $21t9~ % [External ID] Z £ f L T IAM & —
NEERLET, U g R %/Tézmj\uﬁ ID % A€ LT, IAM 2 —/LO{ERKIEZf# F TX % [Role
ARN]fEZfRE L 7,

Cisco I0S XE Catalyst SD-WAN U U — 2 17.4.1a LA, 1AM v — LA ERRT 51213, AWS FEi=a > Y —)1
ZfiH LT, Cisco SD-WAN Manager 232t 24MB ID 2R Y O —IC AT H20ERH Y £4, kOFIHE
EFERITLET,

1. BE{E®D Cisco SD-WAN Manager EC2 f > A X L AIZIAM B— V& T X v F LET,

1 B —ZERT I, AWS FEx =2 A2 FOIAM u—LOER (2> Y —1) Oy 7 %25
LT &V, AWS @ [Createpolicy] 7 4 ' — KT, [JSON]%Z 2 U v 27 L, IRDJSONK Y > —
R¥a A e AN LET,

{

"Version": "2012-10-17",

"Statement": [{
"Sid": "VisualEditorQ",
"Effect": "Allow",
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B wsosor7nye rots

"Action": "sts:AssumeRole",
"Resource": "*"

}

2. IAMu— L &ER L, FIE 1 TYER L7ZAR U 2 —I2 33T Cisco SD-WAN Manager EC2 A > A ¥
VAT X T T D HEITOWTIL, AWS Security Blog @ [Easily Replace or Attach an IAM Role to
an Existing EC2 Instance by Using the EC2 Console] 7 B 7 &M L T 7230,

() [Attach permissions policy] 7 1 > K7 T, FlE 1 TEHK L7 AWS FHAR Y o —Z2 =N L %
R
GE) ROMRE v FOBFFAISRET,
* AmazonEC2FullAccess
* JAMReadOnlyAccess
* AWSNetworkManagerFullAccess
» AWSResourceAccessManagerFull Access

AWS IAM @ — /L OPERR DFEHIZ DWW Tl,  [Creating an AWS IAM Role] ZZMR L TL 72
S,

2. ~AFI T RREICHATSAWS 7 h U FTIAM v — L& {ER L £,
1. AWS R¥ = A2 FDIAM B—VDIERR (2> Y —)) O ME w7 258 LT, [Require external
ID] 2412 L, FE2 TAE LEAESID 2050 £F17 T, 1AM o —/L&/Ek L £,

2. B EHYTELZa—PF—2THETHITIL, AWS R¥F 2 A oa—/EZ@HRY >—DEH
(avy—N) Oy 7 E2BRLTIIEEIN,

[TAMRoles] 7 4 > KU T, FIZAZv—/L LT, BIOFBETIER LI-n—NE 27V v 27 LET,
[Summary] 7 ¢ > R C, E#BICE R EIL5 [Role ARN] & A ELET,

GE) FIE7 CIAMu—/L bt L CHREET VA &R LIZGAIE., 20— /LARNEAZ A TEE
7,

3. [BHEBRAELE LS, JSON]ZZ VU v 7 L, IRDJISON F¥x 2 A bE AN LET, ZEAR
R L ET,

GE) IRDISON FFx oA DT I FID I, Cisco SD-WAN Manager EC2 f & A & AT &
LTWET,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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5y rga—sngeows [

"Principal": {
"AWS": "arn:aws:iam:: [Account ID from Part 1]:root"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:ExternalId": "[vManage provided External ID]"

RAT9T8 [Ad &2V 7 LET, 77U RTHU Y hOFEMAEZR/RETIIEH T 5121, [Cloud Account Management]
R=UTLI1EZ7 Vv LET, £i2, BEMTONTZAANVPCH T E137 7T R — R0 oA B2
WEEIE, 27U RT T b EAIBRT S ZE B TEET,

55 REO—/NLEEDER
AWS D7 T 0 K7 a— )VEREEEKRT 511X, WOFIEEZFITLET,

AT w71 Cisco SD-WAN Manager ® A = = —7>5, [Configuration] > [Cloud OnRamp for Multicloud] z &R L £,
[Setup] ~< > T [Cloud Global Settings] %~ U v 2 L'¥9, [Cloud Global Settings] 7 1 > U FR /R IILE
7

AT w72 [Cloud Provider] 7 4 —/L R T, [Amazon Web Services] % &R L £,

AT w73 [Cloud Gateway Solution] K2 v 7% 7> ) A h% 27 U v 7 L, [Transit Gateway — Branch-connect] % %R
LET,

* [Transit Gateway—Branch-connect] : AWS 7 70 R TCA VA Z LV A{bESNT N T ¥y M= U =A%
LT, SESERSDNA—T A VI TNA A% T RNO VPCIZHERTED LS ICLET, 20
AT a TR, AWS VPN #fi (IPSec) 7 7'm—F i L £,

AT 74 [Cloud Gateway BGP ASN Offset] 7 4 —/L K2, &z AH L £,
AT 75 [Intra Tag Communication] 3R L £9°, 47 3 L%, [Enabled] % 7-1% [Disabled] T

AT 76 [Program Default Route in VPCs into TGW/Core] Z iR L £9°, 472 3 > (X, [Enabled] & 72| [Disabled] T
@—O

AT 71 [Enabled] & 7-(% [Disabled] 2~ Y =27 L C, [EnablePeriodic Audit] 7 « —/V K& HZhE 713 Wehic LET,
EHREA 2 HHT 5 & Cisco SD-WAN Manager (2 ] T S ICHBEEE A2 Y A—LET, ZOHBE
TIINY 7 7T 00 RTEITEN, AL AR— MR ERESNET,

AT w78 [Enabled] £ 7213 [Disabled] #7 Y » 7 L, [Enable Auto Correct] 7 4 —/v R&ZHZhFE 7138 L £,
HEMEIEA 7 v a v aENCT 5L, BHMAREEN N -S5O, SN XTORIER
R AN HENE E SN E T,

AT w79 [Add] £7/-1% [Update] 27 U v 7 L7,
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B rxtIF50~—t 2y ro—vom

RRA L TZA4R—F Ry FT—Y D%

FIHTIRER T B FOZY —Va T _XTIChblosT, T_XTOTH L FOFRA - VPC
FPRHTEET, NA N VPCRHRHEBZFOHINSD &, VPC OBEIES v v 27 L TEITS
nEJ,

WAL TTAR=F Fy MU =27 ZHRHT 5203, ROFIEEZFTLET,

AT 71 Cisco SD-WAN Manager ® #* = =—7>5, [Configuration] > [Cloud OnRamp for Multicloud] & &R L %37,
[Discover] @ T @ [Host Private Networks] 227 Y ~» 7 L %79, [Discover Host Private Networks] 7 ¢ > R 7 {Z,
I RIHE7: VPC DU A hi3FoR SN ET,

[host VPC] 7 — 7 /WIFIR DI H Y £3,
7TV R —=Var
cTAU N
« RA I VPC 4
« RA N VPC Z7
« 77U hID

« ARA N VPCID

MBS U T, Bz 27 Y v 7 LTVPC W~ RET,
ATw 72 [Region] kKuy 7 HZ VA NE7 U 7 LT, FFEDY —V 3 IZHESWTVPC 28R L7,
ATw T3 [TagActions| 227 Vv 7 LT, ROT 7 v arzFITLET,
* [Add Tag] : R L7= VPC 27 /L—7{L L, T 5D VPCIZRIFFZZ 717 LET,
* [Edit Tag] : SR L7 VPC 2 H D% VI BRIO X 7I2BITLET,
« [Delete Tag] : IR L7~ VPC O ¥ 7 Z#HIEE L £,

BEDORANVPCEX T DO FIZITN—TTEET, AILFXTOTFTOTXTHVPCIE, H—D=2=v k
LRRENET,

D93 KT—b0 A DERK

77U RF—= R yxAX, 77U RRDOKRZ Yy RVPC (TVPC) & R T 0¥y M — ko
A A AL AU LI DTY, 777 B = b0 A Z{ERT 21213, ROFMEZFATL
gﬁj‘o

AT w71 Cisco SD-WAN Manager ® #* = =—7>, [Configuration] > [Cloud OnRamp for Multicloud] % Z&4R L £,
[Manage] ® FiZ& % [Create Cloud Gateway] 2~ U » 7 L %9, [Manage Cloud Gateway - Create] 7/ o > R’/
DERSNET,
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AT w72 [Cloud Provider] 7 4 —/V R T, Ru v 7% 71U A K5 [Amazon Web Services] Z R L £,
AT w73 [Cloud Gateway Name] 7 4 —/V RiZ, 7 7T K7 — b U= A LET,

ATy 74 ({LE) [Description] ([ZFiHE AT LET,

AT w75 [AccountName] K v 7 X7 VA NMDLT ATy NGEBRIRLET,

ATYT6 [Region] Ky 77X VALY —Va rE8RLET,

ATYyTT [Ad] %227 Y v 7 LT, HiLWI T RF— by =A 2ERLET,

Y4 ~OER
770 K7 = b =AI2H A M 51213, ROFIEEZFATLET,

ATwF1  CiscoSD-WAN Manager ® A = = —7/> 5, [Configuration] > [Cloud OnRamp for Multicloud] % 3%&R L. [Manage]
DT ® [Gateway Management] % 3% L £7, [Cloud Gateway] 7 « > RUBEREINET, 7—7/IZ
X, 77U RT AU N, ID, VIO REAT "IV M= AL T RS — |
TxA DY ASBRRINET,

779 RTF—= b= Z8IZ, A FEFR, HIBR, EES6IC#ERTE LT,

ATvFT2 HBOZ T RF—FTxA T, [(.)] %27V v L, [Cloud Gateway] Z % L £,

AT 73  [Attach SD-Routing] #7 U v 7 L,

ATv 74 [AttachSites] 7 UV v 7 LET,

RATwF5  [Next] #7 U > 27 L¥7, [Attach Sites - Select Sites] 7 4 > RUNRFE/RINET, 7—7/MIiE, ERL
7ZWAN A > Z =T oA AoV A FRFIRSNET,

AT Y76 [Available Sites] 22H YA & 1 DLLEBR L, Z4U 5 % [Selected Sites] 128 L £77,

ATvTT [Next]#27 Vw7 LET,

AT w78  [Attach Sites - Site Configuration] 7 f > K7 C, [Tunnel Count] # AJJ L E T, b RAEOFHIT 1 ~8
T, 4 b FRVIE 2.5 Gbps O IHIE A #RAE L £,

RATw 79 [Attach Sites - Select Interface] 7 4 > KU T, A > X —T = A ADFEMEASILET, 2O F—T =
A AL, TGW ~D b RV Z BT D72 DI S E 9,
A a5

AT w710 [Accelerated VPN] 4 7' = > C, [Enabled] & 7213 [Disabled] %% L £, AWS Global Accelerator (.
77U ROkt & i b9 2 DRI £,

AT v T 1 [Useselected interface as Preferred Path] 4~~"3 = ", [Enabled] %7213 [Disabled] Z R L £3, ~/LF 7
FJURU—rT7ua—E, BRLIEZWANA LV F—T =2 R&T 74/ hRALE L TRELET,

ATYT12 [Next] #7 VU w7 LET,

ATwT13 [SaveandExit] %7 U v 7 LET, EEDRINT DL, T T FT AL ANEFICER SN2 & 2RT
Ave—UMERINET,

ATV TN THRALADAT — X A&HERT DX, show running cofig =2~ > REMH L £,
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W v roum

ATvT15

BIEDAT —H A%FRKRT HIZIX, Cisco SD-WAN Manager D A = = —7/>5 [Configuration] > [Configuration
Groups] > [Feature Profile] #%R L. [View Details] &7 U v 7 LE£7,

T4~ DYk

ATy I

779 RTF—=h U =A0bHA FEYYEETIZIE, ROFIEZFEITLET,

Cisco SD-WAN Manager ® A == —7>6, [Configuration] > [Cloud OnRamp for Multicloud] > [Cloud Gateways]
EBERLES, 7—7 ML, 7T RTAV M ID, 779 RZAT b FVy M= b =A
LB TURT— I T =AD) A MPRERINET,

ATy T2 BMDI F7 7 K7 =17 =A4T, [.]1%2 7 Y v 7 L. [Cloud Gateway] % ZR L 7,

AT 73 [Attach SD-Routing] &7 V v 7 L ¥,

AT v 74 [Available Sites] 7°5 1 DLL LD A FZFEIR L, [Detach Sites] 7 U v 7 LET,
[Are you sure you want to detach sites from cloud gateway?] £ \V9 A v —U B0 0 RUICERRENET,

RATv IS5 [OK] %227V v LET,
77U RTF—= MU oA IZEHRINTODE A MITIVEES L E T,

ATV T REDAT —H A% FKrT 521X, Cisco SD-WAN Manager ® A = = —7>5, [Configuration] > [Configuration
Groups] > [Feature Profile] Z2 %4 L, [View Details] #27 V v 7 L £7°,

Y4 FOIRE

PA M ERET DITIE, ROFIEZETLET,

AT w71 Cisco SD-WAN Manager O * = = —7>5 . [Configuration] > [Cloud OnRamp for Multicloud] > [Cloud Gateways]
ERRLES, 7—7MUI, 79U KT AT M ID, 2T U REAT . RIVy b= U= A
LB TURT =PV A DY XA MRERINET,

ATvFT2 BHOZ 77 RSP~ T =A T, [..]1%7 VU 7 L, [Cloud Gateway] % Z&4R L £,

AT w73 [EditSite Details] #27 U v 27 L7,

AT 74 [EditSife Details] ¥4 702 7Ry 7 AT, hrFAEANLET,

AT w75 [Accelerated VPN] 7 4 —/L REGRhE XM LES, T 744 FTld, 2D 7 (—/b KL [Enabled] iZ
o TWET,

AT 76 [Use Select Interface as Preferred path] 7 4 —/\ R&EHNE2ITWHc L Ed, T 74V Tl D7 41—
JV K% [Enabled] (272> TV ET,

ATw 77T [Submit] Z27 VY v 7 LET,
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tvroraE-zs

ATy NEE - iR
Cisco SD-WAN Manager D~ v &> 7 U —27 71 —|Z XV Cisco Catalyst SD-Routing VPN (=
J A R) & VPC MO, 3K TN VPC 7 b VPC ~OHERES FIREIC /2 0 £§°, VPCIZH 7
ISV TRENET,

N

GE) SDAV—T 4T TIT70FTNARIZNE, 774NV EDOVRFOLEHETEET, ZOT 7+
Jb N VRF % LT, SD-Routing Cloud OnRamp 7' 7 > FHfii # r L T~ v B 7/ TEE T,
<~y B TIMDOVPN/VREF ZEHT25 2 L 1XCTEEHA, SDV—T 47V Va—vard
E BT, SD-WAN VU =2 —3 a9 D VPN = v B U 7 2% ETE £9, Cisco SD-WAN
& Cisco SD-Routing D )5 D#Efe e fr S D 2 N TEET,

VAT ANERDA T NeREERT D E, VTR N A DFETH) =T a DY
TURTY Y BV I RNERENET, VTV R = U= ABNRRD ) —V 3 NFEELARL
Th, v TA T U NEANTEES, 2—F— <o 7 A7 MIRFFS L,
LW T RS — by Fhid~y B 7oEERRE SN E R INET, 77
T RF—= b U2 A RBRB ) =T a T U RZ A END L, ~ v BT T RRE
NoOY—ya CERINET, AR, F7F08ETISESIERY) —Varovy B
TN BB D[RR H Y, 27D~y B 7137 50 RTERENET,

Cloud OnRamp for Multicloud # 2 = 78— K C, [Management] ® @ [Connectivity] &2 U > 7
L ¥, [Intent Management - Connectivity] 7 « > RUDBERINET, V1 ¥ RUIZIE, B
AT =B A ERDABIPRRINET,

« 22 ;WA AT HE

« JL— VAT LERFH

cHF ATV NERER

kAT NERER

KA T RNEBRER (2T —HD)
[Connectivity] 7 1 > K7 ClZ, RO Z LMW TEET,

« MELZIG U T, B AR 2 RRLET,

s T4 NFMEE Y — |,

cIFESERY -V a DI IR MU A IRFE LRV E ER L ET,

c IV TU RS = U ADPFET HTRTOY —V 3 Tl RE L ET,
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Azure [RZE WAN /\TJ & CiscoSD IL—T 1 T DS

Cisco Catalyst SD-Routing ¥ U = —3 3 > & Azure AR WAN OFEAIC LD, <~ F 7 T 7 K
B @ Cloud OnRamp 73581t 41, Cisco VPN 77— k7 = A % Azure [RAE WAN N7 DR > T —
IRIET T IA T v AL LTRETEET,

ZOMEICEY, TV MRy FU—2 (VNet) ZERT 2MENR/2< 720 Azure
AR WAN 7 %4 LCAR A b VNet Bt 4 BAEGIH CX 5720, 7 77 R —EXOHEE
FTANEBL I E T, Azure AR WAN F. Microsoft Azure 2/ L ChHeifbB L OVHEhME &

NI T T TFno T T0 ROz T 20y hU—F 27— X TT, Azure &HfE
TEDLSDN—T A4 T TTFTNA A% L TRETE T, Azure (KAE T NIT VPN
TR U A ZHERT 5 &, L0 EETIAWEEES RS, FZ7 22y b VNet 23
D356 O L IRE OHIR A TR S v E T,

Host VNets Host VNets

VMs VMs

VPN Virtual
Gateway WAN Hub

Cisco SD-Routing
Branch Site

Cisco SD-Routing
DC

=38 WAN /\ T #i & DL A

SDN—TFT A4 T T30 FenRTYV s 750 RT7FYr—a CHOERIL. Azure D~V
F2 77 KSDNV—T 427 U —2 71 —@ Cloud OnRamp O —ii & L T Azure {iAH WAN 7~
THNTEE SN Azure VPN 77— F 7 = A [T X o TSN E T,

Cisco SD-WAN Manager @ Cloud OnRamp for Multicloud 7 v —|%, #iFif)7e 7 77 KU — 3
YHNOBEFED VNet I L, BIR L7 VNet &4 —N—L A Xy N =7 |ZHRHTEDH LD
WCLET, 2O L D727 U AT, Cloud OnRamp for Multicloud Z 32 &, LA —X
7V w7 7T Rkt & Cisco Catalyst SD /L —T 4 7 % v b U — 7 ZfiiBICHATE£T,

Cisco SD-WAN Manager DX E Y 4 V— RiX, "7V w7 770 KT Hhor MIERT L7290
D Azure [ WAN N7 OB Z HB{L L Ed, £/, ZOov4¥F =R, ~T Vs 757
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Azure {5738 WAN t47—2 7a—navk—xo

R7TVr—varvd, A—N—LbA Xy NT—TADT T FIZNDLEZNLDT 7V r—
varpa——LoloEsiE BEME L £9, Cisco SD-Routing Manager TliX, # 7 & i
LT, 790FHNOY—EADT 74V IVRFEXRXT VI V5T RA LV TITARNT I F ¥
WNOKFED VNet ICv v B 7 TE £,

VNet ™5 VPN ADT v EVY

Cisco SD-WAN Manager DA 7 > MNMEBLU —27 7 —|%, CiscoSD /V—T 4 7 DT 7 % )b
FVRF (77 F x>y bU—7) & VNetfHlOFHE, 35 LT VNet 725 VNet ~DHEE & AIREIC
L¥7, SD/L—F 1 27 & SD-WAN#fii~ v B 7 Ol 2 AN TE £7, SD-WAN VPN
EHICTHE, SDIV—T 47 VRFE 3T 7 4V b THNC /2D £9°, VNet (X, Cloud
OnRamp for Multicloud @ Discover V—7 7 u—TIERR I NT= & 7 CRINET, Azure U —
¥ a YNT VNet # V5B T 5 &, RIUZ 7 %A T 50 VNet 3 L VPN (IZHSN T
~ v B TP ABMICER S NVET,

Cisco SD-WAN Manager DDA 7 v Maftdkd b L, 777 RF—= MU = A BMEET D
V—=a D770 RTCey BV IINERINEST, VIV KT =N =ADRRRDHY—V 3
VFIELRLS Th, vy BV I AT U M ANTEET, vy BT AT MEL #il
WIZ 7 RS —= R Yo A EiE~y BT OERENPRN SN L ZICRFES, FBENE
T VIO RF— b2 ANBERZ) -V a0 T U AZ U 2bERIIBEHEND L, v
YIACT U MRERLDY —Ya U CEBINET, AR, ¥ TERERESESER
V—=Vardvwy o 7GR E 25 RERHY, ¥ 72O~y B TIEI T U RT
EHENET,

Azure R WAN#HE 77— 20—@Oa 2 R—2R 2 b

TIoF T =BT )T JTTRA LT ITANT I FXIZHw T D700
FZURTF—= U zA1E, Azure (REENT VPN 7 — " 2 A R A M54 7=/ R T
T, Azure V V— AT )V—"7" Azure i WAN, Azure VPN 7 — h 7 = o | B I Azure {AE
WAN N7 CHER S AL E T,

JY—RTN—T

FTRTCDO Azure *v hT—F 0 7)Y =23 ) V=R T L—FIZ@/L., UV —ATL—71%
Azure N 7 A7 U a O TFIERESNET, Azure 7 57 KA — N7 = A OBE . Azure R
L WAN & Azure AR WAN NT1X Y Y — R T )—7 O FIC/ER SV E T,

L7eoT, Azure 7 79 K7 — b U = A 2B 2RO FIEL, VY — AT N—T %K
THZETY,

U —RTN—T%VER LT2 5., Azure AR WAN Z Atk CTx 97,

Azure {2 WAN

Azure AR WAN IZ, Azure * v hU—F L JHh—ERAD NNy 7 R—2TT, BEFD Azure U
VAT N—T DO FIEREIET, Azure AE WAN (21E, SARAENT BRI D Azure U —
Va AlB L TWABIRY , HED Azure (KFIEENT 2 EGOL T ENTEET, Azure VU —T 3 >
TEZ 1 DN T OHRBYFR— N ENET,
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. Azure DHETIRE M

V=2 a N Y Y —ATN—TTHRAEWAN ZEE LD, RO AT v 713 Azure R FE WAN
NTEAERRT H 2 & T,

Azure X8 WAN /\ T

Azure [RABWAN N7, 74/ D VRFY A FE VPN — b2 A BLOVNet o7
BEHEEHLET, KENTREREINDE, VPNF— T =A% Azure x> hT—F 7
P —ERIIHETEET,

Azure DHEIREH

o AR — FINDE/NY U —R : Cisco IOS XE Catalyst SD-Routing U J — & 17.13.1,
sAzure 7 U K7 1w b OFEM,
sAzure ¥~ —%7 v N TV A A~NDYHT A7) TS g,

. Cisco SD- WANManager IFA U F =3y MCERR SN TV DRERH Y | Azure T 1D > b
ZRRRET 5 72 912 Microsoft Azure & iB{E CX HAME R H Y 7,

Azure SD JL—T « > % Cloud OnRamp D #IfEEIE

=g T EIERTE A VPN — b = A 1Z 1275103, 7272L, 12D — 3
WCEBDNVAR—2AD 7 T K75 — b xA BERTEET,

* Cisco SD-WAN Manager TiX, 1 2DV YV —A T N —TDIHNPHFR SIET,

cFULYU—a VPN — T oA ENVAR—ZADY 5 RA— T = A ZHHEHE
HIEITTEEREA,

¢« VPN 77— s 7 = A LR WEATT E%%ﬁf%iﬁhoﬁﬁi\mﬁ<k%lﬁ@
NVA R—ZD 7 T 7 R — %ﬁi%#%é IZDHFEITTEET,

SD )L—TF « > F® Azure {R3E WAN /\ T DR

Cisco SD-WAN Manager @ Cloud OnRamp for Multicloud V—7 7 v —%#i i L C. Azure {x48

WAN /7 ZVER L. Cisco Catalyst SD-Routing 77 > F %A 2T T A X—F Ry NU—T F
T2IZARA B VNet D7 7V r—3 g AATHHE L E T, Azure (AR WAN N7 2R ET D121E, K
DHAT ZFATLET,

7 5o > k& Cisco SD-WAN Manager O B83&E [+
7 717 2 k% Cisco SD-WAN Manager |Z BT 5 121%, IROFIEZFATLE T,

AT w71 Cisco SD-WAN Manager ® #* = = —7>5 . [Configuration] > [Cloud OnRamp for Multicloud] % 4R L £,
AT w T2 [Setup] C. [Associate Cloud Account] 72 U v 7 LET,
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ga—nns sy rgeoemesz [

AT w73 [Cloud Provider] 7 4 —/L KT, Kr w7 X 7 U R KD [Microsoft Azure] 38 L £ 7,
ATy T4 LEREREATILET,

TJ4—ILF

BLL]

D307 hoU A

Azure &Y 7 A7 ) 7 g v O&RTE AT LET,

@B (EE

ThHO FOFHAEASNILET, ZO7 04—V RiL
fEETT,

9397 —b+z4A4 TERA

[Yes]Zi®IRLC, 7THUY NIV TV RF—ho=x
A BVERR L E T, T 7 4L b TiX[No] 25&R X T
WET,

T+ hID

Azure Active Directory (AD) ®OID AN LET, 7
F > MID & JLoUF 5113, Azure Active Directory (&
BE) L. [Properties] 7 U v 7 LET,

IR YT 3D

TOU—r 7u—0—E LTHERT S Azure T
27V a9 DIDEANILET,

Client ID

BEFD Azure 7 7V r—a  ID Z A LET,
Azure ADIZT ) r—a VERGET A HE, 7T
AT MDD EREF—Z UGS D k7 & OFEM
WZOWTIE, Azure D R¥ =2 A2 FEZB LT
X\,

W+ — (Secret Key)

7747 bIDICEEMIT LN ARRAT —REA
HLET,

ATv TS5 [Add| 227 Y v 7 LET,

80—V 57 FEREDEME EE

ATy
ATvT2
ATv73
ATvT4
ATv7Th

ATvT6

Zu—sv7 70 RREZIBINE X OEHT 51213, ROFIEEZFEITLET,

[Cloud OnRamp for Multicloud] 7 -« > K7 T, [Setup] = U 7 ® [Cloud Global Settings] =7 V v 7 L7,
[Cloud Provider] 7 4 —/L R C, Rr vy 7 &7 U A KD [Microsoft Azure] Z 3R L £ 97,

T —NVREERET A2, [Edi) 227 Y v 7 LET,
Ja—sVERGEZBINT 5123, [Add] 227 Y v 7 LET,

[Software Image] 7 4 —/L RC, Azure Virtual Hub THEHT 25 WAN = T NRA ZADY T T =T A A—

TaBRRLET,

[SKU Scale] 7 4 —/L F T, BREZEMHIZHESNWT, Py 7 XU X Mpb A7 —/VEERLET,
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B /svorr—rozqonmess

ATy 717

ATvT8

ATvT9

ATv 710

ATy TN

ATvT12

ATv 713

[IP Subnet Pool] 7 -t —/L K C, Azure Virtual WAN N7 IZEHTHIP V7 %y N — A E2HELET, &
T xRy NI, /16 ~ 24 OFFANDO T VT 4 v 7 ARMETT,

[Autonomous System Number] 7 4 —/L R C, (RFEENT EDeBGPET U 7 D=2V 7V K7 —FU =<
A BMEFAT S ASN 245E L £,

[Push Monitoring Metrics to Azure] 7 4 —/ R C, [Enabled] ¥ 721% [Disabled] ZE&fR L £7, [Enabled] %
BIRT DL, Azure M7 227 Y Foa VIEEMIT N F U RS — U oA A Y v 7 ) Microsoft
Azure Monitoring Service N —Z WIZEMIMICIEE SNE T, TNUHDOA RY v 7iE, X3TO NVA XV
A —|Z%f LT Microsoft Azure IZ X » THE SN TEEINET,

[Advertise Default route to Azure Virtual Hub] 7 « —/V RZ G E XA LES, T 74V M TlE, 2
D7 4 —/V Fid [Disabled] (272> TW&EJ, [Enabled]| %7 UV v 27325 L, ARy NT—IMDHDA
S —F v § b7 7 4 w7 W Cisco Catalyst SD-WAN 7' 7V FREHTY ¥ A L7 hanEd,

[Enabled] = 7213 [Disabled] 22 U 2 L C. [Enable Periodic Audit] 7 4 —/\ R&HZhE /- 1TERhIC L
R

EMEAZ BT D &, Cisco SD-WAN Manager |4 2 FFfl] & ICHEWEEA U HA—LET, ZOHE)
BRIy 7 7T 0 FTEITEN, AL AR— FRERS I ET,

[Enabled] & 7213 [Disabled] % 2 V »» 7 LC. [Enable Auto Correct] 7 4 —/V REZ BN E - IX I L F T,
HENMEEA 7> a 2G0T 5, EMMREEN N T—3nb7-NT, i Ehizd X TolnlE
AlReZeEN HEME ES IV E T,

[Add] 721X [Update] 27 V v 7 L ¥ 7,

D959 RTF— b4 DIEREERE

RATwT1
ATvT2
ATvT3
ATv74
ATvTH
ATv 76

ATy 71

779 K7 — T oA OIERIZIL, Azure (AR WAN N7 & ANT D 2 5D Cisco VPN 47— |k
T ADAUAE L MEETITBRENE ENE T,

770 RT— b0 A ZAEREB LOEHT 51203, ROFIREZFTLET,

Cisco SD-WAN Manager ® A = =—7/>5, [Configuration] > [Cloud OnRamp for Multicloud] Z 8&4R L £ 7,
[Manage] T, [Create Cloud Gateway] %7 U v 7 L£7"
[Cloud Provider] 7 4 —/L RC, Kry XU R )6 [Microsoft Azure] Z i8R L E 7,
[Cloud Gateway Name] 7 4 —/V N2, 77U K7 — U =A DARTIEZANTILET,
({ER) [Description] 7 4 —/LV RIZ, 77U RS — U= OFHAEADLET,
[Account Name] 7 4 —/V R C, Ry 7 X7 U A RNNDS Azure T 7V "4 & EIRL 97,
(7E) PREFCEX D Azure 7 H 7> NI 1 D72 TY,

[Region] 7 4 —/LV KT, Ry X7 U R RNpD [Azure] U —V 2 U ZIERLE T,

GE) V—=YarWNOVPNTF—hU=A1FX1 27200 T, V=3 VICVPNT — T = A Bd D545,
FICLY—YaiZNVAY— N oA ZEETAHZ LI TEERA,
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ATvT8

ATvT9

ATv 710

ATy 71N
ATvT12

ATv7T13

g1 roii ||

[Resource Group] 7 4 —/LV RC, Fay7FHZ o URXRnGY Y —RAT)N—T%&IRNF 5H7H, [Create New]
IR LET,
GH) HLWI Y =RZ V=2l T 55813, BEOTTOI 77 R7— 7 =A ZHlkRT 54
ERHVET, T2, RO 2OD 7 4 —/)L R TH LU Azure {48 WAN & Azure AR WAN N7 %
ERT 2 LERH D £7,

[Virtual WAN] 7 4 —/L RC, Rry 7 X7 U R RnD Azure [RAE WAN 23R L £9°, F720%, [Create
New] #27 U v 7 LT, #H L\ Azure A WAN Z1ER% L £,

[Virtual HUB] 7 4 —/V K C, Rry7H 7 U X S5 Azure AR WAN N7 2@ L E9, F2id,
[Create New] 7 U v 7 LT, # L\ Azure i WAN 7 Z1ERRL L £ 97,

[Solution Type] 7 4 —/L K C, Kra v 7 &7 U A K»b CiscovHub & VPN Z 38R L 97,

[SKU Scale Unit Size] 7 4 —/V R T, Favy 7 &7 U A RnE SKU A7 —/Lba=y A XEER L
E3 RN

[Add] #27 V27 LTVPN Y — b =A ZREALET,

H A D

ATy T

ATvT2
ATvT3
ATvT4
ATvT5

ATvT6
ATy 17
ATvT8

ATvT9

ATv710
ATy N

ATV 712

770 K= b0 =AICH A M o123, ROFIEEZFTLET,

Cisco SD-WAN Manager O A == —7 5, [Configuration] > [Cloud OnRamp for Multicloud] > [Cloud Gateways]
BERLES, 7—7ME 2TV RT AT ID. VTV REAT . RNTUV Y NS T =
AT T TR = T2 A DY A NBRERINET,

779 RTF— b= Z8IZ, A FEFR, HIBR, FFSoiC#ERTE LT,

BHHWDZ 50 K5 —Fo=AT, [..]%227 U v L, [Cloud Gateway] Z#IR L £7,
[Attach SD-Routing] #27 V v 7 L ¥ 7,
[Attach Sites] 7 U v 7 LE 7,

[Next] #7 U >~ 27 LE 3, [Attach Sites - Select Sites] 7 « > RUNEK/RINET, T —7MI2iE, BIRL
72 WAN A » Z =T oA A& FpOo¥ A FRFIRSNET,

[Available Sites] 2> OV A F& 1 DL FIBIR L, i1 5 % [Selected Sites] (28 L £,
Next] 27 U v 27 LET,

[Attach Sites - Site Configuration] 7 « > K7 "C, [Tunnel Count] # AJJ L3, b 8id1 T, HImiE
1% 2.5 Gbps T,

[Use selected interface as Preferred Path] 4~ ~°> 3 >~ C, [Enabled] ¥ 7= iZ [Disabled] Z3&R L F5, ~/LF 7
ZURU—r7a—%, BIRLIEWANA VX —T oA RA&T 74V MR E LTHRELET,
Next] 27 U v 27 LET,

[SaveandExit] #7 U v 7 LET, REDKITDHE, 7T F T3, ANEFICHER SN L 2RT
Ay E—UNERINET,

TINA ADAT —H AZRERT 5121, show running cofig =~ R&EMHA L ET,
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B 5 rouws

ATV T3 BEDAT—HX A%EFKRT HIZIE, Cisco SD-WAN Manager D A = = —7> 5 [Configuration] > [Configuration
Groups] > [Feature Profile] #%R L. [View Details] &7 U v 7 LE£7,

Y4 ~DOYkER
779 RY =R T =A nbYA Ml BT, ROFIEEZFITLET,

AT w71 Cisco SD-WAN Manager O A = = —7>5 . [Configuration] > [Cloud OnRamp for Multicloud] > [Cloud Gateways]
BIERLET, 7—7 MR, VI U KT IO A, ID, VI U REAT R0V M= RU=A
LEBILI TR — MUz A DY R IRERINET,

ATvFT2 BHOI 77 RSP~ T =A T, [..1%7 VU 7 L, [Cloud Gateway] % Z&4R L £,
AT v 73 [Attach SD-Routing] %7 V v 7 LE£7,
AT w74 [Available Sites] 705 1 DLLEOHA K& L, [Detach Sites] %27 U v 7 LET,

[Are you sure you want to detach sites from cloud gateway?] & \V9 A v E—U BT 4 RUICERREINET,
ATvT5 [OK] &7 Vw7 LET,
T RT = AR I TWAY A MNIT VB hvET,

ATV T6 BEDAT—HX A%FRT HIZIE, Cisco SD-WAN Manager O A = =—7)>5, [Configuration] > [Configuration
Groups] > [Feature Profile] # 1% L, [View Details] %7 V v 7 LE£7,

KRR~ VNet DIRH &5 U DIERL

Azure IIENT ZAERR L= S, REBANT DU —V 3 CHRA N VNet #faHH & £9, &RA B
VNet i L CZ 7 &ERT5121F, ROFNEZEITLET,

AT 71 Cisco SD-WAN Manager ® A = =—7>5, [Configuration] > [Cloud OnRamp for Multicloud] % 4R L £,
AT w72 [Discover] V—2 71—, [Host Private Networks] #7 V v 7 L¥7,

AT w73 [Cloud Provider] 7 « —/L KC, [Microsoft Azure] % 3R L £,

AT T4 [TagActions] Re vy 7H T URA a2 Y v 7 LT, ROWTNNEERIRLET,

ul
* [Add Tag] : VNet £721% VNet D 7 )L—7 DX 7 EAER L £,
« [Edit Tag] : IR L7= VNet ODREFD X 7 % H L £7,
s [Delete Tag] : =R L7z VNet D ¥ 7 ZHIFR L £7°,
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Wet25 75050y ko—s WREDT v ELY [

VNet 2 0 & TS VFRy FIT—UVRFODT v EVY

Cisco Catalyst SD-Routing % > N V—72 @ VNet-VRF ¥ v ¥ 7 Z a3 5 121X, RO FIEEE
ITLET,

1R BHHIIZ

VNet 76 VRF ~D~ v B0 7 EHMNT HITIE, 1 DE T D Azure Y —7 = > T VNet
Dy FEBRL, 272ERLET, RIZ, AL 7E2EHLTVNet &~y B 7357
TANVEDOVRFZERLET, 1€y NOT T FA7 4 AZiE 1Y FO VNet DB %E~ v
B TEET,

AT w71 Cisco SD-WAN Manager O #* = =—7>6, [Configuration] > [Cloud OnRamp for Multicloud] % #&4R L £,

AT w72 [Intent Management] C, [Connectivity] 7 Vw7 LET,

RATYT3 ATV MEERTLHITIE, [Bdi| 227 U v 27 LET,

ATv 74 VRF, BLOZICEE H BN TVWD VNet & 71kt dT 523 IR L, [Save]l 227 U v 27 LET,
[Intent Management - Connectivity] 7/ 4 > R 72X, 77 F VRF £ ZN 6N~ > B 7 I TS VNet
B T OBREAT — 2 ANRERINET, BEOLEHICIE, SESERAT =X REIES 5 OITELD

NIRRT RENET, ERshle~e M) v 7 ZARNOEBLOWTINEZ U v 735 &, [Mapped].
[Unmapped], [Outstanding] ~ > B> 772 & FEMR AT — & A HFRBERRINET,

VNet D B FZ

VNet Z FlAi LT, BHEDZ 7 DY —a VNOTRTDZ T K7 — b7 = A B THEEFED
VNet #» D THR— RKRT U RTHZENTEET, 7T77U K7 — b T =A2KT[Auto] 4
T a URERIREIN TS VNet DA ZFEI Y YT TEET, VNet ODEIV Y TiE, m— KA
TG TN Y AATESWTWET, BlEIZIZZ 7Y RS — U = A ~D VNET ©
THE T EHT X T WEENDTZD, NTT7 4 v 7 OFEIREATIRREMENH Y £,
VNet O il [tagging] ~— T, VNET 22627 77 K5 — h U = A ~DEIEF L~ v B
ThEFRTEET,

AT w71 Cisco SD-WAN Manager ® A = = —7>5, [Configuration] > [Cloud OnRamp for Multicloud] % E&R L £,
AT 72 [Intent Management] 7V —7% 7 12 —"C, [Rebalance VNETS (Azure)] %7 V v 7 LE,

AT w73 [Cloud Provider] 7 « —/L K C, [Microsoft Azure] Z %R L £,

RATw T4 [Region] 7 4 —/LRT, Ky 7 X7 U R KNS [Azure] U —V 3 VEBEBRLET,

GX) Cisco17.131 VU —RATII. 1 oDV —V a3 VIR ETXAHAVPNF— T =413 1 2FF T,

ATY T [TagName] 7 4 —/L R T, RayFHZ U R MNSZ T ERIRLET,
AT 76 [Rebalance] 7 YV v 7 LET,
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Cisco SD-Routing Cloud OnRamp for Multicloud |

Cisco SD-Routing Cloud OnRamp for Multicloud D #8E1E 5k

ROFIZ, ZOFV2—/L Tl LIREICE T2 Y UV —2EHRae s LET, ZoRT, V7
P77 VU= bLA U THEREDY R— P RBEAINCEEDOY 7 T =T VU —R
FERLTWET, TOMREIL. FHTW O BRWIRD | ZNEO—EDY 7 v =7V Y —
ATHIR—FENET,

77y b7 bDYR— P BIOT RV T N =T A A=V OV R— MIBET LA KR
K9 %1Z1%, Cisco Feature Navigator /] L £, Cisco Feature Navigator [Z7 7 Z 2 J 5|
I%. https://cfang.cisco.com/IZHEA F 3, Cisco.com DT 77 2 MIMLEDH D FH A,

5= 16 : Cisco SD-Routing Cloud OnRamp for Multicloud D #E1E3R

HaE

R

)1)—x

HRETRER

Cisco SD-Routing
Cloud OnRamp for
Multicloud

Cisco IOS XE V
J—217.13.1a

Cisco SD-Routing Cloud OnRamp for Multicloud i, =~
=TT AWAN /"7 v 27 757 RIZHR L £
To ZOYNF I T IRYVa—varid, ATy
7 7279 R AT T AKNT 7 F ¥ % Cisco Catalyst SD
=T 4 T TR RTHET DDIEILHET,
NHOHERRIZEY, TA R X7 T U RTHRA RS
TWAT Y r—vail7 78 ATEET,
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https://cfnng.cisco.com/

5 19 =

SD)L—F 4 U TFTINARATODT T Hr—
AV NTAFA—IVREZAY Y

TODETIH, SDIV—T 4V ITTNRAATT TV r—2aORT 3 —< U AT —T 5
FIEZOWTHALET, ZZCHATINEL, ROEEBD T,
e SDIN—FT A VT TFNRAATOT TN r—ar RIp—<w A=Y 0 (141 ~S—
)

SDIL—TF A VT TFINARATHDT TV 5— 31N TH+—
IVREZAYLY

TOETIX, SDV—T AV ITTNNAATT IV r—2aONRT 3 —< L AT =F—T5
FHIEZHOWTCHALET, ZZCTHATIHNEILZ, R LY TT,

O : O — — ‘i
TIVr—23 0 N\NID4—I R EZZ—IZET 5 1EH

TV r— a9y RT3 —<w L A FT=X—HFEIL. AT PR—ADONNT —<  AE=
H—HBWETXS, WM(ENINTETL—LT—7TF, ZOMEEFERTZE, 79472k
YIS AVN, XY NT—=T TR, = R—B T A NTTIANEZI T EN- R
Ve ROT SV —ar RIp—<v L AR VT INE A LATRRTEET, ZOBERIL.
TV r—a DT f—< 2 A EEILT B DI E T,

TIVr—ary R4 =< AET=S X, BEDNT 7 4 v 7 OFHIEEEINET DD
WSS, FRIEREINTZRETT,

FIVr—3 R I74A—RVREZRYVGOERAETH
cEZAYUGTATFAIN T T AT, aUTHRA MK LA E T ESICT
HZENTED, FHIERINT #HDO N T T 4 v 7 EF=H—T7T, ZOMEO—TE L
T, SDAV—T 4 T RTH—< AT 757 A, Cisco Catalyst SD /L —T 7 A
VH—T A AEBBRTDODNT T 4 v VTV T T HOOT T r—a VIRE
il (ART) ENE=F—DNEFENDLI LRV E LT, SDA—T 47 RNTp—<
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SDIL—TFT A VI TNRARTOT T r—2av R’o+—3 R E=4UVY |
B 77— avkor—<oze=4—07—v70-

AT T AV, AT MCESW TN T T4 v 7 BT 4 VE Y T HEARY
=BV ET,

CAVTEFRRM A E =T 2 AADAN T T4 v 7 LMD N T T4 v 7 DWTIZT Z
FENDHINRT p—v L AEF=H— K)o — vy FITHYLET, 20T ML, A
T HMERHD VT 7 4 v 7 E=F— LT OIERPEENET, /X —T A R
WA THRANRTEvTFEINLE, AT 74007 WD NT 74 v 7 IZENENL
OFTO, B2 OORY =< v IMERINET, FT T4 v I E=HX—THRESINT
WAHHPNZESWTRY = IR T X v FInsd e, V774 v 7 DE=F—1 Rk
SNET,

TFI)5r—3 0 NITA—I R EZA—DI—H 70—
NI F =<V AET=H =L, A VI AV H—Fy s TI7®A DIA) A X —TxA A
TOHENITEET, E=F U Ik, DIAMf L Z—T oA A TEZEENDH T T4 v
T DIRT F—< AT, Z0%, SE8E show a~r FEEHTHZ LT, £=F1
TLTWBET TV r— g v OiFfixFHrTE £,

FIUr—S 30 RTA—T R EZLR Y T DRNRE Y

» Cisco 10S XE Catalyst SD-Routing 7 /XA A D g/ 7 b7 =7 /83— 3 > @ Cisco I0S XE
Catalyst SD-WAN U U —2 17.13.1a

HIREIE

T r— gy N7 p—< AT X —ORIBFEHEIRO LB T,

T TV = ary N7 = AEF=HF =L, SDNV—T 4 T TN, ZTART DH%
PE— b LET

c ZDVU—ATIE, ¥4V I b A X —Fy s TZEA (DIA) ¥ F UV ADOHNRYR—
FENTWET

NI F =<V ADE=HF VU TNE, IPVA N T 7 4 v 7 TORYHR— NI ET, IPv6 b+
F7 473 R—FZNTWERA,

TV ar NI =~V RAEF=ZS = T A LDOIVTF TN r—a VAR
ME=F—%HR—FLTWEEA,

cAPM THEHESND 7 T Ay TIE, RK2ODLVAY I TARy T OHREYR—KFL, 3
OLUEDVA YT T Ay T YR —FLEEA,

» Cisco SD-WAN Manager CiX, SD /L—7 1 > 7T /31 ZAD APM %X ET 572912, CLI
R=ADRET N—T DHPHHR— FZINTNET,
FINVT—23 0 NIT+—I VA EZA—DETE

DIAA LA —Tx2ARATT IV r—ar RT3 —< U AT H—FHTL, ARTD FT
T4 T AN v = —TEET,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



| SOL—F A2 IFNRARTOTTUr—2 a3V T+ — VR E=EY LY
SDIL—TF A VITNARTDT TV =230 R0+ —I VR EZZ YV TDERE .

DIAM 2B —DITAATHDINIH+—I 2 ADEMIEL

K DOFIIE, SD-Routing application-aggregation 7' 2 7 7 A VA L TR T 4 —v V AE=H —
DAL T XA MERETDHEEZRLTOET, ZOREICLY, ARTAN I 7 v 7 ARy
I DE=ZY ST PRI FEDA »F—T7 = WA S ET,

class-map match-any APP PERF MONITOR APPS 0

match
match
match
match
match
match
match
match
match
match
match
match
match
match

class-map match-any APP PERF MONITOR FILTERS

protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol
protocol

attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute
attribute

application-group
application-group
application-group
application-group
application-group
application-group
application-group
application-group
application-group
application-group
application-group
application-group
application-group
application-group

amazon-group
box-group
concur-group
dropbox-group
google-group
gotomeeting-group
intuit-group
ms-cloud-group
oracle-group
salesforce-group
sugar-crm-group
webex-group
zendesk-group
zoho-crm-group
--- class-map max 2 layer supported, 3

or more layer class-map not supported for APM feature
match class-map APP_PERF MONITOR APPS 0

Z ORRERBITIE,

interface GigabitEthernetl

interface (s)
performance monitor context APP_PM POLICY

NI =R VAE=Z—DAVTHRANERET D HEEZRLET,

performance monitor context APP PM POLICY profile application-aggregation
exporter destination local-controller source NullO
traffic-monitor art-aggregated class-and APP PERF MONITOR FILTERS interval-timeout 300
sampling-interval 100

COREPTIE, A v X —T 2 Af ATRTF—< VAT —DaALTHFANEANNIT D)
EERLUET,

--— DIA

SDIL—TF A VIO TNARTODT TV r—23 2 NITHF—I VA EZRYVTDETE
BEIN—T R 210, WOFIEEZEF LET,

ATy T

ATvT2
ATvT3
ATvT4
ATy TH
ATv7T6

ATy 717

[Cisco I0S XE Catalyst SD-WAN Manager] ® A == —7>6, [Configuration] > [Configuration Groups] > [Add
CLI based Configuration Group] DJEIZER L £ 77,

[Add CLI based Configuration Group] A" v 77 > " XA T 7 iRy 7 AT,

RETN—THEATLET,

[Solution Type] K v 7X 7 VA&7 Vw7 L, SDV—T ALV TTNNAADI ) a—va s HAT
& L C [sd-routing] & &N L 77,
[Description] 7 « —/V RIZHEEOBAEZ A LET
[Next] 7 U > 7 LET,

[Load Running Config from Reachable Device] K2 > 7X U A 27 Vw7 L, FATHERZ RINT 5
2, TR AR 7 AR CLI 2800 L %7,

[Savel] 7 U v 7 LET,
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B 70— ior—=ozezs—omn

ATvT8
ATvT9
ATv 710

ATy I
ATvT12

ATv7T13
ATy 714

TIVr—23 0 NIT4—T 2R EZZ—DHER

WETN—THORCHD[..] %27 V7 L, [Edit] Z3RLET

[Associated Devices]| #7 U v 7 L ¥ 7,

1 DL EDOTF A Z %8R L, [Deployl %7V v 27 LET

CE) 77V —2ar T3 —< L AE=H VT, RT4—< L AF=HF— AV THA N TR
TrANBLIOR T o —F= =N U F—T oA AR EINTVWEEA, N7+ —~F A F=
R—arTHA N Tu 7 ANBLRN T e —FE=F—DEELEYR—FLEHA,

[Configuration] > [Configuration Groups] > [Deploy] %7 V v 7 L&

RETN—T LD [.]% 7Y v 27 L, [Edif] ZERLTATr—~v A E=4— 3 TFA b
TuT A NETR—E= = ERL, A =T oA RTHEHER L ET,

[Deploy] #27 U v 7 LET,

[Save] 27 U v 7 LET,

SDN—FT AV TTNRAADT TV lr—a RT3 —< R EF=H—OREEMRT DI
IZ. show performance monitor cache monitor =~ > N&ffH L £,

Device#show performance monitor cache monitor APP_PM POLICY-art agg detail format record
Monitor: APP PM POLICY-art agg
Data Collection Monitor:

CAT-art-aggregated CTX:0 ID:2947958679]2000002 Epoch:0

Max number of records: 675000
Current record count: 7
High Watermark: 13
Record added: 14
Record aged: 7
Record failed to add: 0
Synchronized timeout (secs): 300
FLOW DIRECTION: Output
TIMESTAMP MONITOR START: 14:10:00.000
FLOW OBSPOINT ID: 4294967298
INTERFACE OVERLAY SESSION ID OUTPUT: 0
IP VPN ID: 65535
APPLICATION NAME: layer7 share-point
connection server resp counter: 1477
connection to server netw delay sum: 10822 < --- SND_ samples
connection to server netw delay min: 100
connection to server netw delay max: 103
connection to client netw delay sum: 3559 < --- CND_ samples
connection to client netw delay min: 20
connection to client netw delay max: 198
connection application delay sum: 936
connection application delay min: 0
connection application delay max: 122
connection responder retrans packets: 2 <---- lost samples
connection to server netw jitter mean: O
connection count new: 108 < ---- SND/CND_counts
connection server packets counter: 2018 <---- total samples
Latency (SND ms) = SND_ samples/ SND/CND counts

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



| SDL—F 4V IFNRARTOTTYr—2a v KT+ —I VR EZRY VY
FIUr—vay Kor—v oz 2= a—nkEs ]

Latency (CND ms) = CND_ samples/ SND/CND counts
Loss ratio = lost samples /total samples

TIVr—23 0 NI+ —T X EZ 2 —DHEEER

RORIZ, ZOFEY 2— /L TH LIHRERICEAT )V —2AFRE R LET, ZORIT, V7
F7z7 VU —RA LA U TEEREOY R — IPREAINTZLEEDY 7 hy =T Y U —RF
FERLTOWET, ZOMRRIT. FCE BRVWRY | ZhBEO—#EDY 7 by =7 U J—
ATHHFR—bhInEzT,

TTy R T A —ADOYR—FBLRN A YT T =2 T A A—VOWR— MIBET 2 ERE B
&9 %IZ1%, Cisco Feature Navigator Z /] L 7", Cisco Feature Navigator |27 7 & 23 2|2
IZ. https://cfang.cisco.com/IZH#H F F, Cisco.com DT I T v MILEH D TR/ A,

R17: 7TV r—S 30 RT+H—T VR EZ 2 —DHEEER

HaE

N

Jy—=2 HRETRER

CiscoSD/V—7 4 7 |CiscoIOSXE V | T 7V r—var N7 3 —< R T=HF —fH#HET
TV =gy % [ U—217131a |1, ATV MR—RADONRT f—< UV AFT=H —%

T —< LA F= RETED, iR fbEnNZ7 1L —2 U= RNEAX
H— NTWET, ZTO7VL—ALU— I 5FERTHE, 7

TAT VM ETAU R, Ry MU= 8T AV b,
F NT—=I BT A NTT 4N TSl
VRV RDT N =g N T TR
BUTNEA ATERRETEXET,
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SD JL—TFT 4 > T/\4 X TO Flexible
NetFlow 7 74— 3 DA R

ZDOFETIX, SDIV—T 1 7 F /34 AT Flexible NetFlow 7 7 U 77— 3 o O Al i 2 3% &+
LZHBEIZOWTHHALET, T2 CTHATIARIL. kOEEBD TT,
¢ SD /V—F 4 7T /3A A TOD Flexible NetFlow 7 7' U 77— g VO A fME (147 _X—)
* SAIE 7 7 —%{# | L 7= Flexible NetFlow 7 7'V /r—3 g > O [ it O FifE it (148 ~*—
V)
o FIPRFIE (148 =X—)
s Flexible NetFlow 7 7V 7 —< 3 U OO ER . (149 ~2—)
« Flexible NetFlow 7 7'V 7r—< g U O a[HEOFRE (150 ~2—)
« SD/L—F 4 7T 3A A TODFlexibleNetFlow 7 7' U 77— a O AP OMEER#® (152
D)

SD)L—TFT 4 >4 T34 X TD Fexible NetFlow 7 7' !) o —
a3 DUl RE

ZDOETIX., SDIV—TF T /34 AT Flexible NetFlow 7 7V 77— 3 O R[RMEZ R ET
HFEICOVWTHHALET, 22 THT2HEIL. ROLEEBH T,

Flexible NetFlow 7 7)) 7 —< 3 > DO u[fREIZEE 3 B 1H R

Flexible NetFlow (FNF) X, 7 /5 A& i3 537 FOMEHEREZE L ET, WAN £
TIXLANA V H—T = A A EOFENFIE, 77V 7r—var A7)V AT Y (SAIE)
ZHH LT, CiscoSD /L—T 4 > 7T /34 A0 WAN £721Z LAN A X — 7 = A ACHE|ES
L3 XTCONTZ7 v 7 (ABEHAOWE) b LES, 77V r—var A7
VATV 7=, ERNy X —HFREBZ TRy MDA R L £,
SAIE 7 u—|%, B EDO/7r v NORNKFEHRIL, TOERERF BN TGS 20, Ny
MIxtLTT 7 va a3 7L FET,

Cisco Catalyst8000V T v Y I Iz 7 A VR M—LULELVIV T FalL—ar HA K .



SD JL—5 1 % 7734 2T Flexible NetFlow 7 7 ) r— 3 L OE M |
B saE 50— %@ L Fexible NetFlow 7 70 7 —+ 3 L O ER O RTREH

A\

GE)  FNFIX, WAN E7201XLAN A Z —T =2 A AZDOLEHTEET, WANA VX —T = A A L
LAN A VX —T A ADWFIZ@EH L7 TL 7230,

5 )NA A T Flexible NetFlow 7 7V 7 —3 2 O R[{EMEEZH N T HI21X. RO FF1ET Cisco
SD-WAN Manager Z#ffiH L C7 v —7 — X EHNEZ AT HHLERH Y £,

e N T p—w UV AF=H— AVTXAN T 77 A0 HERINDHE)

s 7O —T Y AR—HFEa—A)ar ka—J~

A\

GE)  BEFOFNFE=X—0bIEEIE. HILWRT 4 —v U RAE=H—%BINT5Z LI2X D
T = U ASNDEBL AT AT, BEOFNF E=F—D 780 —x 7 AR—% L LT
TR —TJ AR—FEun—hnartun—JZBMNLET, FRUSNOGEIX. T r—v
AF=H—aAVTXAN TR T A NVEHFHTEET,

SAIE 7 O — #{#H L - Flexible NetFlow 7 7 !) 5 —< 3
O BAEDORIREH
BRSO L B Y T,
e TRA AM CiscolOS XE 17.13.1a A A—T 52 FET L TWAZ L 2 L £ 9,

« Cisco SD-WAN Manager C7 B —7 — X EHDADI/2 > TND T L 2R LET,

HlfRE I8

FIBRFHIZK D L B0 TT,

« Cisco SD-WAN Application Intelligence Engine (SAIE) X 28EKFEI DA AR — F =i
ESC AN

AT RO NI TN a—T 4TI AR— SR EE A,

c AT HANT BT 7 AV EFNF 7 AR—ZPE CARTAE#EH LT 254, showflow
exporter name 2~ > RiZZDH LD 1 DFEF2F R LET,

NIV F—R A=A —aAVTFAN a7y VB0 —raryta—I~D7
B—xTJ AR—FF, arTHRANTa T A vEREFe—Ararta—J~p7a—
T AR—FDONTNDDOLEHERATEET, £ TRWIEEIR., Xy haeZ Ty
v MLET,
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| SDL—7F 4 2534 2T Flexible NetFlow 7 7 1) 7 — 3 3 L DRI
Flexible NetFlow 7 71 7 — < 3 v ooatoamit [

cCLIR—ADEBEIN—TDINBHFR—FENTWET,

Flexible NetFlow 7 7'\ 7 —< 3 VO RI{RED B ZH1E

FRALAADALTHFAN IO T 7 A NERIT T —2 7 AR—2Z2FEH LT, FINE7 7Y »r—
varOuRfEEFECTEET,

AVTFFARNTAT7ANLA T a1 DHRE

IOFTvarEFERTAIIEEBBO LET, KIZ, TXAATarsXA a7 7y AL
EHEHL T —T7—2ERNEFNNCT 02 RLET,

performance monitor context FNF profile app-visibility
exporter destination local-controller source NullO
traffic-monitor app-visibility-stats

interface GigabitEthernet5
performance monitor context FNF

TNA AL, A v F—=T =2 ABmRENDE, ZOT a7 7 A NVEFNF 7 —E =X —|C
WHLET,

JA—IHRKR—B AT a3 20HRE

WIZ, TRAARATTZ o —2 7 AR—Z &AL TCT7n—T —XERNEHENTHHE2RLE
ﬁAO

flow exporter fnf-1

destination local controller
export-protocol ipfix

template data timeout 300

option interface-table timeout 300

option vrf-table timeout 300

option application-table timeout 300
option application-attributes timeout 300

flow record fnf-app-visiblility
match routing vrf input

match interface input

match interface output

match application name

collect counter bytes long
collect counter packets long

flow monitor fnf-app-visiblility
exporter fnf-1

cache timeout inactive 10

cache timeout active 60

cache entries 5000

record fnf-app-visiblility

interface GigabitEthernet5

ip flow monitor fnf-app-visiblility input

ip flow monitor fnf-app-visiblility output
ipv6e flow monitor fnf-app-visiblility input
ipv6e flow monitor fnf-app-visiblility output

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |



SD L—F 1 > F/34 RTO Flexible NetFlow 7 7 ) 7 — % 3 »Oa M |
B rexivie NetFlow 7 70 7 —2 3 voFREDRE

Flexible NetFlow 7 71— 3 D R[REDEHTE

SDIV—TFT 4 VI FNRA ATFENF 7 77— g OafMEZERET 51203, IROFNEEZ ELT
L/i—a—o

AT w1 [Cisco I0S XE Catalyst SD-WAN Manager] M A == —7>5, [Configuration] > [Configuration Groups] > [Add
CLI based Configuration Group] DJIEIZIEIR L £ 9,

AT w72 [Add CLI configuration Group]| R 77 v 7 XA T/ Ry 7 AT, REIN—T4%EANNTLET,
ATvF3  [SolutionType] Ky 7H 7 URA N7 Yy 7 L, SDV—TFT 4T TNAADY ) a—va 47
& LT [sd-routing] %R L F 7,
AT w74 [Description] 7 4 —/V RICHEREDFIAZ A LE$
ATvFE  [Next] #7 VU w7 LET,
[Feature Profiles] % 7" & [Associated Device] % 7 & 508 LW E S NV—T _X—UBFRRENET,

AT wF6 [Feature Profiles] £ 7 a2 > C, ¥IaT HXELZBML T,

ATy FT [Savel 7 Vw7 LT, av74¥al—varzZRFELET,

ATYT8 BEIN—TL4ORBIZHD ()27 VU 7 L, [Edit] Z3#R L ET

AT w79 [Associated Devices]| 7 U v 7 L £,

ATV T 1 2L EOT A ZA%RINL, [Deployl #7 U v 27 LET

(GE) Flexible Netflow (%, /X7 4 —~< 2 A F=H— AL TFFA N R 77 A BLIRNT7TR—F=F —

WA B —T 2 AR EINTODIEE, X7 4=~V AE=F—arTHA L Ta7r AL
BLO7n—E=F—DEHELYR—FLEEA,

AT w71 [Configuration] > [Configuration Groups] > [Deploy] 27 U v 7 L £

ATYT12 BEITN—THORICHD[(.)] %7V w7 L, [Edit] ZiBIRL TR T p—~ L A F=H— aLTFRA
MR TZrANE TR —E=d— B, A =T = ATEER L ET,

ATwF13 [Deployl 27V v LET,

ATY 18 [Savel 7 Vv 7 LET,

Cisco SD-WAN Manager % {£ i L 7= Flexible NetFlow 7 7'!) 5 —< 3 >
DRI R IEDHERE

FNF 77U r— a O EZERT 120E, ROFIREZETLET,

AT w71 Cisco SD-WAN Manager ® #* = =—7>5 [Monitor] > [Devices] DIEIZEIR L, U A h)v5H SDV—TF 4 > 7
TONA R BN ET,
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| SDL—F 125554 2T Flexible NetFlow 7 7 #r—< 3 > DEIARME
Flexible NetFlow 7 7') 7 — < 3 U ORI RIE D HER .

ATw T2 MDA T, [SAIE Applications] > [Filter] DJEIZEIN L F 7,

AT w73 [Filter Byl ¥4 7 /R AT, VPN ZER L £7,

AT 74 [Traffic Source] T. [LAN] £ 721% [Remote Access] F = v 7Ry 7 ZA&4 2 LET,
AFY TS [Search] 227 U v 7 LT, BIRLIET7 A A ZIZHESWT T —La— REHRRLET,

Zu—Lba— RRFRRINET,

ATFYT6 [Export] 7 U v 27 LT, 7a—Lba—Rz0—h 1LY AT AITT AR—FLET,
ATV TT [ResetAll] 27V v 27 LT, TXRTCOMBT 4 NZ &Ity FLET,

Flexible NetFlow 7 71— 3 > DA BE D HESR

SD/NV—F 4 7 ENF 7 7V r—3 3 O RHMEEZ GRS 52O S 2 AR v R
U—27 AN v 7 &S 5121, show performance monitor context [profile name]
configuration, show platform sofwaretd-l database content dta fnf-statistics, ¥ J UF show
performance monitor context fnf traffic monitoring app-visibility-statscache =~ > F & i L £

To

Device #show performance monitor context fnf configuration
|

! Equivalent Configuration of Context fnf !
|

!Exporters

flow exporter fnf-1

description performance monitor context fnf exporter
destination local controller

export-protocol ipfix

template data timeout 300

option interface-table timeout 300 export-spread 0

option vrf-table timeout 300 export-spread 0

option application-table timeout 300 export-spread 0
option application-attributes timeout 300 export-spread 0
|

!Access Lists

!Records and Monitors
|

|
flow record fnf-app-visiblility-v4
description ezPM record
match routing vrf input
match interface input
match interface output
match application name
collect counter bytes long
collect counter packets long
|
|

flow monitor fnf-app-visiblility-v4
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SD L—F 1 247154 T Flexible NetFlow 7 71) & — % 3 L O a#gt: |
B so—7 5554 2TO Flexible NetFlow 7 71) 7 — < 3 > ORI R OHEEESR

description ezPM monitor

exporter fnf-1

cache timeout inactive 10

cache timeout active 60

cache entries 5000

record fnf-app-visiblility-v4

|

!

flow record fnf-app-visiblility-v6
description ezPM record

match routing vrf input

match interface input

match interface output

match application name

collect counter bytes long

collect counter packets long

|

!

flow monitor fnf-app-visiblility-vé
description ezPM monitor

exporter fnf-1

cache timeout inactive 10

cache timeout active 60

cache entries 5000

record fnf-app-visiblility-v6

|

!Interface Attachments

|

interface GigabitEthernetb5

ip flow monitor fnf-app-visiblility-v4 input

ip flow monitor fnf-app-visiblility-v4 output
ipv6 flow monitor fnf-app-visiblility-vé input
ipv6 flow monitor fnf-app-visiblility-vé6 output

Device# show performance context fnf traffic-monitor app-visibility stats cache
Monitor fnf-app-visibility-v4

Cache type: Normal (platform cache)
Cache size : 10000
Current entries: 2
High Watermark: 4
Flows added: 6
Flows aged: 4
- Inactive timeout (10sec) 4
IP VRF ID INPUT INFE INPUT INTF OUTPUT APP Name bytese long pkts long
1 (1) Gi3 Gi5 layer7 share-point 1517476 3277
1 (1) Gi5 Gi3 layer7 share-point 1306568 3463

— A N - O
SDIL—T 41 > T/N4 XTO) Flexible NetFlow 7 7'1) - —
T3 VOuIRIEDHEEEFER

WORIZ, ZOFY 2 —/L T LI-EREICET 2V Y —A#®RERLET, ZORIL, V7
F7=27 VU —R ML A U TEBEDOYR—FRNEASNIZLEEDY 7 h =T VY —X]

TERLTWET, ZOEREL. BRI 2372 WRY . ZHUBEO—EOY 7 b7 U Y —
ATHYAR—FENET,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



| SDIL—F 425554 2T Flexible NetFlow 7 7 1) 7 — 3 L OAHRM
SD L—7 4 L5 F /34 2T Flexible NetFlow 7 7 ) 7 — > 3 voasttoisetss [

7Ty b7 A —LOPR—FBLOVRAAY T N 2T A A=V OV R— MIBET 2 1HHRZ MK
&9 %IZ1%, Cisco Feature Navigator Z /] L 7", Cisco Feature Navigator |27 7 £ 23 2|2
L. https://cfang.cisco.com/(Zi#FA F 3, Cisco.com DT 7 v MIMNEDH D FH A,

£ 18:SD)L—T 4 > T34 RTO Flexible NetFlow 7 7') 7 —< 3 > ORI RIEDHEEIER

taE

iy

)= HRETRER

SD/V—F 4 275 /31 [CiscolOS XE V |FlexibleNetFlow (FNF) OHSREIL. T /31 A% 1@
A TO Flexible NetFlow |V —2 17.13.1a [T 537 > FOMEHEHRZRLE L, b E

T = a DR 73— A VPN OBl £9, £z,
s SD-Routing Application Intelligence Engine (SAIE)

ZFEA LT, CiscoSD /L—F 4 VT F /54 ZAD
VPNO 2T 2 T_XTD b7 7 1 v 7 Zafiiik
LE9,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |
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s 11 =

SDIL—T 4 T TINAATRDINTY b+
TF
ZDETIE, SDV—T 4 TTNRAATNT Y XY T F X E2HET D HFECHOWNTEHI L

F79. I THMHTLIARIE. RDLEBY TT,

*SD =T A YT TNRAATONRT y bR v T F ¥ (155 3—2)
Ny XX T T X OFE (155 =—)
*SD V=T 4 T Dy bR T F v O R (157 X—2)

SDIL—T A VI TINARTONNT Y bFx ¥ TF ¥

ZDETIE, SDIA—T 4 VI TNA ATy hX v 7T X 2R ET D HIEICOWNTHAL
F9, ZZTUBATLIARIE. koY TT,

Ny XY TFvIZDUVT

Ny Ny FF A THE, SDV—T A VI FRAAD NG T 4w 7 2F ¥ T F ¥
LTt cEEd, BIRLZZVRF CH—F vy MU X —T oA AZEIRTHZ LT, Ty
My 7 Fy 2B CEET, o, BEXTIPT RLVA, S8 IPT RLA, LAY 472 b
ANFEEREERETHIET, MR N T 74 v 7 74N FERETEET,

INTY X TF e DEHRTE

(b=

» Cisco I0S XE Catalyst SD-Routing 7 /XA ADHg/NY 7 h 7 =7 /38— 3 > : Cisco I0S XE
Catalyst SD-WAN U U —2 17.13.1,

* [Administration] > [Settings] ~X— " C7 —H A M U —ARF I /> TNDH I L 2R L &
ﬁ‘o
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B sm=s=

SDIL—T A VI TFNARTOIR Y bEvTFr |

HlREI18

INT Y

AT T1
ATvT2
ATvT3
ATvT4
ATvTH

ATvT6

ATy 71

ATvT8

ATvT9

BIREIE IR DO LB TT,
«xDSL (ATM/A —H %y h A v H—T = A A) FHHR—-FShTHEEA,
c HAFTI v BT 7B AL 2 —T = A AX, FlexVPN TOHY R — I ET,
N—T RNy A B =T oA AFHR— N TOERFA

*BDIBELRXL A VY 2EFP/V—ER A LARZ LA AL H—T 2 AFIPHAR— I TWE
A,

O E I-.ﬂ
v TF v DEXRTE
Nry by 7 F v ERETDHITIE, WOFIEEFEITLET,

Cisco SD-WAN Manager ® A = = —7>5 [Monitor] > [Devices] DJIEIZER L F 77,

T NA A ZEIRT B2, [Hostname] 5 CTT A A& %7 Vw7 LET,

fE~A > T [Troubleshooting] %7 U v 77 L, [Packet Capture] %7 V v 7 LE7T,

[VPN] 7 4 —/V RC, A F =Tz A R T A NEZ Y 7T 57280 VPN ZiER L £7,

[Interface corresponding to the VPN] 7 4 —/L RC, Fr vy NaeX ¥ T F ¥ T4 —F v M F—T AR
EIRL £,

(fE&) [TrafficFilters] Z27 U v 27 LC, B#ET L M7 74 v 7 DB EXF YT TFXTDHEICT 4 V2 &R
ELET, ZHIZEY, Xy VY= OAMPE I, FFEDT > NOSHNES TR £,
a) [Source IP] 7 4 —/L RiZ, "r vy baXx T F X THT A ZADKEILIP T RLAZ AT LET,
b) [DestinationIP] 7 4 —/L RIZ, /X7 v haX ¥ T F ¥ T5T 34 ADFEHIP T KL AEZ AN LET,
¢) [Source Port] 7 4 —/L NIZEEILAR— FESEZANLET,
d) [Destination Port] 7 ¢ —/V RIZ5i5edR— M52 AN LET,

GE) BEICA— b LFAR— M, 7'm banie (TCP) 721317 (UDP) OBEAICHOLEM Sh

£7

e) FMIWARZUEFHLTHRAR T VX a2/, BETIP N T 7 4 w7 E5EIP N T 7 4 v 7D
WMEE74nE2) T LUET,

[Start] 27 V » 27 LET,

Cisco SD-WAN Manager 1%, fEESNTe 7 A NV ZEZMBHL TRy bOF v 7 F v 2B LE T,

[ForceStop] £721x4 A LT U AT vav EEHLT, Ny by FFyafEIEbTcxEd, 72, 5MB
DTy baxxT7Fvd0L, Ny bRy I F I ZEBNFEELET,

[Download] 7 A4 2% 27 Vv 7 LT, Nry hX ¥ T Fx 77 ANEVATAIF T m— RLET,
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| SOL—F42FFR4RTDIRr Y bExTFx
SO L—7F 4 250y e TF e o [l

GE) "7y bXx7F v 7k ADOEITHIL, [Packet Capture] X— V&2 EH L0, =T HBHE L
720 LT EEn,

SDIL—T 429Dy b v TF v DHEEEFR

WORIZ, ZOFY 2 —/LTHI LIEREICET O U —AFREZRLET, ZORF, V7
Fo=7 UU =R bbA U THEEEOYR— R EASNEEDY 7 by =T VU —R72
FERLTWET, ZOMREIX. FrZE Y B2V RY . ThEO—#EDOY 7+ o =7 U U —
ATHHR—FESNET,

7Ty b7 =LY R—FBLOVRA YT N =T A A=V DY R— MIET D ERE MK
FI HITIL, Cisco Feature Navigator Z ] L &9, Cisco Feature Navigator |27 27 & 24 5 (T
IZ. https://cfang.cisco.com/IZHEA FE 3, Cisco.com DT I 7 MILEH D £H A,

R19:SDIL—TFT 4« T DTy bF v TF v DHEEER

HEES Jy—= BEBETEER
SD/L—F 47 D/ |CiscolOSXE UV U — | Z ORI 5 L. BIim IPve k7
vy hERY ¥ 2 17.13.1a T4 I T =R exY T F v L TCSDLV—T 4

YT TNA ADE i N T TN a—T 4
TIAF S a BB ETEET,
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.18
=5 =0

SDIL—TFT A VI TINARATHDRERETA K

ZOETIE, SDIV—TFT 4 I TNRA ATHET A NERET DHEZOWTHALET, =
ZCHATINE. KOEBY TT,
eSDIL—FT 4 VTN ATOHRET A b (159 2—)
« WEET A N ORHESEM (159 ~—2)
e AU H—Fy NEET Z FDFIIT (160 ~<—)
« Cisco SD-WAN Manager il L72 SD /L —F 4 L 7T /34 A TOBHET A MBI 51
AefEd (161 <—3)

SD)L—F 4 T TINAATHEETR k

ZOETIE, SDLV—T 4 VI TFNRAATHET A NERETDHHECOWTHPALET, 2
CCHBT AN, ROLEBY T,

EET R MMIEY H1EH

A H—F v FEET A b 1 CiscoSD-WAN Manager [ % v b U — 27 #HE %7 A b L% 7, Cisco
SD-WAN Manager X, T/35 A% 7 AT " YA hELTHREL, iperf3 —1—% U £—
cFA RELTHRELET, iperf3 % —X—DIPT FL A (E7IT AL 4) EAR— FNES
EEETEET,

HET X N TliE, HETLT A AL EIREITHEE Lz iperf3 ——~D7T v 7' — RN
FE & iperf3 1 —/N—In B E LT N A~DOX T m— FEEZHE L E7,

EET R bOETRSEN
WET A MIT, =5y T AL ZADTNA AR MABRBRETT, Flo, T—F A —

LEFNCTLHMERHY T, T—F A M) —LEFHINTT DHITIL, [Settings] ~=— I H)
L. [Settings] > [Data Stream] % 3&R L %9,
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B s rEEszross

SDIL—T A VI TNRARTOEETA + |

A28 —3y FEETRX FDET

> w

6.

EET A ~OHER

HWET A N EFEITTHICE, ROFIEEZFATLET,
Cisco SD-WAN Manager @ A = =—7>5 [Monitor] > [Devices| DJIEIZER L F 7,
TNA R EEINT 511, [Hostname] ¥ TT /A A4 %7 U v 7 LET,
#E~3A > C [Troubleshooting] 7 V v 7 LE7,
[Connectivity] fEI& C, [Speed Test] 7 V v 7 L £,
WERELET,
* [Source Interface] : Kz v 7 X7 U A KD, B—H LT NA ADEE LA & —

T ABBEIRLET,

» [Destination Device] : Ku v 7 #Z 7 U A~ [Internet] % 38N L F 97,

e [iPerf3 Server] : (AT a ) RAALAEITPerf3 F——DIP 7 N X% IPv4

B TADLET,

s [Server Port Range] : (47> ay) H— "—FR— bMEiIA— MEHZ AN LET,

7= & 2%, 5201, 5210, F721% 5201 ~ 5205 72 & T,

[Start Test] #27 U v 27 LE7T,
HWET A FOFRERDFRRSNET,

BT X MMRIERIZFEITEIND &, [Speed Test] _X— IR DN TR RS NET,

cBANA L DOPRIT, HET A FOFRERPERSNET,

e 7y 7iE, LS Lo EIRREE OFER A WE LET,

Ty u— FREZET LHE. Ty MIFEILT A A5 iPerf3 Y — /S —(TiE(E
SH, FEILT A RIS DHERBINE 2 ZE L ET,
Zorou— NREZIET 256, /N7 v MIiPerf3 — = HEE LT A ZTEE
SH, ST A A ijﬂéﬁb)%ﬁ%n UEEEZELET,

RETANOBED NS TN a—T420T

W DF|

. HEFAND NI TN a—TF 4 U TERE TR LET,
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| SDL—F 42T FRAZTHOEETR b

Cisco SD-WAN Manager %/ L 1= SD L—F 1 > 5 731 R To@ET 2 F @7 sisema [

R2W: STV a—TFaoT o)A

T 515

ZEALNBSREAMLTRER

iperf y—/N\—7 KL RADEERIZK
BLFELT

DNS#—/ N —RT o TN, A TRE I TVRIND,
Ty VTN ATEHE S AL DNS r— 38— 5 iperf —
N—Z R TEEH A,

BETA MDY —N—IZEETEE
tA

BWET A M — "—0Dping IZKMLE Lz, =y IT A
A AR —NR_R—TPIZEETEE A,

iPerf 7S A4TF7 2k AMY—LIZ
BHETEEHA . ) Y—ADN—EH
ICERATEEEA

HWET A M— = cEEA, T78AE, 7
7 A Y 2 b (ACL) OMHERIZE»To7ry 7 &
TWARREMZRH Y £97,

iParf 2 SAT7 b —N—(2HE
HmTEXEA

iPerf3 r— RN—|%, 2 —V—REDKR— b EZITT 7+
U RAR— 15201 CF A R P—ERERHEL T ERE A,

FINARTS— : RETR M
hTT

BR U7X B e £ 720350587 A A HET A b & F4T
LTWbH7ed, LT A ML TEEEA,

TNARLS—: H—/N\—REDH

T—=Z ANV —LRENDH Y EH A,

PR I=RELF LT LB : SD V—T 4 T T NA AT CLI A~y Ra%

TL. SD V=7 o4 » JHiliEERi 2 7 UV 745 &, &
AR TEET,

RETA MY aUNFA LT
MIGZYFELE

BT A R 180 PLINICIEFIZE T LEHATLIZ,
ZhE, HET A MIZSD V=T 4 VT TR AN
Cisco SD-WAN Manager ~O il ffllf5#5¢ & <> 7= 72> TH
LAREMENRH Y £,

Cisco SD-WAN Manager &R L=SD)L—TFT 1 > T T/\
A ATHDRETR MZET HHEETRER

ROFNZ, ZOFY 2— /LT LIHEICET ) V-2 F@Er LEd, ZoRIT, V7
Fo=7 UU =R bbA TEHEBEOYR— FREASNZLEDY 7 by =T VU —R72
FTERLTWEY, ZOMREIX, FrZ D 3720 RY . ThlEO—#EDOY 7+ o =7 U U —
ATHIR—FENET,

TT7 Yy R TF—ADOYR—FBIOV A2 Y7 My 2T A 2=V 0P R— MIET LR E R
9 HITIL, Cisco Feature Navigator Zf# ] L &7, Cisco Feature Navigator |27 2 A 5 (2
L. https://cfang.cisco.com/(ZiEFA F 3, Cisco.com DT 77 v MIMNEDH D FH A,
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B cisco SD-WAN Manager £/ L 1= SDL—F 1 > 5 F/\4 ATORET R +ZET HEEER

% 21: Cisco SD-WAN Manager (£ L 1= SDIL—T 4 U F TINA ATHEET R BT 2 HEER

HRES 1)) —RIEH Bl

HET A R Cisco IOS XE 17.13.1 | Cisco SD-WAN Manager Z i i35 &, T34 2 &
iPerf3 Y— "—[ DR > b T — 7 Ll AIREZR
HIEZRE CEET, HET A MTIEL, #MELT
PR ANBIEET A ANDT v Fa— KRB L O
vra— ROMEZHELET,
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5 19 =

VNFE+a17 77— FOEZE

t % = 77— hi&. Unified Extensible Firmware Interface (UEFI) ¥ ED—HTH Y . OEM

(Original Equipment Manufacturer) (2 X > CTEBEINTWDL Y 7 by =T OHREHH L TT A
A A% @) L¥d, UEFI (Unified Extensible Firmware Interface) fIAfIX. ZiF AN ATRE/ 2T &
INBLH LRIV 7 F =7 O — Repiltxa7 77— b iEEERLTWET, 72
AANEETSHE, 77 =0T T — N7 N7 EF X —TF 4 VTV RAT LADEAS
EFxvl LET, BADNANREE, T A ANEIHL, 77— 02T R4 —F
T RAT MIHIE AL E T,

X277 — MEREIX, VAT AOREBITYrEAFIEBEOHLY T N 2T TS r—g
VERERFRL—T 4 VT VAT ARV AT e RENRWNWEHICLET, BXaT
T MEREANCT DL, TSNy 7 Ny 2T TV r—2a U DOIRENT A AN
BHLET, ZOBRICEY, TAMAETEBITLY 7 by =77 r—va B Azl
Lo TRESNTWND I LZHERTEET, X a7 Ravta—T 4 VAT AL
T, VAT A EOBRLEY 7 2T R A T2 T RUSAENT-Y 7 by =7 2T
WEITSND L HICLET,

VAT AT —RE—RET = —HF—DN— 3 U EFRT 5T, show platform software
system boot =~ > R&FATL £ 7,

Router#show platform software system boot
Boot mode: EFI
Bootloader version: 2.0

HRE IR
cRDOEX 2T T — FMRERYR— FINTNET,
¢ ESXi N—va 650k
A =T RAE T A AEEM L= KVM RHEL 7.5

«NFVIS U U —Z 3.11 LI

sEFI 77— AT =T EF— ROLNEF 2T T— o RE—FLET
*GRUB2BILIWHLWT 4 A7 R—=FT 43y LA T U MBMERHETT
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A\

GE) &A= FIZE, # AP VM OEF 27 7 — FEARICT 2EAE 07 nE 208 H Y &
T, EX 2T 7T — N 2AECT AT, MR VFEAEO~=a2T IV 2SR L TLEE
AN

X2 T T M EENTTDIZ0DNA R—= A FEG DO EOFNEE L TFIZBBENIRL
iﬁ‘o

ESXi tXx17J— FDBRFE

VM A= g 13U EEMET 2 ESXi 6.5 LAED/N— a &AL T VM Z1ER L %
9, BFI 7 7 — AU =7 E— REZ®IRNT 521, [VM Options] > [Boot Options] > [Firmware]
> [EFI] ONEICBE) L £7,

« PIEIEENE, IOS a7 INET Lz, VM OEREZ A 71 LET,

« [Edit Settings] > [VM Options] > [Boot Options] > [Secure Boot] T EFI ¥ =7 7 — s & H%)
IZLET,

s VM OEJRZ A NZTH L, VNF BERITEEN L ET,

| &

BE VMOIERFZIC 77— 7 =27 E— F% (BIOS/ 5 EFL, /2137 0ifi2) Z2E4 52 L%
XEH A,

KWMtEX217T—FDEBE
VM ZAERR L E T,
s VM 3MERS & 4L, VNFIOS 7’ U 7 ER5ET L726H, VM OEREZ A 7IZLET,

« [EFI Firmware] A == —7>5 PK, KEK, 33X WNdbaEEEZ A A h— L, UEY L
iﬁ‘o

AR KX =BT DT, X 2T 7 —hOBAZ LAX—IZHT 5822 L T<
7Z&Vy, db AEBAEIZ OV T, MicCorUEFCA2011 2011-06-27.crt 38 X OY
MicWinProPCA2011 2011-10-19.crt ZZ&H L T 72 &0,

VM ZE®XxaT77—hrLET,

NFVIS %217 J— FD®%TE
*NFVIS3.11 U U —RLEIZT v 77 L— R L%,
« Cisco Catalyst 8000V EFI tarball Z NFVIS U AR h UIZEER L £7,
« BERSNTZEFI A A—V &AL T VM 2Bk L £77,
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VM E2tXx a7 7 —hrLET,
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a2 —ILT IO ADETE

» Cisco Catalyst 8000V Z VM & L CiEE) (167 ~=X—)
» Cisco Catalyst 8000V =1 Y — )L ~DT 7 & A (169 ~<—)

Cisco Catalyst 8000V % VM & L T2 &)

VM OEJRNA 1272 % & Cisco Catalyst 8000V 23 EEHE) L 97, &I U T, AR VGA =1
V= IVEIIE ) T AR—F EOa Y — LT VA =L T v A2 E=F—T&E
‘é‘o

)

GE) A VGA 22 Y — ORI AL /=, HF DY 7 LR — R b Cisco Catalyst 8000V |2
TIREALTHRET DHEIE. VMOERZ A L COV—X 2 1RET DR, ZOREEME
MT5L72 VWM a7y a=0 7T 508N £7,

ATV T1 VM OEREZANNET, VM OBEFEHEAEL SHLNIZ, WO2ODRXT7 v 7 (A7 v 7 2%72153) OV
NP THA LTy Yy —vE2@IRL, v—F D7 — 7 v 7% &K~ LT Cisco Catalyst 8000V CLI (27 7 &
ALET,

ATy T2 (7 =3) Virtua Console 38R L £ 4

A= Y — VO ZBIR L7256, ZOFIEOEZY OA T v 735 &ivEH A, Cisco Catalyst 8000V
. SEUNICOF 7> a v ERIRL WSS, Rl Yy — L2 L CEB) L £7, Cisco Catalyst
8000V A v AKXV ANT — hFut AERG L ET,

ATFwF3 (47T 3r) Serial Console Z3#4R L 4
VM TR Y TR —bar = E2FRHT I, 2047V a o 2BIRLET,
IOF T a s EERESEHITIE, RV TAR—FR VMIZT TICHFEEL TWAMENRGH Y 9,

GE) 7—hr7agAficary—uiR— NERINT 5472 3 U1E, Cisco Catalyst 8000V D ][RI B iRE
WZDOHEHTE E9, Cisco Catalyst 8000V DFJEHEBNZIZ 2 > Y — VR — 8T 7 EREZEET 5HIC
X, A VAR HBOay ) — K= T 7B ADOER (1723—) 2R LTI EEN,
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ATy T4

ATy TH

Cisco Catalyst 8000V 237 — h 7't XA ZBis L £ 7,

telnet://host-ipaddress: portnumber & 7= 13 telnet host-ipaddress portnumber  (UNIX xTerm ¥R 2> 5) 220D a2
Y ROWFT AT LT, VM IZ Telnet ##c L £9, IROFIIEL, VM T? Cisco Catalyst 8000V #JH] 7 —
NIRRTV ET,

VAT MIFANT SHA-1 23R LET, AU 002586808360 £3, SHA-1 BFHEIND &
H—=FPEEILET, PIHIA A =T ARNETTLHE, iso Xy 7 —T7 7 A LHMIAECD-ROM
MHHIBREIL, VMABY 77— hSvET, ZHUZ X Y. Cisco Catalyst 8000V AR/ NN— K K7 A 7005 1E
WICERBEITE D00 £,

GE) 2T AL, WEA A h— IO LS L E9,

Cisco Catalyst 8000V DFZENZ LB ERIIE, HT DY V=R NS NR=NA P Lo TRRDGENH
D \i‘a_c

HEIS, A LDV T T2 T A A—VBLOT—AT oA A=V L WlERSzTy ) % 3L
WIZEBIMICEEN T2 FIRZ R THEENAERINET, T—NAT A A—VDOF T a U E@RIRET, A
ADI)T "N 2T A A=V EREHIEET,

(G¥) Cisco Catalyst 8000V {(ZiE, v ATZD%EL D/N— KD =27 R_R—ZAD/L—H|ZE& F1 TV 5 ROMMON
AA—VEFEENTWERA, AV AR—VH S A= NENTAA—=TVa Oy I T v7a
=Ny 7T oI NR—=FT 4 a ARFINET, ZOabt—X, T MA—TET v T T L—
RL7EE, D7 — b A=V ZHIBR LTSS, ERIXMO0OBBTT ¢+ 27 B8 L7545
(2, EZErE LTRIRTEE9, Ny 77 v 7ab—nb0EEEX, ROMMON N 55D A A —
ZEEITSH 2L LU TYT, GRUBE— RIZT 7B AT AH-0DRERL L P A X DR ELEE DM
SWVWTiE, GRUBE— F~DT7 72 (284 2—) BB LT E,

ZNT, fEHEm < R enable, configureterminal OIEIZ AN LT, L—4 #ERBELZ A TE £,

Cisco Catalyst 8000V o > A X v A& D CTRENIT S & X, L—2NEHTHE— RIEY J—RAR—T g
K- THERY 7,

HR—=FENTNBEZRL—T FEREEZ ST A2, Y7 72T 948 A2 A A M—/LT 5,
FMTA B RAEEINCTDZMNENHY T, V=A== g NS0T, 7— LU FRICT S
., lRKANV—"T"> F UL ZZEH LT, Cisco Catalyst 8000V Z FFLE) 3~ 2 LN H D £ 97,
AVAR—NLENTWETAS VAT )rY— v/ 7r—U, licenseboot level 2~ > R CERE Iz
Wy =Ll —H L TWARERD Y £9, T4 BV ARy F—URHIEE B LARWGE, AL—
7> FiE 100 Kbps (ZHIFR S v E T,

(VMware ESXi ®#) .iso 7 7 A V&M LT VM % FEICIERR L2 5A 1%, ARV —4 7 a5 ¢
ERETHMLENHY £7, CiscolOSXECLI =2~ REMiH T %75, vSphere GUI T /37 « % F#)T
WETEET,
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Cisco Catalyst 8000V = >V — L~ 7o £ 2 ]

Cisco Catalyst8000V O > —I)LADT7 I X

{x*8 VGA O >V —JLH 5 D Cisco Catalyst 8000V ~D 7 & £ X

Cisco Catalyst8000V ¥ 7 h 7 =7 A A —T %A A M= VT 585, HHT 5 EXIE VGA
2= TT, ROYGE, IKEE VGA =22 Y — /L) Cisco Catalyst 8000V CLI (27 7 2 A9
DD OREEZEE ST DHETH D A,

BT mEARIZa Y AREELEELRNTEIN

s VM ETEIZ2ODRABT Y THR— FE2BIML2NWTLSZE N, Zix, BE#iar Y —1
BMEZFERA L TCWAEEICER SN ET,

R*8< 1) 7 )L7R— bk %4t L 1= Cisco Catalyst 8000V ~D 7 7 & X

{48 1) 7 )L7R— k%4t L 1= Cisco Catalyst 8000V ~D 7 ¥ & A DI E

7 74V FTIE, AR VGA =2 — L % f ] L T Cisco Catalyst 8000V A > A ¥ L AT 7 &
ATEFET, HEjar Yy — W BEE2FERA LT, 2 508 Y 7 LR — b 2ABE &S558
Cisco Catalyst 8000V CLI [T DOAR S U 7V — F T TE £ 7,

YIUTNA Y=V EFHTAEIICVMERETHZEHLTEET, YU T aryy—ud
o 6 Cisco Catalyst 8000V CLI O DARAR T U TV — S OFEAZ R E T, A =g
WARAB S U TV — R ERET AT, ROEESR LT Z &0,
%.

(GE)  Citrix XenServer |Z. YU T7AarsV—AEZ N LET 78R ZFR—KFLTHERA,

VMware ESXi TOS U 7ZILaAVY—ILT It ADIERK

VMware vSphere Z ] L TIROFNEEZ FEIT L £ 7, FEMIIZ- OV TIL, VMware vSphere D~ = =
TNhESBLTIIZEN,

ATYvT1 VM OEREZA7IZLET,
ATV T2 VMZRIRL, KA ) T AR— b ERELET,
a) [Edit Settings] > [Add] DIEIZER L £,
b) [Device Type] > [Serial port] DNEIZEIR L EF, [Next] %27 Vv 7 LET,
c) [Select Port Type] %R L £,
[Connect via Network] Z3&IR L, [Next] %27 Vv 7 L¥7,

AT w73 [Select Network Backing] > [Server (VM listens for connection)] Z 4R L 9,
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B wcovuzravy—L7oezonm

ATy T4
ATy TH
ATvT6

W ORESLZAF ] L C [Port URI] 2 A L £,
telnet://:portnumber

Z Z T, portnumber (X{RAET Y TR — FOKR— FEETT,
[1/0 mode] C. [Yield CPUonpoll] 7' a v &R L, [Next|] 227 U v 27 LET,

VM OERZHAL F7,
VM OEJRINA AN 2o =26, BB U TIVR—F 2 — W7 78 A LET,
RV TAR—bOEF 2 )T A REETVET,

a)

AR Y 7L AR — k@ [ESXi host] 2% L £,

b) [Configuration] ¥ 7% 7 U v 2 L. [Security Profile] %2 VU > 7 L £ 7,

<)

[Firewall] & 7 > 2 > "C, [Properties] &7 U > 27 L, ¥KIZ [VM serial port connected over Network] D fH %
WINLFET,

ZHN T, Telnet "— k URI 2 LT CiscoIOS XE 1>V — /LI T V7 BRATE DL L HIZR D 4, Ik
BV TNAR— b EHETDHE, VM O — /L5 Cisco Catalyst 8000V (27 7 A $ 2% Z &
T CTERL D ET,

GE) ZNBHORREEMHT 5T, Cisco Catalyst 8000V D7 — k7 v 7 H1|{Z GRUB A = =—® Auto
Console 73 = %721 Serial Console 7' g L a8 HMLENH Y £9, A VGA =
vV =)L & H LT Cisco Catalyst 8000V ¥ 7 k7 = 7 2§ TIZA A h—/L L TWAHEIL,
Cisco IOS XE platform consoleauto =~ > N ¥ 7213 Cisco I0S XE platform console serial command
DWTIPEREL, KAV TAR— b aN Licary Y —LT7 7B ARKET 5L 212 VM
Z)ua—RT220ERDY 7,

KWMTOY7ZILarvy—ILT7 ot ADER

ATvT1
ATy T2

ATvT3
ATvT4
ATvT5
ATvT6
ATvI1
ATvT8
ATv79

P—=R—=OKVM a2 Y =V ZfEH LT, ROFIEZETLET, FMICOWNTIE, KVM O
=2 T NAESRLTIIEIN,

VM O&EREZ A 7IZLET,

T 74V FOD [Serial 1] 73 A (FIET H%G) 227V v 27 L, [Removel#7 VU 7 LET, ZHUTEX
0. RO ) TR — R ELTHT Y FSNDT 740 hO pty X—ADEFE Y T /LAR— FH
HIBR S ET,

[Add Hardware] #2 U v 7 L ¥,

[Serial] ZINL T, U T AT A RAZBMLET,

[Character Device] T, KB v 7% 7 A ==2—/ 5 [TCPNet Console (tcp)] 7 /31 A X A T a7,
[Device Parameters] T, KRR v 7 XU A =a—MhbHE— REERIRLET,

[Host] T. 0000 & AN LET, yr— =%, fEEDA »F—7 = A AT Telnet #fii 21T ANLET,

Ray7Hx D A=a—nbR— FERIRLET,

[Use Telnet] 47> 2 V&R L £,
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ATv 710

{48 1) 7 JLR— kT Cisco Catalyst 8000V 3 > —)LA®D Telnet v & 3 > DEALA .

[Finish] 27 V) v 7 L7,

AT, Telnet "— bk URI Zffi ] L C Cisco IOS XE 21> Y — LI T 7B AT&EH K927 0 9, FHM
[ZOWTiE, AR Y 7 /LR — b TO Cisco Catalyst 8000V =2 > Y —/L~D Telnet & v > = » OBth (171
N—=) ZZRLTIESN,

GE)

NSO EEM T 51Z1%, Cisco Catalyst 8000V DELEH(Z GRUB A = = — @ Auto Console 74
7 a v EiX Serial Console 47 Y 2 VAR IBIRT 20N H Y £7, (KA VGA =22 Y — L&Al
F1 LT Cisco Catalyst 8000V ¥ 7 h T =7 %3 TIZA VA F—/L L TWAELAX, RKAEY TV
R—=RENLizary—nLT 7 AEIEIEH7-9HIZ, Cisco 10S XE platform consoleauto =2~
v RE L platform consoleserial =~ > R&g&E L, VM &2 U B — R H0LERH D £,

A8 1) 7 )L7R— kT Cisco Catalyst 8000V 1 > Y —JLA~®D Telnet v < 3 > DA

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

CiscoIOSXECLI 2~ > FEFEHA LT, WOFEEZFEITLET,

VM (T Telnet #5: L £ 9,

s ROa~wy REMFEHLET, tenet://host-ipaddress: portnumber

« £7203 UNIX SR HIROa~ > RE[fH L ET,
telnet host-ipaddress portnumber

Cisco Catalyst 8000VIOS XE /SR U — R7Fu 7 T, a /A UEREATLET, KRIZ, mypass & H /X
AT — REANTHHEZRLET,

51 -

User Access Verification
Password: mypass

GE) RRT—=FRREINTOARWEAIX. Return 2 L £,

2 —#— EXEC E— NT, RO L 5T enable a3~ K& A LET,

Router> enable

NAT—=R T 7 NI, VAT LA RAT—REASLET, KIZ, enablepass & W5 /XA T — K& A/
THHERLET,

Password: enablepass
A F—=TNWNAT— RR3FFA[ SN D &, R EXECE— F7'r U7 ERRO L IZRRINET,
1 -
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Router#

ATV T6 ZHT, FHE EXEC E— RD CLL~DT 7B ANAFRICARV £ LT, N a~<wr e AN LT, LER
HAT e FATTEET,
AT9TT Telnet By v araTTHI20E, ROBIO X 512 exit £721F logout =~ > REFHEH L £,

1 -

Router# logout

AR M=)LEOIAVY—ILIR— T O EADER

Cisco Catalyst 8000V A > A & > A NIEHIZHEEE) L 7= 5. CiscoIOS XE =t~ > FZ&fH L T,
N—LG DALY —=NIR—= T VR RAEERTEET, ar Y —VR— T 7 A2ELHE LI
Bix, V=22V n—F+50, ERZERATILERDD 77,

AT v 71 enable

il

Router> enable

FFHEEXEC E— RAA R—T7/WIZLET, IRy T MRRRINTEHNRAT—RE AN LET,
AT w72 configureterminal

i -

Router# configure terminal
Ja—\ )L ar 7 4Xal—vay B— REREBLET,
ATYTI ROWTNIEFEITLET,

» platform console virtual
» platform console serial

51

Router (config) # platform console virtual

51 -

Router (config) # platform console serial
platform consolex DA~ =z > .

evirtual : NA 23— FORA VGA =2 Y — /L% 41 LT Cisco Catalyst 8000V (27 7 ERA$ 52 &%
fRELET,
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s serial : VM O U 7L7R— k%41 L C Cisco Catalyst 8000V (IZ7 7B AT 5 Z L 2HELET,

Note: ZDA T aid, NAN="APRLY TV R=h ary =TI A2 HR-FL TV
FICOABMEAL TS ZE W,

ATy 74 end
Bl

Router (config) # end

a7 4 X2l —Yary ET—REKTLET,
AT 75 copy system:running-config nvram:startup-config

11

Router# copy system:running-config nvram:startup-config

FATRRELZ, NVRAM A ¥ — h7 v TREICTE—LET,
ATv 76 reoad

{1

Router# reload

TRV =T 4 T VAT L) e —FLET,

RDBERY

ay = VT I AERE LD, CiscoCatalyst8000V 7 A £ A& A VA h—L LET, T
LB AEA VA N—)V L THEATZHECONTL, ZOHA KD (T4 2] OBEES
LTSN,
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TALVARESZAEVRETIL

ZDOFETIL, Cisco Catalyst 8000 =¥ 7T N7 4+ —Ah 77 I U THMWRERT A A,
PR=FENTNWDRANVL=T Y DA TV a v BIMEMARRIA AL ZAL—T Y
BRET D HEIZOWTHB LET, F72. Cisco Catalyst 8000 =¥ 7T v N7+ —Ah 77
SUCHERARER TA B AETAICOWVWTHHBH L9,

N

GE)  ZoZEOFEHRIZ, FICBHEE— RTEMET T M ATEA SN ET, ikl smaette 7
DI, BEDOEZ aicidary ha—53%F— RA~OZBEREEFNLTHVET, [E@Na L b
o—7F— RNIZEAINHE, TOEPHABIIRINTHNET,

VAADTA T ADFEMMIT OV TIE, https://cisco.com/go/licensingguide S L TL 72 &0,

COEDOERAFIL, WOEEBH TT,
AERTFRER T A B R TA B AET LOMRERHR (175 2—)
s AFARER T AU A (178 =)
« AN—T"v K (185 X—)
MHTFRER T A L A& AN—TF y FORESHE (200 <2—)
EATRER T A RAET I (215 =)

FRAAEELE AU RESA U RETILOEEEE R

W DFIZ, Cisco Catalyst 8000 = 7T v h 74 —Ah 77 IV ICHEAIND T A o ABHE
DEEOMEZRLET, ZOXRF, Y7 bhv=zT7 VU= Mo U TEEROTFR— 2
MAINTLZDY 7 =T VY =T 2 RLTWET, ZOMRRIT, FRIHE 0 3720 R
D, FRLBEO—EDOY 7 v =T V) —=ATHYR—hrENET,
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FIREET, Ao Y UV —RA T, AL—
7 FE200Mbps Tx IZHl R S AL TUVE L7z,
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TIDAN—T"y & ET H L&, HSECK9 7
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N—""y hDORay N) U TREMMRD F
T, AN—T"> BT 500 Mbps (2[R X A,

Ty T AN —ABLOF T AR — L0
WD T 74y 7 OREBTFTINET, U
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N Z0E T1 38 OV 250 Mbps (236 &4,
A= MEA 51T 250 Mbps (2[R & L
TWE L7,

2y N U TEEO Y U —RA T L DOEH
(188 X—) HZMLTLLEEW,

WANL—T"> FDRA
oy b T AR
7y b7 =4

Cisco 10S XE Cupertino
17.9.1a

Cisco Catalyst 8000 = ¥ 77 v h 7 4 — LA
77 IVORBT T v b7 A — AT, T
TOAIL—T > FLYL T, TS AW
[MAN—T"y MEZRET D L, BAL—T>
coRB Y N TREDNI LD FT,

ZOBREIEIRIZ, AT T v T — AITH
WCHEH S CWezxry MU U VEEE AT
LEtHA, 2y b7, #EESNET—
X (Tx) [ZoH@EHAEINET, ZELEZT—
2 Rx) Ay N rIinEdi,

20—y~ (185 2—) BIUHEE X
PNEER—2D2L—Tv b (1852—) %
ZHRLTLZE0,
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Cisco Catalyst 8000 = ¥ 7' v k7 4 — A
77 IVOYWERT Ty N7+ —ATIE, AN—
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ERIZAT Yy MLVENDZ L EERLET,
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SnET (=& Z2IE, CiscoDNA-C-500M-E-3Y
B L' CiscoDNA-C-T2-E-3Y) ., MANL—T v
MIRFEAN—T"> D 2ETT,

Ay N CTEEDOY U —AT L DOET
(188 X—) ZHMLTL &,

PEEN—A T A A

Cisco I10S XE Cupertino
17.7.1a

BEAF OFIE N — 2D (Bfil) Av—7 > b
DOFRFEIWCMZ T, BEEX—ADAVL—Tv |
REDYR—FPNEAESNE LT,

BHIEWAL—T > R L~ULBERD T,
FHRTREZR BB 1XBEfE 0 (TO) . BERE 1 (T1) |
g2 (T2) . BEE3 (T3) T3, #hEho
BRI ANL—Ty L~V aRLET,

B DT A & A PID DA ERBN— 2 DA
F 4 AL CSSM Web UL OFEEME & & b1
RREINET,

PEfEN— 2D T A o 2SR DOBREA .
P _— A DA N—T v MEZFRETE, B
BR—ADANL—Ty MEIZEBTHZ L
TEET

20—y b (185 <—) BIUHIEE X
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S LT EEN,
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Cisco Digital Network
Architecture (Cisco
DNA) 74t %

Cisco I0S XE
Amsterdam 17.3.2

CiscoDNA 7 A & 2D Y R— ~E, Cisco
Catalyst 8000 = ¥ 77 > N7 4 —LAh 77 3
UTHEASINE L,

CiscoDNA 7 A B AL, Ry hT—7 AH v
7 I AEDNARZ v I T KA VT4
T RIIGEINET,

CiscoDNA 7 1 &z A
TLTEEWY,

(179~—2) =ZWL

EEXa VT4 T4%
% (HSECK9)

Cisco IOS XE
Amsterdam 17.3.2

HSECK9 T A &> ZADHR— ~E, Cisco
Catalyst 8000 = > ¥ 77 > N7 4 —LAh 77 3
UTHASNE LT,

BtXa2 7479148 R
ZRLTLEEN,

(181 —) %

Cisco Unified Border
Element 7 - & /A

(Cisco UBE 7 A1 &
)

Cisco Unified
Communications

Manager Express 7 1 &
> A (Cisco Unified
CME 7 A & %)

Cisco Unified Survivable
Remote Site Telephony

S A& % (Cisco
Unified SRST 7 1 &
A)

Cisco IOS XE
Amsterdam 17.3.2

Cisco UBE, Cisco Unified CME, Cisco Unified
SRST 7 A & A@®H K — k% Cisco Catalyst
8000~y 7Ty b7 —Ab 77 IV THA
SNELE

CiscoCUBE 7 A & A (184-%—) | Cisco
UnifiedCME 7 A > A (1843%—) | BX
UCisco Unified SRST 7 1 £ A (184 %—7)

EZRL T EEN,

TT 9 RN T7 =LY FR—FBIOR AT N =T A A=V R— MIBET L IHERE B
FI HITIL, Cisco Feature Navigator Z ] L &7, Cisco Feature Navigator {Z7 27 & 24 5 (2
X, www.cisco.com/go/ctn IZHEE) L E 7, Ciscocom DT B 7Y MILEH Y EH A,

AFAIEELGE AR

ZO® 7 v a TlE, Cisco Catalyst 8000 =¥ 7T v b7 4 —2h 77 I U CTHEHARE/R T
TOITARVA, ERATA RT7A4 2, BIOEXTHEHT 2ZEFHIZOW TR LET,
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CiscoDNA 51/t X

Cisco Digital Network Architecture (CiscoDNA) Y7 hU =7 T4 L A, W< D OHHEE
BDOITA v RAEMBEDETZHLDTT,

)

G¥)

CiscoDNA 7 A £ AIZIE, RERS TRTOWET A B AREENTWET, mEFxal
7 4 (HSECK9) . Cisco Unified Border Element (Cisco UBE) . Cisco Unified Communications
Manager Express (Cisco Unified CME) | 3 & OF Cisco Unified Survivable Remote Site Telephony

(Cisco Unified SRST) . [CiscoDNA T A &2 ZADOFRIEFEOZEEIT (180 2—°) | 25
LTL7Z&EW,

CiscoDNA 7 A B RF, Ry hTU—T RH v FABLAEDNARK v I T RAEVT A%
VA ENET,

Catalyst 8000V T Y7 by 7, Catalyst 8200, LU 800 L —X T vL TF5v b
T A—LTHERATEEZ CiscoDNA S/ 2R

Fy NT—=I RAE 7 TR
* Network Essentials
* Network Advantage : Network Essentials Cf# ] Al RE72HERE/2 E & E N E T,

« Network Premier : Network Essentials, Network Advantage Cffi Al fE7eEBE/2 E N E T &
R

CiscoDNA R Z v 7T N 74X
« Cisco DNA Essentials : Network Essentials TORFE A AGE/R T KA T A & R,

* Cisco DNA Advantage : Network Advantage TOAfEH7[FE/R T K42 F A4 & A, Cisco
DNA Essentials T rIREZ2HRE 72 EME ENE T,

* Cisco DNA Premier : Network Premier COAEF [HE/RT KA F A & A, Cisco DNA
Essentials, Cisco DNA Advantage Cff ffl AlRE/2MRE /e ENE ENE T,

Catalyst 8500 V) —X Tw P TS5y h 7+ —LTHEMATTHEEL CiscoDNA S/ 22X -
AN A A (S

» Network Advantage

* Network Premier : Network Advantage Cff H FJREZRHEEER E N B N E T,
CiscoDNA R EZ v VT RAE T4 A

* Cisco DNA Advantage

s Cisco DNA Premier : Network Premier CO A HFIRE/R T N4 F A & A, Cisco DNA
Advantage T FIRERBERER ENE ENE T,
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CiscoDNAS A v RADFERICEAT H2HA4 K514 >

* Cisco Catalyst 8000 = 77 v N7 4 —AL 77 I VDT XTOF T v b7 4 — LT A
SINDHAARTA

Ry NI =0 AZ 7 TA L ATEAOEV KATA B ATHY , HHHRI
HEHA,

¢ CiscoODNAAHX v VT KAV ITA VL RT, BT AT VT ar>F0HIRMETA
YU ATHY, BEDOHMNETOLAERTT, 3EMBIOSERDOA T 3 10T,

FT_RTDCiscoDNAAZ v I T KA T4 A THEHATEE9, ¥ED Cisco DNA
A2 T RAVTARB AT, THREOV T2 ) a0t 7y a a2l
TEET,

Tier3 (T3) LA EDOPFEE L, Network Essentials 33 & U8 Cisco DNA Essentials & A &> &
TIEYAR—bFEINTWEEA,

Tt 3L EOEEEAAL—T > FELTHRELTNAEE, 7—FL~ULT A4

. A % Network Essentials 3 X Tf Cisco DNA Essentials [(CZH TE 2N 2 L HEKL
i bé‘o

CiscoDNA 7 A B A CTHERAREZR & £ I 2B O YW TIL, BEER X 0%
EDOANL—T hDO=w T (189 2—) ZBMMLTLIEEN,

* Catalyst 8000V = Y 7 Ny = TIZOHRBEH ENDHTA KT A4

Catalyst 8000V = Y 7 bV =7 Tlk, Xy NUV—T AZ v 7 TA VL ALERET D &
X2, % T 5 CiscoDNA AKX 7T KAV TA BV ALRET HHLERH Y 9,

« Catalyst 8200, 8300, 8500V —RX TV 7T v N7+ —LIZOHBEHINDHA RT7A
VN
K FX Yy NIT—IAX YT T4V ATHEATE S CiscoDNA AX v 77 KAV T A
BRI A T a T, CiscoDNAARS 7T RAVTA BV AR LTy hT—
JAB Y TARAERETEETH, ST L2Ry NI—I A2y 7 T4k
A72 L TCCiscoDNA AX v 7T RAVTA BV AERETDHZ LIZTTETERA,

* CiscoODNA AX v 77 KAV T4 v A &M AT 555813, AR AUIN5ENIT T
AU AETEH L CHI & EFEHT 50>, CiscoDNAAY v 77 RAEVTA B A%
ET 7T 4TI L TOET A A%V e —RLTRy NI—FRZ v 7 T A1 A
HECOEM ZMk L £,

CiscoDNA S A 2 ADHKIFNDEEEIE

CiscoDNA A B2 ZI2id, TRTONRN T —<w LA, T—A L, BIORT 7/ mao— 3y
= A A (securityk9, uck9. X Mappxk9) NEFENFET, DF V. CiscoDNA T v
ND—27 A% 7 T4 AFETCiscoDNAAY v 7T KAV T A2 A ELT DHEIC,
RI =<V A, T—=A L, BEOT 7 ) aV—Ro =0T 4% ANNETH D )i
INLH%GE. EXCHEMIZENSNET,
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BEANT AT 4 28 D (PID) IZ. CiscoDNA A ¥ v 277 RF T4 A PID DHT
ﬁ—o

LW A— R =7 & —fIZCiscoDNA T A Lo A2 ELLIZBAETH, I B RETF A
ZCHERESNTOERA, TAARATT— LU TS B ZAERELTNOAL—T
NERETHLERDHY £,

CiscoDNA T A B o A Z WL THEAIE, AV—7y MEGIRELET, LT H5RL—Ty
k73 250 Mbps Z 8 2 5 %55 1%. Catalyst 8500 38 L TV8500L vV —RX =¥ 7T v 74— A
ZR< . CiscoCatalyst8000 = ¥ 77 v b 74 —AL 77 I Y DT XTHO/NY T THSECK9
TAR U ARKETT, FEMIHOVWTIE, X2V T 079082 (181—2) 2L
TLIEEW,

BEE N — 2 DA N—T > MENRTI DT A& A PID #1EXT 5 &, HSECK9 5 A &2 A H
BRI ESITBME N E T,

sEXal)T45/4EUR

EEX2VUT 4TI A (HSECK9 T A o ) IFaHEREIZ Ao 2 ThY . KEOEH
BHECE > THIIRENTOWET, ZOTA v 2L, e S{LEEGE. ©E v 250 Mbps
BHEZDAN—T v b, BEO—EHLL LD b RNV EET 2720 0ETT kOEE
ZHR) . ZOFEMEX, Catalyst 8500 B L N8S00L vV — X =¥ 7T v h 74— LEERL
Cisco Catalyst 8000 = ¥ 77 > 74— A 77 I YU DT XRTOT A RT#EH SN ET,

Catalyst 8500 B3 L N8500L >V —X v 7T v b7 4 —LTDIR, AL—Tv h& b3
VO, HSECKO 74 BV ANRFIHTERWZ LICk a2 ELZ T EHA, ZNHDOT
Ty 74 —ATIiX, HSECK9 7 A4 B AF a7 T4 T ZADOHBTOHNLIETT, Cisco
Catalyst 8000 =¥ 77 v N7 4—A 77 I U DFKY DT XTOET /LTIL, HSECK9 7 A
TUABRRWEE, PR — R END il AL—T7y ERKIRSLET, ROKIC,
HSECK9 7 A B A7 L THR—FEND bRV EYR— I AN—T v FERLE

—g—o
PID HSECK9 5 4 + |HSECK9 S5 1
VABLD Kk | VREBELTY
URILDE R—btEh3
AIL—Tw k
C8000V 150 TO, T1
C8200-1N-4T | 1000 TO. TI1
C8200L-1N-4T | 1000 TO, T1
CS300-IN1S4T2X | 1000 TO. TI1
C8300-1N1S-6T | 1000 TO, T1
C3002N28412X | 1000 TO. TI1
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PID HSECK9 5 1 + |HSECK9 5 1 +
VABELD M |VARELTY
RO |R—brShB
AIL—Tw k
(C8300-2N2S-6T | 1000 TO, Tl
C8500-12X4QC | 2424 72 L AV
C8500-12X AP ALY
C8500-20X6C | 242472 L AV
C8500L-8S4X |47 L AP

\)

(GE) [(Z—TF v b EWHHEEZ, WHT Ty F 73— LTSt ENTZAL—Ty F &L E
T RS T v F 7+ — AT, BELENTAL—Ty NI ANL—T > N EHLE
b0 EELET,

HSECK9 74 By ZA&MHHT 5 L. b R AKOHIRAfEER S, 250 Mbps 2 2 % A/L—

Ty MERETHIEHTEET, FHARRAL—T Y N7V a3 VOFERIC DWW T M E
BIOEKBEOANL—Ty hDO~y BT (189 =) ZZRL T I,

HSECK9 7 A U AMTNA ATHEHASNTWENE I 0 E R T HI12iE, FFHEEXECE— R
C show licensesummary =~ > R4 AJJ L E 7, Cisco Catalyst 8000 = ¥ 77 > K7 4 —LA
77 IV DT RTDOT /34 AT, HSECK9 7 A &> RTIRD K 5 IZERKREIE T, Router US

Export Lic. for DNA (DNA_HSEC), &IZflz R L £,

Device# show license summary

Account Information:
Smart Account: Eg-SA As of Dec 03 15:26:02 2021 UTC
Virtual Account: Eg-VA

License Usage:

License Entitlement Tag Count Status
network-advantage T2 (NWSTACK_T2_A) 1 IN USE
dna-advantage T2 (DSTACK_T2_A) 1 IN USE
Router US Export Lic... (DNA_HSEC) 1 IN USE

HSECKI S A/ 2V ADFERICET H5H4M4 K514 >

HSECK9 7 A o A3y v — VI 6N TWET, 2D, B bi#iExHEHT2
¥ —UDI Z L1212 HSECKY T A &2 AN ME T,

HSECK9 7 A1 & v &%, EHANIAGREAMLETY, Z DO§I%, Smart Licensing Authorization
Code (SLAC) 2Lk o CHRfit&NnFE 9, iHT 25 HSECK9 714 2 AT LIZSLAC %A1 A
F—L D MENRH Y £9, SLAC £ CSSM THARK SN, CSSM 2HEEENEd, CSSM

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK
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HSECKS 5 1 £ 20z EmFE [

5SLAC#BUST A HiEiL, EELE MRa itk TR Y £, FEHIZ OV TIL. HSECK9
SAELAHDSLAC DA A F—/L (203 _2—) BB LTI EN,

SLAC 23 A ' A b= ERLTW DN E D D a g3 21213, K EXEC £ — F T show license
authorization =~> K& AL FE T, SLACHAA VA =L ENTNIEHEAE, AT—H AT 4—
JV RIZ TSMART AUTHORIZATION INSTALLED on <timestamp>] & FamaNFEFT, RICHIZ L F
7

Device# show license authorization
Overall status:
Active: PID:C8300-1N1S-4T2X,SN:FDO2250A0J5
Status: SMART AUTHORIZATION INSTALLED on Dec 03 08:24:35 2021 UTC
Last Confirmation code: 418bl11b3

Authorizations:
Router US Export Lic. for DNA (DNA HSEC) :
Description: U.S. Export Restriction Compliance license for DNA based Routers
Total available count: 1
Enforcement type: EXPORT RESTRICTED
Term information:
Active: PID:C8300-1N1S-4T2X,SN:FDO2250A0J5
Authorization type: SMART AUTHORIZATION INSTALLED
License type: PERPETUAL
Term Count: 1

Purchased Licenses:
No Purchase Information Available

HSECK9 S 4 L RADFEFENDEEEIE

Catalyst8000 N— R =7 7 J v N7 4+ — AL LR UL TCiscoDNA 714 B A& EXL LT
4. HSECKO 9 A B 2% ELTH AT a U IMEHAIRETH 570, U TH5HSIBIREN
TWET, =& zxiE, Catalyst8500 ¥V —RX v Y 7T v N7+ —LbDHAE, "—FKU=7T
ZUEXTDHE, HSECKO 7 A4 U AN BEEMICHEITBMENET, Zhid. 2hbon7F Ty
N7 4 —LTIL 250 Mbps #8825 AN—"7"y hOFR— EBHBINS5720TT, I HIT,
HSECK9 7 A & > A& H 72 SLAC &7 /3 A THHMHFICA v A b= ENTWET,

Catalyst8000 N— R 7 =7 7J v N7 4 — AL &FHIOEILT CiscoDNA 7 A B A& ELT 5
BA. WEIZS U T, Catalyst 8000 /N— R =7 75 v R 74— LD T HSECKY 71 &
VARAERNESLT DMERH D £,

HEXT 58 Lvwn— R =7 THSECK9 71 £ v 2%+ 5 FEOHEIE. A~v—F T H
DY REN—F X NT AT NOEREFEFICREELE T, 2k, 2 x T AT
12 HSECK9 T A £ 2D SLAC Z/N— R 7 =72 VA F—/ATEET, T34 2D
ZRRMET BRI, T ADAN—T v NeBRTETHLEND Y FT,

A\

GE)
A AP=NTBHZLITTEEEA,

HSECK9 A ¥ 2% (N— R =7 OEXTIERL) [lciEX L-84. SLAC % LT
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CiscoCUBE 5/ X

Cisco Unified Border Element 7 f £ A2 (CiscoUBE 7 A &> X) TiZ. BINITHHIIZT— b
VRLVERETHDHEIIH D A, A%, REVA FESMR LT, #HFEEZ: Cisco UBE
'11:7,‘;% He F'X/E/C%i‘j—o

CiscoUBE 7 A & A T TE BRI OV TR, ROBGANCH 246572 ) Y — A D [Cisco
Unified Border Element Configuration Guide] ZZf L T< 723\, https://www.cisco.com/c/en/us/
support/unified-communications/unified-border-element/
products-installation-and-configuration-guides-list.html

PR=FENTNDTT v P74 —LBLUV Cisco UBE 7 A & ZADIEAIZOWTIE,
https://www.cisco.comvc/ja_jp/products/collateral/unified-communications/unified-border-element/data-sheet-c78-729692.html
DOTF—H— b eSZB LTSV, HEZGE U T, Cisco UBE 7 A & v A Z{HBNZ ST 5
VERHY T, thoT A v ATITHBNICITEENEE A,

CiscoUBE 7 A & > Z DALk Z VAR — 95 HIEIZ- DWW TIE,  [Smart Licensing Using Policy
for Cisco Enterprise Routing Platforms]] ZZM L T 723V, ZOT A B RAET LD TF
A hTIE, Cisco UBE 7 A & v ALIEHHI 7 1 & 2T,

Cisco Unified CME 5 1/ > X

Cisco Unified Communications Manager Express 7 A £ > A (Cisco Unified CME 7 A £ Z) T
I AT DENCT — P LV E2RET DLETHY A, AR, REVA FEZHRL
T, M AREEiEZ R ETE £,

Cisco Unified CME 7 A & > A CfE I ATHE7e BRI DU T, [Cisco Unified Communications
Manager Express System Administrator Guide] % &/ L T 72 &0,

PR—FENTWVWBETT > ]\72‘ A%J:U\ClscoUmﬁedCME FA B ADIEAIZDONTIL,

DT — 57/**}‘%7%55L“C<71é1/‘ W LT ClscoUnlﬁedCME7/l"IZ/X’¢"ﬂEIE'J
T AVERHY FET, DT A B ZITITEHBMNICITEENEE AL

Cisco Unified CME 7 A & > ZADfE AR ILE AR — b5 HF{EIZ OV TIX,  [Smart Licensing
Using Policy for Cisco Enterprise Routing Platforms] #ZM L T &V, ZOIT7A BV AET IV
D=7 ¥ A MTIL, Cisco Unified CME 7 A & > A 3FEHGI 7 A & A TH,

Cisco Unified SRST o1/ > X

Cisco Unified Survivable Remote Site Telephony 7 1 > A (Cisco Unified SRST 71 &> &) T
I, BENCT DRNC7 — P LV ERET HHEITH Y EH A, AR, REVA N2 L
T, M ATREZ: Unified SRST #$REA R E T £ 7,

Cisco Unified SRST 7 A & o A T "I E72BEBEIZ DU TiL,  [Cisco Unified SCCP and SIP SRST
System Administrator Guide (All Versions)] ZZ&f L T 72 &0,

PR—=FINTWNDET T v b 72‘ AioJIU\ClscoUmﬁedSRST FA B RAOEEANITOWTIL,
alera “ i Aol “ a %10% Wmm'c78'744(ﬁ9m
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AN—TF v b .

DT —H— SR LT EE, HEIZE T T, Cisco Unified SRST 7 A & > A & {HAIIC
HEXTHMERHY FT, DT A& AITABITITE ENET A,

Unified SRST 7 1 & > ZADMEHRILAE LA — b5 HEIZDWTIE,  [Smart Licensing Using
Policy for Cisco Enterprise Routing Platforms)] # &M L T 7230, ZOT7 AV AET /LD
> 7% A LTI, Unified SRST 7 A & > (I FEFRHH T A & 2 TT,

AIL—Tw k
AN—T > ME, TR AZN L TEHRETE AT —HOELZ/RLET, ZOMEIT. BET—FK
TRELET, TOH%, BESNTZL—FTTF—2MNEE (Tx) BLOZE Rx) SnvEd,
AN—T"y NERIICGRE LRWEE., T 74V DAL=y SBEMZRY F9,
TNRAADHRESINIZAN—T» M EMHRT DT, Z4Tra~vr FeEANLET,

cWELT T v b7+ — L D4 show platform hardwarethroughput crypto =~ > K% i
EXEC E— RTADLET,

AR T T v b7 — DA show platform hardware throughput level =2~ > K % #i#E
EXEC E— RTANLET,

WDX T varTIE, AV—""y MAOFRFE, T3 ADA)NV—T"v M PIFEAL iz A
N—T 2 hEREBALINTWRNWAL—Ty O ELELEELTHDEINEZTDEKR, T/3 X
DANV—TF MCHIBEZBEAT 570 E 200 E FDOHIEICHOWTEHA L £9,

HERLUBBRA—XDXIL—T v k

EHT&E B AL—7 MI. T34 2D CiscoDNA 7 A & 285 1D (PID) THRESNE
T, ZAUL, BMEFZIIEE TR T LN TELETT, 73 ACHLEESNTNDHD LA
CAE T,

HEZXL—T v ME

ZN—Ty FPEETREINDEE, BEALV—F v MELMENET, =& 21E, Cisco
DNA-C-10M-E-3Y /&, 10M (=10 Mbps) DO¥AEA/N—T"> MEZF>T A & X PID TTY,

FNA AN LT o fE A RER2 B A L — 7 > MEDOFENIE. 15M. 25M. 50M. 100M.
250M, 500M. 1G. 2.5G, 5G. 10G 72 X CT9, 250Mbps Z## 2% A/L—"7"» MZlL, HSECK9
AL ARBETT,

BEBA—ZXDAIL—T v MME

AN—""y FPERBICL > TEINDIGAE, BEX—ADALV—Ty MELMENET, HE
ZAL—F L LaEL, BEAL—T v MElZ~ vy B 7 E&NET, =& 20T,
DNA-C-TO-E-3Y I%, BEER—ADANL—T" METO ZFF27 A £ APID TY, ZIUTH
THY Y BT INDHMEIE, &K 25 Mbps D A/L—7 > K TT,

il
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\)

(B MWEX—2D21—7y FOFREIL, CiscolOSXE Cupertino 17.7.1a LI THHR— b I E 7,
OV Y=L, BEX—ADANL—T"y NREIL, TAATALV—T"y NaeRET D
Ee L THH#ELE I ET,

HHIENWA =T F LU BRSO T, EARERBERE IS 0 (T0) . P& 1 (T1) | B
B2 (T2) . E3 (T3) . @4 (T4) . M5 (T5) T3, T2 LA EoEfEiX, HSECK9 7
A ANKETT,
BEREIZ DWW TIE, ROBEICHEEZE L TLZEN,

« TRTOREREN, T3TD CiscoDNA 74 EU ATHHTEA2DITTIEHY £HA,

7= & 21X, T3 UL EOFEE X Network Essentials 33 & OF Cisco DNA-Essentials 7 -7 & > A TliX
HHTEERA, 2T, BESNTAL—T Yy hELTTI R I5E6, 77— L
Z A & > A % Network Essentials 33 X O" Cisco DNA Essentials [CZFE CE 2 W2 &L EK L
e

s KW, Ty T A — AT IR AEEIC Yy BTSN, B DEEE B
L7,

Cisco Catalyst 8000 = ¥ 7T v N7 4 —AL 77 I VDRRLTT v b7+ — A%, 87
DERRAN—Ty FL~ULZPR—FLET, =& 20E, T2 1%, C8300-2N2S-4T2X D
BIX1G Av—"> k., C8200-IN-4T OHA 1 500M, C8200L-1N-4T DA 1L 250M 1272

D ET,

FFE D CiscoDNA 7 A B AT AIRERB B 28 L, FFED T T v h 7+ —2DOKMEEIC
Y BHIEZHRB T, ZOEOREE LOMED AL —T y hO~ v B s (1893—
V) Ok varEZBRLTIIEIN,
FNRAAETEIEAN—T" MEZRETDHHAI LT L, BEX—ADAV—T v NEHRE
THEAILTIZONTIE, ZOREOHEEBEEX—ADANLV—T"> FOFE (197 —)
v varEZRL TSN,

EEIEB L VFBESERIL—Ty b
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Routing DNA Premier: Tier 2: 1G

Prepaid
Prepaid
Prepaid
Prepaid
Prepaid
Prepaid
Prepaid
Prepaid
Prepaid
Prepaid
Prepaid
Prepaid

Prepaid

BIEELIIEEA—RDRIL—Ty MEZHRTET DN ESNICET HHREEIE

Z A & A% CSSM Web Ul |2l D 2 L—TF
MEEBEES—ADEE EBIZERRENET, ZOXIRTA B ATHEH, BIEDO A L—
Ty MEOHREHRET D EEBEIOLET,

MDD AN—T > FOERE (203 2—) ] 2B LT EE N,

s HED T A A PID A LT-5E.
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LTORRENET, 20X 90T A4 B 2ADEE., CSSMWeb Ul DFmr b —HT %5 L5
IR R— A DA N—Ty MAZRET D20, BEDOAN—Ty MEZRETEET,

=2 DA NL—T"y FOFRE (207 <—) FHEFHEOAL—Ty FOFRE (203
R—=) EERLTLIZE0,

N

GE)  CSSMICHEBR—2DF AL APID BHY . T3 2 TEED
AN—"T"y MEZFZTET %G, IE~OEEIIH Y XA,

s EES—2DT A APID A LTZSHE. T4 72 A% CSSM Web UL (28 DfE D

BRESN-EEZHREF-IIBBRA—RDEIZERT 2425
WD F U ATIE, BEPSBEBR—ZADANL—Ty FOBEIZ, FRIEBEESR— 2D A L—
Ty NORENOEMEICE TEDXA I T, BB VERZ A I T BIOEBRN AT
TalrThirAAI LT EELITHEICLET,
o T, ANZBIED AN—T » MEZREL, 74 APIDBEED T A B ADHE -
P R — 2 DA V—T" > MEIZE# L TIE 0 8 A,

o TNA ANZEED AN~ MEZFREL., 74 B APIDBEEX—ADT AL AD
Bh AN—Ty FOBREEBEX—ADHEIZEBRTEEITN, Zux4 7 a »rT7,
P R — 2 DA V—T" > MEIZEHL L2 WGE, EE~OEEITIH Y ¥ A,

PEfE R — 2 DEICE BT D561, BUHEO AL —T"y MED D A~OLE# (2123—)
BB LT IEE N,

cEEANR—ADANL—Ty MERYAR—FINTHWDHV Y —RZT v 7 7L —FRL, 94k
Y APIDBBEER—ADYE T v 77 L — FRICANV—T"y b Z B~ — A DEIZ
TEETH, ZhUIATva T, BEX—ADAL—"7"y MEIZEBRLWGA, %
BE~DEIIH Y A,

THfEDAN—T" b R—=b T2V ) —ANLEEAZYR—bT20 ) —=Z2~D7T v
TTL—FR 214~—) ] ZERLTLIEIN,
cEESRX—ZADAN—T"y MEBRYHR—FINTWHI Y —RIZT v 77 L —FL, 94 %
VA PID PHUECTH 286 : BEEX—ADAV—7"y MEIZEE LTI 0 £8 A,
s D AN —T" ) MEDODBERYHR—FEN TR —RIF T T L —RL, 94
APID & AN—T v NORENHERX—RATHDIER ¥V T L— KT R, HEE
HAEDOAN—T" MEIZERTH2HLERH D 77,

Mgz R— 7250 ) —=2ANLHMEDOANL—T"y hOIHEFR— THV Y —ZA~DH
7L —FR QI5N—Y) ZBRLTLLEE N,
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B crvenserzezn—7y romesk

FARAREGESIA L RERIL—T Y FOEREAE

ZDO®” v aTlE, Cisco Catalyst 8000 =¥ 7 F v b7 4 —2Ah 77 I U CHEHMRER S F
SERTA B RIZONWT, HEHEZRGTORICX A ZZETTHMNEDH L —F LV AITD
WTHBALET,

CiscoDNA 7 A 7 > A D4 : [Configure a Boot Level License] — [Configure Numeric or Tier-Based

Throughput] — [Implement a Smart Licensing Using Policy Topology] — [Report License Usage (If
Applicable)],

HSECK9 7 A1 &> ZAD;4 : [Configure a Boot Level License] — [Implement a Smart Licensing Using
Policy Topology] — [Install SLAC] 1 [Enable HSECKO9 on applicable platforms] 2 [Configure
Numeric or Tier-Based Throughput] — [Report License Usage (If Applicable)],

Cisco UBE, Cisco Unified CME, % 721 Cisco Unified SRST 7 A &> ZA D4 [Implement a
Smart Licensing Using Policy Topology] — [Report License Usage (If Applicable)],

T—RrLRILSA VD RADETE

B LT S ZHIZCiscoDNA 7 A B 22 A LT GE, EREBEFEOT A 203D | 7
WA RZBEBREINTVDETIA BV AEZERE (T 77— RERIZXF 77 1L—FK, B
FIRITHIER) 7585815, ROX A7 2FTLET,

THUWCED TA B AL REESNET, RESNTEEREEGINZTHEIZY 72— RHBH
g‘?ﬁ—o

AT w71 showversion
BUERRE SN TWD T — F LT A B A2 FR LET,
AT OB TrX, Network Advantage & Cisco DNA Advantage D 7 A 7 2 ANT /34 ATHEINTWET,

1 :

Device# show version
<output truncated>

Technology

Package License Information:

Technology Type Technology-package Technology-package
Current Next Reboot

Smart License Perpetual network-advantage network-advantage

Smart License Subscription dna-advantage dna-advantage

<output truncated>

AT w72 configureterminal

SLAC 733 A = Hifaf kgL

A VA= AEINTHWEEHSE FBLON—RY=2TOERE) | TOATy T IFAFy 7 LET

® Catalyst 8200 35 L 188300 2 U — X = v ¥ F5 v h 74— A HF DI a—L 227 4 ¥ a2 L—3 = £— KT license feature hseck9

avy Rz AN LET,
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ATvT3

ATy T4

ATy TH

ATvT6

T— LRSSV RADEE .

Ja—LarZ 4 Xal—var T— RERGLET,

i -

Device# configure terminal

TINA ZADBYET NA ZADMBART SA AL U T, %47 ha~vr RERELET,

cWETT v N7 +— DA : [no] license boot level {network-advantage [addon dna-advantage] |
networ k-essentials [addon dna-essentials] | network-premier [addon dna-premier] }

AT T b7+ — L DA [no] license boot level {networ k-advantage {addon dna-advantage} |
networ k-essentials {addon dna-essentials} | networ k-premier {addon dna-premier} }

T— LT A B RAEBRELET,

TRTODT Ty N T4 —ALT, IRy NT—7 AB 7 FGA B ZAEZRELET, ZORICOH, Ft
T AT RE I B AR ETEXET,

a2~ RIESCTIE, CiscoDNA AH v 7T RAVTA B ADRENMIRT T v N7+ —ATEIA TV 3
CTHY, KBTI T b7 — AL TIHEMAETHAZ LIZEELTLTIEEN,

WO, BT T v b7 4 —LTh 5 C8300-INISAT2X V—HF DREZ TR L TWET, Xy hT—7
AH 7 AL ATH D Network Premier &, XEd 257 KA T4 2 A Th 5 Cisco DNA-Premier 73
REINTWVET,

51

Device (config) # license boot level network-premier addon dna-premier
% use 'write' command to make license boot config take effect on next boot

exit
Ja—\)L a7 4 F¥al—aryT—REET L, BH¥EEXEC T— FIZEY 7,
B -

Device# exit

copy running-config startup-config
A7 4 Falb—vary 77 AVICREERTFLET,
£

Device# copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

<output truncated>

reload

FTNRAZM)a—RENET, AT v T3 TREINZTIA B ALYLE, 2OV a— REIZOLER)
12720 oI ET,

1

Device# reload
Proceed with reload? [confirm]

*Dec 8 01:04:12.287: $SYS-5-RELOAD: Reload requested by console.
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B - ransqevzons

ATy 71

ATvT8

ATvT9

Reload Reason: Reload Command.
<output truncated>

show version

BERRESN TS T — ML I AEZRRLET,

M OFITIX, H7112 L Y | Network Premier 35 & OY Cisco DNA-Premier 7 4 £ ANHE SN TND Z &
DERINET,

£l

Device# show version
<output truncated>
Technology Package License Information:

Technology Type Technology-package Technology-package
Current Next Reboot

Smart License Perpetual network-premier network-premier

Smart License Subscription dna-premier dna-premier

<output truncated>

show license summary

EHINTNDEIA B A, AV M, BEORT =2 AZETLEREET. 71 B 2RO
eI LET,

51

Device# show license summary

Account Information:
Smart Account: Eg-SA As of Dec 08 08:10:33 2021 UTC
Virtual Account: Eg-VA

License Usage:

License Entitlement Tag Count Status
network-premier T2 (NWSTACK_T2_P) 1 IN USE
dna-premier T2 (DSTACK_T2_P) 1 IN USE

FTRPMARI L R — b (BERGE)

FTABL ALV ERE LK, 74 AERABREBRET D720, RUMLA— K (U Y —2XfFEH$E
HELVAR—1F) 2 CSSMIZEETHIXLENSLGENHD £, LAR— FBLENE I DEHERT HIZ
X, AT AR =V 5RO, show a0 FEFEHLTRY O —28BLET,

L RSB TH D D L AR AT A A v — : %SMART LIC-6-REPORTING REQUIRED: A
Usage report acknowledgement will be required in [dec] days. [dec] 1X. L AR— FEAFEG -7 02k SR
7§ (HE0) <9,

« show 2~ REFEHAT H5A1L. show license status ### EXEC =2~ > RO 1 Z# &M L, [Next ACK
deadline] 7 4 —/V R&MER L £ 7, T, ZOHAME TIZRUM LAR— k& %(F L TCSSM 75
acknowledgement (ACK) %A VA =N HMERH L EXEHRLET,
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HSECK9 5 1 £~ 2 AD SIAC DA > X k—1 [

RUM L R— b DREEHEIL, R =2 LAY — I B VU JBRETEELE PRE DIk -
TR £9, FEMIZ>WVWTiE,  [How to Configure Smart Licensing Using Policy: Workflows by Topology.J
AL TLTEEN,

HSECK9 5/ 2 AAHD SLACD A X b—JL

Smart Licensing Authorization Code (SLAC) I%, Cisco Smart Software Manager (CSSM) 7~N—#%
JVTAR, B S I ET,

B A CSSMITHERE L T SLAC 2 BUST 2 BTV < ohd 0 £, CSSMITHERET 54 itk
DERYERETINES, YAR—FSNTWDL MR YD1 22EEL T, e TH5AY v R
TSLAC ZA Y A F— LV TELXIICTIHRLENRDY £,

TRTDOAY v ROFEMNZOWTIL,  [Smart Licensing Using Policy for Cisco Enterprise Routing
Platforms] K3 = x> h® [Supported Topologies] % ZH L T 72\,

)

G TARAALALT =P TA B ARTTICREEN TS Z L 2R LET, 77— LUl
FTABADEE (200 X—) EHRLTL 72XV, show version £t EXEC =< > RO
71T, T4t AN [License Level] 7 4 —/V RIZHEEINTWD Z & &R LET,

SLACDA VAR F—JLBICHELAERY
SLAC%RA VA M=/ LT72tk. 77 v 74— LA T DIHEEDHR, OB AT &5
TLET,

Tov bT+—L SLACDA VR h—)LRICHERARY

Catalyst 8200 3L TV8300 & |/ m— b a7 4 X a2 b—3 3 F— KT licensefeature
V- 7FT7y 74— |hseck9 a2~ FEZAHLET, 2Ly, 2hbn7Ty
LD 74— "CHSECK9 7 A &7 ANEFMMZIZD £,

Catalyst 8500 > U —X = |SLAC DA > A F—NRIZT A A%V ua— RRLET,
77y N7 4 — 20 C8500L
TNDGE

sle O E I_l_I
HEODRIL—Ty FOEFE
CDRAT T, W7 T b 74 —LBXOMIAET T v b7 4+ — L TEEDOAL—T kL
NNVEBERESLHEEZRLET, A= hL"ULERELZWEES, 779 74 —2D
T 7 F N NDAN—T" N LAULINEINZ Y £,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |
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B zEozxr—79 rox

SAEVRESAEVRETL |

AN—T" > FLULERET HITIE, WY T v b7 4+ —2 (Catalyst 8200, 8300, 3 L
8500 vV —A Y STy RN 74 —2L) TUr—RBKLETT, RKETT7y b7 +—A
(Catalyst 8000V = Y 7 b7 =7) ORE, Ve— NILEHD A,

1R BRI

BB LUOMgN—2D 2 L—TF > b (1853—) BLUOHE L MEX—2ADA/L—T v
FOBRE (197 2—) OBZ a2 LTI,

e TNRAANZT — F LN TA BV ANRT TICHESIN TS L 2R LET, 7148
ANFEESN TN E | ZA—Ty MEEZRETE RV ET, 77— b7 4%
VADERE (200 2—) B LT EEV, showversion ¥k EXEC =~ > RO
T, 74 &2 AN [License Level] 7 4 —/L RIZIRESNTWDH Z & 2R LET,

250 Mbps 8 2. D AN—"T"v NEFRTET HHEX. ZOX A7 ZHtH7 5 A1l Smart
Licensing Authorization Code (SLAC) %A > A b —/L 3 0303 H Y £9, HSECK9 7 A
T AHDSLAC DA A b—/b (203 X—) R L T Z X0,

250M DfEIX, HSECK9 7 A & ADOFIECh DL PRETE T, VAT L TIEHGN
R ENET, BV, HSECKO BT 3 2 THEAFTRERSEAICITERN A v Y 7R
HohWo/znZ e <Td, Ay b TEIEDY V—ATLOEE (1883—) &ML
TLTZEW,

fEHTE LA NL—7y MIEFEBELTLLZESWY, Ziud, A L7 CiscoDNA 71 &2 A
PID IZ/RENTWET,

ATV TN THAA ZARYIRT ASA ADMIRT A ANTE LT, %M TDa~vr FEASLET,

cWFT T v b7+ — LDOHE - show platform hardware throughput crypto
AT T v N7+ — A DA« show platform hardware throughput level

TNA ADBUED AN—T"y LV EFRLET,

USRI

« show platform hardware throughput crypto O i ) #ili%, ##~7"Z » b7 +— 2L (C8300-2N2S-4T2X)
DHLODOTYT, ZITIE, A=y FLULR250M IZAH > ML EHTVET,

« show platform hardwarethroughput level D H 6%, R Z » b7 +—24 (C8000V) D& DT,

1 -

Device# show platform hardware throughput crypto
Current configured crypto throughput level: 250M
Level is saved, reboot is not required
Current enforced crypto throughput level: 250M

Crypto Throughput is throttled at 250M
Default Crypto throughput level: 10M
Current boot level is network-advantage

OR
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ATy T2

ATvT3

ATvT4

giEozL—7v rogz |

Device# show platform hardware throughput level
The current throughput level is 1000000 kb/s

configure terminal
Ja—N)L ary 7 4Xal—yay B— RERELET,
i

Device# configure terminal
TN ADPIRT SA ADMFHLT A ADNTIE LT, BN Ha vy FERELET,

cWFLT T v b7+ — ADOHE  platform hardware throughput crypto {100M | 10M | 15M | 1G | 2.5G |
250M | 25M | 500M | 50M }

AR T v b7 — L DOEE  platform hardware throughput level MB {100 | 1000 | 10000 | 15 | 25 | 250
| 2500 | 50 | 500 | 5000}

AN—T o R ERELET, FRINBANL—F v AT aid. TAAL AL TR 9,

GE) M7 T7 v F 74— BIXWMEET Ty F 73 —A T, 7— LU T4 BV ARRESHL T
LHZLHEWRELET, £HoOLRWNWE, avw s RRavw L RIL v A2 —T x4 ATHN LD &
LT SnETA,

NRERLIE

W T F 7 — AT 1Gbps BREINTWVET, T ATIITINTNDLY T R =T /R—
¥ = 1% CiscoIOS XE Cupertino 17.8.1a TH V| ZHUIHENAL—T' v b Amy N 7R EH NS
TEEEWRLET, Vr— &I Ty T7A NI —L XU RN —LDANL—Ty FOEEN 2
Gbps Ol # 2 5 Z Lidd 0 FHA,

AT T N7 4 — L T5000Mbps DX E SN TNET, TAA ATETEINTNDLY T b T /83—
¥ 3 1% Cisco IOS XE Cupertino 17.8.1a TH V. ZHITEET —Z 235000 Mbps TAL» b U 7 &
NLZEEEWRLET, RET—ZIFAry N U7 ESnERA,

&1

Device (config) # platform hardware throughput crypto ?

100M 100 mbps bidirectional thput

10M 10 mbps bidirectional thput

15M 15 mbps bidirectional thput

1G 2 gbps aggregate thput

2.5G 5 gbps aggregate thput

250M 250 mbps bidirectional thput

25M 25 mbps bidirectional thput

500M 1gbps aggregate thput

50M 50 mbps bidirectional thput
Device (config)# platform hardware throughput crypto 1G
% These values don't take effect until the next reboot.
Please save the configuration.

OR

Device (config) # platform hardware throughput level MB 5000
%$Throughput has been set to 5000 Mbps.

exit
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Jsua—Lar7Z 4 Xal—rary T— REKT L, 8 EXEC T— RIZREY £7°,
51 -

Device# exit

AT 75 copy running-config startup-config
AT 4K a2l —vary Ty AMCEREERTLET,
11 -

Device# copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

ATv 76 reoad
FALARY B RERET,

(E) A=y FERELTWOLTNAA ABYET T > b7 5 — 5 LICHLGEICOH, ZOFIEEZE
TLET,

BT h 7 —LTAL—T v hERELTWAEASIL, ZOFIEEZAF Y T LTLLEEN,

1 -

Device# reload
RT9TT THRAAPYERT NS, ADMIET SA ADE LT, #4Toa~vr REAILET,
WIBT Sy kT —LDIGE : show platform hardware throughput crypto
R TS v b7+ —LDIGE : show platform hardware throughput level
TNA ZADBUED AN—Ty LV EFRLET,
EY b BT~ b7 4 — A TiL, show platform hardware gfp active featureipsec state 4 EXEC =< >
FEAALT, BEENTWDLAL—T v FL~ UL ERTHZ L TEET,

1

Device# show platform hardware throughput crypto
Current configured crypto throughput level: 1G

Level is saved, reboot is not required
Current enforced crypto throughput level: 1G
Crypto Throughput is throttled at 2G(Aggregate)
Default Crypto throughput level: 10M

OR

Device# show platform hardware throughput level
The current throughput level is 5000000 kb/s
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BER—XNDRIL—Ty FOHTE

CTOHARAT T, WEBLIOMAR T T v F 73— ATHEEBR—ADANL—Ty FL-YLERTE
THHEEZRLET, AV—Ty LUV ERELRWGS, 77y 74 —LDT 7 4/ b
DAN—T"> N LU REM Y 97,

BEJE R — 2 D AL—T > kLU, Cisco I0S XE Cupertino 17.7.1a AR TOHY R — bk i
£7

A= UL ERET DICIE, WET T v b7 4+ —24 (Catalyst 8200, 8300, F LW
8500 >V —X Y STy b7 xr—2L) TIa— RKBRRETT, KET7 Y b7+ —24
(Catalyst 8000V =Y 7 hy =7) OFE, Ve— REIXNEHD XA,

1R BRI

BB L OB R—2D A L—F v b (1853—) BLUOKE L EX— 2D 2 /L—TF
roE (197 X—) Ok 7 a2 LTI,

e TNA AT — ML TA B ANRTTICEESN TS Z L 2R LET, 7148
ABPRESNTORNE | 2=y MEZRETE R RV ET, 77— L LT 4F
VADBRE (200 5—) BB LTL XV, showversion $# EXEC =t~ RO H
T, 74 &> AN [License Level] 7 f — /L RIZEESNTWND I L ZERLET,

« Tier2 (T2) U EOBEBEZZRET 25X, ZOX A7 #4479 2 AilZ Smart Licensing
Authorization Code (SLAC) %A A h—/LFBMENRH Y £9°, HSECK9 71 & A
D SLAC DA A F—L (203 <X—3) #BBL T &N,

PS5 o N7 F— A TliE. SLACHA VA F— XN T2 WA, T2 FoRE
IIFERENEE A,

AR T T N T — A TIEL, SLACHA VA M= ENTWVWARWEAETEH, T-XTOD
Mgt~y a URERRSNET, 7L, T2 U EORE 3% ET 525513 SLAC 23
LIZ\E b(\‘jao

3 (T3) Z2RETIHHAIL. 7 — b LU T A & 25 Network Advantage/Cisco DNA
Advantage, ¥ 7213 Network Premier/Cisco DNA Premier TH 5 Z & ZfER L T X, T3
PLEOMERE X, Network Essentials 33 JX OF Cisco DNA Essentials Tl A — F I TV EH
Ao

e 11 fHlZ. HSECK9 7 A o ADFHZI MO LTRETEET, VAT LTI ST NFA
SENFET, EWE, HSECKO AT A A THEAFRER A IITEN 2 v MY 7 0NE%)
2752 Td, Any NI U ITEIED Y U —RAZLDER (188X—) &ML TL
722N,

fEHTE AN —7y MIEFEEBE LT ZSWY, Ziud, A L7 CiscoDNA 71 &2 A
PID {Z/RENTWET,

ATV TN THNA ZARYIRT ASA ADMIRT A ANIE LT, &M TDa~vr FEASILET,
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BT T o N7 — L DA« show platform hardware throughput crypto
AT T v N7+ — A DA« show platform hardware throughput level

TNA ZADBIED AN —T > P L~V EFRRLET,
AT OH]

« show platform hardware throughput crypto O i ) #ili%, ##~7"Z » b7 +— 2L (C8300-2N2S-4T2X)
DHLOTT, ZOFITIEANL—T"y MIBE 250 Mbps [IZA T MLENTWET,

« show platform hardwarethroughput level D 1 7)fili%, REE7Z > b7 +—2L (C8000V) D% DT,
ZOFITIIBRED AN—T"v b L~ 10 Mbps T,

1 -

Device# show platform hardware throughput crypto

show platform hardware throughput crypto

Current configured crypto throughput level: 250M
Level is saved, reboot is not required

Current enforced crypto throughput level: 250M

Crypto Throughput is throttled at 250M

Default Crypto throughput level: 10M

Current boot level is network-premier

OR

Device# show platform hardware throughput level
The current throughput level is 10000 kb/s

2T w72 show license authorization
(F7Fvay) fEA L RAZ 2D SLACITEREZF R LET,
WO

*SLACIIWE T 7 v 7 4 —LIIA VA P— A ENTWVWET, ZHE, R EZHRETEDHLHITTH=
HTT,

SLACIHRIB T T v b 74— TITEHTE E A, TN BREDOFIETAL—Ty FOREIZED
LB ENIEBR L TLLIEEN,

51

Device# show license authorization
Overall status:
Active: PID:C8300-2N2S-4T2X,SN:FDO2250A0J5
Status: SMART AUTHORIZATION INSTALLED on Mar 02 05:05:19 2022 UTC
Last Confirmation code: 418bllb3

Authorizations:
Router US Export Lic. for DNA (DNA HSEC) :
Description: U.S. Export Restriction Compliance license for
DNA based Routers
Total available count: 1
Enforcement type: EXPORT RESTRICTED
Term information:

Active: PID:C8300-1N1S-4T2X,SN:FDO2250A0J5
Authorization type: SMART AUTHORIZATION INSTALLED
License type: PERPETUAL

Term Count: 1
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Purchased Licenses:
No Purchase Information Available

OR

Device# show license authorization
Overall status:
Active: PID:C8000V,SN:9I8GRCH8CMN
Status: NOT INSTALLED

AT w73 configureterminal
Ja—\)y a7 4 F¥Fal—yaryET—RefBtLET,
1 -
Device# configure terminal
RATY T8 THRAZABYIRT SA ADMIET NA ANIIE U T, #4THa~v L RERELET,
WP T v b7 — LOHE : platform hardware throughput crypto {TO|T1|T2|T3|T4|T5}
AT v N7+ — L DY4  platform hardwarethroughput level MB {TO|T1|T2|T3|T4}

PEE R — 2D AN~ R ELET, BRENDANL—T v bA T aid, T3 AL - TH7
0 ET,

GE) OO T <TI0l BEOAPRa~v FTHRESNTHWEY, CLITa~v Y FE AT L L&,
B OBNRT LI, BEEBEEOMEP T RSN ET,

UTE M7 Ty 74— BT Ty b7+ — L OMmFIZHET S ET,
e T— ML ANATA B ATT TIERESNA TSI LEMRLET, £ TRhITNIE, Ar—"7v |

—~

DREDaA~< L NIa~vr R I A0 —T A ATHED R LD L LTRBINERA,
T2 LA EOMEE 2R E L TV AEE1E, SLAC A VA h—LENTWET,

W75 N7 4 —ATiE. SLACRA VA F— A ENTWARWES, R FOEEBEZET S L
I TEEHEA,

AT Z v b7 —ALT, SLACRL TT2 U EOMEZRET D &, WA 2 o AXHBIIC
CSSMIZT 72 ALTSLAC #ERLCA VA=A L LI ELET, RIILESLA, AV—7v k
ERRESNBERBICRESNE T, R LR 8BE. VAT AT AL—T7 > k% 250Mbps IR E
LET, SLACA Y A =L ENTWDEE, A—7y MIBBICREZICHRE SNTEIZHRE
EnET,

NRERLIE

W7 T E 7k —ALT1Gbps DREINTWNET, T ATIITEINTNDLY T R =T /R—
¥ = 1% Cisco10S XE Cupertino 17.8.1a TH Y . ZIUIEHALV—T> b xay N U REH S
TEEEWLET, Ve—RREIX, Ty T AR =L EX TR N —LDANV—T" NOEFIN 2
Gbps OHIREH2 5 Z Lidd 0 FH A,

ARAET T v BT 4 — L T5000Mbps iR E SN TVWET, T ZATETENTNWDLY 7 b T /N—
¥ 3 1% Cisco IOS XE Cupertino 17.8.1a TH V. ZHITEET —Z 235000 Mbps TAL » b U 7 &
NHZEEEWRLET, ZET—FFAry M) U7 ENERA,
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BT > b7 4 — 2L (platform hardwarethroughput crypto) Ti&, SLAC 251 > A h—/L &3 TV
L7z, T2 UL EOREERFRRENE T, SLAC MERTE W6, RS dx MroMEEIT T1
T4,

FNRAATEITENTND Y 7 b7 =7 /3= 3 1% Cisco I0S XE Cupertino 17.8.1a T 0 . ZiUIFtE
KAN—Ty b Ay N BRSNS ZE2EKRLET, Vr—F&EIX, 7Ty 7 AR —AL
H A RN)—=LDAN—Ty hDOEFN2Gbps DHFIREZHB 25 Z Li1EH 0 XA,

AT T v b7 +—2 (platform hardwarethroughput level MB) Tld, T _XCOMENAERINE
o T2 WEREINTt%, SLAC 34 VA =L SN TWRNZDIZREMTOI TWRN T & 2 EE
TEHYAT LA v E—URERENET,

1 :

Device (config) # platform hardware throughput crypto ?
100M 100 mbps bidirectional thput
10M 10 mbps bidirectional thput
15M 15 mbps bidirectional thput
1G 2 gbps aggregate thput
2.5G 5 gbps aggregate thput
250M 250 mbps bidirectional thput
25M 25 mbps bidirectional thput
500M 1gbps aggregate thput
50M 50 mbps bidirectional thput
TO TO (up to 15 mbps) bidirectional thput
T1 Tl (up to 100 mbps) bidirectional thput
T2 T2 (up to 2 gbps) aggregate thput
T3 T3 (up to 5 gbps) aggregate thput

Device (config) # platform hardware throughput crypto T2

% These values don't take effect until the next reboot.

Please save the configuration.

*Mar 02 05:06:19.042: %CRYPTO SL TP LEVELS-6-SAVE CONFIG AND RELOAD:
New throughput level not applied until reload; please save config

OR

Device (config) # platform hardware throughput level MB ?
100 Mbps
1000 Mbps
10000 Mbps

15 Mbps

25 Mbps

250 Mbps

2500 Mbps

50 Mbps

500 Mbps

5000 Mbps

TO TierO (up to 15M throughput)
T1 Tierl (up to 100M throughput)
T2 Tier2 (up to 1G throughput)
T3 Tier3 (up to 10G throughput)
T4 Tierd (unthrottled)

Device (config) # platform hardware throughput level MB T2
%Requested throughput will be set once HSEC authorization
code is installed

2Tv 5 exit
Ju— b ar 7 4 Fal—iary EB— KT L, B EXEC £— NIZEY £1,
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ATvT6

ATy 17

ATvT8

gE~A—20z2L—Tv oz ||

1 :

Device# exit

copy running-config startup-config
a7 4 Xal—vary Ty A VICEREEREFELET,
1 -

Device# copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

reload
TNAZANY e—RFENnET,

G X/l/~7/ FERELTWDT AL ZABRYIRT Ty N7+ — L EIZHDIGEIOR, ZOFIa%EE
ITLET,

KBTSy F 7+ —ALTANL—T v FEBZRELTWHE LV ZOFEERAX Y T LTLIEEN,

£
Device# reload
TN AP T NSA ANMEART SA AN LT, 4T 5avyr REATILET,
WIBT Sy kT —LDIHE : show platform hardware throughput crypto
R TS v b T+ —LODIFE : show platform hardware throughput level
TNAADBUED AN —T >y F LV EFIRLET,
WA oB)
METT v b7 A — AT BEEOMEIE T2 ICRESNTVET,

Ev b BT~ b 74— A TiL, show platform hardware gfp active featureipsec state ¢4 EXEC =
< REANLT, BESNTWDANL—T Y LA R RTHZIEHTEET,

AT T v N7 A — AT, AN—T B 250 Mbps ([ZEXE SN TVWET, SLACH A A h—/L &
NTWDHEE, Z—7y MIABNICREBRICRESNZETHD T2 ITRESNET,

1

Device# show platform hardware throughput crypto

Current configured crypto throughput level: T2
Level is saved, reboot is not required

Current enforced crypto throughput level: 1G

Crypto Throughput is throttled at 2G(Aggregate)

Default Crypto throughput level: 10M

Current boot level is network-premier

OR
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Device# show platform hardware throughput level
The current throughput level is 250000 kb/s

sle O . ~ b 3 1 LS

BEDAIL—Ty MEMNGEBADEH
ZDHRATTIE, BUEDOAN—T"y MEZBEEN—ADAN—T" MEIZEWRS 2 HEERL
T, HEOAL—Ty MEREROMEIZED LI IC~ vy BV T ENDE0EMDITIE, BEE
JOEEDOAN—T > bDO= v BT (189 =) OFXRESZML T TEE N,
AN—"T N LUV EBEET HI121E, ML T v b7 4 —2 (Catalyst 8200, 8300, 3L
8500 vV —RA Ty 7Ty h74—2L) TIa—RRRKLETT, FETI7y v 71 —A

(Catalyst 8000V =Y 7 by =7) O, Ve— REInEH Y A,

1R BHHEIIZ
cHME LB N—ZA DA NL—Ty FOERE (197 3—) OB 7 a 28R LTLIEE N,
* 250 Mbps LA EOEAED A/—T" > b & B L5513, 7 /3A AT SLAC 84 A h—

LENTWAZ EE2HERLTLZ &V, HSECK9 T A4 B> A D SLAC DA A h—/L
203 X—) LT 7Z &V,

c ZDTNRAATEITENTNWD Y7 =7 /83— 3 0%, Cisco I0S XE Cupertino 17.7.1
LDV U —2 T,

ATV TN THAA ZARYIRT ASA ADMIRT A ANTIE LT, %M TDa~vr FEASLET,

cWET T v b7+ — ADOHE - show platform hardware throughput crypto
AT T v N7+ — ADYA : show platform hardware throughput level

TFNRA ATHEFITENTWDANLV—Ty hEFRLET,
5 -

Device# show platform hardware throughput crypto
Current configured crypto throughput level: 500M
Level is saved, reboot is not required
Current enforced crypto throughput level: 500M

Crypto Throughput is throttled at 500M
Default Crypto throughput level: 10M
Current boot level is network-premier

OR

Device# show platform hardware throughput level
The current throughput level is 100000 kb/s

ATV T2 THNAZARYIT ASA ADIRT A ANTIE LT, &M TDa~vr REASLET,

WL T N7 — L DA : licensethroughput crypto auto-convert
AT T v N7 +— L DYA : license throughput level auto-convert
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ATvT3

ATy T4

ATy TH

BEORL—T v rMapsEE~ozE [

BMEDAN—T"y NEREEN—ADAN—T"y MEIZEHRL E, B S A7RE O CLLIZR RS L
\i ﬁqo

i

Device# license throughput crypto auto-convert

Crypto throughput auto-convert from level 500M to T2

% These values don't take effect until the next reboot.

Please save the configuration.

*Dec 8 03:21:01.401: %CRYPTO_SL TP LEVELS-6-SAVE_CONFIG_AND RELOAD:
New throughput level

not applied until reload; please save config

OR

Device# license throughput level auto-convert
%$Throughput tier set to Tl (100 Mbps)

% Tier conversion is successful.

Please write memory to save the tier config

copy running-config startup-config
a7 4 X2l —vary Ty A VCHEREERTFELET,

GE) BENSHEBR— 2D A N—Fy hA~OEBIFEHT S a3~y N3EHE EXEC =2~ RTTHR, =
Da<y NEFEITary 74Xz b—a U EBENSBEEBR—ADHEICERE LEST, LEA-T,
‘KO —RREBEOME L HIZERINDLIICHREERETIVNERSY £7,

1

Device# copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

reload

FTNRA AN —RENET,

GE) Va—RiX W77 v 74— AL TOHLETT,
&1

Device# reload

Proceed with reload? [confirm]

*Dec 8 03:24:09.534: $SYS-5-RELOAD: Reload requested by console.
Reload Reason:

Reload Command

TN ADPERT A ZIMART ANA ANTE T T, N353~ Fe AN LET,

cWB 7T v N7 4+ — ADOYA : show platform hardware throughput crypto
AR T T v b7 — L OHE - show platform hardware throughput level

TN, ATHEETEIN TWAAL—Ty b2 RLET,
1 -

Device# show platform hardware throughput crypto
Current configured crypto throughput level: T2
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Level is saved, reboot is not required
Current enforced crypto throughput level: 1G
Crypto Throughput is throttled at 1G
Default Crypto throughput level: 10M
Current boot level is network-premier

OR

Device# show platform hardware throughput level
The current throughput level is 100000 kb/s

AT T6 BRPET LI 2B LET,
T v b7+ —LDE : licensethroughput crypto auto-convert
AT T v b7 +— L DA« license throughput level auto-convert

EVNEBMPTET LIl a/ nAF =y 7 T50I0, Bia~ L FeBEANTLZLHTEET,
BAEDAN—T"y MEPRT TICEBL SN TV L HEIT, BRI TWDL LR T A v E—Y
WFEIRSNET,

51 -

Device# license throughput crypto auto-convert
Crypto throughput is already tier based, no need to convert.

OR
Device# license throughput level auto-convert

% Tier conversion not possible since the device is already
in tier licensing

BIHEODANLN—Ty bZEHR—+rF5) ) —XAhLEREFHR—FT 5
1)) —ZA~ADT7vTTL—F

Cisco I0S XE Cupertino 17.7.1 LAED UV —R |27 v 77 L— KL, EbIZT7 At A PID )3
JER—ADLGE. AN—T"y FOREEREEN— ADMEICEHRT L0 BIEOALV—T"> FD
REERFFCEET,

\)

GE)  CSSMIZEBRX—AZADT AL APIDNHY ., T/ ATHREDANV—T"y MEDRKRE ST
WASE . BERE~DOEEIH Y £ A,

PN — 2 DEICEBT DA 1E, RESNTNHAL—TFy FL~ULIZSE U TRERT 7
Ta NIEBELTLEEN,
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| s1tvrESAEVZETL
BRESR— B0 U—ZDSMEDRL—Ty FO#EFR— T 25U —2~0F9o T L—F [

FOTTL—FHIOR |7y T L—FRRIO7oay MIAUB~ADT Y 5 L— FED
L=y FDERTE THoLay

250 Mbps A LB IIARETT, BALD A N—T" MEH & HEE~
DI (212 X—)

T

N

250 Mbps &% L\ T2 |24 53561%. HSECK9 7 |HUED A /v—7" Ml b FEfE
A B ARG L TSLAC 24 > | OFH (212 X—)
A M=/ LET,

250 Mbps & ¥ K&\ | ALEIIRETT, BAED AN —T" > MED 5
DEH (212 2—)

Eﬁ

I~

BEEZYR— T2 —ZXADNHBIEDRIL—TY FOHEHR—
THYY—ZRADEOTL—F
BIEDAN—T" NOBREDH MBI HR—FINTNDHY V=R IH T T L— KT 58

BT L— RT AR, BEER— 2D A L—T > N OEHEBAED A —T  MEIZ ﬁ@?
é%%ﬁ%@iTo_ﬂi\74?/%HD#WEA~X@74t/1HDT%%%QT%

EET,
A\

AR OBER—ADANL—Ty MERF U7 L— RENCRESN TN T, BEICEEETICH v
7 L— RLIHE, BEOKEIX17.7.1 KOAIOA A—T TSN, REITRKL E
T BT, A=y EBF T T L— RO L~VZETTL SR WGERH Y X7
L— RZICHIED ANV —T"> ML~V ERET HULERDH D 77,

B9 L—FRRIDR | ZFOV T L—FKRIOT7o>3ay (MMM KYRION—Ca V(i
L—Tv FDERE JL—FKLf=8ODT7HoL 3y

% ALE I AT, ALE I AT,

I3

i

BEOANV—T"> FOFRTE (203 [AFIZAETT,
~—D)

i

A s = LN —

FEARTEEESA LV RETIL
TAB L AETNVL, FHTDHITA B A2 Aa~YO XT3, 3w 4 5
NEEFRLFET, CiscoCatalyst 8000 =~ 7T v N7 4—A 77 I U TiE, ROTA R
ETNEMATEET,
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. EATMELS ALV RETI

RY—#FERALEAT— 54 EUR
TDOTARSAETATIE, BHTEITIASABUAEZBAL, T ATRELTND, BEIC
JECTTA B ZADOMERRI A HE LET, BHHE T o 2B LA 7 A 2o 2% H
LTWaHaziRe&, Y7 =7 2 ICHEM TN TV 7A B 2D 5
RIS, F—DBEERER R ED T A & AEHOBIEELTET T2 LETH Y A,

ZDT7 A AET /ML, Cisco Catalyst 8000 = v ¥ 7F v b7+ —L 77 I U DT TOR
g CHAR—F SN TWET,

FEHIZOWTIE,  [Smart Licensing Using Policy for Cisco Enterprise Routing Platforms] % 28 L
TLEENY,

RAF7RX1—3— (PAYG) 51t R

)

() ZoOTF7A48AET VL, Catalyst 8000V =¥V 7 b =7 TORFHTE £,

Cisco Catalyst 8000V (X, HffE— Rt ar hr—FF— RO} T, Amazon Web Services
(AWS) 3 L U Microsoft Azure Marketplace CT? PAYG 7 4 £ AET )LV KR — F LE T,
Cisco Catalyst 8000V Kff#i#4 Amazon ¥ A A — (AMI) F7oiF3~A T XAa—ad—F Ak

YAETNTE, RESNIHRA A R TEET,

« HEE— R TlX, AWS F 7213 Azure Marketplace 2> S EfA A X A &8 L CEH %
BIIECTEET, TA BV REIA A—VICHDIAEIL, AV AX U AZRENT D &, BIRL
TeTIA R AR =D ERESNTZ A= FL-ULRERNCR D £,

» Cisco I0S-XE Bengaluru 17.5.1 2269 R — &b 2> hr—7%E— R T, [Onboard
Cisco Catalyst 8000V Edge Software Hosted by a Cloud Service, Using PAYG Licensing] (27—
T, WANTT /34 A% Cisco SD-WAN (24 VAR — KT HHERH Y £4, ZO%, AWS
MHA VAR AERET D L WHIROAL—T > hOTZDOIZTA B ARTTICA v
A M=V ENTET A ARERENET,

IF—P R HY—ER T4 REH
YR =Y R P =R TA U REK (MSLA) &, —ERT A X —nifOWAT 77
7 LEHKITY,
+ CiscoSD-WAN O > hA—5E— KD MSLA
Cisco SD-WAN = > h @ —F F— R Ci&, MSLA | Cisco Catalyst 8000 = ¥V 75 v k
T4 =577 IVOTRTORBETHR—FINET, FEHICONTEL, LTE2Z3RLT
<IEEW,
[Managed Service Licensing Agreement (MSLA) for Cisco SD-WAN At-a-Glance.]
[Cisco SD-WAN Getting Started Guide] — [Manage Licenses for Smart Licensing Using Policy |

['Cisco vManage How-Tos for Cisco IOS XE SD-WAN Devices] — [Manage Licenses for Smart
Licensing Using Policy ]

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK
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https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/at-a-glance-c45-743271.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/vManage_How-Tos/vmanage-howto-xe-book/configuration-xe.html

| s1tvrESAEVZETL
TGECC PRSP E L A |

« BEDE—FOMSLA
H#E— R TiX, MSLA I Cisco I0S XE Cupertino 17.9.1a LARE® Catalyst 8000V = ¥/
T hU =T TOMEMNTEET,

ZECHOWTIE., TMSLA] 2B L TL &0,
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Cisco Catalyst 8000V /\— K =z 7 & VM D
g1q:0)ﬁﬁﬂlb\

Cisco Catalyst 8000V D% 7 7N a—F 4 7 LT T4, BR— k3T
HN—= R 2 TIWZNV—ZBA A M=V EHN, RO VM DOBEMERHT SN TND Z LR L
e
e P NN R =2 T RN RN PROFE TP R—=FEINTWBZ L EHERALET,
VMware Zf#H L TWAEE, — =0 VMware N— R =7 AfPE) 2 MZEFN T
WA Z EEMERLET, OV TIL, VMware D~ =27 VAR LT EEW,

fEHENTWVA /O T /314 A (FC, iSCSL, SAS 72 &) M VM R —Z k> THHR—k
ENTNWAHZ L ZERLET,

e TR RAMMA VM E A R=RA P RA MHOY— 2B B TENTWD Z & 2R
Li—é—o

VMware Z{#EH L TWAEAE, —/3—IZ VM & VMware ESXi Ol &V HR— F3 5D
W R RAM 3% Z & ZfEad LET,

« Cisco Catalyst 8000V T/ A /8= S FDONR—D g VBRI R— FENTWDHZ L 2R L E
‘j‘o

« AEVY DR, CPUDE, BLOT 4 A7 YA XZHOWTHEENC VM BAREINTND Z
LB LET,

Y AR—FSHTVDERY FU—2 FIANZHMALTINICHRESHL TN D Z & s
L/iﬁ—()

« Cisco IOS XE 17.6.1 LI, 7" A & VM 723 RDRAND F 7=/ RDSEED, & AWMEIF D
DOMEEYR—FLTWAESIT, FIPSET— REENCTEXET, FNLUSNOBEEIZ, —
T—=RA v —UNEREINET,

Cisco Catalyst8000V T v Y I Iz 7 A VR M—LULELVIV T FalL—ar HA K .



Cisco Catalyst 8000V /\— K7 = 7 & VM D EH-DHER

\}

GE)  —HEBD NA 28— 3 HZ1E. VM TO RDSEED % 72 /X RDRAND,
HDHWNIEDOWM G OERE 7 v v 7T 5% EAT > a VEIET
VEAAL LT T ar BV ET, INHOF T a LIFEMICL
RNTL &Y, DF V| FIPS T— RZARNTT D881,
RDSEED % 721Z RDRAND, & %\ MEZE D] 523/ NA 73—3A 4
WEoTo7 ey 7 SNBVWEIICTLILENHY F7,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



523 =

CiscolOSXEY D bz 7D7 v 75 L—
N

Cisco Catalyst 8000V {iAH/L— & (X, Cisco CSR1000V F 7=1% Cisco ISRv &R L7 T v K 7 4 —
LT 5 CiscolOSXE 77 » b 7 +— AL TEIWEL 7, Cisco Catalyst 8000V /L — Z Z i 14 5%
1Z1%. F£ 7 Cisco Software Download X— 06 Y 7 MU =T A A=V EBELET, 1A
N—=T7ANERGL, A VA N—LVERET v 77— RERBLET, 1A =L
T7ANDFEMMIONTIE, A A= T 7 AL (9X=D) 2ZRLTIZSV,

BEAF D Cisco CSR1000V % 721 Cisco ISRv Z i L TW 55513, [Cisco Software Download]
R=UNEFEHDOA VA RN—=NVT 7 ANV EF T a— L, ZOETHIT S FIRICHE-S T
Ty T = Rt AEMBT AMNEND D £7,

Cisco Catalyst8000V DY 7 kD 7 /v ir—o

Cisco Catalyst8000V DY 7 b 7 =7 A4 A =L, A/ Ny r—YBLOA T a o7 /3y
=YL LTHATEET, FSMEv =V, Y7 a7 IRy =V naLy
VarnEgENTWET, YT TV Iy =V, LD S EhERE
ST 2@ ROy 7 v 2T 77 ANTT, ANy r—VEFEHTL L. Hrxod T3y
=T RCEIVED) T NI 2T A A=V DA 70— RTCT v 77 L—RT5ZLRTE
£

fxDY 7 v 2T TR =L T v 77— RT3 2 ERNTEET, HDHVIE
FEDHE NN r—DY 7 Ny =T H TRy —UFT X CTEh: HH Ny r—VRE0T v
TL—RO—8ELTT v 77 L—RTH5ILEHAMETT, A/ v r—VICEENLlA D
YT Ry =B LT —2 2 F 7T D56 1%, Ciscocom NHA A—VEX T ra—R
L. TOA A=Y Ha2 DOV TRy r— % L £,

YT =B FER LT v T — Rt A r—URER LET v S L— KLY
H AT UEENDRLS RV ES, 20D, BTy b7 U ROV NSWERNRR T, 7
Rolr =V LT v 77— R HEEHERLET,
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CiscolOSXEV 7 k707 v I L—F |
B cisco cataystso0ov 7 v 75 L— R oSS

\)

() Cisco ISRv F 721% Cisco CSR1000V % Cisco Catalyst 8000V |27 v 77 L— R LTH, 77 AV
SVATFLADLATY MNIEHEINT, 77 ANV AT ARG THEXF T4 T V=7 PR K
TR EOFHRED ORI ET A, TNHOKEZRIAT HITIX, A A M= a5
TTHVERDY FT,

| o

EE  BEfFD Cisco CSR1000V F 72 1% Cisco ISRV % 9~ % = — 4 — 3 Cisco Catalyst 8000V |27 7
TL—FRT 556, A8 AFBROEEHELET, 727201, 250 Mbps &2 5 A/L—
7y UL EELTT HITIE, HSECK9 7 4 ¥ ANMETYT, 7 v 77 L— FHIIZ 250 Mbps
HBRDAN—T"y FLVULEFETLTWESREIE, 7y 77 b— FRICYH —E A &1 5
72 DIZHSECKY 7 A B AZMAT HMERNH Y £, 7 v 77 L— FEIZ HSECK9 71 &
VAMEATERWES, A/L—F > ME 250 Mbps IZHIFR S ET, CiscoDNA H7 27
T alR=ADTA VU AET MY EZ DA X, B L Catalyst 8000V JEBH 2 52179
LVENDHY ET,

« Cisco Catalyst 8000V D7 v 77 L— RO 7= DEHESME (222 <—)

* Cisco CSR1000V 3 L O} Cisco ISRV 7 7' 7' L— K HSECK9 7 A & o A% (223 ~—
D)

« Cisco Catalyst 8000V D7 v 77 L — ROHKIKHEE (223 ~<—)

c A VAR IE—FDOTFErEATE— (225 —2)

« Cisco Catalyst 8000V % A > A h—/L&— R TEEITHHEE (230 <—)

e A VAI—=NE—RTOT v 7 7L —FK (236 <—)

A VAN—NE—RTOXT 7 L— K (236 X—)

VT NY T A LA RN—ADOFIE (237 RX—)

e AVA =N av  REFHLEY 7 N2 T A VA N—AD T TNy a—T 47
(238 X—)

I THFELNLER (238 X—2)

Cisco Catalyst 8000V D7 v 74 L— FD = DHIHRFEH

cAADY T T X a— K X—U)5 Cisco Catalyst 8000V Y 7 b7 =7 A A —
VERRFLET, A VA=A T 7 ANVDAFFECONTL, A A=V T 7 AL
DFTra— R ZBBLTIEEN,

« T T T L— REFITTDHHNT, A /8= PO =T g & LE 9, CiscoCatalyst
8000V TEIFERE I H @ CiscoIOS XE /X — 3 5 L TANA /=N FDONR— g U3 R— k
EINTWRWEE, 7Ty 77 L — RIS LEEA,

« Cisco Catalyst 8000V ¥ 7 h 7 =7 A A —UITT 5 VM O A E U BN SN TnD 2
CLEMRLET, Ty 77— REONRN—T 3 VZURTION—Va ) S REAEY

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



| CiscoloSXEV T k7D 7yTHL—F
Cisco CSR1000V 5 & U Cisco ISRV 7 v 75 L— K o) HSECKS 5 1 £ > 2 B¢ [

WUBICARAEAT. Ty 7L — Rt A5G T A2, VMIZHT 2 AE U 0FE|
D%T%%l%tfi%

Cisco CSR1000V £ & U Cisco ISRV 7 v 74 L — K ) HSECK9
SA U REH

A—"7"> F3 250 Mbps % # 2 % Cisco CSR1000V F 721 Cisco ISRV /L— % % Cisco Catalyst

8000V (Cisco I0S XE Bengaluru 17.4.1 LABE) 1Z7 v 77 L— RT55451F, mExa V7o
(HSECK9) T A v ANRNKETT,

Ty 7T L— REIOMKIZIE U T, 7y 77 bL— KT 5R0Z, %59 % HSECK9 71 & &

A2 LTS Z e E R L E T,

+ Cisco CSR1000V F 721Z Cisco ISRV 728 CSSM (2 SN TW A GAIE. IRD Z & R
5/!4%73)3?) D ji—é«o

* 250 Mbps M2 D AN—"" ME, AX— R T v THERO—HTT,

AB— N7 v THERR & BT H121E. FiME EXEC & — K C show running-config ==~
YREANLET, RICHZRLET,

Device# show running-config | include throughput
platform hardware throughput level MB 500

s CSSMNDXHET HDAS— T U MEN—=F X LT 7 M T, LERED
HSECK9 71 &> A (DNA HSECK9) DFEFEMNT T AZ/e>TWET,

T T T L—REIOT 7 a AINEHY FE A, T ANCSSMICHERR SN TV SR
D, 777 L— RERIZT S AL HSECK9 sk # HEMIC b Y H—L., MLERA~w—
]\7/])'12/1uu|ﬂ£:—]\ (SLAC) 75_}/1)/X }“—/I/L/ij—o

« Cisco CSR1000V % 721% Cisco ISRV BNEFED T A & A FHK (SLR) ZH L TWHEE
I, SLR A =— K& H L THSECK9 71 > A (DNA HSECK9) ZEHThH, T
NWNARET T T = RTHR0ERHY ET, 2Tk, 7y 77— FNEH A L—
7y MR EN R R £9,

ZORFITIE, SLR AR = — FEZHH T2 514" LEJ, Example: Smart Licensing (SLR
With Throughput >250 Mbps, Without Export-Controlled License) to Smart Licensing Using Policy,

A JL—T" N3 250Mbps LA F D4 HSECK9 7 A4 B ADA VA h—/VZEH Y £ A,

Cisco Catalyst 8000V D7 v 74 L— FDHI#9E1E

cHLWY T R 2T R—=Ug 0 ~DT v 77 L —RiE, RCVM ETORFETTE E1,
COFIETIE, MOVMCTRICERIZT v 7 7L — &NV 7 v 7 3=V g U 3E

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |


https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/m-migrating-to-sl-using-policy.html#Cisco_Reference.dita_4f6e3659-5a89-426b-a4fa-e08fece17b0e
https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/m-migrating-to-sl-using-policy.html#Cisco_Reference.dita_4f6e3659-5a89-426b-a4fa-e08fece17b0e

CiscolOSXEV 7 k707 v I L—F |
B cisco catayystsooov o7 v 75 L— RofIsEE

ITLTCWDEIEDONL—Z & A VA F—VETIIERA M5 FECOWTIEERBA L TWE
A,

cbin7 7 AME, VT MU =T DT v T L— NERIFF U7 L— RICEASNET, so
T7 AN, qeow2 7 7 A, BE D ova 7 7 A VE, HIEIAL A =L DIIEH L E
@—O

« Cisco Catalyst 8000V (27 v 7' 7' L — RT 556, A4 B ATBROEEHELET, 7=
7ZL. CDNA 7 A B ZET MTEI Y B2 23561, FillA v A h— V2 F 73 208N

% @ \iﬁqo
« Cisco Catalyst 8000V /L— % [, In-Service Software Upgrade (ISSU) Z# ¥ A— F LT EH
/‘/O

e xX86 N— R =T DYV AT LFMHT, N—X THEFITSNTWDENAN— R T =T O L
B BBENWHY £,

* Cisco CSR1000V F 721X Cisco ISRV " HDT v F 7 L— RKDFE/., T4 AT R—FT 41
UREIEIIDRION—T a Y ERILEETHY . EFaT7 A7 V=27 b XA b L— VBRI
EHTEEEA,

*16.12.x &£ Y Hij® Cisco CSR1000V F 721 Cisco ISRv 7> 5 Cisco Catalyst 8000V (27 v 77
L— RT25581%, FTEREONR—Y a b 16.12xI27 v 77 L—RLET, LD,
Cisco Catalyst 8000V DI/ N—2 g N7 v 77 L — R LTLZ &,

» Cisco Catalyst 8000V % PCI /XA A )L—%& KR — K LT\, PClL /XA A )L—% FEAT
L T\ 5 Cisco CSR1000V % Cisco Catalyst 8000V IZ7 v /7' L— RTHZ LI TEEH
Ao

» Cisco Catalyst 8000V %=1 L < A > A h—/L L7235& . Cisco ISRv % 721% Cisco CSR1000V
X T L= R 52 LIFTEEE A, UAENCHRA LTz Cisco CSR1000V % Cisco
Catalyst 8000V |27 » 7' 7 L — R L7834, Cisco CSR1000V (ZX 7> 7 L— RTExET
23, CiscoISRV (X T 7 L—RKT25Z LT T EHA,

» Cisco CSR1000V 7> 5 Cisco Catalyst 8000V (27 v 77 L— RJ 54854 F 7213 Cisco Catalyst
8000V O F/NN—T g v EfiNN—T g 2T v 77 b— KT 5541F, N2 £721%
N-1BENADY Y —RAT o F T L— RRZADL R R—FENFET, 22T, N-1BE&
N2 VFTIEBEA T F AV U —2AZ L ET, 72& 21E. CSRI000V 17.3.x 1 AKX
A % Cisco Catalyst 8000V 17.11.1a UV U —RIZ7 v 77 L — R 5EE . 17.6x ITFHTH
VBN D D BIKWV Nx N— 3 T,

» Cisco Catalyst 8000V X, L2TP 7 74 7 > hRCL2TP X h U —27 #— 33— (LNS) Z#5Eie
L2TP #fe & R — F L TWEH A,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



| CiscoloSXEV T k7D 7yTHL—F
1oz b—nE—koTnwz7a— |}

AR M—ILE—FDOT7OERT7O—

A AN—=LFE—ROFrE A7 v —E, CiscoCatalyst8000V DA A h—/L & T v 7T L—
RE2FETTHZHD 3 H>Da~ 2 K (ingall add. install activate, install commit) THERL S 41
TWET,

W7o —F ¥ — M, f VA= avr NEFEHLEZA VA M= LT o AZ2HBA LT
ij—o

Process with Install Commit

. . Subsequent
Install Add Install Activate Install Commit Reboots
Copies new Installs software Commits the '
software package recently installed | Devica = e
SR recently installed
package to the copied in the software package software package | &
device previous step so that it persists P g E‘;

ingalladd =~ KX, Y7 by =7 o r—C%a—hLVERR)E— FOEHNLT T v
F 7 #—2AiZat—L %9, FTP, HTTP, HTTPs, £7-XTFTP 2 C&£9, ZDa~vr
Ni%. .package 7 7 A VODfEl 2 D= R—F 2 k&Y 773y r— & packages.conf 7 7 A /LT
BELET, 77 A NVERIEL T, A A—7 7 A L3 Cisco Catalyst 8000V 2[4 TH
L2 LR LET,

install activate =~ > KiL, MEARGEEEZFE(TL, ingalladd =< > F&#EH L CURENIZEMNS
NNy lr—y%7ue a7 LEY, $l2, VATLAOYVe—KRE MY H—1LFT,

install commit =~ > KiZ, install activate =~ R&fEH L CLRNZT 77 4 7{b &= Ny
F—UEMRL, Va— RERLEHNERR SIS LI LET,

)

GE) FHAr AL AM—NATEE, UBINCA VA=A LEY 7 NI =T A A—URERINET,
AVAZ AR, BIZLODA A=V DB A VA N—LTEET,

WDFIZ, CiscolOSXE T T v h 74 —LbH A LA M= NEZIT v 7 7L — 45 L X2l
A+sa~vr KoY 2R ERLET,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |



B x+t—rx—roTotzrn-

RBAVAF—)LOATUF—E

CiscolOSXEV 7 k707 v I L—F |

avU kR

B

B8

install add

install add file
location:filename.bin

AA—TVEBEBIONyFr—TD
NEZY 7 =T UVKRY b
Jizav—L%Ed, 77A4V
OEFHI e —H L TH U E—
FCHENEWVWEHFA, 202
< RIZRDOZ & 2TV E

7T

e T FANDF = 7Y
A, TTY RN T A —LD
HEMET = > 7 72 Eh i
GELET,

c Ry =T DT
A= Nt T3y
/r— & packages.conf [T
JEBA L £

s A A—TVHEua—HINA
N RJiZar—L, &
DOFMETHEHTEH LD
I LET,

install activate

install activate

ingalladd =~ > R&{HEH LT
T4 7L LET,

» showinstall summary == <
Y REMEHLT, TS
T A TIRA A — T T
LET,

DAYy REFETTH

L. YRAFARY B— R
SNET, TIT 4 —
Va AT HME D
MEMRLET, R
17 b A& HERIZ S
TAHIE, Zoavwr K
& prompt-level none & —
U—RaEHLES,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK
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4oz b—nE—koT7oezro— [}

avy kR

B

S

(install activate) auto
abort-timer

install activateauto-abort timer
<30-1200>

auto-abort timer 1% H 8192 BH
BEi, 77 v MEK 120
7T, FRE S NZRFRR NI
install commit =t~ > K3 3EAT
SNBWNGE, T 7T 43—
varZavAdthikEn,
VAT NIRFRIZAI v b S
NIIRREICRE Y £97,

« ingtall activate =2~ > K%

FITLRBLHA~—D

EEEETEET,

install commit =2~ > R%
AA~v—&EFEILL, A~
A b= at A EEAT
LET,

install activate auto-abort
timer stop =~ > NI,
Nylr—vzaly b
FTIHA~—%EIELE
R

el 7 a7 N & HER
ICEERLT 512X, o=
~ v K& prompt-level
none ¥ —"U— R&fiH L
7

ZDavwr RiE, 3A7 v
TAUARN—=ILDONRY T
v N TOHREBEHTT,

install commit

install commit

install activate =~ > K % {#
LCT 77 4 7k &iz Ny
r—VikaIy L, Jue—
FELFET 2L 21T LE
R

* showinstall summary =<
YREMFHLT, 23y
FSATWRNA A=Y
T LE T,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |
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B x+t—rz—roTgntzon-

avU kR B S

install abort install abort A VA RN—LERIEL, VA

FAEEHRICaAI Yy hEn-

WREIZR L ET,

e ZDa~ Y NiE, Ny
T—=UNT T 4 TS
ke (2y b
TUWRVVIRER) DA I
DI ZIET,

« install commit =< > K%
EHLTA A—%FT
a3y hLTWDEA
1%, install rollback to =~
YV REMEHLTEALD
W= g VZRD £,

install remove install remove {file<filename> |5 o F 7 3 —A U R R
| inactive} IBIET I T 4 T IS
PEHIBRLEY, Zoavy
REMEH LT, A= %fE
BLUET,

sfile: fEESNZ7 714V
ZFHIRLET,

sinactive: 3E7 77 4 7 ¢
TrANETTHIBRL
F7,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



| CiscoloSXEV T k7D 7yTHL—F
1oz b—nE—koTnwz7a— |}

avy kR B B#)
install rollback to install rollback to {base|label | |[{fEfEENTWB A 2 A F—/b
committed | id} BA Y M, BRI I Y R

SNfeA VA F—RA b
W2, Y7 b7y b E
a— Ny LET, ZDa
<2 RIZIZRD & D 7R H
HYFET,

Y n— FARETT,

Nyl —IMNaI vy bE
IR RED G AT D A
A%,

= Nl = K £
ICEERLT 512X, o=
~ v K& prompt-level
none ¥ —"U— R&fiH L
7

GE) LURIDOA A—T~DA
VA R—)LOra—/)
Ny 7 B FATT D56
WX, LAETODA A =%
A VA BR—=)LE—RT
A A BF=LENTH
LDVENRDHY E£7,

Eieoza<r FEFBNZ, RO show 2w FEHHLTA VA M= NEET v 77 L—F
EHEERT AL TEET,

R M:showa<w > FO—&

avw vk [-5°4 S]]

show install log show install log TSy N T —ANT— X
NTRBRIZFA TSN XTO
A A M= NVAEDIBIE L FE
i g D=

show install package show install package <filename> | #54& & 7= pkg/.bin 7 7 A /L
BT DR ARt LT,

show install summary show install summary A A== g FNIC
K DA A b —/WRRED
B ARt L E 9,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |



. Cisco Catalyst8000V %1 > X h—/LE— FCEET 25E

CiscolOSXEV 7 k707 v I L—F |

avy kR

B

S

show install active

show install active

TIF AT ISy e I
+ B AR LT,

show install inactive

show install inactive

HT VT AT ISy =D
OB, ZORy =
BT BB E R L T

show install committed

show install committed

aIy RSNy r—oIc
B oiFmafett L £,

show install uncommitted

show install uncommitted

Iy FINTWVZRV Ny
T Ne55EIX. ED
Ry lr =BT DA 7
gL E9,

show install rollback

show install rollback {point-id |
label}

RSN TVSA LA h—L
WA MZBEET BT
/\O\yb‘““‘.\/“%%/‘?\‘ L/jz—g*o

show version

show version [rp-dlot] [installed
[user-interface] | provisioned |
running]

TT7y "7 —bDERE &
bz, WEDONNy r—TI2H
THEREERRLET,

Cisco Catalyst 8000V % 1 > X b—JLE— K Ci2ET 515

PAS
=

H—pa< R (1 AT v 7 A4 RAM=1LFE) F3EE0@ENDa~r N QAT v T A
VAM=AFNE) EERHLCY I N 2T RNy =B A= LT, T2 T 474k,

aly FTEET,

Cisco Catalyst 8000V 7 /34 Z73 /3 R/LE— RTEIEL TWHEA.

1 AT A A—J)b

DOFIEZEFEHL T, AN FLE— RN DBA VA =T — NICEWMT LR H Y £
T, TOH%, | AT v TEREFI AT v TDA A= NVEHEEFEHLT, DA A F—
NET T T L — REFTTExE T,

1 ATFYTA R M=ILFELIFNFILE—FKMABA VA F—ILE—

FADEH

ZOFIETIL. BHE EXEC *E— R Tinstall add fileactivatecommit =~ > FZ2{HEH LT, V7
NG 2T R lr =V A VA=V, Ty N7 —LEFH L= g Nl T v 77 L—

FLET,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



| CiscoloSXEV T k7D 7yTHL—F
1279 T4 YR b= LELEAY FLE—EhbA VR h—LE— k~nZi [

1 AT v, A —1VDOFEIL, NV LT —hFE—RTEITENTNWDET T v F 73— A
A UAP=NET—RIEBLET, a~vr ROETHE, 7Ty b7+ —21FA A =)L
J—hrE—FRTYT—HFLFET,

\}

GE) s T RTDOCLITZvay GBI, 7277 4747 ) BREITINET,
cRFINTWARWVERENMRE SN &, BRERTFT e 7 vRERINET,

e ZDU—T7u—D2FEHADAT v T OKRIZ, Vr— R T IRFRINET, R
7u 7 N EABRICES T S I2iE. prompt-level none ¥ —U — RZ&2EHA L £,

e 7’07 R LoULIA [None] ICRRE SN TN T, BRIESN TOWRWHRERD LHA. 1~
A M= UIRBLET, 2~ REHIITT LRI, RELRAFTLHMLERHD £7°,

FIEDHE
1. enable
2. ingtall add filelocation: filename [activate commit]
3. exit
FIED %
OV RERETIV3 Y B
AT w71 |enable FFHEEXECE— K& A R—7 ML ET, Tro T
%l - FREREINTZENRAT—=RKEATILET,

Device> enable

R w 72 |ingtall add file location: filename [activate commit] VITRT 2T A VA M=)V R —Tha—h L
i - F7213V E— hDOBEET (FTP. HTTP, HTTPs, %72
Device# install add file (X TFTP %}:Eﬁo 75)%7 7 b4 ]\ A= hICA e
boot-Flash: cB000v-universalk9.ELD FOZRTS TRV IATEST 20020227 1534%.5%kin| L. .package 7 7 A VODfE %2 D=2 o R—x o &4
activate commit 73y 5 — % X U packages.conf 7 7 A JVIZJER L
EFT, 7T P74 —LBILUOA A=V "=V g v
DOfRGER K OREWMET = v 7 2 FTL, Ny r—
ETITF 4Tl FORy I —TH a3y LT
A ) g — RLTCHHERFIND X HIcLET,

Zoa<wry REFETTLHE, Ty b7 r—2anY

n—RNxhET,
ATy 73 |exit BHEEXECE— RZK T L, 2—H¥—EXECE—F
1 IRDET

Device# exit

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |
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B :x7v7102r—n

3RTYTA2ARF—IL

3AT v TA A M=)LOFNETIX, ERBID install add, install activate, 3 L Uinstall commit
o< REHFHALT, Y7 02T 5=V VA=V, Ty FT7x—2EH LW
N=T a7y 77— FLET,

\}

GE) c ZOFIEIZ., TV R T F—LABA A BR—ILE— RIIRST-BICOBRFETTEET,
e T RTHOCLITZvay (BN, 777 4747 &) BRETENET,
REEESN TV ARWRERNBHIND &, RERGFET 0 7T IRERENET,

« ZDOU—7 7 u—Dinstallactivate A7 v 7T D%, Vu— R7 a7 MRFRENET,
e~ a7 N & BB 5121, prompt-level none ¥ — VU — RZHEHA L £7,

FIEDHE
1. enable
2. install add filelocation: filename
3. show install summary
4. install activate [auto-abort-timer <time>]
5. install abort
6. install commit
7 install rollback to committed
8. install remove {file filesystem: filename | inactive}
9. show install summary
10. exit
FIEDEEHE
ARV EFEEEFT7OV3 Y B
RATwv 71 |enable Fi#e EXEC E— F& A RX—T7 /M LET, Trr
i - T IRREREINTELNNAT—REANLET,
Device> enable
A5 w 72 |install add filelocation: filename VIR T2T AV AR R r—% ) F— K
i - O (FTP, HTTP, HTTPs, F7-IZ TFTP#%H)
Device# install add file 7‘])%705 7 ]\ 72:—%%:: £ lj\o .paCkage“j 7/(\
oot Flash: cB000-niver=alk9.ELD FOIARTS [EV IATEST 20020227 1534365 bin| /V DE A2 DA L IR—R o b2 T Ry r—V B LD
packages.conf 7 7 A /WZJEBH L £,
RTw 73 |showinstall summary (AT vay) A A=UR=Va L ZRUTKIET
B - DA A M=/ WREEOBE 252k L 77,

Device# show install summary

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



| CiscoloSXEV T k7D 7yTHL—F
327y 7102 k=1 |

ARV RFERRTIa Y E:)
RFw 74 |ingtall activate [auto-abort-timer <time>] PRGBS Ry r—% T 757 0 7L,
Bl - 7y h7x—LsEYr—FLET,
Device# install activate auto-abort-timer 120 e VT NU =T DFEEA VA NI EFITTHE
BlE Ny =7 7 ANAERE LR TS
720N,

- install activate =~ > N C auto-abort-timer 75
BBt SN E T, ¥ A ~—DFT 74V b
%120 3 TF, Z A ~—OHIRAEIN D HIIC
install commit =1~ > RNEIT SR WA,
AA =T av ATHBCK T LET,
TS5y T —bNYn— FEj, %l
Iy hENEAA—Ta o TREREBLET,

AFw 75 |install abort (FFvay) VZRNT2TA VA N—LDT Y
i - T4 7bERILEL, 7Ty N7 — L EREZIZT
Sy hENREAR—=V g VIZRELET,
Zoawy NI, A A=VURT T 4 7TbEnTH
HIRRETORBEHTEET, A A—UNRaIv b
NIIREEDE A A TE £ A,

Device# install abort

RAFw 76 |install commit LWy —DAf A —VEaIv kL, U
Bl R— R B ERSE SRS L5 ICLET.
Device# install commit

R w 77 |insall rollback to committed (7 ay) Blicaly FLEWREEIZ S v B
. TA—bhER—ASy I LET,
Device# install rollback to committed

25w 78 |ingall remove {filefilesystem: filename | inactive} (A7F>vay) VIZ7hIx2T AV A=) 774
ﬁ“ . /I/%ﬁlﬂ%‘: I/SETO
Device# install remove inactive o file : 4%57]?0)7 T/fjl/%iéjljﬁ,%[/i“g"o

e inactive : RIEARBLUVIET 77 4 TARBED A
VARN—NATrANEEIRLET,

25w 79 |showinstall summary (AT ay) BUED T AT AORIEICET B 15
- AFRLET, ZOavr oz, Zoavr
beviced show install LV sEIZFATEN T ingtall 2~ RIZIS LT
evice show 1nsta summary

2 LET,

ATv710 |exit FiHE EXEC £— F&# T L, =—¥— EXEC £—

15“ : ]\‘\&:ED iﬁ‘o
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ARV RFERETI Y S

Device# exit

1) 1) — 21706027051 1) —RX17.01.01 ~DT v 75 L— FHEADH

Upgrade steps

install add file bootflash:/ c8000v-universalk9.17.07.0la.SPA.bin
install activate

install commit

Router#show version | inc IOS XE

Cisco IOS XE Software, Version 17.06.02
Router#show version | inc mode

Router operating mode: Autonomous

Router# dir bootflash:*bin*
Directory of bootflash:/*bin*

Directory of bootflash:/

31 -rw- 832807301 Mar 7 2022 02:07:28 +00:00 c8000v-universalk9.17.07.0la.SPA.bin
5183766528 bytes total (2348220416 bytes free)

Router#install add file bootflash:/c8000v-universalk9.17.07.01la.SPA.bin
install add: START Mon Mar 7 02:16:30 UTC 2022

install add: Adding PACKAGE

install add: Checking whether new add is allowed

--- Starting Add ---
Performing Add on Active/Standby
[1] Add package(s) on RO
[1] Finished Add on RO
Checking status of Add on [RO]
Add: Passed on [RO]
Finished Add

Image added. Version: 17.07.01a.0.1883
SUCCESS: install add Mon Mar 7 02:20:07 UTC 2022
VK5-C8K-8G-1762-1+#

Router# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

IMG c 17.06.02.0.2786
IMG I 17.07.01a.0.1883

Auto abort timer: inactive

install activate

Router# show install summary

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK
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Y1 —R 17060275 1 Y —Z 11000 ~07 v 77 L— kol [

[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version
IMG c 17.06.02.0.2786
IMG I 17.07.01a.0.1883

Router# install activate

install activate: START Mon Mar 7 02:50:00 UTC 2022
install activate: Activating PACKAGE

Following packages shall be activated:
/bootflash/c8000v-rpboot.17.07.01la.SPA.pkg
/bootflash/c8000v-mono-universalk9.17.07.01la.SPA.pkg
/bootflash/c8000v-firmware nim xdsl.17.07.0la.SPA.pkg
/bootflash/c8000v-firmware nim shdsl.17.07.0la.SPA.pkg
/bootflash/c8000v-firmware nim ge.17.07.0la.SPA.pkg
/bootflash/c8000v-firmware nim cwan.17.07.0la.SPA.pkg
/bootflash/c8000v-firmware nim async.17.07.0la.SPA.pkg
/bootflash/c8000v-firmware ngwic tlel.17.07.0la.SPA.pkg
/bootflash/c8000v-firmware dsp sp2700.17.07.0la.SPA.pkg
/bootflash/c8000v-firmware dreamliner.17.07.0la.SPA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/nly
--- Starting Activate ---
Performing Activate on Active/Standby

[1] Activate package(s) on RO
--- Starting list of software package changes ---
0ld files list:
Modified c8000v-firmware dreamliner.17.06.02.SPA.pkg
Modified c8000v-firmware dsp sp2700.17.06.02.SPA.pkg
Modified c8000v-firmware ngwic tlel.17.06.02.SPA.pkg
Modified c8000v-firmware nim async.17.06.02.SPA.pkg
Modified c8000v-firmware nim cwan.17.06.02.SPA.pkg
Modified c8000v-firmware nim ge.17.06.02.SPA.pkg
Modified c8000v-firmware nim shdsl.17.06.02.SPA.pkg
Modified c8000v-firmware nim xdsl.17.06.02.SPA.pkg
Modified c8000v-mono-universalk9.17.06.02.SPA.pkg
Modified c8000v-rpboot.17.06.02.SPA.pkg
New files list:
Added c8000v-firmware dreamliner.17.07.0la.SPA.pkg
Added c8000v-firmware dsp sp2700.17.07.0la.SPA.pkg
Added c8000v-firmware ngwic tlel.17.07.0la.SPA.pkg
Added c8000v-firmware nim async.17.07.0la.SPA.pkg
Added c8000v-firmware nim cwan.17.07.0la.SPA.pkg
Added c8000v-firmware nim ge.17.07.0la.SPA.pkg
Added c8000v-firmware nim shdsl.17.07.0la.SPA.pkg
Added c8000v-firmware nim xdsl.17.07.0la.SPA.pkg
Added c¢c8000v-mono-universalk9.17.07.01la.SPA.pkg
Added c8000v-rpboot.17.07.01la.SPA.pkg
Finished list of software package changes
[1] Finished Activate on RO
Checking status of Activate on [RO]
Activate: Passed on [RO]
Finished Activate

Send model notification for install activate before reload
Install will reload the system now!
SUCCESS: install activate Mon Mar 7 02:57:34 UTC 2022
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install commit

Router# show version | inc IOS XE
Cisco I0S XE Software, Version 17.07.01la
Router# show version | inc mode

Router operating mode: Autonomous
Router# show license udi
UDI: PID:C8000V,SN:9JM01Z27G2JH

A AF—=ILE—FTOT7YITHTL—FK

ZOFEIIFHEHINTWD I AT A VAN VETILZ AT v I A A N— VDO FIEEMH
LT, A ¥ A Kh—/LE— KT Cisco Catalyst 8000V =7~ 77 L— KL £ T,

AR F—ILE—FTOEHYTL—K

BT —REDA A—NA VA F—LF— RTA A =L ENTWVWAEE, ingall
rollback =2~ REFHL T, 77 v 74— %800 A A—IZHRA 2 bTHZ &K
DN, 77 b7 —LEZURIONN—Vg X7 L—RLET,

Zoingalrollback 2> NiZ7 7 v 74 —bL%Jo—RL, BIOA A=Y TEEILET,

\}

GEX)  install removeinactive =< K& H L CHIDO 7 7 A LV EHIERE L TWRWEEAIZD A, ingall
rollback =~ > RiZkth LE9,

)

() Zomvy FEHHTEXARVSAE, indall 2wy FERALTHOA A=Y % V2 b=
THILTHYL L= T B L bTEET,

BT L— FOEREH

install rollback

Router# install rollback to base
install rollback: START Tue Mar 01 03:25:46 UTC 2022
install rollback: Rolling back to base
This operation may require a reload of the system. Do you want to proceed? [y/n]
*Mar 29 21:17:36.496: %INSTALL-5-INSTALL_START_ INFO: R0/0: install mgr: Started install
rollback
--- Starting Rollback ---
Performing Rollback on all members
[1] Rollback package(s) on RO
[1] Finished Rollback package(s) on RO
Checking status of Rollback on [RO]
Rollback: Passed on [RO]
Finished Rollback operation
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SUCCESS: install rollback Tue Mar 01 03:30:16 UTC UTC 2022

VIO T7A A M—ILORIE

VI MO =T Ny =V DT 7T 4 TAUTROFIETHIETE £,

s install commit =< > K& %177 5 HilZ auto-abort-timer 2N HAREILIZ /2D Kol LET,
HLWARA—TET 7T 4 T LRI Ty b7 r—L%&Vr—FRT5L, BAT v
TA A F—/LDIFET) auto-abort-timer 3 kU A —XhF T, XA ~—nNHARYINIZAR
HEAVAN=ATOEANKTLES, 77y b7 +—2FVr—FL, HFEIZ=2 I
FLTeR=2a DY 7 MU =TAA—VTEHLET,
install commit =~ > R & 8912, install auto-abort-timer stop =~ > F&H LT
DEAA~—%AFIELES, ZOTrERATE, LA A—ViFaIy hahTHWiRnE
FTY,

cinstall abort =~ > RAEHA LT, HHLWY 7 b =T DA A M—/LRIZFEITL TV
N—=T g N7 Ty b7 —2rERELET, ZOa<r NiL, ingal commit =2~ K%
FATTHENCHEH L ET,

Bk DERFE B

install abort

Router# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted
Type St Filename/Version

Auto abort timer: active , time before rollback - 01:56:56

Router# show version | inc IOS XE
Cisco IOS XE Software, Version BLD POLARIS DEV_ LATEST 20220227 153436
Router# show version | inc mode

Router operating mode: Autonomous
Router# install abort
install abort: START Tue Mar 01 04:03:52 UTC 2022

This operation may require a reload of the system. Do you want to proceed? [y/nly

--- Starting Abort ---
Performing Abort on all members

[1] Abort packages(s) on RO

[1] Finished Abort packages(s) on RO
Checking status of Abort on [RO]
Abort: Passed on [RO]
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Finished Abort operation
SUCCESS: install abort Tue Mar 01 04:04:45 UTC 2022

Router# Mar 1 04:04:50.161: $PMAN-5-EXITACTION: R0/0: pvp: Process manager is exiting:
reload action requested

AR =LY FEERLEY IO TA VR M—
D RS TV a—TFT4 04
g VI NI =2T AV AN—ND T TN a—T 47

RE A LA N—ILOWE, v BIORY T M7 A=V U E2FoRT AT, RO show
a~vy REfFHLET,

* show install summary
+ show install log
» show version

* show version running

M8 A A b—IVIZEHT 5 ZFDfthoRIE
fRRE A VA M VICEHT AR E R T 511X, Roa~w>r REFERLET,
« dir <ingtall directory>

» mor e location: packages.conf

« showtech-supportinstall : Z D=z~ FidA > A b—/UIEHRICEA O & #7795 show
a~wy REHBMICFEITLET,

=N

* request platform software trace archive target bootflash <location> : Z ® =2~ N, &4
DY r— RLUREIZS AT A ETEITENTNDTRTOT B RIFEET 5T XTO |k
L—2Au %7 =47 L, ZOHREEE S NIZGINRFLET,

F<HFELONHEM

Q. Cisco Catalyst 8000V % Cisco CSR1000V <° Cisco ISRV (24 7 7 L — RTX £ 40,
A. CiscoCSR1000V F 72 1% Cisco ISRy 17.3.x LAED /N— 7 = L) Cisco Catalyst 8000V (27
77— R LIESAICD A, Cisco Catalyst 8000V /v5H X 7 7 L— R T& 97,
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s<xeonzan

6=

Cisco Catalyst 8000V % H7 L < A > A h—/L L7534, Cisco CSR1000V X° Cisco ISRv (24
T L= RTHZEIEITEERA,

Cisco CSR1000V 16.12.x LART D/ N— 5 Vinb T w77 L— K9 544, Secure Object
Storage [TV A — h SHLET D,

U, Secure Object Storage L7 v 7° 7 L — RCIEH| k23 L E A, Secure Object Storage
DY R— MEFNT HIZIE, FHA A N— L E2FATT D50, VMEFHA VA F—/LF
LDVENRDHY £7,

Cisco CSR1000V = 721 Cisco ISRv %> 5 Cisco Catalyst 8000V (27~ 77 L — KT B4
TARVAZELTT HLENH Y T D,

Cisco Catalyst 8000V IZ T v 77 L— RLThH, FA BV AFRUEETT, 2L, 74
YU ART v T — RBIZSL S SLEICBITLE T, 7 v 77 L— KD A L—7"v
KR 250M LLFOHE, 7y 77 Lb— Rk b Z0F RSN ET,

A= FIN250M 2% . TNA AN CSSMICEFREN TWEE, iz E
MEEEIN, ZAL—T v MZE o5 TF AL ZA~DSLACDA A M —)LNHEIZ R Y H—
ShET, T BHRL—7 vy MI., SLACHRA VA M—LENAERESNET,

TNA AN CSSMICESE SN TE LT, AV—""y FR250M B2 TWIGaTE, 47
74 F— RTSLAC ZFE)TA A h—/LT 570, CSSM & DIEHHEFELT H7-DIT
SLE a2~y RERETLHMENH Y £, KIZ, SLACOA VA b—N%& N H—F 5 X
INCAN—T"y NEFRELET,

GE)

> O

> O

SLAC A Y A b= ENTWWEE, Av—"7"y MI250M O F FETT,

TS L— Rt 20 BT RRE T,
Wz, BITOBEMLIZBIEYFR—FSNTHEEA,

X7 L— ROFETHRE, BEET— N CRREARUERFETINE T,

A7 b— ROFER L LTCiscoCSRI000V A A —UNEENTH L, VAT AI—T o
TarvoORREF v 7 LETNN—F 423 VORRPELRIC—H L WEE, BETE
ESNET, 7y 77— RERIIF T 7 L— ROfESR & LT Cisco Catalyst 8000V A
A—UNEET LG, BFEON—T v a VB EHER L CREIZHEITLET,

ToTTVL—=FREDAETY LT p—< U AIED XL I REENRH Y 30,

Cisco Catalyst 8000V A A —T DY A APEFRELRDGENRDH Y, BIKNRAEY 7 v
U v MIEENPESHREENH Y £7, LiTVix, ZO/RE L TRENRAEY E
BREEINDZLEHY EHA, 2O A=W ERiR/NRAM IZ4GB T, Z O
BEICEANRT 4 —< L A~DEEIH Y A,
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vCPU 5B D EXTE

TOETIE, Ty —rEFERLEZa fr—L T L—> (CP) . T—& 7L —> (DP) .
BIXOYV—ERXF 1L —2 (SP) OvCPUDEI D BT LopHaERELET, —ER2T 1L —Z
IZ. SNORT ZEITLTCWVWA AT FINEENTNAZ LIZEE LT EEN,

vCPU 8T, ROWTNIDT o FL— MR LET,

evCPURNEL : 2 hua— LT L—riBE (241 _—2)

«vCPU DL : = be— LT L—m (242 X—Y)

«vCPU 53t : 5 — 2 FL—rE (242 <—2)

«vCPU 3k : T—H# FL—1F (243 ~—)

e vCPU S5tk : r—E 27— 5 (243 2—2)

«vCPU 738 : —b 27 L —r 1 (244 _—2)

T —HTL—r ariua— LTS l—r P—ERT— AR5 vCPU DK
(244 —2)

« 7 VT 4 7 VCPUSHT v 7 L— FDOWE (245 2—)

:H: O [— -
VCPUSE : o> bO— LT L—2BE
WORIZ, arybe—LTFL—VBET 7 L— O vCPU i E R~ LET,

£35: 22 ,O— LT L—EE : vCPUSER

vCPU D%% 1 2 4 8 16
ay hre— | 1/3 12 1172 1172 0~5
L=

P—e 27 1/3 12 11/2 11/2 0~5
Lr—y

F—x L —|1/3 1 1 5 6~ 15
Ve
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A\

GE) ayvirae— L L—ri@BET o r— T LE, =R L= T A — g
X, ZOEEDT=HIZ15DO 7 Va7 ZRiGTE£9, 72 & %X, Wide Area Application Services
(WAAS) DA T,

O -
VCPU LB : o> hO— LT L—UF
WDOFEIZ, aryra—LFL—rEmT 7 L— O vCPU S a R~ LET,

£36:a2rO—)LTL—2F : vCPUSER

vCPU D%k 1 2 4 8 16
ay ba— |13 1/2 1 1 0~3
L=

P—r R 1/3 1/2 1 1 0~3
Lr—

F—k FL—|1/3 1 2 6 4~15
Ve

)

GE) arvbie—nArr—r@E7r7L— NI T —rv@EmT o L—hEkiEL T, 2 b
a— 7= /AT =D —ERITENMOa T 2R Y TET (2 be—n17
L—yHic1o0a7y, $y— R —r Ricioar7nzdboxd) , —vR FL—r 7
TV — g URRNES, ar e — AL — 3T R_RToY V— (lHoa7) 2#EH
LET,

VCPU BB . T—32 T L—>&
~

) TS —r@ETo7— NI, T7 4N DO VCPU kT 7 L— kT3, [Template] 4
TV a VOREH I [None] EERENTWDLHATYH, T—F L —rET 7 L— bR
T 74V N CHEASNET,

FRDOAT =AM, 20 br—FF— FTEITSH TS Cisco Catalyst 8000V 1 > A
Z o AT Sk A,

WKDOFEIZ, T—EF L —rEmT 7 L— DO vCPU A R~ LET,
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vepu 58 F—2IL—>it

£R37:T—2TL—2F : vCPUSER

vCPU 0¥ 1 2 4 8 16
a> fur— |1/3 12 12 172 0~1
TL—

P—r R 1/3 12 12 12 0~1
Lr—

F—i FL—|1/3 1 3 7 2~ 15
Ve

Y

GE) 774/ h T, CiscoCatalyst8000V =27 DOE| D Y TlE, N7 4 —<2 ADDHIZL Y KE72
F—B T — BB LET, V=R L —r TF U —a N 0EES, v ha—
NT L= 3 —bE 27— ) V=2 AL ET,

vCPU 8 : T—2 JL— ik

T2 7= T 7 L— D vCPU Sy A EH LT, vCPU 3D T 7 L— R &
SHET &R L X 912 Cisco Catalyst 8000V Z &I FIICEESE 5 Z &N TE £,

DF VY, ovienvxml 7 7 A L THRESINTWD L HIZ, vCPULSWHOT — 2L —rET v
7L — M &A{#i ] L T Cisco Catalyst 8000V VM % {Epk 5 & LET, B TT—F 7S L—li7
FL—hCCLIa~ Y FEEHALT, T—F 7L —rET 7 L— ML > TURNCEA S
72XML 7 7 A NVERER LEXTEET,

VCPU 98K : Y—ERXTL—>F
WDOEIC, Y—ERAFL—rEmT 7 L— O vCPU iR~ LET,

£ 3B:Y—EXRTL—2F : vCPUZER

vCPU D% 1 2 4 8 16

2 hu—L 173 12 1 2 0~7
FL—

H—r 27 |13 12 1 2 0~7
L—y

Sy S L—|1/3 1 2 4 8§~ 15
%
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A\

G¥) P—bE2AT L —rET T L — AT AL, —EX T —2 T 7 U A — 3 (Snort
IPS 72 &) 1%, ZOEMEICR K2 DO 7 Va7 il TE £9,

N O
vCPU 48 : HY—E X J L —>h
WOFRIZ, —ERF L —rFF o L— O vCPU S ERLET,

R39:9—EXTL—H : vCPUSRER

vCPU D% 1 2 4 8 16
oy hr— | 1/3 1/2 1 1 0~3
FL—

H—r 27 |1/3 12 1 1 0~ 3
L—y

S m FL— |13 1 2 6 4~15
%

—

FT—ARJL—>, arvbka—J)LIJL—>, Y—EXTL—
i ZhHhi-3 vCPU D ERTE

Cisco Catalyst 8000V CLI T oplatform resource A< FEASILT, vVCPUSBBHOT 7 L —
MBI L ET,

configuretemplate

platform resour ce template

Bl

Router# configure template

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # platform resource ?
control-plane-extra-heavy Use Control Plane Extra Heavy template
control-plane-heavy Use Control Plane Heavy template
data-plane-heavy Use Data Plane Heavy template
data-plane-normal Use Data Plane Normal template
service-plane-heavy Use Service Plane Heavy template
service-plane-medium Use Service Plane Medium template

Router (confiqg) # platform resource service-plane-heavy
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(F)  platform resource 2~¥ 2 K& AJ)L7=%%, Cisco Catalyst 8000V A > A ¥ » A ZHiELHE L CTT
VIV NET T 4 TIT HMERDHY ET,

— LSS — O N
TOT4TVPUDETTL—FDRE
vCPU HUHEH SN TWDHT 7 L— P 2R T 51213, ko =a~< > REHLET,
show platform software cpu alloc
i

Router# show platform software cpu alloc
CPU alloc information:

Control plane cpu alloc: 0-1

Data plane cpu alloc: 2-3

Service plane cpu alloc: 0-1

Template used: CLI-service plane heavy

)

GE) ayvhrp—nFL—r P —bRFL—F. 270l 12 LET,
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Cisco SD-WAN Manager Z{FH L 7= SD JL—
T4 T TINAADEHE

Z DETIE, Cisco SD-WAN Manager il L7z SD/V—7 4 V7T NA ZADEFEHLEE=H
YOV THHALET, T2 TulTLIARIE, ROLEBY TT,

* Cisco SD-WAN Manager il L72SD/V—7 4 V' 7T A ADFE=H Y 2 TIZOWT (247

~N—=)

« PAR—=F D WAN = v U731 2 (250 X—72)

*SDN—TFT A VT TNRAADE LV R—T 47 (251 _—Y)

VT MU xTAA—VDOER (266 X—)

« Cisco SD-WAN Manager Z i L7 7 /NA ZADE=H 1V 7 (270 ~—)

T T—LBIOA NN (271 =)

e admin-tech” 7 1 /L (272 ~—3)

s ERF (274 RX—)

s FTITNTa=T 4T (275 °—0)

» Cisco SD-WAN Manager [l L7= SD/L—7 1 77 34 ZAOEBRIZBIT 2 HRErE 8 (276

)

Cisco SD-WAN Manager Z&EHL=SDIL—FT 1 > T T/\
AADE=HZ)TI1ZDL\T
ZOMBEEMF AT B &, FE SD-WAN £ — R THEI{EL TV 2% Cisco I0S XE 7 /34 AT Cisco
SD-WAN Manager % fifi [l L CTREARM 728 BRFSRE &2 9217 C& £ 97, Cisco I0S XE 17.12.1a LAFE,
TDEIRTFNRAL AEISDNAN—T 4 VTR ZALMEENET, BH—D%y N — 7 EBT R

72 (NSM)  (Cisco SD-WAN Manager) ZfEfH LT, T Cisco I0S XE /L — % & & H IS
FOE=FY 742 2LT, V)a—tarOBEARZH#ELLTEET,
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Cisco SD-WAN Manager Z{ERH L1=SD L—F 1« V> J T/ 1 RADEE |
B cisco SD-WAN Manager £/ L 1= SD L—F 1 T FRA RDE=5 U LT I2DNT

\)

6=

Cisco IOS-XE 7 k7 = 7 @ No Payload Encryption (NPE) % 7z No Lawful Intercept and No

Payload Encryption (NOLI/NPE) A A— (%, Cisco SD-WAN Manager #§8E % {1 L 7= SD /L-—
TATTNAADEREFR—FLTHEREA,

\)

G¥) Z ORIV /N 7 R =T 83— g id, CiscolOS XE 17.12.1a 1 X U Cisco SD-WAN
U Y —220.12.1 7T,

2:SDIV—T A VT TINA ADEE

Cisco SD-WAN Cisco SD-WAN

Cisco SD-WAN
Controllers Validator

Manager

A\

Router (SD-WAN) Router (SD-Routing)

Transient connection
«—>» Persistent connection
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| Cisco SD-WAN Manager £/ L 1= SD L—F 1 V> F T/31 ADEE
Cisco SD-WAN Manager %/ L T SD L—F 1 5 7131 2% EET 52Uy + ]

Cisco SD-WAN Manager 2R L TSDIIL—F 1« VI FINNA REZEET
H5X1)y bk
1. TUH—T T4 RXFxy NT—27TlE, 1 2O NMS (Cisco SD-WAN Manager) C Cisco
Catalyst SD-WAN Bi5i & SD /L —F ¢ » ZBREEICHIETE £97,

2. [A U Cisco SD-WAN Manager & T Cisco SD-WAN 7 /3A A & SD JL—TF ( > 7T /34 AN
HfFECEET,

SD V=T 4 Y T TNA R R— R T T2 DRHESRIFIFKRD LB Y TT,

« TNA APA A F—/LE— RTCiscolOSXE 17.12.1a f A —TZE[TLTWD Z L A ff
BLET, INHDOET— ROFEMIZOWTIE,  I'Switch Modes Using Cisco CLIJ [RFE] %
ZHRLTLIEEN,

Cisco SD-WAN Manager 1 > AKX U ANRA L T VI AETE 7 77 RTHRA IR TWD
&,

T34 A5 Cisco SD-WAN Manager ~DHEGE N HENL STV D Z &

Cisco SD-WAN Manager 7> b O FIZMLE 72 DMI Z 82T 572912, netconf-yang E7
NEFINZLET,

BEE— RCTEET 57 /351 AL, 2> br—7 (Cisco SD-WAN Validator 3 X U Cisco
SD-WAN Manager) & Ot = 7 ZefiliiHE#E A2 #ENLT D 7201, RO EARGRE % F8) TIT
IMENDH Y ET,

« VAT LD NT

« AT LIP
« 1 MID
o A4
« Cisco SD-WAN Validator {F# (Cisco SD-WAN Validator #—/3—®D IP 7 R L X &
721X FQDN )

A UH—T A ARTE
cERIUETITBAIIP 7 RL AL ST Ry M RT EZROWPA X —T = A A

» Cisco SD-WAN Validator & 7= (% Cisco SD-WAN Manager -~ |52 [ B4 % it~
HEATFTI I N—T 4 T EIELT 74 bb— kK
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Cisco SD-WAN Manager Z{Ef L1= SD L—F 1 VT4 ROEE |
B sm=s=

HlREI18

« Cisco SD-WAN Manager ~® Cisco SD /L —T 4 > T NA ADF U R—F ¢4 71,
universalk9 4 A — TCOHYFR— FSINET, 1 v— REES{LEED 72y (NPE) A
A—=VIFPAR— I TWERA,

* CiscoIOS XE 17.12.1a V U — A TliL, AW RE=X ) VIR YFR—FENTEY ., %Ki
DV Y —RATEBINEEEZ Y R— M TPETT, AR — SN TWAHEEEDFEMIZ OV T,
TT o b7 x—AEEDOY ) =R /)= ESRLTITEE,

¢ CiscoSD/V—T 4 U 7T/ A, 3 br—J | ZEFEARERA » Z— 7 = A A7) 5 Cisco
SD-WAN Manager ~Oili#l##i 4 1 D721 TE £,

« Cicso SD V—F 4 > 7534 AT, Cisco SD-WAN 1 bt —F L DT 7T 4 7 7B
DHESL S NVFEH A

« Cisco SD-WAN Manager ~D#5ft Tl, BHHADEIA L F—7 = A AR —F & T
FHA,

HHR—FINBWAN T Y T/ X

YPR-FERNTNWDEWANZ Y DT Ty N T =LAV R—F 4 I F TV a v EBROKRIC
RLET,

RWHR—bSNTVWIWANT Y DTS5y b IA—LEFVR—T o4 T a0

TS59 T+ —L4 Automated Bootstrap ES )

CiscoASR 1000 L) —X 75 U HF—L 30 H—ER JL—4&

ASR1001-HX X his X his X his
ASR1002-HX PSInS PSInS PSInS

Cisco4400 V1) — X H—EZA#HERIL—4

Cisco 4431 ISR P B Xt s
Cisco 4451 ISR PO X hta X hta
Cisco 4461 ISR P B Xt s

Cisco4300 &) — X H—ER#HERIL—4&

Cisco 4321 ISR PO X s Xt
Cisco 4331 ISR P B s
Cisco 4351 ISR PO X s Xt
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TS5y b I74+—L4 Automated Bootstrap FH

Cisco4200 &) — X H—ER#HERIL—4

Cisco 4221 ISR X s X s Xt

Cisco100 &) — X H—ER#FERIL—4

Cisco 1000 ISR S i xhis

Cisco Catalyst 8000V &) —X Tw L TS5y hI74—L4

Cisco Catalyst 8000V |34 72 L X hen B

GE) BEA A —
VAR AN
N—=FKy=T
FOSA AD Tx
BRGTT,

Cisco Catalyst 8200 V) —X T v TS5y b7+ —L4

C8200-1N-4T PSS PSS PSS
C8200L-1N-4T i aans e

Cisco Catalyst 8300 V) —X Ty Y F5v b IT+—LA

C8300-IN1S-4T2X[6T | %fji S whi
C8300-2N2S-4T2X|6T | %t o whi

Cisco Catalyst 8500 V) —X Ty TS5y b T+ —LA

C8500-12X4QC FSI PSR e
C8500-12X PR XF I KFIE
C8500L-8S4X SR ST K hix
C8500-20X6C S PSS K hix

SDIL—F A O TFTNAADA VT R—TFT 425

ZZTHEH. SDA—=T 4V ITTNRA, A AR = R BEDDOU—7 7 a—IIZOWCHALE
7,
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Cisco SD-Routing Devices Onboarding Options

B sor—5 o531zt k—F10y

Automated Bootstrap
iy T
S~

eSDNA—F 4 VT TFNRAL ADF L R—F 4 7
s HEA > 7R—F 4 > 7" : Dynamic Host Configuration Protocol (DHCP) 3 J UfCisco Plug
andPlay (PNP) Zfff LT, 7 /34 A% Cisco SD-WAN Manager {Z H B2 4 7R —

FLET,
T —hMANT T F U R—T 4T T =TTy aFEITUSB EOT—FA |
T w77 AINEMHH L, Cisco SD-WAN Manager (ZFI3E4 2 72 0124872 e/ M K

TTNA AEZRELET,
« FEIALAR—F 47 1 I0S-XE 2~ REMHH L TTF A 22 FHTHRE L. Cisco
SD-WAN Manager (27 /3 A& 4R — R LET,

SD V=T 4 T TNA A% A R— P 272D DRHRRMITRD LY TT,

« AT AP
FEA VR —T 4 T ORHREMIFI RO E B T,
%1 MID

o KR4
* Cisco SD-WAN Validator {§# (Cisco SD-WAN Validator %—/N—® 1P 7 K L & & 72X FQDN

)
* Cisco SD-WAN Manager (28t T D720 DA 2 —T = A A (YRR, 74 H—T A

A N—F RN 7))
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BEEEhi=T7—5 70— 5@RALESD L—T 1 2571 20A v R—F 125 |

BEibtSh=-0—o J0—%FERALESDIL—T 4 2T TINAADF
vik—Ta T
HElfbahimU—2 7a—%2fH L CSDV—T 4 VI T /A A%t R— KT 512iE, KO
FEZFITLET,
s TTITT U RTUA GRS N R ELET
* Quick Connect 7 — 7 7 a—%fH L T Cisco SD-WAN Manager #i%E L £ 7
*Day-0 E— RN CTT /A A& ELE) L £

TS50 7 RT LA EGR—2ILDETE
PnP iR — X V2R ET HIE, ROFIEEZEITLET,

1R BRI

VAaa—YP—ID EZMH LT, PP A — XV, TV T 4 TR AY— T 7 FBLW
N—F Y NVNTHT MIT IV BATESLZ LR LET, £7=. PnP Connect IR—# LT,
TAT Y NDAS— KT NEIFIAN—=F vy L7 7 NMEHE & L TREEMT 5T
% CCOID #HT 2 MENH D 7,

N

() [Cisco SD-WAN Manager® % & (Cisco SD-WAN Manager Settings) | X—3Y CA~v— 7T H 7
v A ANEREAND LICRIZOIR, TT7 7T v R LA DR Z A TEET,

AT 71 sotware.cisco.com > [Network Plug and Play] > [Manage Devices] (Z&8 L, A~—KhT7H 7 k& X—F )L
TAHT NET IV RBATEDLZ L 2R LET,

ATYT2 artue—=o7a7 7 A VEERL, o X =T IF74 XXy NI =7 DFEIIIN—RCAET v 7 r—F
LE7,

GE) ==L A Fy FT—7 N CiscoPKI DA, FEHEZT v 7e— RT3 0ETH Y /A,

AT9F3I arvian—I7uryrArtartue—I3% 47 ANL, [Next] 227 Vw7 LET,
AT w74 [Add Controller Profile] (% H /2 /RT A—4 % AJJL, [Next] 7 Vw7 LET,

RTY TS T/HRA A& PaPHEFICBIMLE T, 731 A&BINT 58541%, [DeviceMode] 7 4 —/L KT, Fav7¥
7 UARNS SDV—T 4 7 E— ROT /34 ATk LT [AUTONOMOUS] Z &R L 97,

Quick Connect 7—% 7 O — % {3 L 7= Cisco SD-WAN Manager M &%

Quick Connect 7 —7% 7 12— %{#i f§ L C Cisco SD-WAN Manager % i% €3 521, RO FNEE FE
TLEY,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |


https://software-test.cisco.com/software/csws/ws/platform/home?locale=en_US

Cisco SD-WAN Manager Z{Ef L1= SD L—F 1 VT4 ROEE |

B so—51 971 20en

ATwT1
ATy T2
ATv73
ATv74

ATy TH

ATvT6
ATy 71
ATvT8
ATvT9
ATv710

ATvIN

Cisco SD-WAN Manager D X = =—7/» 5, [Workflows] > [Quick Connect] DJEIZER L £ 77,

[Get Started] 27 U » 7 L£7,

Next] #7 U v 7 LET,

TuveYa=r77 57 A (esv £721L viptela) % PnP 725 Cisco SD-WAN Manager (27 > 7'm— K L
TV WAL, .csvupload, .viptelaupload, [SyncSmart Account] 7't a > DWW nEEH L T,

7 734 A % Cisco SD-WAN Manager (ZiBITE £9, 7 /34 AH 7 TIZ Cisco SD-WAN Manager (ZiE /1 &
NTWAEATL, [skip fornow] 47 v a V&R L ET,

GE) esv 77 A IE, N— RO =TT NA AZOHEMATEET, viptela 7 7 A VT, N— Ko =7
TNAREY T N =TT AL AOWFGFICHEHATE T,

FZEI LTV ARWEEA X, [Sync Smart Account] #27 U v 7 LET, T3 ZADRIZT NA AN Y A K
INTWAITTTT,

[Sync Smart Account]% 7 U v 7 LE 7,

[Next) 227 U v 27 LET,

[Add and Review Device Configuration] # - 7 2 7' 7R v 7 AT, YA FID, VAT ALIP, "R N&E AT
L. [Applyl 27 VU v 7 LET,

[Next) 227 U v 27 LET,

FFvarETEEMNML, Next) 7 U >y 27 LET,

BIMENT=T 3 A %&fERT 5 I21E, [Configuration] > [Devices] DJIEIZEIR L, [Table Settings] C [enable
Device Model] #7 U v 7 L &7,

2y NT—=INOL—FDIJ A NPRERREN, FL—XIET L5EMIERDFRINET, 734 AN
BNs7-Z & &4 5I2iE, [Configuration] > [Certificates] DJEIZERIN L £,

SDIL—T 4 2T TINA ADEH

ATy T

ATy T2

ATy T3
ATy T4

SD V=T 4 VT TR, A& RENT B2, WOTFIEEZFZEITLET,

Day-0 JREETF /A A& HH) L £ 47 /34 A7 Day-0 IREETARWEAIT, rdoad A7 a & & biC
controller-modereset & 7- 1% writer erase =2~ > R& i L C, Day-0REICLET,

7734 A7 Gigabit Etherner0 A > % — 7 = A AL DONTNINDA > H—T =24 A TDHCP 2/ L TIP 7

RURAZRBLTWAHZ &R LET, F£72. 734 AN devicehelper.cisco.com 35 & T Cisco SD-WAN

Validator [ZR|ZER[RETHD Z L MR LE T,

(G¥) Cisco SD-WAN Manager ~D#%5¢ Tk, HHADEHEH A V¥ —7 = A AT FR— SR TWEHEA,

T34 Al DY Cisco SD-WAN Manager TRl L %97,
show sd-routing connectionssummary =~ > K& LT, = v U7 A 2O A 7 — % X & R

LET,
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i

Router#show sd-routing connections summary

PEER PEER

PEER PEER PEER SITE PEER PRIV

PEER PUB

TYPE PROT SYSTEM IP ID PRIVATE IP PORT PUBLIC
IP PORT STATE UPTIME

Cisco SD-WAN Manager dtls 172.16.255.22 200 10.0.12.22

12446 10.0.12.22 12446 up 12:05:29:3

AT w75 Cisco SD-WAN Manager CHilfHI#EHE A T — ¥ 2 &b LE T,

T— RS TEFRALISDIL—T 4 T TINA RADA VR—T «
2l
T—= P AT T EFERALTCSD V=T 4 VI TR, A v R— KT H120%, ROFIEEZE
ITLET,

AT w1 Cisco SD-WAN Manager D A = = —7/ 5, [Workflows] > [Quick Connect] DJEIZE IR L £,

ATv T2 [GetStarted] 7 U v 7 LET,

ATv T3 [Next] =27 Vw7 LET,

ATvT4 Tnvva=r777A)N (csvE=iE viptda) % PnP H5 Cisco SD-WAN Manager (27 >~ 7' m— R L
TWaWEA1X, .csvupload, .viptelaupload, [Sync Smart Account] 4 7'Y 3 ' OWT Uz LT,
7 /34 A% Cisco SD-WAN Manager [ZiBITE F9, 7 /34 A9 TIZ Cisco SD-WAN Manager (2381 &
NTWBEEIX, [skip fornow] 47" v a v &I L £77,

GE) osv 77 AME N—RU =TT AL AZOREATEET, viptela 7 7 A WE, ~N—FD =7
TNRAAELY T NG 2T TR ADWFICHEATE £,

ATy TE AT DHT A AR L, [Next) 227V v 7 LE T,

AT w76 [Addand Review Configuration] # A 7 2 7R v 7 AT, A FNID, Y AT AIP, RA NEATIL,
[Applyl #7 U v 7 LET,

ATy 71 BINMENT=T A A %&fERT HI21E, [Configuration] > [Devices] DJIEIZEEIR L, [Table Settings] C [enable
Device Model] 227 U v 7 LET,

AT w78 [Configuration] > [Certificate] ~X—C, T/NA ANHN/DIRETH D Z L 2R LET,
AT w79  Cisco SD-WAN Manager D A = = —7>5, [Configuration] > [Devices] DJIEIZEIN L £,

RZTY T CiscoSD V=T (7 VT hU=T 734 A (Cisco c8000V) DHEE, WOFMAEFETLTT— b2
NSy THRER L, FAL REF U R—RLET,

GE) "—FRUu=T T A RAOFANEL, AT v 7 11 OFIEIZHENE T,

a) VoY RuOHMDRAL T[] %E27 Vv 7 L, [Generate Bootstrap Configuration] Z 3R L £ 97,
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Cisco SD-WAN Manager Z{Ef L1= SD L—F 1 VT4 ROEE |

B o x50 758RLESDL—F 1 LI F NS RDF VR—F 1 Y

ATvIN

b)

©)

d)

[Cloud-init] & 7> 2 »Z3#IN L., WAN A > X —7 = A AL DOLFIZ A LT, [OK]Z27 Vv L
iﬁ—o

GE) BRL7cA 2 H—T A ATDHCP BAEIC/ > TE Y, Cisco SD-WAN Validator & Cisco

SD-WAN Manager [IZE[FEFRETHL Z LR LET, £/o, YT MU =T TA ADEE
&, VPNOA v H =T = Af ZL LTHEHE Y b =YXy AT =T = ADHEMHA L
ij‘o

[Download] #7 U v 7 LT, TNA RA A=V EX T —RLET,

1 -

W T4 A— : ciscosdwan_cloud_init.cfg

AEFEM & DY 7 VA A — ¢ ciscosdwan_cloud_init_with_ent_cert.cfg

T RR=2ADary hn—J0RE Fyra—RLE7— ATy T 77 AL T3 A

DEAFFIC2—Y—FT =T 4 — )L RELTGEMTEET, 2 be—F%SDIL—T 4 7E—F

THL#E) L. Cisco SD-WAN Validator 33 & OF Cisco SD-WAN Manager & O#Eki % feSr L £ 7,

N RY 2T FAL AOB AL, ROTFIEEFEIT LTI —FA T v TaAERL, T, Ahd R
F‘Li—a—o

a)

b)

d)

e)

T8 A= D Cisco SD-WAN Manager O # = = —75 . [Export Bootstrap Configuration] %27 U >
7 LET,

[SD-Routing] DF = v 7 R 7 A% A2 L$E7, [Export Bootstrap Configuration] % A 7 = 77K v 7
A G, [WAN Interface name] # A1 L E 7,

GE) BHA VX —T A AL, CiscolOSXET /NA ADET ML > TERDGENRHY £,
F R — T BT I IS T, Cisco SD-WAN Validator 3 £ U8 Cisco SD-WAN Controller
WCEETEX DA LV E—T oA AL EIEELET,

[Generate Generic Configuration] &7 U » 7 L C, /"— KU = 7 7 /31 AT ATRE7: .cfg FTEX DI
T—hANT T EFT o a—RLET, 77 ANVERRBL, 77 A /L4 % ciscosdawn.cfg (ZZ8H L
Er RN

GE) B|RL72A ¥ —7 =4 ATDHCP AT/ ~>TEY, Cisco SD-WAN Validator & Cisco
SD-WAN ManageriZEZEAEETH D Z & R L E 7,
T =P AT T T AN, M4 . Cisco SD-WAN FRFEIP, X UOVL— b CA GEBHEN
GENET, DU —TITAX Iy NI OHARIE, = H—T T A X)— |k CAGEHE
NEENET,

T—h A NT T T 7 A)V% ciscosdwan.cfg £ VWD T A NAHTT NRAADT— 7T v alla
]:OP_‘ szj«o
sd-routing bootstrap load bootflash:ciscosdwan.cfg =~ > K& (T L £ 7,

1

Router# sd-routing bootstrap load bootflash:ciscosdwan.cfg
Located the file. Beginning to extract the data

Extraction summary

-Organization name - "aniltb2"

Cisco Catalyst8000V Ty V7 bz 7 A VA —ILELVIV T FalL—ar HA K
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71 20280t x—7427 |

-Interface - GigabitEthernet0/0/0
-vbond - 99.99.1.51
Successfully extracted root-cert info

Do you want to proceed and apply extracted

parameters to enable sd-routing feature?? (yes/[no]): yes

Successfully configured bootstrap extracted parameters

Router#

*May 10 08:56:11.159: %SYS-5-CONFIG_P: Configured programmatically by process Exec from console as console
*May 10 09:05:11.751: %DMI-5-AUTH_PASSED: R0/0: dmiauthd: User 'vmanage-admin' authenticated successfully from
201.201.201.1:41902 for netconf over ssh. External groups

f) show sd-routing system status, show sd-routing system status, 5 & O show sd-routing local-properties
summary 2~ &M L <, s 2R L £,

FIA ZADEHTOF L R—F 1 LY

ATy
ATvT2
ATvT3
ATvT4

ATy TH
ATvT6

ATy FT17

ATvT8

ATvT9

ATv 710

SDNV—F 4 VI FNAAL ZAEFE T A— RT51213. WOFIEEXFATLET,

Cisco SD-WAN Manager O A == —7>5, [Workflows] > [Quick Connect] DNEIZEIR L £97,
[Get Started] 27 U v 7 LE T,
[Next] Z#27 U » 7 LET,
Tavya=rT757 A/ (csv£721F viptela) % PnP 2>5 Cisco SD-WAN Manager (27 v 7' a— R L
TWaWEAIX, .csvupload, .viptelaupload, [Sync Smart Account] 473 3 » OWT Iz LT,
T /34 A% Cisco SD-WAN Manager [ZiBIITE F9°, 7 /34 A9 TIZ Cisco SD-WAN Manager (2381 &
NTWBEEIX, [skip fornow] 47" v a v &R L £77,

GE) esv 77 AT N RO =T TFAAL AZOHENTE LT, viptela 7 7 A /MiE, N—FU =T

TNRAAELY T NG 2T TNA AOWGIZHEATEET,

AT DTN, ZAEEIRL, [Next] 27 Vv 7 LET,

[Add and Review Configuration] % 4 7 2 7 7R > 7 AT, ¥ A FID, Y AT LIP, FA NGEATIL,

[Applyl #7 U v 7 LET,

BIMENT=T 3 A& fER9 5 I21%, [Configuration] > [Devices] DJIEIZEEIR L, [Table Settings] C [enable

Device Model] 227 U v 7 LET,

Xy NT—=ZHNONL—Z DY A NPRRRIFL, FA—ZIEHT D3RP R RINET, 754 AN

BNS7-Z & &R 5I2iE, [Configuration] > [Certificates] DJNEIZERIN L £,

FECTA LR — RTEFA AJE LT, ROFIEO TN EET L ET,

a) N—RT =TT, ADEAF, VAT LORENEICIOS 2~< 2 FEMHH LT, H&HD Day-0
EATILET,

b) CiscoSD/V—T 4 7 V7 "U =T T, ZADOA1E, 7 — M A N7 > 772 LT Amazon Web Services

(AWS) F 7213 Azure IZ Cisco c8000v #E A L F 7,

Cisco SD-WAN Manager Ciill fl#6t 2 G2 T 72D DFR/INRONRT A —Z 2% E L ET,

=

X TE

1

=y
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{5

netconf-yang

sd-routing
no ipvé-strict-control
organization-name "$Your Org. NameS$"
site-id %id%
system-ip %$system ip$%
vbond name S%$vbond name or vbond ip$%

vbond port 12346
wan-interface %uplink interface$

ip route 0.0.0.0 0.0.0.0 %next hop ip%

interface %Suplink interface$%
ip address $%$dhcp or static$%
no shutdown

ATYITN SDNAV—T 4V 7E— REANIT DI2DITNERNRTA—=ZEHRELET,
Q) A VH—T oA ADRFHIP T RUAEZIIDHCP #fFH L TRRESNTWDH I LR LET, &
oo A2 —T A AT noshut IRRETH HLENH V £,
b) Validator ® IP % 7-1% Validator D& Hi & #% & L £ 3,
) VAT AIP, A MID, MfH. BLOWAN A v X —T 2 AERELET,
ATV 12 vdaemon DAT —H A% Fx v LT, ZOBEPHEII/R->TNDZ EEERLET,

1

Router# show platform software yang-management process state
Confd Status: Started

Process Status State

nesd Running Active

syncfd Running Active

ncsshd Running Not Applicable
dmiauthd Running Active

nginx Running Not Applicable
ndbmand Running Active

pubd Running Active

Router#show platform software process list r0 name vdaemon
Name: vdaemon

Process id : 29075
Parent process id: 29070
Group id : 29075
Status : S

Session id : 8829

User time : 263002
Kernel time : 347183
Priority : 20
Virtual bytes : 405110784
Resident pages : 12195
Resident limit : 18446744073709551615

Minor page faults: 716496
Major page faults: 9130

RAT9T13 BEATOA——L A Xy NT—27 OEAIX, request platform softwaresd-routing root-cert-chain ingtall
bootflash:cacert.pem ==~ > N&fiH L C/Lb— FFEHEEZ A A b—/L L %7, Cisco SD-WAN Manager
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ATv 714

ATvT15

AT v 716

ATvT11

ATv 718

ATv 719

ATv7T2

71 20280t x—7427 |

73 Cisco PKI TIER = 2 =7 T 4 EHETRESN TV DL LA, 731 Ab— FREAEZ A

VANV THUERD Y ET,

T A ZNE LT, ROWT IO FIAE FATLET,

a) Cisco 8000v 7 /34 ADHA 1L, CA 75 Cisco 8000v ([Z/b— hiEEAZ a2 — L £7,

b) Cisco 7 /34 AlX, 7 7 #/L b TPKI ¥ L Symantec /L— hEFAE S L bicn—RKanEd, =
B =TT A X)— FEEE A A M= T 50BN D D5 1E. request platform softwar esd-routing
root-cert-chain install <path-to-root-cert> =~ > K& L £,
fi

Device# request platform software sd-routing root-cert-chain install
bootflash:ctrl mng/cacert.pem

IIAT v N B —F T4 Z)— FaFHEER A 2 h—L LET,

(GB) 774V TR GEAEINA— RV =T TS RZe—RFahEd, ZOFIREZ, Y7 =T
THRA R FETAHUR— T 55658058 L LTWET,

request platform software sd-routing csr upload <bootflash:ctrl_mng/test> =~ > R&iHL T, /34 ZAD
AEAEEL T E R (CSR) #4Emk L E£4, bootflash:ctrl_mng/ 5« L7 kU NIZHERR & iz 7 L Z\Z
i AEEOAMZRRETE £,

ERENTZCSR 77 A NVE, 2 Z—TTFA XCAVRHDLT L7 h)ica’'—LFEd, L—hF—2¢
Jb—F CAGEIEZHEH L CGGEEZES L, pem BROFEHE T 7 A VA AR TEET,

ek S Tz certificatepem 7 7 A V& T /S A2 2 B — L, request platform softwaresd-routing certificate
install <path-to-certificate-file> =~ R&EfH LT, 7351 RIFEAEZ A A =L LET,

EEAEDO A VA NV AT — X AR LET,
& -

SJC Primary# show sd-routing local-properties summary

certificate-status Installed

certificate-validity Valid

certificate-not-valid-before Apr 25 00:55:28 2023 GMT
certificate-not-valid-after Apr 24 00:55:28 2024 GMT

dns-name Validator

site-id 100

tls-port 0

system-ip 172.16.255.11

chassis-num/unique-id C8K-aal079cal-cl41-4ac6-9b76-05864005£94e
serial-num 12345707

Cisco SD-WAN Manager T7 /3 A& A4 AR —RNLET, 77472 FEAELZ A A b—LT 5856

IZ. Cisco SD-WAN Manager {[ZLL F & B L ET,

a) VX —VEBEBEVITAREEREGLET, Yy — VBB LEVI TAREEERIST HIZIE, how
sd-routing local-properties & 7= 1% show sd-routing certificate serial =~ > KZ{HH L 7,

Router# show sd-routing local-properties summary
chassis-num/unique-id C8K-aal079cal-cl41-4ac6-9b76-05864005£94e
serial-num 12345707
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B o smmLE 2070 T4 TRIZEBFAAROF VR—F 1 Y

ATvyIT2N

b) request vedgeadd chassis-num <Chassisid> org-name<Org Name> serial-num <Serial number from c8kv>
avy REFEHALCYYy—vID%ET v 7 r—RKLET,

E s

) Vr—UESLVIUTIIERSEMEHLT viptda 7 7 A LV EER L. £D 7 7 A /L% Cisco SD-WAN
Manager |27 v 72— RLTay he—Zl¥ 5 LET,

Cisco SD-WAN Manager THill#l#6i 2 7 — % 2 Zfifgad L £,
i

Router#show sd-routing connections summary

PEER PEER

PEER PEER PEER SITE PEER PRIV

PEER PUB

TYPE PROT SYSTEM IP ID PRIVATE IP PORT PUBLIC
Ip PORT STATE UPTIME

vmanage dtls 172.16.255.22 200 10.0.12.22 12446
10.0.12.22 12446 up 12:05:29:3

=0 EFERLEYY—2DT7 9 T4 TIRICKBTINARDA Y
r—Ta

ATy I
ATy T2

ATv7T3

ATy T4
ATy TE
ATvT6

ATvI1
ATvT8
ATv7T9
ATv 710

V=V EEET VT 4 TEICT HITIE, ROFIEEZFATLET,

)

GE) Z DO, Cisco SD-WAN Y 7 h 7 = 75 /34 % (Cisco ¢8000v) TOHOEHATX E4,

PnP A~ — KR A& L C Cisco SD-WAN Manager (27 /34 A& B L £,

sotware.cisco.com > [Network Plug and Play] > [Manage Devices] IZBEI L, A~— KT H T K& N—F %
NT T NIT 7V BATEDZ L 2R LET,

aryte—=97u 7y A NVEERL, 2 F—TTA ARy NI DBFEIFTIL—MCAEZT v T r—
KLET,

arvbhr—J% A 72 vBond E AJJL, [Next] 227 U v 7 LET,

[Add Controller Profile] {Z B2/ XT A —2 & AJJ L, [Next] 227 U v 7 LET,

TNA A% PP BB L 9, T3 A& BT 58513, [Device Mode] 7 4 —/L KT, Fa v/
X YA RNNPE SDIV—T 4 U7 FE— ROT /34 AZ% LT [AUTONOMOUS] % &R L £ 7,

Cisco SD-WAN Manager @ A = = —7)»% [Administration] > [Settings] DJHIZEIR L £7,
[Smart Account Credentials] ([Zf&E) L, [Edit] #7 U v 27 L7,
a—HP—HENRNRT—RKEATL, [Save] 27 U v 7 LET,

WD FEEMH LT, PnP Connect IR— X )LINDT /NA AV A NEA ViR—hT&ET,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK
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| Cisco SD-WAN Manager £/ L 1= SD L—F 1 V> F T/31 ADEE

ATy I N

ATvT12

ATy 13

ATV 714

ATvT15

AT v 716

F— L EERALEY Y —YOT I T 4 Itk BT 204 v k—F 15 |

a) [Configuration] > [Devices] DJIEIZE4R L, [Sync Smart Account] %7 U v 7 LET,
F 70X

a) PnP Connect 264 7> v — KL7 viptelax 7 v 7' 12— KL £, [Controller profiles] {ZF#) L |
[Download the Provisioning file] 27 U v 7 L£ 7,

b) Cisco SD-WAN Manager ® A == —>5 . [Configuration] > [Devices] > [Upload WAN Edge List] DJIHIZ
EIRLFET,

TNARE, A= T w7 ar74FXalb—a r THEE— RZRY £9, 7351 AL Day-0 E—
RIZ72 0 £8 A,

TNA AN R/ANREEBEALET,
Bl

netconf-yang

!
sd-routing

no ipvé6-strict-control

organization-name "vIptela Inc Regression"
site-id 500

system-ip 172.16.255.15

vbond ip 10.0.12.26

vbond port 12346

wan-interface GigabitEthernet2
!

ip route 0.0.0.0 0.0.0.0 10.0.5.13
!

ip interface GigabitEthernet2
ip address 10.0.5.11 255.255.255.0

no shutdown
|

Cisco SD-WAN Manager D A = = —7 5, [Configuration] > [Certificates] DNEIZER L, AR — KT57
NAADUUID & T 5 A LAY — R (OTP) #HUGFL %7,

VT MU =TT, AL o TERINTZ Y ¥y — 2 FFE EFHE T 5HITIE, request platform soft sd-routing
activate chassis <7227 v 7'1m— R & #1722 ¥ — ¥ ID> token <Cisco SD-WAN Manager (& & > TA Rk S
nrrr—rr>avr REFEHRALET,

M T DA —"—1 A F v hT—7 DA, request platform softwar e sd-routing root-cert-chain install
bootflash:cacertpem =~ > R&fliH L T2 & —7' 74 Av— FEEL A VA =L LET, F— 33—
LA Xy FU—27 7 Cisco PKI D&, v— FEHEZ A VA =L T 5 0ETH D £HE A,

GE) FEAEBA TR (CSR) AR L TCELTIHIXLEIHY ¥ A, CSRIZ. AT v 7 14 DFEITHIZ
ER SN ET,

WDa<vy REFEH LT, =y T3 ZAOHIEERGAT — X AR LET,
1

show sd-routing local-properties summary
show sd-routing local-properties wan ipv4
show sd-routing connections summary
show sd-routing connections history

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |



Cisco SD-WAN Manager Z{Ef L1= SD L—F 1 VT4 ROEE |
B < 777 D —F L UFRA DAV R—F 4 2O

IIWFTFURSDIL—T AT TNNAADFX VIR—T 429
T, SAFTF R SDA—T 4 T TNRA A A R — KT B80T —7 7r—|C
DWTHBHALET,
s HEh A v R—F 1 7
« FEIAVAR—FT 4T

BEtbtEn=7—o o0—%2FRALEYLFTFUoRSDIL—T A 2TTNARADL >
w—T127
< NVFTF L R SDIN—T 4 U TTFNRA, REF R — R BI20k, ROFEEZFEITLET,

ATwF1  sotware.cisco.com > [Network Plug and Play] > [Manage Devices] (ZBE/ L, A~— K T hH U FERX—F %

NTHI L NMIT 7B ATELZ L 2R LET,

a) AT AT v MEERLET,

b) 2 b= T A NEERL, = =T TA X Ry NI =T DEHEIEFNV—FCAET v
o2— R LET,

c) 2 hr—FXA7IZvBond E AJIL, [Next] &2 U w7 LET,

d) [Add Controller Profile] (Z#4 B2/ XT A —H % AJJL, [Next] &2 Vv 27 LET,

e) TN A& PaPHHKUIIBINLET, TN Z&BIT 525813, [DeviceMode] 7 4 —/L KT, Fry
THETLY ARG SDIV—T 4 VT E— ROT A A% LT [AUTONOMOUS] %8R L £ 7,

F7oF

AT w72  Cisco SD-WAN Manager D A = = —7/ 5, [Workflows] > [Quick Connect] DJIEIZEIR L £,

AT9 73 [GetStarted]| 27V v 7 LET,

ATy T4 [Next] 227V v7 LET,

AT9 75  csv 7 7 A V% Cisco SD-WAN Manager (27 v 7’ 12— KL TWRWEEX, WTIhnroT v e— K47

arEMLTTZ s ANET v 7r— RNLET, 774 LVET v 7 u— REHLOGEIEL. [skip fornow]
FTva s BRRLET,

AT w76  [SyncSmartaccount], [csvupload], [.viptelaupload] DWW\ NnE 7 U v 7 LEd, T8 ADERIZT /™A
AWM A RSN TNDITT T,

RATYT1T VT MU =TTAALADEEE, fIOETHALLZL ST = AT v 777 A &ER L, c8000v
a—YP—FET 7 A/LELTEMLET,

GE) ~ATFT 7Ty MREOHEIX, VAT AP EZRET HBEIZ, Quick Connect V—727 7 10— Z{#i {7
DRERHVET, CLIZAT v a v AL TVAT AP ZRELRNTLIEEN,

ATV T8 THAARLATIZHESNT, ROWTNDOFIEEFEITLET,

a) Y7 hUxT T A ADEAETX, Azure 721X AWS (Z Cisco ¢8000v Z /BB L, WA X LT — X £
Fa—HF—=F—=HANELTT = PR T T T A NVEATILET,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK
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| Cisco SD-WAN Manager £/ L 1= SD L—F 1 V> F T/31 ADEE

ATvT9
2ATFv 710

TLFFFULSDI—F 1 L IFRAROFHIc& B R—F 125 [

b) N—RT =TT NS ADEEIE, T3 A% Day-0 IREETHEB) L 9, 7 /34 A Day-0 IREET72
WAL, rdoad A7 3 > & L IC controller-modereset & 7- 13 writer erase =~ > K&l L T,
Day-0 {REEIZ L E 7,

7734 AT Cisco SD-WAN Manager 23 EZE) L £ 9,

TN ADAT —H AT 5 121%, show sd-routing connection summary status 3 . OF show sd-routing
local-propertiessummary =~ > K& H L £,

IILFTFFURSDIL—T A VT FNARDFHIZ&LBAVHR—F 425

ATy

ATy T2

ATy T3

ATy T4

~NWVFTFT U N SD =T (VT TN R TFEHTA A= N D123, ROFIEEZFETLE
j—o

Cisco Catalyst 8000v % Hf:E— RC Azure £ 7213 AWS [Z/ER L £,

a) sotware.cisco.com > [Network Plug and Play] > [Manage Devices] IZB#EI L, A~— T 7 k&3 —
FXNTHT L MIT IV HATEDLZ 2B LET,

b) T IV FEERLET,

) aryhe—I7a7yANEEKL, =X —TTAX Ry NU—TOHEEIFV—FNCAET v
r—RFLET,

d) =2 her—F%A471ZvBond E AJJL, [Next]| &7 U v 7 LET,

e) [Add Controller Profile] \IZ B2/ N T A—2 2 ANSJ L, [Next] &7 U 27 LET,

f) T REPPEHGIENM L ET, 75 ZA%&BMT 584 1%, [DeviceMode] 7 4 —/LV R T, R v
THETLY ARG SDIV—T 4 VT E— ROT A A% LT [AUTONOMOUS] %8R L £ 7,

Netconf-Yang Z AN T D720 DE/NIT A—X EFRELET,
fAi

config terminal
netconf-yang
end

show platform softwar e yang-management process state =~ > K& i L C, Netconf-Yang D A7 — & A

TR LET,

Cisco SD v —7 o4 » 7 — R NI T HI2DICBEIR R T A =2 2R ELET,

a) AV HZ—T A AP T FLAEZIIDHCP i L TRESNTWAH Z L 2R LET, £

oo A2 —T A AT noshut IRRETH HLENH Y £,

b) Cisco SD-WAN Validator ® IP & 721d Cisco SD-WAN Validator D4 Rii & i E L 77,

¢) Cisco SD-WAN Validator, ¥ I~ ID, #f#. BL P WAN A F =7 = AR E L ET,

CE) v AT TF U MREDOLEIX., VAT AP ZHET HBRIC, Quick Connect V—7 7 1 —Z{F 3
LHZMENBHY ET, CLIAT Y a v EFALTUVATAIP ZHELRNTIEE Y, 2L, <
NFTF v NEBTIE, SDV—T 4 V7T 34 2D SP k& 2R ET DD CLIA T ¥ a v
PEATEET, ZOMBLAIT. VT T NEBBEOT U FOMBE ERRLET, TN A
A R— R & 7=, show sd-routing local-propertiessummary =2~ > R CTOAERINE T,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |
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Cisco SD-WAN Manager Z{Ef L1= SD L—F 1 VT4 ROEE |

B 7.5 0570E2 3= 5 %ML Cisco SD-WAN Manager ~D 7 /34 RDF 2 R—7F 4 V5

ATy TH

ATvT6
ATy 71

ATvT8

ATv79
ATv 710

ATvIN

ATy 12

ATy 713

P

—\\

vdaemon D AT —H A% F =7 LT, ZOENPAENIoTNWAEZ EE2ERLET,

fi
Router#show platform software process list r0 name vdaemon
Name: vdaemon
Process id : 29075
Parent process id: 29070
Group id : 29075
Status IS
Session id : 8829
User time : 263002
Kernel time : 347183
Priority : 20
Virtual bytes : 405110784
Resident pages : 12195
Resident limit : 18446744073709551615
Minor page faults: 716496
Major page faults: 9130

N\ ADF VR

Ty PTNAADSDN—T 4V TRECHRLET, F/o. BAMHDO Yy —FSZEF L. Cisco

SD-WAN Manager WAN T > ¥ U 2 MZT7 v 7 u— RLET,

TN, ADAT —H A% 5121, show sd-routing local-propertiessummary =2~ > K& L &

R

root-ca-chain.crt FIEB # % Cisco SD-WAN Manager 7*5 SD /L —7 4 7T /34 Z|lZab—L %7,

CE) ZOFIRZ, =¥ =774 ZERAELFAZMEHA L T 58I 0A0E T, CisoPKI 5z
AL TV 2H81E, ZOFIEEAF vy T TEET,

SD )V —7F 1 7T /3A AT root-ca-chain.crt % A > A h—/L L £7,
Tavva=rr77y7AL (Mpteda) % PnP 55 Cisco SD-WAN Manager WAN = U A NMZT v
n—RL, aryhe—JZEEFLET,

T —E S, VI TNAESEFEH L Cviptda” 7 AV EER L, BALET, 7 7 A /L% CiscoSD-WAN
Manager (27 v 7 r—RL, a2 hr—Z|ZXEFLET,

Cisco SD-WAN Manager 2> 5 b —727 V% Hf5 L £ 9, Cisco SD-WAN Validator 33 & O Cisco SD-WAN Manager
& ORI 2 L L CT N A% A AR — K9 5121%, request platform software sd-routing activate
chassis-number <chassis-num> token <token> ==~ > RZfifH L £,

TINA AD AT —H A& iR 3 5 121%, show sd-routing connection summary status 33 J OF show sd-routing
local-propertiessummary =2~ > RZfH L £,

yFTAEYa=% %£EHL - Cisco SD-WAN Manager ~ D

—

—Tq4T

FTNRAZADU U H v FT7Tabya = 7 EEITTHI20E,. ROFIEIENET,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



| Cisco SD-WAN Manager £/ L 1= SD L—F 1 V> F T/31 ADEE
mreosneva=vomk

1R BHHIIZ

oA yFTInelamr THERLTT A, RERET DHHEAE. 7ot 20N ROEM: 25

ZLTCWAZ L E2MERLET,
« THRA ARHBEE— RIZRo TOARENRH Y £F, PP T 4 AA NV EEIEL, T34
ANWZABZ— T T a7 4 Xalb—alrEFR3fEEOay 7 4 Falb— g N NE
T, T3 AW Day-0 JREETH - Tid7e b TH A,

e FNA AL, WANA Z—7 = A A% 4 LT Cisco SD-WAN Validator 33 J (X Cisco SD-WAN
WCBIET AL IICHETHILERH Y 7,

TRA AZIE, SDV—T 4 U THEEEN L h e —T LiEE T 5 T DI B A i/ MR O RR
ﬂiﬂ)ﬂz‘g’(jﬁo

Flo, Doy TFruaeya =7 R EHEH L TT /A A% Cisco SD-WAN Manager (24>
RN—=T 4 TTDHE, TAAREEBNT HTDDORDOFIENAREIZ /20 £7,

*.csv, .viptela, F721% syncsmart account Z i f] L 7z Cisco SD-WAN Manager ~@® WAN
Ty VT A ZDIBN,

« VAIATFNRA AT SD V=T 4 T E— RTRETHHMENH Y £, Cisco SD-WAN
Manager (27 /34 22 BMMETIT A 22 ET DI2E, FHELIT—FA T v
FRAERTHLERD Y F3,

AT w71 CiscoSD-WAN Manager ® # = = —7>5, [Administration] > [Settings] ?JIE|Z34R L. [One Touch Provisioning]
AT LET,

AT 72 [One Touch Provisioning] 7% [Enabled] (272 > T % 2>HERd L £ 3, [Enabled] DA, AT v 7 5 1CHEARE
R

AT 73 [One Touch Provisioning] 3 [Disabled] (272> CTWA AL, [Bdi) #27 U v 7 LET,

AT 74 [Enable Claim WAN Edges] #% & C. [Enabled] Z3#{R L C [Save] #7 U v 7 LET,

AT w 75 [Configuration] > [Devices] > [Unclaimed Devices] (2 &E) L £ 7,
a) FRTDHT A AEEIR L, [Claim Device(s)] #7 U v 7 LET,
b) 7/ A AlX, [Unclaimed WAN Edges] 7> 5 HIFk 41, [WAN Edge List] IZF& RS NET,

RTYT6 THAAADAT —H A% MERT 511X, show sd-routing system status 3 & % show sd-routing local-properties
summary 2~ RafiH L £7,

WD T OE azZ VIR

WEEDO T B a =2 VMR 51213, WOFIEEZEITLET,

ATV TN FA ARG SDI—T 1 THBEORELHIR L 7,
51

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |



Cisco SD-WAN Manager Z{Ef L1= SD L—F 1 VT4 ROEE |
B o7 —vous

GE) Zhic T RTOEAENHIFRSNET, TRTOERAELHA VX P—ATLRERHY F
ﬁ—o

1 -

Router#config terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #no sd-routing

Warning! Disabling this feature will result in deleting client certificates. Please backup the
certificates and use the CLIs to reinstall them on enabling this feature again.

Do you want to continue? (y/n)[nl: y

ATV T2 THAAREENILET, FIRIZHOWTUL, [T RDFETOA L R—FT 17 (2573—=2) | @
HIZHDOFIE4 2L T TEEN,
ATy T3 TAL ZEHIRT 5 FIAE, RO EFED TH,
a) Cisco SD-WAN Manager ® A == —7/>5, [Configuration] > [Devices] DNEIZER L £ 7,
b) [WANEdgeList] #27 V> 7 L, BT L5754 R &L ET,
c) [Delete WAN Edge] %7 VU v 7 L%,
d) AvtE—V%EFBAT, Yes] 7 Vv 7 LET,

VIRDITA*A—CDEE

CITIE, V7 MU 2TA AR T v 77— K157 02250 TEHAL £ 4, Cisco
SD-WAN Manager |, FANZ/Ny 7 —I b3z targz BRO v A afffi~ oA A=Y &
721 iqcow2ﬂi§f@/f A=TDT v Fa— REeHR—KMLET, qeow2 4 A —T7 7 A L AR
LTEGEIE, ARy 74—V R77ANV%ET v 7 a— RTH50ERHY 7, FEC, —E
X%I~/®¢m$_ﬁﬁz/b7~7%ﬁ(Ww)% RETDHEXIT, A A= Ry =Y
TrAN, FTEFEAXY 74—V RT 7 AV EETeqeow2 A A— /77/(”%%#&'“(“%5& o)
{272V £ L7-, Cisco SD-WAN Manager {3 NETCONF & i#{5 L, HfE— R /31 278 Cisco
SD-WAN Manager (24 > R—T 4 V7 Enf- L Xz, YoV E— T ry—Yvya—i
EEAL CGERT—# #H& LE3, NETCONF X, Fv hU—7F /31 A LiB{E 7 HIERER
RRTUAR— TR AL ThHY, RET — X EmMETDHEDODA D= A LNERMELET,
SD )V—7F 4 7T /31 AD Cisco SD-WAN Manager 7 v 7' 7' L — KU —27 7o —[X, =22 b
B—7F— ROU—7 7a—ZflT\ET,

N

CE)  ZOMEZEESEL-OICHERRE/NBEDY 7 F T =27 3— g %, CiscolOSXE17.12.1a
<7,

CLIZERALEY I b9z T77yvTHo9L—FK

VY7 MU =THT v T L— T 51203 ROFIREZFATLET,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



| Cisco SD-WAN Manager £/ L 1= SD L—F 1 V> F T/31 ADEE
YRS kyAnY T Rz 74 A—onim [

1R BHIIZ
T U RITREBORER . A A—VOX o — REREBICHERARRER T 7Ty v aRhE
EHERLET,

A A=V IURY Y O U E— MY — A —DBIE AR A MR L £ T
cHE T — FOFME T ATHE T — FRAAINTR>TODMNE I D afER LET,

ATYT1 V7 =T ~—UD https://software.cisco.com 7> 5 CiscoIOSXE V U —A 1712 f A—T & X 7 n— K
LET,

ARTYT2 A A—TVETNA AT v 7 ue—RKLET,

ATwv 73 install add file <bootflash:/file name> activate commit =~ R&fH L CHHY 7
Fy =T HEA A N=VL, TZT 4 7L LET,

11 -
Device# install add file <bootflash:/c8000v-universalk9.17.12.01.0.166070.SSA.bin activate commit
TITAR—2arPBETToheE, TAAL AR r—RINET,

GE) ZhA 277747 ha~<v FThY, lBELTRIETDSZLIICRDONET, 751 RITHR
TFENTWRWERERHDIGE., Z0a~<wy ROFETITRKR L ET, writememory 2~ > K& FET
LT, Y7 NT=T%2HA VA M=NTENERHY 7,

AT w74 ingall commit 2~ > REZEHLTT v 77 L— R&ERLET,

JIRO R YADY T RO T TAA—TDENM

SD )V —F 4 75 /34 AF721% Cisco SD-WAN Manager DY 7 b =7 ZH LW/ 7 h 7=
TN—=2a T v 7T L= T LIS, Y7 MU =T A A=V % Cisco SD-WAN Manager ~/
Zhy=2T VAT NUICENTAMERH Y £, CiscoSD-WAN Manger & U E— [ Hh—/3—
Zf#H L T Cisco SD-WAN =2 > s 12— 7 |Z Cisco Catalyst 8000v =Y 7 v =T %7 v/
0 — K925 HFIEOFMIZ OV TIL,  [Cisco SD-WAN Monitor and Maintain Configuration Guide.]
[#€3E] @ [Manage Software Repository] DIEHZ S L T 720,

Cisco SD-WAN Manager 2R L~V I Oz 7D7v TSI L—F

THRAATY 7 MU 2T A A=V %T v 77 L— R 5120E, WOFIEEZIATLET,

1R BRI

c ZZTHBTAFIETIE, BY 7 by =T "=V a F VT L= T2 LITTEE
HFh, V7L —RTHULENDLHEETX. [Cisco SD-WAN Getting Started Guide] @
IDowngrade a Cisco vEdge Device to an Older Software Image| [#555] S L T 7230,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/Monitor-And-Maintain/monitor-maintain-book/m-maintenance.html#concept_lpv_ggg_5rb
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Cisco SD-WAN Manager Z{Ef L1= SD L—F 1 VT4 ROEE |
. Cisco SD-WAN Manager =R L=V 7 tDz7D7 v F5L—F

* Cisco SD-WAN Manager 77 7 A X D7 v 77 L— R&EFEITT H4A1L.  [Upgrade Cisco
vManage Cluster] [#555] ZZ&H L T 7230,

cHE T — FOFNME T ATHE T — FRADNI R TWDENE I afER LE T,

AT 71 Cisco SD-WAN Manager ® A = = — 7> [Maintenance] > [Software Upgrade] DJIEIZ 341 L &5,
RTYT2 V7 NI=T%T v 7T V—RTD5T 34 ZADH A TIZHASWT, [WAN Edge]. [Control Components],
[Manager] DWWz 2 U v 7 LET,
ATV T3 TRART—=TNT, 7T T L—FTHTFNAL RADOEMRCHDF =y 7Ry 7 A4 N LGRERLE
7
(GE) CiscoSD-WANManager 7 7 A X DT v 77 L— REHZ, T—TNVNICEREIND T T A DT RT
D) — Ra@ERL £,

ATw 74 [Upgradel 7 UV v 7 LET,
AT T8 [Software Upgrade] A 7 A KA ¥ <A T, ROFNEZFEITLET,
a) EOV—R=OLT NS R, A=V EF T ra— KT 50%EN L ET, [Manager], [Remote Server],
[Remote Server — Manager] DT 710> Td,

G¥) * [Remote Server] Z&#IRT HGEIL. T /3 AN U T— M — = [ZEFEAFEIC /2 > TV D
TEEBERLTIIEEN,
e VE— =R A=V EFETH Y oa— RT LT, IROF 72 CTF-O H0ME
HAENTWDLZ L 2R LTI ESN,
.:L‘—‘HE_ID:aNZ\ 0N9\ NN T
e NATU—RNia~z, A~Z 0~9, | * . + = %, -

cURLAFEZIFT/NA ta~z, A~Z, 0~9, _ * .+ = %, -~/ @ 2 ~

b) [SD-WAN Manager] D35 & 1%, [Version] R 7 X 7 U R RNLA A= D=V a3 U aERLE
D

c) [Remote Server—SD-WAN Manager] D55, Ka w7 XU A k)6 [vManage OOB VPN] Z 38R L |
[Version] K2y FH T URARNOLA A=V DONR—V 3 VERIRLET,

d) [Activate and Reboot] F= v 7 AR v 7 A& A NI LET,

IDF 2y IRy I AL TIZTDHE, V7 02T A A—VF LT —RINTT A R,
ARN=IVENETHE, A A=VWET 7T 4 7ENT. T4 RATIFEEISNEEA, Ty 7T L—
REATMWET LIz, A A=CE2T 774 7T H0LERHY 7,

(G¥) Cisco SD-WAN Manager Y 7 b U =7 D7 v 727 L — RHX, [Activate and Reboot] 47" a 1%
fECcEEHA, Ty 7T L — RZRAZ 58T LT Cisco SD-WAN Manager S FREZEI L7265, A
A=VET VT 4 TAT DRERH Y £7,

e) [Upgrade] 7 U v 7 L&,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/manage-cluster.html#Cisco_Concept.dita_4cf68ab9-b750-45df-b65d-f8bba8c9d1b5:~:text=Cisco%20support%20representative.-,Upgrade%20Cisco%20vManage%20Cluster,-Table%202.
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/manage-cluster.html#Cisco_Concept.dita_4cf68ab9-b750-45df-b65d-f8bba8c9d1b5:~:text=Cisco%20support%20representative.-,Upgrade%20Cisco%20vManage%20Cluster,-Table%202.

| Cisco SD-WAN Manager £/ L 1= SD L—F 1 V> F T/31 ADEE
voryz74i—votk [

BEOT N, ARERPNRERFLIEEET, LW 7 ho =27 "=V g VEFEALTT AN, ARNHEE)
LE7, [Task View] X—UNBE, TNA ADT v 77 L— ROBITIRIBERSINET,

ATYT6 TyT T VL—RNETTLHETHELET, BT ETICEL )Y £9, [Status] I [Success| & FRSi
oo, Ty 7T L—RIFET T,
AT w71 Cisco SD-WAN Manager ® A = = —7)> 5 [Maintenance] > [Software Upgrade] DJIEIZEIR L, 7 /31 2 &2 FoR
LET,
ARTFYT8 VT NI =TT v T T VL—RTET 34 ADH A TIZHASWT, [WAN Edge]. [Control Components],
[Manager] DWWz Uy 7 LET,
ARTYTY TNRARAT—TNT, T v 7T b— RKENTZT /3 AD [Current Version]| T H LW N—T 3 URFR S
TW5 Z & & LE T, [Reachability] 5iZ [reachable] & FREINTWLHZ EEMRLET,
G¥) * Cisco SD-WAN Manager ~O #0358 E S V7o IRl il RN I HESZ S 4172 W54A . Cisco
SD-WAN Manager (X HEIIZ, 751 AZDURTIFATIN WY 7 by =7 A A—VICRLE
R
e =TT NAL ATIEITINTNDH A=V 3 KD {EVN— 3 2T Cisco VEdge V' 7
N x2T BT v 7T —RT5E, V7 U T OIEABENEET DA REMEND D Z & &1is
ZDEER S —UNEREINET, CiscoVEdge Y 7 bV =T 2T v ST L— RTDHHIIC, =
Y ha—IDY T Ny 2TET T T L= RTHIEERELELET,

VI b T7AA—TDHIR
SDIV—TFT AV TTFNRAARNEY T "7 =T A A=V HHIRT 5121, ROFNEEZFEITLET,

1. Cisco SD-WAN Manager D A = = —7> 5 [Maintenance] > [Software Upgrade] DI IZ 341 L £
j—o

2. [WAN Edge]. [Controller]. [vManage] D Fhmk 2 U vz LET,
3 VTR =TAA=VEHIRT 2734 2% 1 DLLERIRL £,
4. [Delete Available Software] =7 U v 7 L £,

[Delete Available Software] %A 7 1 778 v 7 A& £7,

5. HIBRTAHY 7 ho=T "=V a U EERRLET,
6. [Delete] 27 Vv 27 LET,

VILNIIF7 7Y TIL—FF7IOT4ETs OTDERTR
1. Cisco SD-WAN Manager DY — L X—=INH X A7 T A arvz7 ) v 7 LET,

Cisco SD-WAN Manager (Z1%, FEITHFOTXTOX X7 O Y R RH, P & RO EFHK
LEBIZETREINET,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |



Cisco SD-WAN Manager Z{Ef L1= SD L—F 1 VT4 ROEE |
. Cisco SD-WAN Manager A L= T/A\f RDE=42 1 Y

2. RENWZA 2% 70y 7 LT, A7 DifflAEFR R LET, Cisco SD-WAN Manager CTlE
AT —HAT 4V RURE, FATDAT—H AL X AT PEITEINTZT /3 ADFEH
NERENET,

CiscoSD-WANManager = L I=T/N\A RDE=21) >
o

[Monitor] 77 ¢ > K%, CiscoSD /b —7 4 VT T NA ADTRXRTDOE=H Y TR —>F
VRV —EROBAE 2= LT R—= DY T AE A DD a—Y— A A —T = A
AERMELET, ROATva U EBFEH LU TEREMLL, T AEE=X ) 7 TEE
R

«SSH #— ) /v
* ping
* traceroute
Eho, JERESNIZ tar 7 7 A VCY AT KAT —H AEWAETE EF, Cisco SD-WAN

Manager [£, 7 /3 Zb jtar 77 A VERGLTCH UV on— RTEET, 77 A LVERSL
Teth, T/ A ALDT7 7 ANDat —ZHIBRL T, 74 A7 HEREMBTEET,

SD V=T 4 U TE— REafANTT DL, ZOMEEILT /A Z & Cisco SD-WAN Manager T7
T x IV FTENIRY £,

SSHZFERALETNNARADE=X LY

SSHA Y a U AFEH L CHEHEZMSL L, T35 A%T=X ) 73 5120F, IROFIEEFELT
L/\i‘g_o

AT w71 Cisco SD-WAN Manager ® * = =.—7>5 [Monitor] > [Devices] DIEIZER L £,

ATYT2 RRENDTNAADY A SNLT N ZAERIRLET,

ATFw T3 H—F A 2DBEEIE. BOTFT A ZT[.]%22 Y v 27 LT, [SSH Terminal] 2% L £7,
(F721%)

AT 74 Cisco SD-WAN Manage ® A = = —7>5, [Tools] > [SSH Terminal] DJAIZER L £ 7,
ATV TS WRTHNAT—RZ2EANL (SDNV—T 4 7 LRIL) | T35 AL QR L E T,
ATYT6 RN G show 2~ REFEITLT, TA REE=F U T LET,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



| Cisco SD-WAN Manager £/ L 1= SD L—F 1 V> F T/31 ADEE
TN RIS B ping DEST .

—

TN R(Zx19 % ping DEFT

T8 % LT ping &2 FATT HITIE, IROFIRZFEITLET,

AT w71 Cisco SD-WAN Manager ® * = =.—7>5 [Monitor] > [Devices] DJIEIZER L £,

AT T2 FRENDTNRNAAZADY A RS TNA ZAZBIRL 77,

ATV T3 BTN S 2ADEEF, BOT A AT[.]%27 U v27 LT, [Ping] Z&RLET,
AT v T4 [Monitor] X—Y T3P T RLAZ AN LET,

RATv 5 [Pingl 27 Vw7 LET,

ping DFERNTOD 4 R SvET,

IW—ErDEL—X

Mo—AN— b F T a 2R LT, BREHL LIZBICT NN, A=) 7T 51
X, ROFNEEFEITLET,

AT w71 Cisco SD-WAN Manager O A = = —7/>& [Monitor] > [Devices] DIEIZEIN L E 7,

ARTY T2 BRENDTNAADY A RNLTNA A BEIRLET,

AT T3 H—F A 20EF, BHOT XA AT[.]%227 Y 7 LT, [Trace Route] Z 3R L £,
AT 74 [Trace Route] ~— T, 56 IP 7 RLAZ AN LET,

RATY TS [Start] R¥ %7 V7 LT, hL—RERBLET,

7I—LBEUA AUk

F—=_—=U ARy T =T NOE & DT IS ZATA X MPRFAET D & T34 A1 Cisco
SD-WAN Manager [ZiE #1255 L CENZ e LE 7, Cisco SD-WAN Manager (X, 1 X2 b
WHZ 7 A NZ ) 7L, BT DA FEEEMT, OREKRRA RN M EERRA NS
N7 T —AITHAELET,

[Alarms] B ClX, A — =LA Xy NT—=JHND SDIV—T 4 VT T NA AL > THERKS
NIeT 7 — LT L e R TE X7,

TI—LEARVEDEZARY DT

FEON—IZHDNVT A a2 T ) v 7§ 5HE Cisco SD-WAN Manager & > & = 7h— K7
BT T—LERRTEET, TI9—LIF, TIT 4T T T7—LFRITTVTERT T—HIZT

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |



Cisco SD-WAN Manager Z{Ef L1= SD L—F 1 VT4 ROEE |
. admin-tech”7 7 1 JL

N—TSNTHET, T 74/ FNTlE, IBE24RMOT 7 —2RERINET, F00X
WO FNEIZHE > T, Cisco SD-WAN Manager @ [Alarms] BHE 225 7 7 —L&EFKRLET,

AT w71 Cisco SD-WAN Manager > A = = —7)> [Monitor] > [Devices] > [Logs] DJEIZEIR L F 5,
AT w72 Cisco SD-WAN Manager ® #* = =—7>5 [Monitor] > [Alarms] ONEIZER L F 9,

TI—=AET T T 4y 7R EREANTEIRSNET,

RT9T3 FFEDT 7 —LO5MERRT DT, BOT 7—AT[..]% 27 Vv 27 LTH 5, [Alarm Details] % 7

Uy LET,
[AlarmDetails] 7 « > RUME, 77 —20EBXONHRK, EEEZ T T 47 4 72 EOFEMNE
RENFET,

admin-tech” 7 1 JL

admin-tech 7 7 A V3T 3 A A TRIHATHEZ2 54, WO TH AR S 4172 admin-tech 7 7 A /L%
FRTEET,

AR E 417z admin-tech 7 7 A LD U A M &R R L, SDIV—T o 7T 734 A5 Cisco SD-WAN
Manager (Z A E—F 257 7 A L ERETE T, £DO%, IR L7 admin-tech 7 7 A /L% 11—
TIIVTF R R E T — RTAh), X7 — K L7z admin-tech 7 7 A /L% Cisco SD-WAN
Manager, 7 /34 A, EIXZOW LN HHIFRTE £,

Cisco SD-WAN Manager % {1 L 7= admin-tech 7 7 )b@gﬁ?

admin-tech 7 7 A /W%, BEOEDO VT TN a—T 4 U IFEREND —HED L AT LA
T —2 A5 CT9, admin-tech 7 7 A VA ER T HI21E, WO FIREZFEITLET,

AT w71 Cisco SD-WAN Manager ® A = = — 7> [Tools] > [Operational Commands] D JIEIZER L £ 97,
AT T2 BTN 2DEET, BOT A AT[.] %7 VU 7 L. [Generate Admin Tech] Z &R L £,
RATw 73 MEIZE U T [Generate admin-tech File] 7 4 > K7 C, admin-tech tar 7 7 4 L ONFEZHIR L £,

a) T 74/ FTiE, [IncludeLogs] F = v 7 R 7 ANF N2> CWET, EfiSitar 7 7 A LD
Dﬁ774w%@%?é’ I ZOF 2y IRy I R EF I LET,

b) T 77 ANEEGDDHIZIE, [Include Cores] T = v 7Ry 7 A%t N2 LET,
GE) a7 7y AL, a—H LT A 2O bootflash:/core F 7~ 1% harddisk:/core &« L 7 k U IZA%-4F
SNFET,

) TAAATRER (F—EY) | AEYOFHM, BLOARL—va VICHET 7 7 AL EG0D
ZiX. [Include Tech] &= v 7 R v 7 A& AN LET,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



| Cisco SD-WAN Manager £/ L 1= SD L—F 1 V> F T/31 ADEE
CLI % {8 L 7= admin-tech 77 4 LOER ]

ATv 74 [Generate] 7 V v 7 LET,

Cisco SD-WAN Manager 73 admin-tech 7 7 A LV Z{ERR L E T, 7 7 A4 A4 ORI
hostname-date-time-admin-tech.tar.gz T3,

AT w75 AR &7z admin-tech 7 7 A /L& FoR$ 5 121E, Cisco SD-WAN Manager D A = =.—7> 5 [Tools] > [Operational
Commands] > [Show Admin Tech List] DNEIZERN L £9°,

CLI Z#{# /A L - admin-tech 7 7 1 JLDEXK

CLI %M 4 L T admin-tech 7 7 A /L Z B3R T 5121, IROFIAEZEITLET,

admin-tech 7 7 A V& ERLT B 121, request tech-support =< > R&HH L £7,

Device#request tech-support

21:03:46.447 UTC Thu Aug 10 2023 : Collecting 'show tech-support'...
21:04:51.880 UTC Thu Aug 10 2023 : 'show tech-support' collected successfully!
21:04:55.091 UTC Thu Aug 10 2023 : Collecting binary traces...

21:04:55.216 UTC Thu Aug 10 2023 : Binary traces collected successfully!
21:04:55.219 UTC Thu Aug 10 2023 : Collecting platform-dependent files...
21:05:43.467 UTC Thu Aug 10 2023 : Platform-dependent files collected successfully!
21:05:43.475 UTC Thu Aug 10 2023 : Generating tech-support bundle...
21:05:56.648 UTC Thu Aug 10 2023 : Tech-support bundle file
bootflash:core/1HX-2017-debug | bundle 20230810-210346-UTC.tar.gz [size: 8648 KB]
21:05:56.648 UTC Thu Aug 10 2023 : Tech-support bundle generated successfully!

1HX-2017+#
1HX-2017#dir bootflash:core
Directory of bootflash:/core/

1471682 -rw- 1 Aug 11 2023 04:26:51 +00:00 .callhome
45 -rw- 25429 Aug 10 2023 21:05:56 +00:00

1HX-2017 RP O-debug bundle 20230810-210346-UTC-info.txt

49 -rw- 8854997 Aug 10 2023 21:05:54 +00:00
1HX-2017-debug bundle 20230810-210346-UTC.tar.gz

1471685 drwx 4096 Mar 22 2021 20:03:54 +00:00 modules

29633794048 bytes total (16795193344 bytes free)
1HX-2017#

JTFINEALT—3DE=R)2Y5

T8 AWK LT oping 2 FEITTDITIE, WOFIEZFEITLET,

AT w71 Cisco SD-WAN Manager O A = = —7/>& [Monitor] > [Devices] DIEIZEIN L E 7,

ATV T2 FRENDITNAADY A SNHT AL AERIRLET,

AT T3 BT 205K, BMOT XA AT[.]%27 Y vZ7 LT, [Real Time] Z3R L £,
AT 74 [Device Options] K2 v 77X A RN T—ZDOhT Y @R LET,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |



fERPFRSNET,

% TE 1
Z 2T, RERE

1

Cisco SD-WAN Manager Z{Ef L1= SD L—F 1 VT4 ROEE |

/\Li—a‘o

Cisco SD-WAN Manager T D #IfHiE&H D A 31k

Cisco SD-WAN Manager CHil it 4 AT 2012 L FICR LE T,

configqg)
config-sd-routing)
config-sd-routing
config-sd-routing

sd-routing

system-ip 172.16.255.15
organization-name viptela
vbond ip 10.0.12.26
site-id 500

(
(
( )
( )
(config-sd-routing)
(c )

config-sd-routing) wan-interface GigabitEthernet2

Bl : FlEEBRO A DHER

Bt A T — X A & e 5 121E, show platform softwar e yang-management processstate =~ >
RE@HLET,

Device#show platform software yang-management process state

Confd Status: Started

Process Status State

nesd Running Active

syncfd Running Active

ncsshd Running Not Applicable
dmiauthd Running Active

nginx Running Not Applicable
ndbmand Running Active

pubd Running Active

vdaemon D AT — ¥ R % flEF89 % 121E, show platfor m software yang-management process list
rOnamevdaemon =~ > R&fH L £,

Device#show platform software process list r0 name vdaemon

Name: vdaemon
Process id 29075
Parent process id: 29070
Group id : 29075
Status : S
Session id 8829
User time 263002
Kernel time 347183
Priority 20
Virtual bytes 405110784
Resident pages 12195
Resident limit 18446744073709551615

. Cisco Catalyst8000V T2 VI hIx7 A VA —ILBLVI T4 FalL—2ar HA K



| Cisco SD-WAN Manager £/ L 1= SD L—F 1 V> F T/31 ADEE

Bl L—+k

Minor page faults: 716496
Major page faults: 9130

5l - JL— FEEBRZEDA VX F—JL

Jb—h

AEAEE A VA b= AT LB E L IR LET,

angoszt— I

Device# request platform software sd-routing root-cert-chain install bootflash:root-ca.crt

Bl : )L— FEEBAZED A VX b—ILDFEER

JL— |k

summary 2~ > R&2FH L7,

Device#show sd-routing local-properties summary

personality vedge
sp-organization-name vIPtela Inc Regression
organization-name vIPtela Inc Regression
root-ca-chain-status Installed
root-ca-crl-status Not-Installed

Device#show sd-routing local-properties summary

certificate-status Installed
certificate-validity Valid
certificate-not-valid-before Apr 25 00:55:28 2023 GMT
certificate-not-valid-after Apr 24 00:55:28 2024 GMT
dns-name vbond

site-id 100

tls-port 0

system-ip 172.16.255.11

chassis-num/unique-id

serial-num 12345707

— N ~ — -~ N
kSO a—TF429
Z ZTlX, Cisco SD-WAN Manager #fEH L CSD /V—7 4 V7T N4 A FHHEB L NE=4

Vo 7t BBRCHRET A —RMNRRED NS TNy a—TF 4 U TIERATE S a~vy Rizon

TR

LET,

* Show version

)

AEAED A A h—)V AT — X X & fifggd 3 5121%, show sd-routing local-properties

C8K-aal079cal-cl41-4ac6-9b76-05864005£94e

G

B{EE— RiX showverson =~ RIZEFENTWET,

When sd-routing feature is enabled:
Device#show version | include mode

Router operating mode: Autonomous (SD-Routing)
Device#

When sd-routing feature is not enabled:
Device#show version | include mode
Router operating mode: Autonomous
Device#

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |



Cisco SD-WAN Manager Z{Ef L1= SD L—F 1 VT4 ROEE |
B cisco SD-WAN Manager £/ L 1= SD L—F 1 © 5 7/31 ROEEIZET HHhets

* show platform software yang-management process state
* show sd-routing system status

* show sd-routing connections summary

* show platform software process list r0 name vdaemon
* show sd-routing local-properties summary

* show sd-routing local-properties wan ipvi4

* show sd-routing local-properties vbond

* show sd-routing connections history

Cisco SD-WAN Manager &R L=SD/L—TFT 1« >4 T/\
A ADEEICREHT HHEEEFH

WORIZ, ZOFY a— /LTl LIHRICET o) )V —AEHE R~ LET, ZORIT, V7
=7 VU= b A U TCEEREOYFR—IRNEAINZEEOY 7 =T =R
JERLTWET, TOMEEIL, FHIWT Y BRWIRY | 2RO —EOY 7 vy xT7 VY —
ATHLYR—FENET,

Ty b7 =D R—FBLORZAa YT v 2T A A=V DY R— MIBET A IERE B
29 5 IZi%. Cisco Feature Navigator %2 {# /il L 9", Cisco Feature Navigator {27 7 & A9 %1Z
X, www.cisco.com/go/cfn IZFEE) L £ 9, Ciscocom DT AT MILEDH YD FHA,

% 41: Cisco SD-WAN Manager % {EF L 1= SDIL—T « V7 T34 RIZEAT S a5

11

iy

==z HEETRR

Cisco SD-WAN Manager |CiscoIOSXE U | Z ORREZ 3% & . Cisco SD-WAN Manager
ERALIZSDV—T 4 | J—217.121a |%MH L TSDA—F 1 v 7 F A ZDE B
Y TT R ADE EERITCEET, H—0Oxy NT—IFHV AT
2 (Cisco SD-WAN Manager) Zfff LT3 xT
DSDN—T 4 VT TNA ABE=HY I TE
Lz, VU a—ia OB ANHEBLINE
7.

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK
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20

Web 1—4% 4 3 —J x4 XEE

gpus

Web 20—V —Af L X =T x4 ZA&EHATHE, DPOVRTWIT T T4 NV A H—T (A
AL TL—FDONRT y—< U AR TE £ T,

)

GE) e~y 7 Mo zBHBIORETAICNE. CLIZEALEY, /2, B MR A
H—TxAA (VII) ZHEHAL T A2V ERTEL, CLIEZIZGUI ZFEHA LT M2 %1E

RTHZEHTEET,

WRONWTNPOZ AT DFEEFEITL T, V—XEHRETETET,

* Web UI 2 L7= LIEHMEEDT 7 4 /L MREETH DT /314 ZADFHRE (277 *X—2)
HERFTFENE— Ry T vy T U F—FOMEH (278 X—)

WebUl {5 L= TIHHEEFOT 74 L MRETH DT
INA RDERTE

IA 7 By Ty 7 U4 P = RFEMEH LT, BAWRL—IRELZETTEET, V—F
ERET DI, LLFOFIEEZFTLET,

1)

1R BHHIIZ
s WebULIZT 7B RATBHENI, T/3M ATHEAREEZITOMLEND Y 7,

ATV T1 YU TAr—TD RI-45 lZ/N—F D RI-45 2 —)LiR— N LE T,
AT T2 TAALZAOPRE Y 4 P — RNFIRENTHE, ROVAT AA vE—URN—IZErSn=5, NoJ
CATILTTF RS AT a P hEFRRFLET,

Would you like to enter the initial configuration dialog? [yes/no]: no

RATYT3 ar74Falb—vary E—FT, ROBENTA—ZE A LET,

Cisco Catalyst8000V T v Y I Iz 7 A VR M—LULELVIV T FalL—ar HA K .



Web 1—4 4 v2—T x4 REE |

B 2szrss@z—r o b7 9 T F— FOERA

ATvT4
ATy Th
ATy T6

ATy FT17

|

ip dhcp pool WEBUIPool

network 192.168.1.0 255.255.255.0
default-router 192.168.1.1

username webuil privilege 15 password cisco
|

interface gig 0/0/1
ip address 192.168.1.1 255.255.255.0

A=Y Xy b —TNTT A RAEN—F &8 L, gig0/l A% —7 = A RZHHELET,
VAT ALEDHCP 7V 947 hELTREL, V—FDIP 7 RL2ZBHBERICERELET,

TSUWEEEBHL, 7T IFDOT RLAIFIZTF AL ADIPT RLAZ AN LET, BF o7 REEEOS5A
%, Thttps://192.168.1.1/#/dayZeroRouting] & AJLET, HFEV EF 27 TR WEREOLEIL,
(http://192.168.1.1/#/dayZeroRouting] & AJJL £,

T3V b=V —% (webui) T 74/ FD/SRXAT— R (cisco) A LET,

EXFLFEHEHAE—FEY 7Yy T D4 F—KDEH

AT 71
ATvT72
ATv73
ATvT4
ATvTH
ATvT6
ATvI71

HEARET— RELITFEME—NOEy T v 7E2EHL TV —F ZRET DL, WOTFNEE S
TLET,

[Basic Mode] ¥ 7213 [Advanced Mode] %334 L, [Go To Account Creation Page]l #2 U v 7 L £,
A=Y HENRAT =R AN LET, RBOTDIINAT—REFANLET,

[Create and Launch Wizard] 27 U v 27 L£79,

TNA AL E RAAL B NI LET,

[Time Zone] K1 > 7' X 7 A NnD, #EIRY A LY — @IRLET,

[Date and Time] K2 v X7 U X "vh, @bl HRFE— RZS®IRL £,

[LAN Settings] #7 V v 7 L £ 7,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK
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NE Gy |

alialn
cisco WELCOME ! Check Video Demo

[cisco

This device is detected as factory fresh device. As a first step create a new user account and launch the guided setup wizard to bring
up the device quickly.

@ Basic Mode

Basic Settings.LAN,Primary WAN

READ THE BELOW INSTRUCTIONS BEFORE YOU BEGIN
o Ensure that you have all information from your service provider for completing the configuration. Click here for checklist
e If you are configuring non 3G/4G based WAN connection then ensure physical WAN cable connectivity with Service Provider is proper.
o If 3G/4G is configured as WAN then ensure SIM ( Subscriber Information Module) is inserted properly in the Router slot.
e The wizard by default enables some recommended configuration. Unless you have strong reason to change that have them as desired.
o This wizard helps to bring up your WAN/LAN connectivity quickly. You can always change the configuration and add advanced feature support

once the ion is successfull

e Best Practice: When you use WEBUI for configuring a device, do not delete or modify the configuration directly by logging onto the device which

will lead to misconfiguration.

GOTO TO Account Creation Page >

LAN SR EZ1TWVET,

AT w71 [Web DHCP Pool/DHCP Pool] 4 % 7= 13 [Create and Associate Access VLAN] 47" 3 > &38R L £ 97,
a) [Web DHCP Pool] Z#8IR L7=3541%, AR ELET,
[Pool Name] : DGCP 7' — /4 & AL £ 7,
[Network] : * RU—2 7 RLABLOY TRy h~RA7 2 AN LET,
b) [Create and Associate Access VLAN] 47> a U 2B L7561, WEBEELET,
[Access VLAN] : 7 7 22 VLAN Oi#fBllFE 52 A) LET, FEETE 24T 1 ~ 4094 TT,
[Network] : VLAN O IP 7 KL A% A L £,

[Management Interfaces] : A > % —7 = A AZ@®IRN L, HAREDVELERANZHEAL CGRIRLZZY A MRy
JAKBENLET, XTINT V7T HNRT T Ry LT, BRLEY A MRy 7 AT
AE=T2A AZBETHILEHTEET,

AT w72 [Primary WAN Settings] #27 U v 7 L £,

Cisco Catalyst8000V T v Y I Iz 7 A VR M—LULELVIV T FalL—ar HA K .



Web1—4 A v2—J x4/ REE |
B 5 =vwangezeroEs.

oO——O0
[ i

BASIC LAN
LAN Configuration @ HELP AND TIPS

/" Webui DHCP Pool An admin user will be created with the below details

19216810
255.255.2565.0-

< Basic Device Settings PRIMARY WAN SETTINGS >

T54<7') WANSEZREZITULWET,

RT9T1 774~ WAN X A THERLET, 774~V WAN [T, L—F B3V R —~F25 WAN O F A 712k
UC, YUTI, 3GAG, A —HVFv b, £iF7e— R K xDSL) 2% ETEE7,

AT T2 Fay T Xy JARNLA U E—T =2 AZERLET,

ATY T3 h—ER TS F—/n5 DNS — NME#R A BTG 521X, [Get DNS Server info directly from | SP]
Fov IRy I A A NI LET, T7A~UDNSEE I X YUDNSITFEITANTDHZ EHTEET,

AT v 74 [GetIPautomatically fromISP] F = v 7Ry 7 A% AN LT, h—ERT a4 X —In5 P T LA
WAEBEBBEIGLET, IPT RLABLOY 7 Xy N ~vRA 72 AN LET,

AT w75 [EnableNAT] F = v/ Ry 7 Z%A4 AL T, NAT #HNCLET, NAT AT 52 L2 BEn L
£7

AT w76 [Enable PPPoE] = v 7 R 7 A% 412 LC, PPPoE #HMNZLET, PPPoE Z#HMNZIT HLAEIL. &4
HRRET— R @R L £9, #7323 T PAP & CHAP T,

ATy T b—vRTaf Z—pbighania—V -4 L\ 2RTU—KE AN LET,

AT w78 [Security/APP Visibility WAN Settings] 227 U v 7 L%,

. Cisco Catalyst8000V T Y I Iz 7 A VR M—LLELVIV T4 FalL—ar HA K
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whogywangEEaoET, [

©

BASIC

PRIMARY WAN

530

WAN Configuration
9 © HELP AND TIPS

WAN Type® s An admin user will be created with the below details
Interface *
DNS / IP Address
/| Get DNS Server info directly from ISP
Get IP automatically from ISP
¥ Enable NAT
Profile

ccccccccccccccc

Configure username and password if provided by service

tHUFY) WANEREZITLET,

ATy T

ATy T2
ATvT3

RTv74
ATy TH
ATvT6

ATy 17
ATvT8

4o

ATy T

ATy T2
ATvT3

SEHIERE TR, B H AU WAN B3R E T A LERH Y £,

T ZY WANZ A THBIRLET, V=RV R— T L5WANDO X A A2 LT, v U 70, 3G/MAG,
A—HFv b, £2FTr— KK XDSL) & h % U WAN & LCRETE £,

Ry 7 Xy JA NN, U HE—T oA AERIRLET,

P—ER T r A F =6 DNS B — MERZ EERIGT 51213, [Get DNS Server info directly from 1SP]
Tz IRy I AEF NI LET, 7T7A4<UDNSEEAI X UDNSIZFEITANTAZEHTEET,
[Get IP automatically fromISP] = v 7 R v 7 A% A (2 LT, h—ERT S X —n5IP T KL AF
WAEBEERSGLES, PT7T FLABLOY T Xy b ~vAZ7 2 AT LET,

[EnableNAT] F = v 7Ry 7 A% 4 12 LT, NAT 288N LET, NAT Z2ANTHZ L aBEDL
£,

[Enable PPPOE] = v 7 /R v 7 A% A2 LC, PPPoE ZA NI L7, PPPoE Z AT H&HE1E. &
AT — REBINLE T, 47> 3 VL PAP & CHAP T,

F—eRT g F—hbigft sl —F -4 L AT —FREADLET,
[Security/APP Visibility WAN Settings] 27 V v 7 L %79,

)T 4 REDEK

FTRTCONRAT = KRR L —2 T HF AR TERRINLRWNE HIZT 5HIT1E, [EnableRecommended Settings)]
Tz IRy I AN LET, RAY— RIS LS ET,
[Day 0 Config Summary] #7 U v 7 LE7,

BREE L E=2—725I1%, [CLIpreview] #27 UV v 7 LET,

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |
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B tr2v7gxommn

ATY T4 [Finish 27V >v27 LT, T4 ¥uky h7 v 72T LET,

© © ©
o F

BASIC LAN PRIMARY WAN

©

SECURITY / APP VISIBILITY

.,)) o

S
E

SUMMARY

This screen provides the summary of all the steps configured as a part of the day zero configuration. Please click Finish to configure the device.

+ Router Name: geo, v Domain Name: mydomain.com, + Time Zone: 5.30, v Date & Time Mode: Automatic

+ WAN Interface: , v IP Address: Automatic, v DNS: Automatic, v NAT: Enabled

Wi-Fi Configuration:

Security / App Visibility + Cisco recommended security settings: Enabled, * Application Visibility: Disabled

< SECURITY / APP VISIBILITY

Cisco Catalyst8000V Ty > VI Iz 7 A VA P—ILBELUPIVT 4 Fal—

SUMMARY

CLI Preview

 LAN Interface: , v IP Address: , v Subnet Mask: , v Use as DHCP Server: Yes, v Pool Name: , v Network: (), » Management Interface Configured: No

DEPY:EEN
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GRUB E— k~ADT7 I X EER

Cisco Catalyst 8000V X, NVRAM NIZ 16 B hD a7 4 Fal—v gy LYRAXEHHE L
TWET, HEy hOfEILL (Fr, DEVEE) 2030 (7, D VMER) T, FE
NOBEIZ, WEIOY a— REIZF 7/F oL — 2 EEICEE%E 5 %2 9, GRUB E—
RTIE, o 223 —2 D ROMMON 4 7Y g YT a7 4 XFalb—vary LY
AR F a7y N R—FERET,

AT 4 FKalb—rvaly LIURFEFENTL L ROMEEELITHI ZENTEET,
«/L—=ZTGRUBE—R (F—FA T v 77077 L) Z@blRICES IS
cEBICB LT 74V NOT— T 7 A NBEBRRT D
c BN AT — REEET S

ROETAL T4 Fal—ary LIZAFZ By MIOWTHHLET,

RA2:20T74F2L—3Y LYPRE Ey FDEREA

Ev &S 16 2L =R
00 ~ 03 0x0000 ~ 0x000F 7=k 74— kK, 77—}

74—V ROBREIZL - T,
=B NAR—T T
AT LEa— RT5H0ED
M, EINLVAT A A A—
CERSTHELNRED F
7

FEARICOWTIR, £ T3
TA4F¥al—vary LURAK
DT —=Kr74—LKFEY FOD
Gl 2SR LTS ESN,
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GRUB E— FAD Tt A |

B crez—r~07o12

Ev &S 16 £ 5L =113

06 0x0040 VAT YT R TIT
NVRAM DN % Ml S F
I, UL, SR U— NEE
W CcEET,

GF) 799 KYYa—arTETINTWD Cisco Catalyst 8000V O GRUB € — KOBi#hIT, 7
TURTuNAZ—Dary ) —LT I EAERICE > TERYVET, 770U R r (=0
a2 —~OHIRAE T 7 B AR L TV DHEA, /AT — REE O 72912 GRUB E£—
RIZT 7 BATHZ LIXTEEREA,

)

GE)  N—FOHEERHIHEAIZGRUB T — NIZ/R 5 X 9 I —HF 2% ET HITiE., 0x000 3% E &
ERALET,

*GRUB E— F~D7 7 A (284 _X—7)
*GRUB A ==—0OfEf (285 <—)

ey 7 4 Fal— 3y LUAHX (confreg) DEHE (287 ~<—)
e AL T 4 X2l — gy LIUAXZREDERE (289 ~—)

e LT 4 Fal—ay LIYVAXDOREDE R (290 2—)

GRUB E— A7V X

A7 v 71 enable
1 -

GRUB ®— RIZ7 7 A9 BH121%, ROFNEEZFZEITLET,

Router> enable

¥iME EXEC E— R& A 2 —7 M LET,
e TV MRFRRENTZHNRAT—REATLET,

AT w72 config-register 0x0000

&1

Router# config-register 0x0000

fili T0000] (0x0) # AJJLT GRUB E— RZBAEL £,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK
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6rUB » =2 —0fEA ]

&IZ, GRUB E— R&EBGET 202~ L £,

Router (config) # config-register 0x0000

GNU GRUB version 2.02

Minimal BASH-like line editing is supported. For the first word, TAB
lists possible command completions. Anywhere else TAB lists possible

device or file completions. ESC at any time exits.

grub> confreg 0x2102

grub> 7’1 7 N CEEMGEZ AT D L, VAT AV T OFIRE configregister 2~ ROASD 2 >D
FTa U RERRINET,

GRUB A —1—®M{EHA

GRUBA=a—%fFHALT, —Z|IZr—RENTWAY 7 =T A A—VEFRL, ED
A A= LEETAE0EBIRLET, GRUBA=2—IZT7 7 X9 5|21X. GRUBZ r .~
FC TESC] EAJILET, KIZ, GRUB A =a2—DF &R LET,

EFTFTORHIF—ZFEHL T, EOA A=V b —Z ZRENT 502 8IRL$£9, GRUB
Y MIREDIZE, XXF Te) BANLET,

GRUB E— DG E A A — D MER

ATy T

ATy T2

GRBLOPa=T757 A F7—Fra—%— (GRUB) F— FRMOLH LW AT AL A—T k0 —
K94 %121Z,. EXEC E— R CTROFIEEZFEITLET,

dir bootflash:

Zoaxry FEHLT, 7= 77 v v aAEIHNOTATOT 7 A NVEBEIOT 4 b7 P ZFKRLE
EE

1 :

Router# dir bootflash:
Directory of bootflash:/
3 -rw- 6458388 Dec 18 2020 00:00:58 c8000v.tmp

1580 -rw- 6462268 Dec 18 2020 06:14:02 c8000v-ata
63930368 bytes total (51007488 bytes free)

configureterminal
Zoavwry REFHLT, Fa—Lar7 4 Xal— gy B— FEBBLET,
1 -

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |
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B crue=—roBE 1 A —ToEIR

ATvT3

ATy T4

ATy Th

ATvT6

Router# configure terminal
Router (config) #

boot system bootflash: system-image-filename.bin

WEISATF A Ve — REERRA T/ BICH LWV AT A AL A=V — RLET, RICHEZRLE
7,

&1

Router (config) # boot system bootflash:
c8000v-universalk9.17.04.0la.SPA.bin

GE) LW AT LA A=A, dir bootflash: =2~ FHEIIZERINBAEIIO T 7 A )LVE - I1THE—D
T 7 ANDEEIF. TORAT v T EFEITTHLEEHY FHAL

dowrite

ER e

do write memory

&1

Router (config) # do write memory

G¥) dowritex~ > KE7ziXdowritememory 2~ > REANTHE, T—bT7 T v aT 4 A7 T
ARE/RA A=Y D GRUB A ==2—U A FREFTSNET,

config-register 0x0000

Zoavy REMHALT, GRUBE— R&BAL £,

KIZ, GRUB E&— F&BIGT DREH OB 2R LET,

i -

GNU GRUB version 2.02

Minimal BASH-like line editing is supported. For the first word, TAB
lists possible command completions. Anywhere else TAB lists possible
device or file completions. ESC at any time exits.

grub> confreg 0x2102

&1

(G¥) config-register & 0x0000 (ZF%E L7125 1E, VAT 22 BEHEET 572912, 7 7 4/L b D 0x2102
WUty bTARERHY 9, A2 0x0 DEE. VAT AL GRUB £— R TEIELET,

grub> 7> 7 R C [ESC) 2 AJJL T, GRUB A==2—ZT7 7 ALET,

EINFHTEDLA A—=V%ET GRUB A =2 —RNERENET,
B -

Cisco IOS XE Software, Version 2020-09-17_09.24 kamitch
Cisco IOS Software [Bengaluru], Virtual XE Software (X86_64 LINUX IOSD-UNIVERSALK9-M), Experimental
Version 17.5.20200916:194029 [HEAD-/scratch/kamitch/git/polaris-work/boottimel 106]

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK
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aAYT74F¥aL—23a> LPRE (confreg) DEE .

Copyright (c) 1986-2020 by Cisco Systems, Inc.
Compiled Wed 16-Sep-20 15:45 by kamitch

Cisco IOS-XE software, Copyright (c) 2005-2020 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

Router uptime is 18 minutes

Uptime for this control processor is 21 minutes
System returned to ROM by reload

System image file is "bootflash:packages.conf"

FFORAMF—ZFEHAL T, V—2Z2EINTEA A—TF2ERLET, GRUB 727 MIEAIZIE, XX
T le) ZANLET,

RATFYTT V—EZDIV T T2 TARA—VEFHLWA—Ug T v 77 L— R 5120, bin 77 A VEBIRL £

T,
ATv T8 Enter ZL TBIR LA A—TEEEL, T 77— RK7Tabv 2A&BKBLET,

74 FaL—23> LIURSE (confreq) DEHE

ZOtr v a T, confregGRUB =2~ RZEH LT, a7 Falb—r gy LIYRK
EELTLHECOWTHBLET, Zoa~vy N, o 2aflin—R Ry =7 1—%D
confregROMOM =< > RIZBEITWET, ZD/—Z|ZIZROMOM £— RGN Tz
W, [FEEOMHEIX GRUB 2~ > RE— R CUE I ET,

Ja—sNL a2y 7 4 X2 b— 3 F— KT configregister =~ > K% LT, CiscolOS
CLINH a7 4FXal—yay LUVAAORELZERTTHZ L TEET,

)

GF) £AHL7-ar74Xal—rar LYAFHEILZ, NVRAMICHBIICEZ AT E T,
VMERE N2 HDI1F, V—F &2 Uty NERIZA /4 LThb T,

L

confreg [value]
11

grub> confreg 0x2102

GRUB a2~ RE—RTCarv 74 FXal—2ar LIRAXOREEEEE LET,
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GRUB E— FAD Tt A |
B oo ®ar—230 L9245 (contrey) 0ZE

AEET, a7 4 X alb—var LURFIZHIGETAH LW 16 EEE AT LET, EOFFHIL 0x0~
0xFFFF T,

AEE AT LT A, 16Ey hDar 7 4 X2l —2 a3y LIYZAXZDOEE Y MIHOWT, ASNR
Kb ET,

RDZRY

WDza— KX, GRUBE— RZBRBLT, a7 4 FXa2l—ay LIPAZEZERTLHT
9, GRUB E— RIZT7 7 & A4 5IZi%. Cisco I0S XE config-register =~> F& AL, fi&
L 0000 ZfELET,

Router (config) # config-register 0x0000

GNU GRUB version 0.97 (638K lower / 3143616K upper memory)

[ Minimal BASH-like line editing is supported. For the first word, TAB
lists possible command completions. Anywhere else TAB lists the possible
completions of a device/filename. ESC at any time exits to menu. ]

grub> help

[ Minimal BASH-like line editing is supported. For the first word, TAB
lists possible command completions. Anywhere else TAB lists the possible
completions of a device/filename. ESC at any time exits to menu. ]

confreg [VALUE] help [--all] [PATTERN ...]
grub> confreg
Configuration Summary
(Virtual Configuration Register: 0x0)
enabled are:
boot: the boot loader
do you wish to change the configuration? y/n [n
1:
ignore system config info? y/n [n
]:
automatically boot default system image? y/n [n
1:
Configuration Register: 0x0
grub> confreg
Configuration Summary
(Virtual Configuration Register: 0x0)
enabled are:
boot: the boot loader
do you wish to change the configuration? y/n [n
1:
ignore system config info? y/n [n]:
automatically boot default system image? y/n [n]:
Configuration Register: 0x42
grub> confreg 0x2102
Configuration Register: 0x2102
grub> confreg
Configuration Summary
(Virtual Configuration Register: 0x2102)
enabled are:
boot: default image
do you wish to change the configuration? y/n [n
]:
grub>
grub>
GNU GRUB version 2.02 (638K lower / 3143616K upper memory)

Cisco Catalyst8000V Ty V7 bz 7 A VA —ILELVIV T FalL—ar HA K
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avT ¥aL—vavLozanEnzE ]

0: C8000v - packages.conf
1: C8000v - c800v-packages-universalk9
2: C8000v - GOLDEN IMAGE
Use the ~ and v keys to select which entry is highlighted.
Press enter to boot the selected 0S, or 'c' for a command-line.
Highlighted entry is 0:
Booting 'C8000v - packages.conf'
root (hdO,0)
Filesystem type is ext2fs, partition type 0x83
kernel /packages.conf rw root=/dev/ram console=ttySl, 9600 max loop=64 HARDWARE=
virtual SR BOOT=harddisk:packages.conf
Calculating SHA-1 hash...done

SHA-1 hash:
calculated 817e1716:e8e62778:7dd0b806:32db2bdd:13e51407
expected 817e1716:e8e62778:7dd0b806:32db2bdd:13e51407

package header rev 1 structure detected
Calculating SHA-1 hash...done

SHA-1 hash:
calculated d4eaba99:34cbda63:26151233:9d0e9%9aa4:9c625302
expected d4eaba99:34cbda63:26151233:9d0e9%9aa4:9c625302

Package type:0x7531, flags:0x0
[Linux-bzImage, setup=0x2e00, size=0x2c18c00]
[isord @ 0x7e6d0000, 0x191f000 bytes]

A4 FX2aL—a3Y LORAEBENDERE

a7 4 Falb—ary LURAXOFRTEMEIL. GRUB 25 TH CiscoIOS XECLI 05 THE
WCTExEJd, ZZTIE, CiscolOSXECLIH a7 4 FXal—i gy LIYAXOREMEE
T35 HECHOWTHALET,

CiscoIOSXECLIN S a7 4 X a2l —3 g v LAY OREMBELEETAFIAIL, RkoLPH
nTT,

ATy Tl L—2OEBFRERYHBEALET,
ATV T2 WIEA T a ZEZRETANE I NFRONAD T, no EInZELET,

i :
Would you like to enter the initial dialog? [yes]: no
BW#%Ic2—F —EXEC 7u 7 (Router>) NFE RSN ET,
ATw T3 Tlenable)] & AJJLUTHiMEEXEC E— FEBME L, Y r 7 ERRRINIZHNART—FEANLET,
fl :

Router> enable
Password: password
Router#

ATy T4 Fyao— )L ar 74 Xal— gy T— REEELET,
i -

Cisco Catalyst8000V Ty < VT kY7 A VR h—LE LUV T FaL—aviqF |
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ATy TH

ATvT6

ATy 17

Router# configure terminal
Enter configuration commands, one per line.
Edit with DELETE, CTRL/W, and CTRL/U; end with CTRL/Z

a7 4 X2l —vary LYRXOREMBELEFTTA121E.

value 1% Ox Z Nz 7= 16 ##CTd,
&1

Router (config) # config-register 0x
value

Jua—N)L ar 7 4 Xal—yary B—REKTLET,
1 -

Router (config) # end
Router#

ZEH L 725X E & NVRAM IZRTF L £ 97,
Router# copy running-config startup-config

GRUB E— FAD Tt A |

config-register value =~ > K& A LE T,

HL a7 4 F¥al—ary LIAXOREMEHBNVRAMIZREFE SN TS, BN 5 DITREIONL—

Z )o— REFEII A7/ 4 URFTT,

A4 XA L—a3 Y LVRIDEEDRT

BEMB L OREIONL—2 1 1o— RERCEEH S

NABEMEF T HITIE, FHE EXEC E— KT showversion 2~> FE# AN LET,

a7 4 X al—Yary LYRAXOREMIZ. showversion i~ > R ITOEKITIOREN

B

Configuration register is 0x142

(will be 0x142 at next reload)
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.28,
=5 =0

TiISHERORE~DY Y

Z OETIL, Cisco Catalyst 8000V D FJHERE~D Y £ > FDFEITIZOWTHH LET, FIHEK
E~D Yy MEREIZ, V— 2 OEEIFREHBRLZY . V— 2 2RI T D REIZY
Yy LD T5DIENEBET,

c IR E~D Yy MIETAER (291 X—)

« MR E~D U & > NIATORHRSN (292 ~—2)

c AIERE~D Y & > FEITORIREE (292 X—2)

c HIIREE~DO Y £ v hOEFTHIE (293 N—)

A - g
MEAREAD ) v MBI S1EHR
WIIRE~D Yy MEI, V—=FZDBUEDFITa L 7 4 Fab—ra UERBLOAZ— |
ToFarZaXalb—rvaldfFREs V7 L, —Z ZLEIOSERICHERET 2 REIC) £y
FB T 2T, HIHERE~DY ¥y h 7 a2 TlL, factory-resetall =~ K& L
£7.

\}

() Cisco Catalyst 8000V A > A % > AR E~D Y & v MIOPDLIERIZ, A ML —YDH A
TRN—FNAFET DTN, AR EOERNZ L > TR 7,

HIBR S H S 1R -
MR E~DO Y £y hEFTTHE, ROFEERDHBRSNET,
c TABUVA L 2PN A b BEETE AR
c NFEREMET LV H T TR AR T—H
s a—P—nr rA U fER
- EBERE

T RTOBEXRRAMT 7 A MY AT DB EOMAT —4
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THHFEHORE~OY £y + |
B osze~0outwy r2romzss

« ROMMON ZE#4
SRFEA B L DTS R

¢« T — 7T v vaTHEITEINTWAa T )

REFSINDER -

722U, ROEBRIIOIRE~D Y &y MEHIRFFS L E T,
VY FETRICV—FA~DT VB RAERMT 27 7 A VA G EERER
cHHARE~DY By NEFETTARNCA VA=A INTWEY T N =T Ry r—

+UDIBLINMAY— T AL AT 7 AL

YR—rShTWBIFUF
WIHIRRE~D Y v MEREIZ, RO TV ATHHTEET,
« Cisco Catalyst 8000V f > A X > A & 2273 ik CHIBR T 2 54,

CHEEOHOIBBIZL > TNV—F DT —INRESNTSLE, V—FEZP#REC) Y b
LCob, SBOFEHDZDICEL ) —ERELRBTHVERH Y £,

HR—FHRTTY FTA—L

PR E~D Ut > MiE. Amazon Web Services. Microsoft Azure, GCP 7 7 7 K, VMware
ESXi. Hyper-VZETed X TDT T v b7 4 —LTETIH TS Cisco Catalyst 8000V A > A
HUATHR—PFENTHET,

MHIEEAD ) v FERITORMIREN
cWHIRE~D Yy MMELFATTOANI, TXTOY 7 by =T A A=Y RE, BX
MEANT =2 MRy 7T v TEINTNDZ EEMHERLTIIEIN,
AHIRE~D Y ¥y b7 ARETPOSAE. BIROPEIN LN L 2R LT,
CAVABUADT =TTy allh L H8GBDAEYNHLHZ L AR LET,

NEAFREAD ) £y FEITOHIREER

= HIZA VA=A ENTNWD YT =T Ry F L, WIHRE~D Y v MREIEHIZ
BrxEshEti,

s AR TE~D Y v F 7 ut AL, Cisco Catalyst 8000V A > A ¥ o X & FL#E) L 72 T
TZEW,
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pgEE~0Uty o5 ]

T L Z AT (VTY) 'Y a %4 LT factory reset 2~ 2 RARITI N6, ¥
WRRE~DYV By FTRERADTETHRICE v a MIEIL SN ER A,

PR E~D ) Y FOERTHE

AT w71 Cisco Catalyst 8000V A ' AKX v Alza 7 A LET,
ATwFT2 av o R7ar7 T, factory-resetall 2~ REFEITLET,

ROTERPFRSNET,

factoryreset#factory-reset all
The factory reset operation is irreversible for all operations. Are you sure? [confirm]

The following will be deleted as a part of factory reset:

1: All writable file systems and personal data

2: Licenses

3: Configuration

4: User Credentials

The system will reload to perform a factory reset.

Note that any dayO configuration will be applied after reload
DO NOT STOP OR INTERRUPT THE POWER DURING RESET

Are you sure you want to continue? [confirm]Connection to 172.18.25.29 closed by remote host.
Connection to 172.18.25.29 closed.

ATv T3 confirm & AL THIHIRE~DY v baFfr LET,

A

CE) WHIRE~D Yy N o R I00BREIZ, A ML —YDF A7 L Cisco Catalyst 8000V A >
AR ARRRT L7 70 Ry —ERICL > THRRY £,

GE) MR E~DYV vy b7t 22K T 55481, Escape ¥ —2 ML FET,

RDBERY

PHRE~DT By bR EARNETT DL, O BARKD LENE I E Rt a7 v A
ANT =TTy 2 IR ESNET,

REAND) Y FRIZEBITAAIY—FS3A4 2 ADET

Uty Mk, Av— 74 BV 2AOREBHIRINEST, =27 IDEFEHLT, L—FT
A= T4 B RAEHBRET DMLENRDY £, #Hit— R TIL, Av—hr 7142
AVAB U AERGT H XIS, WmllA T a VEERATAMNERHY £, DFE D, license
smart register idtoken *****token***** force =~ > R&MHATL2MLE R H Y £, Bk otk
AMPRE N ET,

WA T g VEEHET, A — FIA B RAREERETDHE. T4 B ADBEEN LK
LET, RIT, KB LEEEOHEEZRLET,
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B osse~0uty rticB3827— S EUROER

router#show license status
router#show license status
Smart Licensing is ENABLED

Utility:
Status: DISABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Callhome

Registration:
Status: UNREGISTERED - REGISTRATION FAILED
Export-Controlled Functionality: NOT ALLOWED
Initial Registration: FAILED on Feb 15 22:03:29 2019 UTC
Failure reason: The product
regid.2013-08.com.cisco.C8KV,1.0_1562da%96-9176-4f99-abcb-14b4dd0fal35 and sudi containing
udiSerialNumber: 9XIVKIPIVPK,udiPid:C8000V has already been registered.

License Authorization:
Status: No Licenses in Use

Export Authorization Key:
Features Authorized:

license smart register idtoken *****token***** force 2~ > REF(TTH &, T4 &2 AILBERF
Z (Registered) JIRREIZ72 Y F7°, KIZ, Registered IKFEEDFHEH N OFIZRLET,

router#show license status
Smart Licensing is ENABLED

Utility:
Status: DISABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Callhome

Registration:
Status: REGISTERED
Smart Account: InternalTestDemoAccount8.cisco.com
Virtual Account: RTP-CSR-DT-Prod
Export-Controlled Functionality: ALLOWED
Initial Registration: SUCCEEDED on Feb 15 22:04:07 2019 UTC
Last Renewal Attempt: None
Next Renewal Attempt: Dec 14 22:04:06 2020 UTC
Registration Expires: Dec 15 21:59:05 2021 UTC

License Authorization:
Status: AUTHORIZED on Dec 15 22:04:11 2020 UTC
Last Communication Attempt: SUCCEEDED on Feb 15 22:04:11 2019 UTC
Next Communication Attempt: Dec 17 22:04:11 2020 UTC
Communication Deadline: Dec 16 21:58:10 2020 UTC
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pgE~0Uty rosr [

Export Authorization Key:
Features Authorized:
<none>

AR EAD ) £y MEDENME

WIIRE~D Y ¥y FNIEFIZFETT5L, —2NEEBLET, 2720, WHERE

RIE~D Y
Ty hTuEANBBENSENC, 2T 4 Fal— g LY RAEZH ROMMON 75 F#)

THE#EITH LD unxﬁéﬂfb‘ﬁ_/ﬁm\ JL—% T ROMMON Ti£ 1k LE 1,

BE BEOT— M A=V NV E— I A—TTH D) USB E£7-1ENIM-SSD IR FE STV 53

A, PHRE~D Yy N A ERMGT LRI, BTA A=y I T v T EERL
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9, ZOEREIZ X V| Cisco Catalyst 8000V A > AKX L A INA T 4 7T~V EHH LT
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2. DT & ERERLET,

« ACI ® vPC ~X7 T VRFI & VRF2 R E L £,

« VRF3 I, VGW & 7 Y > 73 % Cisco Catalyst 8000V f > A% > A LD VRF4 TH Y |
VRF L1220 RT BRHY 7,

« Cisco Catalyst 8000V - > A % A%, VRF1&2 ® EVPN /L— k% ACI 7>5 VRF3&4 (ZA
VAR—bMLET,

« Cisco Catalyst 8000V M| IP BGP I, X7V v 7 7T ROF— U = A2V — F & Hid
mLET,

CACI DS DN — DRI A "Ry FiE, ACLOERY —T7 D24 L TF,
o JL— MEF VRFEIKTT L7 4 v 7 AOEBITH Y XA,

e L3VPNIL—F 4 7% T RRZ A XL, VREF VL7 4 v 7 A% EVPN R A N—|THEIE L
7, advertise 2vpnevpn 2~ RZFEITL, AT 4 v F UV RT #x 7 AR— K LT,
FAT AT N—FEEVPNIZT v =2 LET,

VRF /L— FEEIZEHT 5 FIH95=1E

« VRF L5 HEREIT . Bk 32 D438 VRFE & 1000 D5 A % <~ — VRF O#LEbEZ AR — K
L7,

« TOWEREIZRT 7 4 VW Z B YR —F L TWEFA,

* VRF /L— hEFIL, IPv4 7 FLATORYR— KX, IPv6 7 RLVATIEYR—FEh
FH¥ A

VRFIL— F B DERTEAE
ST hARAaD & FERA

ATV KT Z 7 RTOVRF b— MEFZBBHAT L7202, Yo7V bRa il TE

ZTCHELE D, V7 bR Y TlE, CiscoCatalyst 8000V A AKX L ANNRT Y v 7 75
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Vo2 759 RTYd, V=718 Y—721%, ACI AR — b F ¥ %/ (VPC) X7 TT,
INHDO 250 VPC L, BpH— BT RD) TEINET, ZZTiL, VRFI1 &
VRF 2 728 ACI @D vPC X7 TRESNTWET, ROPESEICL T IEE,

VRF1-RT : RT-EVPN-1, L7 ¢ v 7 A :192.168.1.1
VRF2 -RT : RT-EVPN-2, 'L 7 ¢ v 7 A :192.168.2.2

CISCO Catalyst 8000V A > A% AT VRF3 & VRFA BN EISNTWET, ZibH 22D VRF
BET— MU =A (VGW) EXTIZR->TEY, ZH 220 VRFIZIX 2 DDHERHV—
b&~/f“~y F RT) BHVET, KOFZESZBIZLTLTES,

VRF3 - EVPN ] RT : RT-EVPN-3, IPBGP I RT : RT-3, 'L 7 ¢ v 7 A :192.168.3.3
VRF4 —EVPN H] RT : RT-EVPN-4, IPBGP Fi RT : RT-4, 'L 7 ( v 7 X :192.168.4.4

ZDOFRu YT, BGP-EVPN 7 7 7' U w7 X ACI £ /37 Y w7 7 Z v KD Cisco Catalyst
8000V A > AKX ADINIAFAE L. Cisco Catalyst 8000V A > A X L A L Azure 72 E D7 T 7 K
P—bE 2 Fa =D TIPBGP a2 h a3 &vE+, BGP-EVPN 77 7' U v 7
X, EVPN & IPBGP DA T 4 v F o 7 — M FEAR L E T,

ACILYA FNeRXT Vw7 7T MO NT 7 4 v 7 7 =240 2121, ACI & Cisco
Catalyst 8000V A > A X > ADiJ75 VRE b— MG EVR— 2508 RH Y 4,

Cisco Catalyst 8000V A > XA Z > XL, VRF1 8L VRF2 ® EVPN /L— k% ACI 2»5 VRF3 B
K O'VRF4IZA VA R— R TEXHE N H Y £7, Cisco Catalyst 8000V | D IPBGP I, X7V v
7777 RND VGW ~D/b— N & Hllf L E 7,

)

(GE)  VTEP (VXLAN bRl RARA > k) IP & RMAC (JL—FMACT KL R) 325D —

7 CRICC, VNIC 72 MR8 53546 Cisco Catalyst 8000V A > AKX U AT ko x%EJ LT
N7 4w BHETEET,

A—RT7—R
AU~ e o626 LT, Cisco Catalyst 8000V - > A % AT VRF /L— MM EHRET D
R ZKIR L ET,

« VRF1 & VRF2 (X VRF3 &1 CT& 243, VRF3 & VRF4 I AIZEE TEX WAL, &

DEEZFITLET,

vrf definition VRF3

rd 300:1

address-family ipv4

route-target export RT-EVPN-3 stitching

route-target import RT-EVPN-1 stitching

route-target import RT-EVPN-2 stitching

vrf definition VRF4

rd 400:1

address-family ipv4

VRF1 & VRF2 73 VRF3 B L OV 4 LilfE T& 575, VRF3 & VRF4 MHAICHEIE TE 720
ElE. WOBRTEEFEITLET,
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vrf definition VRF3
rd 300:1

address-family ipv4
route-target export
route-target import
route-target import
vrf definition VRF4
rd 400:1

address-family ipv4
route-target export
route-target import
route-target import

RT-EVPN-3 stitching
RT-EVPN-1 stitching
RT-EVPN-2 stitching

RT-EVPN-4 stitching
RT-EVPN-1 stitching
RT-EVPN-2 stitching

VRFL— 5 DEE |

VRF1 & VRF2 1% VRE3 Lil{E TX 525, VRF3 & VRF4IIAHAITEE TE A1, RO

BEEZFATLET,
vrf definition VRF3
rd 300:1
address-family ipv4
route-target export
route-target import
route-target import
route-target export
route-target import
vrf definition VRF4
rd 400:1
address-family ipv4
route-target import
route-target export

RT-EVPN-3 stitching
RT-EVPN-1 stitching
RT-EVPN-2 stitching
RT-3
RT-4

RT-3
RT-4

VRF1 & VRF2 /X VRF3 B X4 Li#fE TX 5723, VRF3 & VRF4IIMAIZEETE 2 54H
X, RMOREEFITLET,

vrf definition VRF3
rd 300:1

address-family ipv4
route-target export
route-target import
route-target import
route-target export
route-target import
vrf definition VRF4
rd 400:1

address-family ipv4
route-target export
route-target import
route-target import
route-target import
route-target export

\)

RT-EVPN-3 stitching
RT-EVPN-1 stitching
RT-EVPN-2 stitching
RT-3
RT-4

RT-EVPN-4 stitching
RT-EVPN-1 stitching
RT-EVPN-2 stitching
RT-3
RT-4

GE)
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VRF4 Offj 5 CEVPN 3% ETHLENH Y 77,

IPBGP /X9 TIZ VRF3 & VRE4 3BT _XTONL— & A VR — b
LTWET2, BGP A »FR— b X7z VRF ®/L— % EVPN

ETINT B2 A X LEH A,
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veF L—rtanxE ]

EVPN 2K THE M TON DL EICD I, %E T Stitching¥—7 — REZFEHT 20 ERH Y £
7

VRF/L— FEEDETE

VRFI BLOVRF2 (A7 LI RX) BVRFIBIWVRF4 (T w7750 KKN) LBETED A
7V K777 RCVRFA— MEFEZRET DT, ROREEZFITLET, 2OV a— g BT
IZ. VRF3 & VRF4 [IFHAEIGEE T EH A,

£
vrf definition vrf3
rd 3:3

address-family ipv4

Route-target export 100:3
Route-target import 100:4
route-target export 3:3 stitching
route-target import 1:1 stitching
route-target import 2:2 stitching
exit-address-family

|

!

vrf definition vrf4

rd 4:4

address-family ipv4

Route-target import 100:3
Route-target export 100:4
route-target export 4:4 stitching
route-target import 1:1 stitching
route-target import 2:2 stitching
exit-address-family

|

|

interface BDI100

no shutdown

vrf forwarding vrf3

ip address 10.1.1.1 255.255.255.224
|

interface GigabitEthernet4.2
encapsulation dotlQ 2

vrf forwarding vrf3

ip address 10.4.4.1 255.255.255.224
bridge-domain 100

member vni 10100

|

interface nvel

source-interface loopback0
host-reachability protocol bgp
member vni 10100 vrf vrf3

|

router bgp 100

bgp router-id 10.11.11.11

no bgp default ipv4-unicast

neighbor 192.168.22.22 remote-as 200
neighbor 198.162.22.22 update-source loopback0
neighbor 198.162.22.22 ebgp-multihop 255
address-family ipv4 vrf vrf3
redistribute connected

neighbor 10.0.0.2 remote-as 300
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neighbor 10.0.0.2 activate

neighbor 10.0.0.2 send-community both
advertise 12vpn evpn

exit-address-family

|

address-family 12vpn evpn

neighbor 198.162.22.22 activate

neighbor 198.162.22.22 send-community both
exit-address-family

end

VRF )L — ~ HBF DR

ATvT1

ATy T2

show ip bgp 12vpn evpn summary.
VRF 77 4/L h7 KL A7 73U (L2VPNEVPN) @ BGP %~ U —{E#AfEE L £
i

show ip bgp l1l2vpn evpn summary

BGP router identifier 10.11.11.11, local AS number 100

BGP table version is 8, main routing table version 8

7 network entries using 2408 bytes of memory

BGP activity 14/0 prefixes, 16/0 paths, scan interval 60 secs

7 networks peaked at 17:34:38 Aug 14 2019 CST (00:00:26.895 ago)

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
198.162.22.22 4 200 6 5 4 0 0 00:01:23 4
Device#

show ip routevrf vrf3 bgp | in binding.

VRFIZBHET GNPV —T 4 7T =T MERER R LET, HIIAAS T 4 7T T
WA EIL, BREDKIAIL, BGPBANAAL T 4 T TNV ERX T A RRy T E LUTEHRH LTS Z L &R
LTWET,

&1

+++ 17:35:05 Minuet (default) exec +++
show ip route vrf vrf3 bgp | in binding

B 10.2.1.0/24 [20/0] via binding label: 0x3000001, 00:00:26
B 10.2.2.0/24 [20/0] via binding label: 0x3000002, 00:00:26
B 192.168.1.0/24 [20/0] via binding label: 0x3000001, 00:00:26
B 192.168.2.0/24 [20/0] via binding label: 0x3000002, 00:00:26

Device#
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Cisco C8000V L—H %, LAY 3IPT RLARIZLA V24—V Ry b BT AL Fa/Ny/r—
D TTBEODT ) Y KA A H—T A A (BDI) HEEEZVER—FLET,

TV oY AL A H—T = A ADHIFIFIE (303 21—)
e TN Y RAAL U A B —T A AT AHER (304 X—)
e TN RAALURBIP A v H—T 2 A4 ZADHE (314 ~2—)
« TOMOBEEE (320 X—)

c TV Y RAL Y AU ¥ —T = A ADBRERF® (321 ~—)

T RAL A3 —T x4 ADFHNEIE

TV oY AL A S =T oA ZZHET SHFIFHIIRO LBV TH,
VAT AT LICY A= ENLTY v FAL U A2 F =T = A AT 4096 DA T,

T VY RAAL U AU H =T oA ZADYH, HKEEHRAM (MTU) ¥4 X131500 8 L
9216 N4 O CTHRECTEET,

TV oY RAAL Y A H—T oA AIROERED T HR— b LET,
o« [Pv4 v /L FF ¥ A I
cQoSV—F LT LRV LT, v a— o 3P E— FENERA,
« IPv4 VRF
¢ IPV6 L =F v A MRE
« BGP, OSPF, EIGRP, RIP, IS-IS, STATIC R EDH A F I v I V—F 4
+ 10S XE 3.8.0 LA Hot Standby Router Protocol (HSRP)

+ IOS XE 3.8.0 LA Virtual Router Redundancy Protocol (VRRP)
* Flexible NetFlow
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GE)  Flexible NetFlow /. CiscolOSXE 17.7.1alAfED Y V) — A THR—
FEILTWET,

TV Y RAL Y A H—T oA RTROBEREEZ R — K LEE A,
* PPP over Ethernet (PPPoE)
«BGR7 V=74 > 7k (BFD) 7'm b =L
* QoS
» Network-Based Application Recognition (NBAR)  721% Advanced Video Coding (AVC)

TNV RAL A3 =T 124 RXIZEAT 5 1EHH

TV RAAL Y A H—T 2 A RE, VAY2TY o VBIRY NT—T LAY 3DNL—
TYRRy NIT—=2 T T4 97D T 7 4y 7 ORI T 0 —%FFl T HimbiaA o F—
T2AATTET, TV oY RAL UV AV EZ—Tx2AA L, TV oY RALVERUA VT 7
AlZEoTHBlsnET, 7V vy RAL U, VA P27 08— RE¥x AN RAAL V&2
LET, 7V vy RASL VBT DI ENTEBRT ) v RAL U A X —T = A AL,

1 277217,
TVwY RAAL Y A H—T = A AIROREE VR — N LET,
o IP#T

« LAY 3VPN DT

« 7 FLUAfRR7 1 k=)L (ARP) | G-ARP 35 KU P-ARP D ALEE

*«MAC 7 FL Z2D%E| 0 24T
TV Y RAAL U A F =T oA ALRET DA, ROMEZHE L TEB LERH Y F
SR

o A — Py MEAREHR OB

e T VoY KA A H—T oA AD N TN

«MAC 7 KL AD%| Y 24T

«IP 71 haLOHHR—h

« IPEREDH R — K

« Xy NERIE

TV Y RAAL v A H—T = A ZADHERHER
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A —HF v MBI (EVO) X, e g X—n @i L Tnd LA P2 —ERAOE 1
ABADTY R —x RRETT, SEIERNRNTA—FNRESNT, —E 20t
ENFEFT, VAIEVC 7L —LT—7TiE, 7V wY RALE, =R AL RAF AL
FEENTWA LA Y24 0 F—T A A (1 OFRITHEE) THRSNET, P—ERX AR
HLRE, HHIN—HF EOHLAR—NETEVCEA L AX ALz OTY, —E R A
VABUAX, REILESNTTY v RAL CEEMT b E T,

FETL—AF, WOBEECESNTHI—E R A L AX AL LTHETEET,
« U7V 802.1Q VLAN # 7' BAJefE & 7 fF& | F 7214 802.1ad VLAN % 7
« ] QinQ (NIFE L UWME) VLAN % 7' F7-1% 802.1ad S-VLAN & C-VLAN % 7 Ol J5
« 4155 802.1p CoS B b, PNHEE 802.1p CoS B v b, F7ZZF D)y
e XA u—R A =Py s ZAT (5§ OOBPJEZ Y AR — K : IPv4, IPv6, PPPoE-all,
PPoE-discovery, PPPoE-session)

P—E R A RAZ AT DO~y B TS AR— M LET,
« [Untagged] : 802.1Q F721% 802.1ad ~ v X RN/ NFTRTHOT L— Al vy B 7 LET,
e [Default] : ¥ _XTHOT7 L —AlIZ~v v B 7 LET,

EVC 7 —%7 7 F ¥ OFEMIZ OV ClE,  [Carrier Ethernet Configuration Guidel] @ [Configuring
Ethernet Virtual Connections on the Cisco ASR 1000 Router] &7 v a V2L T 72X,

TN RAAL AR —T A RADHh TILE

X2 T4 TA—TONEIIE, BELRIN—TF%E S N—TNEENET, ZHITEE
JED SGT & DGT THE L £3, SGT _X—Z D PBR HEARETIX. SGT/DGT _X—ZD /347 4y
D=2 PBR /V— b~ 7@ match 7] &2l TX £9°, SGT X— A D PBREAETIIFHET
L 7OBICHIRIZH Y FHEANR, 7T b7 —LATHHATELZAEVIZESNTH I %
RETHEEBEIOLET,

EVCIX7 Y v RAAL NAHET DK A —FF >y b 7r— KA (EFP) THix 72 7k
I EER T DEEZIRIL L 9, X7y NIRRT v UbERE LIz 1 > E KD
EFP /N HLH N ENTWBRREMNEDR S D 7=, BDIH IR A > MIH 7 v b Tk %
LW Z BV 9,

TV Y RAAL T, TXCTO EFP TR D0 7L’ dH 5556 . BDI O X T HT % i
BRI 20BN S £7 (802.1Q ¥ V7 LEMEM) . EFP T7 Y v RAAL DT XTHO KT
T4l (RN TEREITvva) 278t LET, 7V RAL D RNT T 49T D
B 7'M ERIEEIZT B 729121%, 4 EFP T rewrite X E L £,

TV wY RAAL U TlE, T XTOEFP TR U 72/ & 5551, encapsulation =< > N
AL TBDI B 7 b 2R ELET, BDITOD b e A X —TMldT5HE, #
TOT o TERITR Yy TREMNTRY . LY EFP Trewrite 2~ REFHET
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HYEENRRL 700 F9, BDI TOH FENMMEOFREDZEMIZONWTIE, 7Y v ALY
AHE =T 2 A ADOFREFHE] 2SR LTIIEEN,

MAC7 FLADEIY HT

Cisco C8000V /L —# EDFTXTOOT Y v KA A ¥ —T7 x4 AL, MIECMACT KL
ZEIFELET, KOO T IV vy RAL L A HZ—T =2 A ATMAC T RUAREID B TH
NET, Z0%. FMUMACT RLAR, FDOT7T U v RAAL VTHERENT-TXTOT Y »
VRAAL AU E =T oA AZEDETHENET,

\ )

GE) macaddress =<2 REFEHALT, 7V oY AL A F—T =2 A AZAXT v 7 MAC
T RUVAZRETEET,

IP 7O ra)LDOYR—F

TV oY RAAL A H—T x4 A, CiscoC8000V /L —HF A% L., IRDIPREE T o b
ANDLAFY2T) D RAALLDLAFYIDTZ L RiRA L e L THEBEL £,

* ARP

« DHCP
* HTTP
* I[CMP
* NTP

* RARP
* SNMP
* TCP

* Telnet
* TFTP

« UDP

IP 5 DY HR— b

TV oY RAAL Y A F—T =4 ATRD IP fG5EGEL Y R— N LET,
cIPVA DANBIUOH T 7EA ar be—i U A~ (ACL)

cIPVA DANNBELOHII QS KR v—, TV Y RAL L A F—T 2 A ADANEBLN
HAH—b 2 RY v —THR— FSNDIEMEFRO LD TT,

* ¥
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A4 AT, BET AV —E RS RAAZLAD 1 OREE LARWEY . BIETAZ LIFTEXER
Moo
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B soommse

\)

CE) TV Y RALS A F =T oA AFHNEA I =T = A ATHDI2D, 7V vy FAL Y
A F =T =2 ZAOFEREIZT Y v ¥ FAAL COBEREICITZELEEA,

BDI D #)HAIR R

BDI W) DEEEA T — MiZ, BDI DIERTIEIC L > TRV T, AX— T v F a7 4
Faol—a CEIBFICBDIZIERT H &, BDIOT 7 4+ /L hOEEIRENT v 7120 F
T, AX—F T v a7 4 Fa2lb— g shutdown 2~ RREFENLTWRWREY . =
OREDFE FIZ7e0 T, ZOEMEL, thOTXTOAS v F—T = AL —FLET, avr
K7wa 7 hTBDI ZEHNCIERT D L. 7740 hOFHEIREIT L 7 270 77,

BDI D) > iK%

BDIiX, BH EOX U RE, BIEEOX T REE, 7 PTREDIFEHEO AT — "0 6725
Vo7 REZAMERF L E T, BDIO Y U 7 RHEIX, ®HbT 52 —H—IZ X - TEE S 72 BDIE
HIRREE v hBXOA U ¥ —T 2 AAT — RO AL LUV DEEFRROIRRED 2 D DM F
HDANPOEELIVET, BDIO U 7 REIX, 2 DOATIOREIZESWTERSNET,

EERTOIKEE BDI =18

{start emdash} {end emdash} | Shutdown | No Shutdown

No faults asserted Admin-down | Up

At least onefault asserted | Admin-down | Operationally-Down

TNVyY AL A0 —T 4 ADHHEHER

TV RAAL U AV B =T oA AR EOEBA VX —T =2 ADHAIL, Y bal by
VAL QFP B EHIIICHBKR I NET,

RFE MM ATY2T VY FAAL L X NT—=IMBE RAL DA H—T oA A%N L
TULAYIDOL—T 47 32y RU—=ZIZfiind e, Ty NIT U vy RAL Y 4 X —
Tz A ADANIRTry PBIOSA e LTEINET, XTFy PR LA Y3 X —T =
ARZEFEL, TV Y AL A B —T 2 A ZEZNLTULATY2 T v RAAL IZHER
FEENDE, ANy NIRRTy PBEOSNA FELTRES L, AT RHEE RS SN
3

BDI X9 XTD CiscolOS A v Z—T =2 AT, 7—ARAL LT ATY3I N Try N By 2O
Wty NEHEFRFLET, LAYIDONRTy b U X a2FKRT B2, show interface 2~ >
REfHLET,

N EDRTEL, VA Y37 T RICBEELTWET, =& 2L, inputii L4 ¥ 2BD »
BLAY3ITZTTRNIZAD NI T4 v 7 %R0, output i A ¥3 2777 Kb LA ¥ 2BD
WZhno F o774 v 7 &R LET,
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TUws kAqy 1 va—T 4 20kREREER ]

BDI 27— 4 AD#EHER A FRT 5121, showinterfacesaccounting =~ > R& i L £,
EZEEINDH Ty PBLOSA &R v v b &FRT 5ITiE, show interface <if-name>
avwr REFEHLET,

TNy AL AR —T 24 ADERFE=ITEIER

CiscoIOS V—H DA v B —T 2 A ZAEITI T A LV F—T 2 A ZEHTHEAT. 4%
i, EOLHITIP T RLVRIZEID B TONDIDERELET, VAT AT v RAA
VEBIMTAENCT ) v RAAL L A F—T oA ZAEERTEET, ZOHELWT Y v
RAL A E—=T 2 A RT, BT LTV v RAAL VORERIZT 77 4 712720 £,

)

CE) TV oY FAL A F =T oA AMERSND L, TV v¥ AL CPEHBRIC/ER S
£,

TVoY RAL L AV E =T oA ATV P RAL VEERTDE, VAT LT, 7V v
VRAL U ET VY RAAL U A F—T 2 ADXT e~ B T T DD ER2T Y
vE—va VERFELET,

TV RAALLET N oY RAL UV AV H—T 2 AD< BV TIEV AT AR EN
T, TI VY RAAL A E—T oA RF, TV —arupnd OilBEET57 0
Y RAAL DA T I AEFEHEINET,

TNV FAM A VB—T A RDRT—5EY) T4

WDFIZ, Cisco C8000V L —H D7 T —F 4 77 at v (FP) DX A FIHE SN,
TV oY RAL Vv A X —T 2 A ADAr—S5 )T 4 OFEERLET,

% 43: Cisco C8000VIL.— R DT+ T—T 42 Ty YDEAL FIZE Iz, TUvP ALV A UE—TI(R
DRT—FEY T 1 DHIE

B 0

N—B DTV Y RAL U A B —T = A ZADERKRE

TNy RAALA IV REPAVE—T (4R

RARIP A % —7 = A A (VIF) #BIZ, O BDIA VX —7 = A% BDA VAX AT
BT 2 OISR B £ 3, BD-VIF A v ¥ —7 = A AL, I0SFHELIP A L& —7 = A ADH
FOTXTO LI BERE A MK L E T,

A\

GE) T _RTOBD-VIFA X —T 2 AZ—HFDMACT RLAEZZRETHLERHY, Bipd
VRFIZE L TCWAMERH Y 9,
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AP A 5 —7 = A 2 (VIF) BEREICIE, ROBIRFHEZH Y £,
*BD-VIF f V4 —7 = A AZIP v LFF ¥ A hEPHR—-FLTHEEA,

c HENVAER SN MACT RLAZHESBD-VIFA > Z—T7 = AD¥IT. 7T v F 7 +—
LI Lo THRRY F9,

eBD-VIF f % —7 = A AIMPLS VAR —hr L TWHWEHA,

e TV P RAAL L TEDOBD-VIFA VX —7 2 A ADEREE., VAT 5T L O BD-VIF
ALH =T x4 ADREIE, 7T " T —2 DX A TSI E o TERY F9,

FAR— S5 BD-VIF O RKEIT. 77 v F 74— LK o THRARD 7,
« ASR 1000 X, 7'V v ¥ KA A 2% L TR 100 O BD-VIF Z %A — kL ET,
« CSR 1000v (X, 7'V v ¥ KA A K L TR 16 @ BD-VIF 4 HR— h LET,
« ISR 4000 (X, 7V v ¥ RAA KL THRAK 16 @ BD-VIF %K — K LET,

Cisco IOS XE 17.7.1a V¥ U — &/, BD-VIF i Flexible Netflow (FnF) %% A—FLFEJ,

TV FAM VA VE—T A ADEEAE

TV oY FAAL AP —=T 2 ABRET HITIE. ROFIEEZFATLET,

FIEDHE
1. enable
2. configureterminal
3. interface BDI {interface number}
4. encapsulation encapsulation dotlq <first-tag> [ second-dot1qg <second-tag>]
5. ROWTNNZEIATLET,
6. match security-group destination tag sgt-number
7.  mac address{mac-address}
8. noshut
9. shut
F IR D 8
AR NFERERETIVa Y ]3]
AT w71 |enable FFHEEXECE— REABICLET, Trr 7 PRk
# - REINTEBNRNAT—=RE AN LET,
Router> enable
A7y 72 |configureterminal Jua— L Ay 7 4 Falb—a - NERh
15“ : L/ i ‘g—o

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK
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| FU9C RACMLA08—T M RDEE

Ty Frqvava—Tr1208ES%

AU RFERETIVa Y

B8

Router# configure terminal

ATvT3

interface BDI {interface number}

1

Router (config-if) # interface BDI3

TV RAL A F =T = A AERELET,

ATvT4

encapsulation encapsulation dot1q <first-tag>
[ second-dot1q < second-tag>]

1 -

Router (config-if) # encapsulation dotlQ 1
second-dotlqg 2

BTN B A T EEFRLET,

BT, 7'M Z A 7 E L Tdotlq ZEF«K LT
WET,

ATy Th

WONWTNNEEITLET,
1

ip address ip-address mask

1

fl

ipv6 address (x:x:x:x::x link-local|
X:X:X:X::X/prefix [anycast | eui-64) |
autoconfig /default);

1 -

Router (config-if) # ip address 10.2.2.1
255.255.255.0

1

1

Router (config-if) # ipv6 address
AB01:CD1:123:C::/64 eui-64

TVoY RAL U A H—=T = A ZAD IPv4 7213
IPv6 7 RV AZFREL LT,

ATvT6

match security-group destination tag sgt-number
fi

Router (config-route-map) # match security-group
destination tag 150

security-group destination security tag DfE % 7% E L £
ﬁ—o

ATy T17

mac addr ess {mac-address}

1

Router (config-if) # mac-address 1.1.3

TV oY RAL A Z =T =4 ZADMACT RV
ALERELET,
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ARV RFERETIVa Y

B8

AT 78 |noshut
I

Router (config-if) # no shut

TV oY RAL Y A F—=T oA AEFHLE
R

AT w79 |shut
1 -

Router (config-if) # shut

TV oY RAAL v A BZ—T oA AZEHTLE
K

15

WIZ, IP 7 F LA 10.2.2.1 2552552550 TT U v RAL o A X —T A AERET HH

R LET,

Router# configure terminal
Router (config) # interface BDI3
encapsulation dotlQ 1 second-dotlqg 2

Router (config-if) #
Router (config-if) #

Router (config-if

(
(

Router (config-if
(

Router (config-if

TNy RAL A3 —T AR

FIEDHHE
enable

NOO A WN

F IR D FH

)
)
)
)

#
#
#

show interfaces bdi

show platform softwar e interface fp active name

show platform hardware gfp active interface if-name

debug platform hardware qfp feature

platform trace runtime process forwar ding-manager module

platform trace boottime process forwar ding-manager module interfaces

ip address 10.2.2.1 255.255.255.0
mac-address 1.1.3

REDRT L HEE

ARV RFERERTI VA Y

E]:)

AT w71 |enable
fi

Router> enable

KMEEXECE— RZHARLES, Trr 7 bR
IRENTEZH/NRATU—REATTLET,

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



| FU9C RACMLA08—T M RDEE

TUw Frqvava—Trq 2EE0ERTEER [

AU RFERETIVa Y

B8

AT 72| show interfaces bdi xtitid™% BDI O EDE AR R L ET,
f5l -
Router# show interfaces BDI3
R 7 3 | show platform software interface fp active name THID—F 47 Tay 0Ty v RAAL L
i - AV F =T 2 A AREEF TR LET,
Router# show platform software interface
fp active name BDI4
R T w 7 4 |show platform hardware gfp activeinterfaceif-name |5 — &% 27V v RKAAL L A X —T A A
i - REZFRLET,
Router# show platform hardware gfp active
interface if-name BDI4
R T 75 | debug platform hardware gfp feature BN L 72 CPP L2BD Client O 7 /3w Z 3412720
15“ : ij—o
Router# debug platform hardware gfp active
feature 12bd client all
R T 7 6 | platform trace runtime process forwarding-manager | Forwarding Manager "2 & A ¢ Forwarding Manager
module Route Processor 33 & OF Embedded Service Processor ™
i - FNL—ARX =V EFHLET,
Router (config) # platform trace runtime slot
FO0 bay 0 process forwarding-manager
module interfaces level info
R T 77| platform trace boottime process forwarding-manager | 7— k7~ 7’1 Route Processor Forwarding

module interfaces
i -
Router (config) # platform trace boottime slot

RO bay 1 process forwarding-manager
forwarding-manager level max

Manager 7" 1 & A @ Forwarding Manager Route
Processor ¥ JX O Embedded Service Processor @ ~ L —
AA =V EAENMNILET,

RDBRY

Fa<w s REATEa~vr FRBLIOA T Y g U OFEMIC OV T,

['Cisco10S Configuration

Fundamentals Command Reference Guide] &M L T 72 &0y,
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TS FAf v A8 —Tx4 20%E |
B oo rrqomarios—grr208%E

nu

TJYU S RAL I RBEIPA A —T 21 ADETE

enable
configure terminal
[no] interface BD-VIF interface—-number
[ [no] vrf forwarding vrf-name]
[ [no] mac address mac-address]
[ [no] ip address ip-address mask]
[ [no] ipv6 address {X:X:X:X::X link-local| X:X:X:X::X/prefix [anycast | eui-64] |
autoconfig [default]}]

exit

BD-VIF £ v % —7 = A 2% YT AI121Z. Z0a<w> RO no BREHEHLE9,

VIFA R —TzARDT) YD KA ~ADBEERIT

enable

configure terminal

bridge-domain bridge-domain number
[no] member BD-VIF interface-number
exit

VIFA 7 —7 = A AOBEMN T 2R+ 21203, Zoa<xr Fo ho) BRAEEHLET,

Ty KRAAL I REIPA A —T 4 ADFER

A LB =Tz A ABLIRIPA X —T = A ZADOAFZDTXTD show 2~ > Ri%. BD-VIF A
VE—T oA AERTEET,

show interface bd-vif bd-vif-id
show ip interface bd-vif bd-vif-id
show bd-vif interfaces in fman-fp

show pla sof inter fp ac brief | i BD_VIF

TV RAAL I BEIPA U E—T 24 ADEEH

Detail sample:

interface Port-channell
mtu 9000
no ip address
!Ethernet service endpoint one per neutron network
service instance 1756 ethernet
description 4e8e5957-649f-477b-9e5b-f1£75b21c03c
encapsulation dotlg 1756
rewrite ingress tag pop 1 symmetric
bridge-domain 1756
|
interface BD-VIF5001
no shutdown
vrf forwarding vrf5001
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ip address 10.0.0.1 255.255.255.0
interface BD-VIF5002

no shutdown

vrf forwarding vrf5002

ip address 10.0.0.2 255.255.255.0

bridge-domain 1756
member Port-channell service-instance 1756

member bd-vif5001
member bd-vif5002

Ty O RAALREIPA 2R —T 14 X%4 LTz Flexible NetFlow
DEETE

FIEDHHE
1. enable
2. configureterminal
3. interfacetype number
4. {ip|ipv6}flow monitor monitor-name [sampler sampler-name] {input | output}
b. exit
FEDEFHM
AT RFERIEITFZII Y B8
AT 71 |enable BHEEXECT— FZAMNCLEd, a7 bk
%l - IREINTZHRAT—RE AT LET,
Device> enable
R 72 |configureterminal Ja—nN)ary7 4 Fal—arE— ReflG
15“ : ]\/i‘g_o
Device# configure terminal
AT 7 3 |interface type number A HE =T 2 A AEREL, {2 HF—T A AT
B - T4 F¥a2lb—aryE—RN&eBtLET, BD-VIF
Device (config)# interface BD-VIF 100 %g%%%fj\j71/357r°
25w 74| {ip]|ipv6}flow monitor monitor-name [sampler N—BNA B —T o ATEZETAIP T
sampler-name] {input | output} 7 4 v 7 @ Flexible NetFlow 7 1 —F = % — % 41 %)
1 I LET,
Device (config-if)# ip flow monitor FLOW-MONITOR-1
input
ATy 75 |exit A B —T xR AT 4 Fal—zr F—R
i - ZAET L, FrME EXEC E— NI £,
Device (config-if)# exit
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Bl : T)yORAALREIPA 23 —T x4 X% L7T= Flexible
NetFlow

Wiz, 7a—F=4%—0 QFP IF#E L "7 rn—J7m % #/~x3 % show platform hardware gfp
activeinterfaceif-name =~ > RO 1FlZ R~ LET, KOFRIZ, CLIHIOXF—%2 R LET,

RIE HAH

ip flow monitor <monitor-name> input IPV4 INPUT _FNF_FIRST
IPV4_INPUT FNF FINAL

ip flow monitor <monitor-name> output IPV4 BDI OUTPUT _FNF FINAL
ipv6 flow monitor <monitor-name> input IPV6_INPUT FNF FIRST

IPV6 INPUT FNF FINAL
ipv6 flow monitor <monitor-name> output IPV6 BDI OUTPUT FNF FINAL

Device# show run interface bd-vif2
Building configuration...

Current configuration: 227 bytes
!

interface BD-VIF2

vrf forwarding vrfl

ip flow monitor testl input

ip flow monitor testl output

ip address 10.11.11.11 255.255.255.0
ipvée flow monitor test2 input
ipvée flow monitor test2 output
ipv6 address 2001:DB8::1/32

end

Device# show platform hardware gfp active interface if-name BD-VIF 2
General interface information

Interface Name: BD-VIF2

Interface state: VALID

Platform interface handle: 20

QFP interface handle: 17

Rx uidb: 262138

Tx uidb: 262127

Channel: 0
Interface Relationships

BGPPA/QPPB interface configuration information
Ingress: BGPPA/QPPB not configured. flags: 0000
Egress: BGPPA not configured. flags: 0000

ipv4 input enabled.
ipv4_output enabled.
ipv6_input enabled.
ipv6_output enabled.
layer2 input enabled.
layer2 output enabled.
ess_ac_input enabled.

Features Bound to Interface:

2 GIC FIA state
66 PUNT INJECT DB
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70
43
45
46
47

cpp_l2bd svr
icmp_svr

ipfrag svr
ipreass_svr
ipvéreass_svr

44 icmp6_svr

58 stile

Protocol 0 - ipv4_ input
FIA handle

IPV4 INPUT ARL SANITY

Bl : TP AL RFEIP A > 2 —7 = A4 %4+ L 1= Flexible NetFlow .

- CP:0x55a7f59df038 DP:0x3fff1000
IPV4_ INPUT DST_LOOKUP ISSUE

(M)
(M)

IPV4 INPUT_SRC_LOOKUP_ ISSUE

IPV4 INPUT DST LOOKUP CONSUME

(M)

IPV4 INPUT SRC LOOKUP CONSUME

IPV4 INPUT FOR US MARTIAN

(M)

IPV4 INPUT_STILE_ LEGACY

IPV4 INPUT ENF FIRST

IPV4_ INPUT_LOOKUP_ PROCESS

IPV4 INPUT ENF FINAL

IPV4 INPUT_IPOPTIONS_PROCESS
IPV4 _INPUT_GOTO OUTPUT_FEATURE

Protocol 1 - ipv4 output
FIA handle

IPV4_VFR REFRAG (M)

(M)

(M)
(M)

- CP:0x55a7f59df0d8 DP:0x3ffeff00

TPV4_OUTPUT SRC_LOOKUP ISSUE

IPV4 OUTPUT L2 REWRITE

(M)

IPV4 _OUTPUT_SRC_LOOKUP_CONSUME
IPV4 _OUTPUT_STILE_ LEGACY

IPV4 OUTPUT_FRAG (M)

IPV4 BDI OUTPUT FNF FINAL.
BDI VLAN TAG ATTACH AND LAYER2 LOOKUP_ GOTO

LAYER2 BRIDGE

BDI OUTPUT_GOTO_OUTPUT_ FEATURE

IPV4 OUTPUT_ DROP_POLICY

DEF IF DROP FIA (M)
Protocol 6 - ipvé6_input
FIA handle

(M)

- CP:0x55a7f59deeb58 DP:0x3fff4300

IPV6_INPUT SANITY CHECK (M)

IPV6_INPUT DST_ LOOKUP_ISSUE

(M)

IPV6_INPUT SRC_LOOKUP_ISSUE

IPV6_INPUT ARL (M)

IPV6 INPUT DST LOOKUP CONT

(M)

IPV6_INPUT SRC_LOOKUP_CONT

IPV6 INPUT DST LOOKUP CONSUME

(M)

IPV6_INPUT SRC_LOOKUP_CONSUME
IPV6_INPUT STILE LEGACY

IPV6 INPUT ENF FIRST
IPV6_INPUT FOR US (M)

IPV6_INPUT LOOKUP PROCESS

IPV6 INPUT FNF FINAL

(M)

IPV6 INPUT LINK LOCAL CHECK (M)

IPV6_INPUT GOTO OUTPUT FEATURE

Protocol 7 - ipv6_output
FIA handle
IPV6 VFR _REFRAG (M)

(M)

- CP:0x55a7f59dee08 DP:0x3fff4b80

IPV6 OUTPUT SRC LOOKUP ISSUE
IPV6 OUTPUT SRC LOOKUP CONT
IPV6 OUTPUT SRC LOOKUP CONSUME

IPV6 OUTPUT L2 REWRITE

(M)

IPV6_OUTPUT STILE LEGACY

IPV6_OUTPUT FRAG (M)

IPV6 BDI OUTPUT FNF FINAL
BDI VLAN TAG ATTACH AND LAYER2 LOOKUP_ GOTO

LAYER2 BRIDGE
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. Bl: Ty AL UREIP A 22— x4 X% S L 7= Flexible NetFlow

BDI OUTPUT GOTO OUTPUT FEATURE
IPV6 OUTPUT DROP POLICY (M)
DEF _IF DROP FIA (M)

wIZ, v v ati)z L a— FERTERRT % showflow monitor [[name] [cache [format {csv
| record | table}]] [statistics]] ==~ > RO HHIZR L £,

Device# show flow monitor name FLOW-MONITOR-1 cache format record

Cache type: Normal

Cache size: 1000

Current entries: 4

High Watermark: 4

Flows added: 101

Flows aged: 97

- Active timeout (1800 secs) 3

- Inactive timeout (15 secs) 94
- Event aged O

- Watermark aged O

- Emergency aged

IPV4 DESTINATION ADDRESS:
198.51.100.1 0

ipv4 source address: 10.10.11.1
trns source port: 25

trns destination port: 25

counter bytes: 72840

counter packets: 1821

IPV4 DESTINATION ADDRESS: 198.51.100.2
ipv4 source address: 10.10.10.2
trns source port: 20

trns destination port: 20

counter bytes: 3913860

counter packets: 7326

IPV4 DESTINATION ADDRESS: 198.51.100.200
ipv4 source address: 192.168.67.6
trns source port: 0O

trns destination port: 3073
counter bytes: 51072

counter packets: 1824

Device# show flow monitor name FLOW-MONITOR-2 cache format record

Cache type: Normal

Cache size: 1000

Current entries: 2

High Watermark: 3

Flows added: 95

Flows aged: 93

- Active timeout (1800 secs) 0

- Inactive timeout (15 secs) 93

- Event aged 0

- Watermark aged 0

- Emergency aged 0

IPV6 DESTINATION ADDRESS: 2001:DB8:0:ABCD::1
ipv6 source address: 2001:DB8:0:ABCD::2

trns source port: 33572

trns destination port: 23

counter bytes: 19140

counter packets: 349

IPV6 DESTINATION ADDRESS: FF02::9

ipv6 source address: 2001:DB8::A8AA:BBFF:FEBB
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trns source port: 521

trns destination port: 521
counter bytes: 92

counter packets: 1

WIZ, £ v F—T 2 ADT B —AT—H A%FKT 5 showflowinterface =~ KO 14
ZaRLET,

Device# show flow interface BD-VIF2001

Interface GigabitEthernet0/0/0

FNF: monitor: FLOW-MONITOR-1
direction: Input

traffic(ip): on

FNF: monitor: FLOW-MONITOR-2
direction: Input traffic(ipvé): on

Device# show flow interface BD-VIF2002

Interface GigabitEthernetl1/0/0

FNF: monitor: FLOW-MONITOR-1
direction: Output

traffic(ip): on

FNF: monitor: FLOW-MONITOR-2
direction: Input traffic(ipvé): on

RIZ. Flexible NetFlow X ED 7 1 —F =% —@ QFP [H#I L N7 u—F A%~ % show
platform hardware gfp active interfaceif-name|in FNF 2~ > RO B 2R L ET, ROE
. CLIHAOF—% 7 LET,

RE Hh
ip flow monitor <monitor-name> input IPV4 INPUT _FNF FIRST
IPV4 INPUT FNF FINAL

ip flow monitor <monitor-name> output IPV4 BDI OUTPUT FNF FINAL

ipv6 flow monitor <monitor-name> input IPV6 _INPUT FNF FIRST
IPV6_INPUT FNF_FINAL

ipv6 flow monitor <monitor-name> output IPV6_BDI OUTPUT_FNF FINAL

Device# show run interface bd-vif2
Building configuration...

Current configuration : 227 bytes

|

interface BD-VIF2

vrf forwarding vrfl

ip flow monitor testl input

ip flow monitor testl output

ip address 10.11.11.11 255.255.255.0

ipv6 flow monitor test2 input

ipv6 flow monitor test2 output

ipv6 address 2001::8/64

end

Device# show platform hardware gfp active interface if-name BD-VIF 2 | in FENF
IPV4_INPUT FNF_FIRST
IPV4 INPUT FNF FINAL
IPV4 BDI_OUTPUT FNF FINAL.
IPV6_INPUT FNF FIRST
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IPV6 INPUT FNF FINAL
IPV6 BDI OUTPUT FNF FINAL

TYIS FALL 10 8—T7 24 ADEE |

clear flow monitor name monitor-name [cache [force-export] | force-export | tatistics] =2~ > N%

fEif4 % & . Flexible NetFlow 7 7 —F =& —,

Jn—%F=H—F ¥ via, £HET7e—F

= —iaHERB 7 VT &, TR —E =S —F ¥ vV aNOT —F iz 7 AR — b

TEET,

Flexible NetFlow D% E DFEAMIZ DU T,

17] 2L T 7Z&E0,

ZTDMDSEER

[Flexible NetFlow Configuration Guide, Cisco I0S XE

HEIEE

R=-aF7ILEA ML

Cisco ASR 1000 >
YR TS K
varyPh—rx

N—=BZTOA—H
v MRAEESE O

[Carrier Ethernet Configuration Guide,]

E
EVC Quality of http://www.cisco.com/en/US/docs/ios/ios_xe/qos/configuration/guide/qos_eve
Service xe.html

MiB

MB MB®! >y

£7,

| EBR L7 Ty b 74 —A4, CiscoY7 b7 V) —2, BEXOR74—F vty D
L |MIBZBRELTHX U ua— RKT5841L, KD URL (25 % Cisco MIB Locator % fifi ff L

http://www.cisco.com/go/mibs

SRADTY AL YR—F

Bl

>y

EHEDOURLIZT ZEALT, YAadF 7 =) HR— |k EEKLR |https://www.cisco.com/c/
IEH LT &N, ZhbDY Y—R1E, Y7 hY =T %A A |en_in/support/index.html
AaADWLLT 7 ) v — BT D HEA
PIMBEZ R L7 T2 72DIEAH L T 7Z3 v, 20 Web ¥A1

N EDY =T 7 AT HEIE, CiscocomD 2 7' A L IDB LY

=L LTRELZD,

/\Ox U — Fﬁ§‘\‘g?'€‘o
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/fnetflow/configuration/xe-17/fnf-xe-17-book/fnf-fnetflow.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/cether/configuration/xe-16/ce-xe-16-book/ce-ether-vc-infra-xe.html
http://www.cisco.com/en/US/docs/ios/ios_xe/qos/configuration/guide/qos_evc_xe.html
http://www.cisco.com/en/US/docs/ios/ios_xe/qos/configuration/guide/qos_evc_xe.html
http://www.cisco.com/go/mibs
https://www.cisco.com/c/en_in/support/index.html
https://www.cisco.com/c/en_in/support/index.html

| FU9C RACMLA08—T M RDEE
Ty Frqy A va—7 4 20eEE ]

TNV RAL D A3 —T 14 ADHEEEEH

WORIZ, ZOFV 22— /LTl L7-H#ELZ Y X L, FFEOREBTH~DY 7 2R LE
TO

TT79 b7 =DV A= BLOYY T T =2T A A=V OVR— MNIETHEREMET D
{21, Cisco Feature Navigator Z i} L 9", Cisco Feature Navigator #3425, Y7 b U=
T AA=YNYR—= T 5/EDY 7 2T V=R T4—F ¥y b EREFTTT7v
N7+ — L %GR CTE £9, CiscoFeature Navigator |27 7 & A9 5{Z1%, www.cisco.com/go/cfn
WIZHEN L E 9, Ciscocom DT I T2 MILEDH Y XA,

)

GE)  WRORIL ¥EDY 7 v xT7 VU —RA ML A U TEEEDOTR—IREAINT-LEDY
TZhozT V) —AOHERLTWET, ZOKREIZ, FRCWE D B720RY . 2 LIEO—E
DY TR I=2T7 V) —XATHYR—FENET,

RU: TV FAL VAV —T 214 ADEEEIER

HEER 1)) —2 FEREIRER
7YY RAAY A |CiscolOS XE Z ORBEIX, Cisco C8000V /L— & TE A Xi
H—T = 4 ZADRE Cupertino 17.7.1a | & -,
7Y o R AL AR IP |Cisco I0S XE Z OREREIE. Cisco C8000V /L — & THA X1
LB —T AR Cupertino 17.7.1a | & 7=,
TV RALMURIP A 2 F—T = A A
(VIF) 1%, BEDOTY) v RAAL v A v
#—7xAA (BDI) ZHi—~DBD A A X
ANTHERE L, L2 Xy P U= N4 TP
7T x oy M EBE—O VRFIZEEMNT 5 Z LT
ETDHXIITRV E L,
7V vV RAA AZAAIP | Cisco IOS XE = OHEREIL. Cisco C8000V /L— & THE A & 41
T A e Cupertino 17.7.1a | & 7=, kpa<yr FREASHE LT,
(BD-VIF) 10 Flexible {ip | ipv6} flow monitor monitor-name [sampler
NetFlow (FNF) sampler-name] {input | output}
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TYIS FALL 10 8—T7 24 ADEE |
B oo exqrros—oqznmeems
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MIP YV J bz 7HHR—FDEE

AT 4T A—3Ix—var iRk (MTP) Y7 h© =75 /31 AL, Cisco Unified
Communications Manager (CUCM) O RKEELZRHAIZARAIKga R—x 2 FTH, THbD
BT, Y7 by =7 MTP X, CUCM 7 Session Initiation Protocol (SIP) F7-1%H.323 =
RARA » N&EJ L T—T 4 > 7 S§Liz 2 — /L % Skinny Client Control Protocol (SCCP) =~
RTYUL—=T&E2LICTDHI LT, 200EHMOAT AT AN =257 vV T5L9
IZLET, SCCP a2~ RIZkD, CUCM X —L v 75U 7O MTP N T& £97,
Cisco IOS XE 17.8.1 LAFETlX. Cisco Catalyst 8000V 7 /3A A TY 7 k7 =7 MTP OH R —
ZRETEXET, Cisco Catalyst 8000V 7314 A TEFMREALHEMNT2HBIE, Y7 ho=T
MTP ZiEH LT, H323 = RARA > P EZITH323 X — b7 =2 2N L TL—T 4 7 &N
D aA— )R —= R A= VLRI EOM R —E XA AT L TREI CE £7,

« Fils (323 %—V)

« V7 MU =T MTP OV R— MERRET DD ORIHESEMA (323 X—)

« SRTP-DTMF A > #Z —U—F 7 (324 _X—7)

« V7 7T MTP OHHR— FOEE (324 ~X—)

« V7 hU T MTP HR— FORERE (329 =—)

Cisco Catalyst 8000V TY 7 h7 =7 MTP X ET H &, IROZ LRAIRRIZ/R Y £77,

« Cisco Catalyst 8000V A ' A ¥ L ZAZAEHHTE 5 Y L—aRA >~ & LT Unified CM (Z%§%
LET,

T RRA LD 1 DOBDIME 7 F U v 7Y R— K L TWARWESIT, SWMTP #
A—FrEEHLET,

VIR T7MIPOYR—FEERTET S-ODHIREH

cHEEa— NV T EREa— VL S Ta—FT v Ry MEERELET,
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B srrromvEs L s—o—xoy

SRTP-DTMF 1 >4 —7"J—X% >4

Cisco I0S XE 17.10.1a LA, Secure Real-time Transport Protocol (SRTP) 7 = 7 /v h— £ HE A
B (DTME) A v 2 —T—F% 7%, RAZL—F—FDOY 7 h7 =7 MTP THHR— | &
NTHWET, SMTP 3L F 27 a— LD DIMF A VX —TU—% 7 &Y R—KhLET,
7o, ZOMRBIZS BICEX 27 2—/L®D SRTPDTMF A > ¥ —TU—F%  J VKR — s LET,

Z OEEED CUCM HalR— NI, 5% DV U —ATHEREIND TETT,

SRTP-DTMF 1 > 32— —X > 5 DHIFNEIE

* SRTP-DTMF A > ¥ —U—F% L JHREIX, a—TF v 7 RAAN—FXOHZEV R —F LE
9,

* SRTP-DTMF A % — U —% 7 HREIL., R Ui e IP &R — b 2o B o RIFE[EE Y —
A (SSRC) #H¥AR—FLTWEHA,

« SRTP-DTMF A » #—U—F o Z % R_R— b+ 5a—E, FEF=27 DIMF A v ¥ —
U JTCHR—FENDZT— NV EWET DL, RT3 —< RO TeEE s 5 2
DHREFEMENH Y F9,

HHR—FENSBSRTP-DTMF A 32— —X>2 5D TS5y b4+ —LA

Cisco IOS XE 17.10.1a LA, IRDT'Z » &7 4 — L IF SMTP & @ SRTP DTMF A & % — U —%
Y7 EYRE =L TVET,

* Cisco 4461 Y — b A GHL—% (ISR)
» Cisco Catalyst 8200 Edge > U — R 77 v N7 4 — LA
» Cisco Catalyst 8300 Edge >V — X 77 v N 7 4 — A

« Cisco Catalyst 8000V Edge ¥ 7 h v =7

o] —
Y7 b7 MTP DY R— FDETE
V7 R MTP DY R — FE2ENC L TRET ST, ROFIEEZFEITLET,

FIRDEE

enable
configure terminal
scep local interface-type interface-number [port port-number]

scep ccm {ipv4-address | ipv6-address | dns} identifier identifier-number [port port-number ]
ver sion version-number

b=
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scep
SCCp ccm group  group-number

© o N®

10. trustpoint trustpoint-label
11. codec codec

v ko z7 MPoyR—roRE |

associate ccm identifier-number priority number
associate profile profile-identifier register device-name
dspfarm profile profile-identifier {conference| mtp | transcode} [security]

12. maximum sessions {hardware | software} number

13. associate application sccp
14. noshutdown

F gD
AU RFEREETIVaY B#
RATwv 71 |enable ¥iHE EXEC E— R& A R—7 /W LET, Frr
i - T IRMERENTHRRAT— 2 AN LET,
Router> enable
R wF2 |configure terminal Jua—r )L ary 7 4 ¥al—gy E— REElh
15'] : L/jzﬁ—o
Router# configure terminal
RAFw 73 |sceplocal interface-type interface-number [port CiscoUCM IZ X859 572 HIZSCCP 7 ') r—3 =
port-number | v (FovRa—F 7o) MENT S,
- =N F—T = f AR ET,
routor (config) b oeni ciesbitern 0/0/0 e interfacetype: A > 4 —7 = A AT RV AE T
outer (conrig SCCp oca glgabite erne Li{}ifkﬁ/]’\‘/&—‘71/r;(7 }QI/;( (/]’»—“]j‘*\y
72 &)
« interfacenumber : Unified CM {2843 5 72812
SCCPT U r—varnMERHTHA &2 —
T A AEF,
« (f£&) port port-number : &R L7=A > & —
7z A ATHEMATHHR— bEE, AR
PHIZ 1025 ~ 65535 T, 7 7 /L ;E 2000 T
o
RTFw 74 |scep cem {ipvd-address| ipv6-address | dns} identifier | {# B A[E7/pH—/3—D 1) A T Unified CM H—/3—

identifier-number [port port-number] version
version-number

1 -

ZIBIML, RDORNTA—=ZZRELET,

« ipv4d-address : Cisco UCM #—/3—®D TP /X—
Var4T7 RLA,
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MTP V7 b = 7HR— FDFRE

ARV FFEREETIVa Yy

S

Router (config)# sccp ccm 10.1.1.1 identifier 1
version 7.0+

« ipv6-address : Cisco UCM #—/3—® TP /3—
varer7 FLA,

« dns: DNS %,

« identifier : Unified CM H— X — & #5145 %
o 1 FTHEZREF L 1 ~ 65535 T,

e port port-number (&) : TCP 7R— K&+,
1 1 ATRE 7o FiPHIE 1025 ~ 65535 T, 7 7 4 /v
K& 2000 T,

e verson verson-number : Unified CM D /N— 5
Vo BRieox—T g 0%, 3.00 3.1, 3.2, 3.3,
4.0, 4.1, 50.1, 6.0, BXW®70LLETT,

AT T5 |scep SCCPEIVE#HT 7Y r—ray (RF7RAa—
Bl - Fq v L&) AR LET,
Router (config) # sccp
25w 6 |sccpccmgroup group-number Unified CM 7 /L — 7 % {ER& L. SCCP Unified CM =
- V74 F¥al— g E— FEEBLET,
, « group-number : Cisco Unified CM 2 /L— 7 %
Router (config) # sccp ccm group 10 %'Jbiﬁﬂo @ﬁﬁﬂﬁ%iﬁ%ﬁli 1 ~ 50 VC“@—O
X w7 |associateccm identifier-number priority number | Unified CM % 2 /v — 2 BEfHT T, Z—7 W
1 DB SFNER 2 B E LET,
« identifier-number : Unified CM k5l +, & 7]
Router (config-sccp-ccm) # associate ccm 10 2 /e —~ N
priority 3 REZRHEIHIT 1 ~ 65535 T,
e priority number : Unified CM 27 /L — 7N D
Unified CM OEJENENT, 16 FTEE 72 FEPHIX 1
~4 TP, mbmEmWESEIANMIZ 1 T,
RFw 78 |associateprofile profile-identifier register FOEN T AT ae Y (DSP) 7y —AT R

device-name

1 -

Router (config-sccp-ccm) # associate profile 1
register MTP0O011

7 7 A )% Unified CM 7 /L — 7 |ZB#ERT T £,

« profile-identifier : DSP 7 7 — A7 a7 7 A /L,
i AT RE 72 #iPHIE 1 ~ 65535 T,

s register device-name : Unified CM D5 /34 A
Ko TN ALITHRK 15 LFETANTEE
7
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v ko z7 MPoyR—roRE |

ARV FFEREETIVa Yy

E:)

ATvT9

dspfarm profile profile-identifier {conference| mtp |
transcode} [security]

1 :

Router (config-sccp-ccm) # dspfarm profile 1 mtp

DSP77v—AbL a7y Al a7 4F¥ 2l —3
v E—KRK&ZBBL, DSP 7 7 — AP —E 2D 1
TrANEERLET,

» profile-identifier : 7' & 7 7 A L& —EIZFAI 5
L&y, W IREZRHPHIX 1 ~ 65535 T, 7
TNV MIHY £ A,

. conference: RFEHDO 70 7 7 A N EH L
iﬁ‘o

emtp : MTPFHO T 07 7 A VEFNZLET,

etranscode: T Aa—FT 4 VO T ¥
ANEEMILET,

e security ((BEE) ¥ =27 DSP 77— LA —
EAHOT 7y A NVEREMNILET, xiEh]
DFAMZHOWTIE, Y7 b =T MTP $R—
FORRER (328 —) DIEAZKL L2
S,

ATy 710

trustpoint trustpoint-label
i

Router (config-dspfarm-profile) # trustpoint
dspfarm

FE) FIARNBAL F5EDSP 77 —Ah 71
7 7 A AT £,

ATvIN

codec codec

51

Router (config-dspfarm-profile) # codec g7llulaw

DSP 77— A a7 7 A NLTHR—FENDHa—
Ty ERELET,
s codec-type : BESNDH T —T v 7 ZIBELE
T, PR—hrEINDa—FT v 7DV A NEFR
THITE, 2EASNLET,
PR—rEhda—Tvyr Lz, ZOFIEE
MORLUET,

ATvT12

maximum sessions {hardware | software} number

51

Router (config-dspfarm-profile) # maximum sessions
software 10

ZoTa 7y A NTYHR— ISk KEYy v a v
BERELET,
e hardware : MIPN— R 7 =7 ) V— AR —
rAEy a0,
o software: MTP Y 7 b7 =7 U V) — ANP R —
c2E vy a o,
enumber : V27 7 A NLTHR—bENDEY
va o, WMARRERFEMEIX0~x T, T
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B o7 v yR— romEm

ARV RFERETI3Y EL:Y
74 ME0 T, x O, VY —AFanN
A X —THHFRER ) Y —AOHUIR LT, E
ITIRFICIRE SNE T,
A7 713 |associate application sccp SCCP % DSP 7 7 — A 71 7 7 A JVICBHAT I &
i kK
Router (config-dspfarm-profile)# associate
application sccp
R w714 |noshutdown f B =T 2 A AD AT —H X% UPIREE L
1 - ER
Router (config-dspfarm-profile)# no shutdown

YT k7 MIP HHR— FDEEEH

RO J1E, Cisco Catalyst 8000V 7 /3A A TDY 7 b =7 MTP A — K

sccp local GigabitEthernetl
sccp ccm 9.35.46.100 identifier 1 priority 1 version 7.0
|
sccp ccm group 1

bind interface GigabitEthernetl

associate ccm 1 priority 1

associate profile 10 register SWMTPL
associate profile 1 register c8kvsmall-mtpl
associate profile 2 register c8kv-sec-swmtpl
|

|

!
dspfarm profile 1 mtp

codec g7llulaw

maximum sessions software 20000

associate application SCCP

WIZ, ¥ 2772 dspfarm 7’1 7 7 A L&A L7z SRTP-DTMF A % — U —% > JH§RE DEx

EplE R LET,

sccp local GigabitEthernet0/0/0
sccp ccm 172.18.151.125 identifier 1 version 7.0
sccp

|
sccp ccm group 1

bind interface GigabitEthernet0/0/0
associate ccm 1 priority 1
associate profile 1 register Router
|
dspfarm profile 1 mtp security
trustpoint IOSCA

codec g7llulaw

codec pass-through

tls-version v1.2
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~DETE
v ko z7 mp4t— oz [

maximum sessions software 5000
associate application SCCP

\)

GE)  dspfarm 7 7 7 A AN —F v JRAA)N—TT oY a =7 ER T T, TLS BL Utk

Xa U7 4 BEOBRENRNGA. SRTP N7 7 4 v 7 X SMTP V YV — A& BB TX 9,
SRTP-DIMF A > ¥ —TU—F% > 7OV R— b 2 lBLTH T 7 v 7 7ua—0EX, SMTP
dspfarm 7' 7 7 A JLZid security ¥ — U — R & TLS B L N2 —F v 7V RARV—REE G O
HUMENHY £9, ZOdspfarm VY — A7 17 7 AL, SRTP-DIMF A > 4 —U—F% 7
PAR— MCBERZR<, SRTP T 7 4 v 7 il S EL 2 &b TEET,

Y7 b7 MTP H7R— FDFEER

Cisco Catalyst 8000V 7 /XA AT SWMTP DV 7R— M N EFIZERE SN TNDEMNE D N E RS
52X, showscep =2~ REEITLET,

Router# show sccp

SCCP Admin State: UP

Gateway IP Address: 10.13.40.157, Port Number: 2000

IP Precedence: 5

User Masked Codec list: None

Call Manager: 10.13.40.148, Port Number: 2000
Priority: N/A, Version: 6.0, Identifier: 1
Trustpoint: N/A

dspfarm 7' 7 7 A )L & FEFRT 521X, show dspfarm profile 2~ > R&EFEITL £,

Router# show dspfarm profile 1
Dspfarm Profile Configuration

Profile ID = 1, Service = MTP, Resource ID = 1
Profile Service Mode : Non Secure

Profile Admin State : UP

Profile Operation State : RESOURCE ALLOCATED
Application : SCCP Status : NOT ASSOCIATED
Resource Provider : NONE Status : NONE
Total Number of Resources Configured : 20000
Total Number of Resources Available : 20000
Total Number of Resources Out of Service : O
Total Number of Resources Active : 0
Hardware Configured Resources : 0

Hardware Resources Out of Service: 0
Software Configured Resources : 20000

Number of Hardware Resources Active : 0

Number of Software Resources Active : 0

Codec Configuration: num of codecs:1

Codec : g7l1lulaw, Maximum Packetization Period : 30

B 27 dspfarm 70 7 7 A VD AT —Z ZZFT DA MRS S 121E, showdspfarm profile
a<v U REFEHALT, X a7 —EXE— FRREENTWVAHZ L 2R LET,

Router# show dspfarm profile 2
Dspfarm Profile Configuration
Profile ID = 2, Service = MTP, Resource ID = 2
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Profile Service Mode : secure
Trustpoint : IOSCA

TLS Version : v1.2

TLS Cipher : AES128-SHA

Profile Admin State : UP

Profile Operation State : ACTIVE
Application : SCCP Status : ASSOCIATED
Resource Provider : NONE Status : NONE

Total Number of Resources Configured : 8000
Total Number of Resources Available : 8000
Total Number of Resources Out of Service : 0
Total Number of Resources Active : 0
Hardware Configured Resources : 0

Hardware Resources Out of Service: 0
Software Configured Resources : 8000

Number of Hardware Resources Active : 0O
Number of Software Resources Active : 0O
Codec Configuration: num of codecs:2

Codec : pass-through, Maximum Packetization Period : O

Codec : g7l1lulaw, Maximum Packetization Period : 30

T RARA > MO 22— VG & i3 5 I21E, show scep connection details =~ > K& 5247
LET, ZOa~vy R, D EFICHISNEZ 2R LET, ZuE, REHNOKE
DT T4 T a— L Ly T Ko URENET,

Router# show sccp connection details

bridge-info (bid, cid) - Normal bridge information (Bridge id, Calleg id)
mmbridge-info (bid, cid) - Mixed mode bridge information(Bridge id, Calleg id)
sess_id conn_id call-id codec pkt-period dtmf method type bridge-info
mmbridge-info srtp cryptosuite dscp
call ref spid conn_id tx (bid, cid)
(bid, cid)
16782237 16777254 110 g71llu 20 rfc2833 pthru rtpspi (40,0
N/A N/A 184
29751839 16777216 -
16782237 16777253 109 g71llu 20 rfc2833 report rtpspi (40,0
N/A N/A 184

29751839 16777216 -
Total number of active session(s) 1, connection(s) 2, and callegs 2

SMTP & % = 7 DTMF M54, showscep connections 2~ > Rixa—7 v 7 % A 7 (pass-th) |
SZA 7 (smtp) . BL'DIMF £ Y v F (1fc2833_pthru) (ZBT D FHMAER R L E T,

Router#sh sccp connections

sess_id conn_id stype mode codec sport rport ripaddr conn_id tx
dtmf method

16791234 16777308 s-mtp sendrecv pass_th 8006 24610 172.18.153.37
rfc2833 pthru
16791234 16777306 s-mtp sendrecv pass_th 8004 17576 172.18.154.2
rfc2833 report

Total number of active session(s) 1, and connection(s) 2

RTP ¥ lCBT D E M 2 Fon 3 2121, showrtpspicall 2~ R&EfEH L FT,

Router# show rtpspi call
RTP Service Provider info:
No. CalllId dstCallId Mode LocalRTP RmtRTP LocalIP RemotelIP SRTP
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1 22 19
2 19 22

Snd-Rcv
Snd-Rcv

v ko z7 mp4t— oz [

0x90D0814 0
0x90D08OF 0

0x90D08OF
0x90D08OF

7242
18050

17510
6900

SRTPDTMF A v Z—U—X% L TN T 7T 4 Tl > TWBHEE, SRTP 7 4 —/L RiZiiE o

LS DR T RS ET,

Router# show rtpspi call
RTP Service Provider info:

No. Callld dstCallId Mode
1 13 14 Snd-Rcv
2 14 13 Snd-Rcv

LocalRTP RmtRTP LocallIP RemotelIP SRTP
8024 18270 0xA7A5355 0xAC129A02 1
8026 24768 0xA7A5355 0xAC129925 1
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SIS IL—T 1« 5

SISV —T ¢ 27 (RAR) 1%, BN L—TF ¢ 771 k2L OSPEV3 & F# A A3H L,
IRy TN—F 4 TRANR—DTET T A, FAATET T2, BLORY 27 REBICH
WCEBTIEAD AN =ALTT,
KEBLIRENRA Ny NI =T Tl V=T 4 T 3A N—~OHRe 1 R & HERRREEFEIC LY
HHi SN2 ZENELS BV FET, ZUTHEFHBL—T 477 v ha)VZBELRWEE,
Ju a4 ~v—EEHL TCRANRN—DAT—ZANFEHFINET, V—T 177 bz
ST OEWZ A ~—RNH D TN, TAM LRy hU—7 TIIHER I N E T A,
RAR #BE1Z. CiscoISRG2 BLNG3 ~ U —X )b—& _ Cisco ISR 4000 3V — X jL— & TH
A—hENTWET,
PPPoE J3E1E, Cisco 4000 U —X ISR THHR— kS DH RAR 7’1 F 2T, ERICKD
PPPoE JL3ED YR — kX, CiscoIOS XE Fuji 16.7 U U — AN HEAINTWET, OSPFv3 B
L OVEIGRP 1Z, VA R—F&ENTWABIL—TFT 4771 kLT,

o BERRKHV—T 0 7 ORI (333 X—Y)

o R FIH L HIR (334 X—2)

e N T F—v A (334 %—)

¢ VAT A AVR—FR R (334 X—Y)

«PPPOE#LiE v 9 THD QoS 7 u by a =2 (3354—2)

« B : R4 RAF— R TO RAR BEREDOHE (336 ~<—)

*RAR & v ¥ a VOFEMIOMER (337 ~—)

BIRXAISIL—T 4 2T DFR

HERRKT IS L —T 4 THERBIIZIR D L5 70 A U R 3® D £,
c BHAHEICHE#AETHZE T, Ty hT—7 ar "=V A emdb LET,
FEEOHKELTND, FLITHBELTWLERY 7 DL—T 1 V7 E2AHTLET,
e TALFTHA MRRELIETA U FTHA MRRAMON—T 4 VT E2REZHIZLET,
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B osacam

s IO LN = AL — MBI A[REIC 2 BT, BEE T A BIEDE
BrZTRTWRNT 7 4y 7 BB SIER A,

o R Y Y — R & HINE OB ERAY IR TREIZ 2 D £,

o J—Z THERERIH A FATT 5 2 LIk ERY 7 ~DORB LR L ET,
o MERREE ) OEIIZ FED < V— MEBRAATREIC 2D £,

=T T HERE L RS RE O B AT L E T

« RFC 5578, R2CP, B L ONDLEP ([ZHEL L 7= A~D > > T2 A —H 3 v S8t & E B,
L9,

FFEIE & FHIE

HERRRT I L —T ¢ ZHERBIITIR ORI R L FIRRR & D £,
« DLEP 33 L TYR2CP 711 b =1 /L{Z, Cisco4000 2 U — X ISR TiEH A — b & T\ EH A,
cINTFXXYARMNT T 4 w73 BHE— FTEYAR—- PSR THEEA,
s AT (HA) Z¥RA—hShTHWEEA,

INDA—T R

BRIV —T ¢ v TSR, BREFIIVMIA U Z—T oA AT LITERR 10 DX A N—%
PR— N CTEXFET, 330 — 40 DX A N—|ZKHSAHETT,

RTLaVR—x32k

WS IV —T 4 7 (RAR) HEREIX. PPPoE, (RAR~LFHRA L b A H—T = A R
(VMD) |, QoS, V=T 44> Fubhal f ¥ —T7xzAfAA RARZu ha Lo
FharR—2 TSNS MANET (BEXRXA LT Ry 7 Fy hU—27) AT TR
N F v EEHLCEASNET,

Point-to-Point Protocol over Ethernet (PPPoE)

PPPoE X, 7 7 A7 v kW —_—DROBFEICER SNTEE A =X TH, RAR D
ANTIL, HE#723 PPPOE 7 74 7 o b O&FIEFT- L, /L—% 73 PPPoE Y — — D% E| % R
LET, TORE, PARICERINTTHFEERBEA D= XL 2RI LN D, MR L—
HeBFEET A EMMARRICZE D 9,

PPPoE|I¥ v a v E7iddsm e ha A Th D0, RIS I0S /L— X ~D R A
VR —IRA Y MERRER L (RF) V7 BPRRLET,
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PPPOE ikt v L3> Tn s FoEva=ys [

PPPoE #i5k

PPPoE #5aEIE, /N— X BB LEET D & XA I £ 3, PPPoE ™ Cisco 10S A Tl
e Dty a NIRRT 7B AL v F—T oA A (BHREA SN—~OFH:) TR, =
5@ PPPoE #LaE i LT QoS Z#H CT& £,

RFC5578 13, [EHE_R—2AD7u—#lfltty > a o _XR—2ADVTAEZAL L VT AR v
Y R— T B0 PPPoE OILIELXEH LF94, ZOILIEIL, IEEHRIE R L OMHIRRfT =
Ny 77 Vo THgEE (RY 772 8) &R LIS IERITRSI B £,

RETILFRA A E—TA4X (VMI)

PPPoE{EARIZ K » T— % L B ClET 57200 v b7 v TO R DFER L 303,
VMILIZ, EfivAv Ob—F 477 a hankd) BNEETHA X0 b 2EB L O+
HUBEIZHL L ET, F2. VMLIEAA R ZE— R TEMEL £7,

NARAE— KT, BRAAN—2RTTRXCORET 78RS X —T =4 A (VA) 2
N—TF 477 v hal OSPFv3 B L OVEIGRP IR END 72D, v—T 4 77 a han
T, Z2=F ¥ A MESAT XX A NEFOL—FT o7 Fabar N7 740 v Z7IZBELTE
NEND VAL & BEHEEE LET,

EHE— FTIE, VMI 23 V—T 477 a bz (OSPF) ICHREND =D, v—T 47
v ha)UT VML 236 L T2 Kb TE £9, Xxy NI =7 XA 3=, VMI TO 7
B— RE¥F¥ A RMBLORVLT X X MEREEBATZARA L VY —~< AT RS N V7 LD
X v U= OEA LR ENDHA. VML, PPPoE ) LIER SN =B OB T 7 2 A A
VHE—T 2 ADENENSE B ET, VML, B—D<LTFT I/ AL A ¥2T7 0 — ¥y R
rkHSA v 2 —T oA ZAZ$RELES, VMI LA VI, 2=F 3y XA M L—F 47 Fur k=
WV NT T 4w 7w PP Uy (RIET VAL A —T A R) \ZUXA LT L,
70— BH53UNERHDETRTCOLTXY A NI e — Ry 2N T 7 40 v 7 2ERLET,
N—T 47 7a haVIH—DAf L F—T A ALBET LD, *v NU—7 DEEMIC
WHBE G257, MRRTYT —HRX—=ZADYV A AWM EET,

PPPoE §isktzv > 3> TM QS JRED 3=V

WOHITIE, PPPOE fEsEtE » 3 3 TD QoS 7RV a = 72OV Tt L £,

policy-map rar policer

class class-default

police 10000 2000 1000 conform-action transmit exceed-action drop violate-action
drop
policy-map rar shaper

class class-default

shape average percent 1

interface Virtual-Template2

ip address 10.92.2.1 255.255.255.0
no peer default ip address

no keepalive

service-policy input rar policer
end
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B 5 v sxE—rToRAREEORE

Bl INAINRE— FTO RAR BEBEDERTE
WIZ, NANZRE— RIZBITABRAR D=y RV —x RHREOHZEZ R LET,

\)

(X)) RAR Z#ET HA1IZ. F7 subscriber authorization enable =~ > K& E L T RAR
tyvarEEHTAIMNENHY T, TRESHENIR->TWhend, RA v by —
KAV M 7a haiiing RARE v a & L CREEE T, PPPoE Active Discovery
Initiate (PADI) D#EROERIZ manet_radio % % 7 LiaWaER"H Y 9, T 7+
VR TIE, BREICAANRAE— RBRERINEFA, E— KBRS RRELTRES
NTVWBERICOHRFRENET,

RAR DY —EXDHFE

policy-map type service rar-lab
pppoe service manet radio //note: Enter the pppoe service policy name as manet radio
|

JO—FNY FOERTE

bba-group pppoe VMI2
virtual-template 2

service profile rar-lab

|

interface GigabitEthernet0/0/1
description Connected to Clientl
negotiation auto

pppoe enable group VMI2
|

RAR DH—EZXDEE

policy-map type service rar-lab
pppoe service manet radio //note: Enter the pppoe service policy name as manet radio
I

ISA IRAE— ROFKGE

AT T L — P TTHRAICERTEESNTZIP T KL A

interface Virtual-Template2

ip address 192.168.90.3 255.255.255.0
no ip redirects

peer default ip address pool PPPoEpool2
ipv6 enable

ospfv3 1 network manet

ospfv3 1 ipv4 area 0

ospfv3 1 ipvé area O

no keepalive

[ CiscoCatalyst8000V T ¥ VI hH 7 A VR =L BLUIL T4 FaL—La v HAK



| mestiL—74249
RAR £ v o 3 v oimowR [

service-policy input rar policer Or/And
service-policy output rar_ shaper

R T 7L — P CTHREINTEZ72 LD VMI

interface Virtual-Template?2

ip unnumbered wvmiZ2

no ip redirects

peer default ip address pool PPPoEpool2
ipvé enable

ospfv3 1 network manet

ospfv3 1 ipv4 area O

ospfv3 1 ipv6 area O

no keepalive

service-policy input rar policer Or/And
service-policy output rar shaper

INAIRRE—FTORBIILFRAV A VE—T 24 ADHRTE

interface vmi2 //configure the virtual multi interface
ip address 192.168.2.1 255.255.0.0

physical-interface GigabitEthernet0/0/1

mode bypass

interface vmi3//configure the virtual multi interface
ip address 192.168.3.1 255.255.0.0
physical-interface GigabitEthernet0/0/1

mode bypass

OSPF JL—T 4 VT DHRFE

router ospfv3 1
router-id 192.168.1.1
|

address-family ipv4 unicast
redistribute connected metric 1 metric-type 1
log-adjacency-changes

exit-address-family

|

address-family ipv6 unicast
redistribute connected metric-type 1
log-adjacency-changes

exit-address-family

|

ip local pool PPPoEpool2 192.168.12.3 192.168.12.254

RAR v & 3 U DEFHDMERR

RAR B v a v OFEMAETET A121T. RO show =~ REFEHLET,

Router#show pppoe session packets all
Total PPPoOE sessions 2

session id: 9

local MAC address: 006b.fl0e.a5e0, remote MAC address: 0050.56bc.424a
virtual access interface: Vi2.1l, outgoing interface: Gi0/0/0
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1646 packets sent, 2439363 received
176216 bytes sent, 117250290 received

PPPoE Flow Control Stats

Local Credits: 65535 Peer Credits: 65535 Local Scaling Value 64 bytes
Credit Grant Threshold: 28000 Max Credits per grant: 65535
Credit Starved Packets: 0

PADG xmit Seg Num: 32928 PADG Timer index: O

PADG last rcvd Seq Num: 17313

PADG last nonzero Seq Num: 17306

PADG last nonzero rcvd amount: 2

PADG Timers: (ms) [0]1-1000 [1]1-2000 [2]1-3000 [31-4000 [4]1-5000
PADG xmit: 33308 rcvd: 17313

PADC xmit: 17313 rcvd: 19709

In-band credit pkt xmit: 7 rcvd: 2434422
Last credit packet snapshot

PADG xmit: seq num = 32928, fcn = 0, bcn = 65535

PADC rcvd: seq num = 32928, fcn = 65535, bcn = 65535

PADG rcvd: seq num = 17313, fcn = 0, bcn = 65535

PADC xmit: seq num = 17313, fcn = 65535, bcn = 65535

In-band credit pkt xmit: fcn = 61, bcn = 65533

In-band credit pkt rcvd: fcn = 0, bcn = 65534

==== PADQ Statistics ====
PADQ xmit: O rcvd: O

session id: 10
local MAC address: 006b.fl0e.abel, remote MAC address: 0050.56bc.7dcb
virtual access interface: Vi2.2, outgoing interface: Gi0/0/1

1389302 packets sent, 1852 received

77869522 bytes sent, 142156 received

PPPoE Flow Control Stats

Local Credits: 65535 Peer Credits: 65535 Local Scaling Value 64 bytes
Credit Grant Threshold: 28000 Max Credits per grant: 65535
Credit Starved Packets: 0

PADG xmit Seg Num: 18787 PADG Timer index: O

PADG last rcvd Seq Num: 18784

PADG last nonzero Seqg Num: 18768

PADG last nonzero rcvd amount: 2

PADG Timers: (ms) [0]1-1000 [1]1-2000 [2]1-3000 [31-4000 [4]1-5000
PADG xmit: 18787 rcvd: 18784

PADC xmit: 18784 rcvd: 18787

In-band credit pkt xmit: 1387764 rcvd: 956
Last credit packet snapshot

PADG xmit: seq num = 18787, fcn = 0, bcn = 65535

PADC rcvd: seq num = 18787, fcn = 65535, bcn = 65535

PADG rcvd: seq num = 18784, fcn = 0, bcn = 65535

PADC xmit: seq num = 18784, fcn = 65535, bcn = 65535

In-band credit pkt xmit: fcn = 0, bcn 64222

In-band credit pkt rcvd: fcn = 0, bcn = 65534

==== PADQ Statistics ====
PADQ xmit: 0O rcvd: 1

Router#show pppoe session packets
Total PPPOE sessions 2

SID Pkts-In Pkts-Out Bytes-In Bytes-Out
9 2439391 1651 117252098 176714
10 1858 1389306 142580 77869914
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Router#show vmi counters

RAR £ v o 3 v oimowR [

Interface vmi2: - Last Clear Time =

Input Counts:
Process Enqueue =
Fastswitch =
VMI Punt Drop:

Queue Full

Output Counts:

Transmit:
VMI Process DQ
Fastswitch VA =
Fastswitch VMI =

Drops:
Total =
Q0S Error =
VMI State Error =
Mcast NBR Error =
Ucast NBR Error =

Interface vmi3: - Last Clear Time =

Input Counts:
Process Enqueue =
Fastswitch =
VMI Punt Drop:

Queue Full

Output Counts:
Transmit:
VMI Process DQ
Fastswitch VA =
Fastswitch VMI =
Drops:
Total =
Q0S Error =
VMI State Error =
Mcast NBR Error =
Ucast NBR Error =

0 (VMI)

4280

O O O o o

0 (VMI)

2956

O O O o o

Interface vmid: - Last Clear Time =

Input Counts:
Process Enqueue =
Fastswitch =
VMI Punt Drop:

Queue Full

Output Counts:
Transmit:
VMI Process DQ
Fastswitch VA =
Fastswitch VMI =
Drops:
Total =
Q0S Error =
VMI State Error
Mcast NBR Error =
Ucast NBR Error
Router#

Router#show vmi neighbor
1 vmi2 Neighbors
1 vmi3 Neighbors

Cisco Catalyst 8000V T v &
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0 vmi4 Neighbors
2 Total Neighbors

vmi2 IPV6 Address=FE80::21E:E6FF:FE43:F500
IPV6 Global Addr=::
IPV4 Address=192.168.2.2, Uptime=05:15:01
Output pkts=89, Input pkts=0
No Session Metrics have been received for this neighbor.
Transport PPPoE, Session ID=9
INTERFACE STATS:
VMI Interface=vmiZ2,
Input gcount=0, drops=0, Output gcount=0, drops=0
V-Access intf=Virtual-Access2.1,
Input gcount=0, drops=0, Output gcount=0, drops=0
Physical intf=GigabitEthernet0/0/0,
Input gcount=0, drops=0, Output gcount=0, drops=0

PPPoE Flow Control Stats

Local Credits: 65535 Peer Credits: 65535 Local Scaling Value 64 bytes
Credit Grant Threshold: 28000 Max Credits per grant: 65535
Credit Starved Packets: 0

PADG xmit Seg Num: 33038 PADG Timer index: O

PADG last rcvd Seq Num: 17423

PADG last nonzero Seqg Num: 17420

PADG last nonzero rcvd amount: 2

PADG Timers: (ms) [0]1-1000 [1]1-2000 [2]1-3000 [31-4000 [4]1-5000
PADG xmit: 33418 rcvd: 17423

PADC xmit: 17423 rcvd: 19819

In-band credit pkt xmit: 7 rcvd: 2434446

Last credit packet snapshot

PADG xmit: seq num = 33038, fcn = 0, bcn = 65535

PADC rcvd: seq num = 33038, fcn = 65535, bcn = 65535

PADG rcvd: seq num = 17423, fcn = 0, bcn = 65535

PADC xmit: seq num = 17423, fcn = 65535, bcn = 65535

In-band credit pkt xmit: fcn = 61, bcn = 65533

In-band credit pkt rcvd: fcn = 0, bcn = 65534

==== PADQ Statistics ====
PADQ xmit: O rcvd: O

vmi3 IPV6 Address=FE80::21E:7AFF:FE68:6100

IPV6 Global Addr=::

IPV4 Address=91.91.91.4, Uptime=05:14:55

Output pkts=6, Input pkts=0

METRIC DATA: Total rcvd=l, Avg arrival rate (ms)=0
CURRENT: MDR=128000 bps, CDR=128000 bps

Lat=0 ms, Res=100, RLQ=100, load=0

MDR Max=128000 bps, Min=128000 bps, Avg=128000 bps
CDR Max=128000 bps, Min=128000 bps, Avg=128000 bps
Latency Max=0, Min=0, Avg=0 (ms)
Resource Max=100%, Min=100%, Avg=100%

RLQ Max=100, Min=100, Avg=100
Load Max=0%, Min=0%, Avg=0%

Transport PPPoE, Session ID=10
INTERFACE STATS:
VMI Interface=vmi3,
Input gcount=0, drops=0, Output gcount=0, drops=0
V-Access intf=Virtual-Access2.2,
Input gcount=0, drops=0, Output gcount=0, drops=0
Physical intf=GigabitEthernet0/0/1,
Input gcount=0, drops=0, Output gcount=0, drops=0

PPPoE Flow Control Stats
Local Credits: 65535 Peer Credits: 65535 Local Scaling Value 64 bytes
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RAR t v ¥ 3 v DEEMDRER

Credit Grant Threshold: 28000 Max Credits per grant: 65535
Credit Starved Packets: 0
PADG xmit Seg Num: 18896 PADG Timer index: O
PADG last rcvd Seqg Num: 18894
PADG last nonzero Seqg Num: 18884
PADG last nonzero rcvd amount: 2
PADG Timers: (ms) [0]1-1000 [1]1-2000 [2]1-3000 [31-4000 [4]1-5000
PADG xmit: 18896 rcvd: 18894
PADC xmit: 18894 rcvd: 18896
In-band credit pkt xmit: 1387764 rcvd: 961
Last credit packet snapshot
PADG xmit: seq num = 18896, fcn = 0, bcn = 65535
PADC rcvd: seq num = 18896, fcn = 65535, bcn = 65535
PADG rcvd: seq num = 18894, fcn = 0, bcn = 65535
PADC xmit: seq num = 18894, fcn = 65535, bcn = 65535
In-band credit pkt xmit: fcn = 0, bcn = 64222
In-band credit pkt rcvd: fcn = 0, bcn = 65534

PADQ Statistics
PADQ xmit: 0O rcvd: 1

Router#show vmi neighbor details wvmi 2
1 vmi2 Neighbors

IPV6 Address=FE80::21E:E6FF:FE43:F500
IPV6 Global Addr=::
IPV4 Address=192.168.2.2, Uptime=05:16:03
Output pkts=89, Input pkts=0
No Session Metrics have been received for this neighbor.
Transport PPPoE, Session ID=9
INTERFACE STATS:
VMI Interface=vmi2,

vmiZ2

Input gcount=0, drops=0, Output gcount=0, drops=0
V-Access intf=Virtual-Access2.1,
Input gcount=0, drops=0, Output gcount=0, drops=0
Physical intf=GigabitEthernet0/0/0,
Input gcount=0, drops=0, Output gcount=0, drops=0
PPPoOE Flow Control Stats
Local Credits: 65535 Peer Credits: 65535 Local Scaling Value 64 bytes

Credit Grant Threshold: 28000 Max Credits per grant: 65535
Credit Starved Packets: 0
PADG xmit Seqg Num: 33100 PADG Timer index: O
PADG last rcvd Seg Num: 17485
PADG last nonzero Seq Num: 17449
PADG last nonzero rcvd amount: 2
PADG Timers: (ms) [0]-1000 [1]1-2000 [2]1-3000 [3]1-4000 [41-5000
PADG xmit: 33480 zrcvd: 17485
PADC xmit: 17485 «zrcvd: 19881
In-band credit pkt xmit: 7 rcvd: 2434460
Last credit packet snapshot
PADG xmit: seq num = 33100, fcn = 0, bcn = 65535
PADC rcvd: seq num = 33100, fcn = 65535, bcn = 65535
PADG rcvd: seq num = 17485, fcn = 0, bcn = 65535
PADC xmit: seq num = 17485, fcn = 65535, bcn = 65535
In-band credit pkt xmit: fcn = 61, bcn = 65533
In-band credit pkt rcvd: fcn = 0, bcn = 65534

==== PADQ Statistics =
rcvd: 0

PADQ xmit: O

Router#show platform hardware qfp active feature

Current number sessions: 2
Current number TC flow: O

ess session
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Feature Type:
T=TC

Session

21
24

PPP 0x0000001500001022
PPP 0x0000001800003026

A=Accounting D=Policing (DRL)

SegTypel

FwERBIL—T 125 |

F=FFR M=DSCP Marking L=L4redirect P=Portbundle

Segment?2 SegType2 Feature Other

PPPOE 0x0000001500002023
PPPOE 0x0000001800004027

LTERM
LTERM

Router#show platform software subscriber pppoe fctl evsi 21

PPPoE Flow Control Stats
Local Credits: 65535
Credit Grant Threshold:
Credit Starved Packets:
PADG xmit Seqg Num: 33215
PADG last rcvd Seqg Num:
PADG last nonzero Seqg Num:
PADG last nonzero rcvd amount:
PADG Timers: (ms) [0]-1000
PADG xmit: 33595 «zrcvd: 17600
PADC xmit: 17600 zrcvd: 19996
In-band credit pkt xmit: 7 rcvd:
Last credit packet snapshot

PADG xmit: seq num 33215,
PADC rcvd: seq num 33215,
PADG rcvd: seq num 17600, fcn
PADC xmit: seq num 17600, fcn
In-band credit pkt xmit: fcn = 61
In-band credit pkt rcvd: fcn = 0,

Peer Credits:
28000 Max
0

17600

17554

2
[1]-2

2434

fcn =
fcn

OI
65
OI
65

’

BQOS buffer statistics
Current packets in BQS buffer: 0
Total en-queue packets: 0 de-queue
Total dropped packets: 0

Internal flags: 0x0

PADG Timer index:

bcn
bcn

packets:

65535
Credits per grant:

Local Scaling Value 64 bytes
65535

0

000 [2]-3000 [31-4000 [4]1-5000

485

65535
bcn 65535
65535
65535

bcn
535,
bcn
535,

bcn
65533
65534

0

Router#show platform hardware qfp active feature ess session id 21

Session ID: 21

EVSI type: PPP

SIP Segment ID: 0x1500001022

SIP Segment type: PPPOE

FSP Segment ID: 0x1500002023

FSP Segment type: LTERM

QFP if handle: 16

QFP interface name:

SIP TX Seqg num: O

SIP RX Seqg num:

FSP TX Seqg num:

FSP RX Seqg num:

Condition Debug:
session

EVSIZ21
0
0
0

0x00000000

Router#show ospfv3 neighbor
OSPFv3 1 address-family ipv4
State

Neighbor ID Pri

(router-id 192.168.3.3)

Dead Time Interface ID Interface
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192.168.1.1 0 FULL/ - 00:01:32 19 Virtual-Access2.1

OSPFv3 1 address-family ipv6 (router-id 192.168.3.3)

Neighbor ID Pri State Dead Time Interface ID Interface
192.168.1.1 0 FULL/ - 00:01:52 19 Virtual-Access2.1
Router#

Router#sh ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP

a - application route

+ - replicated route, $ - next hop override, p - overrides from PfR

Gateway of last resort is not set

192.168.0.3/8 is variably subnetted, 3 subnets, 2 masks

C 192.168.3.0/24 is directly connected, Virtual-Access2.1

0 192.168.4.0/32 [110/1] via 192.168.4.0, 00:00:03, Virtual-Access2.1

L 192.168.5.0/32 is directly connected, Virtual-Access2.1
192.168.0.5/32 is subnetted, 1 subnets

C 192.168.2.21 is directly connected, Virtual-Access2.1
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