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+D2 v2/DS2 v2
* Fl6s v2
* F32s v2

Cisco IOS XE 17.6.6a
Cisco IOS XE 17.6.5a,
Cisco IOS XE 17.6.4a
Cisco IOS XE 17.6.3a
Cisco IOS XE 17.6.2a
Cisco IOS XE 17.6.1a

* D4 v2/DS4 v2
* D3 v2/DS3 v2
* D2 v2/DS2 v2
*Fl6s v2
* F32s v2

Microsoft Azure T® Cisco Catalyst 8000V T v Y 7 k9 = 7 DER .



Microsoft Azure T® Cisco Catalyst8000V T Y 7 ko 7 OBE |
. 20oDFY hIT—9 4 23— x4 X% D Cisco Catalyst 8000V 5]

CiscoIOSXE ') ') — X HR—bFENBAVRE VR4 TELUY
R—bkEZhBmKNIC
Cisco IOS XE 17.5.1a «D4 v2/DS4 v2

* D3 v2/DS3_v2
*D2 v2/DS2 v2
* Fl6s v2
* F32s v2

Cisco IOS XE 17.4.2 * D4 v2/DS4 v2
Cisco IOS XE 17.4.1b «D3 v2/DS3 v2
Cisco IOS XE 17.4.1a «D2 v2/DS2 v2
* Flos v2
* F32s v2

2DONDAy bT—9 4 32 —7T 4 X% D CiscoCatalyst
8000V & 11|

Z OHIE, Azure Marketplace 735 2 DD Fy NI —F A 2 H—T 2 A A V) a— a3 TV
TU— MR LIEZEORELZ R L TWET,

Cisco Catalyst 8000V {4~ > (2vCPU, 7GRAM) X2 2D A ¥ —T = A ATHESNT
WET, BPIOY TRy b (NICO) DA > H—T =2 AT X FENT_XTY 7 IPT KR
VAMBY 7, BAIOYT x> b (NICO) IZ1F, £ F—T A ADA RN K)L—)L %
FFotxa VT 4 7 V—70% Y £7, Cisco Catalyst 8000V 7 Microsoft Azure /~A /3—/3A
DNV—HIZIE, T 74NV NDON—T 4 T T —TVREESILTWET, Cisco Catalyst 8000V
AV AZ AL, FRELEBFEORER Yy U —Z IR TE £,

. Microsoft Azure T® Cisco Catalyst8000V T Y 7 k™ = 7 DERM



| Microsoft Azure T® Cisco Catalyst8000V Ty 2V 7 kD7 OE

AT AL Y

Tatkty FcET aER [

First Subnet: 10.4.1.0/24

DCR-csr-Nic0: 10.4.1.4
Public IP: 40.121.148.7
Security Group: DC4-car-SSH-Security

DCR-csr-MNic1: 10.4.2.4
Public |P: None
Security Group: Mone

G606

YTy MEDHIR
Microsoft Azure C® Cisco Catalyst 8000V Tix, /8 & /29 (CIDR &%) DOV 7 X v b~ &
I BRYR— ST WET,

H7T Xy FR9IFE. 8 ODIPHRARNT KL REHHR— R34 5 Microsoft Azure Tffi T X A /)
DHLOTY, Y7y hZTEIZ4 DD IPRA T KL AN Microsoft Azure 12 X > TS
TWET, LEEBoT, 297y hOYAE, 4 ODDIPKRARNT RLAZFEHTEET,

MZBT B 1R

Azure Marketplace 205 2, 4, F721L8 2Dy NI~ AV H—T =2 A ZAFADY J a—3
T v L— h&MH LT Cisco Catalyst 8000V % JEBH L. "I HAMEY »~ MEREOMH 23R L
TS EE, LAty FEEHT OLERDH Y 77,

WHAME Y M, XV v I VT ROV ) a—aryT L — b TOMEATEET, B
SO 7 S ROV ) a— a7 — FNCIIMEHTEEY A,

FEHEIZ DWW TIE,  [Azure Managed Disks Overview] ML T 7230y,

2. 4, FEIE8DDHRY FT—4 423 —T x4 X% D Cisco Catalyst 8000V DF Attt v b

WHMEEY NHO VM U Y — 23RN —T T B L. VMO T L—7% HEUVNZAEE L
RIS Z EnTEET, THMEE Y RN VM T, #50YE)—N— arEa—
TA4VIT T, ARl —Ya=y b, BEOXRy NU—F AL v FTEITTEET, AN
Ty FEFEHLTWHNT, "= FoU =7 F7-1XMicrosoftAzure ¥ 7 U = 7 DEENFEA L2
G WEBEZTHOIRXVMOY 72y hOHKTT, 2, 4, FLEF8ODORY NT—7 f X —

Microsoft Azure T® Cisco Catalyst 8000V T v Y 7 k9 = 7 DER .


https://docs.microsoft.com/en-us/azure/virtual-machines/windows/managed-disks-overview

Microsoft Azure T @ Cisco Catalyst8000V Tv <Y 7 k7 OBE |
. Cisco Catalyst 8000V O BEHICET 5 &L < HHERM

Tx2AARADY Y a—arT 7 b— h&MH LT Cisco Catalyst 8000V % BB T 25513,
LW Y FE2ERT 208N’ H Y £7, ATHME » M, Cisco Catalyst 8000V D /37
Vw27 779 RORMTOMENTEE9, ML v ME, Cisco Catalyst 8000V D BUR £ R
D7 7Y FOREBIIIMERATE A,

ATy POERAEZERL, YV a—taryT o7 L—hEFHALT2, 4, £7212820D
Xy NI —27 A ¥ —T A A% FFO Cisco Catalyst 8000V & BT 25H ., IRD/RT A —X
EANTDHEIICKROENET,

* [Availability Set Name] (387 LW Atk v NO4RITTYT, BEFO ML »~ b OARNEIE
HTEEHA,

s [Platform Fault Domain Count] (5% F A A V3 TF, RUEE RAAL IZHD VM iE, 4
WOARL—V e HEOBRE Ry NTV—7 A v FEEALET, H: 1FE1F2 (F
74V MEIX2) .

« [Platform Update Domain Count] [X[FIFFICFFAELE) TE 5 VM B KO & 22 298 ~— R
VT DIN—TTHLEH NAAL L OHETT, fH:1~20 (F 74/ MAIE20) .

1204 >3 —7 x4 X%#D Cisco Catalyst 8000V DA A&t v

BEfFO MY v FEEHT D121, 1 DDA ¥ —7 = A A% FFD Cisco Catalyst 8000V % J&
BT 0ERH Y F7,

Cisco Catalyst 8000V DR IZEET 5 &L < HHENR

1. Azure Marketplace T C8000V %#1%3% 9 % & . Cisco Catalyst8000V /') 1 — 3> T2 TL—
PEADYR FPRRENFET, ENEEXEVDWVTIMN?

VVa—varrr7Z—h 2,4, £0E8ODONIC) ZFEINT D, lBID Cisco Catalyst
8000V ZRINT 2N EWRET HTZODRA NS T 7T 4 ATKRD EBY TT,

HLWEER Yy hU—27 BT 2581, YV a—tarrr7r—k (2, 4, £7/21380
DONIC) D1o&EMHLET, 2k, ¥XTHOY YV —R %2 FECERT DI & 57 1%
g cEEd,

ROWTININDOFRMER S TITE D5G1%. #5310 Cisco Catalyst 8000V Z L H L £,

s Cisco Catalyst 8000V 23 E ENTWARWEEFED Y VY —A T NV—TRNHY, DOV J—RT
JL—"7IZ Cisco Catalyst 8000V % B3 5855,

« Cisco Catalyst 8000V 233 TIZHENTWDLBEFO Y V=R T V—T03H 0 | [6 UAf HE
Ty MDY V=R T N—TERET D54,

2HTRY )T 3 UIZHEHD Cisco Catalyst 8000V f > X2 VR ZERB L. ThHETARTI

DOA ALy FMZEBRALL, ES3TNIENTIMN?
WOENEZRIT > TLIE &V,

. Microsoft Azure T® Cisco Catalyst8000V T Y 7 k™ = 7 DERM



| Microsoft Azure T® Cisco Catalyst8000V Ty 2V 7 kD7 OE
s1tvz |

1. 2, 4, F/E8ODNIC VU 2— 3T 7 L— h&MiH L THAMID Cisco Catalyst 8000V
ZEB L ET, D Cisco Catalyst 8000V A 2 X > ZDHF LWAl Pkt » F & ERL L %
ﬁ—o

2. {E5® Cisco Catalyst 8000V Z J&BH L £3°, FMA1 TIER LIZb D LA UAT ML v - &%
WLET, ZOFATA B AFLIALZHEHT 5 & {#BID Cisco Catalyst 8000V TI%EE
FOZETRNY Y —=ATN—TTRFED ) Y =22 FFHTEET,

3. &Y DF T Cisco Catalyst 8000V A > AKX L AZHOWT, FlE2 0K L £7,

e N
A S
Cisco Catalyst 8000V (X, KD T A B AET NEYR—FLTNET,

FMESA U AFLRAAETIL

Microsoft Azure "C® Cisco Catalyst 8000V D5 7 A & > AFfHiAZ (BYOL) DT A & AE
TME, YA A= h TAL RV TOEARY =itk o THR—-FShT0Ed, =

DT7A | AETIVTIE, T A & A% Cisco Catalyst 8000V A > A X > A |ZEIIZE] D 24T

HZEMTEET, K748 AEFED Cisco Catalyst 8000V UDI ' U 7 LFEFiza v 7§

HZ &<, B72 % Cisco Catalyst 8000V A L AKX VA TIA B AZEHTEET,

)

(GE)  Cisco Catalyst 8000V D 7 A & > ADIFANIIZ T, Microsoft VM A > A X & AD AN B 4
2T,

RAFRI—T—S54 £V

NA T Ax—T— (PAYG) %, Microsoft Azure T31T9 % Cisco Catalyst 8000V |Z & - TH
R—=hEINDHTA B AETNTT, TDOTA L AET/LTIL, Azure Marketplace 7> & IRF ]
HA7 O Cisco Catalyst 8000V A > A X Az LB L, MEITIS U TRE LTI, 22
AEMHATEEY, ZAUCLY | FRELITEEFEOFERTII AL, A AF AEBH LT
REZ 6 L COAEA D T & TE £ 9, Cisco Catalyst 8000V PAYG 1 > A & > A%, BYOL
TAE L AETATHEATE DRAFOTXTORBET VEY R - FLTVET,

)

CE)  AN—T Y " IABUVRADNRT =< U AEHPCTHITIE, BERy MU — 7 HEE AT
TOMENRD Y £,
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==
=% =R

Microsoft Azure T @) Cisco Catalyst 8000V (D
&

» Microsoft Azure IRN—HF VDI A X <A X (15 _—)

« 1 DDA U H—T = A AZFO Cisco Catalyst 8000V % B4 25 (16 2—2)
DA B —T = A A& FEFO Cisco Catalyst 8000V # BT 25 (18 ~<—)
+ Cisco Catalyst 8000V CLI ~D7 7 & & (20 ~X—)

Microsoft Azure R— 2 JLDHAXAAZAITA X

AR~ ARy N — 7 I EOBRICE SND A7 V=7 N EEMOSRVGENT
% Z & T, Microsoft Azure R—Z /LD GUI W AX~v A X TEET,

N

Gx) INoDOF T a v OFIREFTTIHILENSLDX, VY —RAZFHTEMNTILE RN S
1 ODA 2 H—7 x4 AZMFH L T % Cisco Catalyst 8000V A > A X o A% BT 546 D H
TY, YVVa—var7 oL —hrEAL T2 4, £EF82DA ¥ —T oA A%FFD
Cisco Catalyst8000V - > A%  ZZ BT 56, ZbD Y Y —AZFH TIER T 5 L EIE
HYEHEA,

1R BHEIIZ
WN—=HNVEh AR~ A T 5HITIE, Microsoft Azure 7 27 V) 7o g U INLEETY,

2T w1 Microsoft Azure N—Z LITH A A LET,

ATw T2 [Browse]l 7 U w7 L, FEONSKVTEBINT 547 V=7 MaRIRLET,

AT9FT3 Fuy 7 Z o A=a—TC, BRLEAT V=7 VOREAZZ ) v 7 LET,
ZOF TVl NOFEMIE, FFERNREROTOICRFINET, FIE2 &3 %20 IRL T, —#EDOAF T
Yl N MO A RARTBEMLET,

Microsoft Azure T® Cisco Catalyst 8000V T v Y 7 k9 = 7 DER .



Microsoft Azure T® Cisco Catalyst 8000V 0 & |
B o025 —7 x4 2% Cisco Catalyst 8000V £ EBIT B

1DMDA 32— T x4 X %D Cisco Catalyst 8000V % & fH
ER)

1 DDA > H—7 = A AZ%FF Cisco Catalyst 8000V % JEBR T2 (21X, RO FNEEZEITLET,

A\

GE) 2.4, £EF8ODONICDHY Y 22— 3T 7 L— b ZFi- Cisco Catalyst 8000V % EB 3
DA, WOFIEILES D FHA, 0 IZ, Microsoft Azure IR — X LIZT 7 &AL T,
Cisco Catalyst 8000V ®/X7 U w7 IP 7 RLUAZREL T 7SV, WIZ,  [Access the Cisco
Catalyst 8000V CLI| &2 3 = > OFLIZHE > T Cisco Catalyst 8000V (Z [ssh] THafoc L £,

ATy FT1 MO F)L T [Virtual machines] 288K L 97,

ATy T2 [AddZ7 YV v7 LET,

ATv T3  c8000v & AL FT, MEMNBALA S, Azure Marketplace C Cisco Catalyst 8000V VM O J B 23 i, 7)»
@ \i—g«O

ATw T4 [Deployments] 3R L E 7,
ATwFT5 [Create] %7 Vw27 LET,
[Basics] 7 A = o —NFHE RS NE T,
ATv 76 [Name] IZHAER Yy NT—2 DARTE AT LET,
BBy NU =218, T TA = bRy U =7 ZL£TT20DIZ Microsoft Azure MEH 527 70 RN—
ADFy N =2 TH,
RATw7F1  [VMdisktype] TVM T 4 A7 OFEFHZRIRLET,
VM 7 4 A7 OFfHIL SSD %7213 HDD DWW Td,
ATvF8 aA—HY—%

Cisco Catalyst 8000V (i~ * > D —HF—%4, ZiLiZ, Cisco Catalyst 8000V A AKX L A~Du 7 A
AT 2 —Y—4TT,

RATw 79  [Authentication type] T/SAV—FK (F 74/ k) F7ZIXSSHARF—2 AL ET,
AT w710 [Subscription] TH 7 A7 U7 g OA4HTZERLET,
B~ > DARNIESS T 74V M REINET, ZOT 74V MITEETEET,

AT w71 [Resource Group] T [Create new] % R L TH L7 L —T7 % AERKT %>, [Use existing] i8R L CEEF
DI N—T % HIR L ET,

[Size] 7 A =2 —NEEFAERINE T,
HHO, FRIIEFEON Y =R N—TDL4FIERE L ET,

. Microsoft Azure T® Cisco Catalyst8000V T Y 7 k™ = 7 DERM I



| Microsoft Azure T Cisco Catalyst 8000V )

AT 712
ATy 713

ATy 714

ATvT15

ATv 716

ATV I

ATy 718

ATv719

ATy T2
ATy rT2N

ATy T2

ATvT23

ATvT24

ATv T2

1201 >4 —7T x4 X%HD Cisco Catalyst 8000V % BRI T % .

[OK] %7 U v 7 LET,
[Virtual machine size] #7 U v 27 LE£4

AR~ > v DY A XD OV TIL,
A

[Sizes for Windows virtual machines in Azure] &M L T 2 &

[OK] %7 Vw7 LET,

[Settings] 7 A = = —NGHE R INVE T,

[High Availability] CEEFO RN v M2 RIRT 500, HrLWA ALy FEERLET,

m A AT 2%, BEfFO T EE v FZ2EIRT 2200, FrLWATHMEE v R Z2ER L E77,
[Storage] TA ML —U T H v MaEANLET,

X =V RTF A AT EFHLTCVM T A AT DAL =T A0 FEEELTOWDEAIE. A ML—
T " EANLET,

[Virtual network] TIRAER v hU—27 7 RL A& AT LET,

Classless Inter-Domain Routing (CIDR) EilzfH L T, ARy NUV—27 D7 RLRAEZ AT LET, H#i:
10.4.1.0/16

[Subnet] TH 7 %> FDIP 7 FLAZ AN LET,

[Public IP address] T/X7 U v 7 IP 7 RV AL &E AN LET,

IP 7 KL AL Azure 12 & » Tk v E 4,

[Network Security groups] CH v b7 —72 v X2 U T 4 JIL—TD4HTEZ AT LET,

[Auto-shutdown]

HEhy v > N7 Z2H2F 2I1E, [Enable] & [On] IZRXE L ET, HEI ¥ v MU &2 EEhICT
5121, [Enable] & [Off| IZRRELFE T, BEIV v v ME 7 DFEMIIC DOV TIL, Microsoft Azure D~ = =
TATHEY Y v P T ERRLTIZS N,

(%) [Monitoring] C [Monitoring] # R L TE=X V 7 EZHHZ L E7,

RLENZ W 21 L T, Cisco Catalyst 8000V DE =X U v T HNILET, TE=X VT EFGHTH
G ix, EERZMOT T MO AT ORERH Y £7,

OK] %227 Uv 7 LET,

[4 Summary] 7 A =2 —NGHE R ESNE T, BAL LD & LTNWD VM OMEDFEMN T AT ATER
IRENET,

[Create] 7 V v 7 LT,
VM ERL S 1v, BEADHEE S E T,

FEA D 733 )L T [Virtual machines] 2 7 U v 7 LE 7,

Microsoft Azure T® Cisco Catalyst 8000V T v Y 7 k9 = 7 DER .


https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sizes
https://docs.microsoft.com/en-us/azure/
https://docs.microsoft.com/en-us/azure/

Microsoft Azure T® Cisco Catalyst 8000V 0 & |

B =501 5—7 21 R%EHD Cisco Catalyst 8000V £ BT 5

VM AT — 2 ZA %R LET, Foth. VM O AT —# A7) [Creating] 7> 5 [Running] IZED 0 £§, 7
TV w7 IPT RLALHEAELET,

RDEZRY

Cisco Catalyst 8000V ~~ [ssh] THifc 95 FIEDFHB 41T % [Access the Cisco Catalyst 8000V
CLI] 7 v avicB#hL £,

BHEDA 2 —T 4 X %D Cisco Catalyst 8000V %= &

Y

ATy T
ATy T2
ATvT3

ATv74
ATy TH
ATvT6

ATy 17

ATvT8
ATvT9
ATv 710

ATy N

B DA v H—T = A A% FFO Cisco Catalyst 8000V % JBH T 511X, DOFIEZFATL £,

FEA D /X)L C [Virtual machines] % 3&4R L £97,
[Add|Z 7V v 7 LET,
[C8000V) & AJ1LET,

Azure Marketplace C Cisco Catalyst 8000V VM D JEBH & fisk L £ 97,

2, 4, 1L 8 DD NIC ZH OB 2RI L £77,
[Create] 7 U v 27 LET,
[Virtual Machine Name] T [Basics] 7 A =2 —Z @R L, K~ 42 AN LET,

TTAR— Ry N T—7 ZRKTT2DIZ Microsoft Azure WMEFIT 527 57 RR—ZAD %y NU—7 D4
ﬁﬁf‘j‘o

[Username] C—H —4 28N L £ 77,

Cisco Catalyst 8000V A > A X L ZA~D 1 7 A ] TE % Cisco Catalyst 8000V i~ o o Do —H —
Z‘ ‘(“—é’—o

[Authentication type] C/SA U — K (F7 4 /L b)) F7X SSHARF—Z2 AN LET,

[Cisco I0S XE Image Version] C Cisco IOS XE /N— 3 U &2 3IR L £7,

[Subscription] TH 7 227 V7L a v 4 %&EHE (EE) LT,

A~V DAFNCIESN T, T 74N OV T A7 ) Ty a v anfRitanEd, o7 740 o
VTR YTy a AIEETEET,

[Resource Group] C [Create new] F 721 [Use existing] %8R L £ 9,

Cisco Catalyst 8000V X, HLWU YV —R T N—7 (F72FZERICEOREGFDY VYV —RA T )V—"TF) ([ZDH
ERCEE9, U Y—AZN—7%HIERT %I2I1E, Cisco Catalyst 8000V VM ZHIFR L THh i, U Y —2A
IN—THHIBRLET,
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AT 712
ATy 713

ATvT14
ATv 715
ATy 16
ATy T

ATy 718

ATv7T19

ATy T2
ATvIT2N
AT T 22

ATvT23

ATvT24

ATv T2
AT 726

ATvI72]

WM®OA 5% —7 T4 % Cisco Catalyst 8000V £ ERIT 5 ]

[OK] %7V v 2 LET,
[Cisco C8000V Settings] 7 A = =2 —% 3R L T/ 5, [Number of Network Interfaces in C8000V] % Z&4R L
ESr AN

AVE =T ZADEE 2, 4, ETIT8 OB LET,

[License Type] TT7 At A¥ A 7L LT[BYOL] £721% [PAYG] ZH4R L 7,
[Managed Disk] C [Enabled] % &R L £ 97,

[Storage Account] TA b L —U T H o7 hOL&HIZ A LET,

ARNL—UTHT7y ROZERIZOWTIE, 2O A RO TMicrosoft Azure Resources| &7 2 a 25
LTL &N,
[Virtual machine size] T2 KR~ > o DY A & EIRL £,

BEHLTWDAS v F—T = A4 ADEIZFEDNT, @Y~ DY A XERIN L E§, Microsoft
Azure 1%, B SN AR T 3 —~ UV ANBRRLIEIER/A ATV HA T EHYPFR—=F L TCET, PR—
FENTWDAS L AZ AL TR~ YA X EFRRT DHITIE, ROV 7 5B LTI,

« [Dv2 and DSv2 series

« [Fsv2 series

[Custom Data] T, 7 — MR N7 v 7RRIET 7 A VERIET D551, [Yes] ZBIRL £7,

Cisco Catalyst 8000V A > AKX L AT — b A N T v TRIET 7 A Va3 2 FIEOFEMI OV T,
IDeploying a Cisco Catalyst 8000V VM Using a Day 0 Bootstrap File| =7 > 3 B LW
[Customdata-examples| £ 27 2 2 VA2 SH L T 7ZE 0,

[Availability Set] C [Yes] Z3#&R L £,
[Availability Set name] TrIHMEE v FOAFTEZ AT LE T,
[Availability Set fault domain count] TRIHM:t v FDOIEE R A A L HE AT LET,

EE R AL T, HBOBERL Ry P —7 AL v F2GTDHVM O N—T 2 ERLET, ATHME
Ty ME EE A BRI~ ERE LT,

[Availability Set update domain count] T APt > FOEH KA A A2 AT LET,

BT R AL T, FARFICHEBTE S VM E LR O2WBEN— Y =T O V—7TT,

[Boot diagnostics] CEEIZE 2 A LE T,

EENZ W ORI DUV TR,
varvESHLTLIEIN,

lnformation About Deploying Cisco Catalyst 8000V in Microsoft Azure] & 2

[Diagnostics Storage account] TA L —I 7 A7 "MAEATLET,
[Public IP Address] T/X7' U w7 IPT RL A4 EZ AN LET,

RZY w7 IPT RLADOZFEMTHOWTIE,  Microsoft Azure Resources] 7 >3 VAR L TL 72X

Uy,

[DNS label] TDNS 7~ /L4 RT#EE ((EE) LET,

Microsoft Azure T® Cisco Catalyst 8000V T v Y 7 k9 = 7 DER .
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Microsoft Azure T® Cisco Catalyst 8000V 0 & |
B cisco catalyst so0ov cLl A 7 & £ 2

DNS 7 ~UL{%, Cisco Catalyst 8000VIZHEI D B THNH /X7 U v 7 1P T RLADARTTT, DNS 7LD
T 74N MERTFA MRy 7 ZIZRRSNET, ZHUL, VMADKIZ T-ans] D& £7,

AT 728 [Virtual network] C [Create New] = 7= (% [Use existing] DWW A& 3R L £ 5,
LW Y F U =27 DA ARlE IPT FLAZ AT LET,

ATw 729 [Subnets]Z7 Vw7 L, %7 Fxy MHEIPT KL AZATLET,
RATw T30 FTTD Cisco Catalyst 8000V gX ENFFRHPHTH DL Z L AR L, [OK] 22 Vv 7 LET,

[3 Summary] 7 A = 2 —NHFHERR S NET,
AT TN [0K|Z227 Vw7 LET,

[4Buy] V7 A =a—MiHF RSN E T,
ATw 732 [Create] 7V v/ LET,

VM BMERLE L, BEADEE SVET,
ATw 733 o>, T [Virtual machines] 27 U v 7 L %7,

ootk BOEVERR Sz VM O AT —# A [Creating] 7* 5 [Running] (ZED D £, TV w7 IPT K
VA B AELET,

Cisco Catalyst 8000V CLI ~D7 U + X

X — 3 LY —3—% 4 LT Cisco Catalyst 8000V VM & CLIiZ7 7 v A L £7,

4R8O HHEIIZ

CLIZT 7 AT BRI, AEORBFIROWTNNOFIEERITLES, 1201 ¥ —T =
A A % £ Cisco Catalyst 8000V % JEBAT 27y, DA ¥ —7 = A X% FFD Cisco Catalyst
8000V % BEBH L £,

DLTFD20o0H 72T vy FONETNIDavw Ly RV Zy 7 AREALT, sha~vr FEANTLET,
BIRL-Z—IF NP —R_R—Tsha~vr RFEZAHLT, CLIKTZEXLFET,

« UIAMZ SSHABHF — 2 L T s ( Tazureuser] &) 22— —H & 45E L R0 > 12356
WD~ RafH LT Cisco Catalyst 8000V CLI |27 7 & A T& £, ssh -0 ServerAlivel nterval=60
username @ ¢c8000v_ip_address

« IANIC SSH AR —%FH L W84 ( Tazureuser] & W) 2—HF—ZZFBELZEA) . kD=
~ ¥ R%Affi L T Cisco Catalyst 8000V CLI |27 7 £ A T& £7, ssh-ikey-o ServerAlivel nterval=60
azureuser@c8000v_ip_address

. Microsoft Azure T® Cisco Catalyst8000V T Y 7 k™ = 7 DERM
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Cisco Catalyst 8000V CLI ~D 7 ¥ 2 X .

il

WO TIEX, =—W—4%4I1% Tazureuser| . /X7 U v 27 IP7 KL AL [40.121.148.7)
NAT— & Ixxx] Assh=a~ FD/NT A—% L LTshowiproute® L 9 72> =

~ 2 ROFHZEHA I TWET,

$ ssh —o ServerAlivelInterval=60 azureuser@40.121.148.7

(LLATIZ ssh AR —Z#HEL TWVER A, )

The authenticity of host '40.121.148.7 (40.121.148.7)"' can't be
established.

RSA key fingerprint is 94:79:e9:d2:2e:85:93:d6:52:41:cc:a3:d9:14:7£:5¢f.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '40.121.148.7' (RSA) to the list of known
hosts.

Password: mypassword

# show ip int br

Interface IP-Address OK?
Protocol

GigabitEthernetl 10.4.1.4 YES
up

GigabitEthernet2 unassigned YES unset

down

# configure terminal
Enter configuration commands,
# interface g2

ip address dh

ip address dhcp

no shutdown

end

show run interface g2

Building configuration...

Current configuration 69 bytes
|

one per line.
#
#
#
#
#
interface GigabitEthernet2

ip address dhcp
negotiation auto

end

# show ip interface brief

Interface IP-Address OK?
Protocol

GigabitEthernetl 10.4.0.4 YES
up

GigabitEthernet2 10.4.1.4 YES
up

# show ip route
<output snipped
Gateway of last

for brevity>

S* 0.0.0.0/0 [1/0] via 10.4.1.1

10.0.0.0/8 is variably subnetted, 4 subnets

¢} 10.4.1.0/24 is directly connected,
L 10.4.1.4/32 is directly connected,
¢} 10.4.2.0/24 is directly connected,
L 10.4.2.4/32 is directly connected,
168.63.0.0/32 is subnetted, 1 subnets

S 168.63.129.16 [254/0] via 10.4.1.1

Microsoft Azure T® Cisco Catalyst 8000V T v Y 7 k9 = 7 DER .

Method Status
DHCP up

administratively down

End with CNTL/Z.

Method Status
DHCP up

DHCP up

resort is 10.4.1.1 to network 0.0.0.0

2 masks
GigabitEthernetl
GigabitEthernetl
GigabitEthernet2
GigabitEthernet2

’
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Microsoft Azure 0) Cisco Catalyst 8000V 0%

=

E

RDOFETIL, Microsoft Azure J] 1T Cisco Catalyst 8000V A > A X o A &g iE$ 2 B DWW TR
HLET,

— T —TILDOEH (23 =)

X2 VT 4 INN—TOFH (24 X—)

* IPsec VPN O GE (24 _—

cRRANTSTIT 4 ALEEFH (25 =)

* SSH #fe DR (25 ~—3)

I— b T—TILDOEH

Microsoft Azure Tl, T XTD VM MBANA X=X FONL—FIry FEERF L, A 73—
NAPIFZOV T2y MCBEEMT SN —T 4 7T =T MIFESW Ty S adRk L
£

Cisco Catalyst 8000V VM 2MERL S D &, 7 Fy T &b — b T —T7AIMER SN E T,
2 ©® VNIC % FF-> Cisco Catalyst 8000V VM D54+, Cisco Catalyst 8000V 257 2 HH D (N
W L) Y7y ML TT 740 hb— EBMER S E T, ZOH 73y b EICER
ENEZTRTOVMIE, T 74/ 87— = A & LT Cisco Catalyst 8000V Z i L £4, 3
LI E® vNIC % £F Cisco Catalyst 8000V VM D54, 77 4 /L h— hEEF L TH T R v
MZEHTHHERNH D £,

AT v 71 [Route Tables] #7 VU v 7 L9,
[Settings] 2 > & BB L £,
AT w72 [Route Tables] A S ZBEL, ¥—F > hONL— T —TLERINLET,
AT w73 [All Settings] 7 U v 7 L%,
AT w74 [Settings] X+ > T [Routes] 27 VU v 7 LFET,
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Microsoft Azure 0 Cisco Catalyst 8000V D% |
B x5 0—JoEs

J— MBI EIZEE LE T,

X)) T4 TIL—TDEH

X2 VT 4 T NA—T1F, BEDA v X —T = A ZAZx LT EDR— Mapiez A 73— A
PR EIFES T 20 %619 25 H D TF, Cisco Catalyst 8000V Z1ERLT D &, 77 4 /L
FTCRAIDY TRy hDANRT L RA B —T 2 A ZTH LY X2 U T ¢ Z—TMER
EhEd, ZOREMEZELTT 7 aA Sz Cisco Catalyst 8000V (A8~ > DA, A 2N
DU RAVE—=Fy b bTT 4 v ICROR— N BINEET, TCP22, UDP 500, ¥
X OYUDP 4500, >R — FOFEHIFES S ET,

ATv T 1 LMD /%L T [Network security groups] 27 U v 7 LE7,

[Network security groups] A V' DNE RS, EFXF 2V T 4 7V —T DY A MPRRRINET,
RT9T2 =Ty OFXy NI—7 X2 VT4 IN—T%7 Vv LET,

X2 VT 4 TN—TOFEME RS A URFRIRINET,

ATw T3 [All Settings] 227V v 7 LET,
AT 74 [Settings] X+ > C, [Inbound Security Rules] %7 V v 7 L %7,
AT 75 [Network Security Rules] T, [Add] Z7 V v 7 L CL—L&BMLET,

IPsec VPN D& E

W OB, Microsoft Azure THAT 41T % Cisco Catalyst 8000V A > A X A HIZERE S iz
IPsec VPN Z 7R L TV &9,

crypto isakmp policy 1

encr aes

hash sha256

authentication pre-share

group 14

crypto isakmp key ciscol23 address 0.0.0.0
crypto ipsec transform-set Tl esp-3des esp-md5-hmac
mode transport

crypto ipsec profile P1

set transform-set T1

interface Tunnel0

ip address 3.3.3.1 255.255.255.0

tunnel source GigabitEthernetl

tunnel mode ipsec ipv4

tunnel destination 104.45.154.184

tunnel protection ipsec profile P1
end
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~z2+750572e385E ]

interface Loopbackl

ip address 5.5.5.5 255.255.255.255
end

ip route 6.6.6.6 255.255.255.255 TunnelO

NANTSU0 T4 REEEFIR

1

U —2 3 V=R TN =R FHFTEZ 2B LEST, T —THNDOT_XTHOY V) —
A V=T v 7T 50%, HETEY Y —XATA—T%HIBRLE T,

Cisco Catalyst 8000V VM 2 HIBRENTH, VM DT RTHY V—A (Jb—rT—T )L, &
X2 T4 T N—T NTUyJIP, Ry bU—7 A F—=T=A ) PHIRESNLD DT
TIEH Y ¥ A, 0%, LLET & [F LA RTTH 7212 Cisco Catalyst 8000V Z {ER T 5 &, LA
AU Y —=ZARHAHINL AR £, 2D VY —2AZ2HHRHH L R0
Bl KOWTNLOT 7 v a U ERIRLET,

« KU Y —RA%FETHIBRL £,

cfJl DY ) —REET) V= AT N—TEHIR L £ T,

« BID4 HITTH LV Cisco Catalyst 8000V VM % 1ERL L %97,
BT > 7 L — b 24l L T Cisco Catalyst 8000V A > 2 % > Z BT 2 B&1%, N7
U7 IP 7 KL A2 Microsoft Azure TEHIE L TRESINTWNWAZ E2MHERLTLZE
WV, ZHEFT O ITIE. Microsoft Azure TX7 Y w 7 IPT RLAIZBEN L ET, RET. 7

RUAMEIE T E L TERRINTODENE I ER LET, [Static] 47T a v
ZRIRLET, T 74/ O T2 a VB THL Z LICEELTLEE N,

SSH HEif5t D fiEl ##

Cisco Catalyst 8000V Z FHIZ7 7' 1 A L7=#%, F7zI% Cisco Catalyst 8000V % U o — RE 7zl
FREED L 72#212. Microsoft Azure T Cisco Catalyst 8000V ~0> SSH #ft & e . T X 72V A
NV F9, Azure IR—H /L TiL, Cisco Catalyst 8000V A > A X o ATFATIRIETT, KD 3
DO F Y ATIE, SSH Z ] L7 Bl R L7258 DRER 2 1R L £ 7,

L7 1) # 1Cisco Catalyst 8000V DEENEZIZ SSH 7V 2R # i #41=

ELEYEL% 12 Cisco Catalyst 8000V (27 7 A L L 9 &35 &, SSH #H ORI RS 2546
WHYET, A AZ L AOBBERIEL TG, SSHEFEDSFIH AIREIZ/2 5 F TR S 50D
0 ET,

F 1) A 2Microsoft Azure 4 VISR SO F v D/NA 2 FORRE
Microsoft Azure 7R — F Tid, WOFEZFETTHZ L 2R LET,

1

X7V w7 IP T KL A ZEF Cisco Catalyst 8000V A > X —7 = A AT, 77 A~X—h
IP7 FLAZHTHy FNOF LW IP 7 FLAICHEFD Y TLET,
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Microsoft Azure @ Cisco Catalyst 8000V % & |

2. Azure 8 — % )L C PowerShell Z B & £,

3. ARMVMZEHLET,

WD Azure D R 2 A2 b &SI L TL 72 &0, https://docs.microsoft.com/en-us/powershell/
module/azurerm.compute/update-azurermvm?view=azurermps-5.6.0

4.  PowerShell TRDa~<> REFEITLTLLIEEV,
$vm = Get-AzureRmVM -Name "reload-Inx" -ResourceGroupName "reload-rg"
Update-AzureRmVM -VM $vm -Resour ceGroupName "reload-rg"

5. NTU9IIPT RVARTHZyFSNTWDHFRY M= A F =T A&ty
FLETS

Xy NT—=7 A2 B =T x4 ZAD Y &y NOFEMIZ-OVTIL, https://docs.microsoft.com/
en-us/azure/virtual-machines/windows/reset-network-interface 2 L T 72 &0y,

6.  [VM]>[Networking] Zi&R L, xv hT—7 A Z—T =4 ZAZERLET,
7. [IP configurations] (ZFEEI L, 1P 4 21BN L £ 77,

8. AHE =T 2 RAZEDYTHNTWNWDE T TAX—=KIPT KU AREFRFFNIRE I T
DAL, FIE13 CTHEATH720ICT RLAZEEREDET,

9. [Assignment] T, [Static] #2 U v 27 LET,

10. [IPAddress] 7 4 —/V KT, fiHAEERIPT RLAZMEHLET, *v hU—7 4 2 H—
Tz A APEHINTND YT 2y MW THEARRE/RIP 7 RLAZIRL E 7,

11. [Savel 27 Vw7 LT, (RIFVBETTHETHLET,
12.  SSH #fEH L Ch—X ~D8f 2 HilfT L £ 7,

13. %MW7va%LM(it ILHE) LTVMICT 78 A LT, 2O B —T oA

IZIRANZE D Y TP T FL A (FIE8 M) NEIICHRE SN TV DAL, TP

7%vx%a%éﬁ7b>%@mﬁ CEETEET, FF IPT RLRAEZTOT KA (%llﬁs
TEEZHDOLET RLR) ITHRETEET,

SF UK 3T A RLBERDE A LT FOREFE

Cisco Catalyst 8000V~ SSH & v ¥ a V& Bls+ 5 & 1%, RO XL I ITHRD VIY ¥ A L7
7 ]\%ﬁﬂﬁﬁ \—PXH/l?L/chl/\T< f_éb\o exec-timeout 0 0 XA LT 7 MZ i'YZDLj%@fﬁ%ﬁiﬂ%
LET, 72& 2L, exec-timeout 4 072 ETT, ZTDa<w L N, 450X A LT DU M
fRELET,

exec-timeout 0 0 A~ Fﬁ’Fﬂ%%%%I%E:j—ﬁmaiﬁ@ LB ’C“‘j—o

Azure TlX, 22 Y —LDOT A RAHIBIZAD D300 X A L7 v MR EHAINET, 74
F}l/&/f'?*—‘ﬁi‘,ﬂ;%ﬁﬂﬂﬁliﬁé &, Azure|ZSSHE v = /%@JL&LE?L L2>L. exec-timeout
00T 4FXalb—varyavry NIZLoTHA LT U FHREERR] Luxﬁz“éz/bfb% N
= 1% Cisco Catalyst 8000V 725137 U7 SLEH A, UIENZ LV | Skt v o a 3 ILE
L £, CiscoCatalyst8000V Dt v g ATIEHIRICBAV V- £ 1272 V) F9, HLWSSHE »
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https://docs.microsoft.com/en-us/azure/virtual-machines/windows/reset-network-interface
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/reset-network-interface

B

| Microsoft Azure @) Cisco Catalyst 8000V (D E% 7
sshizgomE [

VarvEMSLLES T AL HLWRESEREy v a VU BMER ENE T, ZoRF— RG]
ERERETDHE, HFJINTWDHREIFHEE Yy a v OBITEL, HLvkE v a U E2MET
T&ER< 72D ET,

exec—timeout ¥ REZIELLRETH I LITMA T, RO RTa~r REFEHLT, 7
A RRREDARN R v a V2HIBRT 52 L b B LET,

Router# show users

Line User Host(s) Idle Location

2 vty 0 cisco idle 00:07:40 128.107.241.177

* 3 vty 1 cisco idle 00:00:00 128.107.241.177

Router# clear line 2
LTV FOREBER B EN NG L, HREOFEE LT, Azure R — % L) 5 Cisco
Catalyst 8000V A > A ¥ v A% HiEE T 7,
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A—H—ER/IL—FOERLEDAAS FS54
>

Cisco Catalyst 8000V )L— k T— JJLDHEE

ot va TR a—P—ERL— FEREL TL— T =T MTBINT 2 DI T
A4 R7 A4 &M LEF, Microsoft Azure Marketplace 7 > 7" L — b ZFEH L THEHER v T —
712 Cisco Catalyst 8000V % A9 2% &, Cisco Catalyst 8000V 23Rk v bV — 7 Hfi & fFo4 7

T FZEII— T =T ABMERSIVET, 72 & 21X, Microsoft Azure Marketplace 7> & Cisco
Catalyst 8000V ® 4 DD NIC N—V a U Z BT D L 4 2OV 7Ry FAERSNET, %

T7 oy MZE, BEEMST SRV — R T =T ARH Y £3, — MIL— T =T VICHE)
BINZA A R —LSnEHA,

Z—HP—FEFK/N— PDOEZDOFEMNZ OV TIL, KD Microsoft Azure D K = A > h® [User
Defined Routes] &7 v a » &ML T 7Z &V, https:/docs.microsoft.com/en-us/azure/

MUYy Y= NOa—HF—EFL— K (29 2—)
ARy U= F 3 A T VI ARy NU—TMONV—F 47 (30 RX—)
s A D —F—TFFEL—F 30—)

vy —HORNOI——FFIL—F

BEE CiX. MicrosoftAzure D> v I —27 L V7T A NT 7 F L, Xy NU—7NDT
RCOY TRy NefHEERT 2 RN V—T ¢ 7Y —E X% L £ 7, CiscoCatalyst
8000V A AL ZDPF A Tz, R UAAELR v MU — 27 NOEEDORIR~ TN
Ty NEBIRISEL I ENTEET,

72720, 7%y FED/7 » k% Cisco Catalyst 8000V (2 (7 4 /L2 ) 2 70 QoS 72 ¥ D
Y — X & FIET H7-0I10) BETD2HENRH D5E1E. Cisco Catalyst 8000V A > A X
AuE PRI ARNRy TNV—2Z L LTRETDHT TRy hDOIV—T 4 T T —T Wl —VP—EH
N—F A A=V THLERHY F£T,
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B rexyro—sEtEtroILIzTy FI—SRIOL—F Y

RELRY FID)—OFREFATLIRARY FT—OBD
W—T a5

MicrosoftAzure D% v kT —27 4 > 7 F AT 7 F v, BEETIE, BARHEELXY hU—7
AR LD, Xy N2 240 T VIARy NU—JZIZHm LY LERA, 2
NHEOXy hU—7 BT DI, Ko— b T — T M= —EFRL— P EER LT,

Cisco Catalyst 8000V # 4 U E— h Ry hT =7 ~DRX T A MKy T N—4% L LTHRET HMNE
N FEFT, 22—V —ERKNV— ML, T 74V Mb— M EIFFEDOSLE~D/L— EDONTH
22T, Cisco Catalyst8000V 2 k7 7 ¢ v 7 ZHRHIHNZEIE S DHI121X, 7 74/ hr— b E
To 3R E DFESE/V— K % Cisco Catalyst 8000V Z 53 /L— b7 —7 /WIZA VA b —/L L ET,

)

GE) TN IA— BN — b T =TI VA P—=LENTWEEE, TXTCOI T 74 v 71T
BESNTER 7 A MRy AL EINET, 2L, oY Tonz7 ) v 27 P77 K
LA (VM ~OEBT 72 RMEHEND) ZFOEE~ B3 H 556 1 XREDEA L E
T, 7%y MCEEMN T SN — T =T NMIT T 4L b b— b BB LA, TDONRT
Uy Z IPT7 RLAZN LU TRBE~Y S ICEET A Z LIXTEXER AL

GE)  Microsoft Azure (%, FILV —Ya v THRAFINTWAIRV ARy MU —7 ZHEEFHTE
%5 VNET 7 U v 7 LI HiRE % 7R — b LTV E9, Cisco Catalyst 8000V N T VNET
TV T EMH LT —E A EFIHT HIZIE, Cisco Catalyst 8000V (2 k7 7 1 7 Z 5l
RS2 —F—ERL— MEBNTHLERHY £,

SaAEO--OND1I—Y—FHFI)IL— b

[ UARAR R~ b T — 212 2 5® Cisco Catalyst 8000V A > A X A% R LC, @D
WIT 11 TLEMZ ML TX £4°, Cisco Catalyst 8000V A > AKX v Az a] AMECTRET S &
BT L— & OFEIFE A REME AR S v E 7, Cisco Catalyst 8000V 23 BT /JL— & )N H 7 o Uiz &
WrL7=88., V— b T —7MCHEDIP T RLAZA A =L LET, 22k, T
7 4 w7 1% TEIEH ] @ Cisco Catalyst 8000V A > A X L AN L TNA—T 4 7 INET,

2—HP—EFNL— N EFRET D & &1L, Cisco Catalyst 8000V D T /L—H D 1 DIZFEEINIEA
LI EIN— T =T NDOx= N ZFHTL0E I DERET DMLENHY £, mAH
PERERENS N T 7 ¢ v 7 % TEHEF ] @ Cisco Catalyst8000V (2 U % A L 7 T2 MEHH 5 L—
N =T A DOEHERE, Fa—YP—ERL— T —TIIILR /) — NERET 2LERH Y £
T

Cisco Catalyst 8000V O £ 7 ([ZFEE N A LT HE. LR/ — Rk THRES NV — T —
TNADOFTXRTOL— "PREHFINET,
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EERY FIT—UDEE

BRAY FI—0 &F
EER > U —2 1%, Cisco Catalyst 8000V VM 72 & VM T single root I/O virtualization

(SR-IOV) ZHMLET, @ERY T =7 ORRIEBAAL v FH A RAL, *v b
D=7 "T7T7 4w DFEEE B, X2y NU—7ONRT p—~ L Al L&Y, 2y hT—2
DFRIEL Vv X —FE LET,

WBHE., VMICHAD TH5TRTCORy hT—7 8T 7 4 v 71E, RANERERAL v F %@
LET, 270, BmERYy hNI—27Tid, Ay NI NI T 4 w71 3ME~ D% v B
J—7 B —T A% (NIC) IZH|FE L, VMIZEERESNET, LEN-T, (RAEZA vF
NEATH2T_RTCOXRY hU—=I R —nF7u— &, ~"—Rou=T7 I snxd,

Microsoft Azure TEEFH CT&E @R >y MU — 7 BEREDFEMIZ DWW TIX,  [Create a Linux VM
With Accelerated Networking Using Azure CLI] # &M L T 72 &0,

R v B U —27 1%, Cisco Catalyst 8000V D37 Y w7 7 7 ROREREB L OBFERED 7 &
U FOREBATHEMATEET,

Azure-PMD O H7R—

Azure D Azure-PMD (R—U 7 F— R K74 N) Higld, X7+ —~< 2 AZEHT LT 7Y
r—a VEFIc, K@l —F—ElH oy MU L— AU — 7 it LE9, 2
DT VL =T =7, B~ DI—FNVDRy NI =T AL o A RNALET, I—
FNDRy NT—F AH v 7 2 FEHT D537 MLECIE, 7 at X 3H 0 AL B,
BCF, Xy NI =T AU B =T oA APREE Ty V5T o &, Xy N+ 572
DDOH—FN~DENY AT L | J1—FVEMN D =P —ZEf~D T F A hDOY) Y R 2
HAELET, Azure-PMDIL, 227 F A b0 Bz LB ALBREN S Z PR L, @z x
Ty MLBEOT-DIZR—) v T E— R RIA RN EMHAT 52—V —ElOFEZRA L T E
7

Microsoft Azure C Cisco Catalyst 8000V % 173 % 72T Azure-PMD BEREZ AN T 5 Z & A3
TEET, ZOWRRICEY, mERy b =7 ZMHHTLLIRTDO/NN— 3 L E# LT, Cisco
Catalyst 8000V A > A X L ADT 5 —=< 2 ANHE ELET,
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https://docs.microsoft.com/en-us/azure/virtual-network/create-vm-accelerated-networking-cli
https://docs.microsoft.com/en-us/azure/virtual-network/create-vm-accelerated-networking-cli

BEry b7—s0HE |

YR—FENTWBWMA VREVREAT
WKOVM A VAR ABRATNE, @Ay NV =7 EEZ T HR— ML TWET,

IOSXE/N—Y 3> HR—FSINTVWEVM A VREVREAT
17.4.x LABE DS2_v2, D2 v2

DS3_v2, D3_v2
DS4 v2, D4 v2
Fl6s v2
F32s v2

Mellanox /\— FH9 7 DOHYH=—

Microsoft Azure 7 7 7 RIiZid, @ty NU—J#REZ R — T2 2O NN— Ry =T
HYFET, ROFIL, BERY FU—THEEETYHR— F I TV 5D Mellanox D/ XN—2 g %
AL TWET,

K108 —2a v EBERY FI—VDEBRMET L) VIR

I0SXE/A—2 3 v | E&ERY bT—2 |MLX4 DY FR— bk |MLX5 DY 7HR— ~ |Azure-PMD D4

DY FR— bk H— bk
17.4.x LA st st st st

N

GE)  HALE. Mellanox ConnectX-3 (CX3) WNICIIMLX4 K7 A NZfEH L. ConnectX-4vNIC (CX4)
T MLXS RIANRNEHEHLTHET, VM OREMBIZ Azure DWMEHT A XD H A NIC (MLX4
F2IEMLXS) TR ETEEE A,

CiscolOSXE17.4.1 UV U —ATiL, CX3 KT A /3L CX4 KT A O HIZ Azure DPDK O 7 = —
JbtE—7, TAP, MLXIOD €7 /VOH¥KR— h2BMMESvE L7z, CiscolOSXE17.8.1 Y U —2
/6. DPDK @7 =—/L&—7_ TAP, MLX /O &7 /L%, DPDK NETVSC PMD /O &5 /LT
EEIMZONE LT, ZOEHICEIY, mEfbEanizry N =7 EEZHEHT 204 —
IN—sy RIS S ALE T,

\}

CE)  ZN—T v b IA R ADNT =< A AT 212, @l Yy MU —7 BREE AT
TOMENRD Y £,

CEER Y b D= DL (33 =— )
CEHR Y b D= OEE (34 ~— D)
CEEHCR U2 DR (35— )
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wzry ko—voant [

CiscoCatalystSOOOV/l' VAR UATEER Y U — 2 BZANTT HITIE, router# show platform

software system hypervisor I >/ KEFITLET,

Router#show platform software system hypervisor
Hypervisor: AZURE

Manufacturer: Microsoft Corporation

Product Name: Virtual Machine

Serial Number: 0000-0016-9163-0690-4834-7207-16
UUID: 80cbc2ea-29e6-cc43-93e9-£541876836£f2
Image Variant: None

Cloud Metadata

Region: eastus

zZone:

Instance ID: eac2cb80-e629-43cc-93e9-£541876836f2
Instance Type: Standard DS4 v2

Version:

Image ID:

Publisher:

Offer:

SKU:

Interface Info

Interface Number : 0

IPv4 Public IP: 192.168.61.135
IPv4 Private IP: 10.0.0.4

IPv4 Subnet Mask: 255.255.0.0
IPv4 Network: 192.168.0.3

IPv4 Gateway: 10.0.0.1

MAC Address: 000D3A103B48

Interface Number : 1

IPv4 Public IP:

IPv4 Private IP: 10.0.1.4
IPv4 Subnet Mask: 255.255.0.0
IPv4 Network: 192.168.1.3
IPv4 Gateway: 10.0.0.1

MAC Address: 000D3A103348

Interface Number : 2

IPv4 Public IP:

IPv4 Private IP: 10.0.4.4
IPv4 Subnet Mask: 255.255.0.0
IPv4 Network: 192.168.2.3
IPv4 Gateway: 10.0.0.1

MAC Address: 00224827BA0OF

Interface Number : 3

IPv4 Public IP:

IPv4 Private IP: 10.0.3.4
IPv4 Subnet Mask: 255.255.0.0
IPv4 Network: 192.168.3.3
IPv4 Gateway: 10.0.0.1

MAC Address: 00224827B2A6

Interface Number : 4
IPv4 Public IP:
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IPv4 Private IP: 10.0.4.4
IPv4 Subnet Mask: 255.255.0.0
IPv4 Network: 192.168.4.3
IPv4 Gateway: 10.0.0.1

MAC Address: 00224827B5CB

A

EE . Microsoft Azure DHfIFRIZ & ¥ . Cisco Catalyst 8000V /L— % DT RTDA > X —7 = A ATl
Xy NU—=T BT HE, 150031 NEE2 L7y MidAzure A 7 FANT 7 F ¥4
BTHEESINTHE. N T+ =~ APKIBIAR T T L2 H Y £9, Azure 111438 /31
NCXry D7 I 7 A MUEBIR LY — 7 AD/N Ty B Ra vy 7 T572D, /87 4—
~ADRTRFRAELET, ZAUIBEAOMBETH Y | BIfE Microsoft TH AR — K — X A3
MPITWET,

%ﬁ* > }‘ J—7 %ﬁ&jﬂ:'é—é ﬁ:li\ az network nic =~ > ]\ k --accelerated-networking ﬂ‘
Fva v EFH L TYNIC ZERETZITEE LET, aznetwork nic 2> RIZBIJ % Microsoft
Azure D ¥ a2 A FEZR L, KOFILER LT 7ZEW,

\}

() Cisco Catalyst 8000V A > A % o A DAERL T IEIZ L - Tid, Cisco Catalyst 8000V NIC “C s %
N — 7 BN e 5> T DB/ANH Y £9, NICTEER Yy b T —27 BED/2-> T
WTC, A F—T A ATEBERY NT—7 2G5BT 5551, ROFNIRT I~y RO
THNEFEHLET,

1

Z OflX, aznetwork niccreate =~ K& ——accelerated-networking true A7 v 3 v & f#i
LCVNIC @ Imynicl| ZERR LE#H Ry N T —27 BT B HEEZRLTHET,

az network nic create -n mynicl -g "RGL" --accelerated-networking true -1 "east us"
--vnet-name "vnetname" --subnet "subnetl"
il 2

Z OfFL, aznetwork niccreate =~ N & --accelerated-networking true A7 > 3 &
L CVNIC @ Tmynic2) ZERLEER Y hT—7 G T 5 HEEZRLTOVET,

az network nic create -n "mynic2" -g "RG1" --accelerated-networking true -1 "east us"
--vnet-name "vnetname" --subnet "subnetl"
51 3

Z OHI%, aznetwork nic update 2w R& ——accelerated-networking true 7 a s EEA
L CVNIC ® Imynic3| #EH LE#EX Y NT—7 ZHNZT 2 HEEZRLTOVET,

az network nic update -n mynic3 -g rgl --accelerated-networking true

BERAY =9 DOEMIE

Cisco Catalyst 8000V D &R > MU — 27 22T HI2I1E, aznetwork nic 2~ R &
--accelerated-networking 2}‘701‘/ =l ‘/%{Eﬁﬂﬂ L T vNIC ffﬂzﬁki 7L: ﬂi%% Li?‘o
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a2 ROFEMIC OV TIL, az network nic =2~ > RIZBI4 % Microsoft Azure @ R = A 2k
LT TEEN,

1

Z Ofli%, az network nicupdate =< K & --accelerated-networking false A4 /'3 3 v & ff
LT, WIC® [mynicl] ZZELTEmERXy NT—7 ZWEHZT L HEEZRLTHET,

az network nic update -n "mynicl" -g rgl --accelerated-networking false

BEEAY NJD— DHER

NIC TE#Ry N =7 ZHT LIk, RDI10S =2~ F&EH LT, NIC TH#ELR Y b
T— I WEMNIIR o TNDEME I D EHERLET, Azure 1 7 7 A N7 7 F ¥ IL. Mellanox
NIC #fH L C SR-IOV E72li@mdry NU—27 2B L FT,

WDa~<y REFHLT, 7y NEWLET 572D DONICDT/O K7 A /3L LT Mellanox 77—
TNV RITANEFEHTHZ LI2L D CiscoCatalyst 8000V NIC # B CTX £7, S HIZ, Azure
AV 7T A KT 7 F %O HyperV H—/3—2% 5 Mellanox NIC 1%, #EEA ¥ —7 =A A%
Cisco Catalyst 8000V D7 2 F VM IZIRE L E3, ZOVMITEER Yy NV —2ZITEH S, &
WAy BT — I BECI o TN D & ZIFITHA SREBIZ R > THWET,

Cisco Catalyst 8000V 17.4.x D &SRRy kT —0 DOHEFE (Azure-PMD % % /)

NIC CE#HR Y NI — 27 2 /N L%, RO 10S =< REHEHA LT, Azure-PMD % {#
L7-Ed Ry RU—Z2NIC TENCR > TWANE I D EHERLET, Azure f 7T A K
Z 7 F %1%, Mellanox NIC Z{#HH LT SR-IOV F-13EmE Ry NV —27 ZEH L F7,

ROa<xy ReHILT, ™7y FEWABET 572D NIC D 1/0 R 7 A 73L LT Mellanox
Azure-PMD R 7 A &35 Z & T, CiscoCatalyst S000VNIC Z#ER L £9, X 5T, Azure
A 7T ANT 7 F v ® HyperV #—/3—1Z8 % Mellanox NIC 1%, fEEA ¥ —7 = A A%
Cisco Catalyst 8000V D~ 2 F VM IZIRIE L E3, ZOVMITEERy MUV —2Z I S, &
ARy NI =7 PEMTI o> TWDHIE, VMITHREG SRR £5, A ¥ —7 =
AAFFTCMACT RLAZILETHZ LICERLTLIEEN, EHI T H TG A v —
T oA ACEREI, FEEEAST Y NI T HiEnet tap £ F — T = A ATFRSNET,
EIERTy N U HIE, net mix A Y F—T = A ATERRENET,

ROFITIEZ, A F =T A ZXG2H, 7Ty FOREZD net mlx A ' Z—7 = A X L&
NTWHZEERLTWET,

Router#show platform hard gfp act dat pmd controllers | inc NIC|good packets

NIC extended stats for port O (Gil) net failsafe 000d.3a8f.1bfl xstats count 13
rx_good packets: 411
tx_good packets: 326

NIC extended stats for port 1 (Bonded) net mlx5 000d.3a8f.1bfl xstats count 35
rx_good packets: 389
tx_good packets: 326

NIC extended stats for port 2 (Bonded) net tap 000d.3a8f.1bfl xstats count 13
rx_good packets: 22
tx_good packets: 0

NIC extended stats for port 3 (Gi2) net failsafe 000d.3a8f.1040 xstats count 13
rx_good packets: 10638289
tx _good packets: 3634525
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NIC extended stats for port 4 (Bonded) net mlx5 000d.3a8f.1040 xstats count 35

rx_good packets: 10639534. ==>>> This verifies Accelerated Networking is working
properly for RX
tx _good packets: 3636099 ==>>> This verifies Accelerated Networking is working

properly for TX

NIC extended stats for port 5 (Bonded) net tap 000d.3a8f.1040 xstats count 13
rx_good packets: 291
tx _good packets: 0

NIC extended stats for port 6 (Gi3) net failsafe 000d.3a8f.1a90 xstats count 13
rx_good packets: 3637187
tx good packets: 10522981

NIC extended stats for port 7 (Bonded) net mlx5 000d.3a8f.1a%90 xstats count 35
rx_good packets: 3638631
tx good packets: 10524554

NIC extended stats for port 8 (Bonded) net tap 000d.3a8f.1a90 xstats count 13
rx_good packets: 28
tx _good packets: 0

Cisco Catalyst 8000V 17.8.x D =&Y kT —- DOHEFE (Azure PMD % (/)

CiscoIOS XE 17.8.1 U U —Z 5. LARO DPDK @O 7 = —/L&—7  TAP, MLX /O &5 /L
1Z. DPDK NETVSCPMD I/O EF/WVICEE#Z bNE LTz, kD=~ REMHH L T, Cisco
IOSXE U U —2R 17.8.x THEITEHN T 5 Cisco Catalyst 8000V T % v kU — 7 ¥ERE & HERR

L/\i—a—ﬂ
show platform hardware gfp act dat pmd controllers ==~ > KiX, net netvsc " — MIFEA 4
TN AZRRLET,

Router#show platform hardware gfp active datapath pmd controllers | inc NIC |good packets
NIC extended stats for port 0 (Gi2) net netvsc 000d.3a10.3348 xstats count 56
rx_good packets: 411

tx _good packets: 350

tx g0 good packets: 311

rx_ g0 _good packets: 100

vf rx good packets: 487

vf tx good packets: 350

NIC extended stats for port 1 (Gil) net _netvsc 000d.3al10.3b48 xstats count 56
rx_good packets: 60359

tx _good packets: 55464

tx g0 good packets: 6579

rx g0 _good packets: 5633

vf rx good packets: 53780 ==>>> This verifies Accelerated Networking is working properly
for RX

vf tx good packets: 49831 ==>>> This verifies Accelerated Networking is working properly
for TX

NIC extended stats for port 2 (Gid4) net netvsc 0022.4827.b2a6 xstats count 56
rx_good packets: 0
tx _good packets: 0
tx g0 _good packets:
rx_g0_good packets:
vf_rx good_packets:
vf tx good packets: 0

NIC extended stats for port 3 (Gi5) net _netvsc 0022.4827.b5cb xstats count 56
rx_good packets: 0
tx good packets: 0
tx g0 _good packets:
rx_ g0 _good packets:
vf_rx good_packets:
vf tx good packets: 0

NIC extended stats for port 4 (Gi3) net _netvsc 0022.4827.bal0f xstats count 56
rx_good packets: 0

tx good packets: 0

o O O

o O O
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tx g0 _good packets:
rx_g0_good packets:
vf_rx good_packets:
vf tx good packets: 0

NIC extended stats for port 5 (Bonded) net mlx4 0022.4827.b2a6 xstats count 13
rx_good packets: 0

tx _good packets: 0

NIC extended stats for port 6 (Bonded) net mlx4 0022.4827.b5cb xstats count 13
rx_good packets: 0

tx _good packets: 0

NIC extended stats for port 7 (Bonded) net mlx4 000d.3al0.3b48 xstats count 13
rx_good packets: 54726

tx _good packets: 65464

NIC extended stats for port 8 (Bonded) net mlx4 0022.4827.ba0f xstats count 13
rx_good packets: 363863

tx _good packets: 105245

NIC extended stats for port 9 (Bonded) net mlx4 000d.3al10.3348 xstats count 13
rx_good packets: 0

tx _good packets: 0

o O O

show platform software vnic-if interface-mapping =~ > Ni, net netvsc K7 A 2375 Cisco 10S
XE1781 U U —=AMmbENnTnNDZ a2 R LET,

show platform software vnic-if interface-mapping

Interface Name Driver Name Mac Addr

GigabitEthernet3 net netvsc 000d.3ade.7542
GigabitEthernet?2 net netvsc 000d.3ad4e.7163
GigabitEthernetl net netvsc 000d.3a4e.757d

show platform software vnic database =~ & RiZ, MLX4 F72i% MLX5 MFET 5028 9 vk
AL, EHEINTHWD PMD R LET,

show platform software vnic-if database
vNIC Database
eth00 1572882209232255500
Device Name : ethO
Driver Name : mlx5 pci
MAC Address : 000d.3ade.757d

PCI DBDF : b421:00:02.0
Server : IFDEV_SERVER KERN
Management : no
Status : bonded

eth01 1572882212261074300
Device Name : ethl

Driver Name : mlx5 pci
MAC Address : 000d.3ade.7542

PCI DBDF : 83e2:00:02.0
Server : IFDEV_SERVER KERN
Management : no
Status : bonded

eth02 1572882215293497600
Device Name : eth2

Driver Name : mlx5 pci
MAC Address : 000d.3ade.7163

PCI DBDF : beld:00:02.0
Server : IFDEV_SERVER KERN
Management : no
Status : bonded

eth 15 1572882218326526600
Device Name : Gil

Driver Name : hv_netvsc
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MAC Address : 000d.3a4de.757d

PCI DBDF : 000d3alf-26£8-000d-3alf-26£8000d3alf
Server : IFDEV_SERVER UIO
Management : no
Status : supported
eth 16 1572882223436559900
Device Name : Gi2
Driver Name : hv_netvsc
MAC Address : 000d.3a4e.7163
PCI DBDF : 000d3alf-26£8-000d-3alf-26£8000d3alf
Server : IFDEV_SERVER UIO
Management : no
Status : supported
eth 17 1572882228553741500
Device Name : Gi3
Driver Name : hv_netvsc
MAC Address : 000d.3a4de.7542
PCI DBDF : 000d3alf-26£8-000d-3alf-26£8000d3alf
Server : IFDEV_SERVER UIO
Management : no
Status : supported
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Azure 5>y FVYVNETDMVPN V1) 1 —
vavDOER

« F TV hVNet YU 2—va VERBHTATZOORMHESM: (39 2—)
e FI LUy FVNet VU o—3 3 OREBICET AHIEE (39 2—)

e Azure b7 ¥ b VNET DMVPN Z JEBA9 % JiiE (40 ~<—2)

s b TTNTa—=T 4T (49 N—)

— N o
FS 2Py bVNetV ) 2—2 3 VERBRT 5= DHIE
=
« Cisco Catalyst 8000V A > A X > AD Azure 7 71 7 > FINMLE T,
s TABUANRBEIIL, AR THDL L ZMER L TIIZENY,
c A= HRETDHN. NTBBHLTVWD Z L EME LTI ZEN,

FS 2Py FVNetY ) 2 —2 3 VORBRICEY 5HIkE
I8

« AR—=27 VNet ZplD7 T K —E X Fu X —ZRBHATLHILITTEEEA,

s T RTOLATNIC TPy P VNet VY 2a—2a VERETHI LIXITEERA, Vh—
FESNTWDEDO U A N EFRRTHITIE, AV AZ 2 A%ER L7-%. [Configure Basic
Settings] ~—’® [Location] 7  —/L ROTRTOA T > g VR LET,
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Azure FS5> <y R UNETDMVPN VY 12— 3 VO ER |

B Az 500 - UNETOMYPN 2 EBIT 2534

Azure F>5 > < + VNETDMVPN B9 3 5%

koY

&
ATy T2

ATvT3
RTv74

ATvT5
ATv 76
ATvT1
ATv78
ATv79

ATv 710

>

v bk VNet /N T DIERK

COFEZX, FTUYy R VNet YY) a—2a VERETARAIDOFEIETT, 2k, T
v F VNt DREZAT 9 LENRH HEBICBWT, FEFICEERLS T, 2 bOREIL.
TR AF—%FEHALTCII7 Yy P VNet A ML=V DT ATV MIAXT—H & LTRE
Z4L5H DMVPN IPsec /37 A —ZZHHE L TWET, AR—27 DT T — NaeRETDHEX
IZ. TVNET A hL— DT B R T VB AF—DHRERETHLENHY £, AR—
I\ B2 BE 9 % DMVPN IPsec /37 A —H X, T /3 A5 HEIIZ®ERIN S vE T,

Microsoft Azure IR—H L ZH A A L LET,

[Create a Resource] 22 U 7 L, Cisco Catalyst 8000V DJEBH A L C, [Enter] ZH L F3, AT A
I3, DMVPN O b7 > h VNET 7> 7 L— R ERB L TERLET,

[Transit VNET DMVPN] > [Create] Zi3#4R L 97,

[Basics] i T, KA~ > D4R, 7Yy F VNet N7 D4R, BLR2—H—ZE AT LET,

(G¥) [Transit VNet Name] [ZI13/NCFDOHEFEH L TS0,

[Authentication Type] K12 v 7' # 7> U A kv, [SSH Public Key] 38R L £7,

NRAT— REHREL, RIS AT—REHEADILET,

[SKU] Rr v X7 A NP, #@ERA A==V a UERIRLET,

[Location] Rz v 7# 7 U A ki, TVNET NT#ERTEZ) —Va 01 28R L ET,

Cisco C8000V DFEEN—C, EZ{TV E T, Cisco Catalyst 8000V DF%E DFEMIIZ OV TIL,  Deploying

the Cisco Catalyst 8000V on Microsoft Azure] =7 > a v &SR L TL 72 &0,

FZ7 Yy b VNet DFRE T, IROBRELZITWVET,

a) [TVNET Storage Account] (£F¥— 7 — R [strg] 28BN TPy P VNet&LICHKTHA FL—
VTAT S MTT, AR—7 OERFICZ OEPLETT, 207 44—/ ROEIZEBATI S
F9, L, 207 4 — L ROMEIIRETE 7,

b) [Private TVNET Storage Account] CHF —DRIFIZHERA M L—U T A7 MEEBRLET, 20
74—V X, A= MR =7 —DRERICKLETT,

¢) [DMVPN Tunnel ID] {Z9_T® Cisco Catalyst 8000V T /XA A (N7 & RAR—27 D J5) Thr v
HRET DO END R LD ID T,

d) [DMVPN Tunnel Key] 1% 6 ~ 8 HiDHUED b > Rr/F—TT,

e) [IPSEC Tunnel Authentication]

f) [IPSEC Tunnel Cipher]

g) [IPSEC Shared Key] (% b > RV ZFRFET 720D F—1U — KT,
h) [DMVPN Tunnel Network] | DMVPN O A4 — _R—L A IR SND b Fry hT—27 TT,
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| Azure k5> K VNETDMVPN ¥ 12— 3 VO

ATy TN
ATy 12

Azure DMVPN 2 K—4 VNET >t [

(B 774NV DOFT v a i, "THIER SN VNet & 7 T v v a2 RN dH D £,
ZOMENRBEFORIER > hU—27 (VNet) CEBELARWVWEHIZL T EEW,
Z DR T, [Configure Subnets] £ 27 3 a > CTH 7 3Ry hERETHLEITH Y T8 A,

[Summary] B[ CT/8T7 A —F ZfER L, [OK] 27 Vv 7 LET,
[Buyl] £7 v 5 > C[Create] 27 U v 7 LT, hJ2 Ty hVNet N7V Ja—TaaRBALET, =
OFMEIZL Y, KDY YV —ADMERR I ILET,

« 1 OO R HMEE v MIEBH Z 4172 2 -2? Cisco Catalyst 8000V 1 A % > A (C8000V1 33 L TN C8000V2)
A~

¢ 2 DODA KL —VF 4 A7 (Cisco Catalyst 8000V = & (2 1 D)

«4 20 NIC (Cisco Catalyst 8000V A > A X > X Z &2 2 5D NIC)

c T UV Yy FVNET2IRIZ1I 20X a2 VT 4 7 —7 (LD RAIZSSH OAZRE £9)
2O0DNRT Y I IP (L AF AT LT 1 D0 PIP)

$2DODN— R T =T (L VAR ADHT Xy hTEIZ 120D RT)

$2DODA KL —TT Bk (Cisco Catalyst 8000V ZWH D 1 DDA ~L— L F ¥y h VNET
ABF—=HZHD 1 ODA R L—)

* 120 VNET /16 CIDR
* 1 > Resource-Manager 27 /L — 7 Z i ] L TR S 72 LR+~ T (ZORGZHIFRT 2 &, Lito
FTRTOaLR—F FPREIBREET)

BBAMNSET L. U Y —ADMERR SIS £ TIZHs 0020 £9°, [All Resources] #27 Y > 7 L. [Group By
Typel 7> a v #ENTHZ LT, BEzE=4) 7 TxET, EBRHPETT 5L, [notification] /3
/U [Deployment Succeeded] &9 A v E—UNRRINET,

Azure DMVPN X ;R—% VNET D {ERk

ATy T

ATy T2

ATy T3

JR 8 BRI

FZ72 Yy hVNet YU a2—2 a3 OAR—7 ZERT DHIT. NTPIEFIERINLTND
CLERMERLTLIIEE N,

Microsoft Azure Marketplace 7>, [Cisco CSR 1000V DMVPN Transit VNet] 7 > 7' L— b Zf ¥ L THEdR
LET,

TV —brE7 Uy 7L, Ry T XU YA NNLRBELRDEOIRAR—7 AT v a U &2ERL
7,

[Create] 7 V v 7 LT,
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Azure FS5> <y R UNETDMVPN VY 12— 3 VO ER |

B Azure DMVPN X K— 5 UNET D fERL

ATvT4

ATy TH
ATv 6

ATy 717

ATvT8

ATvT9
ATv710

ATvIN

[Basics settings] i T, IROXEDFEMAIEEL TWDHZ L 2R L ET,

a) [Filename] TZ D7 4 — /L NIZ M T ¥ v |k VNet DARTZFEE L 7,

b) [Transit VNet Storage Name] i%, 7D TVNET A L —U T A7 FOEEFR U TT, ZDL4HI
L. F—U— K [lstrg)] DiBMESNTe b7 Yy b VNet AICHK L ET,

c) [StorageKey]IZ7T 7 & A9 5IT1%, [publicHub] ##%E L T2 YU 7 L, [AccessKey| A 7> a &7
Vw7 LET,

[Basics Settings] i CLOEAFXE L, [OK] 227 U v 27 LET,
Cisco Catalyst 8000V OFREME T, 74 —/V RERET D0, TOEEIZT L0 (F 74/ M) &
RTEET,

INT A —H DOFHNZ OV TIE,  THowto Deploy a Cisco Catalyst 8000V on Microsoft Azure] 2L C< 72
Sy,

GE) AIHMEY — 1%, MicrosoftAzure DT _XTPH Y —V 3V CERERERIITR—FENTWEEA,
Lo T, YVa—var7 7 b— MUIAHEY =07y a U 3dh v EE AN,
[Availability-Sets| Z i H L CEILNNEZRE SN TOET, FEMIZ- OV TIL, Microsoft Azure D K
F = A K (https://docs.microsoft.com/en-us/azure/availability-zones/az-overview) ZZH L T 72 &
AN

[Virtual Network] DEICdH HKHIZ 7 U > 7 LTRIER y U —27 OfEZfREL, [OK]Z27 U v 27 LE
R

[Address Space] 7 - —/L RiZ, Classless Inter-Domain Routing (CIDR) FEilzHH L C, ALY hU—
7 DT RLRAEATILET,

(G£) VNET CIDR (X, TVNET-HUB ® Cisco Catalyst 8000V 7 /XA A (ZHH SN HWELIP 7 R L A DY
7% v hERLET, CIDR 70w 7 L@, 22500249 7%y MZELIZYH TRy MEEh 5
N6 7%y hTF, £V 7%y FORFIDIHODIPT KL AL, Azure /b— F T — 7 LB LF
OOV —E A TFHIENET, PEIVLY IV TRy FOAFEHDOIP 2 LIAE Y, BRI E]
DUTHENERTY w7 IPICHBMIC~ vy 7 EnNET, N7 U v 7 IPIFA v F—F Y b~
DT 7 A& AHREICT D725, DMVPN U 4D NBMA 7 KL R |27 0 £9°,

[Configure the Subnets] DEEIZH D KA 27 Y v 7 L, [OK] %7 U > 7 LET,

[Summary] B T, RESNINTA—FEHALET, 7o 7 L— R ERIELEL, [OK| 22 Y v
LET,

[Create] %7 U v 27 LT, TVNet AR—2 Y 2— g ZREALET,

GE) BT 2BIMDAR—27 T2, FIE1 ~ 10 I8V ET,
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| Azure k5> K VNETDMVPN ¥ 12— 3 VO

grzowz i

5% TE DFEEE

cSUT

ATy T

ATy T2

ATvT3

v ~ VNET /N TOFER

WD a< Rix, AR—270 bF Yy b VNetHubl ~® DMVPN bk > /L% IEHIZHESL L,
EIGRP /b — | % Transit VNet Hubl L QA TE L L AR L TWET, ZOV Y a—T a3 (C
XV, DMVPN 7 = — X3 ODEETH D NHRP > a— b v NAAL v F U TINEHZRD £
T, ZHNBHDa~ K% Transit VNet Hub2 TEE479 5 &, 22~ > RH /I3 Transit VNet Hubl
ERERICZ2 0 4, Zhid, AR—=Z RGO RT3 b VNet /27 @ Cisco Catalyst 3000V
~ODMVPN b > % /L& IEFICHESL L, EIGRP/V— h & W DT L IEFICAHLT-Z & 2R
LTWET, "7, B WemdbiDilT I/ T47-T 77 47— RCREEINET,

show ip interface brief A~ FEZEITLET,

i

Transit-Hub# show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 10.1.0.4 YES DHCP up up
GigabitEthernet2 10.1.1.5 YES DHCP up up
Tunnelll 172.16.1.1 YES TFTP up up
VirtualPortGroup0 192.168.35.1 YES TFTP up up

pl-tvnet-csr-1+#

HEHITOBAFT R INTODESITERE LTLEESY, Zhud, PrRABBEBL WA Z EERLT
WET, YATANZOREHNC R RAEZFRLARWVESIT. ¥ A R =/LIZBEI LT TVNet 12 2/
%%%?é%%ﬁ%@i#awwlmﬂ?VP%iﬁbf\ﬂWm@nﬁKT&ﬁxbiTo

AR—T B D 250 DMVPN #6:D IKE ¥ v 33 U & E/RT DIZ1E. show crypto isakmp sa I K&
FATLET,
i -

Transit-Hub# show crypto isakmp sa
IPv4 Crypto ISAKMP SA

dst src state conn-id status
10.1.0.4 168.62.164.228 QM IDLE 1042 ACTIVE
10.1.0.4 40.114.69.24 QM IDLE 1043 ACTIVE

IPv6 Crypto ISAKMP SA

AR—=T NEHD 2 50 DMVPN ##:D IPsec T v a U ZE AT HITIE. show crypto session IV K%
FEITLET,

51

Transit-Hub# show crypto session detail

Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation

R - IKE Auto Reconnect, U - IKE Dynamic Route Update
Interface: Tunnelll

Uptime: 1w3d

Microsoft Azure T® Cisco Catalyst 8000V T v Y 7 k9 = 7 DER .



Azure +S5> <y R UNETDMVPN VY 12— 3 v OEE |
B 500 rwer ooz

Session status: UP-ACTIVE
Peer: 40.114.69.24 port 4500 fvrf: (none) ivrf: tvnet-Tun-11
Phasel id: 12.1.0.4
Desc: (none)
Session ID: O
IKEvl SA: local 10.1.0.4/4500 remote 40.114.69.24/4500 Active
Capabilities:DN connid:1043 lifetime:18:32:04
IPSEC FLOW: permit 47 host 10.1.0.4 host 40.114.69.24
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 32 drop 0 life (KB/Sec) 4607996/3474
Outbound: #pkts enc'ed 32 drop 0 life (KB/Sec) 4607998/3474
Interface: Tunnelll
Uptime: 1w3d
Session status: UP-ACTIVE
Peer: 168.62.164.228 port 4500 fvrf: (none) ivrf: tvnet-Tun-11
Phasel id: 11.1.0.4
Desc: (none)
Session ID: O
IKEvl SA: local 10.1.0.4/4500 remote 168.62.164.228/4500 Active
Capabilities:DN connid:1042 lifetime:18:02:01
IPSEC FLOW: permit 47 host 10.1.0.4 host 168.62.164.228
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 32 drop 0 life (KB/Sec) 4607970/2427
Outbound: #pkts enc'ed 32 drop 0 life (KB/Sec) 4607982/2427

ATV T8 show dmvpn 22 REZEITL T, F XA ZAD DMVPN D AT — X AZFKx LET,
1 -

Transit-Hub# show dmvpn
Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
Tl - Route Installed, T2 - Nexthop-override
C - CTS Capable, I2 - Temporary
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface: Tunnelll, IPv4 NHRP Details
Type:Hub, NHRP Peers:2,
# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb
1 40.114.69.24 172.16.1.137 UP 1w3d DN
1 168.62.164.228 172.16.1.147 UP 1w3d DN

ATY TS5 show vit AV REFITLT, b7V v b VNet EOFEAR—I NHDORFN— b EFRRLET,

11 -

Transit-Hub# show vrf
Name Default RD Protocols Interfaces
tvnet-Tun-11 64512:11 ipv4 Tull

X7_"‘Jj°6 show ip eigrp vrf <vrf-name> neighbors I ¥ ./ K% 47 L C. EIGRP FAN—DAT—H A TR LFE
ﬁ—O

B -

Transit-Hub# show ip eigrp vrf tvnet-Tun-11 neighbors
EIGRP-IPv4 Neighbors for AS(64512) VRF (tvnet-Tun-11)
H Address Interface Hold Uptime SRTT RTO Q Seq
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2#—2 enTrosorz ]

(sec) (ms) Cnt Num
1 172.16.1.137 Tull 14 1w3d 13 1398 0 12
0 172.16.1.147 Tull 10 1w3d 12 1398 0 12

show ip route vrf <vrf-name>VRF I ¥ FZEITLUTCVRFIZEAEDNLV— 2R R LET,
1 -

Transit-Hub# show ip route vrf tvnet-Tun-11
Routing Table: tvnet-Tun-11
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
a - application route
+ - replicated route, % - next hop override, p - overrides from PfR
Gateway of last resort is not set
11.0.0.0/24 is subnetted, 2 subnets

D EX 11.1.0.0 [170/26880256] via 172.16.1.147, 1lwld, Tunnelll

D EX 11.1.1.0 [170/26880256] via 172.16.1.147, 1lwld, Tunnelll
12.0.0.0/24 is subnetted, 2 subnets

D EX 12.1.0.0 [170/26880256] via 172.16.1.137, 1lwld, Tunnelll

D EX 12.1.1.0 [170/26880256] via 172.16.1.137, 1lwld, Tunnelll
172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

C 172.16.1.0/24 is directly connected, Tunnelll

L 172.16.1.1/32 is directly connected, Tunnelll

D EX 192.168.35.0/24 [170/26905600] via 172.16.1.147, 1lwld, Tunnelll
[170/26905600] via 172.16.1.137, 1lwld, Tunnelll

AR—9 ENTHEDEREOHERE

ATy T

ATy T2

WD~ KL, AR—27 Wi )5 O Cisco Catalyst 8000V TVNET /N7 (2856 STV T, il
DNTINSD EIGRP v— b &AW TEDHZ L2 /RLTCWET, DMVPN VU =2—3 3 0%
DMVPN-Phase3 (NHRP > 2 — hH v hAA v F 7)) L LTRSS, NTWET 277 47-7
JT 47— RFRTRIAENETZD, AR—27 2~DEIGRP/V— MIAKR—Z 2D kR4 —
N—LAIPT7 FL A& LET,

show ip interface brief A ¥ }\é’iﬁ—‘bf\ FTNRAADA L H—T =2 ADIPT ]‘[/X%iéﬂf\‘bij_o
1

Spoke# show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 11.1.0.4 YES DHCP up up
GigabitEthernet2 11.1.1.4 YES DHCP up up
Tunnelll 172.16.1.147 YES TFTP up up
VirtualPortGroupO 192.168.35.1 YES TFTP up up

show dmvpn ¥ REF[TL T, F/314 2D DMVPN D AT — & Z %l L £ 7,
5 -
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Spoke# show dmvpn
Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
Tl - Route Installed, T2 - Nexthop-override
C - CTS Capable, I2 - Temporary
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface: Tunnelll, IPv4 NHRP Details
Type:Spoke, NHRP Peers:2,
# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

1 40.117.131.133 172.16.1.1 )3 1w3d S
1 40.117.128.85 172.16.1.2 Up 1w3d S

MPFAFTEINTWAHRTHACEE LT EE N, Zud, AR—ZBEEI L TWT, N7 & Ok
VENRTWAHZ EERLTOVET,

AR—T B D 220 DMVPN %f\f@ IKEtEvyT = V%%ﬂf\‘ﬁ_éw_éi\ show crypto isakmp sa A~ o N%&
FITLET,

1 -

Spoke# show crypto isakmp sa
IPv4 Crypto ISAKMP SA

dst src state conn-id status
40.117.131.133 11.1.0.4 OM IDLE 1025 ACTIVE
40.117.128.85 11.1.0.4 OM IDLE 1026 ACTIVE

IPv6 Crypto ISAKMP SA

AR—=T MDD 220 DMVPN #5550 [Psec ¥ ¥ a3 VAR RT HIT1E, show crypto session I~ K&
FEITLET,

B -

Spoke# show crypto session detail
Crypto session current status
Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation
R - IKE Auto Reconnect, U - IKE Dynamic Route Update
Interface: Tunnelll
Uptime: 1w3d
Session status: UP-ACTIVE
Peer: 40.117.131.133 port 4500 fvrf: (none) ivrf: (none)
Phasel id: 10.1.0.4
Desc: (none)
Session ID: O
IKEvl SA: local 11.1.0.4/4500 remote 40.117.131.133/4500 Active
Capabilities:DN connid:1025 lifetime:17:33:41
IPSEC FLOW: permit 47 host 11.1.0.4 host 40.117.131.133
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 2250 drop 0 life (KB/Sec) 4607927/726
Outbound: #pkts enc'ed 2251 drop 0 life (KB/Sec) 4607957/726
Interface: Tunnelll
Uptime: 1w3d
Session status: UP-ACTIVE
Peer: 40.117.128.85 port 4500 fvrf: (none) ivrf: (none)
Phasel id: 10.1.0.5
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Desc: (none)
Session ID: O
IKEvl SA: local 11.1.0.4/4500 remote 40.117.128.85/4500 Active
Capabilities:DN connid:1026 lifetime:17:33:44
IPSEC FLOW: permit 47 host 11.1.0.4 host 40.117.128.85
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 2252 drop 0 life (KB/Sec) 4607960/2046
Outbound: #pkts enc'ed 2253 drop 0 life (KB/Sec) 4607976/2046

Z7"‘y7°5 EIGRP Z\/(/\—O)X?—&X’%i%ﬁﬁ‘é@l&i\ show up eigrp neighbor A~ F%%ﬁtbi‘@‘o

ATvT6

51

Spoke# show ip eigrp neighbor
EIGRP-IPv4 Neighbors for AS(64512)

H Address Interface Hold Uptime SRTT RTO Q Seqg
(sec) (ms) Cnt Num

1 172.16.1.2 Tull 13 1w3d 24 1362 0 23

0 172.16.1.1 Tull 12 1w3d 8 1362 0 23

EIGRP /V— MMEHREZFKRT HIZ1E, show ip route eigrp 2~ REETLET,
i -

Spoke# show ip route eigrp
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
a - application route
+ - replicated route, $ - next hop override, p - overrides from PfR
Gateway of last resort is 11.1.0.1 to network 0.0.0.0
12.0.0.0/24 is subnetted, 2 subnets

D EX 12.1.0.0 [170/28160256] via 172.16.1.137, 1w3d, Tunnelll
[170/28160256] via 172.16.1.137, 1w3d, Tunnelll
D EX 12.1.1.0 [170/28160256] via 172.16.1.137, 1w3d, Tunnelll
[170/28160256] via 172.16.1.137, 1w3d, Tunnelll

AR—9 DD IR

RO A< KL, 20DAR=I MOERiET A M 20K bET, 48— b S sikie
IXDMVPN 7 = — X3 TH D78, traceroute 2~ KIFAR—27 1 MmDHAR—7 2ITEES
NNy FaFRLET, 72720, AR—2 1083y hEaNTIEELTAR—7 207
R RAZTET 5728, NHRP IR - DIZRYID /> R kbnEd, AR—7 1087 R
VAZZETDHE, AR—=27 1 & AR—27 2 ODMICENR IPsec b > RIDFESL SN ET,

Spokel# clear crypto sa counters

Spokel# ping 12.1.1.4 source gigabitEthernet 2 repeat 100

Type escape sequence to abort.

Sending 100, 100-byte ICMP Echos to 12.1.1.4, timeout is 2 seconds:

Packet sent with a source address of 11.1.1.4
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr

Success rate is 99 percent (99/100), round-trip min/avg/max = 1/1/6 ms
Spoke# show dmvpn
Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
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N - NATed, L - Local, X - No Socket

Tl - Route Installed, T2 - Nexthop-override

C - CTS Capable, I2 - Temporary

# Ent --> Number of NHRP entries with same NBMA peer

NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface: Tunnelll, IPv4 NHRP Details
Type:Spoke, NHRP Peers:3,
# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

1 40.117.131.133 172.16.1.1 Up 1w3d S
1 40.117.128.85 172.16.1.2 up 1w3d S
1 40.114.69.24 172.16.1.137 UP 00:00:07 DN

Spoke# traceroute 12.1.1.4 source gigabitEthernet 2

Type escape sequence to abort.

Tracing the route to 12.1.1.4

VRF info: (vrf in name/id, vrf out name/id)

1 172.16.1.137 2 msec * 3 msec

plspokel#

plspokel#

plspokel#sh crypto sess detail | i pkts
Inbound: #pkts dec'ed 101 drop 0 life (KB/Sec) 4607985/3581
Outbound: #pkts enc'ed 100 drop 0 life (KB/Sec) 4607989/3581
Inbound: #pkts dec'ed 12 drop 0 life (KB/Sec) 4607924/621

(
Outbound: #pkts enc'ed 14 drop 0 life (KB/Sec) 4607955/621
Inbound: #pkts dec'ed 13 drop 0 life (KB/Sec) 4607957/1941
Outbound: #pkts enc'ed 13 drop 0 life (KB/Sec) 4607975/1941

Spoke# show crypto session detail
Crypto session current status
Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation
R - IKE Auto Reconnect, U - IKE Dynamic Route Update
Interface: Tunnelll
Uptime: 00:00:36
Session status: UP-ACTIVE
Peer: 40.114.69.24 port 4500 fvrf: (none) ivrf: (none)
Phasel _id: 12.1.0.4
Desc: (none)
Session ID: O
IKEvl SA: local 11.1.0.4/4500 remote 40.114.69.24/4500 Active
Capabilities:DN connid:1027 lifetime:23:59:23
IPSEC FLOW: permit 47 host 11.1.0.4 host 40.114.69.24
Active SAs: 4, origin: crypto map
Inbound: #pkts dec'ed 101 drop 0 life (KB/Sec) 4607985/3563
Outbound: #pkts enc'ed 100 drop 0 life (KB/Sec) 4607989/3563
Interface: Tunnelll
Uptime: 1w3d
Session status: UP-ACTIVE
Peer: 40.117.131.133 port 4500 fvrf: (none) ivrf: (none)
Phasel_id: 10.1.0.4
Desc: (none)
Session ID: O
IKEvl SA: local 11.1.0.4/4500 remote 40.117.131.133/4500 Active
Capabilities:DN connid:1025 lifetime:17:31:38
IPSEC FLOW: permit 47 host 11.1.0.4 host 40.117.131.133
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 16 drop 0 life (KB/Sec) 4607923/603
Outbound: #pkts enc'ed 18 drop 0 life (KB/Sec) 4607955/603
Interface: Tunnelll
Uptime: 1w3d
Session status: UP-ACTIVE
Peer: 40.117.128.85 port 4500 fvrf: (none) ivrf: (none)
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Phasel id: 10.1.0.5
Desc: (none)
Session ID: O
IKEvl SA: local 11.1.0.4/4500 remote 40.117.128.85/4500 Active
Capabilities:DN connid:1026 lifetime:17:31:41
IPSEC FLOW: permit 47 host 11.1.0.4 host 40.117.128.85
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 17 drop 0 life (KB/Sec) 4607957/1923
Outbound: #pkts enc'ed 17 drop 0 life (KB/Sec) 4607975/1923

— N ~ — ~ N
kSOOI a—TFTqa42F
JEBHD AT —H# 2% KT HIZIE, Cisco Catalyst 8000V A AKX A2 7 A > LT show log
av U REEITLET, BN TH &, [[AzureTransitVNET] Success.Configured all the
required 10S configs| & \W\9 A v E—URERINET,
FF7o Py hVNet VU 2= a VOBRERICZORA v =Y BREREINT, =7 —2NFAEL
TeHaid, MOZ L 2R LTI EEN,
* DMVPN b U VRN T E AR =7 ORICHENL STV LR LET, 1FEAEDE

Gy WOMEIZREN & 2 WREMEN H Y £9°, TransitVNETname, TransitVNETStoragename,
F 7213 TransitVNETStoragekey,

e Guestshell 28, A A F—/L X35 TVNet X 7r—U RIS B3 | B8 L TV 5 0
RBLET,
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LISP L 1 7 2 L5k DERE

Cisco Catalyst 8000V A ' AX L AX, TV w7 7T K, TI7AX—=K TR BILON
A7V K770 RIZBHRTEE T, RENNAT Y v F7F70 RICBITT 2546, h—13—
Wt L C—UERZMATIC, Y—"—%7 77 FIIBITTO20ER’HY T, B¥EFI TV
RNTRICY——=TP 7 KL A, TRy h~vRT | T4V A= U= ARE, MAD
IP7 RLAGREFEHL, 277 R7a M =D TTANTI7F DT FLAFAIC
Lo THIRENZZ2WZ EELREEERH D 77,

ZOBEEENETZ T2 OIC LISP # & £9, LISPIX, B (= ¥ —7 T4 XF =k
RB—F7I TV v 75T R) LID (B—R_"—IP7 RLR) Z2HEETCEXL7—X%T 7 F %
ThY, RLIPT RLATYZ 77 R EZH LW — =2 Ef & E9, LISPT—F%7 7 F %
TiE, ——=Dx 2 FEKRA v MID B —F ur—4 (EID-t0-RLOC) < v B2 7
A, 777 RIZBEISNDH LWGFR RS vE T, S HIT, LISP 28 ID & SETDR O
VBT EWHET S0, = RV AT A, 2—W— IV —A"—IEHWEIMNZ D0
TH0 EHA,

LISP (XA —/N—L A & LTEMEL, == EDID /T v M| SBIIOSNE IPv4 F 7213
IPv6 -~y X — Lt i a—WF—F—» 75 57 v ha) (UDP) N7y M 7vbEL T,
ZOATEMUIZEY, BETEmILDON—F ar— RS, R, 7T
U RTINS E DT Ry v ZHEEICEFRR S, MADOIP T FLAFRIHE-Tr T v
RNOH— =27 RLAEZRETEET,

Microsoft Azure C2E4T X1 TV % Cisco Catalyst 8000V 1 > AKX L ATL A Y 2YLRARE TE
FT, A VARZURE, T F—TTART =R E =TV I T ROBDOT Y v
CELTHRELET, LAY 2IEEEZRET HE, TIARX— T —F B Z—HOLA T2
Xy NT—=2%NR_XT Vw7777 RIPLELT, A4 hEeRXT Vw7770 RETOHRA D
BEAREMAZEBRTEDL LRV ET, £, 7482 =TV v 777 REOT
TV = ar U —ru— ROBITEAMCTHI L TEET,

R

e X7 Y w7 IPT RURAZHBIC R D25 CBEIT 20, BTV w7750
FRTHEILET, WTFhoda& s, LISPIPEE YT VU a—3 3 0%, BTG
R AVE—Fy N EDTTAT U NEBEN LI XT Y v 7 IPT R LA ORERV—
TAVTERELET, Azure 77 T FOIPEE U 7 4 DFEBRIZHOWTEELL X,

[ Achieving IP Mobility| % ZE < 723\,
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LSP LA ¥ 2itiE0HE |
B use Lo vonsEoREomREs

e TF—EBATNEZITRY, Xy NU—2DU—2ra—RIP 7 RLABNRKELENET,
HEE, IP7 RVAOERIZEY, YV a—Ta UNEMEICRD . S OIZEIENFEA L F
I, 77U RO LIEEEREZHERT 2L T, Xy hIV—20HEZIT D Z &7 <
FTEDIP T RUVAERFFLARNR ST =70 — REBITTEET, ZO2—RA 7 —ADFEHM
\Z2WTCIX,  [Data Migration Use Case] #ZH L T 72 &0,

e TN X —Y A FTVMEZBEHNEMNL, VMR T oA F—HP o4 FTETIN T
BN, 777 RR—ZA MEEALT, IAEMICVME T L X —TF T f AP —R—(ZHA
TEBHLHITLET,

« W7 ERIE L RERBEOTZO DNy 7T T2 R L E T,

« LISP LA ¥ 2 EIRDRRE DORIHESM:  (52 X—)

 LISP L A ¥ 2 JLiE D E DOHKISHE (52 ~—)

« LISP L' A ¥ 2 JLIEDRRE S 1L (53 <X—)

* Azure C® Cisco Catalyst 8000V & = X — 5 A X AT I TD Cisco Catalyst 8000V 2
BUIDLISP LA Y2 NT77 4 w7 OHERE (58 X—)

LISP L 1 ¥ 2 L3R DX E DRI E W

cI2VEEERERETARNC, YV a—a DT o —L A DN TEXTWNAE I L 2R
LTL7Z&EW,

« 77 v RiX Address Resolution Protocol (ARP) ¥ HR—hrLTEHLT, FT7URA 75
AT FXIFTVE— A FORAFZRHL TRV, AP ZBINLT, 7
T RNy ey DN —F YN —T 4 v T TEDL LT IHLERH Y £
T, AEIP £7213 =4 U7 AP ZEMT 512X,  [AddanIP address for an Azure interface |
L TLTEEN,

« ZNFEND Cisco Catalyst 8000V 1 > AKX o Aid, 1 ODAFIP 7 L ATRESH T
DRENHY T, ZOHA. 220 CiscoCatalyst 8000V A > A X L ADIP T KL AR,
F 7213 Cisco Catalyst 8000V - > A ¥ > A & ASR1000 7 734 AT IPsec kv RV DMEEE
SNET, IPsec N RMZTTAR=ET RLARHDLZ L MR LET,

* 2 D@ Cisco Catalyst 8000V A > A X L AD IP 7 KL Afl], & 721% Cisco Catalyst 8000V A
AL AL ASRI000 7 /34 AT IPsec b o FADEREL TWD 2 L g L £ 7,

e VY a—3 g R LT, 220 Cisco Catalyst 8000V - > A & > A[#], Cisco Catalyst 8000V
& ASRI000 7734 AR, BEUNVM LA MET ping BWREIT 5 2 & 2R L E£1,

LISP L 1 v 2 sk D&% E D Hll#I= IR

CRANET—H B H =N T U NI, ERIFZOHIIBET LA KU T Y
ROBARIP 7T —T W o Z VT RUAZBINEZITHIBRT 2 MERNH D £7°,
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| usPLA¥2iiEOHRE

usp L+ v2iEnzess [

VM %7 77 NIZBEIT 25813, VM AT — &%/& nH7 7Y RICBshizZ &
% Cisco Catalyst 8000V T/\/f AN TE 5 L 51T, Cisco Catalyst 8000V A > A F /A
SOy PR OMERD D T,

s m AR, L2 JEORBERE TIIERE L £ H A,

s Azure ld, K256 HDIPZY R — b LFET, LizNnoT, VE—IVA MEZEFT—H
T H—DRA N OEFRKREIL 256 T,

LISP L 1 ¥ 2 sk DERE &

L2 YEERSRE 2 B B9 D 121X, £ 7 Microsoft Azure T Cisco Catalyst 8000V - > A ¥ > R % [ HH
L, f A% /X%L:XTR ELTRIETHARERDY £, TO%, BHLZZETT50IC~vy
BT VAT DERET HDLENH Y £T,

LISP #A M, 7Ty 7 A RNY —LA FaAf X —~D 2 R/FOHERZFF>, ITR & ETR Ol f7
ELTRESINTE XTR & HIFEXILS) Cisco Catalyst 8000V A A X L AZHEH L ET, KIC
LISPYA MI, Ry b= a7 D~y 7YY NAN<y TP —— (MRMS) & L TRES
NIEARY RT O TN, RACEEINET, v~ v BV 7 V2T AL, Azure W CRBATHE LD
NI w7 IPIZEHEEND N7 v D LISP B 72Uk L Oh 72 VAbfigl 2 E1T L £7,
Azure NSHD 8T T 4w ZIZOWTIEL, HEITG U T (@ERe~D/L— F 23 C8000V D/L—T 1
VT T =T N TROMNE WAL IZ) | Cisco Catalyst 8000V A > AKX LV ANT L X —TFF
ARTF—=HEZ—DPXTRZ/H LT —T 47 LET,

uwv/7%~ﬂ~%i@v/7)XWA%v/Hyﬁﬁ~BxKﬁ%¢6%\UWﬂHM%
RELTHEMMET HI20E. ROFINEEZEITLET,

BEDA 22— 4 X %D Cisco Catalyst 8000V % EEi 9 5

&
ATy T2
ATvT3

RTv74
ATy TH
ATvT6

ATy FT17

BEDA 7 —7 = A A %&FfFO Cisco Catalyst 8000V Z B4 5 121%, WOFNEEZEITLET,

FEARI D /X% L C [Virtual machines] Z8&4R L F9°,
[Add]Z 7 V v 7 LET,
f[C8000V) & AJ1L 7,

Azure Marketplace C Cisco Catalyst 8000V VM D EBHZ B LT,

2, 4, FIE8ODONIC ZFFOEBABIRL £7,
[Create] 7 V v 7 LET,
[Virtual Machine Name] C [Basics] 7 A =2 —Z®&IR L, A~ 4 E2 AN LET,

TITAR— KRy b T —7 ZFRT 72D Microsoft Azure WEAT 57 T 7 RR—ZAD Ry hT—7 D4
AT,

[Username] T —H —4 Zi&IN L £ 7,
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B =501 5—7 21 R%EHD Cisco Catalyst 8000V £ BT 5

ATvT8
ATvT9
ATv710

ATy TN

ATy 12
ATv 713

ATv 714
ATvT15
AT 716
ATy 11

ATv 718

ATv 719

ATy T2
ATFyvrT2N
ATy T2

Cisco Catalyst 8000V A > A% L A~Du 7 A A TE % Cisco Catalyst 8000V {RAH~ < > D —H —
Z’ ‘(“TO

[Authentication type] C/SA Y — K (F 74/ ~) E71X SSHAMF—Z2 AT LET,

[Cisco IOS XE Image Version] C Cisco IOS XE /N\— 3 U 2@ IR L £ 97,

[Subscription] TH7 A7 ) v a v A%EE ((EE) LT,

A~ v DARNIIESNT, T7 4NV bV TR VT v a v ARREENET, ZOT7 741D
VTR YTy a VAIERETEET,

[Resource Group] C [Create new] F 721 [Use existing] Z i8R L £ 97,

Cisco Catalyst 8000V (&, # L\ U V=27 N—7 (X7dERICEORFDY Y — A7 )V—T) I[ZDH
ERCEE9, U Y—AZN—7%HIBrRT 5IZI1E, Cisco Catalyst 8000V VM ZHIFR L THhi, U Y —2A
ITN—T%HIBRLET,

[OK] %2V v LET,

[Cisco C8000V Settings] 7 A = = — % L TH 5, [Number of Network Interfaces in C8000V] % &4 L
E RN

A B =T =2 ZADKAE 2, 4, FIFT8NHERLET,

[License Type] TT7 A &> A¥ A 7L LT[BYOL] £721% [PAYG] Z R L 7,

[Managed Disk] C [Enabled] Z &R L %97,

[Storage Account] TA L —I T AT hOARIZATILET,

ARNL—=UT H T NOFEIIOWTIE, ZDHA RO [Microsoft Azure Resources] 77 ¥ 3 > &5
LTL &,

[Virtual machine size] T2 KR~ > o DV A A& HIRL £,

FEHLTWAAL v X —T = A ADOIZIEDNT, BEER R~ OV A X528 L £9, Microsoft
Azure 1%, I SN AR T 3 —~ UV ANERLIIEIER/RA ATV H A THYFR—F L TWET, hR—
FENTWBAS LV AF VAR, T~ A XA eFoRT DI, ROV 7 2B L TLEEN,

« [Dv2 and DSV2 series |

+ [Fsv2 series

[Custom Data] T, 7 — MR N7 v TRIET 7 A NV ERUET D5E51F. [Yes] ZIBIRL £,

Cisco Catalyst 8000V A ' A Z L AT — M A 8T v TRIET 7 A VRS 2 IEDOFEMIZ OV T,
Deploying a Cisco Catalyst 8000V VM Using a Day 0 Bootstrap File] &7 > a > LW
[Customdata-examples| 7 ¥ 3 V&S L T 72X,

[Availability Set] C [Yes] Z %R L £9°,
[Availability Set name] CTH[ it v D& FIZ AT LET,
[Availability Set fault domain count] TH Mt > FDOEE N A A VA AT LET,

EE R AA 3, WBOBRLE Ry NV =T A, v F2IEGTL VMO I N —T2ELLET,
Ty ME BEE AL RO 2B E L ET,

AT
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ATvT23

ATy T2

ATy T2
ATv T 26

ATy T21

ATvT28

ATvT29
ATFv730

ATy T3

ATv T3

ATv 733

Azure O Cisco Catalyst 8000V & T > 2 — S5 4 X< X7 L Cisco Catalyst 8000V FE D + > R JLDERTE .

[Availability Set update domain count] TR Mkt v FOFEH KA A L HAE AT LET,
BH R AA 0, FIFFCHEEITEZS VM L R 2MBN— R =T O L—T7TF,
[Boot diagnostics] CHLENZ K4 AT) L £,

EENZ W OFEMIZ DUV TR,
varEZRLTIEIN,

[Nnformation About Deploying Cisco Catalyst 8000V in Microsoft Azure| & 2

[Diagnostics Storage account] TA ML — 7T oy "MaE AT LET,
[Public IP Address] C/X7' U v 7 IP 7 KL A4 EZ AN LET,

N7V w7 1P T RLUZADFEMIZOWTIX.  [Microsoft Azure Resources] 7 2 a VE#HBMHL TL 2 &

A%
[DNS label] T DNS 7L O£ iTEAEE ((EE) LET,

DNS 7 ~LiZ, Cisco Catalyst 8000VIZHEHI W Y THNLH /T Y v 7 IPT RLADARITY, DNS 7LD
T 7 AN MERT HFARR Y 7 RAZERKRINET, ZHUE, VMADRIZ T-ans] DBHEEET,

[Virtual network] C [Create New] % 72 (X [Use existing] DWW 7L &8I L E 9,
LRy P =7 DA, ARTE TP T RLAZ AN LET,

[Subnets] #27 U > 27 L, ¥7 Ry M EIPT RLAZ AT LET,
T D Cisco Catalyst 8000V X ENFFAHMMTHL Z L AR L, [OK]Z27 Vv 27 LET,

[3 Summary] %7 A = o2 —NHEFAE R SNET,
[OK] %7 U > 27 LET,

[4 Buy] V7 A = o —lifHER R SNET,

[Create] 7 U v 7 L £,

VM MERL S 1L, BEADMHEE S E

FEAR D 3%V C [Virtual machines] #72 V v 7 L£9,

Byt T ERL S72 VM D AT — # A28 [Creating] 7> 5 [Running] (IZ&H VY £4, TV v 7 IPT K
VAL EAELET,

Azure 0D CiscoCatalyst8000V & T > 2 — T 5 4 X X T LMD CiscoCatalyst
8000V fE1D b > R ILDERTE

TR =TT A R T —H T H—NIZJEB 417z Cisco Catalyst 8000V A > A X L AL /NT Y
777 v RNIZERE S 172 Cisco Catalyst 8000V A > A X » A OIF 1%, WiH ORI HEN X
NcIPEX=2 U7 1 (IPsec) bRz EoTHR#ESNET, LISP AT ®NML N T 7 4 v 7
X, X7V v 7T 0 REREMOT — X RELRGE, TaetERi#E, 7o F VT ITARiE B
SO 2 32895 IPsec b RV THREINE T,
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. Azure TEITEH TLV5 Cisco Catalyst 8000V 1 > X 4 > X T® LISP xTR D% E

ATv T

ATy T2

Microsoft Azure C Cisco Catalyst 8000V A > A % A &R E L F7,

interfaceloopback =~ > FZF(TLE T, L—T7 v 71X, BITSNTHEDIP AX—ANE ZITH H )
Z B9 % LISPRLOC & L CfEH S ET,

interface Tunnel 2~ > K& 34TL T, 7 7 7 K L® Cisco Catalyst 8000V A > A ¥ > ATz L F 97,

interface Loopbackl

ip address 33.33.33.33 255.255.255.255
|

interface Tunnel2

ip address 30.0.0.2 255.255.255.0
tunnel source GigabitEthernetl

tunnel mode ipsec ipv4

tunnel destination 173.39.145.79

tunnel protection ipsec profile p2p pfl
|
interface GigabitEthernet2

ip address 10.10.10.140 255.255.255.0
negotiation auto

lisp mobility subnetl nbr-proxy-reply requests 3
no mop enabled

no mop sysid

YA K T2 % HD Cisco Catalyst 8000V A » AX L A&FELET,

interface Loopbackl
ip address 11.11.11.11 255.255.255.255

interface Tunnel?2

ip address 30.0.0.1 255.255.255.0
tunnel source GigabitEthernet2

tunnel mode ipsec ipv4

tunnel destination 52.14.116.161

tunnel protection ipsec profile p2p pfl
|

|

interface GigabitEthernet3

ip address 10.10.10.2 255.255.255.0
negotiation auto

lisp mobility subnetl nbr-proxy-reply requests 3
no mop enabled

no mop sysid

Azure TE{TEh TL 5 Cisco Catalyst 8000V 1 > X 4 > X TO LISP xTR

DEKTE

P —ERT N A Z—THEITIHL TV D Cisco Catalyst 8000V - > A X > AT LISP xTR # & E T 51T,
[Configuring LISP (Location ID Separation Protocol)] D& 7+ a > O EFNAIZENE T,
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Azure TEITE N TL 5 Cisco Catalyst 8000V 1 > X 2 > X TO LISP xTR D& E .

Azure @ Cisco Catalyst 8000V 1 > A X AL, = H—TF 534 XLISP/L—F %2 7m*%T ETR & L THEH
LET, V=T 4 T T—=TNNT 74/ b— FERTHAEIEFIC, V774 v 7% PETRICIEE L E
j—o

router lisp =~ K%&54T LT, LISP AN LEF, itr map resolver 3 X OVitr map server =~ > K%
FATL T, =2 ¥ —FF A AD Cisco Catalyst 8000V A > A K L A% LISP = v FHh— 38—~ v 7 I V)L
NWELTHRELET,

1 -

router lisp
locator-set azure
33.33.33.33 priority 1 weight 100
exit-locator-set
|
service ipv4
itr map-resolver 11.11.11.11
itr
etr map-server 11.11.11.11 key cisco
etr
use-petr 11.11.11.11
exit-service-ipv4
|
instance-id 0
dynamic-eid subnetl
database-mapping 10.10.10.0/24 locator-set azure
map-notify-group 239.0.0.1
exit-dynamic-eid
|
service ipv4
eid-table default
exit-service-ipv4
|
exit-instance-id
|
exit-router-lisp
|
router ospf 11
network 30.0.0.2 0.0.0.0 area 11

network 33.33.33.33 0.0.0.0 area 11
|

router lisp

locator-set dmz

11.11.11.11 priority 1 weight 100
exit-locator-set

|
service ipv4

itr map-resolver 11.11.11.11

etr map-server 11.11.11.11 key cisco
etr

proxy-etr

proxy-itr 11.11.11.11

map-server

map-resolver

exit-service-ipv4

|
instance-id 0

dynamic-eid subnetl

database-mapping 10.10.10.0/24 locator-set dmz

map-notify-group 239.0.0.1

exit-dynamic-eid

|
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service ipvi4
eid-table default
exit-service-ipv4
|
exit-instance-id
|
site DATA_CENTER
authentication-key cisco
eid-record 10.10.10.0/24 accept-more-specifics
exit-site
|
exit-router-1lisp
|
router ospf 11
network 11.11.11.11 0.0.0.0 area 11

network 30.0.0.1 0.0.0.0 area 11
|

Azure T Cisco Catalyst8000V & T >4 —T S5 A XL R TF
L. T Cisco Catalyst 8000V & IZ&H(TFHLISP LAV 2 5

499 DHERE

LISP LA ¥ 2 N7 7 ¢ v 7 W 511X, RO show lisp 2~ RZFATLET,
1 -

Router#show ip lisp database
LISP ETR IPv4 Mapping Database for EID-table default (IID 0), LSBs: 0Oxl
Entries total 2, no-route 0, inactive 0

10.0.1.1/32, dynamic-eid subnetl, inherited from default locator-set dc

Locator Pri/Wgt Source State

33.33.33.33 1/100 cfg-addr site-self, reachable

10.0.1.20/32, dynamic-eid subnetl, inherited from default locator-set dc
Locator Pri/Wgt Source State

33.33.33.33 1/100 cfg-addr site-self, reachable

Router-azure#show ip lisp map-cache
LISP IPv4 Mapping Cache for EID-table default (IID 0), 4 entries

0.0.0.0/0, uptime: 00:09:49, expires: never, via static-send-map-request
Negative cache entry, action: send-map-request

10.0.1.0/24, uptime: 00:09:49, expires: never, via dynamic-EID, send-map-request
Negative cache entry, action: send-map-request

10.0.1.4/30, uptime: 00:00:55, expires: 00:00:57, via map-reply, forward-native
Encapsulating to proxy ETR

10.0.1.100/32, uptime: 00:01:34, expires: 23:58:26, via map-reply, complete
Locator Uptime State Pri/Wgt Encap-IID

11.11.11.11 00:01:34 wup 1/100 -

Router-azure#show lisp dynamic-eid detail

)

% Command accepted but obsolete, unreleased or unsupported; see documentation.
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LISP Dynamic EID Information for VRF "default"

Dynamic-EID name: subnetl
Database-mapping EID-prefix: 10.0.1.0/24, locator-set dc
Registering more-specific dynamic-EIDs
Map-Server (s) : none configured, use global Map-Server
Site-based multicast Map-Notify group: 239.0.0.1
Number of roaming dynamic-EIDs discovered: 2
Last dynamic-EID discovered: 10.0.1.20, 00:01:37 ago
10.0.1.1, GigabitEthernet2, uptime: 00:09:23
last activity: 00:00:42, discovered by: Packet Reception
10.0.1.20, GigabitEthernet2, uptime: 00:01:37
last activity: 00:00:40, discovered by: Packet Reception

Router-DC#show ip lisp

Router-DC#show ip lisp data

Router-DC#show ip lisp database

LISP ETR IPv4 Mapping Database for EID-table default (IID 0), LSBs: 0x1
Entries total 1, no-route 0, inactive 0

10.0.1.100/32, dynamic-eid subnetl, inherited from default locator-set dc
Locator Pri/Wgt Source State

11.11.11.11 1/100 cfg-addr site-self, reachable

Router-DC#show ip lisp

Router-DC#show ip lisp map

Router-DC#show ip lisp map-cache

LISP IPv4 Mapping Cache for EID-table default (IID 0), 2 entries

10.0.1.0/24, uptime: 1d08h, expires: never, via dynamic-EID, send-map-request
Negative cache entry, action: send-map-request

10.0.1.20/32, uptime: 00:00:35, expires: 23:59:24, via map-reply, complete
Locator Uptime State Pri/Wgt Encap-IID

33.33.33.33 00:00:35 wup 1/100

Router-DC#show lisp dynamic-eid detail

)

% Command accepted but obsolete, unreleased or unsupported; see documentation.
LISP Dynamic EID Information for VRF "default"

Dynamic-EID name: subnetl
Database-mapping EID-prefix: 10.0.1.0/24, locator-set dc
Registering more-specific dynamic-EIDs
Map-Server (s) : none configured, use global Map-Server
Site-based multicast Map-Notify group: 239.0.0.1
Number of roaming dynamic-EIDs discovered: 1
Last dynamic-EID discovered: 10.0.1.100, 1d08h ago
10.0.1.100, GigabitEthernet2, uptime: 1d08h
last activity: 00:00:47, discovered by: Packet Reception

Router-DC#show lisp site
LISP Site Registration Information

* = Some locators are down or unreachable

# = Some registrations are sourced by reliable transport

Site Name Last Up Who Last Inst EID Prefix
Register Registered ID

dc never no -- 10.0.1.0/24
00:08:41 vyes# 33.33.33.33 10.0.1.1/32
00:01:00 vyes# 33.33.33.33 10.0.1.20/32
1d08h yes# 11.11.11.11 10.0.1.100/32

Router-DC#show ip cef 10.0.1.20
10.0.1.20/32

nexthop 33.33.33.33 LISPO
Router-DC#

Microsoft Azure T® Cisco Catalyst 8000V T v Y 7 k9 = 7 DER .
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Router#show lisp instance-id 0 ipv4 database

LISP ETR IPv4 Mapping Database for EID-table default (IID 0), LSBs: 0x1

Entries total 7, no-route 0, inactive 4

10.20.20.1/32, locator-set dc

Locator Pri/Wgt Source State

3.3.3.3 1/100 cfg-addr site-self, reachable

10.230.1.5/32, dynamic-eid subnetl, inherited from default
Locator Pri/Wgt Source State

3.3.3.3 1/100 cfg-addr site-self, reachable

10.230.1.6/32, Inactive, expires: 01:20:16

10.230.1.7/32, Inactive, expires: 01:20:16

10.230.1.8/32, dynamic-eid subnetl, inherited from default
Locator Pri/Wgt Source State

3.3.3.3 1/100 cfg-addr site-self, reachable
10.230.1.31/32, Inactive, expires: 01:21:52
10.230.1.32/32, Inactive, expires: 01:20:16
Router-OnPrem#show lisp instance-id 0 ipv4 map

Router#show lisp instance-id 0 ipv4 map-cache

locator-set dc

locator-set dc

LISP IPv4 Mapping Cache for EID-table default (IID 0), 6 entries

10.20.0.0/16, uptime: 22:39:53, expires: never, via static-

Negative cache entry, action: send-map-request

send-map-request

10.230.1.0/24, uptime: 22:39:53, expires: never, via dynamic-EID, send-map-request

Negative cache entry, action: send-map-request
10.230.1.6/32, uptime: 22:37:05, expires: never, via away,
Negative cache entry, action: send-map-request
10.230.1.7/32, uptime: 22:37:05, expires: never, via away,
Negative cache entry, action: send-map-request

send-map-request

send-map-request

10.230.1.31/32, uptime: 22:38:14, expires: 01:21:45, via map-reply, complete

Locator Uptime State Pri/Wgt Encap-IID

11.11.11.11 22:38:14 up 1/100 -

10.230.1.32/32, uptime: 22:37:05, expires: never, via away,
Negative cache entry, action: send-map-request

. Microsoft Azure T® Cisco Catalyst8000V T Y 7 k™ = 7 DERM
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