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T—=7 47727 hOFRLEY Y TP, ara—F 77 AT v+ —/L5 Resource Manager 7> 5
Cisco VSG L BHHEfF I D24, Cisco VSGIET NA A T a7 74N, BXa VT4 TurrAg
. BEUOSREINTZTXTORY — %R 572912 Policy Manager ([ZflVW &b E£J, Cisco
VSG iZ. Policy Manager 76 Bf5 SN AFRICE SV TRESINE T, TOHEGOF—ERIIRD &
BYTT,

s TurvrANEERLET,
e AUV — vy b EEHRL, R T—%2HF DY TET,
o ROFKMITHESOTRY v— L—LEZEHRLET,
— Zuba, FEILELEEE IPT FLA, A= eloxy NU—7 @M

— A VAB ARG, FAROS, V—v, BTV r—vay, A=k 707y AL, JTA
. UY—RA T = KRN, NANR=RA W EORE~ > VR

- WAZ LB

o VoVEREHRLET

o FT V=V N IN—THERLET,

e EXa VT4 TuTIANT 4 vatT Y EIARLLEEEERLET,

e EFX2 VT4 TuTrANEFERL, AV — By ARV Y TET,

o IFATUF—NTNAA TR Ty ANVEFEZELET,

e NTP. DNS. syslog. X OFEFIZK LT Cisco VNMC v A7 AEFBT NS, R T r7 7y A VB X
CRY v—%2ER£LET,

e KV — EFaVTg TuTryAN, THAARATRT 740, BIOEETLIAT V27 b
Cisco VSG A v A X VA L E7,

e Eifin s [E, ARVl REOBMERERELET,

Policy Manager ®¥—E 2 & A 7I% policy-mgr T9, T D Policy Manager BH:# D ZERIZ % L T
APIURL TZDOH—E A XA THHEHLET,

VM Manager (X, VMWare vCenter & x7% L. vCenter 2> 5 HfGF S 7z VM 158 &2 REFT 2 720 fE A
L¥9, VM Manager I¥, =2—FNRT7 7 EATZ 5 —b ARV Ry 7 K Hh—E2TY, VM
Manager O —¥E A ¥ A 7% vm-manager T,

Il Cisco Virtual Network Management Center XML AP Y 77 LR HA F, YY—R 1.2
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Cisco VNMC & & U XML APl I=o1vt H

Cisco VNMC XML API O#iE

Cisco VNMC XML API #f i3 % &, Cisco Virtual Network Management Center & DA & 72 1%t
METOTTIVIICE o TEITTEET, APIA ¥ —7 =4 AX, HTTPS 712 ha /L& LT
XML R =X h&ZFRY £4, ARE L, EEO7 7 I 7EEEMMLTAPI XY v &
B XML R¥ 2 A v hE2AERTEET, REBLORAT —X AEF#RIT, FHEERY Y — (XML API
ENLTCRERBIIABESNET) LWIHIBEY U —fEEickmshEd,

APl €7 /VIL, ARMOICEEEI S, 77U r—a VRO DICEE Rt L E4, Lz
WX, BRIL, B4 7Vl b, ATV MOV TV — FREFA TS b YU —RITH
LTI 2 enTEEY, £, £HIT, A7 V=227 hOH—0ORBMHIZIT>720 ., BE—0 APl =2—/L
T Cisco VNMC #@&E2KICEM LY TEET,

APTIZTEAE— FCTEMEL £9, AHZBEMEIE, Wio7F -2z v (DME) TREFSHTH
774N ME (YT 55HE) TESHMAONET, HROEFHEGRA TV F (D0, K
Vo) ERETDHLEECEOEHAR ATV =7 FOWThANERETE WA, APLIZZ08EIEL
Fl L, REZITCOKRBICIE L, APl Ve 2221 L CHEELZEMLET,

APLIZ, A7 —J VT4 RT3 —< Rl bESER-0ERAMEMEETAZERALET, &7
TAHDITHEFBR 0D Tav A F /7y X 7T (EifR API 7ok R 3N A T T £
T), TR iI, BHRBERFIZKIOA v —V2ZTY, XAITIRRETTHERTAvE—V%
ZUTEY 9,

SERIPANR N Y TRI Y Fa N R— S ET, Cisco VNMC (%, BELEZA X b (FH
MNBA T2 "OEFEREY) ICHTI2EAETRCDOYF T AT TANIEEFEL, AT —FAEEOH
A 7T RLET,

BHHARA TV 2/ b T—HF TETNVOSBEOFEHFTIL, B HBEEHERT 22D FEOL 7V

7 b BTVCHEILL £3, "7 v 7 L— RBICEEO T u T 4 NEFSNEHE, BHIET v

T L= REDT—HFRXR—2 g— NP INET, LW T a7 21237 7 40 MEE D Y

THOnFET,

Cisco VNMC TliE, TNV FA T —F 7 7 F v 2FHALTVWET, ZOT7—F7 7 F ¥ Tk, £HEIZ

BANCEBENRA 7 V7 FOBRomBEESEICER SNET, R, FEGSA TV ME, =

RARA Y METZEAL, LERRE GEE) O FFRA v FEEBLET,

APLOEMEIZ F T oY 7 v a L BIC, B—DF—% £F L TR T LET, Cisco VNMC 1L, +XToD

T2 FARA b (Cisco VSG, VSM) 5 (AT =X ZHH/R L) #1T0Ed, 2—PiF=r FARA

VREEBBETERNWED, BERFIINHINT-MeDa Ly R—32 0 NREZEFHRTHILENH D £

A,

Cisco VNMC APl 5 VIZiF, kDTl 7 =T 4748 EGENnNET,

o UITREMERY) —OF TV v OTanT 4 L AT —HF R

o AV R OFERITEEOF TV s MK LTAPI BNETTLHT 73

o AT F TV N AT —HRAMEE L TTEF T2 F TaXT 4 (0FY,
policyDeviceProfile)

— R 72 55Kk 1 Cisco VNMC —E 2 a0 R—% > h®d DME ICHEEh., FIoH 7 % $2—|2

FIFO OIE/F CREBEINET, Mo HF I X I 20X a— b ERERE L, TRAMHR L TR

Frxv I BFEITLET, BERPHEREINDLE, VT U7 XITEHERY IV —2EHLET, 207z

TRI, BT r g o TEITENET,

[ oL-25155-01-J
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Wl Cisco VNMC & & U XML API =2\ T

Cisco VNMC ¥—4 T X¥—%

4 _TO Cisco VNMC —E R 7a (X —ZxtT 57T —& T/ A% —~< 77 A /L% Cisco
VNMC # =Ty r—IfbEi, kD URL #fH L THRSTE £,

https://<vnmc ip address>/schema

Z2Fx—v URAMIT, ROLDOBREENET,
e core.in.xsd : Management Controller 3 7E API £ 5 —% €5 /L
e core.out.xsd : Management Controller 7 =V — APl &5 —% ET /L
* policy-mgr.in.xsd : Policy Manager % APl &5 —% 75V
* policy-mgr.out.xsd : Policy Manager 7 = VU — APl &5 —% E7 /L
* resource-mgr.in.xsd : Resource Manager &% & APl L 7 —% E£7 /L
» resource-mgr.out.xsd : Resource Manager 7 = U — APl L5 —% E7 /)L
o service-regin.xsd : —E R LYV A R URREAPI L5 —4 TF)L

e service-reg.outxsd : —ERX LIYRA MY J=U— APl LT —X ET )L

Cisco VNMC Y—EX~AD77 X

Cisco VNMC #—t 2|Zi%X, HTTPS 7'= b2 Z4r L7z XML APl R AZMHA L T7 7 A TE &
7, HTTPS Zk® URL BRIk D LB Y TY,

https://<vnmc ip address>/xmlIM/<service type>

<service type> X, [Cisco VNMC O =2 >R —x 2~ QOHTHHAIN TS, #4759 —EX 7
NAZ—DH—ER ¥ A7 TT, =& %I, Policy Manager IZE R & %ET 5121, KD URL TH—
B2 & A 7 policy-mgr A LET,

https://<vnmc ip address>/xmlIM/policy-mgr

FITx) FDWA

BOEOAT V= s ME, WA4 (DN) E7iTi4 (RN) CHBITE £,
ZITHE RONEICOWTHRIILET,

o #5141 (P.1-6)

o x4 (P1-7)

a8l A

DN #7325 E, #—F v b A7 V=7 PERAMICHEN T E 9, DN X, —HOMX4 0> 5K S
NAROERERH £,

dn = {rn}/{rn}/{rn}/{rn}...

iR LET,

org-root/org-Cisco/zone-trustedServers-0

Cisco Virtual Network Management Center XML AP1 Y 27 LR HA F, Y)—Z 1.2
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x4

APl 2V Ea53y N

FIClX. DNIZ, A7 V=2 F VU —0Of E#ND Zone 7Y =7 b (zone-trustedServers-0) & Th
EREMi N A B L TWET, DN X, APl o — AN 8ET 2R A 7V =7 FEEELET,

< ... dn = "org-root/org-Cisco/zone-trustedServers-0" />

x4 (RN) X, BiA 7Y =27 boarsyFAMTEI V=7 Fa@#dlLEd, 27927 0
DN %, & DEXKTH DN & RN O S nE7,

dn = <parent dn>/{rn}
7=& 21, 7+ b Cisco (24 Ai trustedServers-0 BN EFK SN TWD Zone A7 =7 FDFH., £ D

RN d zone-trustedServers-0 T3, #7 7> k DN (% org-root/org-Cisco T&H Y, DN X
org-root/org-Cisco/zone-trustedServers-0 T9°,

APl Ay k AT3Y

)

I At

Cisco VNMC & ORI SN DAY v RiZ, 4 2OA 7TV IZHT6NET, & APLIZA Y v R
THY, BEAY Yy FIZ XML FFa A2 MG LET, ZhHDA Y v RIZ2OW T, IROE TR
LET,

o [GHGEHAY (P.1-7)

e [/ xY— AV v K| (P.1-8)

o I[EAY > K] (P.1-10)

o U N_UEHTRIZVFar Ay Rl (P1-10)

IOV =aT DN DD a— REITlE, HEE <real cookie> I3
1217377205/85f7{f49-edec-421c-9437-da77ala2cdbf 72 & D FERED Cookie IZE &z HLILE T, CISCO
VNMC @ Cookie i 47 XFOLFFITT, Ziid, Web 77 ¥Rty v a VIERERFET 57201
72— B AZARAET 2 FEFE D Cookie TIEH Y TH A,

WEEARIT, By v a VERIELCRFHLET, RKOL I REIEFRARH Y £7,

» aaalogin : Z®HRIL, Cisco VNMC IZr 74 T BEHPDOHXTY,

e aaaRefresh : Z D H ik, BUEDFGE Cookie ZHH L E 7,

e aaalogout : ZOHXIFBIEDE v a U EKT L, BITEDFRAE Cookie #3ET 77 7{L L E T,

FAEAFRIL, 77T 1 77 Cisco VNMC t v > a VAL, fREF Li’(}‘ fthd> API =2 — L3 FF Al &
ﬂéﬁﬁﬁ@ IEFLL’ mqu%%ﬁ@'éZ%#%@i’f API %ZkiCookle wuuﬂiéﬂi‘d_

Bty v a URHLBIORGEEN S &, IR T Cookie A ENFET, ZHiX 7200 B (120 47)
FH#TT, Cookie Ix, AR UINZ NI Yy g VHIRIFICESNTHOLERNH Y £, £FLH
BIEIZE Y., T 740 OB ORA %) Cookie 2MERK S E T,

[ oL-25155-01-J

Cisco Virtual Network Management Center XML AP Y27 LYX A4 F, YU—ZX1.2 |



¥1&H Cisco VNMC XML APl O#tE |

W APIAYYE AFTY

Pifgir v > a U ERENL L, 307 Cookie Z BS54 1%, aaalogin ZHEALET, By v a &R
FfL. Cookie #7 7 7 4 712k DOHEIL. aaaRefresh AL £, Ty a v a2KT (£,
Cookie #ME%h{t) + 23%A 1%, aaaLogout i L £, Cisco VNMC I1ZxF L T—BEIT/RK 256 @D
o arERZENTEET, Kty va VHIRICEET S &, BT oA VERBIESRS
nEJ,

BEEIX HTTP @ post A Y v FE&H L TEITEE9, Cisco VNMC X, A— k 443 T HTTPS 7' &m
FaAFEFEYRE— R LET, HTTP O e —7 21k XML OREREENE T,

HDIVy—AYwF

7 x ) — XYy FiE, Cisco VNMC 47 ¥ =27 b OBUEDOREAT — X AHT HIEREEIG L £,
wIiZ7 =) —flarmLET,

» configResolveDn : DN 2k VAT V=7 bEBAELET,

» configResolveDns : DN &y M XV AT V=7 FEZEHRLET,

e configResolveClass : #% 24§57 7 ADAF TV =7 FERHGLET,

» configResolveClasses : HE D7 T ADF TV =7 MERHGLET,
 configFindDnsByClassld : ffE 3417227 7 A® DN Z#Ef& L £ 7,

e configResolveChildren : 77 Y= hOTH 7TV 7 FEBELET,

» configResolveParent : 7 V=7 hOBAT V=7 FEREGLE T,

e configScope : BHFERY V—DODNIZKH LTI/ 72 7=V —%FTLET,

FEAED =Y — AV RiL, 5% inHierarchical, 7 — /U true/yes % 721% false/no Z#FHE 9,
true O#4r. inHierarchical 503+ _XCOF A7 V=7 bEERLET, RICHZRLET,

<configResolveDn .. inHierarchical="false"></>
<configResolveDn .. inHierarchical="true"></>

F7-, API 72— XY v Nk, 2—AZ2HRHIZTLI2NEI D (0F0, oA 7V =7 FEEI
BAT V27 VEBRBURTA T V=7 MIEI E D D) ZFET S inRecursive 515 & FoHE 0
HYES,

JT)—Tq4ILE

Simple 7 1 LA

ZOAPLIZ, 72— XYy FOFAMEZEDDIT-ODIC T4 0E By bEEELES, 20b0 7 4
NEE, 72 —O—8ELTETIENTE, VELRERY Yy FeBETHIOIEHINET,
T4 NVFIFKRDO X I EINET,

e Simple 7 4 V¥

e Property 7 ¢ /L Z

e Composite 7 1 /L%
e Modifier 7 1 V%

Simple 7 4 LV ZZid true & false D 2 OB3HV T, ZNH 2ODT 4 FE, TNEI true 7213
false DHMR AT — & ZTIE LET,

e True 74 V¥ : A7 =7 bOFERE Y M2 true D7 — VR ERBET,
e False 74 NV¥ : A7 =7 bOFERE Y M2 false D7 — V&2 L F T,

Il Cisco Virtual Network Management Center XML AP Y 77 LR HA F, YY—R 1.2
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APl 2V Ea53y N

Property 7 1 L%

Property 7 4 A& 1%, ity MIEDARHEL L TAT V=7 bOT a7 OEEFEHLET, 1T
LA EDSGE | Property 7 4 W HAERLT HICIE, O E L b =Ty P ATV M ET R
37 4 @ classld & propertyld 28 %3 T,

* EBquality 74 V% ikt y b, BEOT AT 403, FRELLZT v T flL [FLW) 7
Y7 MIRRELET,

e Notequal 7 4 V% iRty V&, FFEOT 0 XT 403, MELZT a7 oL T L e
FT7T s MCBRELET,

e Greaterthan 7 A V% fiRt v ba2, BEOTu T o0, FEELEZ e T 4f@L0 b TR
W A7V MIBELET,

» Greater than or Equalto 7 4 V% : f\RE Y b& | FRED T BT A BIRE L7 v 3T 45 TEL
F) THHATV s MTRELET,

e Lessthan 7 4 V% : fERt v b2, BEOTa T 4N, FHELEZTa 3T 4l TR THD
F TV MIBELET,

e Lessthan or Equalto 7 4 V% : fikt vy b o, FFEOT v T 413, HESNLT BT 1 H
(AT THhrAT7 V=7 MTRELET,

e Wildcard 7 4 V¥ iRy v, FFEDOT O RXT A MMUA N KNI —FREEL 7T 0 L~
THA T V=27 MZRELET, PR—FENDZTA LRI —FiE, %) £720F T*) ((EEOX
Fr—rrrA), 1) F2F -] [ EBEOHE—OXTF) T,

* AnyBits 74 V¥ iRty b, BEOT AT 43, EShicty bty Fodialsb ]
DGl A TV MRELET, (By h~RA7 Fo7 ZIZOHEHALET),

e AllBits 74 V% : #ERty "2, BEOTa T 4, EESh-Ey b By hOTXTEELA
Tzl MIBRELET, (Ev b~RART a7 ol 0EALET),

Composite 7 1 L%

Composite 7 4 V& 1%, 2 DL ED IV R—F2 b 74 VEZ DR ENE T, Composite 7 1 V4 &
HHT D&, ZICHERE Y FE2EKRTEEY, 2L 21, Composite 7 4 L X IZL->T, FFENTH
D7 ANEOLIRLLED 1 DTRITANONAT Vs MNEFICHERE Y hERETEET,

o AND 74 & iy NI, Eav K= N T4 NVEDT 4 NE ) 7 AR LEH
b FEF, 72L& ziE, totalMemory 23 64 A H A N EBRIZEMERER T X TOaI s Ea—F 7
L— RERGT 256, 7 4V Z1% 1 D0 Greater than 7 4 /L% & 1 DD Equality 7 4 V¥ 25
MRS ET,

e ORZ7ANY fEREY NI, < b 1 DOary K= N T4 NFDT 4 VF ) 7R
M7= THERDH Y ET, 72k 21X, KEIY 2T assignmentState B F 721 XRHI D {4 To
associationState fEZ > X TOY—E R Tmn 7 7 A VERET A5G, 74021250
Equality 7 1 /L Z InBAERL S ILE T,

e Between 7 4 V¥ iRty ME, BRPIOKEEMEE 2 FOOREMOFHHANIIH LA T2 M T
I, 2 z2E 2 OOHEMBEITRAELEZT R TOEERENRDHY £,

e XOR 74 N% ity ME, 72o72 1 2D Composite 2R —FR N T4 VEDT 4 NZ Y
TREERI-T AT V=7 T,
Modifier 7 1 /L&

Modifier 7 4 V71T, GENTND T ANV A DOEREZELT LET, 1 DD Modifer 7 4 L% (NOT
TANE) PR R—FEINET, TOT74AZEF, GENTWD 74 LFOREREHICLET, &
FNTVWLREBEZ-H LWL T V=7 NERBET AT, 2OT7 4V ZE2FERHLET,

Cisco Virtual Network Management Center XML APl Y 27 LR A F, Y)—Z 1.2
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W APIAYYE AFTY

BEAYVYFR

FHHNRA TV 27 FORELZELELT DAY v FBREEDHY £+, ThHooEHE L, V) —ak 7
YV — FRFEcOFT Vs MIEHTEET, ZNHLDAY vy FOBITKRD LFBY TT,

e configConfMo : H—DH 7> J— (DF Y, DN) ICHEEZL5XET,
¢ configConfMos : HH DI 7>V ) — (DF 0, D DN) ICHEL 52 FT,

+ configConfMoGroup : DT 7>V —fEF I 3F G AT V= 7 Mt L TR UBREDZE
BaEMzET,

ZEAEDOFEA Y v RiZ, 5% inHierarchical ZfEH L E3, ¥4 7V =7 PN XML F¥= A2 b
\Z& 4., DME NEAFE— NTEMET 5720, REFRFICIN S OEITERAREE ZH N EREA,

ARVEHBTRYYToary AUy R

2=V FEFRIF VAT AL VBBENET 7 a il oT, A7V =7 MAMERR. BE., F7203HI5R
ENDE, ARV IEPERENET, TV r—a i, EHRARR—Y V7 ERITARC S BT
27 VT a2k 0, Cisco VNMC D AT — & ALEFIEREZRETEES, K=V 7130 vV—=x
EREICHEET DD, AV N BT R7 YT g UoRERSNS@EMTETT,

ARV YTRIV T a T, IV I7A4AT b T 7V —3 300 Cisco VNMC 225D A X Ml
MEZTDHEIBETEET, ANV IRFEAETEHE, Cisco VNMC (ZV T A7 T4 7L TWBT T

ATV N TTVr—=2a AR NEZDOEA TEEELET, EBEOET AR FETNHERES

N, BEBEZIRVAT V=7 FOREFEFESNEEA, ZOTBERAE, VAT ANOTATOL
TVl FPOERICEHAINET,

Cisco VNMC A X h@fME YT A7 74 73 512F, HTTP Bty v a v 2B&, By v a &N
7EFIZLET, R, UTORTREN TS K 91T eventSuberibe k% HTTP ¥~ v a & L
TEELET,

<eventSubscribe cookie="<real cookie>"></eventSubscribe>

eventSubscribe ZRK A Cisco VNMC IZ X W Z iR o5 &, HTTP By v a v & Lz, 4T 57
NRTOH LA X FOREBRBEENET, A XM T A7 Y Fo g 02w LTHERIZ Cookie %
BG3 5121%, Cisco VNMC IZRFICR T A > T HMLERH D £, 74 LTWRWES, 41X
YRBTRZY T a VERIFER SN, =T —IRENRAELET,

FHAR MEI—BOA X MID 2FbET, Z0bDA R MDAV ZELTEEL, 3T
DAXRY NEIIZEENET, ANV IBEKRENDE, AXCNID BT ZRHEML, #HLnA X

WZHLWAXRFIDAREID S TONET, 207Xk, A2V MEBHd 52 & NAEE
2720, ARVINERBTZENRLRVET, 7T7A4T 2 MRA XU M ERER LS
loggingSyncOcns /LT, AL/~ FERGLET,

()  Cisco VNMC 1.0 D&, AN h BT R7 ) Fray ’ﬂbf HTTP 7'w kL7201 3R — b
ShEJ, A b $TRI )T YERZFET L5 AT HTTP 2 L £,
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Cisco VNMC GUI & Cisco VNMC #—/\EiTd XML Z#omE W

Cisco VNMC GUI & Cisco VNMC H—/\fET®H XML 3k

DEIF

Cisco VNMC GUI X Web X—2 D7 7Y r— a3 T, APl REBICHEREINZZL2Mb71=0
IZ. GUI & Cisco VNMC $— 3] > XML &# 2 Hfs L £ 7, Cisco VNMC (%, Adobe FLEX GUI 7
L= U= 2L THEISNTNSD, Adobe 77 v a TL—FY—DFT Ny 7 N—=Va %k
AVAR=NLLTLESIN, A VA R—MZEY, 2—FDF—L T4 L7 M) Foual 757 AL
sl 7B B ERG S ET, Windows 7 TlX, =2 77 A /WX
C:¥Users¥<usename>¥AppData¥Roaming¥Macromedia¥Flash Player¥Logs¥flashlog.txt T3, 7= & %
X, Cisco VNMC XML APl fEHBIOIH THE SN2 & A EDERFIB L OIEEXAM 2 — NIZ DX
INTHIFENET,

BINEITERBRDILE

B D &

Cisco VNMC 1%, ED X572 API FERIZK L THITE A PHIBFOSE LE T, BERE2ZET TEXRWVWGEA
. REPEREINET, 72V —FEn (M2 AV y FOEET., EEORBENRSNET, HEA
Vo ROBE, ROIDOIETERPEDTHL 2R LETH, BHIENRRET LEZZ 2R LERA,
7o& 21X, DB Ny 7 7 v THERNZIF AN, Cisco VNMC B EPIDISENH-T-HETH,
Cisco VNMC Y —R_CTHEEDONR Y 7T v 7 Va T8 T THDICEOCRENRLNDE Z ENH D 7,

ZITHE RONEICOWTHIALET,
o THHOIE (P1-11)

o TR L-ZR] (P1-12)

o [ZEORER] (P1-12)

R DIGERE, XML R¥ = A2 b, BEREINEZBEREZFIEENTONEZI L 2R THRE EHIC
WEnNET,

KIZ, DN org-root/org-tenant d3337/pol-pl Z+i>R U 2 —IZxtd % configResolveDn ZRDOF|Z 7R L
\i j‘c

<configResolveDn cookie="<real cookie>"
dn="org-root/org-tenant d3337/pol-pl"
inHierarchical="false"/>

ZOISEIIIROFEMPFENE T,

<configResolveDn
dn="org-root/org-tenant d3337/pol-pl"
cookie="<real cookie>"
commCookie="7/13/0/a3c"
srcExtSys="10.193.34.70"
destExtSys="10.193.34.70"
srcSvc="sam_extXMLApi"
destSve="policy-mgr dme"
response="yes">
<outConfig>
<policyRuleBasedPolicy
descr=""
dn="org-root/org-tenant d3337/pol-pl"
intId="10811"

[ oL-25155-01-J
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B ZusrRERobs

name="pl"/>
</outConfig>
</configResolveDn></configResolveDn>

LML -ER

SR U= BRIk B 521, errorCode & errorDescr (257425 XML BN G ENET, &ic, &~
AT BT TIAGFET DAY =2 ER L L D & LB A0O KRR LIZEROFZRLET,

<configConfMo
dn="org-root/org-tenant d3337/pol-pl"
cookie="<real cookie>"
commCookie="7/13/0/2038"
srcExtSys="10.193.34.70"
destExtSys="10.193.34.70"
srcSvc="sam_extXMLApi"
destSvc="policy-mgr dme"
response="yes"
errorCode="103"
invocationResult="unidentified-fail"
errorDescr="can't create; object already exists.">

</configConfMo>

ZEDFER

FAELRWAT V27 MIk+ 527U —8RKiZ, DME 2k > TR LTHbhERA, 7V
I FIMEELRWIEAIE, A v E—URKENFETA, XML FExa A2 ML, ERan-47
xl MRRONERNWI L ERTEDT —F 7 4 —/L F <outConfig> </outConfig> & ENE T,

WIZ, DNIZEAFEELRVWRY S — Do fl 2= L £,

<configResolveDn
dn="org-root/org-tenant d3337/pol-pl"
cookie="<real cookie>"
commCookie="7/13/0/203e"
srcExtSys="10.193.34.70"
destExtSys="10.193.34.70"
srcSvc="sam extXMLApi"
destSvc="policy-mgr dme"
response="yes">
<outConfig>
</outConfig>

</configResolveDn>

Cisco Virtual Network Management Center XML AP1 Y 27 LR HA F, Y)—Z 1.2
m. 0L-25155-01-J |



CHAPTER :E!

Cisco VNMC XML API OO

ZOEONEILX, KO LBV TT,
o XAV RBLOZ 4% (P2-1)
o TAPI ®f] (P.2-13)

AYYyFBEUTaILE

FaRL A =

N

GE)

2T, MORNFIZHOWTHBA LET,

o [FEGEHJ (P2-1)

o IMEHNERIZ =) — AV v K] (P2-3)

o RV —lc@+227=U— 2V vy ) (P2-6)
o IEFICEFTZ7xY— 2V v K] (P2-7)

o 7 4% (P2-7)

RAEIZ LD . API I Cisco VNMC EXfREC& 5 L5100 5, £/, RAEEMMT2 &, HRER
EL. ETTE HIMEEHIETE 2T,

& v a v Cookie 1F 47 LFOLFHITHY, Web 77 U ¥ NRE Y v a ERERFFTL-DIca—h
MRTFT 2 FEFHD Cookie TIEH D A, 1FEAEDa— RHEITIX, <real cookie> 23
1217377205/85171f49-edec-42fc-9437-da77ala2cdbf 72 E D FEEED Cookie DOV IZHEHINTWET,

2T, MONBIZHOWTHIALET,

o /4] (P2-2)

o [y aro®HF (P2-2)

o ZyvardroousZ7 v (P2-3)
o R Lizu /A izxt+ 25i5%) (P.2-3)
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a4y

il 2-1 TiX.Linux POST =2~ > FTHTTPS %M L T Cisco VNMC IZ#f5e T 5 Z &12 L 0 BEEE R
EREELTVWET,

%l 21 aJ4 vER

POST https://10.193.34.70/xmlIM/mgmt-controller
Please enter content (application/x-www-form-urlencoded) to be POSTed:
<aaalogin

inName="admin"

inPassword="cisco@123"/>

XML /"— =z > & DOCTYPES i, aaalogin IZEENTWVERFA, TNHEFEHLARNTLIEE N,
inName JgM: & inPassword B3 /X7 A — & T4,

% XML APl R o A2 M, ETT58EE2RLET, RN XML API F¥= A bE L TZITE
bNb L. Cisco VNMC IZERAZFHLRY ., A Yy RTHEEESNRTWAT 7 ar2FTLET,
Cisco VNMC 1Z, XML FF a2 XA MERXDORXA v —I TIn& L, EROKEZ R LE T,

il 2-212, —EAIZRREIDIGE 2R LET,

Bl 2-2 AJ A VERIEE

<aaalogin
response="yes"
outCookie="<real cookie>"
outRefreshPeriod="600"
outPriv="admin, read-only"
outDomains="mgmt02-dummy"
outChannel="fullssl"
outEvtChannel="fullssl">

</aaaLogin>

GE) VNMCI1.0 Ay F¥xraT HITP 2EH L TWET, 20, Befband, SSL 24 LTk
FEnEE A,
tyarvnDEH

v a id, aaaLlogin JE E 721X LRI O EH A 6 kS S 17z 47 X5 Cookie i L T
aaaRefresh A Y v FTHEHINET,

Bl 2-31F, By arEEHTLAY v RTT,

#l 2-3 tyLavOEH

<aaaRefresh
inName="admin"
inPassword="mypasword"
inCookie="<real cookie>"/>

Il Cisco Virtual Network Management Center XML AP Y 77 LR HA F, YY—R 1.2
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tyarvhonrRIT7I

Bl 2-41F. By arnbualZ T RNTAAY Y KT,

Bl 2-4 tyiarvheongF I+

<aaalogout
inCookie="<real cookie>"/>

LPLE-O74 IcHT BE

Bl 2-51%, R LI=a A kT 28T,

%l 2-5 RBLE=RTA VIR BEE

<aaalogin
response="yes"
cookie=""
errorCode="551"
invocationResult="unidentified-fail"
errorDescr="Authentication failed">
</aaaLogin>

FHRIERI T — AVYY
gV — AV y KX, BE, A7 —%X, BLORa—7250HEREIEGLET,
ZITHE, RONFIZOWTHBILET,
« [lconfigResolveDn O ffiffi] (P.2-3)
o T[configResolveDns O | (P.2-4)
o [configResolveClass OfEF | (P.2-4)
» [configResolveClasses DOfEH | (P.2-4)
» [configFindDnsByClassld O£ | (P.2-5)
e T[configResolveChildren ®f#H | (P.2-5)
» TconfigResolveParent D] | (P.2-5)
o [configScope O | (P.2-6)

configResolveDn MO {# A

DN OfFREHZIX, IROZ EEHERL T ZI 0,
e DNIZKVIRESNEAT V=7 MBEBEN TS,
o HESNEDNM, BT 47V b A RZ U AEHIILTND (20 DN IZLETT),
o F8FE Cookie % aaalogin ¥ 7213 aaaRefresh 2> 6% 1FHi> T 5,

e inHierarchical B (5 7 # /v MiEIZ false) 78 true DAL, WEAMEETHL Z LERNEES
ncTna,

o FIEfE, 77 AID, BLOE Y h v A7 NRLFHE LTRRINTND,
lconfigResolveDnJ (P.3-23) (TR T EREZITNEOFEZBZRL T ZE W,

Cisco Virtual Network Management Center XML APl Y 27 LR A F, Y)—Z 1.2
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configResolveDns O f&

HH D DN OfFRIFIZIZ, RO Z L 2R LT 7Za0y,
e DNIZKVHEEESNZAT Vo7 RORESI TN,
o HESNEDN®, BIRTHAT V=l b A VAX U RAEHHL TN D,
o #FE Cookie % aaalogin ¥ 7213 aaaRefresh 7B 1T Hi> T\ 5,

o inHierarchical @V (5 7 # /L MEIL false) 78 true DBEA L. FELPBBEXTHL Z N EES
ncTwna,

o FIXME, 7T AID, BIOE Y h v A7 BLFHE L THRREINTND,
o BUROIAFIC L o TUREDNEF R E 50 TIEZRU,

e RH® DN 28, outUnresolved BiED—H & L TIKIN TV D,
lconfigResolveDns] (P.3-24) (TR ERFIFEEOF 2B L TS ZE 0,

configResolveClass MO

7 7 ADRRFFITIE, RO EEMERBLTIIEI N,

s WMEINTEITRAXATOFT V=l "BBFEENTWNS,

o classld BYEIC LV, IREND AT V27 b 7T AABIRESNT NS,
o G Cookie % aaalogin ¥ 7zi3 aaaRefresh 7253 1T > T\ %,

e inHierarchical Bt (5 7 /L MiEIZ false) 78 true DAL, EEREIMBEENTHL Z LTS
T3,

o FZfE, 7T AID, BLUOE Y b =27 NXFFHNE L TERINTND,

FERE Y NIRESRDZZEDRHVET, Rty MNIEMIZERL TEI W, 72E2iE, —10
UANETEZRET25H81%. 7=V —T classld ® B & LT computeBlade 21/ L £ 4, %@
DFRTOA LAY A% BT 5T, equipmentltem 7 7 A & W& bHEE T,

lconfigResolveClass] (P.3-20) (Z/RTEREITIGEDOHIZZML T ES W,

configResolveClasses MO

RO 7 T AOMRFFITIT, RO Z L 2B LTSN,

s HMESNTITIAXATOFT V=7 MRRBEIN TV,

o classld B LY, IRENDAT V=7 b 7T ALBTRESR TN D,
e B Cookie % aaalogin ¥ 7213 aaaRefresh 2> 55 17 Hil> T %,

e inHierarchical )ﬁ‘[‘i (?‘7 *+ v }‘1ﬁfi false) 23 true 0)1;.;'—]-/5\;1\ ﬁ%%?ﬁ’ﬁ%@ﬁ?ﬁf%é & Z?’?Elﬁiﬂé
nTW5,

o FIEME, 7T AID, BEIOE Yy b A7 NLFINE L TERINTWND,

N

GE) #7724 inld BETHEINZLGIE. XML fiftr— 7 =B EmR S Ed, 7=V —3%ETT
TEHEA

lconfigResolveClasses] (P.3-21) [ZARTEREIINEOHZZHL T 7ZE W,
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configFindDnsByClassld DO {&

HEINT= 7 T ADOHNE ORERFIZ, ROZEEHERL TSN,
e BEINTZ 7 ADDNPRHEFENTND,
o classld BEIC XY, BT D247V =7 b XA TREESN TV,
» F8FEF Cookie % aaalogin ¥ 7213 aaaRefresh 2> 55 1 Hil> T3,

o inHierarchical @V (57 # /L MEIL false) 78 true DBEA L. FELPBBEXTHL Z N EES
ncTwna,

o FIEfE, 77 AID, BLOE Y h v A7 NRLFHE LTRRINTND,
lconfigFindDnsByClassId] (P.3-16) IZARTEREIILEOHIZBZML T 7ZE W,

configResolveChildren O A

BHEFERY V—OT AT V=7 ORI, WO LE2HERLTLIEEN,
o DAV Y RN, AHINEITADA VAR L ATHALFTEA TV FOTRTOTAT
T/ FERELTWS,

S

GE) VIR ZAWMT DL, BRI EA TV bOTARTOFAT V=l FRIRENET,

o inDn BYEICL Y, FAT7 V=7 FRBGINIARMNEL TV =7 FREESNLTWD,
o classld BYEIZE Y, BEND AT V27 b 7T ADLFMPEEINLTWA,
o FBFE Cookie % aaalogin ¥ 7213 aaaRefresh 72> 63 T Hit> T %,

o inHierarchical Bt (5 7 /L MiEIZ false) 7° true DAL, EEREIMBEENTHL Z LTS
T3,

o FZEfE, 7 7 AID, BEIURE Y h v 27BN FHNE L TERAINTND,
lconfigResolveChildren] (P.3-18) TR EREIZISEDOHAZSZHRL T IZE VY,

configResolveParent 0%

FTV 2l NOBA TV 27 FORRRIEIZ, RO EEFFHERLTIESN,
e ZODAYy R, HBESNEZDN OHA TV s FERB LTS,
o dn BN FAT V=27 FO DN Th D,

o FFiE Cookie % aaalogin ¥ 7-i3 aaaRefresh 7253 1T H> T\ %,

e inHierarchical F%‘I‘i (7‘7 * v ]\ﬁgli false) 23 true @%ﬁli\ %%ﬁlﬁggﬁZKf&)é Z L ﬂ)?ﬁﬁiﬂé
nTwnsb,

o FEfE, 7T AID, BLXUOE Y b A BRLFFNE LTERINLTND,
lconfigResolveParent] (P.3-26) (/R T ERETIISEDOFH 2L T EIU,
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configScope DfEFA
I —DAA—TEHRTBHE, RENMANS Y V=22 KBIOHE LW EREFEA T ET, 7
T — . BHIEFERY YV —T/L— FANDEGATICEE TE £7,
Jx)— Ra—TFDORERIC, D L EMHERL T EEN,

o AV RN, FBEEENEZDNIZZ/Z Y —DL—k (Ra—7) ZHREL, BESN-V7 TR &4
TOF T2 FEEL TV,

e dn A, /XY —DRIA-—TPRESNEAFMNEAT V=7 FThHD,
e inClass BYEIC LY, BENDAT V=l b 7T ADARIBHBES N TN D,
N

GE) 7 I7ABMEESNRWVWEA. 7= U —IX configResolveDn & [A] UL H ICEI{EL £9,

* F8FE Cookie % aaalogin ¥ 72 1% aaaRefresh 2> 6% 17 Ht> T\ %,

e inHierarchical E‘I‘i (7‘7 * v ]\ﬁgli false) 23 true @%ﬁli\ %%ﬁlﬁggﬁZKf&)é s ﬂ)?ﬁﬁiﬂé
nTnsb,

o FEfE, 7 F7AID, BLUOE Y b A BRXFFNE LTERINLTND,
lconfigScope) (P.3-28) IR T ERELIIISEDOHI SR LTI ZI N,

RY—IZETHI9T)—AYYF

RY—iF, SESERMM T TEET, Z<ORY —=BH DKM AT ATIE, —EIZT
NTORY =M EabED L Y =2ARRBICHESNLET, fbViZ, RV —0F (7L &
Uo—=280 Y TohoBMkEfEE L T ZE0,

Bl 2-6 12, W= _R=ZADOKRY > —IZETH7=Y —%RLET,

%l 2-6 W—IUR—=ZRDOR) o—[CETHI T ) —

<configScope
cookie="<real cookie>"
inHierarchical="false"
dn="org-root/org-tenant d3338"
inClass="policyRuleBasedPolicy" />

TR O EBY T,

<configScope
dn="org-root/org-tenant d3338"
cookie="<real cookie>"
commCookie="7/13/0/24e7"
srcExtSys="10.193.34.70"
destExtSys="10.193.34.70"
srcSvc="sam_extXMLApi"
destSvc="policy-mgr dme"
response="yes">
<outConfigs>
<policyRuleBasedPolicy
descr=""
dn="org-root/org-tenant d3338/pol-p9"
intId="10274"
name="p9"/>
<policyRuleBasedPolicy
descr=""
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dn="org-root/org-tenant d3338/pol-pl"
intId="10301"
name="pl"/>
</outConfigs>
</configScope>

DN Z 4 2KkD 7 =) =X S HIZHERTT,

<configResolveDn

inHierarchical="false"

cookie="<real cookie>"

dn="sys org-root/org-tenant d3338/pol-pl">
</configResolveDn>

RV —FT V=27 beZDON—V T—FETSHT 5101

<configResolveDn

inHierarchical="true"

cookie="<real cookie>"

dn=" org-root/org-tenant d3338/pol-pl">
</configResolveDn>

BEICETSIT— AVYYEF

TZ4ILA

Bl 2-712, EECHEHT 7Y —2RLET,

&l 2-7 EECET I/ T)—

<configResolveClass
cookie="<real cookie>"
inHierarchical="false"
classId="faultInst"/>

Ay EssUzns M

inHierarchical % true IZZ#H L ¥ 7,

WOBNZIL, 7 4 V& <inFilter> eq class= "faultlnst" B F N TNV T, TXTOEEE - IFEKZ2ME

FEOU A ERGLET,

<configResolveClass
cookie="<real cookie>"
inHierarchical="false"
classId="faultInst">
<inFilter>
<eq class="faultInst"
property="highestSeverity"
value="major" />
</inFilter>
</configResolveClass>

HIORFED 7 = V) — 2 BT 51213, 74 v Z 2R LET,

ZIZTHEH RORFIZOWTHIILET,
o [Simple 7 1 V%] (P.2-8)

o [Property 7 1 /L% (P.2-8)

o [Composite 7 /L% (P.2-11)

e [Modifier 7 4 V% (P.2-12)
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Simple 7 1 L%

false §&#

true &4

Simple 7 1 /L2 3 true SeftF & false Sefb 2 M L £,
I T ROAFICHOWTHBILET,

o [false &M (P.2-8)

o [ltrue %) (P.2-8)

WUz, false %4 L7z Simple 7 4 V& OflZRLET,

<configResolveClass
cookie="<real cookie>"
classId="topSystem"
inHierarchical="false">
<inFilter>
</inFilter>
</configResolveClass>

Wi, true Sefh & L7z Simple 7 4 v Z Ol &R LET,

<configResolveClass
cookie="<real cookie>"
classId="topSystem"
inHierarchical="true">
<inFilter>
</inFilter>
</configResolveClass>

Property 7 1 /LA

Equality 7 1 JL%

ZIZTHEH, RONFIZOWTHIILET,

o [Equality 7 4 /v %] (P.2-8)

e [Notequal 7 1 V%] (P.2-9)

o [Greater than 7 ¢ /L% ] (P.2-9)

o [Greater than or Equalto 7 ¢ /v % | (P.2-9)
o [Lessthan 7 4 /L4 | (P.2-9)

e [Less than or Equal to 7 4 /L% | (P.2-10)

e [Wildcard 7 1 /v 4| (P.2-10)

e [Any Bits 7 4 /% | (P.2-10)

o TAllBits 7 4 /v %] (P.2-10)

Wiz, Equality 7 4 V2 Ol &R~ LET,

<configResolveClass
cookie="<real cookie>"
inHierarchical="false"
classId="fwComputeFirewall">

Il Cisco Virtual Network Management Center XML AP Y 77 LR HA F, YY—R 1.2
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<inFilter>
<eq class="fwComputeFirewall"
property="assocState"
value="associated" />
</inFilter>
</configResolveClass>

Not equal 7 1 L%

Wiz, Notequal 7 4 VZ OB ERLET,

<configResolveClass
cookie="<real cookie>"
inHierarchical="false"
classId="fwComputeFirewall">
<inFilter>
<ne class="fwComputeFirewall"
property="assocState"
value="associated" />
</inFilter>
</configResolveClass>

Greater than 7 1 L&

&IZ. Greater than 7 4 VX OB &R L E T,

<configResolveClass
cookie="<real cookie>"
inHierarchical="false"
classId="memoryArray">
<inFilter>
<gt class="memoryArray"
property="currCapacity"
value="1024" />
</inFilter>
</configResolveClass>

Greater than or Equal to 7 1 JL.#

XIZ., Greater than or Equal to 7 4 vV Z Ol R L ET,

<configResolveClass
cookie="<real cookie>"
inHierarchical="false"
classId="sysdebugCore">
<inFilter>
<ge class="sysdebugCore"
property="size"
value="2097152" />
</inFilter>
</configResolveClass>

Less than 7 1 /L%

Iz, Lessthan 7 4 VX OB &R L FE T,

<configResolveClass
cookie="<real cookie>"
inHierarchical="false"
classId="sysdebugCore">
<inFilter>
<lt class="sysdebugCore"
property="size"
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value="2097152" />
</inFilter>
</configResolveClass>

Less than or Equal to 7 1 JL.#

IZ, Less than or Equalto 7 4 V& Ol &R LET,

<configResolveClass
cookie="<real cookie>"
inHierarchical="false"
classId="sysdebugCore">
<inFilter>
<le class="sysdebugCore"
property="size"
value="2097152" />
</inFilter>
</configResolveClass>

Wildcard 7 1 /L%

WIZ, LN T V7 47 A [dmz) THEADTXTOWRE T 7 A4 T U+ —/VEMHRHET 5 Wildcard 7 «
IWE DO ERLET,

<configResolveClass
cookie="<real cookie>"
inHierarchical="false"
classId="fwInstance">
<inFilter>
<wcard class="fwInstance"
property="name"
value="dmz.*" />
</inFilter>
</configResolveClass>

Any Bits 7 1 L%

WIZ, Any Bits 7 4 VZ OBl R L ET,

<configResolveClass
cookie="null"
inHierarchical="false"
classId="extpolClient">
<inFilter>
<anybit class="extpolClient"
property="capability"
value="vm-fw, vm-vasw" />
</inFilter>
</configResolveClass>

All Bits 7 1 L%

wIZ. All Bits 7 4 V2 Ol &R LET,

<configResolveClass
cookie="<real cookie>"
inHierarchical="false"
classId="extpolClient">
<inFilter>
<allbits class="extpolClient"
property="capability"
value="vm-fw, vm-vasw" />
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</inFilter>
</configResolveClass>

Composite 7 1 L3

ZIZTIE RONEFICHOWTHBALET,

e TAND 7 4 v %] (P2-11)

e TOR 7 4% (P2-11)

e [Between 7 /L% | (P.2-12)

e [AND OR NOT Composite 7 1 /L% | (P.2-12)

AND 7 1 L%
WIT, BEICEEN T ONTZT 7 AT U4 —/VERET D5 AND 7 4 VX ORI ZRLET,

<configResolveClass
cookie="<real cookie>"
inHierarchical="false"
classId="fwComputeFirewall">
<inFilter>
<and>
<eq class="fwComputeFirewall"
property="assocState"
value="associated" />
<eq class="fwComputeFirewall"
property="configState"
value="applied" />
</and>
</inFilter>
</configResolveClass>

OR 71LA

W2, BERT —H ZARARME2 L, FRERBETHI TR TOEHGHRT Y FARA > F&iKT OR
TANE O ERLET,

<configResolveClass
inHierarchical="false"
cookie="<real cookie>"
classId="extpolClient">
<inFilter>
<or>
<eq class="extpolClient"
property="operState"
value="unregistered"/>
<eq class="extpolClient"
property="operState"
value="lost-visibility"/>
</or>
</inFilter>
</configResolveClass>
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Between 7 1 JL %

Wiz, 2y b1, 2, 3.4, FRESHEASNTWEAEY 7 LA 2%+ 2 Between 7 4 VX D

Bz R L ES,

<configResolveClass
cookie="<real cookie>"
inHierarchical="false"
classId="memoryarray">
<inFilter>
<bw class="memoryArray"
property="populated"
firstvValue="1"
secondValue="5"/>
</inFilter>
</configResolveClass>

AND OR NOT Composite 7 1 /L&

WIZ, Y=Y 5UADTRTOY Yy —v DAy b1 £721E 8 ITFET D, ¥ A 7 computeBlade D
TRXTCOAF 7Y x7 h&IET AND OR NOT Composite 7 1 V& OflZR L E T,

<configResolveClass
inHierarchical="false"
cookie="<real cookie>"
classId="computeBlade">

<inFilter>
<and>
<or>
<eq class="computeBlade"
property="slotId"
value="1"/>
<eq class="computeBlade"
property="slotId"
value="8"/>
</or>
<not>
<eq class="computeBlade"
property="chassisId"
value="5"/>
</not>
</and>
</inFilter>

</configResolveClass>

Modifier 7 14 JL A

NOT Z 1L %
&Iz, NOT Modifier 7 4 L Z Ol &R L ET,

<configResolveClass
cookie="<real cookie>"
inHierarchical="false"
classId="extpolClient">
<inFilter>
<not>
<anybit class="extpolClient"
property="capability"
value="vm-fw" />
</not>

OL-25155-01-J |
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</inFilter>
</configResolveClass>

API D41

ZZTiE API OBGER JOEEOFIZ SV THB L £,
ZIZTHE. RORFIZOWTHIILET,

e [Management Controller % i i L 72#8zE) (P.2-13)

o =R LVYARMNIEMEMLET T MERL (P.2-14)
o [RU—2H (P2-15)

o U y—xE#H] (P2-25)

Management Controller Z{&FA L 1=335E

Cisco VNMC ~DOT 72 ATy v a v _X—AThHVH, v/ VERTRINIEIET I2LENH Y £
T 774NV EDEY T a ORI 120 43 TY, aaaKeepAlive X V » K& aaaRefresh £V v R&Affi
ALT, By a2 ERTEET, 777 48T 4 NFET Lz L &I, aaalogout ZfEH L T —+
By arroFEHTRIZT T ML EBRHEINET, Cisco VNMC IZr 7 A VR EZRET
%A1, h— B R ¥ A 7 mgmt-controller ZfEH L E 7,

ZIZTIE. ROAFITHOWTHBILET,

o [REBREZK) (P.2-13)

o TRREHLZE) (P2-13)

ﬂ|__:l_||ll

ROAL 2R

WIT, FRAEER OB 2R L ET,

POST URL: https://10.193.33.221/xmlIM/mgmt-controller
XML API payload:
<aaalogin

inName="admin"

inPassword="Nbv12345"/>

o
anji
&t
I}

WIZ, BILSEDOHE R LET,

<aaalogin
cookie=""
commCookie=""
srcExtSys="0.0.0.0"
destExtSys="0.0.0.0"
srcSve="" destSvc=""
response="yes"
outCookie="<real cookie>"
outRefreshPeriod="600"
outPriv="admin, read-only"
outDomains=""
outChannel="fullssl"
outEvtChannel="fullssl"
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outSessionId="web 13528"
outVersion="1.0">
</aaaLogin>

B—ER LOR MY ZERLETT Y FEE

=R VYRR (P—ER XA T service-reg) 1L, AU —& UV —REEIAFTDH-DIZMHEH
SINDT TV R EFTHBEERBIOEELET, o077 MY THEIT, A ha7 v
R =BIOY Y =ZABRODIZY ) —BETRESNES, 77T b &I THBOMER THEM &
ND7TALIZRD 4 5D L~ULZHR— b LET,

o TF Y b, 77 R orgTenant : i RO E EH LT,

o F—HELH—_ 7T R orgDatatcenter : 7+ F FTOT—F L F—EEXELET,

o TXUr—ar, FTARorgApp: T— A EA—TFOT SV r—varEEHELET,

e (B, /T RorgTier: 77V r—ar FTOREEZERLET,

BLUWHREZAER L2V | BEFOMBZEH L7z 355813, UTafELE T,

e F7Y=7 DN

o JEMLE

o created F£721% modified IZHELWAT —H A
FHMR 2 HIBR T D 1Ci%, B3R T status = deleted Z A L £,

ZIZTHEH ROAFIZOWTHHILET,

o DB OIER E -3 H oK) (P.2-14)

o BB OIER 21X H DML (P2-14)

HBDOEREITEHFOER

iz, demoTenant & W I LHTIDT o FEEMT 6%~ L £,

POST URL: https://10.193.33.221/xmlIM/service-reg
<configConfMos
cookie="<real cookie>">
<inConfigs>
<pair key="org-root/org-demoTenant">
<orgTenant dn="org-root/org-demoTenant"
name="demoTenant"
status="created"/>
</pair>
</inConfigs>
</configConfMos>

HBOERE-ITEFHFOLE

Wiz, demoTenant & W) ZAFIDOT F v FOERMBICZITRAISEDOHEZ R L ET,

<configConfMos
cookie="<real cookie>"
commCookie="2/15/0/839"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam_extXMLApi"
destSvc="service-reg_dme"
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response="yes">
<outConfigs>
<pair key="org-root/org-demoTenant">
<orgTenant
descr=""
dn="org-root/org-demoTenant"
fltAggr="0"
level="1"
name="demoTenant"
status="created"/>
</pair>
</outConfigs>
</configConfMos>

R —EH

S

(E)

aplop W

configConfMos APl N —DFREA T V=7 M EIEET D2 OICH—0 XML #3# <pair> #HT %

ZHITIE, R URER A2 72912 configConfMo API b D IiIcEHTE £,

ZOHIE, WONETHERENLTWET,
o [FNRARKY —] (P2-15)

o [FNRARTuTyr AN (P2-18)

o [V—21 (P2-19)

o [FT7V=s N I N—7) (P2-21)

o @M o7 arV (P2-21)

o [ARUv—] (P2-22)

e [PolicySet] (P.2-23)

o T&X2VUF 1 Fu7r7 A1) (P2-24)

FINA R R S—

syslog R1) &—

ZOHIL, WONETHERINLTWET,
o [Isyslog &V v—] (P2-15)

e [SNMP ARV —] (P.2-16)

e [LogProfile "V ¥ — | (P.2-17)

syslog R o — A7V x7 MI, VAT LANTEITINDGTRTOT 7 a 2B LET, £72,
TNRAA R —DuXrJ L% E L, mysyslog Z#ERk LE, # 2-8 12, syslog R U > —Ht

RERLET,

#l 2-8 syslog R —FER

POST URL: https://10.193.33.221/xmlIM/policy-mgr
XML API payload:
<configConfMos

cookie="<real cookie>">

[ oL-25155-01-J
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SNMP K —

<inConfigs>
<pair key="org-root/syslog-mysyslog">

<commSyslog dn="org-root/syslog-mysyslog">

<commSyslogConsole
adminState="enabled"
severity="emergencies"/>
<commSyslogClient
name="primary"
adminState="enabled"
hostname="5.6.7.8"
severity="notifications"
forwardingFacility="1local7"/>
<commSyslogClient
name="secondary"
adminState="enabled"
hostname="123.23.53.123"
severity="warnings"
forwardingFacility="1local5"/>
</commSyslog>
</pair>
</inConfigs>
</configConfMos>

<configConfMos
cookie="<real cookie>"
commCookie="7/15/0/1b9"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam_extXMLApi"
destSvec="policy-mgr dme"
response="yes">

<outConfigs>
<pair key="org-root/syslog-mysyslog">
<commSyslog
adminState="enabled"
descr=""

dn="org-root/syslog-mysyslog"
intId="25301"
name="mysyslog"
port="514"
proto="udp"
severity="warnings"
status="created"/>
</pair>
</outConfigs>
</configConfMos>

WOFITIE, mysnmp &\ D AFTDO SNMP AU —3MERS N ET, ERENTZARY —1F, T84

ATaTy AN VA NTIOLFICTHHATE £,
R

POST URL: https://10.193.33.221/xmlIM/policy-mgr
XML API payload:
<configConfMos
cookie="<real cookie>">
<inConfigs>
<pair key="org-root/snmp-mysnmp">
<commSnmp dn="org-root/snmp-mysnmp"
adminState="enabled"

Yy—2x1.2
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descr="The default SNMP policy"
sysContact="Andrew Jackson"
sysLocation="San Jose" >
<commSnmpCommunity
community="public"
role="read-only"/>
<commSnmpTrap
hostname="nms-1.cisco.com
community="private"/>
<commSnmpTrap
hostname="nms-2.cisco.com
community="private"/>
</commSnmp>
</pair>
</inConfigs>
</configConfMos>

<configConfMos
cookie="<real cookie>"
commCookie="7/15/0/1bc"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam_extXMLApi"
destSve="policy-mgr dme"
response="yes">
<outConfigs>
<pair key="org-root/snmp-mysnmp">
<commSnmp
adminState="enabled"
descr="The default SNMP policy"
dn="org-root/snmp-mysnmp"
intId="25281"
name="mysnmp"
port="161"
proto="all"
sysContact="Andrew Jackson"
sysLocation="San Jose"/>
</pair>
</outConfigs>
</configConfMos>

LogProfile K1) & —

WOFEITIE, debugLog &\ ) 47D LogProfile R Y =2 LTCT Ny 7 LypbaX s LyL
PERESNET,

BR

POST URL: https://10.193.33.221/xmlIM/policy-mgr
XML API payload:
<configConfMos

cookie="<real cookie>">

<inConfigs>
<pair key="org-root/logprof-default">
<policyLogProfile

dn="org-root/logprof-debugLog"
name="debugLog"
level="debugl"
size="10000000"
backupCount="4"/>
</pair>
</inConfigs>
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</configConfMos>

<configConfMos
cookie="<real cookie>"
commCookie="7/15/0/33"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam_extXMLApi"
destSve="policy-mgr dme"
response="yes">

<outConfigs>
<pair key="org-root/logprof-debugLog">
<policyLogProfile

adminState="enabled"
backupCount="4"
descr="the log level for every process"
dn="org-root/logprof-debugLog"
intId="10068"
level="debugl"
name="debugLog"
size="10000000"
status="modified"/>
</pair>
</outConfigs>
</configConfMos>

FINAR TAT7PAIL

ZOT 7 v ariZ& V., myDeviceProfile &\ D AHTDTNA R T T 7 A VBMERESNET, Zi
XY, T T A NVBENIRY, TR T s A NVONENRESNLET,

BR

POST URL: https://10.193.33.221/xmlIM/policy-mgr
XML API payload:
<configConfMos
cookie="<real cookie>">
<inConfigs>
<pair key="org-root/org-Cola/fwdevprofile-myDeviceProfile">
<fwpolicyFirewallDeviceProfile
dn="org-root/org-Cola/fwdevprofile-myDeviceProfile"
adminState="enabled"
snmpPolicy="mysnmp"
syslogPolicy="mysyslog"
timezone="America/Los_ Angeles" >
<commDns
name="somedns.com"
domain="somedns.com"/>

<!-- The order means the device should first use the DNS provider with the smallest
"order" value. If that DNS server is not responsive, use the DNS provider with the next
smaller number. -->

<commDnsProvider

hostip="171.70.168.183"
order="1"/>
<commDnsProvider
hostip="171.68.226.120"
order="2"/>
<commDnsProvider
hostip="64.102.6.247"
order="3"/>
<commNtpProvider
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name="somentp.com"
order="1"/>
<commNtpProvider
name="north-america.pool.ntp.org"
order="2"/>
</fwpolicyFirewallDeviceProfile>
</pair>
</inConfigs>
</configConfMos>

<configConfMos
cookie="<real cookie>"
commCookie="7/15/0/1ba"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam extXMLApi"
destSve="policy-mgr dme"
response="yes">
<outConfigs>
<pair key="org-root/org-Cola/fwdevprofile-myDeviceProfile">
<fwpolicyFirewallDeviceProfile
adminState="enabled"
coreFilePolicy=""
descr=""
dn="org-root/org-Cola/fwdevprofile-myDeviceProfile"
dnsPolicy=""
enablePolicyDecisionLog="no"
faultPolicy=""
httpPolicy=""
httpsPolicy=""
intId="25326"
logProfilePolicy=""
name="myDeviceProfile"
snmpPolicy="mysnmp"
status="created"
syslogPolicy="mysyslog"

telnetPolicy=""
timezone="America/Los_Angeles"/>
</pair>
</outConfigs>
</configConfMos>

wOFI T, trustedClients-0 & trustedServers-0 &\ ) ZRHID 2 DOV — U MERENET,
EaROBEE Y FLEV Y THENET,

B3R

POST URL: https://10.193.33.221/xmlIM/policy-mgr
XML API payload:
<configConfMos

cookie="<real cookie>">

<inConfigs>
<pair key="org-root/org-Cisco/zone-trustedClients-0">
<!-- Create a zone of all VMs in the 192.168.1.0/24 subnet -->

<policyZone dn="org-root/org-Cisco/zone-trustedClients-0">
<policyZoneCondition id="1" order="1">
<policyZoneExpression opr="prefix">
<policyIPAddress id="1" value="192.168.1.0" />
<policyIPSubnet id="1" value="255.255.255.0" />

[ oL-25155-01-J

ER
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</policyZoneExpression>
</policyZoneCondition>

</policyZone>
</pair>
<pair key="org-root/org-Cisco/zone-trustedServers-0">
<!-- Create a zone of all VMs attached to a VNSP where the "appType" is set to
"BuildServer" -->

<policyZone dn="org-root/org-Cisco/zone-trustedServers-0">
<policyZoneCondition id="1" order="1">
<policyZoneExpression opr="eq">
<policyParentAppName id="1" value="BuildServer" />
</policyZoneExpression>
</policyZoneCondition>
</policyZone>
</pair>
</inConfigs>
</configConfMos>

<configConfMos
cookie="<real cookie>"
commCookie="7/15/0/1a6"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvce="sam_extXMLApi"
destSvc="policy-mgr dme"
response="yes">
<outConfigs>
<pair key="org-root/org-tenant0/zone-zone0">
<policyZone
descr=""
dn="org-root/org-tenant0/zone-zone0"
intId="24295"
name="zone0"
status="created"/>
</pair>
<pair key="org-root/org-Cisco/zone-trustedServers-0">
<policyZone
descr=""
dn="org-root/org-Cisco/zone-trustedServers-0"
intId="24404"
name="trustedServers-0"
status="created"/>
</pair>
<pair key="org-root/org-Cisco/zone-trustedClients-0">
<policyZone
descr=""
dn="org-root/org-Cisco/zone-trustedClients-0"
intId="24408"
name="trustedClients-0"
status="created"/>
</pair>
</outConfigs>
</configConfMos>
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FICzH b IN—T
ROBITIE, ftpPortsd &\ 5 ARIOAT V= s b Z/—F R ER SN, BEL v b2AEID ST R ET,
=R

POST URL: https://10.193.33.221/xmlIM/policy-mgr
XML API payload:
<configConfMos
cookie="<real cookie>">
<inConfigs>
<pair key="org-root/org-tenant0/objgrp-ftpPorts0">
<policyObjectGroup dn="org-root/org-tenant0/objgrp-ftpPorts0">
<policyObjectGroupExpression id="1" order="1" opr="eq">
<policyNetworkPort id="1" value="20" />
</policyObjectGroupExpression>
<policyObjectGroupExpression id="2" order="2" opr="eq">
<policyNetworkPort id="1" value="21" />
</policyObjectGroupExpression>
</policyObjectGroup>
</pair>
</inConfigs>
</configConfMos>

<configConfMos

cookie="<real cookie>"

commCookie="7/15/0/1ad"

srcExtSys="10.193.33.221"

destExtSys="10.193.33.221"

srcSvc="sam extXMLApi"

destSve="policy-mgr dme"

response="yes">

<outConfigs>

<pair key="org-root/org-tenant0/objgrp-ftpPorts0">
<policyObjectGroup
attributeName=""
descr=""
dn="org-root/org-tenant0/objgrp-ftpPorts0"
intId="24265"
name="ftpPorts0"
status="created"/>
</pair>
</outConfigs>
</configConfMos>

BET«423FY)
KOBITIE, SESERID LANEERTSF 47 vaT U BRESHET,
=R

POST URL: https://10.193.33.221/xmlIM/policy-mgr
XML API payload:

<configConfMos
cookie="<real cookie>">
<inConfigs>
<!-- Create Sample VnspCustomDictionary under org-Cisco -->

<pair key="org-root/attr-dict-custom-userAttrs">
<policyVnspCustomDictionary dn="org-root/attr-dict-custom-userAttrs">
<policyVnspCustomAttr dataType="string" id="1" name="userAttrl" />
<policyVnspCustomAttr dataType="string" id="2" name="userAttr2" />
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<policyVnspCustomAttr dataType="string" id="3" name="dept" />
<policyVnspCustomAttr dataType="string" id="4" name="production" />
</policyVnspCustomDictionary>
</pair>
</inConfigs>
</configConfMos>

<configConfMos
cookie="<real cookie>"
commCookie="7/15/0/1a3"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam extXMLApi"
destSve="policy-mgr dme"
response="yes">
<outConfigs>
<pair key="org-root/attr-dict-custom-userAttrs">
<policyVnspCustomDictionary
descr=""
dn="org-root/attr-dict-custom-userAttrs"
intId="24245"
name="userAttrs"
status="created"/>
</pair>
</outConfigs>
</configConfMos>

R —
WOF T, trustedHosts &\ 5 ZETOR Y > —MERR S, HHTE L AL—ANHRESNLET,
ER

POST URL: https://10.193.33.221/xmlIM/policy-mgr
XML API payload:
<configConfMos
cookie="<real cookie>">
<inConfigs>
<pair key="org-root/org-Cisco/pol-trustedHosts">
<policyRuleBasedPolicy dn="org-root/org-Cisco/pol-trustedHosts">
<policyRule name="allowSsh" order="1">
<!-- This rule allows all VMs in zone "trustedClients" to initiate an SSH connection to
VMs in zone "trustedServers" -->
<policyRuleCondition id="100" order="1">
<policyNetworkExpression opr="eqg">
<policyNwAttrQualifier attrEp="source"/>
<policyZoneNameRef id="1" value="trustedClients-0" />
</policyNetworkExpression>
</policyRuleCondition>
<policyRuleCondition id="101" order="20">
<policyNetworkExpression opr="eqg">
<policyNwAttrQualifier attrEp="destination"/>
<policyZoneNameRef id="1" value="trustedServers-0" />
</policyNetworkExpression>
</policyRuleCondition>
<policyRuleCondition id="103" order="30">
<policyNetworkExpression opr="eqg">
<policyNwAttrQualifier attrEp="destination"/>
<policyNetworkPort id="1" placement="0" value="22" />
</policyNetworkExpression>
</policyRuleCondition>
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<fwpolicyAction actionType="permit"/>
</policyRule>
<policyRule name="allowTacacs" order="2">
<fwpolicyAction actionType="permit"/>
</policyRule>

</policyRuleBasedPolicy>
</pair>
</inConfigs>
</configConfMos>
<configConfMos
cookie="<real cookie>"
commCookie="7/15/0/1b5"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam extXMLApi"
destSve="policy-mgr dme"
response="yes">
<outConfigs>
<pair key="org-root/org-Cisco/pol-trustedHosts">
<policyRuleBasedPolicy
descr=""
dn="org-root/org-Cisco/pol-trustedHosts"
intId="25131"
name="trustedHosts"
status="created"/>
</pair>
</outConfigs>
</configConfMos>
PolicySet
WOFITIE, myPolicySetd 23MERK SAL, RNY —03@H SN DIEFNREINET,
B3R
POST URL: https://10.193.33.221/xmlIM/policy-mgr
XML API payload:
<configConfMos
cookie="<real cookie>">
<inConfigs>
<pair key="org-root/org-tenant0/pset-myPolicySet0">
<policyPolicySet
dn="org-root/org-tenant0/pset-myPolicySet0"
<!-- Policy Set contains references to three policies. Policies are resolved by name in

the org hierarchy. Ordering of policies is important, so we use the "order" property to
order the policies. Note that two policy sets can refer to the same policies, and use a
different order. -->
<policyPolicyNameRef order="1" policyName="trustedHosts"/>
</policyPolicySet>
</pair>
</inConfigs>
</configConfMos>

<configConfMos
cookie="<real cookied>"
commCookie="7/15/0/1a8"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvce="sam_extXMLApi"
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destSvc="policy-mgr dme"
response="yes">
<outConfigs>
<pair key="org-root/org-tenant0/pset-myPolicySet0">
<policyPolicySet
adminState="enabled"
descr=""
dn="org-root/org-tenant0/pset-myPolicySet0"
intId="24431"
name="myPolicySet0O"
status="created"/>
</pair>
</outConfigs>
</configConfMos>

tXalyF«4 FOT77AIL

WORFITIL, vasp-spl E WIARTDOEF 2V T 4 Tr7 7 A VBNEREI, VNSP RZEDOEF =)
T4 Ta Ty ANIED B THERET,

BR

POST URL: https://10.193.33.221/xmlIM/policy-mgr
XML API payload:
<configConfMos
cookie="<real cookie>">
<inConfigs>
<pair key="org-root/org-tenant0/vnsp-spl">
<policyVirtualNetworkServiceProfile
dn="org-root/org-tenant0/vnsp-spl"
policySetNameRef="myPolicySet0">
<policyVnspAVPair id="1">
<policyAttributeDesignator attrName="dept"/>
<policyAttributevValue value="DEV" />
</policyVnspAVPair>
</policyVirtualNetworkServiceProfile>
</pair>
</inConfigs>
</configConfMos>

Y-S

(=)

<configConfMos

cookie="<real cookie>"

commCookie="7/15/0/1lac"

srcExtSys="10.193.33.221"

destExtSys="10.193.33.221"

srcSvc="sam_extXMLApi"

destSvec="policy-mgr dme"

response="yes">

<outConfigs>

<pair key="org-root/org-tenantO/vnsp-spl">
<policyVirtualNetworkServiceProfile
descr=""
dn="org-root/org-tenant0/vnsp-spl"
intId="24512"
name="spl"
policySetNameRef="myPolicySetO"
status="created"
vnspld="2"/>
</pair>
</outConfigs>

Cisco Virtual Network Management Center XML AP1 Y 27 LR HA F, Y)—Z 1.2
m. 0L-25155-01-J |



| $2% Cisco VNMC XML APl Of#iF

aplop W

</configConfMos>

)y —XEH
Uy —2FMa R —x ML, ROBEZETLET,
o AUV 2—F TrATUF—NETNA AR —IZEHY L TET,
o FIAREER T 7 AT Ud—IV AL AZ L ANRRODPEIVEDEET,
o I AT VAN A VARV AEERMGBA TV =7 MIBEEMTET,
O, WONE THERIILTWET,
o [avVa—% 7747 U x—] (P2-25)
o [T7 AT U —b AL AZ L ZADMNEDYE] (P2-26)
o [T AT UF—IL AL AE L ZOEMNT] (P.2-27)

AVEa—R T7A4T724—)
WOHITIE, T3 A R Y 2 —IiZ computeFirewall 280 4 CTH5ET,
B3R

POST URL: https://10.193.33.221/xmlIM/resource-mgr
XML API payload:
<configConfMos
cookie="<real cookie>">
<inConfigs>
<pair key="org-root/org-Cisco/cfw-VSNaaa">
<fwComputeFirewall dn="org-root/org-Cisco/cfw-VSNaaa"
devicePolicy="myDeviceProfile"
hostname="cfw-VSNaaa"
dataIpAddress="10.10.10.100">
</fwComputeFirewall>
</pair>
</inConfigs>
</configConfMos>

<configConfMos

cookie="<real cookie>"

commCookie="5/15/0/19a"

srcExtSys="10.193.33.221"

destExtSys="10.193.33.221"

srcSvc="sam_extXMLApi"

destSvc="resource-mgr_dme"

response="yes">

<outConfigs>

<pair key="org-root/org-Cisco/cfw-VSNaaa">
<fwComputeFirewall

assocState="unassociated"
configState="not-applied"
dataIpAddress="10.10.10.100"
dataIpSubnet="255.255.255.0"
descr=""
devicePolicy="myDeviceProfile"
dn="org-root/org-Cisco/cfw-VSNaaa"
fltAggr="0"
hostname="cfw-VSNaaa"
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intId="12368"
name="VSNaaa"
status="created"/>
</pair>
</outConfigs>
</configConfMos>

FF7AT7 24— AV RE VADENEDLYE

WOBEI T, §RTCDT 7 AT U= ALV AZ L ALZORBEOOEDENITONET,

2Rk

POST URL: https://10.193.33.221/xmlIM/resource-mgr

XML API payload:
<configResolveClass
cookie="<real cookie>"
classId="fwInstance"
inHierarchical="false">
<inFilter>
<eq class="fwlInstance"
property="mgmtIp"

value="10.193.33.221" />

</inFilter>
</configResolveClass>

configResolveClass
cookie=<real cookie>"
commCookie="5/15/0/1d9"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam_extXMLApi"
destSvc="resource-mgr_dme"
response="yes"
classId="fwInstance">
<outConfigs>
<fwInstance
assignedToDn=""
assoc="none"
descr=""
dn="fw/inst-1005"
fl1tAggr="0"
fsmDescr=""

fsmPrev="DisassociateSuccess"

fsmProgr="100"
fsmRmtInvErrCode="none"
fsmRmtInvErrDescr=""
fsmRmtInvRslt=""
fsmStageDescr=""

fsmStamp="2010-12-03T23:18:13.304"

fsmStatus="nop"
fsmTry="0"
intId="10155"
mgmtIp="10.193.33.221"
model=""
name="firewall"
pooled="0"

registeredClientDn="extpol/reg/clients/client-1005"

revision="0"
serial=""
svcId="1005"
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vendor=""/>
</outConfigs>
</configResolveClass>

TF7AT 94— A4 2VRE D AOEESF

ROBITIE, 77 AT U=/ A AR APEERGA TV =7 MIBEEMNT b, firewall-0 73
inst-1005 IZHIV ¥ THNET,
R
POST URL: https://10.193.33.221/xmlIM/resource-mgr
XML API payload:
<configConfMos
cookie="<real cookie>">
<inConfigs>
<pair key="org-root/org-Cola/cfw-firewall-0">
<fwComputeFirewall dn="org-root/org-Cola/cfw-firewall-0">
<fwResourceBinding assignedToDn="fw/inst-1005"/>
</fwComputeFirewall>
</pair>
</inConfigs>
</configConfMos>

<configConfMos

cookie="<real cookie>"

commCookie="5/15/0/1df"

srcExtSys="10.193.33.221"

destExtSys="10.193.33.221"

srcSvc="sam_extXMLApi"

destSvc="resource-mgr_dme"

response="yes">

<outConfigs>

<pair key="org-root/org-Cola/cfw-firewall-0">
<fwComputeFirewall
assocState="associated"
configState="not-applied"
dataIpAddress="168.1.1.221"
dataIpSubnet="255.255.255.0"
descr=""
devicePolicy="myDeviceProfile"
dn="org-root/org-Cola/cfw-firewall-0"
fltAggr="1"
hostname="cfw-firewall-0"
intId="12514"
name="firewall-0"
status="modified"/>
</pair>
</outConfigs>
</configConfMos>
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ZOETHEH., WONBFIZOWTHBHALE T,
e [Cisco VNMC XML API # ¥ > K| (P.3-1)
API AV v FOFEMITZLL FIORENTWET,

Cisco VNMC XML APl » Vv F

INHORAY Yy RiX, GUI 2 Y=o b0 ENET, 22 TE, APL A Y v R, B30 (FER
BLOUSE) . #HFICOWTHB L E4, Cisco VNMC @ API A Vv NIZKD L HITEZRINET,

* aaaGetRemoteUserRoles ¢ configConfMoGroup e faultAckFault

* aaaGetUserLocales e configMoChangeEvent e faultAckFaults

e aaaKeepAlive ¢ configResolveClass e faultResolveFault

¢ aaalogin ¢ configResolveClasses ¢ loggingSyncOcns

¢ aaalogout ¢ configResolveDn ¢ methodVessel

* aaaRefresh * configResolveDns * orgResolveElements

* configConfFiltered * configResolveParent * orgResolvelnScope

¢ configConfMo e configScope e orgResolveLogicalParents
¢ configConfMoGroup ¢ eventSendHeartbeat ¢ policyEstimatelmpact

* configConfMos * eventSubscribe * poolResolvelnScope

¢ configFindDnsByClassld e ceventSubscribe Apps

aaaGetRemoteUserRoles

WOFITIZ, UVE— FEITICHT 22— PHERPRSNET,

BRMEX

<xs:element name="aaaGetRemoteUserRoles" type="aaaGetRemoteUserRoles"
substitutionGroup="externalMethod" />
<xs:complexType name="aaaGetRemoteUserRoles" mixed="true">
<xs:attribute name="inRemoteUserName">
<xs:simpleType>
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]

<xs:restriction base="xs:string">
<xs:pattern value="[a-zA-Z] [a-2zA-Z0-9 .@-]1{0,31}"/>
</xs:restriction>
</xs:simpleType>

</xs:attribute>

<xs:attribute name="cookie" type="xs:string"/>

<xs:attribute name="response" type="YesOrNo"/>

</xs:complexType>

<xs:element name="aaaGetRemoteUserRoles" type="aaaGetRemoteUserRoles"
substitutionGroup="externalMethod" />
<xs:complexType name="aaaGetRemoteUserRoles" mixed="true">
<xs:attribute name="outRemoteUserPriv">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:pattern

value=" ((policylaaalread-only|admin|tenant|operations|res-config|fault),) {0,7} (policylaaal

read-only|admin|tenant |operations|res-config|fault) {0,1}"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>
</xs:complexType>

BR

<aaaGetRemoteUserRoles
cookie="<real cookie>"
inRemoteUserName="adminuser"
outRemoteUserPriv/>

A

=]

<aaaGetRemoteUserRoles
cookie="<real cookie>"
commCookie="11/15/0/2964"
srcExtSys="10.193.33.109"
destExtSys="10.193.33.109"
srcSvc="sam_extXMLApi"
destSvc="mgmt-controller dme"
response="yes"
outRemoteUserPriv="admin">

</aaaGetRemoteUserRoles>
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aaaGetUserLocales

WOFITIE, ARBINTZ2—YF rnr—1D) X FRRSNET,

BREX

<xs:element name="aaaGetUserLocales" type="aaaGetUserLocales"
substitutionGroup="externalMethod" />
<xs:complexType name="aaaGetUserLocales" mixed="true">
<xs:attribute name="inUserName">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:pattern value="[a-zA-Z] [a-2zA-Z0-9 .@-]1{0,31}"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="inIsUserRemote">
<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>
</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
</xs:complexType>

Ir=3: 3

<xs:element name="aaaGetUserLocales" type="aaaGetUserLocales"
substitutionGroup="externalMethod" />
<xs:complexType name="aaaGetUserLocales" mixed="true">
<xs:attribute name="outUserLocales">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:minLength value="0"/>
<xs:maxLength value="512"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>
</xs:complexType>

Bl
=R

<aaaGetUserLocales

cookie="<real cookie>"
inUserName="john"
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inIsUserRemote="no"
outUserLocales/>

YA

=]

<aaaGetUserLocales
cookie="<real cookie>"
commCookie="11/15/0/2962"
srcExtSys="10.193.33.109"
destExtSys="10.193.33.109"
srcSvce="sam_extXMLApi"
destSvc="mgmt-controller dme
response="yes"
outUserLocales="TestSanity">

</aaaGetUserLocales>

aaaKeepAlive

WKOFITIH, 774NV DOy v a CEEEARBT2E TRy a BT 7T 4 IRz, A Yy R
o — /L1 1Z[A U Cookie MEHA S E T,

BERME

<xs:element name="aaaKeepAlive" type="aaaKeepAlive" substitutionGroup="externalMethod"/>
<xs:complexType name="aaaKeepAlive" mixed="true">
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
</xs:complexType>

L

<xs:element name="aaaKeepAlive" type="aaaKeepAlive" substitutionGroup="externalMethod"/>
<xs:complexType name="aaaKeepAlive" mixed="true">
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>
</xs:complexType>

Bl
=R

<aaaKeepAlive
cookie="<real cookie>" />

A

=]

<aaaKeepAlive
cookie="<real cookie>"
commCookie="11/15/0/2969"
srcExtSys="10.193.33.109"
destExtSys="10.193.33.109"
srcSvc="sam_extXMLApi"
destSvc="mgmt-controller dme"
response="yes">

</aaaKeepAlive>
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BREX

L

Wiz, By va OB ETHY, 7747 FE VNMC [H TR
ST Au S Ay Fat2AofE R LET,

A
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i3

SN HTTPS By v a v &l

<xs:element name="aaalogin" type="aaalogin" substitutionGroup="externalMethod"/>

<xs:complexType name="aaalogin" mixed="true">
<xs:attribute name="inName">
<xs:simpleType>
<xs:restriction base="xs:string">

<xs:pattern value="[\-\.: a-zA-Z0-9]{0,16}"/>

</xs:restriction>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="inPassword">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:minLength value="0"/>
<xs:maxLength value="512"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
</xs:complexType>

<xs:element name="aaalogin" type="aaalLogin" substitutionGroup="externalMethod"/>

<xs:complexType name="aaalogin" mixed="true">
<xs:attribute name="outCookie" type="xs:string"/>

<xs:attribute name="outRefreshPeriod" type="xs:unsignedInt"/>

<xs:attribute name="outPriv">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:pattern

value=" ((policylaaalread-onlyl|admin|tenant|operations|res-config|fault),){0,7} (policylaaal

read-only|admin|tenant|operations|res-config|fault) {0,1}"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>

<xs:attribute name="outDomains" type="xs:string"/>

<xs:attribute name="outChannel">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="fullssl"/>
<xs:enumeration value="noencssl"/>
<xs:enumeration value="plain"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="outEvtChannel">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="fullssl"/>
<xs:enumeration value="noencssl"/>
<xs:enumeration value="plain"/>
</xs:restriction>
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</xs:simpleType>
</xs:attribute>

<xs:attribute

name="outSessionId">

<xs:simpleType>
<xs:restriction base="xs:string">

<xs:minLength value="1"/>
<xs:maxLength value="64"/>

</xs:restriction>

</xs:simpleType>
</xs:attribute>

<xs:attribute
<xs:attribute
<xs:attribute
<xs:attribute
<xs:attribute
<xs:attribute
</xs:complexType>

Bl
R

<aaalogin
inName="admin"

name="outVersion" type="xs:string"/>
name="cookie" type="xs:string"/>
name="response" type="YesOrNo"/>
name="errorCode" type="xs:unsignedInt"/>
name="errorDescr" type="xs:string"/>
name="invocationResult" type="xs:string"/>

inPassword="Nbv12345"/>

YA

=]

<aaalogin cookie=""
commCookie=""
srcExtSys="0.0.0.0"
destExtSys="0.0.0.0"
srcSve="" destSvc=""
response="yes"

outCookie="<real cookie>"

outRefreshPeriod="600"

outPriv="admin"
outDomains=""
outChannel="fullssl"

outEvtChannel="fullssl"
outSessionId="web 49019"
outVersion="1.0(0.39938)">

</aaalogin>

aaalLogout

WIZ, BEEDE vy a v 2R TT5u77 7 a2z s LETd, 7440k y g
FREdTs L, Zo7aw R XEBEBICFFEOH SN ET,

BRMEX

<xs:element name="aaalLogout" type="aaalogout" substitutionGroup="externalMethod"/>
<xs:complexType name="aaalLogout" mixed="true">

<xs:attribute
<xs:attribute
<xs:attribute
</xs:complexType>

name="inCookie" type="xs:string"/>
name="cookie" type="xs:string"/>
name="response" type="YesOrNo"/>
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<xs:element name="aaalogout" type="aaalogout" substitutionGroup="externalMethod"/>
<xs:complexType name="aaalogout" mixed="true">
<xs:attribute name="outStatus">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="success"/>
<xs:enumeration value="failure"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>
</xs:complexType>

Bl
=R

<aaalogout
inCookie="<real cookie>"
outStatus/>

Y-S

<aaalogout cookie=""
commCookie=""
srcExtSys="0.0.0.0"
destExtSys="0.0.0.0"
srcSve=""
destSvec=""
response="yes"
outStatus="success">

</aaalogout>

aaaRefresh

oy vaF e T I T A ET AL TCT I T4 TR N TEET (T74V b DE Y
va VEEREN), T ANV R TIR, T2 T 4 BT g BRVEERND 1200 B U ME T U EIRET,
7200 B35 &, Cisco VNMC IZA ) —7 = RIZU W DY, OV A A 52 & RNE
RVET DU M UURHEMEEDET), By vaidml ey ar ID 2R LT ET,

(i) DAYy REMHAT S E, LLATO Cookie DA NHARMA YL, #H L Cookie BEITINET,

BRMEL

<xs:element name="aaaRefresh" type="aaaRefresh" substitutionGroup="externalMethod"/>
<xs:complexType name="aaaRefresh" mixed="true">
<xs:attribute name="inName">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:pattern value="[\-\.: a-zA-Z0-9]{0,16}"/>
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</xs:
</xs:simp

restriction>
leType>

</xs:attribute>
<xs:attribute name="inPassword">

<xs:simpl
<xXs:r

</xs:
</xs:simp

eType>

estriction base="xs:string">
<xs:minLength value="0"/>
<xs:maxLength value="512"/>
restriction>

leType>

</xs:attribute>

<xXS:
<xs:
<xXs:

attribute
attribute
attribute

</xs:complexType>

name="inCookie" type="xs:string"/>
name="cookie" type="xs:string"/>
name="response" type="YesOrNo"/>

<xs:element name="aaaRefresh" type="aaaRefresh" substitutionGroup="externalMethod"/>
<xs:complexType name="aaaRefresh" mixed="true">

<xs:attribute name="outCookie" type="xs:string"/>
<xs:attribute name="outRefreshPeriod" type="xs:unsignedInt"/>
<xs:attribute name="outPriv">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:pattern
value=" ((policylaaalread-onlyladmin|tenant|operations|res-config|fault),){0,7} (policylaaal

read-only|admin|tenant|operations|res-config|fault) {0,1}"/>

</xs:rest

riction>

</xs:simpleType>

</xs:attribute>

<xs:attribute name="outDomains" type="xs:string"/>
<xs:attribute name="outChannel">

<xs:simpl
<xXs:r

</xs:
</xs:simp

eType>

estriction base="xs:string">
<xs:enumeration value="fullssl"/>
<xs:enumeration value="noencssl"/>
<xs:enumeration value="plain"/>
restriction>

leType>

</xs:attribute>
<xs:attribute name="outEvtChannel">

<xs:simpl
<xXs:r

</xs:
</xs:simp

eType>

estriction base="xs:string">
<xs:enumeration value="fullssl"/>
<xs:enumeration value="noencssl"/>
<xs:enumeration value="plain"/>
restriction>

leType>

</xs:attribute>

<xSs
<xSs
<Xs
<xSs
<xSs

rattribute
rattribute
rattribute
rattribute
rattribute

</xs:complexType>

name="cookie" type="xs:string"/>
name="response" type="YesOrNo"/>
name="errorCode" type="xs:unsignedInt"/>
name="errorDescr" type="xs:string"/>
name="invocationResult" type="xs:string"/>
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<aaaRefresh
cookie="<real cookie>"
inName="admin"
inPassword="Nbv12345"
inCookie="<real cookie>"/>

<aaaRefresh
cookie="<real cookie>"
commCookie="" srcExtSys="0.0.0.0"
destExtSys="0.0.0.0"
srcSve=""
destSve=""

response="yes"
outCookie="<real cookie>"
outRefreshPeriod="600"
outPriv="admin"
outDomains=""
outChannel="fullssl"
outEvtChannel="fullssl">
</aaaRefresh>

configConfFiltered

WIZ, RESNER) —IZESWT, T—=2ET7 77407 4 BHIREN LB %2R L ET,

BRMEX

<xs:element name="configConfFiltered" type="configConfFiltered"
substitutionGroup="externalMethod" />
<xs:complexType name="configConfFiltered" mixed="true">
<xs:all>
<xs:element name="inFilter" type="filterFilter" minOccurs="0"/>
<xs:element name="inConfig" type="configConfig" minOccurs="0"/>
</xs:all>
<xs:attribute name="inHierarchical">
<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>
</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="classId" type="namingClassId"/>
</xs:complexType>
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<xs:element name="configConfFiltered" type="configConfFiltered"

substitutionGroup="externalMethod" />

<xs:complexType name="configConfFiltered" mixed="true">

<xs:all>

<xs:element name="outConfigs" type="configSet" minOccurs="0"/>

</xs:all>

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>

<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>
<xs:attribute name="classId" type="namingClassId"/>

</xs:complexType>

2Rk

<configConfFiltered
cookie="<real cookie>"
inHierarchical="false"
classId="orgTenant">
<inFilter>
<eq class="orgTenant"
property="name"
value="Cisco" />

</inFilter>
<inConfig>
<orgDatacenter
dn="org-HR"
descr="HR (Human Resources- new Descr)"/>
</inConfig>

</configConfFiltered>

<configConfFiltered
cookie="<real cookie>"
commCookie="5/15/0/617"
srcExtSys="10.193.33.206"
destExtSys="10.193.33.206"
srcSvc="sam_extXMLApi"
destSvc="resource-mgr_dme"
response="yes"
classId="orgTenant">
<outConfigs>
<orgDatacenter
descr="HR (Human Resources- new Descr)"
dn="org-root/org-Cisco/org-HR"
fltAggr="0"
level="2"
name="HR"
status="modified"/>
</outConfigs>
</configConfFiltered>
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BREX

<xs:element name="configConfMo" type="configConfMo" substitutionGroup="externalMethod"/>
<xs:complexType name="configConfMo" mixed="true">

<xs:all>

<xs:element name="inConfig" type="configConfig" minOccurs="0"/>

</xs:all>
<xs:attribute

name="inHierarchical">

<xs:simpleType>
<xs:union memberTypes="xs:boolean">

<xs:simpleType>

<xs:restriction base="xs:string">
<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>

</xs:restriction>

</xs:simpleType>

</xs:union>
</xs:simpleType>
</xs:attribute>

<xs:attribute
<xs:attribute
<xs:attribute
</xs:complexType>

name="cookie" type="xs:string"/>
name="response" type="YesOrNo"/>
name="dn" type="referenceObject"/>

<xs:element name="configConfMo" type="configConfMo" substitutionGroup="externalMethod"/>
<xs:complexType name="configConfMo" mixed="true">

<xs:all>

<xs:element name="outConfig" type="configConfig" minOccurs="0"/>

</xs:all>
<xs:attribute
rattribute
rattribute
rattribute
rattribute
<xs:attribute
</xs:complexType>

<xs
<Xs
<xSs
<xs

Bl
=R

<configConfMo
dn=""

cookie="<real cookie>"

name="cookie" type="xs:string"/>
name="response" type="YesOrNo"/>
name="errorCode" type="xs:unsignedInt"/>
name="errorDescr" type="xs:string"/>
name="invocationResult" type="xs:string"/>
name="dn" type="referenceObject"/>

inHierarchical="false">

<inConfig>
<aaaldapEp

attribute="CiscoAvPair"

basedn="dc=pasadena,dc=cisco,dc=com"

descr=""

dn="sys/ldap-ext"
filter="sAMAccountName=$userid"

retries="1"

Cisco Virtual Network Management Center XML API
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status="modified"
timeout="30"/>
</inConfig>
</configConfMo>

<configConfMo
dn=""
cookie="<real cookie>"
commCookie="11/15/0/28"
srcExtSys="10.193.33.101"
destExtSys="10.193.33.101"
srcSvce="sam_extXMLApi"
destSvc="mgmt-controller dme"
response="yes">
<outConfig>
<aaaldapEp
attribute="CiscoAvPair"
basedn="dc=pasadena, dc=cisco, dc=com"
childAction="deleteNonPresent"
descr=""
dn="sys/ldap-ext"
filter="sAMAccountName=Suserid"
fsmDescr=""
fsmPrev="updateEpSuccess"
fsmProgr="100"
fsmStageDescr=""
fsmStamp="2010-11-22T23:41:01.826"
fsmStatus="nop"

fsmTry="0"
intId="10027"
name=""

retries="1"
status="modified"
timeout="30"/>
</outConfig>
</configConfMo>

configConfMoGroup

WIZ, RESNERY —IlESWT, HEHMEA T V=7 bOITNV—T 2R ET 6% RLET,

BERME

<xs:element name="configConfMoGroup" type="configConfMoGroup"
substitutionGroup="externalMethod" />
<xs:complexType name="configConfMoGroup" mixed="true">
<xs:all>
<xs:element name="inDns" type="dnSet" minOccurs="0"/>
<xs:element name="inConfig" type="configConfig" minOccurs="0"/>
</xs:all>
<xs:attribute name="inHierarchical">
<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>
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</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
</xs:complexType>

L

<xs:element name="configConfMoGroup" type="configConfMoGroup"
substitutionGroup="externalMethod" />
<xs:complexType name="configConfMoGroup" mixed="true">
<xs:all>
<xs:element name="outConfigs" type="configSet" minOccurs="0"/>
</xs:all>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>
</xs:complexType>

]

(3¥)  orgDataCenter (org-root/org-Cisco ¥ & " org-root/org-Cola T) @ descr 7' 2 /37 ¢ REH INET,
descr 7R T (IFREBN TR WD, BETEET, BEWMARGA, ZHFEA ST, FL
orgDataCenter 2MEM AL E T,

BR

<configConfMoGroup
cookie="<real cookie>"
inHierarchical="false">
<inDns>
<dn value="org-root/org-Cisco" />
<dn value="org-root/org-Cola" />
</inDns>
<inConfig>
<orgDatacenter
dn="org-HR"
descr="HR (Human Resources)"/>
</inConfig>
</configConfMoGroup>

<configConfMoGroup
cookie="<real cookie>"
commCookie="5/15/0/600"
srcExtSys="10.193.33.206"
destExtSys="10.193.33.206"
srcSvc="sam_extXMLApi"
destSvc="resource-mgr_dme"
response="yes">
<outConfigs>

<orgDatacenter
descr="HR (Human Resources)"
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dn="org-root/org-Cola/org-HR"
fltAggr="0"

level="2"

name="HR"

status="modified" />

<orgDatacenter

descr="HR (Human Resources)"
dn="org-root/org-Cisco/org-HR"
fltAggr="0"

level="2"

name="HR"

status="modified"/>

</outConfigs>
</configConfMoGroup>

configConfMos

Wiz, BEOY 7Y —TDN ZEH L TERNRA 7V =7 MERET D02 RLET,

BREX

<xs:
<xSs

element name="configConfMos" type="configConfMos" substitutionGroup="externalMethod"/>

:complexType name="configConfMos" mixed="true">
<xs:all>
<xs:element name="inConfigs" type="configMap" minOccurs="0">
<xs:unique name="unique map key 2">
<xs:selector xpath="pair"/>
<xs:field xpath="Q@key"/>
</xs:unique>
</xs:element>
</xs:all>
<xs:attribute name="inHierarchical">
<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>
</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>

</xs:complexType>

Ir=3: 3

<xs:element
<xs

name="configConfMos" type="configConfMos" substitutionGroup="externalMethod"/>

:complexType name="configConfMos" mixed="true">

<xs:all>
<xs:element name="outConfigs" type="configMap" minOccurs="0">
<xs:unique name="unique map key 4">
<xs:selector xpath="pair"/>
<xs:field xpath="Q@key"/>
</xs:unique>
</xs:element>
</xs:all>

Il Cisco Virtual Network Management Center XML AP Y 77 LR HA F, YY—R 1.2

OL-25155-01-J |



| £3% Cisco VNMC XML API * Vv FOBi8

<xs
<xs
<xs
<xs
<xs
</xs:co

Bl
=R

<configConfMos

Cisco VNMC XML API » Vv F

:rattribute name="cookie" type="xs:string"/>
rattribute name="response" type="YesOrNo"/>
:rattribute name="errorCode" type="xs:unsignedInt"/>
rattribute name="errorDescr" type="xs:string"/>
rattribute name="invocationResult" type="xs:string"/>

mplexType>

cookie="<real cookie>">

<inConfigs>

<pair key="org-root/logprof-default">
<policyLogProfile dn="org-root/logprof-default"

</pair>

<!-- Update

<pair key="org-root/controller-profile-default">

name="default"
level="debugl"
size="10000000"
backupCount="4"/>

Controller Device Profile -->

<policyControllerDeviceProfile

dn="org-root/controller-profile-default"
adminState="enabled">

<commDnsProvider hostip="171.70.168.183"
<commDnsProvider hostip="171.68.226.120"
<commDnsProvider hostip="64.102.6.247"

</policyControllerDeviceProfile>

</pair>

</inConfigs>

</configConfMos

<configConfMos

>

cookie="<real cookie>"
commCookie="7/15/0/1a74"
srcExtSys="10.193.34.70"
destExtSys="10.193.34.70"
srcSvc="sam_extXMLApi"
destSve="policy-mgr dme"
response="yes">
<outConfigs>

<pair key="org-root/logprof-default">
<policyLogProfile

</pair>

<pair key="org-root/controller-profile-default">

adminState="enabled"

backupCount="4"

descr="the log level for every process"
dn="org-root/logprof-default"
intId="10065"

level="debugl"

name="default"

size="10000000"/>

<policyControllerDeviceProfile

adminState="enabled"
coreFilePolicy=""

order="1"/>
order="2"/>
order="3"/>

descr="default profile for management server virtual machine"

[ oL-25155-01-J
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dn="org-root/controller-profile-default"
dnsPolicy=""
faultPolicy="default"
httpPolicy="default"
httpsPolicy="default"
intId="10057"
logProfilePolicy="default"
name="default"
snmpPolicy=""
syslogPolicy=""
telnetPolicy=""
timezone=""/>
</pair>
</outConfigs>
</configConfMos>

configFindDnsByClassld

WIT, AL EBRZ L, 7F5AID TY— FENTEHINLEZRTHERLET,

BRMEC

<xs:element name="configFindDnsByClassId" type="configFindDnsByClassId"
substitutionGroup="externalMethod" />
<xs:complexType name="configFindDnsByClassId" mixed="true">
<xs:all>
<xs:element name="inFilter" type="filterFilter" minOccurs="0"/>
</xs:all>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="classId" type="namingClassId"/>
</xs:complexType>

L

<xs:element name="configFindDnsByClassId" type="configFindDnsByClassId"
substitutionGroup="externalMethod" />
<xs:complexType name="configFindDnsByClassId" mixed="true">
<xs:all>
<xs:element name="outDns" type="dnSet" minOccurs="0"/>
</xs:all>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>
<xs:attribute name="classId" type="namingClassId"/>
</xs:complexType>

Bl
=R

<configFindDnsByClassId
classId="computeBlade"
cookie="<real cookie>" />
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<configFindDnsByClassId
cookie="<real cookie>"
response="yes"
classId="computeBlade">
<outDns>
<dn value="sys/chassis-1/blade-7"/>
<dn value="sys/chassis-1/blade-5"/>
<dn value="sys/chassis-1/blade-3"/>
<dn value="sys/chassis-1/blade-1"/>
</outDns>
</configFindDnsByClassId>

configMoChangeEvent

WIZ, FESNTZEBMEA TV =7 MTHTO2ETA N P ERTHZRLET,

BRMEL

<xs:element name="configMoChangeEvent" type="configMoChangeEvent"
substitutionGroup="externalMethod" />
<xs:complexType name="configMoChangeEvent" mixed="true">
<xs:all>
<xs:element name="inConfig" type="configConfig" minOccurs="0"/>
</xs:all>
<xs:attribute name="inEid" type="xs:unsignedLong"/>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
</xs:complexType>

L

<xs:element name="configMoChangeEvent" type="configMoChangeEvent"
substitutionGroup="externalMethod" />
<xs:complexType name="configMoChangeEvent" mixed="true">
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>
</xs:complexType>

1
R

<configMoChangeEvent
cookie=""
commCookie=""
srcExtSys="10.193.33.120"
destExtSys="10.193.33.120"
srcSvc="service-reg dme"
destSvc="sam extXMLApi"
inEid="71449">
<inConfig>
<extpolRegistry
dn="extpol/reg"
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lastPollTs="2010-11-12T20:33:51.071"
status="modified"/>
</inConfig>
</configMoChangeEvent>

Event (12:35:20:675):
<eventSendHeartbeat
cookie="0/0/0/2a74"
commCookie=""
srcExtSys="0.0.0.0"
destExtSys="0.0.0.0"
srcSve="" destSvc=""
response="yes"
outSystemTime="2010-11-12T20:34:19.630">
</eventSendHeartbeat>

Event (12:35:20:690) :
<eventSendHeartbeat
cookie="0/0/0/2a74"
commCookie=""
srcExtSys="0.0.0.0"
destExtSys="0.0.0.0"
srcSve="" destSvc=""
response="yes"
outSystemTime="2010-11-12T20:34:19.630">
</eventSendHeartbeat>

configResolveChildren

WIZ, BEMRERY U —THRED DN FIZHLEHARAT TV =7 bOFEZRGT o602 RLET,
BEINDFOEEBOTI2OIZT 4NV ZE2EHTEET,

BREX

<xs:element name="configResolveChildren" type="configResolveChildren"
substitutionGroup="externalMethod" />
<xs:complexType name="configResolveChildren" mixed="true">
<xs:all>
<xs:element name="inFilter" type="filterFilter" minOccurs="0"/>
</xs:all>
<xs:attribute name="inDn" type="referenceObject"/>
<xs:attribute name="inHierarchical">
<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>
</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="classId" type="namingClassId"/>
</xs:complexType>
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<xs:element name="configResolveChildren" type="configResolveChildren"
substitutionGroup="externalMethod" />

2Rk

<xs:complexType name="configResolveChildren" mixed="true">
<xs:all>
<xs:element name="outConfigs" type="configSet" minOccurs="0"/>
</xs:all>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>
<xs:attribute name="classId" type="namingClassId"/>
</xs:complexType>

<configResolveChildren

cookie="<real cookie>"
classId="aaaUser"
inDn="sys/user-ext"
inHierarchical="false">
<inFilter>

</inFilter>

</configResolveChildren>

<configResolveChildren

cookie="<real cookie>"
commCookie="11/15/0/2a59"
srcExtSys="10.193.33.120"

destExtSys="10.193.33.120"
srcSvc="sam_extXMLApi"
destSvc="mgmt-controller dme"
response="yes"
classId="aaaUser">

<outConfigs>

<aaaUser descr="" dn="sys/user-ext/user-doe"
email="" expiration="never" expires="no" firstName="John" intId="12999"
lastName="Doe" name="doe" phone="" priv="admin,read-only" pwdSet="yes"/>

<aaaUser descr="" dn="sys/user-ext/user-jacks" email="" expiration="never"
expires="no" firstName="Play" intId="12734" lastName="Jacks" name="jacks"
phone="" priv="fault,operations,policy, read-only,res-config, tenant"
pwdSet="yes" />

<aaaUser descr="" dn="sys/user-ext/user-admin" email="" expiration="never"
expires="no" firstName="" intId="10052" lastName="" name="admin" phone=""
priv="admin, read-only" pwdSet="yes"/>

<aaaUser descr="" dn="sys/user-ext/user-over" email="" expiration="never"
expires="no" firstName="Roll" intId="12711" lastName="Over" name="over"
phone="" priv="fault,operations,policy,read-only,res-config, tenant"
pwdSet="yes" />

<aaaUser descr="" dn="sys/user-ext/user-fun" email="" expiration="never"

expires="no" firstName="Have" intId="12708" lastName="Fun" name="fun" phone=""
priv="read-only" pwdSet="yes"/>

<aaaUser descr="testuser" dn="sys/user-ext/user-aaa" email="" expiration="never"
expires="no" firstName="a" intId="10620" lastName="aa" name="aaa" phone=""
priv="aaa, read-only" pwdSet="no"/>

</outConfigs>
</configResolveChildren>

[ oL-25155-01-J

Cisco Virtual Network Management Center XML AP Y27 LYX A4 F, YU—ZX1.2 |



$3%F Cisco VNMC XML APl A Vv FOHH |

W Cisco VNMC XML APl #V ¥ F

configResolveClass

WIZ, 4T D7 T AOERINEZEHNRA TV 27 M E2RTH 2R UE T, inHierarchical 73 true @
LElE, #7727 MZFREENET,

BREX

<xs:element name="configResolveClass" type="configResolveClass"
substitutionGroup="externalMethod" />
<xs:complexType name="configResolveClass" mixed="true">
<xs:all>
<xs:element name="inFilter" type="filterFilter" minOccurs="0"/>
</xs:all>
<xs:attribute name="inHierarchical">
<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>
</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="classId" type="namingClassId"/>
</xs:complexType>

Ir=3: 3

<xs:element name="configResolveClass" type="configResolveClass"
substitutionGroup="externalMethod" />
<xs:complexType name="configResolveClass" mixed="true">
<xs:all>
<xs:element name="outConfigs" type="configSet" minOccurs="0"/>
</xs:all>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>
<xs:attribute name="classId" type="namingClassId"/>
</xs:complexType>

Bl
R

<configResolveClass
cookie="<real cookie>"
classId="pkiEp"
inHierarchical="false">
<inFilter>
</inFilter>
</configResolveClass>
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<configResolveClass
cookie="<real cookie>"
commCookie="11/15/0/2a5b"
srcExtSys="10.193.33.120"
destExtSys="10.193.33.120"
srcSvce="sam_extXMLApi"
destSvc="mgmt-controller dme
response="yes"
classId="pkiEp">
<outConfigs>
<pkiEp descr=""
dn="sys/pki-ext"
intId="10037"
name=""/>
</outConfigs>
</configResolveClass>

configResolveClasses

Wz, BEDI T ADERESNIZERNRA TV 27 MR B 2R UET, inHierarchical 7 true O

BlE. A7V =7 MFREENET,

BERME

<xs:element name="configResolveClasses" type="configResolveClasses"
substitutionGroup="externalMethod" />
<xs:complexType name="configResolveClasses" mixed="true">
<xs:all>
<xs:element name="inIds" type="classIdSet" minOccurs="0"/>
</xs:all>
<xs:attribute name="inHierarchical">
<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>
</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
</xs:complexType>

<xs:element name="configResolveClasses" type="configResolveClasses"
substitutionGroup="externalMethod" />
<xs:complexType name="configResolveClasses" mixed="true">
<xs:all>
<xs:element name="outConfigs" type="configSet" minOccurs="0"/>

</xs:all>

<xs:attribute name="cookie" type="xs:string"/>

<xs:attribute name="response" type="YesOrNo"/>

<xs:attribute name="errorCode" type="xs:unsignedInt"/>

[ oL-25155-01-J
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<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>

</xs:complexType>

Bl
=R

<configResolveClasses
cookie="<real cookie>"
inHierarchical="false">
<inIds>
<Id value="computeBlade"/>
<Id value="equipmentChassis"/>
</inIds>
</configResolveClasses>

&
(ZOINEF, ARSI THET),

<configResolveClasses
cookie="<real cookie>"
response="yes">
<outConfigs>
<computeBlade
adminPower="policy"
adminState="in-service"
dn="sys/chassis-1/blade-1"

<computeBlade
adminPower="policy"
adminState="in-service"
dn="sys/chassis-1/blade-3"

<computeBlade
adminPower="policy"
adminState="in-service"
dn="sys/chassis-1/blade-5"

<computeBlade
adminPower="policy"
adminState="in-service"
dn="sys/chassis-1/blade-7".

<equipmentChassis
adminState="acknowledged"
configState="ok"

</outConfigs>
</configResolveClasses>

Yy—2x1.2
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<xs:element name="configResolveDn" type="configResolveDn"
substitutionGroup="externalMethod" />
<xs:complexType name="configResolveDn" mixed="true">
<xs:attribute name="inHierarchical">

<xs:
<xXS:
<xXS:

<xs:simpleType>

<xs:union memberTypes="xs:boolean">

<xs:simpleType>

<xs:restriction base="xs:string">
<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>

</xs:restriction>

</xs:simpleType>

</xs:union>
</xs:simpleType>
</xs:attribute>

attribute
attribute
attribute

</xs:complexType>

Ir=3: 3

name="cookie" type="xs:string"/>
name="response" type="YesOrNo"/>
name="dn" type="referenceObject"/>

<xs:element name="configResolveDn" type="configResolveDn"
substitutionGroup="externalMethod" />
<xs:complexType name="configResolveDn" mixed="true">

<xXs:

<Xs
<xSs
<xs
<Xs
<xSs
<xs

all>

<xs:element name="outConfig" type="configConfig" minOccurs="0"/>
</xs:all>

rattribute
rattribute
rattribute
rattribute
rattribute
rattribute

</xs:complexType>

Bl
R

<configResolveDn
cookie="<real cookie>"

name="cookie" type="xs:string"/>
name="response" type="YesOrNo"/>
name="errorCode" type="xs:unsignedInt"/>
name="errorDescr" type="xs:string"/>
name="invocationResult" type="xs:string"/>
name="dn" type="referenceObject"/>

dn="vmmEp/vm-mgr-vcenterl" />

A

=]

<configResolveDn dn="vmmEp/vm-mgr-vcenterl"

cookie="<real cookie>"

commCookie="9/15/0/1c0d"
srcExtSys="10.193.34.70"
destExtSys="10.193.34.70"

srcSvc="sam extXMLApi"

destSvc="vm-mgr_dme"

[ oL-25155-01-J
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response="yes">

<outConfig>
<vmManager
adminState="enable"
descr=""
dn="vmmEp/vm-mgr-vcenterl"
fltAggr="0"

fsmDescr="AG registration with

vCenter (FSM:sam:dme:VmManagerRegisterWithVCenter)"
fsmPrev="RegisterWithVCenterRegistering"
fsmProgr="13"
fsmRmtInvErrCode="none"
fsmRmtInvErrDescr=""
fsmRmtInvRslt=""
fsmStageDescr="AG registration with

vCenter (FSM-STAGE: sam:dme:VmManagerRegisterWithVCenter:Registering)"
fsmStamp="2010-11-11T21:37:15.696"
fsmStatus="RegisterWithVCenterRegistering"
fsmTry="1"
hostName="savbu-vpod-dev-31l.cisco.com"
intId="21959"
name="vcenterl"
operState="unknown"
stateQual=""
type="vmware"
version=""/>

</outConfig>
</configResolveDn>

configResolveDns

BRMEX

WIZ. DNDY A MIOWTERNSE ATV =7 N BET 5025 LET,

<xs:element name="configResolveDns" type="configResolveDns"
substitutionGroup="externalMethod" />
<xs:complexType name="configResolveDns" mixed="true">
<xs:all>
<xs:element name="inDns" type="dnSet" minOccurs="0"/>
</xs:all>
<xs:attribute name="inHierarchical">
<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>
</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
</xs:complexType>
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<xs:element name="configResolveDns" type="configResolveDns"
substitutionGroup="externalMethod" />
<xs:complexType name="configResolveDns" mixed="true">

<xs:all>

<xs:element name="outConfigs" type="configSet" minOccurs="0"/>
<xs:element name="outUnresolved" type="dnSet" minOccurs="0"/>

</xs:all>

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>

</xs:complexType>

2Rk

<configResolveDns
cookie="<real cookie>"
inHierarchical="false">

<inDns>
<dn
<dn
<dn

value="sys/chassis-1" />
value="sys/chassis-1/blade-1/board/cpu-1" />
value="sys/chassis-1/blade-1/board/t-stats" />

</inDns>
</configResolveDns>

<configResolveDns
cookie="<real cookie>"

response="yes">
<outConfigs>
<processorUnit

arch="Xeon"

cores="4"
dn="sys/chassis-1/blade-1/board/cpu-1"
id="1"

model="1Intel (R) Xeon(R) CPU E5520 @ 2.27GHz"
operState="operable"
operability="operable"
perf="not-supported"
power="not-supported"
presence="equipped"

revision="0"

serial=""

socketDesignation="CPU1"
speed="2.266000"

stepping="5"

thermal="ok"

threads="8"

vendor="Intel (R) Corporation"
voltage="ok"/>

<equipmentChassis

adminState="acknowledged"
configState="ok"

connPath="2,B"

connStatus="A,B"

dn="sys/chassis-1"
fabricEpDn="fabric/server/chassis-1"
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fltAggr="2"
fsmDescr=""
fsmPrev="PsuPolicyConfigSuccess"
fsmProgr="100"
fsmRmtInvErrCode="none"
fsmRmtInvErrDescr=""
fsmRmtInvRslt=""
fsmStageDescr=""
fsmStamp="2009-09-13T21:34:37"
fsmStatus="nop"
fsmTry="0"
id="1"
1cTs="1969-12-31T16:00:00"
managingInst="A"
model="N20-C6508"
operQualifier="fabric-conn-problem"
operState="fabric-conn-problem"
operability="operable"
power="ok"
presence="unknown"
revision="0"
serial="F0X1252GG84"
thermal="ok"
vendor="Cisco Systems Inc"
versionHolder="yes"/>

</outConfigs>

<outUnresolved>

<dn value="sys/chassis-1/blade-1/board/t-stats"/>
</outUnresolved>
</configResolveDns>

configResolveParent

BRMEL

WIZ, FHESHTE DN ICOWTERE A 7V =7 bOBREERSET 202 R LET,

<xs:element name="configResolveParent" type="configResolveParent"

substitutionGroup="externalMethod" />

<xs:complexType name="configResolveParent" mixed="true">

<xs:attribute name="inHierarchical">
<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>
</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="dn" type="referenceObject"/>
</xs:complexType>
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<xs:element name="configResolveParent" type="configResolveParent"
substitutionGroup="externalMethod" />
<xs:complexType name="configResolveParent" mixed="true">

<xs:all>

<xs:element name="outConfig" type="configConfig" minOccurs="0"/>

</xs:all>
<xs:attribute
<xs:attribute
<xs:attribute
<xs:attribute
<xs:attribute
<xs:attribute
</xs:complexType>

Bl
=R

<configResolveParent

cookie="<real cookie>"
inHierarchical="false"

name="cookie" type="xs:string"/>
name="response" type="YesOrNo"/>
name="errorCode" type="xs:unsignedInt"/>
name="errorDescr" type="xs:string"/>
name="invocationResult" type="xs:string"/>
name="dn" type="referenceObject"/>

dn="sys/chassis-1/blade-1/adaptor-1">

</configResolveParent>

<configResolveParent dn="sys/chassis-1/blade-1/adaptor-1"

cookie="<real cookie>"

response="yes">
<outConfig>
<computeBlade

adminPower="policy"
adminState="in-service"

assignedToDn=""

association="none"

availability="available"
availableMemory="10240"

chassisId="1"

checkPoint="discovered"

connPath="A,B"

connStatus="A,B"

descr=""

diagnostics="complete"
discovery="complete"
dn="sys/chassis-1/blade-1"

fl1tAggr="0"
fsmDescr=""
fsmFlags=""

fsmPrev="DiscoverSuccess"

fsmProgr="100"

fsmRmtInvErrCode="none"
fsmRmtInvErrDescr=""
fsmRmtInvRslt=""
fsmStageDescr=""
fsmStamp="2009-09-23T23:44:30"

fsmStatus="nop"

fsmTry="0"
intId="768052"

lc="discovered"

1cTs="1969-12-31T16:00:00"
managingInst="B"
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model="N20-B6620-1"
name=""
numOfAdaptors="1"
numOfCores="8"
numOfCpus="2"
numOfEthHostIfs="2"
numOfFcHostIfs="0"
numOfThreads="16"
operPower="off"
operQualifier=""
operState="unassociated"
operability="operable"
originalUuid="e3516842-d0a4-11dd-baad-000bab0lbfde6"
presence="equipped"
revision="0"
serial="QCI12520024"
slotId="1"
totalMemory="10240"
uuid="e3516842-d0a4-11dd-baad-000bab0lbfde"
vendor="Cisco Systems Inc"/>
</outConfig>
</configResolveParent>

configScope

WIS, BEHRRAT V=7 P EZORECHT 25EM a2 FlarmLEd,

BRMEX

<xs:element name="configScope" type="configScope" substitutionGroup="externalMethod"/>
<xs:complexType name="configScope" mixed="true">
<xs:all>
<xs:element name="inFilter" type="filterFilter" minOccurs="0"/>
</xs:all>
<xs:attribute name="inClass" type="namingClassId"/>
<xs:attribute name="inHierarchical">
<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>
</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="inRecursive">
<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>
</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="cookie" type="xs:string"/>

Cisco Virtual Network Management Center XML AP1 Y 27 LR HA F, Y)—Z 1.2
m. 0L-25155-01-J |



| £3%

Cisco VNMC XML API #* Vv FOE:EA

B3

7

Cisco VNMC XML APl »vv £ W

<xs:attribute name="response" type="YesOrNo"/>

<xs:attribute name="dn" type="referenceObject"/>

</xs:complexType>

<xs:element name="configScope" type="configScope" substitutionGroup="externalMethod"/>

<xs:complexType name="configScope" mixed="true"> <xs:all>
<xs:element name="outConfigs" type="configSet" minOccurs="0"/>

</xs:all>

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>
<xs:attribute name="dn" type="referenceObject"/>

</xs:complexType>

B3R

<configScope

dn="org-root"
cookie="<real cookie>"
inClass="orgOrgRes"
inHierarchical="false"
inRecursive="false">
<inFilter>

</inFilter>

</configScope>

<configScope dn="org-root"

cookie="<real cookie>"
commCookie="2/15/0/2a53"
srcExtSys="10.193.33.120"
destExtSys="10.193.33.120"
srcSvc="sam_extXMLApi"
destSvc="service-reg dme"
response="yes">
<outConfigs>
<orgOrgCaps
dn="org-root/org-caps"
org="512"
tenant="64"/>
<orgOrgCounts
dn="org-root/org-counter"
org="36"
tenant="7"/>
</outConfigs>

</configScope>
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eventSendHeartbeat

WIZ, BIEO®y v a UINERET 7T 4 7 THDLZ L amd AR PR ET 0 2R LET,

BREX

<xs:element name="eventSendHeartbeat" type="eventSendHeartbeat"
substitutionGroup="externalMethod" />
<xs:complexType name="eventSendHeartbeat" mixed="true">
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
</xs:complexType>

B3

<xs:element name="eventSendHeartbeat" type="eventSendHeartbeat"
substitutionGroup="externalMethod" />
<xs:complexType name="eventSendHeartbeat" mixed="true">

<xs:attribute name="outSystemTime" type="dateTime"/>

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>

<xs:attribute name="errorCode" type="xs:unsignedInt"/>

<xs:attribute name="errorDescr" type="xs:string"/>

<xs:attribute name="invocationResult" type="xs:string"/>

</xs:complexType>

1
=R

74T T 7Y r— a8 eventSubscribeApps % 7213 eventSubscribe #fEH L TA X2 h &Y
TAY T4 73 DA, Cisco VNMC I3 eventSendHeartbeat % EHHY (57 4 /L~ TiE 120 B) 122k

BELET,

<eventSendHeartbeat cookie="0/0/0/2a76"
commCookie=""
srcExtSys="0.0.0.0"
destExtSys="0.0.0.0"
srcSve=""
destSvec=""
response="yes"
outSystemTime="2010-11-12T20:38:19.630">
</eventSendHeartbeat>

eventSubscribe

WIZ, TIVT 4 T LI T AT AT 5S4 TEREZEETHHETRLET,

BRMEC

<xs:element name="eventSubscribe" type="eventSubscribe"
substitutionGroup="externalMethod" />
<xs:complexType name="eventSubscribe" mixed="true">
<xs:all>
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<xs:element name="inFilter" type="filterFilter" minOccurs="0"/>
</xs:all>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
</xs:complexType>

L

<xs:element name="eventSubscribe" type="eventSubscribe"
substitutionGroup="externalMethod" />
<xs:complexType name="eventSubscribe" mixed="true">
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>
</xs:complexType>

1
R

<eventSubscribe
cookie="<real cookie>">
<inFilter>
</inFilter>
</eventSubscribe>

S
SR E T I HERRIS A 72 L

eventSubscribeApps

WIZ, BESNTET TV r—va v DT 7T 4 BT 1 IZRT YT R 74 TEROBIZRLET, 7
FGATU N TTVr—vavid, SESERT TV r—2arhbA Xy M EZITERD29IT Cisco
VNMC v AT L&Y T A7 547 T&EJ, eventApplication TiL, ip 17 7V r— 3 (DME)
DEITSNTWAEVMDIP T RVATYT, 77478 77U — 3% Cisco VSG 02 H DA~
VEMAZRUTWMA IOV TR TA T TEET, ZOHE, ipL CiscoVSG D IP 7 RLATH HHEN
bo, FATITEHSRT S RRA 2 FTT,

BRMEX

<xs:element name="eventSubscribeApps" type="eventSubscribeApps"
substitutionGroup="externalMethod" />
<xs:complexType name="eventSubscribeApps" mixed="true">
<xs:all>
<xs:element name="inAppList" type="configSet" minOccurs="0"/>
<xs:element name="inFilter" type="filterFilter" minOccurs="0"/>
</xs:all>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
</xs:complexType>
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<xs:element name="eventSubscribeApps" type="eventSubscribeApps"
substitutionGroup="externalMethod" />
<xs:complexType name="eventSubscribeApps" mixed="true">
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>
</xs:complexType>

Bl
=R

<eventSubscribeApps

cookie="<real cookie>"

commCookie=""

srcExtSys="0.0.0.0"

destExtSys="0.0.0.0"

srcSve=""

destSvec="">

<inAppList>

<eventApplication
ip="10.193.33.101"
type="service-reg"/>
<eventApplication
ip="10.193.33.101"
type="policy-mgr"/>
<eventApplication

ip="10.193.33.101"
type="mgmt-controller"/>

</inAppList>

<inFilter>

</inFilter>

</eventSubscribeApps>

I
R LT3y, IV S T2 MR 72 L

faultAckFault

WIT, FEENLRER SN L S IHRISE 2R ET 50 2R L ET,

BRMEL

<xs:element name="faultAckFault" type="faultAckFault" substitutionGroup="externalMethod"/>
<xs:complexType name="faultAckFault" mixed="true">
<xs:attribute name="inId" type="xs:unsignedLong"/>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
</xs:complexType>
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<xs:element name="faultAckFault" type="faultAckFault" substitutionGroup="externalMethod"/>
<xs:complexType name="faultAckFault" mixed="true">

<xSs
<xXs
<Xs
<xSs
<xXs

rattribute
rattribute
rattribute
rattribute
rattribute

</xs:complexType>

Bl
R

<faultAckFault

inHierarchical="false"
cookie="<real cookie>"

inId="10120" />

<faultAckFault

cookie="<real cookie>"
commCookie="5/15/0/6c"

name="cookie" type="xs:string"/>
name="response" type="YesOrNo"/>

name="errorCode" type="xs:unsignedInt"/>

name="errorDescr" type="xs:string"/>
name="invocationResult" type="xs:string"/>

srcExtSys="10.193.33.214"
destExtSys="10.193.33.214"

srcSvc="sam_extXMLApi"

destSvc="resource-mgr_dme"

response="yes">
</faultAckFault>

faultAckFaults

WIZ, BEOEFERLES N L SICHERISE T XET 2602 L ET,

BERMEX

<xs:element name="faultAckFaults" type="faultAckFaults"
substitutionGroup="externalMethod" />
<xs:complexType name="faultAckFaults" mixed="true">

<xXs

rall>

<xs:element name="inIds" type="idSet" minOccurs="0"/>
</xs:all>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
</xs:complexType>

<xs:element name="faultAckFaults" type="faultAckFaults"
substitutionGroup="externalMethod" />
<xs:complexType name="faultAckFaults" mixed="true">

<xSs
<Xs
<xSs
<xSs
<Xs

rattribute
rattribute
rattribute
rattribute
rattribute

name="cookie" type="xs:string"/>
name="response" type="YesOrNo"/>
name="errorCode" type="xs:unsignedInt"/>
name="errorDescr" type="xs:string"/>

name="invocationResult" type="xs:string"/>
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Cisco Virtual Network Management Center XML AP Y27 LYX A4 F, YU—ZX1.2 |



$3%F Cisco VNMC XML APl A Vv FOHH |

W Cisco VNMC XML APl #V ¥ F

</xs:complexType>

Bl
=R

<faultAckFaults
cookie="<real cookie>">
<inIds>
<id value="10656"/>
<id value="10660"/>
</inIds>
</faultAckFaults>

<faultAckFaults
cookie="<real cookie>"
commCookie="11/15/0/505"
srcExtSys="10.193.34.70"
destExtSys="10.193.34.70"
srcSvc="sam extXMLApi"
destSvc="mgmt-controller dme"
response="yes">

</faultAckFaults>

faultResolveFault

WIZ, BEENRRINT L ZIREEFEET L0 2R LET,

BRMEX

<xs:element name="faultResolveFault" type="faultResolveFault"
substitutionGroup="externalMethod" />
<xs:complexType name="faultResolveFault" mixed="true">
<xs:attribute name="inId" type="xs:unsignedLong"/>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
</xs:complexType>

<xs:element name="faultResolveFault" type="faultResolveFault"
substitutionGroup="externalMethod" />
<xs:complexType name="faultResolveFault" mixed="true">
<xs:all>
<xs:element name="outFault" type="configConfig" minOccurs="0"/>
</xs:all>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>
</xs:complexType>
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<faultResolveFault
inHierarchical="false"
cookie="<real cookie>"
inId="10120" />

Y-S

(=)

<faultResolveFault

cookie="<real cookie>"

commCookie="5/15/0/6a"

srcExtSys="10.193.33.214"

destExtSys="10.193.33.214"

srcSvc="sam_extXMLApi"

destSvc="resource-mgr_dme"

response="yes">

<outFault>

<faultInst

ack="yes"
cause="empty-pool"
changeSet=""
code="F0135"
created="2010-11-19T11:02:41.568"
descr="Virtual Security Gateway pool default is empty"
dn="org-root/fwpool-default/fault-F0135"
highestSeverity="minor"
id="10120"
lastTransition="2010-11-19T11:02:41.568"
le=""
occur="1"
origSeverity="minor"
prevSeverity="minor"
rule="fw-pool-empty"
severity="minor"
tags=""
type="equipment" />

</outFault>

</faultResolveFault>

loggingSyncOcns

Wiz, DME 2264 X 1D B+ 262~ LET,

BRMEL

<xs:element name="loggingSyncOcns" type="loggingSyncOcns"
substitutionGroup="externalMethod" />
<xs:complexType name="loggingSyncOcns" mixed="true">
<xs:attribute name="inFromOrZero" type="xs:unsignedLong"/>
<xs:attribute name="inToOrZero" type="xs:unsignedLong"/>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
</xs:complexType>
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<xs:element name="loggingSyncOcns" type="loggingSyncOcns"
substitutionGroup="externalMethod" />
<xs:complexType name="loggingSyncOcns" mixed="true">
<xs:all>
<xs:element name="outStimuli" type="MethodSet" minOccurs="0"/>
</xs:all>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>
</xs:complexType>

Bl
=R

<loggingSyncOcns
cookie="<real cookie>"
inFromOrZero="0"
inToOrZero="4567000"/>

B

(=)

AXFIDDY R B,

methodVessel

WIT, H—0D~A u— FZE$ D configMoChangeEvent % &&e/N v F A X MEMOFI 2R L FE T,

BRMEL

<xs:element name="methodVessel" type="methodVessel" substitutionGroup="externalMethod"/>
<xs:complexType name="methodVessel" mixed="true">
<xs:all>
<xs:element name="inStimuli" type="MethodSet" minOccurs="0"/>
</xs:all>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
</xs:complexType>

<xs:element name="methodVessel" type="methodVessel" substitutionGroup="externalMethod"/>
<xs:complexType name="methodVessel" mixed="true">
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>
</xs:complexType>
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<methodVessel
cookie=""
commCookie=""
srcExtSys="10.193.77.66"
destExtSys="10.193.77.66"
srcSve="resource-mgr_dme"
destSvc="sam extXMLApi">
<inStimuli>
<configMoChangeEvent
cookie=""
commCookie=""
srcExtSys="10.193.77.66"
destExtSys="10.193.77.66"
srcSvc="resource-mgr_dme"
destSvc="sam extXMLApi"
inEid="434920">
<inConfig>
<resstateNormalizedHealthState
dn="fw/inst-1010/normalized-health-state"
operState="config"
status="modified"/>
</inConfig>
</configMoChangeEvent>

<configMoChangeEvent
cookie=""
commCookie=""
srcExtSys="10.193.77.66"
destExtSys="10.193.77.66"
srcSve="resource-mgr_dme"
destSvc="sam extXMLApi"
inEid="434921">
<inConfig>
<fwComputeFirewall
configState="applying"
dn="org-root/org-tenant d3337/org-dcl/cfw-vsn-d3340"
status="modified"/>
</inConfig>
</configMoChangeEvent>

<configMoChangeEvent
cookie=""
commCookie=""
srcExtSys="10.193.77.66"
destExtSys="10.193.77.66"
srcSvc="resource-mgr_dme"
destSvc="sam extXMLApi"
inEid="434922">
<inConfig>
<faultlInst
dn="org-root/org-tenant d3337/org-dcl/cfw-vsn-d3340/fault-F0117"
lc="flapping, soaking-clear"
status="modified"/>
</inConfig>
</configMoChangeEvent>
</inStimuli>
</methodVessel>
Event (10:32:2:807):
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<methodVessel

cookie=""

commCookie=""

srcExtSys="10.193.77.66"

destExtSys="10.193.77.66"

srcSvc="resource-mgr_dme"

destSvc="sam extXMLApi">
<inStimuli>

<configMoChangeEvent
cookie=""
commCookie=""
srcExtSys="10.193.77.66"
destExtSys="10.193.77.66"
srcSvce="resource-mgr_dme"
destSvc="sam extXMLApi"
inEid="434923">

<inConfig>
<eventLog
dn="event-log"
size="1412"
status="modified"/>
</inConfig>

</configMoChangeEvent>

<configMoChangeEvent

cookie=""

commCookie=""

srcExtSys="10.193.77.66"

destExtSys="10.193.77.66"

srcSvc="resource-mgr_dme"

destSvc="sam extXMLApi"

inEid="434924">

<inConfig>

<eventRecord
affected="fw/inst-1009"
cause="transition"
changeSet=""
code="E4194509"
created="2010-11-19T18:32:02.622"
descr="[FSM:STAGE : REMOTE-ERROR] :
unspecified Message:

dn="event-log/83081"
id="83081"
ind="state-transition"
severity="info"
status="created"
trig="special"
txId="219376"
user="internal"/>

</inConfig>
</configMoChangeEvent>
</inStimuli>
</methodvVessel>
<methodVessel
cookie=""
commCookie=""

srcExtSys="10.193.77.66"
destExtSys="10.193.77.66"
srcSvc="resource-mgr_dme"
destSvc="sam extXMLApi">

WRONG STATE:Result:
(sam:dme:FwInstanceAssociate:configPA)"

not-applicable Code:

Yy—2x1.2
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<inStimuli>
<configMoChangeEvent
cookie=""
commCookie=""
srcExtSys="10.193.77.66"
destExtSys="10.193.77.66"
srcSvc="resource-mgr_dme"
destSvc="sam extXMLApi"
inEid="434925">
<inConfig>
<resstateNormalizedHealthState
dn="fw/inst-1010/normalized-health-state"
operState="config-failure"
status="modified"/>
</inConfig>
</configMoChangeEvent>

<configMoChangeEvent
cookie=""
commCookie=""
srcExtSys="10.193.77.66"
destExtSys="10.193.77.66"
srcSvc="resource-mgr_dme"
destSvc="sam extXMLApi"
inEid="434926">
<inConfig>
<fwComputeFirewall
configState="failed-to-apply"
dn="org-root/org-tenant d3337/org-dcl/cfw-vsn-d3340"
status="modified" />
</inConfig>
</configMoChangeEvent>

<configMoChangeEvent
cookie=""
commCookie=""
srcExtSys="10.193.77.66"
destExtSys="10.193.77.66"
srcSvc="resource-mgr_dme"
destSvc="sam extXMLApi"
inEid="434927">
<inConfig>
<faultInst
dn="org-root/org-tenant d3337/org-dcl/cfw-vsn-d3340/fault-F0117"
lastTransition="2010-11-19T18:32:02.680"
lc="flapping"
status="modified"/>
</inConfig>
</configMoChangeEvent>
</inStimuli>
</methodVessel>

orgResolveElements

ZOFITIE, BESNEDNNT, 72— 74 WX 388t 77 RRE S,
# (73 TR THEBENEERNSEL 7/ FEARBRENET,

Z® DN ZEHOMBEN WA IE. ZZo~ v FRRENET, 20 DN 28N H 25513, 5 €
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inHierarchical H true DAL, — BT 5T _XCOFT T V27 bEZOTFHRPEEINET, false D
B, —EHT ATV FETRIEINET, inSingleLevel B true DIGA X, MRFBEIHME L~ T
EIELET, false DAL, THBEEZEDET,

BERME

<xs:element name="orgResolveElements" type="orgResolveElements"
substitutionGroup="externalMethod" />
<xs:complexType name="orgResolveElements" mixed="true">
<xs:all>
<xs:element name="inFilter" type="filterFilter" minOccurs="0"/>
</xs:all>
<xs:attribute name="inClass" type="namingClassId"/>
<xs:attribute name="inSingleLevel">
<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>
</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="inHierarchical">
<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>
</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="dn" type="referenceObject"/>
</xs:complexType>

L

<xs:element name="orgResolveElements" type="orgResolveElements"
substitutionGroup="externalMethod" />
<xs:complexType name="orgResolveElements" mixed="true">
<xs:all>
<xs:element name="outConfigs" type="configMap" minOccurs="0">
<xs:unique name="unique map key 5">
<xs:selector xpath="pair"/>
<xs:field xpath="@key"/>
</xs:unique>
</xs:element>
</xs:all>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>
<xs:attribute name="dn" type="referenceObject"/>
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</xs:complexType>

R

<orgResolveElements
dn="org-root/org-Cola"
cookie="<real cookie>"
commCookie="7/15/0/19"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam_extXMLApi"
destSvec="policy-mgr dme"
inClass="policyPolicySet"
inSingleLevel="no"
inHierarchical="no">
<inFilter>
</inFilter>

</orgResolveElements>

<orgResolveElements
dn="org-root/org-Cola"
cookie="<real cookie>"
commCookie="7/15/0/19"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam_extXMLApi"
destSvc="policy-mgr dme"
response="yes"
errorCode="0"
errorDescr="">

<outConfigs>
<pair key="pset-default">
<policyPolicySet

adminState="enabled"
descr="The default Policy Set"
dn="org-root/pset-default"
intId="10082"
name="default"/>

</pair>

<pair key="pset-myPolicySet3">
<policyPolicySet
adminState="enabled"
descr=""

dn="org-root/org-Cola/pset-myPolicySet3"

intId="12289"
name="myPolicySet3" />

</pair>

<pair key="pset-policySetSanity">
<policyPolicySet
adminState="enabled"
descr=""

dn="org-root/org-Cola/pset-policySetSanity"

intId="24627"
name="policySetSanity"/>
</pair>
<pair key="pset-pci compliance f">
<policyPolicySet
adminState="enabled"
descr=""

Cisco VNMC XML APl »vv £ W
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dn="org-root/pset-pci compliance f"
intId="24539"
name="pci compliance f"/>

</pair>
<pair key="pset-pci compliance h">
<policyPolicySet

adminState="enabled"
descr=""
dn="org-root/pset-pci compliance h"
intId="24541"
name="pci compliance h"/>
</pair>
</outConfigs>
</orgResolveElements>

orgResolvelnScope

WIT, AT LN, 4T 5 DN #HE Ok & Bl (7 ay) 22— E THIRMICHERT 25
ZRLUET, SRR VWEAIT, Z0o~y THRENET, MR HE2BE1F. Feshizs 72k
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GE)  inSingleLevel 7 false DG, BN, r—F FTo L7 MY EFTHRESNET,

BREX

<xs:element name="orgResolveInScope" type="orgResolvelInScope"
substitutionGroup="externalMethod" />
<xs:complexType name="orgResolvelInScope" mixed="true">
<xs:all>
<xs:element name="inFilter" type="filterFilter" minOccurs="0"/>
</xs:all>
<xs:attribute name="inClass" type="namingClassId"/>
<xs:attribute name="inSingleLevel">
<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>
</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="inHierarchical">
<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>
</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
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<xs:attribute name="dn" type="referenceObject"/>
</xs:complexType>

L

<xs:element name="orgResolveInScope" type="orgResolveInScope"
substitutionGroup="externalMethod" />
<xs:complexType name="orgResolveInScope" mixed="true">
<xs:all>
<xs:element name="outConfigs" type="configMap" minOccurs="0">
<xs:unique name="unique map key 6">
<xs:selector xpath="pair"/>
<xs:field xpath="Q@key"/>
</xs:unique>
</xs:element>
</xs:all>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>
<xs:attribute name="dn" type="referenceObject"/>
</xs:complexType>

1
R

<orgResolveInScope
cookie="<real cookie>"
dn="org-root/org-Cola"
inClass="policyVirtualNetworkServiceProfile"
inHierarchical="true"
InSinglelevel="false" >
<inFilter>
<eq class="policyVirtualNetworkServiceProfile"
property="name"
value="spsanity" />
</inFilter>
</orgResolveInScope>

<orgResolveInScope

dn="org-root/org-Cola"

cookie="<real cookie>"

commCookie="7/15/0/1c35"

srcExtSys="10.193.34.70"

destExtSys="10.193.34.70"

srcSvc="sam_extXMLApi"

destSve="policy-mgr dme"

response="yes">

<outConfigs>

<pair key="vnsp-spsanity">
<policyVirtualNetworkServiceProfile

childAction="deleteNonPresent"
descr=""
dn="org-root/org-Cola/vnsp-spsanity"
intId="82018"
name="spsanity"
policySetNameRef="policySetSanity"
vnspId="41">
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<policyVnspAVPair
childAction="deleteNonPresent"
descr=""
id="1"
intId="82019"
name=""

rn="vnsp-avp-1">

<policyAttributeValue
childAction="deleteNonPresent"
id="1"
rn="attr-vall"
value="DEV"/>

<policyAttributeDesignator
attrName="dept"
childAction="deleteNonPresent"
rn="attr-ref"/>

</policyVnspAVPair>

</policyVirtualNetworkServiceProfile>
</pair>
</outConfigs>
</orgResolveInScope>

orgResolvelLogicalParents

ZOBNE, AT AN FE S DN ZROMB B AL —F T4 L7 P ETED L ITHR
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BRMEC

<xs:element name="orgResolvelogicalParents" type="orgResolvelogicalParents"

substitutionGroup="externalMethod" />

<xs:complexType name="orgResolveLogicalParents" mixed="true">

<xs:attribute name="inSingleLevel">
<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>

<xs:restriction base="xs:string">
<xs:enumeration value="no"/>

<xs:enumeration value="yes"/>

</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="inHierarchical">
<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>

<xs:restriction base="xs:string">
<xs:enumeration value="no"/>

<xs:enumeration value="yes"/>

</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>

</xs:attribute>

<xs:attribute name="cookie" type="xs:string"/>

<xs:attribute name="response" type="YesOrNo"/>

<xs:attribute
</xs:complexType>

name="dn" type="referenceObject"/>
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<xs:element name="orgResolveLogicalParents" type="orgResolveLogicalParents"
substitutionGroup="externalMethod" />

<xs:complexType name="orgResolvelogicalParents" mixed="true">

<xXs

rall>

<xs:element name="outConfigs" type="configMap" minOccurs="0">
<xs:unique name="unique map key 7">

<xs:selector xpath="pair"/>
<xs:field xpath="Q@key"/>

</xs:unique>
</xs:element>
</xs:all>

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>
<xs:attribute name="dn" type="referenceObject"/>

</xs:complexType>

Bl
=R

<orgResolvelogi

calParents

dn="org-root/org-Cisco/org-HR/zone-clients"
cookie="<real cookie>"
commCookie="7/15/0/12"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"

srcSvc="sam extXMLApi"
destSvc="policy-mgr dme"

inSingleLevel="no"

inHierarchical="no">

</orgResolveLogicalParents>

<orgResolvelogicalParents

dn="org-root/org-Cisco/org-HR/zone-clients"
cookie="<real cookie>"
commCookie="7/15/0/12"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam_extXMLApi"
destSve="policy-mgr dme"
response="yes"
errorCode="0"
errorDescr="">
<outConfigs>
<pair key="org-root/org-Cisco/zone-clients">
<policyZone
descr=""
dn="org-root/org-Cisco/zone-clients"
intId="24841"
name="clients"/>
</pair>
</outConfigs>

</orgResolvelLogicalParents>
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policyEstimatelmpact

BREX
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<!--
- Method: policy:EstimateImpact
-—>
<xs:element name="policyEstimateImpact" type="policyEstimateImpact"
substitutionGroup="externalMethod" />

<xs:complexType name="policyEstimateImpact" mixed="true">
<xs:all>
<xs:element name="inConfig" type="configConfig" minOccurs="0"/>
</xs:all>

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>

</xs:complexType>

<l--
- Method: policyEstimateImpact
-—>
<xs:element name="policyEstimateImpact" type="policyEstimateImpact"
substitutionGroup="externalMethod" />

<xs:complexType name="policyEstimateImpact" mixed="true">
<xs:all>
<xs:element name="outImpactedMoSet" type="configMap" minOccurs="0">
<xs:unique name="unique map key 8">
<xs:selector xpath="pair"/>
<xs:field xpath="Q@key"/>
</xs:unique>
</xs:element>
</xs:all>

<xs:attribute name="outDeleteAllowed">
<xs:simpleType>
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<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>
</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>
</xs:attribute>

<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="errorCode" type="xs:unsignedInt"/>
<xs:attribute name="errorDescr" type="xs:string"/>
<xs:attribute name="invocationResult" type="xs:string"/>

</xs:complexType>

Bl
=R

<policyEstimateImpact

cookie="1309385844/5d9899e6-5b5b-4ab0-bl2c-cb6e50b5a7db"
commCookie="7/12/0/1d18"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam_extXMLApi"
destSvc="policy-mgr dme">

<inConfig>

<policyRuleBasedPolicy

dn="org-root/org-tenant0/pset-myPolicySetl"

status="deleted,modified"/>

</inConfig>
</policyEstimateImpact>

<policyEstimateImpact
cookie="1309385844/5d9899e6-5b5b-4ab0-bl2c-cb6e50b5a7db"
commCookie="7/12/0/1d18"

srcExtSys="10.193.33.221"

destExtSys="10.193.33.221"

srcSvc="sam_extXMLApi"

destSvec="policy-mgr dme"

response="yes"

errorCode="0"

errorDescr=""
outDeleteAllowed="yes">
<outImpactedMoSet>

<pair key="org-root/org-tenant0/vnsp-VNSP1">
<policyVirtualNetworkServiceProfile
descr=""
dn="org-root/org-tenant0/vnsp-VNSP1"
intId="40930"
name="VNSP1"
policySetNameRef="myPolicySetl"
vnspld="17"/>

</pair>
</outImpactedMoSet>

</policyEstimateImpact>
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poolResolvelnScope
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<xs:element name="poolResolveInScope" type="poolResolveInScope"
substitutionGroup="externalMethod" />
<xs:complexType name="poolResolveInScope" mixed="true">
<xs:all>
<xs:element name="inFilter" type="filterFilter" minOccurs="0"/>
</xs:all>
<xs:attribute name="inClass" type="namingClassId"/>
<xs:attribute name="inSingleLevel">
<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>
</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="inHierarchical">
<xs:simpleType>
<xs:union memberTypes="xs:boolean">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="no"/>
<xs:enumeration value="yes"/>
</xs:restriction>
</xs:simpleType>
</xs:union>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="cookie" type="xs:string"/>
<xs:attribute name="response" type="YesOrNo"/>
<xs:attribute name="dn" type="referenceObject"/>
</xs:complexType>

L

<xs:element name="poolResolveInScope" type="poolResolveInScope"
substitutionGroup="externalMethod" />
<xs:complexType name="poolResolveInScope" mixed="true">
<xs:all>
<xs:element name="outConfigs" type="configMap" minOccurs="0">
<xs:unique name="unique map key 9">
<xs:selector xpath="pair"/>
<xs:field xpath="@key"/>
</xs:unique>
</xs:element>
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</xs:all>

<xs
<xs
<xs
<xs
<xs
<xs
</xs:co

2R

<poolResolvelInsS

rattribute
rattribute
rattribute
rattribute
rattribute
rattribute
mplexType>

cope

name="cookie" type="xs:string"/>
name="response" type="YesOrNo"/>

Cisco VNMC XML API » Vv F

name="errorCode" type="xs:unsignedInt"/>

name="errorDescr" type="xs:string"/>

name="invocationResult" type="xs:string"/>

name="dn" type="referenceObject"/>

dn="org-root/org-Cisco"

cookie="<real cookie>"

class=fwPool />

<poolResolveInS

cope

dn="org-root/org-Cisco"

cookie="<real cookie>"

commCookie="5/15/0/5bf"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"

srcSvc="sam_extXMLApi"

destSvc="resource-mgr_dme"

response="yes">

<outConfigs>
<pair key="fwpool-default">

<fwPool

assigned="0"

descr="Default Pool of Virtual Security Gateway

dn="org-root/fwpool-default"

fltAggr="65536"

</pair>
</poolResolveln

id="1"

intId="10065"
name="default"

size="0"/>

Scope>

resources"
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