o
CISCO.

Cisco Fabric Manager Web Services 7045 35 =
v 4k
Cisco Fabric Manager Web Services Programming Guide

Cisco MDS NX-OS ') 1J—X 4.2(0)
Cisco MDS 9000 FabricWware ') 1) —X 4.x
2009 £ 7 A

Text Part Number: OL-19780-01-J



[(ER] JROBREZERICHEDZAIC. REEDFEE
(www.cisco.com/jp/go/safety_warning/) # B £,

ABE, KELAAVATFLXRETREX1 A2 FOSENRTT,
YOOERICSOEFELTIE. BAERBEN AT, XERICT7Y T
TFT—rRBY, YO EDR—CHBE | EEINTVWIBALRH
UEFTEHETTERIES,
HCETHSENMRELYFETOT, EXBRABRICONTITXREY
A DX AV LESRLIEEEL,

T, BRFORRBIZOVTIE, BHRFT/SA—FF— FE, ¥
HBYBFCTHERELLES,

IOV =2 TIVCEBMEN TV D kkR KOG T T 2 FHiE, TERLICEAEINDIZLNHY £, ZOV=a 7 MCREBENTWHRBL, H#, X OHLEHE
IE, TRCE#THLEZZTHETR, WRHTONABRH ThHIL, —UORIEDOE LA ADRNEOL LET, ZOv=a 7 VIREINTH L RGO HIL, T
Ta—FRIOEEITL Y 7,

HBRGHD Y 7 N =T T4 AR L ORERGEL, B IR Sz Tnformation Packet)IZFldk S ATV E T, AT SN TOARWE AR ARSI THEE L 2 S0,

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public
domain version of the UNIX operating system.All rights reserved.Copyright © 1981, Regents of the University of California.

CZRREENTHAMOWDRAHFEC S LT, FHOTRTOY=a 7 VBLOY 7 =T E, BELEDT BUkoEE) L LURishES, Y A2 27
ARBIOZNOEIT, FESEOMRGE, F5F B~ OUEILOMRGE, 8 XOHEMZRE LRV LICBT 2R, H25VIXBEEEER, /4, BEMEITIC L > THAET DR
FEZIIU D ET S, BURENTEFBURES N —UORIEOFTEZADRVWED L LET,

W DBEICBNTEH, YAAVAT ARBIOZOMWRBE L, ZO~=a 7 VOBHEIIEH TE AN LICL > TRET DHIBEOBESCT — 4 OBEZ T LD &
T 5. BN, IRAEM, IR, &5 WVITRKREFICONT, HHPDLAREEN Y A2V AT AXETZZOMBF ML SN TV TH, ZNHICxT 2 HLE2 W&
blanbor LET,

CCDE, CCSI, CCENT, Cisco Eos, Cisco HealthPresence, the Cisco logo, Cisco Lumin, Cisco Nexus, Cisco Nurse Connect, Cisco Stackpower, Cisco StadiumVision,
Cisco TelePresence, Cisco WebEx, DCE, and Welcome to the Human Network are trademarks; Changing the Way We Work, Live, Play, and Learn and Cisco Store are
service marks; and Access Registrar, Aironet, AsyncOS, Bringing the Meeting To You, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, CCVP, Cisco, the
Cisco Certified Internetwork Expert logo, Cisco I0S, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity, Collaboration Without
Limitation, EtherFast, EtherSwitch, Event Center, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient, I0S, iPhone, iQuick Study,
IronPort, the IronPort logo, LightStream, Linksys, MediaTone, MeetingPlace, MeetingPlace Chime Sound, MGX, Networkers, Networking Academy, Network Registrar,
PCNow, PIX, PowerPanels, ProConnect, ScriptShare, SenderBase, SMARTnet, Spectrum Expert, StackWise, The Fastest Way to Increase Your Internet Quotient,
TransPath, WebEx, and the WebEx logo are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or website are the property of their respective owners. The use of the word partner does not imply a partnership relationship
between Cisco and any other company. (0903R)

ZOV=aT VTHEHALTWS IP 7 RLAE, EBEOT RLRAZRTHOTEHY A, v=2T7 VHNOH, o~ R, BLORIE, #HOAZEZHAE LTHER
SNTWET, BAOPIZEREOT RLAREH I TV L LThH, ZIUIBERMZRLOTIEARL, MRO—BIcL5b0TT,

Cisco Fabric Manager Web Services 7’2 2" 7 I > 2" 1 F
© 2009 Cisco Systems, Inc.
All rights reserved.

Copyright © 2009-2010, ¥ A 2 ¥ 27 A X & [ E4L .
All rights reserved.


www.cisco.com/jp/go/safety_warning/

cHAPTER 1

CHAPTER 2

CONTENTS

eSS UEE S W1k ix

FLCHIC xi

MERHE Xi
TZaT7ILDER Xi
=ik Xi
BE&E Xii
Jyy—x /—F xii
HERIRE S L UVRLHER xii
M ER xiii
N—FDxz7 AR L= 3 xiii
VYIRITTDA VR =WV ETYTTL—F xiii
Cisco Fabric Manager  xiii
AV RSIA AV —T (R Xiv
ATV R A=Y Ry bI)—F VT H—EXR OV T4 FaL—2 32 A
N Xiv
SIS a—TF4oTEEVYTFLUR xiv
RZATILDAFAEBSLUVTIZAIL YR—+ Xiv

Web Services DI E 1-1

Fabric Manager Web Services 21

Fabric Manager Web Services Dl £ 21
Web Services D114k 21
XML 22
SOAP 22
HTTP/HTTPS 22
WSDL 22
Logon #—E X 222
requestToken 2-2
validateToken 2-3
HEEFEIE =2 > 2-3
IdentityManager 23
San Service 24

[ oL-19780-01-J

Cisco Fabric Manager Web Services 755229 4 F



W Contents

Service Endpoint Interface (SEI) 24

AV R 2-4
getFabrics 24
getFabricBylP  2-4
getFabricByKey 2-5
getFabricBySwitchKey  2-5
getSwitchesByFabric  2-5
getSwitch 25
getSwitchByKey  2-6
getSwitchIPByName  2-6
getSwitchIPByKey  2-6
getNeighborSwitches  2-7
getVsans  2-7
getVsan 27
getlsls  2-8
discoverFabric  2-8
manageFabric  2-8
unManageFabric 29
closeFabric 29
purgeFabric 29
getEndports  2-10
getEnclosures 210
getEndPortByKey  2-10
getEndPortAttachedToSw 211
getEnclosureByName  2-11
getEnclosureByKey  2-11
getEnclosureByPWwn  2-12
updateEnclosure 212
updateEndportEnclosure  2-12
getHosts  2-13
getHost  2-13
getHostByFabric  2-13
getStorages 213
getStorageByFabric 214
getHostPorts 2114
getDomainld  2-14
getVsanlp 215
getVsanDomains  2-15
getlvrEnfZoneSetName  2-15
getlvrEnfZoneSetNumber  2-16

Cisco Fabric Manager Web Services 7R45 353224 HA K
0L-19780-01-J |




getlvrEnfZoneSetActivateTime  2-16
getlvrEnfZoneSet  2-16
getlvrActiveZonesetChecksum 217
getAliases  2-17

useFcAlias  2-17

getEnfZoneSet  2-18
getEnfZoneSetName 218
getEnfZoneSetName  2-18
getFCAliases 219
getFCAliasesByVsan  2-19
getCFS 219

getCFSBySwitch  2-19
getFcipProfiles  2-20
getFcipProfilesBySwitch  2-20
getFcipTunnels  2-20
getFcipTunnelsBySwitch  2-21
getFcipTunnelErrors  2-21
getFcipTunnelErrorsBySwitch  2-21
getFcipTunnelErrorsBySwitch  2-22
getZoneMode 222
getZoneModeByVsan 222
getZoneAttributes  2-23
getZoneAttributesByVsan  2-23
getSwitchPorts  2-23
islVREnabled 2-23
getSwitchDateAndTime  2-24

Cluster WS : SEI 2-24
AUy K 2-24

getSwitchesByFabricKey  2-24
getServerlpByFabricKkey  2-25
getServerlpBySwitchKey  2-25
getFabricsByServerlp  2-25
getAllServers  2-25
getFabricByEnclosureKey  2-26
getServerlpByEnclosureKey  2-26
getServerlpByVsanKey 2-26

Event WS : SEI  2-27
AUy K 2-27

isCallHomeEnabled 2-27

Contents H

[ oL-19780-01-J

Cisco Fabric Manager Web Services 755229 4 F



W Contents

getCallHomeDestProfile  2-27
getCallHomeSysInfo  2-27
getEmailMaxEntries  2-28
getEmailSetup  2-28
getSyslogServers  2-28
getSyslogMessageControl  2-28
getSyslogLoggingCfg 229

JOobraJL WS: SElI 229
AUy KR 2-29

getNtpPeers 2-29
getNtpinfo  2-29
getFspfConfig  2-30
querylnterfaceFspfConfig  2-30

X274+ WS:SEl 230
AUy K 2-30

getAaaMaxServer  2-30
getAaaMaxAppServer  2-31
isSMSCHAPRequired  2-31
getAaaSetup 2-31
getAaaAppServerGroups  2-32
getAaaServerGroups  2-32
getSnmpUsers  2-32
getlIPACLProfiles  2-32
getSSHConfig 233
getSSHEnabled  2-33
isTelnetEnabled  2-33
getPkiRsaKeys 2-33
getPkiTrustPointNames  2-34
getPkiTrustPointNames  2-34
getPkiCert  2-34
getPkiAction  2-35
getPkiTrustPoint  2-35
getFeatureControls  2-35
getlkeFailRecoveryCfg  2-35
getlkeCfgPolicies  2-36
getlkeCfglnitiators  2-36
getlkeTunnels  2-36
getlPsecGlobalCfg  2-37
getlPsecXformSets  2-37

Il Cisco Fabric Manager Web Services 7A5 5325 H4 F

0OL-19780-01-J |



Contents H

getlPsecCryptoMaps  2-37
getlfsFromCryptoMap  2-37
getlPsecTunnels  2-38

I5—a—F 2-38

INDEX

Cisco Fabric Manager Web Services 7R45 353224 HA K
| oL-19780-01-J .“



W Contents

Cisco Fabric Manager Web Services 7R45 353224 HA K
m. 0L-19780-01-J |



MRRER J UEE SN -Hae

Z Z T, Cisco MDS Fabric Manager Release 4.x Y 7 bV = 7 OFHEHE & B H S -l >\ T,
VY —Z2EHOERIZOWTHHALET, [Cisco MDS 9000 7 7 < Y Cisco Fabric Manager Web
Services 7' 27 I 27 1 R i, FERERS L OVEE SN HERERZE VAR DICEH SN ET,

ZoV Y —RA BT 5 BINEHRE R T 521X, [Cisco MDS 9000 Family Release Notes)] %2 L T
TIEEW, ZO~==27 /1%, Web %4 b Cisco MDS 9000 NX-OS Software Release Notes 7>5H AT
TEFET,

# 112, [Cisco MDS 9000 =~ 7 < Y Cisco Fabric Manager Web Services 7’7 2" 3 22" b1 Fl D%
HRER LOEE SNTHEOME L ZME LR LE T, ZORITIT, FFMEOMHRHH, L OE
EaMz ozl U —ARRINTWET,

1 Cisco MDS Fabric Manager Release 4.x O#i#fE#H & UEE Shi-#gk
EEAMZ
shi=1)
HeE GUI nZEE 7L )—R HBEIhTWAEFR
SecurityW$s NA x5 4 Web —t [4.2(1) % 2 % [Fabric Manager Web
A Services |
ProtocolWS NA Z7a k=2l Web —t 2 |4.2(1) % 2 & [Fabric Manager Web
Services |
EventWS NA A2k Web —b % |4.2(1) % 2 ¥ [Fabric Manager Web
Services |

[ oL-19780-01-J

Cisco Fabric Manager Web Services 755229 4 F


http://www.cisco.com/en/US/products/ps5989/prod_release_notes_list.html

PSS UEESn-ME |

Cisco Fabric Manager Web Services 7R45 353224 HA K
“. 0L-19780-01-J |



Z ZTiE, [Cisco MDS 9000 = 7 I V Cisco Fabric Manager Web Services 7’227 I 22" 74 F] ®
HMRFHE . W, BLORLECOWTHHLET, S5, BEEBDOAFHIECHO W THHMALE

B

R HE

TO~v==a2T7 3, CiscoMDS 9000 77 I VDA TF LAY T4 LIEZABILRT TV w7 AL
FORE LR TFEHEYTIHRBEE Ry N7 EHAFEEZNZRLE L TWHET,

=T ILDIERL

[Cisco Fabric Manager Web Services 7’2 2" 7 3 22" U1 F] OWBREITKRDO EFY TT,

= 24 ML EIL
%= Web Services D2 W 5 &=
o Fabric Manager Web Services Fabric Manager Web Services (FMWS)

Application Program Interface (APL, 77"V
r—var 7alIih Ay A —Tx4R)

T

avy ROFHATIE, ROKFTEELFEHL THET,

K= a<v FEBLOF—U— RKIIKFETRLTHET,

TEY 7 2—PREEEET D018, A XY vy 7K TRLTWET,

[ 1] By aDPOERIL, BIEATRETT,

[x|ylz] END 1 DEBIRTE ZHMFTREAR X — T — R, A0 v 3 THA, itk

TRY>TRLTWET,

[ oL-19780-01-J

Cisco Fabric Manager Web Services 755229 4 F



ZLHIc |

HAOBITE, ROKTZEZEM L THET,

screen 74 ¥ b

AA v FNFRTDHMAE v g v BLIOIERIL, screen 742 R TR L
TWET,

K=FED screen 7F v b

I—WFRAT LRTFIIER G720 IE#RIZ. KT screen 7 4+ > FT/RLT
WET,

AV Z KD screen | —VPMEERTT H5180F. 4 XV v 7RO screen 7 4 > F T/RLTW

742k £7

<> NRAT—=FROXHICHAENRWLFEE, il vz (<>) THATRLT
WET,

[] VRAFATar T MIKT AT 7 AN NOISEIE, ADy 2 THATEL
TWET,

N a— ROMEEEIZEER (1) 23R FRRE () 2581, a2

YMITHDLZLERLET,

ZDOv=aT7 VT, ROKFLEEZHEH L TWET,

GE)  THEF T, RUSHEBRRL, ZO~=aT7 VUSNOBRBER 2 L2 f{M L TWET,

ER O ZE) OBWTY, BEHEOMEEIET 2R E T 200 EEFHENTZR SN TNE

ﬁ—o

CiscoMDS 9000 7 7 S U D~==2T7 )V By ML, RO~=aTANEGEFNET, T4 T~
=2 TNV ERRTHI2IE, kO URL 1286 % Cisco MDS NX-0OS Documentation Locator ZfH L T <

ZEW,

http://www.cisco.com/en/US/docs/storage/san_switches/mds9000/roadmaps/doclocater.htm

Jy)y—xX /—+F

* [Cisco MDS 9000 Family Release Notes for Cisco MDS NX-OS Releases]

e [Cisco MDS 9000 Family Release Notes for Storage Services Interface ImagesJ
» [Cisco MDS 9000 Family Release Notes for Cisco MDS 9000 EPLD Images]

FHREH L VR LF®W

* [Regulatory Compliance and Safety Information for the Cisco MDS 9000 Family]

lu
\t
X
A
T

Cisco Fabric Manager Web Services 7A45'5
“. 0L-19780-01-J |


http://www.cisco.com/en/US/docs/storage/san_switches/mds9000/roadmaps/doclocater.htm

| EL&IS

Bt 1HH

[Cisco MDS 9000 NX-OS Hardware and Software Compatibility Information.
[Cisco MDS NX-OS Release Compatibility Matrix for Storage Service Interface Images
[Cisco MDS 9000 Family Interoperability Support Matrix]

[Cisco MDS NX-OS Release Compatibility Matrix for IBM SAN Volume Controller Software for

Cisco MDS 9000]

IN—FD)xTTF7 AR ML—3 Y

[ Cisco MDS 9500 Series Hardware Installation Guidel
[ Cisco MDS 9200 Series Hardware Installation Guidel

JYIRY9TTFDA AR M—=ILETYTHTL—FK

[ Cisco MDS 9000 Family Software Upgrade and Downgrade Guide] :
Cisco NX-0OS i

[Cisco MDS 9000 Family Storage Services Interface Image Install and Upgrade Guidel :

Cisco NX-0S []if
[Cisco MDS 9000 Family Port Analyzer Adapter Installation and Configuration Note]

Cisco Fabric Manager

[Cisco MDS 9000 Family Fabric Manager Configuration Guidel

[Cisco Fabric Manager Fundamentals Configuration Guide]

[ CiscoFabric Manager System Management Configuration Guide ]

[Cisco Fabric Manager Interfaces Configuration GuideJ

[Cisco FabricManagerFabric Configuration Guide]

[Cisco Fabric Manager Quality of Service Configuration Guide]

[ Cisco Fabric Manager Security Configuration Guidel

[Cisco Fabric Manager IP Services Configuration Guide]

[Cisco Fabric Manager Intelligent Storage Services Configuration Guide]
[Cisco FabricManagerHigh Availability and RedundancyConfiguration Guidel
Cisco MDS 9000 Fabric Manager 7> 71 >~/ 7"

Cisco MDS 9000 Fabric Manager Web Services 7> 74 >~ ~/L7°
[Cisco Fabric Manager Web Services 7’12 2" 7 3 22" b F)

Cisco Fabric Manager Web Services 7R45 353224 HA K

[ oL-19780-01-J



ZLHIc |

ARSI A A E3—T (4R
e [Cisco MDS 9000 Family CLI Configuration Guidel]

e [Cisco MDS 9000 Family Command Referencel
e [Cisco MDS 9000 Family SAN Volume Controller Configuration Guide]

ATV VR ML—O RYMTI—FV T H—EXR VT4
> & A d K
Fal—arvHALF
* [Cisco MDS 9000 Family SANTap Deployment Guide]
e [Cisco MDS 9000 Family Data Mobility Manager Configuration Guide]

» [Cisco MDS 9000 Family Storage Media Encryption Configuration Guide]

» [Cisco MDS 9000 Family Secure Erase Configuration Guide] : Cisco MDS 9500 I3 & OY 9200
Y — X

- 3 > - -~ N XS N
FSIONYaA—T4 2 TEEIVTYT7LUR
e [Cisco MDS 9000 Family Troubleshooting Guide]
e [Cisco MDS 9000 Family MIB Quick Reference]
e [Cisco MDS 9000 Family SMI-S Programming Reference]
» [Cisco MDS 9000 Family System Messages Referencel

RZATFILDAFFTEBLUVT I ZHIL YiR—F

~=a T VOANFTRFE, 7720 YR—F, FOMOFAZRERIZOWT, O URL T, f#H L5
Sid [What's New in Cisco Product Documentationl] %2 L T 7ZEV, YA aOFHHB L O%ET
MoOHER~=27 VOB RSN THET,

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

[T What's New in Cisco Product Documentation] 1% RSS 7 4 — F& L CHERTE 9, £/, V—F—
TV =y arEFERLCary Ty YRT A7 by FICEBERESNL LY ICRET A b TEE
9, RSS 7 ¢ — NiFEROH— 2 TY, VAT FHFE, RSS A= a3 20 %R —FLTHWET,

Cisco Fabric Manager Web Services 7R45 353224 HA K
m. 0L-19780-01-J |


http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

CHAPTER

Web Services D=

Cisco Fabric Manager Web Services i, Fabric Manager ® =27 V7 b7 = THEEZ ¥ — RX—F ¢ X
VHE—IZYE— R Try—Ux a— & LTAMT % Application Programming Interface (APL, 7~
Vor—var 7urIIv s A0 =74 R) ZRELET, Y7 MU =THRBEEITAPIAEHL
TxRy hU—727 %4 LT Fabric Manager Server & XG5 a2 Ea—% 77U r—a VERETE
ESSR®

Fabric Manager i1 92 &, MDS ZAA v F A XU b NT =~ A, BIOA R NI DE=
2T, MEREEEEXEZFEITCEET, 77V r— 3 if. Hyper Text Transfer Protocol
(HTTP). Hypertext Transfer Protocol Security (HTTPS). Extensible Markup Language (XML) .
Simple Object Access Protocol (SOAP). Web Services Description Language (WSDL) 72D S F X
Fp7 e han by —2EA %A LT Fabric Manager Web Services 27 7 A T& £,

Fabric Manager Web Services (X, 7 @ A7 T v b7+ — A7 #/EZ 3B L 9, Web Services I
NET 77V r—vay, CH 77U r—vary, BIUMboT w77 Iy 7S Tiikaniz7 7Y
= a v EEETTEETR, - REMOT TV r— g v LHEERAT 72012k S A
WCHEMT 2 MR H Y 9, Z D7, Fabric Manager Web Services i XML Web Services
(JAX-WS) {140 Java APL ICHEHL T 5 L E 23 Y £ 77, Fabric Manager Web Services 1%, ¥ —E X
TURFAL N 2V BRI OPIAX-WS 7 n 7707 EFA~DT L MY RA 2 kL LT IBoss
Web Service (JBoss WS) ([ZIKfFL £, 2O 7 L—A4TU—2 2LV, Fabric Manager Web Services
% Fabric Manager Server 7 ' % A LABREICHAG TEET,

[ oL-19780-01-J

Cisco Fabric Manager Web Services 7AJ 5325 A4 F i



$1%E Web Services DIEE |

Cisco Fabric Manager Web Services 7R45 353224 HA K
m. 0L-19780-01-J |



CHAPTER

Fabric Manager Web Services

Z OETIX, Fabric Manager Web Services (FMWS) @ Application Program Interface (API; 77"V
r—var TulInh A =T A) ZOWTHALET, ZOEONFT, KDOEBY TY,

« [Fabric Manager Web Services O % | (P.2-1)
e [Web Services D14 (P.2-1)

e [Logon #—t =] (P.2-2)

» [San Service] (P.2-4)

» [Service Endpoint Interface (SEI)| (P.2-4)

o XYy ) (P2-4)

e 27— a—1F) (P2-38)

Fabric Manager Web Services Ot E

Cisco Fabric Manager Web Services (FMWS) M7 2% &, +— F/3—F ¢ O~ ¥ —|% Fabric
Manager ® 27 Y7 b = THEICY E— b 7Ry =Yy a—A L LTCT7®ATEET, Web
Services £, World Wide Web 1 77 A T 7 F ¥ ZJLRE LT, Y7 MU =T B3OV 7+ T =T 7T
TV =y a R T D ke ERLEY, 77V 7 — 3 it Hyper Text Transfer Protocol
(HTTP). Hypertext Transfer Protocol Security (HTTPS). Extensible Markup Language (XML),
Simple Object Access Protocol (SOAP) DX EFIFERTr har s —2 B A2 HHA LT Web
Services {7 7 A L¥79, Web Services 1., o B—% > b _X— 2B & Web Dt b B &
HE o ET, Web Services IZ L ¥ Fabric Manager 13— % —7 A4 X 73 ADT T r—avk
RO MOV T T =T Ty b7 A= AEHAEENTE LT T,

Z ®#FTIE, Fabric Manager Web Services #E TR S 72 APl ZEHR L E T,

Web Services D{t#%

#HE D Web Services DL EEMHMAGDLINT, EXx =2V T 4, WBIE. BIXOTFT—4&2RKTHE T
HIEAEATRE/ Y T N a UL S uE T,

Cisco Fabric Manager Web Services 74553224 A4 K
[ oL-19780-01-J .m



¥ 28  Fabric Manager Web Services |

W Logon 4—Fx

XML

SOAP

XML I A v —VoWEEERT DT — XTI, XML Web Services D7 —F7 7 F vzl v,
WD TT v b 74— ACBW TR EECTHEREINAET 07 T APEEICESHCHAICEE TS
5 & 91070 9, XML Web Services 1%, )72 Web 7’1 2L (SOAP) ZfEA L T&IZIL O
BEZ Web = —HICAB L £,

Simple Object Access Protocol (SOAP) (%, Web Services ®iE{§ 7' 2 h =2/ CTF, SOAP 1%, A
=V XML JER A EZET HHHTT, SOAP OFEIEL, SESEFRBREL DON— Ry =T BLOY
Ty T Ty M7 F—AICEEINTNWDHZ ETT,

HTTP/HTTPS

WSDL

HTTP/HTTPS I3V —v 2D h TV AKR—F LA ¥ T3, HTTP/HTTPS IC XV F—XIx v hU—7
ARG TE D720, WASFIH S TWET, HTTP/HTTPS iX. 77 v b7 4+ —LIEKRFEL R
7o SN EF, 4 Fabric Manager Web Services #:/EiX HTTP/HTTPS %/ L CHEITENE T,

Web Services Description Language (WSDL) E#&iX. http://schemas.xmlsoap.org/wsdl/ 4 RijZZ[# 5>
bDON— NEFREREFFO XML XFETJ, Fabric Manager Web Services /& WSDL JtE#ffH L T,
FIA FTHEZ% Fabric Manager D /EAZ AR L+, ZOERERITIT. ¥4 7. A vt— portType.
NA T 47, =R (IO TRTILAZEMNOIMEINET) R EDOMOEROER LT D
52N TEET, WSDL X FMServer (http:/localhost/LogonWSService/LogonWS?wsdl) T/
SNET,

Logon H—E X

requestToken

LogonWS Z{£/H 3 % &, IdentityManager D #{EAS Web Service =—/v & L CHIAFEEIZZR2 D £,
LogonWS (2 XV, ROBAERFIREIZ 2D £,

ZDOAY Y RiE, SOAP A v =YD~y X —L LTETHERHD h—2 v A M) U7 HIKRLET,
Fabric Manager @ SecurityManager ZfH L T2 —¥4 L XA T— FRRFEIND &, h—7 V34
S AL. R —72 i3 expiration BT ES NI U BDHEOMAER/R Y £7°,

NG A=A
username : == —HF DL i
password : Z—HD/NAT — K

expiration : I U FPHNL DRER]

Il Cisco Fabric Manager Web Services 7A5 5325 H4 F

0OL-19780-01-J |



| 52% Fabric Manager Web Services

validateToken

Logon ¥—Ezx W

RY{E

tyvary h—r

Is—
=5 — z— [ : 201 : Web Service 14+ D ML) 72 51 %%

DAYy Rt b= OFEMEIZS U T true £7203 false 2R LET, b—27 OFDHRNEIN
TWAEEIT., false K L, ZNUANADOEEIL true ZiK L ET,

NTA—4
token: vy ayv b—2 v

RYE
7' — U # [True) (Fabric Manager 28 s —7 > &% A= 54

Is5s—
T — 22— K :201 : Web Service |4+ 02N 7255k

BSEFEIE =0 Y

Fabric Manager Web Services & 5579 572912, = —#(X LogonWS 2/ L C h—27 UV ZIG L, %
SOAP ERD A~y X — A vb—UIl b= U EIRMIT 204N H Y £7, Fabric Manager Web
Services X, LogonWS 12 & ¥ ”’%Eé}h?‘:*e 0) b=y AN U7 HRFERAL T — Y EZ ML L
T, BEF XY IV EEF2TICTHD ZHTTPS #HATHLENRH Y 7, RIZ, ~v & —
Ayt =Y ORADOFZRLET,

<?xml version="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
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<SOAP-ENV:Body>
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AYw R
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TRTOWET7 77V vy 7 DY A MERLET,
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W=7 77 U707 LA

Is—

=7 — 32— F:300: — A7 SAN ¥ — bt 2 fi4k
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RYE
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TT— 23— F:300: —i%HI7Z SAN H— & 244+
TF— 22— 1201 : Web Service B4 D LN 72514

Cisco Fabric Manager Web Services 7R45 353224 HA K
m. 0L-19780-01-J |



| 52% Fabric Manager Web Services

ryvr N

getFabricByKey
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getHosts
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RYE
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RYE
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T — 23— K :201 : Web Service #I4+ D RN 72515k

getHostByFabric
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RY{E
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getStorageByFabric
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RYE
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INTG A=A

Key : 214 vF F—
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W Ciluster WS : SEI

RYE

7 — VB

Is5—

TT— 23— F :300: —fi%xAI7 SAN H— v 24

=5 — z— R : 201 : Web Service 4+ DHELh 72 51 %%

getSwitchDateAndTime

2Ly FORALLIOHMAZIRLET,
INTA—45

Key: A4 vF F—

RYE

7 — UE

I5s—

T 7 — =— K : 400 : SnmpException

Cluster WS : SEI

Cluster WS @ Service Endpoint Interface (SEI) (X, ¥ —EADBIEZERLE T, TNHDA Y v R

X, = K 2—FicaAfEnET,
AUy R

getSwitchesByFabricKey

777Uy F—IlEHETLTNTOAS v TFHIRLET,

NS A—4
key : 777U v 7 D4

RYE
777Uy BT ONETRXTORAL v T

I5—
* 7 — =2— F : 400 : SnmpException

Il Cisco Fabric Manager Web Services 7A5 5325 H4 F

0OL-19780-01-J |



| 52% Fabric Manager Web Services

ryvr N

getServerlpByFabricKey

T777 Vw7 F—nOERY—A"OIP T FLAZIRLET,
NTA—43

key : 777V v 7 OA4TI

RYE

HF—"DIP 7 FL A

I5—

=7 — 23— F : 400 : SnmpException

getServerlpBySwitchKey

AL v F F—NLEY—NOIP T FLAZELET,
NS A—4H

key : A4 v F DL

RYE

H— D IP 7 KL A

I5—

T 7 — =— F : 400 : SnmpException

getFabricsByServerlp

P—=NIP 7 RLRBNZTZ 77V v 7 OARTEZIRLET,
NG A=A
key : IP 7 KL &

RYIE
777V v 7 DA

II5—

— 7 — =— F : 400 : SnmpException

getAllServers
DT 2TL—va DT RTOYP—"ERLET,
NS HA—4E
key :

RY{E
T=2F L= a3 DT RTOHF—A

Cisco Fabric Manager Web Services 7R4553 >4 #4 F
| oL-19780-01-J .m



H2E

Fabric Manager Web Services |

H xyyF

I5—
=7 — 22— F : 400 : SnmpException

getFabricByEnclosureKey

T X—=no777Vvr F—FRLET,
NG A—4

key : 7 v 7 D4&HI

RY{E

777V v 7 OAH

I5s—

T 7 — =— F : 400 : SnmpException

getServerlpByEnclosureKey

Ty XF—=nbYP—A_"IPT FLAZIELET,
NTA—43

key : 77 7V v 7 OA4TI

RYE

F—/3DIP T KL A

I5—

=7 — 23— F : 400 : SnmpException

getServerlpByVsanKey

VSAN ¥ —MnoH— NP 7 FULRAZIKRLET,
INSA—4
key : VSAN D4 il

RY{E
Y= "D IP T R A
Is—

T 7 — =— K : 400 : SnmpException

Il Cisco Fabric Manager Web Services 7A5 5325 H4 F

0OL-19780-01-J |



| 52% Fabric Manager Web Services

Event WS : SEI W

Event WS : SEI

Event WS @ Service Endpoint Interface (SEI) (X, ¥y —EAOBEZERZLET, ZNHDAY v K
i, =R a—HFIcAEhET,

AYw R

isCallHomeEnabled

callhome BFED T 7 7 4 N— g VIZHERSWT T —UEEZ R L ET,
NG A—4

Key : Wwnkey

RYE

7 — VB

I5—

— 7 — 22— K : 400 : SnmpException

getCallHomeDestProfile

callhome %870 7 7 A V&R L F7,
RS A=A
Key : Wwnkey

RYE

Io5—

=7 — =— [} : 400 : SnmpException

getCallHomeSyslInfo

callhome B¥REIZBIT 2 v A7 AMER AR L £,
NG A—4
Key : Wwnkey

RY{E

callhome BEREIZBI T2 o X 7 Ll #
I5—

* 7 — =2— F : 400 : SnmpException
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getEmailMaxEntries

callhome #EEDTE A —/V 7T RLA = MY O KEEZRLET,
NTA—43

Key : Wwnkey

RYE

callhome H§FEDE A —/L 7T FL A = MU O

55—

=7 — 23— F : 400 : SnmpException

getEmailSetup

callhome HBEDTE T A —L v N7 v 7HMAEE L F T,
NS HA—4H

Key : Wwnkey

RYE

callhome HEEDE T A —/V v M7 v 7

Is—

T 7 — =— F : 400 : SnmpException

getSyslogServers

Syslog ¥—/"D Y 2 F &R LET,
IR A—=4

Key : Wwnkey

RYE

Syslog —/SD ) A b

II5—

— 7 — =— F : 400 : SnmpException

getSyslogMessageControl
Syslog A vy EZ—VRED Y X FEZIRLET,
NS HA—4E
Key : Wwnkey

RYE
Syslog A v E—Y%ED U A |k
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I5—
=7 — 23— F : 400 : SnmpException

getSysloglLoggingCfg

Syslog R ¥ > VR EERELET,
NG A—4

Key : Wwnkey

RYE

Syslog FEBIEIC B4 2 5% E 1
I5—

T 7 — =— F : 400 : SnmpException

7o k3L WS : SEI

AYw R

getNtpPeers

getNtpinfo

Network Timing Protocol (NTP) B 71E#HZIK L E T,

INTA—4

Key : Wwnkey

RYE

NTP v 7 1&#

II5—

— 7 — =— K : 400 : SnmpException

NTP v 27 LA L ET,
NG A—4E
Key : Wwnkey

RYE
NTP 27 LlE®

Jorarws:sel A
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WM %205+ WS:SEl

I5—
=7 — 23— F : 400 : SnmpException

getFspfConfig

Fabric Shortest Path First (FSPF) v ha L& Ex2 KL £7,

NS A—4H

Key : Wwnkey

RYE

FSPF 7’11 b 2 L DR E
Is—

= — 22— K : 400 : SnmpException

queryinterfaceFspfConfig

FBEEIN/Z VSAN ([ZRBET D A v X —7 = A AIZB9 5 FSPF

NG A=A
Key : Wwnkey
vsanid : VSAN ®—E D 1D

RY{E

B SN VSAN O A v X —7 = A A 2845 FSPF

I5—
* 7 — 22— F : 400 : SnmpException

X2 T+ WS: SEI

AYyF

getAaaMaxServer

Authentication, Authorization, and Accounting (AAA; B3,
TN—TRIZHDHY— N2 b ORKEEERLET,

INT A=A

Key : Wwnkey

uh

REZRLET,

WA T T4 T) REDF—A
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ryvr N

RYE

AAA REDY =N Z V=T NICH DY —N = b U DR KK
I5—

T 7 — 23— K : 400 : SnmpException

getAaaMaxAppServer

TV r—vay AT D AAABREDY—/S =2 b ) ORREEZEL £,
NG A—4
Key : Wwnkey

RY{E

AAA BTEDY = T V=T RNIZH DY — = b I DIrKEK
I5—

* 7 — =2— F : 400 : SnmpException

isSMSCHAPRequired

2 — W EFEFET D DIZ Microsoft Challenge Handshake Authentication Protocol (MSCHAP) FEGEA
SALBUIENE S N T T M EEZRLET,

INT A=A

Key : Wwnkey

RYiE

2 — P EFRET H DIZ MSCHAP FBFEA I = X LBMEENE S na T 7 — /Il
I5—

=7 — 23— F : 400 : SnmpException

getAaaSetup

AAA BEZIRLET,
NG A—4

Key : Wwnkey
RY{E

AAA DFXGE

Is—

T 7 — =— F : 400 : SnmpException
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getAaaAppServerGroups

BT TN r—vary AALATDO AAA V—R T —T IR L E T,
INT A=A

Key : Wwnkey

RYiE

WEOT TV r—vay Z4T7D AAA —N T v—TF
55—

=7 — 23— F : 400 : SnmpException

getAaaServerGroups
TRTDOAAA Y =N I N—F 2 P ZRLET (P— 70— 3RC AAA 71 b 2Lz Rk
T HEBD AAA V— DR ENET),
NS HA—4H
Key : Wwnkey
RY1E
AAA =N I —F = Y
I5—

= — 22— K : 400 : SnmpException

getSnmpUsers

SNMP = —HICBF S ma R L £T,
IR A—=4

Key : Wwnkey

RYE

SNMP = — 23 % 15 iR

II5—

— 7 — =— F : 400 : SnmpException

getlIPACLProfiles

4 ~_T?D IP Access Control List (ACL; 77 &% v hu—L YR ) Far7r7 A EKRLET,
INGA—4H
Key : Wwnkey

RYE
T_RTHOIPACL a7 7 AL
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I5—
=7 — 23— F : 400 : SnmpException

getSSHConfig

Secure Shell (SSH) REMGHA KL FT,
INTA—45

Key : Wwnkey

RY{E

SSH & E 1

I5s—

T 7 — =— F : 400 : SnmpException

getSSHEnabled

SSH 3B THLNE I Mharnd 7T — I EZRLET,
NTA—43

Key : Wwnkey

RYE

SSH 3B TH L0 E I hErmd 7 —/VHE

I5—

=7 — 23— F : 400 : SnmpException

isTelnetEnabled

telnet "HEZNTHLNE I ERTT—VEEZRLET,
INSA—4

Key : Wwnkey

RYE

telnet XENTHHNE S N ERT 7T —/LE

I5—

T 7 — =— F : 400 : SnmpException

getPkiRsaKeys

PKIRSA ¥—~7 = F U ZIRLET,
INTA—4
Key : Wwnkey

ryvr N
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RYfE

PKIRSA F—~7 = K

I5—

T 7 — 22— K : 400 : SnmpException

getPkiTrustPointNames
PKI hTARRA L b DY A M ERLET,
INTA—4
Key : Wwnkey
RYE
PKI F 7 A RARA > b4 DY A b
TS5—
* 7 — =— K : 400 : SnmpException

getPkiTrustPointNames

PKI hTZARKRA L FEDU AR EIRLET,

NTA—43

Key : Wwnkey

RY{E

PKI N7 A RARA DY R |
55—

T 7 — 22— K : 400 : SnmpException

getPkiCert

PKI k72 RARA b OGEFHERHREZE L £7,
NG A—4

Key : Wwnkey

RY{E

PKI kT 2 FARA > b OFEHEHH

I5—

* 7 — =2— F : 400 : SnmpException
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ryvr N

getPkiAction

FIZARRA L FOPKIYAR—F T 273 2RLET,
NTA—43

Key : Wwnkey

RYE

FIARKRA L RO PKIYR—F 77

I5—

=7 — 23— F : 400 : SnmpException

getPkiTrustPoint

F—XTH, VRN A Y v R, BILOGERHELRDIZKT 54D Online Certificate Status Protocol
(OCSP) Y— D& H HTTP URL 2>k 415 PKI R 7 A hARA v MEWEELET,

NS FA—4

Key : Wwnkey

RY{E

PKI k7 A RaA > M
I5—

= — 22— K : 400 : SnmpException

getFeatureControls

TRCOEREAY hr— A A EZDlADAT—Z 2 &R LET,
NG A—=4

Key : Wwnkey

RYE

HHEa Y bo— A L AT —HF R

II5—

— 7 — =— F : 400 : SnmpException

getlkeFailRecoveryCfg

Internet Key Exchange (IKE; 1 > % —>% v b ¥—#1) FHEZIKLET,
INGA—45
Key : Wwnkey
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RYE
IKE &

I5—

T 7 — 22— K : 400 : SnmpException

getlkeCfgPolicies

IKE b RNV ERET DEOIERT LR o—2RLET,
IR A—=4

Key : Wwnkey

RYE

IKE b RV aRET DHOIERTHRY v—

II5—

* 7 — =— K : 400 : SnmpException

getlkeCfglnitiators

IKE f = T — ¥ REFRERLET,
INT A=A

Key : Wwnkey

RY{E

IKE A =V = — %@ EHH

55—

=7 — 23— F : 400 : SnmpException

getlkeTunnels
IKE k> Uiz LET,
INTGA—H
Key : Wwnkey
RY{E
IKE b > FL1E#
I5—

= F— 22— K : 400 : SnmpException
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getlPsecGlobalCfg

IP Security (IPsec) b FAREHHREZE L ET,
NTA—43

Key : Wwnkey

RYE

IPsec I o RV ERE#H

II5—

— 7 — =— K : 400 : SnmpException

getlPsecXformSets

IPsec NG v A7+ —A vy MEBERLET,
NS A—4H
Key : Wwnkey

RYE
IPsec N7 v A7+ —L4 &y MEH
IS5—

=7 — 2— [} : 400 : SnmpException

getlPsecCryptoMaps

IPsec cryptomap &~ b &K L £,
NS A —4

Key : Wwnkey

RY{E

IPsec cryptomap & > I

I5—

= F— 22— K : 400 : SnmpException

getlfsFromCryptoMap
IPsec cryptomap 2>5 DA V¥ —T = A A% EZRLET,
N A=4
Key : Wwnkey

RYE
IPsec cryptomap 26D A & — T = A A4

ryvr N
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Io5—

=7 — 23— F : 400 : SnmpException

getlPsecTunnels

NG A=A

Key : Wwnkey

RY{E

IPsec b ¥ /i

Is—

IPsec b > RMZBET 2 1E®RERLET,

ISR

= — 22— K : 400 : SnmpException

I>5—12—F

I>—a—F |EA

100 FE S

101 e 72 FERA

102 HEZN 7R HEMR

103 Wi h—2o

200 Web Service =7 —

201 Web Service B D M5 72 515k
202 AR AIHEZR Web Service #—
300 SAN #—/ =7 —

301 Mihre s T — F—

400 Snmp = —

201 HEZH 72514

GE)

Fabric Manager Web Services 13, — 7 =5 L —y 3 &R — M LEJ, SanWS. SecurityWsS,
ProtocolWS., EventWS, XU InventoryWS ~D ¥ —ERFRIZ LD |

TZxFL—3 g YNO®EY R

Y= T = DN EHBIICT 4 ARy FENFET, T—NT2F L= a v EFEHALTWAEE. K
DAYy RI7 27 b= a b NOFEYST L9 — NI L CEBIICHEINE YA,

SanWS:

getEnclosures()

getEndports()

getFabricByIP()

getHosts()
getStorages()

getSwitchIPByName()

getSwitches()
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5—a—r N

InventoryWsS:
getAllHbas()
getLicenseFlags()

INLDOREDA VAR AT, BREXET DI —"ERETDH7-9DIZ Cluster WS ITIKTFE L7221
WIER BN ENRH D F7,
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