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e [SNMP ~"—T =z | BLUN—T =3 2¢) (P7-2)

e [SNMP X— = 3] (P.7-2)

o [SNMP ZA v FOufEfetEm & HrfEmoEIv 4T (P.7-2)
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A A RIEICEE L TWET, L > T, SNMPv3 Y R— FENTWAHEAIEL., SNMPvl 8L

SNMPv2c IZERE L THEH L T 230,

SNMP /A—< 3> 3

SNMP /R— 3> 3 (SNMPv3) %, v b — 27 EHO 72D O AEH fJfERB#ER—Z2 D7 1 ko
NTT, XY hT—7 ETOT7 L —ADEEB IO S LEAEbESsZ X o T, T3 A~D
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o FREE: AIIRERITNOLDA v —THANE I MEHBLET,
o ERAL : RHF Y NAREARAZ ST AL, AYICFHLTONEWE I LET,
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ME, BEF 2T 4 ETAVOFTHREINDGEXF 2V T A DOLR_ATT, ¥F%F2 )74 ETAEE
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32 LFHN (A= %RLS) DAL v FOEKLEEFERE, A4 v TFOFHEFH VY THENTE
iﬁ—o
Fabric Manager Z il L T, EEEEHRE GATEHREZRET DITIE, ROFIELETLET,
AT7w7 1 [Physical Attributes] ~3 > @ [Switches] Z BB L ¥ 7, [Information] XA A A v F O ENER
SINET,
AFvFT 2 HAA vF o [Location] 7 4 —/v K& [Contact] 7 4 —/V NITEEZHELET,

ATFYFT 3 INOLOEEEREGFTHHE1X, [Apply Changes] #7 U » 7 LET, (RTESNTCWRNWEFE & FEHET
%354 1%, [Undo Changes] #7 U v 27 LET,
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Cisco NX-OS ¥ 7 F 7 = 71X RFC 3414 & RFC 3415 #EHE L T\wWEJ, ZHiZit, User-based
Security Model (USM; =2 —H#FRX—X X2 U7 4 ET/) Lr— X—2D7 7 AHHNEEH
TWEF, SNMP & CLI o r— VEHTHELSNTEY, RLHERAZEL T 7 B AMREEE L ET
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ALEbOIZRY T,

CIZTHHTAINAEIL, kDL TY,
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o [SNMPv3 £ v t&— HE S kDM (P.7-5)

o [SNMPv3 2 —HDEE D 1 —L~DEIY K T) (P.7-6)
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AES BESIER—ZRDT 54/ Y

Advanced Encryption Standard (AES) (Ix#k 572U X AT, Cisco NX-OS ¥ 7 b7 = 7,
SNMP #* v & — VBT T A"y Fu haio 1 5& LT AES 2 H L, REC 3826 (ZHEH#LL
TWET,

priv 47+ 2 > CSNMP ¥ = U 7 (kB & LT, DES £721% 128 ¥ b AES Mf (b % IR
TEET, privA 7 a % aes-128 F—7 LT E. T4 RRATU—RT 128 By B
AES F—DOARIZHEH INET, AES DT T A3y NAU— KIR/NT 8 XFTT, AT L —X%
JUTTHRANTHRET 2HE. MK 64 LFLHETEET, n—VI7A4 AN X—2ENT 2586
X, K 130 SCFEEARETE £,

GE)  SMEBD AAA Y — "%fEH LC SNMPvV3 2 5 546, S AAA Y — RO —VRETT T4 NV 7
o k@)L AES ZF5E LT, SNMP PDU % g B LT A 0LENH Y £9°,

SNMPv3 #* v t—UEES{EDERA

774/ TiX, SNMP =— Y = > hd, auth ¥—& priv ¥ —Z M L7z =2 —FRED SNMPv3 £ »
UMb B AT 5, SNMPv3 £ v & —® authNoPriv 3 £ O authPriv @ securityLevel /X7
A—HEFALET,

Fabric Manager £ L Ca2—H DA v —UHELZ @A 51003, KOFIEEZEITLET,

ATwF 1 [Switches] > [Security] DNEIZ/ER L. [Physical Attributes] 3 > ® [Users and Roles] Z R L 7,
AFwF 2 [Information] ~<A > ® [Users] ¥ 7% 27 U v 7 L, 72T I a—HFDOV A MNEFRLET,

X 7-2 [Users] % D 1—HiE4R

e aRyRIRGH
Roles CF5 | Roles |{Users | Communities | Privacy
Password ExpiryDate SSHKeyFile  5SH Key File ([bootflash: |volatie:])

Switch User Rale (not echoed)  Digest | Encryption | {eq. yyyyfmmfdd-hhimm:ss)  Configured {not echoed) Creation 1
sw172-22-46-174 |admin  [network-admin Mos  [pes False localCrader A |
sW172-22-46-174 mchinn  inetwark-admin, network-operator MoAuth |!\.IOPriv False localCreder ||
SW172-22-46-174 mdSusr  |netwaork-admin, netwaork-operator MoAuth  [NoPriv False localCreder — |
sw172-22-46-174 shaust  [network-admin MoAuth  [NoPriv False localCreder |
Sw172-22-46-220 [admin network-adrmin MDS DES False localCreder
Sw172-22-46-220 @esusr  network-admin, netwark-operator MoAuth  [NoPriv False localCreder
swi72-22-46-220 madmin  network-admin, netwark-operatar MoAuth |i\|uPriv' False localCreder
sw172-32-46-220 Mchinn  |network-admin, network-operator DS IDEs False localcreder
Sw172-22-46-220 mdSusr  |netwwork-admin, network-operator MoAuth |!\IOPriv' False localCreder
SW172-22-46-220 newusr  network-admin, netwark-operator MoAuth  [NoPriv False localCreder o
sw172-22-46-220 shaust  |network-admin, network-operator HoAuth  [NoPriv False localCreder || =F
:(w\??-??-#--??!‘l MAMEUst Inshwark-admin. neteark-oneratar Moguith  [nPriv Faler Ir\ralﬂad;rv ] §

AFvF 3 [CreateRow] #27 U v 7 LET,
[Create Users] 4 7 u /iR v 7 ANFRENET,
ATvF 4 [NewUser] 7 4 —/V RiIZa—HL4E AN LET,

AFvF 5 [Role] kry Xy Ama—0bur—L2RIRLET, Fry XU A= —00RIR LRV
B, 74— RZHLWWR—LAEANTEET, TOHE, AR>S TIoa— /L2 MU ET
DHRENHY F9,

AFwF 6 [Password] 7 4 — /L RIZ2—HDRRAT—FEANLET,
ATF9F T [Privacyl] #7 %7 Vv LET (K 73 25H),
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AFvF9

7-3 [Privacy] 4 7
EepRIEHSF S

Rales CF3 || Rales | = || Communitie

Switch [ Enforce SHMP Prwacy Encryptmn
\sw172-22-46-233
|lsw172-22-46-220
|lsw172-22-46-223
[lsw172-22-46-221
|lsw172-22-46-225
|sw172-22-46-222
|lsw172-22-46-174

1 Y 8
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[Enforce SNMP Privacy Encryption] F= v 7/ Ry 7 A% F L, BERNT 7 4 v 7 2B LET,
[Create] 7 UV w7 LTCH LW b U Z{ERLET,

Fabric Manager ZffiJl L. SNMPv3 X v &— UM bd, 3 ToOa—Ficx LT/ n— Uiz
TR, ROFIAELFETLETS,

[Logical Domains] ~X-f T [VSAN] &R L £7, Z O#E/EIL, [All VSANS] Z&IRT 585513347
TXEHA,

[Switches] > [Security] PNEIZ R L. [Physical Attributes] <X > ® [Users and Roles] ##&R L £ 77,
[Information] ~<A > C [Global] ¥ 7% 27 U v 7 LET,

[GlobalEnforcePriv] F= v 7 AR v 7 A% A A LET,
[Apply Changes] 74 2> %27 Vw7 LT, ZThODEREZRTFLET,

SNMPv3 1 —HD#EHOO—I)LADE|Y KT

GE)

2AFyvFT 1
ATFvT 2
ATFvFT 3

SNMP *j‘%/\@:h PREN LS4, SNMPV3 22—V IZEBOr—/L (Fr—7) ZEHVLETHZ
LRFRBIC /2 > CWET, HBANC SNMPV3 2 —HAE L72#% T, Z20a—HFicn— L ZBINTE %
ﬁ—o

D= lca—LZ2EYYTHZ ENTEDHDIE, v —/b network-admin IZJE T 52— 721 TI,

Fabric Manager ZffiJil L THE O r— /L &8 L2 —HF BT 5121E, ROFIEEZFEITLET,

[Switches] > [Security] DIEIZER L. [Physical Attributes] ~<-f > ® [Users and Roles] # %R L £,
[Information] XA > @ [Users] ¥ 7% 27 U » 7 L, T2 RT LS a—FDOV A MNERRALET,
[Create Row] #7 V v 7 LE T,

[Create Users] # A4 7 u /ARy 7 ANFRINET (K 7-4 258,
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ATv7 4
AFwT 5
AFv7 6
ATYTT
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7-4 [Create Users] ¥4 75Ky o R

‘1;. [SAN/Fabric v-1B5/Switches/Security/Users and Roles... @

Y¥-172.22.31.154 ~
v-185

Switches: c-186
v-158 |
sw-189 3

Mew User: | nizwllser

Password: | *# v asraaw st w

Roles:
{yisit Roles |[_] ga-net-operator

Tab First} 7] network-admin

[ netwark-operator

Digest: (3 MDS () 5HA () Mone
Encryption: (%) DES () AES () None

—Dptional
ExpiryDate: | |

{eq. yyyyfmm/dd)
SshkeyFilename: | |

([bootflash: |wolatile: Ty
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Fryv IRy 7 A&MBHLTr—LEZBIRLET,

[Digest] & [Encryption] DENZENDOAT v a v ERINLET,
(FFvay) a—FoFEPHRE, SSH¥F—D7 7 A VEE AT LET,
[Create] #7 UV v 7 LCH LWL —AEERLET,

OAZa3a=T14DEM

ATFvFT1
A7y 2

SNMPv1 3 L O SNMPv2 O —HDIFE L, FiAMI EMEITHRARY /EEZIALT 78 A 2RE
T&EEJ, RFC2576 ML T Z3 WY,

Fabric Manager Zf#f L C SNMPv] £721%Z SNMPv2c ® 23 2=7 4 A MU U 7 EERT DITIE, K
DFNEZEFETLET,

[Switches] > [Security] ®NEIZEB L. [Physical Attributes] ~2- > ® [Users and Roles] # &R L 7,
[Information] <A > ¢ [Communities] ¥ 7% 7 V v 7 L¥7,
BFOaIla=r s BRI NET (K 7-5 25H),
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ATv7 4
AFvT 5
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AFvF 7
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AFvTA1
ATvT 2
ATv7 3
ATv7 4

7-5 [Users and Roles] @ [Communities] % 7
{earpRSa

Roles CF5 | Roles Communities | Privacy

Switch Community Role

Sw172-22-46-225 newpublic network-operator A~
Sw172-22-46-220 newprivate network-admin

Sw172-22-46-224 newpublic Inetwark-operator

sw172-22-46-221 newprivate netwark-admin

Sw172-22-46-223 newprivate netwark-admin

Sw172-22-46-225 newprivate network-admin

Sw172-22-46-174 newptivate Inetwiark-admin o0
Sw172-22-46-222 newpublic netwark-operator Q
sw172-22-46-220 public Inetwark-admin g
lsW172-22-46-224 newprivate Inetwork-admin Sl N

[Create Row] #27 V v 7 LET,

[Create Community String] A 7 1 /ARy 7 ANKRRINET,

[Switch] DF = v 7 Ry 7 2% AL, 1 DU EDAA v F &2 ELET,
[Community] 7 4 —/V RiZaIa=T 4 &EANLET,

[Role] kryFX v YR Ehbu—LERIRLET,

N

(G¥) Ky 7 Zoy JAINHERIRLAEWESE, 70— L RIZHLVWe— A4 5 AT ET,
FOBE. AR TCZ o — /L2 HMUNCRET D2MLENLY 7,

[Create] 7 VU w7 LTCH LW b U Z{ERLET,

A=FT 4 A MY 2T DOHEIER

Fabric Manager #ffifli L CaIa=7 4 A MU U7 ZHIBRT DT, ROFIEEZFEITLET,

[Switches] > [Security] PNEIZ BB L. [Physical Attributes] << > ® [Users and Roles] ZE4R L £7°,
[Information] <~ > ¢ [Communities] ¥ 7% 7 U v 7 L¥7,

I+ 22 2=T 4 D&ARTEZ Vv 7 LET,

[Delete Row] #7 U w7 LCZDaIa=7 ¢ ZHIERLET,

SNMP +3 v T &A4 2 T4+— LB

KEDA R MWNHE L EZXIZSNMP v~ 2 — U x [ ZEFET 5 L 512 CiscoMDS XA v F &%
ETEFET,

WHE N7y TEREA T A — 2 E LTEET D5 EOEMERE ATT DI,
SNMP-TARGET-MIB #{#H L £4, FEMIZOWTIE, [Cisco MDS 9000 Family MIB Quick
Referencel] #ZML T EE0,

I THHATAREIT. ROLEEBY TY,
e [SNMPv2c @& D% E] (P.7-9)
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SNMP Sy Feqoo+—LEam B

o [SNMPv3 @O E] (P.7-10)

o [SNMP @&IDA % —7 Ak (P.7-10)

o lHK G2 —FDRE] (P.7-13)

o ARV ®X2 VT 4 DRE) (P7-14)
e [SNMP A <> s m7oFE-R] (P7-14)

SNMPv2c ;@& DR E

Fabric Manager #ffi /i L C SNMPv2¢c 5% ET 5121%, ROFIEEZFEITLET,

AFvF 1 [Switches] > [Events] DJIEIZFERI L. [Physical Attributes] ~2-f > ¢ [SNMP Traps] Z#R L £,
[Information] XA 2 SNMP BEIDOREN KRS NET (K 7-6 x5H),

7-6 SNMP &40

Yo gepe sBS 7

FC | other | Destinations | Security

Domain | Zone ZoneMerge | ZoneMerge | ZoneDefauk | Zone RSCN  RSCM | RSCM | FSPFMeighbor | Name
Switch Mgr RCF Rejects | Faiures SuCcesses Policy Change  Unsuppd Mode | 1LS ISRz | ELS Changes Server
sw172-22-46-224 [¥] [¥] [¥] [¥] v [¥] [¥] ] [v] [¥] [¥]
S 172-27-46-220
sw172-22-46-225
lsw172-22-46-223
s 172-22-46-221
S 172-27-46-227
swi7z-22-46-174

<] EEEIE

<=

<] =] === <]
<< === =] <]

<= ]
<< === =] <]

<] EEIEIE]E]
== =IEE] ]

<] EEE]E]

<< === =] <]

<= EEIE]E]
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AFw 7 2 [Destinations] # 7% 2 U v 7 LT, SNMP @M% & BMEZIFEH LET,
ATvF 3 [CreateRow] 7 U v 27 LT, #HLWBEHMILEERLET,
[Create Destination] %A 7 1 7R v 7 ARFRESnET (¥ 7-7 w5 H),

7-7 [Create Destinations] ¥4 7O45 KRy o R

@ ISANIFabric v-1B5/Switches/Events/SNMP Tra... [X]

185
Switches: |[¥] c-186
y-168 L.
sw-1589 B |
]
Address{Port: | 171.71.48.152/2162 | (Park: 1-65535)

Security: |vZc W I

Types: (infarm (%) trap

240473

AFvFT 4 HLWBEERET DAL v TF et iz LET,
AFYT 5 SEHEDOIPT FL AL UDP R— 2R ELET,
AFwvF 6 [trap] £721% [inform] 7> g > RE U EEIRL £,
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W SNMP +SvTEA v T+—LEH

AFvF 7
ATFvFT 8
2AFv7 9

(AFvary) ZFALTUMNERERY b TAEHOEERELET,
[Create] 7 V » 7 LT, BRLIZAAL v FICZOmELEEEMLET,
(A7 ay) [Other] 7 %27V v LT, HEOHBMIA TEAL vF LA F—T VT LET,

AT7v7 10 [Apply Changes] 74 2 %27V v 7 LT, = b ZERLET,

~
GE) AAvFiF,. A (SNMP b7 v 7BLOA 7+ —24) &, &K 10 o LicimscEx 4,
- E ﬁ
SNMPv3 B DEETE
~
(3¥)  Fabric Manager Z {5 L C, IPv4 i L 7= SNMPv3 % 3% €9 521X, [Create Destinations] &
AT IRy 7 AD [Security] Rr >y 7 XU URA 1L [v3] 2R IRLET (K 7-7 258), LEIZ
LT, AV T4—bDEA LT RN NTADfEERELET, [Create] #7 U v 7 LT, BIRL
ALy FILZ D5 EBMLUET,
~
() SNMPv3 i#& D54, SNMP v % — %X, SNMP A vt —V 2B L OMEELT 572012, &

A v F® enginelD I FS < 2 — &M H (authKey/PrivKey) ZH1-> TW\W2D Z & HHIFE éhiﬁ‘o

SNMP @& DA +—T)LiE

GE)
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