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IKE OFEHEYR— FTiE, ROBEFHFEICHEL T ZEVY,

o IKE HDGEAEFEE A 2 h—/F 2121, A4 v F ® Fully Qualified Domain Name (FQDN; 524
B RAA ) (FRAMABEIORRAAL U4) DEESNTWOILERDD T,

o IKE 2EMT5DI1%, IKE HEITIME LTRESNIZFERAEFELZT T,

Cisco Fabric Manager %274 2> 24¥al—>av H4F
| OL-19536-01-J, Cisco MDS NX-0S 1y Y —2 4.2(1) .m



¥7E IPSec xy r7—9 X2 UT1ORE |

W FCIP % «¥— F£EAL IPSec DEE

o AA v FICRE SNIRAO IKE I EZIFTRMAERFEL, IKE OF 7 4 /L b OFEHEL LTHEH
SNET,

o ETNRIDIFAELZIEELRWIEY, T XTOIKE BT LTT 7 4/ hOFFHENMER S
ij‘o

o BTN, TOETNMEHET D CAILL - TEASINEHELZER LA, IKE 1%, ERahiz
FEER A A v FITEIET I, 77¢wk®£%%fﬁ<f%\%@ﬁ%%%ﬁﬁbiﬁo

o FT N LDIHHENYIRENT- S, RO IKE B I3 HGEEREREET L, IKE X270
T 74/ MOREAEL L TERHLET,

o IKE TiL, SEAFEF = — i3I R—FIhETA,

o IKEIX, CAF=—BETERL, TAT T 47 45 ELTEZXELET, ©7 L CTiEl#E
ﬁ)ﬁ%u‘uéné i ETJ: IﬁJL/CA %Iﬁyﬁiﬁﬁj—éﬂ‘gﬁ)&)@i‘j—o

FCIP v« ¥— FZ{&ER L - IPSec DRE

AFvFT 1

ATFvFT 3
ATFwT 4

Fabric Manager Ti, FCIP U 4 ¥— RZ {32 FCIP D — & LT I[PSec B LW IKE % 1 1 —
THIZL, RETLHZLICE T, INHOKREZHHICRETE £,

Fabric Manager ® FCIP ¥ ¢ #'— FZ&{HH L T IPSec %4 3 —7/WIZT 2 FIHIZ, KO LEEBY TT,
Y —N—@ [FCIP Wizard]| 74 2> %27 U v 7 LET,
= 7-5 FCIP % 4 #—F

FCIP bl DadF—F
|

3rmance| Server  Help

Ld:‘ RRERE | 08 3

Bl Ay =l ol e T <2

FCIP V7 D RiRA L b ELTEMET DAL v FZBIRL, [Next] R¥ %227V v 7 LET,

~
(GE) FCIP V7 EITIPSec ZHET HITIE. ZNHD A A v FIT MPS-14/2 Y 2 — /L3 #H#E &
NTVWDIHENRHY F9,

FCIP V > 7 2T 54 MPS-142 EV 2 — L EOXFHTE Y b A —H Ry F FA— FEERLET,

[Enforce IPSEC Security] = v 7R v 7 2% 412 LT, IKE AuthKey &% & L ¥ T (X 7-6 %
H).,

Cisco Fabric Manager #¥2 Y7+ 3274 Fal—>av M
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| 57%F IPSec *vy F7—%Y £Xal)T1DRE

FCIP v ¥— FZ#ERA LT IPSec % M

7-6 FCIP V> %Y LT® IPSec D1 F—T )Lk

FCIP Wizard - /SAN/Fabric v-185

Please select ethernet ports to be used in FCIP ISL between r
¥-172,22,31.184 and 172,22,31.190, Down ports should be enabled ko
function correctly. Security can be enforced For unconfigured 1442
ethernet ports,

y-172.22.31. 184 172,22,31,190;
QigE3(1, 10.10.10.1/24 aigE2(1
QigE3fz, 11.2.3.4/24 gigEz(2, 13.2.2.4/24

gigE3/3, 13.2.2.3/24
OigE3/4, 12.3.9.1/24
QigE3)s
QigE3/6
qQigEs|7
qQigE3/s
qigE3/ L
qigE3/2

[ Enforce IPSEC Security:
[ Use Large MTU Size {Jumbo Frames)

[ - Back H Mk [~ H Cancel

130623

ATy F 5 [Next] R¥> %27 VU7 LET, [Specify Tunnel Properties] # 1 7 1 77K v 7 A2, TCP #EHiHFEEN
FKrRINET,

ATvF 6 FCIP U7 Ed TCP Hi D /i X O R IE, 5 X O EFM 23 E LE T, [Measure] A& >
7V 7L, FHEY M A=Yy b =2 FFRA  MNEAOEERMZRELET,

AFwF 7 [Enable Write Acceleration] = v 7 R > 7 A% 42 LT, FCIP V> 7 @ FCIP £XiALT /&7
L—Yaraf X2—7 W LET,

ATw7 8 [Enable Optimum Compression] = v 7R > 7 A% 412 LT, FCIP U > 7 kD IP [Effi% A F*—7
MZLET,

AFYT 9 FCIP b RIA—HERET HITE, [Next] R¥ %27 Vv LET,

AT7w7 10 [Port VSAN] % [nontrunk/auto] IZFEE L. T 7 h U FRMIZFF A &5 Virtual Storage Area
Network (VSAN; (RfBA L —Y = U7 Xy hU—7) DU A ME2RELET, ZOFCIP YV 7iC
[Trunk Mode] %R L £ 9", [Cisco Fabric Manager IP Services Configuration Guide] %%/ L T<
ZEN,

ZF9F 11 FCIP U > 7 &{EM %121%. [Finish] K% > %2 U v 7 LEF. FCIP U ¥ 2 &{ER L 72\ FCIP
T4 P = REKRTT DL, [Cancel] R¥ %227V v 7 LET,

Fabric Manager il L C, IPSec 8L W IKE 234 F—T N E ) DEMHRT 2 FIEZ, ko LEBY
<7,

AFwF 1 [Physical Attributes] ~X > C [Switches] > [Security] % BB L, [IPSEC] Z&R L 7,
[Information] ~A T [PSec DRENFRINET (K 7-7 25H),

Cisco Fabric Manager %274 2> 24¥al—>av H4F
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¥7E IPSec xy r7—9 X2 UT1ORE |

W FCIP % «¥— F£EAL IPSec DEE

7-7 IPSec DHRE

'w' /SAN/Fabric sw172-22-46-153 [admin@localhost] - Fabric Manager 3.0(0.350)

File “iew Zone Toolz Performance Server Help

g =2 —afi] = o
a%M | EL% | SBEAERE | 8 | WBES | ? (7] Advances
Logical Domains 4 ® |5] st «b E @ [g
=t M
| Contral | Global | Tranzform Set | Cryptobap Set Entry | Interfaces | Cryptobap Summary | Tunnels
Swvitch Statuz | Command LastCommand Resuft
sl 72-22-46-222 |disabled hoSelection  |noSelection  hone
syl 72-22-46-225 |disabled [(hoSelection  |hoSelection none
awl 72-22-46-224 |disabled noSelection  |noSelection  none
-~ 2wl 72-22-46-233 |enabled hoSelection  |noSelection  hone
Physical Atributes zwl 72-22-46-223 |disabled noSelection |noSelection  |hone
—a-mee - - -
] Ada ~ awl 72-22-46-133 |disabled jnoSelection  |noSelection  none
IP &L

Uszers and Roles
S5H and Telnet
FC-SP (DHCHAP)
Pkl

IKE

C1lsLs
) End Devices

1]

F % 4

5 rows

154355

NTWDENE I DEHRLET,
AT7w7 3 [Physical Attributes] 3 > C [Switches] > [Security] Z & L. [IKE] Z#®IR L £,
[Information] <4 2 IKE OFENF RS NET (X 7-8 Z5H),

7-8 IKE DE#&E

& /SAN/Fabric sw172-22-46-153 [admin@localhost] - Fabric Manager 3.0(0.350)

File Wiew Zone Tools Performance Server Help

" =& = 5T
SS% | EL%E | SBREAERT |8 | SRE® | ¢ [7] chvanced
Logical Damains 45 ey
\ I LELEE
L 15AN Fortral — = -
| Contral | Global | Pre-Shared Authiey | Palicies || Inftistor ‘ersion | Tunnels
Swvitch Status | Command LastCommand Resutt
=l 72-22-46-224 dizabled noSelection  |hoSelection  [nong
el T2-22-46-222 |dizabled hoSelection  [noSelection  |hane
el T2-22-46-225 dizabled hoSelection  [noSelection  |hane
AV =] 72-22-46-233 [enabled \noSelection  noSelection  [hong
Physical Atributes swl 72-22-46-223 |disabled )noSelection  |hoSelection  |hone
— g - - -
8 ~ el 72-22-46-133 |dizabled hoSelection  |noSelection  |hane
IP ACL

Uszers and Roles
S5H and Telnet
FC-5P (DHCHAR)
PKI
IPSEC

Clsls

| End Devices

1€

AT

164351

5 rowes I

AFvF 4 [Control] # 785 7 4/ b TY, [Status] # 7 LT, IKE ZEHET DAL v FNA X —TVITHRES
NTWENEI EERLET,

Cisco Fabric Manager #¥2 Y7+ 3274 Fal—>av M
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| 57%F IPSec *vy F7—%Y £Xal)T1DRE

IPSec £& U IKE oFmize M

IPSec £ & U IKE OFEEETE

ZZ Tk, FCIP 7 ¢ ¥ — &M L Wa, IPSec B LW IKE & FE# THRET 2 FIHIC SOV TR
LEJ, [FCIP ¥« — F&fEMH L7z IPSec DX E) (P.7-10) ZZML T L&V,

IPSec 13, MAETMIZZART 4 7n—2@IELET, 2 SOUTHTHE, 825 SA ¥y F il
MT2H8 P RNVTRRLT—F 7u—%R#T 22 L1280, BED IPSec 7—4 7mr—%&HR—
hex T,

IKE 3% ED5E T#., IPSec %€ L £ 7,
£ 1PSec 712 IPSec #i% €T 2 FIEIZ, kD LBy T,

ATFvT 1 NI 74y HORER N RNVEHSIT DIVERNDDET 2 LET,
AFwT 2 WEZRTobhard:tTAITYANED, TR Tr—b By FERELET,

AFvFT 3 J7UVT b ~vTEEKL, @Y7 Access Control List (ACL; 7272 2> ha—/1 U R 1)
(IPv4-ACL), "7V RAT74—L By M, V7, BLUOTA T7X A MEEHEH L ET,

AFvFT 4 VT~ ThE BB VAT oA AZEALET,

Z 2T, ROAFICOWTHALET,

o [IKE #/#IfE oz (P.7-13)

o [IKE RKAA v OME] (P.7-13)

o [IKE Fr o (P.7-13)

o [IKERY v— xIdvxz—3 a3 O%E| (P.7-14)
e [KERY v—o#w) (P.7-15)

IKE #IH#AERE D E

IPSec #REIC L W MBER T TTF— % 7 —%f T 5I121%, IKE#EEZ A r—7 /WL T, &FEL
THELMLENH Y £9, Fabric Manager Tl, IKE ORFIOZERHZ, IKE BSFIMRE S E T,

IPSec A F—T N OEAIZIE, IKE 52T 4 E—T N TExERHA, IKEMEST 4 E—TMIZT 5
LUIKERENFETay 74 X2 —2a v blEENET,

IKE kA4 UOME

B—H AL v FDA—NN—=NRAY TV 2=V T 7 4 v 7 BRFEIEDIZE. IPSec KA A IZ
IKE % EZ @M 243N H Y £, Fabric Manager Ti, IKE O ERZ IPSec KA A AAHENN
ICRESIET,

IKE k> RILOBE

IKE b i, 2 20O= > RiRA > M@ 472 IKE £ v g > T%, IKE X, IPSec SA * =¥
T—aryTHHESNDIKE A vbE—VERETLZOIC, 2O RV EERLET,

Cisco NX-0S OFEIETIT, 2 2O —2 3 O IKE BMEHA SN TVET,

Cisco Fabric Manager %274 2> 24¥al—>av H4F
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¥7E IPSec xy r7—9 X2 UT1ORE |

W IPSec £ & U IKE DFEBIETE

e IKE N—v = 1 (IKEvl) (X, RFC 2407, 2408, 2409, B XV 2412 L CTHEEINET,

e IKEN—v =2 (IKEV2) &, XVENRESH N—Ta T, IKEVl LITMAEA T £
Ao IKEV2 1%, draft-ietf-ipsec-ikev2-16.txt K7 7 M & H L CEEINET,

IKER)P— RITLI—L 3 VDBE

IKERxIF xm—3 g 0 2R#ETHIE, FIKE ra3x—3 g o%2340E (Q84) IKE R U o — T
LET, IKEFRY v—i%, IKE RrFvm—a VETHFICEHEINDEX=2 VT 0 T A =X DO/H
Ab¥EEHZLET., T 740 h T, IKET")‘/ BERESNERA, FETICIKE RY > —%&1E
T HDHERHET, ZOKRY —IC MV®IKEZ\3/I~V3 VERET DD T
X2 VT 4 NTA—XEREL, ET@WWEJJ‘@E%?E?LEEL &I 1 DDORY v— 75})*’6—1\
ETORY —b—HTBHLIC, FETIERIBM 2T 2EEOFRY o — %2R ETEET,

WY v—ix, WE{k7 =) X (DES, 3DES, AES), vy = 7= XL (SHA, MD5), &
LZODH Z4—7 (1, 2, 5) WCESWTHRETEET, ERY —IT, NTA—FEDORRLHMHE
PEEZHRETESET, RELERY U—IZiF, MAOTIA AV T 4 BEEZEBELET, ZOFSOH
PiE, 1 R EALOTTAF YT 1) ~255 (RRTILOTTAFVT 1) T, AA vFIZ, BHOF
Vo—%RETEET, VE—F ETICERTOLERHDIHE, B—h AL v F0Lrild ]

OORY =R, VE—F ETICHRESNLTNDINRTA—FHE —HTLHILERHY ET, AULNRT

A—=HREDRY =P 8B D LHEITIE, NSV EZORY —N@RanE ¥,

#7112, FAENDE TV ARATH+—LDOMRBEDLEDY X MR LET,

*& 7-1 IKE b5 YR T4+ —LBE/NRTA—4
RS A—4 HAE *—7—F TI+0LHE
WEALT LY XA 56 £~ ~ DES-CBC des 3des
168 £~  DES 3des
128 v~  AES aes
Ny o TATY RN SHA-1 (HMAC XY 7> |sha sha
r) md5
MD5 (HMAC /SU 7> 1)
FRAE ST FRILA X — REMRL HRILA ¥ —
DH 7 — 7 #5114 768 £~ ~ DH 1 1
1024 £~  DH 2
1536 £~ ~ DH 5

W DFIZ, Microsoft Windows B3 L U Linux 77 v b 7 #—ATHAR— FBLORKIEEN TS
IPSec ?OJ:U\IKEE BAVEREET L) A LADORREEZ R LET,

TS5y b7+ —L IKE IPSec

Microsoft iSCSI F&15 1Al 3DES. SHA-1 ¥£7-13 MD5. 3DES. SHA-1
(Microsoft Windows 2000 % v~ |DH 7 /V—7" 2
k 7 #— 2 ® Microsoft IPSec %
45)

Cisco iSCSI F&15 1Al 3DES. MD5, DH 7 +v—7"1 3DES. MD5
(Linux 77 v 7 4+ —A® Free
Swan IPSec FE%%)
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IPSec £& U IKE oFmize M

~

GE) rwia TATY XAERETSE. ST S HMAC S—Ua v 8RIET A DY XA L LCHASHh
£,

IKE X Ty m—a Ut h D L, IKE X, @7 LCR—O IKERY —2BRRLET, 13
VE—Va v ERBTLET ALY ETIERH LTI RTORY v —BikfEshs s, VE—L
ETR BT LR =R LES, VE—bF BT, HREETNORELLETXTORY v—
EHHORERAR) V-2 BT 2228, ~HLTWLERY v—&2MRLES, VE—F BT
I —EHLTWARY Y=RRONLET, T4 4V T 1 OIEIC (RELPEY) FRY —%
Frxv 7 LET,

2ODET OB S, Ny o TATY XA, FBEET AT XA, BXODH Zv—7EARE L THh
. —HLTWaEHBiEnNET, —BLTWLIRI—0NEon5 e, IKEIZEXR=2UT 4 2T
T—3 g %58 T L, IPSec SA BER SN ET,

—HLTWAERY —RNAOSHSRNWES, IKEIZRI o —y g 0 2HEAGL, [PSec 5—4% 71—
TR S NEH A,

IKE RV —DERE

Fabric Manager ZfEfl L CIKE RJ ¥ — X Iy T—3 a3y NI A—FEHETHFIEIZ ROLEBY
‘(:\\a_o

AT7wF 1 [Switches] > [Security] ZEB L. [IKE] ZER L E7,

[Information] XA 2 IKE OFENRFINET (KM 7-9 25MH),

= 7-9 IKE D&%
@ ISAN/Fabric sw172-22-46-153 [admin@localhost] - Fabric Manager 3.0{0.350)
File ‘iew Zone Tools Performance Server Help
| 23 - ) 5T
A% | ELY% | 2REAERT | N8| WEES | 9 7] Advanced
Logical Domains 4 B
o (GevP oGS 7
J =2t — -~ - "
| Cortral | Global | Pre-Shared AuthKey | Policies || Inttistor ‘ersion | Tunnels
Swvitch Status | Command LastCommand Resutt
el T2-22-46-224 |dizabled hoSelection  [noSelection  |hane
el 72-22-46-222 dizabled noSelection  |hoSelection  [hohe
el T2-22-46-225 dizabled hoSelection  |noSelection  |hane
. 4 el T2-22-46-233 enabled hoSelection  |noSelection  |hane
Physical Attributes swl 72-22-46-223 |disabled hoSelection  |haSelection  none
— - - - -
JAAA ~ el 72-22-46-133 |dizabled noSelection  |noSelection  |hane
IP ACL
Uzers and Roles
=5H and Telnet
FC-SP (DHCHAP)
PHI
|
IPSEC
ClELs B
"] End Devices v =
0 — [ &
G rovws I%

AFwFT 2 [Policies] #7 %27 U v L%,
[Information] ~XA ZEEIFD IKE R U > —RERINFET,

AT79F 3 [CreateRow]| 74 2% 27 U7 LT, IKERY —%ERLET,
[Create Policy] # 4 7 u /Ry 7 AnERENET (K 7-10 25H),

Cisco Fabric Manager £¥a )74 324 F¥al—>av H/4F
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B 723 0 IKE SSA—4DFE

7-10 IKE D{ERL

& ISAN/Fabric sw172-22-46-1 53/5witches/Security/IKEfPoli. .. @
Switch: B
Pricrity; z|1 ..2533 (1=highest)

Encr. (O DES (3)3DES () AESCBCI2E

Hast: (O MDS (3) SHA
Auth: (%) preSharediey () rsaSignature

DHGrowp: (3) Group (modp7E8) () Group2(modpl 024 (O Groupsimodpd 538)

Lifetime: | 55400 leEIEI..SB*lDEI sec

154346

AFwvF 4 DAL vTFO [Priority] EATTLET, 1 ~255 DfEE AN TEET, 1 BDREHLTT,
AFwT 5 Rk, Ny, I, BXODH A —T7DO7 —L R T, WUREEZERNLET,
AFYvT 6 KRV —DIA4T7XALEBATLET, 600~ 86400 DT A 7 X A L AFJTEET,

AFYFT T ZORY—EERT DL, [Create] R¥ %7V v 7 LET, BENEEZREFE LRV TERTTSIC
I, [Close] A& > %27V >vr7 LET,

(i) IKEGEAFEILIFQDN & A 7OV 77 MEEHT 5O T, FRAEFRD rsa-sig DG ITIE, IKE A
DTATT AT A4 BAMEBBREINTNDEZ LEHERLTLIIEEN,

A7 a3>DIKE /IN\T A —3DERTE
IKE B$REICIE, A7 v a v TRONRT A—F EFETEET,

o BRIV —DIATEAL LTI =gy T T HA4LOHMIT 600 ~ 86,400 BT, 7
7/, 86,4007 (1 H) T, SRV —DIAT7EZA L TV —arif, IKERY
—DHRERICHEELET, [IKERY >—0RE] (P7-15) ZBRL T EE N,

o XETOX—TTTI7A4T #A4L (IKEV2 2T 25HE) : —77 74 7 O&MIT 120 ~
86,400 B T9, F 74/ ML, 3,600 # (1 D) T,

o FBETOREMNA—T 3 IKEV]I F/2IFXIKEV2 (K740 8), BEMAA— g @RI, Y
EF—h TAAARR A= a UVERGT %A, MAEEREICEELEYA, 2047V
E, BT FAL ZRNIKEVE 2V R—FLTWT, HBELET A X% IKE DOFEME L CEE
SHAGHEICHELET, FCIP h R VOREMA—T 3 U ERET 25121, ROFHEIZHE
BELTLEEN,

— FCIP + > RILOREM DA A » F 73 MDS SAN-OS Release 3.0(1) LA % 7212 Cisco NX-OS
4.1(1) ZFAT L TWH A, IKEVI 2 27 5i2id. FCIP k> L OMANI RE M —
va v IKEvl ZRETDHIMENH Y £, FCIP F oL O— 5 DIH IKEvl Z#H L, fih
J7OMIA IKEV2 2 L TV B A 121, FCIP b /i3 IKEV2 Z i L £,

— FCIP b @D DA A > F 25 MDS SAN-OS Release 3.0(1) LARE & 72 1% Cisco NX-0S
4.1(1b) 29T L FCIP k> ROt ORD A A » F 75 MDS SAN-OS Release 2.x %3247 L
TWABEA, Ebbh (FEm)) Oz IKEV] #5%E+ 5 &, FCIP b > 311X IKEv]
ZHERALET,
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AT 3 D IKE 15 x—snme M

~

GE) 2xMDS %A vF & 3.x MDS %A v F D IPSec 4L TIE. IKEVI 72BN R—FEan x4,

HE O BEOBRETIZIAA v FNIKE BEME LTEELAWEASTH, BEMAA—3 D ORE
DUBNWZRBAZENHVET, ZOF T a B FIERATLIZLICLY, BEKRICNS
T4y 7u—%0ELEETETETS,

Evk F—TTIAT EALREHENLDIL, IKEV2 BT FIT T, T XTOETTIEH Y T8 A,

(G¥) A A RD IPSec EEIZ LD IPSec ¥ — X EXBHT 556 121%, Cisco MDS A1 v F® IPSec D7
AT LEE, T, FANDTA THXALMEID HREVWVEIZHEEL T ZE,

ZZTEMBATANEIL, ROEBY TT,

s IB¥TOX—TFTI4T XA L0RE] (PT-17)
o [REMN—Ya o] (P7-18)

o MKE Fo R EZRAL D7 )7 (P7-20)
e ISADYZ7VLya) (P7-20)

E7DX—T7347 24 LDOEKE

Fabric Manager il L C, F#ET DX =TT 747 A4 LE2RETDHFIRAIL. ROLFBY TT,

AFw7F 1 [Switches] > [Security] Z&EB L. [IKE] Z&R L £,
[Information] XA 2 IKE OFENRAINET (K 7-11 #5H),

Cisco Fabric Manager %274 2> 24¥al—>av H4F
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B7E

IPSec %Y F7—9 X2 VT 1 ORE |

B 723 0 IKE SSA—4DFE

IKE DE#&E

7-1

@ ISAN/Fabric sw172-22-46-153 [admin@localhost] - Fabric Manager 3.0{0.350)

File ‘iew Zone Tools Performance Server Help

S8 EL% | BEALRT | O | SRE@ | 2 7] tctvanced
LEETEE DEERS L AL B NN I sanFabric sw172-22-46-153/Switches SecurityIKE
Csan S e :
| Cortrol | Global | Pre-Shared Authiey || Policies || Initistor ‘ersion | Tunnels |
Swvitch Status | Command LastCommand Resutt
el T2-22-46-224 |dizabled hoSelection  [noSelection  |hane
el 72-22-46-222 dizabled noSelection  |hoSelection  [hohe
el T2-22-46-225 dizabled hoSelection  |noSelection  |hane
. 4 el T2-22-46-233 enabled hoSelection  |noSelection  |hane
Physical Attributes swl 72-22-46-223 |disabled hoSelection  |haSelection  none
- '_IAM A |[z172-22-46-153 |disabled noSelection _|noSelection  |none
IP ACL
Uzers and Roles
=5H and Telnet
FC-SP (DHCHAP)
PHI
IPSEC
lsls ]
| End Devices v —

FONYE

154351

ZFvF 2 [Global] # 7 % &R L ET,

[Information] ~5A S ZHFED IKE 7’1 b 307 o — UEEHERAFRENET (M 7-12 2B 1),

712 [IKE Global] % 7 D&k

@) ISAN/Fabric sw172-22-46-153 [admin@localhost] - Fabric Manager 3.0{0.350)

File “iew Zone Toolz Performance Server Help

SCM % | OEAERE | 8 | WRZ | ?
Logical Domaing———————————— : ® |§] ts? «b H a @

ISANTFabric sw172-22-46-153/Switches/Security1KE

Advanced

158N

Cortral [}

T:| Pre-Shared AuthKey | Policies | Intistor Yersion | Tunnels |

Swvitch
] 72-22-46-233 |

Keepdlivelnteryal (sec) |dentityType
3600 IPvd

avr
Physical Attributes

S5H and Telnet
FC-SP (DHCHAP)
Pkl

|>

£

oy

154352

[KeepAlivelnterval (sec)] Il (B0 # AN LET, BHEMOXF =TT IF3A47 4 ¥ —0id, B

BT NRAADIKE T T 4T A BT RTOET &L b, ZOENARITICHIET 5 Domain of
Interpretation (DOI; fi#fREHE) (ZHEMT 2 HDTT,

[Apply Changes] 714 2> %27 U v 7 LTERNELZRIFLET,

RE@MN—2 3 VDETE

Fabric Manager Z £/ L CREMNAS—T a V2BRET L2 FIEIL, kO LBY TT,

ATFyvFT 1

[Switches] > [Security] Z B L. [IKE] Z&R L £,

l _Cisco Fabric Manager %2974 3274 ¥al—Yav H(4F

OL-19536-01-J, Cisco MDS NX-0OS ) ') —2X 4.2(1) |



| £7% IPSec*vy 77— X2 UT1DORE
FTLaCDIKE RS A—s0mE M
[Information] XA Z IKE OFRENRRRFINET (K 7-13 25 /),
7-13 IKE DE&E
@ /ISAN/Fabric sw172-22-46-153 [admin@localhost] - Fabric Manager 3.0{0.350)
File “iew Zone Toolz Performance Server Help
CASK | Ed% | 2REAERE | N8| WRE® | 9 9] Advanced
Logical Domains 4 iy
R (Gevropsy
| Control | Glabal | Pre-Shared Authey | Policies || Initistor ‘ersion | Tunnels
Switch Status | Command LastCommand Result
el T2-22-46-224 |dizabled hoSelection  |noSelection  |hane
el T2-22-46-222 |dizabled hoSelection  [noSelection  |hane
] 72-22-46-225 |dizabled |noSelection  |hoSelection  [none
. 4 el T2-22-46-233 enabled hoSelection  |noSelection  |hane
Physical Attributes syl 72-22-46-223 |disabled noSelection  |hoSelection  [hohe
o __|AA A || |#172-22-46-153 |disabled jnoSelection |naSelection  none
1P &CL
Uzers and Roles
S5H and Telnet
FC-5P (DHCHAP)
Pkl
IPSEC
ClELs B
__| End Devices v — E
5 rowes IE
ATwF 2 [Initiator Version] % 7 Z##R L E T,
[Information] <A AT OBEFOREMAN—T a2 U BRRARENET,
AT9F 3 [CreateRow] 7 A2 %227 ) v 7 LT, BEMAA—Ta r2ERLET,

[Create Initiator Version] ¥4 7 v 7Ry 7 ARERINET (¥ 7-14 25H),

agn - s
7-14 [Create Initiator Version] ¥4 7R 45Ky H R
& /SAN/Fabric sw172-22-46-153 [admin@localhost] - Fabric Manager 3.0(0.350)
File Wiew Zone Tools Performance Server Help
" =& K = 5T
CC% | Ed% | 2REAERT | O8 | WRES | 9 (9 Aavanced
Logical Domains B
o {(GevroRsv
154N -~ - -
| Contral | Global | Pre-Shared Authiey | Palicies || Inftistor ‘ersion | Tunnels
Swvitch Status | Command LastCommand Resutt
=l 72-22-46-224 dizabled noSelection  |hoSelection  [nong
el T2-22-46-222 |dizabled hoSelection  [noSelection  |hane
el T2-22-46-225 dizabled hoSelection  [noSelection  |hane
AV =] 72-22-46-233 [enabled \noSelection  noSelection  [hong
Physical Atributes swl 72-22-46-223 |disabled )noSelection  |hoSelection  |hone
— g - - -
8 ~ el 72-22-46-133 |dizabled hoSelection  |noSelection  |hane
P ACL
Uszers and Roles
S5H and Telnet
FC-5P (DHCHAR)
PKI
|
IPSEC
Clsls B
" | End Devices v —
@ = — AW 5]
5 rowes Ig

IKE 72 b2/ BEMEZRETDVE—F ETOAL v F2ERLET,
VE—RETOIP T FLAZANLET,

IKEvl X, VE—F ETICEHTDIEEIHEHIND IKE 72 b2 X—=Y g T,

I OL-19536-01-J, Cisco MDS NX-0S ) ') —X 4.2(1)
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¥7E IPSec xy r7—9 X2 UT1ORE |

B 723 0 IKE SSA—4DFE

AFYT 6  ZOREBMAR—T a3 EERTDICIE, [Create] KX 227V v 7 LET, BENEEZHRFLARVTE
T9 52, [Close] R¥ v &7V v 7 LET,

IKE F Y RIVERIERALSDDI U7

IKE % EIZ IKE bRV ID Z4E L TWeWEE, BEFOTXTOIKE KA A U#kiz s ) 7 TX

i ‘a_o
Fabric Manager A L C, ¥ XTCHIKE b FNELRITZRAAL L E 27 VT TEFIEI. ROEBY
‘/C\j_o

AT7w7 1 [Physical Attributes] ~3-f > C [Switches] > [Security] Z & L. [IKE] Z#®IR L £,
[Information] XA 2 IKE OFENRRFINET (K 7-15 25H),

7-15 IKE D& E

& /SAN/Fabric sw172-22-46-153 [admin@localhost] - Fabric Manager 3.0(0.350)

File Wiew Zone Tools Performance Server Help

a%® | ELY | REAERT | N | WRES | 2

Advanced

Logical Domains L 1 BN =T B sanFabric sw172-22-46-153/Switches SecurityIKE
Lasan | Cortral | Global | Pre-Shared Suthikey | Policies | Intistor Yersion | Tunnels |
Swvitch Status | Command LastCommand Resutt
=l 72-22-46-224 dizabled noSelection  |hoSelection  [nong
el T2-22-46-222 |dizabled hoSelection  [noSelection  |hane
el T2-22-46-225 dizabled hoSelection  [noSelection  |hane
AV =] 72-22-46-233 [enabled \noSelection  noSelection  [hong
Physical Atributes | l3w1 72-22-46-223 [disabled noSelection  |hoSelection  |hone
- -_|AAA A |[zw172-22-46-153 |disabled noSelection |noSelection  |none
IP ACL
Uszers and Roles
S5H and Telnet
FC-5P (DHCHAR)
PKI
IPSEC
=] L3
__| End Devices v — E
rows IE

AFwF 2 [Information] ~<A > T [Tunnels] ¥ 7% 27 U v 7 L7,
IKE b RANRERFINET,
AFwF 3 [Action] 7 1% 27V v L, [Clear] R¥ V&R LT, b FxLEZ7 VT LET,

SADY)2JLyva

Fabric Manager il L C, IKEV2 X EDEFRIZSA 2 Y 7Ly ad D FIHIZ, KOLEEBY TT,

R

AT7w7 1 [Physical Attributes] 3 > C [Switches] > [Security] Z & L. [IKE] Z#IR L £,
IKE OB ENRERINET (K 7-16 Z5H).,

Cisco Fabric Manager #¥2 Y7+ 3274 Fal—>av M
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| 57%F IPSec *vy F7—%Y £Xal)T1DRE

2y Fk IPva-AcL H

7-16 IKE DE#&E

@ ISAN/Fabric sw172-22-46-153 [admin@localhost] - Fabric Manager 3.0{0.350)

File ‘iew Zone Tools Performance Server Help
S8 EL% | BEALRT | O | SRE@ | 2 7] tctvanced
Loglcfal Domains : ® @ xs? b E @ [ﬁ
L 1saN Fortral - - -
| Cortral | Global | Pre-Shared AuthKey | Policies || Inttistor ‘ersion | Tunnels
Swvitch Status | Command LastCommand Resutt
el T2-22-46-224 |dizabled hoSelection  [noSelection  |hane
el 72-22-46-222 dizabled noSelection  |hoSelection  [hohe
el T2-22-46-225 dizabled hoSelection  |noSelection  |hane
. 4 el T2-22-46-233 enabled hoSelection  |noSelection  |hane
Physical Attributes swl 72-22-46-223 |disabled hoSelection  |haSelection  none
- '_IAM A |[z172-22-46-153 |disabled noSelection _|noSelection  |none
IP ACL
Uzers and Roles
=5H and Telnet
FC-SP (DHCHAP)
PHI
IPSEC
lsls B
| End Devices v — E
£ rowes IE

AT7w7 2 [Information] ~<4 > G, [Pre-Shared AuthKey] ¥ 7% 7 U v 7 L ¥ 7,
AFwF 3 [Refresh Values] 7 UV v 7 L¥7,

217k IPv4-ACL

IP ACL (IPv4-ACL) X, )T Cisco MDS 9000 7 7 2 U AA v FIZHEARN Ry hU—2 &
FaUT 4 2R LEST, IPVAIP-ACL 1T, FESNZIP 74 VHZIZESWCIPEENT 7 4 v 7 %
HIFR L E3, IPv4-ACL OEkE L OEFROIEMICOWTIE, % 5 %= [IPvd BL O IPv6 O T 7 & 2|
WY 2 FORE] ZEBZRLTITEEI N,

U7k vy T DT XA T, [Pv4-ACL [3AEHED [Pv4-ACL & #7220 E9°, fEHED [Pv4-ACL
I, A =T 2 A A ETREELET ey 7T b7 7 0 v 7 Z2HHILET, & X, IPv4-ACL
EERLT, ¥ 73Xy PA LI TRy P YROTSTOIP T 7 4 v 7 2RELIZD, FA AL
RA LB Telnet b7 7 4 v 7 ZRF#E L) TEET,

T, MONBIZHOWTHIIALET,

o [27UF} IPv4-ACL O | (P.7-22)

e [ U7k IPv4-ACL O1ERL) (P.7-25)

e MPSec® T A7 4—24 &y bORE] (P.7-25)
o TFIU AT —Ab kY hogEE] (P.7-27)

e (VT b~y = b OHE] (P.7-28)

e U~y = UDERK (P.7-30)

e ISAJA 77X AL A — 3 OfE] (P7-31)
e [SA T4 754 L08E] (P.7-31)

o [[AutoPeer] 7 a » OE | (P.7-33)

o [[AutoPeer] &7+ a > D E) (P.7-34)
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o [FEAREEEOWME] (P.7-35)

o [EREEMEORE] (P.7-36)

s VU T b~y 7ty howEAOME] (P.7-37)
o (VT ~v X vy bo@EM (P.7-37)

217+ IPv4-ACL OHE

27 V7 K IPv4-ACL 1%, Il LD R#EDBMERIP T 7 v 7 b METIEIRWEN I 74y 7 L%
ERT DO LET,

IPSec 7 V7 ks <~y 7 = FUIZHEEAT 227 U7 b IPv4-ACL 1ZiE, 4 DOTFERERENH Y £
\?AO

o IPSeciZL > THR#ETHT VN T UK NTT7 4 w7 %BIRT D (permit = fRi#EZEH),

e IPSec SA DT — g ORMKEIC, HLV SA TR#ET ST —4 7u— (1 50 permit =
v N THRE) 2R7,

o AUNRDLUR T T4 v EMHELT, IPSec TIHRESNTWEIZTO NI 74w & T 4 E Y
VI LUTRRAN L, BEET S,

e [PSec 756D IKE X Ty —3y g VORERC, BRENTZT—F 7ua—n7=diZ, IPSec
SA OEREZZ T ANDE D DEHBIT 5,

Evk —HWDNT T 4w 721 DDF A T D IPSec i (BEEALZT, 72 8) Z#EHL, tho 77 4 v 71
HBir B 2 A4 7D IPSec i GRIE LB ZALOW 72 L) Z#EHAT 28581, 2 DD IPv4-ACL Z1ERL L
TLIEEW, BpA IPSec RN v—%IBET AITiE. BB U T b~y 7 THIHD IPv4A-ACL % 1fF
FALET,

~

(GE)  IPSec iE. IPv6-ACL #H R —FLTWEHA,

2 1) 7k IPv4-ACL OEESIE

IPSec #EREICBT % IPv4-ACL 2R ET 25 A 10T, ROEEFHITHE> T EE W,
e CiscoNX-OS V7 by =7 T TE 501X, ARIN—AD IPv4-ACL 721 T1,
o IPV4-ACL %27 V7 b =y 7ICHEMT 2 L&, ROAT v arz@MALET,

— FFvl (permit) : NT 7 ¢ w712 IPSec BREAEAH L £,
— EE (deny) : Z VT TXAMEHFALET (T 741 1),
A

() IKE 774 v2Z (UDPAR—F500) (. £F27UV7 THFAMNTHEEINET,

o IPSec HSREMEB T LD, HEL/5EIPVE T FL ALY T xy h vRA 7, Frbhal, BX
W1 S2OR— FEZZT T, IPSec Tid, IPv6 1TV R— F SN EH A,

S

(GE)  IPSec #REIIA— FMEFHAL YR — ML TWARWVWD T, FHE SN TWDHHEITIE LA
RN—bESZ7 44— FIEH I E T,
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| 7%

IPSec v F7—% XU T4 DERE

2y Fk IPva-AcL H

o permit AT a v EBETDHE, MIKTHIZ VSN M) THRESNERY —EHH
LT, HERFIC—HITDITRTCOIP b T 7 4 v 7 BREFICL > THRESNET,

o deny A7 arEIBETSHE, T T 4 v V7 IEEIC Lo TIRESHET A, &UIO deny 2T —
FAVRMZEYD, FI974 923207 THRARNTEESINET,

o EHFETHIZUTRFIPVA-ACL A v F—T oA ZAZHEMAENLDIL, s TH27 VR ~vyF =
VRV EERLT, AF—T ARV T N~y T vy b EHEALEZS ETT,

e FILZUTF~v T By b )T L2, £725 IPv4-ACL 2FEHTHIXERH Y £,

o AUNRUUVRBLORT UMUK T T 4w 2iE, U7V XD K IPv4-ACL 2% L CRE
fli&iEd, L7z2->7T, IPv4-ACL OFEMIF. AL v TFNLORIENT 7 4 v 712 LTIEF M
W2, AA v F~DERF T 7 0w 7 I LCHFmICEH S ET,

e JUT M=y = MIIZEVYTOENTE IPVA-ACL 74 VX E, 1 2DEXF=2UT 0 K
v— v MY LA TY, IPSec MREIL. £ MPS-14/2 £ 2 —/ 8B X O Cisco MDS 92161 A
AYyFIHHLT, JFXK1200EF=2V T 4 KV — 2 PV EVR—FLET,

. 7-17 TlE, AA Vv TFADSOA v B —T oA AMLREINTET—ENASL v F A F—T =
ARSIV —T 4 T EINDEEIT, AA T A% —T7x4AS0 (IPv4 7 KL% 10.0.0.1)
LA v F A2 —T x4 ASl (IPv4 7 KL 2 20.0.0.2) Mo +T 7 ¢ > 712 IPSec {x#H i H
SNET, 10.0.0.1 705 20.0.02 ~D 77 4 v 7 OHAE, AL vF A D IPv4-ACL = | Ui
WD XIS NET,

— EET=1Pv4 7 FL % 10.0.0.1

— %5E =1Pv4 7 KL % 20.0.0.2
20.0.0.2 205 10.0.0.1 ~O +F7 7 4 v 7 OHAE, AA vTF A D IPv4A-ACL = M VIO K 9z
P S VET,

— XEL=1Pv4 7 KL% 20.0.0.2

— %% =1Pv4 7 FL 2 10.0.0.1

747 5y 7k IPv4-ACL @ IPSec {1
IPSec E7
MDS_Switch A / \ MDS_Switch N

ISO =
4 s
SOMDIPSec 77X JAR b :
access-list SO permit ip 10.0.0.1 0.0.0.255 20.0.0.2 0.0.0.255

%%

S1DIPSec 77X VX K
access-list S1 permit ip 20.0.0.2 0.0.0.255 10.0.0.1 0.0.0.255

120485

10.0.0.1 &£ 20.0.02 DETRBEEIND FS T4 v I D RESINET,

o IPSec IZEATHHEEDZ V7 b IPVA-ACL IZHEE DO AT — b AV M EFHE LTHEICE, —&L
72D permit AT — bk A MZ X V| IPSec SA DA HBI SN ES, TDH%, bT
74 w72 U7k IPvA-ACL ORID permit A7 — kA > b & —F L7=84101E, HLuv, Hlo
IPSec SA NI =— h &N, FHZIC—HELZIPVA-ACL AT — AL b —ETEH T T 4 v
I BRI NET,
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S— A A=

m

7 —

VTR =2y 2 FUICIPSec N7 T VTRESNTWAEE, 7 U7 K IPv4-ACL N D permit
T ) E BT HREES TRV VAR R R T T 0 v 7iE, IPSec lZ&» THR#ESHLTW
HERBIN, BERINET,

IPSec % Microsoft iISCSI {5 & Zh=RAYICH FLE A - 2 121X, [Pv4-ACL IZ TCP ' @b &
7 —7 /L iSCSITCP A — b&EH (774 /L ML 3260) #fELET, ZORTICLD, FHEY
A=V N A HX =T A ADT % v b& 7 Virtual Router Redundancy Protocol
(VRRP; (RN —Z LR T v hajln) AL v FF—_"— F— MNEEREIZLVAHE AT ST
b, W5 L iSCSI v v a v ZiuEichifE c& £,

2 1) 7k IPv4-ACL

AN ETTERBEINTZZ VT vy T 2 FIBRHLIGEIE. 20O M) TRESNATLT T

D7 YT IPVA-ACLIZH LT, VE—h ET7TIT— A A=Y 7 U7 M IPv4A-ACL Z2EHL £,
ZOFRECEY, ve—ANVTHEAHAINTZIPSec N T 7 4 v 7 &YV E—F ET7CELLALBTEA LD
2720 £,

o)

Flo, 7V M=o 2 PV BERPEEDO N T AT k=L EYR—FL, BT ELTHDOYRT

LB HLENH Y £,

7-1812, X7 — A A=V IPVA-ACL 2 L= G & EH L 2WEEOY v 7 U &R L

i?o
7-18 25— 4 A—TREND IPSec NE
HIxY Y
—_—~
RR +B
YTy kX m—
o O
AAYF M JL—% N f——7
-’ A/
==l @ ko
T
———
SOMDIPSec 7O R YA K| S1DIPSec 7O/ ER YR L BRMID/Ary b #HEE
b—2 1 YI%y FM—>KAIMB |RAFB —> R4 yFM M —>»B|+3714YJ M<>B
A4 9F MS0& (i) (i) Fr[E B> M|IZ SA #HL (B)
LTINS STRY XSS TR Y FTEy bS5 TRy XM =B F9 Ty X<
25— — < B -lZ B> M|IZ SA v
Fouz yzt |7—A2|EHT S iz M> C .
23| ¥ TRYEM>KRREB [ $TRY FY>HTHy FX 27497 M<>B
T3 eam e M B |icsa i (8)
SAEHLTET,
=2 4 B —>MixzrBhdrSvF
MAD/NT b
RESND (FR)

120486
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2y Fk IPva-AcL H

T-18 IR T L D12, 22007 D7 U7 K IPVA-ACL WHED I T — A A=V ThHHE, BEL
BVIZIPSec SA AL TEE T, 72720, IPVA-ACL SHED I T — A A=V TRWEAITH,
IPSec SA ZFEMTEDZ LBHV £, =& 2, T-18 D —A3BLP4DLEHIT, —FHForT
® IPv4-ACL = R U 3 5D T D IPv4-ACL = R Y DY 7 > MIZ72 o> TV HHE TY, IPSec
SA DOHESLIE, IPSec 1T & - TIHFICHIETY, SA BFE(ELRVE IPSec [THEREE T, 27 U 7 B
IPv4-ACL O &ML —8F 537 v I, IPSec EX =2 U 7 4 TRES N TIXE SN LRDYIZ, T
THEESNET,

—A 4TI, SA ZHESLTEEHA, BTNy MR TTHE, 7 U7 K IPv4-ACL IZE»> T
P SANERENBEHOTT, ¥—RZ24TiE, A —EZNIEFH TRy X EH Ty Y BOTRTO
N7 4y 7 BT LI OICERLET, 2L, 2O T 74P IFAAL Y TF MO U T B
IPv4-ACL CTHFRISNDFFED 7B —DA—/N—ky N ThHHD, BERIFFAISNEFA, AL vF
M OEXRFNLV—F N D2 U7 b IPv4-ACL THRISND/FED 70— Ty hThbHD, 7r—
A 3 IR LET,

7 IPSec T34 A7 U 7 F IPV4A-ACL X7 — A A=Y L LTRELARAWVWE ., REVNEMELLT
DT, IF5—AA—= 27 UTF N IPvA-ACL 2T 52 L i< HEB L E 9,

4 1) 7+ IPV4-ACL @ any ¥—7— I
Je

g IPSec THMTLHIT— A A=Y 7V M IPv4-ACL X, any 7> a VA LARAWTRET S Z
LML E 9,

IPSec 1 v Z—T 2 A A&EREBLTIATF Y AN NFT7 4 v 7 2HEET S L, permit A7 — F A 2
FD any ¥—7U— REBEEINET, ZHud. vV FXF¥ AL FT 74 v 7 OEBENRIT 2 RIKIC
7Y ET,

permitany A7 — AV FEEMAT DL, TXTOT Y IANTUR FT 70y 7 M rESh (RES
NETRCORNT T 4w 7B, 36T 2527 )7~y 7 2 M) THRESHEETICREIN), T
TDOALNTU R NTT 47 OEENVEIZRYET, V—FT 10> 7Fua k=, Network Time
Protocol (NTP; r> hU—2 Z A4 A Trban), za— za—tEHOTy ML IPSec T
REINLNVTRTOA N RNy NI, BEIIZEEINET,

RET DNy MIBERICERTAMNERH D £7, permit A7 — M AL MATany A7V 3 &2
AT 2 0ERD HHET, RESRIET DT RTO N T T 4 v 7 ZBRIVT D 8O deny AT — b A
v b & permit A7 — AL FORNIAMT 2HERHY £ ((HILAWESG, ZhoD T 7 4w
7 permit AT — kAL FORRIZAR Y ET),

2 1) 7+ IPv4-ACL DER

7 7k IPv4-ACL OAERIZ W T, 5 5 3 [MPvd BLOVIPV6 O 7 7 B ZHE Y 2 s DRIE] 25
LT &,

IPSec D FS VR ITA4—L Y FOBE

Fov AT —A bty M, EXa2UT 4 72 balBLlOT7 A3 RAOKREOHMLEDEEHE L
F94,IPSec X274 7YYV —yaroxrdya—yaryPiz, ETIEEBEED N T VAT — A
Ty AL TEEDT —F 7a—%Ri#ET 52 LICAELET,
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0

BEDONT AT —bky FEREL, V7~ 7 2 M1 2FERIIEEO N T R
TA—bLty NEBECTEET, VTN~ UMY TERSINEZIN I VAT 5 —4 By M
OV R~y 2 hNIDOT A VDANCTHRESNET—¥% 7a—%{R#T 572912, IPSec
X274 TYVE—varpxrIve—varyTRHASHET,
KE&@HS%?%:)?%7/Vi~?ay®*ﬁyI~VaV¢’\E?iﬁﬁ@ﬁ?kfﬁ*
DINIFTVAT =Ly "VERBLET, A—DFNIF AT 5 —2 By bBRBRHEEINTEHEIZE, £
DINT VAT H—L Ty PREIRIN, WHFOETD IPSec X =2V T ¢ 7//:&_:‘/5/0)44[5&
LT, Ri#ETDH NI 74 w7 SNET,

NIV AT—L &y NOEBEREERETDE, NTFU RT3 —AL &y FEaBRTDHI7V TN~y T
VMU RETICERNENEH S NET, WEW@&%T®JZ=\‘:)T4 TV — g VA E
NEEAN, FHOEF2VT 4 TV —2 g VAN TAEOICUKROR I 2— g T
ENFET, FHRBCEEICEDNCT DI, EFa2VT 0 TV Vm—vay T—F_X—=Z2DFT T
Frd—HEZ7 VT LET,

IPSec %A F—7WiZT 5 &, CiscoNX-OS V7 h 7 =72k Y, AES-128 5 5{b3 L OF SHA-1 FEFE
TNIIVRALEHA LT 74V D N T A7 4 —25 &> b (ipsec_default_transform_set) 73 H &)
BICERR S E T,

# 7212, IPSec THEATE D T v A7 3+ — L DMAEDLEEZRLET,

® 72 IPSec S VR T F—LERE/INFA—F
RIA—% HFeE *—7—

(HE=R (A= ) I NN 56 £~ ~ DES-CBC esp-des
168 £~  DES esp-3des
128 £~  AES-CBC esp-aes 128
128 £~ h AES-CTR! esp-aes 128 ctr
256 £~ F AES-CBC esp-aes 256
256 £ v + AES-CTR! esp-aes 256 ctr

Ny [FEET LT XA (I |SHA-1 (HMAC AU 7> k) esp-shal-hmac

&) MD5 (HMAC XY 7> ) esp-md5-hmac
AES-XCBC-MAC esp-aes-xcbc-mac

1. AES v >4 (CTR) £— FE&RETIHAICIE, BT AT Y ALLRETDLENHY £,
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WD FIZ, Microsoft Windows 3L W' Linux 77 v b 74— A THAHR— FBIXUHIESN TN D,
IPSec B L WNIKE B BALFRGET VT Y X LADFEZE R LET,

TS5y b TFr—L IKE IPSec

Microsoft iSCSI Z&1{Z1#l 3DES. SHA-1 F7=1% MDS5, 3DES. SHA-1
(Microsoft Windows 2000 < ~ |DH 7' /v —7" 2

K 7 +— A ® Microsoft IPSec &
4%)

Cisco iSCSI Z&{E M 3DES. MD5. DH 7 +v—>"1 3DES. MDS5
(Linux 77 v b 7 #—2A® Free
Swan IPSec F23%)

FSURTH—L Y FOEFE

Fabric Manager #f il L CF 7 v A7+ —Ah By FERET D FIRIL, RO LBY TT,

AT7w7 1 [Physical Attributes] ~3- > C [Switches] > [Security] Z &R L. [IPSec] # &R L E7,
IPSec DFRENERINET (K 7-19 #5H),

7-19 IPSec ME&SE

@ ISAN/Fabric sw172-22-46-153 [admin@localhost] - Fabric Manager 3.0{0.350) =13
File “iew Zone Toolz Performance Server Help

aCM | % | *BENERE | 18 | WRZ@ | ? A pivarced
LoginaI Domains : @ |5] xs? «3 E @ [g
1 5AN

| Contral | Global | Tranzform Set | Cryptobap Set Entry | Interfaces | Cryptobap Summary | Tunnels

Swvitch Statuz | Command LastCommand Resuft
awel 72-22-46-222 |disabled hoSelection  |noSelection  hohe
awrl 72-22-46-225 |dizabled |noSelection  |hoSelection  |hone
awl 72-22-46-224 |disabled noSelection  |noSelection  nong

-~ =wel 72-22-46-233 |enabled |hoSelection  |noSelection  hohe
Physical Atributes 5wl 72-22-46-223 |disabled hoSelection  |naSelection  |hone
- _I aan, A || |lmw72-22-46-153 |dizabled hoSelection |hoSelection  none

P &ACL

Uszers and Roles
S5H and Telnet
FC-SP (DHCHAP)
PKI

IKE

C1lsks
|| End Devices

1

.. 4

5 rows

154355

AFwF 2 [Information] ~<A  C [Transform Set] ¥ 7% 27 U v 7 LE 7,
AFYF 3 [Create Row] 7 A 2% 27V v LET,
[Create IPSEC] ¥ A TR 7Ry 7 ARFRINET (K 7-20 25H),

Cisco Fabric Manager £¥a )74 324 F¥al—>av H/4F
| OL-19536-01-J, Cisco MDS NX-0S 1y Y —2 4.2(1) .m



¥7E IPSec xy r7—9 X2 UT1ORE |

W 517+ IPv4-ACL

7-20 IPSec D1ERE

@ /SANiFabric sw172-22-46-153/Switches/Securit... [X]

Switches:

Mame:

Protocal: [ ESP-Auth
() DES () 3DES (¥) AES128CEC
Encryption:
() AES256CEC
Authentication:

Made: (%) Tunnel

154348

ATwF 4 [Create Transform Set] ¥4 7Ry 7 AT, TV AT 4 —h vy NEERTDIAL v TFERIRL
30

AFYFT 5 FIUATx—Lh by bOL4RHIET B FarERELET,

AT97 6 WEEIBIORET VT ALz @BRLET, £ 72 22M LT, M7 27+ — LAOMBEDENE
MATRENE O M EMHER L T IZE W,

AFYF T [Createl] R¥ %7V v 7 LTI A7 +—5 %y NE{EKTDH, [Close] R¥ %27V vr LET,

HYVTrRYvT ITOFJOBE
J U RNIPV4-ACL & F TV AT 54— &y hOERMBTETTEHE, RO X HIZ, IPSec SA DEFX
FMpEAEbEEs VT N vy T = MY BERTE £,

o IPSec TIR#ET D MTF 74y (V7 MIPVv4-ACL Hfr), 7 V7~ ~v 7 &y MIIEX, FF
NF72 2% IPvA-ACL 2+ 2 8B D= M) ZRETE £,

e SAty FCIR#ET DT v —DFEHIE
o IPSec TIR#EEND T 7 14 v D5ids (VE— b IPSec B'7 D4 )
e IPSec NI 74 v I MEMAT LI —HIL T RKLA (f v X —T A A ZHA)

e BMEDNTI 74 v 7 IZ#HATDIPSec BX =2V T 4 (1 2ERBFEEDO T AT —L &y b2
5 EER)

o IPSec SA ZERT HLDMDIRT A —H

FCZY T s~y 745> (IFL, ~v T o—F U A FNERL) 7))~y 7 = b
. 207 b~y 7y b LTI V—=AbENET,

JIVTF RN T By Naf v Z—T oA AZHEATHE, ROARX IRRELET,
o FDAUH—T A AHD Security Policy Database (SPD) 2ME SN E T,
s AU EF—T A AERBTHTXTOIP N7 7 4 v H, SPDICx L TS ET,

Cisco Fabric Manager #¥2 Y7+ 3274 Fal—>av M
m. OL-19536-01-J, Cisco MDS NX-OS Y Y —2 4.2(1) |



| 7%

IPSec v F7—% XU T4 DERE

2y Fk IPva-AcL H

VT N~y T NIV IRV ELET BT MU RIP T 74 v I RfEREND &, 7V
Th=y T Z U NVNONRTA—=FIZHST, SALUVE—N ETORITVZ=—Ta UPTbhbLET,
SADRIL == arTiE, 7V =y = bUDLLERGLAERY) =N ENES, o—
N AL v FNXIAvZ—a CERBLESGA, e — WV AL vy FIZ7 VT N~y = MNUIZHE
EENTERY S —Z2FEHLT, fBESI- IPSec ETICEETAF 77 —%EK LET, IPSec BTN
FAVEZ—varERBLESAE =NV AL v FE IV TN~ T 2 N IORY —EFHA
T, ET70OFENR (A7 7—) 2ZF AN, FIXHETT 2020l LET,

2 5@ IPSec BT [HCIPSec Z M SEAHIZIE, MGFOETDOI7 VT N~y = FVICEBEDD
Har74Xal—rary AT —FAVIREFENTOWABLERH Y 9,

E7EO SA DL

2O TN SA FHTLTALEES . FETOI VSN ~wvF o MDD 1 SFEFFEERE . HEETO
VT b=y b O 1 DICHBERRITNIERY THA,

2007 VT N~y = N REHRMEEZEST-DICE,. ROKIEEELZMZ L TCWALERDHY F
7,

e JUT Nyl T RVIC, BE#EDH D 7 V7 N IPv4-ACL (2T — A A— IPv4-ACL 72 &)
WEENTNDLZ L, IWEMOET =2 PR —h L THRELESN TV S5EE, IPv4-ACL 28 2
DT D27 VT IPv4-ACL THA SN TWAHRERH Y 7,

o JUT N2y Z NIPAWIHTFETZ#HINLTWE, ELIEFHABETRREINLTND
L,

o BFEDALE—T 2 A RAIEEDOI/ VTN v~y = Y EERTHEZEF, K~y = b
®seq-num ZFEALTC, v v 7 = MVICT U7 ZFRELET, seq-num OER/NI VT E, 7
FAFTIV T @m0 ET, VTN v IPBDRESNTAH—T A ALET, FTFT7 4w
71, BT TAF VT o n@mn~y 7 = VIR L CRMES NV E T,

e IKExAvxz—2arZEITLTCSAZMMYTLIZE. 7V ~y 7 = MIZKRKE L >4k
BRI UAT =Ly FREENTOWIXLERH Y 9, IPSec SA DRI — g HIZ
WMETIIRED N T AT —A By bR L TRHEDT —F 7u—%2R#THZLIZAEL
e I

Ry EBFEED IPvA-ACL WO permit = h U & —F T 5L T 527 V7 vy = U
VN PPNV SN P73 7/ RVARSY (V= S BN

ST Ry THREDIEEREE

VT =y 2 P ERET DHEIIE. ROTFEFHEITHE> TIES W,

o RNYT—NHMHAINDIIEFIL, &7V TN~y T DO —F L AEFICL-oTREVET, >—F
VABEWNNEWEE, TIAFY T 2 TEmL R0 £,

e %7 VT b~y Ty R VI TE S IPVA-ACL 1X 1 27215 TF (IPv4-ACL BIRIZIZHEH D
permit => kU 72X deny = b U EZRRETE ET),

o MUY RAA U IP5HET LA LU THH%EEIL, auto-peer 7> 3 VEMHA LT,
BT 2L T Iy ZICRETEET,

e IPSec % Microsoft iSCSI Z{5 1 & Zh=RAIF BIEH 3 5 121%, IPv4-ACL IZ TCP 71 k=L b
12 —# /L iSCSITCP R— +EFE (F 74/ hE3260) ZHELET, ZOHREICLY, $HE
b A —%x> b 4‘/51—714;@‘/«7 v hNE T VRRP Ay FA—N— K— FEER L
WX VBRI N TH, 5L iSCSI By v a v a2 RRicmE c& £7,

Cisco Fabric Manager %274 2> 24¥al—>av H4F
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¥7E IPSec xy r7—9 X2 UT1ORE |

W 517+ IPv4-ACL

29VT b=y T TV MY DER

ATFvFT1

ATFvFT 3

Fabric Manager i L CHHEDZ VT s ~v 7 = MY 2ERT 2 FEZ, kotBY T,

[Physical Attributes] <2 > C [Switches] > [Security] Z B L. [IPSEC] ##{R L 7,
[Information] =~ /1T I[PSec DFRENRRINET (M 7-21 25H),

7-21 IPSec DEHRE

fSAN/Fabric sw172-22-46-153 [admin@localhost] - Fabric Manager 3.0(0.350)

File “iew Zone Toolz Performance Server Help

a%M i 4% | +REAERT | N8 | GREO | ¢
Logical Domains : @ |5]‘59 ‘, E@[ﬂ

=t

| Control | Global | Transform Set | Cryptodap Set Entry | Interfaces | Cryptobap Summary | Tunnels

Swvitch Statusz | Command LastCommand Result
awl 72-22-46-222 |disabled noSelection  |noSelection  nong
awe] 72-22-46-225 |disabled hoSelection  |noSelection  hohe
awrl 72-22-46-224 |dizabled |noSelection  |hoSelection  |hone

AW awl 72-22-46-233 |enabled |noSelection  |noSelection  nong
Physical Atributes sl 72-22-46-223 |disabled hoSelection  hoSelection  |hone
o __I ;L'\';\‘A ~ | ||z 72-22-45-153 |disabled noSelection |noSelection  |hone

P ACL

Users and Roles
S5H and Telhet
FC-SP (DHCHAR)
PHI

KE

]
|| End Devices

1€

% 4

5 rows

154355

[CryptoMap Set Entry] % 7 #3R L £,
REINTWIBEFED 7 V7 b vy IRERINET (K 7-22 2R),

7-22 BEOIUT L2y T

& JSANIEabric sw172-22-46-153 [admin@localhost] - Fabric Manager 3.0(0.350)

File Yiew Zone Tools Performance Server Help

S [ ELE | BENERE | 98 | WRES | 2 ] Advanced

] SAN S —
B Cortrol | Glokal | Transtorm Set | CryptoMan Set Erry | interfaces | CryptoMap Summary | Tunnels

Switch Marme, Priority IpFitter ist MutoPeer Peer Address CurrentPeer PFS
w1 72-20-06-233|crast-swi72-22-46-233 gigE 1 /2-sw1 72-22-46-220-9igEa2, 1 |oc1B2eeoN 2ac1 B2edcig2_fi T heraa fe11a Jnone

Physical Attributes
KE A

R s

S| B

Logical Dommairs : @ = Iﬂ k. : E Q [g
>
|

154350

raw

({£%&) [CreateRow]| 7 A a2 %227 U7 LT, 2V h~v 7 = bY BERLET,
[Create Crypto Map] ¥4 7 u /Ry 7 ARErRINET (X 7-23 22M]),

l _Cisco Fabric Manager %2974 3274 ¥al—Yav H(4F

OL-19536-01-J, Cisco MDS NX-0OS ) ') —2X 4.2(1) |



| 57%F IPSec *vy F7—%Y £Xal)T1DRE

2y Fk IPva-AcL H

7-23 [Create Crypto Map] ¥4 7AJ KRy H X

& ISAN/Fabric sw172-22-46-1 53/Switches{Security/IPSEC/CryptoMap Set Ent...

Switch: B-233
Sethame: | |

Piarity: |:|i|1 _B5535 (1=highest)

IPACL Profile: }ac182eeﬂl1l2lac1 G2edcldl2 V|
*iormSetidList: | =

[] AutoPeer
Peer Address: | |

() none () Group (modp?68) () Group2imadp 024)
PFS:
() Groupsimodp1 5361 () Groupd 4(modp204E)

Lifetitne: 120..85400 sec (O=global)

Lifesize: | 0 | [... % 3.4193280 MB (0=glabal)

(e ] (e ]

154345

ATFYT 4 BREFFEFEFLIEZVWAAL v FEBIRLET, 7V 7 ~ v 7 E2ERTHHEAIE. 2V TN~y T
0)setNamekJ:U774Z‘)T4’5fﬁ£7£bi‘§“o

AFyFT 5 Fuv7Fyr VAL, 207 )7 k< » 7O [IPv4-ACL Profile] ¥ & O [TransformSetldList]
ERLET,

ATyF 6 (LE) [AutoPeer] F= v VR vy 7 R 2T 50, 7 V7 b v v P2ERT 5B 81387 o7 R
VAZRBRELET, [AutoPeer] 7> a »OME | (P.7-33) #ZRL TS0,

ATy T T @Y7 [PFS]) &N L F3, [EREEMEOME) (P.7-35) 2L TLZEN,

AFwv 7 8 [Lifetime] 35 L0 [LifeSize] #XELET, [SA T4 7 ¥ A L xdvz—va O] (P7-31) %
ZHRLTLIZEN,

AFvFT 9 VT b~y T EERTDHEAIL [Create] R¥ &7 Vw7 LET, MEOZ VT~ v~y T2 AR
T 5%401%. [Apply Changes] 74 2 %27 U v 7 LET,

SASAI734AL RIALI—300BE

SAEADTAT7IA MEERET DI LIZRY, Tu—rUL T4 7524 MME (A ZBLOF A L)
EEIMRALILENTEET,

SATAT7HA L FAv—Va MEERBET2HG. BELILZ VT b vy 724 724 MEZ
RETLHIELTEET, ZOHE, RESNLTA 75'4A1ﬁ Lo T — IV RRGEMEN EEE
SNEF, ZIVT N vy TEHEDTA 72 A LEIRELRVEEIZIE, 77— VU (X737 n—
PIVIRT 7 A0 M) BMEHShETS,

Ta—r )L G4 TEA MEOZEHIZOWTIE, 7 a—L S0 754 5] (P7-38) 251 TL
7ZE0,

SA 5S4 I734LDETE

Fabric Manager 2 LC, 8 E L7227 V7 b v T D SA T4 7 XA LEHRETHFIEIL RO &
BYTY,

Cisco Fabric Manager £¥a )74 324 F¥al—>av H/4F
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¥7E IPSec xy r7—9 X2 UT1ORE |

W 517+ IPv4-ACL

AT7w7 1 [Physical Attributes] ~3 > C [Switches] > [Security] Z ER L. [IPSEC] #®IR L F7,
[Information] XA IZ [PSec DFRENRRINET (K 7-24 25H),

7-24 IPSec DHE

@ ISAN/Fabric sw172-22-46-153 [admin@localhost] - Fabric Manager 3.0(0.350)

File “iew Zone Toolz Performance Server Help

a%H | ELH% | 2REAERA | 08 | YGEB | ¢ [] Advanced

Logical Domsins —————————— : Ay HSGF HUSNE sw1?2-22-4ﬁ-153.ISwitches.l'Securily.llPSEC
=t

| Cattral | Global | Transform Set | CryptoMap Set Entry || Interfaces | Cryptabdap Summary | Tunnels |

Swvitch Status | Cotnmaticl LastCotimand Resuft
syl 72-22-46-222 |disabled [(hoSelection  |hoSelection none
awl 72-22-46-225 |disabled noZelection  |noSelection  hone
] 72-22-46-224 |digabled hoSelection  |noSelection  none

. syl 72-22-46-233 |enabled [hoSelection  |hoSelection none
Phiysical Aftributes —————— | |aw 72-22-46-223 |dizabled noSelection  |noSelection  none
- _I aan, A |lzw172-22-46-153 |disabled |noSelection  noSelection  |hone

IP ACL

Users and Roles
S5H and Telnet
FC-SP (DHCHAR)
Pkl

IKE

ClsLs
| End Devices

=

.. 4

154355

Fows

AFw 7 2 [CryptoMap Set Entry] # 7 %R L £,
BRESNTVWAEFEDO 7 VT N v v IRERINET (K 7-25 250H),

7-25 BEOIVI L=y ERhTL

& /SANIFabric sw172-22-46-153 [admin@localhost] - Fabric Manager 3.0{0.350)

File View Zone Tools Performance Server Help
aA%@ [EL4Y | oREAERT | 68 [WEEE | 2
: RAEABEDIERSF ISANFabric sw172-22-46-153/Switches/SecurityIPSEC|
Control || Global | Transtorm Set | Cryptobap Set Ertry | interfaces || Cryptobap Summary | Tunnels |

Advanced

Logical Dotairs:
[ 15AM

Switch Mame, Priority IpFiter TransformSetidlist AutoPeer Peer Address CurrentPeer PFS
[swi72-22-46-233frset-sw1 72-20-36-233-gigE 1 i2-5v1 7 2-22-96-220-6igEBI2, 1 Jac162ee i Zac zedcllz 6411 6411 none:

P
~Physical Attributes ——
KE A~

154350

3
]

AFYT 3 R/ua—nNLT, ATl Ry ADEYSE2F R LET,
WO T LARFRINET (K 7-26 &2 H),

Cisco Fabric Manager #¥2 Y7+ 3274 Fal—>av M
m. OL-19536-01-J, Cisco MDS NX-OS Y Y —2 4.2(1) |



| 57%F IPSec *vy F7—%Y £Xal)T1DRE

2y Fk IPva-AcL H

7-26 BREDQDIVT L2y T  GlRHS L

JSANJFabric sw172-22-46-153 [admin@localhost] - Fabric Manager 3.0(0.350)

File Yiew Zone Tools Performance Server Help

E | = =)
S | ELE | +REAERT | 0 | VRES | ? ] advanced
Logical Domains: 45 ] oy
e LI LT
Control | Global | Transtorm Set | Cryitobap Set Ertry | intertaces | Cryptodap Surmary | Tunnels
Switch Waie, Priority IpFiter TranstormSetidlist AutcPeer Pesr Address CurrertFeer PFS
w1 72-22-46-233 [erset-sw 1 72-22-46-233-igE 1 72-5w1 7 2-22-46-220-0igE8/2, 1 [ac162eei [2lact 52edclB2
Physical AttrioLtes
KE A~
v
=)
: 3
r~J @
= |2

AFw 7 4 [Life Time(sec)| ¥ 7 L& X T N7 Vw7 L, EEEFLET,
AFvF 5 [Apply Changes] 74 2> %27V v/ LCEERNRERTLET,

[AutoPeer] - 7L 3 > OBE

JUT R~y 7NTET 7 KL A% [AutoPeer] & LTCRELEBAIE. b T 74 v 7 05Ekn v R
RAVERSADOEY 7 RLAELLTHEMENET, L2V T v 72EHLT, 27 R v
7O IPv4-ACL = U THEINT TRy NADZT Y AL M, HAD SA #RETEE
3, auto-peer ZfEHTHE. bT T 4 v = REA 2 F3 IPSec KR L TV D H/AIS, fRE M
FlbEnFE 3, auto-peer IX, UV T3y NNOHEED iISCSI & A ~ TRBIOZRE D LEILNIGE
Bz b E9,

7-27 12, auto-peer A7 g LN Ko TRIEN MRS D61 %7~ LET, auto-peer 7L = &
EHTHL, 72y P XDHEDORKRAMIOWT, 1207 VT b vy = MY EFEHEHLT
AA o F LD SAEMILTEET, EFRANMIMED SAZMILLETHN, VTN ~vy T =Y
FIEE IR ET, auto-peer A7V a VEFBALARWEGES, FHRANMIL 207 VT N vy =Y
PALEITT2 D £,

Cisco Fabric Manager £¥a )74 324 F¥al—>av H/4F
| OL-19536-01-J, Cisco MDS NX-0S 1y Y —2 4.2(1) .m



¥7E IPSec xy r7—9 X2 UT1ORE |

W 517+ IPv4-ACL

7-27 auto-peer # 7 a v #HEMALISCSIDIY FY—I > K IPSec
TRy kX
RR k2

<3

5
|\

KRR KA
IPSec

=
\‘:‘ L‘%C@ IPSec
?;‘l IL—=3

<
O
w
>

Gl

KA K3

120879

[AutoPeer] A 72 3 VDEE

Fabric Manager %/ f L C [AutoPeer] 73 a3 > 2% €T 2 FIHEIZ, KO LBY TT,

AFwF 1 [Physical Attributes] ~21 > C [Switches] > [Security] % BB L, [IPSEC] &R L £,
[Information] ~=A /T [PSec DRENF RS NET (¥ 7-28 2ZH),

Cisco Fabric Manager #¥2 Y7+ 3274 Fal—>av M
m. OL-19536-01-J, Cisco MDS NX-OS Y Y —2 4.2(1) |



| 57%F IPSec *vy F7—%Y £Xal)T1DRE

ATFvFT 3
ATFvT 4

2y Fk IPva-AcL H

7-28 IPSec DHRE

@ /SAN/Fabric sw172-22-46-153 [admin@localhost] - Fabric Manager 3.0(0.350)

File “iew Zone Toolz Performance Server Help

= | g = = F
SS% | EL% | SBEAERE 03 | $E@ | ? ] Advanced
Logical Dormaing 4 @& |§] el ‘b E @ [ﬁ
=t M
| Contral | Global | Tranzform Set | Cryptobap Set Entry | Interfaces | Cryptobap Summary | Tunnels
Swvitch Statuz | Command LastCommand Resuft
sl 72-22-46-222 |disabled hoSelection  |noSelection  hone
syl 72-22-46-225 |disabled [(hoSelection  |hoSelection none
awl 72-22-46-224 |disabled noSelection  |noSelection  none
-~ 2wl 72-22-46-233 |enabled hoSelection  |noSelection  hone
Physical Atributes zwl 72-22-46-223 |disabled noSelection |noSelection  |hone
—a-mee - - -
] Ada ~ awl 72-22-46-133 |disabled jnoSelection  |noSelection  none
IP &L

Uszers and Roles
S5H and Telnet
FC-SP (DHCHAP)
Pkl

I

C1lsLs B
& [ ] End Devi - .
[ || End Devices v = i
5 rows &
[CryptoMap Set Entry] #7427 UV v 7 LET,
= o ° % — .
RESNTWDLEEFEDOZ VT N v v IFREREINET (K 7-29 22H]),
7-29 BEOIUT L2y
JSANJFabric sw172-22-46-153 [admin@localhost] - Fabric Manager 3.0({0.350)
Fie Yiew Zone Tools Performance Server Help
S [ ELE | 2BED 2 H8 | weEm | ¢ ] Advanced
Logical Domains 4
e \EEEEEEELEETS
Cortrol | Glokal | Transtorm Set | CrvitoMan Set Ertry | interfaces | CryptoMap Summary | Tunnels
Switch Name, Priority InFiter Trar ist AutoPeer Peer Address CurrentPeer PFS
i 72-22-46-233[rset-sw172-22-46-233-0igE 1 f2-5 w1 72-22-46-220-9iGEB/2, 1 [ac162ee0l 2iact 62edciBlz_|I [ 1 hetaa hgi1a  |none
Physical Attributes
F s . ¢ sile
a8 § | |57 2
o Ie

BR L7 VT~ 7 vy b = b O [AutoPeer] 473 2 v &R E 2 IR RER L4,
[Apply Changes] 71 2> %2 U v 7 LTEREAREREFELET,

SEREREMEDHE

SATAT7HA L XTIV —Va  BERETISGA. A7 a s Tr7 U7~~~y 7O Perfect
Forward Secrecy (PFS; SERHAEME) AR ETEET,

PFS #fElZ, T 74/ b TIET 4 £ —7 V" CTY, PFS VNV —T7%RET 55 A41E,. DHZA—71, 2,
50 ¥703 140550 1 o&2FRETEET, DHIZA—FEEELRWVES, J—F 1 BNF 741k
THEAESNET,

Cisco Fabric Manager £¥a )74 324 F¥al—>av H/4F
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W 517+ IPv4-ACL

SERIREME D E

Fabric Manager Z#fi ] L C PFS fEARRET D FIHIX, kD& BH T,

AFwF 1 [Physical Attributes] ~XA > C [Switches] > [Security] % BB L. [IPSEC] Z&R L £,
[Information] =~ /T [PSec DFRENRRINET (M 7-30 Z5H),

7-30 IPSec DEHRE

@ /SAN{Fabric sw172-22-46-153 [admin@localhost] - Fabric Manager 3.0{0.350) =3
File
aS% | ELE | +BEAERE Y | WEE@ | 2

Leges) BaiElie : G NI W S Al S ANFabric sw172-22-46-153/Switches SecurityIPSEC
=t

Wiew Zone Tools Performance Server Help

Advanced

| Cortral | Global | Transtorm Set || CryptoMap Set Entry | Interfaces | Cryptobap Summary | Tunnels |

Swvitch Statusz | Command LastCommand Result
=] T2-22-46-222 |disabled jnoSelection  |noSelection  nong
=] T2-22-46-225 |disabled hoSelection  |noSelection  hohe
vl 72-22-46-224 |disabled |noSelection  |hoSelection  |none

AW =l T2-22-46-233 |enabled |noSelection  |noSelection nong
Physical Attributes ————— | law1 72-22-46-223 |dizabled noSelection  |noSelection  |hone
o __|AA # | ||zw172-22-45-153 |disabled noSelection |noSelection  |hone
IP &CL
Users and Roles
SEH and Telhet
FC-SP (DHCHAR)
PHI
IKE
5L LJ
~ | End Devices v o
£ | o g
FOWYE I g

AFwFT 2 [CryptoMap SetEntry] # 7% 27 U v 27 L¥7,
BRESNTWIEGFDOZ VT b vy TIREREINET (K 731 25H),

7-31 BEOIUT L <vT

& /SANJFabric sw172-22-46-153 [admin@localhost] - Fabric Manager 3.0(0.350)

File Wiew Zone Tools Performance Server Help
Gk |Ed¥ | +REAERT | 99 | ¥eEE | 2
\FEEEE R

Gontrol | Glokal | Transtorm Set | Cryptoblap Set Ertry | irtertaces | Cryptobap Surmary | Tunriels |

~Logical Domains

=

awvitct Marme, Priority IpFitter TransformSetidlist AutoPeer Peer Address CurrerdPesr PFS
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