A—¥ O— /)L LUVHFEO—ILDERE

Cisco MDS 9000 7 7 X U O F _XTHAA v F T, Command Line Interface (CLI; 2~ K74 > A

VB —7 x4 R) BIV Simple Network Management Protocol (SNMP; f§ig x> U —27E# 7 1 K

) icdmon— 2L ET, SNMP 2 L T L7cm — v id CLI 26 L TEAE TE,
DL AHETT,

a—%F NRAT—F B— LI CLl =2—H%BIUWSNMP =2 —¥F28BRF L0 &#HA LET, CLI %
FIH L CRRE Liz=—¥1% SNMP ZF|H L T (7= & 21 Fabric Manager X° Device Manager) ., A A v
FIZT7EATEET L, TOHHARETT,

ZOEOHNEIT, RO LBV TT,

o [m—n =207 (P.3-1)

o Tm—LOFAi] (P.3-7)

o [a—# 7H v b (P3-10)

e ISSH #—t 2] (P3-15)

o [EHLE AU —Fo[EE] (P.3-19)
o [Cisco ACS ¥— k&) (P.3-19)
o [FT7xn hikEMl (P.3-23)

A—)L R—XDEFH]

CiscoMDS 9000 7 7 2V AA v Fidu — VIl ESWEEEEZITWET, 2 — L _— 2D L, =—
P —LEZEOBTCEHILICESTAAL v TF~DT 7 RAEHIBLET, ZOBEORIETIL, =—
FIZE B THEN-r —VZESOWTEHEBENHIR I E T,

av Y REFETLEY, a~v U RERTIEEY, av T2 AN AT ERELEZY T8I, =
< R~DT 7 v AMERD B, BIEEFRTEET,

ZIZTHHTAINAEIL, kO EBY TY,

o Tm—sLiconT) (P3-2)

o m—n&7m7r7ANOFE] (P3-2)

o [d@m— Lol (P.3-3)

e [VSAN KU —#%E | (P.3-3)

o [VSAN KU —nDZEH | (P.3-4)

o (Ko — Xt T DN — L EREREDRE ] (P.3-4)
o —ofEIE] (P.3-5)

o m—n_—xfFHoFR] (P.3-7)
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A—JLICDUNT

o)

BT EICEED =Y EED LI ENTE, KFa—FiIHEEOr— VB TEET, 2L
rolel 2 —PIZiZar 7 4 Falb—varfavwy D7 78 AEFM, role2 = —HIZi% debug =
YU RANOT T ERARETRHFIINTND E LET, ZOHE, rolel & role2 DM FIZHTRBL TS
2—HF, ar74Xal—varflavr K debug 2~ ROWEFICT 7 ATEET,

—FREEOr —VICHTR L TWAEES, Fa— A THEAINTWATRTCHDa~vy REEFTExE
T, AR R~DT VB AMEL, TDOa~v L R~OT7 7 v AERI Y bERINET, =& 2013,
TechDocs 7/ —7 2R L TCWAa—HN, a7 4 Xal— gy avwry RADT 78 AE2ELTESH
TWbELET, 272L, 20— Fo o V=7V 7 IAr—ICbELTWVWT, 27 4K =
L—ay avy RaDT7 78 AEE o TWET, ZO8E, 20oa—WFar 7 4 ¥al— g
vaw s RIIT 7B ATEET,

0= VAR LT R T, MR A~ D7 7 B ARHIRFICHF A SN 50T TEH Y FHA, R
FRFa— VEGIRN—VERE L, ERIAT Y RADT 7R RAEFAT 20BN H YD F7,

A—)ILETOAT7 7L ILDETE

ATFvFT1

ATFvF 2

Fabric Manager ] L CGEMD v — V2B T 5, EEBFe—1rore 7 7 A VEELETHF
I§i%, kD ELEBHTT,

[Physical Attributes] ~2-f T [Switches] > [Security] % J&B L. [Users and Roles] Zi&R L £,
[Information] XA > C [Roles] # 7% 7 U v 7 LET,
X 3-1 DLBY OFRPETRESNET,

31 [Users and Roles] EIE® [Roles] # 7

. ISAN/Fabric sw172-22-46-233 [admin@localhoest] - Fabric Manager 3.0{0.347)

File View Zone Tools Performence Server Help

G|k k| *REAERE | WY | WERES | 2 A
Logical Domains 4 o =l
o CFS w
B 4 Febric swi72:22.46:233 | M CHEHRFROESE
B 23 Al VSANS Roles GFS || Roles | Users | Users (<3.0) | Communities | Privacy
® []IVR
DFM (Dyr\smchemh . Soope Soope
= o ||mester Neme  Descripion Enable VSN Id List
< = 3 w1 72-22-46-225 ftest oo
(sl 72-22-46-225 roleT : [1,4001
P——— |ls172-22-46-225 role2 O
B [ ] Switches A

FM 72-22-46-225 default-role [This ie & system defined role and spplis to sll users

Harchware

rs 2

154127

b rows

Fabric Manager T — /LA A{ERKT 272 9DIZ [Create Row] 7 A 2> %27 Vv 7 LET,

Cisco Fabric Manager #¥2 Y7+ 374 Fal—>av M F
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ATv7 3
ATv7 4
ATvT 5
AFv7 6

(E)

o—n R—zoFa B

3-2 @ [Create Roles] ¥4 7R 7R v 7 ARERINET,

® 3-2 [Create Roles] ¥4 7AY Ky o R

@ ISAN/Fabric sw172-22-46-233/Switches/Secu... [X]

Mame: | |
Description:
—WSAH Scope
[ Enakle

154120

0=V OREXDAA v F 2 BIRLET,
[Name] 7 4 —/v iz, v —/VvO4HiZ AN LET,
[Description] 7 ¢ —/L RiZm— /L OFHE AT LET,

({£3#) [Enable] = v 7 R v 7 A% 4 12 L C Virtual Storage Area Network (VSAN; {RAEA |k L—
T Ry hU—7) fiflEA X —T ML, ZOou—VEGEHATE 5 VSAN © U X k% [Scope]
74—V RIZATILET,

0 — L EAERRT HICiE, [Create] RZ %27 Uy 7 LET, il — L& ERE T [Roles - Create]
FATa TRy 7 AL 5I121E, [Close] RZ v &7 Uy 7 LET,

Device Manager TiZ, XA v FDE 2 —%FR$ 57202, Device Manager (42272 6 DD 1 — /L3
HEWWICIER SN E T, 7ER& D a— 11X, system, snmp, module, interface, hardware, X
! environment T3,

HEO—ILDHIK

AFvFT A1

A7y 2
AFyvFT 3
ATFvT 4

Fabric Manager Zffi [ L T3l e — V2 HIBRT 2 FIEIZ, RO EBY TT,

[Physical Attributes] << > C [Switches] > [Security] Z B L. [Users and Roles] ZER L £ 7,
[Information] ~2A > C [Roles] ¥ 7% 7 U v 7 L ¥,

HIbRT2m—nN%27 U v LET,
[Delete Row] 74 2> %27 U v 7 LCH@ERr— LV EZHIBRL ET,
[Yes] %2V v 7 L CHIBRZMERT 575, [No] THFrELLET,

VSAN R1) — D E

VSAN R YU v —@O%EIZIL, ENTERPRISE PKG 7 A U ARMETY GFEMIZ W TIX, [Cisco
MDS 9000 Family NX-OS Licensing Guidel #Z L T Z&W),
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GE)

o)

IR L7Z VSAN By FEFICH A7 OFITRFHFAISND L HI, v— L EZBRETEET, T 7411
TiE, Eor—1® VSAN RV =813 ENB728, T3TO VSAN IR L TH AT NEITINE
9, #BIRL7= VSAN v FETIC 577<&0)¥ﬁ75)ﬁ735ﬂ613ﬁ71/72 RECEET, 1 DO —/L|C

% L CEIRAYIZ VSAN Z7F 32 121%, VSAN R U o —Z2ERIZHE L, TDOH L& TEOHRE R
IZRRE, F @72 VSAN ICRE L 7,

VSAN R YU V=R ERICHRESNTNDIR— LIZREINTWDL2—FE, ER—FNOREEZEFTET
TFEHA, INHOX—YFREETELDE, OL—LORAFITILCT) FAR— FEZIZFL A— FDO%
BT TT, Tk, Znooax—%Rn, 77 Vv rsoar 77/ ar—\IEET L AHEED
bAHAREELETETE D ET,

~

-

n—/L&H LT, VSAN FHEZERCTEET, RELZA—AMISL T, b D VSAN BHE
13> VSAN T84 5.2 4 2 L 72 < . VSAN |Z MDS #fE (V' —> . fcdomain, VSAN 7 12/35 ¢
RE) ERETEET, £/, v — A 0B O VSAN TORBAZFRA LTV 5HEE. VSAN FHE T
INHDOVSANBITCER—=FERIZFL R—bFDA U NRN—V TR ERETEET,

VSAN AU & —=PMERICHRES N TWD B — /I B T2 —F D Z &%, VSAN ffRf & 22— LIFO
£,

VSAN K1) o—DEE

Fabric Manager CEEfFO B —/L®D VSAN R U > —%EET L FIEIL, kOLEY TT,

[Physical Attributes] ~< > C [Switches] > [Security] ZJ&BH L. [Users and Roles] ZHR L £ 77,
[Information] ~2A > C [Roles] ¥ 7% 7 UV v 7 L ¥,

[Scope Enable] F= v 7 Ry 7 A% A2 LT, VSAN §ifH% 1 x—7ic L, »—/L® VSAN #ilf
ZHIRLET,

[Scope VSAN Id List] 7 4 —/L RIZ, m—/V&ZHI[R95 VSAN DU X ~E AL ET,

ERENEERTT 5121, [Apply Changes]| 714 2> %27 U v 7 LET, EENEZRY HETITIX
[Undo Changes] 74 2> %27 Vv 27 LET,

KO—JLIZHT BIL—IL EHEBEDERTE

Ko —Z, &R 16 DIL—LVERETEET, ZNALONL—E, FRIEND CLI 2~ RERBL
1, =P THETHIL—ABEICLI T, V= APNEHAEINIEENREY £, 72L& 213,
rule 1 ®H &2 rule 2 23 H 4, rule 3 PAEEDNAIZEH S v E T, network-admin 7 — /LT JE X 720
a—WE, v VIBE L~y FEETTE E A,

e xiE, 2= ANBRTATD show CLI =~ ROETEZHAINTVWELHEE, 2—F AN
network-admin 7 —/VIZFTE L CWRWNAE Y  =—3 A [T show role CLI =~ RO &R RTE
FH A,

=, BEOT — /MK T TE ORELRELE S, L— V2T 2 EEIT, V—3FE 5,
N—b Z AT GFFAEIIER), CLI 2~ > K #4147 (72 & %X config, clear, show, exec,
debug) ., BLUMEEOHAES (72 & 21X FSPF, zone, VSAN, fcping, interface 72 &) T,
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o—n R—zoFa B

~

G¥) ZO%A . exee CLI =~ RTiX, show. debug 3L W clear D% CLI 2~ ROIT I VIZALR
W, EXEC E— FRNOTRTOa~y RBRICRY £,

JL—ILDEIE

Device Manager CEEfF D 12—V D)L— L EEET 5 FIEIZ, kO EEY TT,

AT7v7F 1 [Security] >[Roles] %7 V v 7 LE 7,
AFwF 2 [CommonRoles] #A4 7R 7Ry ARERENET (K 3-3 25H),

3-3 Device Manager @ [Common Roles] ¥4 7B4J KRy o R

@) c-186 - Roles

FROIES
. “gan Scope
Mame Description -
Enable List

test []
role1 11 []
wsanlto allow vsans 1 1o 200 [v] 1200
wsanitoll allow vsan 1 to 10 4 o
defaut-role This iz & system defined role and applies to all uzers [F]

[ Refresh ][ Help ][ Close ]

154129

5 row(s]

AFwFT 3 N ERET I e AEI Y v LET,
ATvF 4 [Rules| A% %27V v 7 LT, Z2OR—LVOL—)LEFRLET,

Cisco Fabric Manager £¥a )74 324 F¥al—>av H/4F
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[Rules] #A TR ARy 7 ANKRRINET (¥ 3-4 #5H), RARINDETITEG DL DLERHY
i‘a—o
3-4 [Edit Common Role Rules] #1 7R4 KRy o R

B c-186 - Edit Common Role Rules vsan1to10 ﬂ
Select &1l: [|Cieaf []Config [ |Debuy []Show []Exec
S~ Operations
CLI Camtmand o

Clear | Config | Debug | Showe | Exec
Hos true [v] ~
irstall ftrue [+] q
in-order-guarartes  ftrue [+]
port-channel true [v] —
cloud-discovery
kit true
interface true
courters
test
arp Z Z
zone true z E
trunk true [v] [v]
fofaed true [v]
ety true [v] [v]
version true [v]
banner [+]
debug [+]
cimserver z
cd true
whi
accounting true z
rmociule true Z z
fican true [v] [v] [v]
forrmat z w

[ Summary ... ] [ Apply ] [ Close ] -

MOTE: SMMP traps CLI commands ta SET andd GET - some differences may result. %

AFwT 5 HFo— Lz OoNWT, A RX—TNFEREFT 4 =T NCT HL— L ERELET,

ZAFwT 6 B LVA—LEEAT 5%, [Apply] KE 2 %2 U v 2 LT [Rules] 4 72/ H v 7 25U ET,
N— )L AT [Rules] £ A4 7 a7 Ry 7 Z&HL5I121%, [Close] RZ v %27V v 27 LET,

rule 1 SERPNCHE A IS4, 7= & 21F sangroup = —HF B9 TD config CLI =2~ RIZT7 7€ AFT5HZ
ERFFAIENFE T, KiTrule 2 A S, sangroup = —F (21X FSPF S EN SR SN E T, MRE L
T, sangroup = —F X fspf CLI R E 2~ FZFR< | LT T config CLI =2~ REFE[TTEE
\a_o

GE) NV VTEATOEFNEETT, ZbHD2 00)11/%/1/%)\2%’*7‘; deny config feature fspf /L' —
NN E &, RIT permit config /L — /L Z B WZE AT, 2 BOO/L—LRN T B — LR A
Ffo TRAI DN —WMIHEET 2728, sangroup J%ﬁ‘@éa T RTOBEA~Y Y ROFETEZ T
L2 LIV ET,
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S . —

A—I)ILR—XIEHD TR
L= VI —VEER, BLOZEAZNOR —WIESWTERINET, 2= AEH/ELRVWES
X, TRTOrR—ARNERINET,
Device Manager Zffi [l L THFED B — L DL — L 2R RT3 FIEIZ, RO EBY T,

AFw7F 1 [Security] >[Roles] %27 U v 2 L%,
[Roles] A TR TRy 7 ANRKRRINET,
AFYvFT 2 B nAERERRLT[Rules]| R¥> %2270 7 LET,
[Rules] XA 71 7R v 7 AnFRENET,
ATYFT 3 oo VIEREINZA— LV EE LD THERT DI [Summary] R¥ %227V v 7 LET,

A—)LDEfH

17—/ _— X EIL, Cisco Fabric Services (CFS) A > 77 A 77 F ¥ #RH L ThRN 2T — X
N—REHEAREIZL, 777V v 7 BRI TEHY TV RA L N TORELZRELET (F 7%
[CFSA Y7 TARNTZ7F ¥ DfEM] 228),

WOBENENEA SNET,

o m—4 LA

o B—LIKTHNL—NLDY A B

o VSANRY T —LFHRINTND VSAN DY X |k
I THMHATOARIL. ROLEBY T,

e Tm— F—H_X—=2225n T (P3-7)

o (737 Vvsouvyr) (P3-8)

e [EHD=I v b (P3-8)

o IZEWDEEHE] (P.3-9)

(5 oA x—7 11k (P.3-9)

o By ardiE] (P3-9)

o [F—HR—2 ~v—VICHTLHEEFHE| (P.3-10)
AN A F—T D EEOr—LDFR] (P.3-10)

A—J)L T—RR—=X[ZDIL\T

0= R—=2ZREF 2 DOT = F_X—=Z ML TRENEDZITIY & FEEITVET,

o O T4 X2l —ary T—ERNR—R:T7T7 Y v THREETENTWELT =T F—X%
NR—2ATT,
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N o Lom#®

o NUF YT FHR=Z  BHEORELFIIN T 40T T HAR—AEEENE T, RE
PEELEZREIT. XvT 407 T —E2ARXR—AOEHENEE 2y MELIIERETAILERH Y
9, COMHEOFETHIL, 777U v riduny s SREREBICRDET, T v FT—H
NR=ZA~OEFIT, FOLEZaI v b EHETa 74Xl —ay T—F_R— AT ME
nWEHA,

J7JYvooaovy

F= A R=ABEETAHRIDOT 7 a v PNRUT 4 7 T—=AR_R=2%ERK L., 777V v 7&K
OREZ D v 7 LET, V77 U v rduyrsEnd e, ROXHRRMITRY 9,

o MO —HVIE, ZOMREORTCEEE TR0 ET,

o RHIDOEFIZE LRS- T, a7 4Fal—ay F—ERXR—2ADENF 4 7 F—X
NR— 222 F5,

ZEOOZIY k

ATFvFT1

ATFvF 2
AFvT 3
ATy 4

RUT 4T T=ERX=R TN ETEaI v b, TOREFETOT7 77V v I7HOTR
THOAL vy FIZaIy banEzd, a3y MREFCETEINDE, 777U v 7 2RICREOEREN
BWHEN, ey 7 BBRENET, 2074 Fal—a Ly F—2_—2F2nBE. 23y FER
TEERERFL, XU T 407 T R_R—RAIHEINET,

Fabric Manager Zff ]l L Tr—A_X—2ARFELET LIy M TLHFIEIT, KoEBY TT,

[Physical Attributes] ~2-f T [Switches] > [Security] % J&B L. [Users and Roles] Zi&R L £,
[Information] ~*4 > T [Roles CFS]| # 7% 7V v 7 LE7,

3-5 DK N EIRSNET,

3-5 [Roles CFS] # J

";1 JSAN/Fabric sw172-22-46-233 [admin@localhost] - Fabric Manager 3.0(0.347)

File ‘iew Zone Tools Performance Server Help

atk |k d¥ | >SENERT ©3 | WRES |

Advanced

Logical Domains TR
= 4 Fabric swi72.224 -
is

= | REESTFS!| Roles Users (=3.0) | Commurities | Privacy

S Config Config  Last  Last Owner  Owner
DY (Dyrarmic Switch Adniin Opsr | Global | Action View as Command Resut IP Address User Mame Mergs | Master Attrioutes
Domain Manage | | sy172-22.46-223 jnoSelection|disabled |enable noSelsction|running feFabric iphietwork
< | > w172-22-46-224 oSelection  |disabled [enable  noSelection Jrunning nia

sw172-22-46-222 noSelection _disabled |enable noSelectionrunning fcFabaric phietwork
Physical Attributes =w172-22-46-233 noSelsction  |disakled |enable nosel=ction |running foFabric iphletwark
a

Jsers and Roles [ w1 72-22-46-153 noSelection |disakled [N noSelection [running ‘m’a
el Telnst =wl72-22-46-225 noSelection enabled  |enable  noSelsction  |running SUCCEST toFabric iphletwork

b

S5H &
FC-SP (DHCHAPY swl72-22-46-174 noSelection  |disakled |enable  noSel=clion |running feFabric iphetwort
=wl72-22-46-221 noSelection  |disabled lenable  noSel=ction |running tcFabric iphletwork

PKI =
IKE v

154128

Lol tabric svitches panticipats in CFS

[Global] Fm vy 7F*# X =2 —% [enable] IZZXEL T CFS %4 R —7 /MIZLET,
[Apply Changes] 714 2> %7 U v 7 LT, EENFERGFELET,

[Config Action] Ku v 7'# 7 A =2 —% [commit] IZEREL T, CFS#EHALTCZna— 1%z
Ty hLET,
[Apply Changes] 74 2> %27V v 7 LT, BEENELZRFLET,

l _Cisco Fabric Manager %2974 3274 ¥al—Yav H(4F
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EHEDHEZE

NRUT T T ER—=R T EEEFEZE (abort) 5L, a7 X2l —T gy F—F—
AIBEZITT, vy 7 BDREINET,

Fabric Manager ZfiHl L T — L X—2ARELLLPEFET 5 FIHIL, kD& B T,

AT7w7 1 [Physical Attributes] < > C [Switches] > [Security] % B L. [Users and Roles] Zi&R L 7,
[Information] ~X4 > C [Roles CFS]| # 7% 7 U v/ L &7,

ATwF 2 [Config Action] Ka v 7¥ 7 A=a—% [abort] IZREL T, 2y FENTWVWREWVWTRCTOEE %
BEELET,

AFwF 3 [Apply Changes]| 7 A 2> %27V v 7 LT, BENEZETELET,

BREDA 12— I

Fabric Manager Zffi ] L Tr — /L X—2AREDEMZ A X — 7 M T D FIEIT. ROLBY TT,

AFw 7 1 [Physical Attributes] ~¢ > C [Switches] > [Security] % B L. [Users and Roles] Z3&R L 9,
[Information] ~<A > C [Roles CFS]| 4 7% 7 V v 7 L %7,

AFvF 2 [Global] Fu vy F XU A==a—% [enable] IZFRE L T CFS fiifiz A x—7 M LET,
ATvF 3 [Apply Changes] 74 2 %27V v 7 LT, EENEZRIFLET,

vy arDFEE

Fabric Manager Zf#fH L CHHIAICT 7 7V v 7 NOBFOR— LV ¥y g U EEERET S FIET, &
DLFPHTT,

AFwF 1 [Physical Attributes] ~2A > C [Switches] > [Security] % BBH L. [Users and Roles] # 3R L £,
[Information] X4 > C[Roles CFS]| ¥ 7% 27 V v 7 L7,

AFwF 2 [Config Action] Ku vy 747 A=a—% [clear] ITREL T RV T 47 T—H_X—AEHEELFE
‘a‘@

AT7wv7 3 [Apply Changes] 74 2 %27V v 7 LT, BEENEEZRIFLET,

~

GE) EByvaraBETLIE XUT AT TN ANOT X TOEENRKDNET,

Cisco Fabric Manager %274 2> 24¥al—>av H4F
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M o s7ha900k

T—ER—R I—VICHTHIEER

(AL e ey

2FyvFT 1

A7y 2

ATvT 3

T77 7V I D=V TEAAS v F EOor— )L T R—AFEREEINERA, 2200777V v I %
~—T L, ENEDTFT Y v I NERDLIO— L T AR R OB/, YT MU= T NT T —
M Ayt —UEFLET,

e 7TV v I BROTRTOAL vFTa— )L T—FRXR=ANE—THD I L E2MRLET,
s WITNDAA vy FOu—) T—HX—=2 b UTUBERT—IX—AHELTHrHbaIy FLE

T, 2NV 77TV v ITNOTRTDOAAL vF Lo — T—FX—=ZADRAP RN FE T,

TILDEEOO—)LORT

0—Zk L CEAARA XF—T DL ET, RoT 4 n—)L T—2_X—2 (BHINDIHDOT —
HANR—=R) MWT o= T—=ER=ADWNWTNNEERTEET,

Fabric Manager #ffifi L Cr— /L 2FK 7T HFIEIL, kDOLBH TT,

[Physical Attributes] <21 T [Switches] > [Security] % B L. [Users and Roles] Z3&R L £,
[Information] ~XA > C [Roles CFS] # 7% 7 U v 7 L¥¥ (K 3-6 &),

3-6 [Roles CFS] # 7

@ ISAN{Fabric sw172-22-46-233 [admin@localhost] - Fabric Manager 3.0(0.347)

File View Zone Tools Performance Server Help
AT 2]
atm E4%|SREAERE | 02| WRED | 2 D avancna
Lagical Comains 45 i)
: —f@evrrESH
{ROIBETCRSY Rales Users (<3.0) | Communities || Privacy
[ T Confiy Confly  Last Last  Owner | Owner
DR (Dynamic Switch Admin Oper  Global | Action Vigw as Command Resull [P Address User Name Merge  Master Afiriutes
Datnain Manage ¥ || | sy 72-22.46-223 [noSelection disabled [enable [noSelection |rurrin o fcFabric iphletwork
< > s17222.46-224 noSelection_disabled |enable noSelection|runring s
Ay 00000000000 |swi172-22-46-222 noSelection |disabled |enable noSelsction  |runnin g foFabric iphlatwork
Physical Attributes sw172-22-46-233 noSelection disakled |enable |[noSeleciion |running icFabric iphletwork
I [T ~| |=w17222.45-153noSelection disabled |n/a  jnoseleciion |running nfa
SSH and Telnet sw172-22-46-225 noSelection _enabled _|enable noSelection _|running success |1cFahric iphietwork
FC-5P (DHCHAR) sw172-22-46-174 noSelection _disabled |enable |noSeleciionrunning feFabric iphistwork
PKI sw172-22-46-221 noSelection  |disabled |enable  noSelection  |runnin L] foFabric iphletwork w0
IKE v o
av b
Lo abric svitches participate in CFS iz}

[Config View AS] K »v 7’# 7 A== —% [pending] IZRE L T T 4 7 T—H_X— 2% FKR
355, [Config View] K v 7 F U A=a—% [running| ICREL CT =07 T—H_X—2 %K
RLET,

[Apply Changes] 74 2> %227V v 7 LT, BEENEEZRFLET,

A—Y F7ho b

Cisco MDS 9000 77 S U AA v FTlE, T X TCO2—H DT H 7 MEBN L AT ARSI FE
9, 2—VORIEH R, 2 —V4, 2—P RZAT—F, RRAU—RKOFEHHR, BLOe—1 2
NR=V TN, ZO2—FDO2—Y To7 7 A VIEFEENET,

COBETHATHX A7 ZFMAT DL, 2—FOEREREF2—F D707 7 A VOBERTTAET,
INLDHZAZIET FI=A ML —XIZX WV ER SN2 —FIZHRENET,

Cisco Fabric Manager #¥2 Y7+ 374 Fal—>av M F
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a—47hoor N

WO EFZT-BA IR AY — RERETHLERH Y £,
e HIXSXFORES
o FMELO—H L7 CFALEH Ry (Tabed) 72 &)
o [AUXFENLHGEKGE L7 (Taaabbb) 72 &)
s MEIZHLHBEEE RN
o RUFLINXLFOMENREGEENTND
s HFENEENTND
RS T — ROFIZRICR L ET,
e If2CoM18
e 2004AsdfLkj30
e (Cbl1955S21

(i) JVT THXARDONRAT—=RIZEDLIENTELDE, TLV7 7y FEEFTET T, RLis
(§) =t R (%) REOHHEXFIIMERATEEEA,

ZCTHMTANEE, KO LBY T,

o [a2—VOrEICBT 2 EEFH] (P3-11)
o [x—Hof&E] (P.3-12)

o T—FDHIkR (P.3-14)

o Ta—H T7Hvry MERORR] (P3-14)

A—YOERICET H5FEER

snmp-server user 47 3 > THE L /SA 7 L—X L username 47> 3 V TIREL7Z/NAT— |
RIS ET,

T 74N T FRICHIREZRE L2V E ) 2a—% T h v o MIEHRICHENCRY £, A
T avexpire EHTHE, 2=V T AU NET =T NVICTHAMNERECEET, B
YYYY-MM-DD X CTHELET,

A—PEERTDHE. ROFITEZLTIES W,

o KOU— RIITRFEADD, 2—VREITITHFEHTE £ A, bin, daemon, adm. lp. sync,
shutdown. halt, mail. news. uucp. operator. games. gopher. ftp. nobody. nscd. mailnull,
rpc. rpcuser, xfs, gdm, mtsuser, ftpuser. man, sys

o I—HPF RATV—KNEFAAf v F ar7 4 Xal—rar 774 VICERENEREA,

o NRRATU—RRHETHLIHE (HL, LT WEHEE), AT — REREIRERSRET,
TIRED L DT, BNRNRAT—=RERELTLIEE N, NRATU— NERCFEE/NTFEEXB L
F9, CiscoMDS 9000 77 XU AA v FTiL, T 74/ bD/RATU— K& LT Tadmin) 2MEDH
NAHZEEFRLRVFELE, MOANZRT— REFRICRET ALERH Y 3,

¥E®  EE : Cisco MDS NX-OS TiE, 2—¥ANRT VT 7 Xy NTHELRY ., UE— N THERT M
(Terminal Access Controller Access Control device Plus [TACACS+] & 72i% Remote Access Dial-In
User Service [RADIUS] Zf#iJH]) v — U /L THEKT 2 2T BMR 7 < S8805 K 7o 13085 E O Rk 530
FH[FF7AL =[%FF]. _[FR]L -[M 7]\ [Ny 72Ty va] BEOG.[EVAFR]D %

Cisco Fabric Manager %274 2> 24¥al—>av H4F
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o TIER L2 —F AR R— b ENET, e—h NV 2—FLETXTHRFETER LY, Frk
X (FFROE LT ERS) AL CERLEV T LETE A, BFELFTO2—P4
R R — b ENTWRVERERSCTFIC L D 2 — 4 % Authentication, Authorization, and Accounting
(AAA; FBRE, ¥Rl THhorT 4 7) = NIHFEL, vl A VBIZATERD L, TO2—F
X7 7B A EHEESNET,

A—HDERTE

Fabric Manager #ffiH L TH LW —HF 2R ETH. EEFBRF2—HF0or e 77 A V2 EETHF
X, R &FBY TT,

AFwF 1 [Physical Attributes] ~2A > C [Switches] > [Security] % BBH L. [Users and Roles] # 3R L £,
[Information] XA > C [Users] ¥ 7% 27 Vv 7 LTCa2—H DIV A 2FRRFLET (K 3-722H),

3-7 [Users] 2 FOTFIZFRRShBD1—HFDY X +
Swvitch Uszer Primary Role Cther Role Digest Encryption

2wyl T2-22-46-182 [admin | netwark-admit MO [MaPriv

] T2-22-46-224 |abod hetwiark-operator network-adinin MDS  |DES

syl T2-22-46-153 [admin  |network-admin M0 [MoPriv

syl T2-22-46-182 |[mdausr  |network-operator MOs  [DES

syl T2-22-46-224 |admin  |network-admin WMDs  |DES

el T2-22-46-224 |[mchinn - network-operator network-admin MDS  |DES

syl 72-22-46-224 mdSust |netwaork-admin MDS  |DES

sl T2-22-46-153 [mchint - network-operator network-admin MDS  |DES
e T2-22-45-224 [mchinh network-operator network-admin MDS [RoPriv
el T2-22-45-224 [shacnin [network-operator network-admin [SHA  |DES
2wl T2-22-46-153 |md3usr |network-adrmin oS DES
] T2-22-46-153 unknew |network-operator [network-admin MDS  [DES
] T2-22-46-153 mchinnd |network-operator [network-admin MDS  [DES
2] T2-22-46-153 |mchinnd |network-operator [network-admin MDS  |MoPriv
] T2-22-46-153 |zhadmin |network-operator [network-admin [SHa  [DES
syl T2-22-46-153 testlser \network-operator test MOs  [DES

154126

AFYF 2 [Create Row] 7 A 2 %27V w7 LET,

Cisco Fabric Manager #¥2 Y7+ 374 Fal—>av M F
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AFvT 3
ATFwT 4
AFvT 5

a—47hoor N

[Create Users] # A 7 u /ARy 7 ANFRINET (K 3-8 M),

X 3-8 [Create Users] ¥4 745Ky o R

ISAN/Fabric sw172-22-46-223/Switches/Security/Use. .

-~
swl7z-22-46-220 I
Switches: swl7z-22-46-221
swl7Z-22-40-222
sw172-22-46-223 =
Mew Lser:
Password:
[ dewvrule A
Roles: [ rolez

{isit Roles |[] default-role
Tah Firsk) [ralet

[Jtest o
Digest: (&) MDS () SHA () Mone

Encryption: (3) DES () AES () Mone

— Optional
ExpiryDate:

(ea. yyyyfmmfdd)
SshkeyFilename:
{[bootflash; |volatile; T

154122

(%) [Switches] F= v 7Ry 7 ZAEEELTI DLULEDAL v FEHIEETHIEHLTEET,
[New User] 7 4 —/V Kiza—H 4% A LET,

[Role] Fry FH Ty A=a—nbu—La@RLET, FryFX Uy Ama—n6@RRLARVYE
B LV — AL BT 4=V RICANT 220 TEEY, ZOHREIE, FIOFEICEY, v—L
EHMONCRELET (=¥ T H v ) (P3-10) 25H),

[New Password] 7 1 —/V RiZ2—H DA T — K& AL EF, [Confirm Password] 7 4 —/L RIZ[A]
—DFHLWWRRAT—RE A LET,

[Privacy] F= v /Ry 7 A% F LN LTRAT—R 74—/ RIZAJL, EHNT 7 4 v 7 &K 5L
LET,

T b Y EERT DI2IE, [Create]l R¥ %227V v o LET, BEERARERGEETCF AT IRy 7
A& LA, [Close] R¥ v &7V v 7 LET,

Fabric Manager #{#f L -EBE/ N RXT—FOZEE

AFvF 1

AFyvFT 2
AFvT 3

Fabric Manager CEHHZE AV — FE2EF+ 25 FIHEIT, kO LBY TT,

2y hr—L SR ® [Open] # 7 %27V v LET,
NRAT—=R 74—V REBERLT, 777V v 7 OBfF2—HFONAT— REETLET,
[Open| A& > %27 Uy 7 LT, 777Uy 28R LET,

Cisco Fabric Manager %274 2> 24¥al—>av H4F
| OL-19536-01-J, Cisco MDS NX-0S 1y Y —2 4.2(1) .m
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M o s7ha900k

GB) 777V vl ICERLIERIC, BILOWARRAT— IR RfFSNET, 2—FH LA AT —FD
T4 =R, 777 w7 OB MR LT72%IZIRY | [Fabric] # 7 CimE & 9,

A —HDHIR

Fabric Manager # £/ L C—H#ZHIBr¥ 2 FIRIL, RO LBV TT,

AFw 7 1 [Physical Attributes] ~3 > C [Switches] > [Security] % &R L. [Users and Roles] Z3®&R L 9,
[Information] ~XA > C [Users] # 7% 27 Vv 7 L TCa—HDI R ERRLET,

ATFvT 2 HIBRTA I—FOLHEZY) v 7 LET,
AFvF 3 [DeleteRow]| 74 2% 27V v/ LCERIRLTZ2—VZHIBRLE T,
AFwF 4 [Apply Changes]| 7 A 2> %27V v 7 LT, BENEZERTFELET,

A—H 7HO Y MEBRORT

Fabric Manager il L C, EL7za2—F 7H U bOFEREFRTILFRIEILX KOLEY TT,

AFwF 1 [Physical Attributes] ~2A > C [Security] % &Bf L. [Users and Roles] Z##&R L £,

AFwT 2 [Users] #7 %27V v7 LET, ITRT SNMP =—H DU & k2 [Information] ~A SIZERENET
(X 3-9 #&H),

39 [Users] # TOTFIZRFTShD1—HFDY X+

Switch User Pritnary Fole Cther Role Digest Encryption

2yl T2-22-46-162 [admin |hetwork-acdimin MDS  |MaPriv

aw 72-22-46-224 |ahcd network-operatar network-adimin MDS — |DES

vl T2-22-46-153 [admin  |network-acdmin MWD |MoPriv

aw] T2-22-46-152 md3usr |network-operator mCS  |DES

vl T2-22-46-224 [admin  |network-acdmin mCS  |DES

vl T2-22-46-224 [mchinn  |network-operstor netswork-sdmin (MDS |DES

s T2-22-46-224 mdSusr [network-admin wMDS  [DES

=yl T2-22-46-153 mchinn  |network-operator network-admin (MDS  [DES
] T2-22-46-224 [mchinhl |network-operator network-admin (MDS  [MoPriv
=yl 72-22-46-224 [zhadmin |network-operator network-sdmin [SHe  [DES
2wl T2-22-46-153 IncdSUst |network-admin MDS  |DE=
=yl 72-22-46-153 unknew network-operator network-sdmin (MDS  |DES
=yl 72-22-46-153 [mchinnl |network-operatar hetwork-sdimin (MDS — [DES
=] 72-22-46-153 nchinnS |netwark-operator metwork-admin MDS  [MoPriv
2wl 72-22-46-153 |shadmin |network-operator hetwork-admin |SHS  |DES
aw 72-22-46-153 testUser |network-operator teat mDs  |DES

154126
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ssHy4—rz N

SSH 4—EX

Cisco MDS 9000 7 7 X U DT XTDAA v F TiX, Telnet r—ER[IT 7 4/ FTA X —T IR
%9, Secure Shell (SSH; £¥=7 v =/1) $—EREFEITIHEAIT. Fc— $— 7 %
AL TLEEW (ISSH h— — X7 0OER ] (P.3-16) &),

IZTHBTONEIL RO LBV TT,

e [SSH IZHWT) (P3-15)

o [SSH #— " F— X7 (P.3-15)

e [SSH ¥— F— X7 D4R (P.3-16)

o LI — 7o EX] (P3-17)

o [SSH %7-1% Telnet — 2D A x—7 A4k (P.3-17)
o [FULNGEHELEMA L7 SSHF8FE] (P.3-18)

SSH [CDI\T

SSH 1 Cisco NX-OSCLI iZtF a7 Rala=br—T g et LES, o SSH A7 3 it
4% SSH ¥—zfifiTca %7,

e SSHI1
e Rivest, Shamir, Adelman (RSA) Z i< 2% SSH2
» Digital System Algrorithm (DSA) %9 % SSH2

SSH #—/\ £— R7DHE

SSH +»—bE 2% A F—7 VI T BR1IC, @Y=V 300 SSH Y —N F— AT EEELTLEE
W AT DOSSH 7547k X"—=V g it T, SSH — F— X7 24K LET, H£F—
TIHET Dy MEoO#AX, 768 ~ 2048 TT,

SSHH#—EAXTIESSH A=Y a3 1 BRO2 THEHAT 22— X7 24 7% 3 2OFMEEINTEE

ﬁ—o
e rsal F 7 a v EfiHTAE, SSH A=V a1 Fu haicdind b RSAL F— X7 B4R S
nEJ,
o dsaFFvarEHMT AL, SSH A=Y a2 7Fu halxiid b DSA F— ST RERS N
9,
e rsad T arvEFfTAE, SSH A= 2 7 u haliind b RSA — X7 R4S
9,

FB  SSHF—Z 4 THIBRLIEE, BLWSSH By v a V2BMTE £ A,

Cisco Fabric Manager %274 2> 24¥al—>av H4F
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W SSH¥—F=z

SSH H—/\ F— R7DAER

SSH H—/% & — X7 24K+ 2 FHEIZ, kO LBY TT,

AT9F 1  [Switches] > [Security] # B L. [SSH and Telnet] ZER L E 7,
3-10 12/ TR E D [Information] XA MIZFEREINET,
3-10 SSH & & U Telnet DT
";1 JSAN/Fabric sw172-22-46-233 [admin@localhost] - Fabric Manager 3.0(0.347)
File Wiew Zone Tools Performence Server Help
a%® EJLE | 2RERAERE 02 | YREDS | ¢ 7] Advanced
Logical Domains : @ 7 B @ E e [ﬁ
=4 Fabri 224 o S
2 o Als = S5H Keys | Contral
(i Switch Protocol | MumBits Key Fingerprint LastCreationTime:
DPYM (Dyniarmic el 72-22-46-221 ‘SSHQUSS)‘ WEEF'MIB 4c18:20:03.7d, EH.57.&3.79.49.95.'8.5?.33|2UUSJ?J’2EI-1454 32|
Dormain Manage ¥ =wl72-22-46-222 ‘SSHQ(rSﬂ)‘ 1024 [1 e amcf: 35: 30:60:60:05:20: 0 286108 b0: e 55 |2DDS!1119—1542 45|
< \ » L M
e ] Ol
e san | FBFabric swi72.22.46-233 | 2] Fabric sw-isola-220 | B Fakric c-186 | [£] Lag | [ Events g
_— =t
2 rows el
ATvF 2 [Create Row] 7 A = %27V v LET,
3-11 Tz~ [SSH and Telnet Key - Create] ¥4 7 2 /R v 7 ANRFRINET,
3-11 [Create SSH and Telnet] #4704 Ry 4 R
& SSAN/Fabric swi 12-72-46-233/5witches/Security/S5H and Telnet/S5H Keys - Create E]
[ w7322 AR 153 A
sw172-22-46-174
Swyitches: |[¥] sw172-22-46-162 E
=] T2-22-46-224
w1 72-22-46-222 2
Protocol. () S3H1 (3) S2H2(rsa) () SSH2(d=a)
NumBits: 1024 || 768.2048 (ds=: . 1856)
Crest cl
ATFvF 3 ZOSSHF— XTICEHV B TOHAL v FICF =y 72 ANET,
AFwF 4  FRENT [Protocols] Y A MMM DF— XTOA T v ary A TERIRLET, ForEhd7 v han
1% SSH1, SSH2 (rsa), SSH2 (dsa) T,
AFwF 5 [NumBits] Kay 7F U A=a—T, F— XTOERIHEHATIE Yy MEEFRELET,
AFYvT 6 NOLOXF—%AERT DL, [Create] R¥ %7V w7 LET, BENEEZREFE LRV TERTTBIC

I, [Close] "¥ v %227 U v 7 LET,
~

(3¥) 1856 DSA NumberKeys iZ, Cisco MDS NX-OS V7 b7 =7 N— = > 4.1(1) LABEZE EITL
TWNWDAAL v FTRHIAR—bFSINERA,

l _Cisco Fabric Manager %2974 3274 ¥al—Yav H(4F

OL-19536-01-J, Cisco MDS NX-0OS ) ') —2X 4.2(1) |
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ssHy4—rz N

B LF-xF— R7DLEZ

MBI R —D g 2K LT SSH — X7 F 7Y g UBNERBELOBEIE AL v F TENRETOF—
X7 & EEEXTLHIENTEET,

Fabric Manager #{£/H L C filEIA L7z ¥— X7 % EEE 323 FIEL, ko LB T,

AFv 7 1 [Switches] > [Security] Z/EF L. [SSH and Telnet] %R L E 7,
[Information] XA NZRRENERINET,
ATvF 2 LEXTHXF—ZERLC [Delete Row]| 722270y 7 LET,
ATy T 3 EERNEFEHRTFT D20, [Apply Changes] 74 2> %27 U v 7 LET, BERNEZIRDY HETICIX
[Undo Changes] 714 2> %27 V> 7 LET,
AFvF 4 [Create Row] 7 A 2 %27V v 7 LET,
[SSH and Telnet Key - Create] ¥ A4 7 B 7R v 7 ARFKRINET,
ATF9T 5 ZOSSHX— X7 &HVYTHAS v FICF =y 7 & ARLET,
ATYvF 6 [Protocols] &7 ay R T, = XTOF T ary A4 TEERLET,
ATy F 7 [NumBits] Fey XUy A=a—TC, F— XTOERICERTLIEy VEERELEZT.
AFYFT 8 hooF—%AERKTHICIE, [Create] RE &7V v LET, BERNFERITLARVTR T TSI

%, [Close] A& %27V v 7 LET,

SSH F7=1& Telnet Y—EXD A r—TJLiE

T 74 hTIE, SSHH—E R X7 4+ &—7/T7, SSH %% EF 5 &, Fabric Manager iZ SSH %
HEIZA 2 —7 M2 LET,

Fabric Manager {8 L C SSH 2 A Xx—7 NV EIET 4 B—7MZT B FIEIZ, KOEEBY TT,

[Switches] > [Security] Z BB L. [SSH and Telnet] Z &R L £ 7,
[Control] # 7 &R L., K 3-12 DL SIZEAAL v FD[SSH] F = v 7Ry 7 A, F£720% [Telnet]
Frxv IRy I AeA N LET,

3-12

[SSH and Telnet] ® [Control] # 7

@ /SANIFabric sw172-22-46-233 [admin@localhost] - Fabric Manager 3.0(0.347)

File iew Zons Tools Performance Serwer Help

ﬁ@Q‘HEi‘ﬁ\—=&lﬂ[_%‘ﬂ|ﬂ%\ﬁ[93.|@ T
ffevrodas
S3H Keys | Cortral
CamR Switch S5H Telnet
P (Dynamic swl72-22-46-152
Dormain Marwge ¥ || s 72-22-46-224| [ ] | []
< > swi72.22-46-225| [ | [7]
av sl 72-22-46-223| [ | [7]
Physical Attributes owl72-22.48-233| L] | 7]
=[] Switches A |lEwir2zza6222| V] | [7]
Hardware swi72.22-46-221 | [(v] | [V]
Licenses sw72-22-45-153
CFS P Distrioution st 72-22-46-174| [ | [7]

AV

A rows

154116
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ATFvFT 3

GE)

ERNEERTT DI, [Apply Changes] 74 2> %27 Vv 7 LET, BENEFZIYHETIZIX
[Undo Changes] 714 2> %27 VU > 27 LET,

SSH #4r L CAA v FiZr 7 A > L, aaa authentication login default none CLI =~ FZ 54T L7
Bald, v A0 T5DIl 1 DU EOF— A e =T ZANTLHULERSVET, F—A ha—7
1O AETIC Enter X—2 M4 &, v/ A FESSNET,

TORIVEEAE Z A L= SSH 2t

CiscoMDS 9000 7 7 X U AA » F 8O SSH FRFEIT A A FFEREIZ X.509 7 ¥ Z VGEAED R — b
PRALLET, X509 7 VX AGERAEIIHAL L AR RIET D 1 O®?“~5’IEH TY, BeERIES
NTEBEEITO OO X — %254, IEHEOT T2 ERT 572 DICEH TE 5 Certification
Authority (CA Aty nﬂz)%) )| r%%J éﬂb(b\iﬁ*o X.509 T/&/I/?Eﬁ)ﬂ%@"j‘ﬂf*— l\fi\ [ uE@
7202 DSA £721Z RSA D7 T AL ET,

AERSEA 7 T A N T 7 F v 1L Secure Socket Layer (SSL) 2% A — N 2 RAIOFHELZHEMAL, &

X274 AV TTARTIFXIZLD Hﬁé\it XEEI O CIRIE 252 B £3, FERENEET

X5 CADOVTINICEDFITENTWEAEHEIZ, FEHEOHEZRNKRIILET,

X.509 ;E%i%'fi)ﬂjﬂé SSH uuuﬂE F 7 ”Eﬁ%*?ﬁ%%%@fﬁf %5 SSH nqu@b\j—ﬂﬁ ZAA v F
EFRECEXETN, MFICHETHILETEEEAL, WTINCERESNTODIHA, TORENK

g5 LA — KRR DSNET,

CA BIOT VX NGERAZDFEHICOWTIEL, B 6 % [CA BLOT VX IVIEAEZEDORE] #5H LT

TEEY,

A—DERE-ITEH

ATFvFT1

A7y 2

ATv7 3
ATv7 4

AFvT 5
AFvT 6
AFyvFT 7

D 2 — Y DIER 228 H T 5 DlE, network-admin = —H 7217 TJ,

Fabric Manager A L CH LW —FE2RET D, FLEEF—YVOT 077 A VEEETHF
EIZ, kD EFD TT,

[Physical Attributes] <2 > C [Switches] > [Security] % J&B L. [Users and Roles] #3®&R L £,
[Information] XA > C [Users] ¥ 7% 27 Vv 7 L Ca—HIFEREFRLET,

2 —VE{ERT DX, [Create Row] 74 a2 %227 U v 7 LET,

[Create Users] ¥4 7 u 7R v 7 ANFRINET,
ZOa—WIT 7B REFHAT DAL v F2BRLET,

Bl —PL LAY — REEY 4T E4,

~

GE) ==V T7hTr AT BFUSNOLTFEEDOLERH Y £7,

ZOH LD —FICE DB TLHr— a2 @R L ET,
ERLETZIXE T2 —VDEA V2 A MBI LA RIR L £9,
(FBE) =2—HFoFRMIREE SSH 77 A V4 EZAFTLET,

Cisco Fabric Manager #¥2 Y7+ 374 Fal—>av M F
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gEE 27— FoEs N

AFwF 8 2—FEERTHICIE, [Create] R¥ %27V v 7 LET, BFEEPEIET ST, [Close] R¥ %7
Uy 27 LET,

EEENXD)—FDEE

WD 2 ODOFEDNT NN TEEE AT — FEREETEET,
e network-admin #E[R % £fo> 22— ¥4 T CLI 2T 5
o 24 v T DOBEBREFHEANTD

GE) BHEHFEASRT—FOREIZSWTIE, [Cisco MDS 9000 Family NX-OS Security Configuration Guidel
L TLIEZEN,

Cisco ACS H—/\D&F

Cisco Access Control Server (ACS) (&, TACACS+ 5L O'RADIUS v ha Lt zFfHL T, E¥=
TREBEEEEVHT AAA VT —ERZRMELET, AAA V—N"EEATIHBEO=—FERRZX, @
Cisco ACS = L TiThbivE T, 3-13. 3-14. 3-15. BEL O 3-16 12, TACACS+ F£7-1%
RADIUS #HJH L7z ACS ¥—/3® network-admin 27— VB X OEHE oo —Lvo=2—F vy b7 v 7
BEOKTEZRLET,

#E  TACACS+ » RADIUS, F/idu—BLOWTRTIEHRSNIZHDTH->TH, Cisco MDS
NX-0S (T, TR THFO2—VFH 2V R—F LEEAL, LHIBTXITHTFO R =TV 22— 3HE
MCTEERA, TRTHFOZ—HFLADN AAA FT—NIHFEL, B 74 VOBRICZANLTEH, 20
a—HFiEe A U TEER A,

(GE)  cisco-av-pair IZHESN TV AHH E— bk MDS IZIEET 2L ERH Y £3, FELLEVWEES, 22—

{Z1% network-operator 2 — /LR E SN E T,
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RADIUS #{#MRY¥ 33%HA D network-admin O—J)LDEE

tucosurews  |Jser Setup (xI
- " Permit B Heal o
- & Deny =
@ User ™ Command + Account Disabled
EoE l— ¢ Deleting a Username
T@ Group + Supplementary User Info
s EumEn: + Password Authentication
Shared Profile ¢ Group to which the user is assigned
% Components. Callback
- ac
¢ Client IP Address Assignment
— + Advanced Settings
o | System ..
Unlisted arguments : W
. 208X Hessions
P * Usaze Quotas
& Deny + Account Disable
il | Soreear " + Dovmloadable ACTs
e e Sr—— + Advanced TACACS+ Settings
GE] et + TACACSY Enable Contral
. . + TACACS+ Enable Password
(S et | Fiseo IOSPIXRADIUS Attributes 2 + TACACSY Outhound Password
Gime " [0091001] siscs-av-pair + TACACS+ Shell Command Authorization
shell:roles*'network-acdmin’ ¢ Mm—mmanﬂ A':i'mza ;" for Netwark Device
anagement cations
+ TACACS+ Unknown Services
+ IETF RADIUS Attributes
+ RADIUS Vendor-Specific Attributes
Account Disabled Status
Select the Account Disabled check box to disable this
= account, clear the check box to enable the account,
@ Back toke
§ Saktorew Back to Top
[+
1=l . ™
Submit | Delete | Cancel Deleting a Username u"-’
bl Fol
3 & & SFE] | Applet dislup_flter started =l g
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Cisco ACS #—ip@e N

RADIUS A7 540D SNMPv3 RIEZH >EHO—ILOBRTE

scoSecure ALS - Cisco Systems, Inc.

. Ble Edt Wiew Go Bookmarks Tools window Help

@QO @ O [ hetm:f10.76. 100, 108:2691 findecz b

\
| G | <4, 69

B, . EMal 48 Home J2 Radio W] Netscape €l Search | EJBookmarks

[ L3

£l [% CiscoSecure ACS

] % CiscoSecure ACS

Gisco SvsTems

User Setup

¢ Per User Command Autherization

Unmatched Cisco IOF commands

_

+ Account Disabled

+ Supplementary User Info
+ Password Authentication

+ Group to which the user is assigned

+ Client IP Address Assignment

+ Network Access Restrictions

+ Advanced TACACSH Settings
TACACS+ Enable Control
TACACSH Enable Password

TACACSH Shell Command Authorization

€ porm e
& o + Deleting a Username
eny
THER
ety
— £ [~ Command
SharedProfile
B | Eoomponenis Callback
* ac!
é‘ Net work Arguments
Configuration e A Setria
+ Advanced Ses s
= Configuration
+ Max Sessions
Oiguration + Usage (Juotas
+ Account Disable
% Administration Uﬂ]lStEd argurnents T
Control © Dermit + Downloadable ACLs
{3 | External User I
B3 | Dutapuaee Deny
Reportsand
@ ‘ Activity
Cisco IOS/PIX RADIUS Attributes ﬂ

[ [0084001] cisco-av-pair

shell:roles="Rolel Fole3 RoleS
Role?"smnpw3:auth=HDS priv=DEZ

.
.
+ TACACSH Quthound Password
.
.

Command Authorization for Network Device

Management Applications
+ TACACSH Unknown Services
+ IETF RADIUS Attributes

+ RADIUS Vendor-Specific Attributes

Account Disahled Status

Select the Account Disabled check box to disable this
= account; clear the check box to enable the account.

Back te Top
=
hd
o Deleting a Username ©o
Submit | Delete | Cancel = rg-.
® & 2 ©f [ | Applet dialop_fiter started = P
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3-15 TACACS+ ZHfH9 %3HE& D SNMPv3 B %D network-admin O—)LDERE

Cisco Svstems

Setup

Group

User Setup

TACACS+ Settings

2

" PFPIP
[™ In access control list

—
—

[ Out access control hist

+ Account Disahled

¢ Deleting a Username

+ Supplementary User Info
+ Password Authentication

% ‘ghared profis I Routs * Group to which the user is assigned
ST ™ Routing [ Enabled « Callback

Network
Configuration

!

™ Custom attributes

‘%\
3

onfiguration

Interface
Configuration

& |4

Administration
Control

anlin
Dacumentation

Note: PPP LCP will be automatically enabled if this service is enabled

™ Auto command

¢ Client IP Address Assignment

+ Advanced Settings
+ Network Access Restrictions

+ Max Sessions

+ Usage Quotas

+ Account Disahle
+ Downloadahle ACLs

+ Advanced TACACSH Settings

TACACSH Shell Command Authorization

34| B
+ TACACS+ Enahle Control
@ §Z(p‘ovr"|tgsahd [+ Shell (exec) + TACACS+ Enable Password
™ Access control list l— + TACACSH Outhound Password
.
.

[+ Custom attributes

cisco-av-pair=shell:roles="Rolel
Roled"snmpv3 :auch=HD5 |priv=DES

Submit | Delete Cancsl

Command Authorization for Network Device

3|

_

I™ Callback line Management Applications
I™ Callback rotary + TACACS+ Unknown Services
I Tdle time l— + IETF RADIUS Attributes
+ RADIUS Vendor-Specific Attributes

[ Mo callback verify [~ Enabled Sceropestl
[~ Mo escape [~ Enabled
[~ No hangup [~ Enabled .

Account Disabled Status
[~ Privilege level
™ Timeout Select the Account Disabled check box to disable this

account, clear the check box to enable the account

Eack to Top
Deleting a Username

Tha Tialata bt duz rzhy At

E E & OF ) | Arplet dislup Fler started

120578
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User Setup

TACACSH Settings
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TACACS+ #fHH7 2HE& D SNMPv3 B ZROEHO—IILORE

[T PPPIP
[7 In access control

[~ Route
[” Routing
[T Custom attributes

[T Out access control list

et —
—
—

[~ Enabled

enahled

HNote: PPP LCP will be automatically enabled if this sexvice is

[+ Shell {exec)

[T Auto command

[« Custom attributes

[~ Access control list

I~ Callback line
[T Callback rotary I—
I~ Idle time
[T Wo callback venfy [~ Enabled B
[7 Mo escape [~ Enabled a
[™ o hangup [~ Enabled I
[ Privilege level I— |
[7 Timeout I—

+ Account Disabled

¢ Deleting a Username
+ Supplementary User Info
+ Password Authentication

¢ Group to which the user is assigned
+ Callback
¢ Client TP Address Assignment

+ Advanced Settings
+ Network Access Restrictions

+ Max Sessions

+ Usage Cluotas

+ Account Disable

+ Downloadable ACLs

+ Advanced TACACS+ Settings
TACACS+ Enable Control

TACACS+ Enable Password

TACACS+ Outhound Password
TACACSH Shell Command Authorization
Command Authorization for Network Device
Management Applications

TACACS+ Unknown Services

+ IETF RADIUS Attributes

+ RADIUS Vendor-Specific Attributes

* & & ¥ &

*

B
g feo 3

priv=aes-125

cisco-av-pair*shell:roles="
network-adminsnmpvi tauth=md5

Kl

Submitl Deletel Cancel

Account Disabled Status

Zelect the Account Disabled check box to disable this
account; clear the check box to enable the account.

Back to Top

Deleting a Username

spplet unknown started

T4 FERE(E

The Delete button appears only when you are editing —
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