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. Elastic Services Controller D&

IPv6 DHHR— b
Elastic Services Controller /&, OpenStack T ® IPv6 7" — h Z#Efk L £ 7,
* VNF &8
* HAESC /&, IPv4 & IPv6 T? VNF Z&# L £7 (OpenStack & KVM DO %)
Elastic Services Controller |Z, / —A/NT R A & —7 A A (NFVO 7»5H VNFM 72 &) &
Y IART U R A H—T A AX (VNFMD25H VNF 72 ) ~DIPv6 R — h &4 L £9,

) —=ANRT  REP T 2T Rl O IPv6 Z FIFIZ YR — M 5120, IROBTHESA: 21
T ENRDH Y 9,

«OpenStack 7 77 Ra L B'a—7 4 V7R3, =2 RARA b (IPv6~—2R) 5O T, IPv6
ity N7y 7EBIUPRESNTNDS Z &,

*OpenStack 7 77 Ra v Ea—7 4 712, IPv6 HPETos api X—AD Ry T — 7 Zff
HA+sarsbrme—5, 2 RRAV b, WL ONDALEa—F 4V IHRANPREENT
WhHZ &,

cESCOT 74N DX VT 4 I N—TN—NE, IPV6 VT 7 4 v 7B R—FLE
R

)

GE) VMZEHT2EEIC, IPVOT TRy hDOT U AT R RiR— b2 VMICER TE$9, =2
L. 20O VM #5881, BEZIO OpenStack DRIEIZ L V. [F L IPv6 7 K L A % B
DVM IR THZ EIETEEH A,
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HI{R S

Z D7 3 TiL, Cisco Elastic Services Controller &1 > A b —/Ld 5 72O DEHESFIZ D
WTEELSHEHBALET,
ARABY YV — 2 DB
« V7 b= T A
o f A =L DY

B —ADEH

(52—
(6 ~=—7)
(6 ~—2)

WK DFIZ . Cisco Elastic Services Controller DRAR Y V' — A B2 R L ¥4,
ESC MERA |ESCVM D% |[ESCVM =& [ESCVM C & [ESCVM C & | HHR— k& |VIM
DIRIECPU |DIREAE |DREE/N— [ NBVMD
1) (GB) FTa«RY | BET#
(GB)
ESC 2% > |1 4 8 40 1000 HAR— k&
r7my nTnsd
~NTO VIM
ESC 7 7 2 4 8 40 2500 HR— X
T TIAH FONQAYRE
w4 HA ~TOVIM
ESCT 7 |3 8 16 40" 5000 OpenStack
TATIT D I
7 4 7 HA
ESCGEO |6 8 16 40" 5000 OpenStack ™
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B ooroz7sn

\)

GE) 7T 4717 T 47 HABLOGEOHA OE AL, NFVI U Y —ADF oy a =/
IZEK 60 GB D/N— KT 4 AT IZHRHETE £7,

YI R T7EH

WDFTIL, OpenStack ® Y 7 b7 = 7B HENFTEH I N TNET,
=24 E5EA

PAR—bFENDT7 T 7Y | Google Chrome 44.x LA

OpenStack /N— 3 LLFOWTNTHEYSE T 53— b F—:
* Train
* Queens (Keystone V3)

* Ocata (Keystone v2 3 & (M v3)

A4 2R F—ILDESE

A A N=VERRGT RN, UFTOF =27 VA NESRLT, ERPESTWDI L2k
BLET,

B 1 —HIERLER

AR M—ILRIDETE

QCOW A A — Y DT

QCOW A A —%

A VAR AT LD VM

IP7 RLA

Y7y b wR7

WA

KX A 4

F—hr7xAIPT7 KL R

admin /XA U — R
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A4 VR b—IL O .

R2:ESC) ) =R\ —2

2 I —HIEmLER

ESC.qcow2 ESC A vV AX U AL T H72DDA A—
7 rAN

bootvm.py Python 2.7.6 33 X OV Python 3.4 & A#tED H 5
A LVABR—=NVAZ YTk
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OpenStack ~ @ Cisco Elastic Services
Controller D1 > X ~—JL

Z OETIL, OpenStack (Z Cisco Elastic Services Controller % - A k—/L9 2% FIEIZ DOV THL
HLET, ZORTKROETHEBRINLTNET,

A VA R=ADTF U (98—

» Cisco Elastic Services Controller &> F 7 v 7O FEHEa v R—x > b (10 =)

+ QCOW A #— T %{# ] L 7= Cisco Elastic Services Controller ™1 > A h—/L (10 =X—)

« Cisco Elastic Services Controller T /L— hEEHEDOEF (19 X—3)

» Cisco Elastic Services Controller TDOF—A 7 DOEFE (21 ~_—)

*ESC DA A M= TT—baRER Y 2 — L& EH (23 ~—)

AR M=ILDIF)F
LT O TIX, ESCIZRT 2 Mm@ T U A HOW T BIZEHBI L £,

Cisco Elastic Services Controller i, EIZN L CEEFXERE—RTA VA M=V T&EET,
BFEE— FlIA A P —VIRRICRE L £, LLFOIETIL, ESCICHET 5 — 72 7V
FNZDOWTHEIZHA L ET,

RA Y R7OVEESC
AR RT a3 FVATIE, 1 DODT 7T 477 VM S ESC IZBI SN E T,

= e At Z % A 7= ESC

ESClIZ, 77T A TIAZ U NABLRT 2T 4717 7T 4 7T NVOEXTETHN (HA)
EYR—=FLET, 77T 4 TIAZ A ET /)T, ESCRELZGIEL, h—EXDOHK;
Z e/ NRICHN 2 T ESC r— B A &R 572012, *y U =222 DD ESC A VAKX A
NDEAENET, 77T A 7T ESCA v AZ L ATHEENRFEELTH, AZ AL AL AB
ANHEBEHIZESC Y —E 225 X MkX £4, ESCHA L, ESC TRAETIHRD L T IVRA
MEEZfRER L ET,

« Xy MU — 7 EE
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OpenStack ~® Cisco Elastic Services Controller D1 > X k—)L |
. Cisco Elastic Services Controller £y k7 v JOFEBEO ViR—KR Y b

. (B
VM A VAR ADE T
ATV a—VENTEE T HA N
e =R =T ICB4 5
T 7V = g v DREE

)

GE) ESCVMTOYZ7 T x2T DAL AN=IVEFRIT v 77 L —RIVPR—FINTWETA,
I BT AR — FRNLERPEIT. Cisco TAC IZBWEhEL &0,

ESCHA 7 7 F 4 TIAZ LA DA v A M —/LDFEHITHONTIE, QCOW A A—T %ML
7~ Cisco Elastic Services Controller D > A h—/L (10 ~<~—<°) ¥ L [Cisco Elastic Services
Controller ® VMware vCenter ~D A A b—/L] ZZ L T 72X,

TUOF4TIT T A TETFAOFMANVTIEL, [ESCHA 727 4 717 77 4 7 O %)
DEEBRL TS,

Cisco Elastic Services Controller v 7 v JDFEO Y
R—2%>2 bk

Cisco Elastic Service Controller (ESC) & v b7 v 7FIE, RO AR —F v bR ENE
—§_ﬂo

cRMEA VTSRS YF ¥ ¥H—T+ : Elastic Services Controller (ESC) ¥ L U D VNF
X, BB A 7 7 AN 7 F ¥ w3 —T % (VIM) IZEBEINET, 2, 1oF72
IFEBOLE L 725 ) — RN ERINTWET,

«ESC{R#EY Y : ESCVM L, —EADOKGREBHICHEHINI TR TOI—ER LTS
Dt AEEEHLIZVMTT, ZRICiE, ESC¥X— V% LMD T X TOF—E ARG Eh
F9, ESC L BETAHOD /) —ANRNY VR A4 ¥ —T x4 AL LT Netconf API, ETSI
API, RESTAPI, BXOFR—Z AL E T, ESCVMIZIZESCVM & Xxt5ET 5720
O CLI WEEENTHET, CLIIZ2 250V £9, 1 DIZRESTAPI #fEHL, £ 9512
IZ Netconf APT ZfEH L £ 7,

QCOW A A — < Z{# [ L 1= Cisco Elastic Services Controller
DA AR PM—=IL

QCOW A A — T &l LT, OpenStack |Z Cisco Elastic Services Controller (ESC) %A > A h—
NTEET, ESCiE, EITHD VM A AKX A L LT OpenStack (2B 41, VNF % & B
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ATy I
ATy T2

ATvT3

QCOW 1 » — < % {#F L 1= Cisco Elastic Services Controller D > X b—JL .

L%9, L7=A-> 7T, ESC TlE. OpenStack (Z OpenStack Bg5i/NT A —H % A A h—/L 5
PVEPRHYETHRAMBILPA N L=V 2T Ry U= OARIZH LV T, 10~20
TFDA A M=V N0 £9, T OFNETIEL, OpenStack T ESC fRAl~ > (VM) %
VERST 2 FEICHOW TR L £,

15D B HIIC
c BRI 53—Y) THRESNTWDL VAT ABEEZT_THZLTW5,
« A A P—L DO (6 =) ITRENTVDOHEBRBEEMTH D,
*ESCA A=Y 77 AN%, ESCDOA VA RN— VDV AT AMZat—LET,

o 2DV AT AZIX OpenStack 2257 7 FATEX LM E N H Y 7,
FIE

ESC %A VA M—INTHVAT AR A LET,
bootvm.py & ESC A A —Y D HMVELZ MR L 77,

./bootvm.py —--version

ESC A A b—F OB EDOFEMZ O\ TIL, {8k A : Cisco Elastic Service Controller 4 >
AR—=ILBI# 2L TTEEN,

T ¥ A hxTT 4 ¥ T, PROJECT-openrc.sh 7 7 A )V E W LBIOT 7 A VEVER L, RO
fmAzEN L £, ROFIT, admin W HAFTOT BT 27 FOEHRZRFLTWETS, 22
T, OpenStack = —%4 X admin T, IDF A hMIar be—7 /= Kb £7,

GE) OpenStack 2~ > K7 A 7 T4 7 2 MIMLBEIREREEZAR A5 ET 5121, OpenStack
rc 7 7 A /VETcliT openrc.sh 7 7 A WV EFHIN D BREE 7 7 A VAR 2 MEER B
DVET, o7y MEADORET 7 A /VIZIE, §XTO OpenStack #—E' 2
THEASINDZ LT Uy AREENTONET, ESCA VA =L R 7 U7 FT
I%. OpenStack TFRAEL A A b — /A& FITTH720DIZ, ZiH D OpenStack Br i
RT A=K PLETT, §TD OpenStack 7 LT > ¥ ¥ /LNl E D515 A&EH L
TEINDIHE, bootvmpy A7 VT MIZINOHEDONRT A—X V3l LERA,

export OS_NO_ CACHE=true

export OS_TENANT NAME=admin

export OS_USERNAME=admin

export OS_PASSWORD=admin pass

export OS_AUTH URL=http://controller node:35357/v2.0

A VA N —VITHE T2 Z DD OpenStack /X7 A —F [ZIRD L 35D TF : —-o0s_auth_url,
--0s_username, --0s_password, -os_tenant name, --bs os user domain_name,

--bs_os_project domain _name, --bs os identity api version, --bs_os_auth url, --bs_os_username.
--bs_os_password, --bs os tenant name. --bs_os user domain_name,
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. QCOW 1 » — < % {# [ L 1= Cisco Elastic Services Controller D > X b—)L

ATy T4

ATy TH

ATvT6

OpenStack V2 API D354 1%, --os_password, --os_auth url, --os username. --os_tenant name %

BT A T LETa— N VREERCERTHALERDH Y £7°,

OpenStack V3 API D345 1%, --os_identity api_version=3 % & & L £ 9, OpenStack V3 API |24
Pl Z DM /XT7 A — XX, --0s_user domain_name, --os_project domain_name,
--0s_project_name, --os_password, --os_auth url, --os username. --os_identity api version,
--0s_ca_cert, --requests_ca bundle T,

GE) F 72, 5l#L. --os_tenant name, --os username, --os_password, --os auth url T/,
VIM 27 #6774V b TRESNLTWET, VIM a7 XOREE AT v
T 58%AE X, /3T A—4 (-no_vim_credentials) % bootvm.py T L F 7,
no_vim_credentials /37 A — & 35E STV 556, bootvm.py 5134

(os_tenant name. os_username. os_password, os auth url) [ZIEE X ET, 1

A R=NA%O VIM 2% 27 ZORE, BLOVIM 3127 ZOEFHOFEMIZ OV T
L. [Cisco Elastic Services Controller User Guide] @ [Managing VIM Connectors |
AL T TEEN,

G¥) --0s_ca_cert 33 X O —-requests_ca_bundle 51%%i%, https BEGEIC D BT T,

OpenStack =~ > RZFEITTHEEDO L = /LT, TNEND T 1Y =7 @O PROJECT-openrc.sh
TrANEY—ALET, ZOHITIE, BHEHE DY 27 bOadminopenrc.sh 7 7 A L& E(E
L/i—a—o

$ source admin-openrc.sh

BRETAEB AR L £97

$ env | grep 0S_

glance =~ R&fEH LT, ESC A A —7 7 A /L% OpenStack { A — T8 FK L E T,

$ glance image-create \

--name <image name> \

--disk-format <disk format> \
--container-format <container format> \
--file <file>\

--progress

RERF 2 IRITRLET,

$ glance image-create \

--name esc-1_0 01 11 2011-01-01 \
--disk-format gcow2 \
--container-format bare \

--file esc-1_0 01 11 2011-01-01.gcow2 \
--progress

glance image-create =~ > REZEHL T, LA A=V FERRLET, Zoa<wy Rk, K
DRI EHEH L ET,

a) OpenStack 2> hr—F X v 2R — RO :
« 7 LT ¥ VA LT OpenStack (21 714 LET,
o [(FEFE (admin) >[4 A— (image) | DJEIZEE L F7,
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QCOW  * — %R L 1= Cisco Elastic Services Controller d 1 > 2 —/L [}

AA=VNY X MIFRSINTWNDINE I DEMERLET,

b) Nova CLI DffH :

$ nova image-show <image name>

AT F71 ESC OIEAREY V— 2 FifhE, 4vCPU, 8G RAM., 3L TN40GB 7 1 2 7 58 T7, ESC A v %
F—/LZ 27 Y 7 &, 4vCPU, 8GRAM, BLU80G T 4 A7 fEI D EHR A FOHAIERI
7= Imllarge] 7LV —ZMEHLET, 40GBDT 4 AV KEEZMBHT HITI1E, T/ T 4 ATH
BAEO7 L —R_—AER L ET,

$ nova flavor-create ESC FLAVOR NAME ESC FLAVOR ID 8192 40 4

ATwv 78 ESCVM % BT 510i1%, ROFIEEZFITLET,

1.

BEFO R > B U —27 3 OpenStack 2> b —Z (2SN TWD Z L 2R LE T, Nova
CLIZfEH L Txry NU— Ui il T 512X, WEFEITLET,

$ nova net-list

VIRTMZAERL L7z A A—2 & 7 L— 3% LT ESC VM % &3 % 7212 ESC A3 85
5%y hU—7DOID&EiRE L E9, bootvm.py 2~ RTIE, linux HOEHET I b

(ssh/a > — )7 7 8R) ZAERT H7-HIZ, D7 &t 1 DD user pass 5B MET
4., F7-. ConfD (netconflcli7” 7 & R) OEHET Iy Fa{EkTH7-0I12, Dl L
% 1 DD user confd pass WMLETT, KIZ, TNHDOMNEL—F T LT o X LB O
XERLET,

--user pass admin:'PASSWORD-OR-HASH'[:OPTIONAL-PUBLIC-KEY-FILE] [:OPTIONAL-ROLE]
--user confd pass admin:'PASSWORD-OR-HASH'[:0PTIONAL-PUBLIC-KEY-FILE]

Ny a SN AAT = FOERIMEETY, BEITE LT, 71— /S2 07— FE @R
TEET.

Ubuntu OS Ty a2 SNTe/ANAY — REAERT5I121E, koa~r RaHLET,

mkpasswd --method=SHA-512 --salt XyZ123 <<< <Password>

=L L RAT— RERERE T T esc_ne cli 2~ REMOHT ELKL, RO A
T—UNRERRINET,

admin@esc$ esc nc _cli --user <username> --password <password> get
esc_datamodel/opdata/status

ERROR Cannot find file /home/admin/.ssh/confd id rsa to support public key
authentication with esc-nc-admin

* Check your arguments or installation.

* Usage without --user --password or --privKeyFile arguments requires ssh keys and
configuration.

* Use the following command to generate new SSH Keys and update to authorized keys:
sudo escadm confd keygen --user admin

* NOTE: Consult with site security policies for use of public key authentication.

2L ERAT— REFFEL Cesc nc cli 2~ REFATTLMLERH Y 7,

admin@esc$ esc_nc_cli --user admin --password ADMIN-CONFD-PASSWORD get
esc_datamodel/opdata/status
Operational Data
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/opt/cisco/esc/confd/bin/netconf-console --port=830 --host=127.0.0.1 --user admin
--password=****** --get -x "esc datamodel/opdata/status"
<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="1">
<data>
<esc_datamodel xmlns="http://www.cisco.com/esc/esc">
<opdata>
<status>OPER UP</status>
</opdata>
</esc_datamodel>
</data>
</rpc-reply>

WIZ, FATESNTRHF—2HEHLTESCEZA U A =350 2R LET, ROFIT
. Y= A TRIESRT L OBE RS 57Ol HI AFAER S TOES,

--user pass admin:'Salgorithm$salt$hash-of-salt-password':SHOME/.ssh/esc rsa.pub
--user confd pass admin:'$algorithm$salt$hash-of-salt-password':SHOME/.ssh/esc_rsa.pub

NAF—IE, ROL I RF—TO—H & LTERINET,

"

ssh-keygen -t rsa -b 1024 -C "esc" -N "" -f ~/.ssh/esc rsa

ANBAF— L#AIF—1Z. /home/username/.ssh/esc rsa 33 - N esc_rsa.pub 7 7 A /WITARAF S 4L
¥4, 27 LT X AGEOFNIONTIL,  [f1#k A : CiscoElastic Services Controller
A A =T D5 2R LTIZE,

3. ESCVM OFfiZER L., ESCVM D IP 7 FL 2 Z & WA 5123, ko~
RE#HLET,

$ nova show <esc_vm name>

BMOA VR =LA T3y

* ConfD SSH F— DM : RO =~ > FZIFOH LT, SSH F—ZAEp L, AR F—5E7
ERETEET,
sudo escadm confd keygen --user USERNAME
INRAT — R7p LOGRGEA LE L T HESCVM DA 22— —T A M T EROa~v s R
FATLET, T2 T A T/AZ A BEATIL, WD/ —RFTa~vr REFATLET,
bootvm.py #{&F L f= ConfD SSH F¥—®DHZE : XD bootvm.py 2=~ > REHEHNZT 5
&, ESC U U —R 54 LURIOMRENE TS NET,
--confd keygen

ConfD cli DFFMICOWTIEL, [~ RIA v A v X —T A AZfEH L7z ConfD
Netconf/CLI ‘EHE/RAT— ROET | 2L T EEV,

« OpenStack IPv6 IRET®O ESC DERH : IPv6 TESC A > A X A& ET DRI, &3
ipv6 7 R L AZ PR — K L TUW5D openre Z i85 L T 72 &V, IPv6 BRERIZ ESC % 2B
HITIE, KD bootvm FEZAMEH L £,
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amoq oz b—nt7var ||

./bootvm.py <esc_vm name-ipv6> --poll --user rest pass <username>:<password> --image
<image name>

--net <ipvé network> --ipaddr <ipvé6 ip address> --enable-http-rest --user pass
<username>:<password>

--user_confd pass <username>:<password> --etc_hosts_file <hosts-file-name> --route
<default routing configuration>

DHCP £— FT® ESC D &R : --Ipaddr Z+5& 7|1 bootvm.py 5|#Z i3 % &, ESC
A VAL AN DHCP £ — RCREM S ES, DHCP * v U —7IZESC ZJRHT 512
I, ROBEEHHL £,

./bootvm.py <esc vm name> --image <image name> --net <IPv6 network> <IPv4 network>
--flavor <flavor name>

--user_pass <username>:<password>
--user_confd pass <username>:<password>

)

GE)

7 7 4V hTlL, ESCIZIPv4 % v kU —2 ® DHCP O A% H 7R —
FLET, IPv6 MEHAINTWDHEHEIT, ESCVM IZr 7 A
L. [dhclient-6ethX] (ethXI1ZV6A v X —7 =A A4) ZFH)
THFEITL T, V6DHCP Z fiZZT 2B N H Y £,

BHEDOFX Y NT—7 L2 —T = A A% LT ESC % &1
5 eI, 12U LD A 70 DHCP i 4 5541%.
bootvm.py--Defroute N LT, T 7 F ) hb— k& —k
TxAIPEEINV Y TCEHALA L H—T A A AT v 7 ABIEEL
3

T 7 F IV FCIE,. n=0T9, L7EAR-T, bootvm.py I ¥ Kz
L VDERDFy NI =0 f B —T xf AXT 7 4V FTT,

Bl -

--defroute 1 will assign <network2> with

<default gateway ip address>

./bootvm.py <esc_vm name> --image <image id> --net <networkl>
<network2> --defroute 1 --gateway ip

<default gateway ip address>

e ESCA VA F—I)LTT— bA[REGARY 2 —LZEFERATBEE : ESC A VA X AR

Va—2%85 L, R 2—bWNLA VAX L AEREN T2 LR TEET, Mz
WTIE, [BSCHOA VA=A TT—ha[RBARY) 2— AL &fH] OEEZSBLTLLEX
Uy,

cESCADT7A—TFT 4T IPOEIYET: 7u—F 17 1P Z ESC A > A X > A 2R

T 5551%, WOFIREZFIATLET,
1. AR 7 —T 4 7 IPT7 FLAZHERL, ESCVM IZE Y Y CTE,

$ nova floating-ip-list
$ nova floating-ip-associate esc_vm name <ip address>

2. EFE. HLwnwre—7 47 IP T RUAZER L, ESCVM IZEI D 4 TCTE9,

$ nova floating-ip-create <FLOATING NETWORK - ID>
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$ nova floating-ip-associate esc_vm name <ip address>

or
neutron floatingip-create FLOATING NETWORK
neutron floatingip-associate floating-ip-ID port-ID

cRBAT4vD IPEFEARAL-ESCORRE: A¥7 4 v 7 IP2FEHT L2/ EDFR Y hU—
7 TESC #fEHT 5121 (7= & 21F. networkl 123317 % 192.168.0.112) . I+ L5
{2, bootvm =< K7 A T —-ipaddr 3 L O --gateway _ip ZfE L £7,

\}

GE) RAR¥T 4w 7 IPT7 RLAZEIVYTHENT, AXT 4 v 7 PR
EHARETHY , o~ THEHSATHRNWI L 2R LT
TEEW,

./bootvm.py <esc vm name> --image <image id> --net <network>

--ipaddr <ip address> --gateway ip <default gateway ip address> —--user pass
<username>:<password>

--user confd pass <username>:<password>

BHORY T A3 —T (A R%EFEALIZESC DERM : ESC IZEHDO XY NV —
7 EEHT 5121 (72 & 21X, networkl (231F 5 192.168.0.112 35 £ UY network2 (Z51F 5
10.20.0.112) . kDA~ KT A 2D --netk L O --ipaddr 5521 > X —T =A AD IP
T RLVARERY NT—JHOWMGFERERELET, IHIZ, ZINHLDORY NT—7 DS — |k
T xADG, ESCOT 74N rF— T oA LR L ET, --gateway _ip 515 &2 HH L
T, BSCOT 74NV = U= AZBELET,

./bootvm.py <esc vm name> --image <image id> --net <networkl>
<network2> --ipaddr <ip addressl> <ip address2> --gateway ip
<default gateway ip address>

--user pass <username>:<password>

--user_confd pass <username>:<password>

)

GE)  -flavor M EE STV R WA, bootvm.py X OpenStack TF 7
NEDT7 L—o Iml. large] AL ET,

7 L—N—MEE STV RV A TX, OpenStack 12 ml.large 73
FET D Z L &R L, ZD 7 L—/N—SESC DFEAEMIZHE A
THZ xR LET,

cAJEEA T a VU EFERLTESC #RELET, ESC 17 % rsyslog — NZHEET 5
(Z1%. ESC VM DYEREIFIZ rsyslog —/SD P 7 FL A ZIEE L £4, LEIISUT,
MATsR—hre7abarziEEdsi b TcExEd,

72 & ZIE, rsyslog = "D IP 7 KL A8 172.16.0.0 T, B 7 &f5ET 5P — DR — K
D514 T, FHHENTWA 72 a3 UDP THHES. ESC DA v A M— LTk D &
T2 F£9,

./bootvm.py <esc vm name> --image <image id> --net networkl --rsyslog server 172.16.0.0

--rsyslog server port 514 --rsyslog server protocol udp --user pass
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amoq oz b—nt7var ||

<username>:<password>
--user_confd pass <username>:<password>

ESCGUI ZEBMNICT S : /7 74 N a—H f 2 —T = AT L TESCVM %
EET 2121, ROa~y KT A4 ART L DI, —esc ui startup 51 ELOEE AT L £,
./bootvm.py <esc vm name> --image <image id> --net <network> --user_pass
<username>:<password>

--user_confd pass <username>:<password>
--esc_portal_ startup=False

ESCORESTA YA —TJ A REFMITTSH : RESTA V¥ —T = A ZA&HR— T DI
I%. --enable-https-rest 5[4tz 45& L £, RESTA > % —7 =A A&, https £ 7=1% http ©
WM CT 7T 47T HZENTEET,

./bootvm.py <esc vm name> --image <image id> --net <network> --user_pass
<username>:<password>
--user_confd pass <username>:<password> --enable-https-rest

OR

./bootvm.py <esc vm name> --image <image id> --net <network> --user_pass
<username>:<password>
--user_confd pass <username>:<password> --enable-http-rest

ETSIORESTA VB —J x4 RZHMIZT S : ETSIREST DA ' F—7 = A X% R —
M9 %121%, --enable-http-etsi Z45E L C hitp BRI CTA L F —T = A A& T 7T 4 7127
D, F£7203 —-enable-https-etsi Z$5E L Chttps A TA > X —T = A A& T 7T 4 7T
LET,

./bootvm.py <esc vm name> --image <image id> --net <network> --user etsi pass
<username>:<password> —--enable-https-etsi . . .

OR

./bootvm.py <esc vm name> --image <image id> --net <network> --user etsi pass
<username>:<password>
--user confd pass <username>:<password> --enable-http-etsi...

\}

(E) EB@ERBEITIL, https REST A ¥ —7 = A AL ETSI A v % —
T2 A ADIHEFEMNITLHERH Y T3,

«ETSIOQAUth2 5S4 7> F&#HEHA L= ESC MEA : A > A h—/)LIRIZ ETSI OAuth2 7 5
AT MEBMTHIZE, ROLIT5IEEFHLET, 422 b—/L%IZ escadm ==
VREFEHALTOAUh 7 947 bEBEBMTAZ B TEET,

./bootvm.py <esc_vm name> --image <image id> --net <network> --
user_etsi pass <username>:<password> --etsi ocauth2 pass <clientId>:<clientSecret>
--enable-https-etsi ...

c JB—NINTA—REFERL-ESC DEM : 1 > A F—/LHIZ esc_params_file %
LTl = ary 74 ¥ab—ya i ET DR, WIRT LI EEELE
T, INHD T — NLREE, A A M—/LHICRESTAPI 2 L TEF T 52 &%
TEET,
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\}

CE)  TFHUbOERIC, 73V DBX2 VT 4 T —TRTF
Y MIEHENET, 774NV ETIE, BX2 VT4 T A—T
openstack. DEFAULT_SECURITY_GROUP_TO_TENANT ® ESC # /&
PRI A= T true ICHRESINTWET, RENRXTA—=FL, (v
AR —)VIFICRET D2 MENRH Y £9, RESTAPI ZfEH LT,
ESCVM ORT XA —=Z %7 ) £ 3HHTEES, T A—X
M true [ICRE SN TWDIEARIL. TF > bOERFRCT 7 41 b
DeEX2 T 4 7 N—TEERLTHEVYETHZENTEET,
ZDONRT A —H P false ITFHE SN TWAEGA, 712 N OIERE
T 74NV DX VT 4 VN —T 2 EREZITEIV LTS Z
LITTEEH A, sc params file Z i L TRETE 537 A —4

DFEIZOWTIL,  [fH8% A : Cisco Elastic Services Controller O
VAN=T D% EBRLTIIEEN,

./bootvm.py <esc_vm name> --image <image id> --net <network> --flavor <flavor name>

--user pass <username>:<password>:<public key file> --user confd pass
<username>:<password>
--esc_params_file <esc parameter configuration file>

«ETSI 7O/\T 4 #{EA LT ESC ODRR : 1 > A h—/LHIZ ets_params file i L T
ETSI 7' R /X7 ¢ R ET DITIE, WO X IITHFAEHEA L ET, Znb07 v 37 113,
A v A b=V etsi-product.properties 7 7 A L TH AT TX £,

\)

GE)  etsi_params_file TRETE 57 B/NT ¢ OFEMICOWTIE, [ETS
NFV MANO = —H#—# A K] @ [ETSI® LD T v X7 1| OF
EZRLTIESN,

./bootvm.py <esc_vm name> --image <image id> --net <network> --flavor <flavor name>

--user pass <username>:<password>:<public key file> --user confd pass
<username>:<password>
--etsi params file <etsi properties file>

*ESCD2DONA VAZVRAEZRBBELTESCHA (72T 4 JIRZVINA) RT7EHEET
% :ESCHA 777 4 7/ A X 34 DRERIZOWVTOFEMIL,  [OpenStack ~0 ESC DA
VA= BEO [VMware ~DESCD A > A h—/)L ] E@ (ErHEORTE] 25K
LTL7EE,

cBAFIYY IVELY T7AILOEM : CiscoESC U YU —RA 2.1 LII T, T—4ET
NTCERINET 72 arBLOA NI v I b, E=F) 7 x—Yxr NCHEHAHE
RHENIRT I a rBIORA N v ~DO~ v BT, dynamic_mappingsxml 7 7 A L
EHEALTCAEMESRTWE L, 77 A /VIZESCVMIZIRFEEN, TF A NZT 4 4 %
AL CEESLE L7z, ESC22 LARIZIE, esc-dynamic-mapping 7 « L7 U &
dynamic_mappingsxml 7 7 A V3% D F A, BEAFO dynamic_mapping xml 7 7 A /L % ESC
VM IS 256818, IROFIEZFATLET,
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1. ZOT77ANVE, "—AT 4 L7 FUREDESCUSNDERFIZI NNy 7T v LET,

2. ESC VM T esc-dynamic-mapping 7 « V7 b U Z/ERR L £ 3, B0 727 & AFFAIH
RESNTVWDZ 2R LET,
3. K® bootvm BlEZ M LT, ESCVMIZA Y A h—/L LET,

--file
root :root 1 /gpt/cisco/esc/esc—dynamic-magping/dynamic megoings. xml :<path-to-local ~copy-of-dynamic-megoing. xml>

TrvartAN) vyt 5 =860 CRUD #E1L. REST API 241 L Tl
TEET, BEO~ vy VU 72 EH T 5101%, RESTAPI 2 L CFD~ v o 7 %H|
BRLT, STl B 7 EBmLET,

ESCVM Tconfd /SR T— FZEEET S : BEHEIL, A A F—/LIFIZ bootvm.py % fifi 1]
L Cconfd SAU— R&EZRETEET,

./bootvm.py --user pass <username>:<password> --user confd pass
admin: 'PASSWORD-OR-HASH' :OPTIONAL-PUBLIC-KEY

AVAPN=NRIZZONAT — REFHRET DT, ROa~vr REFEITLET,

/opt/cisco/esc/confd/bin/ssh admin@localhost -p 2024

configure

set aaa authentication users user admin password <your password>
commit

exit

Uy i 0 U U

)

GE) ABOT T L— RERHIZTH720HIZ, bootvmpy 7 7 A NVZEMHEH L TESC %A A h—
NTHBRIER SN DT R TOa~vr FEgBOabt —z2fE T 5L I LTSN,

Cisco Elastic Services Controller TD)L— FEIBAZENDEE

Cisco Elastic Services Controller (ESC) %, SSLIAFIEDORIEEZ AT EH A D = A L& 24 L
T4, ZOEEEIZBILE, OpenStack TORYR— hENTWE T, FAEHEORKFEIL, ESC O]
BIEERFZT 7 40 B THEICR > TWET, 72720, ESCEZEMT 5L, b D SSLGE
BHELZHRTETHIEHTEET, ZDEZ T a3 > TlE, OpenStack T Cisco Elastic Service Controller
DFEAEDORGEZ A/ b, BI/EIBR, i —ERRT 2 HECO W TR LET,
ESC OEEEIH, £721X ESC OEENET LI2ETH, N— MEAELZBINTEET,

IL— FEEBAZE DRED B L/ERNE

Cisco Elastic Services Controller (%, 7 7 #/V h CREHIEOMGEEZ AN LET, /o, ARE
T2 IX M2 DI, esc_params.conf 7 7 A /L @D Openstack 517 =Y Cffi | /] GE/2 /8T A — &
DISABLE_CERT VALIDATION %#Z 8§ 57>, REST A v ¥ —7 = A AZHEHT 250, 72X
escadm Y — V252 L b TEET,
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ESCT7 275 47 /—KT, 2~ K sudo escadm enable-certificate ¥ 72/ sudo
escadm disable-certificate Z il L C, iEBAEDORKRIEE ZNENA LN E IT BN L
S

JL— REEBAZEDEND

ESC OEE ', E7/2ILESC OEEBNTE T LB TH, A— FEWFELBMTE £7, FEYFH
Z B3 2 R1Z, OpenStack B35 7 7 A /L s L7, OpenStackRC 7 7 A /LIZ1%, OpenStack

m£k4/2bww%£ﬁ¢étwwﬂ7f ARHYET, NTA—ZEETLEIC
--0os_auth url Z¥5ET HHLENH Y £9°, --os_auth_url |L, OpenStack FBFEICEH T H ¥ =
7 (https) F/FFHEEF2T (http) F¥—A F—2 URL ZfRELET,

cBHERFCAZ R T Y (DOF) OFEFAEEZEMLEST, 2FV, ESCVMODA > A h—
JVIFIZRD L 512 LET,

./bootvm.py test-vm --image <image name> --net <network> [--cert file CERT FILE]
[--confd_aes_key CONFD AES KEY]

/home/cisco/openstack.crt
--user pass <username>:<password> --user confd pass <username>:<password>

)

GE)  BIfE, BSC TliX, FEHIEOBIIRFIZ keepalived H— B AN ET
NTNRNWeD, A VA D= /VHIZHAT 77 4 T/AZ 734 D
REEZBINT 5 2 L IE AR — S TOER A,

*ESCA YV AZ U ABRENLIZH%, AX U RT QU /MHAT 7T 4 TIAZ A OfEEE
BINLE9, escadm ¥V —/LIZiE, DB A truststoreadd 7> 3 23 0 £,

file 51%%, CAFEBREZ 7 A V2R LET, ZO515E M35 &, Javakeytool TH
R=FENTVWBEEDT 7 A MR (X509v1, v2, v3iEAE, BIOPKCS#7) %A
VAR—=FTEET, -alias 51T —ETHY ., ZORED CAGEAENFEINTNDH4
Az LET,

1. CAIFHEZ 7 ANVEZESCT 7T 47 VMIZab—F£7- 3k L £9,
2. FEAEZESC T A MAMTIZIBMLET, ZHEITHITE. ROa~vw REFETL

i—a—o

sudo escadm escadm truststore add --alias [ca cert alias] --file [file path]
FoiT

sudo escadm truststore escadm truststore --alias [ca cert alias] --file [file
path]

3. FEIENEBMENTWDL Z L aMRBLET,

sudo escadm truststore show

ERle

sudo escadm truststore show
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r—rimzodn |

JL— REERRE D HEIBR

ATy T

ATy T2

escadm > —/LIZ1%, --alias 518D A% FIT9 5 Ttruststoredelete] 47 > a »03&H Y £9°, --alias
SI1E0E. HIBRT D CAFEHAEDAFIZSM L ET, AX LU RTRUVHAT VT A4 T/AX NS
ESCVM TZ D5 H AL £,

FIE

7 27 47 ESC Tescadm ZfiI LT, ESC FT7 A M A T HAFHEZHIKRL £,

sudo escadm truststore delete --alias [ca cert alias]
FX
sudo escadm truststore truststore delete --alias [ca cert alias]

FEAEDHIBR SN TWD Z & MR L £,

sudo escadm truststore show

E

sudo escadm truststore show

Ty L—FhD/)L— FMERAEOER

A A—TDTYTITL—F T 7L —FR&ET5H720DICESCDB /Ny 7 7 v 7 LT\
LA, MoOT 7 v a InEHY %A, ESCDB #HtSub &, ESC h T A R A K
THNETENET, Ty 7L —RDEDIZESCDB 23y 7 7 v 7 L TWARWEATE.
% CAGEHELZ ESC 7 A MR MTICHEBMT2MLERLHY 77,

*RPM 7Y T L—FK: 207 77 L —KEFXTIE, ESChT7 A MR NT 22D F FiR
FLETd, 2V, ESCFIA MR RNTHOTRTOCAZEHEL, Ty 77 L —F#EDL
RSN ET,

Cisco Elastic Services Controller TO¥—X F 7D EIE

X—RMTUE, TV r—a MDD SAT 0 Ve L CHEZRET 272024
HiFFAHEL X —DOD A ML —I T,

ESC ¥— A& F 71X, ESCManager, VIMManager, MONA 72 E D XTHOT Y r— 3 T
HEHEINDFEHEL | DOALRFFLET,

ESCADM (1%, ¥—RA NT2#EHTHT-00EBOa~y FAHESNTHET,

ESCZMOHTEMT D L, ACEBAEHENER I, 774V N THF—RA MTICRGFEENE
K

HEER
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TITATIT T 47— RTIL, 774V FOGEAEOLES (CN) |
db.service.consul /Cﬁ— *ﬁbb\ Efﬁi% Hﬂiﬂﬁ—é L&z N [F C CN f&ﬁiﬂq bfﬁ&ﬁiﬁj_
éﬁ%#%@ifc%9Lﬁwﬁém\%c%%ﬁ®Mmm1@£%$®@ﬁ%ﬁm
THIZD, TXTD/ — RO Heat 7> 7' b — MIRDOFEZBINT HLENH D £,

mona:
certificate_validation: false

o« T_XTD escadm F— A 7 3~ NiZiL, ESC T X415 root MEMRNMLFL T,

escadm *¥—X 7O

ES2N

escadm keystore show

escadm keystore show L~ Rlizkvn, F—X h?&:%ﬁﬁ%ﬁéhf%é%ﬁ%%ﬁ:%éﬁ“é
HHRBFRSNET, MR, =AU T A, GEHEOT 4 =7V » M EDIFHRR#E
RENET,

WIZH &2 - L ET,

$ sudo escadm keystore show

Keystore type: PKCS12

Keystore provider: SUN

Your keystore contains 1 entry

esc, Apr 13, 2020, PrivateKeyEntry,

Certificate fingerprint (SHAL):
FF:11:66:3E:93:DD:3A:0B:9A:72:40:16:35:34:D2:22:E1:25:07:80

escadm keystore export [--out <file path>]

export 1 v REETTHE, GEHEOTRTOa T U YREREINET, ot A7 v 3
UBEEENTWAEA, 2T VT, URIOA 7Y a  THRESNIZRRAD T 7 A4 )b
WRF SN ET,

escadm keystore set-- file <file path>

set 3w N . BEOFEAER, file A7 v a V THREINZNAZEST7 714 L
uffﬁ“é%ﬁbb‘uiﬁﬂ% IEEHZ bNET,

T ANVNPEMERNTHY | FEHEL MBI —DOEFNEENTWD Z L AL ET,

WOFNL, FrLWHCBEATEREZAER L, F—A MTIZH L TRET D HELZRLTH
£

1. FERAEZAERT A, koa<wr REERALET,

openssl req -newkey rsa:2048 -new -nodes -x509 -days 3650 -keyout key.pem -out
cert.pem

Aioa~> RT, RO2OD7 7 A AVBERESNET,
key.pem k cert.pem

2. Woa<wr REFEHLT, 22007 7 A vEHKELET,

cat key.pem > server.pem

cat cert.pem >> server.pem
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ESCOA VR h—LTT— rARRY 2—LziA ]

3 BLWIEAELZXF—X FTICH L TRET DITIE, koa~vr RaALET,

$ sudo escadm keystore set --file server.pem

Service "keystore" successfully updated ESC keystore and will take effect once
ESC services are restarted by running "sudo escadm restart"

\}

GE)  RENET Licth, EX—LIEAELZEDERVO7 7 A LT
TxHIFRL T EEN,

COBEEEHANTHIZE, VAT LAOFEBNPMLETT, AX L RTrrE—RE
71X H/A £— R CHE#HTIIZE, koa~vry REERALET,

sudo escadm restart

ESCRT 7T 471777 4 7EF—RCEITSNTWEEEIE, LY ZAXNOTR
TO/— REFESTLILNENRHY £, 7272 L, ESCBNT 77 1 7/7 77 47 GEO
F— RTETENTWVAEAIT, TXTD 7 FZAZDGEOH—E 2 &4=1E LT, GEO
AL FH—=N—=REITEINRNL T HHLERH Y 7,

GEO T 7T 471777 47— ROBEIZRY . GEO r—E A ZEIT5I121E, &%
JTAZNOEED ) —Rlzu 74 LT, koa<ry ReEHLET,

$ sudo escadm geo stop —--cluster

FEAENRTAREINTWVWDE I FAXNOEED /) —Kiu /74 T&xEd, ko=
< REHEHRALET,

$ sudo escadm stop --cluster
$ sudo escadm start --cluster

GEOT VT 47|77 T 47— ROGFAIE, T_XTHO /) — RBBEEREIZ o725,
EED /) —RICHEr /A4 L CGEO —E A&t LEd, Y—E R&2BHbET 5
IZiZ. o<y REHLET,

$ sudo escadm geo start --cluster

ESCOA VR b—)LTT—ba[gERY) 2 —LZEFEH

OpenStack DAY = —ANIHVA LATEER T 2y 7 A R L—UFT XA ATHY | ESCA VAKX
VAR TCEET, ESCA U AZ L AERY 2a— A REL, RY 2—A505 ECS 1 A
HUORABFETTH L TEET,

\}

GE) e —EIZ 1 ODORY a—LMBEEITELDIE, 1 DD ESC A VAKX AT T,

e Cinder TlZ, 77— FA[BER Y aa— L &AM (T2 T A TIAZ U ANABIOT 7T 4
TIT 0T 47) ZHAEDOETZESCA VA F—LEHR—FENTHER A,
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7 — FA[EEAR Y 22— A5 ESC A VA X A& BT 5I121L, RO FNEEZIFATLET,

FIE

ATV T ESCAA—VEIET— FA[RER Y =2 — A% LT, OpenStack IZ7— FA[REAR Y = — A%
ERLET, 7— hAEAR Y =2 — A2, 30GBLLEDT 4 A7 H A AMMLETT, M
WL, OpenStack D~ == 7 L EBRL T EEW,

ATY 72 L)LTK%@“J: 5 ﬁ:\ bootvm.py o< ]\%@#iﬂﬂ L T ESC VM %@Eﬂ Li‘j_o --image %l;ﬁ@Fﬁ
Hhiz --boot_volume Sl A IR L £97,

./bootvm.py <esc_vm name> --boot volume <volume name or id> --net <network> --user pass
<username>:<password>
--user_confd pass <username>:<password> --flavor <flavor name>

GE) s bootvm.py =~ NIZIX, --image & --boot_volume D ELLMN 1 DERBET D
VENRHY £, WGTOGIBMEF SNl GE, HDHNTELLOFIEHME
HEnTOWRnga, A A F—/UIRB L7,

« 7— FAMRER Y 22— LG ESC A L AX U AERETH L, RY 2—2F ¢
AT HA RFETL—NF 4 AT P A R B2 TEESNET,

e IR 2 —ANT U MA TN RTERENTZ720, ESCA v AX o AEHIBRL
Th, TOA AL RACHERENTWARY 2—AFHIBRESET A,
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=% =R

SR T7 T4 TIRZNA DA VR
k—JL

ZOEL, WOBETHRINWTVET,

c EAAMET 7T 4 TIAK A O (25 2—)

e NA TRAZEYT ¢ OHFEAR (26 X—)

«ESC &R AMET 7T 4 TIAZ A DR (27 ~—)

o ) —ANRTG U RAUE—=T 2 A AT ITEADHKE (B1 =)

o FRRLHIH (36 ~—)

AT VT A TIARZ U NAD N T TN a—T 47 (37 =)

SR RAET VT4 TIRE N1 DBE

ESClE, TV T A TIAZNABLOT 7T 471777 4 7T NAOEATE A A (HA)
EYR—=FLET, 77T 4 TIAZ A ET /)T, ESCRELZGIEL, h—EXDOHK;
Z e /NRICHN 2 T ESC 9 — B A Z4 M 572012, Ry FU—ZIZ2 DD ESC A » AKX A
NEAEINET, 775747 ESCA LV AZ U ATEENEELTH, AZ UL AL AR
ANHBIZ ESC h—E 2 &5 & E £, ESCHA T 7T 4 T/AX A 1L, ROV T
VIRA v NEFEERR L ET,

« X hU— 7 EE

< 15

VM A VAR ADK T
ATV a— VIR T HA N
e N— KT = TICBT B

N7 7V r—3 g DREE
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ESCT7HO T4 TIRRUNADT—FXTHF~

[ 1: Cisco Elastic Services Controller 7 7 7 4 7/ AR VINA DT —FT U Fx

Local AS Architecture

Active-Standby for all ESC services
Northbound access via Virtual IP (VIP):
= . Option 1: VIP as a 2nd ip address on an ESC interface
g\ . Option 2: VIP as an ESC BGP Anycast ip address
W Primary:
One ESC is configured to start up with Primary role

Primary owns the VIP, receives all northbound requests

Secondary:

One ESC is configured to start up with Secondary role
Secondary does not run ESC services
Secondary receives replicated data from primary

On primary failure, secondary is promoted to primary role

INA TRALASEYT 1 DEHEA

ESCHAT 77 4 T/AX A Xy 8T —21%, BSCHAT 77 4 T/AZ XA XT DHE—D
AVA =N ELTRETDHD, 2ODAX L KT ESC/ —RELTREBETAZENTE
£, 200/ — FiL, BE#%., HREERCHASTICEBR SN, HAEBRIXZ, 777+
TERZUNAD2ODESCA Y AH L ATHREINET, @HOWRWTIX, 777 1 7 ESC
AVAB ALK S TH—EARRMEENFE T, JETDRAZ AR, A L AZ TRy T
REEIZARD EF, RAUNA ALV AZ VAT, TITATA VAR AL FHRHBE LT, 77
TATA VARV ADAT =R AT=H—LFT, 77T 47 ESCA AKX AZREEN
FBAETDHE, AZUNA A AZ AN ESC —E 2% HEIICG EHKE . H/NBO DT
ESC #— b 2 Dk 2 fikfe L £ 7,

AR A AR LRI ST I T AT A VAR ADT —HR—=ADGERIR A E—NFEL
FETN, TITATA VAR RATEENRRBELRWVIED . AF N A RABANRT Y
T4 T F Yy NI =7 BZEHTHZ L13H Y £ A, KeepAliveD V—E R (X, 77T 47 &
AR UNAMITDA VAR ADT VT A ET A AT —HAE=S—LFET, 777474
VAR AEENRET DL AZ UL PEHBNICE I ES, TIT A TA AR
ADETH, ABZUNRAAL AR UANT VT4 TA VAR AZGIEHE, b—E A2 EH
LET,

BEENIAE LA VA AR EIEI NG, LES U TRETAL v I 4 — " —% Btk
L. 79T 4TA VAR AL DRy NU—IEBRAEBRACTEET,

TIOT 4T AEZUNAWITDESC A o AZ AL, IPvd 7212 IPv6 kv RU— AT
J)—ANT U R F—HF AR — 3y VATACERINET, /J—ANRNT L R AT AT
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escEamnT 27+ IIxs w1 0Em |

X, BEDT 75 4 7 ESCE T 75 4 TIAZ U NA AL VAR AT 7 AT HIZD
DO—FOFRMIP 7 RLUANRE Y BTHNET, BRI/ VNF X, BIO IPv6 £ kT —7
BHETESCODT VT AT LRE U NRAWITDOA AR AT S E T,

ESCHA 77 7 4 7/ A X 731 ) — RiX, keepalived 3 X OV DRBD (ESC 7 — % ~_X— A D [F]#
RS DT OD LT =g =) Wiy N — - R Lo TEEL SN E
T, KeepAliveD W —VE A%, 77T 4 T ERZ U ANAMFOA VAR L ADAT —H A% T
=Z—LETN, DRBDYV—ERX, 777 4T U AZADBEE=F— L TEHENEL
AL A A AR ADBIZAMILET, ZNH 2500 —ERE, RUVIP Xy hT—72
WRETDHZ L, 200EREZ Ry hU—ZICRHETDHZEHTEET, ESCA UV AZ R
MO VM Ny Ry = A 71%, IPvd £72151IPv6 1 v b U —7 E® keepalived Z ] L TITH4
e

ESCERIAMT VT4 TIREZ 2iNA4 DRE

Cisco Elastic Services Controller (ESC) D& a[HME (HA) 727 7 4 T/A X 3, ZREAT DI
I, 220D L7e /) — R (77T 4 TBLOARAF L) ICESCARAX Y KT R AV AS Y
A% A ARV LET, FMIZONTIE, N TXA TV T 0 DA 26 %—2) %
ZHRLTLEIN, TITATA LV AF VAL AR L INA AV AZ AL, Cinder R Y =— A
FREFILVFV =g _XR—ZADRY =2—2 (DRBD) [ZEfiCx £,

ESCHA 7 77 4 7/AZ A ZRET AR, ROBERBAA =X LZFHTEET,

e NI A R L— t ESCHAT 7T A TIAZ U RA BHNEFA L —U 2 L TR S T
WD E, TIT A TA AR RAERR N, A AE 2 ANIEAR DT — H _— R %
Z. BICFEMENET, 20OV U a—39TlE, ESCHAT 77 4 TIAR AL 37—
ARXR—=AL T Y r—va R L TEH S, DRBDIZT 4 A7 LD LY fr—
varflv—n bt L THEREINET, T7TATA VAL L ADT —HR—R T, AKX
WNAAL VALV ADT —HZRX—= AT RFICT — X 55T 5720, SMHEA N L —U %0
WL LERAL, 77T A4 TA VAR ATEENBELTEGA, AU NRA A AZ A
Wi, 7727474 AZ A0 —)v & A SNEHEOT —#X—23E 0 4TH
nET,

ESCHAT 77 4 7/AZ A 1%, WA ML —Y 2RI LR S E T, ESCA > &
S AIMRARTIP 7 R LA (kad vip 5150 BEX OB vip A YV AX L ADA V H—T =4 A
(kad vif513%) TINE L, 7277 4 7ESCA Vv AX L AZRINLET, BEMEOE N N—
FE— bRy NU—Z BT DX, 77T 4 7TBEIRAZ 31 ESC A Y AH A
R DMBIR A b EICRE T D 2 MRS LE T, ESCA A Z U R OMELY 7
OFEFENE (XY NT—20 A2 —T A4 ZADFERRE) #EZBETHZ L TXET,

NHEA N L=V TV —ay : ZOXATOT—X%7 7 F ¥ TlE, ESCHAT 77«
TIAL SA X DRBD ZFIH L TR ENET, 77T A TA LV AF AL RAZ L NA
A VAR ADEH N, 2 OO A N L— (OpenStack Cinder 78 U = —A) (27 —#
PR LET, £ ESC /— RiZ Cinder RV 2 —ALIZ X > THEE S, ESCTF—& 77 A
JUE Cinder R U =2 — ARTFEENE T, 2 DD ESC / — RDOF —# %, DRBD Tt &
NEF—HRXR=Z2 VLV r—v gy AH=RLERHALCREBIENET,
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B wiix L —CERRLEBTRMET 9 F 1 TIRE 231 T— KO ESC OER

HAT VT 4 TI/AZ A DA T a v DENEROFRIRLUET,

WNER FL—SA—XMESC
HA7Y T4 TIRR2I1NA

HNEARL— LT H5—2 30 R—
ADESCHA T T4 TIRZ INA

TAHREFAE

HA T 75 4 T|AZ 34
J—FEOTF—2 17 ir—
va v

2ODHNEA R L— (Cinder R Y = —
L) MoF—21r YA r— gy

AR M=ILEZE

A VA NN DBIE

bootvm DA A h—)L

bootvm DA A fh—/L

VIM 3th&

OpenStack, VMware, KVM

OpenStack @ 7~

REFSM

VIM (K7 L 72\

OpenStack Cinder (217

=

 BEEDVIM 21 L iR— %
N ~DIRLFRR D B D F
A,

cHHRA ML —TUERNEL
L7an/zh, MR/ ~—
R =7 b HAT Y
T A TIAR L INA T T A
X o LRI T X &
R

e F—HR—Z LY r—g
AH=ALEFH L TT — % H
WanE,

* 2 O® Cinder ™ U = — LRI A
FL—v b LTS, ESC
J— Rl E,

HREE

THEENEETHE (WF
DESC / — R CHIENFREL
e . T2 O—EMIC
ARG 2 LFREENRH Y F
7

THEENEET L E (WD ESC
J— RCHIERRAELTSE) « T—
2 O—HBMIC B2 5 2 5 ATREMEDS &
DET,

NERA FL—CZFALE-SRIRAMT VT4 IR 24 E— FD ESC DRFA

TIT4TRERAZ U INA A VAL ATESCA v AK v A% EIT 5 8A1%. kO bootvmpy
avy R EEHEEL T, WA NV —UIZESCHA 77 7 4 T/AX UL T BT 2 L3

BV ET,
* kad_vip

\)

() ESCHAT 7T 4 TIAZ A NRREESND L, =0 Fa—%—
X kad vipgl#E#H L CT 77T 4 7 ESCA LV AX VAT 7%

ATEET,

* kad vif
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MR FL—UERIALEEARET 27« IR 8 v E— Foesc R |

* ha node list

INHOFEERET D L, bootvmpy =2~ K& LT, OpenStack CTH#EA hL—T % H
R ECTE 9, bootvmpy =< > REIEOME BT 25MI%,  [f1Ek A : Cisco Elastic Service
Controller DA A b —F 5% 2L T EEW,

ESCHA T 7T 4 T/AZ XA f L AHF V AERBT HIZ1%, WD/ — KD bootvm A7 U
TR TROBIBERELET,

ON HA NODE 1:

$ ./bootvm.py <ESC_HA Nodel>\

--user_pass <username>:<password>\

--user confd pass <username>:<password>\
--gateway ip <default gateway IP address>\
--net <network namel>\

--ipaddr <static ip address>

--image <image name>\

--avail zone nova:<openstack zone>\

--ha node list=<ESC_HA NODEl IP> <ESC_HA NODE2 IP>\
--db_volume id <cinder volume id>\

--kad vip <virtual IP address>\

--kad vif <VRRP Interface Instance>\

--ha mode drbd

ON HA NODE 2:

$ ./bootvm.py <ESC_HA Node2>\

--user pass <username>:<password>\

--user confd pass <username>:<password>\
--gateway ip <default gateway IP address>\
--net <network namel>\

--ipaddr <static ip addresses>\

--image <image name>\

--avail zone nova:<openstack zone>\

--ha node list=<ESC_HA NODEl IP> <ESC_HA NODE2 IP>\
--db_volume id <cinder volume id>\

--kad vip <virtual IP address>\

--kad vif <VRRP Interface Instance>\

--ha mode drbd

ER e

escadm ¥V — /L&A LT, £A X R7a A ESCVM TESCHA 77 7 4 T/A X 234 D
NRIRA—BEBFBRETHILELTEET, ESCHA 77 T 4 T/AZ A RERT 5121,
l--ha node list, --kad vip. --kad vif] @ 3 2D/XT A —HF BUNETT,

\)

6=

2 RT7a Y ESCVM OEFHF = v Z7IZEK L TWA Z 2R LT IEE N,

WDa<vy REEITUTHAT 75 4 TIAZ 8, ZHERRT DN, WFDA v AX AP A

RITH 2R L ET,

$ sudo bash
$ escadm ha set --ha_node_list='<ESC_HA NODEl_ IP> <ESC_HA NODE2_ IP>' --kad_vip <virtual
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B isxr—cLivr—sa s RALEBTRAKT 97 1 TIRE 234 E— KO ESC OER

IP address> --kad vif <VRRP_Interface Instance>
$ sudo escadm reload
$ sudo escadm restart

WA ML—DL TN =23 ERALEETRMT VT4 TIRZVNAE—FD
ESC O R

AN — L7 r—2 g VBRI LIZESCHA T 75 4 TIAZ 3, Tk, T —F~_—
AZA R L —122 90 Cinder R Y = — ADRNLEE T,

4R8O SRS

M FDESC A VARV ANERT HRYy hT—T7BLNIP T RL&
cHAT VT A TIAZ U NNADAA v FF—N_R—f{X—TT7 74T A L Z—T =2 ZABIV
AR 1P

FIE

R T 71 OpenStack |22 2D Cinder 7R U = — A% ERK L E 9, Cinder RV = — AW A XX 3 GB ITFHE
TLOMENRD Y 7,

$ cinder create --display-name cindervolume name a[SIZE]
$ cinder create --display-name cindervolume name b[SIZE]

ATFw T2 B L7 Cinder RY =— b DAT—X ZAZMH L, BBEAO UUID # /R2£9,

$ cinder list

ATV T3 ESCHAT 7T A4 TIAR U NA AV ARZ LV ARREBLET, WD/ — T, ROBKEIRTE
L7z bootvm A2 U7 N&fEHLET,

ON HA NODE 1:

$ ./bootvm.py <ESC_HA Nodel>\

--user_pass <username>:<password>\

--user confd pass <username>:<password>\
--gateway ip <default gateway IP address>\
--net <network namel>\

--ipaddr <static ip address>\

--image <image name>\

--avail zone nova:<openstack zone>\

--kad vip <virtual IP address>\

--kad vif <VRRP Interface Instance>\

--ha node 1ist=<ESC_HA NODEl IP> <ESC_HA NODE2 IP>\
--db_volume id <cinder volume id>\

--ha mode drbd on cinder

ON HA NODE 2:
$ ./bootvm.py <ESC HA Node2>\
--user pass <username>:<password>\

--user confd pass <username>:<password>\
--gateway ip <default gateway IP address>\
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--net <network namel>\

--ipaddr <static ip address>\

--image <image name>\

--avail zone nova:<openstack zone>\

--kad vip <virtual IP address>\

--kad vif <VRRP Interface Instance>\

--ha node 1ist=<ESC_HA NODEl IP> <ESC HA NODE2 IP>\
--db_volume id <cinder volume id>\

--ha mode drbd on_cinder

ATy T4 HEEE, 1 DOESCVMIXT 77 4 ZIREIZ/ZR D, b9 1 DITA X U NAARIEIZ 72 5 BN
HYFET, ESCHAT 77 4 T/A X A OIREEZEFEFRT 51213, $sudo escadmstatus--v =2
VREEHALET.

J—RINGU KR AR —DT A A THIERADHKTE

ESCHA 7 77 4 T/ AZ UL Z&ET DX, HAT 7T 4 TIAZ 8 XTI E=
Z—F% Y ARIPT RLARAZBETDHILELTEET, /AT AU F—T oA AKX
P —bEAR—Z L, R =—F v A NPT FLAZEHLTESCT 77T 47 HAT 7
TATIAZINA A AR AT 78 ALET, ESCHA 7 7 7 4 7/ AR 3 A & BT
LA 1L, Jbootvmpy A7V 7 N TROBI B AEMH L ET,

* --ha node _list
* —-kad vip
* -kad vif

INHDFEDE SR BEEMCOWTIX,  [14% A : Cisco Elastic Services Controller 4 > X
F—SDBIH Dt r a2 LTLIEEN,

TR BEOA A —T oA ZAEFEH LU TESCHA T 7T 4 TIAZ UL ZRE L. K
Bro=—F% % A NPT FLRAEFRET D HIEICHOWTHEBHLET,

BHEOA =Tz A REFEHALESCHAT VT 4 TIRR VN DETE

T—HFEME VNFE=X Y 7 DedIl, ry NU—2 A% —7 x4 AT DRDB [[#] &
VRRP "—hb—h 70— RXx ¥ A MEHHLTESCHA 77 7 4 /AR VN, B ETE
9, BIHORY NT—F A Z—T A AZEH LT, /—ANRT Y RT7 78 2AHORAE
IPEEINV Y THENTEET, ESCHAT V7 4 T/AX L INA ) — RTHEEOA ¥ —T =
A AZHET HITIE, --ha node list, --kad vip, --kad vif5|EZHEHL T, 2 bOEEDF
D=2 A B =T A AFREXBELET, TNDLDOGIEOFEMIZONTIX, TR A:
Cisco Elastic Services Controller f Y X b—Z D58 Ok 7 v a 2R LTLEIN,

\}

(GE)  KeepAlivedi%, IPV6 VRRP A V' A X L ATH—DIPV4VIP 7 RL AZHHR— K L TWEHA,

RIEFMEOHI 2 IRITTRLET,
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./bootvm.py <esc_hal> \

--user_pass <username>:<password>

--user_confd pass <username>:<password>

--image <image id> \

--net <net-name> \

--gateway ip <default gateway ip address> \

--ipaddr <ip addressl> <ip address2> \

--ha node list < IP addresses HA nodesl> < IP addresses for HA nodes2> \

--kad vip <keepaliveD VIP of the HA nodes and the interface for keepaliveD VIP> \ (for
example: --kad vip 192.0.2.254:eth2)

--kad_vri <virtual router id of vrrp instance>

--kad _vif <virtual IP of the HA nodes or the interface of the keepalived VRRP> \ (for
example: --kad vif ethl )

--ha mode <HA installation mode> \

--route <routing configuration> \ (for example:192.0.2.254/24:192.168.0.1:ethl )
--avail zone nova:<openstack zone> \

FREIZ, 32Dy NU—7 A2 =T xA A% ESCHA T 77 4 T/AZ 34 ) — RITi&
ETEET, RIS, 3204 U F—7 = A AREDH L AHESRFEZRLET

e Xy NU—Z 1%, /=AU NERICHEH NS IPv6 X hU—2 TJ, ESC VIP
X DRy NU— 7 2% BT HH., Orchestrator X ESC VIP i H L CTZER % ESC 1215
fELET,

e Ry NU—2721%, ESCHEH¥I FZ 7 ¢~ 27 (DRDBIEH) & VRRP/N— bk B — NI &
N5 IPv4d *y NU—27TF, ZOFvy T —71%, OpenStack #iH LN VNF £=4 Y
BRI ET,

« X b= 3%, EEIEHINDSHO IPv4 £~ b T —2 TY, SA, rsyslog 72 & T
I, ZOFy hU—=27 ZEH L TESC 2 FHTE 7,

./bootvm.py esc-ha-0 --image ESC-2 2 x yyy --net network-v6 network --gateway ip 192.168.0.1 --ipaddr
2001:¢c0:2020::fa 192.168.0.239 192.168.5.239 --ha node list 192.168.0.239 192.168.0.243 --kad_vip
[2001:cc0:2020::fc/48]:eth0 --kad_vif ethl --ha_mode drbd --route 172.16.0.0:eth1 --avail _zone nova:
zone name

./bootvm.py esc-ha-1 --image ESC-2 2 x_yyy --net network-v6 network lab-net-0 --gateway ip 192.168.0.1
--ipaddr 2001:¢c0:2020::fa 192.168.0.239 192.168.5.239 --ha_node list 192.168.0.239 192.168.0.243
--kad_vip [2001:cc0:2020::fc/48]:eth0 --kad vifethl --ha mode drbd --route 172.16.0.0:eth1 --avail zone
nova: zone name

ESCHA 75 74 IR A VNA{FEIPT7 RLADHZTE

ZOF T 3 TE, kad vip BIBOMEITAEIP THLMLERH D T, Tk, -t
AR—=B )L ) =AU KR T 7T 4 7 ESCIZT Z7®A L, IRABTIP (VIP) %4 L T ESC
HA 7 VT 4 TIAZ A P —E R CHEREFETEET,

=AU REMEFEDESCHA 77T 4 TIAZ AL ) —RBRILR Y NT—2712H D
A, BEIP (VIP) 20 L CHEESER CE £, /—ANRNTU LV RNESCHAT 7T 4 T/A X
PRALERICR Y U =7 BIZRWEEIR, ROFIRZHEH LT, 7u—7 17 IP % ESC
HA 7 7T 4 7/AH 34 VIPIZEID ¥ TET,

1. ESC @ kad vip D#EGEER TRy U —ZIZVIP T KLA (kad vip) ZEH L THR— b
AR L £,
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neutron port-create network --name network vip --fixed-ip
subnet id=network-subnet,ip address=192.168.0.87

2. BESCHA 7 77 4 7/AZ ™A %L EF, [OpenStack TESC A A h—/L] O
ERRET I T A TIREVNADEE| Ot7 v arzBRLTIZSN,

)

GE)  kad vip2® ERLCERL7EAR— R EFILIP T RLATHD Z L AR LTI EINY,

3. ERTHERLER-MI7u—7 4 7 1P ZBEMT £, KOO wid (F7 02— ¢~
Z'IPID C, 2 -2 H® uuid 1¥77— k ID T,

neutron floatingip-associate <floating IP> <port ID>

TJa—T 4T IPENLCHAT VT 4 TIAZ U NNAWZT 78R HE, ESCT VT 4
7 — Rz S NET,

4, R—=BNLVT I RBADWEE., 770N X—FTIA4 T Xy NT—JI T 7 BATEDZ
LLBIWMREIPRT VT 47 ) —RKOR—=F VT I EBRTEHEZODIPT RLATH
HZLEERLTIIEEN,

7= & Z0E. VIP 28 192.0.2.254 DA, https://192.0.2.254:9001/ TESCHA 77 7 4 7/ A X
UNAR—=ZWNZT 7 A LET,

BGP Z{#A L~ ESCL3HA 7O T 14 T/RZ VINL DRTE
ESCHA 7 77 4 7/AX /34 @ BGP R ET HITIL, RD2O5DA T arBNH ET,
1. BGP ZMifH L7 ESCHA 77 7 4 7/ A X /34 L3 OEBELE

2. BEfFESCHA 7 27T 4 TIA K 34 T )36 @ POST 3% EDHE

ESCHA 7 7 7 4 7/AX 2734 @ BGP #FET DHITIL, DRy NU =T RF A —H )3
‘/Cj—()

«BGP U E— K IP

*BGP TL=—F ¥ A ML—TFT 4 T DAL F—T A ADIP
«JL—TF 4 VT HRIED BGP 1 —H L AS F 5

—T 4 TR EMD BGP U E— K AS FF

*BGP V—F 4 VT DFKE

* --bgp local ip

* --bgp local router id

\}

G RAN—ZHEHLTBGP L —FAREL., HEDTILNERDY £5, L—FPRT=—F
AFIPIZping TEHZ &b LET,
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K
it

BGP /L —H# T, 2 DDOFRAN—%E LET, RO BGP & EIL, Bird V—F [T IZEEEF S
TWET, ZOXREF, V—FEHTT, V—FDOXA 7T L2, FIEITRRY £,

WOFTEIL, bootvm 2~ Nl Lo THEINET,

protocol bgp E3 from EXABGP ({
neighbor 198.18.42.222 as 65012;
}

protocol bgp E4 from EXABGP {
neighbor 198.18.61.222 as 65011;
}

BGP A 7L av##ERALT- ESCVM DIEH

[admin@na-test-52-1 ~]$ health.sh
============== ESC HA (ACTIVE) with DRBD
vimmanager (pgid 41908) is running
monitor (pgid 42067) is running
mona (pgid 42130) is running

drbd (pgid 38488) is active

snmp (pgid 2121) is running

etsi (pgid 43247) is running

pgsgl (pgid 42566) is running
keepalived (pgid 40281) is running
portal (pgid 43307) is running
confd (pgid 25644) is running
filesystem (pgid 0) is running
escmanager (pgid 42775) is running

ESC HEALTH PASSED

[admin@na-test-52-2 ~]$ health.sh
============== ESC HA (Standby) with DRBD
pgsgl is stopped

vimmanager is stopped

monitor is stopped

mona is stopped

drbd (pgid 2471) is standby

etsi is disabled at startup
filesystem is stopped

snmp is disabled at startup

bgp is stopped

keepalived (pgid 2787) is running
portal is stopped

confd is stopped

escmanager is stopped

ESC HEALTH PASSED

BGP POST & EIZIZROME A LE,

./bootvm.sh <NETWORK_ VM name> \

--image <ESC image> \

--ipaddr <static IP addressl> <IP_ address2> <IP address 3>\
--gateway ip <gateway IP address of NETWORK> \

--net <net_idl> <net_id2> <net_id3> \

--network params file <network params file> \

--host mapping file <host mapping file> \

--avail zone <openStack zone> \

--ha node list <IP_ address ha node 1> <IP address ha node 2> \
--user portal pass <user>:<password> \

--user rest pass <user>:<password> \

--confd aes key <password> \

--kad_vif <interface> \
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--user confd pass <user>:<password> \

--user pass <user>:<password> \

--kad_vip <vip address> \

--bgp_remote ip <BGP_remote IP address> \
--bgp_local ip <BGP_local IP address> \
--bgp_local as <BGP_local AS #> \
--bgp_remote as <BGP_remote AS #>\

--bgp_local router id <local BGP_ reouter id> \
--bgp_anycast ip <BGP_anycast IP> \

--bgp_md5 <BGP_MD5>

ZTNENOHRFITKRDO LFBY TY,

--ip_addr: ----> the local IP address of the ESC VM

--net: ----> the network id(s) in OpenStack that ESC will connect to.
--bgp_anycast _ip: ----> the IP address that NCS will communicate with
--bgp_remote ip: ----> this IP address of the external router that ESC will peer with
--bgp_local as: ----> local AS for the ESC "router"

--bgp_remote_as: --—-> AS number for the external router ESC will peer with
--bgp_local router_ id: ----> id for the esc "router"

--bgp_md5: --—-> optional - md5 to be used to pair with external router

BGPHA 7474 FIRAVNA RA LAV IT4F¥aL—2 a3 DBTE

1. HADT VT 4 TIABZ U NAAL LV ABZ VAT LIZ, FYy NT—T A B —T (A T 7
ANEER L ET,

# cat /etc/sysconfig/network-scripts/ifcfg-lo:2

IPV6INIT="no'

IPADDR="10.0.124.124" <——mmmmm e bgp anycast IP
BROADCAST="'10.0.124.255"

NETWORK='10.0.124.0"

NETMASK="'255.255.255.0"

DEVICE='lo:2"'

ONBOOT="yes'

NAME="loopback'

2. HADT VT A TIABLRA AL LV ABZ AT, IROEHIITLET,

Bring lo:2 up
# ifup lo:2

ESCHA 77 7 4 7/A S 2734 O BGP & ET D121, RITRT L HIC, ESC fifl~ v i
escadm ¥ — /LA L £,

$ sudo bash

# escadm bgp set --local_ ip LOCAL_IP --anycast_ip ANYCAST_ IP --remote_ip REMOTE_IP
--local as LOCAL AS --remote_ as REMOTE_ AS

--local router id LOCAL ROUTER_ID

# escadm reload
# reboot

1 -

[root@bgp-001 admin]# escadm bgp set --local ip 198.18.42.124 --anycast ip 10.0.124.124
--remote ip 192.168.0.2 --local as 65124 --remote as 65000 --local router id 198.18.42.124

[root@bgp-002 admin]# escadm bgp set --local ip 198.18.42.125 --anycast ip 10.0.124.124
--remote ip 192.168.0.2 --local as 65114 --remote as 65000 --local router id 198.18.42.125

BGP IL— 4 DEETE
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BGP L — X Z#RET HITIE, BGPL—HZI1Zu /A L TBGPP Z=—F ¥ A MML—T 4 VT %
BELET, RO/INT A= BYUETT,

<Router As #> |L LFEO --bgp_remote as & [FIEE T

<Esc_ip address> £, BGP 7 RANE AL XA NI ESNIZESCVM DO IP 7 RLATHD
WD Y FT,
<Esc_as #> X EFEO --bgp_local_as & [FIEE T

configure
router bgp <Router AS #>
neighbor <ESC_IP_address>

remote-as <ESC_AS #>
address-family ipv6 unicast
route-policy anycast-in in
route-policy anycast-out out

route-policy anycast-in
pass
end-policy

route-policy anycast-out
drop
end-policy

commit

T A

*ESCHA 7Y T4 TIRZ NA

CHAT VT A TIAZ L INADT 2 —)LA— "= I 2 ~5FIEELLD FT, A A v
FA— =D/, ESCH—E AR IHEHATE R F9,

e T UV I g U ASL v FFA—NR=RN NI H—ENBE, TRTCORETD T
VY varN ey ERET, ERICHT D ESC D DOISENZIE SRV
B AN RPLERPEHEEINDAILENH Y £7,

« HMERR R L—D

T 277 47 BSC A L AH AN OpenStack 2~ > RIZ K> THIWr SN 7HAIX, A
A v FA—/N=3 N H—ZFE T, Cinder AN Y = — LTH Lu\7&74 7 ESC
A VAL AT SNE T vy ZHUXESCHA 77 7 4 TIA K 23 A ORI
HElIciEd o A,

cRER FL—

CHAT VT A TIAZ L INA Y a—a U EfESLT 51203, 22O ESCA VAHX A
ZIRFATOMENH Y £, WD ESC A AKX AN IEF IR S, MEICHE
HTEX DB, ESCHA T 7T A TIAZ XA IZEEZBIALES, HAT 27 T«
TIAB XA DIRT A= EFH LTI DODESCA v AX v ADIHZ B LA,
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BAAMT T RIS TNva—T425 |

ESCA VAKX ADIREEIL [ 777 4 ZREIZYI O 2] OFFITRY, ©T7IH
ETDHETH—E AR TE LY FT,

c ATy R T VLA DY F Y AN, FHREMITIERE IRV IZWX, ESCHA 77 7 «
TIAB R VY 2—2 3 THERETIEERH Y £,

«ETSI BEEDZESRE

ESC %, FRINEBSRIBEHELE(LEEAME (ETSD 12X > TERSNZ ETSIMANO J/ —Z /317
K API % NFV EHEB L O4—47 A b L —v 3 iz L CHAR— h LE3, ETSIMANO
APLIX, REST 7 —X7 7 F XKD BOT0 7 I~F v 7 A F—T A ATT, if
oW Tk, [Cisco Elastic Services Controller User Guide] @ [ETSI MANO Compliant
Lifecycle Operations] #ZM LT 7SV, HAT 77 4 7/AX /31 FE— KD ESC T
ETSI —E R ZHMNCT D5 1F, ROEEFHEZZEL TIEIN,

« etsi-vnfm.properties 7 7 1 /LN ® server.address DfE X, AELIP (VIP) 7 KL AT E

THVLERHY 9, ZOIPT KL AE, APl 22— "y 7 & L7~ ETSI —¢b

ANDIEICHHATE T, AP 7 RLARMEE SN TV WA, ETSI—E

ADEENZRIT L2203 H0 £,

* ETSIVNFM #—E & & escadm A 7 U 7° N, security.username 7" 12 /37 ¢ &
security.user.password 7 1 /N7 ¢ OfEZ AR L CTREFL £, FEITEHE L2V TL
72 &\, security.user.password 23T I— R I L FE T,

\)

CGF) /opt/cisco/esc/esc_database/ L9 DRBD/filesystem ¥ h iRA Vb TALZ FUMNG
escadm start|stop|restart I ¥ REZEZITLRWTLIZE 0,

SRR T I T4 TIREZNRA DS TILoa—TFa v
e

e Xy NY—JEEETFT 2y 7 LET, Xy MU=V ICHENBAEL TV DEAETL. RO
MERET = 7T HMENRHY 7,
cHEIDHETHNTWNDIPT RLAFIELWE DT, OpenStack i EIZFESUVN TN 03
N ET,

BEXY NI =T A B =T oA ADT = U= X, EUAMRETHINENRDH Y £
‘g—O

s NTTNVa—T 4 L TOBZIE, RO T EF v LET,
« Ivar/log/esclescadm.log > ESC & /'

» /var/log/esc/escmanager.log @ ESC v % —Y ¥ D nr 7/
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« Ivar/log/esc/elector-{pid}.log D AA =L 7 ZDua J
AR L—Y VY 2—23ODRBD (VAU 4 —3 5 _R—ZAESCHA 7275 1 7/
AR NA) EHERLET,
* RO DRBD &E7 7 A V=R LET,

/etc/drbd.d/esc.res

*DRBD B 7 ~D7T 7 & A

* /var/log/messages|grep drbd

cCLIZHHLTCu S 77 A VEINETHITIE, T_XTOESC/ — RTRODa~< > K&
L/i‘j—o

sudo escadm log collect
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Cisco Elastic Services Controller ® =] A4
TIOT4]79 T4 TDHE

ZOEL, WOBETHRINWTVET,

« Cisco Elastic Services Controller D7 7 7 4 7 /7 77 4 7 HA OHEFE (39 X—)
ESCT VT 47| 70T 4T T —F%T27Fx (40 ~<—7)

Cisco Elastic Services Controller D749 74 JI/7 505747

HA D2

ESCIX, 727471777 4 7T NOEXTEA AN (HA) 29 R—hKsLEJ, ESCT 7~
TATIT 7T A7 HAIZ, 12507 —F 82X —HNIZ3DODVM &7 T AKX ELTHATHE
To o 20DT =X B HX—=RHVET, 2007 X8 HX—DOWN, 1 DIEXT VT 4 T8 T—
Ao A—L L THREL, B I DFAZ AL L LUTHRELETESC T VT 4 7IT 7T 4
7 HA %, Openstack Heat 7> 7' L' — hZfiH L T, 32O VM 7 T A Z 2T —Z L & —I(C
JER L £,

T X —TiL, ESCH—EARKZEVMTHEEHLET, L, 7— %k —Tr 72X
) —K—L LU TE#T % ESCIX1 27217 TY, DB —ER(F7 TR —X—TOLKEMHL
£, 25D ESCVM Ti&, ESCH—ERANZ FRAEZ 73U —L LTHEHL£3, DB
P —E A%, ESCY—E R —F—D VM TORT 7T 4 T80 F9°,

DRBD i%., ESCVM M TF—% Z Rt LE£ 4, 320 ESC VM IZ#i#k 7= ESC —E =R
WX, 77T 47 RDBY—ERIZEHRINET, V—F—DAA v T F—_—0ETH L,
$_TD ESC V—ERITFHIZNCT 7T 4 T2 -7 DBV —E R TR ENE T,
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ESC7 O T4 I70T4T7—F%TIOF~F

2: Cisco Elastic Services Controller D7 9 57 4 F/7 9 T4 I 7 —FTHOF~

Local AA Architecture

Active-Active LCM core services, Active-Standby support services
Northbound access via Virtual IP (VIP):
Option 1: VIP as a 2nd ip address on an ESC interface
Option 2: VIP as an ESC BGP Anycast ip address
Cluster Leader Elections:

Elect leader on startup and when the leader fails

Leader owns the VIP, receives all northbound requests

Internal Load Balancing:

Northbound requests are interally distributed across leader and
follower nodes for processing

Active-Standby support services:
Some microservices only run on the leader node
For example, a single database on the leader is used by all nodes
On failure, a new ESC leader is elected, starts leader-only services

- Data is replicated from leader to one or more follower nodes
alialn
cisco
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=6~
=% =R

TIOT4I709T71«750HAEYSRAE
DA A=l

ZOFEE, WOBETHER I TWET,
T IT 4TI T I T A TEA AN TAZDA A R—/L (41 =)
T IT 4 TIT VT 4 T @AWY T AZDA A S — VI DOMGEE (43 _X—3)
T IT 4 TIT I T 4 T @AY T AZA~DFT 7 0k VIM a7 ZOEN (44 ~=—
V)
T IT 4 TIT VT 4777 AL THBGP DB (45 ~—)

TIOT4170T74780AEYSRAZDA R =)L

TITA4TIT 7T 47 HA 7 7 AZ %3 ET HITIE, OpenStack TIRD 2~ REFITL F
T, TDELE, openrc my-server IL OpenStack @ openrc T, test [LAX v 7 4IZLET,

source ~/elastic-services-controller/esc-bootvm-scripts/openrc my-server-42
openstack stack create test -t aa.yaml

AT DAT—H A BT HIiE, ROavr FafifLET,
®* openstack stack list
®* openstack stack show test
®* openstack stack event list test
AL sy J DAT —H AN CREATE_COMPLETE ([ Z72 5 &, VM IZ ssh#t CT& £77, openstack stack

show test I¥ 2 REFEITTARL. 3 ODVMDIP T RLADY A MRFERENET, 2DV
AREBFEHALTVMIZT 7 BATX £,

\}

GE®) 727 47/7 277 47 HA 7 T AX (% OpenStack ([ZDOA B SN ET,
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A—HEHEFOEY TV T

Xy hT—=7R0Y 7Ry hOREICKESE, AXT 47 1P £721XDHCP Z#H LT —&D
NIA=BEFZEL, IPT RLVA, T A 2= NRAT—RKEEEHVYTH LN
TEFET, BSCZ 7AZ N Heat 7 7' L — |k (aa. yaml) ZFEHLTA A o 2{LZLT
WaAHEAIE. aa-param yaml, Openstack @ Heat BRIEBEZ7 7 ANV TNRIA—FERETEET,

ESC 7 T AR %A v AR AT BI2id, ROFIEFHLET,

openstack stack create name -t aa.yaml -e aa-params.yaml

UT VBRETVUIL— b EERLTAY T v IPT RLAZEEL, R— bERETD

sample@my-server-39:~/aad4.5/aprl5$ more aa-params.yaml
parameters:

network 1 name: network

subnet name: subnetwork

esc_1 ip: 172.23.0.228

esc_2 ip: 172.23.0.229

esc_3 ip: 172.23.0.230

aa. yaml C—HWEREFRE/R /T A — X ZLL IR LET,

parameters:

network 1 name:
type: string
description: Name of the image
default: network

subnet name:
type: string
description: subnet name

esc_1 ip:
type: string
description: static IP address of esc-1 VM.

esc_2 ip:
type: string
description: static IP address of esc-2 VM.

esc_3 ip:
type: string
description: static IP address of esc-3 VM.

resources:
esc_1 port:
type: OS::Neutron::Port

properties:
network id: { get param: network 1 name }
fixed ips: [ { "subnet": { get param: subnet name}, "ip address": { get param:
esc_1 ip } } 1

esc_2 port:
type: OS::Neutron::Port

properties:
network id: { get param: network 1 name }
fixed ips: [ { "subnet": { get param: subnet name}, "ip address": { get param:
esc_2 ip } } 1

esc_3 port:
type: OS::Neutron::Port
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FoF4 170 T4 TEAAMY 52804 v R b—Lgowi [

properties:
network id: { get _param: network 1 name }
fixed ips: [ { "subnet": { get param: subnet name}, "ip address": { get param:
esc_3 ip } } 1
.omitting...

REFRERA A=, TL—R— BIXRVMAL TV 7 4 v 7 AZBRET 7L — Mﬁng{fﬁﬁ
TAHHEZLTICRLEST, fFHTA 7L —"—NESC OEAEMHWETHI L 2HRL
@—O

sample@my-server-39:~/aa4.5/aprl5$ more aa-params.yaml
parameters:

nameprefix: abc

image _name: ESC-5 0 DEV_ 4

flavor_name: ml.large
sample@my-server-39:~/aad.5/aprl5$

RIERRETRA A—, 7 L—s3N B XU vmnameprefix % Heat 7 7' L — > BT 541 %
J’/LT \—i—\- L/i‘é‘o

parameters:

nameprefix:
type: string
description: Name prefix of vm
default: helen

image_name:
type: string
description: Name of the image
default: ESC-5_0_DEV_4

flavor_name:
type: string
description: Name of the image
default: ml.large

esc-1:
type: OS::Nova::Server
properties:
name:
str replace:
template: $nameprefix-esc-1

params:
Snameprefix : { get param: nameprefix }
image: { get param: image name }
flavor: { get param: flavor name }
. omitting...

TOT4]709 T4 75 A% SRIDA R =)L

& DIREL

T _XTDOESC / — F&EFERT I, koa<wr REHALET, 22Tk, §3TH ESC
J—FR%& VM ZEW L £,

sample@my-server-39:~$ openstack --insecure server list | grep abc
| 5ea6fc79-2b2a-4064-9c6a-a83deb06c225 | abc-test-esc-3
| ACTIVE | network=172.23.7.203
| ESC-5_0_DEV_13 | ml.large
| 10e165d9-5015-4b64-88fe-19e874e6e7cl | abc-test-esc-1
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| ACTIVE | network=172.23.7.205
| ESC-5 0 DEV 13 | ml.large
| 35f6badl-865£-4155-8411-d37e2616e079 | abc-test-esc-2
| ACTIVE | network=172.23.7.204
| ESC-5 0 DEV 13 | ml.large

U—%— ) — REMERT2I12E, W0/ — RERIZVMIZ SSH THEfi L, IRo =~
R&EFATLET,
[admin@sample-test-esc-1 ~]$ sudo escadm elector dump

{
"13078@sample-test-esc-3.novalocal:42143": {

"state": "FOLLOWER",
"location": "13078QRtestl-test-esc-3.novalocal:42143",
"service": "esc service"

}l
"13053@sample-test-esc-2.novalocal:50474": {

"state": "FOLLOWER",
"location": "13053@sample-test-esc-2.novalocal:50474",
"service": "esc service"

}l
"13187@sample-test-esc-1l.novalocal:59514": ({

"state": "LEADER",
"location": "13187@sample-test-esc-1l.novalocal:59514",
"service": "esc service"

TOT4170 74780 SRAREIADTIAHILE
VIM O 2®MENM

WD 2ODHFET, 3ESCVM 7 FAXIZT 74/ FDOVIM a7 X2 BNTEET,

1. 3ESCVM 7 Z A NEEN L= 5. Netconf A X —T = A AT, ROa<w REfEHLT
FI7FNEFDOVIM 2%27 ZZ2BMLET, vinoxnl 1Z. T 74/ D VIM 2% 7 Z DiE
AHZ7 7 A4 TT,

[admin@name-esc-1 ~]$ esc nc _cli --host db.service.consul --user admin --password
<admin password> edit-config vim.xml

2. T7HNVEDOVIM a7 X EFRET DI, Heat 77 L— b dayd 7 7 A VNIZT 7 #
JU R VIM 2R 7 Z OFREZIBINT D05 Y £9°, aa-day0.yaml 7 7 A /LD cloud-config
(2D write files B v a NIk O T v v 7 ZBIMLET, 3ESCVM 7 7 2 XN ELH)
THE, 774/ RO VIM 237 23 MBEICERSILE T,

WIZ, Heat 7> 7L —hday0 7 7 A LV CTFT 7 4/ hD VIM 217 X %R ET D0 %R~ L

£7.
- path: /opt/cisco/esc/esc-config/esc params.conf
content: |

openstack.os_auth url=http://172.16.103.38:35357/v3
openstack.os_project name=admin

openstack.os_tenant name=admin
openstack.os_user domain name=default
openstack.os _project domain name=default
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openstack.os_identity api version=3
openstack.os_image api version=2
openstack.os_username=admin
openstack.os_password=passwordl

TIOT4I79T747935XFTOHBGP MiEN

BGP 7m ¥ XA Zfind 51213, m=—F v XA MIP & lo 7 /3 ATIBMLET, T,
sys-cfg. yaml T%&ﬁzf% ij‘o

I 2R L ET,

#cloud-config
write files:
- path: /etc/cloud/cloud.cfg.d/sys-cfg.yaml
content: |
network:
version: 1
config:
- type: physical
name: lo
subnets:
- type: static
address: 172.23.188.188/23

Consul [IZBH#AHIT BT RANZ A XIP #HEETHLENH Y £9, esc-config.yaml T, KD X
INTIEMLUET,

consul:
advertise addr: 172.23.1.149

BGP &7 v a & BINT 542 L FITrsLET,

bgp:
depend on: elector:leader
anycast ip: 172.23.188.188/23
local as: '65001"
local ip: 192.168.1.11
local router id: 192.168.1.11
remote as: '65000'
remote ip: 192.168.1.12
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Irh-7:l::
5 2

ESCT7 O T4 /70T« 75 BAETD
DRI DEE

ZOEONEFIL, ROLEEBH T,
*ESCT IV T 47177 T 4 7@EaAETDI FAXDER (47 X—)

ESCT7 O T4 /70 T4 78 AETDI S RZIDEE

ESCT VT 47|77 T 47 HA TV 7 AZEERTHI20E. HEDESC / — K Tescadm =<
VRENOH LT, TI2TA4IT 0T 4TI TAZNDOTRTO ) — RTEITLET,

I FALLLDOIFH L THR— S TWbha~vr RIRO EBY TH,
® escadm start
* escadm stop
®* escadm geo start/stop
® escadm vim show
AOa~>y RET 2T 4 T7IT7 7747 a—0)VT TZAZNOTTOD /) — FTETTHITIL,
A7 a s ——cluster ZBIMLET,
I 2~ L ET,

sudo escadm geo start --v —-cluster

K —RDavr Rbexita— FOHNE, EfTREe—D L — ROM I EXBIT 570
W2, FO)—FROIPT RLRE L HIZERTINET,

escadm geo start --cluster 0)@@:

[root@name-geo-2-1 admin]# escadm geo start --cluster
192.168.1.13 # remote host

exit status : 0

Starting geo service: [OK]

192.168.1.12 # remote host

exit status : 0

Starting geo service: [OK]

Starting geo service: [OK] # output of the local node
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TOT47I77 T4« 750 RAETO GEO
DEXTE

T IT A TIT T 4 T @A T GEO DFEE (49 =X—)
¢« GEO ' — B R DOFfER (51 2—2)
T I T 4 T7IT VT 47 GEOHA DIEEA V=7 v aOffilR (53 ~2—)

TOT47170 T« 75AAMETO GE0 DEXTE
ESCT 2T 471777 4 7HAIX, 1 DOF—F L XT3 2DVM &7 T AX L LTHA
TWET, 2FHOT—X ¥ —I%, GEOHA THEERINLTNET,
GEO THEEZESIN TS 6 2D —/LTKRD LBV TT,
init : geo P—E XD e — L ZEHLET,
pre primary

pre_ secondary

1
2
3. primary
4
5

secondary

6. unknown : consul &:@JJ%T% f&b\%ﬁ&:{%ﬂﬂ éﬂijﬂo

GEO 1%, m—L&Rloa — VBB Tx 9, BiTiX esc-config. yaml CEZBINFE T, &
BATIZ. IRD 3 DOEAINT DI TNET,

* from : ﬁ@@m’“ﬂ/
s goto : BT DT — )1

* condition : GEO 28— /L &N H 3 5 54t
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BITEM
A/A HA GEO @@@]H%‘ 705/]) ~ U 5:‘—&‘12 :/& _@%ﬁ._l‘,g&i\ init, pre primary., primary D]
NEZBAT T D BN H Y 9, —FH., BAZ VT =222 —084A1L, init, pre_secondary,
secondary DIEIZIRIENBATT D MERH Y £F, T I~V T —F eI —Luwh 7T —
ZE B =DM ST, TXTOESCVM DEFETF = v 716 L7z8E . ESC A/A HA GEO
@ T T, AT SRS E LT,

EaE Sk

PHR—FSINTNDTRTOLEUBEBEEZKRITRLET,

1. return: IS FIATETICHIEEZE L 7,

2. and: TRTOZIELA true DHFAIT true 2K L E7,

3. or: BIEOWTIDD true DA true K L E T,

4. len: BIEDOESZIRLET,

5. equals : TRTOGIHEPELNGAEIC true ZIK L ET,

6. true : python OEFREIZ% L Cargs 7 A h TX AT true KL £77,

7. false: [ltrue] OWEEWRLET,

T2V F =B HZ—TDO GEO BREDY TN ERIRLET,

on_init: consul start
on_primary: start
on_secondary: stop
on_stop: consul stop
startup: manual
transitions:
- condition:
return:
and:
- equals:
- len: servicel
-3
- equals:
- len: service2
-3
rise: 3
servicel:
dc: dcl
name: consul agent
passing: true
type: service
service2:
dc: dc2
name: geo
passing: true
type: service
from: init
goto: primary
- condition:
fall: 2
return:
equals:
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- len: service
-3
service:
dc: dcl
name: consul agent
from: primary

goto: secondary
HH )T =2 —TD GEO

on_init: consul start
on_primary: start
on_secondary: stop

on_stop: consul stop
startup: manual
transitions:
- condition:
return:
and:
- equals:
- len: servicel
-3
- equals:
- len: service2
-3
rise: 3
servicel:
dc: dcl
name: consul agent
passing: true
type: service
service2:
dc: dc2
name: geo
passing: true
type: service
from: init
goto: secondary
- condition:
fall: 2
return:
equals:
- len: service
-3
service:
dc: dcl
name: consul agent
from: secondary

goto: primary

GEO0 —E X DFEER

ceo r—tzomR ]

BEDY TN ERINLET,

TIT 4717 VT 47 GEOHA ZBtET 523, ROa~y REEITLET,

escadm geo start

GEO AT —# AZMRTHITIE, ROoa~<wr REfEHLE T,

[root@test-geo3-ha-1 esc-scripts]#
geo (pgid 3745) is primary

escadm geo status

BAEDT —X ¥ ¥ —0 GEO U —E REZHERT HIZIE, koa~<wr FEEHALET,
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[root@test-geo3-ha-1 esc-scripts]# escadm geo dump
{
"37410@test-geo3-ha-2.novalocal:44793": {
"role": "primary",
"location": "37410@test-geo3-ha-2.novalocal:44793",
"service": "geo

"

}I

"43391@test-geo3-ha-3.novalocal:52459": ({
"role": "primary",
"location": "43391@test-geo3-ha-3.novalocal:52459",
"service": "geo"

}I

"37898@test-geo3-ha-1.novalocal:38841": ({
"role": "primary",
"location": "37898@test-geo3-ha-1.novalocal:38841",
"service": "geo

"

}
T A —NDOTXTO GEO V—ERAZHRT DI, kOa<r ReFERALET,

[root@test-geod4-ha-1 admin]# escadm geo dump --all
{
"3745Q@test-geod4-ha-1.novalocal:36760": {
"role": "primary",
"location": "3745Q@test-geo4-ha-1.novalocal:36760",
"service": "geo"
}I
"3742Q@test-geod4-ha-6.novalocal:42362": {
"role": "secondary",
"location": "3742Q@test-geo4-ha-6.novalocal:42362",
"service": "geo"
}I
"3738Q@test-geo4-ha-3.novalocal:51936": ({
"role": "primary",
"location": "3738Q@test-geo4-ha-3.novalocal:51936",
"service": "geo"
}I
"3713Q@test-geod4-ha-4.novalocal:37604": {
"role": "secondary",
"location": "3713Q@test-geo4-ha-4.novalocal:37604",
"service": "geo"
}I
"3710Q@test-geod4-ha-2.novalocal:44450": {
"role": "primary",
"location": "3710Q@test-geo4-ha-2.novalocal:44450",
"service": "geo"
}I
"3714Q@test-geod4-ha-5.novalocal:34875": {
"role": "secondary",
"location": "3714Q@test-geo4-ha-5.novalocal:34875",

"service": "geo"
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7974917574 T GEOHADEEA oz a iR ]

795747795747 GEOHA DEEA v 3

o il BR

ATy T

ATy T2
ATv7T3

ATvT4
ATy TH

ESCT7 277 4 71777 47 GEOHA T, — M ® GEOHA 7 = — /LA — S—HEEER A T
FUAT 4 Ry THfbENTED ., GEO HA # EF72REBICE T Z N TEET,

GEO 7 = — VA — =334 L, ESCVM BEE 7 RBEIC 72 » T2 85613, RO FIEIZHEV, T
#ho Lk D AT L - T ESC A/A GEO HA Z EF 2 RTBICE L1,

FIE

BEENFEAE L, GEO A v FIZL o TF—& o %—2 (DC2) ICHIW Kb ARKL -7
F—Av o %Z—1 (DCl) ORIEZ ML £,

DCl & DC2 DB H 220 /) — R TConsul N L TWAZ L E2MERLET,

Consul Z##H > 7/ — KA DCLIZ2 2L EdH 55546 . DC2 T sudo escadm geo replicate —all
avry REFEITLET,

6 - 2® ESC VM 7XT T sudo escadm stop 2 ¥ REFEITLET,
6 > ESC VM ‘a_’\ff sudo escadm geo restart IV I\%:é%ﬁ Liﬁ—o

RDBERY

\}

(¥)  GEOHA R DC2IZ7 =—/LA—s3—L72%, ESC X DC1 ® ESC VM TITOI iz lE%E R —

FLEEA,
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ESCHA 7—

. 9.
=% =R

ESC7 O T4 TIRANABELEUTYI T+«
JI79574HAT—2LTYH5— 3
@ DRBD &2 1t

ZOFEZ, WOBETHRINTONET,

cESCHA T —#% L 7Y /7 — 3 ® DRBD g5t (55 =—3)
« DRBD W5 51 Z il L7 ESCHA (56 =—3)

2L T r—< 320 DRBD iS5t

ESCIZIDRBD #ff L C, HAZ JAXBREOIEIF R/ — B TTF—4 L7V r—ra v
ZFITLFET, DRBDIZ, 7 T AZ ) — R EOEfFEOa—hLT 0y 7 F 4 2580 LTl
Tav TN, AR LET,

TIT 47— RICEERENTZT —ZIE, THNEOT v v 7 731 AZiRES i, FRICE
T FY ) — Riat & ET, BIfE, ESCILDRBD T/\/rxif/opt/(nsco/esc/esc database
E#~T Y N LET,

B

# df

Filesystem 1K-blocks Used Available Use% Mounted on
devtmpfs 2961760 0 2961760 0% /dev

tmpfs 2972164 4 2972160 1% /dev/shm

tmpfs 2972164 8748 2963416 1% /run

tmpfs 594436 0 594436 0% /run/user/1004

/dev/mapper/esc_crypt 3028620 57212 2797848 3% /opt/cisco/esc/esc _database

Ty 7 TN ARG ST, 7D/77A41#%®$%ﬁ#h%ﬁ@ﬁ;7~5ﬁ@
WK AL E I E b SN E T, B L D57 n vy 77 AT B bESnier—4 0
Zadamk L £

dm-crypt/LUKS LA ¥XiZkoTEFxa 5“4ﬁ)§§’flﬁéﬂ/<‘\ 77 AN AT AE DRBD F A
ATCDRBD /N—7 1 ¥ a YINDT —Z B3It &£ 7, LUKS (Linux Unified Key Setup)
X, TRy 7T ZAOWEARmT O T,
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B oreomsiEmm L ESCHA

DRBD fE 51t (&£ L 7= ESCHA

R D bootvm =~ R, DRBD MK E b I 7-KkAETESCHA 2iEZ# L £9,

bootvm.py Z i1 L T DRBD LUKS DR 5L Z BN L £7, ESCVM A > A X AT ST
%A, ESC day-0 user-data/esc-config. yaml & [FIZEDFERIZIR D DI 4 DDNY =— 3 Vb
D i‘é—c

bootvm.py --fs encryption type luks --fs luks key prompt
bootvm.py --fs encryption type luks --fs luks key 'LuksKeyValue'
=> injects the luks key into default file location /opt/cisco/esc/esc-config/luks key

bootvm.py --fs encryption type luks --file
root:0400:/opt/cisco/esc/esc-config/luks key:path-to-local-luks-key-file
=> injects a local file containing the luks key

WDa<w RiZ, BSCVM 7 7 A VT AT A FOROD/S 25 D luks ¥ — 7 7 A VA ST 5
T-OOEERFEHEERLTONET,

bootvm.py --fs encryption type luks --fs luks key file path-on-esc-vm-luks-key-file
--fs_luks_key prompt

bootvm.py --fs encryption type luks --fs luks key file path-on-esc-vm-luks-key-file
-—fs luks key 'LuksKeyValue'

=> injects the luks key into a different file location

bootvm.py --fs encryption type luks --fs luks key file path-on-esc-vm-luks-key-file
--file root:0400:path-on-esc-vm-luks-key-file:path-to-local-luks-key-file
=> injects the luks key as read from a local file into a different file location

Heat7 > 7L — "2 LTCESCT 7 T 4 77 7T 4 TR A BT L9110, W AX bha—
PF—H &ML TESC 24 A M—NATHEEF, koa<v FEEHRALET,

luks F—{%, day-0 7 7 A /LCJE M & LT esc-config. yaml / filesystem @ FIZFRE L £,
luks ¥ —% base64 & L T a—RKLET,

base64 <<<'LuksKeyValue'
THVrcO0tleVZhbHV1Cg==

Wiz, LIAidD luks ¥ —%2 2 —W5F—4%/7 T R a7 4Xalb—var 77 A /VIHALE
7,

write files:
- path: /opt/cisco/esc/esc-config/luks key
owner: root:root
permissions: '400'
encoding: b64
content: THVrcOtleVZhbHV1Cg==

- path: /opt/cisco/esc/esc-config/esc-config.yaml

owner: root:esc-user

permissions: '0640'

content: |

resources:
filesystem:

depend on: drbd:active
encryption type: luks
luks key file: /opt/cisco/esc/esc-config/luks key
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ESC7 O T14/1790 T4« 750 AEDT v
JUL—F

CDEL, ROBETHER SN TWET,
ESCT 7T 47|77 T 4 7@mAa kDT v 77 L—FR (57 —Y)

— [N — S s o) )y XY

ESCT7 O T4 /70 T4 50RO 7 Yy T L—F
Cisco Elastic Service Controller D7 77 4 7 /7 77 4 7 HAIX, a—WNT I T 4717 7T 4
TMNOT VT4 TIT 7T 4 T ~D57 v 77— RaehR— KL TWET,
A—ALNTITATI7ITATHNOTITA4TITITAT~DEZT TSI L—FK

FIE

AT TN T—=ER=2 %Ry 777 LET, FICONWTIX, T—H_X—=ADNRy 7T v (57—
V) Ot arEBBLTIEIN,

ATy T2 HOVMAHIBBRLET, oW TE, THW VM OHIEE (58 2—3) HW\ VM OB
DEAZBRLTLIEEN,

ATYT3 HLWESCT VT 4 TIT 7T 47 VM %A A M=V LET, FEMIZOWTIE, #H LW ESC
TITALTITIT AT VMDA LA R—)L (58X—=) O ar#BRLTLIEE N,

AT Tl ESCT—F_X—AEE L LET, ZEMICOWVWTIE, ESCTF— ¥ X—2DHET (59 2—) d
v varESRRLTIEZN,

—

F—RAIR—XDINVHITvT

T w7 L — RORNZ, WOFNEICH > TTF—=FRXR—=2ADNNy 77 v FHERELET,
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B sowour

ATy

ATy T2

ATvT3

ATy T4

OpenStack ~® Cisco Elastic Services Controller D1 > X k—)L |

FIE

WDa< REEITLT, ESCYV—F VM EZ AT F o AE—RIZLET,

escadm op mode set --mode=maintenance

FTRTHOESCVMMA F 7 o7 &g B AT 5 E CTRIELE3, BRI HI21E. ko=
v FEHETLET,

escadm ip_trans

KDOAS FEFHATLT, ESC U —F =T —FRX=ADNy 77 v 7 alEl L7,
escadm backup --file dbback.tar, scp <dbback.tar>

WDaA~ REFATLT, TRTOESCVM b r 7 &2 IE L ET,

escadm log collect

scp

&Ly VM OHI R

ATy I

ATy T2

FIE

WDa<wy REFTLT, $XCTHOESC 7427 — VM EESCY —F—VMEI ¥ NE D
Y LET,

nova stop

WDa~ REFATLT, 5WWESCT 277 1« 717 77 47 VM % OpenStack 7> HHIFR L 97,

openstack stack delete {stack name}

HFHLWESC7O T4 /179747 VMDA VX =)L

ATy T

FT=HAR=ZADN I T TBIOENWNESCT VT A TIT 7T 47 VMDY v v hE TN
SET LD, /T 77 L —FREn7 GBILWESC/ Ny r—N D) T T 4777
T4 7 ESCVM & A VA =L T AHENH ) £3,

FIE

OpenStack Tl&, KD A~ FEFATLTH LA A =T 2BERLET,

glance image-create
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ATy T2

ATvT3

ATv74

esc 7— 2 ~—zn@x ]

WDa<wy REEITLT, FILWESCT VT 47177747 VM &EA A M= LFET,

openstack stack create {stack name} --template {location of the template file}

DA~y REFETLT, TXTHOESCVM DIEFEEZHEGE L, 741 Y — VM T escadm
P—EREFILELET,

sudo escadm stop for all followers VMs

TARTOT7 v YU —VM Cescadm P —ERAPMEILLTZH, RDa~<vy REFETLT, V—F—
VM @ escadm H—E R 251k L F T,

sudo escadm stop

ESC T— 2 N—XDET

ATy T

ATy T2

ATvT3
RATv74

ATy T5

WOFNEZFEH LT, FTLWESC A > AZ L ATESC F—FZ_R—2%E It LET,

FIE

RDOA~Y REFETLT, Xy T v 777 ANVEH LW —F—|Zat’—LET,
scp

WDa~vy REFETLT, BSCU—F—DF —F_X—2A%H It LET,

sudo escadm restore --file <dbback.tar>

Hottk, L7 mE ALY —#—VM Tescadm ¥ —EZ&BAIG L £, 2L, T_XTO7+
77— VM T escadm — b A FfFIE S E £ TT,

ESC U —#— VM BHFRENTICT_RTCOI—EREZFZETL WD I & MR LET,
WDa<y R&EFE{TLT, BSC U —#— VM ZE{EET— NIZLET,

sudo escadm op mode set --mode=operation

WDa<wy REFEITLT, 748U — VM TESCH—E A& ELET,

sudo escadm start
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s 11 =

TIOT4I70T74T)V—5—2Tx14)l
> —nN—%nJ—-s 00— KFOBELHF

T ITATIT VT AT V== T A NF—"—%DT—27 u— FOFEAM (61 ~—
)

TFIOTA4I709T747V)—3— TJxAILA—/1\—1ED
J—4- 00— FOBRA

ESCT V2T 47170747y T 7D/ —FKD 1> (V—F—/7xrnT—) [TEENE
A3 5 &, BSClE, FEENEA L, — RO ORI FTRER IER 72/ — RIZAM O HE & ¥
(ZEA LET, BEENEAE L, — RABOEAHAERIZ7Z2 > TH, ESCIE, WAMNKRED / —
KD, EERENS T 77 4 THREBICHE 72 — FICREX HBMICHEEAT5 2 L13H0
FHA,

KB EBEATIX, BAWMOH D ) — RTRT7 3 —< U ZAORENREET AAHIENH Y 97,
ESC X, FiEWHEDORBES L FIAMEDRY L —IZESNT, WARRIED / — R ATReZe
) — RICREEZHEAT DDA T~ RTHOH T Z L8 TE 58 LU REST API 42
U ET,

URZ T APIS MY T —&EN5 &, ESCITROMAEZFEITL T, 12D/ — KB R0
J— RICERZmELET,

e AFVUNOVMEZHEALZEROT7T o —RIcky, BIEOHAENOE=X —DRELR
fi b

« FTAHER Y o —IZESS B LWITEHEDOEID 24T
« AT HMED FLERD F T
o T LWETEE ~OEH
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B Faeesmtss-v0u 52 AR

FMEEZBEMI 510D ') /N5 X AP

TITATIT VT 478y N7 v TRENRELE ) — RBABOEHATREIZZ2 > T, ESC
IR ARCKRIED ) — R G IER e/ — NS AL B LERE A, VN7 U AAPL A FE)T
MU H—LT, MHEE.R — NECHliraHELZFiAT 52N TEET,

WHOURL ZEHA LT, VT ZAAPLZ M) H—LFE7,

http://localhost:8080/ESCManager/internal/ownership/rebalance

UNRTUAAPIL N N T—Sid &, BSC i3 7 a—F 2 H L GRARPIRIED
J—FR&ER-SFF9, ESClE, AT 2% Ex#A L, VE— FTHROH LT, BEDHTHESE
DOREXTra— KL, SV YTONEREDFLVTEEICY)E— M TCHr—RLET,

WOBENL, VAT ANRED L HIIATONDENERLTWHET,

URL: http://localhost:8080/ESCManager/internal/ownership/rebalance
Method: PUT

Input: None

{

"escl-uuid": --> esc node uuid

{
"previous_ configs_count": 300, --> number of configs before rebalance
"requested unload count": 100, --> number of configs earmarked for unload
"accepted unload count": 100, --> number of configs actually unloaded
"current configs count": 200 --> number of configs after rebalance

}I
"esc2-uuid":

{

"previous configs_count": 300,
"requested unload count": 100,
"accepted unload count": 90,
"current configs count": 210

}I
"esc3-uuid":

{

"previous configs count": 0, --> new esc node, no configs yet

"requested unload count": 0, --> previous config count is less than optimal count
per esc, so no unload requested

"accepted unload count": 0,

"current configs count": 190--> 100 from escl and 90 from esc2 got loaded

}

}
Exception: {"error": {"error code":500, "error message": "Internal Error"}}

RDOA =V NERENDET, UNRT U A AP ZEKE Y H—T&£7,
UNRT U ADTZDDRENR RO FHATLI,
ROCTRDORRDFAET DL 27 —3= FA v =V RFRRINET,

o 7 = — /LA — =3 ER O PR HE Ok ARk

« IE% 72 ESC / — K3 2 DRIl O5 4,

s FTAMED —RHE LB HE /2 > TV DA

cESCRNAZ v 7 Oa,
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s BITESRM (65 ~—2)
« Cisco Elastic Services Controller @ VMware vCenter ~D A1 > A h—/L (69 ~_—)
s EwAHEDA A h— (79 X—7)






1

A8 |

J[AKY

5 12 =

HI{R S

Z D7 3 TiL, Cisco Elastic Services Controller &1 > A b —/Ld 5 72O DEHESFIZ D
WTEELSHEHBALET,

ARY =R L NA RN FOEH (65 2—)

svCenter DU YV —2Z (66 X—)

o FFRLFIH (66 ~—)

JI—=RENANR—NNATDEH

R DFIZ, VMware vCenter ¥ 72 1% vSphere |Z Cisco Elastic Services Controller % A h—/L3
DI DOFiHRFEMFZ R L E T,

BEWON—FRT =7 7Ty 874 —A0 VMware THR— F SN TWDH Z L 2R T HIZ
IZ. [VMware Compatibility Guide] # &M L T 7ZE0,

=24 Ei:

SR T LEH

A2 CPU 4 VCPU
AEY 8 GB RAM
F 4 ATRKE 40 GB

N IN—INAHEH

VMware vCenter ESC IX. VMware vCenter /X—3 5 > 6.7 %
A—rLET,
VMware vCloud Director (vCD) ESCiZ. VMwarevCD /X— =3 > 10.2 (vCloud

APIv35.0) ZYHR—KFLFET,
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http://www.vmware.com/resources/compatibility/search.php

. vCenter D ')/ —X

Cisco Elastic Services Controller ® VMware vCenter ~D A > X k—JL |

vCenter D !) ) —X

G B

VCenter I[ZVEf%/A > A F—LFT5HY V—R .

FTFREVE— AR LB IDDT =X = BV T, UTOBESER
FELBMLTES L,

cIRRA b F—F Y FDONT =< U ABRFRICHE SRR FRETT, H—D VDS DD
FAHRA MK, D L2000 Ry NU—F 4 U F—T 2 AJ—F (NIC) 2\
BENTWAKENLD £ (1 21XT 74/ F TvCenter BFA X —T7 A4 ZAH.
I1DNIVDS DT w7V v I R— I N—T~DEV LTI ENET) . ZORE
L. AR NEOT—HT 7 & R THETT,

cAVEA—TA VT IIRE HEHOFRANEFE LD TIN—TIT H72DIIr TAZ %
R T £,

cT—RRALT : 2—FRDRS ZFHT 2 HE1E. AT —F X T RRBETT,

cHRBBERAYF . TXTOVNF VR — Xy NU—7 &, Ll &b 1 DDA
A FTI,

VMware |Z ESC Z A > A b—/LF 5, IROFFFFHEIZHEL TIZI W,

*1 DD ESC A Y AZ L ATIE, UFOHRBYR—FSHET,

AMRDOT =L =BT LR, *y NU—T | A A=Y BT Xy FOIE
Fif

* One vSphere Distributed Switch (VDS)

*DPM, HA 77 7 4 /A S 734 | 3 LU vMotion & #EZNIZ T 20 E N H D £,

* DRS BWAINC /2> T B ERIE, [FET—F) [>T OBERHY £

o MHFEFEPEIL AR — F S TWER A,

T —HBARNT I TAZFYR—-FENTWEEAL, 7 TAFINELITT 22—
7Ty NeT =B A NTHEEDHB IR — K I TWET,

ESCIZT 74N FDU V=R TS = DIHEYR—MLET, UV V—AF—/LDBINETER
IR =T ERA,

cBSCZMEA L TIERR ENT=A A—Y (5T L— 1) &, lesc-ovas 7 A /L X NICIHRIE S 1L
\i—g«O
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I Cisco Elastic Services Controller ® VMware vCenter ~D 1 > X k—)L
wrzE

cday-0, Av—F IR BIOEOMDYR— FRRT 7 A /WXISO 7 7 A W/
J7ENTEY, VMERU 74V FICT v 7a—RKE, CD-ROM & LTVMIZ<w D~ k
SnET,

«ESC/VIMiZ, ISO7 7 A VDAERTEIND 7 7 A NG T 7 A 3T 2725 LT
BLERA, 77ANLE T AN AT U EFET S L— NOBEHITHE> THEET A
MERH Y FT, 72L& 21X ASAv DA, day-0 % &1L [dayO-config] &) 4REIZT D
VENHY, A~v—hT AL A =27 0% Tidtoken] & WO ARFNTTDHMENH Y £
7,

o [ Ry NU—R L T ORTEBIENR T — /LNy 7 Z3u, R A RD vCenter Y— 7 HEIHF &
NTVWET] LVWIHIREDT T —RA v E—IUNERENTZHA1EL. vCenter DR A F K
T9, B— ANy T DEALT T NEIETHIZE, R ITAVa—T 4T HA K]
91 X=) ZZHL T TEEW,

+ Cisco CSR 1000V DOF_XTDO/X— 5 » TliE, RO VM BERE & BEIZ Y R — b ST\ E
Th, TNOORENMEREIZFETEINDE, Feyrsniz\ry b, Fry7Eh
e, BEIOZOMO =T —fEHEFMARM S LD TREER H D 7,

1. DRS

2. Hr (Suspend)
3. AF v =a v (Snapshot)
4. 5% (Resume)
 JEBAIIIEA A L —U R L TR TEE TN, ESClEas Ba—T 1 7 YV —ADKiH

fbEFEE L EE A, HAA ML=, FIRERIBY £ < DR A MCEEMA T 2 MERH Y
9, ZUTEY . DRSIZV V—ADNRT U RAE L AT ERAREICR Y £,

s VMware D U 73U O—EE L THERIMTONLL TN, VM OA »Z—T = A A2
B2 MACT RLAREID Y CHNET,

e T —HETIILTEREINTWNWETRTOVM ZL—F1F, [V —r A2 M BEERY O —
ICHEIL T AR H D 9, DF 0, BEIIARA N, 772X DONWTNNEXNRIZT D
ERHY FI,

* VM [Z PCI/PCle 7S A AL —F 3 AMPEFE I N TV RWEGEES, VMR a v Ba—F 07
ARA N (BSCEET VLIV XAZFESEER) ([ZEEINDIEIC, VIRV IZRKRT S Z
EWRH Y FF, PCI/PCle /NA A )L—RHBII2 > TWNDT /A ARIRNTZHTT,

¢ PCI/PCle /R A A )L —MERET HI1Z1E, DRS WA T2 > TWALENRH D 77,

* PCI/PCle /X A A )L—F /34 ADEEGE STV D VM T PowerOn & 7 — 238 A L 72 85614.
ZZTHHESR TS YV a—varEMH L TERTTO VM £33 A=Y (707
L—h) 2EHLET,
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https://pubs.vmware.com/vsphere-55/topic/com.vmware.ICbase/PDF/vsphere-esxi-vcenter-server-551-troubleshooting-guide.pdf
https://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2002779

Cisco Elastic Services Controller ® VMware vCenter ~D A > X k—JL |
B ez
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Cisco Elastic Services Controller @) VMware
vCenter ~DA VX b—)L

Z OETIX, VMware vCenter |Z Cisco Elastic Services Controller % 1 > A h—/L¢ 5 FJHIZ DWW
THHALES, ZORITIKDOEZ > a o THEESNTWET,

» Cisco Elastic Services Controller ® VMware vCenter ~D A > A h—/L (69 ~—)

« IRD AT v 7 : Cisco Elastic Services Controller fRiE~ > (76 X—)

Cisco Elastic Services Controller @) VMware vCenter ~0) 1
AR BR=IL

Cisco Elastic Services Controller 1%, VMware ESXi /A /X— 34 P2 A A b—/L L T, VMware
D vSphere 7 7 A 7> MEMEHLTTY 78 AL ITEHTX £, VMware B2 Cisco Elastic

Services Controller & 1 > A h— /L3 B2, —T T I 4T A (OVA) RNy lr—
EREHLET,

VMware vSphere 7 7 A 7 > ME, ESXi [CEEHERT 500, 721X VCenter P — RO &
4~ LC. vSphere |2t CT& £9°, VCenter 41 L CHfi 75 & ESXi (CE B L7255 12

IR X 72 < ORSREN R E N E F, VCenter T —/ 323t Al # 'C\ ESXi ([ BAEAT 1T &
NTWABEAIL, VCenter 2 L= B 2 HELE L £ 47,

Cisco Elastic Services Controller D1 > X b—)LIZ[E (T 1- %18

Cisco Elastic Services Controller # A A h—/L L CTH v hU— 7 HHi 2R ET DI, W<
MOBERNCEZDRERDH Y 3, HMoPizid, i~ RN A A =S THnDH Ry
M=% ZTBRBICEAT LD E, A VA =L EINTWDEEDEME~ v I EA OfEIZE
THHLORHY £,

A VA=V ERGT ORI, UTOF =y 7 URAMESRLT, EHEIESTND Z & &
WBLET,
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Cisco Elastic Services Controller ® VMware vCenter ~D A > X k—JL |
. OVA 1 » — < %{# [ L 1= Elastic Services Controller 1 > X k—JL

2 a1 —HIEmLER

OVA A A —T DB

OVA A A—¥

vSphere Web 7 7 A4 7 |k

WA

IP7 FLA

VA ST e

Ty hU—7

vCenter IP

vCenter 7~— b (vCenter Port)

vCenter 1 7' A &

F— K H—4 (Datacenter Name)

F—H A N7 DOHRA M (Datastore Host)

I a—E T T AEL

OVA 4 A — < Z{#E A L 1= Elastic Services Controller D1 > X k—)L

Cisco Elastic Services Controller %A > A b —/V T BI121%, HEHNTEL WA A M=V T 7 A )b
EXUa— RTAHLERBY ET,

VSphere Z{# i LT, ESXi DA > A h— L F /=1% vCenter V— NIZEEERHE L. OVA OER
T D ESXi DA A F—/LZIBIR L £7,

ZOFNETIX. VMware |2 Elastic Services Controller OVA A A — U % BB 5 FIEIZ DWW TR
L,
1R BRI

o F—AR— FZIGFE CKE) ITRELET,

» Elastic Services Controller OVA - A — 7% VMware vSphere Client > HfEHA TX 5 2 & 2 Hk

RBLET,

o [ZH6TE : BRG] THREENTWVWA VAT AEHEZTXTHIZLTWD I EaiERL
7,

+ [Cisco Elastic Services Controller DA > A b — VIZRIF 7= i ] IZFEE SN TV AR %E
IELET,
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I Cisco Elastic Services Controller ® VMware vCenter ~D 1 > X k—)L
OVA A + —> #{#F L 1= Elastic Services Controller D > X k—JL .

FIE

AT w71 VMware vSphere Client % { | L C vCenter Server (21 714 > L £,

AT w72 [vCenterHome] > [RR FE KUY 5 X4 (Hosts and Clusters) ] DNEIZER L E9, ESC % &
B9 28 A N2 Y v L, [OVFT 7 L— F % B (Deploy OVF Template) ] % 3%&R L F
—é’_‘O

RT9T3 U4 —FT, ROT—T A TR SN TV DHIFEREATILET,

[ETNv:] FToLav
Y —ZAMER (Select source) Elastic Services Controller OVA Z %K L £,
SEMDTER (Review details) OVF 7o 7L — FDOFEME TR LT,

ZHIE T+ ILFDER (Select name and LETE AT L, VMO 7 4V E 528 R LET,
folder)

EXFEDEIR (Select configuration) RO TR B 2 TR L -
s KEEEZR 1 OD%y hU—2
« KB 2 >DFRy T —2
s K23 5Dy hT—2

1)V —ZXDFER (Select resource) ESCT > 7L — 23T H71ODHRANE
737 FAZ IR L ET,

A FL—2DFER (Select Storage) VM D7 7 AT ya=r T4 T %
RAFTDHATERINLET, A L —U0F,
o—A )y, NFSRRSAN 72 EoIfF Y £—
WZTEET,

sodneESazZuv ok Eizi v s 7
OESa=ZV InBRAOELLNEBEIRL,
VM R8T A 7 ARFETCE £,

v bT7—2 OFER (Select networks) [B%E DIEIN (Select configuration) | 47 =
YCERLIZRADO R v b U — 7 BEICED
WT, vCenter [ZFRIRE S L2 F Y hU—7
ZESCHRy U =7 A v F =T = A RZHID
MTHZEMWTEET,

ToTL—ErDAHRETA X (Customize template)

7—h A NZ v T DT rs37 1 (Bootstrap Properties)

*— ¥4 (Usemame) Ve kA D 2 — A,
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Cisco Elastic Services Controller ® VMware vCenter ~D A > X k—JL |
. OVA 1 » — < %{# [ L 1= Elastic Services Controller 1 > X k—JL

Elm Tovav

XA T — R (Password) BHENRAT— K,

A A +4 (Host name) VM 7R A N4

> hU—2 1P (Network IP) VMIP 7 KL &

F*v hU—2 45—+ U xA (Network F—=r7xAIP 7T LA,

Gateway)

Https Rest O %0{t. (Enable Https Rest) S REST A % —7 = A A% R— | 8443 T
HTTPS #/r L CHZNZ L £,

A= NV OLE DAL (Enable Portal AR—2NVOHLEZ R — k9001 (https DA

startup) THMMILET,

vCenter — 30 VIM 3% E (VIM Settings of vCenter Server)

vCenter IP VNF %Fﬂ'ﬁﬂ%@VCenter‘H‘*—/\‘@ IP7 F\I/XO
vCenter 7" — K (vCenter Port) VCenter — 3D R — K,
vCenter == —H#44 (vCenter Username) VCenter ' — N2 T7 7 AT A7=DDL—F
Ean
vCenter /XA U — R (vCenter Password) VCenter — 2T 7 F AT B 70D ISR T —
R
T —4%+% % —4 (Datacenter Name) VNF B % — 4+ |k vCenter NDF — % &

VE—Z (= FVDCHRYR—FENZHED
57 /v VDC)

T —H& A N T4 (Datastore Name) TR_RTCDOA A=Y (T 7T L— ) OspdeT—
2 AT, BSC A L CTIER S E T,

F—HAKNTDFREA L (Datastore Host) ESCZI L CTEREN DT RTDA A= (T
VL —h) O%fea s a—T 4 TR A
ko,

TN D52 T (Ready to Complete) JRBARR E A e L £ 7,

EE R=ENRdHDH L, VM OB

RIEDNFEAET D AREMER B 0 F
T, PT FLRA, 7%y k<X
7. BLOT— MU oA [FHRNIE
LW ZEEICHEZR LET,

/AR — (3Public Key) BEENARLIZY BT—hu Z A O
*—,
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I Cisco Elastic Services Controller ® VMware vCenter ~D 1 > X k—)L

RTvT4

ATy TH

ATvT6
ATy 71

OVA Y — )L % {$ F8 L 1= Elastic Services Controller D > X b—)L .

[EdNi:] Fovay

ConfD ==—#4; (ConfD Username) Netconf 33 & OY ConfD CLI D E BEE = — %4,

ConfD /XA U — R (ConfD Password) Netconf 33 & OF ConfD CLI DEFBEE /XA T —
N,

ConfD 2B % — (ConfD Public Key) Netconf 33 & O ConfD CLI D HEH 23 4&GE L 7=
AP —,

[ERH%ZICEIRZ 4> (power on after deployment) | = v 7R v 7 A& A2, BHZIC
VM OERZ A A LET,

(¥ 7T (Finish) 1227V >y 27 LET,

HEATIRIA 47— # 21X, Elastic Services Controller 23 BB X5 £ TH A7 ORI Z
RENET,

Elastic Services Controller 723 IE# IZ B S L7212, KT (Close) 127 VU v 7 LET,

Elastic Services Controller VM D &EIR %2 4 1 LE T,

OVA YV —)L % {# B L f- Elastic Services Controller D1 > X k—)L

&

OVA A A — % f#i ] L T Elastic Services Controller % 1 > A b —/L4 5 J5{EIZ N2 T, VMware
OVFY—)b (a~v > RIA4 2747 ~) LT, VMware vCenter ¥ 7213 vSphere (2
Elastic Services Controller A > A h—/L 352 & TXFE9,

o< K7 A )5 Elastic Services Controller (ESC) %A > A b—/L4 5 21%, RROFNEL FE
TLET,

FIE

Tu—7F—REFEHALT, OVARXNy r—o07a T o 2R LEYT, Yu—7F— KT
I, Y—A0arT oV ERETLIIENTEET,

TIn—T7F— FEEHTLHIIE, V—ADI, X—F v ML Tovftool a2~ REHEHLE
7,

>ovftool <source locator>

WORFIL. ESCOVA 270 —7 LTI-ERE2 R L TWVET,

NETWORK_OVA= (Path to the OVA Package)

NETWORK_HOSTNAME:"$(User Name)"
NETWORK_GATEWAY="1 92.0.2.1"
NETWORK_NET1 IP="192.0.2.0.xx/24" #
NETWORK_NET2 IP="192.51.100.xx/24"
ADMIN_ USERNAME=" (admin name)"
ADMIN_PASSWORD=" (password)"
HTTPS_REST="True"
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Cisco Elastic Services Controller ® VMware vCenter ~D A > X k—JL |

B ova v %6 L1 Elastic Services Controller D % k—L

ATvT2

VMWARE_VCENTER_PORT:'SO'
VMWARE_VCENTER_IP:'192.0.2.0.XX'
VMWARE_DATASTORE_HOST:'192.0.2.0.XX'
VMWARE_DATACENTER_NAME:'DC—NETWORK—l'
VMWARE_DATASTORE_NAME='cluster-datastorel'
VMWARE_COMPUTE_CLUSTER_NAME:'DC—CLUSTER—l'
VMWARE_VCENTER_USERNAME:'root'
VMWARE_VCENTER_PASSWORD:'password'
VMWARE_VCENTER_FOLDER:"$USER"

# All valid deployment options:

#
#
#

4CPU-8GB (default)
4CPU-8GB-2Net
4CPU-8GB-3Net

DEPLOYMENT OPTION="4CPU-8GB-2Net"

ESC OVA % JEBIT DRIIZ. OVA Ry r—2D7 a7 4 2R ELET, RO OVA Xy 7r—
POT T 4 BNESCOVA THEHEINTND Z & &2MER L E T, NETWORK OVA,
NETWORK_HOSTNAME, VMWARE VCENTER FOLDER, NETWORK NETI IP,
NETWORK_NET2 IP, VMWARE_VCENTER FOLDER

OVA Gl 7I2iX, OVA Xy r—YORET B RT 4 DEENTHET, —EIIRETELY
ORTF 41X 1 DG TTR, avr RIEIAT v a OO, L AF AR EETEE
T, BEOT T 4~ VT OEAIE, ATV a ARV, ZATREI £ (f
--prop: pl=v1 --prop: p2=v2 --prop:p3=v3) .

>.ovftool/ovftool\

--powerOn \

--acceptAllEulas \

--noSSLVerify \
——datastore=$VMWARE7DATASTORE7NAME \
--diskMode=thin \

——-name=

SNETWORK_HOSTNAME \

--deploymentOption=$DEPLOYMENT OPTION \
——vaolder=$VMWARE7VCENTER7FOLDER \

--prop:
--prop:
--prop:
--prop:
--prop:
--prop:
--prop:
--prop:
--prop:
--prop:
--prop:
--prop:
--prop:
:vmware vcenter password=$VMWARE VCENTER PASSWORD \

~Tprop

--prop:
:net2 ip=$NETWORK NET2 IP \

~Tprop

—-prop:
:https_rest=S$HTTPS_REST \

~Tprop

admin username=$ADMIN USERNAME --prop:admin password=$ADMIN PASSWORD \
admin username=admin \

admin password='Strong4Security!' \

confd admin username=admin \

confd admin password='Strong4Security!' \

network hostname=$NETWORK_HOSTNAME \

vmware vcenter port=$VMWARE VCENTER PORT \

vmware vcenter ip=$VMWARE VCENTER IP \

vmware datastore host=$VMWARE DATASTORE HOST \

vmware datacenter name=$VMWARE DATACENTER NAME \

vmware vcenter username=SVMWARE VCENTER USERNAME \

vmware datastore name=$VMWARE DATASTORE NAME \

vmware compute cluster name=$VMWARE COMPUTE CLUSTER NAME \

netl ip=$NETWORK NET1 IP \

gateway=$NETWORK_GATEWAY \

--net:"Networkl=VM Network" --net:"Network2=MgtNetwork" --net:"Network3=VNFNetwork" \
$NETWORK70VA

vi://$VMWARE VCENTER USERNAME:$VMWARE VCENTER PASSWORD@SVMWARE VCENTER IP/$VMWARE DATACENTER NAME/

host/$VMWARE COMPUTE CLUSTER NAME

wIZ, TunT 4 2L Ca—Fon 7 A AFREETEERFION SOz R LET,
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I Cisco Elastic Services Controller @ VMware vCenter ~D 1 > X k—)L
Cisco Elastic Services Controller {xf8< > > O ERIEA .

IRAT — RNy ¥ e W25 B 2l G

--prop:admin_username=admin \

—prop:adnin password="$6$wnOi SUDOQMKKM2EOt 2 DVNhoo4wS 42 £ Y YmzsMXT Dug £ ZTIoTXMODW] 46VZoxQMuameaal 25 . agYHZUOBL. sav2vO '
\

--prop:confd admin username=admin \

—prop:confd admnin password=" $65wn01 SUDOQKKTR 0 r2  DVNhoodwSA2F £Y YimzsdIXT Dug £z TXMODW] 46VZ0xQiMmeaal 25 . agYHZUCOBL. sAvRvO0 '
\

IR2AT — RNy o2 bR DB — & = & BE 7 B

--prop:admin_username=admin \

—prop:aduin password=" $6SwnO1SUDOQMKKM2tQEr2: IVNNoodwSA2 £ £YYmzsMXT DugfzTIoTXmVDW1 46VZpxQuManeaal 25 . agYHZAUGOBL. sAv2v0 '
\

--prop:admin public key='ssh-rsa

AAAAB3NzaClyc2EAAAABIWAAATIEAU+NnkTtu2pShVbTYL+mmKxtmzM5dNXFy8IeX/1H5fXsODH1EAYS1zHGEFXg36RT5vIG/

+c2uV8fRsWaY7xXDrdGICxfkPuEj2UQH2MOx2yFjMFcaSAT56hsgE= admin@net' \

--prop:confd admin username=admin \

—prop:confd admin passwords" $6SwnOi SUDOQMKKN 2Ot 2  DVNncoAwSA2 £ Y YzsdIXT Dugf 2T IXmMODW1 46V 00 Mameaal 25 . agYHZUOBL. sav2v0 '
\

--prop:confd admin public key='ssh-rsa

AAAAB3NzaClyc2EAAAABIWAAATEAU+nkTtu2pShVbTYL+mmKxtmzMSdANXFy8TIeX+xXubTT2s TsxkKtVy8uOAeBplgKzkp+

c2uV8fRsWaY7xXDrdGICxfkPuEj2UQH2MOx2yFjMFcaSAT56hsgE= admin@net' \

GE) ooz IP7 RL A, root 7SAT— R, VM4 L) 1X. ZHEHO 2T A
DEICE XL DNERH Y 97,

AT w73 VMware OVF V—/LCOVA % BT 556, ROa~> Ry Xy 7 AEFEHLET,

>ovftool <source locator> <target locator>

<sourcelocator> |L OVA /X 7 — D/ A <target locator> (%, R~ >, OVA Ny 57—
VERIIVIOANRRAE =5y NTT, VIOEFT L IE, vSphere, VMware Server, ESXi &\ o7z
VMware 5 EDGET 2 L E£7, VMware OVF > —/LOFERHIZ DU TIE, VMware OVF ¥ —
NDaA—F <=2 T VEBZRBLTLIIEEN,

ESC VM 73 VMware {2 BB 41, BEIMIZEFRN A 12720 77,

Cisco Elastic Services Controller (x2E< L U DEIRIZA

Cisco Elastic Services Controller AR~ > (VM) OEJFEZ A 2T 212i%, ROFNEE FET
LET,

)

GE)  [EBIA> (PowerOn) 1% 7 U v 7T 5N, BEICHESNTAEY & CPU 3K ET HHLEE
NHYFET, VM ZEENTTS L&, \/ﬂ?/%&f?/a“éiff:&)%cw@ REEEHCTEXE
A,
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Cisco Elastic Services Controller ® VMware vCenter ~D A > X k—JL |

. RD ATy 7 : Cisco Elastic Services Controller fx#8< > >

ATy T

ATy T2

FIE

VM % J&&BH L 721, vSphere TIRAE~ T U4 ZBIRLTHZ Uy 7 L, [V —%BH< (Open
Console) ] Z&#N L F7,

[EIEA (PowerOn) 1R %> (P) 2271007 U, HLIEBRS <Y r OHEES)

FRZ, b= b (VAT L) NAT—=RaANTL5L912kObET, Zauk, Cisco Elastic

Services Controller N —# /LD /XA T — K L3R ) £, REICL - THEMLD FIEN R 5

LandH £7,

GE) Z UL, Cisco Elastic Services Controller 78— % /L % $#5# L 72 ok & 72 % Linux 4%
L—F 4 VYV AT ADN— R AT— REHELET, ZO/RT— &2 AS
THEITROONET, Ak, SEIFGm T, AL D Linux XL —
T AT VAT AASDO)— T TR APKEIIRD T, £DH, ZO/NRAT—
RERHZ TBWTLZEN,

[y R2—H% T A& ZAF (End User License Agreement) | 7V « > K7 23 ][RI Eh IR IZ R
ENET, FA B ARKIOTRTUTHEZEL, T4 B ARELHE L CTRE LIZGAICO
H.y (Yes) EALET,

RDOAT v 7 : Cisco Elastic Services Controller X< <

-

-~

Cisco Elastic Services Controller k—& )L~ADOS A >

BEMICERZA VIZCTB-0DRETLVDETE

ESXi NA NR—= AP LA VICEHINEIRESHZL &IZ, ESCVM OERZ HEIIZA 129
5 EIITESXi A =R, P ERETEET,

)

GE) VM OERZFETH AT ILERHY £7,

ATy T

FIE

VSphere 7 7 A 7> b T, #6500 ESXi w3 VBB IR L £, FED VM 2RI+ 25D T
72, VM FEAET % BSXi A /=N P ERINLET,

AT 72 [%E (Configuration) ] ¥ 7 & ER L £,
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ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

EBNcEREL VT spokEvsrozz

[V7 hU =T (Software) | =V 7D FIZHD [RIE~ v OfHE)/ > v v ¥ T (Virtual
Machine Startup/Shutdown) 1V > 27 %27 U v 7 LET, Va4 RUHNDOU A NI VM B3 FER S
ET,

R=V D4 EMIZH D[ 7 a3T ... (Propetties...) (V27 %27 U w7 LET, FrIien
LEE, BRENHDETY4 Y ROV A XEERLET,

[~ > > OfEHE)/ > v~ b & 7 > (Virtual Machine Startup/Shutdown) | ~— U MNFR SN E
—é‘o

[ AT MK DR~ > o BEhiEE) & B ENE (R %2577 (Allow Virtual machines to start and stop
automatically with the system) | F = v 7Ry 7 A=A 12LET,

ESC # @ L CW AR~ 2RI L, AAICH D [E~BE) (Moveup) | RX &AL
T, [HEES) (Automatic Startup) ] &9 TN D T IN—TIZBEIL £,

[OK1 %27 U w7 LET,

T LD ESXi A = A PIZESINEIR S D 7= ONZ, ESC VM OFEIRD B BRI 4
N F9,
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B cowceErsr iy srporE<s L 0BT
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.14

S A%OA4 X =)L

ZOFEF, WO THMEINTHET,
c BT HMET 7T 4 TIAR S OB (79 N—)
c BT MET 7T 4 TIA R S DI (80 ~<X—)

s 2P F— 2 Z M Lz BSC B AN 2 7 4 TIAS v DEB (HA T 7 7 4 7/ %
BURART) (80 )

«ESC B AT 77 4 TIAX L NA DR (AX U RTar A AKX R) (84 2—
)

cBSCHA 77 7 4 /AR AT AR (86 ~~—3)

BRI MET VT A TIAZ L RA DN T TN a—T 7 (86 2—2)

BRI RET7T I T4 TIRZ N DEE

ESCiX, 77T 4 TIAZ L NNABEXOT 7T 471777 4 72T NAOENXTEITHE (HA)
EYR—FLET, 77T 4 T/AZX A ET/)VTIX, ESCREEERLIEL, —E XD
Zhc/NRICHN Z T ESC —E A Z 4T 572012, Fy U =222 DD ESC A » AH A
DEMENET, 777 4 7 BESCA LV AZ L ATHEENRKELTH, AX AL AR
ANHBIC ESC —E 2 Z 5| &fkE £, ESCHA T 7T 4 T/AZ A X, kDT
JVIRA Vv NEFEZ R L E T,

« Fv NT— 7 EE

159

VM A VAR ADR T
ATV a—VENTZE T A N
e n— R =T IZB9 5 R

cNET 7V r—a Ly OREE
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Cisco Elastic Services Controller ® VMware vCenter ~D A > X k—JL |
B =177 9125 0154 otttan

SR AET I T4 TIRE ViNA DEEHS

EARMET 7T 4 TIAZ U NA DRI, T2 T AT EAFZLNRAD2ODESCA LV AZ Y
ATHERSNET, WO TIX, 7277 47 ESC A vV AX AL - TH—E AN
ENET, ST DAL N A L AZ LRI Ny Y TRIEITIRY 0 AF N A RF
VA TITATA VAR ALHEREL T, TIVT A TA VAR ADAT —H A %E
=H—=1LFET, TZ7T AT ESCA VAF L ARIIEENFEETLHE, AF ALV AX A
N ESC h—bE A& HEIZH| kX, F/ RO FWF T ESC — B 2 DML 2k L 97,

AR A VAR AT VT 4 TA AL ADT — R _R—ZADFERTR a E— N EE L
FETN, TITATA VAR ABEERRELRWVIBEY , AF N A ABART T
T4 TNCFRy NI =V BT L3V ETA, TIT 4 TA AR AICEENES
Ll AZUNAPHBMIEZMEET, T/ T 4 TA LV AFZ U ADETTH, AX N, A
VABUANT I T A TA VAR AT EHE P RAEEILET,

BEENBE LA VAZ U ANEILIND E, TDOT IV T4 TAVAZ L AEERAL TRy B
U— 7 EMAEHETAEDD T = — Ny T HREEBE X £,

ESCA v AZ LV AZ, F—F T 74T —E2REHEH L TEHRINET, BSCA v AX A
DVMANY Rz 7%, IPV& Ry NT—7 L THF—FT7 54 7 — 220 LT{ThhE
@—O

A—HTF—3%FHLE-ESCERAY T T4 TIRZ Y
INADER HAT79 T4 TIRZINART)

48 HHEIIZ

» Cisco Elastic Services Controller (ESC) ma[ M (HA) 7277 4 T/A X 3, TiX, F—
TTIATHEWEE L, TIVT 4T ) — RERAZ AL ) — R TTF—Z _R— 2 5 HT 5
DRy U= NRLETT, mSFOESCVMIZIE, RL%y U —27 128k 50 7%
KEH 1Oy NT—=T A LB =T 2 AA ANRKETHY, 2y NU—27 %24 L THAID
HWETEZLHALENRHY 7,

*2OMDESCVM BRI DHRANET—H A RNTICHBESND Z EE2MREL, v 7 ViRA
v NEEEBIETEALIICLET,

ESCHA 7 7 7 4 T/AZ 34 % IROWT IO F15ET VMware vCenter F 72 1% vSphere (2
BRI Cx £,
*ESCHA 7 7T 4 TI/AX A @l AT 77 4 TIAZ o NNA RXT L L Ca—%F—
X EMFEHALCERTS (ESC4.2 THAR—b)
cESCHA 7 VT 4 TIAZ N A% 2ODAR L RT7ay A AX AL UCREML.
POSTREZHEH L TENSEZEATAMT L LTRELET, FFMMco>VTIE, [ESC
BRI AT 7T 4 TIAX U NSRADREE (RX L RTay A VARV R) | OB g
LT TIEE0,
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A—HT—2EFERALIESCEARET I T4 TIRZVNADER HAT O T4 TIRZINA RT) .

ESCHA T 77 A4 ZIAZ A % @ T 77 4 TIAZ AR X7 L L TCa—TF—4
Zfi ] L T VMware vCenter ¥ 7213 vSphere [IZJ&BH T 5121X, =2—W 7 —% 77 A LV EZHAT 7
TATIAZ N A AL AT EIZER L, RIT, FA LV AZ L ADL—H T — X % ovftool
ZNLTHRELET, =2—VF—FDx=r a— NiE, ovftool 27 V7 FO—@#D <~ K&

L CiTht, FORERIL, ovftool @ T—propmuser-data= | 70 /X7 4 OB E L TREINE
j‘o

)

G¥) ladmin user/password] 35 X O [confduser/password] 7' 7® /37 ¢ 1%, MZHD OVF 712 /37 ¢ T
T INLDOTuNRT 4F, =P T —=F T 7 AV TIFERTE LA,

cESCHA T VT A4 T/AZ XA D2OD VM ZEHZLET,
14741

#cloud-config
ssh_pwauth: True
write files:
- path: /etc/cloud/cloud.cfg.d/sys-cfg.yaml
content: |
network:
version: 1
config:
- type: nameserver
address:
- 161.44.124.122
- type: physical
name: eth0
subnets:
- type: static

address: 172.16.0.0

netmask: 255.255.255.0

routes:

- gateway: 172.16.0.0
network: 0.0.0.0
netmask: 0.0.0.0

- path: /opt/cisco/esc/esc-config/esc-config.yaml

content: |
resources:
confd:
option: start-phase0
drbd:
nodes:
- 172.16.0.0
- 172.16.1.0

run_forever: true
esc_service:

depend on: filesystem

type: group
escmanager:

depend_on:

- pgsql

- mona

- vimmanager
etsi:

depend_on: pgsqgl

startup: false
filesystem:

depend on: drbd:active
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Cisco Elastic Services Controller ® VMware vCenter ~D A > X k—JL |
A—HTF—2%FRALEESCERAMT I T4 TIREVNADER HAT D T4 TIRBUINA RTF)

keepalived:
vip: 172.16.2.0
portal:
depend_on: escmanager
startup: false
snmp :
startup: false
runcmd:
- [ cloud-init-per, once, escadm ovf merge, sh, -c, "/usr/bin/escadm ovf merge"]
- [ cloud-init-per, once, escservicestart, sh, -c, "chkconfig esc_service on &&
service esc_service start"]

A—HT7—%2

#cloud-config
ssh _pwauth: True
write files:
- path: /etc/cloud/cloud.cfg.d/sys-cfg.yaml
content: |
network:
version: 1
config:
- type: nameserver
address:
- 161.44.124.122
- type: physical
name: ethO
subnets:
- type: static

address: 172.16.1.0

netmask: 255.255.255.0

routes:

- gateway: 172.16.0.0
network: 0.0.0.0
netmask: 0.0.0.0

- path: /opt/cisco/esc/esc-config/esc-config.yaml

content: |
resources:
confd:
option: start-phasel
drbd:
nodes:
- 172.16.0.0
- 172.16.1.0

run_forever: true
esc_service:

depend on: filesystem

type: group
escmanager:

depend on:

- pgsql

- mona

- vimmanager
etsi:

depend on: pgsql

startup: false

filesystem:

depend on: drbd:active
keepalived:

vip: 172.16.2.0
portal:

depend on: escmanager
startup: false

snmp :
startup: false
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1Y F— S EEALEESCHTRMET 2T 1 TIRE A ORHE HAT 71 T1x5 i1 <7) |

runcmd:

- [ cloud-init-per, once, escadm ovf merge, sh, -c, "/usr/bin/escadm ovf merge"]
- [ cloud-init-per, once, escservicestart, sh, -c, "chkconfig esc_service on &&
service esc_service start"]

K VM A VAR AZDOWT, OVFtool % 2 IO ME R H Y £7, KA AKX A
X, Ny vafbEnica—Y T — % %459 [-propuser-data] 7' 1 /3T ¢ AR 5 M
BHY ET,

T IZTCEL 17216008 £ 0T07216.1.0 (Tr—TF 4 7)) IP&A A AT, 172.16.2.0
ZKAD VIP L LTHEMTOHAT 7T A TIAZ N A L RL L ADRT 57— T %
R L TOET,

user_data_l='cat ./user-data-1"

user_data_ 2='cat ./user-data-2°

dec_user data l="echo "Suser data 1" | base64 | tr -d '[:space:]'"
dec_user data 2="echo "Suser data 2" | base64 | tr -d '[:space:]'"

# vcenter-16 is the developer lab for vmware5
ESC_OVA=/scratch/BUILD-${ESC_IMAGE}/BUILD-${ESC_IMAGE}/ESC-${ESC_IMAGE}.ova
# All valid deployment options:

# 2CPU-4GB

# 4CPU-8GB (default)

# 4CPU-8GB-2Net

# 4CPU-8GB-3Net
DEPLOYMENT_OPTION:"4CPU—8GB—2Net"
deploy vmware vml () {

/usr/bin/ovitool \
--powerOn \
--acceptAllEulas \
--noSSLVerify \
--datastore=$VM WARE DATASTORE NAME \
--diskMode=thin \
--name=$INSTANCE_NAME"-0" \
--deploymentOption=SDEPLOYMENT OPTION \
--vmFolder=$FOLDER \
--prop:admin_username=SESC_VM USERNAME --prop:admin password=S$SESC_VM PASSWORD \
--prop:esc_hostname=SINSTANCE NAME"-0" \
--prop:rest username=SREST USERNAME \
——prop:rest_password:$REST_PASSWORD \
--prop:portal username=SPORTAL USERNAME \
—--prop:portal password=SPORTAL PASSWORD \
--prop:confd admin username=SCONFD USERNAME \
--prop:confd admin password=SCONFD PASSWORD \
--prop:vmware vcenter port=SVMWARE VCENTER PORT \
--prop:vmware vcenter ip=SVM WARE VCENTER IP \
—--prop:vmware datastore host=5VM WARE DATASTORE HOST \
--prop:vmware datacenter name=SVM WARE DATACENTER NAME \
--prop:vmware vcenter username=5VM WARE VCENTER USERNAME \
--prop:vmware datastore name=SVM WARE DATASTORE NAME \
--prop:vmware vcenter password=$SVM WARE VCENTER PASSWORD \
--prop:netl ip=$NET1 IP1 \

--prop:net2 ip=$NET2 IP1 \

—--prop:gateway=SESC_GATEWAY \

--prop:https rest=SHTTPS REST \
--prop:user-data=$dec_user_data_1 \

--net:"Networkl=VM Network" --net:"Network2=MgtNetwork" --net:"Network3=VNFNetwork"
\

SESC_OVA

vi://$VM WARE VCENTER USERNAME:S$VM WARE VCENTER PASSWORD@$SVM WARE VCENTER IP/
$VM_WARE_DATACENTER_NAME/host/$VM_WARE_DATASTORE_CLUSTER

}
deploy vmware vm2 () {

/usr/bin/ovitool \
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--powerOn \

--acceptAllEulas \

--noSSLVerify \
--datastore=$VM WARE DATASTORE NAME \
--diskMode=thin \

——name=

SINSTANCE NAME"-1" \

--deploymentOption=SDEPLOYMENT OPTION \
--vmFolder=$FOLDER \

-—prop:
-—prop:
-—prop:
-—prop:
-—prop:
-—prop:
:confd admin username=$CONFD USERNAME \

~~prop

-—prop:
-—prop:
-—prop:
-—prop:
:vmware datacenter name=$VM WARE DATACENTER NAME \

~~prop

-—prop:
-—prop:
:vmware vcenter password=$VM WARE VCENTER PASSWORD \

~~prop

--prop:
—--prop:
—--prop:
—--prop:
:user-data=S$dec_user_data 2 \

~~prop

admin username=S$ESC_VM USERNAME --prop:admin password=$ESC VM PASSWORD \
esc_hostname=$INSTANCE NAME"-1" \

rest username=SREST USERNAME \

rest password=SREST_ PASSWORD \

portal username=$PORTAL USERNAME \

portal password=$PORTAL PASSWORD \

confd admin password=$CONFD PASSWORD \

vmware vcenter port=$VMWARE VCENTER_ PORT \
vmware vcenter ip=$VM WARE VCENTER IP \

vmware datastore host=$VM WARE DATASTORE HOST \

vmware vcenter username=$VM WARE VCENTER USERNAME \
vmware datastore name=$VM WARE DATASTORE NAME \

netl ip=SNET1 IP2 \

net2 ip=SNET2 IP2 \
gateway=SESC_GATEWAY \
https rest=$HTTPS REST \

--net:"Networkl=VM Network" --net:"Network2=MgtNetwork" --net:"Network3=VNFNetwork"

\

SESC OVA
vi://$VM WARE VCENTER USERNAME:S$VM WARE VCENTER PASSWORD@SVM WARE VCENTER IP/
$VM WARE DATACENTER NAME/host/$VM WARE DATASTORE CLUSTER

}

deploy
deploy

vmware vml
vmware vm2

VM B IEF B SN2 1%2IC, ESCHAT 77 4 TIAZ LV NA DAT —H A% B TE &
T 1 OO VM A VAL ANT 7T 4 7L LTEBIESN, o VM A A X AN
STANDBY ToHh 5 Z &b £,

ESCERIAMT VT4 TIRRAUVINADER (R22V KT
A A VAR R)
VMuware vCenter & 72 1% vSphere C ESCHA 7 7 7 ¢ 7/ A X L34 ZREET 5121E, 2 2O BIHE
DAFE L RT7ay ) — REEIICA VA M—ILTALERHLDE4, AZ R7 a2 ESC A

VAR UANA VA N=ENTHR, WEFEHALT, DD — KBTI T 4 T EAZ N
AR BHEHCHRELET,

* kad_vip
* kad vif

* ha node list
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ESCEARMT 271 TR VA ORE (2> k7avsvz422) |}

\)

GE) «ESCVM Z 212, escadm Y — /L &ZFEITLTCESCHA 7 7T 4 T/IAZ U IRART A —H %
RE LT, escadm —ERA%Z ) n— KL TCHEBTAILENHY £9,

*ESCHA T 77 4 TIAK 3 A BT DB, kad vipsl#aFEHT L, = Ra—%—
MNT VT 4T ESCA VAR L ALT IV EATEXARLEHIC0 F9,

FIE

ATYT1 ESCRZ L RT v A AE R Zal A LET,

ATFY T2 BHEI—F—L LT, TITATA VAR AL AR LN, A VAKX ADTE T escadm
VL EFELTL, T D5 EERELET,

» kad_vip : keepalived VIP ({KARIP) @D IP 7 R LA & keepalived VIP DA > ¥ —7 = A A%
FBELET (BSC-HA T VT 4 T/AXLINA)

« kad_vif : keepalived (A8 IP & keepalived VRRP DA > % —7 = A A% f8E L £3 (ESC-HA
TIT A4 TIAR L NA) , VIPA o Z—T = A AWF ¥k kad vip ZfEH L T4 TIZHRES
NTWDEEIE, 5%k kad vip 2 L T keepalived VRRP DA > ¥ —7 = A ADF % g
ETHILHLTEET,

» ha_node_list : DRDBRIMiD 7280, 777 4 T/AF U NA T FARIZEENDIHAT 7T 4
TIABZ UL )= FOIPT FLADY X MEELET, Z05%uE, 7Y r—vs
VR—ZADPHAT VT 4 TIAR NN ) a— gy ORERENET, #Eoxy k
T—J A B =T oA A&FFOESC A VAKX L ADEA, IP T KL AL, 5% --kad vif
THEEN XYy NU—F7NICHDILENH Y £,

$ sudo escadm ha set --kad vip= <ESC_HA VIP> --kad vif= <ESC_KEEPALIVE IF>
--ha node list= <ESC NODE 1 IP> <ESC NODE 2 IP>

$ sudo escadm reload

$ sudo escadm restart

ATy 73 HEHE, 1 DOESCVMIXT 77 4 ZIRIEIZ/R 0. b 9 1 DITA X U NAARIEIZ 72 5 BN
HET,

ATY T4 VIP AN SEGERREIC/R D L DI, WFDO VM THAI ST RLUAXRTIZVIP #8L
i—a_o

ATFYTE ZESCA L AR L ADAT—H AR LET,

# sudo escadm status

WRDOFEIZ, AT —FZAEWRTH-ODMMDa~vr FENWL SR LET,

AT—H R CLIav YKk

ESCHA 7 77 4 TIAHR LR, D — )L cat /opt/cisco/esc/keepalived state
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ESC D 1F M sudo escadm health

ESC H—ERADAT—H 2 PEMITEH (VIM ~ % — %, SNMP, H—#
Jb. ESC~¥3—¥ ¥, keepalived D AT —# A
7RE) BFRRTDHITE. v ZBEIMLET,

sudo escadm status --v

HEMR AT — 2 2 Z T DI
I%. /var/log/esc/escadm.log % F = v 7 L £ 7,

ESCHA 790 T« TIR A 2N/ |IZBHT B 4%EC

CHA T VT 4 TI/AZ R, T = —)L A —"— 2%, EIEFTRER B PSS VNF OBz -
WTHKI2 =50 £9, ESCH—E R, AL v F A —"—EdIfEHcE 8
Ho

e NI UV T a PR vF A== NI H—ENDBE, TRTORETDNT P
JarNniRoy7ENET, BERIL, ESCHhODREEZELRWES, J—ANRRT
FALVHE =T 2 RZL o THEEINAIXLERHY 7,

SRR T I T4 TIREZVNAD S TILYa—TFT a4
e

Xy NIV—UEEEF =y LET, Xy FPU—ZIZHEREAEL THWD5EIE. IROGE
MR E T = 7 THMENRDH Y T3,

cHVYTHNTWAIPT RLUAIXIELWH DT, OpenStack i EIZHESN TN DHHME
NHY ET,

KRy NT— I f B =T 2 ADHF— N = A Tping WISET HUEND Y £,
s NTTNVa—T 4 Y TOBZIE, RO T EF v LET,

+ ESC v % — Y % 1 7 : |var/log/esc/escmanager.log

« X —7T 747 : varllogimessages (grep keepalived % FE1T)

+ESC #—¥ERART—H A1 7 : [Var/log/lesc/escadm.log
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5 19 =

Cisco Elastic Services Controller @) VMware
vCloud Director ~D A > X +—JL

Z DOETIX., VMware vCloud Director |Z Cisco Elastic Services Controller % A > A h—/L 9 5 F
NEIZSOWTHBALET, ZOEFROEZ > a r THERSATWET,

+ ESC OVA 7 7 A /L@ VMware vCloud Director D X 2 7' ~D7T v 71— K (89 X—)
«vCD Web 7 7 A 7 > h~® ESC vApp DEB (90 =—)

« VIM 227 Z DB (91 ~—2)

o HOEBAGEHEOBEM (91 _X—)

ESCOVA 7 7 4 JL®D VMware vCloud Director O h 2 O 45 ~
D7y TA—Fk
Fg

ATYF1 vCDWeb 7 74 7 > b afEMA LT vCD iz m 7 A » LET,

ATwv 72 [AhHZO%Y (Catalogs) |>[V A ##EDH 204 (My Organization's Catalogs) ] 75, #4¥ u
T hHFERLET,

RATw T3 [vApp 7~ 7 L— bk (vApp Templates) ] %7 C, [7vF7BA—FK (Upload) 1 %7V v 7 L&
T
[VApp T FTL— k& LTOVF /Ny r—2% 7w 70— K (Upload OVF package as a vVApp
Template) ] 7 1 & RUNEKRENET,

AT v 4 [OVF /R /7— (OVF package) 1 7 4 —/L KT, [A—HILT 74 )L (Localfile) ] %27 U v
7 LET, [B8 Browse) 1227V v 27 L, B—H /T AT L5 ESCOVA 7 7 A L& IR
L/iﬁ—o

ATy TS5 [y 7A—F (Upload) 1227V ~»Z7 LT, ESCOVA 7 7 A V& A X JIlimk LET,
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B coweb 5547 rAdESCVAN DEES

ESCOVA 77 A NV&ET vy 7ua—RK3T5&, hXZa G BSCvApp 7 7 L— MZT 7 A
TEET,

vCDWeb o 5 4 7 > b~ ESC vApp O & FH

ATy T

ATy T2

ATvT3

ATvT4

Z Z T, Elastic Services Controller (ESC) DORERH 7V F & . VMware vCloud Director (vCD)
\Z ESC vApp & BBH3 5 FIHIZ DWW TR L £ 97,

RO VDC 22 XD ) Y — 21T, BBHANC vCD TIERR T 2 BN H 0V 4, FEHIc -\ T
1%. [vCloud Director (vCD) DV VY —ZADEM | ZHMM L T EE W,

vCD Web 77 7 A4 7 > MZ ESC vApp ZJEBAT 221X, RO FIAZFATTHLERH Y £,

FIE

vCDWeb 7 747 FaEHRALTVvCDMfkicn 74 LET,

[A% 8% (Catalogs) 1>[< A ##dDAH% 0% (My Organization's Catalogs) | 725, B4 =

TEBERLET,

ESCVvApp 7> 7 L— R E&IRL, £7 YV v 7 LTC[Y4 495 FIZiEM (Addto My Cloud) ]

IR LET,

JBBEZ5E T3 5120%, [R4 952 FIZEBM (Addto My Cloud) 17 « % — K CIROIEH % {5

ETHMNENRD Y 77,

a) [BBIEBATDEIR (Select Name and Location) ] : vApp D4 fii& L C[ESCl #fE L. <
DAET — S — 2RI ET,

b) [JY—ARAMDERE (Configure Resources) ]: VM4 & L C[ESC] Z45E L., A FL—IUR
U 2 —|Z [SharedOnly] Z45& L £,

¢) [y rT—9TvELY (Network Mapping) ]: A v #—T7 = A ADFXy NI —27 XA
712, [MgtNetwork], [SvcNetwork], 35X OV [VnfNetwork] Z#5E L £3, IPEIV 24 Tit,
IPv4 DFTXTDHA T DXy T —27 THHFH T,

d) [ARZLTFTO/F 4 (Custom Properties) ]: Day (0) #{EDOHAX KT a/XF 4% ANT)
L7, i : [vCenter Server ® VM E%FE (VM Settings of vCenter Server) |7 =2
I, AL, BEELED LN TLE30,

e) NN\—FIT7DHhRATAX (Customize Hardware) |: CPUfEf3E, AEVHEE, B
SEOMD T RIA—FEEBELET,

f) [METERBDTT (ReadytoComplete) ]: V4 — ROLTRBIZH L [ZDD 1 H— FDHE
T#HIZvApp DER%EA IZF S (Power on vApp after this wizard is finished) ] % 74|12
L. [5ET (Finish) 127U v 7 LET,
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vimaxsaniemn [

VIM x5 2 ®DiEM

A VA M=AEDVIM XY ZOFRE, BEOVIM 217 2 OFBHOFEMZOWTIE,  [Cisco
Elastic Services Controller User Guide] @ [Managing VIM Connectors] DFEZZMR L TL 72 &0,

B ERAAZEDIE

VCDA U AHF ANRBEBLAGEAEZHFHL TV, Roa~y REMH L CGEEL
ESCIZEML., SSLBFEZIELL<fT2Dd Lo LET,

$ escadm truststore add --help
usage: escadm truststore add [-h] [-v] --alias ALIAS --file FILE

optional arguments:

-h, --help show this help message and exit
-v, --v, --verbose show verbose output

--alias ALIAS

--file FILE

Cisco Elastic Services Controller5.9 1 Y X F—ILE LUV T v THL—KHA K .



Cisco Elastic Services Controller ® VMware vCloud Director ~D 1 > X k— )L |
B cczsamzoen

[l Cisco Elastic Services Controller5.9 1 ¥ X k—ILELUT v FFL—KAA K



s 1V o

Cisco Elastic Services Controller D 71 —=>~)L
R—EETLY (KIM) ~DA 2R b—
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s 10 =

Cisco Elastic Services Controller D 1 —=>~)L
N—XRET2 (KIM) ~ADA VR b—
JL

ZOETIX, I —F N — 2B~ 3 T Cisco Elastic Services Controller %1 A b —/19 5
FEICOWTHHLET, 20Tk 7 v a v THERESRTWET,

» Cisco Elastic Services Controller D B — % )L _X— 2 A~ v ~DA A h—)L (95 ~<—
)
« IROFNE : Cisco Elastic Services Controller 7 — R /L-_X— 2K~ (98 _X—)

Cisco Elastic Services Controller D h—R )L RXN— X {RAE <
ooNDA AR R—=)L

Cisco Elastic Services Controlle |X. 77— R N_—Z D~ A v A M—/LTE £ 7, Cisco
Elastic Services Controller & 7 — R /L_X— Z DB~ > A v A =3 A121%, libvirt 246
ALET,

HD—RILR—X{x2E < < >(Z Cisco Elastic Services Controller 1 > X
c—ILT B1=D%E(E

B —F I _— 2 DB~ 3 T Cisco Elastic Services Controller % E{T4 5 FEDHR AL, RD
FIOICREENTWAZ L 2R LT TEE N,

&L

Python 2.7 £ 7213 3.x Linux (27 7 4 /L F TA VA h—/LEN TN E
j—

python-setuptools Linux {27 7 4 /L h TA VA F—/LENTNE
‘j—‘
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pE T

pip RHEL 6.X/7.Xx DIZE :

# easy install pip

pipEMHEHALIZA VA R—ATEY—AT 7 A
NI NA N SINDHT-®, RHEL Tlidgee &
python @ B3 N> Fr— 3 H M TF, RHEL
IOy r—V% A4 VA M= F 51T
L. ROFNEIZHENE T,

# yum install gcc python-devel

RHEL8.x MiZE :

# yum install gcc

Ubuntu O41%, 57 4/L b TA A h—)b
SNTWET, pipzfEHIL7cA A =T
TV —AT7 7 ANNI L IRA N INDTZD,
Ubuntu T gee & python DBAFE /X 7 —T %
METT, Ubuntu iZZNHD Ny r—T% A
YA =TDIZIE, RO FNEIZENE T,

# apt-get install python-dev

()penStack 7 5;4'77;/ } # pip install python-keystoneclient
# pip install python-cinderclient

# pip install python-novaclient
# pip install python-neutronclient

genisoimage RHEL D4 -
# yum install genisoimage

Ubuntu OiE4

# apt-get install genisoimage
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pE T

libvirt 33 X O virtinst

Python 2

RHEL 6.X D54

# yum install libvirt-python python-virtinst]
RHEL 7.X D4 :

# yum install libvirt-python virt-install
Ubuntu D354

# apt-get install libvirt-dev
# pip install libvirt-python

Python 3
Ubuntu DB4&

# sudo apt-get install -y python3-libvirt

RHEL OH&
# yum install -y python3-libvirt
Virt-Manager

git clone
https://github.com/virt-manager/virt-manager.git|
/usr/share/virt-manager-py3

T D

RHEL 8.x D&

# yum install libcurl-devel
# yum install openssl-devel
# pip3 install pycurl

# pip3 install urlgrabber

)

GE)  libvirtt (37 74V bOFR Yy NU—7 ZHEWNSER L T,

Elastic Services Controller D H—RILR—X RIS ~ADA VR b—

JU

T —FNR—= 2GR~ NCARAZ L RTa s d
AT BHITIE, ROTFNEEFEITLET,

FIE

Elastic Services Controller (ESC) %A A h—

AT 7F1 OpenStack 7 7' A &R % & e openerc 7 7 A LA Zn— R LET,
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ATy T2
ATvT3

ATy T4

ATy TH

ATvT6

cat ./openrc.sh

export OS_TENANT NAME='<OS tenant username>'

export OS_USERNAME='<O0OS username>'

export OS_PASSWORD='<O0OS password>'

export OS_AUTH URL='http://<Openstack Host>:5000/v2.0/"'

source ./openrc.sh

ESC qcow2 A A — & bootvm.py & I —F/L_X—A VM IZa b — L £,

WDa<y FOWFNNEHEH LT, libvitt DA > 2 h—/VEHIMERR SN =T 74V by b
J—27 FDO I —F)L_"—2Z VM T ESC Zi#&#) L F7,

./bootvm.py --user pass <username>:<password> --user confd pass <username>:<password>
--libvirt --image <image name> esc-vm --net <default network>

Woa<y REFERALT, HUIP 2 >7T 74V bRy hI—27 EOH—F V=X VM T
ESC & L £ 7,

./bootvm.py --user pass <username>:<password> --user confd pass <username>:<password>
--libvirt --image <image name> esc-vm --net <network> --ipaddr <ip address>

Fy N7 THAENTWAIP T RLAD Y XA NERSGLET, HAT 77 4 T/AZ N
A @ bootvm.py 2~ K& kad vip OfiFIZxt LT, VA MIEENTWRWIP T KL A%
HLET, 2y NT—2DOEHIO3IF 7T v b (-DF D 192.168.122) ZFEL, ROa~v U KN
THELET,

arp -an | grep 192.168.122

ERHMED I —F N _R—ZA VM IZESC A v A h—LF3I121%,. WHFDHA /— Rz LT
WDOa< RuE2EEHRLET,

GE) 2 % H D bootvmpy 2~ KT, DO HA A LV AZ L AL EFEHLET,

./bootvm.py --user pass <username>:<password> --user confd pass <username>:<password>
--libvirt --image <image name> --ha mode drbd --gateway ip <default gateway ip address>
--ipaddr <ip_ address>

--ha node list <ha peer ip addresses separated by comma> --kad vip <vip address> esc-ha-1
--net <network>

XR®DZF|E : Cisco Elastic Services Controller h — = JL X —

ARE<

S

7

Cisco Elastic Services Controller k—& )L~AD OS5 A >

H—RIWAR—{FETTY (KVM) DESCA VR F—ILDFER

=N N_N—= 2O~ VT BSC BB L7-#%, IROFIRZMEN L CREZHER L £,

[l Cisco Elastic Services Controller5.9 1 ¥ X k—ILELUT v FFL—KAA K



I Cisco Elastic Services Controller D h —RILA—XFET LY (KIM) ~DA VX =)L
t5Inva—ssvvoevt |

FIE

ATv 1 ESCVM BEE L7-Z & 2ERTHICE, koa~y Re@HLET,

$ virsh list

ATY T2 ESCVMODIP T RLVAZESTHI21E, koa~wy RaeHLET,

$ arp -an | grep <ip_address>

ATYw 3 SSHAEMHMHLTESCIZHR L, 7o ANETEINTWAZ 2R LET,

$ ssh USERNAME@ESC IP

SOOI a—T420DEV R
TPy NI =7 ORED T2, F721X ESC OEENI R L7272 DIZSSH 7 7 B A ZHHTE 22
WAL, 22— (ESCVM A A=Y THMIR>TWDEER) £RIXVNC T 78 A%

EFA L CESCIZHf CE £9, VNCRHETESCVMIZT 7 AT 512iE. ROFIEEZFE(TL
ij_o

1. VNCAKR— hZHELET,

virsh dumpxml 10 | fgrep vnc

2. VE—FNVNCZITZA T2 MO OEREZAREIZT D720, m—H/L VNC R— F~D SSH
MRV EAERR LT,
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s 11 =

Cisco Elastic Services Controller @ Amazon
Web Services ~D 1 X b—JL

ZDOETIX., AWS I Cisco Elastic Services Controller Z A > A h—/L ¢ A FEICOWTHH L £
T, TOBEFIROE Y g U THERSNTWET,

s AIESRME (103 <X—2)
« AWS T® Elastic Services Controller f > A X L ADA A h—)L (104 X—2)

I, AWS TESC A VAL L ADA A b=V EMGT DHNCTE T3 5 %N H 5 Hite s
ZnLET,

\}

GE)  ESCAMIA A—UNAWS T AH UV hEHEINTHBEAIT. NS DRMHESEEEE L

&

T, ESCOA VA F—JLIZ AMI A A=V EHEFERT L2 N TEET,

FIE

AWSCLI #3%E L ET, pipafEH L CTAWSCLI &A1 > A h— L T& £9, FFMIZOVTIL,
AWS FF 2 A FZ2ZRL T TZEN,

RTFYT2 ThHy MERIZESHTAWSCLIOZ LT oy V2 HTELET,
AFv T3 AmazonS3I N7y FEER LE T, ESCA A —T %27 v 7 u— R332, A7y MoZhz

EARLET,

GE) VM DA AR — b &ZFFA[T 5 vmimport &V B — /LA EFF-> TWAHLERH Y £,
F/2, 2O —)LIZIAM AR Y > —%2T X o FTELENHY 9, FFEMIZONT
X, AWS TD S3 37w hOERRICET A~ =27 V2SR LT EE0,

XATFw 4 ESCova 7 7 A /)5 vmdk 7 7 A AV Z2HIH L ET,
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$ tar xvf ESC-<latest image file>.ova ESC-<latest image file>-diskl.vmdk

AWS T Elastic Services Controller 1 > X2 2 AMDA >

A b=

ATy T

ATy T2

TSR] OIS H SN X AT 2R TTHE, WOFNEIZH > TAWS TESC A v A X
VARERBIOEHTEEI,

FIE

ESCAA—T%7 v 7O0—FLTEELET,

a)

b)

S3 )y MZvmdk f A=Y %7 v7ur—KRKLET,
aws s3 cp <esc-vmdk-file> s3://<S3 bucket name>/

A A=V B LET,

aws ec2 import-image --description "<esc-vmdk-file>" --disk-containers
file://containers.json

A—Y T2 EERLET,

a)

b)

c)

ESCVM O —HZ{ER L ET, = —FFELRVVMIZIET 7 8 A T& E£H A, Sudo
T7EABEWssh F—%HEMA LT ladmin] = —HZ2RETH L E2BEIODLET,
write_files 2> F&MH LT, —%#7F —H (T esc-config.yaml ZER L £ 7,

A VABUADEA TIEL T, HA VARV AIZRKR IS DA v F—T = A A% BT
=F7,

G¥) 20D E—T 2 A AEMMEHTLH5EIL. SN TDH2OOFRy NU—T A
VE—T oA AR LT TEE W, 20D, v Z—T = A ANBRLHY T Ry
NEZHDIEGA, FUAHEY — B L TV AMERSHD £9, AWS 2
VDA VAL L ATLENT D L XD, [ AX L ADOFEMREE  (Configure
Instance Details) | Z 72 A X —7 = A ZADFEHMAEEBIN L F9,

esc_service A NZ L TR L £77,

SeRlp o — YT — 5 O E L TFIOR LE T,

7t

#cloud-config
# It is recommended to disable password authentication for ssh when ESC runs in public
cloud such as AWS.
ssh_pwauth: False
users:
- name: admin

# Put admin in 'esc-user' group, otherwise some scripts of ESC might fail when running

as admin.

groups: esc-user
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gecos: User created by cloud-init
# This is an example of the hashed password for 'admin'.
passwd:
$65rounds=6560005pswsUsR 7Tz NI fA4$ TELSEGV8rhDIeNDheB8241 YT 3c08RsgoINds . OZBe9rG/ DES6YWKOKDZOB . Ds AT JocBrnAe . rSOWL 1 2r0N/

# The public key for admin user. Replace it with your public key to login.
ssh-authorized-keys:
- ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQCAGLe4EVVI/rQy4e4jZUENc5PvYItc39x5£29rRggZzpwYzKXS)+UnWQOMgvkIai+
MySVIPIEYTWxOPm KayZal i/ 2Gi T RrrPNEgyzv) DBV 7 ARG TeH T XKL YIou 7ausYOFKEFIANGSTEC] Bihoz 208 Y420 S 3V L o3 ftzanQoot s 2aRaB81M/
PiyBNcBzJI3JeHArOkIoQHORRAYM301 0/ GREUCKMTr sgd68xATXe DNy GUITETHXNIMDECQMIWO54 £ POgkoKbZz t H2EBNES/ B6r ZCRBUUVAOOhQE 2L/
hbCZN1k+oqQ53r1G/BjT09CGEYbgoHg2v
# false allows you to sudo with the password.
lock-passwd: false
homedir: /home/admin
# sudo settings
sudo: ALL=(ALL) ALL

write files:

- path: /etc/cloud/cloud.cfg.d/sys-cfg.yaml

content: |

network:

version: 1

config:

# You must define the name server when you use the static IP address.

- type: nameserver

address:
- 172.31.0.2
# Define physical network interface
- type: physical
name: ethO
subnets:
# Define the static IP address
- type: static
address: 172.31.5.66
netmask: 255.255.240.0
# Define the routes
routes:
- gateway: 172.31.0.1
# 0.0.0.0 means the default gateway
network: 0.0.0.0
netmask: 0.0.0.0
# ESC service config file
- path: /opt/cisco/esc/esc-config/esc-cfg.yaml
content: |

confd:

# AAA users for ConfD

init aaa users:

# Public key for ConfD user 'admin'

- key:
c3NoLXJzYSBBQUEFBQjNOemFDMX1jMkVBQUFBREFRQUJIBQUFCQVEDeFkwMzByaEMzSX1WekF2bStISVImMmpkdm
RUZNdTTEPCR]VPTS ZoUEgVK2FBTkkzbONCSmIndjhPdjREVXUVYM1CYmsyS24 00W52N1 9ROEL YWGducnZST241M1JuODN2e JRCWTAwW
T1h2SzZrT2YrUnZkSDFtNjhscV1rWUSuzZVErNEtOak5tOXRwVOhuT0xCZE1mZ2pzTmF1S1F1QVIUMELDS2VBS 3k4aUVgSUZpZDhiwz 3
NiS1AO0aDNpTzd]jcTkzaOE1ZGFQb0xiNWRKRVP3ZW1 SWS 9ENGP6ZnJUe DVKWEFUMy 8 0SDdaQVZ PaWcyNzBGUN1GVKZhNE1 1VXNYcDk1d3
QueHApcORUREVCYTYyd] kxQzdXamtaNy9r YKR1RWIVSUIOZExqAEAVIUS 4c2JRUUJ0ZHBVTTZ1NX JkeUl 2VZQ3YTZYOFASN21BR3JrQ09
gMWVHNkYgeGlhb3hpbnlAWEIBT1hJT1ktTS1ISRVhXCg==

# Note: 'admin' is the only user supported and you cannot change the name here.

name: admin

# Hashed password for admin user.

passwd:
$6$rounds=656000$d4hZHtniblo4/0m$£D3. /1H3jcPIWAENV F1u701 SwKnHODIasDWTKL. p70UF Z1 falzDI0 7ut LINGKXwudnNnx TOrvYagkBE geAh .

# No specific settings for esc service. Leave it empty.
esc_service: {}

Cisco Elastic Services Controller59 1 Y2 h—LE L U7 v FTTL—FH4 K ||
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runcmd:
- [ cloud-init-per, once, escservicestart, sh, -c, "chkconfig esc_service on && service
esc_service start"]

A—FF =R 2ODA B —T = A AEEHRT DU LU TITRLET,

- path: /etc/cloud/cloud.cfg.d/sys-cfg.yaml
content: |
network:
version: 1
config:

- type: physical
name: ethO
subnets:
- type: static
address: 172.31.5.66
netmask: 255.255.240.0
# Define the routes
routes:
- gateway: 172.31.0.1
# 0.0.0.0 means the default gateway
network: 0.0.0.0
netmask: 0.0.0.0

- type: physical
name: ethl

subnets:
- type: static

address: 172.31.51.220
netmask: 255.255.240.0

ATv 73 AWS TESCVM %8 L %7,
WDOWTNNDIFET, ESCVM ZEE L1,
cIR—AR LM SEE :

1. EQQEH = Y —)L, IMAGES/AMIIZBEI LE T, £ AR—h LA A — 5 RIR
L. [&#) (Launch) 1227V v 7 LET,

2. AVRBUABATHBEBRLET, AV AZ L AZ AT L LT R2xlarge ZIEIR L F
R

3. AVAFUVADHMERELET, 22—V T —%, A NL—T, X TLZREOFME
BIMLET, 22004 0 F—T =2 AEMEAT L. Ay NI~ A H—TxA
ADOERERER Z 2 TITWET,

4 BX 2 VT4 IIN—TEHELET, ssh DHREHILET,
5. [fErk (Launch) 127 U > 27 L&,

cAXVKRSAUNBEE A A=Y, VT Ry b, EXF2 VT4 T NA—TEEIRL, KD
a< 2 &R L TESCVM A v AX 2L L ET,

aws ec2 run-instances --subnet-id <subnet id> --image-id <image id>
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--security-group-ids <security group id> --count 1
--instance-type <instance> --key-name <key name> --user-data <user data file location>

--associate-public-ip-address

G¥) ESCIZAWS TOHAT 77 4 TIAZ A DA A M=/ &Y R— KL THEYE
//1/0

RDEZRY

ESCVM ZE#E) L7~ . $ sudo escadm status 2~ RZHEH L TESCH—ERXADAT—HX X
FiER L ET,
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Cisco Elastic Services Controller @) Cisco
Cloud Services Platform2100 ~D 1 > X b—
L

« Cisco Elastic Services Controller @ Cisco Cloud Services Platform 2100 ~®D -1 > A b —/L (111
)






.18
=5 =0

Cisco Elastic Services Controller @) Cisco
Cloud Services Platform2100 ~D 1 > X b—
JL

Z MOEETIX, CSP2100 IZ Cisco Elastic Services Controller %A > A b — L9 2 FNEIZ- DOV THLEH
LEd, ZOEIROEZ v a r THESNTWET,

s BIEESRIE (111 =)
« Elastic Services Controller { > A% > A @ CSP 2100 ~D A A h—)L (111 =_—)
«CSP2100 DYV TNV T7 7 A VTHHINAZEHY A K (121 =)

RIS
CSP2100 TESCA Y A X L ADA A M=)V &GS 572D ORHESFIE, RO LY TT,
;)48 CPU : 4 3% (/)
« A€V :8GB

* T 4 AV YA X :30GB

Elastic Services Controller 1 > X2 2 XM CSP2100 ~D A
A=

AHESREO® 7 v a iG#E SN A7 2% T 58, ROFIAZFEH LT, CSP2100 T
ESC A v A% v A% BB I OEE) T& £7, KIT, CSP 2100 THEHAIREZRBID R k%
3 oRLET,

U ITNA VR =T 2 A ARAET 2T A U H—T = A A%FHHA L7= ESC
cESCHA T 7T A T/AZ XA DA A —)L
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CSP2100 DY > T N7 7 A VTHHAINDEED U A MMZOWTIL, CSP2100DH > 7 /v7 7
ANTHEAISNAIZEHY A (121 =) ZBRLTLEEN,

SUTNAVE—TIARETATINA VB —T A AEFERLT-ESC
CSPIZESC & A A b=/ T BHIT1E, day0 RIEZ 7 A /L& LTROEAR T2 —H 7T —F % 1F

T D MERH Y £7,
day0 7 7 A NVERERTFTATB IO =Y 7T —=F L LTCRRBT DTN U E—T 2 AD
Bz IR L ET,
#cloud-config
users:
- name: admin # The user's login name
gecos: admin # The user name's real name
groups: esc-user # add admin to group esc-user
passwd: $6$saltsalt$9PDBehueUGAXTLE]6BFZASMDGh/XeQ6QPbf9HYLU3RIfHI1
# The hash -- not the password itself -- of the password you
want
# to use for this user. You can generate a safe hash
via:
# mkpasswd --method=SHA-512 --rounds=4096
lock-passwd: false # Defaults to true. Lock the password to disable password login
# Set to false if you want to password login
homedir: /home/admin # Optional. Set to the local path you want to use. Defaults to

/home/<username>
sudo: ALL=(ALL) ALL # Defaults to none. Set to the sudo string you want to use

ssh pwauth: True # Defaults to False. Set to True if you want to enable password
authentication for sshd.
write files:
# ESC Configuration
- path: /opt/cisco/esc/esc-config/esc-config.yaml
content: |
resources:
confd:
init_aaa users:
- key: c3NoLXJzYSBBQUFBQjNOemFDMX1jMkVBQUF
passwd: $6Srounds=40965adWFd7LUn2PEUPWtWP15tCD7p09%bae672T1
option: start-phaseO
escmanager:
open ports:
- '8080"
- '8443"
url:
- http://0.0.0.0:8080/ESCManager
- https://0.0.0.0:8443/ESCManager
esc_service:
type: group
# Params
- path: /opt/cisco/esc/esc-config/esc params.conf
content: |
default.active vim=CSP
default.enable cascade deletion=true
# Networking
- path: /etc/sysconfig/network-scripts/ifcfg-eth0
content: |
DEVICE="eth0O"
BOOTPROTO="none"
ONBOOT="yes"
TYPE="Ethernet"
USERCTL="yes"
IPADDR="VAR NETWORKO IPADDR"
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NETMASK:"VAR_NETWORKO_NETMASK"
GATEWAY:"VAR_NETWORKO_GATEWAY"
DEFROUTE="yes"
NM_CONTROLLED:"HO"
IPV6INIT="no"
IPV4_FAILURE_FATAL:"yeS"
bootcmd:
- [ cloud-init-per, once, disable ipv6_ethO, sh, -c, "echo net.ipvé6.conf.ethO.disable ipvé
=1 >> /etc/sysctl.conf"]
- [ cloud-init-per, once, update host name, sh, -c, "echo VAR LOCAL HOSTNAME >>
/etc/hostname && hostnamectl set-hostname VAR LOCAL HOSTNAME"]
- [ cloud-init-per, once, update hosts, sh, -c, "echo 127.0.0.1 VAR LOCAL HOSTNAME >>
/etc/hosts"]
- [ cloud-init-per, once, add name_ server, sh, -c, "echo nameserver VAR NAMESERVER IP
>> /etc/resolv.conf"]
- [ cloud-init-per, once, add ntp server, sh, -c, "echo server VAR NTP_SERVER iburst >>
/etc/ntp.conf"]

- [ cloud-init-per, once, enable ecdsa-sha2-nistp521, sh, -c, "/usr/bin/ssh-keygen -f
/etc/ssh/ssh host ecdsa 521 key -t ecdsa -b 521 -N ''"]

- [ cloud-init-per, once, enable ecdsa-sha2-nistp384, sh, -c, "/usr/bin/ssh-keygen -f
/etc/ssh/ssh host ecdsa 384 key -t ecdsa -b 384 -N ''"]

- [ cloud-init-per, once, enable ssh rsa, sh, -c, "sed -i '/ssh host rsa key/s/"#//g'
/etc/ssh/sshd config"]

runcmd:

- [ cloud-init-per, once, apply network config, sh, -c, "systemctl restart network"]
- [ cloud-init-per, once, stop_chronyd, sh, -c, "systemctl stop chronyd;systemctl disable
chronyd"]

- [ cloud-init-per, once, start ntp, sh, -c, "systemctl enable ntpd;systemctl start

ntpd"]

- [ cloud-init-per, once, set timezone, sh, -c, "timedatectl set-timezone VAR TIMEZONE"]

- [ cloud-init-per, once, confd keygen root, sh, -c, "/usr/bin/escadm confd keygen --user
root"]

- [ cloud-init-per, once, confd keygen admin, sh, -c, "/usr/bin/escadm confd keygen

—--user admin"]

- [ cloud-init-per, once, esc_service start, sh, -c, "chkconfig esc service on && service

esc_service start"] # You must include this line
day0 7 7 A VERERTA TEBI P2 =T =X L LRRBTIET 2T VA X —T A AD
B2 R LET,

ESC TlX, M IPv4 2L TA —H Ry bR_R—ZXDOYHR Y NT—T TR AR ETE
ij_o

#cloud-config

users:
- name: admin # The user's login name
gecos: admin # The user name's real name
groups: esc-user # add admin to group esc-user
passwd: $6$saltsalt$9PDBehueUG4AXTLE]6BFZASMDGh/XeQ6QPbf9HYLU3RifHI1
# The hash -- not the password itself -- of the password you
want
# to use for this user. You can generate a safe hash
via:
# mkpasswd --method=SHA-512 --rounds=4096
lock-passwd: false # Defaults to true. Lock the password to disable password login
# Set to false if you want to password login
homedir: /home/admin # Optional. Set to the local path you want to use. Defaults to

/home/<username>
sudo: ALL=(ALL) ALL # Defaults to none. Set to the sudo string you want to use

ssh pwauth: True # Defaults to False. Set to True if you want to enable password
authentication for sshd.

write files:

# ESC Configuration
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- path: /opt/cisco/esc/esc-config/esc-config.yaml
content: |
resources:
confd:
init aaa users:
- key: c3NoLXJzYSBBQUFBQJjNOemFDMX1jMkVBQUF
passwd: $6Srounds=4096$adWFd7LUn2PEUPWtWP15tCD7p09%bae672T1
option: start-phaseO
escmanager:
open_ports:
- '8080"
- '8443"
url:
- http://0.0.0.0:8080/ESCManager
- https://0.0.0.0:8443/ESCManager
esc_service:
type: group
# Params
- path: /opt/cisco/esc/esc-config/esc params.conf
content: |
default.active vim=CSP
default.enable cascade_deletion=true
# Networking
- path: /etc/sysconfig/network-scripts/ifcfg-eth0
content: |
DEVICE="eth0O"
BOOTPROTO="none"
ONBOOT="yes"
TYPE="Ethernet"
USERCTL="yes"
IPADDR:"VAR_NETWORKO_IPADDR"
NETMASK:"VAR_NETWORKO_NETMASK"
GATEWAY:"VAR_NETWORKO_GATEWAY"
DEFROUTE="yes"
NM_CONTROLLED:"HO"
IPVGINIT="no"
IPV4_FAILURE_FATAL:"yeS"
- path: /etc/sysconfig/network-scripts/ifcfg-ethl
content: |
DEVICE="ethl"
BOOTPROTO="none"
ONBOOT="yes"
TYPE="Ethernet"
USERCTL="yes"
IPADDR:"VAR_NETWORKI_IPADDR"
NETMASK:"VAR_NETWORKI_NETMASK"
GATEWAY:"VAR_NETWORKI_GATEWAY"
DEFROUTE="no"
NM_CONTROLLED:"HO"
IPVGINIT="no"
IPV4_FAILURE_FATAL:"yeS"
bootcmd:
- [ cloud-init-per, once, disable ipv6_ethO, sh, -c, "echo net.ipvé6.conf.ethO.disable ipvé
=1 >> /etc/sysctl.conf"]
- [ cloud-init-per, once, update host name, sh, -c, "echo VAR LOCAL HOSTNAME >>
/etc/hostname && hostnamectl set-hostname VAR LOCAL HOSTNAME"]
- [ cloud-init-per, once, update hosts, sh, -c, "echo 127.0.0.1 VAR LOCAL HOSTNAME >>
/etc/hosts"]
- [ cloud-init-per, once, add name_ server, sh, -c, "echo nameserver VAR NAMESERVER IP
>> /etc/resolv.conf"]
- [ cloud-init-per, once, add ntp server, sh, -c, "echo server VAR NTP_SERVER iburst >>
/etc/ntp.conf"]
- [ cloud-init-per, once, enable ecdsa-sha2-nistp521, sh, -c, "/usr/bin/ssh-keygen -f
/etc/ssh/ssh host ecdsa 521 key -t ecdsa -b 521 -N ''"]
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ATy T

ATy T2

Elastic Services Controller f > X2 > XM CSP 2100 ~DA VX k—)L .

- [ cloud-init-per, once, enable ecdsa-sha2-nistp384, sh, -c, "/usr/bin/ssh-keygen -f
/etc/ssh/ssh host ecdsa 384 key -t ecdsa -b 384 -N ''"]

- [ cloud-init-per, once, enable ssh rsa, sh, -c, "sed -i '/ssh host rsa key/s/"#//g'
/etc/ssh/sshd config"]

runcmd:

- [ cloud-init-per, once, apply network config, sh, -c, "systemctl restart network"]

- [ cloud-init-per, once, stop_chronyd, sh, -c, "systemctl stop chronyd;systemctl disable
chronyd"]

- [ cloud-init-per, once, start ntp, sh, -c, "systemctl enable ntpd;systemctl start

ntpd"]

- [ cloud-init-per, once, set timezone, sh, -c, "timedatectl set-timezone VAR TIMEZONE"]
- [ cloud-init-per, once, confd keygen root, sh, -c, "/usr/bin/escadm confd keygen --user
root"]

- [ cloud-init-per, once, confd keygen admin, sh, -c, "/usr/bin/escadm confd keygen
—--user admin"]

- [ cloud-init-per, once, esc_service start, sh, -c, "chkconfig esc service on && service
esc_service start"] # You must include this line

day0 7 7 4 JLCERAT % ESC /AR T — FDER

Cloud-Tnitday0 7 7 A V& L TESC A VA XV A BT 54, /AT — KL, 7L—
VTHXRARTIE RNy Va2 L LTETHERS Y £7,

/\/V:L{lﬁéﬂf_/\XU**}‘%f/ﬁﬁi'é”é I%, mkpasswd > —/LZfEH LET, KIZ, mkpasswd
V=L EFH LT, Ny alb SN AT — REERT A0 2R LET,

~$ mkpasswd --method=SHA-512 --rounds=4096
Password:
$6Srounds=40965Y01 1pRsFOS$1 TS5SAMI6z8WENM] 8TKMAInbl giweb/UChmrsQs3aspx87 . yUuuhxKk2XScOkerixpgDSFOSLECS5kz TS5t 2xGKLL

FIE

CSPADAI—HFT—2IT7/4ILDT7yTA—FK

ESC # B+ 2101, 2—VFT—H 757 AV EFTCSP /—RNIZT v 7 u—RKTAH30END
nE9,

GE) A A=Vl day0 7 7 A NET v T a— R 58, D LBV TI, Josplrepository
scp user-data-esc admin@<CSP_IP ADDRESS>:/osp/repository

ESC VM )R RE
ESCVM Z7HR A 45 CSP / — FIZEREEND LI ICREEZWET ILENDH Y £,

/k_\ TN A L E—T e AFAORERT—ZETF N ERLET, TaT Al EZ—TxA
iﬁ/\bi 2ODA K — 7:1:4’?(7%3?)@&@— <name>ESC-SA-2-IF</name>

<?xml version="1.0"?2>
<services xmlns="http://www.cisco.com/ns/test/service">
<service>
<name>VAR_SERVICE_NAME</name>
<memory>8192</memory> <!-- minimum 8G -->
<numcpu>4</numcpu> <!-- minimum 4 -->
<disk size>30.0</disk size> <!-- minimum 30G -->
<disk-resize>true</disk-resize>
<iso name>ESC-5 0 0 xxx</iso name> <!-- the name of the ESC image already on the CSP
__> - -0 -
<power>on</power>
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ATvT3

ATvT4

ATy T5

<ip>172.20.117.40</ip>

<!-- add the ip for display in the CSP web/console interfaces -->
<vnc_password>passwordl</vnc password>
<!-- to secure the VNC console session -->
<vnics>
<!-- This interface aligns with ethO in the user-data file -->
<vnic>
<nic>0</nic>
<vlan>1</vlan>

<tagged>false</tagged>

<type>access</type>

<passthrough mode>none</passthrough mode>

<model>virtio</model>

<network name>VAR NETWORKO NAME</network name>
</vnic>
<!-- This interface aligns with ethl in the user-data file -->
<!-- If not using 2 interfaces, this vnic block can be removed -->
<vnic>

<nic>1</nic>

<vlan>1</vlan>

<tagged>false</tagged>

<type>access</type>

<passthrough mode>none</passthrough mode>

<model>virtio</model>

<network name>VAR NETWORK1 NAME</network name>

</vnic>
</vnics>
<disk type>ide</disk type>
<day0_filename>user-data-esc</day0_filename> <!-- this name MUST match the name of
the file that was copied to the CSP -->
<dayO-dest-filename>user-data</day0-dest-filename> <!-- mandatory value -->
<dayO-volume-id>cidata</day0-volume-id> <!-- mandatory value -->
</service>
</services>
BREDEE

(ConfD &™) Netconf => Y —/ LV Z&FEH LT, CSP /— KTESC #/E L E7,

$ netconf-console --port=2022 --host=<CSP_IP_ADDRESS> --user=CSP_ADMIN USERNAME
--password=CSP_ADMIN PASSWORD --edit-config=deployESCHAl.xml

HA OE1E, 2B B D ESC OB ELXFFAH L Ca~vy RegyiKLET,
VIM a7 2 DEHTE
ESC @ L7256, VIM a7 X &R ELE T,

CSPICESCH#A VA M—NTBE. T 74/ T VIM 2327 ZXBEMENEH A, VNF
PEBET AL, VIM 237 X E2ERTH2LERH Y £,

VIM 39 42 MM

A VA M= NAHEDOVIM AR 7 X OFE, BELOVIM 27 X OFBEROEAIZOWTIE,  [Cisco
Elastic Services Controller User Guidell @ [Managing VIM Connectors] &2 LT 72 &0,
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ESCHA 79 T4 TIRZ N DA VA =)L
CSPIZESC A A b=/ T 5HIT1E, day0 RIEZ 7 A /L& LTROEA T2 —H T —F % 1F
KT AMNENRHY £, HAOBEIX, VMZ L1207 7 A VEERTH2HEND D £97,
day0 7 7 A VT % ESC /XA U — ROLERRIZHOWTIL, ldayd 7 7 4 L TEAT % ESC
INAT—FOER] k7 a 2B L TLEEN,
WIZ, BRERTATBLVOP2—YF—% L LTdayd 7 7 A L&k 3% 7 — K 1 {2 ESC HA
TIT A TIARZ N, A VA M= DB ERLET,

user-data sample - HA Node 1
#cloud-config

users:
- name: admin # The user's login name
gecos: admin # The user name's real name
groups: esc-user # add admin to group esc-user
passwd: $6S$saltsalt$9PDBehueUGAXTLE]6BFZASMDGh/XeQ6QPbf9HYLU3RifHI1
# The hash -- not the password itself -- of the password you
want
# to use for this user. You can generate a safe hash
via:
# mkpasswd --method=SHA-512 --rounds=4096
lock-passwd: false # Defaults to true. Lock the password to disable password login
# Set to false if you want to password login
homedir: /home/admin # Optional. Set to the local path you want to use. Defaults to

/home/<username>
sudo: ALL=(ALL) ALL # Defaults to none. Set to the sudo string you want to use

ssh pwauth: True # Defaults to False. Set to True if you want to enable password
authentication for sshd.

write files:
# ESC Configuration
- path: /opt/cisco/esc/esc-config/esc-cfg.yaml

content: |
ha:
vri: VARiNETWORKoiKADVRI
mode: drbd
vip: VARiNETWORKoiKADVIP
vif: ethO
nodes:

- ipaddr: VAR NETWORKO IPADDR
- ipaddr: VAR NETWORKO IPADDR2
confd:
init aaa users:
- name: admin
passwd: $6$rounds=4096$adWFd7LUN2PEUPWtWP15tCD7p09%bae672T1
escmanager:
open ports:
- '8080"
- '8443"
url:
- http://0.0.0.0:8080/ESCManager
- https://0.0.0.0:8443/ESCManager
esc_service: {}
# Params
- path: /opt/cisco/esc/esc-config/esc params.conf
content: |
default.active vim=CSP
default.enable cascade deletion=true
# Networking
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- path: /etc/sysconfig/network-scripts/ifcfg-eth0
content: |
DEVICE="eth0O"
BOOTPROTO="none"
ONBOOT="yes"
TYPE="Ethernet"
USERCTL="yes"
IPADDR:"VAR_NETWORKO_IPADDR"
NETMASK:"VAR_NETWORKO_NETMASK"
GATEWAY:"VAR_NETWORKO_GATEWAY"
DEFROUTE="yes"
IPV6INIT="no"
IPV4_FAILURE_FATAL:"yeS"
bootcmd:
- [ cloud-init-per, once, disable ipv6_ethO, sh, -c, "echo net.ipvé6.conf.ethO.disable ipvé
=1 >> /etc/sysctl.conf"]
- [ cloud-init-per, once, update host name, sh, -c, "echo VAR LOCAL HOSTNAME >>
/etc/hostname && hostnamectl set-hostname VAR LOCAL HOSTNAME"]

- [ cloud-init-per, once, update hosts, sh, -c, "echo 127.0.0.1 VAR LOCAL HOSTNAME >>

/etc/hosts"]

- [ cloud-init-per, once, add name_ server, sh, -c, "echo nameserver VAR NAMESERVER IP

>> /etc/resolv.conf"]

- [ cloud-init-per, once, add ntp server, sh, -c, "echo server VAR NTP_SERVER iburst >>
/etc/ntp.conf"]

- [ cloud-init-per, once, enable ecdsa-sha2-nistp521, sh, -c, "/usr/bin/ssh-keygen -f

/etc/ssh/ssh host ecdsa 521 key -t ecdsa -b 521 -N ''"]

- [ cloud-init-per, once, enable ecdsa-sha2-nistp384, sh, -c, "/usr/bin/ssh-keygen -f

/etc/ssh/ssh host ecdsa 384 key -t ecdsa -b 384 -N ''"]

- [ cloud-init-per, once, enable ssh rsa, sh, -c, "sed -i '/ssh host rsa key/s/"#//g'

/etc/ssh/sshd config"]

runcmd:

- [ cloud-init-per, once, apply network config, sh, -c, "systemctl restart network"]

- [ cloud-init-per, once, stop_chronyd, sh, -c, "systemctl stop chronyd;systemctl disable
chronyd"]

- [ cloud-init-per, once, start ntp, sh, -c, "systemctl enable ntpd;systemctl start

ntpd"]

- [ cloud-init-per, once, set timezone, sh, -c, "timedatectl set-timezone VAR TIMEZONE"]

- [ cloud-init-per, once, confd keygen root, sh, -c, "/usr/bin/escadm confd keygen --user
root"]

- [ cloud-init-per, once, confd keygen admin, sh, -c, "/usr/bin/escadm confd keygen

—--user admin"]
- [ cloud-init-per, once, esc_service start, sh, -c, "chkconfig esc service on && service

esc_service start"] # You must include this line

FIE

CSPADAI—HYT—R2IT7AIILOT7vFO—F

ESC # B+ 2101, 2—VFT—H 757 ANV EFTCSP /—RNIZT v 7 u—RKTAH30END
D E£9,

GE) AA=VEday0 7 7 A NET v — RTH3RF, RO LIV TH, /osp/repository

scp user-data-esc-ha-1 CSP_ADMIN USERNAME@<CSP_IP_ADDRESS>:/osp/repository

scp user-data-esc-ha-2 CSP_ADMIN USERNAME@<CSP_IP_ADDRESS>:/osp/repository

ESC VM )R RE
ESCVM Z7HR A 45 CSP / — FIZEREEND L) ICREEZTRET DLENDH Y £,
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deployESC-HA-1.xml

<?xml version="1.0"?2>

<services xmlns="http://www.cisco.com/ns/test/service">
<service>

<name>VAR_SERVICE_NAME</name>

<memory>8192</memory> <!-- minimum 8G -->

<numcpu>4</numcpu> <!-- minimum 4 -->

<disk size>30.0</disk size> <!-- minimum 30G -->

<disk-resize>true</disk-resize>

<iso name>ESC-5 0 0 xxx</iso name> <!-- the name of the ESC image already on the CSP

-—>

<power>on</power>
<ip>172.20.117.40</ip>

<!-- add the ip for display in the CSP web/console interfaces -->
<vnc_password>passwordl</vnc_ password>
<!-- to secure the VNC console session —-->
<vnics>
<!-- This interface aligns with eth0O in the user-data file -->
<vnic>
<nic>0</nic>
<vlan>1</vlan>

<tagged>false</tagged>

<type>access</type>

<passthrough mode>none</passthrough mode>

<model>virtio</model>

<network name>VAR NETWORKO NAME</network name>
</vnic>
<!-- This interface aligns with ethl in the user-data file -->
<!-- If not using 2 interfaces, this vnic block can be removed -->
<vnic>

<nic>1</nic>

<vlan>1</vlan>

<tagged>false</tagged>

<type>access</type>

<passthrough mode>none</passthrough mode>

<model>virtio</model>

<network name>VAR NETWORKl NAME</network name>

</vnic>
</vnics>
<disk type>ide</disk type>
<day0_ filename>user-data-esc</day0_ filename> <!-- this name MUST match the name of
the file that was copied to the CSP -->
<dayO-dest-filename>user-data</day0-dest-filename> <!-- mandatory value -->
<dayO-volume-id>cidata</day0-volume-id> <!-- mandatory value -->
</service>
</services>

W2, J—FR2TOESCHA TV F 4 TIAZ A DT — X EF NV ERLET,

deployESC-HA-2.xml

deployESC-HA-1.xml

<?xml version="1.0"?2>

<services xmlns="http://www.cisco.com/ns/test/service">
<service>

<name>VAR SERVICE NAME</name>

<memory>8192</memory> <!-- minimum 8G -->

<numcpu>4</numcpu> <!-- minimum 4 -->

<disk size>30.0</disk size> <!-- minimum 30G -->

<disk-resize>true</disk-resize>

<iso name>ESC-5 0 0 xxx</iso name> <!-- the name of the ESC image already on the CSP

-—>

<power>on</power>
<ip>172.20.117.40</ip>
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<!-- add the ip for display in the CSP web/console interfaces -->
<vnc_password>passwordl</vnc_ password>
<!-- to secure the VNC console session -->
<vnics>
<!-- This interface aligns with ethO in the user-data file -->
<vnic>
<nic>0</nic>
<vlan>1</vlan>

<tagged>false</tagged>

<type>access</type>

<passthrough mode>none</passthrough mode>

<model>virtio</model>

<network name>VAR NETWORKO NAME</network name>
</vnic>
<!-- This interface aligns with ethl in the user-data file -->
<!-- If not using 2 interfaces, this vnic block can be removed -->
<vnic>

<nic>1</nic>

<vlan>1</vlan>

<tagged>false</tagged>

<type>access</type>

<passthrough mode>none</passthrough mode>

<model>virtio</model>

<network name>VAR NETWORK1 NAME</network name>

</vnic>
</vnics>
<disk type>ide</disk type>
<day0_ filename>user-data-esc</day0_filename> <!-- this name MUST match the name of
the file that was copied to the CSP -->
<dayO-dest-filename>user-data</day0-dest-filename> <!-- mandatory value -->
<dayO-volume-id>cidata</day0-volume-id> <!-- mandatory value -->
</service>
</services>
BREDEE

(ConfD &™) Netconf = >V —/V&FEH LT, CSP /— KTESC #/E L E7,

$ netconf-console --port=2022 --host=<CSP_IP_ADDRESS> --user=<CSP_ADMIN USERNAME>
--password=<CSP_ADMIN PASSWORD> --edit-config=deployESC-HA-1.xml

$ netconf-console --port=2022 --host=<CSP_IP_ADDRESS> --user=<CSP_ADMIN USERNAME>
--password=<CSP_ADMIN PASSWORD> --edit-config=deployESC-HA-2.xml

VIM O3 2 DEKRE
ESC BNEEI L6, VIM a3 7 X2 RELET,

CSPICESCH#A VA M—T5E. T 74/ T VIM 227 ZIXBEMENEH A, VNF
FEBT AL, VIM a3 7 X E2ERTALERH Y £,

VIM a9 2 Mi1EM

A VA M= NAEDOVIM IR 7 X OFRE, BELOVIM 227 X OFBOEAIZOWTIE,  [Cisco
Elastic Services Controller User Guidell ® [Managing VIM Connectors] %2 L T< 72 X0,
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csP2100 > TLT 7 A LcEAShaEHUZ

CSP2100 DY > TIL T 7AILTHERHAINBZEH) X F

D= F—H T A NEAERT HHAR ESC ARET 55 A. YT T s A LTS R

TWDLROEL Y A b OMEEERT DLENRHY 7,

RIEHIR L

P

S]]

VAR TIMEZONE

ESCZ/ vy /7 TEH SN XA LY —

VAR_SERVICE NAME

CSP @ ESC —E x4,

VAR_NTP_SERVER

NTP #—/"D P T KL X

VAR_NETWORK1 NETMASK

ethl { > X —T =2 A ADF v h~RA7 (F=
TNA v H—TxA A ESC)

VAR NETWORK1 NAME

ESC D ethl A > % —7 = A ANTE(ET S CSP
toxy V-4 (TaTAAL v H—Tx
4 A ESC)

VAR NETWORK1 IPADDR

ethl f 2 X —T 2 ZADIPT FL A (Fa7
A B —T x4 A ESC)

VAR NETWORK!1 GATEWAY

ethl f > Z—T A ZADHF— T xA (F=
TIA A —T A A ESC)

VAR NETWORKO NETMASK

ethO f VX —T =2 ADX Yy h~ ARV

VAR _NETWORKO NAME

ESC @ eth0 £ > % — 7 = A AN{FELET 5 CSP
toxry vNU—s4

VAR NETWORKO KADVRI

HA IZfEfl &5 VRRP ID, HA X7 D%~

Fy NWT—ETHOIMNERH Y, WHDESC
THEHAENTWAS LD L [F UETH HLEN
HoET,

HPEIT 1~ 254 T,

VAR NETWORKO KADVIP

BUEDT 77 4 7 ESC IZHEft 3 % HA X7 D
VIP

VAR NETWORKO IPADDR2

MO ESC Deth0 A > ¥ —7 = A AZE Y Y4
SN7-IPT RLA

VAR NETWORKO IPADDR

ESCOIPT RL A (eth0 A > & —7 = A R)

VAR _NETWORKO GATEWAY

ethO f VX —T =2 A ADF—FTxA
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VAR _NAMESERVER_IP DNS #— D IP 7 KL &

VAR _LOCAL HOSTNAME ESC D7k A 4
CSP_IP_ADDRESS 4% CSP2100 D IP 7 K L A
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5 19 =

D-MONADD7 v 745 L—F
«D-MONA O7 v 77 L—FK (125 =)

D-MONAD7 v 79U L— Kk

ESC5.7 U U—ALIFE. D-MONA £ > AX LV AEFLINWA— a7 v 77 L— R TxF
9, D-MONA &7 v 77 L— R4 5{21%, WOFIEEZHHLET,

* XML 7 7 A )LD <image> # 773 D-MONA A A =YD L= 9 VESZRLTND Z

AR LET,
s ZNENDD-MONA A A=V PMIMEA V7T ANT 7 F v ~F—V % (OpenStack) 2%
SN TWDZ EEMRLET,

ZDH%, WDa~vr FeEITLET,
esc_nc_cli edit-config <dmona.xml>

T ST L— RpET 5 & ESC I X - T VM_UPDATED ¥ X O SERVICE_UPDATED i %/
WAERSNET, RIHIZRLET,

2022-03-02 15:47:24.948 INFO ===== SEND NOTIFICATION STARTS =====

2022-03-02 15:47:24.948 INFO Type: VM UPDATED

2022-03-02 15:47:24.948 INFO Status: SUCCESS

2022-03-02 15:47:24.948 INFO Status Code: 200

2022-03-02 15:47:24.948 INFO Status Msg: VM image Updated. VM name:

[dmona2 Grpl O 6cl4ce01-82d4-40ca-a8bb-dce97f99%eeae], new Image: [ESC-5 7 0 64]
2022-03-02 15:47:24.948 INFO Tenant: admin

2022-03-02 15:47:24.948 INFO Deployment ID: 47831c9f-2323-431f-b7ea-748891d23430
2022-03-02 15:47:24.949 INFO Deployment name: dmona?2

2022-03-02 15:47:24.949 INFO VM group name: Grpl

2022-03-02 15:47:24.949 INFO User configs: 1

2022-03-02 15:47:24.949 INFO VM Source:

2022-03-02 15:47:24.949 INFO VM ID: 0f5b4ba3-bf05-4cd8-bde8-1604102ef261
2022-03-02 15:47:24.949 INFO VM Name: dmonaZ2 Grpl 0 6cld4ce01-82d4-40ca-a8bb-dce97f99%eeae
2022-03-02 15:47:24.949 INFO VM Name (Generated):

dmona2 Grpl 0 6cld4ce(01-82d4-40ca-a8bb-dce97f99%eecae

2022-03-02 15:47:24.949 INFO Host ID:
dab2a418b071996c15dc91ec9f11b925890028e65ce7314aae40640a

2022-03-02 15:47:24.950 INFO Host Name: my-ucs-54

2022-03-02 15:47:24.950 INFO ===== SEND NOTIFICATION ENDS =====

2022-03-02 15:47:25.113 INFO
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2022-03-02 15:47:25.113 INFO ===== SEND NOTIFICATION STARTS =====

2022-03-02 15:47:25.113 INFO Type: SERVICE_UPDATED

2022-03-02 15:47:25.114 INFO Status: SUCCESS

2022-03-02 15:47:25.114 INFO Status Code: 200

2022-03-02 15:47:25.114 INFO Status Msg: Service group update completed successfully
2022-03-02 15:47:25.114 INFO Tenant: admin

2022-03-02 15:47:25.114 INFO Deployment ID: 47831c9f-2323-431f-b7ea-748891d23430
2022-03-02 15:47:25.114 INFO Deployment name: dmona2

2022-03-02 15:47:25.115 INFO ===== SEND NOTIFICATION ENDS =====

R ThRF :

VM_UPDATED -200 - success message
SERVICE UPDATED -200 - success message

KA

VM _UPDATED -500 - failure message
SERVICE UPDATED -500 - failure message

T o7 T L— RIZKRIMUIESGEIE, sk E R CFIEEZ Y KL T, D-MONA % LARiD/X— g
NeHE T T L— R LUET,

\)

(GE) *D-MONADT v 77 L— KX, (KA 7T AT 7 F ¥ ~v3x— v & LTODOpenStack
TOHIEREL £7,

T I L —RFF g IID-MONAICOLEH S, o VNFICITmEA S EH A,

7L Z1E, D-MONA/X— g V& Esc-a b c df A—VICT v 77 L—RT521E, XML7 7
ANDA A=V EEHF L, KOa<w REMHLTD-MONA %7 v 77 L—RKLET,

esc_nc_cli edit-config <dmona.xml>

<esc_datamodel xmlns="http://www.cisco.com/esc/esc">
<tenants>
<tenant>
<name>admin</name>
<deployments>
<deployment>
<name>dmona2</name>
<vm_group>
<name>Grpl</name>
<image>ESC-a_b c_d</image>
<flavor>ml.medium</flavor>
<bootup time>600</bootup time>
<recovery wait time>0</recovery wait time>
<recovery policy>
<recovery type>AUTO</recovery type>
<max retries>1</max retries>
<action_on_recovery>REDEPLOY ONLY</action on_recovery>
</recovery policy>
<interfaces>
<interface>
<nicid>0</nicid>
<network>esc-net</network>
</interface>
</interfaces>
<kpi_data>
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<kpi>
<event name>VM ALIVE</event name>
<metric value>l</metric value>
<metric cond>GT</metric cond>
<metric type>UINT32</metric type>
<metric collector>
<type>HTTPGET</type>
<nicid>0</nicid>
<poll frequency>5</poll frequency>
<polling unit>seconds</polling unit>
<continuous_alarm>false</continuous_alarm>
<properties>
<property>
<name>protocol</name>
<value>https</value>
</property>
<property>
<name>port</name>
<value>8443</value>
</property>
<property>
<name>path</name>
<value>mona/vl/health/status</value>
</property>
</properties>
</metric collector>
</kpi>
</kpi data>
<rules>
<admin_ rules>
<rule>
<event name>VM ALIVE</event name>
<action>ALWAYS log</action>
<action>TRUE servicebooted.sh</action>
<action>FALSE recover autohealing</action>
</rule>
</admin_ rules>
</rules>
<config data>
<configuration>
<dst>--user-data</dst>
<file>file:///opt/cisco/esc/esc-config/dmona/user-data.template</file>
<variable>
<name>vm_credentials</name>

<al>$6Srounds=40963T RNETV2uS0SHCEKGRABonAR/NS 105M7J21 2 RAC] 70 UYSST. . OeTo kv AR ANGVEMZY kOB GRIBVYRNC/ wGodp2Z5K g /</val>

</variable>
</configuration>
<configuration>
<dst>/opt/cisco/esc/mona/dmona.crt</dst>
<data>$DMONA_CERT</data>
</configuration>
<configuration>
<dst>/opt/cisco/esc/mona/config/application-dmona.properties</dst>

<file>file:///opt/cisco/esc/esc-config/dmona/application-dmona.template</file>
<variable>
<name>monitoring.agent</name>
<val>true</val>
</variable>
<variable>
<name>security basic enabled</name>
<val>true</val>
</variable>
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<variable>
<name>security user name</name>
<val>dmona</val>

</variable>

<variable>
<name>security user password</name>
<val>defaultUser</val>

</variable>

<variable>
<name>monitoring.agent.instance.name</name>
<val>D-MONA-OTTAWA</val>

</variable>

<variable>
<name>monitoring.agent.instance.id</name>
<val>D-MONA-123</val>

</variable>

<variable>
<name>monitoring.agent.api.key</name>
<val>233</val>

</variable>

<variable>
<name>notification.url</name>
<val> https://<ESC_VM IP:8443/ESCManager/v0/api/events/notif</val>

</variable>

<variable>
<name>monitoring.agent.vim.mapping</name>
<val>false</val>

</variable>

</configuration>
</config data>
</vm_group>
</deployment>
</deployments>
</tenant>
</tenants>
</esc_datamodel>

D-MONA O7 v 77 L— KM52 T L. SERVICE UPDATED DOJ§Zhi@n s % J i -7- 56, =—
Pz MIFHLWAA—DT (A7 —EZRR—=V 30256 FTOaALEa—T 400
APIZMEA L C) FMEIL, FRESCIEFTRTOEHRAL—LVEHFEHRA L Co—Y = &
HLET, TOD, VNF OEMIL, 7 v 77 L— RETOIREEN Skt SV E .,

\}

GE) D-MONAZ—Y x> bDT v 77 L— RBHET LTV AL, BRSO VNFITEAR S E
H A, TILH D VNF O Z G T 20BN H D51, JloEHRT—Y =2 F (D-MONA
F TR MONA) ICEMRERBITT A Z E2Mmat LT ESn,
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(GE)  cloud-initday-0 2> 7 4 ¥ =2 L— a3 v 7y A VEELT DAL, [fRE L2 (donotedit) ]
Avb—VEBEHT L L 2BEO L ET,

s A HDESC TA WA I IViEmE (131 =)

«BSC NAT— ROZEHE (132 X—)

« Cisco Elastic Services Controller TO SN AIHE/RFRGEE Y = —/L (PAM) R — N DOFEE
(137 =)

* Cisco Elastic Services Controller Z ID HH 7 74 7 b & L THE (139 X—)

« REST ZROFEFE (141 ~<X—)

« OpenStack 2 7 A MEWMOFRE (145 <X—)

« ESC T® Barbican 7 71 7> b DFZhME (151 _X—)

cVPCHRY 2—LDAT—V 7 (151 =)

e L— KT = A JLTOH MONA DFEFT (152 ~X—)

*MONA /L— F V= A LDA A=/ (153 =)

« ESC (B~ DOF&EE (153 ~2—)

« ESC % E LA > A b — VIR EEDOHERE (157 ~—)

«ESC R—HF)L~Dua /A (159 ~<—)

O0A4A>FDESC A T7H4 9 L@

SSHERHTESCIiZu /A v 95L, FOHDAv®—VIZT7A4 7 A 71D T (BoL) F7-
AR —FET (EoS) OBHNEENDIHENH Y £9, ESC DFN—T 3 id, IRO/—
TardDU Y —RHIZELIZ/Z2D I LICHEBELTLEE, 2720, 2L, Y7 b7 R
BUEEILSNTVWA I EEZE®RT 20 TIERL, YAaBHiln—ra VEREEL TS Z
EEBEWLET, HE AvE—VICH#H I WD EBY, YT UT AT ANy
FOVR—FEV Y —RT@HE EBY SN E T, RICHZRLET,
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AYRb=LEDERY |

$ ssh admin@ESC_IP

*** ESC NOTICE: ESC 5.7 EOL on 29 July 2022 **x*
*** Please note that this version continues to be supported until 29 January 2026 ***

admin@ESC_IPS

EoS A2 30 HiZIZ/e D &, S HITHEANFERINET,

***% ESC NOTICE: Support for ESC 5.7 ends on 29 January 2026 ***
*** Please contact your Cisco Account Manager for details on how to upgrade ***

INHOEHEICEY  ZALY) =T v 7T L—RL, &HOEEEY hetXxa T 0y
FaeAA A=V THILENRTEET,

ESC/\XJ—KDZEHE

Wil e 7' A VERCIX, T 7 4V OSSR T — REBHIMICEFE T2 0ERH Y £9, R—H L
TlE, ZOFEEANANZATLHZEIEITES, 774NV EONRAY—REEETLHETIO
R=VIZRD F4, NRAU—FREZODTEFRLEE, 207y arThHES TS FIEE
FHL TSR = RE2ERTEET, o, 2—FPERO T IOV ELITY T E2FF->T0 5D
A, ¥R —FR 2B Eoa sy Pa—Fnhbu L LTWARE, =2—HFD 1 A
WIRAT—REEETHE, REN A7 S5, HLOWIRAT—REFANT L L HITKD
bNET, 22—V a  rOFDHMBRIT 1M THLZD, 2—FRKR—F /L TIR/T Z
T4 T TRWGEE, A= ity a rZHRONICL, 2—FIEHe /A T 530ER S
NFET, NRAT—=RFEENEEHEEIZ. NAU—REZEHLZD, FUoXLIERLEZVTHE
EHTEET,

ZITIE, NARY = REEET L HEZOWTRA L,
REST D :

sudo escadm rest set --username {USERNAME} --password {PASSWORD}

ETSI O] :

sudo escadm etsi set --rest user {USERNAME:PASSWORD}

aAXKRSA A2 —D x4 X%EEALT=ConfD Netconf/CLI EIEE /AT —FDZEHRE

ESC %A VA h—/L L7, Confd GHE AT — RAEEFITHIZE. WOTFIEEFETLE
j‘o

confd cli 72 £ ® confd =~ > RiFFEITTZ XA, confd cli -uadmin X, sshadmin@localhost
p2024 o~ Ric@EEMZ BNET,

ESC DA A b=V DOV T, [QCOW A *— T %ffif L7z Cisco Elastic Services
Controller DA > A h—/L] #HBL T &V,

BHET I MO confDcli IZ27 7 AT AHI21%, ROFINEZFEITLET,

admin@esc$ ssh admin@localhost -p 2024
admin@localhost's password: *****xx
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&M

ATy T2

ATvT3

ATvT4

ATy TH

ESC (24517 % ContD AR Y EA1—4 7 L—ToteR [

admin connected from 127.0.0.1 using ssh on esc
admin@esc>

FIE

ESCVM ica 74 LE7,

$ ssh USERNAME@ESC IP

BHEL—FITH OB ET,

[admin@esc-ha-0 esc]$ sudo bash
[sudo] password for admin:

ConfDCLI # 1 — R L £,

$ /opt/cisco/esc/confd/bin/ssh admin@localhost -p 2024

BLWEHEANZAT —RERELET,

$ configure
$ set aaa authentication users user admin password <new password>

EENEZRIFLET,

$ commit

ESC (2815 ConfD DAY BERI—F T IL—TDERK

ESC @ ConfD /&, readonly &\ 9 ZETOH LW IL—THEATSH Z L TSN TWET,
PR FIH T N—T DA N—D AL, HREDST 27200 T, HRZEE S 52 L13T
XEHA,

Bootvm D1 —/L-4 & LT lreadonly] %M T& £ F, KROHIL, ConfD T2 AD=—H%AE
R D GEEZR L TWET, 1 DFEEEENT, &9 1 DEFHARY EHTT,

# bootvm.py name-500-105-100 --user confd pass admin:admin --user confd pass
readonly:readonly::readonly --user pass admin:admin --image ESC-5 0 0 105 --net network

HA A/A TiX, aa-day0.yaml ® 7 /L —7% L LC [readonly) Z#fHTEET, WBHFNZ/RD F
ﬁ‘o

confd:
init aaa users:
- group: readonly
name: admin
passwd: $6$rounds=4096$Ps1JIjKihRTFS$fo8XPBXxwEHJWWEN1XDn0O269r 1 hAXxAhWRBC
PBfGnZxylgM3QMxcN8jJ6guWt9Bu.ZkWdPt3hr00ghO73Wr3iDHbO

ESCvm MR 721412, confd DRt ALY B2 —V 2{ERTH 2 L b TEEF, RO FIE
TiE, Ttest)] EWVVHARID confd Fe ALY L —H & Ttest)] EWVVH XA T— REERLE
7,

[root@name-500-155 admin]# /opt/cisco/esc/confd/bin/ssh admin@localhost -p 2024
admin connected from 127.0.0.1 using console on name-500-155
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B escic55% confd OBARYERL—F I L—TOER

admin@name-500-155> configure

Entering configuration mode private

[ok] [2019-12-06 18:17:39]

[edit]

admin@name-500-155% set aaa authentication users user test uid 9000 gid 9000 password
$0Stest homedir /var/confd/homes/test ssh_keydir /var/confd/homes/test/.ssh
[ok] [2019-12-06 18:19:15]

[edit]

admin@name-500-155% set nacm groups group readonly user-name test
[0k][2019-12-06 18:19:41]

[edit]

admin@name-500-155% commit

Commit complete.

[0k][2019-12-06 18:19:47]

[edit]

admin@name-500-155%

OBV EHEHA 22— L LT, VE—FTConfDIZT 7R THZ L TEET,

name@my-server-39:~$ ssh -p 2024 readonly@172.29.0.57
readonly@172.29.0.57's password:
readonly connected from 172.16.103.46 using ssh on name-500-156
readonly@name-500-156> configure
Entering configuration mode private
[ok] [2019-12-13 16:15:33]
[edit]
readonly@name-500-156% show esc_datamodel
tenants {
tenant admin {
description "Built-in Admin Tenant";
managed_resource false;
vim mapping true;
}
}
[ok] [2019-12-13 16:15:38]
[edit]

FEAEY FHO ConfD 7 /V—F T S, BRMEREZ VI LT 5546, ConfD @ ESC b
TIRBAERZ T —NEEINET, RIZ, T7BAEREZ T —A v —YOWZRLET,

$ esc nc_cli --user readonly --password ****** edit-config dep.xml

Configure

/opt/cisco/esc/confd/bin/netconf-console --port=830 --host=127.0.0.1 --user=readonly
—--password=****** ——edit-config=/tmp/d.xml

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="1">
<rpc-error>
<error-type>application</error-type>
<error-tag>access-denied</error-tag>
<error-severity>error</error-severity>
</rpc-error>
</rpc-reply>

ESC A PAM/IDM 42 L O ICRESNTWAEHEAIT, RO LI LET, IDM P — 3D
ZN—TF1%, ConfDD VN — Tz~ o Va3 nEd, LENo T, FHAMYEHa—F
X, IDM Z /v —7 Treadonly] IZ~¥ v BV 7T HMLERH Y F7°,

YAz R L E T
$ ipa group-find =--all readonly

1 group matched
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Esc Confd ¢l 7 & £ 2 %R ]

dn: cn=readonly,cn=groups,cn=accounts,dc=linuxsysadmins,dc=1local

Group name: readonly

GID: 5003

Member users: readonly

ipantsecurityidentifier: S-1-5-21-2222126199-2113948134-574478857-1003

ipauniqueid: 858b8cda-0d34-1lea-bca8-525400b29cl9

objectclass: top, groupofnames, nestedgroup, ipausergroup, ipaobject, posixgroup,
ipantgroupattrs

ESC ConfD CLI 7 7 & X DR

ESC ConfD CLI ~®D7 7 & A, ESC5.6 U U —ALIFEDH L\ ESC B, 8L OLIRTD/S—
TarDESCHHESCS5.6/3—Va >y ~D7 v 7 7L —RiZxt LT, 774/ hTEHIZRS
TWET, ZOHIRIEL, 2—F—NZDOFEEZM5TIZConfDCLI =2~ REHEH LAV E S
T BT ODEH#EL )L L TEAINLTHET,

ConfD CLI 77 B ANRNE NI/ D &, ROWTNNDFiEEMFEH LT ConfD CLIIZHR /' A > T
=FT,

®* esc_nc_cli

[admin@esc-test1606-confd-instance ~]$ esc nc cli cli
ssh -o StrictHostKeyChecking=no -p 2024 admin@127.0.0.1
admin@127.0.0.1"'s password:

admin connected from 127.0.0.1 using ssh on esc-testl606-confd-instance.novalocal
admin@esc-test1606-confd-instance>

confd cli

[admin@Resc-testl1606-confd-instance ~]$ sudo -1

FH A R
# ESC on esc-testl606-confd-instance.novalocal
FH A R

[root@esc-testl606-confd-instance ~]#
[root@esc-testl606-confd-instance ~]# source /opt/cisco/esc/confd/confdrc

[root@esc-testl606-confd-instance ~]# confd cli -u admin -C

admin connected from 127.0.0.1 using console on esc-testlé606-confd-instance.novalocal
esc-testl606-confd-instance#

ESC5.6 U U —ALIF%, esc nc cli £721% confd c1i 2~ R&fEH L7z ESC ConfD CLI ~®
TR RIT 7 40 hTENCS > TWET, ConfDCLI ~DT 7 B R EF8NE 21T BT
5121, koa~y REFERLET,

1. ConfDCLI 77 B AZHITHa~vw R

esc nc_cli cli enable
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2% L r
B invrrosronszo—rozE

\}

GE)  ConfDCLIT 7 BEABFM/I D &, 77 B AMERIZ, ESC TERSNIZF Y NT—TRET
7 AHIEE TV (NACM) /b—/L U X MMIHIBZEES W b D272 ) 97, NACM DFFHllIC
DU TIE, RFC8341 ZZ L T E &,

2. ConfDCLI 77 B RA&HEHITHa<vw R

esc_nc_cli cli disable

Linux 7H9Y FDINAT—FKFDZEE
g

ATy 71 ESCVMicue 74 LET,

$ ssh USERNAMEQESC_IP

ATFYT2 TURLBRNAT— RERHRERITARTDICE, koa~wr FEFEHLET,

/usr/bin/pwgcheck
/usr/bin/pwggen

ESC R—AJLINRTD—KFDZLHE
I—WE, FTIANNOEEE AT — REEHFEFIZ )y hTEXET,

FIE

ATFvF1 ESCVMIicu /4 v LET,

RT9T2 —hra—PFZEVBEZET,

ATYT3 T 74N NOFHENRAT— RELHT L0, E720ET7 VX AR AT — REAERT DI,
RONTINNDOFIEEZFEHLET,

e Bscadm = —7 4 U7 ¢ &M -
T 7 4V NOEBF SAT — R (admin/Fssssss) 2 FUHg 554

[root@anyname-v44-52 admin]# sudo escadm portal set --username admin --password
Kk ok k ok ok kk Kk

Successfully updated password for username admin

T B DIRNAT — Ra BT 256

[root@anyname-v44-52 admin]# sudo escadm portal set --username admin
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Cisco Elastic Services Controller TOEBATREAFRIEE P 1 —JL (PAM) HHR— FDERE .

Would you like to use the generated password: "AccentSomit&Wide"?[ylnly
Successfully updated password for username admin

—-must_change Z#%, IO 7 A VRIS A T — REEFTH L) 2 —FIcERLET,
--must_change Z8%%1%. REST = —¥ 23 fH S EH A,

[root@anyname-v44-52 admin]# sudo escadm portal set --username admin --must change
Would you like to use the generated password: "Rainy4Dozen&Behave"?[y|nly

Successfully reset password for username admin. User must change the password at the
next login.

BEDONRAT—=FRIZ) Y b

[root@anyname-v44-52 admin]# sudo escadm portal set --username admin --password
xxk*xxkk* —-must change

Successfully reset password for username admin. User must change the password at the
next login.

bootvm v KT A &M -

--user portal pass admin:<new password>
ESC AN— & /L2l
1. 2—PHERAT—=REZHEHLTESC R—Z e 7 A LET,

2. TES—varA=a—0O[7 BT hOKE (Accounts Settings) | Z IR L E 7,

3. [HVWIRT— R (Old Password) | 7 4 —/L RIZH WA T — REZAS L, [#H LV
AT — R (NewPassword) | B L[N AT— ROEFR (Confirm Password) | 7 4 —/L
RIZH LW AT—REZ AN LET,

4. [NNATU— RZ®HH (Update Password) 1% 27V v 7 LET,

Cisco Elastic Services Controller TOERAIEE/RZEEET
va—)L (PAM) HHKR— FDEXE

ESC H—E X A& E L T, ESC O — W —FBFEICE P AT RERFRAEE Y = — /L (PAM) ZfEH
T Z ¥4, PAM YR — F7 5 Cisco Elastic Services Z 1425 & . ESC T LDAP ZRiF %2 H%)
#é EHTEET, PAMDBRESIINLTORWEES, ESCIXESCh—EARATLIZT 7 4V

DORBFEF AL EHEMEA L E T, ROKIZ, % ESC —E AIZx LT PAM @ik & A0
ﬁéﬂV/F%mLiﬁo
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B rvzavy—crogeri—v—s1—7

R 4:ESCH—ERBD PAMDERE

AYRb=LEDERY |

ESCH—EX/aVR—F >+

PAMZEEEXERET ST K

ESCManager (REST A &% —7 = A &)

sudo escadm escmanager set —--auth

PAM:<pam_ service name>

ESC Monitor (~~/L" 2 API)

sudo escadm monitor set --auth
PAM:<pam_service_ name>

Confd

sudo escadm confd set --auth
PAM:<pam_ service name>
ﬂf*—f7jb sudo escadm portal set --auth
PAM:<pam_service name>
ETSI

sudo escadm etsi set --pam service

<pam_service name>

)

GE) «ESCVM NTEITENSD SSHD H—E R E. T TIZ PAMEREEEZ T 7 4L F T LT

i‘j—o

cWNPTRAD T L FE— R RS PAM H— B R A4
1377 4/ F TPAM #—t % [system-auth|

2720 £9,

PAM 2 EH—ERDEZEELI—HY—FIIL—T
£ ESCH—bE 2 (EZ) |

i, BEEA T B A7 PAM ERGIER

RIE &, FREDT 7 & A Z ik

THLL—F =T N—TNHY EF, 22—V =NV —T1 /Jetc/group 7 7 A NV TEHRINF
7T, BEHE IV —X, TRXRTOIN—T DAL =TT,

REPAMBIIH—ERDREEL—F—FTIL—T

/etc/group /etc/pam.d
portal-user:x:1002:admin portal-auth
rest-user:x:1003:admin rest-auth
confd-user:x:1004:admin confd-auth
etsi-user:x:1005:admin etsi-auth
health-user:x:1006:admin health-auth

=& 2iE, ~V A APL O PAM #BGEE R E L. ~SVAZ—W =T N —TDIHIZT 7 & 2 &R

THIE, koa<wr REFETLET,

$ sudo escadm monitor set --auth PAM:health-auth
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ESCH—E 2/a > K—% > b~d PAM 21— 0iEm [

ESC configuration was changed and saved automatically. They will take effect once you
restart ESC service by running "sudo escadm restart"

ESC =t ' AR—F 2 <D PAM 2 — % —DBIMI DWW TiL, ESCH—E A /a L R—FR h~D
PAM =—H DB (139 2—) MR LTI EW,

ESCH—EX/aAViR—3%>2 bA®D PAM 1—H5 DB

ATy T

ATy T2

ATvT3

KD ESC #—E A7 /L—T7IZ PAM 2 —H# 2B TE £,
* rest-user
* confd-user
* portal-user
* etsi-user

* health-user

WOFENEZFEITL T, PAM 2 —F % ESCH—ER/aR—x v MIBEMLET,

FIE

ESCVM icaZ A4 » LE T,

WwoDa<wy FEHEHL T, PAM 2—H 28BNl E£9,

sudo passwd pamuser
Changing password for user pamuser.
New password:
Retype new password:
passwd: all authentication tokens updated successfully.

WKDa<wy REMHEAL T, PAMa2—% % ESCH—ER/aR—3x v M L—FITEML %
KR

sudo usermod -a -G <ESC Service Group> pamuser

GE) PAM = —H#%, Confd — & 2 DEHH E 72 1X5 A HFH 7L — 71BN 54
HRdH T,

Cisco Elastic Services Controller Z ID B0 S A4 7> h &

L TEE

AR &4

IDEH I T AT b (IDM) V—NEFHL CTBET CTHDZ 2R LET,

=
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. DR —ELVEESY T14 7 k& LTOD Cisco Elastic Services Controller @

DAY
Controller ®

AYRb=LEDERY |

K
it

* ESC CDNS Y — "D BERAEICH D Z & 2l L E T, DNS — 2388+, ESC A1 >
AR AT A ML EFEHALTIDM — 3 E 55 L F9,

DAL, ESC (esc-client-500.linuxsysadmins.local) 7% IDM $—/X  (idmns.linuxsysadmins.local)
WZERET DR 2R L TWET,

[root@esc-client-500 admin]# ping idmns

PING idmns.linuxsysadmins.local (192.168.222.176) 56(84) bytes of data.

64 bytes from idmns.linuxsysadmins.local (192.168.221.176): icmp seg=1 ttl=64 time=0.492
ms

64 bytes from idmns.linuxsysadmins.local (192.168.221.176): icmp seg=2 ttl=64 time=0.457
ms

64 bytes from idmns.linuxsysadmins.local (192.168.221.176): icmp seg=3 ttl=64 time=0.645
ms

IDM (T sssd Z i L CRRETE £77, IDM H— N L d 2 728012 ESC ¥ — B A DFRIE 4 B
I AT I%. ESC ® PAM & RET 7 A VT, /etc/pam.d/syste-auth, system-auth-esc-sssd &
itEl I—/i‘ﬂ—o

# cd /etc/pam.d

# 1In -sf system-auth-esc-sssd system-auth

# 1ls -al /etc/pam.d/system-auth

lrwxrwxrwx. 1 root root 20 Nov 13 00:39 /etc/pam.d/system-auth -> system-auth-esc-sssd

A EBSC H—ERIZK L CIDMBREEE NN T HODa~vy RF—EE2RORIRLET,

& 6:ESCH—ERIZKT % IDM DEXTE

ESCH—EX/aviR—xx> bavT R avwy kR

ESCManager # sudo escadm escmanager set --auth
PAM:system-auth-esc-sssd

ETSI # sudo escadm etsi set —-pam service
system-auth-esc-sssd

ConfD # sudo escadm confd set --auth
PAM:system-auth-esc-sssd

—BLUEEY A4 7> & LTD Cisco Elastic Services

=JL =

ax &

ESCETAT VT AT AR —BLIORERS T AT b (IPA) 7747 e LTRET

511, ROa~<yr REFEITLET,

ipa-client-install

WIZ. IPA 7 AT h& LTESC #RETHHERLET,

[root@esc-client-500 admin]# ipa-client-install --domain linuxsysadmins.local --server

idmns.linuxsysadmins.local --realm LINUXSYSADMINS.LOCAL

WARNING: ntpd timeé&date synchronization service will not be configured as
conflicting service (chronyd) is enabled

Use --force-ntpd option to disable it and force configuration of ntpd

Autodiscovery of servers for failover cannot work with this configuration.
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restExozi

If you proceed with the installation, services will be configured to always access the

discovered server for all operations and will not fail over to other servers in case of
failure.

Proceed with fixed values and no DNS discovery? [no]: yes

Client hostname: esc-client-500.linuxsysadmins.local

Realm: LINUXSYSADMINS.LOCAL

DNS Domain: linuxsysadmins.local

IPA Server: idmns.linuxsysadmins.local

BaseDN: dc=linuxsysadmins,dc=local

Continue to configure the system with these values? [no]: yes
Skipping synchronizing time with NTP server.
User authorized to enroll computers: admin
Password for admin@LINUXSYSADMINS.LOCAL:
Successfully retrieved CA cert
Subject: CN=Certificate Authority, O=LINUXSYSADMINS.LOCAL
Issuer: CN=Certificate Authority, O=LINUXSYSADMINS.LOCAL
Valid From: 2019-11-12 23:23:32
Valid Until: 2039-11-12 23:23:32

Enrolled in IPA realm LINUXSYSADMINS.LOCAL

Created /etc/ipa/default.conf

Configured sudoers in /etc/nsswitch.conf

Configured /etc/sssd/sssd.conf

Configured /etc/krb5.conf for IPA realm LINUXSYSADMINS.LOCAL

trying https://idmns.linuxsysadmins.local/ipa/json

[try 1]: Forwarding 'schema' to json server 'https://idmns.linuxsysadmins.local/ipa/json'
trying https://idmns.linuxsysadmins.local/ipa/session/json

[try 1]: Forwarding 'ping' to json server
'https://idmns.linuxsysadmins.local/ipa/session/json'
[try 1]: Forwarding 'ca_is enabled' to json server

'https://idmns.linuxsysadmins.local/ipa/session/json'
Systemwide CA database updated.

Adding SSH public key from /etc/ssh/ssh host ecdsa 521 key.pub
Adding SSH public key from /etc/ssh/ssh host ecdsa 384 key.pub
Adding SSH public key from /etc/ssh/ssh host rsa key.pub
Adding SSH public key from /etc/ssh/ssh host ed25519 key.pub
Adding SSH public key from /etc/ssh/ssh host ecdsa key.pub
[try 1]: Forwarding 'host mod' to json server
'https://idmns.linuxsysadmins.local/ipa/session/json'

Could not update DNS SSHFP records.

SSSD enabled

Configured /etc/openldap/ldap.conf

Configured /etc/ssh/ssh _config

Configured /etc/ssh/sshd config

Configuring linuxsysadmins.local as NIS domain.

Client configuration complete.

The ipa-client-install command was successful

REST Z >R D &AL

ESC REST 3 X OVETSIREST API (%, HTTP JeAK7T 7 v AG8iEafiH L £3, ZD%H4A. ESC
7 I 47> ME, RESTEREZIT) & XIZa—V4 ERAT— RERIETILERH Y 3,
Z—PL L NRAT— R, BETIZ Base6d T a— RENFETA, Biafbb vy aibd
S EF A, HTTPS IFEAGERE L fAA O CTHEM S, e bzt L E7,
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AYRb=LEDERY |
B restaa

Z ZClX. ESCREST B LW ETSIREST FEFIZHOWNWT, £ > X —T =2 A ADF 7 4L k73R
J— REEFETLHE, BXOWESCZ 74T v bR ENTZEREEET B HFEICOD
THBALET,

REST 525

77 4V b TlE, REST iBGEIX AN E SN TWET, REST BFE2 BN 51Ti%, 51K
--disable-rest-auth % bootvm |[ZJET Z LA CTEEF, A3 TiE, EBERE CINEMHEHAT
HZLIFHERL O ERE AL

ESC X, AA— b 8443 fXH O https /5 H YA — h L TWEF, ESCiE, 7 74 7> b3 https
WEARBTAT-DIEET IMNERS S ACELIEAEL AR LET, 7740 FTiE
REST X HTTP & L THNC72 > THE Y | localhost IZHIfE X TV E T,

ESCIE. B bootvm.py 514 (--enable-https-rest & 7= % --enable-http rest) % H L T HTTPS
itiHﬂPL@R%Tm@%%T&tx%ﬁ%KLT%Vxb~wf%i¢o

VEIZISE U T, AN/ > TV DI REST AP OAZ T 5 Z L 2B LET, A
L7854, bootvm.py --enable-https-rest --user_rest_pass USERNAME:PASSWORD % ffi {9~ 5%
TEEHRELET,

)

() RESTAPI~O http 33 X Uhttps A > ¥ —7 = A A =HMIT HITIL, --enable-https-rest & 7= 1%
--enable-http-etsi-rest Z#937>, & L < i bootvm.py A7 U7 b ~DFI DM F %2 ET L 1
L CL 72 &V, REST fBRENIELNZ 22 » TV 72 W A 1E, --user_rest_pass F 7213
--enable-https-rest Z i ] L T\ % & &2, --user_rest_pass #J£9 XE ) H Y £9, ESC VM
PAECE) L 72112 https F 7213 http 2 H %01 ﬁ_é 1%, LAFICHEE S417z escadm =2~ > K& ff ]
LET,

sudo escadm escmanager set --url
http://127.0.0.1:8080/ESCManager,https://0.0.0.0:8443/ESCManager

ESCHRHA T 7T 4 TIAZ N E— ROBEIL, BT AV AZ L ADRTEL LR T LU
NhHET,

ETSI REST Z2EED AL

ETSIREST http F 72 (X https A > ¥ — 7 = A4 ABEINZ /2> TV DAL, ETSIAPI ~D 7
TOERIZRIET = BEENTNDHHERH Y £9, --enable-http-etsi-rest F 721%
--enable-https-etsi 5| #1% E L E U H LT, http 38 K Whttps 1 > % — 7 = A A % ESC bootvm.py
AVAR=NRAZ YT MIHLTHINIT LD ENTEET,

MDA B —T oA A& RRICAENCTH 2 LITTE T2, FERRBIEREE Tldhttps > & —
T oA ADHEHINZTHLERNH Y 1,
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A\

(GE)  ESC VM 23 iHEh L7212 http £ 721% https Z AT D 121E, WITHE S 472 escadm =< > R
R LET,

sudo escadm etsi enable http rest

F20%

sudo escadm etsi enable https rest

Z D%, ETSIV—E 22 filddh L £,

RESTA VA —TJ A RINRAT—FDZEHE

RESTA > % —7 = A AZiX, T 74/ bDO2—H4//SA T — K (admin/< default_password>)
D1OLrHY EHA, /SAT— RiE, E#I#IZ ESC VM CLI 7> 5 escadm tool Z i L TH
HTXEJ, RESTAPI A LT RAY— REFEFT I L L TXFET,

FIE

ATy 1 ESCVMIZu /A4 LET,
AT T2 BFEONRAT—FREFLWVEDICEEWZ HI121L, ROWTINOF T g &R LET,

* ESCVM CLI 705 escadm Y — V&2 fFHT B L, T X LR AT— REARTEET,

[root@test-v44-52 admin]# escadm rest set --help
usage: escadm rest set [-h] [-v] --username USERNAME [--password PASSWORD]

optional arguments:
-h, --help show this help message and exit
-v, --v, --verbose show verbose output
--username USERNAME
--password PASSWORD new password or use randomly generated password if no
password provided

« REST API O fifi [

http://[ESCVM IP]:8080/ESCManager/v0/authentication/setpassword?userName=adminspassword=yourPassword

Fx

https:// [ESCVM IP] :8443/ESCManager/v0/authentication/setpassword?userName=admingpassword=yourPassword

ETSIREST A V3 —TJ 24 AD/INAT—FDEHRE

ETSIREST A v % —7 = A AiX, 7 74/ hOZ2—H4//SAT — K (admin/<default_password
>) B1OLHY EFR-A, /SAT— RiL, E#%IZ ESC VM CLI 5* 5 escadm tool Zf#H L T
FHCTE £,
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B =asaresTERo%E

ATy
ATvT2

FIE

ESCVMicua 74 > LET,
F 7 4V FDETSIREST 2 — V& L RATU— REFRETDHICIE, ROoa<w REFHLET,

sudo escadm etsi set --rest user username:password

FoX

[admin@xyz-esc-4-4-0-59-keep ~]$ escadm etsi set --help

usage: escadm etsi set [-h] [-v] [--startup {0,1,true, false,manual,auto}]
[--rest_user REST_USER] [--pam_service PAM SERVICE]

optional arguments:

-h, --help show this help message and exit

-v, --v, —--verbose show verbose output

--startup {0,1,true, false,manual,auto}

set to false|O|manual to disable etsi at startup.
--rest_user REST_USER

Set the user for rest. Format username:password
--pam_service PAM SERVICE

Specify a PAM service to use for authentication. This
will override the rest user. To revert to the using
the rest user for authentication, supply an empty
string.

REH REST ERDE(E

FFAI SN2 ERZRMET DITIE, ESCY A4 T & FWNRD~y F— 2 L TERZXRET D
VERH Y £,

Authorization: Basic YWRtaW46Y21zY28xMjM=

Z 2T, YWRaWAGY2ZY28xMjM= [, 7 7 4 /b F D—H4//SA Y — R Base64 Tx =1 —
RENTXFHITT,

FEALEDTAT TV EWebZ TA4T 2 ME, 22—V AT— RERET 72001 02—
T2 A AEZ TR, 77V r—va Nia—YE/RAU— Rz a— KL, HITPHEAK
munEJ\/& % ﬂﬂbi‘?‘

TIHN DT VT v VEFEHT 56
HTTP D55 -

http://[ ESCVM_IP]:8080/ESCManager/v0/tenants/
HTTPS D54

https://[[ ESCVM_1P] : 8443/ESCManager/vO/tenants/

FBiF & ETSI REST K DE(E

FFR SNTZERZIRMET DITIE, ESCY 74T & FRRO~y F—2 ] L TERZRET D
VR B £,
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Authorization: Basic YWRtaW46Y21zY28xMjM=

Z 2T, YWRaW46Y2IZY28xMjM= |%, T 7 4/ b D—HF 4 /XA T — KD Base64 TL 2 I —
RN ENT2FFITT,

FEALEDTAT TV EWeDZ TA4T 2 ME, 22—V AT— RERHET 72001 02—
T2 A A& TR, 77V r—va s Nia—YE/RAU—Rex o a— KL, HITPHEAK
PRFE~Ny A —m B L E T,

TIHN DT VT v VEFEHT 56
HTTP O%4 :

http://[ESCVM_IP]: 8250/vnflcm/v1l/vnf_Icm _op_occs
HTTPS D54

http://[[ESCVM_IP]: 825L/vnflecm/vl/vnf_Icm_op_occs

OpenStack O 5 1 VIFIHRDERTE

VIM 7 L7 v &% L& S 12 ESC MR & L7244 ESC VIM 3 X OV VIM = —# API
(REST %7213 Netconf API) # /L CVIMZ LT U vy LERETEET,

A\

GE)  ESCiE., ROFEMZMTZ L TWAEEITDHR ) — AN RREEREZIFTANE T,

«ESC I21%, API (REST/Netconf) %/ L Ci¥ /€ 47z VIM F721E VIM 2 — VR EFEN T
WET,

+ESCIZIZ VIM £/ VIM 22—V RFBRESINTE Y, ESCIE VIMIZBEFETE 7,
*ESCI{ZIZ VIM £721X VIM 22—V NFREINTEY . ESC T2 —VE2RHIETEET,

Netconf APl #{E A L 1=5% €
« Netconf ZERAL=-VIM 2 LTS ¥ I)LDIEHE -

<esc_system config xmlns="http://www.cisco.com/esc/esc">
<vim_connectors>
<!--represents a vim-->
<vim_connector>
<!--unique id for each vim-->
<id>my-server-30</id>
<!--vim type [OPENSTACK | VMWARE _VSPHERE | LIBVIRT | AWS |[CSP]——>
<type>OPENSTACK</type>
<properties>
<property>
<name>os_auth url</name>
<value>http://<os_ip:port>/v3</value>
</property>
<!-- The project name for openstack authentication and authorization -->
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<property>
<name>os_project name</name>
<value>vimProject</value>
</property>
<!-- The project domain name is needed for openstack v3 identity api -->
<property>
<name>os_project domain name</name>
<value>default</value>
</property>
</properties>
<users>
<user>
<id>admin</id>
<credentials>
<properties>
<property>
<name>os_password</name>
<value>*****x*x*x</yalue>
</property>
<!-- The user domain name is needed for openstack v3 identity api -->

<property>
<name>os_user domain name</name>
<value>default</value>
</property>
</properties>
</credentials>
</user>
</users>
</vim_connector>
</vim_ connectors>
</esc_system config>
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\}

GE) «ESC3.0 LI TIE, ¥ D VIM 227 Z 3R — kST
FTHR, 1 ODESCHTIE 1 DD F A 7D VIM DIn PR —
FENTWET, 72&2E TXTOVIM 237 ZH3
OpenStack EH TH HVLENH Y £9°, 12D ESC VIM (21
2ODVIM 2 %7 X &R ETEEH A, 1203 OpenStack, 1
21X VMware #45 L £9°,

I OOVIMBAT 74V FDOVIM & LTREIRENET, 2h
I, TXTOpre3. 0k EERET —FET NV EFHR—KFLT
b\iﬁ‘o

JEBIZT 7 4V b D VIM TlX72WVIM TITH Z LN TE E
T, T HN LSO VIMA~DRERTIZ, T XTHOT Y A
TN RY =2 (—FRY 2—2%R<) ZROVNERH
NET, A AT, ZL— Xy NT—T 7 EDZDMD
BWIEIL, T 7 4/ D VIM TIEZR2W VIM TEITTE £,

F7 4/ MDOVIMax 7 ZZHE 7oy a=v 7S, &
DT VA TRETIHILETHY FHA,

« ESC BT VIM 7 LT ¥ v LR EINT-HE,

23X 63017 v L — RT 584,

Openstack create VIM 2 R 7 ¥ DT — X T /VOEF L, BT

WZEB7 77— RHRIAEEZLE T,  Tos tenant name]

B L Tos_project domain name| 7 2/37 1 (%, VIM 2%

7B DT T 4 [ZBE)SI,  los ternant name| |
los_project_ name] IZEH ILET,

e TN MDOVIMaxs X TlE, EFICEIESNS L, Zh
LD aRT 4 B TE 2720 9,

e VIM 2—H1X, WO THHIBR, FER, Fidzorms
TAEEHTEET,

« Netconf ZERALI=VIM ORI ZDEH :

<esc_system config xmlns="http://www.cisco.com/esc/esc">
<vim_connectors>
<vim_connector nc:operation="replace">
<id>example vim</id>
<type>OPENSTACK</type>
<properties>
<property>
<name>os_auth url</name>
<value>{auth url}</value>
</property>
<property>
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<name>os_project name</name>
<value>vimProject</value>
</property>
<!-- The project domain name is only needed for openstack v3 identity api

<property>
<name>os_project domain name</name>
<value>default</value>
</property>
<property>
<name>os_identity api version</name>
<value>3</value>
</property>
</properties>
</vim_connector>
</vim_ connectors>
</esc_system config>

« Netconf 2 L7~ VIM = —H% D HEH :

<esc_system config xmlns="http://www.cisco.com/esc/esc">
<vim_connectors>
<vim_connector>
<id>example vim</id>
<users>
<user nc:operation="replace">
<id>my user</id>
<credentials>
<properties>
<property>
<name>os_password</name>
<value>***kxkkx</yalue>
</property>
<!-- The user domain name is only needed for openstack v3 identity api

<property>
<name>os user domain name</name>
<value>default</value>
</property>
</properties>
</credentials>
</user>
</users>
</vim_connector>
</vim_connectors>
</esc_system_config>

o Netconf Zfi [ L7= VIM 1% 7 Z OHIE -

<esc_system_config xmlns="http://www.cisco.com/esc/esc"> <vim connectors>
<vim_connector nc:operation="delete">
<id>example vim</id>
</vim_connector>
</vim_connectors>
</esc_system config>

e~ REMEHA L VIM 227 Z OHI

$ esc_nc_cli --user <username> --password <password> delete-vim-connector <vim
connector id>
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e = REMHA L VIM 22— DI :

$ esc_nc_cli --user <username> --password <password> delete-vim-user <vim connector
id> <vim user id>

RESTAPI Z#ff L TE&E
« REST ZfifH L 7= VIM DB :

POST /ESCManager/v0/vims/
HEADER: content-type, callback

<?xml version="1.0"?>
<vim connector xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<id>example vim</id>
<type>OPENSTACK</type>
<properties>
<property>
<name>os_auth_url</name>
<value>{auth url}</value>
</property>
<property>
<name>os_project name</name>
<value>vimProject</value>
</property>
<!-- The project domain name is only needed for openstack v3 identity api -->
<property>
<name>os_project domain name</name>
<value>default</value>
</property>
<property>
<name>os_identity api_version</name>
<value>3</value>
</property>
</properties>
</vim_connector>

«REST 2 L 7= VIM = —% DB :

POST /ESCManager/v0/vims/{vim id}/vim users
HEADER: content-type, callback

<?xml version="1.0"?>
<user xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<id>my user</id>
<credentials>
<properties>
<property>
<name>os_password</name>
<value>*x*x*x*xx*x< /yalue>
</property>
<!-- The user domain name is only needed for openstack v3 identity api -->
<property>
<name>os_user domain name</name>
<value>default</value>
</property>
</properties>
</credentials>
</user>

« REST Zfi [l L7 VIM O F ¥t :
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PUT /ESCManager/v0/vims/{vim id}
HEADER: content-type, callback

<?xml version="1.0"?>
<vim_connector xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<!--unique id for each vim-->
<id>example vim</id>
<type>OPENSTACK</type>
<properties>
<property>
<name>os_auth url</name>
<value>{auth_url}</value>
</property>
<property>
<name>os_project name</name>
<value>vimProject</value>
</property>
<!-- The project domain name is only needed for openstack v3 identity api -->
<property>
<name>os_project domain name</name>
<value>default</value>
</property>
<property>
<name>os_identity api version</name>
<value>3</value>
</property>
</properties>
</vim_connector>

REST M LT VIM == —H D HEHT :

PUT /ESCManager/v0/vims/{vim id}/vim users/{vim user id}
HEADER: content-type, callback

<?xml version="1.0"?>
<user xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<id>my user</id>
<credentials>
<properties>
<property>
<name>os_password</name>
<value>*x*x*x*xx*x< /yalue>
</property>
<!-- The user domain name is only needed for openstack v3 identity api -->
<property>
<name>os_user domain name</name>
<value>default</value>
</property>
</properties>
</credentials>
</user>

REST #f#H L 7= VIM O} :

DELETE /ESCManager/v0/vims/{vim id}

REST Z#f#H L7- VIM = —HF D HI[% -

DELETE /ESCManager/v0/vims/{vim id}/vim users/{user id}

£ VIM £7213 VIM 22— — DR ENE T LI OBmEOF

<?xml version="1.0" encoding="UTF-8"7?>
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<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2016-10-06T16:24:05.856+00:00</eventTime>
<escEvent xmlns="http://www.cisco.com/esc/esc">
<status>SUCCESS</status>
<status_code>200</status_code>
<status_message>Created vim connector successfully</status_message>
<vim connector id>my-server-30</vim connector id>
<event>
<type>CREATE_VIM CONNECTOR</type>
</event>
</escEvent>
</notification>

HELEE
« ESC 3.0 Ti%. Openstack VIM OO VIM 2 %7 ¥ ZBINTE £9, % VIM 217
ZTiE, 1 OO VIM 2—FDOhzRoZ LT T,

e VIM 2—HZ L NXAT— RIZIWOTHEHTEXET, VIM = RARA > M, ESC
EHEALTY Y —REER LI ZITEH T A,

o VIM 2355t 8L, VIM 22—V RFRFES NS &, VIM ZHIBRE - 13FEHTHZ LN T
XV ET, £, VIM 2 —HFOLEHIBRERIIEF X ET,

e VIM 7' a7 4 £721E VIM 22— 7 A AER T 2 /8T ¢ OL4RHIR LT &N CF
DS EE A, 72 21X, OS AUTH URL & os_auth url [ ESC I & - TiEFE L
T,

ESC T Barbican V7 54 7 > FDEZE

OpenStack Barbican |£, /XA U — R 5% —, XS509FEHER EOMBEDOEF 27 A FL—
V. 7reva=rr BROEHARELET,

VM [Z~ 7 > b3 5RENZ, OpenStack R Y = — ADKE BT 5 —2 L > b % Barbican
74T NTEETES L DIZLET, Python 3 B#Hi %A /1 L T OpenStack Barbican API (27
78 A CZ F£79, OpenStack Barbican 7 7 1 7 >~ k ™ python-barbicanclient 5.0.1 |{Z ESC (2t &
SNTVET,

Ko<y Rl LT, REBEREEZAEDCLET,

source /opt/esc_custom python3_venv/bin/activate

VPCARY 2 —LDRT—I 04

VPC DEFAFIZA Y 2 — A E(ERT 2I121E, BINOT 4 A7 7 7B AFAINPMLETT, EFa
V7 4 EOBENG, 727 B AFRIXESCS5.6 U UV —ANL I/ > TWDHTZH, LCM A
U7 MCEAEEOHERIFITCEERA, RY 2—LOEREEDCT AITIE, sudo 71 7T A
EHEHLTRAZ VT MR T 7B AFFRl 25 L £,
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VPCHRY 2a—LAT— U5 DETE
VPCARY a2 — L AT —V U 7 HBRETDHITIE. ROFNEEZFEITLET,

e RNV 2 — LD, esc_stage content via volume.sh A 7V ML TEITINE
fo /etc/sudoers.d/50-esc-sudoers ./ 7 /I)/I/ii’;"fﬁ% Li‘% /j{@ﬁié’ﬁﬂﬂ L\ /path/to/
ELV—KRT 4 L7 NUMMBAZ U RAOEBEO SRR CEEHRZET,

mona-user ALL = (root) NOPASSWD: /path/to/esc_stage content via volume.sh

* VPC EBRf~1 r— R T, sudo-esc_stage content via volume.sh %4%)%#%) X 5 W—JEE‘%/T\Q
Jo—Z B LET,

<policy>

<name>1</name>

<conditions>

<condition>
<name>LCS: :PRE DEPLOY</name>
</condition>

</conditions>

<actions>

<action>
<name>GEN VPC ISO</name>
<type>script</type>
<properties>

<property>

<name>script filename</name>
<value>/path/to/sudo-esc_stage content via volume.sh</value>
</property>

;}éction>
</actions>
</policy>
* sudo-esc_stage content via volume.sh A7 U 7 M, sudo ZfEH L THMIZ
esc stage content via volume.sh ZFEOMH L9, sracing FILE BRAEREL T 7 AV
EfE L., /pathito/ ZV—~7T 4 L7 B UL DEREDARITESHZ ET,

STAGING FILE=/path/to/esc_stage content via volume.sh

IL— T4 I)LTO MONA DEFT

ESCMONA #— B ALl %, mona-user & L CIFITII, O ESCH—E R LR L7 7 AL
AT hEHELET, EXa2 VT 4 2 LT D720, = oA NV EEERSHBED T 7
ANV AT L TMONA ZEITTHIENTEET, TIUT LD MONA BRI FAR
7 2fpEn, 7rtA (BXUOMONA KL > THEOHEND LCM 227 U7 R) NE DR
Tr7ANVAT LT 7 HEATERWVEIICLET, MONA OV IZEDY £H A,

=1 /BAtG, ~V A7 ) v FORGET, —E R jar OFHIEL, L—h P2 NOKy NU—
IR DR BEEZ T £ A,

*MONA 7t AMBAtET H L, Px=A VT 4 L7 bV Jopt/cisco/esc/mona-jail IFIE
TOENEIDRTF =y 7 SNET, FETDHHE. ESC I I DBREL T MONA % &)
(chroot) L FE7,
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MONA L— kS A LA V2 =L [

MONA)L— DA IILDA 2R =)L

ROBEEAT > TSN,
e =1+ I sudo service esc_service stop %@%ﬁﬁ L TESC #—t =& é‘»ﬁE}ﬂ: Li‘ﬁ‘ o

e I K sudo tar-C/opt/cisco/esc -xvzf mona-jail.tar.gz ZHEH LT, MONA ¥ =1
WNT —=HA T a2 LET, 7—HA4 7%, ESCYKRT MU D

elastic-services-controller/esc-mona/jail/mona-jail.tar.gz WZH Y §E7ro

e 2 K sudo service esc_service start {/’Tﬁﬁﬁ L. ESC P—r 2 %Fy“ﬁﬁé Li—gﬁo

W—FrSAILBEBEOARETAR

YA IZIL, MONA DEMET 272D DE/NED A F Uy RREENLTOET, —HD
HAZLCLM A2 U hTlE, VoA MIBIMONRL T Y (BXMMEET A7 7V) &iBN
THOIVERSDIGERHY T, & 2E. MONA A7 V7 RN CEATE 2 XXFS|a~<w K
DMLEREAX, Idd 2~ REMH L CTRERRZ RO 5 Z N TEET,

$ 1dd /usr/bin/strings

linux-vdso.so.l => (0x00007££d9ef96000)

libbfd-2.27-44.base.el7 9.1.s0 => /1ib64/libbfd-2.27-44.base.el7 9.1.s0
(0x00007£fa950415000)

libdl.so0.2 => /1ib64/1libdl.so0.2 (0x00007£fa950211000)

libc.so.6 => /1lib64/libc.so.6 (0x00007fa94£fe43000)
/1ib64/1d-1inux-x86-64.s0.2 (0x00007£a95075e000)

$

Jusr/bin/strings % /opt/cisco/esc/mona-jail/binZat—L, £FEIFTA T TV %
/opt/cisco/esc/mona-jail/lib6d |IZAE—LF T, TN TXFHN 0T AIZMONANLT 7
TATEDL LR ET,

CentosRPM U R R DTV =A ¥y hEFHTHE, RLZ 2L VMRICHEBTH L
NTEFET,

sudo jk cp -j /opt/cisco/esc/mona-jail /usr/bin/strings

ESCIRET LV DEBERTE

T, RO ME Y ZIZHOWTERY BiFET,
* rsyslog D% &
* NTP O R T
« DNS O F#E
s RA NOFHBRE

B A B DFERE
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rsyslog DB LE

rsyslog /X7 A — X ({347 3 CTF, ESCVMZRE) L72RBICH A X <A ANNEIT /- 725
A&, ESCVM (fetc/rsyslog.d)) WD 7 7 A N EfRETE ET,

FIE

AT9 71 rsyslog 774 ILDIRE :

« 7= T v RO FEAEDORE X FRE Lo Te a3, fete/rsyslog.d/ (2
letc/rsyslog.d/log-forwarding.conf D & 5 72 7 7 A W EER TE £,

o f VAN NI B TEREETETE LG AIE, 77 ANVERET DT CHEARAET, 77
A IV Jete/rsyslog.d/20-cloud-config.conf T 5 AIEEM: N H U F 9, I D rsyslog H—/NIZ
07 EERET HITIE, ZDOT 7 A NVTROITEmRELET,

*.* @[server ip]:port

GE) « = NDIPT RLAZIEET HR1IC [@@) ZATIL T EE W (rsyslog
P—"~on FOEIEHASND 7 e FauR TCP ThH5LE) .

= NOIP T FLAZEET DN T@) AT LT IEEW (rsyslog
P—"~Or FOEEIEHA S NS 7 e 3 UDP ThH5H) .

s server_ip (Z1%, r1syslog — 3D IPv4 7 KL A L IPv6 7 KL ADUWT U
ZEHTEET,

¢ IPv6 — "7 KL ARRE STV DAL, server ip #BTe I[]) %
lport#] INORBET DMENH Y £7,

rsyslog DEETE DFEMIIZ DOV TIE, RedHat D~ == 7 /LA B L T Z &,

ATw T2 ESCATIT7AILDEETE : syslogh— NIZEDESC a7 7 7 A N EHERET HNEHELET,

a) /etc/rsyslog.d/ \ZFEE) LT, log-esc.conf/s EDFRE T 7 A VEAVERRETZIIEE L7, o
7V & LT log-esc.conf @ B —%{ER L £7,

b) rsyslog V— NIHEETHTRTOT 7 A LI LT, kDT vy 7 ELET,

$InputFileName /var/log/esc/escmanager.log
S$SInputFileTag esc-manager:
SInputFileStateFile stat-esc-manager
$InputFileSeverity info
$InputRunFileMonitor

RITH 2R L ET,

$InputFileName /var/log/esc/filel.log
$InputFileTag filel:
S$InputFileStateFile stat-filel
$InputFileSeverity info
$InputRunFileMonitor

$InputFileName /var/log/esc/file2.log
$InputFileTag file2:
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ATvT3

ATvT4

NTP DEETE

&

ATy T2

ATvT3

NTP DEEE .

SInputFileStateFile stat-file2
SInputFileSeverity info
$InputRunFileMonitor

rsyslog h— B 2 2 FHE) L £ 9,

# service rsyslog restart

kSN 722 ET 2L 10— Mz E L ET,
a) fREINTH—/3T, Jete/rsyslog.conf (IZBEE) L, TCP 721X UDP (ZESNWT Y T4 7
b0 u T %Y v AT HNEIDIR T T, AFICRTITEa A MEBRLET,

#SModLoad imudp
#$UDPServerRun 514

b) 77 ANERTLEY, REOFIHEL LT, Z0avr FERTLET,

sudo service rsyslog restart

H— %, TCP/UDP AL TAR— 514 Tcasz v Art5k9120E L=,

FIE

ViR EDT XA NTF 4 X TNTPRE 7 7 A /v fete/ntp.conf X E ET, 7 7 A LA EIAFE
LAWESIE, LT 7 A LV EER L ET,

# vi /etc/ntp.conf

NTZ Y w7 NTP = "D U 2 MEBMEITmE LET, 1A M= VKFHIZ NTP — % $5
ELRWGA, 77 AVICROT 74V MIBREDLNETH, HEIZS LU TCHRICAERE
ITEECE 9,

server
server

0.rhel.pool.ntp.org iburst
1
server 2
3
<

rhel.pool.ntp.org iburst
rhel.pool.ntp.org iburst
rhel.pool.ntp.org iburst
your ntp server ip> iburst

BATORBZIZH S iburst 7 4 L7 7 4 703, MIHFEH 2 &dEb L9,

P—NOYARNT v TNET Leb, RIU7 7 A /v Tl 2R %2 7% E L, localhost 0 A | Z
HIROT 7w AMEEAAE LET, LT IITREET 7 A /VIEENTWVWDEZ EEMERLTL
72X,

server .
server

restrict default kod nomodify notrap nopeer noquery
restrict -6 default kod nomodify notrap nopeer noquery
restrict 127.0.0.1

restrict -6 ::1
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AT T TRCOEFEZREGFEL, =T 4 X 5K TLTC, NIPT—F2HEHEH L £,

# service ntpd restart

RTw 5 EIFREZ ntpd BPHIE SN TVD Z E 2R L T E &Y,

# chkconfig ntpd on

FIE

AT v T 1 fetc/resolv.conf 7 7 A /LIZIL, DNSZ T AT kb (U NAR) OFENEGENLTOET, 8.
WD EHIZERSINET,

search domain.com
nameserver 8.8.4.4

FDOFER, Jetc/resolv.conf IZIRD X O RN ED HNE T,

Created by cloud-init on instance boot automatically, do not edit.

;
#Generated by esc-cloud
domain cisco.com

search cisco.com
nameserver 8.8.4.4

GE) T ANEETRT LA, do not edit AvE—VEAEETAZEEABEIO LE
R

ATw T2 [nameserver] THHDIPT RLAZEFT I, FoidHLngr—2aY— L a— R&BNT
%i‘#o

search domain.com
nameserver <your_ first dns_ip>
nameserver <your_second_dns_ip>

ATFYT3 Xy hU—I P —EREFHEHL EI,

service network restart

"R FDBRE

Jetc/hosts 7 7 A NV AEFEI LT, AR NEZBMN, fwE, EFHIRTEEST, 2077 A 0Z
WZ. IP 7 RLARLEHIGT DHEA MBIEGEENTHNET, IPT FLUALRDNSIZU A &R T
NIV E 2= RRy hT—JICEENTWDHHEIT, T b D3 B o —HF % /etc/hosts
TrANMIBNTHZEEBEIOLET,
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FIE

ATy 1 DNSIZU A P S TWRWIP T R A% /etc/hosts 7 7 A /MBI L £ 7,
ATvT2 Xy MU= ZHEH LT, EENEEZHDICLES,

service network restart

BALY—2DBEETE
ESC VM O34, Jetc @ localtime| 7 7 A /Vid, XA LV — BT HERNEENTND
T ANDY T E£-1Ta ¥ — T, /fust/share/zoneinfo 7 6 — U ER T 7 A NVICT 7 EAL
9, XA L= HEFESA|T1L, Just/share/zoneinfo D — MNEER T 7 A VT, BAFEDERR
Wi, FRERICEA LS —CHDEHERE L, letc 7 7 A /LD localtime (2 > 7 LE
—é’—o

$ 1In \-sf /usr/share/zoneinfo/America/Los Angeles /etc/localtime

ESCERTF LMD A VR F— LR IBRIEDTERR

Z 2T, escadm Y — N EMEALTZA VA = AZOEFET = v 7 B L OEEICOW TR L
ij‘o

BE7F D ESC 32 DR

escadn aunp T REMEAT S &, HED ESC #iE% yaml PR TR TE £F, HIIHEE
ICiE, BSCOSESE AP —EARZRINET,

$ sudo escadm dump

resources:

confd:

init_aaa users:

- name: admin

passwd:

option: start-phaseO
esc_service:

group:

- confd

- mona

- vimmanager

- pgsql

- escmanager

- portal

- monitor

- snmp

type: group
escmanager: {}
mona: {}
monitor: {}
pgsql: {}
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portal: {}
snmp :

run_forever: true
vimmanager: {}

VIM R EDFEER

escadm vim show 2~ RZfEHAT 5L, VIMOERENELL AASN TWAENEHERTEE
7

$ sudo escadm vim show

"status": "CONNECTION SUCCESSFUL",
"status message": "Successfully connected to VIM",
"type": "OPENSTACK",
"id": "default openstack vim",
"properties": {
"property": [
{
"name": "os_auth url",
"value": "http://172.16.103.143:35357/v3"

ESCH—ERXRDARA— 7y TREICET A S TILoa—Ta 0T

&8 : A A b —/LEFIZ sudo escadm status Zfff L CTESC ¥V —ERAD AT —HX A& filgiR7
DB R AT B RE

BRA : —t20Hizid, BARICERIA 2225 & 0=0, BAAIRICRIENAET L L 0NH 0 £
‘@‘O

fRRE -
1. ROWTNILOEFET, MEEEELET,
» 1 7 /var/log/esc/escadm.log DHfEE

$ cat /var/log/esc/escadm.log

2017-06-01 20:35:02,925: escadm.py(2565): INFO: promote drbd to primary...
2017-06-01 20:35:02,934: escadm.py(2605): INFO: Waiting for at least one drbd to
be UptoDate...

2017-06-01 20:35:02,942: escadm.py(2616): INFO: Waiting for peer drbd node to be
demoted. ..

2017-06-01 20:35:14,008: escadm.py(2423): INFO: mount: /dev/drbdl
/opt/cisco/esc/esc_database

2017-06-01 20:35:14,017: escadm.py(1755): INFO: Starting filesystem service: [OK]
2017-06-01 20:35:15,039: escadm.py(1755): INFO: Starting vimmanager service: [OK]
2017-06-01 20:35:16,116: escadm.py (1755 INFO: Starting monitor service: [OK]

)
2017-06-01 20:35:17,163: escadm.py(1755) INFO: Starting mona service: [OK]
2017-06-01 20:35:18,440: escadm.py(1755): INFO: Starting snmp service: [OK]
2017-06-01 20:35:21,397: escadm.py(1770) INFO: Starting confd service: [FAILED]
2017-06-01 20:35:28,304: escadm.py(1755): INFO: Starting pgsqgl service: [OK]

2017-06-01 20:35:29,331: escadm.py(1755): INFO: Starting escmanager service: [OK]
2017-06-01 20:35:30,354: escadm.py(1755): INFO: Starting portal service: [OK]
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esc K—2~ons1> [

2017-06-01 20:35:31,523: escadm.py(1755): INFO: Starting esc_service service:
[OK]

ESCH—ERXDOFEMIE 1 &R RT 511X, T-v] &#escadm AT — X A |ZBIMLE9,

$ sudo escadm status --v

0 ESC status=0 ESC HA Active Healthy
pgsgl (pgid 61397) is running
vimmanager (pgid 61138) is running
monitor (pgid 61162) is running
mona (pgid 61190) is running

drbd is active

snmp (pgid 61541) is running
filesystem (pgid 0) is running
<<service>> is dead

keepalived (pgid 60838) is running
portal (pgid 61524) is running
confd (pgid 61263) is running
escmanager (pgid 61491) is running

2. MEDOHL ZEPREINIEY—EADAT —Z AZ[HR L, ZNHDOH—E X% FHT
BAtE L £,

$ sudo escadm <<service>> status// If the status is stopped or dead, manually start
the services using the next command.

$ sudo escadm <<service>> start --v

ESCR—AZ)LADOY A >
\§

GE) «ESC IR—H WL T 7 4V h TENZ 2> TWET, A A h—/LIFIZ ESC AR — & LN
T TWVRNZ L 2R T D HERH Y 9, ESCHR— X LOHF I E -3 b
TR OWTIE,  TQCOW A A — T %1 L 7= Cisco Elastic Services Controller M- > A

F—= (10 =—2) | ZZRL TSN,

«ESC R—F N ~DfJEln 7 A VR, T 7 4V bRAT— FOEEZRD LN ET,

ESC R—Z iz 7' A 45121, ROFINEEZETLET,

1R8O BRI

«ESCOA VAKX v AZBEk L E T, ESCOA AKX L ADBERIZEB T DOV T,
WaEZR L TLTEE, QCOW A A —T % L7 Cisco Elastic Services Controller -
VA =L (10 X—3)

A= YPHENRAT—RFERFELTND Z 2R LET,
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FIE

RATYT1 Web 77 UHFEMHEMLT, ESCEAR—h443DIPT KL AZASLET,
11 -
=& ZIE ESCOIP 7 FL A 192.0.2.254 DFAIE, RO L IICAHLET,
https://192.0.2.254: 443 [ login via https]
X2 VT4 TT7—F AvE—URRRINET,
ATV T2 1T (Yes) 1227V w7 LTeFa )T AitHEELZITANET, B/ A0 XA—URFRS
nET,
ATV T3 2a—PLLERRAT—=FKEANLT, [BZ A (Login) 127V w7 LET,
WIEle 7 A CRHTIE, v 7 A XU RFERR SN, NAT— FOEREZRDLNET,
ATy T4 [HWWRRAT—F (0ldPassword) |7 4 —/L RIZHWSRRAT—R&EZ AN L, [HLUVWIRAT— R

(New Password) ] L [/3A T — ROHEFE (Confirm Password) ] 7 4 —/L RITH LV WA
J— a2 AN LET,

AT9 TS [RAT— RKOEH (Update Password) 1 %27 U v 7 257>, Enter Z L £,

GE) UL BIGE L7 e o 728 801%, ESC ¥ = /b7 11 7 k)5 sudo escadm portal
restart #5347 L C Ul Z# FHLE) L 97,

cESC R—Z i1 ADa—HFDHhr P R—FLFET,

HIE, FRIA VA P ENT-EHABAEHAEIIHTTPS 2R — L TWE
T, ESCAR—H /LD Z D DI, 2—FIIE CBLEAEL R T D0
ERHY E9,

« HTTPS {5 & — K TlE. OpenStack (X > TilEEN 2 URL 7’1 ha)vX A~
28 HTTPS TIZR WA, VNF a2 Y —L~DT 7 AN 5D 2 &b
DEJ, X274 EOFEHNDL, HTTPS TEITL TWA I, L2t
RWEEITES SN ET,

[l Cisco Elastic Services Controller5.9 1 ¥ X k—ILELUT v FFL—KAA K



L]
'
-
]
=
=
-
e
s
[+
[+d
i
i

L=
. I.——-—l- —
e .4 8 L 8 A AL i A A T >

—— e,

5 1X &

Cisco Elastic Services Controller D7 v 74
L— K

AT FUAE—FTOESC (163 ~—)
« Cisco Elastic Services Controller 7 v 77 L— K (171 _—7°)






521 =

AUTFHFURAE—FTOESC

ZOET, WOETHHINTWET,
cESCEALVTF L AE—RIZTH (163 2—)
e ESCAX LU KT U ALV AR ANLEDT —=HRXR=ZADN Ny 7T w7 (165 2—)
cESCHAT 7T 4 TIAZ U INA AL VAR ADT —BZRX—=ZADNNy 7T w7 (1673—)
+ESC 7 — ¥ _X—2DE 7t (169 _—)

ESCZEAUTFHFURE—FIZT S

ESCT — X _X—R%&E NNy 77 v 7BIMETLT BI121E, ESCE AT FH U AE— NIZTHH4E
NHYET, ZOBERZITHIIZE. OB Z L aryTEEEINTWAS X912, escadm Y —/L &
EALET,

1RO BHIIZ
A\

GE) ESCVUVU—R44LIE, HAT 7T 4 TIAZ 34 OYJ Y # 2 /i £ 7212 DB OE THIIC ESC 2%
AT F AT RESTESEIE. HAT VT 4 T/AZ AL DY) B2 % £7-1X DB O T
#%YHLESCIIA Y TF U RAE—RFOEFICAY FT,

AT F U AE— RO,
o« ) —ANRT U RERIZESCICE»TTry 7 &, ESCIIA VT AE— K@H T
%L\ijqo
¢ RESTER DAY, ESCIE—HFHNZERARA[IZ /2> TWD E W) IREEZELE T, ConfD
FRIE, AT FURE—FNERRA o=V EET A0, £720F (5F 2 PRI TICE
ETDHHAEOT L FEROMERZRE) T _RTORESERIZHT 50K A vv—T %t
b‘ij‘o

cE=X VLT T g RN —BHELRENET,

i

c TRTOMEATHOERE N T U7 va 3, EITEAK

]

=]

LE7,
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escadm YV —/LD{E A

ATy T

ATy T2

ATvT3

ESC 1%, escadm V— /L ZEH L CA LT F U AE—RICTHIENTEET,

FIE

VM ¥ =L h ESC & AT F U A®— RIZLET,
sudo escadm op mode set --mode=maintenance

Set mode to MAINTENANCE
Operation Mode = MAINTENANCE

ESC5.6 LV HETDOYU U —AZTD-MONA # BB L TWAHEIE. % D-MONA (25 L TR DO FIE
EEITLET,

curl -i -k --user {REST username}:{REST password} -X POST https:/{DMONA
IP}:8443/mona/vl/rules/pause_all

GE) ESC5.6 U U —ALIFE, ESCHR AT F L AE—RIZRESND L, ®HbT 5
D-MONA f VAR LV AB AT F U AT — RIZERESINET,

ESCH# AT F L AE— RIZERELTWA L X2 D-MONA IZEZETX 20 EA
IRDBEENFIRINFE T,

Set mode to MAINTENANCE

Operation Mode = MAINTENANCE

Warning: There is at least one suspend monitoring operation failure.
Please check the logs for more details.

BEE— FZ2RET558ICFTVSTH,

sudo escadm op_mode show

&1

Operation Mode = OPERATION

EITHFO RN T oY I arNNnWeE X, AT AE— RNIZLET, escadm Y —/L T
ipt check 7 7 7' & LT, ESCIZHAITHD N T 7 v a VR WEEIZDI, ESC & A
VT U AE—RIZTAZENTEET, ESCICHITHDO F T o7 arRndH v, ESCE A
VTFURE=RIZLARWEAIX, 7T 7 & true IZERELE T,

sudo escadm op mode set --mode=maintenace --ipt check=true

[ipt_check] =7 5 V73 true [IZRXE SN TV D A, escadm Y —/WXETHOEAENH L7~ &
IMETF =7 LET, FITHOBRENSH 5546, escadm YV —/VTESC & AT F v AE—
RizLEH A,

63) D-MONA BB 132 ESC TlE, AL 7 F v AE— RIBITT 2 & XITBMo
A= RATTOMENRDH Y T,
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esc zi2eE— K275

ESC ZR{EE—FIZT B
escadm Y — /L& L C, ESC Z#fEE— NIcLET,
sudo escadm op mode set --mode=operation
JSEITRD LB Y T,

Set mode to OPERATION
Operation Mode = OPERATION

ESC5.6 L VRETDOYU U —ZTD-MONA Z B L TWAHEATE., % D-MONA IZxf L TRDOTFIE
EEITLET,

curl -i -k --user {REST username}:{REST password} -X POST https:/{DMONA
IP}:8443/mona/vl/rules/resume all

\}

(GE)  ESCS5.6 U U—ALIKE, ESC BEMEE— NIZRESND &, KT 5D D-MONA A > AKX A

bLEIEE— FIZRESNET,

ESC ZEfEE— RICHREL TWA & X2 D-MONA ICEETX AR WS, ROBELERE RSN

e

Set mode to OPERATION

Operation Mode = OPERATION

Warning: There is at least one resume monitoring operation failure.
Please check the logs for more details.

Woa<y REfH LT, ESC OEIEE— RE WO THIHRTE £7,

sudo escadm op mode show

ESCRAVK7Z7AUAVARBZRUADNLDT—IR—XD
NV Ty T
s WORHESFRM = EETHILENRNDH Y F9,

« T—HR=RERAF L, Ny 7T v T u T EERT HI2E, 3EAOY L UNLET
TO

cESCIIT —FRXR—AAX—~vDHF T 7L — R R—FLTWEFA, T—FX—
A& URID BSC 8= a BT D & THILZRWRED LT L AREMED & Y
iﬁ—o

RNy T T Tk ZREFET DRI, MR R L— Y 28— 2 &R L E T (OpenStack
ary hr—IH, £7ZITESC kiof?’&ﬁxTﬁEfOE/XTA) o Ny 7T v T I
WHEX THEBI T, escadm >’ —/L (scp:/<username>:<password>@<backup_ip>:<filename>
) THEASHET, ZORKTIE, 3BRO~roul A UFH, IPT7T FLA, BLY
T7ANANL—UNANRKETY, F72, localhostIP /Ny 77 v IPE L THEHAL.
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B osscxs k7oo o z8 02D BOF—ER—ZDNY T v T

ATvT1

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 71

ESCVMINIZT —H#RXR—=R &R 7T v 7 LThb, FOT 7 ANVEITA ML —Iiza
=52 TEET,

AR KT R MESC ETIZHAT 2T 4 TIAZ A (T 2T 47/ —F) b ESCT—
FR=R%Ny 2T v 745103, ROFIRZFATLET,

FIE

ESCVMIZuZ A LT, AVT Ty AE—RIREL, WEFETLET,
$ sudo escadm op mode set --mode=maintenance

ESCRA LT F U AE—RIZR> TS 2 EZMERT DL, kDa~vr FEFETLET,

$ sudo escadm op_mode show
T—H N RE Ny T vy T LET, —ba—F L LTROa~vy FERTLET,

# sudo escadm backup --file /tmp/db_file name.tar.bz2
scp://<username>:<password>@<backup vm ip>:<filename>

ESC Z#EE— RIZETIZIX, koa<w> FEFETLET,

$ sudo escadm op mode set --mode=operation
$ sudo escadm op_mode show

HWESCVM MM LI R_RCon 7 #NEL, Ny 77 v 7 LET, r—ba—HF L LT FDa
<~ REFITLET,

# sudo escadm log collect

BALDAZ T a7 7 AT, Ivar/tmplesc log <timestamp>.tar.bz2 (AR S AL E T,

G¥) BAFIvT ~v BT 77 A NVNESCH—ERZL > THERHEINTWDEHA
. A AFTIv I v BT T ANEESCR T ERILAA IV T TRy I T
TTOMBERDYET, ¥ATIv I v 8T T3 ANVDT 74V h/3AX
Jopt/ciscol/esc/esc-dynamic-mapping/dynamic_mappings.xml T3,

TR R—=ADNNy 7T v TNIEFIZFE T Lz, Horizon/Kilo F 721X Nova 2~ > RZEH L
T, HWESCVM Z >+ v h ¥ 7 LE9, VMware vSphere % 5 & L7 ESCVM A » A 4
VADEEIE, VMware 7 7A TV " v v aR—REFHLCT 774 TA Vv AZ U A%
v v hH DU LET, OpenStack TVM &% v MU T 562N FITRLET,

$ nova stop OLD ESC_ID

HWVM S HWR— 280 EEL, HVWESC / — ROA4RTAZHE L£9, OpenStack TVM
OBEL., AREAEETLEIZ L TIRLET,

nova interface-detach ESC_NAME port-id-of-ESC_NAME
nova rename ESC_NAME ESC_NAME.old
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ESCHA7 95 1 TIRE VA 4 YR8 v ADTF— 8 _A—2018v 57 v 7 |

VMWare T, FrWVMIZBIDOIP 7 RLAZE Y BTTHEH, BTV VM OLBIEEFE LET,

ESCHA7 O T 4 TIRBZVINAA DV ARBR DV ADT—RN—
ADINY G T T

ATy T

c ROFHRZM EBET DRERDHY £7,

T HNRN=RERIF L, Ny I T IR E2ERT IR, 3FHOT TV URBET
‘j_o

cESCIZT— A R—ZARAF—vDE T T L — REVR—FLTWVERFA, T—FX—
A& LVAIO ESC X—Y a B T2 L, THLUARWIENREAET D 6NN H D
iﬁ‘o

NI T 7T u AERMT ORI, BARERIMNEA N L=V AN=2ARH D I L
e L £ 7 (OpenStack 2> b —F N, FIFESCIZL > TT 7B AARER T AT L)
Ny 7Ty THETEITIAER TRELTE | escadm Y —/b
(scp://<username>:<password>@<backup ip>:<filename>) THEH N E T, O TIL,
3FEHO= ORI A U NER, IPT RLA, BEOT 7 A LA R L= 82 BBET
¥, FE7z. localhostIP Z /N> 77 v 7 IP & LTHEH L, ESCVMNIZT —#R_R—2 % /3y
IT T L Thb, TDOT7ANENTA L —VICabt—F 52 b TEET,

AP RTRMESCETBHAT 7T 4 TIAZ A (T2 T 47/ —F) InbESCT —
BR=R%Ny 7T v 745123, ROFIRZFATLES,

FIE

AR INA ESC/ —FTCROFIEZETLET .

a)

b)

d)

SSH Zfifl L CAZ /31 ESC A A X AR LET,

$ ssh <username>@<standby vm ip>

ESCA VARV AWARZ U IRAZIo TSI EZMER L, AX XA ESCHAT 77 4
TIAB N AV AS AL T AT LET,

$ sudo escadm status —--v

[STANDBY | & W95 HERFERENHEGE. €D/ — RiZFAX 34 ESC /— KT
j—o

T AMEEERE L —PICET L ET,

sudo bash

ABERAL ESCVM ML T _RTor 72 INEL, Ry 7 v 7FLET,
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B oescia795TR5 0 R0 4V REVRDF—BR—ZDNRY I T Y T

ATy T2

ATvT3

$ sudo escadm log collect
HA DA T T T 7 AT, var/tmplesc_log <timestamp>.tarbz2 ([ZAK SV E T,

e) OpenStack Kilo/Horizon T Nova 2~ RE721X VMware 7 74 7> h&EFEH LT, A&
NAESCA VARV A%y Yy hZ T LET, OpenStack TVM &3 v v hF D95
BlELL IR LET,

$ nova stop OLD_ESC_STANDBY_ ID

FO9T4JESC/—FRTROFIEEFETLET,
a) SSHAMHLTTZF 4 77RESCA v AX L AR L ET,

$ ssh <username>@<active vm ip>

b) T/ EAMEERE VP —ICERLET,
$ sudo bash

) ESCA VARV ANT VT 4T CTHDHI EuMRB L., 7277 4 7ESCHAT V7 4 7/ A X
VA VAR AL T AELET,

$ sudo escadm status --v
HMEIC TACTIVE] LFEREnd%,ma. /— &7 77 47 ESC / — RFTY,

d) ESCHAT VT A TIAZ U NNADT I T 4T ) —RKIDHT—H_X—=RT 7 A L&
Ty LET,

$ sudo escadm backup --file /tmp/db_ file name.tar.bz2
scp://<username>:<password>@<standby vm ip>:<filename>

e) 77T A7 ESCVM b uZu#NEL, Ny /T v 7 LET,

$ sudo escadm log collect

HADABE T T T 7 AT, Ivar/tmplesc_log <timestamp>.tarbz2 ([ZAK I E T,

6= BAFIvI ~o BT T7ANVNESCH—ERIZL s TS TV
Bl FAFTIv I v BT Ty ANVEEBCR T ERILZA I T TRy
IT T T LHMENHYET, XA TIvI v BT Ty ANDT 74V
I 72 1% opt/ciscolesc/esc-dynami c-mapping/dynamic_mappings.xml T3,

OpenStack Kilo/Horizon CNova <> REHH LT, 7277 4 7ESCA VY AX U A% % v b
X7 LET, VMware vSphere % 5l & L72 ESC VM A > A ¥ ZADA1E, VMware 7 7
ATV Ny aflh—REERHLTT 27T 4 TA LV AZ A%V vy N T LET, OpenStack
TVM AT Yy U T 561N FIZRLET,

$ nova stop OLD _ESC_ACTIVE

ESCHAT 77 4 TIAZ N L VAF LV ANIEFIZV Yy NE T ENTZ0E D I a kR
5121, nova list =~ > K% 721% nova show OLD_ESC_STANDBY =2~ > RZ&{H L 7,
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ATvT4

esc 7— 2 ~—zn@x ]

(OpenStack DA D) FHWESCVM b AR— FEEIVEEL, &V VM OARTZ AT LE
ﬁ—o

Ty T T L —RENZESCVM 2 H WA LV AZ U ALFRUIP T RLARLFE UA V AX R4
THEHTALERL AL, BRA LV AZUANLR— NEEVEEL., HWESCVM%E 3 v v
rNED LTS, HWESCA VAR VAL EER LET,

W VMware 77 7 o T A AL A EBAT 5551, BIO P T FLAZED YT, VM
HEERELET, HWWVMware 77T 4 7 A VAR 2% LAaWEAIE. 0 VM 2 HIE
L. 777 VL—RLEFHH VMware 777 4 7T A VAZ AR CIP T RLAEERATE
F9, HWOVM ZHIBRL7Z%, WA AX AL ETIP T RLAZB|&EEATcEE7,

A—hZE0EEL T, &V VM A EZEHE T 57280 OpenStack 2~ > REZLLFIZRLET,
nova interface-list ESC NAME

nova interface-detach ESC NAME port-id-of-ESC NAME
nova rename ESC NAME ESC_NAME.old

ESC T— 3 X—ADET

&

1R HAEIIC

T HR—=AEHETT DI, WOFNEEZFEITLET,
e AKX R7Tu L HESC A AKX VAT, ESCH—t & 2&1’%’—:‘& Li*ﬂ # sudo escadm stop
EEITLET,

CHAT VT 4 TIAZ N BZAT DA AR AT, WAINIAH 731 D escadm %15
LU, ZOHIZT VT 4 7 DESCHAT 77 4 TIAZ U NA A U AZ L AZAFIE LET,
# sudo escadm stop ST Lij—o

* ?/\T@‘H‘% B A %1’$E¢é%‘£75}3}) D i—g*o AT —H R %Eﬁ%ﬂg—g«é (:Vi\ # sudo escadm
status --v é’%ﬁi Li'aqo

FIE

Fe B _XR—=2 %W LET, ESCVMMOHRDa~vwy ReETLET,

$ scp <username>@<server ip>:/path/db.tar.bz2 /tmp/
$ sudo escadm restore -file /tmp/db.tar.bz2

AFw T2 URLIZESCRAU—R&EZANLET, £k, FRoa~r F2ETLZ%KICTFE TESC /3

AT — KA LET,

ATy T3 ESCH—E2Z2HEH LT, kOa~vy FE2FETTLE, T—F_X—2DELHET LET,

$ sudo escadm restart
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GE) ESCAYTF AE—RTiE, /—ARU U REREVNFOE=X Y I RTw
JENFET, 275, BESCHRA LT F v AE— RIZABRNC, /—ANT L RER
EZTCEITFO RN T VI v a v BNbol-a, Ny /T v 7BLMEL vtk
WL AT, ENHD T V7 v g VTHIRBE A AREENH Y £,

Ny I T T E@ITIZE TR YT va Uil s34, ESClx, &
B, *y hU—27 O, BLOH 7Ry MERERIZH L T=T —2®EL
EFT, /AN NEIINGDOTT—A v —U B LETR, HEIC
& o Tli& (OpenStack 7> 5 UUID % HifF9" 5 H1IC ESC AAHran 572 L) |
Xy U= TRy FORAVREETLZERHD 7,

+ESClE. "—EAFxz—r D7 v 7 7L —FRILT=I—2®REL, —F
2AEFERT AT DO —ERAF o — L OERMELEREE (¥ o7 L—Re
T o7 TL—RFTiERL) 2ERLET,
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Cisco Elastic Service Controller I, IRD 2FEIEDOT v 77 L — K&EHHR—F L TWET,

«BackupandRestore 7w 749 L—FK : ZO7 v 77— K7 av ATk, ESC¥F—77T 7

A TF—FrDE (ESCHA DA . T—FZ_X—2ADNNy 77 w7 ESCA VAR
AZADEIE EAFIEE (E7213HIR) . ESCA v A X L ADEA VA h—/b, F—HF_X—2X
OB ITLNITHOINET, ESC5.87 v 77 L— R THHR— kI35 ESC/N— 3 220 T
X, MORLESRL TIEE W,

e A VY—ERTYTTL—F L ESCH, NROY T LS A DT, TIT 4 TIAZ A
L EAME ) — ROA v ¥ —ERT v 77 L— FEHFE— h LET,

ESCA v AZ LV AF, AA VTR AV AZ AL LT, FREFEAAERTELTT v
7L —RT&ET, Ty 77— RFIRL, A¥ 2 K7 arofa L@ fAERT 0%4 TR
0 ET,

ZDFETIE, ESCAZ Y KT ary A AZ AL ESCEAAMNA VAR AET v T 7 L—
N2 HEICHONT, ENENDOFIEEZRLET, ESCA Y AZ L ADT v 77 L— RERE
THRNC, WOFIEEZHERTILERNHVET, A A —LDTF VA (9—=) &5
L, £ A =TT U AOFEMEMHRL T IZEW,

«ESCIE., 1772200~ A F—V ) —ANLDHEET v 7L —RKROHE2YR—FLE
9, 7L X ESCS581%, ESC57 & ESCS5.6 WO DEBET v 77 L— K& R—FLE
T, HET v TS — R THR—FENRTWER—=T g 0 b HWY U — 20841,
BRI 727 v 77— REFITTHRLERH Y £,

GE) ESC AV +%—VU U —2®H : ESC 3.x, ESC4.x, ESC5x
ESC v A F—1VU U —2®Df| : ESC5.1.x, ESC 5.4.x
ESC A>T F A2 U U —Z2DH] : ESC5.4.0x. 5.4.1x
ESC /3> F VU U —Z2DH] : ESC 5.4.0.88, ESC 5.4.0.89, ESC 5.4.0.100

*ESC%7 v 77 L—R$2521F, ESCOA LA =L RAHEBLTHALENDH D
e
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* OpenStack (2D Tld, OpenStack DA > A h—/LFEZZR L T ZE, F4E

[OpenStack ~@ Cisco Elastic Services Controller DA > A h—/L | ZHMR L T EX
VY,

o VMware [IZ DWW Tlit, VMware DA ' A h—/LFEZ SR L TL &, & T7E [Cisco
Elastic Services Controller @ VMware vCenter ~D A L A b —/L | B L T 7Z &V,

« ESCHA IZ oW ClE, ESCHA OA > A h— L FlEEZ BB LT &N, H5E
[OpenStack TO @A HMEDORRE] L5 8 T [VMware TO® MO E] 2SR
LTLEEN,

K7 ESC58~DT7 v T L—FTHR—FENBESC/A—P 3>

%84 > 75X +57% |BackupandRestore 7 v 745 |4 Y —ERT7v TSI L—KFTHR—
Fv IRx—T¥ L—RFTHR—bEhB/N— | FShBNN\—D3Y
Tav
OpenStack 5.7, 5.6 5.7, 5.6
VMware 5.7. 5.6 5.7, 5.6
CSPp 57. 5.6 5.7, 5.6
LE AT

cHLWESC X—Y a7 v 77 L —FRLE#S, ESCH—E R X, URiDOU J—RAT
ERENTZTRXTOVNEDTA 7V A 7 VEEFLET, BEfFO VNFISH LUWEERE Gor
LWTF—XET VaA) 2T 5120, BEFO VNF 2 EBBER L CHERR T3 43
NV £9,

T T T V=KL, TI2TA47/T77 747 HA DHTHR—FINET,

Y

GE)  ETSIEBTIEZ. ESCOT v 77 L —RTVIP ZZEHE LN TL RN,

ETSI ® REST A& —~ & L7284, http 75 https ~DZEE H1 ESC (X, BEFED RIS
THESC a7 bl A NY@EMOREGEEEELET,

c AR RTU LV ESCA VAR ADT v F T L—FR (173 ~<—2)

cESCHA T VT A TIABZUNA AL VAR ADT v F 7 L—F (174 2—)

* OpenStack TOESCHA T 7/ 7 T/ AZ A ) —RDA P —ERAT v 77 L—F (177
D)

o = NR—=ZADE~ > (KVM) ESCHA 7 77 4 T/AX LA ) —RKDA P —
AT v L—F (180 X—7)

s VMware TO ESCHA 7 77 4 T/ AZ L NA ) —ROA P —EARAT v 77 1L—F (184
~2e)
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28 k7avEsC A v Ra 207y ITL—F |

«CSPTCOESCHAT VT 4 T/ AXZ A ) — KDALY —ERAT v 77 L—FK (187%—
D)

AR RF7AOVESCA D REVADT Y TTL—F
AL RTaVESCA VALV AET v 77— R 520, WOX AT HFEITLET,

1. BSCT—4# X=Xy 77 v LET, MO VTIE, TESCAX U RT RV AR
HUANLEDT —HR—=ADNNy 7T v 7] ZHEML T I,

Y

GE) BEEATHAINDIHIARAZ LRIV "Xy s T v 7L, T—FR—-AETOHNZENS EE
TTBIE, NI T AR VT "NEeHTHA A M= VT HLERHD F9,

2. ESCA U AF U AZFERLET, MOV TIE, T T7yFSL—FKZBMEL
T-ESCOREKE Otri a2 LTLLEEN,

3. HLWESCA vV AX U ATESCTF—F_R—2%E I LET, FEMHOWTIX, T
[ESC T—AR—ZAMET| PHEZZRL T EI,

TyvIFJL—F&HKE LT-ESC DER

HWESCVMAE RNy 7 7w 7 LTy y NE T LT, THE-I137 v 77— RgH G
LVYESC Xy r—ZH3<) WESCVM A VA M= LT BLENRHY £9, ESC A A
h—=LDFTRTDONRNTFT A =T, HTWESCVM EBEFRICTHAIMLERH Y £1°,

« OpenStack D&, H LA A —T4 T Glance 2~ > K& L CTH L1 ESC qcow2 A
A= EAGR LTt, HT LV bootvmpy A7 U7 N EF LA A—T4 Z#H LT ESC
VM ZA U A D=L H0ENHY £,

Y

(GE)  OpenStack T, HHWESCVM B 71 —7 1 7 IP THIV ¥ THIL
TWEEAIE, A VA =L BIZE LWESC VM Z R U7 1 —
T4 T IP IR T AMENH Y 97,

e VMWare D84 FILVWESCOVA 77 A AV EZFEH L TESCVM %24 > A h—/LF A B
NHVET, MOTRTOREL T fET, HWVM ERUTHLIVLERH D F
—gqo

ESC T—AR—XDETT
WOFNEZFEH LT, FTLWESC A > AZ L ATESC F—F#_R—Z2 %\t LET,
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ATy

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

Y5E0EIE
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FIE

SSH A L TH LWESC A v A X o AIZHER LET,

$ ssh USERNAMEEGNEW ESC IP

ESC — ¥t R Z&{EIE LET,

$ sudo escadm stop

ESCH—EADAT—H A% T zv 7 LT, TXTOY—EAMEIELTWVWDZ L 2R LE
T,

$ sudo escadm status

Fe B R—=AT 7 A N EHEH T LET,

$ scp://<username>:<password>@<standby ip>:<filename>
$ sudo escadm restore --file /path/where/file/scp-ed/to/db.tar.bz2

ESC — v X Z PRt L £,

$ sudo escadm start

ESC 4 —EANBAMhEND L, AF L RT BV ESC DT v /7 L— RBRETLET, HL
ESC VM T $ sudo escadm status ZEITTDHZ &LV, HLUWESC Vr— A EFM 4
BT ET,

Openstack C, 7 — X X—ZXA & EFIZEIL LI, HWESC A U AX U AEHIBRLET,

$ nova delete OLD ESC ID

FLWESC A=V NZT v 77 L—RL7c# b, ESCH—ER L, frnA—T g it ko
TREASNTETRXTOVNF DT A 7H A 7 VEBEZMEE LET, 72720, finA—Ta3 00
ESC {2 X - TIEBA &7z VNF ~DOH LUMERE (BrLWF — X BT V&M H) O T ARAE S
NEHEA, HLWESC/N— 3 »OFH LWEEREZ BEF O VNF (2 3 25615, BEfF D VNF
Z R L CHEMTA2MNERH D £,

ESCHA 79 T4 TIRBUINA A VAR BAVADT v TH

L—Fk

ESCHAT 7T A T/AXZ LN, ) —RET v 7T L —RTHIZ0E, ROX AT ZEITLET,

1. YWESCHA 7 7T 4 TIAZ UL TIT 4T ALV AR AN T —HRX—=R %Ny )
Ty LET, FMICOWTIE, [ESCHAT 77 4 T/AZ N L U AB L ADT —H
R=2ADNRNy 7T v 7| ZHERLTIIEIN,
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FuFTL—KEBME LEESCHAT 5T« T2 viiq /— ko |

\}

GE) EHATHEHRINTWAIIRZ LA VT NaenNy 2T v L, T—F_X—=RA%MET DRl

NHZEILT DI, Ny 7T v FICHAZ VT haabt —dH0ENRH Y £7,

e

2. HLWESC A—2 g NCHASNWT, FTLWESCHA 77 T 4 7/ AZ L8, ) — RN 2B
LES, FEMIcOWTIE, ko [Py T L—KZBHE LE-ESCORER) okr v a v
LT,

3. 7547 ESCALVAZL AR (RZUNABSCA VAR ARXT V5 47 BESCA VAKX
VALRM) OF—Z_R—=ZAEE X LETEMIIOWVTIE, KO LW T4 76&
URBUINAAVABVRATODESCT—EAR—ADET] Dk a 2R LTLEE
v,

Ty IO L—K#BMELEESCHA 7Y T4 FIRA N4/ — RFDRER

2O0DHWESCVM 2Ny 7T v LTy vy E T LTI, i LW ESC /Xy 77—k
SWTHLWESCVM A > A h—/L LET,

* OpenStack D&, #H LA A—T 4 & Glance 2~ > & L CTH L1 ESC qcow2 A
A—TEBERLTZ%, H LW bootvmpy A2 U T N EF LA A—TU4%HEH LT ESC
VM %A VA M=/ T H0ERH Y ET, MOFT T bootvm.py 514I%. > VM @
ty N Ty IR LEZLDO LR THAIVNENRH Y 7,

* VMWare D54 HA@77747/%&//\4«7%VMwareft%m“Z> X2 2O FE
DHVET, 1) 2DOODARZL KT RUAVAF U AEHKEL) HAT 7T 4 TIAHK A
rﬁﬁ&%ﬁﬁﬁﬁ LCHEA VAR A Fk E{iﬁ@@”f\f@aﬁﬁk Ta T EE, VM &

T DHERDH Y F9,

-V1P75§/ AN F‘Tﬁ’zx&:ﬁéﬂ%éz"b“ﬂ\é%ﬁbi\ WWHAT 77 4 TIAR R

X7 EHRETLHOIHEH LD LR VIP 285 LWEBR THREL TSN,

HLWTFIT4ATELUVREZUNMESCA VRAVRATDESC T—2R—ADERT

FIE

ABAUINL ESCAVABVRE Yy AU LET,
AFvF1 SSHZFEHULTAZ LN ESC A » AF v ATHER LET,

$ ssh USERNAME@ESC STANDBY IP

ATYT2 EBESCAVARAZUARARAZ U NRAITRSTNWAZ L EZHRL., AZ A ESCHA T 75 4 7/
ABZUINA A VAR AL T AELET,

$ sudo escadm status

[STANDBY| & W o HIIMERFRREINDGE, D/ — RiFAHX /34 ESC / — KT,
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B 5L 707 T65URE 0 ESCA VR A VR THESC F— 8 RA— 2D

ATvT3

G¥) A FIv T <=v¥ 7 77 A/ (dynamic mapping.xml) 73 ESC H— & & Cfii
ENTWABAE, ¥AFTIv 7 v~y BT 77 A V& AKX 734 ESC VM IZ18 7T
THULENHY T, AZ LA ESC/ — ROEREZAZIZT LRI, Nv 7T v
T HEAFI v vy T 77 A/b (dynamic mapping .xml) % /3R
Jopt/cisco/esc/esc-dynamic-mapping/ |2 2 B —3 5 M BN H VD £ 7,

AH 234 ESC A A X A, OpenStack Kg/Horizon %41 L C, Nova =2~ > R&fHEH LT
¥ MU LET, VMwarevSphere & #i & L72 ESCVM A > A X ADA L, VMware
IIAT U Ny aR—REALCT VT4 TA VAZ L RET vy b T LET,
OpenStack TDO A X XA ESCA Y AZ LV ADY v v b AT Ol RIRLET,

$ nova stop NEW _ESC_STANDBY ID

HLWZYT4TESCAVABUVARZE T LET,

ATv74

ATvTH

ATvT6

ATy T17

ATvT8

ATy
ATy 710

SSHAHHLTCT 7T 4 77RESC A v AX AR LET,

$ ssh USERNAME@ESC_ACTIVE_IP

ESCA VAZVANT VT 4T ThHHI EEHERBLET,
$ sudo escadm status

HEIZ TACTIVE] EERENDGE. /—KiZ7 27 47 ESC /— RTT,

TIF 4T ) —ROESCH—ERAEEIEL, AT —F AR LT, F—E AR LT
DI EEMERLET,

$ sudo escadm stop
$ sudo escadm status

F—BR—2AT 7 A NEEITLLET,

$ sudo escadm restore --file /tmp/db.tar.bz2
$ scp://<username>:<password>@<standby ip>:<filename>

GE) ATy I <~y BV 77 A/ (dynamic_mapping.xml) 73 ESC ¥ — & X CfEH
SNTWDEE, AT Iy 7 v~y BT 77 A V% BSC VM I LT 2 4B Q
HYEY, ESC/— FEEBT LN, NI T v T FAFIv s v~y
7 7 A /L (dynamic_mapping.xml) % /<& Jopt/cisco/esc-dynamic-mapping/ |2 = £ —3"
HILENRHY ET,

VM ZHEE) LT, 52272 ESC Y — v A2 HiLH L £,

$ sudo escadm restart

$ Sudo escadm status i&’fﬁﬁﬁ LT\ ESC '}j‘*‘ 1:7\@;(71*‘577\ %ﬁﬁ%ﬁg L/jf'a—o

AH 34 ESC / — Rai# LET,

OpenStack Nova/Horizon £ 721X VMware 7 74 7 &l LT, A& /31 ESC / — RDE
Wat o LEd, AX NS ) —REEB L%, ESCHAT 77 4 TIAZ L INAT v 77
L— RO a®RE2ETTHLERDY T,
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ATvIN

WrE=2 oo L—Lo7yIsL—k |}

HWHA T 77 4 T/AHR A A 2 AH o A % OpenStack Nova/Horizon & 7213 VMware 27 7 A
7V R HHIBR L E9, OpenStack T VM ZHIBRT 2612 KIR L ET,

$ nova delete OLD ESC ACTIVE RENAMED OLD ESC STANDBY RENAMED

VNFE=Z2 )T IL—ILDT7vTTL—F

VNFE=Z U 7 )N—)V%&T v 77 L— RT5Z1%, dynamic_mappingsxml 7 7 A L% /N 7
TyZLThb, Ty X7 L —RENEZESCVMIZT 7 A VEZETTTHMENH D 9, M
WZOWTIE, IRy 7 o7 EETOFIR 22 LTI, HAT 727 4 T/AZ 34
AVABUADT T T L— RIZOWTIL, [ESCHAT 7T A TIAX U INA A VAR L AD
ToT T =R BBRLTLLESN, AU RTRUAVAZADT v 77 L— RZOW
Tk, TAZ U RT7a  ESCA LV AZLADT v 7 L—FR] #BRLTLIEE N,

OpenStack TOESCHAT7 U 74 /XA N4/ — DA
DH—EXTYTITL—K

&

ATy T2

FiE

ESCT—4N—Renu 77 A Ve Ny T v 7 LET,

Q) TUVT 4T ) —RNHESCT—HR—ADNy I T v T H#FTLET, T—HX—RAD
Ny 7T v TOFMICONTIX, ESCHAT 77 4 T/AZ U NA A VAR ADT —H
R=2ADNy 7T v 7] ZBRLTITEIN,

b) 77747 VM EARZ U NRAL VM O HINGTXTOR T EZNEL TNy 77 v 7 LE
To BT BN T 7T HIE, WOa~vy REFITLET,

# sudo escadm log collect
G¥) HALAK T T 7 A4 )VIX, Ivar/tmp/esc_log-<timestamp>.tar.bz2 |ZAEpK S 4L E
R

) ESCVM O T —HX—ADNy I T v T T77A)tual 7y AL (tmplesc log-.tarbz2
WAERSITWEY) *Zae—LET,

HLWA=Ta VD ESCA A—VEHEALTAZ AL A VAL AEHRERL, T—4 2

R SNDETREL £

a) HorizonHorizon Web Ul &£ 7 idnovaCLIZ i L TA X 3 A A A Z L AZHIBR L E T,

b)

OpenStack = h e —F T, nova 7 74 7 MEHTRO 2~ REFETLET,

nova delete <secondary vm name>

B LY ESC A A — % OpenStack Glance |28k LT, FEOM RN 2R L £7,
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. OpenStack TDESCHA 75 7« TIRBZ VN4 /) —FEDA Vv H—EXF7 v F5L—F

d)

glance image-create --name <image name> --disk-format gcow2 --container-format bare
--file <esc_gcow2 file>

LA A== g NZHESNT, AX XA ESCVM A VAKX AHER L E

9, HLWESC /Xy — (bootvmpy BEOHFT LS BER LT A A —) ZEHLT,
HOAL LN A VAR AETHA LA R—)LLET, MOTRXTOA VA F—LX7

A—2X, UAIOESCVMEREFRI L THLILERH Y £3, 72L& 21X, RA N, IPT
KL A, gateway ip. ha node list, kad vip. kad vif |ZI{Z[R CfEZHT 24BN H D F

T Ty T 7= RINTenN—=a VOFHBIESCA VAL U ARKET L L, DA A
HUARTAL NAWREEIZ T2 T,

HHA Az A Za A L TRO A~y REFEITL, #H LWECS / — ROk ES
R L £,

$ drbdadm status

drbdadm A7 —Z ZANH N SNDHETHREL, MEFD/ — RO IR RDO XK 51
[UpToDate] (272> CW AN AR LET, Tk, HHESCA L AX AT, 77T+«
TAVAB L APEDT —=ZRMNET LTSI EERLET,

T I T 4 TIARE L NA DI

esc role:Secondary
disk:UpToDate
101.1.0.119:7789 role:Primary
peer-disk:UpToDate

7 77 4 7 ESC DO

esc role:Primary

disk:UpToDate

101.1.0.120:7789 role:Secondary
peer-disk:UpToDatee

ATV T3 AF N AU AH L ATkeepalived V—ERA%EILL, T/ T 4T A VAKX ADERE A

7

a)

b)

ZLET, WIZ, AX /31 keepalived h—E A ZBHAA L £,

keepalived h—E R &{E LT 5121, ROa~vr REFEHLET,

escadm keepalived stop

TITATA VAR AR T A LT, ESCT VT 47 ) —R&EA T AE— R
BELET

$ sudo escadm op mode set --mode=maintenance

WD AT » FIHEDHNC, BEITTO N TP 7 a NN EEERLTLLEI N, £
ITHORNT o7 va BNl LEEERT DI, ROa~vr REFEITLET,
For ESC 2.3:

$ sudo escadm ip trans

ESC23 LV FiDNN—T a2 DA 1L, escmanager # 7 (/var/log/esc/escmanager.log) (Z#T
LWRZ U7 va NN EEERLET,
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ATy T4

ATy TH

OpenStack TM ESCHA 7 4 7 1 FIRE 2134 / — R4 v4—E2F v T5L—F |

©) TyTTVL—RENEAZ UL AL AL A Za T (L, ESCH—ERAE T ¥ v b4
v LET,

$ sudo escadm stop

d) OpenStack Nova 27 7 A 7 > IHorizon ZfEf L CT 77 4 7 A LV AX U ADEREA 7T
L, 717> TWHZ & &R LET, OpenStack 2> h e —7 TREFETLET,

$ nova stop <active vm name>
$ nova list | grep <active vm name>

e) VHIT v 77— RENTZAZ LU NA A AX A (EIRIRRE) v 7 A > L, ESCH—
EAEZFRELET, AXUNAESCA VAL LRI T VT 4T A VAL ADBE—/L
FIEME (A v TFA—N"=R R NI HT—ENET) | HrL—T a3 > TH—E 2O
AL 9,

$ sudo escadm start

LT I T 4 TA AL ADESCAN—V a U EHERL, N—Va VBRIELL T v 77 L—
RENTWDNEHERLET,
$ sudo escadm status (check ha status)

Expected output:
0 ESC status=0 ESC HA Active Healthy

$ esc _version (check esc version)

version : 3.x.Xx
release : xxX

HLUWESCA A—VRMEALTC, BT 27747 A AX A EHERLET,

ENWT T 4 T VA AF U AERIFRL, # LWESC /Yy 77— (bootvm.py 35 X O L < %
FRLTcA A=) ZEHLUTHERLET,

a) BB LA A2 Acn (LT, HART —H AR LET, HLA >
AL L AFAL SAIRETH DMEDH Y £T,

$ sudo escadm status --v

b) WDa<r F&EFE{TLT, HLWESC 2% 31 /) — ROFEHIRAEZ R L £77,

$ drbdadm status

drbdadm A7 —% ZAOH )IZ [UpToDate] & FEREINDFE TREL FT,

¢) HLWESCAZ A ) — ROLGE, IEFETF =y 712K L, ESCA—T 3 U IELS
Ty T L= RENTWDHZ LR LET,

$ sudo escadm status (check ha status)

Expected output:

0 ESC status=0 ESC HA Standby Healthy

$ esc version (check esc version)version : 2.x.x
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release : xxX

$ health.sh
Expected output:
ESC HEALTH PASSED

RATYT6 BT v T T V—KRLIET 7T 4 T A AR AZRY | EHEM L keepalived DIRRER T =
7 LET,

$ drbdadm status

Expected output:
l:esc/0 Connected Primary/Secondary UpToDate/UpToDate /opt/cisco/esc/esc_database ext4

2.9G 52M 2.7G 2%

$ sudo escadm status (check ha status)
Expected output:
0 ESC status=0 ESC HA Active Healthy

$ esc _version (check esc version) Expected output:
version : 2.x.x
release : xxX

$ health.sh (check esc health)
Expected output:
ESC HEALTH PASSED

G¥) IJA v Ta—)wRy 7 Ty T L— KB LEE/RIE, Ty 77— FRank-
AVAB LR Yy NE UL, WT I T4 TA AR R BB LT, 7
A=Ay 7 EFITLET,

A Y—EXT7y T L—Frna—)L/\yJFIE

1L ESCVMM BT =S N=2ARL s DRy 7T v 77 7 A VEfEEOSBHTICa E—
LET,

2. BODESCA LV AZ U AZHIBRLIEDL, A=V 3 2D qeow2 4 A— V%
M LTESCHA 7 277 4 7/AX 234 VM ZHEMRL ET,

3. T—HAR—REEITLLET, HAT VT 4 T/AZ N T —FX—=ZH LD
72 % @ Backup and Restore Zfifl L72 ESCHA 77 7 f T/AZ N A LV A X
YADT v T T b— ] OFIRICHENET,

4. T—HERXR=ADETH, ESCH—ERZH WA= g VIZETHERDH Y £
R

HD—RILAR—ADRET > (KIM) ESCHA 7 T«
TIZABIINA ) —FDA Y —ERT7TY TSI L—FK
FIE

ATFYT1 ESCT—ER_XR—R Ll 77 ANy T v 7 LET,
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ATvT2

b)

<)

H—FLR—ZDREBT L (KUM) ESCHAT 55 1 TIR5Z 2iq / — koA w4 —Ex7vToL—F ||

TIT 47 ) —=FMHESCT—HR—=ADNRNy I T v T HFITLET, T—FX—AD
Ny 7T o TOFMMZONWTIE, ESCHAT VT 4 TI/AZ U NA AL VAR ADT —H
R=ZADNRNy 7T v 7| ZBZRLTIEIV,

TI2T 47T VM EZAZ R VM O HFNLTRCOa 72 IUEL TRy I T v 7 LE
T, BT BNy I T w7 THIE, koavry REFEITLET,

$ sudo escadm log collect

GE) BALAR T 77 AL, [var/tmp/esc_log-<timestamp>.tar.bz2 |2 A% S
NETS

ESCVM BT —FX—=ADNRNy I 7 v T 77 A a7 7 AL (/implesc log-.tar.bz2
AR *%ar—LET,

AR NA BESCA VAR AEBRERLET, AXUNA A AL AIZH LW ESC A A —
VEBERLET,

a)

b)

d)

libvert Virsh 2~ REEHA LT, AZ A A AV AZ U AZHIBRLET, KVMAFA A B
T, KOa<wy REFEITLET,

$ Virsh destroy the <secondary vm name>
$ Virsh undefine --remove-all-storage <secondary vm name>

HREBOHEHADTZDIC, HLWESC A A—T% Kvm A A MMoa b —LE7,

sshpass -p "host Password' scp /scratch/BUILD-2_x_x x/BUILD-2_x_ x x/ESC-2_x X x.qcow2
root@HOSTIP:

HLWA A= R g SN T, AF NS ESCVM A VAKX AEHERLE

T, HLWESC X7 — (bootvmpy BEOUH LS BER LT A A —) ZFEHLT,
HORZ U NA A VAR RAEFHA LA R—=LLET, OTXTDHOA LA F—LRF

A—2X, UAIOESCVMERERIC THLILERH Y £3, 7L 21X, RA N, IPT
NL A, gateway ip. ha node list, kad vip, kad vif (ZIZ[A CEZEHT 2 0ERH D F

T Ty T T L= RINTenN—2a VOFHBIESCA VAL U ARKET L L, DA A
B ARTAL NAREEIZ 72D T,

FA 2L R a7 LTCROa~ Ly REFET L, # LWECS / — FoRHINES
R L £,

$ drbdadm status
drbdadm 27— X AN SN DHETHFEL, WHD /) — FRROH IO XS

[UpToDate] (272> TCWAHZ & &R LET, ZiUk, FHESCA L AF AT, 77
TATAVAZ L APSDOT —ZREMNRTET LTSI EERLET,

esc/0 Connected Secondary/Primary UpToDate/UpToDate

ATV T3 AZUNA AU AHF L ATkeepalived V—ERA%AZEI L, T/ T 4T AV AX L ADERE A

7

a)

ZLET, WIT, AX 2 /3A keepalived h—E A ZBIH L £,

TITATAVAF AT AL LT, ESCT VT 47 ) —R&EA LT F U AET—R|IZ
RELET,

$ sudo escadm op mode set --mode=maintenance
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B »—#rr—zoRE<S Y KWM) ESCHAT 274 FIRB A/ — RDA S H—ERTF v THTL— K

ATv74

ATy TH

b)

d)

WD AT FIHEDHNZ, EITTO T o7 a U NRNWZ EEHERL TN, £
THORNT T a BRI L EHBRT A, ROa<w REFEITLET,

$ sudo escadm ip trans

escmanager 1 2 (/var/log/esc/escmanager.log) (ZH LN KT 7 g U T & iR
L/i‘g—o

ToTTU—RENZAF U NA A AR Za T A4 LT, keepalived h—E X %
v PETULET,

$ sudo escadm stop

TITATA VAR ADERY S 7IZ LT, BRICAZIZR>TWNWAH I L 2R LE
4, KVMESC 2> v —FC, REFETLET,

$ virsh destroy <active vm name>
$ virsh list --all

PIENC T v 77 L — RENTEAZ AL A o AZ A (EIRREE) (a7 A > L, ESC
P—bREEEFHLFT, AFXUNRAESCA VALV AT VT 4T A AL ADBE—)L
BHIEME (RS v FA—N—R R I HT—ENFET) | HLOWN—T 3 TH—ERDEE
ARG L E T,

$ sudo escadm restart

HLWT VT A TA LV AZ L ADESCAA—V g U ETHER L, N—Va U DNELLL Ty 77 L —
RENTWAEDPEHER L ET,

$ sudo escadm status (check ha status)

Expected output:
0 ESC status=0 ESC HA Active Healthy

$ esc_version (check esc version)
version : 4.1.x
release : XXX

$ health.sh (check esc health)

Expected output:
ESC HEALTH PASSED

HLWESCA A—VHEEHLTC, BT 7T 47 AV AX A HERLET,

HWT T 4 TVA L RAZ L REHIBRL, #HTLWESC /Yy 77— (bootvm.py 35 & U L < %
FRLToA A=) AL THREALES, thOoTXTOA A b= T A =2F v
ESCVMDER LRI CICT 20 H Y £, 7oL 2T, RA M IPT FL A gateway_ip,
ha node list, kad vip, kad vif |[&[f CfEICT 204N H D £,

a)

b)

HIWCBB LA v AF Al A LT, HA AT — X AZWR LET, FTLA
AP RFAZ NAIRRETHDHIVENH D £77,

$ sudo escadm status

WDa<y REFTLT, FTLWESC A& 341 ) — RORIMKRES#HERE LT,
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$ drbdadm status
drbdadm A7 —% ZAOHSIZ [UpToDate] & FEREINDFE TREL I,

) HLWESCAZ /A ) — ROEGE, EFETF =y Z7ICG#K L, BSC/3—Y a3 U NIELL
ToT T —FRENTWDZ EEMERLET,

$ sudo escadm status (check ha status)

Expected output:

0 ESC status=0 ESC HA Active Healthy

$ esc version (check esc version)version : 4.1.x
release : XXX

$ health.sh

Expected output:

ESC HEALTH PASSED

ARTFYT6 BT v T T V=R ULET 7T 47 AV AZ AR Y . IEFME L keepalived DIREER F =
7 LET,

$ drbdadm status

Expected output:

l:esc/0 Connected Primary/Secondary UpToDate/UpToDate /opt/cisco/esc/esc_database ext4
2.9G 52M 2.7G 2%

$ sudo escadm status (check ha status)
Expected output:
0 ESC status=0 ESC HA Active Healthy

$ esc _version (check esc version) Expected output:
version : 2.x.Xx
release : XXX

$ health.sh (check esc health)
Expected output:
ESC HEALTH PASSED

G¥) IJAvra—NN_y g Tyl 7 L—RIRRLESEX, Ty 77— Rahk
AVARBLAEY Yy NE T L, WWT VT 4 TA AR RAERBILT, 7
A v r7a—NRy 7 E2FITLET,

A Y—ERT7 YT L—FOa— )Ly FIE

1. FROVDESC AV AZ L AZHIFRLIEL, W= 3 0D qeow2 f A—V%
R LTESCHA 77T 4 7/AZ 234 VM Z R L £1,

2. T=AN=REEIHLET, HAT VT TIAZ N T =2 _R=2 GO
72 ® Backup and Restore Z# ] L72 ESCHA 77 7 4 /A X LA f VA K
YADT v 7T L— K] OFIRIHENET,

3. FT—HR—2DETH., ESCH—EREZH WA= g VICERTHLERH Y £
R

Cisco Elastic Services Controller5.9 1 Y X F—ILE LUV T v THL—KHA K .



Cisco Elastic Services Controller D7 v 74 L— K |

B vwware coESCHA 7 95 4 TIRE UM/ — FDA Y —ERT Y THL— K

VMware TDESCHAT7 UV T4 TIRZ N4/ —FKDA >
H—EX7Yv TSI L—F

ATy T

ATy T2

FIE

ESCT—4_X—=R¢&ual 757 A NVENy T v T LET,

a) TUT47 ) —FKNbHESCT—FR—ADNRy VT v T2 FFLET, T—FX—ZAD
Ny 7Ty TOFEMMIONTIEL, [ESCHAT 7T  TIAZ N A L AL L ADT =4
R=2ADNy 7T v 7] ZHRLTIEINY,

by 77747 VM ERAZ LA VM Ol ENLTRCOa 7 #NEL TNy 7T v 7 LE
T BT BNy T 7T HITE, WOa~vy REFEITLET,

# sudo escadm log collect

GE) HALDAB T T T 7 AN, /var/tmplesc_log-<timestamp>.tar.bz2 {24 X
ET,

) ESCVM WO T —HX—=ADNy I T v T T7r7A)tual 7y AL (tmplesc log-.tarbz2
WZARR) * Zae— L&,

AL UNA ESCA VAL UV AERERLET, AZUNA A AZ L AITH LW ESC A A —

VERGL, TARRASND ETHEL ET,

a) AZUNAALAZAFHIBRLET, AX UL ESCA Y AX U AEHIRT HI21%, £
FvSphere 7 T A T > binbA VAR L AD [EREA T 2L, RIZ[T 4 AT o HEIE
(Delete from Disk) 1 A7 v a V2T 545N H Y £9, VMware vSphare 7 7 14 7
NC, [F—24 (Home) 1>[A X~ VU (Inventory) 1>[VM &7 > 7L — | (VMsand
Templates) | ZiBIR L ET, RO IANETTA VA RAZ AL EH7 ) v 7 L
T, [EIR (Power) |>[EIA 7 (PowerOff) |ZHTIRLET, RIZ, AFX L NA A L AHK
Y AEHIBRT HI21E, [(R—L (Home) 1>[4 A2 kY (Inventory) 1>[VM &T2 T
L— bk (VMsand Templates) | Z&IN L E3, LEHOSFNEAL AR AL B Y
Vw27 LT, [T4RID5HIER (Delete from Disk) ] 3R L £,

b) FLNAA—UNR=T g NIHESNT, AX 31 ESCVM A v AX v A% BIERML
9, H LW ESC X — (bootvmpy BELOHT LS BER LT A A—) ZMEHL T, #r
HOAZLNAA AR R A LA RNV LET, Ty 7T L —RInfn"—Ta
DFHRESCA VAR AN T DL, TDOA VAT RTAZ A RREIZIR D 97,

¢) HHA v AZ Az T4 LTROa~y REETL, #H LWECS / — ROREHRES
B L £,

$ drbdadm status

drbdadm A7 —Z AN N EINDETRHEL, WHFDO ./ — FOMABRKRD L 1
[UpToDate] (272> TWO M EMER LET, ZAUd, FBESCA L AX AT, 77T 4
TAVAZ AN DT—HREMPRZET LTSI EERLET,
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VMware TO ESCHA 7 & 7 4 T2 % 14 / — koA w4 —Ex7 v T L—F ||

esc/0 Connected Secondary/Primary UpToDate/UpToDate

ATV T3 RAZUNA AU AHF L ATkeepalived VP —ERAZAEIL L, 77T 47 A AX L ADERE A

ATv74

7

a)

b)

d)

ZLET, WIT, AHX 31 keepalived —E A& BHAA L £,

TUITFATAVAZ L ACO I A LT, BSCT /T 47 ) — RE AV TF o A%E— R
RELET,

$ sudo escadm op_mode set --mode=maintenance

WDAT » FIZHEDHIZ, EITHDO ST o7 a NN ERHERL TN, E
THORNT YT g BRI EEHRT I, kROa<w 2 REFETLET,

For ESC 2.3:

$ sudo escadm ip_ trans

ESC23 LV HID/N— a3 DAL, escmanager 2 7 (/var/log/esc/escmanager.log) (23T
LWhTZoHF T va v PNnZ L e LEd,

Ty T T VU= RENTZAZ N A L AZ R Zu 7 A LT, keepalived h—E 2%
Yy MU LET,

$ sudo escadm stop

TITATALARZ L ADBRETTIZLT, TITATA L ARZ L ZADBRNA 7T
o TWAD I L EMRLET, VMware vSphare 7 7 A 7> N T, [A—2 (Home) ]>[A
>~ KU (Inventory) 1>[VM &7 > 7L — |k (VMsand Templates) | Z&IR L 9, /&
MDREINNETTAS VA AZ AL EG7 Y v 7 LT, [EIF (Power) |>[EFRA
7 (Power Off) ] #i®IRL ET,

PHIT v 77 b= RENTZAX N A L AZ A (FEIRIREE) (121 7 A > L. keepalived
= REZEBHLET, AFUNAESCAVARY LV ARIT VT4 TA VAL ADR—)L
BHIEME (A v FA—N"—R R NI T—ENET) | HLOINA—T 3 TH—ERDEE
2 Bts L £,

$ sudo escadm start

HLWT VT A TA LV ARZ L ADESCAA—V a U EHER L, XN—Va UDNELL T vy 77 L—
RENTWAENEHERLET,

$ sudo escadm status --v(check ha status)

Expected output:

0 ESC status=0 ESC HA Active Healthy
vimmanager (pgid 41908) is running
monitor (pgid 42067) is running

mona (pgid 42130) is running

drbd (pgid 38488) is active
snmp (pgid 2121) is running
etsi (pgid 43247) is running

pgsgl (pgid 42566) is running
keepalived (pgid 40281) is running
portal (pgid 43307) is running
confd (pgid 25644) is running
filesystem (pgid 0) is running
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B vwware coESCHA 7 95 4 TIRE UM/ — FDA Y —ERT Y THL— K

&l

ATvT6

escmanager (pgid 42775) is running
$ esc _version
version :

release

(check esc version)
3.x.%
I XXX

$ health.sh (check esc health)

Expected output:
ESC HEALTH PASSED

HLWESCAA—VHEHEHLTC, BT 7T 47 AV AZ L AZHERLET,

HWT 7T 4 TV A AB L AEHIER L, #H LWESC 7Sy 77— (bootvm.py $5 & UV L < %
FRLIcA A=) AL CHEMLET, tOoTXTOAL A F—A"TF A—=Z %, Hn
ESCVM DB LRI CIZT A2E R H Y £7, 7ok L, AA M, IPT R A gateway ip.
ha node list, kad vip, kad vif IX[F CMEICT 2 XERH Y £3, HIERT 25513, [F—24
(Home) ]1>[A > h VU (Inventory) ]>[VM &7 > 7L —k (VMsand Templates) | %%
RUET, EMDORIVNEA VAR A5G Y v 7 LT, [T 4 A2 GHIER (Delete
from Disk) | IR L £,

a) HICEEH LA v AZ A Cn 7 A LT, HA AT — S A &R LET, HLA >
AB L AFIAZ RARETHLIVLERNH Y £,
$ sudo escadm status
b) WDa<r F&EFEITLT, HLWESC 2% 31 /) — ROFEHIIRAEZ R L £77,
$ drbdadm status
drbdadm A7 —% ZOH IZ [UpToDate] & FEREINDFE TREL FT,
c) HLWESCAZ A ) — ROLGE, IEFETF =y ZIZEK L, ESCA—T 3 U IELL

Ty T L —RENTWAZ L 2R LET,

$ sudo escadm status
Expected output:

0 ESC status=0 ESC HA Active Healthy

$ esc version (check esc version)version : 3.x.x
release : XXX

$ health.sh

Expected output:

ESC HEALTH PASSED

(check ha status)

BNCT T T V= RULIET 2T 4 T A AR AIZRY | IEHPE & keepalived DIRAEZE T =
7 LET,

$ drbdadm status

Expected output:

l:esc/0 Connected Primary/Secondary UpToDate/UpToDate /opt/cisco/esc/esc_database ext4
2.9G 52M 2.7G 2%

$ sudo escadm status
Expected output:
0 ESC status=0 ESC HA Active Healthy

(check ha status)

$ esc _version (check esc version) Expected output:
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version : 3.x.x
release : xxx

$ health.sh (check esc health)
Expected output:
ESC HEALTH PASSED

(6=3) JAyra—NN\y 7 Tyl L— RN LESEE, 7Ty 77— Rahikz
AVABZ ARy NETV L, WT T 4 T A AZ A EREILT, 7
Avra—NRNy 7 ERITLET,

A —ERT7y TSI L—Fna—)L/\y Y FE

1. ESCVMMWOT —HFRX=2La DNy I T v 777 A NVEALEOEHICa B —
LET,

2. FBODESCA L AX LV AZHIRLES, HW A=V 30D qeow2 £ A—V%
R LUTESCHA T 7T 4 7/AZ 234 VM ZHER L E3,

3. T—HAR=2REEILLET, HAT I T 4 T/AZ AT —F =2 LD
72 % @ Backup and Restore Zfiffl L72= ESCHA 77 7 4 T/AZ A A VA K
YADT v T — R OFEIZENET,

4, F—HAX—2ADWEH, BESCH—ERZH WA= g VICETHRERH D E
7

CSP COESCHAT 7 T 4 TIRBZ UINA J — KDA Ut —
EX7vyT77L—F

CSPTESCHAT 7T A4 T/AR L INA ) —RDA P —ERT v F 7 L— REFETT 51T,
WO FINAEFEITLET,

1R B
Woa<y REFEHALT, 7y 77 Lb— ROFNIESCHA / — FA#EUICEE L WD &%
R LET,

# escadm status

12OD ) —=FKNT 7T 4 7IRET, 912D —=FKNRAF U ANAIRETHILENH Y £,
WoOa<w s REEH LT, 772747 /) —FRaMERLET,

# health.sh
ERMF oy 7ICEGKT DL, RBFRINET,

ESC HEALTH PASSED
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B csPcoEsCHAT 974 TIRB M ) —RDA L H—ERTF Y TTL—F

ATy

ATy T2

ATvT3

ATvT4

FIE

RABUNAA VARV ADY v KA T

VM OEREZF 7T AFNC. AZ AL ESCVMET v 77 L—KRLEd, 777 L—1FK
T 521, ROFNEIZENET,

1. kOa<wy REFEALT, AZ UL ESCYVM MM Ha 7 ZINEL., Blo~wyicae—L
F7,

# collect_esc_log.sh
# scp /tmp/LOG_PACKAGE NAME <username>@<backup vm ip>:<filepath>

2. CSPAEHLT, AF¥ "4 ESC DERAZA7IZLET,

HLWESC Ry r—VaEHAL T, AZ AL ) —FEHERELET,

AL A BSCVM OEREA 7 LT-tk, 777 L —RT570I12, HTLWESC /Xy 7r—
CEMHEHLTH LWESCVMZ A v A h—/L LE7, LIATOESCVM & 138725 ESC /N v or—
CEMHT 258 %RE, ESCA VA M=V THHAT HZDOMTXTO/NRT A =2, LLETO
ESCVM BB LR CIZT AMLENRDH Y £9°,

ESC/ — FRAZ U ANAIRRBICR > TWDZ EAMERLET, kOa~<r FEHERL T, #HL
WESC AX 3 ) — ROREREZ R L E7,

# drbdadm status

WOHNINFERSNDETHELET, ZAUT. HILWESCVM BT 7747 ) —FhbHd
T—HEAMETETLTEY, BFHOREBTHLZLERLTWVET,
[admin@esc-xyx-upgradetesthal-4-5-0-105 ~]$ drbdadm status

esc role:Secondary

disk:UpToDate

172.20.117.55:7789 role:Primary

peer-disk:UpToDate

A F vl <wv ¥ 7574/ (dynamic_mapping xm) 73 ESC »—ERIZL > THA I
TWEEEIE, ESCVMIZETT 2BEND Y £, N7 T v T T 7V %
/opt/cisco/esc-dynamic-mapping/ INAZ A — Ljﬁ'@‘qo

TIT47 ) —R&fELL, A vy FA—"—% hUVT—LZET,

CSPEFEHLCT VT 4 TA VAR ADBREA7IZLET, D%, HAAA v T A —/3—
PHBIIZ R Y =&, AZ LS, AV AZ L ARH LVWI—T 3 0D ESC —E A% 5]
ST ET, HILWESC T 77 4 T ioTzth, TOHLWESCT 77 47/ — RMBIEH
YF oo 7B LT EfER L ET,

TWT T 4 T EEEHRZDTEDOH LV ESC / — R R

HLWESC ARy r—V M LCLRIOT VT A TAVAZ L AT v 7 7 L— KT 5720,
HLWESCVMAZA A =L LET, HVWX—=2 39 U DESCVM DOEIRE A 4 7121 BRI,
WDa<vy REFEHRAL T, ESCVM b 72 IRELTHO~ viiar—LET,
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# collect esc log.sh
# scp /tmp/LOG_PACKAGE NAME <username>@<backup vm ip>:<filepath>

GE) BAFI T =T 774NN ESC Y —ER Lo THERHINTWAES
X, XA F 07 o Ty ANEECR T ERIUAA IV T TR I T v
TTHVERHDVET, XA T Iv I ~v BT 774 N0DT 74V F3AT

/opt/cisco/esc/esc-dynamic-mapping/dynamic mappings.xml 7?7f0

CSP # M L TH WA= 5 D ESCYVM OBIRAA 712 LET,

ESC/J — KRB AX U RARIEIZ > TWDB T EZMERLET, RO~ REHERALT, #HL
WESC AX 3 ) — ROREREZHER L E7,

# drbdadm status

WROMNINFERSNDETHELET, ZIUT. HILWESCVM BT 7747 ) —FhbHd
T—HRZTETLTEY ., BHORETHL 2 LamLT0ET,
[admin@esc-xyz-upgradetesthal-4-5-0-105 ~]$ drbdadm status

esc role:Secondary

disk:UpToDate

172.20.117.55:7789 role:Primary

peer-disk:UpToDate

HAFIv T~y 774/ (dynamic_mapping xm) 7% ESC %r—E A2 L > THEH S
TWEEAEIF, ESCVMIZETT 2BEND Y £, N or T v T T 7V %
/opt/cisco/esc-dynamic-mapping/ INAZa B — Ljﬁ'@’*(}

GE) BAFIv I v~y 77 A VR ESCH — BRI Lo THAISA TV 254
X XA T Iy vy BT 77 A VEESCYMICE LT 2 RERH Y £3, Ny
DT v TEAFTIvIRIE LT Ty A NVE, FATFTIv I~y BT T 740D
T 7 &b hNA /opt/cisco/esc/esc-dynamic-mapping/dynamic_mappings.xml {C =

vE—LEd,

ALY —ERT T T —FBEFEIZFETTHE, HWWESCA U AY U AEHIBRTEET,

G¥) HLWESC A=V g T v 77— R b, ESCH—E AT, Hunws— g
NZEHSTEBENTZTRTOVNF DT A 794 7 )VEHEEZMELE9, Ly
ESC/N—2 3 V OFHEREZ BEF O VNF IZi#E AT 285615, 245 O VNF OJER %
bR L, HlCRBEEETLET,
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ESCICRH T AEIED ST a—T4 Y
J

ZOEL, WOBETHRINWTVET,

cESC /' X vt —mFmr (193 2—30)
o —fRIIR A VA P =T — (199 X—)
e ESC DT = — LA —_"—F U F (202 2—2)

ESCAT A vtE—ODRT

B Ayt —UE VNF 74 79 A 7 V2RI > TESC A~y MNER S ET, =
NHIZIE, SN A v =2 ESCHLMODIERS AT L~DA vy E—Y 2T —Ayt—T
BE ARV BERERDHVET, v ST AN

X, /var/log/esc/escmanager tagged.log (Z& VD £,

W2, 7 Ay e—VORAERLET,

date=<time-date>] [loglevel=<loglevel>] [tid=<transactionid>] [cl=<classifications>]
[tags=<tags>] [msg=<message>

WIZ, v 7 OB ZRLET,

date=15:43:58,46022-Nov-2016]

[loglevel=ERROR ] [tid=0793b5c9-8255-47£3-81e6-fbb59£6571£f7] [cl=0S ]

[tags=wf:create vm,eventType:VM DEPLOY EVENT, tenant:CSCvd94541,depName:test-dep, vmGrpName: test-VNF,
vmName:test-dep test 0 dc3f406c-05ca-43b3-af21-0841e3b02%a0]

[tags=wf:create vm,eventType:VM DEPLOY EVENT, tenant:test, depName:test-dep, vmGrpName:test-VNF,
vmName:test-dep test 0 dc3f406c-05ca-43b3-af21-0841e3b029%9a0] [msg=sleepingfor5seconds
to allow vm to become ACTIVE instance id:

162344£7-78£9-4e45-9£23-34cf87377fa’7

name:test-dep test 0 dc3f406c-05ca-43b3-af21-0841e3b029%a0

BREZETDHE, —BEDO NI V7 a 1D & HBEIAERT 5 RequestDetails 473 = 7 b3
ER S ET, ZOMEIE, T_XTORALy RTEEINET, LY JIITEETT, Zhb
X, AT THEDICa Ay —ICBMENTZT VLT 4 v 7 ZATHY, Ty Z1Tk
SHET, HFEEF T EMEHATLE, v A VAT L, n oY — 1T ¢
NEY o TTHIENRTEET,

Cisco Elastic Services Controller5.9 1 Y X F—ILE LUV T v THL—KHA K .



B escosxve—vozs
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I, PAR—bFSN TV DL ZRLET,

NBI

lcom.cisco.esc.rest] [com.cisco.esc.filter] (/ —A NN K A

H—TxA A GEHE)

SBI

YR T a— Ny TN R ETIE
ARG RA 2 —T7xAA, ESC & VIM

lcom.cisco.esc.rest]
lEventsResource |

)

SM

lcom.cisco.esc.statemachines] | StateMachine ZBW L E£9, Z D4y
1%, StateMachine ¥ 7 2V oa 7 &L E9,

MONITORING

[com.cisco.esc.monitoring]  [com.cisco.esc.paadaptor] (MONA B

=78

DYNAMIC MAPPING

[com.cisco.esc.dynamicmapping] [com.cisco.esc.db.dynamicmapping |

(MONA B#Enr 7))

CONFD

l'com.cisco.esc.confd |

CONFD_NOTIFICATION

[com.cisco.esc.confd.notif|  'com.cisco.esc.confd.ConfdNBIAdapter |

oS

l'com.cisco.esc.vim.openstack |

LIBVIRT

[com.cisco.esc.vim.vagrant

VIM

lcom. esc. vim)]

REST EVENT

[ESCManager Event] [com.cisco.esc.util.RestUtils] , = 2 PN® REST

WHZRLET,

WD

lcom.cisco.esc.watchdog |

DM

(F—4

[com.cisco.esc.datamodel | [com.cisco.esc.jaxb.parameters |
ETNEVY—=AF T2 )

DB

lcom.cisco.esc.db] (T —H ~N—XBH 1 )

GW

[com.cisco.esc.gateway |

LC

[com.cisco.esc. ESCManager] (A% — 7 v 7' REin )

SEC

lcom.cisco.esc.jaas]

MOCONFIG

[com.cisco.esc.moconfig] (MOCONFIG 47 ¥ =7 FNida 7, =
I ESC BRFEHE M OWE R 7 T7)

POLICY

[com.cisco.esc.policy] (Pr—E A/ VM KRV v —BE o )

TP

l'com.cisco.esc.threadpool |
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escnsxvt—sniw ]

ESC lcom.cisco.esc] EELIZZ2WZF DD/ br—

WIZ, YR—FSNTWDLH 7 2R LET,

« J—4% 70— [wf] : RequestDetails 77 V=7 b7 7 ar bty —X&/HH L TAER
SET, Bl Twf create network

e AR KA T [eventType:] : BIIEDOT 7 av %z b H—Li=A X b, i :
leventType:VM_DEPLOY_ EVENT |

c)Y—AR—R : TNHDOfEIE, A M THAENDRNTA—=XDH A T ITHESNTE
RENET, B (FF> b, VM ZA—772 L) RuZicBamnshEdt,

FF+ 2k [tenant:<tenant name>]
S NU—2 [tenant:<tenant id>, network:<network name>]
(GE) TFr NI AT LGB DORFIRINET,
PRy [tenant:<tenant name or id>, network:<network name or id>, subnet:<subnet name>]

G¥) T ME BUTLHEAICORRTRINET,

o — [tenant:<tenant name>, user:<user name or id>]

G¥) TF U MI BT OLRICORFIREINET,

A A= [image:<image name>]

7L — [flavor:<flavor name>]

P [tenant:<tenant name or id>, depName:<deployment name>]

B DO EHN [tenant:<tenant name or id>, depName:<deployment name>, vmGroup:<vm group

name>, vmName:<vm name>]

ZA v F [tenant:<tenant name or id>, switch:<switch name>]
=5 [volume:<volume name>]
H—E X [sveName:<Service Registration name>]

S5, e n ZJOERERET D720, ESC 1 7 % rsyslog V— NZHRET 5 2 & 4 T
5

ConfDAPI Z(FERAL=-05D 74 IR YT

ConfDAPIIZEA SN0 77 4 NV ZE2FEH LT, BSCTrY (B /<=7 —n /7 y)
ERESBIOESECEET, 7 b BHA, BIOVMADOH LT 0 V2 BNEASIVE
L7z, Z3UTED, ConfDAPIO B 7 4 NE EEAL T, HOTT—u T DESCH T & X
HICWETHZ ENTEET, ESC L OSHOBEICHEHESTHESCr V2G5 T 52 LT
T4 (WX 7% [0S) ITERELET) .
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ESCOS A yt—CDERT

KIZ, ConfD API v 7 HGT B7-bou 7B ErRLET,

date=<time-date>] [loglevel=<loglevel>] [tid=<transactionid>] [cl=<classifications>]
[tags=<tags>] [msg=<message>

Wiz, a7 oplErLET,

date=15:43:58,46022-Nov-2016] [loglevel=ERROR ] [tid=0793b5c9-8255-47£3-81e6-fbb59£f6571f7]
[c1=0S ]

[tags=wf:create vm,eventType:VM DEPLOY EVENT, tenant:test, depName:test-dep, vmGrpName:test-VNF,

vmName:test-dep test 0 dc3f406c-05ca-43b3-af21-0841e3b02%a0]

[msg=sleepingfor5seconds to allow vm to become ACTIVE instance id:

162344£f7-78£9-4e45-9£23-34c£87377fa’

name:test-dep test 0 dc3f406c-05ca-43b3-af21-0841e3b029%a0

7L R BEORZ TONRTA=21E, v VST O OICHAEIKEFELET, &
DOMABEOEEZMEA L Tr V72 EFICBSETEET,

* log_level=ERROR, classifications=0S, tags=(depName:test-dep)

* log_level=ERROR, classifications=0S, tags=(tenant: test)
077 4 HIE, ROFMENT XTI EIEEZRLET,
sy LL
S (FREINTVDH5LE)
BT (FRESNTWVDLGE

\)

GE)  BEOSENY A NI TWAEESE. 1 L EOSEIC—HTALERHY T, FLZ L
N, ZZICbEBAESNET,

e zIE, koa 77 4 VEZEMETIE, BiRor 7Y LRI L ER A,

log_level=ERROR, classifications=VIM, tags=(depName:test-dep)
a7 LLE X TR L THThH, O VIM B —E L TRV O THEITESNE A,
wIZ, T—H2ETNVERLET,

rpc filterLog {
description "Query and filter escmanager logs using given parameters";
tailf:actionpoint escrpc;
input {
leaf log_level {
mandatory false;
description "One of DEBUG / INFO / WARNING / ERROR / TRACE / FATAL. Results will
include all logs at and
above the level specified";
type types:log_ level types;
default ERROR;
}
leaf log_count {
mandatory false;
description "Number of logs to return";
type uint32;
default 10;
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escny xve—onkz [

container classifications {
leaf-1list classification {
description "Classification values to be used for the log filtering. For
example: 'OS', 'SM'.
Logs containing any of the provided classification values will be
returned.";
type types:log classification_ types;
}
}
container tags {
list tag {
key "name";
leaf name {
mandatory true;
description "Tag name to be used for the log filtering. For example: 'tenant',
'depName' .
Logs containing any of the provided tag name plus the tag values
will be returned.";
type types:log tag types;
}
leaf value {
mandatory true;
description "Tag value pairs to be used for the log filtering. For example:
'adminTenant', 'CSRDeployment'";
type string;

}
output {
container filterLogResults {
leaf log_level {
description "Log level used to filter for the logs.";
type types:log level types;
}
list logs {
container classifications {
leaf-1list classification {
description "Classifications used to filter for the logs.";
type types:log classification_ types;
}
}
container tags {
list tag {
key "name";
leaf name {
mandatory true;
description "Tag name used to filter for the logs.";
type types:log tag types;
}
leaf value {
mandatory true;
description "Tag value used to filter for the logs.";
type string;

}
leaf log date time {
description "Timestamp of the log.";
type string;
}
leaf log _message {
description "The log message.";
type string;
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ﬁwo%ﬂh%me%mMm®4>ZF—wtﬁ?éF?jw>1—?4>7|
ESCOS A yt—CDERT

NETCONF = >V —/LE 7T esc nc_cli ZfiH LT, ConfD APl v 7/ ZRETEET,
*NETCONF = YV —VZ&FH LT, kD7) 2FTLET,

/opt/cisco/esc/confd/bin/netconf-console --port=830 --host=127.0.0.1 --user=admin
--privKeyFile=/home/admin/.ssh/confd id dsa --privKeyType=dsa --rpc=log.xml

cesc_nc_cli ZfEH LT, kD7 =V ZFETLET,

esc_nc_cli --user <username> --password <password> filter-log log.xml

wIZ, logxml D Z R LET,

<filterLog xmlns="https://www.cisco.com/esc/esc">
<log level>INFO</log level>
<log count>1</log count>
<classifications>
<classification>0S</classification>
<classification>SM</classification>
</classifications>
<tags>
<tag>
<name>depName</name>
<value>CSR apl</value>
</tag>
<tag>
<name>tenant</name>
<value>admin</value>
</tag>
</tags>
</filterLog>

JEBEITIRD LB Y TY,

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="1">
<filterLogResults xmlns="https://www.cisco.com/esc/esc">
<log level>INFO</log level>
<logs>
<classifications>
<classification>0S</classification>
<classification>SM</classification>
</classifications>
<tags>
<tag>
<name>depName</name>
<value>CSR apl</value>
</tag>
<tag>
<name>tenant</name>
<value>admin</value>
</tag>
</tags>
<log date time>13:06:07,575 31-0Oct-2016</log date time>
<log message> No pending work flow to start.</log message>
</logs>
</filterLogResults>
</rpc-reply>
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—otaa w2 b—nz5— [

A

GE) v Xo 7 APl ORZILI XML EXTY, 2/ X2 v E&—I12 XML
LFENEENTODIERIIEDOLTNRT AT —TINDT-8,
XML ¥EPL IR S EH A,

— SR A VR =L S —

ZITHE, R A VA=AV DBEEED N T TN a—T 4 T HFEICOWTIBA L E
j—o

8/ T 5 — EZAoNnSHER A—4H0TF7Iay

A VAR VRRZ [ =20, B |1 ROWTNNOGIET, BEERELET,
sudo escadm WEICEREI DS D30 B B D
status M LT |0, BHAGHEEC RIRED %
ESCH—EADA | L+5 6003650 &
TS ALERT |5,

AEIC AT B o [-V]) % escadm A7 —# AITIBAIL T,
g ESC ¥y —EADFEMH I ZF R L, Y—
EARBBICTHDLH L EMRLET,

» 1 7 /var/log/esc/escadm.log DR

$ cat /var/log/esc/escadm.log

2. MEOHDZENFEINTZT—EADAT —
HAZRMEER L, ZNHDOY—EY 2% F#)CTH
HLUET,

$ sudo escadm <<service>> status//

If the status is stopped or dead, manually
start the services

using the next command.

$ sudo escadm <<service>> start --v

ESC @1 > A — | OpenStack ® & 7 > | OpenStack RC 7 7 - /L Z 45 L. OpenStack 7 7
IVHICHAET D | THRICET 25803 | A 7 FRIEFICEEL TWD Z &2 MER LET,
REICEET 22— |V £/ A,

ESCHABE (74U T4 TIRB iNS)

DERE
F v hU—27 DR WOARBEN IR E I AR L £,
= MHHENDZEHFDESC / — ROFIPT KL

A, OpenStack D% EIZHESNTND,

KRy NI—I A H—T =2 f ADF— Tz
AMMT VB AB[EETH D,
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B sosrozxr—nzs—

M8/ T5— EZbonSHEH A—Y07sav
ESCT 77 47 | ZhUE, ROBENF | RO & 2R LET,
— WA 5 BEL Y
L s | S BBTRISERY | psc s 7 47 )= e x5~ K
;4®%%®;; : OBEE. HIEA > A h—LTIE, ESCT 2 5 4
e “ESCHAT 77 4|  TH—ERBRAZ AL ) — RIZEETEA
° TIAB A WEEITEB L EE A, WO ESC / — R
J— RH, IERICE S, HAIZEIERBTH DL Z &
A VA R—H ZHEB T OMERH Y £,
CETICH|ZET
;{7&1{7\& BT « ESC Tl /var/log/esc/esc_haagent.log (ESC 2.x)
° F 7213 /var/log/esc/escadm.log (ESC 3.x) (Zu
« T —HNR—AD IHREERSNTEY, MEOHL Y —E 2%
M@ (F—# FETEET,
R—Z DT,
T—H N‘%g - esc_service 3 & O postgresql DRIREIZ-DUWNT
o 4 ORI fbi\i/;ar/log/esc/escmanager.log (halh= 07 4V/AFE S
72E) DEIA °
T, ESC #+—¢t
A (tomcat) 73iE
YNk E TE
AN
*CDB 7 7 A V1
WHEL VDT
. confd % Bk
T&E72RU,
s T T ANV AT
LD & %
728, PostgreSQL
Z BRIE E 7213 )
HbTE 2w,
«ESC / — F[E®
B NMERE T H
o
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—otaa w2 b—nz5— [

fERE/T 5 —

ZAbNSHER

A—HYDF7oar

ESCHA 77 7 «
TIABZ IR D
MTU R

ESC VM OEI1E, Ry NI —0 A4 X —T x4
A D MTU % 1500 2>5 1450 (295 L £ 9, MTU
EAWOTITIE, ROFIEEZFEITLET,
1. BHEITDHA X —T oA ARFELE
97, /etc/sysconfig/network-scripts/ifcfg-ethX 7> &
A B =T 2 A AT 7EALET, XIIZE
WA X —T oA AFFERLET,

2. VIMAREDTFA T 4 X &2FHLT, A
VHE—T = A4 AOMTUHEH %800 £ 7213 imE
LE9 (ff] : set MTU = 1450)

3. AV HF—TxAAEHEEHLET,

network service restart

Z OO RE

ESCHA 7 77 4 7/AZ A % T TN a—
T A T DL TN Ohb Y £

+ESC ¥ —Y vy Du /i
/var/log/esc/escmanager.log (ZA&HH S LTV E
‘g‘o

*ESCH—ERADAZ— 7 v THEILICET S
ESCHA T 7T 4 T/AZ A
I&. /var/log/esc/esc_haagent.log (ESC 2.X D5
£) ¥ L U /var/log/esc/escadm.log (ESC3.X D
L) IS TVhET,

X =TT T A THRERDYGE

» /etc/keepalived/keepalived.conf T2 /7 ¢
Falb—vary 7y A VaEBLET,

s X—T T T A4 7D 7L, grepkeepalived
F 720X vrrp 2 FEITT D
L. /var/log/messages (A S AV E T,

* DRBD # D54 -

» DRBD #/%i%. /etc/drbd.d/esc.res D =/
T4 X2l —vary T ANV THRRTE
e

*DRBD ®u 7%, grepdrbd 2 E477 5 &
/var/log/messages |ZFGHH S AV E T,
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B scooz—nr—n—vrur

B/ T 5 — EAZoN5HER A—HYorsiav

ESCH—ERDRE—+7 v FIZET S
]

A A F—)UBRZ | AR A MTHEED IP 7 |1, serverhost 72 /37 (1%, RO L IHIITKREL £
sudo escadm status | N L A5 5 B A 4,
;%ffjé k\ﬁ ETSI 4j—»— [:;Xéi‘ sudo escadm etsi set —-server host <IP>
- 77 | 32—y 7 URL O . .
ETSI —t X L o
AL > TETSI | A2 A3 5 1P ¥ ahila L £
H— EXﬁlﬁ';JJ:L 7 kvx%#ﬁ'ﬁéf%i sudo escadm etsi start
TV ZEDPIRE | H A,

T Z DR ERRFES 512
[ =7 O )%
A/ ayfes/etsi~ryesi-nin. lay
\ZIRD &9 7 s nsEe
FEEN TRV ETE
ABLET,

a7 4 Fal—3
77 AT,

server.host 7 /X

TAEHRELET,

ESCHOT z— LA —nN—F 1 F
s BEENZE D VNF % BT 28546
s BEMN DB &N\ 7T v 7T D56
* VNF AD 1 DL ED VM ASEREBIC K> THEIE Gt LV VM ID)
« ESC = 7 — : JKfgei e ks 13 58 4k
« BEERODBMEIT : 1 DLLED VM ID THR—E21H 555

¢ AU VNFIZRMLETA, ESCOREEL LD & LTERRTAHDIL, VIM ETVMID 2
rFoTHHEn W=, £/-, R— FMERTO-DICHEREICKK L ET,

c INAFEMETAHICIZ, VMAET U MA 7N FTHIBRLTHEIBLET, VMOBHEIREND
L. ESC THiH&EN <720, R— MO HEB CHEMREICR Y 1,
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JLBI#K

ESCA » A X o A% fil#h4 5 12i%, kD bootvmpy 227 U 7 MBI AR ET HLENH D £3,

518

Bl

esc_hostname

ESCVM A Y AX LV ADKRA NG EFEELET,

--image

ESC A v A% X % iEL#)7 % 72 1T OpenStack Glance T H
ENBHA A=Y IDERELET,

--boot_volume

ESCA vV AH L AZRENTH T — FA[RERIME AR Y =2 — LD
AU 2a—2L4E-ITID ZIEELET,

--ignore-ssl-errors

lignoreSslErrors] % [yes] ICRREL X7, B TEH/—
REERAEDA A b= ST RWEEIS, PARREE
37 A FERE~ORRICKIL L 9,

--managers SNMP k7 v 7 REUE ENDHEFTO o~ XEIY U A T
To WOBATHRET DLENDH Y 7,
udp:ipvd/port" or "udp: [ipv6]/port

--net ESC 23 $%#5t 9% OpenStack WD %~ h U —7 ID %7134 Ai
ERELET,

--ipaddr (EE) *>y hU—2 CTESCIZEIV HTHLNDLIPT RLA
ERELET,
GE) ZOIPT KL A, --net 512D net_id (25t L

Tb‘é%‘gﬁ)‘&) D jzj‘o
--gateway_ip (L) ESCOFT 74NV " — oA DIP T KL A%

Hﬂzbi—a‘o
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518

B

--os_auth_url

(f£E) os_auth_url (2 X - TERIEIZFEA S 415 OpenStack
Keystone ® URL ##5E L £,

--0S_username

(fE&) os_username (2 & o TRGEICfEH 41 % OpenStack
Keystone D —H 4 ZHHE L E£7,

--0s_password

(f£E) os_password (Z X - CTERFEIZ# H & 415 OpenStack
Keystone D/3XA T — RZE L £7,

--0s_tenant name

(%) os_tenant name (2 &> T ESC EBRIZEH =5
OpenStack 77> M ZFEE L 77,

--bs_os_auth_url

(&) bs_os auth url {2 & - CTFBFEIZAEH 415 OpenStack
Keystone ® URL Z57E L £7,

--bs_o0s_username

(&%) bs_os username [T & o TREFEIZAH ] S 415 OpenStack
Keystone D —H 4 ZFHE L E£7,

--bs_os_password

(&) bs_os_password |Z & > TREFEIZHE H S 415 OpenStack
Keystone D/XA T — RZRE L 7,

--bs_os_tenant name

(f£&) bs_os_tenant name |2 & > C ESC EBRICHEA &5
OpenStack 77 > M ZHRE L £7,

--flavor

(f£&) ESC VM#% i2E)3 5 7= @ OpenStack 7 L —/3—O
IDZFEELET,

--security rules_file

(&) ESCVMOEXx =25 41— (IP, A—brEx=
V7 4) 2BRTD77ANVERELET,

--etc_hosts_file

(&) ESC VM D hosts 7 7 A /v (/etc/hosts) (2> h Y
BBINT D200 7 7 A VERELET,

--avail_zone

(f&) ESC BB S 415 OpenStack V' — U #H5E L &
‘a—o

--esc_params_file

(L) ESCREBHOT 7 4L h8F A —8 7 7 4 L EIEE
L/ij—o

--etsi_params_file

(FE) ESC BB D ETSI 7 X5 4 77 A L EIEELE
7,

--db_volume id

LE) ESCHAT 75 4 FIAZ 34 (ESC-HA 77 F 4
TIAZAR L INA) DF —EARX—ZA N —Vcv o 5
729 ® Cinder RV = — A ID #FE L £,
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518 B

--ha_node_list UEE) T7I9T 4 TIAF U RA 7 TAFIZEENDHAT
TT 4 TIAZ N ) —RKDIPT RLADY A MZREEL
9, BEORy NU—I A4 H—T =2 A AHFFOESC J —
ROLGE, 26D IP X, T—ZRIHEH SN F > K
U—J7WNDOT RLATHAILENHY £,

GX) ZO5IEE, v~ g U R—XDHAT
DT ATIAR L INA Y 2—2 3 ORITEH
ENFET,

--kad_vip (&) keepalived VIP ({RAHIP) D IP 7 K L A & keepalived
VIPOA v Z—T7 2 AERELET (ESC-HAT 77 4 7/
ABRNA)

VIPDA B —T = A Z%45ET DI DH] & LT, -kad vip
192.0.2.1:eth2 X°> --kad_vip [2001:¢cc0:2020::fc]:eth2 23 V) F 77,

--kad_vif ({EE) keepalived (4B IP & keepalived VRRP DA > & — 7 =
AAERELET (BSC-HAT 27T 4 /AKX 3A) , VIP
AU H—T = A ANFH kad_vip ZEH L T TITdRESh
TWbHEEIEL, 514 —-kad vif Z{# H L T keepalived VRRP ™
AP =T 2 A ADHEHETHIEHTETET,

--kad_vri VRRP A VA X ADIEN—H ID Z485E L £9, kad vri
IZHEETEAMMIZ0~254 T3, MLHAT 77 4 7/ A
A N®ESCVM X, [FU kad vri FH a2 AT MM
HVET, LIBHAT 7T 4 T/ AKX 731 T kad_vip Ml &
WAL, kad vic ZEAT2HERH Y £3, ThL
SO, kad vri BIEEAIETE T,

--route ESCVM DN —F ¢ TREFBELET,

--ntp_server ({£E) NTP V" — DT RV AZIEELET,

--rsyslog_server (f£&) ESC M nu 7 %#3%{ET D rsyslog — "D IP 7 KL A
e LET,

--rsyslog_server_port (fE&) ESC v 7 %4157 5 rsyslog h— DR — k& 45
Hﬂi_’ L/ i ?—0

--rsyslog_server_protocol (EE) —Nien Z &Rk 4 572012 ESC I & - TEH

Ens7a halEEELET,
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--Secure

(EE) EX=2VT7 A ORELAMNILET, ROEETEE
TEEY,

cAroot NFERIZu I T U NENET, Y —»n
HbThroot L TCEIA LU TAHAZELITTEEREA,

* B : SELinux 23l — R CET SN FE T,
o C : IPV4/IPVv6 T — 7V INBRAE S N E T,

*D : SSH /XA U — REBFENEZNIC /2 Y £9°, ESC VM I
SSH Tu /A 35121k, MEX—DBNNETT,

«E :confd DF A M F—0FHAEK I ILE T,

--host mapping_file

(fFE) VNFEBHHOEA h~o B 777 A VEfREL
\i‘é—o

--version

({EE) bootvm.py D/A—a 2 L TR T LET,

--rng_virtio

RNG Virtio 7 /34 A %A ] L 7= Libvirt/KVM T? ESC VM @
A APV ERBEAMCLET, 774/ MEZKRD &
0 TJ, device=/dev/randomrate_period=1000 rate_bytes=1024
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--user pass
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--user_confd_pass & & H 12, 3.0 DARIZHMAHDSE T,

ZOBIEKIC LY ESCYMIZT 7B A % a—H B E i
F9, EHEMEREZ 20— GEEELE/IE root = —
P) EBIEET DL, ZO5IEEEMH L ET, user_name:
password DX &AL £, Linux (SSH/=2> Y —L7T 7
v R) HOEHET 10> M EEKRT HI2IE, bootvm.py =
<2 b7 b 1 DD user pass 51 EE DD 2 &ENY
ETY, WHADZ—V I LT U oy LSIEOBEE, RO L
B TT,

--user_pass
admin: 'PASSWORD-OR-HASH' [ : OPTIONAL-PUBLIC-KEY-FILE] [ : OPTIONAL-ROLE]

ZO2—VIIROBIEO I %E FITTX E7,

*SSH #fEH L TESCIZr 7 A T 2%,

* NetconfCLI (esc_nc_cli, netconf-console 72 &) 127 7 &
A LTHEIET %,

* /var/logs/esc 7> ESC Bif v 7 Z 5t A0 %,

s T —HLARA MEHTRESTA V¥ —7 = A AT /&
AT 5,

ZO—WFIFIROBMEEZFITTEERA,

*ESCDBIZT7 7 &AL, ESC VAT L& FHFET D,

e VAF AL OBRTIIIT VAT S,

* rsyslog. keepalived, DRDB 72 & DT A7 A L~L (D 2
VIR—F L N EBRET D,

e BF b — &, RESTA V¥ —7 A AF72ITESCH Y
NHEDOIEIZT 7295,

Wiz, EHET U PO --user pass &, L ViR Y
TTHRARMARYT—=ROFIZRLET, V=D TRIFERL
TEOHEESEERET A, SIAFEFEHALET,

-user_pass admin:'Strong4Security!".

ESC%&A A h—TBBDHEELE LT, MFOEERET B
T2 MINAY— Ry va BT AR ERLET, v
D THIFE LT L OFAEERET D21, SIHFZHEAL
i‘a_o

--user_pass admin:'$algorithm§salt$hash-of-salt-password'

ESC2.1 LI TCiE, ZOEHOABF—BZIF AL ET,
7o & 21X, woplTiE, =—% lTadmin) O/XAT—RE L
T ladmin321) 23RS I, F—7 7 A /L& L T /tmplabe.pub
AL TARS— FASINET,
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--user pass
admin:admin321:/tmp/abc.pub

--user_confd_pass

confd = —HEZEHF 57 DI H I LE T, ConfD

(netconf/cli 77 & A) AOEHET U N EVEKT B
I%. bootvm.py =~ RITA72< &% 120D user_confd_pass
EEHHDH I ENKETT, WADOZ—F T LT v 515
DL, RO EBYH T,

--user_ confd pass
admin: 'PASSWORD-OR-HASH' [ :OPTIONAL-PUBLIC-KEY-FILE]

Wiz, EEET 7 MO --user_confd pass &, LV IRS
7 IVTTHEARMAY—=FROHZRLET, ¥ =/LDOTHK
EHLFL OFAZERET 5120, sIAFEEALET,

--user_confd pass:'Strong4Security!".

ESC% A > A h—/L T BBDEL LT, WFOEHEET B
7Y MINAT— Ry a2l T 02 R LET, vV
NDOTRIBEHR LT OFAZERET D%, SIAFEHERL
9,

--user_confd_ pass:'$algorithm$salt$Shash-of-salt-password'

ESC21 LI TIE. ZORMEOABEFT—AZ T ANGNET,
7= & 20E, wkoflTiX, =—% lTadmin] OXATU— K& L
T Tadmin321) 28R EH, F—7 7 A /L& LT /tmp/abe.pub

R L TARF—0 A SET, --user_confd_
pass:admin321:/tmp/abc.pub

--esc_portal startup

(fEE) ESC R—H NV ZBAtE L £,

--log

(B v/ 77 ANV EELET, 57 4/L FTlL, stdout
a7k InEd,

--esc_monitor check ips

(fEE) esc monitor (IZX > TE=FTHLENRHDHIPT R
VAZRELET HAT VT 4 TIAL S, T =)L —
N—=DBE) .

--enable-https-rest

ULE) 1ERk &= ESCVM Ot % =7 72 REST A & —
T oA AEHMILET,

--enable-http-rest

EE) TERRSNTZESCVM DFHEF 2772 REST A v X —
T2 A AEBHMILET,

--disable-rest-auth

({fEE) REST API FRFEA #EZhIC L ET,

GE) EEPREE C REST RAF 2 N5 Z &1L T
X FH AL
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--enable-snmp-agent

(fE#) SNMPH—E 20O HBE# 2 A LET, 77+
v MEIE DWW 2 (False) ] T,

--ha_mode

HAT 77 4 TIAZ R, A VA RN—)LDT=HDESCHA 7
IT A4 TIAB U NRAE— RERELET, HAT 2T 47/
AH S THERFREIRIRDA T > a v OWT N EIRE L
F£9, no_ha:HA 72 L. cinder : 3£45 Cinder R U = — A

drbd : #i#AiAZ DRBD, drbd_on_cinder : Cinder 8V = — A
\Z & % DRBD

--enable-https-etsi

(&) 1ERLE 7= ESC VM D ¥ 3 = 7 72 ETSI REST A
VHE—T 2 A AT LET,

--enable-http-etsi

(&) 1ERk S+ 7= ESC VM FiDIE+E % = 7 72 ETSIREST
AV E—T oA ZAEENLET, EBERETCZOA
H—T o ABFMNIT D LITHEINETA,

--encrypt_key

s HOF—Z2HEELET,

--proxy

BEDOR—FTToxF 2 LET,

--NOproxy

TaX A FEHLRNAR M E—EFRRLET,

--kad unicast src_ip

=%y A MDOEETLIPT FLAZFEELET, ZHILXESC
VM A=+ A (L3) VRRP BEIFEHT DA % —
Tx2AADIPT KL ATT,

f5il . --kad_unicast_src_ip 10.0.0.1

--kad unicast _peer

2=F% ¥ A FOETIPT RLAZEELET, ZHiE ESC
7 VM A2 =%% & (L3) VRRP@EIZMEHTBA
B—T A ZADIPT FLATT,

5] : --kad_unicast_peer 10.0.0.1
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--placement hint

D51 E ., —s37)v—7 samehost, differenthost 7 1 /L
S EMEM LT, ESCHAT 77 4 7/ A2 A~ oD
FlE 2 ELET,
i
¢ --placement_hint
different _host=2b299428-e7a7-4528-8566-9a4970183c6a (ID
[T VM UUID ThH 5L H Y £97)
* —-placement_hint
same_host=2b299428-¢7a7-4528-8566-9a4970183c6a (ID i
VM UUID Tk % LEM & Y £97)
* —-pacement_hint
group=4c¢7758ab-e9cb-4¢f0-8f02-344ec666365b (ID (X —
NTN—7UUID ThLULERH Y £7)

--format {json}

ZOBHAEEA LT, HWAONORIBLOEER v E—V%
Fr 7 Fr LET,

5] : $ ./bootvm.py --image ESC-2 3 0 8 --net network --format
json --test-0

{ "status" : "Success" , "vm_uuid" : "UUID" }

--user_rest pass

RESTAPLIZT 7 ¥ A4 5 a—FziBML 3, BT
username: password TJ, Z DA 7L 3 IV I LIEET
TET

--user_portal pass

A= na—FE2BEMLET, BRIL username: password T
T ZOF T a T IRLIEETEET,

--user_etsi_pass

ETSIRESTAPLIZT 7 £ XA ¢ 5 a—HAEBINL £, BAL
username:password C9°, fEETE 52 —HX1 AZTFTT,

--etsi_oauth2 pass

ETSIRESTAPLIZT 7 AT 572D OAuth2 7 747 b
ZBAN L £9, Formatclientld:clientSecret, = DA 7' 3 1%
MDIELEECTEET,
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--no_vim_credentials VIM 2 7 1 AERZIE XTI ESC Z BT 521X, Z 05|

BEMEHLET, ZO5BEEHTLE, RONTA=HIZ
AA = APICESNERE A,

* —-0s_auth url
* --0S_username
¢ --0s_password

* --0s_tenant name

JEBAMSE T Lo, =—H X, ESC ® VIM/VIM = —¥ API
(REST/Netconf) Z#fEH LT, ZIHD VIM v 74 AEFH#
ZR%ET&E £9, REST API 3 X O Netconf 2 [l L7-7% &
DFFAMZONTIE, AV ARV EOH AT | DEIZHD
[ESCA > A =D VIM v 7 A EROKE | 25 H
LTLEEN,

Cisco Elastic Service Controller 1 VXA b—5 7 7 1 ILDSHE

2714

BLL

security rules_file

DT FANMITIROE OB EENTWOET,

e T MDEX 2T A TN —TEER TR0 EX 2T T L—
.

T UMD NT T 4w T BT DHRE,

etc_hosts_file

ZDT 7 A M, Jetchosts 7 7 A MTEMNT S 1 DL EOT > U RE
EFNTWVWET,

esc_params_file

ZDT 7 AMIUE, ESC DI EFZERNT A—FEBRIET D12 DIFEN
HENTWET, esc_params_file TRETE D37 A —F OFEAMI DN T
X, TORTIHHALET,

host_mapping_file

TDT A ML, RARMIESW TRy NU—T B2~y BT 5720
DIFRNEENTVET,

ESCERTE/NT A —4
COT7FANEFEALTC, A VARSI EIERESCANTA—XEHRTETCEET, &

TETREIR /N T A —

A FRITRLET,

D77 ANEERLZREOHZRITRLET,

openstack.endpoint=adminURL
affinity.filter=ServerGroupAffinity
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esc_param.conf RBAL | TITAIME E=)
7
cefaltam woery retries x| JE | 3 FFARISND U A NY OFRATER (VM BHTZD) |
openstack.endpoint | 35 |publicURL ESC @ keystone =2 RARA > MEZRET H /N
A FA—H, A7 3 : adminURL, publicURL
CLIE/ZIZRESTHy —E XA LT, 7 4/b
MEAZZEETEET,
CLI ZfH :
$ sudo escadm escmanager config set --key
openstack.endpoint
--value publicURL
{
"category": "OPENSTACK",
"type": "STRING",
"value": "publicURL",
"key": "ENDPOINT"
}
REST % ffi /] :
$ curl -X PUT
http://172.16.0.1:8080/ESCManager/v0/config
/openstack/endpoint/publicURL
log_level 3L | IEO BX¥ T DL, A7 a v INFO, Trace,
ol DEBUG
affinity.filter |I{’§ |SameHostFilter |PolicyEngine Z#5EL ., VMR Y > —F—7 /L%
| WIS 2 7o I S 40 % e,
F 73 a > : SameHostFilter, ServerGroupAffinity
anti affinity.filter | 357 |DifferentHostFilter PolicyEngine EHEL, VMR v —TFT—T7 L%
el WIS 2 7o DI S 402 ERCCFH,
Z7 a > : DifferentHostFilter

\

=)

ESC Oi5&. ESCHR U v —=x > Vi iZxt L TT 7 4/ kT SameHostFilter & DifferentHostFilter
MEA SN ET 23, OpenStack DS, T 74/ FTIEINOD T 4 VENRESHRN &
NV ET, TOHA. OpenStack D nova ¥— & 2 D [etc/nova/nova.conf 7 7 A /LT & 5 IR D
A a—F 47 a1, SameHostFilter & DifferentHostFilter ZiBIM9 2 MLENRH Y 97,

scheduler default filters = RetryFilter, AvailabilityZoneFilter,RamFilter, ComputeFilter,

ComputeCapabilitiesFilter,
ImagePropertiesFilter, ServerGroupAntiAffinityFilter, ServerGroupAffinityFilter,
DifferentHostFilter, SameHostFilter
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OpenStack FH D ServerGroupAntiAffinityFilter

ESC I%. OpenStack 1™ ServerGroupAntiAffinityFilter O FIZ %I T&E £7,

REST

PUThttp://localhost:8080/ESCManager/v0/config/anti affinity/filter/ServerGroupAntiAffinity

PUThttp://localhost:8080/ESCManager/v0/config/affinity/filter/ServerGroupAffinity

CLI

sudo escadm escmanager config set --key ANTI AFFINITY.FILTER --value
ServerGroupAntiAffinity
sudo escadm escmanager config set --key AFFINITY.FILTER --value ServerGroupAffinity

BEEGRAD b

OpenStack @ ServerGroupAntiAffinityFilter | &, inter-dep anti-affinit, scaling D=, servergroup
LT 74V N7 4 V4% (samehost/differenthost) DIRGFEH %A — KL T EHA,
ServerGroupAntiAffinity 7 4 W # ZfEH L TV 556, VM Z/L— 7N TOREILFF Al SV E
HFho VM R—ZDOELER Y 2 —I21% <placement_group > DA A T& £9, vm group =
LIZ1 DO VM ZfEHTE £ 7, 2 2D#E72 % placement_group [ZH—D VM 7 /L— 7 %8I
TEHLZEIITEEREA,

ESCH—EX, R—F, BLUEF2VTATIL—TOHE

* 9: 5889 —E X (External Services)

H—EX hroo7L |[EFEMESH A% — |ZFabra |FR—Fk

T OV TJIA4R |
E| 7N
(Visibility)
1 sshd A (F— |z 0.0.00 |TCP 22
AR L—
g y)
2 ESCWeb  [4h#5 (A4— |1\ 0.0.00 |TCP 443 (LR
Ul/R—# v —
(HTTPS) ?Xif (X% Y IZ REST % 9001)
73 BLIOEFIE
Netconf %1
wJ)
3 ESC Netconf | 4h#5 (A— | [Zu> 0.0.00 |TCP 830
API _
?XTV (ft> v |2 REST
g y)

BROERITAR—
SV EAE AT
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H—EX Ao7L |EENESH A a8 — |Fakra |R—+F
I IOYN: ] JzARX |
JEL B
(Visibility)
4 ESC SNMP |4 (4— |13\ (B =& 0000 |TCP 2001
TFARNL— | 2—WF—
Tayv) % [esc-config.yaml
DT TREIE I HE
5 ESCDRBD | 4% (#4— |\ %z, HA 72 [0.0.0.0 TCP 7789
HAT 7 | FrAbL— | T4 TIRZ A
TATIAZ v a) DTN MEL,
A LS
Vor—i3
)
6 ESC ConfD |External A 0.0.0.0 SSH 2024
CLI
esc_product confd.conf
EEFELCIr—
K922 & TRE
AHE
7 ESCREST |48 (F— |iZv> 0.0.0.0 TCP 8443
API —
TAPYT (b o -z
(HTTPS) |+ 51 .
SRRV et
Netconf % i ffi
)
8 ESC S (F— Wiz, HA T2 (0000 |~F ML
Keepalived | 5r 2 L — |57 ¢ 72203 g Fx A b
Tayv) DR TENWEL, VRRP
9 ETSI-VNFM | #}5; EA 0.0.0.0 TCP 8250
(HTTP) (esiproductionproperties
AL CRE
A)
10 ETSI-VNFM | 4} A 0.0.0.0 TCP 8251
(HTTPS) (etsHproductionproperties
ZERH L CERE
A)
11 ETSI-VNFM | #}3; EA) 0.0.0.0 TCP 8252
(Promethers) (etsiproductionproperties
R L CERE
A)
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Y—ERX |AVIT7L |[FEMESH 48— |Faka |[R—F
WP OIN: ] JzA4R |JL
JEN R
(Visibility)
12 ETSI-VNFM | 4} BN 0.0.0.0 TCP 8253
(7 —5 4 (dsn—mxitmngopfﬂes
HArma— )
KA OB
@ HTTPS
A—h)
13 ESC ~JL 2 |4 (F— [V g 0.0.0.0 TCP ESC 5.2 L)
API AR L— BEDGE .
DERD. 8060
ESC 5.1 L4
ATDSGE
60000
14 ETSI Health P‘ﬂ%}i Local D%
API
15 D-MONA | 4k A 0.0.0.0 TCP 8443
REST API
16 Consul #— | #}] AVAY-4 0.0.0.0 TCP 8300.
vz 8301, 8302
17 Consul ¥ — AAY-4 0.0.0.0 TCP 33 I | 8301
2 U'UDP 8302
8600
18 ConfD LS AIA® > DA |ESC 2 — | TCP 4565
=AY [ 1
4
19 PostgreSQL | 445 3 A/A &> DA |ESC / — |TCP 7878
=qAVAY-d K IP (2[R
E 6
20 ESCManager | 43 A/AE > FDOE4E |ESC / — | TCP 8679
RMI L3 & =UNAY-d K IP (2R
W 7
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Y—ERX |AVIT7L |[FEMESH A a8 — |Fakra |R—+F
Y SOYNE] TJIA4R |
E|/NE
(Visibility)
21 ESCManager | #4325 A/A ¥ N4 |ESC /— |TCP 8680
RMI H—E EUNAY-S K IP (R
=8 E
22 ESCManager | 43 2 EUR 0.0.0.0 TCP 8088
Prometheus (application; )
AN w7
23 MONA g 10 I 0.0.0.0 |TCP 8092
Prometheus (application properties)
24 VIMManager | 435 1L EUR 0.0.0.0 TCP 8097
Prometheus (application properties)
AN v o
25 DHCP AT NAY-S 0.0.0.0 UDP 66. 67
DHCP %,
ESC 1~
H—TxA
ADIPT K
L A D figik
WZBRE 41
£7
' A/AESC ¥ v bORICHETT, TALSIOBE, F— ML) v A LEHA,
> AAESC v FORICRETT, ZHESOEE, H— MI) v 2r LEEA,
> ESC 5.0 LD 2B
Y ESCAAE Y R BVM)
> ESC 5.0 LD 2T A
“ESCAAE Y} BVM)
T AJAESC v FOBICKLETT, ThUSAOHA, F— MIY v 2r ShEHA,
j A/AESC v bORIZRETT, TRLSOEE, F—MIY v 2 ShEHA,

—_ =
=)

ESC 5.2 LI
ESC 5.2 DLW
ESC 5.2 LI
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CSP2100 DY TIL 7 7AIILTERIND

£H#) R K

=P TF =2 T A NEERT D2HERESC &RET 2, Yo7 AL TSN
TWHROEL Y A b OMEEERT DLERHY 7,

= 10:EH R+

P €

S]]

VAR TIMEZONE

ESCZ7 v v 7 THEHINDIFA LY —

VAR _SERVICE NAME

CSP ® ESC —tE 24

VAR_NTP_SERVER

NTP #—/ "D IP 7 KL &

VAR NETWORK1 NETMASK

ethl f VX —T 2 ADFy h~AY (F=
TIA A —T A A ESC)

VAR NETWORK1 NAME

ESC @ ethl A > % —7 = A ANTE(ET 5 CSP
tORy VU0 (TaThA X —T
4 A ESC)

VAR NETWORK1 IPADDR

ethl f VX —T A ADIPT KVA (T2a7T
A B —T x4 X ESC)

VAR _NETWORKI1 GATEWAY

ethl f V2 —T =2 A ADHF—rU A (T2
TNA v H—T A A ESC)

VAR NETWORKO NETMASK

ethO f V' Z—T =2 A ADFH Y N AT

VAR_NETWORKO NAME

ESC @ eth0 £ > % — 7 = A AN{FELET 5 CSP
toxry NU—I 4
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CSP2100 DY > T T 7 A LTHEASAZZHY R+ |

EHB

S

VAR NETWORKO KADVRI

HA (2 &35 VRRP ID, HA X7 DY 7
Xy NNT—EThAIVLERHY ., WHFDESC
THASNTWD HOLE UETH D SLEN
bV ET,

T 1~ 254 T,

VAR NETWORKO KADVIP

BAEDT 75 4 7 ESC IZHEHi % HA =T D
VIP

VAR NETWORKO IPADDR2

MO ESC Deth0 A > X —7 = A AZE Y Y4
NPT KL A

VAR NETWORKO IPADDR

ESCOIPT FL-A (eth0 A v X —7 A R)

VAR NETWORKO GATEWAY

ethO A VX —T =2 A ADF—FTxA

VAR NAMESERVER_IP

DNS — "D IP 7 KL X

VAR LOCAL HOSTNAME

ESC DR A R4

CSP_IP_ADDRESS

{#FHH42% CSP2100 D IP 7 KL A
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