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. Elastic Services Controller D&

IPv6 DHHR— b
Elastic Services Controller /&, OpenStack T ® IPv6 7" — h Z#Efk L £ 7,
* VNF &8
* HAESC /&, IPv4 & IPv6 T? VNF Z&# L £7 (OpenStack & KVM DO %)
Elastic Services Controller |Z, / —A/NT R A & —7 A A (NFVO 7»5H VNFM 72 &) &
Y IART U R A H—T A AX (VNFMD25H VNF 72 ) ~DIPv6 R — h &4 L £9,

) —=ANRT  REP T 2T Rl O IPv6 Z FIFIZ YR — M 5120, IROBTHESA: 21
T ENRDH Y 9,

«OpenStack 7 77 Ra L B'a—7 4 V7R3, =2 RARA b (IPv6~—2R) 5O T, IPv6
ity N7y 7EBIUPRESNTNDS Z &,

*OpenStack 7 77 Ra v Ea—7 4 712, IPv6 HPETos api X—AD Ry T — 7 Zff
HA+sarsbrme—5, 2 RRAV b, WL ONDALEa—F 4V IHRANPREENT
WhHZ &,

cESCOT 74N DX VT 4 I N—TN—NE, IPV6 VT 7 4 v 7B R—FLE
R

N

CE) VMZERET2LEIE, IPV6Y T2y hDOT 7 hA TN RAR— h 2 VMIZERTE £, 7=
L. 20O VM ZHIBT 5881, BEZIO OpenStack DORIEIZ L Y . AL IPv6 7 KL A Z 5l
DVMICHHFRT 5 Z LIETEEHA,

[l Cisco Elastic Services Controller5.4 1 ¥ X k—ILELUVT v FFL—KAA K



[ ]
g
g
[
i
.-
=
2
&
I

OpenStack ~ @) Cisco Elastic Services
Controller D1 > X ~—JL

s HifESRfE 5 _—2)

* OpenStack ~® Cisco Elastic Services Controller 1 > A h—/L (9 ~<—)

s AT 2T 4 TIAZ U NA DA A R—L (27 =)

» Cisco Elastic Services Controller D& /LT 77 4 717 77 4 7 OWE (41 =—)

T ITATIT T 4 T EA R FAZ DA A =L (43 X—2)

ESCT U T 4777 T 4 7@maETOr 7 AL DEMH (49 ~X—)

T UTA4TIT T 4 T E A HETO GEO ORIE (51 ~—)

ESCT VT 4TI AZ L A BXORT VT 4TI T VT A7 HAT =2 V7 r—v a0
DRBD K551k (57 <X—7)

BSCT 2T 477 0T 4 7wl T v 77— R (59 <X—2)






;2

i

HI{R S

Z D7 3 TiL, Cisco Elastic Services Controller &1 > A b —/Ld 5 72O DEHESFIZ D
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WK DFIZ . Cisco Elastic Services Controller DRAR Y V' — A B2 R L ¥4,
ESC MERA |ESCVM D% |[ESCVM =& [ESCVM C & [ESCVM C & | HHR— k& |VIM
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B ooroz7sn

\}

CE) 754717 T 47 HAB L ONGEOHA OE AL, NFVI U Y —2D7r by a =1 /H
WK 60GB D/N— KT f A7 RIS TE £9,

YI R T7EH

WDFTIL, OpenStack ® Y 7 b7 = 7B HENFTEH I N TNET,
=24 E5EA

PAR—bFENDT7 T 7Y | Google Chrome 44.x LA

OpenStack /N— 3 LLFOWTNTHEYSE T 53— b F—:

* Train
e QOcata (V2 BXONV3)

* Queens (Keystone V3)

A4 2R F—ILDESE

A A N=VERRGT RN, UFTOF =27 VA NESRLT, ERPESTWDI L2k
BLET,

B 1 —HIERLER

AR M—ILRIDETE

QCOW A A — Y DT

QCOW A A —%

A VAR AT LD VM

IP7 RLA

PT xRy N AT,

WA

KX A 4

F—hr7xAIPT7 KL R

admin /XA U — R
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A4 VR b—IL O .

B 1—HIERLER

ESC =Ry HF—2

ESC.qcow2 ESCA LV AZ L AT H72DDA A= T 7 A )V

bootvm.py Python 2.7.6 ¥ X (" Python 3.4 &£ EfEDH 5 A L A h—/L A7
U7k
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OpenStack ~ @ Cisco Elastic Services
Controller D1 > X ~—JL

Z OETIL, OpenStack (Z Cisco Elastic Services Controller % - A k—/L9 2% FIEIZ DOV THL
HLET, ZORTKROETHEBRINLTNET,

A VA R=ADTF U (98—

» Cisco Elastic Services Controller &> F 7 v 7O FEHEa v R—x > b (10 =)

+ QCOW A #— T %{# ] L 7= Cisco Elastic Services Controller ™1 > A h—/L (10 =X—)

» Cisco Elastic Services Controller T /L— hEEHEDOFF (20 2—3)

» Cisco Elastic Services Controller TDOF—A 7 DOEFE (22 L—)

*ESC DA A =L TT—FHRER Y 2 — L& EH (24 ~—2)

AR M=ILDIF)F
LT O TIX, ESCIZRT 2 Mm@ T U A HOW T BIZEHBI L £,

Cisco Elastic Services Controller i, EIZN L CEEFXERE—RTA VA M=V T&EET,
BFEE— FlIA A P —VIRRICRE L £, LLFOIETIL, ESCICHET 5 — 72 7V
FNZDOWTHEIZHA L ET,

RA Y R7OVEESC
AR RT a3 FVATIE, 1 DODT 7T 477 VM S ESC IZBI SN E T,

= e At Z % A 7= ESC

ESClIZ, 77T A TIAZ U NABLRT 2T 4717 7T 4 7T NVOEXTETHN (HA)
EYR—=FLET, 77T 4 TIAZ A ET /)T, ESCRELZGIEL, h—EXDOHK;
Z e/ NRICHN 2 T ESC r— B A &R 572012, *y U =222 DD ESC A VAKX A
NDEAENET, 77T A 7T ESCA v AZ L ATHEENRFEELTH, AZ AL AL AB
ANHEBEHIZESC Y —E 225 X MkX £4, ESCHA L, ESC TRAETIHRD L T IVRA
MEEZfRER L ET,

« Xy MU — 7 EE
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OpenStack ~® Cisco Elastic Services Controller D1 > X k—)L |
. Cisco Elastic Services Controller £y k7 v JOFEBEO ViR—KR Y b

. (B
VM A VAR ADE T
ATV a—VENTEE T HA N
e =R =T ICB4 5
T 7V = g v DREE

)

CE) ESCVMTOYZ MU zT DAL AR IVERIIT v 77— RiIPR—FERTWERA,
I HIZYR— N LERIEAIT. Cisco TAC IZBWE b &V,

ESCHA 7 7 F 4 TIAZ LA DA v A M —/LDFEHITHONTIE, QCOW A A—T %ML
7~ Cisco Elastic Services Controller D > A h—/L (10 ~<~—<°) ¥ L [Cisco Elastic Services
Controller ® VMware vCenter ~D A A b—/L] ZZ L T 72X,

TUOF4TIT T A TETFAOFMANVTIEL, [ESCHA 727 4 717 77 4 7 O %)
DEEBRL TS,

Cisco Elastic Services Controller v Fr 7 v JDIFEDO Y
R—2%>2 b

Cisco Elastic Service Controller (ESC) & v b7 v 7FIE, RO AR —F v bR ENE
—§_ﬂo

cRMEA VTSRS YF ¥ ¥H—T+ : Elastic Services Controller (ESC) ¥ L U D VNF
X, BB A 7 7 AN 7 F ¥ w3 —T % (VIM) IZEBEINET, 2, 1oF72
IFEBOLE L 725 ) — RN ERINTWET,

«ESCIREV > : ESCVMIZ, —EADEEERBICEHI NI T TOY—ER LT
O AEEHLZVMTT, ZHIZiE, ESC¥ X —V % LD+ R TOP—E ARG EN
F9, ESC LBETAHLDD ) —ANT Y A X —7 A AL LT Netconf API, REST
API, BIOVR—Z LMt S E 4, ESC VM IZIX ESC VM & 55595 7289 D CLI A5
EINTHET, CLIE22oH0V £3, 1 DIXTRESTAPI Z#fiH L., & 5 1 -2/% Netconf
API ZfEH L 7,

QCOW A A — < Z{# [ L 1= Cisco Elastic Services Controller
DA AR BM—=IL

QCOW A A — T &l LT, OpenStack |Z Cisco Elastic Services Controller (ESC) %A > A h—
NTEET, ESCiE, EITHD VM A AKX A L LT OpenStack (2B 41, VNF % & B
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ATy I
ATy T2

ATvT3

QCOW 1 » — < % {#F L 1= Cisco Elastic Services Controller D > X b—JL .

L%9, L7=A-> 7T, ESC TlE. OpenStack (Z OpenStack Bg5i/NT A —H % A A h—/L 5
PVEPRHYETHRAMBILPA N L=V 2T Ry U= OARIZH LV T, 10~20
TFDA A M=V N0 £9, T OFNETIEL, OpenStack T ESC fRAl~ > (VM) %
VERST 2 FEICHOW TR L £,

15D B HIIC
c BRI 53—Y) THRESNTWDL VAT ABEEZT_THZLTW5,
« A A P—L DO (6 =) ITRENTVDOHEBRBEEMTH D,
*ESCA A=Y 77 AN%, ESCDOA VA RN— VDV AT AMZat—LET,

o 2DV AT AZIX OpenStack 2257 7 FATEX LM E N H Y 7,
FIE

ESC %A VA M—INTHVAT AR A LET,
bootvm.py & ESC A A —Y D HMVELZ MR L 77,

./bootvm.py —--version

ESC A A b—F OB EDOFEMZ O\ TIL, {8k A : Cisco Elastic Service Controller 4 >
AR—=ILBI# 2L TTEEN,

T ¥ A hxTT 4 ¥ T, PROJECT-openrc.sh 7 7 A )V E W LBIOT 7 A VEVER L, RO
fmAzEN L £, ROFIT, admin W HAFTOT BT 27 FOEHRZRFLTWETS, 22
T, OpenStack = —%4 X admin T, IDF A hMIar be—7 /= Kb £7,

(G¥)  OpenStack 2~ KT A4 7 T4 7 MIMERREERZRET 121X, OpenStack
rc 7 7 A /VE 72T openrc.sh 7 7 A )V ERHTNDBREE 7 7 A WV EAAERT D ERH
£, Zo7ur=l NEFOREY 7 A W2, 33T OpenStack #— & A Tfifi
HEn27v7 vy AREFENTHET, ESCA VA =LA77 KT,
OpenStack TFRREE A A M — V& FITT H72OIZ, ZiLH D OpenStack BRI /3T A —
A BMETT, $TD OpenStack 7 LT > ¥ VBB OS5I HAEFEH L CIEIND
BA . bootvmpy A7 U7 MIZNOLDNRT A= ENEL LERA,

export OS_NO_ CACHE=true

export OS_TENANT NAME=admin

export OS_USERNAME=admin

export OS_PASSWORD=admin pass

export OS_AUTH URL=http://controller node:35357/v2.0

A VA N —VITHE T2 Z DD OpenStack /X7 A —F [ZIRD L 35D TF : —-o0s_auth_url,
--0s_username, --0s_password, -os_tenant name, --bs os user domain_name,

--bs_os_project domain _name, --bs os identity api version, --bs_os_auth url, --bs_os_username.
--bs_os_password, --bs os tenant name. --bs_os user domain_name,
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. QCOW 1 » — < % {# [ L 1= Cisco Elastic Services Controller D > X b—)L

ATvT4

ATy T5

ATvT6

OpenStack V2 API D354 1%, --os_password, --os_auth url, --os username. --os_tenant name %

BT A T LETa— N VREERCERTHALERDH Y £7°,

OpenStack V3 API D¥41%, --os_identity api version=3 % #% & L £, OpenStack V3 API (24
Pl Z DM /XT7 A — XX, --0s_user domain_name, --os_project domain_name,
--0s_project_name, --os_password, --os_auth url, --os username. --os_identity api version,
--0s_ca_cert, --requests_ca bundle T,

G¥)  F7-. 51#k. --os_tenant name, --os username, --os_password, --os auth url T/, VIM
AR ZBT T AN P TRESNTVES, VIMIXR Y X OREEAF v T 555
%, 737 A—%# (--no_vim_credentials) % bootvm.py T L £7°, no_vim_credentials
INTA—=HEPIREINTVWDYA . bootvm.py 513 (os_tenant name, os username,
os_password, os_auth url) [ TMEINET, £ A F—EDOVIM 2 %7 ¥ DFKE,
BELOVIM a7 2 OFEHOFERIZ OV TIX,  [Cisco Elastic Services Controller User
Guidell @™ [Managing VIM Connectors] ZZM L T 72 &0,

(GE)  --o0s_ca cert 3 L O --requests_ca bundle 5|4%(%., https $E6EIZ D HMEE T,

OpenStack 27~ > RZFATT HLEDO T = /LT, ZNEhO 71y =7 @ PROJECT-openrc.sh
TrANEY—ALET, ZOFITIE, BHEET T =7 hOadminopenrc.sh 7 7 A /L& B
LET,

$ source admin-openrc.sh

BRETAB AR L £,

$ env | grep OS_

glance =~ FZfEH LT, ESC A A— 7 7 A /L% OpenStack £ A — I8 ER L £ 7,

$ glance image-create \

--name <image name> \

-—is-public=<true or false> or --visibility public or private\
--disk-format <disk format> \

--container-format <container format> \

--file <file>\

--progress

REFIZRITRLET,

$ glance image-create \

--name esc-1 0 01 11 2011-01-01 \

--is-public=<true or false> or --visibility public or private \
--disk-format gcow2 \

--container-format bare \

--file esc-1 0 01 11 2011-01-01.gcow2 \

--progress

glance image-create =~ > K& AL T, LA A—V2ERLET, Zoa~r Fidk, K
D5 FAEERLET,

GE) lis-public] 51%ti% OpenStack Kilo UV U — A 2D H X E T,

515 B

name A A= DA,

[l Cisco Elastic Services Controller5.4 1 ¥ X k—ILELUVT v FFL—KAA K
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ATy 71

ATvT8

QCOW 1 » — < % {#F L 1= Cisco Elastic Services Controller D > X b—JL .

5%k £ BA
is-public (BB A A—VERART7 7 8ATEHLIICLET,
disk-format A A=VDT 4 A7 A, ESC 1 qeow2 7 4 A7 X AR L £,

container-format | f X —Y D a7 A, ESClE, X7 a7 HERNEHEHL £,

file ERRIFIZT v 7 — RENDT A AT A A=V hETea—INVT 7 AL,
progress (ER) 7y 7 a— FOEITREA—Z2R R LET,

A A=V BREFICREINTVWDENE I DEUTFTOFIECHEE LT,
a) OpenStack = ha—F % v afRh— RO :
« 7 LT ¥ VA LT OpenStack (21 714 > LET,
« [[EH# (admin) ]>[4 A— (image) ] DIEIZEE L F 7,
AA=YNY A MIERRINNTNDEINE ) D EEZRLET,

b) Nova CLI Offiff] :

$ nova image-show <image name>

ESC OEHEY ) — 2T 4vCPU, 8GRAM, B L N40GB 7 1 A7 FE T, ESC A > %
h—/L 227 U7 KX, 4vCPU, 8GRAM, B L W80G T 4 A7 HHRDEFREFFOFRIER SN
= Imllarge] 7 L—"ZMHLET, 40GBDT 4 AV KEEMBHT DI, /T 4 ATHK
BAEOT7L—N—FER LT T,

$ nova flavor-create ESC_FLAVOR NAME ESC FLAVOR ID 8192 40 4

ESC VM Z &BHT 21213, ROFIHZEITLET,

1. BEfFOx v U —27 7 OpenStack 2> h e —Z T SN TVWDH Z L 2R L9, Nova
CLIZEH L TRy MUY — 78 A 212iE, WEFITLET,

$ nova net-list

2. LIAMZHERL L7oA A= & 7 L— %] LT ESC VM #3572 12 ESC H3 i
5%y hU—7OID&EEEL ET, bootvm.py 2T~ RTIE, linux HOEEET Ik
(ssh/a > V=T 7% R) ZERT D012, D7 &b 150 user pass 55N MLET
T, F£72. ConfD (netconficli” 7 & R) OEHET T FEAEKT D720z, D7pl &
# 12D user confd pass NMLETT, WIZ, TNHDOMHAL—F T LT v L5 O
XERLET,

--user pass admin:'PASSWORD-OR-HASH'[:0PTIONAL-PUBLIC-KEY-FILE] [:OPTIONAL-ROLE]
--user confd pass admin:'PASSWORD-OR-HASH'[:0PTIONAL-PUBLIC-KEY-FILE]

NV a SN AT — ROARITEE T, KBS LT, FL—r /AT — REER
TEET,

Ubuntu OS T/ ¥ 2 SRR T — REART DI, koa~<w>r ReEHALET,
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B ccow « x— %A L1 Cisco Elastic Services Controller d 4 © 2 k— L

mkpasswd —--method=SHA-512 --salt XyZ123 <<< <Password>

ESC U VU —RA54IFETIE, =P ENRAT— REHFEETITesc_ne cli 2~ REM
OHFTEREL, RORA v E—URFRENET,

admin@esc$ esc nc _cli --user <username> --password <password> get
esc_datamodel/opdata/status

ERROR Cannot find file /home/admin/.ssh/confd id rsa to support public key
authentication with esc-nc-admin

* Check your arguments or installation.

* Usage without --user --password or --privKeyFile arguments requires ssh keys and
configuration.

* Use the following command to generate new SSH Keys and update to authorized keys:
sudo escadm confd keygen --user admin

* NOTE: Consult with site security policies for use of public key authentication.

=YL/ ENRRAT— REHE L Tesc nc cli A~ REFATTHLENHY 7,

admin@esc$ esc_nc_cli --user admin --password ADMIN-CONFD-PASSWORD get
esc_datamodel/opdata/status
Operational Data
/opt/cisco/esc/confd/bin/netconf-console --port=830 --host=127.0.0.1 --user admin
--password=****** —-—get -x "esc datamodel/opdata/status"
<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="1">
<data>
<esc_datamodel xmlns="http://www.cisco.com/esc/esc">
<opdata>
<status>OPER UP</status>
</opdata>
</esc_datamodel>
</data>
</rpc-reply>

Wz, FENTZABRT—%2EHA L CESC %A v A =L 32062~ LET, ROFIT
I, YV TPRBA LT EOBAERET A oI —EI HARFEH I TWNET,

--user pass admin:'S$algorithm$salt$hash-of-salt-password':SHOME/.ssh/esc rsa.pub
--user confd pass admin:'$algorithm$saltShash-of-salt-password':$HOME/.ssh/esc_rsa.pub

NEAF—IE, ROL I RF—~TO—H L L TERINET,

ssh-keygen -t rsa -b 1024 -C "esc" -N "" -f ~/.ssh/esc rsa

ANBAF— L #A% —1%. /home/username/.ssh/esc rsa 33 & N esc_rsa.pub 7 7 A JVIZIRAFE S 4L
F9, 2= LT ABIEOFNIOWTIL, T8k A : CiscoElastic Services Controller
A A =T DR EZRLTIES,

3. ESCVM DA R L, ESCVM D IP 7 RL A2 & EREAZIET A3, koa~vw
K& LET,

$ nova show <esc_vm name>
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amoq oz b—nt7var ||

EBMOA A M—=)LA T ay

ConfD SSH F—®M4ERL : ESC U U — R 54 LIFETiX, kD a~2 REZFOH LT, SSH
F—Z{ER L., AR —FIEERETEET,

sudo escadm confd keygen --user USERNAME

NAY— R LORBEAMEE T HESCYMOF2—F T H v b TLLOa~vy REe3E
TLET, 77T 4 TIRAZ U NRARBATIE, WSO/ —FTavr FeFTLET,

bootvm.py % {#F L 1= ConfD SSH F—®DE#E : KD bootvm.py 2~ REHFNTT D
&L ESC U U —R 54 LIRTOEENEITLINET,

--confd keygen

ConfD cli DEEHICHOWTIE., T~y R4y A v X —T A A% A L7 ConfD
Netconf/CLI FHE NRRAT — ROEE | 25 L TLEEW,

OpenStack IPv6 BBET®OH ESC MDERA : IPv6 TESC A » A X A& BT 5E1C, 47
ipv6 7 R L AZ PR — K LTW5D openre 22515 LT 7230, IPv6 BREEIC BSC % B3
BHITIE, KD bootvm FIEL A H L £,

./bootvm.py <esc vm name-ipv6> --poll --user rest pass <username>:<password> --image
<image name>

--net <ipvé network> --ipaddr <ipvé ip address> --enable-http-rest --user pass
<username>:<password>

--user confd pass <username>:<password> --etc_hosts file <hosts-file-name> --route
<default routing configuration>

DHCP £— FT® ESC D ERA : --Ipaddr Z+5 & 7712 bootvm.py 5 |#Z M3 2 &, ESC
A VAL AN DHCP £ — R CREMSINVET, DHCP * v FU—ZIZESC # BT 51
T, WOREEFEHALET,

./bootvm.py <esc vm name> --image <image name> --net <IPv6 network> <IPv4 network>
--flavor <flavor name>

--user pass <username>:<password>

--user_confd pass <username>:<password>
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B enoroxr—nrroay

N

G¥)  F7x/LbFTlE, ESCIZIPV4 % v bV —2 O DHCP D&% ¥R —
FLET, IPv6 BMEH SN TWAHEAIE, ESCVM ICu 7o
L. [ldhclient-6ethX] (ethX|XV6A v X —7 = A A4) % FH)
THITL T, VODHCP Z AN T HMENH Y £,

DXy NT—0 B2 —T A 2% LT ESC %@+
HLEIZ, 1oL EDX A 7D DHCP 4 585581%
bootvm.py--Defroute N ZfEH LT, 7 v k— bk k =k
TxA IPEEIVYTCHA L H—T oA A AT v 7 AZIREL
7

TN RTIE, n=0T9, LER-T, bootvm.py IV o N7
AVDFNDF Yy NT—0 A B2 —T A AT 7 4V hTT,

1]

--defroute 1 will assign <network2> with

<default gateway ip address>

./bootvm.py <esc_vm name> --image <image id> --net <networkl>
<network2> --defroute 1 --gateway ip

<default gateway ip address>

«ESCA VA F—)LTT— hA[EELARY 2 —LEFERAT SBE  ESC A A F L AITRK
Va—bZHEm L, R a—2NNLA LV AX L ARBEITHZ ENTEXE, FEMIICD
WTiE, [ESCOA VA M=/ TT—a[RERY 2— L %2fH] OEAEASZRLTLEX
W,

cESCADNTZ7A—TFT AT IPDEYHT: 7au—T7 47 1P % ESC A > A X A |CBHE
fHF D561, WOFIEEZFEITLET,
1. FEHARER7ae—F 47 IPT7 FLUAZRER L. ESCVM IZH Y YT E 4,

$ nova floating-ip-1list
$ nova floating-ip-associate esc_vm name <ip address>

2. EE. HLWwWTe—F 4 IPT FLAZER L, ESCVM ICEIY 4 TE4,

$ nova floating-ip-create <FLOATING NETWORK - ID>
$ nova floating-ip-associate esc_vm name <ip address>

or
neutron floatingip-create FLOATING NETWORK
neutron floatingip-associate floating-ip-ID port-ID

cRATA4vY IPEFERALIZESCORRA: A% 7 4> 7 IPE#HHTIHEDOR Y FT—
27 CESC ZfEAT 5121% (72 & 2 1F, networkl IZ81F 5 192.168.0.112) | KIT/RT L D
(2. bootvm =< KT A T —-ipaddr 3 X Y --gateway ip Z+5E L 9,
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amoq oz b—nt7var ||

N

GE) 2274w 7 IPT7 RLVRZEEDYTEHENT, AZT v 7 PR
ERTRETH Y, o~ o THASN TWRWNWZ L 2R LT
TZEW,

./bootvm.py <esc vm name> --image <image id> --net <network>

--ipaddr <ip address> --gateway ip <default gateway ip address> --user_pass
<username>:<password>

--user_confd pass <username>:<password>

BEORY N T—D A3 —T A RA%ZERALT-ESC DER : ESC IZHE DXy T —
7 BT A% (72 & 20X, networkl (23315 192.168.0.112 38 X O network2 IZ28B1F 5
10.20.0.112) , KD a~<> K7 A O --netk LW --ipaddr 51324 % —7 = A AD IP
T RLRERy NU—THOWGERELET, IHIZ, ZLHLORy hU—27 D7 —h
T AN, ESCOT 74/ 87— T = A HIBR L E9, --gateway_ip 515 &AL
T, BSCOT 74NV M= U =AZfRELET,

./bootvm.py <esc vm name> --image <image id> --net <networkl>
<network2> --ipaddr <ip addressl> <ip address2> --gateway ip
<default gateway ip address>

--user pass <username>:<password>

--user confd pass <username>:<password>

N

GE)  -flavor BEE I TV R2WE | bootvm.py 1 OpenStack T7 7 #
VD7 L—sN [ml. large] ZEHLET,

T L= R—REE STV WA X, OpenStack (2 ml.large 73
T D2 L 2R L, £DO 7 L—/3—8ESC OB ABLEITH A
THZLEMRLET,

AJEnEA T a v EFERLTESC #RBEALET, ESC 17 % rsyslog — NZHEET D
(Z1%. ESC VM DIERKIFIZ rsyslog P —/SD IP 7 L AZ$EE L ET, HEIHEUT,
MT2KR—heTm barvzEETsZ b TEET,

7o & ZIX, rsyslog — 3D IP 7 KL 273 172.16.0.0 T, v 7 #HEET 59— DR — K
M54 T, FHENLTWS e ha )L UDP THhAHHE., ESCDA A b —/LIKkD L
T F9,

./bootvm.py <esc_vm name> --image <image id> --net networkl --rsyslog server 172.16.0.0

--rsyslog_server port 514 --rsyslog server protocol udp --user_ pass
<username>:<password>
--user_confd pass <username>:<password>

ESCGUI ZB|MIZT D : /T 7 4 W 2= A U F =T = A 2 &I L TESCVM %
EBEIT 5121, RO~ RIA R TH T, —esc ui startup 5IEDOMEEEHL L ET,
./bootvm.py <esc vm name> --image <image id> --net <network> --user_pass
<username>:<password>

--user confd pass <username>:<password>
--esc_portal startup=False
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*ESCORESTA VA—T A REH TS :RESTA LV X —T = A AV R— T 5|
I%. --enable-https-rest 5|#x % H5E L £9, REST A > ¥ —7 = A A, https 721X http D
W CT T 47T HIENTEET,

./bootvm.py <esc vm name> --image <image id> --net <network> --user_pass
<username>:<password>
--user_ confd pass <username>:<password> --enable-https-rest

OR

./bootvm.py <esc vm name> --image <image id> --net <network> --user_pass
<username>:<password>
--user_ confd pass <username>:<password> --enable-http-rest

ETSIOREST A A —J x4 R&EHXIZF S : ETSIREST DA X —T = A A% Y HR—
9% i2i%, --enable-http-etsi Z45E L C http BRI CTA v ¥ —T = A A& T 7T 4 72T
50y, F7213 --enable-https-etsi 245 L C https R CTA V' X —T = A A&T 77 4 7IC
L/iﬁ‘o

./bootvm.py <esc vm name> --image <image id> --net <network> --user etsi pass
<username>:<password> --enable-https-etsi . . .

OR

./bootvm.py <esc vm name> --image <image id> --net <network> --user etsi pass
<username>:<password>
--user_confd pass <username>:<password> --enable-http-etsi...

N

GE)  EB@EREECIX, https REST A > #—7 = A AL ETSI A v & —
T2 A ADBEFINT HHERSH Y FT,

ETSIQAUth2 9 54 7> h&EARALT-ESCDEA : 1 A b—/LEFIZ ETSI OAuth2 7 &
AT MEBMT A, ROLIITEIEEMHALET, A& b—/11%IT escadm 2~
VREHEALTOAWM2 7 A7 hEBT 52 L TEET,

./bootvm.py <esc_vm name> --image <image id> --net <network> --
user etsi pass <username>:<password> --etsi ocauth2 pass <clientId>:<clientSecret>
--enable-https-etsi ...

SA—NILINSA—B EFERALT-ESC DEMR : 1 > A h—/ LT esc_params_file % {# ]
LT/ r—bary74Xal—alrEZRET DR, WIRT L5 BEHEALE
T, IHHEDTa— S EBREIT. A A RN—AEICRESTAPI i L CEET A L%
TEE7,
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amoq oz b—nt7var ||

N

CE)  TFH U OfERERIC, 740 0EXF2 YT 4 TNV —F BT S
YMIEAESNET, T7ANVETHE, BEX 2V T4 N—T
openstack. DEFAULT_SECURITY_GROUP_TO_TENANT ® ESC ;)’z“/”f
IRTA—=Z T true ICRESNTWET, RENNTA—HXI, AV
A RN—)VIRFIZRET HHENRH Y £9, RESTAPI 2 L C,
ESCVM O/NNFG A =R %7 =) I THHFHTEES, RTA—X
Ntrue (CRESNTWDLEEIE, T FOEREHICT 7 40 |k
DEX2 VT 4 I N—TEERLTHEOVYTHZENTEET,
ZDRT A —Z P alse [T E SIVTW A S, 7 N OB
T 74N DX VT 4 IV —T a2 B EITE D Y TEH 2
LI TEE A, sc params file Z i L TRETE H /37 A—X
DOFEMZOWTIE, {48k A : Cisco Elastic Services Controller @ A
VARN=TO5¥) #SRLTIIEIN,

./bootvm.py <esc_vm name> --image <image id> --net <network> --flavor <flavor name>

--user pass <username>:<password>:<public key file> --user confd pass
<username>:<password>
--esc_params_file <esc parameter configuration file>

ETSI 7O/T 4 Z{EA L1 ESC ORR : 1 > A h—/LHIZ ets_params file i L T
ETSI 7' R /X7 ¢ R ET DITE, WO X IITHFAEHEA L ET, Znb07 v 37 113,
A v A b=V etsi-product.properties 7 7 A L THAE TR TE £,

A\

GE)  etsi_params_file TRETE D7 B/NT ¢ OFEHICOWTIE, [ETS
NFV MANO = —# A K] @ [ETSI®GDTa 7 4| OE%
ZHLTLEEN,

./bootvm.py <esc_vm name> --image <image id> --net <network> --flavor <flavor name>

--user pass <username>:<password>:<public key file> --user confd pass
<username>:<password>
--etsi params file <etsi properties file>

ESCD2DONA VAR VRAEZRBBELTESCHA (72T 4 JIRZVINA) RT7EHEET
% :ESCHA 777 4 7/ A X 34 DRERIZOWTOFEMIL,  [OpenStack ~0 ESC DA
VA= BEO [VMware ~DESCD A > A h—/)1 ] E@ (ErHEORTE] 250K
LTL7EEw,

BALFI9Y IVEVY T7AILDEM : CiscoESC U U —A 2.1 LFITIX, T—XET
NTCERINET7varBLOA NI v I b, =) 72—V NCHEHAHE
RHENIRT I a rBIORA N v ~DO~ v BT, dynamic_mappingsxml 7 7 A L
EHEALTCAEMESRTOWE L, 77 A /VIZESCVMIZIRFEEN, TF A RZT 4 4 %
AL CEESLE L7z, ESC22 LARIZIE, esc-dynamic-mapping 7 « L7 U &
dynamic_mappingsxml 7 7 A V3% D F4 A, RBEAFO dynamic_mapping xml 7 7 A /L % ESC
VM IS 256813, ROFIEZFATLET,
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. Cisco Elastic Services Controller TMJL— EIBAZE N EIE

)

DT rFANE, R—bLT 4 LT R EDESCUANDEFTIC AN 7T v 7 LET,

ESC VM T esc-dynamic-mapping 7 « L' 7 U ZAER L £ 77, #tAHD 77 8 AFFAI N
RESNTWVWDZ 2R LET,
WD bootvm 5 A M LT, ESCVMIZA v A h—/L LET,

--file
root :root 1 /gpt/cisco/esc/esc—dynamic-magping/dynamic megoings. xml :<path-to-local-~cgpy-of-dynamic-magoing. xml>

TrvartAN) vy TS5 =850 CRUD #E1L. REST API 241 L Tl
TEET, BEO~ v VU 72 EH+5101%, RESTAPI 2 L CFD~ v o 7 %H|
BRLT, STl B 75 BmLET,

ESCVM Tconfd /8RT— FZEEET S : BEHIL. A A F—/LIFIZ bootvm.py % fifi 1]

LCconfd SATV— FERETEET,

./bootvm.py --user pass <username>:<password> --user confd pass
admin: 'PASSWORD-OR-HASH' :OPTIONAL-PUBLIC-KEY

AVAPN—NRIZZONAT — REFHRET DT, ROa~vr REFEITLET,

Uy r 0 U Uy

/opt/cisco/esc/confd/bin/ssh admin@localhost -p 2024

configure

set aaa authentication users user admin password <your password>
commit

exit

G¥)

B%OT v T T — RERHIZT HT20HIZ, bootvmpy 7 7 A VW EMMH L TESC A A h—
NTORICER SN T RTOa~vy FEGHOat—2RET L L2 L TSN,

Cisco Elastic Services Controller TD)L— FEFBAZENDEE

Cisco Elastic Services Controller (ESC) %, SSLIAFIEDORIEEZ AT EH A D = A L& 2L
T4, ZOEEEIZBILE, OpenStack TORYR— hENTWET, FEHEORFEIL, ESC O]
BIEERFZT 7 40 B THEICR > TWET, 72720, ESCEZEMT 5L, ZabH D SSLGE
BHEEZHRTETHIEHTEET, ZDEZ T a > TlE, OpenStack T Cisco Elastic Service Controller
DFEAEDORGEEZ At/ b, BI/EIBR, Fid—ERRT 2 HIECO W TR LET,
ESC OEEEIH, £721X ESC OEENET LI2E T, — MEAELZBINTEET,

IL— FEEBAE DREDBL/ERNE

Cisco Elastic Services Controller (X, 7 7 4 /L F CREHEOMGEEZ AN LET, /o, AE
T2 IX M2 511, esc_params.conf 7 7 A /L @D Openstack 517 =Y Cffi | /] §E/2 /8T A — &
DISABLE_CERT _VALIDATION %#Z 8§ 57>, REST A v ¥ —7 = A AZEHT 250, 72X
escadm Y — V2T L2 L b TEET,
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ESCT7 2775 47 /—KT, 2~ K sudo escadm enable-certificate 72/ sudo
escadm disable-certificate Z{il L C, iEBAEDORKRIEE ZNENA LN E I BN L
S

JL— REEBAZEDEND

ESC D@ H, F£7213 ESC OREEHAET L& TS, /— FREEZBINTE £9, AEWFE
ZiBIN3 S H1Z, OpenStack BEE 7 7 A V& a8 L £ 9, OpenStackRC 7 7 A /LIZid, OpenStack
TRREE A VA M= NVEFITTHIODNRTA—ENH0 ET, XTA—FEET L X
—-os_auth url Z$5ET HHENH Y £9°, --os_auth url [L, OpenStack MFERAEIZFEHT D% =
7 (https) F/FFHEEF2T (http) F¥—A F—2 URL ZfRELET,

CEEEHCAZ T ry (D) OFEAELZEBEMLES, 2£ED, ESCVM DA A h—
JVREIZIRD LS LET,

./bootvm.py test-vm --image <image name> --net <network> [--cert file CERT FILE]
[--confd_aes_key CONFD AES KEY]

/home/cisco/openstack.crt
--user pass <username>:<password> --user confd pass <username>:<password>

N

GE¥)  BIfE. ESC TlE. FEBEDBNEFZ keepalived ¥-— B AN FEAT X
NTWRWED, f VA= NVHFIWZHAT 7T 4 TI/AZ A D
SEFAEZEBMNTAZ L3R — SN TWERA,

*ESCA VY AZ LU ABREN L%, AX U RT OV /MHAT 7T 4 TIAZ A Ot EE
BINLE9, escadm ¥V —/LIZiL, WRDOBIE A truststoreadd 7> 3 3% 0 £,
~file 513I%, CAREIE Y v A V2L ET, Zo515%E T 5 &, Javakeytool TH
R=FENTVWBEEDT 7 A MR (X509v1, v2, v3iEAE, BIOPKCS#7) %A
UAR— R TEET, —alias BIEUL B THY . ZOFED CAGEHENMT G SN TNDH4
Az LET,

1. CAIFHEZ 7 ANVEZESCT 7T 47 VMIZab—F£ 73Rk L £9,
2. FEAEZESC T A MAMTIZIBMLET, ZHEITHITE. ROa~vw REFETL

i—a—o

sudo escadm escadm truststore add --alias [ca cert alias] --file [file path]
FoiT

sudo escadm truststore escadm truststore --alias [ca cert alias] --file [file
path]

3. FEIENEBMENTWDL Z L aMRLET,

sudo escadm truststore show

ERl e

sudo escadm truststore show
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OpenStack ~® Cisco Elastic Services Controller D1 > X k—)L |

JL— REERRE D HEIBR

ATy T

ATy T2

escadm > —/LIZ1%, --alias 518 DA% FIT9 5 Ttruststoredelete] 47> a o 03&H Y £9°, --alias
S1E0E. HIBRT D CAGEHAEDAFIZSM L ET, AX LV RTRUVHAT VT 4 T/AX NS
ESCVM TZ D5 H AL £,

FI&

(7277 47) ESC Tescadm Z I LT, ESC hZ7 A F A M T ILiEHEZHIFRL £,
sudo escadm truststore delete --alias [ca cert alias]
FX
sudo escadm truststore truststore delete --alias [ca cert alias]
FEFAENHIBR SN TWA Z L 2R L ET,

sudo escadm truststore show

E

sudo escadm truststore show

Ty L—FhD)L— FMERAEOER

A A—=TDTVTITL—F Ty —FR&ETHDIZESCDB &Ny 77 v 7 LTV
LG, MOT 7 v a I EHY ¥ A, ESCDB 2 &b &, ESC R T A RA b
TINMETENET, Ty 77 L—RDEOHIZESCDB /3y 7 7 v 7 L TR WAL,
% CAREIEA ESC N7 A M A NTICHEBMTHALERDH Y £,

*RPM 7y T L—FK: 207 v 77 L —REFXTIE, ESCh T A A T 2FDE £1%
FLET, 2FV, ESChT7AMARTHOTRTOCAGEHEZ, 7Ty 77 L—FKb
RSN ET,

Cisco Elastic Services Controller TO¥—X F 7D EIE

X—RMTE, TV r—a MDA T Ve L CHEZRET 272024
HiFFAHEL X —DOD A L —I T,

ESC ¥ — 2 F 71X, ESCManager, VIMManager, MONA 72 ED$TXTHOT Y r— 3 T
HEHESNDFEHEL | DOALRFFLET,

ESCADM (1%, ¥—RA NT BT HT-00EBOa~y FAHESNTHET,

ESCZMOTEMT D L, ACEBAEHENER I, 774V N THF—RA MTICRGFEENE
K

HEER
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escadm ¥—X f7av K .

TITA4TIT T 47— RTIL, 774V FOGEAEOLES (CN) |
db.service.consul /Cﬁ— *ﬁbb\ Efﬁi% Hﬂiﬂﬁ—é L&z N [F C CN f&ﬁiﬂq bfﬁ&ﬁiﬁj_
éﬁ%#%@ifc%9Lﬁwﬁém\%c%%ﬁ®Mmm1@£%$®@ﬁ%ﬁm
THIZD, TXTD/ — RO Heat 7> 7' b — MIRDOFEZBINT HLENH D £,

mona:
certificate_validation: false

o« T_XTD escadm F— A 7 2~ NiZiL, ESC TITE X415 root MEMRNMLFL T,

escadm *¥—X 7O

ES2N

escadm keystore show

escadm keystore show A~ Rz, F—X h?&:%ﬁﬁ%ﬁéhf%é%ﬁ%%ﬁ:%éﬁ“é
HHRBFRSNES, B A. =AU T A, GEHEOT 4 =7V » M EDIFHRI#E
RENET,

WIZH &R LET,

$ sudo escadm keystore show

Keystore type: PKCS12

Keystore provider: SUN

Your keystore contains 1 entry

esc, Apr 13, 2020, PrivateKeyEntry,

Certificate fingerprint (SHAL):
FF:11:66:3E:93:DD:3A:0B:9A:72:40:16:35:34:D2:22:E1:25:07:80

escadm keystore export [--out <file path>]

export v REETTHE, GEHEDOTRTOa T U YREREINET, ot A7 3
UBEEENTWAEA, 2T VT, URIDOA 7Y a o THRESNIZRRAD T 7 A4 )b
WRF SN ET,

escadm keystore set-- file <file path>

set w2 N . BEOFEAER, file A7V a V THREINZNAZEST7 714 L
uffﬁ“é%ﬁbb‘uiﬁﬂ% IEEHZ bNET,

T ANVNPEMERNTHY | FEHEL MBI —DOHFREENTNWD Z L 2R LET,

WOFNL, FrLWHCBEATEREZAER L, F—A MTIZH L TRET D HELZRLTH
£

1. FERAEZAERT A2, koa<wr REERALET,

openssl req -newkey rsa:2048 -new -nodes -x509 -days 3650 -keyout key.pem -out
cert.pem

Aioa~> RT, RDO2OD7 7 A VBERESNET,
key.pem k cert.pem

2. Woa<wr REFEHLT, 2200774 vEKELET,

cat key.pem > server.pem

cat cert.pem >> server.pem
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3. BHLWEEMAFEZF—X FTISH LTRIET 2I2E, koa<wr P LET,
$ sudo escadm keystore set --file server.pem

Service "keystore" successfully updated ESC keystore and will take effect once
ESC services are restarted by running "sudo escadm restart"

A\

GE)  BRENET Liztk, MEX—CAEZELEVO 7 7 A VT
THHIBL T ZE N,

COBEEEHANTHIZE, VAT LAOFEBNMLETT, AX T rrsE—RE
721X H/A £— R CHE#HTIIZE, kOoa~vr REERLET,

sudo escadm restart

ESCIRT 774717 7T 47— RTIFITINTWIHAIEL, FL7 TAZADT A
TO/— FEHEESTI2LERNHY £, 7272 L, ESCHT 77 4 7/7 277 147 GEO
T— R TETENTVWEHAIE, T_THI FAZDGEOY—E 2 %{EIE LT, GEO
A o F A= N=NIATINRNEL T LIHERH Y £,

GEO 7 77 4 7/7 77 4 7% — FOLGEIZRY . GEO —E A &£ 1L 212, &
I TGAEINOIEED ) —Ricu 74 LT, kROoa~vy REFERLET,

$ sudo escadm geo stop --cluster

FEAER A REINTNDZ TRAANOERED /) — Ricu 7 A o CEET, RO=
v REERLET,

$ sudo escadm stop --cluster
$ sudo escadm start --cluster

GEOT VT 4 7|7 VT 47— ROGFAIL, T_TO /) — RBBEEREIZ o725,
EED /) —RICHEr /A4 L CGEO —E A&t LEd, Y— b RA&2BHbT 5
IZiZ. o< REHLET,

$ sudo escadm geo start --cluster

ESCOA VR h—)LTT— ba[EER) 2 —LZEH

OpenStack DAY = —ANIHVA LATEER T 2y 7 A R L—UFT XA ATHY | ESCA VAKX
VAR TCEET, ESCA U AZ L AFERY 2a— A REL, RY 2—A505 ECS 1 VA
HUORABFETTH L TEET,

\}

Gx) e —JEIZ 1 DDORY 22— LEEITEXADIE, 1 DD ESC A VAKX AT TY,

« Cinder CTi&, 7— hARER Y a— A @AM (T 277 4 TIAZ U RNABLORT 77«
TIT 0T 47) ZHAHAEHLEZESCA VA F—LEITR—FENTWERA,
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ESCOA VR h—LTT— rARRY 2—LziA ]

7 — MA[EEAR Y 22— A5 ESC A VA X A& BT 5I121L, RO FNEEZIFATLET,

FIE

ATYF1 ESCAA—VEIET— FA[RER Y =2 — A% LT, OpenStack IZ7— FA[REAR Y = — A%
ERRLET, 7— hAEAR Y =2 — A2, 30GBLAEDT 4 A7 H A AMMLFETT, M
WTIE, OpenStack D~ == 7 L EBRL T EEW,

ATY 72 L)LTK%@“J: 5 ﬁ:\ bootvm.py o< ]\%@#iﬂﬂ L T ESC VM %@Eﬂ Li‘j_o --image %l;ﬁ@Fﬁ
Hhiz --boot_volume Sl A IR L £97,

./bootvm.py <esc_vm name> --boot volume <volume name or id> --net <network> --user pass
<username>:<password>
--user_confd pass <username>:<password> --flavor <flavor name>

G¥) * bootvm.py =+ > RIZIX, --image & --boot volume D EH BN 1 DEFEET D44
ERHY ET, MGOGEPMERSNTZBE. HDWVIELLO5E B S
NTORWES, A A b—MERIEL £

o 77— MA[RER Y 22— A0 B ESC A Y AX U AZREENTHE, R 2a—LT 4 A
T A RET V=T f AT A ABBZTEBEINET,

e ARV 22— ANT U MF TN RCER SN/, ESCA v AX U AEHIBRLT
b, FDA AR AR ENTOWARY a—AFHIRENEE A,

Cisco Elastic Services Controller54 1 Y X F—ILE LUV T v THL— KA/ K .



OpenStack ~® Cisco Elastic Services Controller D1 > X k—)L |
B scorozxr—noo—ramky a—Lemm

. Cisco Elastic Services Controller5.4 f X F—)ILBE L U7 Vv ITFTL—KHA K



4.
=% =R

SR T7 T4 TIRZNA DA VR
k—JL

ZOEL, WOBETHRINWTVET,

c EAAMET 7T 4 TIAK A O (27 =)

e NA TRAZEYT ¢ O (28 X—)

«ESC &R AMET 7T 4 TIAZ A DR (29 ~—73)

o ) —ANRG U RAUE—T 2 A AT T EADHKE (B3 =)

o FRRLHIH (38 N—)

BRI AT VT A TIARZ L NAD N T TN a—T 47 (39 _—)

SR RET7 I T4 TIREZ N1 DBRE

ESClE, TV T A TIAZNABLOT 7T 471777 4 7T NAOEATE A A (HA)
EYR—=FLET, 77T 4 TIAZ A ET /)T, ESCRELZGIEL, h—EXDOHK;
Z e /NRICHN 2 T ESC 9 — B A Z4 M 572012, Ry FU—ZIZ2 DD ESC A » AKX A
NEAEINET, 775747 ESCA LV AZ U ATEENEELTH, AZ UL AL AR
ANHBIZ ESC h—E 2 &5 & E £, ESCHA T 7T 4 T/AX A 1L, ROV T
VIRA v NEFEERR L ET,

« X hU— 7 EE

< 15

VM A VAR ADK T
ATV a— VIR T HA N
e N— KT = TICBT B

N7 7V r—3 g DREE
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ESCT7HO T4 TIRRUNADT—FXTHF~

[ 1: Cisco Elastic Services Controller 7 7 7 4 7/ AR VINA DT —FT U Fx

Local AS Architecture
Active-Standby for all ESC services
Northbound access via Virtual IP (VIP):
— +  Option 1: VIP as a 2nd jp address on an ESC interface
g\ . Option 2: VIP as an ESC BGP Anycast ip address
™ Primary:
One ESC is configured to start up with Primary role

Primary owns the VIP, receives all northbound requests

Secondary:

One ESC is configured to start up with Secondary role
Secondary does not run ESC services
Secondary receives replicated data from primary

On primary failure, secondary is promoted to primary role

INA TRASE YT 1 DA

ESCHAT 77 4 T/AX A Xy 8T —21%, BSCHAT 77 4 T/AZ XA XT DHE—D
AVA =N ELTRETDHD, 2ODAX L KT ESC/ —RELTREBETAZENTE
£, 200/ — Rk, Bk, BRELZRTHASXT ICAH SN £ T, HARBBIZ, 77T«
TERZUNRALD2ODESCA VAKX U ATHRINET, @HEORWTIX, 7277 « 7 ESC
AVAB ALK S TH—EARRMEENFE T, JETDRAZ AR, A L AZ TRy T
REEIZARD EF, RAUNA ALV AZ VAT, TITATA VAR AL FHRHBE LT, 77
TATA VARV ADAT —H AT =H LET, 777 47 ESC A VAKX L AZFEENI
EdBHb RAZUNRL AL AR ANESCH—E R Z HEWZG| ZHE . f/NBO W CESC
T— RO A L E T,

AR A AR LRI ST I T AT A VAR ADT —HR—=ADGERIR A E—NFEL
FETN, TITATA VAR RATEENRRBELRWVIED . AF N A RABANRT Y
T4 T F Yy NI =7 BZEHTHZ L13H Y £ A, KeepAliveD V—E R (X, 77T 47 &
AL ITDA VAR ADT VT A ET 4 AT — R ARET=RZ LET, 7774714
AL U AEENRET DL AN PEHBICSIEREES, 77T 4T AV AZ R
DI, RAZUNAAL L ABUANT I T 4 TA VAR AL EHE, —EAZEFBL
£7,

BEENIAE LA VA AR EIEI NG, LES U TRETAL v I 4 — " —% Btk
L. 79T 4TA VAR AL DRy NU—IEBRAEBRACTEET,

TIOT 4T AEZUNAWITDESC A o AZ AL, IPvd 7212 IPv6 kv RU— AT
J)—ANT U R F—HF AR — 3y VATACERINET, /J—ANRNT L R AT AT
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escEamnT 27+ IIxs w1 0Em |

X, BEDT 75 4 7 ESCE T 75 4 TIAZ U NA AL VAR AT 7 AT HIZD
DO—FOFRMIP 7 RLUANRE Y BTHNET, BRI/ VNF X, BIO IPv6 £ kT —7
BHETESCODT VT AT LRE U NRAWITDOA AR AT S E T,

ESCHA 77 7 4 7/ A X 731 ) — RiX, keepalived 3 X OV DRBD (ESC 7 — % ~_X— A D [F]#
RS DT OD LT =g =) Wiy N — - R Lo TEEL SN E
T, KeepAliveD W —VE A%, 77T 4 T ERZ U ANAMFOA VAR L ADAT —H A% T
=4 LETH, DRBDYV—ER|L, TI/T A TA LV AX L ADBAEE=X LTERNEE AH
VAL AR ADBIZFBILET, ZHH 200 —E X%, FUVIP Ry hT—27 2/
BTH2LH, 2008y NU—ZICRETLHZEHTEET, ESCA AKX U AfHD
VMY Ry A 70, IPv4 7215 IPv6 X F U — 2 D keepalived Z ] L T{ThOiVE T,

ESCERIAMT VT4 TIREZ 2iNA DRE

Cisco Elastic Services Controller (ESC) O E A HM: (HA) 7277 4 T/A X 34 ZRETAIZ
I, 220D L7e ) — R (777 4 7TBLOAF L NA) ITESCAX Y KT R AV AH
A A VA RN—=VLET, FFHIZONTIE, A T_A T8V T ¢ DA 28 X—) %
BRLTLKIEEN, TIVTATA VAR AL AR INA A AZ AL, Cinder R Y 22— A
FRELVFV =g _X—=ZADRY =2—2 (DRBD) [ZEfiCx £,

ESCHA T 77 4 7/AZ A ZRHT AR, WOBERBAA V=X LE2FIHTEET,

e NIEIA R L— t ESCHAT 7T A TIAZ U RA DNEA L —U 2 LT S T
WDEGE, TITATA VAL RAERAR N A AE 2 ANIEARN DT — HZ _— R %
Z. WICFEENET, 2oV a— g Tld, ESCHAT 75  7/AZ A 137 —
ARXR—=AL TV r—va R LTEG S, DRBDIZT 4 A7 LD L7 r—
varyfiy—nELTHERENET, TITATAVAZ LV ADT —HR—R[X, AHX
WAL VAR ADT —ZN—=R G RIFHICT — X 2 BET 5700, IMBA N L—T %0
B LEVA, TIVTATA LV AZ U ATEENBE LGS, AZUANA A AL A
WZIiZ, 72747 A ARF A0 —)v e FAanEBAEOT =2 X—2An3E 04 TH
nET,

ESCHAT 77 4 7/AZ A 1F, WA ML —Y %2R LR & E T, ESCA &
Z AP 7 R A (kad_vip 5180 BE P vip A V AZ L ADA o H—T = A
(kad vif514%) TIE L, 7277 4 7ESCA v AKX V AZEIR L E7, [FHEEDORE VI N—
FE—h*y NU—7 BHNIT DX, 77T 4 7TBEIONAX 3, ESC A VAKX A
ZRIR DR A b BIZRE T D 2 EMHERE S LE T, ESCA A X U AR OMELY s
OEHEE (R NT—I A H =T oA ADFERRE) #BETLH L TEET,

LA RN L= VLN r—ay  ZOXATOT—F%T 7 F ¥ TliL, BSCHA T 7T ¢
TIAL SA X DRBD ZFIH L TR ENET, 77T A TA LV AF AL RZ NS
A VAR ADBITN, 2 ODIEEA S L—  (OpenStack Cinder /R Y = —2A) (2T —#
PRAELET, & ESC / — FiZ Cinder R Y 2 — A L > TS, ESCT—X 7 7 A
JUZ Cinder RV = — MRFESNET, 2 OD ESC / — RDOF—# %, DRBD Tifit X
NET—=HFR—=A LTV r—ray AD=ALEMHLCERISET,

HAT7 VT 4 TI/AZ A DA T a v DENEIRORIRLUET,
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B wiix L —CERRLEBTRMET 9 F 1 TIRE 231 T— KO ESC OER

RERA FL—AR—ZXDESC
HAT79 T4 TIRZ2I1NA

NERAFL— LT r—2 30 R—
ADESCHA 7Y T4 TIRB N

T—AHREFAE

HA T 7T 4 T/AZ 34
J— KRB oOF—21v 7Y ir—
gV

2ODHNEEA L — (Cinder R Y = —
L) MoOF—21L YA r— gy

AR M=ILEZE

A VAR =V DRE

bootvm DA A k— /)L

bootvm DA A h—/L

VIM 5 it OpenStack, VMware, KVM | OpenStack ® 7~

IKEEH VIM (Z4&AF L 720 OpenStack Cinder (Z4& 17

Fl cEBEDVIM 2 L IR—% « F—HNR— 2 LT Y r—g
r~DIEIEBR D H 0 F A= ALEFALTT—F 05E
A, HahEd,
e HEHF AN L—T A NI L «2O® Cinder R U = — LD EE A
L7ani=®, o/ N— FL—o & LTHEH S, ESC
R =76 HA T 2 J— RicEgERInET,
T A TIARZ N, T TR
B RIS & £
TO

HIFREI1E THEENEAT L E (W | CEEENRAETS L (H 50 ESC

D ESC / — N CRIENFEAE L
2%8) . T—HXO—E&MiZ
AR Z DAREMRH D F
j«O

J— FCRERRELSE) . 7—
2 O—HMICE B2 5 2 5 TREMED &
D ET,

NERA FL—CZFALE-SRIRAMT VT4 IR 2 24 E— FD ESC DRMFA

TITATREIORAL L INA A VAR ATESCA VA VAR ELET 55615, RO bootvmpy
a< 2 REIEEREL T, WEEA ML —IZESCHA 77 7 4 T/AX U3 A Z BT DM E

NV ET,
* kad_vip

A\

G

* kad vif

* ha node list

[l Cisco Elastic Services Controller5.4 1 ¥ X k—ILELUVT v FFL—KAA K

ESCHA T 7T 4 TIAZ U ARA BB SN L, =y Ra—%
kad Vip 5150 HEH L CT 277 4 7 BSCA VAR L AIZT 7 & A
TEET,
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\}

MR FL—UERIALEEARET 27« IR 8 v E— Foesc R |

INHOFEERET D L, bootvmpy =2~ K& LT, OpenStack CTH#EA hL—T % H
R ETE E T, bootvmpy =< > REIEOMEAIZEEIT 25MI%,.  [f1Ek A : Cisco Elastic Service
Controller DA A b —F 5% 2L T EEW,

ESCHA T 7T 4 T/AZ XA A LV AHF V AERBT HIZ1%, WD/ — KD bootvm A7 U
TR TROBIEERELET,

ON HA NODE 1:

$ ./bootvm.py <ESC_HA Nodel>\

--user_pass <username>:<password>\

--user confd pass <username>:<password>\
--gateway ip <default gateway IP address>\
--net <network namel>\

--ipaddr <static ip address>

--image <image name>\

--avail zone nova:<openstack zone>\

--ha node list=<ESC_HA NODEl IP> <ESC_HA NODE2 IP>\
--db_volume id <cinder volume id>\

--kad vip <virtual IP address>\

--kad vif <VRRP Interface Instance>\

--ha mode drbd

ON HA NODE 2:

$ ./bootvm.py <ESC_HA Node2>\

--user pass <username>:<password>\

--user confd pass <username>:<password>\
--gateway ip <default gateway IP address>\
--net <network namel>\

--ipaddr <static ip addresses>\

--image <image name>\

--avail zone nova:<openstack zone>\

--ha node list=<ESC_HA NODEl IP> <ESC_HA NODE2 IP>\
--db_volume id <cinder volume id>\

--kad vip <virtual IP address>\

--kad vif <VRRP Interface Instance>\

--ha mode drbd

ER e

escadm ¥V — /L&A LT, £A X R7a A ESCVM TESCHA 77 7 4 T/A X 34 D
NRIRA—BEBFBRETHILELTEET, ESCHA 77 T 4 T/AZ A RERT 5121,
l--ha node list, --kad vip. --kad vif] @ 3 DD/XT A —HF BUETT,

G¥)

WDa<wy REFEITUTHAT 7T 4 TIAZ A ZHERRT DRI, MDA v AX AN A
2 R7arESCYVM OIEEFHF = v Z7IZEBR LTI Z 2R LT TEEN,

RITH 2R L ET,

$ sudo bash
$ escadm ha set --ha_node_list='<ESC_HA NODEl_ IP> <ESC_HA NODE2_ IP>' --kad_vip <virtual
IP address> --kad vif <VRRP_Interface Instance>
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$ sudo escadm reload
$ sudo escadm restart

WA ML—DL TN =23 ERALEETRMT VT4 TIRZVUNAE—FD
ESC O R

N A N L — L7 r—2 g VBRI LIZESCHA T 75 4 TIAZ U3, Tk, T —F~_—
AA R L —22 90 Cinder R Y = — ADRMLEE T,

4R8O SRS

M HFDESC A VARV ANERTHRY hT—T7BLNIP T RL&
cHAT VT A TIAZ U NNADAA v FF—NR_R—f{X—TT7I7A4 T A L Z—T =2 ZABILN
AR 1P

FIE

R T 71 OpenStack |22 2D Cinder 7R U = — A% Ek L E 9, Cinder RV = — AW A XX 3 GB ITFHE
TLOMENRD Y 7,

$ cinder create --display-name cindervolume name a[SIZE]
$ cinder create --display-name cindervolume name b[SIZE]

ATFw T2 B L7 Cinder RY =2 — b DAT—X ZAZMH L, BBEHAO UUID # /R2£9,

$ cinder list

ATV T3 ESCHAT 7T 4 TIAR U NA A VARV ARBEBLET, WD/ — T, ROBKEIRE
L7= bootvm A2 U7 N&fEHL £,

ON HA NODE 1:

$ ./bootvm.py <ESC_HA Nodel>\

--user_pass <username>:<password>\

--user confd pass <username>:<password>\
--gateway ip <default gateway IP address>\
--net <network namel>\

--ipaddr <static ip address>\

--image <image name>\

--avail zone nova:<openstack zone>\

--kad vip <virtual IP address>\

--kad vif <VRRP Interface Instance>\

--ha node 1ist=<ESC_HA NODEl IP> <ESC_HA NODE2 IP>\
--db_volume id <cinder volume id>\

--ha mode drbd on cinder

ON HA NODE 2:

$ ./bootvm.py <ESC_HA Node2>\

--user pass <username>:<password>\

--user confd pass <username>:<password>\
--gateway ip <default gateway IP address>\
--net <network namel>\
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ATvT4

J — R\

J—2nmu Rk 4v8—2242 79 208% |

--ipaddr <static ip address>\

--image <image name>\

--avail zone nova:<openstack zone>\

--kad vip <virtual IP address>\

--kad vif <VRRP Interface Instance>\

--ha node l1ist=<ESC_HA NODEl IP> <ESC_HA NODE2 IP>\
--db_volume id <cinder volume id>\

--ha mode drbd on_cinder

HEE%, 1 DOESCVMIZT 75 4 THREEIZRV . 69 1 DIFAZ A IREBIT 70 H LB
HVFET, ESCHAT 7T 4 T/AX 34 OIRFEE MR T 5121%. $sudo escadmstatus--v =<
VREEALET.

VKRB —DITARTIERADETE

ESCHA 7 77 4 T/ AZ A Z&ET D5 EE, HAT 7T 4 TIAZ 8 XTI E=
Z—F% Y ARNIPT RLARAZBEETDHILELTEET, /—ANRNTURA U F—T oA AKX
P —bEAR—Z L, R =—F v A NPT FLAZEHLTESCT 7747 HAT 7
TATIAZINA A AR AT 78 ALET, ESCHA 77 7 4 7/ AR 3 A & BT
LA 1L, Jbootvmpy A2V 7 N TTROBIHAEMH L ET,

* --ha node _list

* —-kad vip

* -kad vif
INHDFEDE SR BEEMCOWTIX,  [14% A : Cisco Elastic Services Controller 4 > X
F—SD3I8 OB a2 LTIEEN,

TR BEOA =T oA ZAEFEHLUTESCHA T 7T 4 TIAZ UL ZRE L. K
Bro=—F% % A NPT FLARAEFRET D HIEICHOWTHEBHLET,

BHEOA =Tz A REFEHALESCHAT VT 4 TIRR V1IN DETE

\}

T—HFEME VNFE=X Y 7 DeHIl, ry NU—2 % —7 x4 AT DRDB [[#] &
VRRP "—hb—h 70— RFXx ¥ A FEHHLTESCHA 77 7 4 /AR U NA B ETE
9, BIHORY NT—F A Z—T A AZEH LT, /=AU RT7 78 XAHORAE
IPEEID YK THENTEET, ESCHAT V7 4 T/AX L INA ) — RTHEEOA ¥ —T =
A AZHET HITIE, --ha node list, --kad vip, --kad vif5|EZHEHL T, 2 bOEED*
D=2 A B =T A AFREXBELET, TNDLDOSIEOFEMIZONTIX, TR A
Cisco Elastic Services Controller f Y X b—Z D58 Ok 7 v a 2R LTLEIN,

GE)

KeepAlived %, IPV6VRRP A AKX L ATH—~DIPV4VIPT RLAZ YR — L TWEHRA,

RIEFIMEOHI 2 IRITTRLET,
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./bootvm.py <esc_hal> \

--user_pass <username>:<password>

--user_confd pass <username>:<password>

--image <image id> \

--net <net-name> \

--gateway ip <default gateway ip address> \

--ipaddr <ip addressl> <ip address2> \

--ha node list < IP addresses HA nodesl> < IP addresses for HA nodes2> \

--kad vip <keepaliveD VIP of the HA nodes and the interface for keepaliveD VIP> \ (for
example: --kad vip 192.0.2.254:eth2)

--kad_vri <virtual router id of vrrp instance>

--kad _vif <virtual IP of the HA nodes or the interface of the keepalived VRRP> \ (for
example: --kad vif ethl )

--ha mode <HA installation mode> \

--route <routing configuration> \ (for example:192.0.2.254/24:192.168.0.1:ethl )
--avail zone nova:<openstack zone> \

FREIZ, 32Dy NU—7 A2 =T xA A% ESCHA T 77 4 T/AZ 34 ) — RITi&
ETEET, RIS, 3204 U F—7 = A AREDH L AHESRFEZRLET

e Xy NU—Z 1%, /=AU NERICHEH NS IPv6 X hU—2 TJ, ESC VIP
X DRy NU— 7 2% BT HH., Orchestrator X ESC VIP i H L CTZER % ESC 1215
fELET,

e Ry NU—2721%, ESCHEH¥I FZ 7 ¢~ 27 (DRDBIEH) & VRRP/N— bk B — NI &
N5 IPv4d *y NU—27TF, ZOFvy T —71%, OpenStack #iH LN VNF £=4 Y
BRI ET,

« X b= 3%, EEIEHINDSHO IPv4 £~ b T —2 TY, SA, rsyslog 72 & T
I, ZOFy hU—=27 ZEH L TESC 2 FHTE 7,

./bootvm.py esc-ha-0 --image ESC-2 2 x yyy --net network-v6 network --gateway ip 192.168.0.1 --ipaddr
2001:¢c0:2020::fa 192.168.0.239 192.168.5.239 --ha node list 192.168.0.239 192.168.0.243 --kad_vip
[2001:cc0:2020::fc/48]:eth0 --kad_vif ethl --ha_mode drbd --route 172.16.0.0:eth1 --avail _zone nova:
zone name

./bootvm.py esc-ha-1 --image ESC-2 2 x_yyy --net network-v6 network lab-net-0 --gateway ip 192.168.0.1
--ipaddr 2001:¢c0:2020::fa 192.168.0.239 192.168.5.239 --ha_node list 192.168.0.239 192.168.0.243
--kad_vip [2001:cc0:2020::fc/48]:eth0 --kad vifethl --ha mode drbd --route 172.16.0.0:eth1 --avail zone
nova: zone name

ESCHA 75 74 IR A VNA{FEIPT7 RLADHZTE

ZOF T 3 TE, kad vip BIBOMEITAEIP THLMLERH D T, Tk, -t
AR—=B )L ) =AU KR T 7T 4 7 ESCIZT Z7®A L, IRABTIP (VIP) %4 L T ESC
HA 7 VT 4 TIAZ A P —E R CHEREFETEET,

=AU REMEFEDESCHA 77T 4 TIAZ AL ) —RBRILR Y NT—2712H D
A, BEIP (VIP) 20 L CHEESER CE £, /—ANRNTU LV RNESCHAT 7T 4 T/A X
PRALERICR Y U =7 BIZRWEEIR, ROFIRZHEH LT, 7u—7 17 IP % ESC
HA 7 7T 4 7/AH 34 VIPIZEID ¥ TET,

1. ESC @ kad vip D#EGEER TRy U —ZIZVIP T KLA (kad vip) ZEH L THR— b
AR L £,
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neutron port-create network --name network vip --fixed-ip
subnet id=network-subnet,ip address=192.168.0.87

2. BESCHA 7 77 4 7/AZ ™A %L EF, [OpenStack TESC A A h—/L] O
ERRET I T A TIREVNADEE| Ot7 v arzBRLTIZSN,

)

GE)  kad vip2® ERLCERL7EAR— M EFILIP T RLATHD Z L E2MER LTI EINN,

3. ERTHERLER-MI7u—7 4 7 1P ZBEMT £, KOO wid (F7 02— ¢~
Z'IPID C, 2 -2 H® uuid 1¥77— k ID T,

neutron floatingip-associate <floating IP> <port ID>

TJa—T 4T IPENLCHAT VT 4 TIAZ U NNAWZT 78R HE, ESCT VT 4
7 — Rz S NET,

4, R—=BNLVT I RBADWEE., 770N X—FTIA4 T Xy NT—JI T 7 BATEDZ
LLBIWMREIPRT VT 47 ) —RKOR—=F VT I EBRTEHEZODIPT RLATH
HZLEERLTIIEEN,

7= & Z0E. VIP 28 192.0.2.254 DA, https://192.0.2.254:9001/ TESCHA 77 7 4 7/ A X
UNAR—=ZWNZT 7 A LET,

BGP Z{#A L~ ESCL3HA 7O T 14 T/RZ VINL DRTE
ESCHA 7 77 4 7/AX /34 @ BGP R ET HITIL, RD2O5DA T arBNH ET,
1. BGP ZMifH L7 ESCHA 77 7 4 7/ A X /34 L3 OEBELE

2. BEfFESCHA 7 27T 4 TIA K 34 T )36 @ POST 3% EDHE

ESCHA 7 7 7 4 7/AX 2734 @ BGP #FET DHITIL, DRy NU =T RF A —H )3
‘/Cj—()

«BGP U E— K IP

*BGP TL=—F ¥ A ML—TFT 4 T DAL F—T A ADIP
«JL—TF 4 VT HRIED BGP 1 —H L AS F 5

—T 4 TR EMD BGP U E— K AS FF

*BGP V—F 4 VT DFKE

* --bgp local ip

* --bgp local router id

\}

GE) RAN—%HHLTBGP V=X 52REL, BESTLILERHY £3, L—FPz=—F ¥
AFIPIZping TEHZ & &l LET,
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B scrzmmLESCBHAT 974 TR B V4D

K
it

BGP /L —H# T, 2 DDOFRAN—%E LET, RO BGP & EIL, Bird V—F [T IZEEEF S
TWET, ZOXREF, V—FEHTT, V—FDOXA 7T L2, FIEITRRY £,

WOFTEIL, bootvm 2~ Nl Lo THEINET,

protocol bgp E3 from EXABGP ({
neighbor 198.18.42.222 as 65012;
}

protocol bgp E4 from EXABGP {
neighbor 198.18.61.222 as 65011;
}

BGP A 7L av##ERALT- ESCVM DIEH

[admin@na-test-52-1 ~]$ health.sh
============== ESC HA (ACTIVE) with DRBD
vimmanager (pgid 41908) is running
monitor (pgid 42067) is running
mona (pgid 42130) is running

drbd (pgid 38488) is active

snmp (pgid 2121) is running

etsi (pgid 43247) is running

pgsgl (pgid 42566) is running
keepalived (pgid 40281) is running
portal (pgid 43307) is running
confd (pgid 25644) is running
filesystem (pgid 0) is running
escmanager (pgid 42775) is running

ESC HEALTH PASSED

[admin@na-test-52-2 ~]$ health.sh
============== ESC HA (Standby) with DRBD
pgsgl is stopped

vimmanager is stopped

monitor is stopped

mona is stopped

drbd (pgid 2471) is standby

etsi is disabled at startup
filesystem is stopped

snmp is disabled at startup

bgp is stopped

keepalived (pgid 2787) is running
portal is stopped

confd is stopped

escmanager is stopped

ESC HEALTH PASSED

BGP POST & EIZIZROME A LE,

./bootvm.sh <NETWORK_ VM name> \

--image <ESC image> \

--ipaddr <static IP addressl> <IP_ address2> <IP address 3>\
--gateway ip <gateway IP address of NETWORK> \

--net <net_idl> <net_id2> <net_id3> \

--network params file <network params file> \

--host mapping file <host mapping file> \

--avail zone <openStack zone> \

--ha node list <IP_ address ha node 1> <IP address ha node 2> \
--user portal pass <user>:<password> \

--user rest pass <user>:<password> \

--confd aes key <password> \

--kad_vif <interface> \
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--user confd pass <user>:<password> \

--user pass <user>:<password> \

--kad_vip <vip address> \

--bgp_remote ip <BGP_remote IP address> \
--bgp_local ip <BGP_local IP address> \
--bgp_local as <BGP_local AS #> \
--bgp_remote as <BGP_remote AS #>\

--bgp_local router id <local BGP_ reouter id> \
--bgp_anycast ip <BGP_anycast IP> \

--bgp_md5 <BGP_MD5>

ZTNENOHRFITKRDO LFBY TY,

--ip_addr: ----> the local IP address of the ESC VM

--net: ----> the network id(s) in OpenStack that ESC will connect to.
--bgp_anycast _ip: ----> the IP address that NCS will communicate with
--bgp_remote ip: ----> this IP address of the external router that ESC will peer with
--bgp_local as: ----> local AS for the ESC "router"

--bgp_remote_as: --—-> AS number for the external router ESC will peer with
--bgp_local router_ id: ----> id for the esc "router"

--bgp_md5: --—-> optional - md5 to be used to pair with external router

BGPHA 7474 FIRAVNA RA LAV IT4F¥aL—2 a3 DBTE

1. HADT VT 4 TIABZ U NAAL LV ABZ VAT LIZ, FYy NT—T A B —T (A T 7
ANEER L ET,

# cat /etc/sysconfig/network-scripts/ifcfg-lo:2

IPV6INIT="no'

IPADDR="10.0.124.124" <——mmmmm e bgp anycast IP
BROADCAST="'10.0.124.255"

NETWORK='10.0.124.0"

NETMASK="'255.255.255.0"

DEVICE='lo:2"'

ONBOOT="yes'

NAME="loopback'

2. HADT VT A TIABLRA AL LV ABZ AT, IROEHIITLET,

Bring lo:2 up
# ifup lo:2

ESCHA 77 7 4 7/A S 2734 O BGP & ET D121, RITRT L HIC, ESC fifl~ v i
escadm ¥ — /LA L £,

$ sudo bash

# escadm bgp set --local_ ip LOCAL_IP --anycast_ip ANYCAST_ IP --remote_ip REMOTE_IP
--local as LOCAL AS --remote_ as REMOTE_ AS

--local router id LOCAL ROUTER_ID

# escadm reload
# reboot

1 -

[root@bgp-001 admin]# escadm bgp set --local ip 198.18.42.124 --anycast ip 10.0.124.124
--remote ip 192.168.0.2 --local as 65124 --remote as 65000 --local router id 198.18.42.124

[root@bgp-002 admin]# escadm bgp set --local ip 198.18.42.125 --anycast ip 10.0.124.124
--remote ip 192.168.0.2 --local as 65114 --remote as 65000 --local router id 198.18.42.125

BGP IL— 4 DEETE
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BGP L — X Z#RET HITIE, BGPL—HZI1Zu /A L TBGPP Z=—F ¥ A MML—T 4 VT %
BELET, RO/INT A= BYUETT,

<Router As #> |L LFEO --bgp_remote as & [FIEE T

<Esc_ip address> £, BGP 7 RANE AL XA NI ESNIZESCVM DO IP 7 RLATHD
WD Y FT,
<Esc_as #> X EFEO --bgp_local_as & [FIEE T

configure
router bgp <Router AS #>
neighbor <ESC_IP_address>

remote-as <ESC_AS #>
address-family ipv6 unicast
route-policy anycast-in in
route-policy anycast-out out

route-policy anycast-in
pass
end-policy

route-policy anycast-out
drop
end-policy

commit

L F I

*ESCHA 7Y T4 TIRZ NA

CHAT VT A TIAZ L INADT 2 —)LA— "= I 2 ~5FIEELLD FT, A A v
FA— =D/, ESCH—E AR IHEHATE R F9,

e T UV I g U ASL v FFA—NR=RN NI H—ENBE, TRTCORETD T
VY varN ey ERET, ERICHT D ESC D DOISENZIE SRV
B AN RPLERPEHEEINDAILENH Y £7,

« HMERR R L—D

T 277 47 BSC A L AH AN OpenStack 2~ > RIZ K> THIWr SN 7HAIX, A
A v FA—/N=3 N H—ZFE T, Cinder AN Y = — LTH Lu\7&74 7 ESC
A VAL AT SNE T vy ZHUXESCHA 77 7 4 TIA K 23 A ORI
HElIciEd o A,

cRER FL—

CHAT VT A TIAZ L INA Y a—a U EfESLT 51203, 22O ESCA VAHX A
ZIRFATOMENH Y £, WD ESC A AKX AN IEF IR S, MEICHE
HTEX DB, ESCHA T 7T A TIAZ XA IZEEZBIALES, HAT 27 T«
TIAB XA DIRT A= EFH LTI DODESCA v AX v ADIHZ B LA,
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BAAMT T RIS TNva—T425 |

ESCA VAKX ADIREEIL [ 777 4 ZREIZYI O 2] OFFITRY, ©T7IH
ETDHETH—E AR TE LY FT,

c ATy R T VLA DY F Y AN, FHREMITIERE IRV IZWX, ESCHA 77 7 «
TIAB R VY 2—2 3 THERETIEERH Y £,
«ETSI BEEDZESRE

ESC %, BN ELBEELE(LERE (ETSD IC& > TEFRS N ETSIMANO / — AN
K APl % NFV BELB L OA—F7 A b L— a3 2 L THAR— b LET, ETSIMANO
APLIE, REST 7 —F 7 7 Fx |l OT 0y I~F v A 2 —T = A ATY,
oW Tk, [Cisco Elastic Services Controller User Guide] @ [ETSI MANO Compliant
Lifecycle Operations] #ZM LT 7SV, HAT 77 4 7/AX /31 FE— KD ESC T
ETSI —E R ZHMNCT D5 1F, ROEEFHEZZEL TIEIN,

« etsi-vnfm.properties 7 7 1 /LN ® server.address DfE X, AELIP (VIP) 7 KL AT E
THVLERHY 9, ZOIPT KL AE, APl 22— "y 7 & L7~ ETSI —¢b
ANDIEICHHATE T, AP 7 RLARMEE SN TV WA, ETSI—E
ADEENZRIT L2203 H0 £,

* ETSIVNFM #—E & & escadm A 7 U 7° N, security.username 7" 12 /37 ¢ &
security.user.password 7 1 /N7 ¢ OfEZ AR L CTREFL £, FEITEHE L2V TL
72 &\, security.user.password 23T I— R I L FE T,

SRR T I T4 TIREVNAD ST a—TF 1
e

cRy U EEEF =y 7 LET, Ky FU— 2 ICHBERREE LTV BHAIR, KO
WHEHET = v 7 T HUERD Y £,

cHEHVYTHNTWAIPT RLUAIXIELWH DT, OpenStack i EIZFE SN TN DHHME
BHYET,

CHRY NI A I =T 2 A ADT = U =A 1, EVARETHLIMLEND Y =
B
c NI TNVa—T 4 T OBTIE, WOn T e F =y 7 LET,
« /var/log/esc/escadm.log > ESC &l /'
« /var/log/esc/escmanager.log @ ESC ~ % —Y ¥ D1 7
« Ivar/log/esc/elector-{pid}.log ® AA =L 7 X Dwu

AR L—YY Y a2a—2g3ODRBD (VAU 4 —3 g9 _R—ZAESCHA 7 27T 1 7/
AR UNA) BHERLET,
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c RO DRBD RE T 7 A NV EfER L ET,

/etc/drbd.d/esc.res

*DRBD 2 7/~ 7T 7 & &

* /var/log/messages|grep drbd

cCLIZHH LT 77 A VL EINETHITIE, T XTDHDESC/ — F TR a~< 2 K&
LET,

sudo escadm log collect
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Cisco Elastic Services Controller ® =] A4
TIOT4]79 T4 TDHE

ZOEL, WOBETHRINWTVET,

« Cisco Elastic Services Controller D7 7 7 4 7 /7 77 4 7 HA OHEFE (41 _—)
cESCT VT ATITIVT 4T T—=F77F v (42 3—2)

Cisco Elastic Services Controller D742 57«4 J|7 9574 7

HA D2

ESCIX, 727471777 4 7T NOEXTEA AN (HA) 29 R—hKsLEJ, ESCT 7~
TATIT 7T A7 HAIZ, 12507 —F 82X —HNIZ3DODVM &7 T AKX ELTHATHE
To o 20DT =X B HX—=RHVET, 2007 X8 HX—DOWN, 1 DIEXT VT 4 T8 T—
Ao A—L L THREL, B I DFAZ AL L LUTHRELETESC T VT 4 7IT 7T 4
7 HA %, Openstack Heat 7> 7' L' — hZfiH L T, 32O VM 7 T A Z 2T —Z L & —I(C
JER L £,

T X —TiL, ESCH—EARKZEVMTHEEHLET, L, 7— %k —Tr 72X
) —K—L LU TE#T % ESCIX1 27217 TY, DB —ER(F7 TR —X—TOLKEMHL
£, 25D ESCVM Ti&, ESCH—ERANZ FRAEZ 73U —L LTHEHL£3, DB
P —E A%, ESCY—E R —F—D VM TORT 7T 4 T80 F9°,

DRBD i%., ESCVM M TF—% Z Rt LE£ 4, 320 ESC VM IZ#i#k 7= ESC —E =R
WX, 77T 47 RDBY—ERIZEHRINET, V—F—DAA v T F—_—0ETH L,
$_TD ESC V—ERITFHIZNCT 7T 4 T2 -7 DBV —E R TR ENE T,
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ESC7 O T4 I70T477—x%TUOF~F

2: Cisco Elastic Services Controller D7 9 57 4 F/7 9 T4 I 7 —FTHOF~

Local AA Architecture

Active-Active LCM core services, Active-Standby support services
Northbound access via Virtual IP (VIP):
Option 1: VIP as a 2nd ip address on an ESC interface
Option 2: VIP as an ESC BGP Anycast ip address
Cluster Leader Elections:

Elect leader on startup and when the leader fails

Leader owns the VIP, receives all northbound requests

Internal Load Balancing:

Northbound requests are interally distributed across leader and
follower nodes for processing

Active-Standby support services:
Some microservices only run on the leader node
For example, a single database on the leader is used by all nodes
On failure, a new ESC leader is elected, starts leader-only services

- Data is replicated from leader to one or more follower nodes
alialn
cisco
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=6~
=% =R

TIOT4I709T71«750HAEYSRAE
DA A=l

ZOEL, WOBETHRINWTVET,

T IT 4TI T I T 4 Tl Z2AZ DA A F—L (43 X—)

T IT A TIT VT 4 Tty T AZ DA A M=V EDORGE (45 X—)

T ITATIT VT AT @it ZAX~DT 75/ h VIM 2327 X OB (46 ~—
D)

T IT 4TI TV T 47T AKX TOHBGP DB (47 =2—)

TIOT47I79T74«7 8RB SRAEIDA 2R =)L

TITA4TIT 7T 47 HA 7 7 AZ %3 ET HITIE, OpenStack TIRD 2~ REFITL F
T, TDELE, openrc my-server IL OpenStack @ openrc T, test [LAX v 7 4IZLET,

source ~/elastic-services-controller/esc-bootvm-scripts/openrc my-server-42
openstack stack create test -t aa.yaml

AT DAT—H A BT HIiE, ROavr FafifLET,
®* openstack stack list
®* openstack stack show test
®* openstack stack event list test
AL sy J DAT —H AN CREATE_COMPLETE ([ Z72 5 &, VM IZ ssh#t CT& £77, openstack stack

show test I¥ 2 REFEITTARL. 3 ODVMDIP T RLADY A MRFERENET, 2DV
AREBFEHALTVMIZT 7 BATX £,

\}

GE) 727 47/7 277 47 HA 7 7 AX L OpenStack ([ZD BRI SVET,
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A—HEHEFOEY TV T

Xy hT—=7R0Y 7Ry hOREICKESE, AXT 47 1P £721XDHCP Z#H LT —&D
NIA=BEFZEL, IPT RLVA, T A 2= NRAT—RKEEEHVYTH LN
TEFET, BSCZ 7AZ N Heat 7 7' L — |k (aa. yaml) ZFEHLTA A o 2{LZLT
WaAHEAIE. aa-param yaml, Openstack @ Heat BRIEBEZ7 7 ANV TNRIA—FERETEET,

ESC 7 T AR %A v AR AT BI2id, ROFIEFHLET,

openstack stack create name -t aa.yaml -e aa-params.yaml

UT VBRETVUIL— b EERLTAY T v IPT RLAZEEL, R— bERETD

sample@my-server-39:~/aad4.5/aprl5$ more aa-params.yaml
parameters:

network 1 name: network

subnet name: subnetwork

esc_1 ip: 172.23.0.228

esc_2 ip: 172.23.0.229

esc_3 ip: 172.23.0.230

aa. yaml C—HWEREFRE/R /T A — X ZLL IR LET,

parameters:

network 1 name:
type: string
description: Name of the image
default: network

subnet name:
type: string
description: subnet name

esc_1 ip:
type: string
description: static IP address of esc-1 VM.

esc_2 ip:
type: string
description: static IP address of esc-2 VM.

esc_3 ip:
type: string
description: static IP address of esc-3 VM.

resources:
esc_1 port:
type: OS::Neutron::Port

properties:
network id: { get param: network 1 name }
fixed ips: [ { "subnet": { get param: subnet name}, "ip address": { get param:
esc_1 ip } } 1

esc_2 port:
type: OS::Neutron::Port

properties:
network id: { get param: network 1 name }
fixed ips: [ { "subnet": { get param: subnet name}, "ip address": { get param:
esc_2 ip } } 1

esc_3 port:
type: OS::Neutron::Port
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properties:
network id: { get _param: network 1 name }
fixed ips: [ { "subnet": { get param: subnet name}, "ip address": { get param:
esc_3 ip } } 1
...omitting...

WEREE/RA A=V, TLb—N— BIOVMAT VT 4 v 7 AERET 7 L— "B
TAHHZUTICRLET, FHTAH27 1L — =N ESC ODEAEMICHETAHAI LEMRLE
ﬂqo

sample@my-server-39:~/aa4.5/aprl5$ more aa-params.yaml
parameters:

nameprefix: abc

image _name: ESC-5 0 DEV_ 4

flavor_name: ml.large
sample@my-server-39:~/aad.5/aprl5$

RIERRETRA A—, 7 L—s3N B XU vmnameprefix % Heat 7 7' L — > BT 541 %
IFIZRLET,

parameters:

nameprefix:
type: string
description: Name prefix of vm
default: helen

image_name:
type: string
description: Name of the image
default: ESC-5_0_DEV_4

flavor_name:
type: string
description: Name of the image
default: ml.large

esc-1:
type: OS::Nova::Server
properties:
name:
str replace:
template: $nameprefix-esc-1

params:
Snameprefix : { get param: nameprefix }
image: { get param: image name }
flavor: { get param: flavor name }
. omitting...

TOT4I709 74780 SREIDA R =)L
E DY H

T _RCOESC / — REMERT AL, koa~<y ReHLET, 22Tl 7XCo ESC
J— FR%& VM 2 EWLE 1,

sample@my-server-39:~$ openstack --insecure server list | grep abc
| 5ea6fc79-2b2a-4064-9c6a-a83deb06c225 | abc-test-esc-3
| ACTIVE | network=172.23.7.203
| ESC-5_0_DEV_13 | ml.large
| 10e165d9-5015-4b64-88fe-19e874e6e7cl | abc-test-esc-1
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| ACTIVE | network=172.23.7.205
| ESC-5 0 DEV 13 | ml.large
| 35f6badl-865£-4155-8411-d37e2616e079 | abc-test-esc-2
| ACTIVE | network=172.23.7.204
| ESC-5 0 DEV 13 | ml.large

U—%— ) — REMERT2I12E, W0/ — RERIZVMIZ SSH THEfi L, IRo =~
R&EFATLET,
[admin@sample-test-esc-1 ~]$ sudo escadm elector dump

{
"13078@sample-test-esc-3.novalocal:42143": {

"state": "FOLLOWER",
"location": "13078QRtestl-test-esc-3.novalocal:42143",
"service": "esc service"

}l
"13053@sample-test-esc-2.novalocal:50474": {

"state": "FOLLOWER",
"location": "13053@sample-test-esc-2.novalocal:50474",
"service": "esc service"

}l
"13187@sample-test-esc-1l.novalocal:59514": ({

"state": "LEADER",
"location": "13187@sample-test-esc-1l.novalocal:59514",
"service": "esc service"

TIOT4I70 T4 780AEY S RAEIADTIHILE
VIM Jxr9 2MEM

WD 2ODHFET, 3ESCVM 7 FAXIZT 74/ FDOVIM a7 X2 BNTEET,

1. 3ESCVM 7 Z A NEEN L= 5. Netconf A X —T = A AT, ROa<w REfEHLT
FI7FNEFDOVIM 2%27 ZZ2BMLET, vinoxnl 1Z. T 74/ D VIM 2% 7 Z DiE
AHZ7 7 A4 TT,

[admin@name-esc-1 ~]$ esc nc _cli --host db.service.consul --user admin --password
<admin password> edit-config vim.xml

2. T7HNVEDOVIM a7 X EFRET DI, Heat 77 L— b dayd 7 7 A VNIZT 7 #
JU R VIM 2R 7 Z OFREZIBINT D05 Y £9°, aa-day0.yaml 7 7 A /LD cloud-config
(2D write files B v a NIk O T v v 7 ZBIMLET, 3ESCVM 7 7 2 XN ELH)
THE, 774/ RO VIM 237 23 MBEICERSILE T,

WIZ, Heat 7> 7L —hday0 7 7 A LV CTFT 7 4/ hD VIM 217 X %R ET D0 %R~ L

£7.
- path: /opt/cisco/esc/esc-config/esc params.conf
content: |

openstack.os_auth url=http://172.16.103.38:35357/v3
openstack.os_project name=admin

openstack.os_tenant name=admin
openstack.os_user domain name=default
openstack.os _project domain name=default
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openstack.os_identity api version=3
openstack.os_image api version=2
openstack.os_username=admin
openstack.os_password=passwordl

TOT4I79T7495RXFTOHBGP MiEN

BGP 7m ¥ XA Zfind 51213, m=—F v XA MIP & lo 7 /3 ATIBMLET, T,
sys-cfg. yaml T%&ﬁzf% ij‘o

I 2R L ET,

#cloud-config
write files:
- path: /etc/cloud/cloud.cfg.d/sys-cfg.yaml
content: |
network:
version: 1
config:
- type: physical
name: lo
subnets:
- type: static
address: 172.23.188.188/23

Consul [IZBH#AHIT BT RANZ A XIP #HEETHLENH Y £9, esc-config.yaml T, KD X
INTIEMLUET,

consul:
advertise addr: 172.23.1.149

BGP &7 v a & BINT 542 L FITrsLET,

bgp:
depend on: elector:leader
anycast ip: 172.23.188.188/23
local as: '65001"
local ip: 192.168.1.11
local router id: 192.168.1.11
remote as: '65000'
remote ip: 192.168.1.12
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Irh-7:l::
5 2

ESCT7 O T4 /70T« 75 BAETD
HDSREDEE

ZOEONEFIL, ROLEEBH T,
*ESCT IV T 47T 7T 4 7@EaAETDI T AXDER (49 X—)

ESCT O T 14170 T4 @A TDY SRZDEE
ESCT 7T 471777 47 HATY 7 AXEEHT HITI1X, {EEDESC / — K Tescadm =~
VREMNOHLTC, 727471777477 FZAXNOTXTHD /) — RTEITLET,

I TAZ LAV DOFRH L TYHR— S TWbdavwy FIFRO EEBY TT,
® escadm start
* escadm stop
®* escadm geo start/stop
® escadm vim show
A~y ReT 0T 4T IT 7T 47 0—HNT TAZNOTXTO /) — R TIITT DI,
A7 a s ——cluster ZBIMLET,
I 2~ L ET,

sudo escadm geo start --v —-cluster

K —RDavr Rbexita— FOHNE, EfTREe—D L — ROM I EXBIT 570
W2, FO)—FROIPT RLRE L HIZERTINET,

escadm geo start --cluster 0)@@:

[root@name-geo-2-1 admin]# escadm geo start --cluster
192.168.1.13 # remote host

exit status : 0

Starting geo service: [OK]

192.168.1.12 # remote host

exit status : 0

Starting geo service: [OK]

Starting geo service: [OK] # output of the local node
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=% =R

TOT47I77 T4« 750 RAETO GEO
DEXTE

T I T A TIT T 4 T @A T GEO DFEE (51 =X—)
¢« GEO ' — B R DOFER (53 2—2)
T I T 4T7IT VT 47 GEOHA DIEEA V=7 v aOffilR (55 2—)

TOT47170 T4« 75°HMETO GE0 DERTE
ESCT 2T 471777 4 7HAIX, 1 DOF—F L XT3 2DVM &7 T AX L LTHA
TWET, 2FHOT—X ¥ —I%, GEOHA THEERINLTNET,
GEO THEEZESIN TS 6 2D —/LTKRD LBV TT,
init : geo P—E XD e — L ZEHLET,
pre primary

pre_ secondary

1
2
3. primary
4
5

secondary

6. unknown : consul &:@JJ%T% f&b\%ﬁ&:{%ﬂﬂ éﬂijﬂo

GEO 1%, m—L&Rloa — VBB Tx 9, BiTiX esc-config. yaml CEZBINFE T, &
BATIZ. IRD 3 DOEAINT DI TNET,

* from : ﬁ@@m’“ﬂ/
s goto : BT DT — )1

* condition : GEO 28— /L &N H 3 5 54t

Cisco Elastic Services Controller54 1 Y X F—ILE LUV T v THL— KA/ K .



OpenStack ~® Cisco Elastic Services Controller D1 > X k—)L |
B seze

BITEM
A/A HA GEO @@@]H%‘ 705/]) ~ U 5:‘—&‘12 :/& _@%ﬁ._l‘,g&i\ init, pre primary., primary D]
NEZBAT T D BN H Y 9, —FH., BAZ VT =222 —084A1L, init, pre_secondary,
secondary DIEIZIRIENBATT D MERH Y £F, T I~V T —F eI —Luwh 7T —
ZE B =DM ST, TXTOESCVM DEFETF = v 716 L7z8E . ESC A/A HA GEO
@ T T, AT SRS E LT,

EaE Sk

PHR—FSINTNDTRTOLEUBEBEEZKRITRLET,

1. return: IS FIATETICHIEEZE L 7,

2. and: TRTOZIELA true DHFAIT true 2K L E7,

3. or: BIEOWTIDD true DA true K L E T,

4. len: BIEDOESZIRLET,

5. equals : TRTOGIHEPELNGAEIC true ZIK L ET,

6. true : python OEFREIZ% L Cargs 7 A h TX AT true KL £77,

7. false: [ltrue] OWEEWRLET,

T2V F =B HZ—TDO GEO BREDY TN ERIRLET,

on_init: consul start
on_primary: start
on_secondary: stop
on_stop: consul stop
startup: manual
transitions:
- condition:
return:
and:
- equals:
- len: servicel
-3
- equals:
- len: service2
-3
rise: 3
servicel:
dc: dcl
name: consul agent
passing: true
type: service
service2:
dc: dc2
name: geo
passing: true
type: service
from: init
goto: primary
- condition:
fall: 2
return:
equals:
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- len: service
-3
service:
dc: dcl
name: consul agent
from: primary

goto: secondary
HH )T =2 —TD GEO

on_init: consul start
on_primary: start
on_secondary: stop

on_stop: consul stop
startup: manual
transitions:
- condition:
return:
and:
- equals:
- len: servicel
-3
- equals:
- len: service2
-3
rise: 3
servicel:
dc: dcl
name: consul agent
passing: true
type: service
service2:
dc: dc2
name: geo
passing: true
type: service
from: init
goto: secondary
- condition:
fall: 2
return:
equals:
- len: service
-3
service:
dc: dcl
name: consul agent
from: secondary

goto: primary

GE0O H—E X DHER

ceo r—tzomR ]

BEDY TN ERINLET,

TIT 4717 VT 47 GEOHA ZBtET 523, ROa~y REEITLET,

escadm geo start

GEO AT —# AZMRTHITIE, ROoa~<wr REfEHLE T,

[root@test-geo3-ha-1 esc-scripts]#
geo (pgid 3745) is primary

escadm geo status

BAEDT —X ¥ ¥ —0 GEO U —E REZHERT HIZIE, koa~<wr FEEHALET,
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[root@test-geo3-ha-1 esc-scripts]# escadm geo dump
{
"37410@test-geo3-ha-2.novalocal:44793": {
"role": "primary",
"location": "37410@test-geo3-ha-2.novalocal:44793",
"service": "geo

"

}I

"43391@test-geo3-ha-3.novalocal:52459": ({
"role": "primary",
"location": "43391@test-geo3-ha-3.novalocal:52459",
"service": "geo"

}I

"37898@test-geo3-ha-1.novalocal:38841": ({
"role": "primary",
"location": "37898@test-geo3-ha-1.novalocal:38841",
"service": "geo

"

}
T A —NDOTXTO GEO V—ERAZHRT DI, kOa<r ReFERALET,

[root@test-geod4-ha-1 admin]# escadm geo dump --all
{
"3745Q@test-geod4-ha-1.novalocal:36760": {
"role": "primary",
"location": "3745Q@test-geo4-ha-1.novalocal:36760",
"service": "geo"
}I
"3742Q@test-geod4-ha-6.novalocal:42362": {
"role": "secondary",
"location": "3742Q@test-geo4-ha-6.novalocal:42362",
"service": "geo"
}I
"3738Q@test-geo4-ha-3.novalocal:51936": ({
"role": "primary",
"location": "3738Q@test-geo4-ha-3.novalocal:51936",
"service": "geo"
}I
"3713Q@test-geod4-ha-4.novalocal:37604": {
"role": "secondary",
"location": "3713Q@test-geo4-ha-4.novalocal:37604",
"service": "geo"
}I
"3710Q@test-geod4-ha-2.novalocal:44450": {
"role": "primary",
"location": "3710Q@test-geo4-ha-2.novalocal:44450",
"service": "geo"
}I
"3714Q@test-geod4-ha-5.novalocal:34875": {
"role": "secondary",
"location": "3714Q@test-geo4-ha-5.novalocal:34875",

"service": "geo"
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7974917574 T GEOHADEEA oz a iR ]

79574779747 GEOHA DEZEAL o3y

o il BR

ATy T

ATy T2
ATv7T3

ATvT4
ATy TH

\}

ESCT7 277 4 71777 47 GEOHA T, — M ® GEOHA 7 = — /LA — S—HEEER A T
FUAT 4 Ry THfbENTED ., GEO HA # EF72REBICE T Z N TEET,

GEO 7 = — VA — =334 L, ESCVM BEE 7 RBEIC 72 » T2 85613, RO FIEIZHEV, T
#ho Lk D AT L - T ESC A/A GEO HA Z EF 2 RTBICE L1,

FIE

BEENFEAE L, GEO A v FIZL o TF—& o %—2 (DC2) ICHIW Kb ARKL -7
F—Av o %Z—1 (DCl) ORIEZ ML £,

DCl & DC2 DB H 220 /) — R TConsul N L TWAZ L E2MERLET,

Consul Z##H > 7/ — KA DCLIZ2 2L EdH 55546 . DC2 T sudo escadm geo replicate —all
avry REFEITLET,

6 - 2® ESC VM 7XT T sudo escadm stop 2 ¥ REFEITLET,
6 > ESC VM ‘a_’\ff sudo escadm geo restart IV I\%:é%ﬁ Liﬁ—o

RDBERY

G¥)

GEOHA A DC2I27 = —/)LA—s"—L7-%. ESCIZDCl ® ESC VM TirboN - #/E% ¥R —
FLEHA,
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ESCHA 7—

. 9.
=% =R

ESC7 O T4 TIRANABELEUTYI T+«
JI79574HAT—2LTYH5— 3
@ DRBD &2 1t

ZOFEZ, WOBETHRINTONET,

cESCHA T —#% L 7Y /7 — 3 ® DRBD 5t (57 =*—3)
« DRBD W5 51 Zffi fl L 7= ESCHA (58 *—2)

2L T r—< 320 DRBD lES1tk

ESCIZIDRBD #ff L C, HAZ JAXBREOIEIF R/ — B TTF—4 L7V r—ra v
ZFITLFET, DRBDIZ, 7 T AZ ) — R EOEfFEOa—hLT 0y 7 F 4 2580 LTl
Tav TN, AR LET,

TIT 47— RICEERENTZT —ZIE, THNEOT v v 7 731 AZiRES i, FRICE
T FY ) — Riat & ET, BIfE, ESCILDRBD T/\/rxif/opt/(nsco/esc/esc database
E#~T Y N LET,

B

# df

Filesystem 1K-blocks Used Available Use% Mounted on
devtmpfs 2961760 0 2961760 0% /dev

tmpfs 2972164 4 2972160 1% /dev/shm

tmpfs 2972164 8748 2963416 1% /run

tmpfs 594436 0 594436 0% /run/user/1004

/dev/mapper/esc_crypt 3028620 57212 2797848 3% /opt/cisco/esc/esc _database

Ty 7 TN ARG ST, 7D/77A41#%®$%ﬁ#h%ﬁ@ﬁ;7~5ﬁ@
WK AL E I E b SN E T, B L D57 n vy 77 AT B bESnier—4 0
Zadamk L £

dm-crypt/LUKS LA ¥XiZkoTEFxa 5“4ﬁ)§§’flﬁéﬂ/<‘\ 77 AN AT AE DRBD F A
ATCDRBD /N—7 1 ¥ a YINDT —Z B3It &£ 7, LUKS (Linux Unified Key Setup)
X, TRy 7T ZAOWEARmT O T,

Cisco Elastic Services Controller54 1 Y X F—ILE LUV T v THL— KA/ K .



OpenStack ~® Cisco Elastic Services Controller D1 > X k—)L |
B oreomsiEmm L ESCHA

DRBD f& 51 Z#{EM L 7= ESCHA

R D bootvm =~ R, DRBD MK E b I 7-KkAETESCHA 2iEZ# L £9,

bootvm.py Z i1 L T DRBD LUKS DR 5L Z BN L £7, ESCVM A > A X AT ST
%A, ESC day-0 user-data/esc-config. yaml & [FIZEDFERIZIR D DI 4 DDNY =— 3 Vb
D i‘é—c

bootvm.py --fs encryption type luks --fs luks key prompt
bootvm.py --fs encryption type luks --fs luks key 'LuksKeyValue'
=> injects the luks key into default file location /opt/cisco/esc/esc-config/luks key

bootvm.py --fs encryption type luks --file
root:0400:/opt/cisco/esc/esc-config/luks key:path-to-local-luks-key-file
=> injects a local file containing the luks key

WDa<w RiZ, BSCVM 7 7 A VT AT A FOROD/S 25 D luks ¥ — 7 7 A VA ST 5
T-OOEERFEHEERLTONET,

bootvm.py --fs encryption type luks --fs luks key file path-on-esc-vm-luks-key-file
--fs_luks_key prompt

bootvm.py --fs encryption type luks --fs luks key file path-on-esc-vm-luks-key-file
-—fs luks key 'LuksKeyValue'

=> injects the luks key into a different file location

bootvm.py --fs encryption type luks --fs luks key file path-on-esc-vm-luks-key-file
--file root:0400:path-on-esc-vm-luks-key-file:path-to-local-luks-key-file
=> injects the luks key as read from a local file into a different file location

Heat7 > 7L — "2 LTCESCT 7 T 4 77 7T 4 TR A BT L9110, W AX bha—
PF—H &ML TESC 24 A M—NATHEEF, koa<v FEEHRALET,

luks F—{%, day-0 7 7 A /LCJE M & LT esc-config. yaml / filesystem @ FIZFRE L £,
luks ¥ —% base64 & L T a—RKLET,

base64 <<<'LuksKeyValue'
THVrcO0tleVZhbHV1Cg==

Wiz, LIAidD luks ¥ —%2 2 —W5F—4%/7 T R a7 4Xalb—var 77 A /VIHALE
7,

write files:
- path: /opt/cisco/esc/esc-config/luks key
owner: root:root
permissions: '400'
encoding: b64
content: THVrcOtleVZhbHV1Cg==

- path: /opt/cisco/esc/esc-config/esc-config.yaml

owner: root:esc-user

permissions: '0640'

content: |

resources:
filesystem:

depend on: drbd:active
encryption type: luks
luks key file: /opt/cisco/esc/esc-config/luks key
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ESC7 O T14/1790 T4« 750 AEDT v
JUL—F

CDEL, ROBETHER SN TWET,
ESCT 27T 4 7|7 7T 4 7@ma kDT v 77 L—FR (59 X—Y)

— [N — RO N fo) » RN

ESC7 O T4 /70 T4 75RO T7y T L—F
Cisco Elastic Service Controller D7 77 4 7 /7 77 4 7 HAIX, a—WNT I T 4717 7T 4
TMNOT VT4 TIT 7T 4 T ~D57 v 77— RaehR— KL TWET,
A—ALNTITATI7ITATHNOTITA4TITITAT~DEZT TSI L—FK

FIE

AT TN T—=ER=2 %Ry 777 LET, FHCONWTIE, T—H_X—=ADNRy 7T v 7 (59—
V) Ot arEBBLTIEIN,

AFvT2 HOVMAHIBBRLET, oW TE, THW VM OB (60 2—) Hu VM OB
DEAZBRLTLIEEN,

ATYT3 HLWESCT VT 4 TIT 7T 47 VM %A A M=V LET, FEMIZOWTIE, #H LW ESC
TITALTITIT AT VMDA LA R—)L (60X—) OB a2 LTLEE N,

AT Tl ESCT—F_R—AEE L LET, ZEMICOWVWTIE, ESCTF— ¥ XR—2DHET (61 2—) ®
v varESRRLTIEZN,

—

F—RAIR—XDINVHITvT

T w7 L — RORNZ, WOFNEICH > TTF—=FRXR—=2ADNNy 77 v FHERELET,
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B sowour

ATy

ATy T2

ATvT3

ATy T4

OpenStack ~® Cisco Elastic Services Controller D1 > X k—)L |

FIE

WDa< REEITLT, ESCYV—F VM EZ AT F o AE—RIZLET,

escadm op mode set --mode=maintenance

FTRTHOESCVMMA F 7 o7 &g B AT 5 E CTRIELE3, BRI HI21E. ko=
v FEHETLET,

escadm ip_trans

KDOAS FEFHATLT, ESC U —F =T —FRX=ADNy 77 v 7 alEl L7,
escadm backup --file dbback.tar, scp <dbback.tar>

WDaA~ REFATLT, TRTOESCVM b r 7 &2 IE L ET,

escadm log collect

scp

&Ly VM OHI R

ATy I

ATy T2

FIE

WDa<wy REFTLT, $XCTHOESC 7427 — VM EESCY —F—VMEI ¥ NE D
Y LET,

nova stop

WDa~ REFATLT, 5WWESCT 277 1« 717 77 47 VM % OpenStack 7> HHIFR L 97,

openstack stack delete {stack name}

HFHLWESC7O T4 /179747 VMDA VX =)L

ATy T

FT=HAR=ZADN I T TBIOENWNESCT VT A TIT 7T 47 VMDY v v hE TN
SET LD, /T 77 L —FREn7 GBILWESC/ Ny r—N D) T T 4777
T4 7 ESCVM & A VA =L T AHENH ) £3,

FIE

OpenStack Tl&, KD A~ FEFATLTH LA A =T 2BERLET,

glance image-create
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ATy T2

ATvT3

ATv74

esc 7— 2 ~—zn@x ]

WDa<wy REEITLT, FILWESCT VT 47177747 VM &EA A M= LFET,

openstack stack create {stack name} --template {location of the template file}

DA~y REFETLT, TXTHOESCVM DIEFEEZHEGE L, 741 Y — VM T escadm
P—EREFILELET,

sudo escadm stop for all followers VMs

TARTOT7 v YU —VM Cescadm P —ERAPMEILLTZH, RDa~<vy REFETLT, V—F—
VM @ escadm H—E R 251k L F T,

sudo escadm stop

ESC T— 2 N—XDET

ATy T

ATy T2

ATvT3
RATv74

ATy T5

WOFNEZFEH LT, FTLWESC A > AZ L ATESC F—FZ_R—2%E It LET,

FIE

RDOA~Y REFETLT, Xy T v 777 ANVEH LW —F—|Zat’—LET,
scp

WDa~vy REFETLT, BSCU—F—DF —F_X—2A%H It LET,

sudo escadm restore --file <dbback.tar>

Hottk, L7 mE ALY —#—VM Tescadm ¥ —EZ&BAIG L £, 2L, T_XTO7+
77— VM T escadm — b A FfFIE S E £ TT,

ESC U —#— VM BHFRENTICT_RTCOI—EREZFZETL WD I & MR LET,
WDa<y R&EFE{TLT, BSC U —#— VM ZE{EET— NIZLET,

sudo escadm op mode set --mode=operation

WDa<wy REFEITLT, 748U — VM TESCH—E A& ELET,

sudo escadm start
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Cisco Elastic Services Controller @ VMware
vCenter ~DA VX b—)L

s BITESRM (65 ~—2)
« Cisco Elastic Services Controller @ VMware vCenter ~D A1 > A h—/L (69 ~_—)
s EwAHEDA A h— (79 X—7)






1

A8 |

J[AKY

s 11 =

HI{R S

Z D7 3 TiL, Cisco Elastic Services Controller &1 > A b —/Ld 5 72O DEHESFIZ D
WTEELSHEHBALET,

ARY =R L NA RN FOEH (65 2—)

svCenter DU YV —2Z (66 X—)

o FFRLFIH (66 ~—)

)I—RENAIN—IN{MTFDEH

R DFIZ, VMware vCenter ¥ 72 1% vSphere |Z Cisco Elastic Services Controller % A h—/L3
DI DOFiHRFEMFZ R L E T,

BEWON—FRT =7 7Ty 874 —A0 VMware THR— F SN TWDH Z L 2R T HIZ
IZ. [VMware Compatibility Guide] # &M L T 7ZE0,

=24 Ei:

SR T LEH

A2 CPU 4 VCPU
AEY 8 GB RAM
T Ry g 40GB

N IN—INAHEH

VMware vCenter ESC IX. VMware vCenter /X—3 5 > 6.7 %
A—rLET,
VMware vCloud Director (vCD) ESC X, VMware vCD /X— 3 9.7 (vCloud

APIv20.0) ZYHR—FLFET,
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http://www.vmware.com/resources/compatibility/search.php

. vCenter D ')/ —X

Cisco Elastic Services Controller ® VMware vCenter ~D A > X k—JL |

vCenter D !) ) —X

R B

VCenter I[ZVEf%/A > A F—LFT5HY V—R .

FTFREVE— AR LB IDDT =X = BV T, UTOBESER
FELBMLTES L,

cIRRA b F—F Y FDONT =< U ABRFRICHE SRR FRETT, H—D VDS DD
FAHRA MK, D L2000 Ry NU—F 4 U F—T 2 AJ—F (NIC) 2\
BENTWAKENLD £ (1 21XT 74/ F TvCenter BFA X —T7 A4 ZAH.
I1DNIVDS DT w7V v I R— I N—T~DEV LTI ENET) . ZORE
L. AR NEOT—HT 7 & R THETT,

cAVEA—TA VT IIRE HEHOFRANEFE LD TIN—TIT H72DIIr TAZ %
R T £,

cT—RRALT : 2—FRDRS ZFHT 2 HE1E. AT —F X T RRBETT,

cHRBBERAYF . TXTOVNF VR — Xy NU—7 &, Ll &b 1 DDA
A FTI,

VMware |Z ESC Z A > A b—/LF 5, IROFFFFHEIZHEL TIZI W,

*1 DD ESC A Y AZ L ATIE, UFOHRBYR—FSHET,

AMRDOT =L =BT LR, *y NU—T | A A=Y BT Xy FOIE
Fif

* One vSphere Distributed Switch (VDS)

*DPM, HA 77 7 4 /A S 734 | 3 LU vMotion & #EZNIZ T 20 E N H D £,

* DRS BWAINC /2> T B ERIE, [FET—F) [>T OBERHY £

o MHFEFEPEIL AR — F S TWER A,

T —HBARNT I TAZFYR—-FENTWEEAL, 7 TAFINELITT 22—
7Ty NeT =B A NTHEEDHB IR — K I TWET,

ESCIZT 74N FDU V=R TS = DIHEYR—MLET, UV V—AF—/LDBINETER
IR =T ERA,

cBSCZMEA L TIERR ENT=A A—Y (5T L— 1) &, lesc-ovas 7 A /L X NICIHRIE S 1L
\i—g«O
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I Cisco Elastic Services Controller ® VMware vCenter ~D 1 > X k—)L
wrzE

cday-0, Av—F IR BIOEOMDYR— FRRT 7 A /WXISO 7 7 A W/
J7ENTEY, VMERU 74V FICT v 7a—RKE, CD-ROM & LTVMIZ<w D~ k
SnET,

«ESC/VIMiZ, ISO7 7 A VDAERTEIND 7 7 A NG T 7 A 3T 2725 LT
BLERA, 77ANLE T AN AT U EFET S L— NOBEHITHE> THEET A
MERH Y FT, 72L& 21X ASAv DA, day-0 % &1L [dayO-config] &) 4REIZT D
VENHY, A~v—hT AL A =27 0% Tidtoken] & WO ARFNTTDHMENH Y £
7,

o [ Ry NU—R L T ORTEBIENR T — /LNy 7 Z3u, R A RD vCenter Y— 7 HEIHF &
NTVWET] LVWIHIREDT T —RA v E—IUNERENTZHA1EL. vCenter DR A F K
T9, B— ANy T DEALT T NEIETHIZE, R ITAVa—T 4T HA K]
91 X=) ZZHL T TEEW,

+ Cisco CSR 1000V DOF_XTDO/X— 5 » TliE, RO VM BERE & BEIZ Y R — b ST\ E
Th, TNOORENMEREIZFETEINDE, Feyrsniz\ry b, Fry7Eh
e, BEIOZOMO =T —fEHEFMARM S LD TREER H D 7,

1. DRS

2. Hr (Suspend)
3. AF v =a v (Snapshot)
4. 5% (Resume)
 JEBAIIIEA A L —U R L TR TEE TN, ESClEas Ba—T 1 7 YV —ADKiH

fbEFEE L EE A, HAA ML=, FIRERIBY £ < DR A MCEEMA T 2 MERH Y
9, ZUTEY . DRSIZV V—ADNRT U RAE L AT ERAREICR Y £,

s VMware D U 73U O—EE L THERIMTONLL TN, VM OA »Z—T = A A2
B2 MACT RLAREID Y CHNET,

e T —HETIILTEREINTWNWETRTOVM ZL—F1F, [V —r A2 M BEERY O —
ICHEIL T AR H D 9, DF 0, BEIIARA N, 772X DONWTNNEXNRIZT D
ERHY FI,

* VM [Z PCI/PCle 7S A AL —F 3 AMPEFE I N TV RWEGEES, VMR a v Ba—F 07
ARA N (BSCEET VLIV XAZFESEER) ([ZEEINDIEIC, VIRV IZRKRT S Z
EWRH Y FF, PCI/PCle /NA A )L—RHBII2 > TWNDT /A ARIRNTZHTT,

¢ PCI/PCle /R A A )L —MERET HI1Z1E, DRS WA T2 > TWALENRH D 77,

* PCI/PCle /X A A )L—F /34 ADEEGE STV D VM T PowerOn & 7 — 238 A L 72 85614.
ZZTHHESR TS YV a—varEMH L TERTTO VM £33 A=Y (707
L—h) 2EHLET,
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https://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2002779

Cisco Elastic Services Controller ® VMware vCenter ~D A > X k—JL |
B ez
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Cisco Elastic Services Controller @) VMware
vCenter ~DA VX b—)L

Z OETIX, VMware vCenter |Z Cisco Elastic Services Controller % 1 > A h—/L¢ 5 FJHIZ DWW
THHALES, ZORITIKDOEZ > a o THEESNTWET,

» Cisco Elastic Services Controller ® VMware vCenter ~D A > A h—/L (69 ~—)

« IRD AT v 7 : Cisco Elastic Services Controller fRiE~ > (76 X—)

Cisco Elastic Services Controller @ VMware vCenter ~0) 1
AR BM=IL

Cisco Elastic Services Controller 1%, VMware ESXi /A /X— 34 P2 A A b—/L L T, VMware
D vSphere 7 7 A 7> MEMEHLTTY 78 AL ITEHTX £, VMware B2 Cisco Elastic

Services Controller & 1 > A h— /L3 B2, —T T I 4T A (OVA) RNy lr—
EREHLET,

VMware vSphere 7 7 A 7 > ME, ESXi [CEEHERT 500, 721X VCenter P — RO &
4~ LC. vSphere |2t CT& £9°, VCenter 41 L CHfi 75 & ESXi (CE B L7255 12

IR X 72 < ORSREN R E N E F, VCenter T —/ 323t Al # 'C\ ESXi ([ BAEAT 1T &
NTWABEAIL, VCenter 2 L= B 2 HELE L £ 47,

Cisco Elastic Services Controller D1 > X b—)LIZ[E (T 1- %18

Cisco Elastic Services Controller # A A h—/L L CTH v hU— 7 HHi 2R ET DI, W<
MOBERNCEZDRERDH Y 3, HMoPizid, i~ RN A A =S THnDH Ry
M=% ZTBRBICEAT LD E, A VA =L EINTWDEEDEME~ v I EA OfEIZE
THHLORHY £,

A VA=V ERGT ORI, UTOF =y 7 URAMESRLT, EHEIESTND Z & &
WBLET,
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Cisco Elastic Services Controller ® VMware vCenter ~D A > X k—JL |
. OVA 1 » — < %{# [ L 1= Elastic Services Controller 1 > X k—JL

2 a1 —HIEmLER

OVA A A —T DB

OVA A A—¥

vSphere Web 7 7 A4 7 |k

WA

IP7 FLA

YT Xy kAT,

Ty hU—7

vCenter IP

vCenter 7~— b (vCenter Port)

vCenter 1 7' A &

F— K H—4 (Datacenter Name)

F—H A N7 DOHRA M (Datastore Host)

I a—E T T AEL

OVA 4 A — < Z{#E A L 1= Elastic Services Controller D1 > X k—)L

Cisco Elastic Services Controller %A > A b —/V T BI121%, HEHNTEL WA A M=V T 7 A )b
EXUa— RTAHLERBY ET,

VSphere Z{# i LT, ESXi DA > A h— L F /=1% vCenter V— NIZEEERHE L. OVA OER
T D ESXi DA A F—/LZIBIR L £7,

ZOFNETIX. VMware |2 Elastic Services Controller OVA A A — U % BB 5 FIEIZ DWW TR
L,
1R BRI

o F—AR— FZIGFE CKE) ITRELET,

» Elastic Services Controller OVA - A — 7% VMware vSphere Client > HfEHA TX 5 2 & 2 Hk

RBLET,

o [ZH6TE : BRG] THREENTWVWA VAT AEHEZTXTHIZLTWD I EaiERL
7,

+ [Cisco Elastic Services Controller DA > A b — VIZRIF 7= i ] IZFEE SN TV AR %E
IELET,
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I Cisco Elastic Services Controller ® VMware vCenter ~D 1 > X k—)L
OVA A + —> #{#F L 1= Elastic Services Controller D > X k—JL .

FIE

AT w71 VMware vSphere Client % { | L C vCenter Server (21 714 > L £,

AT w72 [vCenterHome] > [RR FE KUY 5 X4 (Hosts and Clusters) ] DNEIZER L E9, ESC % &
B9 28 A N2 Y v L, [OVFT 7 L— F % B (Deploy OVF Template) ] % 3%&R L F
—é’_‘O

RT9T3 U4 —FT, ROT—T A TR SN TV DHIFEREATILET,

[ETNv:] FToLav
Y —ZAMER (Select source) Elastic Services Controller OVA Z %K L £,
SEMDTER (Review details) OVF 7o 7L — FDOFEME TR LT,

ZHIE T+ ILFDER (Select name and LETE AT L, VMO 7 4V E 528 R LET,
folder)

EXFEDEIR (Select configuration) RO TR B 2 TR L -
s KEEEZR 1 OD%y hU—2
« KB 2 >DFRy T —2
s K23 5Dy hT—2

1)V —ZXDFER (Select resource) ESCT > 7L — 23T H71ODHRANE
737 FAZ IR L ET,

A FL—2DFER (Select Storage) VM D7 7 AT ya=r T4 T %
RAFTDHATERINLET, A L —U0F,
o—A )y, NFSRRSAN 72 EoIfF Y £—
WZTEET,

sodneESazZuv ok Eizi v s 7
OESa=ZV InBRAOELLNEBEIRL,
VM R8T A 7 ARFETCE £,

v bT7—2 OFER (Select networks) [B%E DIEIN (Select configuration) | 47 =
YCERLIZRADO R v b U — 7 BEICED
WT, vCenter [ZFRIRE S L2 F Y hU—7
ZESCHRy U =7 A v F =T = A RZHID
MTHZEMWTEET,

ToTL—ErDAHRETA X (Customize template)

7—h A NZ v T DT rs37 1 (Bootstrap Properties)

*— ¥4 (Usemame) Ve kA D 2 — A,
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Cisco Elastic Services Controller ® VMware vCenter ~D A > X k—JL |
. OVA 1 » — < %{# [ L 1= Elastic Services Controller 1 > X k—JL

Elm Tovav

XA T — R (Password) BHENRAT— K,

A A +4 (Host name) VM 7R A N4

> hU—2 1P (Network IP) VMIP 7 KL &

F*v hU—2 45—+ U xA (Network F—=r7xAIP 7T LA,

Gateway)

Https Rest O %0{t. (Enable Https Rest) S REST A % —7 = A A% R— | 8443 T
HTTPS #/r L CHZNZ L £,

A= NV OLE DAL (Enable Portal AR—2NVOHLEZ R — k9001 (https DA

startup) THMMILET,

vCenter — 30 VIM 3% E (VIM Settings of vCenter Server)

vCenter IP VNF %Fﬂ'ﬁﬂ%@VCenter‘H‘*—/\‘@ IP7 F\I/XO
vCenter 7" — K (vCenter Port) VCenter — 3D R — K,
vCenter == —H#44 (vCenter Username) VCenter ' — N2 T7 7 AT A7=DDL—F
Ean
vCenter /XA U — R (vCenter Password) VCenter — 2T 7 F AT B 70D ISR T —
R
T —4%+% % —4 (Datacenter Name) VNF B % — 4+ |k vCenter NDF — % &

VE—Z (= FVDCHRYR—FENZHED
57 /v VDC)

T —H& A N T4 (Datastore Name) TR_RTCDOA A=Y (T 7T L— ) OspdeT—
2 AT, BSC A L CTIER S E T,

F—HAKNTDFREA L (Datastore Host) ESCZI L CTEREN DT RTDA A= (T
VL —h) O%fea s a—T 4 TR A
ko,

TN D52 T (Ready to Complete) JRBARR E A e L £ 7,

IE R—ERndHDH L. VM OELEHRFIZ[H
REDNRAET HAREMENH D 3, 1P
T RUVA, 7 xy h~vR7 BX
W= b7 = A fFERPIE LW EHE
HICHER L ET,

/AR — (3Public Key) BEENARLIZY BT—hu Z A O
*—,
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RTvT4

ATy TH

ATvT6
ATy 71

OVA Y — )L % {$ F8 L 1= Elastic Services Controller D > X b—)L .

[EdNi:] Fovay

ConfD ==—#4; (ConfD Username) Netconf 33 & OY ConfD CLI D E BEE = — %4,

ConfD /XA U — R (ConfD Password) Netconf 33 & OF ConfD CLI DEFBEE /XA T —
N,

ConfD 2B % — (ConfD Public Key) Netconf 33 & O ConfD CLI D HEH 23 4&GE L 7=
AP —,

[ERH%ZICEIRZ 4> (power on after deployment) | = v 7R v 7 A& A2, BHZIC
VM OERZ A A LET,

(¥ 7T (Finish) 1227V >y 27 LET,

HEATIRIA 47— # 21X, Elastic Services Controller 23 BB X5 £ TH A7 ORI Z
RENET,

Elastic Services Controller 723 IE# IZ B S L7212, KT (Close) 127 VU v 7 LET,

Elastic Services Controller VM D &EIR %2 4 1 LE T,

OVA YV —)L % {# B L f- Elastic Services Controller D1 > X k—)L

&

OVA A A — % f#i ] L T Elastic Services Controller % 1 > A b —/L4 5 J5{EIZ N2 T, VMware
OVFY—)b (a~v > RIA4 2747 ~) LT, VMware vCenter ¥ 7213 vSphere (2
Elastic Services Controller A > A h—/L 352 & TXFE9,

o< K7 A )5 Elastic Services Controller (ESC) %A > A b—/L4 5 21%, RROFNEL FE
TLET,

FIE

Tu—7F—REFEHALT, OVARXNy r—o07a T o 2R LEYT, Yu—7F— KT
I, Y—A0arT oV ERETLIIENTEET,

TIn—T7F— FEEHTLHIIE, V—ADI, X—F v ML Tovftool a2~ REHEHLE
7,

>ovftool <source locator>

WORFIL. ESCOVA 270 —7 LTI-ERE2 R L TWVET,

NETWORK_OVA= (Path to the OVA Package)

NETWORK_HOSTNAME:"$(User Name)"
NETWORK_GATEWAY="1 92.0.2.1"
NETWORK_NET1 IP="192.0.2.0.xx/24" #
NETWORK_NET2 IP="192.51.100.xx/24"
ADMIN_ USERNAME=" (admin name)"
ADMIN_PASSWORD=" (password)"
HTTPS_REST="True"
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B ova v %6 L1 Elastic Services Controller D % k—L

ATvT2

VMWARE_VCENTER_PORT:'SO'
VMWARE_VCENTER_IP:'192.0.2.0.XX'
VMWARE_DATASTORE_HOST:'192.0.2.0.XX'
VMWARE_DATACENTER_NAME:'DC—NETWORK—l'
VMWARE_DATASTORE_NAME='cluster-datastorel'
VMWARE_COMPUTE_CLUSTER_NAME:'DC—CLUSTER—l'
VMWARE_VCENTER_USERNAME:'root'
VMWARE_VCENTER_PASSWORD:'password'
VMWARE_VCENTER_FOLDER:"$USER"

# All valid deployment options:

#
#
#

4CPU-8GB (default)
4CPU-8GB-2Net
4CPU-8GB-3Net

DEPLOYMENT OPTION="4CPU-8GB-2Net"

ESC OVA % JEBIT DRIIZ. OVA Ry r—2D7 a7 4 2R ELET, RO OVA Xy 7r—
POT T 4 BNESCOVA THEHEINTND Z & &2MER L E T, NETWORK OVA,
NETWORK_HOSTNAME, VMWARE VCENTER FOLDER, NETWORK NETI IP,
NETWORK_NET2 IP, VMWARE_VCENTER FOLDER

OVA Gl 7I2iX, OVA Xy r—YORET B RT 4 DEENTHET, —EIIRETELY
ORTF 41X 1 DG TTR, avr RIEIAT v a OO, L AF AR EETEE
T, BEOT T 4~ VT OEAIE, ATV a ARV, ZATREI £ (f
--prop: pl=v1 --prop: p2=v2 --prop:p3=v3) .

>.ovftool/ovftool\

--powerOn \

--acceptAllEulas \

--noSSLVerify \
——datastore=$VMWARE7DATASTORE7NAME \
--diskMode=thin \

——-name=

SNETWORK_HOSTNAME \

--deploymentOption=$DEPLOYMENT OPTION \
——vaolder=$VMWARE7VCENTER7FOLDER \

--prop:
--prop:
--prop:
--prop:
--prop:
--prop:
--prop:
--prop:
--prop:
--prop:
--prop:
--prop:
--prop:
:vmware vcenter password=$VMWARE VCENTER PASSWORD \

~Tprop

--prop:
:net2 ip=$NETWORK NET2 IP \

~Tprop

—-prop:
:https_rest=S$HTTPS_REST \

~Tprop

admin username=$ADMIN USERNAME --prop:admin password=$ADMIN PASSWORD \
admin username=admin \

admin password='Strong4Security!' \

confd admin username=admin \

confd admin password='Strong4Security!' \

network hostname=$NETWORK_HOSTNAME \

vmware vcenter port=$VMWARE VCENTER PORT \

vmware vcenter ip=$VMWARE VCENTER IP \

vmware datastore host=$VMWARE DATASTORE HOST \

vmware datacenter name=$VMWARE DATACENTER NAME \

vmware vcenter username=SVMWARE VCENTER USERNAME \

vmware datastore name=$VMWARE DATASTORE NAME \

vmware compute cluster name=$VMWARE COMPUTE CLUSTER NAME \

netl ip=$NETWORK NET1 IP \

gateway=$NETWORK_GATEWAY \

--net:"Networkl=VM Network" --net:"Network2=MgtNetwork" --net:"Network3=VNFNetwork" \
$NETWORK70VA

vi://$VMWARE VCENTER USERNAME:$VMWARE VCENTER PASSWORD@SVMWARE VCENTER IP/$VMWARE DATACENTER NAME/

host/$VMWARE COMPUTE CLUSTER NAME

wIZ, TunT 4 2L Ca—Fon 7 A AFREETEERFION SOz R LET,
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ATvT3

Cisco Elastic Services Controller {xf8< > > O ERIEA .

IRAT — RNy ¥ e W25 B 2l G

--prop:admin_username=admin \

—prop:adnin password="$6$wnOi SUDOQMKKM2EOt 2 DVNhoo4wS 42 £ Y YmzsMXT Dug £ ZTIoTXMODW] 46VZoxQMuameaal 25 . agYHZUOBL. sav2vO '
\

--prop:confd admin username=admin \

—prop:confd admnin password=" $65wn01 SUDOQKKTR 0 r2  DVNhoodwSA2F £Y YimzsdIXT Dug £z TXMODW] 46VZ0xQiMmeaal 25 . agYHZUCOBL. sAvRvO0 '
\

IR2AT — RNy o2 bR DB — & = & BE 7 B

--prop:admin_username=admin \

—prop:aduin password=" $6SwnO1SUDOQMKKM2tQEr2: IVNNoodwSA2 £ £YYmzsMXT DugfzTIoTXmVDW1 46VZpxQuManeaal 25 . agYHZAUGOBL. sAv2v0 '
\

--prop:admin public key='ssh-rsa

AAAAB3NzaClyc2EAAAABIWAAATIEAU+NnkTtu2pShVbTYL+mmKxtmzM5dNXFy8IeX/1H5fXsODH1EAYS1zHGEFXg36RT5vIG/

+c2uV8fRsWaY7xXDrdGICxfkPuEj2UQH2MOx2yFjMFcaSAT56hsgE= admin@net' \

--prop:confd admin username=admin \

—prop:confd admin passwords" $6SwnOi SUDOQMKKN 2Ot 2  DVNncoAwSA2 £ Y YzsdIXT Dugf 2T IXmMODW1 46V 00 Mameaal 25 . agYHZUOBL. sav2v0 '
\

--prop:confd admin public key='ssh-rsa

AAAAB3NzaClyc2EAAAABIWAAATEAU+nkTtu2pShVbTYL+mmKxtmzMSdANXFy8TIeX+xXubTT2s TsxkKtVy8uOAeBplgKzkp+

c2uV8fRsWaY7xXDrdGICxfkPuEj2UQH2MOx2yFjMFcaSAT56hsgE= admin@net' \

GEr) FofloZEs IPT LA, root SATU— K, VM4A& 7 L) 12, ZHEHOY AT LD
fEICE X2 ZVERH Y £9,

VMware OVF ¥ —/LC OVA Z BRI 256, RDa~x s Ry o2y 7 2L £,
>ovftool <source locator> <target locator>

<sourcelocator> |L OVA /X 7 — D/ A <target locator> (%, R~ >, OVA Ny 57—
VERIIVIOANRRAE =5y NTT, VIOEFT L IE, vSphere, VMware Server, ESXi &\ o7z
VMware 85 FEOS 28 L £9, VMware OVF ¥ —/LOFEMIZ- DU TiX, VMware OVF »V —
NDaA—F <=2 T VEBZRBLTLIIEEN,

ESC VM 73 VMware {2 BB 41, BEIMIZEFRN A 12720 77,

Cisco Elastic Services Controller (x2E< L U DEIRIZA

N

Cisco Elastic Services Controller AR~ > (VM) OEJFEZ A 2T 212i%, ROFNEE FET
LET,

GE)

[EJRA > (PowerOn) | %7 U v 27 3T 5N, BHIZESNTAEY & CPU ZRET HME
NHOET, VM EZREEITH & /ﬂ?/l\&?/ﬂ“éifx%)%cm@ REEEETEE
A,
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. RD ATy 7 : Cisco Elastic Services Controller fx#8< > >

ATy T

ATy T2

FIE

VM % J&&BH L 721, vSphere TIRAE~ T U4 ZBIRLTHZ Uy 7 L, [V —%BH< (Open
Console) ] Z&#N L F7,

[EEA L (PowerOn) 1R%Z > (B) 22V o7 LET, HLLEBAINZ~ L OFEIEE
RRlZ, — K (AT L) NAUY—RZANTHLIIZROBIET, ZiL, Cisco Elastic
Services Controller IN—Z )L D/RA T — K L1380 F9, BREIT L - THIHHLD FTER R 5
LandH £7,

(GE) Z AU, Cisco Elastic Services Controller /8 — Z /L &2 #45#% L 7= FA% & 72 2 Linux 2L —
TAVT VAT ADN— XA T—RERLET, ZONRRT—KE2[ANTD &L
RO HNET, A%, SEIERGE T, BELR D5 Linux A XL —7 1 7
AT LASDV— T 7B ANRKENTRDET, £OD, ZONAT— 2RI TEHE
NWTLTEENY,

[y R2—H% T A& ZAF (End User License Agreement) | 7V « > K7 23 ][RI Eh IR IZ R
ENET, FA B ARKIOTRTUTHEZEL, T4 B ARELHE L CTRE LIZGAICO
H.y (Yes) EALET,

XD AR T 7 : Cisco Elastic Services Controller {x28< <

-

-~

Cisco Elastic Services Controller k—& )L~ADOS A >

BEMICERZA VIZCTB-0DRETLVDETE

)

ESXi NA NR—= AP LA VICEHINEIRESHZL &IZ, ESCVM OERZ HEIIZA 129
5 EIITESXi A =R, P ERETEET,

GE)

ATy T

VM OERZFE T AT L2MERH Y £7,

FIE

VSphere 7 7 A 7> b T, #6500 ESXi w3 VBB IR L £, FED VM 2RI+ 25D T
72, VM FEAET % BSXi A /=N P ERINLET,

AT 72 [%E (Configuration) ] ¥ 7 & ER L £,
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ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

EBNcEREL VT spokEvsrozz

[V7 hU =T (Software) | =V 7D FIZHD [RIE~ v OfHE)/ > v v ¥ T (Virtual
Machine Startup/Shutdown) 1V > 27 %27 U v 7 LET, Va4 RUHNDOU A NI VM B3 FER S
ET,

R=V D4 EMIZH D[ 7 a3T ... (Propetties...) (V27 %27 U w7 LET, FrIien
LEE, BRENHDETY4 Y ROV A XEERLET,

[~ > > OfEHE)/ > v~ b & 7 > (Virtual Machine Startup/Shutdown) | ~— U MNFR SN E
—é‘o

[ AT MK DR~ > o BEhiEE) & B ENE (R %2577 (Allow Virtual machines to start and stop
automatically with the system) | F = v 7Ry 7 A=A 12LET,

ESC # @ L CW AR~ 2RI L, AAICH D [E~BE) (Moveup) | RX &AL
T, [HEES) (Automatic Startup) ] &9 TN D T IN—TIZBEIL £,

[OK1 %27 U w7 LET,

T LD ESXi A = A PIZESINEIR S D 7= ONZ, ESC VM OFEIRD B BRI 4
N F9,
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513 =

S A%OA4 X =)L

ZOFEF, WO THMEINTHET,
c BT HMET 7T 4 TIAR S OB (79 N—)
c BT MET 7T 4 TIA R S DI (80 ~<X—)

s 2P F— 2 Z M Lz BSC B AN 2 7 4 TIAS v DEB (HA T 7 7 4 7/ %
BURART) (80 )

«ESC B AT 77 4 TIAX L NA DR (AX U RTar A AKX R) (84 2—
)

cBSCHA 77 7 4 /AR AT AR (86 ~~—3)

BRI MET VT A TIAZ L RA DN T TN a—T 7 (86 2—2)

BRI RET7 I T4 TIRZ N D=

ESCiX, 77T 4 TIAZ L NNABEXOT 7T 471777 4 72T NAOENXTEITHE (HA)
EYR—FLET, 77T 4 T/AZX A ET/)VTIX, ESCREEERLIEL, —E XD
Zhc/NRICHN Z T ESC —E A Z 4T 572012, Fy U =222 DD ESC A » AH A
DEMENET, 777 4 7 BESCA LV AZ L ATHEENRKELTH, AX AL AR
ANHBIC ESC —E 2 Z 5| &fkE £, ESCHA T 7T 4 T/AZ A X, kDT
JVIRA Vv NEFEZ R L E T,

« Fv NT— 7 EE

159

VM A VAR ADR T
ATV a—VENTZE T A N
e n— R =T IZB9 5 R

cNET 7V r—a Ly OREE
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Cisco Elastic Services Controller ® VMware vCenter ~D A > X k—JL |
B =177 9125 0154 otttan

SR AET I T4 TIRE iNA DK

EARMET 7T 4 TIAZ U NA DRI, T2 T AT EAFZLNRAD2ODESCA LV AZ Y
ATHERSNET, WO TIX, 7277 47 ESC A vV AX AL - TH—E AN
ENET, ST DAL N A L AZ LRI Ny Y TRIEITIRY 0 AF N A RF
VA TITATA VAR ALHEREL T, TIVT A TA VAR ADAT —H A %E
=X LET, TIVT AT ESCA VAL VAR ENREETDHE, AXNA AL AKX AN
ESC H— ¥ 2% HEIIZH XX, H/ RO HEC ESC ¥ — B X Digft ikl L £,

AR A VAR AT VT 4 TA AL ADT — R _R—ZADFERTR a E— N EE L
FETN, TITATA VAR ABEERRELRWVIBEY , AF N A ABART T
T4 TNCFRy NI =V BT L3V ETA, TIT 4 TA AR AICEENES
Ll AZUNAPHBMIEZMEET, T/ T 4 TA LV AFZ U ADETTH, AX N, A
VABUANT I T A TA VAR AT EHE P RAEEILET,

BEENBE LA VAZ U ANEILIND E, TDOT IV T4 TAVAZ L AEERAL TRy B
U— 7 EMAEHETAEDD T = — Ny T HREEBE X £,

ESCA v AZ LV AZ, F—F T 74T —E2REHEH L TEHRINET, BSCA v AX A
DVMANY Rz 7%, IPV& Ry NT—7 L THF—FT7 54 7 — 220 LT{ThhE
@—O

A—YHF—32%ZFEAL-ESCEaTRAMY 7 T4 TIRZ Y
INADER HA79 T4 TIRZ2INART)

48 HHEIIZ

» Cisco Elastic Services Controller (ESC) ma[ M (HA) 7277 4 T/A X 3, TiX, F—
TTIATHEWEE L, TIVT 4T ) — RERAZ AL ) — R TTF—Z _R— 2 5 HT 5
DRy U= NRLETT, mSFOESCVMIZIE, RL%y U —27 128k 50 7%
KEH 1Oy NT—=T A LB =T 2 AA ANRKETHY, 2y NU—27 %24 L THAID
HWETEZLHALENRHY 7,

*2OMDESCVM BRI DHRANET—H A RNTICHBESND Z EE2MREL, v 7 ViRA
v NEEEBIETEALIICLET,

ESCHA 7 7 7 4 T/AZ 34 % IROWT IO F15ET VMware vCenter F 72 1% vSphere (2
BRI Cx £,
*ESCHA 7 7T 4 TI/AX A @l AT 77 4 TIAZ o NNA RXT L L Ca—%F—
X EMFEHALCERTS (ESC4.2 THAR—b)
cESCHA 7 VT 4 TIAZ N A% 2ODAR L RT7ay A AX AL UCREML.
POSTREZHEH L TENSEZEATAMT L LTRELET, FFMMco>VTIE, [ESC
BRI AT 7T 4 TIAX U NSRADREE (RX L RTay A VARV R) | OB g
LT TIEE0,
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A—HT—2EFERALIESCEARET I T4 TIRZVNADER HAT O T4 TIRZINA RT) .

ESCHA 7 7 7 A TIAZ A % @MY 727 4 TIAZ A X7 L L Ca—H T —4

Zfi ] L T VMware vCenter ¥ 7213 vSphere [IZJ&BH T 5121X, =2—W 7 —% 77 A LV EZHAT 7
TATIARZ N AL AT EITER L, RIS, KA VAL P ADA—Y T —H % ovftool
ENLTHRELETS, 22— 75 =%z a— KN, ovitool A7 UV 7 hO—HDa~ REN
L CiTht, FORERIL, ovftool @ T—propmuser-data= | 70 /X7 4 OB E L TREINE

7

GE) ladmin user/password] 35 X O [confduser/password] 7'v /X7 ¢, #ZHD OVF 7’1 N7 1 T
T, DT uRT 4F, A=Y TFT=F T s AL TIRHERTEEEA,

cESCHA T VT A4 T/AZ XA D2OD VM ZEHZLET,
14741

#cloud-config
ssh_pwauth: True
write files:
- path: /etc/cloud/cloud.cfg.d/sys-cfg.yaml
content: |
network:
version: 1
config:
- type: nameserver
address:
- 161.44.124.122
- type: physical
name: eth0
subnets:
- type: static

address: 172.16.0.0

netmask: 255.255.255.0

routes:

- gateway: 172.16.0.0
network: 0.0.0.0
netmask: 0.0.0.0

- path: /opt/cisco/esc/esc-config/esc-config.yaml

content: |
resources:

confd:
option: start-phase0

drbd:
nodes:
- 172.16.0.0
- 172.16.1.0

run_forever: true
esc_service:

depend on: filesystem

type: group
escmanager:

depend_on:

- pgsql

- mona

- vimmanager
etsi:

depend_on: pgsqgl

startup: false
filesystem:

depend on: drbd:active
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A—HTF—2%FRALEESCERAMT I T4 TIREVNADER HAT D T4 TIRBUINA RTF)

keepalived:
vip: 172.16.2.0
portal:
depend_on: escmanager
startup: false
snmp :
startup: false
runcmd:
- [ cloud-init-per, once, escadm ovf merge, sh, -c, "/usr/bin/escadm ovf merge"]
- [ cloud-init-per, once, escservicestart, sh, -c, "chkconfig esc_service on &&
service esc_service start"]

A—HT7—%2

#cloud-config
ssh _pwauth: True
write files:
- path: /etc/cloud/cloud.cfg.d/sys-cfg.yaml
content: |
network:
version: 1
config:
- type: nameserver
address:
- 161.44.124.122
- type: physical
name: ethO
subnets:
- type: static

address: 172.16.1.0

netmask: 255.255.255.0

routes:

- gateway: 172.16.0.0
network: 0.0.0.0
netmask: 0.0.0.0

- path: /opt/cisco/esc/esc-config/esc-config.yaml

content: |
resources:
confd:
option: start-phasel
drbd:
nodes:
- 172.16.0.0
- 172.16.1.0

run_forever: true
esc_service:

depend on: filesystem

type: group
escmanager:

depend on:

- pgsql

- mona

- vimmanager
etsi:

depend on: pgsql

startup: false

filesystem:

depend on: drbd:active
keepalived:

vip: 172.16.2.0
portal:

depend on: escmanager
startup: false

snmp :
startup: false
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1Y F— S EEALEESCHTRMET 2T 1 TIRE A ORHE HAT 71 T1x5 i1 <7) |

runcmd:

- [ cloud-init-per, once, escadm ovf merge, sh, -c, "/usr/bin/escadm ovf merge"]
- [ cloud-init-per, once, escservicestart, sh, -c, "chkconfig esc_service on &&
service esc_service start"]

K VM A VAR AZDOWT, OVFtool % 2 IO ME R H Y £7, KA AKX A
X, Ny vafbEnica—Y T — % %459 [-propuser-data] 7' 1 /3T ¢ AR 5 M
BHY ET,

T IZTCEL 17216008 £ 0T07216.1.0 (Tr—TF 4 7)) IP&A A AT, 172.16.2.0
ZKAD VIP L LTHEMTOHAT 7T A TIAZ N A L RL L ADRT 57— T %
R L TOET,

user_data_l='cat ./user-data-1"

user_data_ 2='cat ./user-data-2°

dec_user data l="echo "Suser data 1" | base64 | tr -d '[:space:]'"
dec_user data 2="echo "Suser data 2" | base64 | tr -d '[:space:]'"

# vcenter-16 is the developer lab for vmware5
ESC_OVA=/scratch/BUILD-${ESC_IMAGE}/BUILD-${ESC_IMAGE}/ESC-${ESC_IMAGE}.ova
# All valid deployment options:

# 2CPU-4GB

# 4CPU-8GB (default)

# 4CPU-8GB-2Net

# 4CPU-8GB-3Net
DEPLOYMENT_OPTION:"4CPU—8GB—2Net"
deploy vmware vml () {

/usr/bin/ovitool \
--powerOn \
--acceptAllEulas \
--noSSLVerify \
--datastore=$VM WARE DATASTORE NAME \
--diskMode=thin \
--name=$INSTANCE_NAME"-0" \
--deploymentOption=SDEPLOYMENT OPTION \
--vmFolder=$FOLDER \
--prop:admin_username=SESC_VM USERNAME --prop:admin password=S$SESC_VM PASSWORD \
--prop:esc_hostname=SINSTANCE NAME"-0" \
--prop:rest username=SREST USERNAME \
——prop:rest_password:$REST_PASSWORD \
--prop:portal username=SPORTAL USERNAME \
—--prop:portal password=SPORTAL PASSWORD \
--prop:confd admin username=SCONFD USERNAME \
--prop:confd admin password=SCONFD PASSWORD \
--prop:vmware vcenter port=SVMWARE VCENTER PORT \
--prop:vmware vcenter ip=SVM WARE VCENTER IP \
—--prop:vmware datastore host=5VM WARE DATASTORE HOST \
--prop:vmware datacenter name=SVM WARE DATACENTER NAME \
--prop:vmware vcenter username=5VM WARE VCENTER USERNAME \
--prop:vmware datastore name=SVM WARE DATASTORE NAME \
--prop:vmware vcenter password=$SVM WARE VCENTER PASSWORD \
--prop:netl ip=$NET1 IP1 \

--prop:net2 ip=$NET2 IP1 \

—--prop:gateway=SESC_GATEWAY \

--prop:https rest=SHTTPS REST \
--prop:user-data=$dec_user_data_1 \

--net:"Networkl=VM Network" --net:"Network2=MgtNetwork" --net:"Network3=VNFNetwork"
\

SESC_OVA

vi://$VM WARE VCENTER USERNAME:S$VM WARE VCENTER PASSWORD@$SVM WARE VCENTER IP/
$VM_WARE_DATACENTER_NAME/host/$VM_WARE_DATASTORE_CLUSTER

}
deploy vmware vm2 () {

/usr/bin/ovitool \
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B sceamu7s74 /240 M OBB (REVEFOVAYREUR)

--powerOn \

--acceptAllEulas \

--noSSLVerify \
--datastore=$VM WARE DATASTORE NAME \
--diskMode=thin \

——name=

SINSTANCE NAME"-1" \

--deploymentOption=SDEPLOYMENT OPTION \
--vmFolder=$FOLDER \

-—prop:
-—prop:
-—prop:
-—prop:
-—prop:
-—prop:
:confd admin username=$CONFD USERNAME \

~~prop

-—prop:
-—prop:
-—prop:
-—prop:
:vmware datacenter name=$VM WARE DATACENTER NAME \

~~prop

-—prop:
-—prop:
:vmware vcenter password=$VM WARE VCENTER PASSWORD \

~~prop

--prop:
—--prop:
—--prop:
—--prop:
:user-data=S$dec_user_data 2 \

~~prop

admin username=S$ESC_VM USERNAME --prop:admin password=$ESC VM PASSWORD \
esc_hostname=$INSTANCE NAME"-1" \

rest username=SREST USERNAME \

rest password=SREST_ PASSWORD \

portal username=$PORTAL USERNAME \

portal password=$PORTAL PASSWORD \

confd admin password=$CONFD PASSWORD \

vmware vcenter port=$VMWARE VCENTER_ PORT \
vmware vcenter ip=$VM WARE VCENTER IP \

vmware datastore host=$VM WARE DATASTORE HOST \

vmware vcenter username=$VM WARE VCENTER USERNAME \
vmware datastore name=$VM WARE DATASTORE NAME \

netl ip=SNET1 IP2 \

net2 ip=SNET2 IP2 \
gateway=SESC_GATEWAY \
https rest=$HTTPS REST \

--net:"Networkl=VM Network" --net:"Network2=MgtNetwork" --net:"Network3=VNFNetwork"

\

SESC OVA
vi://$VM WARE VCENTER USERNAME:S$VM WARE VCENTER PASSWORD@SVM WARE VCENTER IP/
$VM WARE DATACENTER NAME/host/$VM WARE DATASTORE CLUSTER

}

deploy
deploy

vmware vml
vmware vm2

VM B IEF B SN2 1%2IC, ESCHAT 77 4 TIAZ LV NA DAT —H A% B TE &
T 1 OO VM A VAL ANT 7T 4 7L LTEBIESN, o VM A A X AN
STANDBY ToHh 5 Z &b £,

ESCERIRAMT7 O T4 TIRFVINADERA (RFV K7
A A VARAR)
VMuware vCenter & 72 1% vSphere C ESCHA 7 7 7 ¢ 7/ A X L34 ZREET 5121E, 2 2O BIHE
DAFE L RT7ay ) — REEIICA VA M—ILTALERHLDE4, AZ R7 a2 ESC A

VAR UANA VA N=ENTHR, WEFEHALT, DD — KBTI T 4 T EAZ N
AR BHEHCHRELET,

* kad_vip
* kad vif

* ha node list
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ESCEARMT 271 TR VA ORE (2> k7avsvz422) |}

\}

GE) *ESCVM Z &2, escadm Y — V52 FEITLTESCHA 777 A TIAX U INA RT A=K %
BRE LT, escadm —ERX%Z Y o— RLTHEBTILENRDD £7°,

*ESCHA 77 7 4 T/AH A ZJREAT DB, kad vip 515z FEHT D&, = F=2—W
MNTIF 4T ESCA VAR L ALT IV BATXHE5127m0 F£9,

FIE

ATFY 1 ESCREZ LV RT7ru A ARE AL LET,
ATy T2 BEEDI—YLLT, TIVTA4TA VAR AL AR N A AK 2 ZADM I Tescadm™ —
NEFEITL, MinT 5518 EHRELET,

» kad_vip : keepalived VIP ({KARIP) @D IP 7 R LA & keepalived VIP DA > ¥ —7 = A A%
FBELET (BSC-HA T VT 4 T/AXLINA)

« kad_vif : keepalived (A8 IP & keepalived VRRP DA > % —7 = A A% f8E L £3 (ESC-HA
TIT A4 TIAR L NA) , VIPA o Z—T = A AWF ¥k kad vip ZfEH L T4 TIZHRES
NTWDEEIE, 5%k kad vip 2 L T keepalived VRRP DA > ¥ —7 = A ADF % g
ETHILHLTEET,

» ha_node_list : DRDBRIMiD 7280, 777 4 T/AF U NA T FARIZEENDIHAT 7T 4
TIABZ UL )= FOIPT FLADY X MEELET, Z05%uE, 7Y r—vs
VR—ZADPHAT VT 4 TIAR NN ) a— gy ORERENET, #Eoxy k
T—J A B =T oA A&FFOESC A VAKX L ADEA, IP T KL AL, 5% --kad vif
THEEN XYy NU—F7NICHDILENH Y £,

$ sudo escadm ha set --kad vip= <ESC_HA VIP> --kad vif= <ESC_KEEPALIVE IF>
--ha node list= <ESC NODE 1 IP> <ESC NODE 2 IP>

$ sudo escadm reload

$ sudo escadm restart

ATv T3 FEE%, 1 DOESCVMIIT 77 4 7IREEIC/RRD . © 5 1 DIFAX UL REBIT 72 D LB
HoFET,

RATY T4 VIP PN LEIEARRIC /RS L DI, WO VM TH &7 RLAXRTIZVIP 2B L
3

RATFYTE ZESCA VAR L ADAT—H AEFERLET,

# sudo escadm status

WRDOFEIZ, AT —FZAEWRTH-ODMMDa~vr FENWL SR LET,

AT—H R CLIav YKk

ESCHA 77 5 « TIAK L INA DT — )L cat /opt/cisco/esc/keepalived state
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B sscha7 o570 TiRsa U g 12T B8R

ESC D 1F M sudo escadm health

ESC H—ERADAT—H 2 PEMITEH (VIM ~ % — %, SNMP, H—#
Jb. ESC~¥3—¥ ¥, keepalived D AT —# A
7RE) BFRRTDHITE. v ZBEIMLET,

sudo escadm status --v

HEMR AT — 2 2 Z T DI
I%. /var/log/esc/escadm.log % F = v 7 L £ 7,

ESCHA 79 T« T|/R A 2 iNA |IZBH9 B 45EC

CHA T VT 4 TI/AZ R, T = —)L A —"— 2%, EIEFTRER B PSS VNF OBz -
WTHKI2 =50 £9, ESCH—E R, AL v F A —"—EdIfEHcE 8
Ho

e NI UV T a PR vF A== NI H—ENDBE, TRTORETDNT P
JarNniRoy7ENET, BERIL, ESCHhODREEZELRWES, J—ANRRT
FALVHE =T 2 RZL o THEEINAIXLERHY 7,

SRR T I T A TIREVNAD ST a—TF 1
e

Xy NIV—UEEEF =y LET, Xy FPU—ZIZHEREAEL THWD5EIE. IROGE
MR E T = 7 THMENRDH Y T3,

cHVYTHNTWAIPT RLUAIXIELWH DT, OpenStack i EIZHESN TN DHHME
NHY ET,

KRy NT— I f B =T 2 ADHF— N = A Tping WISET HUEND Y £,
s NTTNVa—T 4 Y TOBZIE, RO T EF v LET,

+ ESC v % — Y % 1 7 : |var/log/esc/escmanager.log

« X —7T 747 : varllogimessages (grep keepalived % FE1T)

+ESC #—¥ERART—H A1 7 : [Var/log/lesc/escadm.log

[l Cisco Elastic Services Controller5.4 1 ¥ X k—ILELUVT v FFL—KAA K



s 1 &

Cisco Elastic Services Controller @ VMware
vCloud Director ~D A > X +—JL

« Cisco Elastic Services Controller ® VMware vCloud Director ~DA > A h—/L (89 _X—)
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Cisco Elastic Services Controller @) VMware
vCloud Director ~D A > X +—JL

Z DOETIX., VMware vCloud Director |Z Cisco Elastic Services Controller % A > A h—/L 9 5 F
NEIZSOWTHBALET, ZOEFROEZ > a r THERSATWET,

+ ESC OVA 7 7 A /L@ VMware vCloud Director D X 2 7' ~D7T v 71— K (89 X—)
«vCD Web 7 7 A 7 > h~® ESC vApp DEB (90 =—)

« VIM 227 Z DB (91 ~—2)

o HOEBAGEHEOBEM (91 _X—)

ESCOVA 7 7 1 JL®D VMware vCloud Director D A 42 O 45 A
hOF7v7A—K
FIE

ATYF1 vCDWeb 7 74 7 > b afEMA LT vCD iz m 7 A » LET,

ATwv 72 [AhHZO%Y (Catalogs) |>[V A ##EDH 204 (My Organization's Catalogs) ] 75, #4¥ u
T hHFERLET,

RATw T3 [vApp 7~ 7 L— bk (vApp Templates) ] %7 C, [7vF7BA—FK (Upload) 1 %7V v 7 L&
T
[VApp T FTL— k& LTOVF /Ny r—2% 7w 70— K (Upload OVF package as a vVApp
Template) ] 7 1 & RUNEKRENET,

AT v 4 [OVF /R /7— (OVF package) 1 7 4 —/L KT, [A—HILT 74 )L (Localfile) ] %27 U v
7 LET, [B8 Browse) 1227V v 27 L, B—H /T AT L5 ESCOVA 7 7 A L& IR
L/iﬁ—o

ATy TS5 [y 7A—F (Upload) 1227V ~»Z7 LT, ESCOVA 7 7 A V& A X JIlimk LET,
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Cisco Elastic Services Controller ® VMware vCloud Director ~D 1 > X k— )L |

B coweb 5547 rAdESCVAN DEES

ESCOVA 77 A NV&ET vy 7ua—RK3T5&, hXZa G BSCvApp 7 7 L— MZT 7 A
TEET,

vCDWeb 7 54 7 > k~® ESC vApp D EF

ATy T

ATy T2

ATvT3

ATvT4

Z Z T, Elastic Services Controller (ESC) DORERH 7V F & . VMware vCloud Director (vCD)
\Z ESC vApp & BBH3 5 FIHIZ DWW TR L £ 97,

RO VDC 22 XD ) Y — 21T, BBHANC vCD TIERR T 2 BN H 0V 4, FEHIc -\ T
1%. [vCloud Director (vCD) DV VY —ZADEM | ZHMM L T EE W,

vCD Web 77 7 A4 7 > MZ ESC vApp ZJEBAT 221X, RO FIAZFATTHLERH Y £,

FIE

vCDWeb 7 747 FaEHRALTVvCDMfkicn 74 LET,

[A% 8% (Catalogs) 1>[< A ##dDAH% 0% (My Organization's Catalogs) | 725, B4 =

TEBERLET,

ESCVvApp 7> 7 L— R E&IRL, £7 YV v 7 LTC[Y4 495 FIZiEM (Addto My Cloud) ]

IR LET,

JBBEZ5E T3 5120%, [R4 952 FIZEBM (Addto My Cloud) 17 « % — K CIROIEH % {5

ETHMNENRD Y 77,

a) [BBIEBATDEIR (Select Name and Location) ] : vApp D4 fii& L C[ESCl #fE L. <
DAET — S — 2RI ET,

b) [JY—ARAMDERE (Configure Resources) ]: VM4 & L C[ESC] Z45E L., A FL—IUR
U 2 —|Z [SharedOnly] Z45& L £,

¢) [y rT—9TvELY (Network Mapping) ]: A v #—T7 = A ADFXy NI —27 XA
712, [MgtNetwork], [SvcNetwork], 35X OV [VnfNetwork] Z#5E L £3, IPEIV 24 Tit,
IPv4 DFTXTDHA T DXy T —27 THHFH T,

d) [ARZLTFTO/F 4 (Custom Properties) ]: Day (0) #{EDOHAX KT a/XF 4% ANT)
L7, i : [vCenter Server ® VM E%FE (VM Settings of vCenter Server) |7 =2
I, AL, BEELED LN TLE30,

e) NN\—FIT7DHhRATAX (Customize Hardware) |: CPUfEf3E, AEVHEE, B
SEOMD T RIA—FEEBELET,

f) [METERBDTT (ReadytoComplete) ]: V4 — ROLTRBIZH L [ZDD 1 H— FDHE
T#HIZvApp DER%EA IZF S (Power on vApp after this wizard is finished) ] % 74|12
L. [5ET (Finish) 127U v 7 LET,
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vimaxsaniemn [

VIM a2 2 ®DiEM

A VA M=AEDVIM XY ZOFRE, BEOVIM 217 2 OFBHOFEMZOWTIE,  [Cisco
Elastic Services Controller User Guide] @ [Managing VIM Connectors] DFEZZMR L TL 72 &0,

B ERAAZE0DIE

VCDA U AHF ANRBEBLAGEAEZHFHL TV, Roa~y REMH L CGEEL
ESCIZEML., SSLBFEZIELL<fT2Dd Lo LET,

$ escadm truststore add --help
usage: escadm truststore add [-h] [-v] --alias ALIAS --file FILE

optional arguments:

-h, --help show this help message and exit
-v, --v, --verbose show verbose output

--alias ALIAS

--file FILE
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95 X—)






5 19 =

Cisco Elastic Services Controller D 1 —=>~)L
N—XRET2 (KIM) ~ADA VR b—
JL

ZOETIX, I —F N — 2B~ 3 T Cisco Elastic Services Controller %1 A b —/19 5
FEICOWTHHLET, 20Tk 7 v a v THERESRTWET,

» Cisco Elastic Services Controller D B — % )L _X— 2 A~ v ~DA A h—)L (95 ~<—
)
« IROFNE : Cisco Elastic Services Controller 7 — R /L-_X— 2K~ (98 _X—)

Cisco Elastic Services Controller D 71— R )L R— X R ~<
ooNDA AR R—)IL

Cisco Elastic Services Controlle |X. 77— R N_—Z D~ A v A M—/LTE £ 7, Cisco
Elastic Services Controller & 7 — R /L_X— Z DB~ > A v A =3 A121%, libvirt 246
ALET,

HD—RILR—X{x2E < < >(Z Cisco Elastic Services Controller 1 > X
c—ILT B1=D%E(E

B —F I _— 2 DB~ 3 T Cisco Elastic Services Controller % E{T4 5 FEDHR AL, RD
FIOICREENTWAZ L 2R LT TEE N,

&L

Python 2.7 £ 7213 3.x Linux (27 7 4 /L F TA VA h—/LEN TN E
j—

python-setuptools Linux {27 7 4 /L h TA VA F—/LENTNE
‘j—‘
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Cisco Elastic Services Controller D 71— R IJILA—X{RAET Y (KIM) ~ADA VX k—JL |
. H—FRILA—R{R#E~< < I Cisco Elastic Services Controller 1 > & b— L3 B =8O D #(H

pE T

pip RHEL 04 -
# easy install pip

pipEfEH LA VA =N T Y—RAT 7 A
AR AN ENDHT2H, RHEL Tidgee &
python DBA%E /X 7 — 3§ 0 8C9, RHEL
WCINHDNRy r—TV% A VA R—LT 5
1. ROFNEIZTENE T,

# yum install gcc python-devel

Ubuntu D415, 77 4V K TA VA h—JL
SNTWET, pipxfEH LA A =T
XY = AT 7 ANNI L RANINDTIZD,
Ubuntu Tl gee & python DB N 7r—T 4
METT, Ubuntu lCZNHD NNy r—T %A
YA M= T 5, ROFIRICHENE S,

# apt-get install python-dev

OpenStack 7547k # pip install python-keystoneclient
# pip install python-cinderclient

# pip install python-novaclient
# pip install python-neutronclient

genisoimage RHEL D4 -
# yum install genisoimage

Ubuntu O34 -

# apt-get install genisoimage

libvirt ¥ & O virtinst RHEL 6.X D54 :

# yum install libvirt-python python-virtinst]
RHEL 7.X D354 :

# yum install libvirt-python virt-install
Ubuntu D354

# apt-get install libvirt-dev
# pip install libvirt-python

\}

GE)  libvirt (37 7 4V DRy NU—7 ZHEBICIER L T,
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I Cisco Elastic Services Controller D h —RILA—XFET LY (KIM) ~DA VX =)L

Elastic Services Controller D 71— R IILA—RREI L UADA VA b—)L .

Elastic Services Controller D hH— R IILR—X{REIT o o~ADA R b—

JU

ATy T

ATy T2
ATvT3

RTvT4

ATy TH

ATvT6

B =N R — 2R~ A X KT 1 O Elastic Services Controller (ESC) %A > A h—
AT HITIE, ROFINEEZFEITLET,

FIE

OpenStack 7 7' A 5 # % & T openerc 7 7 A Vin b A A — N LET,

cat ./openrc.sh

export OS_TENANT NAME='<OS tenant username>'

export OS USERNAME='<O0OS username>'

export OS PASSWORD='<O0OS password>'

export OS_AUTH URL='http://<Openstack Host>:5000/v2.0/"'

source ./openrc.sh

ESC qcow2 A A — & bootvm.py & 1 —FR/L_X—A VM IZabt—LET,

WD a<y ROWTNEEH LT, libvirt OA A F—VIFIZER ST 740 b X v b
U —27 FDOH—FN_—2A VM TESC #E#h L £,

./bootvm.py --user pass <username>:<password> --user confd pass <username>:<password>
--libvirt --image <image name> esc-vm --net <default network>

WDa<y REFERALT, HOIP 2857 74V b1y hU—27 EOH—FNV_"—ZX VM T
ESC # & L £,

./bootvm.py --user pass <username>:<password> --user confd pass <username>:<password>
--libvirt --image <image name> esc-vm --net <network> --ipaddr <ip_ address>

Fy hT—=7 THAENTHWAIP T FLADY A ME2EGLET, HAT 7T 4 T/AZ R
A @ bootvm.py 2~ > K & kad vip D HFIZR LT, UAMIEENTWRWIP T KL A%l
HALET, 2y NI =2 DORMHIOIF 7T v F ((DF D 192.168.122) ZFpEL, RO~ R
TELET,

arp -an | grep 192.168.122

ERAMED I — L _R—Z VM IZESC A > A h—)L§A|21Z. WiHFDHA /— NIkt LT
Wha< RE2EERALET,

G¥)  23FHOD bootvmpy 2~ FTIEX, DO HA A VA Z U A4 AL ET,

./bootvm.py --user pass <username>:<password> --user confd pass <username>:<password>
--libvirt --image <image name> --ha mode drbd --gateway ip <default gateway ip address>
--ipaddr <ip_address>

--ha node list <ha peer ip addresses separated by comma> --kad vip <vip address> esc-ha-1
--net <network>
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Cisco Elastic Services Controller D 71— R IJILA—X{RAET Y (KIM) ~ADA VX k—JL |
. RDFIE : Cisco Elastic Services Controller 1 — R JLRA—X{RFET >

Jkd)illLE : Cisco Elastic Services Controller 1 — 2 JL X —
A{RE<T

Cisco Elastic Services Controller k—4% )L~ADOO S A >

jj ;F")L’/\‘ ;z;iﬁilLA.:?’v/'-// (I(‘,“n:) CZ) E};(: /r —/';z» F'__-)L’CZ)6¥EHHA

T —RN_N—=ZADFSE~ 2 12 ESC & BB L7212, IROFNAZMEH L CREA#R L E£7,

FIE

ATv 71 ESCVMBEEN L= Z & 2fERTHIE, koa~y ReHLET,

$ virsh list

ATv 72 ESCVMDIPT RLAZEET DI, kOa~<> RE#HEHLET,

$ arp -an | grep <ip address>

ATy T3 SSHEZFEMLUTESCICHHEL, 7R ANEfTINTWALAZ 2R LET,

$ ssh USERNAME@ESC IP

SIS a—TFTa25DEV R
Fv FU—7 OIRBED =D, F721X ESC DEENI KRR L 7272DIZSSH T 7 B A& FEH T 72

WAL, 22— (BSCVM A A=V THEMNIR > TWAEE) ERITIVNC T 7R %
ﬁEﬁHLTESC CHEHGTTEXE T, VNCERHETESCVMIZT 7824 5101%, IROFIEEEFTL

£75
1. VNCAR—FMERELET,
virsh dumpxml 10 | fgrep vnc

2. VE—PFVNCZ AT OO ZAHEIZT D720, 2—H/L VNCHR— F~D SSH
oV EVER L 9,
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Cisco Elastic Services Controller @ Amazon
Web Services ~D 1 X b—JL

ZDOETIX., AWS I Cisco Elastic Services Controller Z A > A h—/L ¢ A FEICOWTHH L £
T, TOBEFIROE Y g U THERSNTWET,

s AIESRME (101 ~X—2)
« AWS T® Elastic Services Controller f > A X L ADA A h—)L (102 X—2)

AR

I, AWS TESC A VAL L ADA A b=V EMGT DHNCTE T3 5 %N H 5 Hite s
ZnLET,

Y

GE) ESCAMIA A=V N AWS TAHU Y hEHEEINTWVWBEAIT. TS DRHESREEEE L
T. BESCOA VA F—JUIZ AMI A A=V EHFERTLZ N TEET,

FIE

AT Y71 AWSCLIZ&BTE L E T, pip £/ L TAWSCLIZ A A h—/bTE E T, FEMIC D0 T,
AWS FF a2 A b zZRLTIEEN,

ATV T2 ThH7y MERICESHNTAWSCLIDOZ LF v LERELET,
AT9 3 AmazonS3 X7 v FEERKLET, ESCA A —T %2 T v 7 a— K432, X7y MZhi
EARLET,
GE) VM DOA AR —bFEFHFAT 5 vmimport £ W) B—/L &2 Ffo TWALERH Y 77,
Flo, 20— VIZIAMARY =% T X v FTHMENRH Y £3, GOV T,
AWS TOD S3 37y hOIERRICET 5~ =27 L2 BB L T,

XATFw 4 ESCova 7 7 A /)5 vmdk 7 7 A AV Z2HIH L ET,
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Cisco Elastic Services Controller @ Amazon Web Services (AWS) ~D A > X k—JL |

. AWS T Elastic Services Controller f X2 2V XDA VX b—)L

$ tar xvf ESC-<latest image file>.ova ESC-<latest image file>-diskl.vmdk

AWS T Elastic Services Controller 1 X2 2 ADA >

A b=

ATy T

ATy T2

TSR] OIS H SN X AT 2R TTHE, WOFNEIZH > TAWS TESC A v A X
VARERBIOEHTEEI,

FIE

ESCAA—T%7 v 7O0—FLTEELET,

a)

b)

S3 )y MZvmdk f A=Y %7 v7ur—KRKLET,
aws s3 cp <esc-vmdk-file> s3://<S3 bucket name>/

A A=V B LET,

aws ec2 import-image --description "<esc-vmdk-file>" --disk-containers
file://containers.json

A—Y T2 EERLET,

a)

b)

c)

ESCVM O —HZ{ER L ET, = —FFELRVVMIZIET 7 8 A T& E£H A, Sudo
T7EABEWssh F—%HEMA LT ladmin] = —HZ2RETH L E2BEIODLET,
write_files 2> F&MH LT, —%#7F —H (T esc-config.yaml ZER L £ 7,

A VABUADEA TIEL T, HA VARV AIZRKR IS DA v F—T = A A% BT
=F7,

GE) 29200 A4 2 —TxA A%ERT L5613, HO6NLOL2OORy NI —T A~
BT oA ABERLTLTEZ, 20D v F—T oA ANRRBZH T Ry |k
FIZH25A, RCATAE Y — B L TWARERHY £3, AWS 2 Y —
WINSA VAR AL RET D & EIT, [ ALY AOFEMERE (Configure
Instance Details) | # 7124 V¥ —7 = A AOFEMEBM L ET,

esc_service A NZ L TR L £77,

SeRlp o — YT — 5 O E L TFIOR LE T,

7t

#cloud-config
# It is recommended to disable password authentication for ssh when ESC runs in public
cloud such as AWS.
ssh_pwauth: False
users:
- name: admin

# Put admin in 'esc-user' group, otherwise some scripts of ESC might fail when running

as admin.

groups: esc-user
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gecos: User created by cloud-init
# This is an example of the hashed password for 'admin'.
passwd:
$65rounds=6560005pswsUsR 7Tz NI fA4$ TELSEGV8rhDIeNDheB8241 YT 3c08RsgoINds . OZBe9rG/ DES6YWKOKDZOB . Ds AT JocBrnAe . rSOWL 1 2r0N/

# The public key for admin user. Replace it with your public key to login.
ssh-authorized-keys:
- ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQCAGLe4EVVI/rQy4e4jZUENc5PvYItc39x5£29rRggZzpwYzKXS)+UnWQOMgvkIai+
MySVIPIEYTWxOPm KayZal i/ 2Gi T RrrPNEgyzv) DBV 7 ARG TeH T XKL YIou 7ausYOFKEFIANGSTEC] Bihoz 208 Y420 S 3V L o3 ftzanQoot s 2aRaB81M/
PiyBNcBzJI3JeHArOkIoQHORRAYM301 0/ GREUCKMTr sgd68xATXe DNy GUITETHXNIMDECQMIWO54 £ POgkoKbZz t H2EBNES/ B6r ZCRBUUVAOOhQE 2L/
hbCZN1k+oqQ53r1G/BjT09CGEYbgoHg2v
# false allows you to sudo with the password.
lock-passwd: false
homedir: /home/admin
# sudo settings
sudo: ALL=(ALL) ALL

write files:

- path: /etc/cloud/cloud.cfg.d/sys-cfg.yaml

content: |

network:

version: 1

config:

# You must define the name server when you use the static IP address.

- type: nameserver

address:
- 172.31.0.2
# Define physical network interface
- type: physical
name: ethO
subnets:
# Define the static IP address
- type: static
address: 172.31.5.66
netmask: 255.255.240.0
# Define the routes
routes:
- gateway: 172.31.0.1
# 0.0.0.0 means the default gateway
network: 0.0.0.0
netmask: 0.0.0.0
# ESC service config file
- path: /opt/cisco/esc/esc-config/esc-cfg.yaml
content: |

confd:

# AAA users for ConfD

init aaa users:

# Public key for ConfD user 'admin'

- key:
c3NoLXJzYSBBQUEFBQjNOemFDMX1jMkVBQUFBREFRQUJIBQUFCQVEDeFkwMzByaEMzSX1WekF2bStISVImMmpkdm
RUZNdTTEPCR]VPTS ZoUEgVK2FBTkkzbONCSmIndjhPdjREVXUVYM1CYmsyS24 00W52N1 9ROEL YWGducnZST241M1JuODN2e JRCWTAwW
T1h2SzZrT2YrUnZkSDFtNjhscV1rWUSuzZVErNEtOak5tOXRwVOhuT0xCZE1mZ2pzTmF1S1F1QVIUMELDS2VBS 3k4aUVgSUZpZDhiwz 3
NiS1AO0aDNpTzd]jcTkzaOE1ZGFQb0xiNWRKRVP3ZW1 SWS 9ENGP6ZnJUe DVKWEFUMy 8 0SDdaQVZ PaWcyNzBGUN1GVKZhNE1 1VXNYcDk1d3
QueHApcORUREVCYTYyd] kxQzdXamtaNy9r YKR1RWIVSUIOZExqAEAVIUS 4c2JRUUJ0ZHBVTTZ1NX JkeUl 2VZQ3YTZYOFASN21BR3JrQ09
gMWVHNkYgeGlhb3hpbnlAWEIBT1hJT1ktTS1ISRVhXCg==

# Note: 'admin' is the only user supported and you cannot change the name here.

name: admin

# Hashed password for admin user.

passwd:
$6$rounds=656000$d4hZHtniblo4/0m$£D3. /1H3jcPIWAENV F1u701 SwKnHODIasDWTKL. p70UF Z1 falzDI0 7ut LINGKXwudnNnx TOrvYagkBE geAh .

# No specific settings for esc service. Leave it empty.
esc_service: {}
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runcmd:
- [ cloud-init-per, once, escservicestart, sh, -c, "chkconfig esc_service on && service
esc_service start"]

A—FF =R 2ODA B —T = A AEEHRT DU LU TITRLET,

- path: /etc/cloud/cloud.cfg.d/sys-cfg.yaml
content: |
network:
version: 1
config:

- type: physical
name: ethO
subnets:
- type: static
address: 172.31.5.66
netmask: 255.255.240.0
# Define the routes
routes:
- gateway: 172.31.0.1
# 0.0.0.0 means the default gateway
network: 0.0.0.0
netmask: 0.0.0.0

- type: physical
name: ethl

subnets:
- type: static

address: 172.31.51.220
netmask: 255.255.240.0

ATv 73 AWS TESCVM %8 L %7,
WDOWTNNDIFET, ESCVM ZEE L1,
cIR—AR LM SEE :

1. EQQEH = Y —)L, IMAGES/AMIIZBEI LE T, £ AR—h LA A — 5 RIR
L. [&#) (Launch) 1227V v 7 LET,

2. AVRBUABATHBEBRLET, AV AZ L AZ AT L LT R2xlarge ZIEIR L F
R

3. AVAFUVADHMERELET, 22—V T —%, A NL—T, X TLZREOFME
BIMLET, 22004 0 F—T =2 AEMEAT L. Ay NI~ A H—TxA
ADOERERER Z 2 TITWET,

4 BX 2 VT4 IIN—TEHELET, ssh DHREHILET,
5. [fErk (Launch) 127 U > 27 L&,

cAXVKRSAUNBEE A A=Y, VT Ry b, EXF2 VT4 T NA—TEEIRL, KD
a< 2 &R L TESCVM A v AX 2L L ET,

aws ec2 run-instances --subnet-id <subnet id> --image-id <image id>
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--security-group-ids <security group id> --count 1
--instance-type <instance> --key-name <key name> --user-data <user data file location>
--associate-public-ip-address

G¥) ESCIZAWS COHAT VT A TI/AZINA DALV AN—)LEPFHR—FLTWHER
/\/0

RDEZRY

ESCVM ZE#E) L7~ . $ sudo escadm status 2~ RZHEH L TESCH—ERXADAT—HX X
FiER L ET,
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« Cisco Elastic Services Controller @ Cisco Cloud Services Platform 2100 ~® A > A k—/1 (109
)






s 11 =

Cisco Elastic Services Controller @) Cisco
Cloud Services Platform2100 ~D 1 > X b—
JL

Z MOEETIX, CSP2100 IZ Cisco Elastic Services Controller %A > A b — L9 2 FNEIZ- DOV THLEH
LEd, ZOEIROEZ v a r THESNTWET,

s HIRSRIE (109 ~—20)
« Elastic Services Controller A > A% > A @ CSP 2100 ~D A > A h—/L (109 ~<=—3)
«CSP2100 DV T N7 7 A NVTHHINLGEHY A~ (119 <X—)

RIS
CSP2100 TESCA Y A X L ADA A M=)V &GS 572D ORHESFIE, RO LY TT,
;)48 CPU : 4 3% (/)
« A€V :8GB

* T 4 AV YA X :30GB

Elastic Services Controller 1 X2 2 XM CSP2100 ~D A
A=

AHESREO® 7 v a iG#E SN A7 2% T 58, ROFIAZFEH LT, CSP2100 T
ESC A v A% v A% BB I OEE) T& £7, KIT, CSP 2100 THEHAIREZRBID R k%
3 oRLET,

U ITNA VR =T 2 A ARAET 2T A U H—T = A A%FHHA L7= ESC
cESCHA T 7T A T/AZ XA DA A —)L
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CSP2100 DY > T N7 7 A VTHHAINDEED U A MMZOWTIL, CSP2100DH > 7 /v7 7
ANTHEAESNAEHY A F (119%—=) 2L TIEXN,

SUTNAVE—TIARETATINA VB —T A AEFERLT-ESC
CSPIZESC & A A b=/ T BHIT1E, day0 RIEZ 7 A /L& LTROEAR T2 —H 7T —F % 1F

T D MERH Y £7,
day0 7 7 A NVERERTFTATB IO =Y 7T —=F L LTCRRBT DTN U E—T 2 AD
Bz IR L ET,
#cloud-config
users:
- name: admin # The user's login name
gecos: admin # The user name's real name
groups: esc-user # add admin to group esc-user
passwd: $6$saltsalt$9PDBehueUGAXTLE]6BFZASMDGh/XeQ6QPbf9HYLU3RIfHI1
# The hash -- not the password itself -- of the password you
want
# to use for this user. You can generate a safe hash
via:
# mkpasswd --method=SHA-512 --rounds=4096
lock-passwd: false # Defaults to true. Lock the password to disable password login
# Set to false if you want to password login
homedir: /home/admin # Optional. Set to the local path you want to use. Defaults to

/home/<username>
sudo: ALL=(ALL) ALL # Defaults to none. Set to the sudo string you want to use

ssh pwauth: True # Defaults to False. Set to True if you want to enable password
authentication for sshd.
write files:
# ESC Configuration
- path: /opt/cisco/esc/esc-config/esc-config.yaml
content: |
resources:
confd:
init_aaa users:
- key: c3NoLXJzYSBBQUFBQjNOemFDMX1jMkVBQUF
passwd: $6Srounds=40965adWFd7LUn2PEUPWtWP15tCD7p09%bae672T1
option: start-phaseO
escmanager:
open ports:
- '8080"
- '8443"
url:
- http://0.0.0.0:8080/ESCManager
- https://0.0.0.0:8443/ESCManager
esc_service:
type: group
# Params
- path: /opt/cisco/esc/esc-config/esc params.conf
content: |
default.active vim=CSP
default.enable cascade deletion=true
# Networking
- path: /etc/sysconfig/network-scripts/ifcfg-eth0
content: |
DEVICE="eth0O"
BOOTPROTO="none"
ONBOOT="yes"
TYPE="Ethernet"
USERCTL="yes"
IPADDR="VAR NETWORKO IPADDR"
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NETMASK:"VAR_NETWORKO_NETMASK"
GATEWAY:"VAR_NETWORKO_GATEWAY"
DEFROUTE="yes"
NM_CONTROLLED:"HO"
IPV6INIT="no"
IPV4_FAILURE_FATAL:"yeS"
bootcmd:
- [ cloud-init-per, once, disable ipv6_ethO, sh, -c, "echo net.ipvé6.conf.ethO.disable ipvé
=1 >> /etc/sysctl.conf"]
- [ cloud-init-per, once, update host name, sh, -c, "echo VAR LOCAL HOSTNAME >>
/etc/hostname && hostnamectl set-hostname VAR LOCAL HOSTNAME"]
- [ cloud-init-per, once, update hosts, sh, -c, "echo 127.0.0.1 VAR LOCAL HOSTNAME >>
/etc/hosts"]
- [ cloud-init-per, once, add name_ server, sh, -c, "echo nameserver VAR NAMESERVER IP
>> /etc/resolv.conf"]
- [ cloud-init-per, once, add ntp server, sh, -c, "echo server VAR NTP_SERVER iburst >>
/etc/ntp.conf"]

- [ cloud-init-per, once, enable ecdsa-sha2-nistp521, sh, -c, "/usr/bin/ssh-keygen -f
/etc/ssh/ssh host ecdsa 521 key -t ecdsa -b 521 -N ''"]

- [ cloud-init-per, once, enable ecdsa-sha2-nistp384, sh, -c, "/usr/bin/ssh-keygen -f
/etc/ssh/ssh host ecdsa 384 key -t ecdsa -b 384 -N ''"]

- [ cloud-init-per, once, enable ssh rsa, sh, -c, "sed -i '/ssh host rsa key/s/"#//g'
/etc/ssh/sshd config"]

runcmd:

- [ cloud-init-per, once, apply network config, sh, -c, "systemctl restart network"]
- [ cloud-init-per, once, stop_chronyd, sh, -c, "systemctl stop chronyd;systemctl disable
chronyd"]

- [ cloud-init-per, once, start ntp, sh, -c, "systemctl enable ntpd;systemctl start

ntpd"]

- [ cloud-init-per, once, set timezone, sh, -c, "timedatectl set-timezone VAR TIMEZONE"]

- [ cloud-init-per, once, confd keygen root, sh, -c, "/usr/bin/escadm confd keygen --user
root"]

- [ cloud-init-per, once, confd keygen admin, sh, -c, "/usr/bin/escadm confd keygen

—--user admin"]

- [ cloud-init-per, once, esc_service start, sh, -c, "chkconfig esc service on && service

esc_service start"] # You must include this line
day0 7 7 A VERERTA TEBI P2 =T =X L LRRBTIET 2T VA X —T A AD
B2 R LET,

ESC TlX, M IPv4 2L TA —H Ry bR_R—ZXDOYHR Y NT—T TR AR ETE
ij_o

#cloud-config

users:
- name: admin # The user's login name
gecos: admin # The user name's real name
groups: esc-user # add admin to group esc-user
passwd: $6$saltsalt$9PDBehueUG4AXTLE]6BFZASMDGh/XeQ6QPbf9HYLU3RifHI1
# The hash -- not the password itself -- of the password you
want
# to use for this user. You can generate a safe hash
via:
# mkpasswd --method=SHA-512 --rounds=4096
lock-passwd: false # Defaults to true. Lock the password to disable password login
# Set to false if you want to password login
homedir: /home/admin # Optional. Set to the local path you want to use. Defaults to

/home/<username>
sudo: ALL=(ALL) ALL # Defaults to none. Set to the sudo string you want to use

ssh pwauth: True # Defaults to False. Set to True if you want to enable password
authentication for sshd.

write files:

# ESC Configuration
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- path: /opt/cisco/esc/esc-config/esc-config.yaml
content: |
resources:
confd:
init aaa users:
- key: c3NoLXJzYSBBQUFBQJjNOemFDMX1jMkVBQUF
passwd: $6Srounds=4096$adWFd7LUn2PEUPWtWP15tCD7p09%bae672T1
option: start-phaseO
escmanager:
open_ports:
- '8080"
- '8443"
url:
- http://0.0.0.0:8080/ESCManager
- https://0.0.0.0:8443/ESCManager
esc_service:
type: group
# Params
- path: /opt/cisco/esc/esc-config/esc params.conf
content: |
default.active vim=CSP
default.enable cascade_deletion=true
# Networking
- path: /etc/sysconfig/network-scripts/ifcfg-eth0
content: |
DEVICE="eth0O"
BOOTPROTO="none"
ONBOOT="yes"
TYPE="Ethernet"
USERCTL="yes"
IPADDR:"VAR_NETWORKO_IPADDR"
NETMASK:"VAR_NETWORKO_NETMASK"
GATEWAY:"VAR_NETWORKO_GATEWAY"
DEFROUTE="yes"
NM_CONTROLLED:"HO"
IPVGINIT="no"
IPV4_FAILURE_FATAL:"yeS"
- path: /etc/sysconfig/network-scripts/ifcfg-ethl
content: |
DEVICE="ethl"
BOOTPROTO="none"
ONBOOT="yes"
TYPE="Ethernet"
USERCTL="yes"
IPADDR:"VAR_NETWORKI_IPADDR"
NETMASK:"VAR_NETWORKI_NETMASK"
GATEWAY:"VAR_NETWORKI_GATEWAY"
DEFROUTE="no"
NM_CONTROLLED:"HO"
IPVGINIT="no"
IPV4_FAILURE_FATAL:"yeS"
bootcmd:
- [ cloud-init-per, once, disable ipv6_ethO, sh, -c, "echo net.ipvé6.conf.ethO.disable ipvé
=1 >> /etc/sysctl.conf"]
- [ cloud-init-per, once, update host name, sh, -c, "echo VAR LOCAL HOSTNAME >>
/etc/hostname && hostnamectl set-hostname VAR LOCAL HOSTNAME"]
- [ cloud-init-per, once, update hosts, sh, -c, "echo 127.0.0.1 VAR LOCAL HOSTNAME >>
/etc/hosts"]
- [ cloud-init-per, once, add name_ server, sh, -c, "echo nameserver VAR NAMESERVER IP
>> /etc/resolv.conf"]
- [ cloud-init-per, once, add ntp server, sh, -c, "echo server VAR NTP_SERVER iburst >>
/etc/ntp.conf"]
- [ cloud-init-per, once, enable ecdsa-sha2-nistp521, sh, -c, "/usr/bin/ssh-keygen -f
/etc/ssh/ssh host ecdsa 521 key -t ecdsa -b 521 -N ''"]
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- [ cloud-init-per, once, enable ecdsa-sha2-nistp384, sh, -c, "/usr/bin/ssh-keygen -f
/etc/ssh/ssh host ecdsa 384 key -t ecdsa -b 384 -N ''"]

- [ cloud-init-per, once, enable ssh rsa, sh, -c, "sed -i '/ssh host rsa key/s/"#//g'
/etc/ssh/sshd config"]

runcmd:

- [ cloud-init-per, once, apply network config, sh, -c, "systemctl restart network"]

- [ cloud-init-per, once, stop_chronyd, sh, -c, "systemctl stop chronyd;systemctl disable
chronyd"]

- [ cloud-init-per, once, start ntp, sh, -c, "systemctl enable ntpd;systemctl start

ntpd"]

- [ cloud-init-per, once, set timezone, sh, -c, "timedatectl set-timezone VAR TIMEZONE"]
- [ cloud-init-per, once, confd keygen root, sh, -c, "/usr/bin/escadm confd keygen --user
root"]

- [ cloud-init-per, once, confd keygen admin, sh, -c, "/usr/bin/escadm confd keygen
—--user admin"]

- [ cloud-init-per, once, esc_service start, sh, -c, "chkconfig esc service on && service
esc_service start"] # You must include this line

day0 7 7 4 JLCERAT % ESC /AR T — FDER

Cloud-Tnitday0 7 7 A V& L TESC A VA XV A BT 54, /AT — KL, 7L—
VTHXRARTIE RNy Va2 L LTETHERS Y £7,

/\/\/:Lﬂjéﬂt/\XU**}‘é"ﬂzﬁi'é”é I%, mkpasswd > —/LZfEH LET, KIZ, mkpasswd
V=L EFH LT, Ny alb SN AT — REERT A0 2R LET,

~$ mkpasswd --method=SHA-512 --rounds=4096
Password:
$6Srounds=40965Y01 1pRsFOS$1 TS5SAMI6z8WENM] 8TKMAInbl giweb/UChmrsQs3aspx87 . yUuuhxKk2XScOkerixpgDSFOSLECS5kz TS5t 2xGKLL

FIE

CSPADAI—HFT—2IT7/4ILDT7yTA—FK

ESC # B+ 2101, 2—VFT—H 757 AV EFTCSP /—RNIZT v 7 u—RKTAH30END
nE9,

CE) AA—Tlday0 7 7ANET v7a— RT5H/3RF, RO LBV TT, /osp/repository
scp user-data-esc admin@<CSP_IP ADDRESS>:/osp/repository

ESC VM )R RE
ESCVM Z7HR A 45 CSP / — FIZEREEND LI ICREEZWET ILENDH Y £,

/k_\ TN A L E—T e AFAORERT—ZETF N ERLET, TaT Al EZ—TxA
iﬁ/\bi 2ODA K — 7:1:4’?(7%3?)@&@— <name>ESC-SA-2-IF</name>

<?xml version="1.0"?2>
<services xmlns="http://www.cisco.com/ns/test/service">
<service>
<name>VAR_SERVICE_NAME</name>
<memory>8192</memory> <!-- minimum 8G -->
<numcpu>4</numcpu> <!-- minimum 4 -->
<disk size>30.0</disk size> <!-- minimum 30G -->
<disk-resize>true</disk-resize>
<iso name>ESC-5 0 0 xxx</iso name> <!-- the name of the ESC image already on the CSP
__> - -0 -
<power>on</power>
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<ip>172.20.117.40</ip>

<!-- add the ip for display in the CSP web/console interfaces -->
<vnc_password>passwordl</vnc password>
<!-- to secure the VNC console session -->
<vnics>
<!-- This interface aligns with ethO in the user-data file -->
<vnic>
<nic>0</nic>
<vlan>1</vlan>

<tagged>false</tagged>

<type>access</type>

<passthrough mode>none</passthrough mode>

<model>virtio</model>

<network name>VAR NETWORKO NAME</network name>
</vnic>
<!-- This interface aligns with ethl in the user-data file -->
<!-- If not using 2 interfaces, this vnic block can be removed -->
<vnic>

<nic>1</nic>

<vlan>1</vlan>

<tagged>false</tagged>

<type>access</type>

<passthrough mode>none</passthrough mode>

<model>virtio</model>

<network name>VAR NETWORK1 NAME</network name>

</vnic>
</vnics>
<disk type>ide</disk type>
<day0_filename>user-data-esc</day0_filename> <!-- this name MUST match the name of
the file that was copied to the CSP -->
<dayO-dest-filename>user-data</day0-dest-filename> <!-- mandatory value -->
<dayO-volume-id>cidata</day0-volume-id> <!-- mandatory value -->
</service>
</services>
BREDEE

(ConfD &™) Netconf => Y —/ LV Z&FEH LT, CSP /— KTESC #/E L E7,

$ netconf-console --port=2022 --host=<CSP_IP_ADDRESS> --user=CSP_ADMIN USERNAME
--password=CSP_ADMIN PASSWORD --edit-config=deployESCHAl.xml

HA OE1E, 2B B D ESC OB ELXFFAH L Ca~vy RegyiKLET,
VIM a7 2 DEHTE
ESC @ L7256, VIM a7 X &R ELE T,

CSPICESCH#A VA M—NTBE. T 74/ T VIM 2327 ZXBEMENEH A, VNF
PEBET AL, VIM 237 X E2ERTH2LERH Y £,

VIM 39 42 MM

A VA M= NAHEDOVIM AR 7 X OFE, BELOVIM 27 X OFBEROEAIZOWTIE,  [Cisco
Elastic Services Controller User Guidell @ [Managing VIM Connectors] &2 LT 72 &0,
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ESCHA 79 T4 TIRZ N DA VA =)L
CSPIZESC A A b=/ T 5HIT1E, day0 RIEZ 7 A /L& LTROEA T2 —H T —F % 1F
KT AMNENRHY £, HAOBEIX, VMZ L1207 7 A VEERTH2HEND D £97,
day0 7 7 A VT % ESC /XA U — ROLERRIZHOWTIL, ldayd 7 7 4 L TEAT % ESC
INAT—FOER] k7 a 2B L TLEEN,
WIZ, BRERTATBLVOP2—YF—% L LTdayd 7 7 A L&k 3% 7 — K 1 {2 ESC HA
TIT A TIARZ N, A VA M= DB ERLET,

user-data sample - HA Node 1
#cloud-config

users:
- name: admin # The user's login name
gecos: admin # The user name's real name
groups: esc-user # add admin to group esc-user
passwd: $6S$saltsalt$9PDBehueUGAXTLE]6BFZASMDGh/XeQ6QPbf9HYLU3RifHI1
# The hash -- not the password itself -- of the password you
want
# to use for this user. You can generate a safe hash
via:
# mkpasswd --method=SHA-512 --rounds=4096
lock-passwd: false # Defaults to true. Lock the password to disable password login
# Set to false if you want to password login
homedir: /home/admin # Optional. Set to the local path you want to use. Defaults to

/home/<username>
sudo: ALL=(ALL) ALL # Defaults to none. Set to the sudo string you want to use

ssh pwauth: True # Defaults to False. Set to True if you want to enable password
authentication for sshd.

write files:
# ESC Configuration
- path: /opt/cisco/esc/esc-config/esc-cfg.yaml

content: |
ha:
vri: VARiNETWORKoiKADVRI
mode: drbd
vip: VARiNETWORKoiKADVIP
vif: ethO
nodes:

- ipaddr: VAR NETWORKO IPADDR
- ipaddr: VAR NETWORKO IPADDR2
confd:
init aaa users:
- name: admin
passwd: $6$rounds=4096$adWFd7LUN2PEUPWtWP15tCD7p09%bae672T1
escmanager:
open ports:
- '8080"
- '8443"
url:
- http://0.0.0.0:8080/ESCManager
- https://0.0.0.0:8443/ESCManager
esc_service: {}
# Params
- path: /opt/cisco/esc/esc-config/esc params.conf
content: |
default.active vim=CSP
default.enable cascade deletion=true
# Networking
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- path: /etc/sysconfig/network-scripts/ifcfg-eth0
content: |
DEVICE="eth0O"
BOOTPROTO="none"
ONBOOT="yes"
TYPE="Ethernet"
USERCTL="yes"
IPADDR:"VAR_NETWORKO_IPADDR"
NETMASK:"VAR_NETWORKO_NETMASK"
GATEWAY:"VAR_NETWORKO_GATEWAY"
DEFROUTE="yes"
IPV6INIT="no"
IPV4_FAILURE_FATAL:"yeS"
bootcmd:
- [ cloud-init-per, once, disable ipv6_ethO, sh, -c, "echo net.ipvé6.conf.ethO.disable ipvé
=1 >> /etc/sysctl.conf"]
- [ cloud-init-per, once, update host name, sh, -c, "echo VAR LOCAL HOSTNAME >>
/etc/hostname && hostnamectl set-hostname VAR LOCAL HOSTNAME"]

- [ cloud-init-per, once, update hosts, sh, -c, "echo 127.0.0.1 VAR LOCAL HOSTNAME >>

/etc/hosts"]

- [ cloud-init-per, once, add name_ server, sh, -c, "echo nameserver VAR NAMESERVER IP

>> /etc/resolv.conf"]

- [ cloud-init-per, once, add ntp server, sh, -c, "echo server VAR NTP_SERVER iburst >>
/etc/ntp.conf"]

- [ cloud-init-per, once, enable ecdsa-sha2-nistp521, sh, -c, "/usr/bin/ssh-keygen -f

/etc/ssh/ssh host ecdsa 521 key -t ecdsa -b 521 -N ''"]

- [ cloud-init-per, once, enable ecdsa-sha2-nistp384, sh, -c, "/usr/bin/ssh-keygen -f

/etc/ssh/ssh host ecdsa 384 key -t ecdsa -b 384 -N ''"]

- [ cloud-init-per, once, enable ssh rsa, sh, -c, "sed -i '/ssh host rsa key/s/"#//g'

/etc/ssh/sshd config"]

runcmd:

- [ cloud-init-per, once, apply network config, sh, -c, "systemctl restart network"]

- [ cloud-init-per, once, stop_chronyd, sh, -c, "systemctl stop chronyd;systemctl disable
chronyd"]

- [ cloud-init-per, once, start ntp, sh, -c, "systemctl enable ntpd;systemctl start

ntpd"]

- [ cloud-init-per, once, set timezone, sh, -c, "timedatectl set-timezone VAR TIMEZONE"]

- [ cloud-init-per, once, confd keygen root, sh, -c, "/usr/bin/escadm confd keygen --user
root"]

- [ cloud-init-per, once, confd keygen admin, sh, -c, "/usr/bin/escadm confd keygen

—--user admin"]
- [ cloud-init-per, once, esc_service start, sh, -c, "chkconfig esc service on && service

esc_service start"] # You must include this line

FIE

CSPADAI—HYT—R2IT7AIILOT7vFO—F

ESC # B+ 2101, 2—VFT—H 757 ANV EFTCSP /—RNIZT v 7 u—RKTAH30END
D E£9,

CE) AA—Tlday07 7 ANET v7a— RT5H/ 3%, RO LBV TT, /osp/repository

scp user-data-esc-ha-1 CSP_ADMIN USERNAME@<CSP_IP_ADDRESS>:/osp/repository

scp user-data-esc-ha-2 CSP_ADMIN USERNAME@<CSP_IP_ADDRESS>:/osp/repository

ESC VM )R RE
ESCVM Z7HR A 45 CSP / — FIZEREEND L) ICREEZTRET DLENDH Y £,
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ESCHA7 & 74 /28 v i1 D4 vz b— [

W2, J—FR1TOESCHA TV T 4 TIAZ A DREETF —XEF NV ERLET,

deployESC-HA-1.xml

<?xml version="1.0"?2>

<services xmlns="http://www.cisco.com/ns/test/service">
<service>

<name>VAR_SERVICE_NAME</name>

<memory>8192</memory> <!-- minimum 8G -->

<numcpu>4</numcpu> <!-- minimum 4 -->

<disk size>30.0</disk size> <!-- minimum 30G -->

<disk-resize>true</disk-resize>

<iso name>ESC-5 0 0 xxx</iso name> <!-- the name of the ESC image already on the CSP

-—>

<power>on</power>
<ip>172.20.117.40</ip>

<!-- add the ip for display in the CSP web/console interfaces -->
<vnc_password>passwordl</vnc_ password>
<!-- to secure the VNC console session —-->
<vnics>
<!-- This interface aligns with eth0O in the user-data file -->
<vnic>
<nic>0</nic>
<vlan>1</vlan>

<tagged>false</tagged>

<type>access</type>

<passthrough mode>none</passthrough mode>

<model>virtio</model>

<network name>VAR NETWORKO NAME</network name>
</vnic>
<!-- This interface aligns with ethl in the user-data file -->
<!-- If not using 2 interfaces, this vnic block can be removed -->
<vnic>

<nic>1</nic>

<vlan>1</vlan>

<tagged>false</tagged>

<type>access</type>

<passthrough mode>none</passthrough mode>

<model>virtio</model>

<network name>VAR NETWORKl NAME</network name>

</vnic>
</vnics>
<disk type>ide</disk type>
<day0_ filename>user-data-esc</day0_ filename> <!-- this name MUST match the name of
the file that was copied to the CSP -->
<dayO-dest-filename>user-data</day0-dest-filename> <!-- mandatory value -->
<dayO-volume-id>cidata</day0-volume-id> <!-- mandatory value -->
</service>
</services>

W2, J—FR2TOESCHA TV F 4 TIAZ A DT — X EF NV ERLET,

deployESC-HA-2.xml

deployESC-HA-1.xml

<?xml version="1.0"?2>

<services xmlns="http://www.cisco.com/ns/test/service">
<service>

<name>VAR SERVICE NAME</name>

<memory>8192</memory> <!-- minimum 8G -->

<numcpu>4</numcpu> <!-- minimum 4 -->

<disk size>30.0</disk size> <!-- minimum 30G -->

<disk-resize>true</disk-resize>

<iso name>ESC-5 0 0 xxx</iso name> <!-- the name of the ESC image already on the CSP

-—>

<power>on</power>
<ip>172.20.117.40</ip>
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B scoarssozevnqnrozr—n

ATvT3

ATy T4

ATy TH

<!-- add the ip for display in the CSP web/console interfaces -->
<vnc_password>passwordl</vnc_ password>
<!-- to secure the VNC console session -->
<vnics>
<!-- This interface aligns with ethO in the user-data file -->
<vnic>
<nic>0</nic>
<vlan>1</vlan>

<tagged>false</tagged>

<type>access</type>

<passthrough mode>none</passthrough mode>

<model>virtio</model>

<network name>VAR NETWORKO NAME</network name>
</vnic>
<!-- This interface aligns with ethl in the user-data file -->
<!-- If not using 2 interfaces, this vnic block can be removed -->
<vnic>

<nic>1</nic>

<vlan>1</vlan>

<tagged>false</tagged>

<type>access</type>

<passthrough mode>none</passthrough mode>

<model>virtio</model>

<network name>VAR NETWORK1 NAME</network name>

</vnic>
</vnics>
<disk type>ide</disk type>
<day0_ filename>user-data-esc</day0_filename> <!-- this name MUST match the name of
the file that was copied to the CSP -->
<dayO-dest-filename>user-data</day0-dest-filename> <!-- mandatory value -->
<dayO-volume-id>cidata</day0-volume-id> <!-- mandatory value -->
</service>
</services>
BREDEE

(ConfD &™) Netconf = >V —/V&FEH LT, CSP /— KTESC #/E L E7,

$ netconf-console --port=2022 --host=<CSP_IP_ADDRESS> --user=<CSP_ADMIN USERNAME>
--password=<CSP_ADMIN PASSWORD> --edit-config=deployESC-HA-1.xml

$ netconf-console --port=2022 --host=<CSP_IP_ADDRESS> --user=<CSP_ADMIN USERNAME>
--password=<CSP_ADMIN PASSWORD> --edit-config=deployESC-HA-2.xml

VIM O3 2 DEKRE
ESC BNEEI L6, VIM a3 7 X2 RELET,

CSPICESCH#A VA M—T5E. T 74/ T VIM 227 ZIXBEMENEH A, VNF
FEBT AL, VIM a3 7 X E2ERTALERH Y £,

VIM a9 2 Mi1EM

A VA M= NAEDOVIM IR 7 X OFRE, BELOVIM 227 X OFBOEAIZOWTIE,  [Cisco
Elastic Services Controller User Guidell ® [Managing VIM Connectors] %2 L T< 72 X0,
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csP2100 > TLT 7 A LcEAShaEHUZ

CSP2100 DY > T T 7A I THERAEINBZZEHY X

D= F—H T A NEAERT HHAR ESC ARET 55 A. YT T s A LTS R

TWDLROEL Y A b OMEEERT DLENRHY 7,

R2:EHIA b

P

S]]

VAR TIMEZONE

ESCZ/ vy /7 TEH SN XA LY —

VAR_SERVICE NAME

CSP @ ESC —E x4,

VAR_NTP_SERVER

NTP #—/"D P T KL X

VAR_NETWORK1 NETMASK

ethl { > X —T =2 A ADF v h~RA7 (F=
TNA v H—TxA A ESC)

VAR NETWORK1 NAME

ESC D ethl A > % —7 = A ANTE(ET S CSP
toxy V-4 (TaTAAL v H—Tx
4 A ESC)

VAR NETWORK1 IPADDR

ethl f 2 X —T 2 ZADIPT FL A (Fa7
A B —T x4 A ESC)

VAR NETWORK!1 GATEWAY

ethl f > Z—T A ZADHF— T xA (F=
TIA A —T A A ESC)

VAR NETWORKO NETMASK

ethO f VX —T =2 ADX Yy h~ ARV

VAR _NETWORKO NAME

ESC @ eth0 £ > % — 7 = A AN{FELET 5 CSP
toxry vNU—s4

VAR NETWORKO KADVRI

HA IZfEfl &5 VRRP ID, HA X7 D%~

Fy NWT—ETHOIMNERH Y, WHDESC
THEHAENTWAS LD L [F UETH HLEN
HoET,

HPEIT 1~ 254 T,

VAR NETWORKO KADVIP

BUEDT 77 4 7 ESC IZHEft 3 % HA X7 D
VIP

VAR NETWORKO IPADDR2

MO ESC Deth0 A > ¥ —7 = A AZE Y Y4
SN7-IPT RLA

VAR NETWORKO IPADDR

ESCOIPT RL A (eth0 A > & —7 = A R)

VAR _NETWORKO GATEWAY

ethO f VX —T =2 A ADF—FTxA
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B csravovTiorricaRshaEHIR -

THA B&#

VAR _NAMESERVER_IP DNS #— D IP 7 KL &

VAR _LOCAL HOSTNAME ESC D7k A 4
CSP_IP_ADDRESS 4% CSP2100 D IP 7 K L A
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.18
=5 =0

AR R=ILEDZFRY

ZOFEF, WO THMEINTHET,

GE)  cloud-initday-0 2> 7 4 X2 b—a v 7y A VEEETLHEIT. [E L2V (donotedit) ]
Avbt—VEBHTLIZ L EBEIOLET,

e ESC XA U — RDOZET (123 X—)

» Cisco Elastic Services Controller CTOFF i FIRE/RFRFEE Y = —/L (PAM) ¥R — FDOFRE (
128 ~—¥)

» Cisco Elastic Services Controller % ID EL 7 Z 4 7 & LT EE (130 *—Y)

« REST ZLROFERE (132 ~—2)

* OpenStack © 7' A EHMOEE (135 ~—)

« ESC AR~ v v DOFHRE (141 ~—)

«BSCRRE LMDA A b —NARBAEDOHER (145 X—2)

«ESC R—& L~pa A (147 2—)

ESC/\XTJ—FKDZEHE

wEla 7 A VREHZIE, T 7 A0 ONAY — RERHICERT T 20BN’ H Y £9, A—F /L
TlE, ZOFEENARANZATLHZLIEITES, 774NV EONRAY—REEEFTLHETIO
NR=VIZRVFET, "ATV—REDOTER L%, 207 aryTHRAISNTWS RIRZ
BHL TSR —REAERTEET, Flo, 2—FPERO T T U FELITFY T E2FF-o T 5
A, FRERLa—FR2 86U Eoa s a—20nbu 24 LTWAES, 2—FD1 A
MWNRAT— REERTLHE, AN A7 E, HLWWRRAT—REFANTDHEHITRD
bNET, =Py ra rOoFHHRIT 1IN THLD, 2—FRR—F L TI1FMT 7
T4 T TRWGE, A2 Tty a YEBIRDNICL, 2—FIEEe A T 50NERD
DET, NRAT—REENTHEIE. NAUV—REZFHLZY, U NERLEZD TS
EHLTEET,

ZITIE, NRT = REEETHHEHOVTHHALET,
REST D :
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IR e

AYRb=LEDERY |
7 4 X%{#EF L 1= ConfD Netconf/CLI EIBE /XX T— KDLEE

sudo escadm rest set —--username {USERNAME} --password {PASSWORD}

ETSI O :

sudo escadm etsi set --rest user {USERNAME:PASSWORD}

AT RSA A3 —T 24 A%EFEALT=ConfD Netconf/CLI EIEEZ /R T — FDZEHE

ATy T

ATy T2

ATvT3

ATvT4

ATy TH

ESC %A VA h—/L L. Confd EHE AT — REEFTHI21E. ROFIEEZFETLE
KR

ESC U U—A 54 LI TlE, confd cli 72 & ® confd =2~ R&EITTE A, confd cli-u
admin %, sshadmin@localhost -p2024 =~ > RICEE#z 5N E T,

ESC DA > A F—/LOFERIZ OV TIX, [QCOW A A — % {# ] L 7= Cisco Elastic Services
Controller DA > Z h—/1]] ZBRLTLIZEW,

BHET T RO confDcli lZ7 7B AT AICiX,. ROFIEZETLET,

admin@esc$ ssh admin@localhost -p 2024
admin@localhost's password: ******x*

admin connected from 127.0.0.1 using ssh on esc
admin@esc>

FIE

ESCVM ica /A4 LE7,

$ ssh USERNAME@ESC IP

BHEL—FITH B ET,

[admin@esc-ha-0 esc]$ sudo bash
[sudo] password for admin:

ConfDCLI Zu— KL £,

$ /opt/cisco/esc/confd/bin/ssh admin@localhost -p 2024

BLWEHENAZAT —RERELET,

$ configure
$ set aaa authentication users user admin password <new password>

EHENEZRIFLET,

$ commit
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| 12 =105z
ESC (24517 % ContD AR Y EA1—4 7 L—ToteR [

ESC &7 % ConfD DFEAHEY ERL—F T IL—TDER

ESC @ ConfD /&, readonly & W) ZFIOF LW IL—T%2EATHZ L THbENTHET,
A B TV —T DA L N—DEEX, HEREBUSGT 5750 T, MEBEEETLHZ L1ET
X FH A,

Bootvm D11 —/L4 & LT [lreadonly)] ZfEHCTEE3, DAL, ConfD T2 AD=2—H%E1E
KT D HEERLTOWET, | DIIEHEHEH T, &5 1 DE@EAm0 HEHTT,

# bootvm.py name-500-105-100 --user confd pass admin:admin --user confd pass
readonly:readonly::readonly --user pass admin:admin --image ESC-5 0 0 105 --net network
HA A/A TlX, aa-day0.yaml ® 27 /L —7%4 & LC [readonly] i C&E 9, MBI/ F
—é‘o

confd:

init_aaa_ users:
- group: readonly
name: admin
passwd: $6Srounds=4096$Ps1JIjKihRTFS$fo8XPBXxwEHJWWENiXDnO269r 1 hAxAhWRC
PBfGnZxylgM3QMxcN8jJ6guiWt9Bu. ZkWdPt3hr00ghO73Wr31iDHbO

ESCvm 2NEBH SN 721412, confd DFtA MY 22— 21ERT 252 b T E9, ROTFIA
Tix, Ttest] &I ARID confd FiAH D BEH 2 —H & Ttest] &I XA T— REER L E
7,

[root@name-500-155 admin]# /opt/cisco/esc/confd/bin/ssh admin@localhost -p 2024
admin connected from 127.0.0.1 using console on name-500-155

admin@name-500-155> configure

Entering configuration mode private

[0k][2019-12-06 18:17:39]

[edit]

admin@name-500-155% set aaa authentication users user test uid 9000 gid 9000 password
$0$test homedir /var/confd/homes/test ssh keydir /var/confd/homes/test/.ssh
[0k][2019-12-06 18:19:15]

[edit]

admin@name-500-155% set nacm groups group readonly user-name test
[0k][2019-12-06 18:19:41]

[edit]

admin@name-500-155% commit

Commit complete.

[0k][2019-12-06 18:19:47]

[edit]

admin@name-500-155%

FOBMVBHEH 22— L LT, VE—FTConfDIZT 7R THZ L TEET,

name@my-server-39:~$ ssh -p 2024 readonly@172.29.0.57
readonly@172.29.0.57's password:
readonly connected from 172.16.103.46 using ssh on name-500-156
readonly@name-500-156> configure
Entering configuration mode private
[0k][2019-12-13 16:15:33]
[edit]
readonly@name-500-156% show esc_datamodel
tenants {
tenant admin {
description "Built-in Admin Tenant";
managed resource false;
vim mapping true;
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B invrrosronszo—rozE

[0k][2019-12-13 16:15:38]
[edit]

ALY BHAO ConfD 7 /V—F TSN, BRMEREZVE LT 5546, ConfD @ ESC b
T I RAERELT —NEEENET, RIT, T7RBRIEET =X v —V0BE R LET,

$ esc nc_cli --user readonly --password ****** edit-config dep.xml

Configure

/opt/cisco/esc/confd/bin/netconf-console --port=830 --host=127.0.0.1 --user=readonly
—--password=****** ——edit-config=/tmp/d.xml

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="1">
<rpc-error>
<error-type>application</error-type>
<error-tag>access-denied</error-tag>
<error-severity>error</error-severity>
</rpc-error>
</rpc-reply>

ESC A PAM/IDM {42 L O ICRESNTWAEHEAIT, RO LI LET, IDM P — 3D
TN—71%, ConfD DI N —TF I\ CEBE~ vy 7 ENET, Lo T, HiAmly) BEHa—
X, IDM Z /v —7 Treadonly] IZ¥ v B 7T HMLENRH Y 7,

RICH 2R L ET,

$ ipa group-find =--all readonly

dn: cn=readonly,cn=groups,cn=accounts,dc=linuxsysadmins,dc=local

Group name: readonly

GID: 5003

Member users: readonly

ipantsecurityidentifier: S-1-5-21-2222126199-2113948134-574478857-1003

ipauniqueid: 858b8cda-0d34-1lea-bca8-525400b29cl9

objectclass: top, groupofnames, nestedgroup, ipausergroup, ipaobject, posixgroup,
ipantgroupattrs

Linux 7H9 2 FD/ISRAT—FKDEHE

FIE

ATvF1 ESCVMIZu /A4 v LET,

$ ssh USERNAMEQESC IP

ATV T2 TUELRNRRAT— REEHEIIEKRT A0, koa<r REFEHLET,

/usr/bin/pwgcheck
/usr/bin/pwggen
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ESC R—BJL/ISRT— FOER .

ESC R—A JLINRTD— FKDLEHE
2—HFE, TN NOBEREARNRT— REFEHELITV Yy hTXFET,

FIE

ATFYyF1 ESCVMicu /A4 v LET,
ATy T2 —bra—FichvEZLET,
RAT9T3 TT74)N NOFEHENRAT— RELHT L0, E120E7 VX AR AT — REART 5120,
RONT IO EEERLET,
e Bscadm =—7 ¢ U7 ¢ ZfHH :

T 74N FOEHE/NAY — K (admin/Fsrkreis) 2 B 554

[root@anyname-v44-52 admin]# sudo escadm portal set --username admin --password
Kk kKKK kK

Successfully updated password for username admin

TG U DRI AT — REART LA

[root@anyname-v44-52 admin]# sudo escadm portal set --username admin
Would you like to use the generated password: "Accentbomit&Wide"?[y|nly
Successfully updated password for username admin

--must_changeZ#ix, kD 7' A VRIS AY — REERT L K5 2 —HFICBERLE T,
--must_change 844 1%, REST = —¥ (23 S E A,

[root@anyname-v44-52 admin]# sudo escadm portal set --username admin --must change

Would you like to use the generated password: "Rainy4Dozen&Behave"?[yInly
Successfully reset password for username admin. User must change the password at the
next login.

FBEDNAT—RZUty b

[root@anyname-v44-52 admin]# sudo escadm portal set --username admin --password
*¥xk*xxkk* —-—must change

Successfully reset password for username admin. User must change the password at the
next login.

bootvm <> KT A &M :

--user _portal pass admin:<new password>
« ESC R—H VA&l
1L 2=FHENRAT—=ReMH L TESC R—Ficu s LET,

2. FEF =V arA=a—D[TH T hOFRE (Accounts Settings) | 2R L 9,

3. [HVWw¥RYT—FK (Old Password) ] 7 4 —/L RIZHWRAT— K& AL, [H LR
AT — R (NewPassword) | B L ON[/XAT— FOHEFR (Confirm Password) ] 7 1 — /L
RIZEHLWRRT—RKE AN LET,
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2% L
. Cisco Elastic Services Controller TOEFATEA R E S 2 —/L (PAM) H7R— FDEERTE

4. [7SAU— R&ZEH (Update Password) ] %27 U v 7 LET,

Cisco Elastic Services Controller TOERRRIBELFREETE
a—J)L (PAM) HYR— FDERTE

ESC #— Ut X &g E LT, ESC O —HFRFEIZAE M AT RE/RFRFEE Y = —/L (PAM) %] T
& $£9, PAM % ¥ 7R — b9 3 Cisco Elastic Services Z {195 &, ESC T LDAP #HiE% B2
THZEHLTEET, PAMMBREINTWARWEA, ESCIZESCH—ERZTLIZT 740 1
DIFEST A Z G S E M LET, RORKIZ, 4 ESCH—E Rk LT PAM SGEZ A0S
Lavy ReRrLET,

% 3:ESCH—E XD PAM DE%E

ESCH—EX/avHR—F 2 b PAM ZEEEZEREY 5T

ESCManager RESTA v Z—T =A A) sudo escadm escmanager set --auth

PAM:<pam_service name>

ESC Monitor (~~/L A API) sudo escadm monitor set --auth

PAM:<pam_service name>

Confd sudo escadm confd set --auth

PAM:<pam_ service name>

— X ) sudo escadm portal set --auth

PAM:<pam_ service name>

ETSI sudo escadm etsi set —-pam service

<pam_service_ name>

\}

Gx) *« ESC VM N TFEITEN 5 SSHD h—E XX, T CIZPAM #FGiE%E T 7 4 /L N TEHEHA LTV
iﬁ—o

c VWTRAO T A= b PAM Y — B R EHRERE T PAM GBAE A E L723hE. ESC
1277 4/ hTPAM #—E & [system-auth] (2720 £,

PAM 2RI —ERDBEEELA—H I IL—T

ZESCH—t 2 (L) 1%, BEM T S372 PAM 3BGERE & . FFEDT 7 & Al 2 2k
TEH—=YPITN—TR"HY £, 22—V 7 )L—71% /etc/group 7 7 A NV TEZEEINET,
BHHEL—PFIE, TRTOIN—T DAL R—TT,
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ESCH#—E z/a > K—%> b~d PAM 1—¥0iem ]

R4 PAMBSIH—ERDBEELI—H I IL—T

[etc/group /etc/pam.d
portal-user:x:1002:admin portal-auth
rest-user:x:1003:admin rest-auth
confd-user:x:1004:admin confd-auth
etsi-user:x:1005:admin etsi-auth
health-user:x:1006:admin health-auth

=& 21X, ~LVAAPI O PAMFBEEA R EL ., ~NAZ—F T )IL—T DT 7 A2 HIRd
DI, koa<wr REFITLET,

$ sudo escadm monitor set --auth PAM:health-auth

ESC configuration was changed and saved automatically. They will take effect once you
restart ESC service by running "sudo escadm restart"

ESC 22 R—F > h~D PAM —HF DB DWW TiX, ESCH—ER/a R —F3> b ~D
PAM —H DB (129 <X—¥) 2L TS0,

ESCH—EX/aAVR—FR2 bADPAM 1—HDEN

KD EBSC Y —E AT N—TIZ PAM 2—F & BMTE E7,
* rest-user
» confd-user
* portal-user
* etsi-user

* health-user

WOFENEZEITL T, PAM 2 —F % ESC YV —E R/arR—x > MIEMLET,

FIE

ATw 71 ESCVMIZu s/ A LFET,

ATFvT2 Roa<v REEHAL T, PAMa—H%&2BML £,

sudo passwd pamuser
Changing password for user pamuser.
New password:
Retype new password:
passwd: all authentication tokens updated successfully.

ATY T3 kOa<vr RafHA LT, PAM2—%% ESC V—ER/aVKR—3 7 —7IZBMLE

B
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sudo usermod -a -G <ESC Service Group> pamuser

GE)  PAM=—W(, Confd ¥ — b RADEHE F -3 A A7 L — 71BN 5 %3
NH FJ,

Cisco Elastic Services Controller Z ID EX 0 S A7 > k&

LT

A
X B

AR EH
IDEFI TAT b (IDM) V—NEEH L TBET CTHDZ 2R LET,

* ESC CDNS Y — D BEREEICH D Z & 2l L E 3, DNS — 03B {8+, ESC 1 >
AH AT A N EEH L CTIDM b — N t565 L FE T,

WOHIL, ESC (esc-client-500.linuxsysadmins.local) 7% IDM #—/3 (idmns.linuxsysadmins.local)
WZEET DR EZRLTWET,

[root@esc-client-500 admin]# ping idmns

PING idmns.linuxsysadmins.local (192.168.222.176) 56(84) bytes of data.

64 bytes from idmns.linuxsysadmins.local (192.168.221.176): icmp seg=1 ttl=64 time=0.492
ms

64 bytes from idmns.linuxsysadmins.local (192.168.221.176): icmp seg=2 ttl=64 time=0.457
ms

64 bytes from idmns.linuxsysadmins.local (192.168.221.176): icmp seg=3 ttl=64 time=0.645
ms

IDM (T sssd Z i L CRRETE £77, IDM H— N L4 2 726012 ESC ¥ — B A DFIE % B
BT AT I%. ESC @ PAM § E774/VT\ /etc/pam.d/syste-auth, system-auth-esc-sssd &
*Elﬁzbij—o

# cd /etc/pam.d

# 1In -sf system-auth-esc-sssd system-auth

# 1s -al /etc/pam.d/system-auth

lrwxrwxrwx. 1 root root 20 Nov 13 00:39 /etc/pam.d/system-auth -> system-auth-esc-sssd

% ESCH—E AKX L CIDMRBiE 2 AT 57200 a~<wy R—E2ROELIRLET,

=R 5:ESCH—EXRIZxtT 5 IDMDHRFE

ESCH—ERXR/aviR—xx>bavT R avw R

ESCManager # sudo escadm escmanager set --auth
PAM:system-auth-esc-sssd

ETSI # sudo escadm etsi set --pam_service

system-auth-esc-sssd

ConfD # sudo escadm confd set --auth
PAM:system-auth-esc-sssd
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DR —ELUVEEY 547> k& LT Cisco Elastic Services Controller D% E .

DR —BLXUVEEY A4 7> k& LT Cisco Elastic Services

Controller M

I_._l

=

ESCA27 AT T AT AR —BLOERSF4 T b QPA) 7 74T FE LTHRET
BITiE, D<=y REFETFLET,

ipa-client-install

WIZ, IPA 27 A4 T & LTESC 2R ETHHEZRLET,

[root@esc-client-500 admin]# ipa-client-install --domain linuxsysadmins.local --server
idmns.linuxsysadmins.local --realm LINUXSYSADMINS.LOCAL

WARNING: ntpd time&date synchronization service will not be configured as

conflicting service (chronyd) is enabled

Use —--force-ntpd option to disable it and force configuration of ntpd

Autodiscovery of servers for failover cannot work with this configuration.

If you proceed with the installation, services will be configured to always access the

discovered server for all operations and will not fail over to other servers in case of
failure.

Proceed with fixed values and no DNS discovery? [no]: yes

Client hostname: esc-client-500.linuxsysadmins.local

Realm: LINUXSYSADMINS.LOCAL

DNS Domain: linuxsysadmins.local

IPA Server: idmns.linuxsysadmins.local

BaseDN: dc=linuxsysadmins,dc=local

Continue to configure the system with these values? [no]: yes
Skipping synchronizing time with NTP server.
User authorized to enroll computers: admin
Password for admin@LINUXSYSADMINS.LOCAL:
Successfully retrieved CA cert
Subject: CN=Certificate Authority,O=LINUXSYSADMINS.LOCAL
Issuer: CN=Certificate Authority,O=LINUXSYSADMINS.LOCAL
Valid From: 2019-11-12 23:23:32
Valid Until: 2039-11-12 23:23:32

Enrolled in IPA realm LINUXSYSADMINS.LOCAL

Created /etc/ipa/default.conf

Configured sudoers in /etc/nsswitch.conf

Configured /etc/sssd/sssd.conf

Configured /etc/krb5.conf for IPA realm LINUXSYSADMINS.LOCAL

trying https://idmns.linuxsysadmins.local/ipa/json

[try 1]: Forwarding 'schema' to json server 'https://idmns.linuxsysadmins.local/ipa/json'
trying https://idmns.linuxsysadmins.local/ipa/session/json

[try 1]: Forwarding 'ping' to Jjson server
'https://idmns.linuxsysadmins.local/ipa/session/json’
[try 1]: Forwarding 'ca_ is enabled' to json server

'https://idmns.linuxsysadmins.local/ipa/session/json’
Systemwide CA database updated.

Adding SSH public key from /etc/ssh/ssh host ecdsa 521 key.pub
Adding SSH public key from /etc/ssh/ssh host ecdsa 384 key.pub
Adding SSH public key from /etc/ssh/ssh host rsa key.pub
Adding SSH public key from /etc/ssh/ssh host ed25519 key.pub
Adding SSH public key from /etc/ssh/ssh host ecdsa key.pub
[try 1]: Forwarding 'host mod' to json server
'https://idmns.linuxsysadmins.local/ipa/session/json’

Could not update DNS SSHFP records.

SSSD enabled

Configured /etc/openldap/ldap.conf

Configured /etc/ssh/ssh config

Configured /etc/ssh/sshd config
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Configuring linuxsysadmins.local as NIS domain.
Client configuration complete.
The ipa-client-install command was successful

REST 25k MER5LE

REST

Aol

ESC REST 33 JUNETSIREST API %, HTTP oK 7 7 AFERE=HH L £7, Z DA, ESC
7747 MME, RESTERZITH & Xl —HP 4 ENRRTU— RERETIVNERNDH Y 7,
2L L 2T — R, ¥ﬁ$’Bm%$?1VZ~Féhiﬁ%\H%%k%ﬂy?:k%
SNFEH A, HTTPS IZEARGE S A OETHEH S, ek ait L9,

:ZTﬁ:E%R%Tki@H&R%TMHG DNT, A F =T =A ADT T 4 /L h /3
— NEEEF L5, BEOESCZ 747~ MpbiFrl SN ERZFET 2 HEICHON
T%RB)ﬂ LET

7 4V b TlE, REST BRI ANCHE SN TWET, REST RilA N+ 512i%, 515
--disable-rest-auth % bootvm IZ{ET Z &N TEFET, VA TIE, EBBRECINEHFEHT
BHZEIIHEREL CWERA,

ESC (%, H— k 8443 {&H 0 https iH(E b HHK— F LCTOET, ESCIE, 2 T4 7> k7% hitps
BEAZHBTLDICEETIVNERDH D AOBAEHELZAR LET, T 740 F TR
REST IZ HTTP & L CTAHRNZZ > TEY | localhost [ZHIR Z L TWE T,

ESCiZ. BN bootvm.py 514 (--enable-https-rest & 7= % --enable-http rest) % f#H L T HTTPS
F 721X HTTP LD REST ~DOAHT 7 B A HDNILTA VA =L TEET,

MEIZR U T, AN > T BT RESTAPL DA ZH AT 2 2 L 2B LET, A%
L7=%% . bootvm.py --enable-https-rest --user_rest_pass USERNAME:PASSWORD % fifi 4%
TEEHRELET,

GE)

REST API ~® http 33 K Q' https 1 > ¥ — 7 = A A &GN T HITIX, --enable-https-rest £ 72 1%
--enable-http-etsi-rest Z 37>, & L <% bootvm.py A7 U 7 F~D 53D S5 &S L 512
L CT<L 72 &V, REST iBFEREEZNIZ 72 > TUWR WA IE, —-user_rest_pass % 721%
--enable-https-rest Zffi ] L T\ % & &2, --user_rest_pass Z T M E N H Y £9°, ESC VM
DSEHE) L7212 htps £ 7213 hitp Z AT 2121E, LU FICHE SNz escadm 2 o R &
LET,

sudo escadm escmanager set --url
http://127.0.0.1:8080/ESCManager,https://0.0.0.0:8443/ESCManager

ESCHRHAT 7T 4 TIAZ L NAT—ROPEHIL, ETA VAL LV ADOBREELE TS HNH
NH FI,
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ETSI REST Z2:ED A ZN1E

ETSIREST http £ 721& https 1 > % —7 = A ADRHFZ /2> T D 5E 1L, ETSIAPI ~D 3
TOERIZRIET = BN EFENTNDRENH Y £9, --enable-http-etsi-rest F 721
--enable-https-etsi 5 [# % Z 1L E U H LT, http 38 K Wthttps 1 > % — 7 = A A % ESC bootvm.py
AVARN=NVRAZ VT ML THMMITHIENTEET,

MDA =T 2 A AERFHIANIT D Z LIXTE EIA, FEBREEREE Cldhttps A > % —
T2 A ADBEHNTHVLERH Y 4,

GE)  BSC VM 2 E#h L7212 hitp £ 7213 https Z AN T HITIE, WITHE S 472 escadm 2~ > R
ERERLET,

sudo escadm etsi enable http rest

EJ S

sudo escadm etsi enable https rest

D%, ETSIV—E X2 /HiE# L7,

RESTA V3 —J 1A RARNNRT—KDEE

RESTA > % —7 = A AZIX, T 74N bDO2—H4//SAT— K (admin/< default_password>)
B1HOLHY A, SATU— X, EEILIZ ESC VM CLI 55 escadm tool Zf# ]l L TH
HCTxEF, RESTAPI A L CRAY— RAEEHTIHIZ Ly TxE9,

FIE

ATy T1 ESCVMIZue 74 LET,
ATY T2 FHEORAT—=RFEFLOVEDIZEESHZ 520, ROWTHro4 Ty a v EFERALET,

*« ESCVM CLI 705 escadm Y — V& fEHT D L, T X LR AT— REARTEET,

[root@test-v44-52 admin]# escadm rest set --help
usage: escadm rest set [-h] [-v] --username USERNAME [--password PASSWORD]

optional arguments:
-h, --help show this help message and exit
-v, —--v, —--verbose show verbose output
—--username USERNAME
--password PASSWORD new password or use randomly generated password if no
password provided

« REST API O i

http://[ESCWM IP]:8080/ESCManager/v0/authentication/setpassword?userName=adminspassword=yourPassword

F720%
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B esirest 5Tz FOZE

https:// [ESCVM IP]:8443/ESCManager/v0/authentication/setpassword?userName=admingpassword=yourPassword

ETSIREST f >3 —TJ 24 AD/INAT—FDEHE

ATy T
ATy T2

ETSIREST A % —7 = A AZiX, T 74/ FO2—H4 /XA T — R (admin/<default_password
>) D1 OLnHY EFEA, /SAT— FiL, EEIfZIZ ESC VM CLI 5* 5 escadm tool 2 H L T
ERHTEET,

FIE

ESCVM ica /A4 LE7,
T 7V h@DOETSIREST 2 — V4 & AT — RERET AT, koa~vwr REERALET,

sudo escadm etsi set --rest user username:password

FoiF

[admin@xyz-esc-4-4-0-59-keep ~]$ escadm etsi set --help

usage: escadm etsi set [-h] [-v] [--startup {0,1,true,false,manual,auto}]
[--rest user REST USER] [--pam service PAM SERVICE]

optional arguments:

-h, --help show this help message and exit

-v, --v, --verbose show verbose output

--startup {0,1,true,false,manual, auto}

set to false|O|manual to disable etsi at startup.
--rest user REST USER

Set the user for rest. Format username:password
--pam_service PAM SERVICE

Specify a PAM service to use for authentication. This
will override the rest user. To revert to the using
the rest user for authentication, supply an empty
string.

AERE A REST R DE(E

A ENTEREZEET DL, ESCYZ IA T FWNRD A~y X —Z2FH L CTEREZEETS
VENH D F9,

Authorization: Basic YWRtaW46Y21zY28xMjM=

Z 2T, YWRtaWABY2IZY28xMjM= |%, T 7 # /L b D—H 4 /)R AT — KD Base64 TLL I—
K EN7=3XFFTT,

FEALEDTAT TV EWeD Y T4 T 2 M, 2—V4/IAT— RERMET 72004 % —
T2 A&z B, TV r—vaia—Y4L/RAY—RKExo o a— KL, HTTP#EAK
FREE~y X —%BILE T,

TIXNV DT VT X VEERT L

[l Cisco Elastic Services Controller5.4 1 ¥ X k—ILELUVT v FFL—KAA K



| 12 =102 2Y
z#H0 ETSIREST ZRk0zfE ]

HTTP O34 :

http://[[ESCVM_1P] : 8080/ESCManager/vO/tenants/
HTTPS O%4 -

https://[[ESCVM_1P] : 8443/ESCManager/v0/tenants/

205520 ETSI REST 3R MDiE(E

PRI SNICBERZRET DI, ESCYZ FA4 T & RRRO~y X =% L TEREZXET D
VERH Y £,

Authorization: Basic YWRtaW46Y21zY28xMjM=

Z 2. YWREBWABY2IZY28xMjM= 1%, 7 7 4/ h D —H 4/ A T — R Basebd TLL =1 —
RTINS &2 TR

FEEANEDTATTVEWeb T T4 T2 M, 22—V RIRAT— RERET 720D 1 7 —
T2 A%z TRBY, 77V r—ya Nia—YEL/RAU— ez a— L, HITP K
PEE~Sy A —Z B L ET,

TN NDI LT oy VEBERT 54
HTTP D4 :

http://[[ESCVM_IP]: 8250/vnflcm/vl/vnf_Icm_op_occs
HTTPS D4 :

http://[ESCVM_IP]: 8251/vnflcm/v1l/vnf_Icm op_occs

OpenStack 05 1 VIR DEXTE

VIM 7 L7 & v b S 312 ESC 23 B S 4u72 854, ESC VIM 36 LUV VIM = — 1 API
(REST F 7213 Netconf API) 2/ L CVIMZ LT >V Uy VAR ETE E7,

N

GE)  ESCI. ROFMHEZ L TWDEEICDH ) —ANY » FREEREZITANET,

« ESC (Zi%. API (REST/Netconf) %/ L CERE I 7= VIM F721E VIM 2 —H¥ N EFE1T
WET,

¢ ESCIZIZ VIM £721XZ VIM 22—V NHRTEINTE Y, ESCIE VIM [ZHETE £9,

+ESCITIZ VIM F£/21X VIM 2 —VPRREINTEY, ESCII2—VFEIETEET,

Netconf APl Z#{£H L 1-3%
« Netconf ZEALE=VIM I LT v )LD -
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<esc_system config xmlns="http://www.cisco.com/esc/esc">
<vim_connectors>
<!--represents a vim-->
<vim_connector>
<!--unique id for each vim-->
<id>my-server-30</id>
<!--vim type [OPENSTACK|VMWARE VSPHERE|LIBVIRT|AWS|CSP]-->
<type>OPENSTACK</type>
<properties>
<property>
<name>os_auth url</name>
<value>http://<os_ip:port>/v3</value>
</property>
<!-- The project name for openstack authentication and authorization -->
<property>
<name>os_project name</name>
<value>vimProject</value>
</property>
<!-- The project domain name is needed for openstack v3 identity api -->
<property>
<name>os_project domain name</name>
<value>default</value>
</property>
</properties>
<users>
<user>
<id>admin</id>
<credentials>
<properties>
<property>
<name>os_password</name>
<value>*****x*kx*x</yalue>
</property>
<!-- The user domain name is needed for openstack v3 identity api -->

<property>
<name>os_user domain name</name>
<value>default</value>
</property>
</properties>
</credentials>
</user>
</users>
</vim_connector>
</vim_ connectors>
</esc_system config>
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OpenStack O 5’1 &R DERE .

N

GE) « ESC 3.0 LIETIE, D VIM 227 Z083 P R— k& T
FTMR, 1 ODESCHTIZ I DD F A 7D VIM DIRPFR—
FENTWET, 72&2E, TXTO VIM a7 Z3
OpenStack EH THHMLE N H Y £7°, 125D ESC VIM IZ1E
220D VIM 2 %7 X &R ETEEH A, 1-20% OpenStack, 1
Dl VMware 45 L £ 79,

I OOVIMBT 7V FDOVIM & L TGREREINET, 21
X, TR_RTOpre3.0REERET—HET N EYR—FLT
b\i‘j—o

BRI T 7 4V b VIM TIEARWVIM TfTH Z &N TE F
o T7 AN LSO VIMADREMTIE, $_TOT 7 b A
TR RY V=R (—FERY 2— L %ER<) Z2ROLERD
DNET, f A=Y, TL—2 Ry hT—=TREDZDOMD
REIX. T 74/ FD VIM TIERW VIM TEITTE £,

F7 4N EDOVIMaxZ ZZHE oY a=r 7S, K
DT VA TRETHISLEITHY FHA,

« ESC EEEIFFIZ VIM 7 LT ¥ ¥ LN E SN2 56,

$23x M6 30T v L — RT A4,

Openstack create VIM 2R 7 X DT — X E7 VOEFTIX, BT

L2777 — RIS E T,  [os_tenant name]

B L Tos project domain name] 7 2/37 1 (X, VIM 23

7B OT T 4 BB S, los_ternant name| X
los_project name] |ZEH ILET,

« T 7NV MDOVIM a7 X TlE, EFICRIEESNS L, Th
HOTaNRT 4 BEHEHFHTERI 2D E7,

* VIM =—H(F, WOTHHIBR, FEKR, £ixzo7mx
TAEEHFTEET,

« Netconf ZERALI=VIM ORI ZDEH :

<esc_system config xmlns="http://www.cisco.com/esc/esc">
<vim_connectors>
<vim_connector nc:operation="replace">
<id>example vim</id>
<type>OPENSTACK</type>
<properties>
<property>
<name>os_auth url</name>
<value>{auth url}</value>
</property>
<property>
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<name>os_project name</name>
<value>vimProject</value>
</property>
<!-- The project domain name is only needed for openstack v3 identity api

<property>
<name>os_project domain name</name>
<value>default</value>
</property>
<property>
<name>os_identity api version</name>
<value>3</value>
</property>
</properties>
</vim_connector>
</vim_ connectors>
</esc_system config>

« Netconf 2 L7~ VIM = —H% D HEH :

<esc_system config xmlns="http://www.cisco.com/esc/esc">
<vim_connectors>
<vim_connector>
<id>example vim</id>
<users>
<user nc:operation="replace">
<id>my user</id>
<credentials>
<properties>
<property>
<name>os_password</name>
<value>***kxkkx</yalue>
</property>
<!-- The user domain name is only needed for openstack v3 identity api

<property>
<name>os user domain name</name>
<value>default</value>
</property>
</properties>
</credentials>
</user>
</users>
</vim_connector>
</vim_connectors>
</esc_system_config>

o Netconf Zfi [ L7= VIM 1% 7 Z OHIE -

<esc_system_config xmlns="http://www.cisco.com/esc/esc"> <vim connectors>
<vim_connector nc:operation="delete">
<id>example vim</id>
</vim_connector>
</vim_connectors>
</esc_system config>

e~ REMEHA L VIM 227 Z OHI

$ esc_nc_cli --user <username> --password <password> delete-vim-connector <vim
connector id>
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OpenStack O 5’1 &R DERE .

e = REMHA L VIM 22— DI :

$ esc_nc_cli --user <username> --password <password> delete-vim-user <vim connector
id> <vim user id>

RESTAPI Z#ff L TE&E
« REST ZfifH L 7= VIM DB :

POST /ESCManager/v0/vims/
HEADER: content-type, callback

<?xml version="1.0"?>
<vim connector xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<id>example vim</id>
<type>OPENSTACK</type>
<properties>
<property>
<name>os_auth_url</name>
<value>{auth url}</value>
</property>
<property>
<name>os_project name</name>
<value>vimProject</value>
</property>
<!-- The project domain name is only needed for openstack v3 identity api -->
<property>
<name>os_project domain name</name>
<value>default</value>
</property>
<property>
<name>os_identity api_version</name>
<value>3</value>
</property>
</properties>
</vim_connector>

«REST 2 L 7= VIM = —% DB :

POST /ESCManager/v0/vims/{vim id}/vim users
HEADER: content-type, callback

<?xml version="1.0"?>
<user xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<id>my user</id>
<credentials>
<properties>
<property>
<name>os_password</name>
<value>*x*x*x*xx*x< /yalue>
</property>
<!-- The user domain name is only needed for openstack v3 identity api -->
<property>
<name>os_user domain name</name>
<value>default</value>
</property>
</properties>
</credentials>
</user>

« REST Zfi [l L7 VIM O F ¥t :
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PUT /ESCManager/v0/vims/{vim id}
HEADER: content-type, callback

<?xml version="1.0"?>
<vim_connector xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<!--unique id for each vim-->
<id>example vim</id>
<type>OPENSTACK</type>
<properties>
<property>
<name>os_auth url</name>
<value>{auth_url}</value>
</property>
<property>
<name>os_project name</name>
<value>vimProject</value>
</property>
<!-- The project domain name is only needed for openstack v3 identity api -->
<property>
<name>os_project domain name</name>
<value>default</value>
</property>
<property>
<name>os_identity api version</name>
<value>3</value>
</property>
</properties>
</vim_connector>

REST M LT VIM == —H D HEHT :

PUT /ESCManager/v0/vims/{vim id}/vim users/{vim user id}
HEADER: content-type, callback

<?xml version="1.0"?>
<user xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<id>my user</id>
<credentials>
<properties>
<property>
<name>os_password</name>
<value>*x*x*x*xx*x< /yalue>
</property>
<!-- The user domain name is only needed for openstack v3 identity api -->
<property>
<name>os_user domain name</name>
<value>default</value>
</property>
</properties>
</credentials>
</user>

REST #f#H L 7= VIM O} :

DELETE /ESCManager/v0/vims/{vim id}

REST Z#f#H L7- VIM = —HF D HI[% -

DELETE /ESCManager/v0/vims/{vim id}/vim users/{user id}

£ VIM £72012 VIM 22—V DR ENTE T LIz O@Emof

<?xml version="1.0" encoding="UTF-8"7?>
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<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2016-10-06T16:24:05.856+00:00</eventTime>
<escEvent xmlns="http://www.cisco.com/esc/esc">
<status>SUCCESS</status>
<status_code>200</status_code>
<status_message>Created vim connector successfully</status_message>
<vim connector id>my-server-30</vim connector id>
<event>
<type>CREATE_VIM CONNECTOR</type>
</event>
</escEvent>
</notification>

Y50

« ESC 3.0 Tl&. Openstack VIM DD VIM 22 % 7 Z Z BN TE £, 4 VIM 2 %7
ZTiE, 1 OO VIM 2—FDOhzRoZ LT T,

e VIM 2—HZ L NXAT— RIZIWOTHEHTEXET, VIM = RARA > M, ESC
EHEALTY Y —REER LI ZITEH T A,

o VIM REEE S, VIM 2 —FRFEESIN D &, VIM ZHIBRE-IEEFHTD5Z L 08T
X0 ET, £2. VIM 22—V OLEHIRE-ITEFTE £,

e VIM 7' a7 4 £721E VIM 22— 7 A AER T 2 /8T ¢ OL4RHIR LT &N CF
DS EE A, 72 21X, OS AUTH URL & os_auth url [ ESC I & - TiEFE L
T,

ESCIRET LV DERTE

ZIZTHE, RO ME Y ZIZOWTHEY EiFET,
* 1syslog O FRE
« NTP O FFEE
« DNS O E
« RA NOFEBRE

« B A DY — U OHRE
rsyslog DH R TE

rsyslog /X7 A —Z (XA 72 a T, ESCVM Z il L72RICH AL~ A AREIZ /2 > T4
A%, ESCVM (fete/rsyslog.d) WD 7 7 A N ZfRETETET,

FIE

AT w71 rsyslog 774 IILDIRE :
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. rsyslog DHEE

AYRb=LEDERY |

« 7 — N7 v RO v THEREOREZFRE LR Do e E1E, Jetc/rsyslog.d/ (2
fetc/rsyslog.d/log-forwarding.conf D & 5 72 7 7 A LV EVERK TE £,

« A VA MBI TEREERE LIS EIE, 77 A VERET HE0 CERET. 77
A W1 Jete/rsyslog.d/20-cloud-config.conf T 2 FIREMEN & D F 77, B D rsyslog H— /3T
77 EERET HICE, ZOT 7 ALV TROTEmELE T,

*.* @[server ip]:port
G¥) e = XD IP T RLAZRET LRI @@l Z# AT L TL7ZEW (rsyslog
P—N~Du FOEmEIHEHSND 7 v hauin TCP THHEHH)

e = RNDIPT RUAEIRET HHIC T@) ZASI LTI EEW (rsyslog P—
RO T OEREIHEHA NS 7 e hauRN UDP ThHER) .

e server_ip (21X, tsyslog —/ 3D Pv4 7 KL AL IPv6 7 LA DWT 0%
fEHTE £,

o IPv6 Y — T RUAREINTWBIEEL, server ip 2T []] %
lport#] O OBET 20BN H D 5,

rsyslog DF%EDFEAIZ DWW TIX, RedHat D~ == 7 V2B LT E I,

ATv T2 ESCAT I 7AIDERE : syslogh— N EDESCu 77 7 A VEGRET D20 EHELET,

a) /etc/rsyslog.d/ IZFE®Eh LT, log-esc.conf /e EDFRE T 7 A NV EERETIZFER LT,

7 v & LT log-esc.conf D 2 B —%ER L £,

b) rsyslog U —NTHEET 2T X TOT7 7 AT LT, RDOT vy 7 Z2EELET,

$SInputFileName /var/log/esc/escmanager.log
$SInputFileTag esc-manager:
SInputFileStateFile stat-esc-manager
SInputFileSeverity info
$InputRunFileMonitor

WA R LE T,

$InputFileName /var/log/esc/filel.log
SInputFileTag filel:
SInputFileStateFile stat-filel
SInputFileSeverity info
$InputRunFileMonitor

$InputFileName /var/log/esc/file2.log
SInputFileTag file2:
SInputFileStateFile stat-file2
SInputFileSeverity info
$InputRunFileMonitor

RATY T3 rsyslog —ERAEFHEELET,

# service rsyslog restart

ATy T4 ksl 7 E2ZEFT 5 X510 — Ml ZRELET,
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ATy T

ATvT2

ATvT3

ATvT4

ATy TH

NTP DEERE .

a) FREINTH—/3T, Jete/rsyslog.conf (IZREHE) L, TCP 721X UDP (ZESNWT Y T4 7
EBOa T %Y v AT HNEIDIE T T, LFICRTITEa A ML ET,

#$ModLoad imudp
#SUDPServerRun 514

b) ZrANERKRTLET, REOTFIELE LT, Z0a<wr REEITLET,

sudo service rsyslog restart

H— %, TCP/UDP A L TCAR—hr 514 sz v A5k 9120 L=,

FIE

ViR EDTHARNTT 4 X TNIPRET 7 A )V letc/ntp.conf ZBE £3, 7 7 A VN FEIEAFE
LARWEEIZ, LT 7 A VAR LET,

# vi /etc/ntp.conf

N7 Yy NIPH—"O U R NEBNELITIRELET, 1A M=V NTP — %45
ELRWGEA, 77A/MVIIKRODT 740 Mg LNETN, HEISCCHRIZEE S
ITEECTE £,

server rhel.pool.ntp.org iburst

rhel.pool.ntp.org iburst
rhel.pool.ntp.org iburst
rhel.pool.ntp.org iburst
your ntp server ip> iburst

FATORZRIZH D iburst 7 4 L7 7 ¢ 71%, ARSI 2 mdifk L,

= RXDY A RNT v IBRRETLES, RIUT7 7 A4V TR ZRMERZ 2 E L, localhost O Zx |2 4
HIROT 7w AMEZF T LET, 4T HITRRET 7 A MIEENTWND Z LA L TL
72EW,

0
server 1
server 2

3
<

server .
server

restrict default kod nomodify notrap nopeer noquery
restrict -6 default kod nomodify notrap nopeer noquery
restrict 127.0.0.1

restrict -6 ::1

TRCOELEERFL, =T 4 X EKTLT, NTPT—FE U ZHEEHLET,

# service ntpd restart

FLENIRFIZ ntpd AAPHIA S L TND Z & AR L T2 &0,

# chkconfig ntpd on
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ATy T

ATy T2

ATvT3

ATvT1
ATy T2

AYRb=LEDERY |

FIE

fete/resolv.conf 7 7 A /L2, DNSZ A4 T b (UYL R) OBRENEENTWET, @,
WO EHIZEREINET,

search domain.com
nameserver 8.8.4.4

FDOFEHR. /etc/resolv.conf IZIRD X H f&%ﬂﬁj7ﬁé\&) HIVET,

Created by cloud-init on instance boot automatically, do not edit.

;
#Generated by esc-cloud
domain cisco.com

search cisco.com
nameserver 8.8.4.4

(/I) 77411/%%%75%/5\&3:\ do not edit A /“‘Z*‘V%ﬁ*ﬁjﬂé Z & %%@j&) L/jfﬁﬂo

Mmameserver] HEDIP T KL AZETFT B0, F-EH LWWRr—2 Y — L a— FZBINT
=FE7,

search domain.com
nameserver <your first dns ip>
nameserver <your second dns ip>

Ko R R AR L ET

service network restart

letc/hosts 7 7 AV EMA LT, AR MBI, RE, FRFHIBRTEET, 20771412
T IP 7 RLALEXIGT DHEA MPIEGENLTHNET, IPT FUARDNSIZU A ST
RN E 2 —E RNy hT—=ZIZEENTWAEEIE. TNHD I ¥ 2—HF % fetc/hosts
TrAMTBINTHZ L EBED LET,

FIE

DNSIZ U A R EFTWRWIP 7 KL A %/etc/hosts 7 7 A /WZIBINL 7,
Iy NT—7 2FHEEIL T, BEEARZEHMNILET,

service network restart
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A LT—VDE

a4 nv—rnisE [

R

ESC VM D54, fetc @ llocaltime] 7 7 A id, # A LY — BT AERNEETNTWND
T ANDY T E£-1Ta Y —Td, /fust/share/zoneinfo 736 YV — U EHR T 7 A MIZT 7B AL
9, XA LY — U EBETT BHITIX. /ust/share/zoneinfo DY — U EFH T 7 A /LT, WIEDERR
Wi, FREREICEXA LS —CHDBEHERE L, letc 7 7 A /LD localtime 12V > 7 LE
@—O

$ 1In \-sf /usr/share/zoneinfo/America/Los Angeles /etc/localtime

ESCEETFE LMD A VR F—IILRIRIEDTERR

Z 2T, escadm Y —NEMEALIZA VA =N FZOEFET = v 7 B L OEEICOW TR L
F9,

BE7F D ESC 32 DR

escadm dump ¥ R&EHT 5 &, BIfED ESC i E % yaml TP N CERRTX E9, HIFER
IZIX, ESCOZE I ERY—EANRERINET,

$ sudo escadm dump

resources:

confd:

init_aaa users:

- name: admin

passwd:

option: start-phaseO
esc_service:

group:

- confd

- mona

- vimmanager

- pgsql

- escmanager

- portal

- monitor

- snmp

type: group
escmanager: {}
mona: {}
monitor: {}
pgsql: {}
portal: {}
snmp:

run_forever: true
vimmanager: {}

VIM % %€ D FERR
escadm vim show 2~ REEHT AL, VIMOBRENELL ANEN TWANEIERTE E
j‘o

$ sudo escadm vim show
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B escazctor oz r—LggEoRR

"status": "CONNECTION_SUCCESSFUL",
"status_message": "Successfully connected to VIM",
"type": "OPENSTACK",
"id": "default openstack vim",
"properties": {
"property": [
{
"name": "os_auth url",
"value": "http://172.16.103.143:35357/v3"

ESCH—ERXRDAA— 7y TREICET A ST a—Ta 0T

&8 : A > A b —/LEFIZ sudo escadm status Zfff L CTESC 4 —EAD AT — X A& filgiR7
DB T B RE

[REA : —v20HziX, BB 005 O, BIEIFICHTENBAET 2L 0ORH D £
‘@40

fRRK -
1. ROWTNILOEFET, MEEEELET,
« 1 7 /var/log/esc/escadm.log DS

$ cat /var/log/esc/escadm.log
2017-06-01 20:35:02,925: escadm.py(2565): INFO: promote drbd to primary...
2017-06-01 20:35:02,934: escadm.py(2605): INFO: Waiting for at least one drbd to
be UptoDate...
2017-06-01 20:35:02,942: escadm.py(2616): INFO: Waiting for peer drbd node to be
demoted. ..
2017-06-01 20:35:14,008: escadm.py(2423): INFO: mount: /dev/drbdl
/opt/cisco/esc/esc_database
2017-06-01 20:35:14,017: escadm.py(1755): INFO: Starting filesystem service: [
2017-06-01 20:35:15,039: escadm.py(1755): INFO: Starting vimmanager service: [
2017-06-01 20:35:16,116: escadm.py(1755) INFO: Starting monitor service: [O
2017-06-01 20:35:17,163: escadm.py(1755) INFO: Starting mona service: [OK]
2017-06-01 20:35:18,440: escadm.py(1755): INFO: Starting snmp service: [OK]
Py ( )
)

OK]
OK]
K]

2017-06-01 20:35:21,397: escadm. 1770 INFO: Starting confd service: [FAILED]
2017-06-01 20:35:28,304: escadm.py (1755 INFO: Starting pgsgl service: [OK]
2017-06-01 20:35:29,331: escadm.py(1755): INFO: Starting escmanager service: [OK]
2017-06-01 20:35:30,354: escadm.py(1755): INFO: Starting portal service: [OK]
2017-06-01 20:35:31,523: escadm.py(1755): INFO: Starting esc_service service:
[OK]

ESCH—EADFEME 1 2R T 512id, T-v] &escadm AT — X A |ZBIMLFET,

$ sudo escadm status --v

0 ESC status=0 ESC HA Active Healthy
pgsqgl (pgid 61397) is running
vimmanager (pgid 61138) is running
monitor (pgid 61162) is running

mona (pgid 61190) is running

drbd is active

snmp (pgid 61541) is running
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esci—s~nns1> [

filesystem (pgid 0) is running
<<service>> is dead

keepalived (pgid 60838) is running
portal (pgid 61524) is running
confd (pgid 61263) is running
escmanager (pgid 61491) is running

2. MEOHL ZLPREINIY—EADAT —Z A%ZFHR L, ZNHDOH—E X2 FH T
BAtA L £

$ sudo escadm <<service>> status// If the status is stopped or dead, manually start
the services using the next command.

$ sudo escadm <<service>> start --v

ESCR—AIL~ADOH A >

\}

GE)

ATy T

« ESC AR—H WET 7 4V b THIZ /> TWET, A A h—/LHFIZ ESC iR — % /LA I
NI o TWRWE & Z T 2 MENH D 7, ESCAR—X LVOF I E 113N Lo
PRI DWW T, TQCOW A A — T % L 7= Cisco Elastic Services Controller M1 > A

= (10_—=2) | Z2RL TS,

«ESC R—=Z ) ~DfJalm 7 A R, T 7 4V hSAT— FOEEZRD B ET,

ESC R—Z iz 7' A 45121k, ROFNEEZETLET,

48 HHIIZ

cESCOA L AX U AZBELET, ESCOA VAL U ADBEIZE T HEEfic DV T,
WEZBML T EEV, QCOW A A —TZf#HH L7z Cisco Elastic Services Controller @
VA =L (10 =)

e —PH L NRATV— FEREL TS Z & 2R LET,
Fig

Web 77 UWEEHAL T, ESCEAR—F443DIP T RLRAEZASLET,

B -
7-&x1E. ESCOIP 7 RL AN 192.0.2.254 DFEIT. RO LI AT LET,
https://192.0.2.254: 443 [ login via https]

X274 TI—F AvE—VRERINET,
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B escrk—sr~onsay

AT97T2 1TV (Yes) 127V v 7 LTeFal T4 AEEZZITANT T, nl 40 RXR=URFRS
ET,
ATV T3 2—PHLRXRAT—=FEZANLT, [B7 A (Login) 1227V v7 LET,

MBI 7 A CRHTIE, v 7 A = UREFRRS N, NAT = FOERZROLNET,

ATY T4 [ 2T— K (OldPassword) |7 4 —/L RIZH WA T —RKEZASNL, [HLLWIRT—FR
(New Password) ] B IO [/XA T — RO#EFR (Confirm Password) ] 7 4 —/b RIZH LV ¥R
U—FRazANTLET,

ATY TS [RATU—ROEH (Update Password) | %27 U v 27 32575, Enter Z L £,

G¥) UL DIGE L7 72 o T2 A0E, BSC v =/ 7' v 7 k)5 sudo escadm portal
restart # /T L C Ul Z#HEE L £,
*ESC AR—HMT 1 ND=2—FDHEVR—FLET,
« BUIE, FHIA VA b=V ST H O BAGEHEIZHTTPS 7R — F L TWET,
ESCHR—# VOB ZHED HR1IC, = —F T H CBAMNEL R T HLER S
nET,
« HTTPS i#{EE— N TlE. OpenStack 2L - TiR&EN S URL 711 k2L & A 7%
HTTPS TlIZ2W4&. VNE 22 Y — L ~DT 7B AN L ENHY £

T, X2V T 4 EOFHNS, HTTPS THEITL TWAHIE., ety iE
FBIHES SN ET,
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s AT FUAE— RTDESC (151 =—)
« Cisco Elastic Services Controller 7 v 77 L— K (159 ~_—7’)






5 19 =

AUTFHFURAE—FTOESC

ZOET, WOETHHINTWET,
cESCEALVTF L AE—RIZTH (151 =2—)
e ESCAX LU KT U ALV AR ANLEDT —=HRXR=ZADNNy 7T w7 (153 2—=)
cBSCHAT 7T 4 TIABZ U IRA AL VARV ADT —BZRXR—=ADNNy 77 7 (1542—)
«ESC 7 — ¥ _XR—2DE 5t (157 =)

ESCEAUTFHFURE—FIZT S

ESCT — X _X—R%&E NNy 77 v 7BIMETLT BI121E, ESCE AT FH U AE— NIZTHH4E
NHYET, ZOBERZITHIIZE. OB Z L aryTEEEINTWAS X912, escadm Y —/L &
EALET,

1RO BHIIZ
A\

GE)  ESCVUU—R44LIE, HAT 7T 4 TIAZ 34 DY # 2 §ii £ 7213 DB D18 JCATIZ ESC 73
AT U A= REST=881E. HAT VT 4 TIAZ AL O 02 % F£7-13 DB OE T
%Y ESCIIAYT T U AE—ROEEICRY £9,

AT F U AE— RO,
o« ) —ANRT U RERIZESCICE»TTry 7 &, ESCIIA VT AE— K@H T
%L\ijqo
¢ RESTER DAY, ESCIE—HFHNZERARA[IZ /2> TWD E W) IREEZELE T, ConfD
FRIE, AT FURE—FNERRA o=V EET A0, £720F (5F 2 PRI TICE
ETDHHAEOT L FEROMERZRE) T _RTORESERIZHT 50K A vv—T %t
b‘ij‘o

cE=X VLT T g RN —BHELRENET,

i

c TRTOMEATHOERE N T U7 va 3, EITEAK

]

=]

LE7,
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. escadm Y — )L DERA

Cisco Elastic Services Controller D7 v 74 L— K |

escadm YV —/LD{E A

ATy T

ATvT2

ATvT3

ESC 1%, escadm V— /L ZEH L CA LT F U AE—RICTHIENTEET,

FIE

VM ¥ =L h ESC & AT F U A®— RIZLET,
sudo escadm op mode set --mode=maintenance

Set mode to MAINTENANCE
Operation Mode = MAINTENANCE

D-MONA # JBB L TW A E1E, 4 D-MONA IZxf L TIROFIEEZ FIT L ET,
curl -i -k --user {REST username}:{REST password} -X POST https:/{DMONA
IP}:8443/mona/vl/rules/pause_all

BEE— FEZREST 258103V 2>ThH,

sudo escadm op mode show

1 -

Operation Mode = OPERATION

FATHDO RN T oHF I a PN &L, AT AE—RIZLET, escadm Y —/L T
ipt_check 7 7 7 2 L T, ESCITHEATH D T o F 7 2 a U NRWGEIZDIH, ESC & A
VTFUAE—RIZTHIENTEET, ESCICHEITHO R T 7 v arndb v, ESCH A
VT FUAE—RIZLARWERIE, 7T 7 % true ICRRE L E T,

sudo escadm op mode set --mode=maintenace --ipt check=true

[ipt_check] 47> = V23 true IZRXE STV DA escadm Y — /WEFEITHOBER H D &
IMNET =y LET, FETHORERD H5A . escadm Y —/VIXESC % A VT AE—
FliZLERA,

GE) D-MONAEBRAZFEHTHESCTIL, AVTF U AE— RNIIBITT D & &I2BMma—
IWEFETTALERDY 7,

ESC ZiREE— FIZT 5

escadm Y — /L& L C, ESC Z#fEE— NIcLET,
sudo escadm op mode set --mode=operation
JISEITRD LB Y TT,

Set mode to OPERATION
Operation Mode = OPERATION

D-MONA Z BB L CTWA AL, % D-MONA (2% L TIROFIEZ FEIT L E T,

curl -i -k --user {REST username}:{REST password} -X POST https:/{DMONA
IP}:8443/mona/vl/rules/resume_all
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ESC X% >

ESC R4 R7OVA YR VAN SDTF—2 =20 v 57T |}

Woa<r REfHA LT, ESC OEIEE— REZ WO THHEGERTE £7,

sudo escadm op_mode show

K7AADRB AN DT—RIAR—XD

NV Ty T

c ROFHERMEBET DLERH Y £,

o T HR—ABMRIFL, Nu I T v 7a a2 ERT 521, 3FHO~ T U RHMET
‘é—o

cESCIIT —HF RXR—RAF—<DE UL T —REYPER—Fr L TWETA, T—HFX—

A&LIEID ESC/N—V a3 BT 5 &, FHILAWEENRET S REENSH D
*7,

e Ny T T Tut AT SR, SMBA ML —U A= %R LE T (OpenStack

oy ha—F N, £72I1EESC kJZO“C?’ﬁ‘IZXTﬁEiC/XTA) o NI T v T HEITIE

WHEX TEBL T, escadm >’ —/L (scp:/<username>:<password>@<backup_ip>:<filename>
) THEAEHET, ZORKXTIE, 3BHO~roul A UfFH, IPT7T FLA, BLW

Ty ANA R L —UNRNANRMIETT, F7=, localhostIP Z/Ny 77 v IP & L TERM L,
ESCVMWNIZT — A RXR—=2% X9 0T v FLThE, TDOT 7 A IVENEHA L —IIT
=752+ TEET,

AR RTa L RESCERIZIHAT VT 4 TIARZ A (T 2547 /) —FK) 76 ESCTF—

HBR=Rz\Ny 7T v 7T HIZE, ROFNAEZFATLET,

FIE

RTYT1 ESCVMICuZ A LT, AT FUAE-RICREL, ReFEITLET,
$ sudo escadm op mode set --mode=maintenance

ATYT2 BSCHRAVT T U A= RIZR>TND I L 2MRT 52T, koA~ FEFITLET,
$ sudo escadm op mode show

RTYT3 T=IR=2%N Ny T v 7 LES, L—ba—FLLTROIv FEFTLET,
# sudo escadm backup --file /tmp/db_file name.tar.bz2
scp://<username>:<password>@<backup vm ip>:<filename>

AT T4 ESC A ET— FIZETITIE, ROa v REFEITLET,

$ sudo escadm op mode set --mode=operation
$ sudo escadm op mode show
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B oescia795TR5 0 R0 4V REVRDF—BR—ZDNRY I T Y T

ATV TS5 HVWESCVMMN LT _RToOrZENEL, Ny 7 v 7 LET, —ba—HFELLTUTFD=a

~ U REFITLET,

# sudo escadm log collect

HALDAK T a7 7 AT, Ivartmplesc log <timestamp>.tar.bz2 (24K S AL E T,

) HAFIv7 vy BT 77 ANPESCH—ERIZL o THEH SN TV DAL,

FAFIvI ~v BT T7ANVEESCR T ERILHAAI VT TR I T v T T5
VERHVET, XA FTIvI vv BT T7ANDT 7 4/b 3R
/opt/cisco/esc/esc-dynamic-mapping/dynamic_mappings.xml T3,

ATFYT6 T—HRX—ADNNy 7T v FREFIZZT L5, Horizon/Kilo F7-1Z Novaza~> REFEHL
T, HWESCVM %+ % v & 7> LE7, VMware vSphere % &% & L 72 ESC VM A > A ¥
VADEEIE, VMware 7 7 A TV M v a R —REHERA L CT V7T 4 TA VARV A%
v v MU LET, OpenStack TVM Z ¥ % v 7 T 5412 L FIRLET,

$ nova stop OLD ESC ID

AT9TT HOVM L EHWAR— N 28 VEEL, W ESC / — RO4RITZZHE LE T, OpenStack T VM
EOBEL. ARIEERET D62 UL FIRLET,

nova interface-detach ESC NAME port-id-of-ESC NAME
nova rename ESC NAME ESC_NAME.old

VMWare T, FrW VM IZBID IP 7 RL A ZE Y BTTHEH, BTV VM OLRIEEFE LET,

ESCHA7 O T 4 TIRBZ2VINA A VD AB D ADT—EN—
ADINY G Ty T
« ROBHESFMEEBETILERDH Y £7,
e T —HAR=ABPFEL, Nu I T v 7T EERT AT, 3FADO~ L URMNET
T
cESCIFZT —ZR—ZAAF—~DHE T L —REYR—FLTWVERTA, T—FX—

A& LD ESCN— 2 BT D & T LRWRBENFEAET 5 /REMER H Y
i‘é‘o

Ny T T T AEHMT LN, EHFEEZINEA FL— VU ANR=2ANH L I L%
i LET (OpenStack 2> h @ —F W, E7ZILESCICE - TT 7 B AWRER VAT 4)
Ny 77y THETRIFIAEA TRBLTE | escadm > — /b
(scp://<username>:<password>@<backup _ip>:<filename>) THEHAINFEF, ZDOERATIL,
3FEHOV ORI A UNER, IPT RLA, BEOT 7 A LA KL= X2 BRET
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ATy T

ATy T2

ESCHA7 95 1 TIRE VA 4 YR8 v ADTF— 8 _A—2018v 57 v 7 |

3, F£7=. localhostIPZ Ny 77 v IP L L THEAL, ESCVMNIZT — X _XR—RA %\
T T LThD, EOT77ANVENTFA N L —VIZabt—d5Z b TEET,

AL U RTuVMESC £12IEHA T 2 7 4 TIAZ L (T 2747 7 —F) b ESCT—
HAR=2% Xy 7T v 7T HI00%, WOFIEEZFEITLET,

FIE

ABAUIN{ ESC/ — K TROFIEFEFTLET,
a) SSH Zffl L CAX /341 ESC A AKX ATHEE L £,

$ ssh <username>@<standby vm ip>

b) ESCA VAL ANAR LU INAZIo>TND I ERMERL, AKX /SA ESCHAT 77 4
TIABZNA A VAL AT AT LET,

$ sudo escadm status --v

[STANDBY| & WO HIIMERTRREINDLGE, €D/ — RiFAKX /34 ESC / — KT
-é‘o

) T RAMELEHEA—PICERLET,

sudo bash

d) AZLAAL ESCVM M ETRTOuZE2EL, Ny s 7 v FLET,

$ sudo escadm log collect

HADABE T T T 7 A ME, var/tmplesc_log <timestamp>.tar.bz2 ([ZARK SV E T,

e) OpenStack Kilo/Horizon C Nova =~ > NE721X VMware 7 7 A4 7 M &AL T, A&
NAEBSCA VAB A% Yy NZ 7 LET, OpenStack TVM A v v ¥ DT 5
BlELL IR LET,

$ nova stop OLD ESC STANDBY ID

79T4JESC/—FTROFIEFERTLET,
a) SSHEMHLTT 277 477/ ESCA VAKX U AZHR LET,

$ ssh <username>@<active vm ip>

b) T/ RAMEEHREL—PFICERELET,

$ sudo bash

) ESCA LV AR L ANT VT 4T CTCoHDHIEEMAL, 7277 4 7ESCHAT 77 4 T/A X
VA A VAR AL AT LET,

$ sudo escadm status --v

HEIZ TACTIVE) EFRrEnsd%a. /— RNE7 277 47 ESC /— RTT,
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B oescia795TR5 0 R0 4V REVRDF—BR—ZDNRY I T Y T

d) ESCHAT 7T A TIAZ U NNADT I T 4T ) —RKIDHT—HRX—=RT 7 A V&
VDAY

$ sudo escadm backup --file /tmp/db_file name.tar.bz2
scp://<username>:<password>@<standby vm ip>:<filename>

e) 77T A7 ESCVMnbuZ % EL, Xy 7T v 7 LET,

$ sudo escadm log collect
HA DA T T T 7 A NE, var/tmplesc_log <timestamp>.tarbz2 ([ZAK SV E T,

GE) HAFIvs v~ T T ANPESCH—ERZEL s THASIN TV DHAE
I, XA T IV I v T 77 ANEESCR T LR LAA I T TRy I Ty
TTLMENDYET, FAFTIvI vy BT TrANDT 7V FRAX
Jopt/ciscolesc/esc-dynamic-mapping/dynamic_mappings.xml T3,

AT 73 OpenStack Kilo/Horizon TNova =~ REEH LT, 7277 4 7ESCA Y AX L A% ¥ v b
A LET, VMware vSphere % #6E & L7z ESC VM A A ¥ ZADGE1L, VMware 7 7
AT Ny almR—REeALTT VT4 TA U AZ Ry % v F¥ T LET, OpenStack
TVMZY ¥y MU 562l FIRLET,

$ nova stop OLD ESC_ACTIVE

ESCHAT 77 4 TI/AZ U INA A VAR ARIEFIZY X v N TSN E D IE RS
%1ZiX, nova list =~ > K& 7-21% nova show OLD_ESC_STANDBY =~ > R&fH L 9,

ATw T4 (OpenStack DHAEDH) HWESCVM 2 HAR— REGIVEEL, HWV VM O RTZZEHE L E
—g—O

T 7T —RENZESCVM ZH WA LV AZ LV ALFEUIPT RLARE LA v AX A4
THRET OULERHLBEIE. KAV AZ L ANER— 2 0EEL, HWESCVM %S v v
ML TS, HWESCA VAR AL EET LET,

W VMware 77 7 o T A AL L AEBAT 5551, BIO P T FLAZED HT, VM
LEEHELET, HEWVMware 777 4 T A VAR U AZERH LAWESIE. 5V VM 2 HIER
L. 777 VL—RLEHHE VMware 777 4 7 A VAZ L AZRICIP T RLURAEEATE
FT, WV VM EZHIBRL7Z%, A P AF AL EIP T RL A& & TEET,

AR—FZUVEEL T, HW VM A ZZEE T 57280 OpenStack 2~ > RZLL FIZ/RLET,

nova interface-list ESC_NAME
nova interface-detach ESC NAME port-id-of-ESC NAME
nova rename ESC NAME ESC_NAME.old
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esc 7— 2 ~—zn@x ]

ESC T—3RX—ADEXT

18 BRI

T NR—=AEEITT DI, ROTFIEEFITLET,
e AHK L RT7Tu HMESC A AKX VAT, ESCH—t X ek Liﬁ‘ﬂo # sudo escadm stop
HFEITLET,
HAT VT 4 TIAZ U NA BT DA AL AT, AN AH 7341 O escadm %15
WL, ZD%IZT 2T 4T DESCHAT VT A TIAZ U NA A L AR ATk LET,
# sudo escadm stop é’gﬂ%ﬁi Li—g«o

M ﬁ"/\’(@‘ﬁ‘*—- B A %1$E@—5%‘gﬁ)&) ) ij—o AT —H R %%Eﬁgj—é Kbi\ # sudo escadm
status —--v %‘fgﬂ%ﬁi Li?‘}

FIE

ATV Tl F—EZ_R—2%E X LET, ESCVM 0 bkDa<wyr REFETLET,

$ scp <username>@<server ip>:/path/db.tar.bz2 /tmp/
$ sudo escadm restore -file /tmp/db.tar.bz2

ATwF2 URLICESC/RATU—REZANLET, £/201F. oo~y REET LZ%ICFH TESC /)
AU—RFANLET,
ATY T3 ESCH—EREZFEEHL T, ROa~vy REFETTHE, T—F_XR—2ADE THZET LET,

$ sudo escadm restart

GE) ESCAVTFUARE—RTIE, /—ARNT U RERLEVNFOE=Z U IR T oy
JENFET, 7277 L, BSCHA LT F o AE— RIZABRNT, J—ANR T RER%E
ZFTEITHO RN T oI va v BhboToGh, Ny 77 vy 7BIMEL T rE®R(IC
FoT, FNED TV g VTHIBENEL 2 AEERH Y 97,

Ny I T T EERICL ST T U7 varnhlisniz$4e, ESClE, &
B, Xy FU—7 OREE, BLOY 7 Xy MERERIZH L T=7 —2 G L E
T S AN REINOLDOZT— Ay —V R LETH, HAICL-T
I% (OpenStack 7> % UUID ZHfF 3 2RIl ESC BAHEr S 572 L) | Xy hU—
IRV T Xy NORZWARETDLIZENHY £,

cESCiE, Y —ERF=z—r DT v 7L — Rz L T2 —%EL, +—E 2
EEERT A0 —EAF = — L DR EER (XU 7L —RKET v
T L— RTIERL) BERLET,
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Cisco Elastic Service Controller I, IRD 2FEIEDOT v 77 L — K&EHHR—F L TWET,

«BackupandRestore 7w 749 L—FK : ZO7 v 77— K7 av ATk, ESC¥F—77T 7

AT T —EOFE I (ESCHA OE) | T—F2X—ADNNy 77 v/ ESCA L AX Y
AZADEIE EAFIEE (E7213HIR) . ESCA v A X L ADEA VA h—/b, F—HF_X—2X
OB ITLNITHOIET, ESC537 v 77 L— R THHR— kI35 ESC/A— 3 220 T
X, WOREZRLTLIIEIN,

e A VY—ERTYTTL—F L ESCH, NROY T LS A DT, TIT 4 TIAZ A
L EAME ) — ROA v ¥ —ERT v 77 L— FEHFE— h LET,

ESCA VAR L AL, AR KTy AL AR AL LT, ¥RFE AT ELTT v
JVL—RT&FET, 777 Lb—RFEF. AX 2 RT7Tarofs L@ JAtET 054 TR
2 F£9,

ZOETIE, ESCAX Y RT7ar A U AX AL ESCEA A v ARX AT v T T L—
N2 HEICHONT, ENENDOFIEEZRLET, ESCA Y AZ L ADT v 77 L— RERE
THRNC, WOFIEEZHERTILERNHVET, A A —LDTF VA (9—=) &5
L, £ A =TT U AOFEMEMHRL T IZEW,
«ESCIE., 1772200~ A F—V ) —ANLDHEET v 7L —RKROHE2YR—FLE
9, 72& X ESC23 1%, ESC2.1 & ESC22 b OEBET v 77 L— K& R—FLE
T, HET v TS — R THR—FENRTWER—=T g 0 b HWY U — 20841,
BRI 727 v 77— REFITTHRLERH Y £,

GE)  ESC A¥x—VU U—20D4H| : ESC 3.1
ESC <A F—V U—2Df] : ESC 3.1.1
ESC /XvF U U — 2D : ESC 3.1.0.116

sRPM Ny r— (ZOETIERPM 7 v 77 L— R EMEIIND) 2 L= ESC DT v
T —RiX, FCUU—REFEZFDOESC /Ny F YU —ZMOESCT v 77 L— RKDIHIZ
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WHINET, =&z, ESC3.1.0.116 7»5H ESC 3.1.0.150 ~D7T v 7 L— KD X H 72
%/EI\VC“@—O
e v A F—U U—2[] (ESC23.1 25 ESC232 ~DT v F 7 L—RgRE) £7-13A
Ty —U U—2xf (ESC3.0 5 ESC4.0 ~DT v~ F 7 L—KR¥) TESC%2T v/

7 L— RT 585681, qeow2 A A — T %A L 72 Backup and Restore 7 > 727 L — |
THEATT v IS — RTEET,

cESCEZT7 v 7L —R4A4I121F. ESCOA VA — L7 R CEBL TWALERHY
i‘j‘o

* OpenStack {22V TiX, OpenStack DA A h—/LFEESH L T, H4 5

[OpenStack ~® Cisco Elastic Services Controller D > A h—)L] ZZBM L T2 &
U,

o VMware |22V T, VMware DA > A h—/LFJHEZ S L T 7ZX\, 7%= [Cisco
Elastic Services Controller ® VMware vCenter ~D A A h—)L| Z#HRL T 7Z &0,

¢« ESCHA |[ZOWTlE, ESCHA O A > A F—AFlEEF BB LT X\, H5&=
[OpenStack TO R ATHMEDERE] L5 8 & [VMware TO i Al HMEORRE ] 25
LTLEEN,

R6:ESC54~DT v T L—FTHR—+rENBESC/N\—Da Y

¥4 > 275X 5% |BackupandRestore 7 v 745 |4 Y —ERT v TYL—KTHR—
Fry Ifx—Tx L—KTHR—FENEN— | FENEZN—D3 Y
=
OpenStack 53, 52 53,52
VMware 53,52 53,52
CSP 53, 52 53, 52
HitEE

cHLWESC A=V g X7 v 7L —FRLEHS, ESCY—bE T, UEioU YV —2T
BHSNIETRXTOVNF DT A 7 A 7 NVEERLET, BEFDO VNFIZH LUVREE G

LWTF =2 =T V&M ZEMY 21213, BEFO VNF 2 JREAMEER L TR 2 L2
NV ET,

T ST V=R, TIZT47/777 47 HA DHTHR—FINFET,

)

GE)  ETSIEBATIEZ, ESCOT v 77 L —RTVIPZZEE LW TLFEWN,

ETSI @ REST A% —~ & L7=#4 . http 2> 5 https ~DZEE 1 ESC 1%, BEFED BB
T 5HESC a7 bl /N EHMOREEEIELET,
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28 k7avEsC A v Ra 207y ITL—F |

¢ ARZ L RTBVESCA VAR ADT v 77 L—FR (161 2—)

*ESCHA 7 VT A4 TIAZ U INA AL LV AB LV ADT v 77 L—F (163 <—)

* OpenStack TO ESCHA 77 7 4 T/AX A ) —ROA P —E AT v 77 L —FK (
165 ~=—)

e H—=FN_R=Z2ADME~ > (KVM) ESCHA 7 7T 4 T/AX XA ) — RKDA W —

ERAT v L— R (170 =*—3)

s VMware CO ESCHA 7 77 4 T/AZ LA ) —RKDA P —ERAT v 77 L—FK (175
)
«CSPTOESCHAT 77T A T/AX LN ) —RDA VP —ERT v 77 L—F (180%—
)

ABAUR7AOVESCA D RBVADTYTITL—F
AB L RTaVESCA VAL ART v 77 L— R BHI21E, DX AT HFITLET,

1. BSCT—H4R—=RA% NNy T7 v 7 LET, FMIZOWVWTIE, ESCAX L RT RV AR
HUANEDT—=HRX—=ADNRNy 7T v7 | BHRLTIIEIN,

GE) BEHETHEAINDIIARAZ LAV Ny 7T v 7L, T—F_X—=AETORNIENS ZE
TTDINE, NI T I AT Y T EHA LA M—=LTD2LERHY 1,

2. ESCA LV AZ U AZHERLET, FFllcOVWTIE, UTFD 7y IS5 L—FKZEHBMEL
T-ESCOEKN Ootr i a2 LTLIEE N,

3. HTLWESCA VAHX LV ATESC T —H_X—2%&ExLET, FMONTIH, LLTFD
[ESC T—ARAR—XDET] DHEASZHL TITEEN,

Ty L—F&ZEME LT ESC DER

HTWESCVM ARy 7 7 v 7 LTy y hET LI, FEERIIT v 77 b— RER G
LWESC Ny r—2I2k3<) DESCVM %A VA M=/ T HLERH Y £, ESC A A
= DT XTONRT A—=%2F, HWESCVM EREFCTHINERH Y F7,

s OpenStack D&, H LA A —T4 T Glance =~ > RZ&EMFH L TH LV ESC gcow2 A

A=V a4, H L bootvmpy A7 U R EFT LA A —T 4 2{fH LT ESC
VM %A VA b= T D0ERH Y £7,

N

(¥)  OpenStack T, HHWESCVM W7 —7 4 > 7 IP TEHD ¥ ToHR
TWESEEE, A VA M=V ZRICH LWESC VM %R U7 12—
T4 7 IPICEEAT 2 M ERH D F T,
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« VMWare D34, HTLWWESCOVA 7 7 A V%M L CESCVM %A > A h—/L9 B /88
BHVET, MOTRXTOHREE T/ N7 fEIZ, TOVM ERIUTHEIMLERH D F
j—o

ESC T—2RX—XADET

&

ATy T2

ATvT3

ATv74

ATy TH

ATvT6

Y5E0EIE

WOFIEZFEHAL T, FTLWESC A v AX L ATESCTF— 2 _—2 %t LET,

FIE

SSH Zff L TH LWESC A v A X o A TR L £,

$ ssh USERNAME@NEW ESC_IP

ESC —v 2 &E I L%,

$ sudo escadm stop

ESCH—EADAT—F 2% F =y 7 LT, T RXTOY—EAMELLTNWDZ L2l LE
ﬁ—o

$ sudo escadm status

F A NR— 2T 7 A NV EWEITELET,

$ scp://<username>:<password>@<standby ip>:<filename>
$ sudo escadm restore --file /path/where/file/scp-ed/to/db.tar.bz2

ESC —E 2 & Bt L £7,

$ sudo escadm start

ESCH—bE 2Nt ENd &, AX L RT7arESCOT v 77 L— RN T LET, HrL
ESC VM T s sudo escadm status %%ﬁﬁ“é Zrizky, ﬂ?ﬁ LWESC —E =& @Eﬁ‘l‘i%ﬁﬁ
WTEET,

Openstack C, 7 — % X—A % EFIZEITL LIk, TWESC A U AX U AEHIBRLET,

$ nova delete OLD ESC_ID

FLWESC A=V 3 N7 v /7L —RL7e# b, ESCH—ERIE, drn—Ta it ko
TREASNTETXTOVVNFDOT A 7 A 7 VEBRZMGE LET, 72720, &rnw3—Ta 00
ESC (T & o T S 4172 VNF ~OF LWERE G LW — 2 7 Va2 H) o AL RGE S
NWEHA, HLWESC/N—2 3 O LWEEREZ BEF O VNF (2 3 2 54515, BEfF D VNF
RGN L CHEMTAILERHY £,
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ESCHA7 95 1 FIR8viq 4228 207y ToL—Fk |

ESCHA 7Y T4 TIRZVUNA AV RBAVADT v TH
L—k
ESCHAT 77 4 TIAXZ L INA ) —R&ET v 77 L—RT5HI00%, ROX AT #FITLET,

1. WWESCHAT 7T A TIRZ I TIT AT A VARG ANDT =S N=R %Ny
Ty 7 LET, GOV TIE, ESCHAT 77 4 T/AZ U R A LV ALV ADT —H
N—=ADNy I T 7| ZHRLTIZIN,

\}

GE) BEHTHEAINTWARIAZ LRI VT ey 2T v T L, T—F_XR—REEITT HHICE
NHEELTIAICNE, Ny T v bRV " 2a—F 30\ B3HD F9,

2. HILWESC /A=Y a UNIESNT, HILWESCHA 7 7 7 1 T/AZ A ) — R R
LET, FEMICOWTIE, RO [Py TTL—FEBEMELIZESCORR) Otrvar
LTI &N,

3. 77T 47 ESCAV AR LA (RZUNAESCA VAR AIT 75 47 ESC A v AH
VALEM) OF—Z_R—=ZAFE L LETIEMICOWVWTIE, RO THLWFPI T4 7B&
UVRBRAUINAAVARBVRATODESCT—RAR—ADET] Ok a 2R LTLIES
AN

TYvTIL—FZBEMELIZESCHA7 VT4 TIRZ N1/ — FDOREH

2ODHWESCVM 2w 7 7 w7 LTy yy R T LTatk, # LW ESC /Xw /r— 23k
SWTHLWESCVM A VA h—VLET,

* OpenStack DA, H LA A —T4 & Glance 2~ > K& H L TH LV ESC qecow2 A
A=V aBER LI, B LW bootvmpy A7 U7 b EF LA A—U4 & LT ESC

VM ZA VA M=V T H0ENHY £3, DT XTD bootvm.py 5%, > VM D

Ty b7 AIEA LD ERETHILERH Y £,

* VMWare D56, HA DT 7T 4 T/ A K 734 T % VMware TRENIT 521X 2 2D FJE
RHOVET, 1) 20DARAZ L RTRUA VAR ARREL2) HAT 7T 4 TIAR A
BFHRAEGH L TRA v AZ L AEHREMDOT XTOREL a7 i, VWM &
FICIZTAHERH Y £,

«VIPH ) —ANRT Y RT 72 AR ENTWDEEIE, BWHAT 77 4 T/ AZ A
X7 EHEETHEOIHEH LD LRUT VIP 28 LWER THREEL T ES0,
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B 5L 707 T65URE 0 ESCA VR A VR THESC F— 8 RA— 2D

HLWTFI9TATEEUVRRIUINLESCA VAR VATODESC T—FR—ZADET

FIE

ABAUINL ESCAVARBVREY Yy AU LET,

ATy T

ATy T2

ATvT3

SSH #ffl L CAZ /31 ESC A A X AT LET,

$ ssh USERNAME@ESC_STANDBY IP

ESCA VAB UV ANAE L NRAZ o TWDI L ZWR L, AX A ESCHA T VT 47/
ABUINA A VAR AL T AELET,

$ sudo escadm status

[STANDBY| &W ) HIMENRERENDIGE. D/ — RiZAX 731 ESC / — KT,

G HAFIvr <~y T 757 A/ (dynamic mapping.xml) 23 ESC#—bE X T &
NTWDIEE, AT I v v~y BT 77 A )VEAZ LA ESCVM IZETT D
VERHY £9, AZ /1 ESC / — FOEREZAZITT DRI, Nv s/ T v 7 Z
A FIvr <~y EY 77 A/ (dynamic_ mapping .xml) % /A
Jopt/cisco/esc/esc-dynamic-mapping/ |2 = B —4 2 MR H VD £4,

A KM 34 ESC A > A X AL, OpenStack Kg/Horizon # 41 L C, Nova 2~ R&fifH L C
¥ MU LET, VMwarevSphere Z 3t & L7 ESCVM A > A ¥ ZADYA 1L, VMware
IIAT Ny aR—RelLTT /774 T4V RAZ A&y Yy N T LET,
OpenStack TDO AKX L NA ESCA LV AX L ADY ¥ v MU OFZRIRLET,

$ nova stop NEW ESC_STANDBY ID

HLWFPYT4TESCAVARAVARAEZE T LET,

ATv74

ATvTh

ATvT6

ATy T1

SSHZE#EHLTCT 7T 4 77/ ESC A v AX v AR LET,

$ ssh USERNAMEQESC ACTIVE IP

ESCA VAR ANRNT VT 47 THDHI LR LET,

$ sudo escadm status

HfEZ TACTIVE] EFEREINBHE., /—Rix7 27 47 ESC J— KT,

TIT 47 ) —ROESCH—ERZELL, AT —XAZMR LT, F—EAMEIEL T
D EEERLET,

$ sudo escadm stop
$ sudo escadm status

Fe A R—=AT 7 A NI LET,

$ sudo escadm restore --file /tmp/db.tar.bz2
$ scp://<username>:<password>@<standby ip>:<filename>
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WrE=2 oo L—Lo7yIsL—k |}

GE) HAFIv7 <o 7 77 A/ (dynamic mapping.xml) 7% ESC ¥— bt 2 Tl &
NTWBEAE, A4 FIv 7 vV 77 A% ESCVMIZETT ALENRD Y
£7, ESC /— REEBET LRI, Nv 7T v T XA FIvr v~y BT 77 A0
(dynamic_mapping.xml) % /A [opt/cisco/esc-dynamic-mapping/ (2 2 B —3 5 BN &
DET,

ATv7T8 VMZEHERL T, %474 ESCYH—ERAZHERH L ET,
$ sudo escadm restart

ATvT9 $ Sudo escadm status ZfEFH LT, ESCH—ERADAT —X A%l L E£7,
RATYTI0 AZ LA ESC/— REEEHLET,

OpenStack Nova/Horizon % 721 VMware 7 7 A 7 &2 LT, A% 2 /3A ESC / — RDE
Bad AZLET, AF NS, ) —Rae@B) Lz, ESCHAY 77 4 TIAZ AT v 7T
L—RDOT7 b R2R T4 086ERHY £,

ATYITN HWWHAT VT 4 T/AK N, A 2 AH A% OpenStack Nova/Horizon % 721X VMware 7 7 A
7 R B HIBREL 9, OpenStack T VM ZHIBRT A 612 KR L 9,

$ nova delete OLD ESC ACTIVE RENAMED OLD ESC STANDBY RENAMED

VNFE=RY2TIL—ILDTvTHTL—F

VNFE=X Y 7 NV—N%T v 77 L— 352, dynamic_mappingsxml 7 7 A /L% /N 7
ToT LThd, Ty 7L —RINEZESCVMIZ 7 7 A VEETTTAMLERH D 9, FEM
WZoWNWTIE, Ry 7 7y 7 EETEOFIE] 22 LTSN, HAT VT 4 T/AX A
AVABUADT ST L— RIZDOWTIE, [BSCHAT 7T A4 TIAZ U INA A VAR AD
ToTTL—F] ZBBLTLLESN, AU RTRUAVAZLADT v 77 L— RZO0
TiZ, AZ U RTa L  ESCAVAZ L ADT v F 7 L—R] BB LT EE N,

OpenStack TOESCHAT7 U 74 /XA N4/ — DA
HY—EXRTY T L—F
ESCRPM /Xy — T % L 1= OpenStack TDA V> H—ERT7 v TS5 L—F

FI§
AFYT1 ESCT—E_XR—=2,al Ty ANy 0T v 7T LET,
a) TUVT 47 ) —RNHESCT—FR—ADNy I T v T 5 FFLET, T—FX—2AD

Ny 0T v TOFEMIONWTIE, ESCHAT 7T 4 TI/AZ N A VAL ADT —H
R=2ADNRNy 7T v 7| ZHERLTIIEIN,
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B escrem <y — SR L OpenStack THA L H—ERT Y T L— K

ATy T2

ATvT3

RTv74

ATy T5

ATvT6

ATy 17

b) 77747 VM EAZ LA VM OGN HT_XRTCoOu 72 NEL TNy T v 7 LE
T, BT RNy I T v T HIE, ROavr REETLET,

# sudo escadm log collect

G HFALRZLT 77 A VL, /var/tmp/esc_log-<timestamp>.tar.bz2 |ZAZ K S AL E T,

c) ESCVMMNOLT —FRX—ADNNy 7T v T T77AnEnr 77 A/ (/tmplesc_log-.tarbz2
WCERKESNTWETY) *2ab—LET,

ESCHAT 77 4 T/AR L INAL ZAF XA VMIZa 7 A > L, escadmP—E RAZEIELF9,

$ sudo escadm stop

ESCVM 23 [f&1E (STOP) ] DIRREIZ/2 > TV D Z & &R L £ 9, ESC A [##1E (STOP) 1™
REEIZYI 0 B2 FTIZWL SRR BEERH D 9, ESC D AT — X AN [(E1k
(STOP) |1 DIRFEIZ/2 D &, ESCIZHA T 7T 4 TIAX L INA 7 F AKX DT/, HA
T I T 4 TIAE SRRSO D Z L ICEE L TS EE W,

$ sudo escadm status

Expected output:

ESC status=0 ESC HA is stopped

ESCVMIZT v 77 L—FRKHORPM 7 7 A V& ab—L, rpm 2~y REFITLTCT v 77
L— ]\‘ L/i\a—o

$ sudo rpm -Uvh /home/admin/cisco-esc-3.1.0-145.x86 64.rpm

escadm " —E A ZBHLE L £7,

$ sudo escadm start

ESCHA 7 VT A TIAZ AT VT 47 VMIZua AL, 77747 VM TFIE2 ~6
ZEDIRLET, 7277 47 ESCVM Tescadm V' —E A& EITH L 72— — =0
M=, 77T L —RENTZAZ L NRNAVMBT 77 4 70— LG & LITHE
BELTLEEN,

KA VARG ADESCNN—VaraFzy 7 LT, N=ValPELLT vy 7 7L —F&h
TWAHZ EafMER L, ESCY—EARHLWT 77 4 7VMTELL ETENTWD Z & &2
BLET,

# esc_version
# health.sh (in Active VM)
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ESC qcow2  * — U % {# M L 1= OpenStack TD A VY —ERXF7 v TS5 L—K .

ESC qcow2 1 A — T %A L 1= OpenStack TH A v H—EXT7 v TS5 L—F

ATy T

ATy T2

FIE

ESCF— 4 _R—RLul 77 A NEN Ny 7T v T LET,

)

b)

c)

TITA4T )= FMBESCT—FR—ADNy 7T v T#FTLET, T—FX—=2D
NPT v TOHMIONTIE, [ESCHAT 7T  TIAZ UL A U AL L ADT — 5
N=ADNy 7T 7] ZBRLTITESN,

TITAT VM E AL A VM OEG P OTSITORZZREL TRy 7T v T LE
T T &Ny I T v TFHIE, ROV REFITLET,

# sudo escadm log collect

G FALREZLT T 7 AV, /var/tmp/esc_log-<timestamp>.tar.bz2 |Z A% S 4L E T,

ESCVM N OHT —HRX—=ADNy I T v T 7740 u 77 A4/ (/tmplesc_log-.tar.bz2
WAERSNTHWET) *Zzab—LET,

HLWAR—a DESCAA—VEFEHLTCAZ U ASNA A VAR AZEEBL, 5—& N0
FHI S D ETREL T,

a)

b)

d)

Horizon Horizon Web Ul & 7= idnovaCLI Z ] L TA X 3 A A X U AZHIBRL £ 7,
OpenStack = k2 —F T, novaZ 74 7> MEETROa~> REFETLET,

nova delete <secondary vm name>

H LU ESC A A — % OpenStack Glance (2 8%% L C., FRBIOM RN MR L £,

glance image-create --name <image name> --disk-format gcow2 --container-format bare
--file <esc_gcow2 file>

HLNA A== g SN T, AX NS ESCVM A VAKX AHER L E

9, HLWESC /X7 — (bootvmpy BELOHT LS BER LT A A—) ZEHLT, #
HOAR LN A VAR AETHA LA R—LLET, MOTRTOA A F—LXF

A—2X, UAIOESCVMEREFRI L THLILENRH Y £3, 7L xiX, RA N, IPT
K1 A, gateway ip. ha node list, kad vip, kad vif IZIZF CEZFRATILERH Y £

T Ty T 7= RINTenN—2a VOFHBIESCA VAL U ARKET L L, DA A
B ARTAL NARBEIZ 72D T,

A 2L 2zl LTRO A~y REFEITL, # LWECS / — ROREHIRES
R L £,

$ drbdadm status

drbdadm A7 — X AR D EINDETRHEL., WHFD ./ — KOWABKRD L I
[UpToDate] (272> CTWAEMERLET, ZHUuL. HFHESCA L AL AT, 77T 4
TALVAZ L ANLDT —HRMMPRZET LTSI EERLET,

T I T 4 TIARE A DI
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B escocowz ¢ X — U %R L1 Openstack THA L H—ERT v TS L— K

esc role:Secondary
disk:UpToDate
101.1.0.119:7789 role:Primary
peer-disk:UpToDate

7 7T 4 7 ESC O

esc role:Primary

disk:UpToDate

101.1.0.120:7789 role:Secondary
peer-disk:UpToDatee

ATV T3 AZUNA AU AKX AT keepalived h—EAEEIL, TV T 4T ALV AX L ADERE A

7

a)

b)

d)

e)

ILET, WIT, AHX 31 keepalived —E A ZBHAA L £,

keepalived — B A &2 145|212, koa~r REEHALET,

escadm keepalived stop

TITATAVARE L RAIZR A LT, ESCT VT 47 ) —R&EATF U AE—RIC
RELET.

$ sudo escadm op_mode set --mode=maintenance

WDAT v FIZHETHNC, BEITHFDO ST o7 v a NN ERHERL TN, E
THORNT YT g BRI EEHRT I, ROa<v 2 REFEITLET,

For ESC 2.3:
$ sudo escadm ip_trans

ESC23 LV EIOD/NN— a3 DAL, escmanager 2 7 (/var/log/esc/escmanager.log) (23T
LWhZ Uo7 v a BN EaERLET,

Ty T T = RENTAZ NN A L AZ R Zu AL, BSCY—ER%EZT ¥ v b
v LET,

$ sudo escadm stop

OpenStack Nova 7 7 A 7> hHorizon ZH L CT7 77 4 7 A L AZX LV ADERE A 712
L, 77> TWAHZ & &R LET, OpenStack 2> e —7 TREFEITLET,

$ nova stop <active vm name>
$ nova list | grep <active_ vm_name>

PIRI7 v 77— RENTZAB N A AR A (EIRIREE) [ (L, ESCH—
EAEFEELET, AXUNAESCA VAL LRI T VT 4T A VAR ADBE— )L
FIEME (A v TFF—"=RN R I T—ZNET) | L=V a o TH—ERDO#HE
R L E T,

$ sudo escadm start

RTFYTE FLWT VT4 TA VAR ADESC A= g VAL, XN—Ua U BDELL Ty 77 L—
RENTWENEfERLET,
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ATvTH

ATvT6

ESC qcow2  * — U % {# M L 1= OpenStack TD A VY —ERXF7 v TS5 L—K .

$ sudo escadm status (check ha status)

Expected output:
0 ESC status=0 ESC HA Active Healthy

$ esc_version (check esc version)
version : 3.x.x
release : xxx

HLWESCA A—VHEERLTC, BT 72T 47 AV AX A HERLET,

HWT 7T 4 TV A AB L AEHIER L, H LWESC 7Sy 77— (bootvm.py $5 & UV L < %
FkLicA A=) ZERALTHEMLES,

a)

b)

BB LA v AZ A IR 7 A LT, HA AT — X AR LET, Bl
AL ARFAF NRNARIETHDIVERD Y £7,

$ sudo escadm status --v

WDa<wy FEFETLT, HTLWESC 2% 34 ) — RORIARELZ R L £,

$ drbdadm status
drbdadm A7 —% AOH JJIZ [UpToDate] &F/RINDETHELET,

HLWESCAZ 3, ) — ROBA, EEHEF =y 7IZE8K L, BSCRX—Y a3 UHAELL
ToTTL—RENTWDHZ L E2MHRLET,

$ sudo escadm status (check ha status)

Expected output:

0 ESC status=0 ESC HA Standby Healthy

$ esc _version (check esc version)version : 2.x.x
release : xxXx

$ health.sh

Expected output:

ESC HEALTH PASSED

BONZT v T T V=R LTI T 474 AZ L RTRY, IEFEMEE keepalived DIRFER T =
7 LET,

$ drbdadm status

Expected output:
l:esc/0 Connected Primary/Secondary UpToDate/UpToDate /opt/cisco/esc/esc_database ext4
2.9G 52M 2.7G 2%

$ sudo escadm status (check ha status)
Expected output:
0 ESC status=0 ESC HA Active Healthy

$ esc _version (check esc version) Expected output:
version : 2.x.Xx
release : XXX

$ health.sh (check esc health)
Expected output:
ESC HEALTH PASSED
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B 71 ~—2oFEEIL KM ESCHAT 55 1 T/RE VA4 J — DA SH—ERT v FTL—F

G Ay rua—nnNyr Ty L—RIKELESGEEX, 7y 77— RahiA

VARV ARABEY Yy RET VL, HWT I T A TA VAR RAEREILT, I A v

a—/ Ny 7 BFEITLET,

AV —ERTYy TSI L—Fna—)L/\y Y FIE

1. ESCVM INOT —FRX=RLua l DRy 77 v 777 A NVEEEOEGHTICa E—
LET,

2. FEODESCA UV AX U AZEHIRLIED, W= 3 O qeow2 A A — V&1
FILTESCHA 777 4 7/AX 34 VM ZHER L £,

3. T—AR—AREWETLLET, HAT I T 4 T/AZ AT —H =D
% @ Backup and Restore Zfiffl L72 ESCHA 77 7 A T/AZ U INA f VAR VA
DT T T L—FR] OFIRICHENET,

4, FT—HEX—2ADEIHE, ESCH—EREH WA=V a3 VICERTRERH Y £7,

HD—RIAR—ADRETL > (KNUM) ESCHA 75 T 4
TIZAZ N ) —FDA VG —ERT7YyITHL—FK

ESCRPM /Ny 5 —CHFERHLEKIM TOA o H—ERXRT7 Yy T L—FK

COFIEEFEH LT, =N _XR=2ADFIE~ > TH—E 2D P2 &/ MRIZIZ 23 5.
ESC &/ — &7 v 77 L —FKRLET,

ATy T

ATy T2

FIE

ESCT—4_R—R a7 7 A Ny T v 7 LET,

a)

b)

c)

TIT 47 ) —KINHESCT—HR—=ADNRNy 7T v T eFEITLET, T—HX—AD
N I T o TOFHAMIDONWTIL, TESCHA T VT 4 TIAR L INA A VAR LS ADT —H
R=ZADNRNy 7T v 7| ZZRLTITEEIV,

TI2T 4T VM E AL R VM O HNLTRCOu 72 IUEL TRy I/ T v 7 LE
T, BT ENy I T v T HIE, WOa~vr REEITLET,

$ sudo escadm log collect

G HFALRZT T 77 AL, /var/tmp/esc_log-<timestamp>.tar.bz2 |ZAZfK S 41
£

ESCVM 6T —FX—=ADNRNy I 7 v T 77 A)ua 757 AL (/implesc log-.tar.bz2
AR *2ar—LET,

ESCHA T VT 4 TI/AR AL AHZ L NAL VMICa AL, ESCH—E 2%&EIELET,

$ sudo escadm stop
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ATvT3

ATvT4

ATvTh

ATvT6

ATy T1

ATvT8

ATvT9

ESCRPM /S 4 — S %A L KM To1 > 4—Ex7 v T5L—k ||

AL 73 ESC VM MMEIIRREIC e > TV D Z & 2 L £,

$ sudo escadm status --v

ESC A7 =X AN 0 O&H, HAXEIEL THET,

AL UNA VM Trpm 2w REFETLT, Ty 77 L —RLET,

$ sudo rpm -Uvh /home/admin/cisco-esc-<latest rpm filename>.rpm

TITATAVAR AR T AL LT, ESCT VT 47 ) — REALSTFURAE— RICRE
LET,

$ sudo escadm op_mode set --mode=maintenance

FATFDO R T oI I v a B LW R T oY 7 a BN T v 77 L— RERHZRNZ & 2R L
TLESW, WOavr FEERLT, ETHO N7 o7 v a v afER LET,

$ sudo escadm ip trans

ESC23 XV H v e/l ROYAIL, escmanager 2 7 /25, (/var/log/esc/escmanager.log) @ b
TV a rEERTALENRDH Y T,

ESCT 77 47 /) —ROEREAZ7IZLT, BRIV Yy MATUVENTWAZ LR LE
¥, KVMESC 2> ha—F T, ROa~vr REFEITLET,

$ virsh destroy <active vm name>

$ virsh list --all

TS T —RENTFESCA LV AZ LA (UFIDAZ L NA ALV AZR) lca A1,
ESCYH—bERZBELET, Ty 7 7L —RENEZVMIZT 7T 4 70—V &5 &#kE . ESC
P—bERAEREM L F7,

$ sudo escadm restart
$ sudo escadm monitor start

HLWT VT A TA VAR ADESCAA—V a U EFHER L, ELWAR—g Ty 77—

RENTWENEHRLET, VMMBT 7T 4 TIRREIZ /o725, ESCH—EARFH LWT 7
T 47 VM THUNIEEH L CWD 2 & 2R LET,

$ sudo escadm status
Expected output:
0 ESC status=0 ESC HA Active Healthy

$ esc_version
$ health.sh

Expected output:
ESC HEALTH PASSED

TWT 7T 4 TA L AZ L ZADBREFNCLET, KVMESC 22y hr—F T, RODa~
REFITLET,

$ virsh start <active vm name>
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B scon s x—crgRLERWMTOS L H—ERTYTIL— R

ATV F10 HWESC A= g v EEEHELTWHWAVMICe /A LT, AT v 72, 3, 4, B 7%2 VM
THEDIRLET,

ESCOVA A A—CZHFERALIZKYM TOA D H—EXRTYv TSI L—F

FIE

ATFYT1 ESCT—ERXR—=2R¢,ual Ty A NNy I T v 7 LET,

ATy T2

a)

b)

<)

TIT 4T ) —=FNHESCT—HR—=ADNRNy I T v T HFITLET, T—FX—AD
RNy 7T o TOFEMIONWTIE, [ESCHAT 77 4 TIAZ UL A VALV ADT —H
R=ZADNRNy 7T v 7| ZBRLTITEIN,

TIT 4T VM ERAZ A VM O NS TRTCOu T ZEEL TNy 7T v 7 LE
T BT BN I T 7T HIE, koa~vry REFEITLET,

$ sudo escadm log collect

GE)  HALRZLT T 757 AL, /var/tmp/esc_log-<timestamp>.tar.bz2 {ZAE R S 41
EJ e

ESCVM BT —HX—ADNy I T v T 774 )ua 77 AL (tmplesc log-.tarbz2
WZARR) * Zave—LEd,

ABNA BESCA VAL AEFERLET, AZXNA A AL AZH LW ESC A A —
UhEBELET,

a)

b)

<)

d)

libvert Virssh =< REFEH LT, AFANA A AZ L AEHIBRLET, KVM A X b
T. KOa<x FE2ETLET,

$ Virsh destroy the <secondary vm name>
$ Virsh undefine --remove-all-storage <secondary vm name>

HREAOMEHADZOIZ, HTLWESC A A—Y% Kvm A A Mo —LEd,

sshpass -p "host Password' scp /scratch/BUILD-2 x x x/BUILD-2 x x x/ESC-2 x x x.gcow2
roOt@HOSTIP:

LA A—=UN—=T g NZHEDSNT, AX U NA ESCVM A VAKX U AZHEMRLE

9, HLWESC /X — (bootvmpy BELOHFT LS BER LT A A —) ZEHL T, #r
HOAZ L NAA VAR AETHA LA R—LLET, HMOTRTOA A F—L/37

A—H%, URIOESCVMEH LR L THANENRH Y £3, 7m& 2L, mA N, IPT
KL A gateway ip., ha node list, kad vip, kad vif IZIX[F CfEAfEH T2 0ERH D £

T ToT T L—FRENTEARA—=a VOFHESCA VAL U ARKEITL &, TDA A
BV RAFAZ UNAARREIZ 7D T,

HHA 2z R Za A LTRO A~y REFEITL, #H LWECS / — RoOEHIRES
el LE7,

$ drbdadm status
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ATvT3

ATvT4

ESCOVA f A—SE@RALEKWM ToA o4 —Ex7vToL—F ||

drbdadm A7 —Z ARH N INDETREL, WHD/ — RBRROETID XS IC
[UpToDate] (272> TWHZ & &g LET, ZAUL. FIHESCA L AZ AT, T2
TATAARZ L APLDT —=ZREMNRTET L TNDZEERLET,

esc/0 Connected Secondary/Primary UpToDate/UpToDate

ABINA A U AB AT keepalived M —ERAZAZIL L, 77T 47 AV AZ L ADERE A
ZIZLET, KRIZ, AF 231 keepalived —E A ZFME L £,
Q) TIVTATAVAZ AR A LT, BSCT VT 47 ) —ReAUTF U AE—RIZ
RELET,
$ sudo escadm op mode set —-mode=maintenance
WDAT » FITHELHNS, FATHDO M T o ¥ 7 v a RN L afEE LTl iZan, #
THDO TP va BRI EE2HERT DIIE, kOa~vr REFTLET,

$ sudo escadm ip trans

escmanager 1 2 (/var/log/esc/escmanager.log) (ZH LN KT 7 g VRN T & iR
LEd,

b) Ty7TVL—=RINTAZNAA L AZ AT A4 LT, keepalived —E X%
Y b LET,
$ sudo escadm stop

Q) TITATA VAL LV ADEREA7IZL T, BERCATZITR>TND I L 2R LE
7., KVMESC =2 he—F T, WEFITLET,

$ virsh destroy <active vm name>
$ virsh list --all

d) PENCT v 7T L —RENFEAZ N A L AZ A (EIRRE) 1[cu A > L, ESC
P—bREEEHLET, AZUNAESCA VAL RIT VT 4 T A VAL ADE—)L
BHIEME (RS v FA—N"—R R I T—ENET) | HILOIA—T 3V TH—ERDEE
2 BEas L £,

$ sudo escadm restart

LT VT 4 TA VAL ADESCAN—V a VEHRL, N—YarBELL T v 77 L—
RENTWDNZHERLET,
$ sudo escadm status (check ha status)

Expected output:
0 ESC status=0 ESC HA Active Healthy

$ esc_version (check esc version)
version : 4.1.x
release : xxXx

$ health.sh (check esc health)

Expected output:
ESC HEALTH PASSED
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B scon s x—crgRLERWMTOS L H—ERTYTIL— R

ATV TS HLWESCA A—VEMHALT, BT 774 T7A LV AX L AEFHREBELET,

TWT 7T 4T VA AZ L AEHIFRL, #H LWESC /Xy 7 — (bootvm.py 3 & O L < %
FRLToA A=) ZEALTHEALES, thOTXTOA A F—A"T A=21F, H
ESCVMDEB LRI CIZTAMERH Y £9, 7oL 21X, AA M, IPT KL A gateway ip.
ha_node list, kad vip, kad vif |L[Ff CMBEIZC T D ERH D F£7,

ATvT6

a)

b)

<)

TR LAV AX L RZu 74 LT, HART— X AEMERLET, HrLunA
AB AT AZ RARETHDILERNH Y 5,

$ sudo escadm status

KD~ REFITLT, HTLWESC AZ 34 ) — RORIMIREZ R L E T,

$ drbdadm status
drbdadm A7 —# ZOH JIZ TUpToDate] &R RIANDHE THEL ET,

HLWESC AKX V3 A ) — RDGA, EFETF = v 7/ L, ESCN—Y 3 URIELL
Ty T L—RENTWAZ L E2HRLET,

$ sudo escadm status (check ha status)

Expected output:

0 ESC status=0 ESC HA Active Healthy

$ esc _version (check esc version)version : 4.1.x
release : xxX

$ health.sh

Expected output:

ESC HEALTH PASSED

WANZT v T T V—RULIZT 7T 4 T A VA AZRY . L keepalived DIREEER T = v
7 L\i—g—o

$ drbdadm status

Expected output:

l:esc/0 Connected Primary/Secondary UpToDate/UpToDate /opt/cisco/esc/esc_database extd
2.9G 52M 2.7G 2%

S sudo escadm status (check ha status)
Expected output:
0 ESC status=0 ESC HA Active Healthy

$ esc_version (check esc version) Expected output:
version : 2.x.x
release : xxX

$ health.sh (check esc health)
Expected output:
ESC HEALTH PASSED
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VMware TO ESCHA 7 & 7 4 T2 % 14 / — koA w4 —Ex7 v T L—F ||

Gx) IA v Ia—nNR_yr Ty T L— RNCRRLTESGEIEL, Ty 77— RNahveA
VARV AEV XYy AU L, HWT I T A TA VAR RAEERBILT, A v
2= Ny 7 EEITLET,

AY—ERT7 YT L—F0a— )Ly FE

1. FRODESCA LV AZ L AZHIFRLIEL, W= 2 D qeow2 A A— T & fif
FILTESCHA 77T 4 7/AZ 231 VM ZFHER L £7,

2. T—HR—REWILLET, HAT VT 4 TI/AZ AL T —H_X—= AW D7=
% @ Backup and Restore il L72 ESCHA 77 7 A T/AZ U INA f VAR VA
DT T T — R OFMEIENET,

3. T—HRN—RDE Kk, ESCH—ERAZH WA=V g VICERTHERH Y 7,

VMware TDESCHAT7 VT4 TIRZAINA /) —FDA >
HS—EX7YvITIL—F

ESCRPM /Ny 5 — T #{FEA L= VMware TDA Y —EXT7v TS5 L—F

ATy T

ATy T2

ATvT3

F—E2AOHWr A E/NRICI A 723 5, ESCHEAIANE, — &2 —EIZ1>7 v 77— K95
Wi, WOFIEEFEHLES, 2070w ATIE, ESCHAT 77 4 T/AX XA DL
= arBIOT o — A= _—EENEH SND T2, FEITT = _X—A%ETT5H
ER L, Ty T —RENTHH ) — RIZESC P—ERA&E AL — R IIBfTTEET,

FIE

ESCT—4RX—=R,ua 77 A NENy T v 7 LET,

a) TUT747 ) —FKNHESCTF—ZR—ADNRy VT v T EFLET, T—HX—ZAD
Ny 7Ty TOFHMIONWTIE, TESCHAT 7T 4 TIAZ AL VAL L ADT —H
NR=2ADNRNy 7T 7] ZBRLTIEIVY,

b) 77747 VM ERZ L ANAL VM OB G NHT_XRTORTZZNEL TNy 7T v 7 LE
T BT &Ny I T T THINE, ROavw REETLET,

# sudo escadm log collect

¢) ESCVMMOLT —ZRX—ADNNy 7T v T T77ANEnT 77 A/ (/tmplesc_log-.tarbz2
WCAERENET) *Zav—LET

ESCHA 77T 4 T/ AZ N AZ A VM IZu 7 A > LT, keepalived —E A Z{5 11 L
i‘j‘o

$ sudo escadm stop

A K34 ESC VM MMEIEIRAEIZ /2 > CWAH Z L 2R L E T,
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B escrem <y s —CEERALE VMware TOA LY —ERT YT L—F

ATv74

ATy Th

ATvT6

ATy T1

ATvT8

ATvT9

ATy 710

$ sudo escadm status —--v
ESC A7 =X ZH 0 DA, HAIFFIEL THET,
ABRA VM Trpm 2~ REFETLT, Ty 77— RLET,

$ sudo rpm -Uvh /home/admin/cisco-esc-2.2.9-50.rpm

TIOTATAVAE L AZa A LT, BSCTIT 47 ) —FREALT T RAE— RICRE
| =

$ sudo escadm op_mode set --mode=maintenance

EITHRDO R T oI a0 LW N T o7 a N T v L — RN E 2R L
TLIZE W, ESC23MBIRODa~<wy REFEITTDHE, FTHO RN TV I g U EHRTE
ij‘o

$ sudo escadm ip trans

ESC23 X VIO E /N ROBEIX, escmanager 1 7 28 L, 20T 7 7 A /VIZH LW FT
YT a URRE SN TV RV TGRS D MEND Y £T, v T 7 AT
(/var/log/esc/escmanager.log) (Z&H Y F7,

ESCT 277 47/ —FROEREA7IZLET, VMware vSphare 7 74 7 > b T, [th—L
(Home) 1>[4 >~ > kY (Inventory) 1>[VM &T>FL—Fk (VMsand Templates) ] %
BIRLUET, EUONRUNET 7T 4 TA AL 2% 527 Y » 7 LT, [BiIR (Power) ]

>[EiBEA 7 (Power Off) ] Z&IR L F9,

T T T —RENZESCA VAX A (LIRID AR S f VAKX R) lcu A LT,
keepalived V—E A ZFHMA L ET, T o7 7 L—RENZVMIZT 77 4 7 a— V&5 &fkE |
ESC H—bE 2 &2k L 7,

$ sudo escamd restart

HLWT VT A TAVARZ L ADESCAA—V a V2R L, ELWAR—2g T vy 77—
RENTWENEHRLET, VMMBT 7T 4 TIRREIZ/ o725, ESCH—EARFH LWT 7
T 47 VM CTHUNZEE L WD Z 2R L ET,

$ sudo escadm status
Expected output:
0 ESC status=0 ESC HA Active Healthy

$ esc _version

$ health.sh
Expected output:
ESC HEALTH PASSED

SWT T 4 T A AR ADERE AT L ET, VMware vSphare 7 7 A 72 h T, [{R—
Ly (Home) ]>[4 >R k1 (Inventory) 1>[VM &T > T L—k (VMsand Templates) ]
PR LET, EAONRKIVINSET 7T 4 TA VAL AR EAG7 Y v 7 LT, [BIR (Power) ]
>[EEA 7 (Power Off) ] 2R L F9,

HWESC A=V a VAL TWDH VMIZr 7 A LT, A7y 72, 3, 4, BLXOT% VM
THYIELET,
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ESC qeow2 A A — D% A L 1= VMware T4 >4 —EXF7 v T L—F [

ESCqcow2 f A —T & {FAL - VMware TOD A v H—EXRT7v F5L—F

FIE

ATFYT1 ESCT—ERXR=2¢,ual Ty A NV w0 T v 7 LET,

)

b)

<)

TITA4T )= FMBESCT—FR—ADNy 7T v T#FTLET, T—FX—=2D
NPT v TOHMIONTIE, [ESCHAT 7T  TIAZ UL A U AL L ADT — 5
N=ADNy 7T 7] ZBRLTITESN,

TITAT VM E AL A VM OEG P OTSITORZZREL TRy 7T v T LE
T T &Ny I T v TFHIE, ROV REFITLET,

# sudo escadm log collect

Gy FALRZT0T 77 AL, /var/tmp/esc_log-<timestamp>.tar.bz2 |ZAZf% S 41
i ﬁ‘o

ESCVM N HT —HR—ADNy I T v T 774V va 757 AL (/tmplesc_log-.tar.bz2
WZAERR) *Zav—LET,

AFYT2 AFUNRALESCAVAZ L AEHERLET, AZ UL AL AZ L ATH LWESC A A —
CEHEL, T—2RRMEIND E TR LET,

a)

b)

ARNAA VAR AEFIBRLET, AZ L /SAESCA v AX UV AEHIBRT HI121E, £
FvSphere 7 A T 2 RinbA VAKX AD EREA 7 2L, WRIZ[T 14 X7 H LHIEK
(Delete from Disk) ] 47> a AT 54652 H Y £9, VMware vSphare 7 7 1 7
rC, [A—24 (Home) >[4 X kU (Inventory) ]>[VM &7 > 7 L — K (VMs and
Templates) | ZZBR L E T, ERDONNKANETTA VAV AZ AU EHT Vw7 L
T, [EIR (Power) |>[EIA 7 (PowerOff) |ZHTIRLET, RIZ, AFX A A L AHK
VAEHIBRT 512X, [(R—L (Home) 1>[4 >R kY (Inventory) 1>[VM &7
L— bk (VMsand Templates) ] ##IR L E£7, RO SRV INOEA P AZ A T 457
Vo7 LT, [T4RID5HIER (Delete from Disk) ] 3R L £,
LA A=V NR—=T g NZHESNT, AX XA ESCVM A VAKX A HEMRLE
9, HLWESC /X — (bootvmpy BEL OB LS BEER LT A A—) ZEHL T, #r
HWOAB L NRA A VAR AETHA LA M=V LET, T F T —RENTRA—=V g
DHFHESCA VAR AN T DL, TDOA AR RTAR A RREIZR D 9,
A v AZ AR T LTIRO A~y REFE(TL, # LWECS / — ROk REZ
el LE7,
$ drbdadm status
drbdadm A7 —Z AR N SNDETHREL, WD/ — FOHARKRDO L I

[UpToDate] (272> TV O &M LET, ZHid, FIHESCA VAL AT, 777 4
TAVAZ L ANEDT—=ZRMNRET LTSI EEaRLET,

esc/0 Connected Secondary/Primary UpToDate/UpToDate

ARTY T3 AX N, AU AH L AT keepalived h—EAEEILL, 77T 4T ALV AL L ADERE A

7

ZLET, WIT, AZ /31 keepalived —E A& BHAA L £,
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B escocowz o A —SEERLE VMware T Y —ERT Y THL— K

ATv74

a)

b)

d)

TITATA VAT AT AL LT, BSCT VT 47 ) —R&EA LTI AET—R|IZ
RELET,

$ sudo escadm op mode set --mode=maintenance

WD AT FIHEDRNZ, BEITTO T o7 a U NRNWZ EEHERL TR N, £
ITHDORNT Y7 v a BRI EERTHICE, ROa<w > FEEITLET,

For ESC 2.3:

$ sudo escadm ip trans

ESC23 KV HTD/N—T 3 » O4A X, escmanager 2 2 (/var/log/esc/escmanager.log) (2T
LWRI U7 va NN E R LET,

Ty T T U= RENTCAZ N A L AZ AT 7 A LT, keepalived —E A%
V¥ MU LET,

$ sudo escadm stop

TITATA VAR ADEREFT7IZLT, TITATALVAZ U ADERNA 7T
o TNDZ &R LET, VMware vSphare 7 74 7> h T, [FA—2 (Home) ]>[A
>~ U (Inventory) 1>[VM &7 > 7 L — bk (VMsand Templates) ] Z 3R L E5, A&
BDONRIANETTA~ VA AZ AL %G Y v 27 LT, [ (Power) > [EIiA
7 (Power Off) ] ZER L £7,

VRIT v 77 b= RENTCAZ N A AZ A (JFIRIREE) (2r 7 A L. keepalived
P—EREEEBLET, AXLNAESCA VAR L REIT VT A TA VAT ADE— )L
B EWE (RS v TFA—N=R R T —INET) . HLWWA—T 3 L TH—ERDHE
A B L ET,

$ sudo escadm start

HLWT V7T 4 TAVAZ L ADESCAA—V g U EHR L, XN—Va U DNELLL Ty 77 1L—
RENTWAENEHERLET,

$ sudo escadm status --v(check ha status)

Expected output:

0 ESC status=0 ESC HA Active Healthy
vimmanager (pgid 41908) is running
monitor (pgid 42067) is running

mona (pgid 42130) is running

drbd (
snmp (pgid 2121) is running
etsi (

pgid 38488) is active

pgid 43247) is running

pgsgl (pgid 42566) is running
keepalived (pgid 40281) is running
portal (pgid 43307) is running
confd (pgid 25644) is running
filesystem (pgid 0) is running
escmanager (pgid 42775) is running

$ esc _version (check esc version)
version : 3.x.x
release : xxx
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ATvTH

ATvT6

ESC qcow2 1 * — T #{FHMA L 1= VMware TDA > H—ERX7 v 75 L—FK .

$ health.sh (check esc health)

Expected output:
ESC HEALTH PASSED

HLWESCAA—VHEEHLTC, BT 7T 47 AV AX L AZHERLET,

HWT 7T 4 TV A AB L AEHIER L, H LWESC 7Sy 77— (bootvm.py $5 & UV L < %
FRLIcA A=) AL TCHEMLET, tOoTXTOAL A F—A"T A—=Z %, Hn
ESCVM DB LRI CIZT A2E R H Y £7, 7ok xiL, AA M, IPT R A gateway ip.
ha node list, kad vip, kad vif IX[F CMEICT 2 XERH Y £3, HIERT 285513, [F—24
(Home) ]1>[A »<> h VU (Inventory) ]>[VM &7 > 7L —k (VMsand Templates) | %%
WUET, LEMDORIVNEA VAR A5G Y v 7 LT, [T 4 A2 1GHIER (Delete
from Disk) | IR L £,

a) HICEEH LA v AZ A Cn I A LT, HART =S AEHRLET, HLA >
AL L AFAL S RETHLMERH Y £,

$ sudo escadm status

b) WDa<wr F&EFEITLT, HLWESC A& 31 /) — ROFEHIIRAEZ R L £7°,

$ drbdadm status
drbdadm A7 —% ZAOH T [UpToDate] & FEREINDFE TREL FT,

c) HLWESCAZ A ) — ROLGE, IEFETFT =y 72K L, ESCA—T 3 U IELS
TS T L= RENRTWDHZ LR LET,

$ sudo escadm status (check ha status)

Expected output:

0 ESC status=0 ESC HA Active Healthy

$ esc version (check esc version)version : 3.x.x
release : XXX

$ health.sh

Expected output:

ESC HEALTH PASSED

BUNCT v T T V— R LT 0T 4 T A AR AR EHEL keepalived DIRFER T = v
7 LET,

$ drbdadm status

Expected output:

l:esc/0 Connected Primary/Secondary UpToDate/UpToDate /opt/cisco/esc/esc_database ext4d
2.9G 52M 2.7G 2%

$ sudo escadm status (check ha status)

Expected output:

0 ESC status=0 ESC HA Active Healthy

$ esc _version (check esc version) Expected output:
version : 3.x.x

release : XXX

$ health.sh (check esc health)
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B csPcoEsCHAT 974 TIRB M ) —RDA L H—ERTF Y TTL—F

Expected output:
ESC HEALTH PASSED

(6=3) IJAyra—NN\y 7 Ty L— RKRR LS, Ty 77— RNahkA
VARV ARABEYV Yy RET UL, HWT I T A TA VAR RAEREILT, I A v
a— Ny 7 EFETLET,

A —ERTYy TSI L—Fna—)L/\y Y FIE

1. ESCVM MO T —HRXR—=RLa DRy 7T v 777 A NVEEEDLFNICa E—
LET,

2. FEODESCA LV AX U AZHIRLIED, W= 3 U0 qeow2 A A — V&1
FILTESCHA T 77 4 7/AX 34 VM ZHER L £,

3. T—AR=AREWETLLET, HAT I T 4 T/AZ AT —H =R LD]-
% @ Backup and Restore Z#fiffl L72 ESCHA 77 7 A T/AZ U INA f LV AK VA
DT T T L—FR] OFIRICHENET,

4, FT—HRXR—=ZADELHE, ESCH—EREZH WA= 3 VIZETHERH Y £,

CSPTODESCHAT T 4 TIRB VN / — kDA U —
EX7vTTL—F

&

CSPCESCHA T V7 A TI/AZ U INA ) — KDALY —ERT v 77 L— REFITTHITIE.
WROFNEEEITLET,
1R BHEIIZ

WDa<vy REERALT, Ty 77 L —FROFNZESCHA / — FABEUICHEE L WD L%
N = N

# escadm status

12D ) —=RKNT 7T 4 7IRET, 91250 —FKNRAF U ANAIRETHLIVLENHY £,
WKDa<wy REFERALC, 7725747 /) — FEWRLET,

# health.sh

EEETF =y 726K T 0L, RBFIRENET,

ESC HEALTH PASSED

FIE

AR A VAR ADY % NE T

VM OEREZ A 71T 51, AZ AL ESCVM AT v 77 L—FRLET, 7Ty 7L —F
T 5120, ROFNEIZHENE T,
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ATvT2

ATvT3

ATy T4

CSP TOESCHA 7 &7 4 TIRE 234 / — RDA v 4—ExFvToL—F |

1. kOa<wy FEEHALT, AZ UL ESCVM Wb 7 ZINEL, Blo~wilat—L
\iﬁqo

# collect esc log.sh
# scp /tmp/LOG PACKAGE NAME <username>@<backup vm ip>:<filepath>

2. CSPEEHLT, AX N1 ESC DEREA7IZLET,

FTLWESC RNy r—UaFHLT, AX AL ) —RFREFERLET,

AH L NA ESCVM DERE A7 LTath, 777 b—R32572012, HLWESC/Ry r—
CEMEHLTHLWVWESCVMZ A > A h—)L LET, LIFIOESCVM & 135725 ESC/Ny 77—
CEMERT G AERE, ESCA VA M=V THRAT2ZOMT R TONRT A—H1F, LIFiO
ESCVM BB LRI CIZTH2MENRH Y 9,

ESC/ — FWAZ U NAYRBEIZR > TNDZ AR LET, kOa~<r REfHALT, #HL
WESC A Z A ) — FORBMREAZHER L E7,

# drbdadm status

WOHNINERENDETEHELET, ZhiE. FTLWESCVM MR T 7T 47 ) — Ko
F—ARMAEZRZTLTEY ., ZKFORETHLZLERLTVET,

[admin@esc-xyx-upgradetesthal-4-5-0-105 ~]$ drbdadm status

esc role:Secondary

disk:UpToDate

172.20.117.55:7789 role:Primary

peer-disk:UpToDate

HAF v w7 7574/ (dynamic_mapping xm) 73 ESC —E R |IZL > THEHAIN
TWAEEIT, ESCVMIZETTT 2RERH Y £, Nv T v 777 A V%
/opt/cisco/esc-dynamic-mapping/ /NA I 2 B — L E 9,

TIT 47— FRuEFELEL, AL v FA—"—% U HT—LET,

CSPEMEHLTCT VT 4 TA LV AZ L ADEREZF7IZLET, D%, HAARAA v T A —3—
NHBIENZ R Y =&, AZ AN AV AZ L ARFT L= 3 D ESC H—E R %3]
T FET, HILWESC T 7T 4 Tl Tl=th, TOHLWESCT 7T 47 ) — KB IER
MF v 7B LR L ET,

TWTF 7T 4 THEEWHZ DD LW ESC / — KO R

HLWESC ARy r—V a2 LU CLRIDT VT 4 TA VAR R ET v 7 T L— R 5720
B LWESCVMAZ A v A F—L LET, B —2 g VO ESCVM OEJEZ 4 7124 3Rl
WDa<wy REFEHALT, ESCVM b e 72 IE LTl izar—LE T,

# collect esc log.sh
# scp /tmp/LOG PACKAGE NAME <username>@<backup vm ip>:<filepath>

GE) HAFIvr w7 77 ANNESCH—ERIZL > THEAHINTWAIEAEIL.
HAFIvI v T T77ANVEESCRT ERUAAIV T TR I T v 735
VENRH Y ET, XA FIv I v~ v T T7ANDT 7 4L XA T

/opt/cisco/esc/esc-dynamic-mapping/dynamic_mappings.xml <7,

CSP Z# /LT H WA= 3 0D ESCVM OEFRAZA 712 LET,
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B csPcoEsCHAT 974 TIRB M ) —RDA L H—ERTF Y TTL—F

ESC /) — RN AZ U ARAIRBEIZR > TWAZ EZHRALET, kOa~<~ REEHALT, #L
WESC A& 3 ) — RORIEREEZHER L E7,

# drbdadm status

WOHNNERENDIETEHELET, ZNE, HILWESCVM MR T 77 47 /) — Kb D
FS—AREMEZTLTBY ., HFORETHHLILERLTWVET,

[admin@esc-xyz-upgradetesthal-4-5-0-105 ~]$ drbdadm status

esc role:Secondary

disk:UpToDate

172.20.117.55:7789 role:Primary

peer-disk:UpToDate

HAF v <7 7574/ (dynamic_mapping xm) 73 ESC —ER|IZL > THEHIN

TS5 EE. ESCVMICETLT 2R ERNHV ET, NI T v T 774 V%

/opt/cisco/esc-dynamic-mapping/ INAZae—LET,

B HAFIvI ~o BT 77 ABRESCH—ERZL > THEHEINTWAHAIL,
FAFTIv I ~o BT 77 A NVEESCVMIZE LT H2RERH Y 9, Nv I T v
TEATIvI~o BT T ANE, ZAFTIvIvo T T 7 ANDT 7 )b
r /XA /opt/cisco/esc/esc—dynamic—mapping/dynamic_mappings.xml(Z'.:IEZO“LEE';*O

AP —EARAT v T L —RNEFIZETTDHE, HWESC A Vv AX L AEHIBRTE £,

GE)  HLWESC A=V g 7 v 77 L —RLE#%S, ESCH—ERE, Hn—T g
NZE S TRBEENTZTRTOVNFOT A 794 7 VER A L E9, #H LWESC
W= 3 OFREEEZBEAFO VNF IZEH T 235618, £406 O VNF O R % ffkk
L. HilcEBREEITLET,
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ESCICRH T AEIED ST a—T4 Y
J

ZOEL, WOBETHRINWTVET,

*ESC B A vy —YDFm (185 =)
o IR A VA R — LT — (191 R—3)
cESCHOT7 =— /L F—_"—2F U F (194 =—7)

ESCAT A vtE—ODRT

B Ayt —UE VNF 74 79 A 7 V2RI > TESC A~y MNER S ET, =
NHIZIE, SN A v =2 ESCHLMODIERS AT L~DA vy E—Y 2T —Ayt—T
BE ARV BERERDHVET, v ST AN

X, /var/log/esc/escmanager tagged.log (Z& VD £,

W2, 7 Ay e—VORAERLET,

date=<time-date>] [loglevel=<loglevel>] [tid=<transactionid>] [cl=<classifications>]
[tags=<tags>] [msg=<message>

WIZ, v 7 OB ZRLET,

date=15:43:58,46022-Nov-2016]

[loglevel=ERROR ] [tid=0793b5c9-8255-47£3-81e6-fbb59£6571£f7] [cl=0S ]

[tags=wf:create vm,eventType:VM DEPLOY EVENT, tenant:CSCvd94541,depName:test-dep, vmGrpName: test-VNF,
vmName:test-dep test 0 dc3f406c-05ca-43b3-af21-0841e3b02%a0]

[tags=wf:create vm,eventType:VM DEPLOY EVENT, tenant:test, depName:test-dep, vmGrpName:test-VNF,
vmName:test-dep test 0 dc3f406c-05ca-43b3-af21-0841e3b029%9a0] [msg=sleepingfor5seconds
to allow vm to become ACTIVE instance id:

162344£7-78£9-4e45-9£23-34cf87377fa’7

name:test-dep test 0 dc3f406c-05ca-43b3-af21-0841e3b029%a0

BREZETDHE, —BEDO NI V7 a 1D & HBEIAERT 5 RequestDetails 473 = 7 b3
ER S ET, ZOMEIE, T_XTORALy RTEEINET, LY JIITEETT, Zhb
X, AT THEDICa Ay —ICBMENTZT VLT 4 v 7 ZATHY, Ty Z1Tk
SHET, HFEEF T EMEHATLE, v A VAT L, n oY — 1T ¢
NEY o TTHIENRTEET,

Cisco Elastic Services Controller54 1 Y X F—ILE LUV T v THL— KA/ K .



B escosxve—vozs

Cisco Elastic Services Controller D4 VX b—JLICEAT B STV a—F a4 |

I, PAR—bFSN TV DL ZRLET,

NBI

lcom.cisco.esc.rest] [com.cisco.esc.filter] (/ —A NN K A

H—TxA A GEHE)

SBI

YR T a— Ny TN R ETIE
ARG RA 2 —T7xAA, ESC & VIM

lcom.cisco.esc.rest]
lEventsResource |

)

SM

lcom.cisco.esc.statemachines] | StateMachine ZBW L E£9, Z D4y
1%, StateMachine ¥ 7 2V oa 7 &L E9,

MONITORING

[com.cisco.esc.monitoring]  [com.cisco.esc.paadaptor] (MONA B

=78

DYNAMIC MAPPING

[com.cisco.esc.dynamicmapping] [com.cisco.esc.db.dynamicmapping |

(MONA B#Enr 7))

CONFD

l'com.cisco.esc.confd |

CONFD_NOTIFICATION

[com.cisco.esc.confd.notif|  'com.cisco.esc.confd.ConfdNBIAdapter |

oS

l'com.cisco.esc.vim.openstack |

LIBVIRT

[com.cisco.esc.vim.vagrant

VIM

lcom. esc. vim)]

REST EVENT

[ESCManager Event] [com.cisco.esc.util.RestUtils] , = 2 PN® REST

WHZRLET,

WD

lcom.cisco.esc.watchdog |

DM

(F—4

[com.cisco.esc.datamodel | [com.cisco.esc.jaxb.parameters |
ETNEVY—=AF T2 )

DB

lcom.cisco.esc.db] (T —H ~N—XBH 1 )

GW

[com.cisco.esc.gateway |

LC

[com.cisco.esc. ESCManager] (A% — 7 v 7' REin )

SEC

lcom.cisco.esc.jaas]

MOCONFIG

[com.cisco.esc.moconfig] (MOCONFIG 47 ¥ =7 FNida 7, =
I ESC BRFEHE M OWE R 7 T7)

POLICY

[com.cisco.esc.policy] (Pr—E A/ VM KRV v —BE o )

TP

l'com.cisco.esc.threadpool |
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escnsxvt—sniw ]

ESC lcom.cisco.esc] EELIZZ2WZF DD/ br—

WIZ, YR—FSNTWDLH 7 2R LET,

« J—4% 70— [wf] : RequestDetails 77 V=7 b7 7 ar bty —X&/HH L TAER
SET, Bl Twf create network

e AR KA T [eventType:] : BIIEDOT 7 av %z b H—Li=A X b, i :
leventType:VM_DEPLOY_ EVENT |

c)Y—AR—R : TNHDOfEIE, A M THAENDRNTA—=XDH A T ITHESNTE
RENET, B (FF> b, VM ZA—772 L) RuZicBamnshEdt,

Tk [tenant:<tenant name>]
Xy NT—7 [tenant:<tenant id>, network:<network name>]

GE) T rhMI BT LRI ORFTRINET,

PRy [tenant:<tenant name or id>, network:<network name or id>, subnet:<subnet name>]

GE) Ty bhME BETAIGEEICORAFTREINET,

o — [tenant:<tenant name>, user:<user name or id>]

GE) T r M BT OLBICORFTRINET,

A RA— [image:<image name>]
7 L= [flavor:<flavor name>]
P [tenant:<tenant name or id>, depName:<deployment name>]

DeploymentDetails | [tenant:<tenant name or id>, depName:<deployment name>, vmGroup:<vm group
name>, vmName:<vm name>]

ZA v F [tenant:<tenant name or id>, switch:<switch name>]
=5 [volume:<volume name>]
H—E X [sveName:<Service Registration name>]

S5, e n ZJOERERET D720, ESC 1 7 % rsyslog V— NZHRET 5 2 & 4 T
5

ConfDAPI Z(FERAL=-05D 74 IR YT

ConfDAPIIZEA SN0 77 4 NV ZE2FEH LT, BSCTrY (B /<=7 —n /7 y)
ERESBIOESECEET, 7 b BHA, BIOVMADOH LT 0 V2 BNEASIVE
L7z, Z3UTED, ConfDAPIO B 7 4 NE EEAL T, HOTT—u T DESCH T & X
HICWETHZ ENTEET, ESC L OSHOBEICHEHESTHESCr V2G5 T 52 LT
T4 (WX 7% [0S) ITERELET) .
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B escosxve—vozs

KIZ, ConfD API v 7 HGT B7-bou 7B ErRLET,

date=<time-date>] [loglevel=<loglevel>] [tid=<transactionid>] [cl=<classifications>]
[tags=<tags>] [msg=<message>

Wiz, a7 oplErLET,

date=15:43:58,46022-Nov-2016] [loglevel=ERROR ] [tid=0793b5c9-8255-47£3-81e6-fbb59£f6571f7]
[c1=0S ]

[tags=wf:create vm,eventType:VM DEPLOY EVENT, tenant:test, depName:test-dep, vmGrpName:test-VNF,

vmName:test-dep test 0 dc3f406c-05ca-43b3-af21-0841e3b02%a0]

[msg=sleepingfor5seconds to allow vm to become ACTIVE instance id:

162344£f7-78£9-4e45-9£23-34c£87377fa’

name:test-dep test 0 dc3f406c-05ca-43b3-af21-0841e3b029%a0

7L R BEORZ TONRTA=21E, v VST O OICHAEIKEFELET, &
DOMABEOEEZMEA L Tr V72 EFICBSETEET,

* log_level=ERROR, classifications=0S, tags=(depName:test-dep)

* log_level=ERROR, classifications=0S, tags=(tenant: test)
077 4 HIE, ROFMENT XTI EIEEZRLET,
sy LL
S (FREINTVDH5LE)
BT (FRESNTWVDLGE

GE)  BEODENRIANSINTWDLIHEE, 1 DU EOSHEHIC—HTH20ERHY £7, WAL &
N, ZZICbEAENET,

e zIE, koa 77 4 VEZEMETIE, BiRor 7Y LRI L ER A,

log_level=ERROR, classifications=VIM, tags=(depName:test-dep)
a7 LLE X TR L THThH, O VIM B —E L TRV O THEITESNE A,
wIZ, T—H2ETNVERLET,

rpc filterLog {
description "Query and filter escmanager logs using given parameters";
tailf:actionpoint escrpc;
input {
leaf log_level {
mandatory false;
description "One of DEBUG / INFO / WARNING / ERROR / TRACE / FATAL. Results will
include all logs at and
above the level specified";
type types:log_ level types;
default ERROR;
}
leaf log_count {
mandatory false;
description "Number of logs to return";
type uint32;
default 10;
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escny xve—onkz [

container classifications {
leaf-1list classification {
description "Classification values to be used for the log filtering. For
example: 'OS', 'SM'.
Logs containing any of the provided classification values will be
returned.";
type types:log classification_ types;
}
}
container tags {
list tag {
key "name";
leaf name {
mandatory true;
description "Tag name to be used for the log filtering. For example: 'tenant',
'depName' .
Logs containing any of the provided tag name plus the tag values
will be returned.";
type types:log tag types;
}
leaf value {
mandatory true;
description "Tag value pairs to be used for the log filtering. For example:
'adminTenant', 'CSRDeployment'";
type string;

}
output {
container filterLogResults {
leaf log_level {
description "Log level used to filter for the logs.";
type types:log level types;
}
list logs {
container classifications {
leaf-1list classification {
description "Classifications used to filter for the logs.";
type types:log classification_ types;
}
}
container tags {
list tag {
key "name";
leaf name {
mandatory true;
description "Tag name used to filter for the logs.";
type types:log tag types;
}
leaf value {
mandatory true;
description "Tag value used to filter for the logs.";
type string;

}
leaf log date time {
description "Timestamp of the log.";
type string;
}
leaf log _message {
description "The log message.";
type string;
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ﬁwo%ﬂh%me%mMm®4>ZF—wtﬁ?éF?jw>1—?4>7|
ESCOS A yt—CDERT

NETCONF = >V —/LE 7T esc nc_cli ZfiH LT, ConfD APl v 7/ ZRETEET,
*NETCONF = YV —VZ&FH LT, kD7) 2FTLET,

/opt/cisco/esc/confd/bin/netconf-console --port=830 --host=127.0.0.1 --user=admin
--privKeyFile=/home/admin/.ssh/confd id dsa --privKeyType=dsa --rpc=log.xml

cesc_nc_cli ZfEH LT, kD7 =V ZFETLET,

esc_nc_cli --user <username> --password <password> filter-log log.xml

wIZ, logxml D Z R LET,

<filterLog xmlns="https://www.cisco.com/esc/esc">
<log level>INFO</log level>
<log count>1</log count>
<classifications>
<classification>0S</classification>
<classification>SM</classification>
</classifications>
<tags>
<tag>
<name>depName</name>
<value>CSR apl</value>
</tag>
<tag>
<name>tenant</name>
<value>admin</value>
</tag>
</tags>
</filterLog>

JEBEITIRD LB Y TY,

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="1">
<filterLogResults xmlns="https://www.cisco.com/esc/esc">
<log level>INFO</log level>
<logs>
<classifications>
<classification>0S</classification>
<classification>SM</classification>
</classifications>
<tags>
<tag>
<name>depName</name>
<value>CSR apl</value>
</tag>
<tag>
<name>tenant</name>
<value>admin</value>
</tag>
</tags>
<log date time>13:06:07,575 31-0Oct-2016</log date time>
<log message> No pending work flow to start.</log message>
</logs>
</filterLogResults>
</rpc-reply>
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A

GE) vXo 7 APl OSZILI XML JERTT, o/ % vE—I12 XML
WTFEMEENTWVWEGRIEFDOLTINTAr—7EN5720,
XML YEHL IR S E R A,

— SRS VR =L S —

ZITHE, R A VA=AV DBEEED N T TN a—T 4 T HFEICOWTIBA L E
j—o

8/ T 5 — EZAoNnSHER A—4H0TF7Iay

A VAR VRRZ [ =20, B |1 ROWTNNOGIET, BEERELET,
sudo escadm WEICEREI DS D30 B B D
status M LT |0, BHAGHEEC RIRED %
ESCH—EADA | L+5 6003650 &
TS ALERT |5,

AEIC AT B o [-V]) % escadm A7 —# AITIBAIL T,
g ESC ¥y —EADFEMH I ZF R L, Y—
EARBBICTHDLH L EMRLET,

» 1 7 /var/log/esc/escadm.log DR

$ cat /var/log/esc/escadm.log

2. MEOHDZENFEINTZT—EADAT —
HAZRMEER L, ZNHDOY—EY 2% F#)CTH
HLUET,

$ sudo escadm <<service>> status//

If the status is stopped or dead, manually
start the services

using the next command.

$ sudo escadm <<service>> start --v

ESC @1 > A — | OpenStack ® & 7 > | OpenStack RC 7 7 - /L Z 45 L. OpenStack 7 7
IVHICHAET D | THRICET 25803 | A 7 FRIEFICEEL TWD Z &2 MER LET,
REICEET 22— |V £/ A,

ESCHABE (74U T4 TIRB iNS)

DERE
F v hU—27 DR WOARBEN IR E I AR L £,
= MHHENDZEHFDESC / — ROFIPT KL

A, OpenStack D% EIZHESNTND,

KRy NI—I A H—T =2 f ADF— Tz
AMMT VB AB[EETH D,
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B sosrozxr—nzs—

M8/ T5— EZbonSHEH A—Y07sav
ESCT 77 47 | ZhUE, ROBENF | RO & 2R LET,
— WA 5 BEL Y
L s | S BBTRISERY | psc s 7 47 )= e x5~ K
;4®%%®;; : OBEE. HIEA > A h—LTIE, ESCT 2 5 4
e “ESCHAT 77 4|  TH—ERBRAZ AL ) — RIZEETEA
° TIAB A WEEITEB L EE A, WO ESC / — R
J— RH, IERICE S, HAIZEIERBTH DL Z &
A VA R—H ZHEB T OMERH Y £,
CETICH|ZET
;{7&1{7\& BT « ESC Tl /var/log/esc/esc_haagent.log (ESC 2.x)
° F 7213 /var/log/esc/escadm.log (ESC 3.x) (Zu
« T —HNR—AD IHREERSNTEY, MEOHL Y —E 2%
M@ (F—# FETEET,
R—Z DT,
T—H N‘%g - esc_service 3 & O postgresql DRIREIZ-DUWNT
o 4 ORI fbi\i/;ar/log/esc/escmanager.log (halh= 07 4V/AFE S
72E) DEIA °
T, ESC #+—¢t
A (tomcat) 73iE
YNk E TE
AN
*CDB 7 7 A V1
WHEL VDT
. confd % Bk
T&E72RU,
s T T ANV AT
LD & %
728, PostgreSQL
Z BRIE E 7213 )
HbTE 2w,
«ESC / — F[E®
B NMERE T H
o
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—otaa w2 b—nz5— [

fERE/T 5 —

ZAbNSHER

A—HYDF7oar

ESCHA 77 7 «
TIABZ IR D
MTU R

ESC VM OEI1E, Ry NI —0 A4 X —T x4
A D MTU % 1500 2>5 1450 (295 L £ 9, MTU
EAWOTITIE, ROFIEEZFEITLET,
1. BHEITDHA X —T oA ARFELE
97, /etc/sysconfig/network-scripts/ifcfg-ethX 7> &
A B =T 2 A AT 7EALET, XIIZE
WA X —T oA AFFERLET,

2. VIMAREDTFA T 4 X &2FHLT, A
VHE—T = A4 AOMTUHEH %800 £ 7213 imE
LE9 (ff] : set MTU = 1450)

3. AV HF—TxAAEHEEHLET,

network service restart

Z OO RE

ESCHA 7 77 4 7/AZ A % T TN a—
T A T DL TN Ohb Y £

+ESC ¥ —Y vy Du /i
/var/log/esc/escmanager.log (ZA&HH S LTV E
‘g‘o

*ESCH—ERADAZ— 7 v THEILICET S
ESCHA T 7T 4 T/AZ A
I&. /var/log/esc/esc_haagent.log (ESC 2.X D5
£) ¥ L U /var/log/esc/escadm.log (ESC3.X D
L) IS TVhET,

X =TT T A THRERDYGE

» /etc/keepalived/keepalived.conf T2 /7 ¢
Falb—vary 7y A VaEBLET,

s X—T T T A4 7D 7L, grepkeepalived
F 720X vrrp 2 FEITT D
L. /var/log/messages (A S AV E T,

* DRBD # D54 -

» DRBD #/%i%. /etc/drbd.d/esc.res D =/
T4 X2l —vary T ANV THRRTE
e

*DRBD ®u 7%, grepdrbd 2 E477 5 &
/var/log/messages |ZFGHH S AV E T,
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B scooz—nr—n—vrur

B/ T 5 — EAZoN5HER A—HYorsiav

ESCH—ERDRE—+7 v FIZET S
]

A A F—)UBRZ | AR A MTHEED IP 7 |1, serverhost 72 /37 (1%, RO L IHIITKREL £
sudo escadm status | N L A5 5 B A 4,
;%ffjé k\ﬁ ETSI 4j—»— [:;Xéi‘ sudo escadm etsi set —-server host <IP>
- 77 | 32—y 7 URL O . .
ETSI —t X L o
AL > TETSI | A2 A3 5 1P ¥ ahila L £
H— EXﬁlﬁ';JJ:L 7 kvx%#ﬁ'ﬁéf%i sudo escadm etsi start
TV ZEDPIRE | H A,

T Z DR ERRFES 512
[ =7 O )%
A/ ayfes/etsi~ryesi-nin. lay
\ZIRD &9 7 s nsEe
FEEN TRV ETE
ABLET,

a7 4 Fal—3
77 AT,

server.host 7 /X

TAEHRELET,

ESCOT z— LA —nN—2F Y F
s BEENZE D VNF % BT 28546
s BEMN DB &N\ 7T v 7T D56
* VNF AD 1 DL ED VM ASEREBIC K> THEIE Gt LV VM ID)
« ESC = 7 — : JKfgei e ks 13 58 4k
« BEERODBMEIT : 1 DLLED VM ID THR—E21H 555

¢ AU VNFIZRMLETA, ESCOREEL LD & LTERRTAHDIL, VIM ETVMID 2
rFoTHHEn W=, £/-, R— FMERTO-DICHEREICKK L ET,

c INAFEMETAHICIZ, VMAET U MA 7N FTHIBRLTHEIBLET, VMOBHEIREND
L. ESC THiH&EN <720, R— MO HEB CHEMREICR Y 1,
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ESCA » A X o A% fil#h4 5 12i%, kD bootvmpy 227 U 7 MBI AR ET HLENH D £3,

518

Bl

esc_hostname

ESCVM A Y AX LV ADKRA NG EFEELET,

--image

ESC A v A% X % iEL#)7 % 72 1T OpenStack Glance T H
ENBHA A=Y IDERELET,

--boot_volume

ESCA vV AH L AZRENTH T — FA[RERIME AR Y =2 — LD
AU 2a—2L4E-ITID ZIEELET,

--ignore-ssl-errors

lignoreSslErrors] % [yes] ICRREL X7, B TEH/—
REERAEDA A b= ST RWEEIS, PARREE
37 A FERE~ORRICKIL L 9,

--managers SNMP k7 v 7 REUE ENDHEFTO o~ XEIY U A T
To WOBATHRET DLENDH Y 7,
udp:ipvd/port" or "udp: [ipv6]/port

--net ESC 23 $%#5t 9% OpenStack WD %~ h U —7 ID %7134 Ai
ERELET,

--ipaddr (EE) *>y hU—2 CTESCIZEIV HTHLNDLIPT RLA
ERELET,

GE)  ZOIPT RLUARE, --net 513D net id (2% LT
WOMENRH Y F7,
--gateway_ip (L) ESCOFT 74NV " — oA DIP T KL A%

Hﬂzbi—a‘o
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B

--os_auth_url

(f£E) os_auth_url (2 X - TERIEIZFEA S 415 OpenStack
Keystone ® URL ##5E L £,

--0S_username

(fE&) os_username (2 & o TRGEICfEH 41 % OpenStack
Keystone D —H 4 ZHHE L E£7,

--0s_password

(f£E) os_password (Z X - CTERFEIZ# H & 415 OpenStack
Keystone D/3XA T — RZE L £7,

--0s_tenant name

(%) os_tenant name (2 &> T ESC EBRIZEH =5
OpenStack 77> M ZFEE L 77,

--bs_os_auth_url

(&) bs_os auth url {2 & - CTFBFEIZAEH 415 OpenStack
Keystone ® URL Z57E L £7,

--bs_o0s_username

(&%) bs_os username [T & o TREFEIZAH ] S 415 OpenStack
Keystone D —H 4 ZFHE L E£7,

--bs_os_password

(&) bs_os_password |Z & > TREFEIZHE H S 415 OpenStack
Keystone D/XA T — RZRE L 7,

--bs_os_tenant name

(f£&) bs_os_tenant name |2 & > C ESC EBRICHEA &5
OpenStack 77 > M ZHRE L £7,

--flavor

(f£&) ESC VM#% i2E)3 5 7= @ OpenStack 7 L —/3—O
IDZFEELET,

--security rules_file

(&) ESCVMOEXx =25 41— (IP, A—brEx=
V7 4) 2BRTD77ANVERELET,

--etc_hosts_file

(&) ESC VM D hosts 7 7 A /v (/etc/hosts) (2> h Y
BBINT D200 7 7 A VERELET,

--avail_zone

(f&) ESC BB S 415 OpenStack V' — U #H5E L &
‘a—o

--esc_params_file

(L) ESCREBHOT 7 4L h8F A —8 7 7 4 L EIEE
L/ij—o

--etsi_params_file

(FE) ESC BB D ETSI 7 X5 4 77 A L EIEELE
7,

--db_volume id

LE) ESCHAT 75 4 FIAZ 34 (ESC-HA 77 F 4
TIAZAR L INA) DF —EARX—ZA N —Vcv o 5
729 ® Cinder RV = — A ID #FE L £,
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--ha_node_list UEE) T7I9T 4 TIAF U RA 7 TAFIZEENDHAT
TT 4 TIAZ N ) —RKDIPT RLADY A MZREEL
9, BEORy NU—I A4 H—T =2 A AHFFOESC J —
ROLGE, 26D IP X, T—ZRIHEH SN F > K
U—J7WNDOT RLATHAILENHY £,

G¥) ZOoREIE, VU A= ary _X—2ADHA T Y
FUTIARZ L NA VY a— gy ORIEHRIN
F7,

--kad_vip (&) keepalived VIP ({RAHIP) D IP 7 K L A & keepalived
VIPOA v Z—T7 2 AERELET (ESC-HAT 77 4 7/
ABRNA)

VIPDA B —T = A Z%45ET DI DH] & LT, -kad vip
192.0.2.1:eth2 X°> --kad_vip [2001:¢cc0:2020::fc]:eth2 23 V) F 77,

--kad_vif ({EE) keepalived (4B IP & keepalived VRRP DA > & — 7 =
AAERELET (BSC-HAT 27T 4 /AKX 3A) , VIP
AU H—T = A ANFH kad_vip ZEH L T TITdRESh
TWbHEEIEL, 514 —-kad vif Z{# H L T keepalived VRRP ™
AP =T 2 A ADHEHETHIEHTETET,

--kad_vri VRRP A VA X ADIEN—H ID Z485E L £9, kad vri
IZHEETEAMMIZ0~254 T3, MLHAT 77 4 7/ A
A N®ESCVM X, [FU kad vri FH a2 AT MM
HVET, LIBHAT 7T 4 T/ AKX 731 T kad_vip Ml &
WAL, kad vic ZEAT2HERH Y £3, ThL
SO, kad vri BIEEAIETE T,

--route ESCVM DN —F ¢ TREFBELET,

--ntp_server ({£E) NTP V" — DT RV AZIEELET,

--rsyslog_server (f£&) ESC M nu 7 %#3%{ET D rsyslog — "D IP 7 KL A
e LET,

--rsyslog_server_port (fE&) ESC v 7 %4157 5 rsyslog h— DR — k& 45
Hﬂi_’ L/ i ?—0

--rsyslog_server_protocol (EE) —Nien Z &Rk 4 572012 ESC I & - TEH

Ens7a halEEELET,
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B

--Secure

(EE) EX=2VT7 A ORELAMNILET, ROEETEE
TEEY,

cAroot NFERIZu I T U NENET, Y —»n
HbThroot L TCEIA LU TAHAZELITTEEREA,

* B : SELinux 23l — R CET SN FE T,
o C : IPV4/IPVv6 T — 7V INBRAE S N E T,

*D : SSH /XA U — REBFENEZNIC /2 Y £9°, ESC VM I
SSH Tu /A 35121k, MEX—DBNNETT,

«E :confd DF A M F—0FHAEK I ILE T,

--host mapping_file

(fFE) VNFEBHHOEA h~o B 777 A VEfREL
\i‘é—o

--version

({EE) bootvm.py D/A—a 2 L TR T LET,

--rng_virtio

RNG Virtio 7 /34 A %A ] L 7= Libvirt/KVM T? ESC VM @
A APV ERBEAMCLET, 774/ MEZKRD &
0 TJ, device=/dev/randomrate_period=1000 rate_bytes=1024
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--user pass

Cisco Elastic Services Controller54 1 Y X F—ILE LUV T v THL— KA/ K .



. Cisco Elastic Service Controller D > X k—/JL5|%k

Cisco Elastic Service Controller D > X k—/JL5|%k |

518

B

--user_confd_pass & & H 12, 3.0 DARIZHMAHDSE T,

ZOBIEKIC LY ESCYMIZT 7B A % a—H B E i
F9, EHEMEREZ 20— GEEELE/IE root = —
P) EBIEET DL, ZO5IEEEMH L ET, user_name:
password DX &AL £, Linux (SSH/=2> Y —L7T 7
v R) HOEHET 10> M EEKRT HI2IE, bootvm.py =
<2 b7 b 1 DD user pass 51 EE DD 2 &ENY
ETY, WHADZ—V I LT U oy LSIEOBEE, RO L
B TT,

--user_pass
admin: 'PASSWORD-OR-HASH' [ : OPTIONAL-PUBLIC-KEY-FILE] [ : OPTIONAL-ROLE]

ZO2—VIIROBIEO I %E FITTX E7,

*SSH #fEH L TESCIZr 7 A T 2%,

* NetconfCLI (esc_nc_cli, netconf-console 72 &) 127 7 &
A LTHEIET %,

* /var/logs/esc 7> ESC Bif v 7 Z 5t A0 %,

s T —HLARA MEHTRESTA V¥ —7 = A AT /&
AT 5,

ZO—WFIFIROBMEEZFITTEERA,

*ESCDBIZT7 7 &AL, ESC VAT L& FHFET D,

e VAF AL OBRTIIIT VAT S,

* rsyslog. keepalived, DRDB 72 & DT A7 A L~L (D 2
VIR—F L N EBRET D,

e BF b — &, RESTA V¥ —7 A AF72ITESCH Y
NHEDOIEIZT 7295,

Wiz, EHET U PO --user pass &, L ViR Y
TTHRARMARYT—=ROFIZRLET, V=D TRIFERL
TEOHEESEERET A, SIAFEFEHALET,

-user_pass admin:'Strong4Security!".

ESC%&A A h—TBBDHEELE LT, MFOEERET B
T2 MINAY— Ry va BT AR ERLET, v
D THIFE LT L OFAEERET D21, SIHFZHEAL
i‘a_o

--user_pass admin:'$algorithm§salt$hash-of-salt-password'

ESC2.1 LI TCiE, ZOEHOABF—BZIF AL ET,
7o & 21X, woplTiE, =—% lTadmin) O/XAT—RE L
T ladmin321) 23RS I, F—7 7 A /L& L T /tmplabe.pub
AL TARS— FASINET,
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B

--user pass
admin:admin321:/tmp/abc.pub

--user_confd_pass

confd = —HEZEHF 57 DI H I LE T, ConfD

(netconf/cli 77 & A) AOEHET U N EVEKT B
I%. bootvm.py =~ RITA72< &% 120D user_confd_pass
EEHHDH I ENKETT, WADOZ—F T LT v 515
DL, RO EBYH T,

--user_ confd pass
admin: 'PASSWORD-OR-HASH' [ :OPTIONAL-PUBLIC-KEY-FILE]

Wiz, EEET 7 MO --user_confd pass &, LV IRS
7 IVTTHEARMAY—=FROHZRLET, ¥ =/LDOTHK
EHLFL OFAZERET 5120, sIAFEEALET,

--user_confd pass:'Strong4Security!".

ESC% A > A h—/L T BBDEL LT, WFOEHEET B
7Y MINAT— Ry a2l T 02 R LET, vV
NDOTRIBEHR LT OFAZERET D%, SIAFEHERL
9,

--user_confd_ pass:'$algorithm$salt$Shash-of-salt-password'

ESC21 LI TIE. ZORMEOABEFT—AZ T ANGNET,
7= & 20E, wkoflTiX, =—% lTadmin] OXATU— K& L
T Tadmin321) 28R EH, F—7 7 A /L& LT /tmp/abe.pub

R L TARF—0 A SET, --user_confd_
pass:admin321:/tmp/abc.pub

--esc_portal startup

(fEE) ESC R—H NV ZBAtE L £,

--log

(B v/ 77 ANV EELET, 57 4/L FTlL, stdout
a7k InEd,

--esc_monitor check ips

(fEE) esc monitor (IZX > TE=FTHLENRHDHIPT R
VAZRELET HAT VT 4 TIAL S, T =)L —
N—=DBE) .

--enable-https-rest

ULE) 1ERk &= ESCVM Ot % =7 72 REST A & —
T oA AEHMILET,

--enable-http-rest

EE) TERRSNTZESCVM DFHEF 2772 REST A v X —
T2 A AEBHMILET,

--disable-rest-auth

({fEE) REST API FRFEA #EZhIC L ET,

GX) FERMERSE C REST i8GE 2 hlc 5 Z LT T
FH A
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B

--enable-snmp-agent

(fE#) SNMPH—E 20O HBE# 2 A LET, 77+
v MEIE DWW 2 (False) ] T,

--ha_mode

HAT 77 4 TIAZ R, A VA RN—)LDT=HDESCHA 7
IT A4 TIAB U NRAE— RERELET, HAT 2T 47/
AH S THERFREIRIRDA T > a v OWT N EIRE L
F£9, no_ha:HA 72 L. cinder : 3£45 Cinder R U = — A

drbd : #i#AiAZ DRBD, drbd_on_cinder : Cinder 8V = — A
\Z & % DRBD

--enable-https-etsi

(&) 1ERLE 7= ESC VM D ¥ 3 = 7 72 ETSI REST A
VHE—T 2 A AT LET,

--enable-http-etsi

(&) 1ERk S+ 7= ESC VM FiDIE+E % = 7 72 ETSIREST
AV E—T oA ZAEENLET, EBERETCZOA
H—T o ABFMNIT D LITHEINETA,

--encrypt_key

s HOF—Z2HEELET,

--proxy

BEDOR—FTToxF 2 LET,

--NOproxy

TaX A FEHLRNAR M E—EFRRLET,

--kad unicast src_ip

=%y A MDOEETLIPT FLAZFEELET, ZHILXESC
VM A=+ A (L3) VRRP BEIFEHT DA % —
Tx2AADIPT KL ATT,

f5il . --kad_unicast_src_ip 10.0.0.1

--kad unicast _peer

2=F% ¥ A FOETIPT RLAZEELET, ZHiE ESC
7 VM A2 =%% & (L3) VRRP@EIZMEHTBA
B—T A ZADIPT FLATT,

5] : --kad_unicast_peer 10.0.0.1
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--placement hint

D51 E ., —s37)v—7 samehost, differenthost 7 1 /L
S EMEM LT, ESCHAT 77 4 7/ A2 A~ oD
FlE 2 ELET,
i
¢ --placement_hint
different _host=2b299428-e7a7-4528-8566-9a4970183c6a (ID
[T VM UUID ThH 5L H Y £97)
* —-placement_hint
same_host=2b299428-¢7a7-4528-8566-9a4970183c6a (ID i
VM UUID Tk % LEM & Y £97)
* —-pacement_hint
group=4c¢7758ab-e9cb-4¢f0-8f02-344ec666365b (ID (X —
NTN—7UUID ThLULERH Y £7)

--format {json}

ZOBHAEEA LT, HWAONORIBLOEER v E—V%
Fr 7 Fr LET,

5] : $ ./bootvm.py --image ESC-2 3 0 8 --net network --format
json --test-0

{ "status" : "Success" , "vm_uuid" : "UUID" }

--user_rest pass

RESTAPLIZT 7 ¥ A4 5 a—FziBML 3, BT
username: password TJ, Z DA 7L 3 IV I LIEET
TET

--user_portal pass

A= na—FE2BEMLET, BRIL username: password T
T ZOF T a T IRLIEETEET,

--user_etsi_pass

ETSIRESTAPLIZT 7 £ XA ¢ 5 a—HAEBINL £, BAL
username:password C9°, fEETE 52 —HX1 AZTFTT,

--etsi_oauth2 pass

ETSIRESTAPLIZT 7 AT 572D OAuth2 7 747 b
ZBAN L £9, Formatclientld:clientSecret, = DA 7' 3 1%
MDIELEECTEET,
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--no_vim_credentials VIM 2 7 1 AERZIE XTI ESC Z BT 521X, Z 05|

BEMEHLET, ZO5BEEHTLE, RONTA=HIZ
AA = APICESNERE A,

* —-0s_auth url
* --0S_username
¢ --0s_password

* --0s_tenant name

JEBAMSE T Lo, =—H X, ESC ® VIM/VIM = —¥ API
(REST/Netconf) Z#fEH LT, ZIHD VIM v 74 AEFH#
ZR%ET&E £9, REST API 3 X O Netconf 2 [l L7-7% &
DFFAMZONTIE, AV ARV EOH AT | DEIZHD
[ESCA > A =D VIM v 7 A EROKE | 25 H
LTLEEN,

Cisco Elastic Service Controller 1 VXA b—5 7 7 1 ILDSHE

2714

BLL

security rules_file

DT FANMITIROE OB EENTWOET,

e T MDEX 2T A TN —TEER TR0 EX 2T T L—
.

T UMD NT T 4w T BT DHRE,

etc_hosts_file

ZDT 7 A M, Jetchosts 7 7 A MTEMNT S 1 DL EOT > U RE
EFNTWVWET,

esc_params_file

ZDT 7 AMIUE, ESC DI EFZERNT A—FEBRIET D12 DIFEN
HENTWET, esc_params_file TRETE D37 A —F OFEAMI DN T
X, TORTIHHALET,

host_mapping_file

TDT A ML, RARMIESW TRy NU—T B2~y BT 5720
DIFRNEENTVET,

ESCERTE/NT A —4
COT7FANEFEALTC, A VARSI EIERESCANTA—XEHRTETCEET, &

TETREIR /N T A —

A FRITRLET,

D77 ANEERLZREOHZRITRLET,

openstack.endpoint=adminURL
affinity.filter=ServerGroupAffinity
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R 7:ESCERTEINT A —4

esc_param.conf RBAL | TITAIME E=)
7
cefaltam woery retries x| JE | 3 FFARISND U A NY OFRATER (VM BHTZD) |
openstack.endpoint | 35 |publicURL ESC @ keystone =2 RARA > MEZRET H /N
A FA—H, A7 3 : adminURL, publicURL
CLIE/ZIZRESTHy —E XA LT, 7 4/b
MEAZZEETEET,
CLI ZfH :
$ sudo escadm escmanager config set --key
openstack.endpoint
--value publicURL
{
"category": "OPENSTACK",
"type": "STRING",
"value": "publicURL",
"key": "ENDPOINT"
}
REST % ffi /] :
$ curl -X PUT
http://172.16.0.1:8080/ESCManager/v0/config
/openstack/endpoint/publicURL
log_level 3L | IEO BX¥ T DL, A7 a v INFO, Trace,
ol DEBUG
affinity.filter |I{’§ |SameHostFilter |PolicyEngine Z#5EL ., VMR Y > —F—7 /L%
| WIS 2 7o I S 40 % e,
F 73 a > : SameHostFilter, ServerGroupAffinity
anti affinity.filter | 357 |DifferentHostFilter PolicyEngine EHEL, VMR v —TFT—T7 L%
el WIS 2 7o DI S 402 ERCCFH,
Z7 a > : DifferentHostFilter

GE)

ESC ®¥5#& . ESCHRY v —x 2 Zxf L TT 7 4/ b T SameHostFilter & DifferentHostFilter

PMEF S HET 2. OpenStack DA, T4V FTIEINLDT 4 LA RBRESNAND L

N £4, FDOHA . OpenStack @ nova ¥— & A D [etc/nova/nova.conf 7 7 A /WZ 3 HIRD

AV a—F 7 3 2, SameHostFilter & DifferentHostFilter 185 2 LN H Y £97,

scheduler default filters = RetryFilter, AvailabilityZoneFilter,RamFilter, ComputeFilter,
ComputeCapabilitiesFilter,

ImagePropertiesFilter, ServerGroupAntiAffinityFilter, ServerGroupAffinityFilter,
DifferentHostFilter, SameHostFilter
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OpenStack FH D ServerGroupAntiAffinityFilter

ESC I%. OpenStack 1™ ServerGroupAntiAffinityFilter O FIZ %I T&E £7,

REST

PUThttp://localhost:8080/ESCManager/v0/config/anti affinity/filter/ServerGroupAntiAffinity

PUThttp://localhost:8080/ESCManager/v0/config/affinity/filter/ServerGroupAffinity

CLI

sudo escadm escmanager config set --key ANTI AFFINITY.FILTER --value
ServerGroupAntiAffinity
sudo escadm escmanager config set --key AFFINITY.FILTER --value ServerGroupAffinity

BEEGRAD b

OpenStack @ ServerGroupAntiAffinityFilter | &, inter-dep anti-affinit, scaling D=, servergroup
LT 74V N7 4 V4% (samehost/differenthost) DIRGFEH %A — KL T EHA,
ServerGroupAntiAffinity 7 4 W # ZfEH L TV 556, VM Z/L— 7N TOREILFF Al SV E
HFho VM R—ZDOELER Y 2 —I21% <placement_group > DA A T& £9, vm group =
LIZ1 DO VM ZfEHTE £ 7, 2 2D#E72 % placement_group [ZH—D VM 7 /L— 7 %8I
TEHLZEIITEEREA,

ESCH—EX, R—F, BLUEF2VTATIL—TOHE

* 8: 45889 —E X (External Services)

H—EX hroo7L |[EFEMESH A% — |ZFabra |FR—Fk

T OV TJIA4R |
E| 7N
(Visibility)
1 sshd A (F— |z 0.0.00 |TCP 22
AR L—
g y)
2 ESCWeb  [4h#5 (A4— |1\ 0.0.00 |TCP 443 (LR
Ul/R—# v —
(HTTPS) ?Xif (X% Y IZ REST % 9001)
73 BLIOEFIE
Netconf %1
wJ)
3 ESC Netconf | 4h#5 (A— | [Zu> 0.0.00 |TCP 830
API _
?XTV (ft> v |2 REST
g y)

BROERITAR—
SV EAE AT
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H—EX hoo77L |[EEMESH A2 — |Faobka |FR—F
W OIN: ] T4 R |
E[3/NE
(Visibility)
4 ESC SNMP | 4} (A4— |12V (2% 2 [0.0.0.0 TCP 2001
AR L= [T —
Tayv) % [esc-config.yaml
D I TEXIE I RE
5 ESCDRBD |41 (4— |\ W2, HA 72 [0.0.0.0 TCP 7789
HAT 7 | A bb— | T4 TIRZ LA
TATIAZ | vg) DR ENME,
VAT s
U —3i3
>)
6 ESC ConfD |External o 0.0.0.0 SSH 2024
CLI esc_product confd.conf
EAEELTCYm—
K952 & CTHE
A
7 ESCREST |4k (4 — |1Zu 0.0.0.0 TCP 8443
API —
TART (kb cg— s
(HTTPS) |+ 41 ‘
IVEBIOVELIZ
Netconf % {5 Ff
A)
8 ESC AR (A— |z, HA 77 [0.0.0.0 ~ VT ML
Keepalived | sr 2 WL — |57 ¢ 72203 g Fy AR
Tayv) DFRTENEL, VRRP
9 ETSI-VNFM | 4 R 0.0.0.0 TCP 8250
(HTTP) (esiproductionproperties
R L CERE
Al)
10 ETSI-VNFM | 4. 1 0.0.0.0 TCP 8251
(HTTPS) (etsiproductionproperties
AL CE
A)
11 ETSI-VNFM | 4} R 0.0.0.0 TCP 8252
) e . .
AL CEE
A)
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Y—ERX |AVIT7L |[FEMESH 48— |Faka |[R—F
WP OIN: ] JzA4R |JL
JEN R
(Visibility)
12 ETSI-VNFM | 4} BN 0.0.0.0 TCP 8253
(7 —5 4 (dsn—mxitmngopfﬂes
HArma— )
KA OB
@ HTTPS
A—h)
13 ESC ~JL 2 |4 (F— [V g 0.0.0.0 TCP ESC 5.2 L)
API AR L— BEDGE .
DERD. 8060
ESC 5.1 L4
ATDSGE
60000
14 ETSI Health P‘ﬂ%}i Local D%
API
15 D-MONA | 4k A 0.0.0.0 TCP 8443
REST API
16 Consul #— | #}] AVAY-4 0.0.0.0 TCP 8300.
vz 8301, 8302
17 Consul ¥ — AAY-4 0.0.0.0 TCP 33 I | 8301
2 U'UDP 8302
8600
18 ConfD LS AIA® > DA |ESC 2 — | TCP 4565
=AY [ 1
4
19 PostgreSQL | 445 3 A/A &> DA |ESC / — |TCP 7878
=qAVAY-d K IP (2[R
E 6
20 ESCManager | 43 A/AE > FDOE4E |ESC / — | TCP 8679
RMI L3 & =UNAY-d K IP (2R
W 7
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Y—ERX |AVIT7L |[FEMESH A a8 — |Fakra |R—+F
Y SOYNE] TJIA4R |
E|/NE
(Visibility)
21 ESCManager | #4325 A/A ¥ N4 |ESC /— |TCP 8680
RMI H—E EUNAY-S K IP (R
=8 E
22 ESCManager | 43 2 EUR 0.0.0.0 TCP 8088
Prometheus (application; )
AN w7
23 MONA g 10 I 0.0.0.0 |TCP 8092
Prometheus (application properties)
24 VIMManager | 435 1L EUR 0.0.0.0 TCP 8097
Prometheus (application properties)
AN v o
25 DHCP AT NAY-S 0.0.0.0 UDP 66. 67
DHCP %,
ESC 1~
H—TxA
ADIPT K
L A D figik
WZBRE 41
£7
' A/AESC ¥ v bORICHETT, TALSIOBE, F— ML) v A LEHA,
> AAESC v FORICRETT, ZHESOEE, H— MI) v 2r LEEA,
> ESC 5.0 LD 2B
Y ESCAAE Y R BVM)
> ESC 5.0 LD 2T A
“ESCAAE Y} BVM)
T AJAESC v FOBICKLETT, ThUSAOHA, F— MIY v 2r ShEHA,
j A/AESC v bORIZRETT, TRLSOEE, F—MIY v 2 ShEHA,

—_ =
=)

ESC 5.2 LI
ESC 5.2 DLW
ESC 5.2 LI
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CSP2100 DY TIL 7 7AIILTERIND

£H#) R K

=P TF =2 T A NEERT D2HERESC &RET 2, Yo7 AL TSN
TWHROEL Y A b OMEEERT DLERHY 7,

RIEHIRE

P €

S]]

VAR TIMEZONE

ESCZ7 v v 7 THEHINDIFA LY —

VAR _SERVICE NAME

CSP ® ESC —tE 24

VAR_NTP_SERVER

NTP #—/ "D IP 7 KL &

VAR NETWORK1 NETMASK

ethl f VX —T 2 ADFy h~AY (F=
TIA A —T A A ESC)

VAR NETWORK1 NAME

ESC @ ethl A > % —7 = A ANTE(ET 5 CSP
tORy VU0 (TaThA X —T
4 A ESC)

VAR NETWORK1 IPADDR

ethl f VX —T A ADIPT KVA (T2a7T
A B —T x4 X ESC)

VAR _NETWORKI1 GATEWAY

ethl f V2 —T =2 A ADHF—rU A (T2
TNA v H—T A A ESC)

VAR NETWORKO NETMASK

ethO f V' Z—T =2 A ADFH Y N AT

VAR_NETWORKO NAME

ESC @ eth0 £ > % — 7 = A AN{FELET 5 CSP
toxry NU—I 4
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CSP2100 DY > T T 7 A LTHEASAZZHY R+ |

EHB

S

VAR NETWORKO KADVRI

HA (2 &35 VRRP ID, HA X7 DY 7
Xy NNT—EThAIVLERHY ., WHFDESC
THASNTWD HOLE UETH D SLEN
bV ET,

T 1~ 254 T,

VAR NETWORKO KADVIP

BAEDT 75 4 7 ESC IZHEHi % HA =T D
VIP

VAR NETWORKO IPADDR2

MO ESC Deth0 A > X —7 = A AZE Y Y4
NPT KL A

VAR NETWORKO IPADDR

ESCOIPT FL-A (eth0 A v X —7 A R)

VAR NETWORKO GATEWAY

ethO A VX —T =2 A ADF—FTxA

VAR NAMESERVER_IP

DNS — "D IP 7 KL X

VAR LOCAL HOSTNAME

ESC DR A R4

CSP_IP_ADDRESS

{#FHH42% CSP2100 D IP 7 KL A
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