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VIM A v #—7 = A AZERET HITIE, B XML 77 A VNDA ¥ —T = A ZZJEM
<vm_interface name> ERELET, /¥ —T oA AL EERT D & ZITREDA T2 H
Té Wi, <vm_interface name> Z A Li—gﬂo Zhb ODE‘I‘iﬁ)*{Eﬁ; SILTUWRY \i}%/ﬁ\\ ESC
IA v X —T 2 A A4 BEAEKR LET, ZDO4AHIE, deployment name, group name, 33k
OT v & 572 UUID UFBIOMBE DRI 20 £3, 6 -
my-deployment-na_my-gro 0 8053d7gf-hyt33-4676-h9d4-9j4a5599472t,

GE)

\}

Z OBEREIZTIE, OpenStack TOAY R —F I THET,

VM 7 /V— a8 U | vim_interface name DEESNTWDIEEIT. 288D ¥ —
7 2 A ZAHLEDA B —T = A 2H DKL ﬁm4/7/7xwem5ni¢(ﬁ@®%m
EHERINEEA) , AT HELILA LV F—T = ZANR

<vim interface name>interface 1</vim interface name> EREINTE D, Ao7—1 NS
ICRHE SN TWAIGAIE, 3 D08 DH A7 —T7 x4 A4 (interface 1, interface 1 1, 35X
Winterface_1 2) T3 2O VM BMERRSILET, VM Z L —T7 D VM I3 1 DDHDIGEIL,
AB DA B —T 24 AT T <index>] [TBMSNETA, H—DRBICEEDO VM 71—
THEODHIENTEET, £lo, BEIISLT, HxD VM 7 V—7 TR S

vim interface name [HZRETEET, 7~ 2L, BRIZ2 DO VM V7V —T7 B b 556, &
K] 7‘/I/b‘7°’(‘\vim_interface_name BZHRETDHE, T XTOVMIZHIRD L 5 IZF DL RINAE
SN ET, 2FH O VM 70— Tl vim_interface name ERRELRWED, Zo7v—7
MO SN T X TOVMABRHBVERSNET, RCA U Z =7 = 24T, BLEITET
T, WL VM Z A —7HNORIO interface &7 > a >, BEHNOHIO VM 7 v—7 1387
LIEFAATHEH T £7,

E/lﬂi <vim interface name> F7-0% <port> ERICA VX —T = A A K{iﬁﬁ Lfli}ﬂ%/ﬁ\
vim interface name ﬁgfj:ﬁi:?ﬁ i, port E‘fil?‘?@flﬁﬁ)ﬁiﬂﬂ SNFET,

<esc_datamodel xmlns="https://www.cisco.com/esc/esc"> <tenants><tenant>
<name>Admin</name>

<deployments>

<deployment>

<deployment name>NwDepModel nosvc</deployment name>

<interface>

<nicid>0</nicid>

<vim interface name>interface 1</vim interface name>
<network>my-network</network>

</interface>

G¥)

A BZ =T =2 A ALITITRK 61 LF M TEEd, FrEkcridEm T, &8s 1)
BLO ) OZEFEHTEES, RIS, WAXLR— M EFEHALZHAGIZRLET, B
B Zvim_interface name FRELTESAEE. FIUENNHEADICERINE T, BRI ZOE
HRRIE LRI o T aid, mc#/~%%%ﬁaiﬁbi¢
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cRIZ, HAZLA L H—T 2 A AL EEBMULTHIZ esc nc cli A7 U7 N&EFEA L CHSS
Lf:tﬁjj@@ﬁﬁ'?“‘& OfFlERLET, vim interface name A% %ﬁ' Lb‘%%?ﬁ/ﬁ A —
T oA AERD TR RINET,

[admin@esc-3-1-xxx]$ esc nc cli get esc datamodel/opdata
<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="1">

<interface>
<nicid>0</nicid>
<type>virtual</type>
<port 1d>e4111069-5d00-493b-8ea9-la2cal34b5c8</port id>
<vim interface name>interface 1</vim interface name> <!-- NEW IN OUTPUT

<network>c7fafeca-aa53-4349-9b60-1£f4b92605420</network>
<subnet>255.255.255.0</subnet>
<ip address>192.168.2.1</ip address>
<mac_address>fa:16:3e:d7:5e:da</mac_address>
<netmask>255.255.240.0</netmask>
<gateway>192.168.2.255</gateway>

</interface>

« RIZ, RESTAPI Zfffl L CHUSG L7 oERT — X O 2 R~ LE9,

GET http://localhost:8080/ESCManager/v0/deployments/example-deployment-123
| xmllint --format -

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<deployments>

<interface>
<network uuid>c7fafeca-aa53-4349-9b60-1£4b92605420</network uuid>
<gateway>172.16.0.1</gateway>
<ip address>172.16.12.251</ip address>
<mac_address>fa:16:3e:30:0c:99</mac_address>
<netmask>255.255.240.0</netmask>
<nic_1d>0</nic_ id>
<port forwarding/>
<port uuid>1773cdbf-fe5f-4afl-adff-3a9clddlc47d</port uuid>
<vim interface name>interface 1</vim interface name> <!-- NEW IN

OUTPUT -->

<security groups/>
<subnet uuid>7b2ce63b-eb20-4ff8-8d49-ed46ee8dde0f5</subnet uuid>
<type>virtual</type>

</interface>

LROTXTOIF Y AT, vim_interface name 7 deployment.xml WZHRE STV
HZAETOLIOERIHNTEDONE TR, A F =T = AHEFHNIMER SN ET,
i

<vim interface name>vm-name-deployme Grpl 1 0f24cd7e-cae7-402e-819a-5c84087103ba</vim interface name>

MAC7 FLADEIY AT

VMware vCenter T ESC DJEBITIL, MAC 7 RL A7 — /L5 MAC 7 R U ADO#IBHE 7-1%
MACT7 FL AU Z FZ2FEHLTMACT FLAZEID LT, VME Ry N —ZIZJBHTE =E
—é‘o

MAC 7 FLAFROFHETEH Y B TH ZENTEET,
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<interfaces>
<interface>
<nicid>1</nicid>
<network>MANAGEMENT NETWORK</network>
<ip address>172.16.0.11</ip address>
<mac_address>fa:16:3e:73:19:a0</mac_address>
</interface>
</interfaces>

128—714 Z0EE |

2=V TR, MACT RL AU XA REEIEIMAC T RLUADHEFAZ MACT KL A7 —)L

MHEY B THZ LM TEET,

<scaling>
<min active>2</min active>
<max_active>2</max active>
<elastic>true</elastic>
<static ip address pool>
<network>MANAGEMENT NETWORK</network>
<ip_ address>172.16.0.11</ip_address>
<ip_ address>172.16.0.12</ip address>
<ip_ address>172.16.0.13</ip_address>
</static ip address pool>
<static mac_ address pool>
<network>MANAGEMENT NETWORK</network>
<mac_address>fa:16:3e:73:19:a0</mac_address>
<mac_address>fa:16:3e:73:19:al</mac_address>
<mac_address>fa:16:3e:73:19:a2</mac_address>
</static mac address_pool>
</scaling>

MAC 7 FL20#EZ#HEH L TMAC 7 L AZE Y BCTE4,

<scaling>
<min_ active>2</min active>
<max_active>2</max active>
<elastic>true</elastic>
<static ip address pool>
<network>MANAGEMENT NETWORK</network>
<ip address range>
<start>172.16.0.25</start>
<end>172.16.0.27</end>
</ip_ address_range>
</static_ip address pool>
<static mac_ address pool>
<network>MANAGEMENT NETWORK</network>
<mac_address_ range>
<start>fa:16:3e:73:19:b0</start>
<end>fa:16:3e:73:19:b2</end>
</mac_address_range>
</static _mac_address_pool>
</scaling>
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OB, V=27 v 7T — FNDVMA L AZ L ADAr— v I (B/IMEB &
DR 1 XD b REVDES) 13, MAC £7213 1P F— L 2B HETXEH A,

VMware vCenter CTlX, MAC 7 KL ADE Y 4 THIZ, TGenerated] F£721% [Assigned] D5
EETE LWFEIPHNIZ 22y, T EEL TV D s 568. P—\DBZDEEZ A4 —
N=FA FTHZERHVET, 2O, ESCIHAMACT RLAZEID Y TDH I ENTER
WIEE . ZOREBITAIL £,

A3—T A RADY TRy FOEE

PTRy MIT—FETAEZNLTCETZENTEET, /X —T = ZANOY TRy b
X, BB XML 7 7 A /L O interface ¥ 7 ¥ a V TIRETE X4, T—XET /I TR v bR
FRE SN TV WA, ESCIX OpenStack (24 > X —7 = A ZAEAERTHTZODY TRy b
HR L, OpenStack (Z&» TIER SN IzAR— FOY 71y FEFEHLET,

<interface>
<nicid>0</nicid>
<network>my-network</network>
<subnet>my-subnet</subnet>
</interface>

no gateway BMEAMHT 5 L, BSCIZF — MU = A Z M LTRIETH 7 % v M E{ERKT X
F9, WIT, noigateway)@ﬂl‘i%ﬁue WCRELT, F—= b oA LTY 7 Xy ME{ERT 5
RLET,

<networks>

<network>

<name>mgmt-net</name>

<subnet>
<name>mgmt-net-subnet</name>
<ipversion>ipvi4</ipversion>
<dhcp>false</dhcp>
<address>172.16.0.0</address>
<no_gateway>true</no gateway><!-- DISABLE GATEWAY -->
<gateway>172.16.0.1</gateway>
<netmask>255.255.255.0</netmask>
</subnet>

</network>

</networks>

T A TNy FR— FDERE

T/, BSCEMEHTAE, 7TU ML TN RAR— & VNFIZERTHZIEHLTEET, TN
AT OIIE, =B RERZBA L TS EICEBZER T 7 A /L TUUID £ 72138 — kDA |
ZELET, MOV TIX,  [Cisco Elastic Services Controller User Guide] @ [Out-of-band
Volumes] DHAZZHL T 7ZE 0,
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GE)  VNF Z EBRfERR E 721380 L TW A R, %@an’%ﬁéhfwéf%Fw@D%éM5
P T, HIBRENETA, ESCi. VM L—7D7 7 hF TN RiR— M 2R L TWAHM
IR =V v 7 EFTLEE A, VM Z—T121E, VMDA LV AZ v A% 1 DIEITTRETE
F9, TU MFTAN RAR— bMEH SN TSR, BHOEFRFIZVM 7 L—7 DA r—
Vo i TEEEA,

<esc_datamodel xmlns="https://www.cisco.com/esc/esc">
<name>tenant</name>
<deployments>
<deployment>
<name>depz</name>
<vm_group>
<name>gl</name>
<image>Automation-Cirros-Image</image>
<flavor>Automation-Cirros-Flavor</flavor>
<bootup time>100</bootup time>
<reboot time>30</reboot time>
<recovery wait time>10</recovery wait time>
<interfaces>
<interface>
<nicid>0</nicid>
<port>057alc22-722e-44da-845b-al193e02807£f7</port>
<network>my-network</network>
</interface>
</interfaces>
</vm_group>
</deployment>
</deployments>
</esc_datamodel>

TATIARE YT DY R—

TaT VAR 7 Xy NI—7 AT E, HEOIPT RLVAZE DS CHZLENTEE
T, TNHOBEEDIP 7 R AL, ESC il LT, VNF BREENORIEDA > ¥ —T =1 A
NOERLDYT Ry MBIV Y THZ ENTEET,

ESC TlX, 727 /VAE v 7 ORDBERENR YR — K N THET,
e Xy hT—27 W T Xy hOU R NORE
Xy FT—=27 W T Xy REBIOIP T RLADY A FOFKE
c Xy hT—=7 LT RLADY A RDOERE (7% hal)
Xy RT—=2Z L HT Xy hBLRIP O X FORE (FUY 7%y NTIP BERD)

(3F)  HIfE. ESCIX OpenStack TOHRT 2T /LA K v 7 &Y aR— h LTWEF, ESC i, OpenStack
EObDOxTy Y —x 2 KIPv6 PR — L TWET,

HLWa T FEBZBOLRMMTET RLARAS U EZ—T oA AZBMNENET, Z0arTFHic
X, T RVARAEROV R MREENTOVET, 7 R AEEIZIT address_id (F—) NBHLET
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T, 7Ry FBIOBEEIP T RLAD T 4 —L R4 7> a > TTR, WTnn 1 o%E
ETHLERHY £97,

ayTF T RURFKRO ERBY T,

container addresses {
list address {

key "address id";

leaf address id {
description "Id for the address in address list.";
type uintlé6;
mandatory true;

}

leaf subnet {
description "Subnet name or uuid for allocating IP to this port";
type types:escnetname;

}

leaf ip address {
description "Static IP address for this specific subnet";
type types:escipaddr;
must "../../../../../scaling/max_active = 1"
{

error-message "Only single VM per group supported with multiple address option.";

}

TaTNAZ Yy 7 TE, KPIOE=Z U U IR R—FSND KRV £ L7, HrLnrFE
% address_id 7% metric_collector ZEIZIEMSVE Lz, ZHUE, KPIOE=F Y > ZIZfiH S
o, HEEISNIZNICID NOT RLRAERA U b DHEZTANET, 2FED, f ¥ —
TrxA ADFIZERZRSINTNDT RLAD 1 D& KPILOE=H U U ZIEHTEET,

<interface>
<nicid>1</nicid>
<network>demo-net</network>
<addresses>
<address>
<address_id>0</address_id>
<subnet>demo-subnet</subnet>
</address>
</addresses>
</interface>
<kpi data>
<kpi>
<event name>VM ALIVE</event name>
<metric value>l</metric value>
<metric cond>GT</metric cond>
<metric type>UINT32</metric type>
<metric occurrences_true>5</metric occurrences_true>
<metric occurrences_ false>5</metric occurrences_ false>
<metric collector>
<type>ICMPPing</type>
<nicid>1</nicid>
<address_id>0</address_id>
<poll frequency>10</poll frequency>
<polling unit>seconds</polling unit>
<continuous_alarm>false</continuous_ alarm>
</metric collector>
</kpi>
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\}

</kpi data>

G¥)

metric_collector B3 D FIZ& 5 address_id 1X, A v F—7 = A AD FIZ&H % address_id D 1 D
LRICTHLILENRH Y £,

TaT VAR I A B —TxA AT, day-0BBOBEBBRCHEATEAH IRV ELE, 2
FV, 1204 H—T 2 A AD FTERINTNDIEHOT RLANLEEZBEEHZ L2 L
N TXFE7, Day0sXiElL, config data ¥ 7D FIZHDHT —HET IV TERINET,

BEDIP T RUVAZFFOT 2T VAL v 7 OBE . 2403 NICID_<n>_<a> <PROPERTY> J¥

R0 £4, FREFNLOEWIIRD EBY T,
e<n> %, A X —T A ADNICID T,

c<a> L, TDOA L H—T 2 A ANDT KL AD address_id T,

WIZ, T aT VAL 76 OEMTREZ: day-0 BHEKEO Y A &R LET,

NICID n a IP_ ALLOCATION TYPE

FIXED | DHCP % & T 3075

ipvd F721% ipv6

NICID n_a_IP_ ADDRESS

IP7 RL A

ipvd E7213 ipv6

NICID n_a_GATEWAY

J—hrU A T RLA

ipvd F721% ipv6

NICID n_a_CIDR_ADDRESS

CIDR7'V7 4 w7 AT R A

ipvd E7213 ipv6

NICID n_a_CIDR_PREFIX

CIDR 7'V 7 4 v 7 ARDOEEK

ipvd F721% ipv6

NICID n_a NETMASK

IPv4 CIDR 7 KL A & 7L

T A v I ANFHET DA
ESC IZHEMIZ R v h~RA 7
EEEHRLTADLET,
ZhiE, IPv6 7 R L ADEE
ITEHR I NN, FEHL
RNTL TS,

ipv4 O H

1 DDIP T KL AD day-0 3% E DFEMIZ DUV T,

@ [Day Zero Configuration] DEFEAZ B L T 72X,

[Cisco Elastic Services Controller User Guide,]

WIZ, day-0 BXED config data TERSNTWDHT L — 77 A NVERLET,

NICID_O_NETWORK_ID=${NICID_O_NETWORK_ID}
NICID_O_MAC_ADDRESS=${NICID_0_MAC_ADDRESS}

NICID 0_O_IP_ALLOCATION_TYPE=${NICID 0_O_IP_ALLOCATION_TYPE}
NICID 0_O_IP_ADDRESS=${NICID_0_O_IP_ADDRESS}

NICID 0_O_GATEWAY=${NICID O_O_GATEWAY}

NICID 0_O_CIDR_ADDRESS=${NICID_0_0_CIDR_ADDRESS}
NICID 0_O_CIDR_PREFIX=${NICID_0_0_CIDR_PREFIX}

NICID 0_O_NETMASK=${NICID_0_O0_NETMASK}
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NICID 0 1 IP ALLOCATION TYPE=${NICID 0O 1 IP ALLOCATION TYPE}
NICID 0_1_IP ADDRESS=${NICID_0_1_IP_ADDRESS}

NICID O 1 GATEWAY=${NICID O 1 GATEWAY}

NICID 0 1 CIDR ADDRESS=${NICID O 1 CIDR ADDRESS}

NICID 0 1 CIDR PREFIX=${NICID 0 1 CIDR PREFIX}

W, T—2ETNVERLET,

<?xml version="1.0" encoding="ASCII"?>
<esc_datamodel xmlns="https://www.cisco.com/esc/esc">
<tenants>
<tenant>
<name>dep-tenant</name>
<deployments>
<deployment>
<name>cirros-dep</name>
<vm_group>
<name>Grpl</name>
<bootup time>600</bootup time>
<recovery wait time>30</recovery wait time>
<flavor>Automation-Cirros-Flavor</flavor>
<image>Automation-Cirros-Image</image>
<interfaces>
<interface>
<!-- No dual stack support on mgmt interface in ESC 4.1 -->
<nicid>0</nicid>
<network>my-network</network>
</interface>
<interface>
<nicid>1</nicid>
<network>ent-networkl</network>
<addresses>
<address>
<!-- IPv4 Dynamic -->
<address_id>0</address_id>
<subnet>vé4-subnet A</subnet>
</address>
<address>
<!-- IPv6 Dynamic -->
<address_id>1</address_id>
<subnet>vé6-subnet B</subnet>
</address>
</addresses>
</interface>
<interface>
<nicid>2</nicid>
<network>ent-network2</network>
<addresses>
<address>
<!-- IPv4 Static -->
<address_id>0</address_id>
<subnet>vé4-subnet C</subnet>
<ip address>172.16.87.8</ip address>
</address>
<address>
<!-- IPv6 Static -->
<address_id>1</address_id>
<subnet>vé6-subnet D</subnet>
<ip address>fd07::110</ip_ address>
</address>
</addresses>
</interface>
<interface>
<nicid>3</nicid>
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<network>ent-network3</network>
<addresses>
<address>
<!-- Only ip config - ipv6 but no subnet -->
<address_id>0</address_id>
<ip address>fd07::110</ip address>
</address>
<address>
<!-- Only ip config - ipv4 but no subnet -->
<address_id>1</address_id>
<ip address>172.16.88.9</ip address>
</address>
</addresses>
</interface>
<interface>
<nicid>4</nicid>
<network>ent-network4</network>
<addresses>
<address>
<!-- ipv4 same subnet as address_id 6 -->
<address_id>0</address_id> //
<subnet>v4-subnet F</subnet>
<ip address>172.16.86.10</ip address>
</address>
<address>
<!-- ipv4 same subnet as id 5 -->
<address_id>1</address_id>
<subnet>v4-subnet F</subnet>
<ip address>172.16.86.11</ip address>
</address>
</addresses>
</interface>
</interfaces>
<kpi_ data>

BEDIP 2 L CIEFICEBSN-%, ESCIZT7 KL AD U A b Z @A %7213 opdata & L
THRMELET,

K % & {e <address># <interface> ZHED FIZH LMD EF DY A I -
e address id : AJ) XML CTHEIN7T FL A ID
B TRy FEFR: V7 Xy MERLIZUUD
cip_addressBHR : ZOH 7y F EOKR—MIEDV L THATNS IP
cTLI4 VIR Y TRy FCIDRT VT (w7 A
T—bozA Y TXY N F—b VA T RLA
« ESC #9 IP #7— b

GipSIR

<vm_1d>1834124d-b70b-41b9-9e53-fb55d7c901£f0</vm_id>
<name>jenkins-gr gl 0 e8bc9%a8l-4b9%a-437a-807a-fla%bbc2ea3e</name>

<generated name>jenkins-gr gl 0 e8bc9%a8l-4b%a-437a-807a-fla%bbc2eal3e</generated name>

<host id>dc380f1721255e2a7eal5932cla7abc681816642f75276cl66b4fe50</host_id>
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<hostname>my-server</hostname>
<interfaces>
<interface>
<nicid>0</nicid>
<type>virtual</type>

<vim interface name>jenkins-gr gl 0 e8bc9a8l-4b%a-437a-807a-fla%bbc2ea3e</vim interface name>

<port id>4d57d4a5-3150-455a-ad39-c32fffbbl0bl</port id>
<mac_address>fa:16:3e:d2:50:a5</mac_address>
<network>45638651-2e92-45fb-96ce-9efdd9ea343e</network>
<address>
<address_id>0<address_id>
<subnet>6ac36430-4£58-454b-9dcl-82f7a796e2ff</subnet>
<ip address>172.16.0.22</ip address>
<prefix>24</prefix>
<gateway>172.16.0.1</gateway>
</address>
<address>
<address_id>1<address_id>
<subnet>8dd9f501-19d4-4782-8335-9%9aa9%fbd4dab9</subnet>
<ip address>2002:dc7::4</ip address>
<prefix>48</prefix>
<gateway>2002:dc7::1</gateway>
</address>
<address>
<address_id>2<address_id>
<subnet>a234501-19d4-4782-8335-9aa9fbd4caf6</subnet>
<ip address>172.16.87.8</ip address>
<prefix>20</prefix>
<gateway>172.16.87.1</gateway>

</address>
</interface>
opdata O :
<interfaces>
<interface>
<nicid>0</nicid>

<type>virtual</type>
<vim interface name>jenkins-gr gl 0 e8bc9a8l-4b%a-437a-807a-fla%bbc2ea3e</vim interface name>

<port id>4d57d4a5-3150-455a-ad39-c32fffbbl0bl</port id>

<mac_address>fa:16:3e:d2:50:a5</mac_address>

<network>45638651-2e92-45fb-96ce-9efdd9ea343e</network>

<address>
<address id>0</address id>
<subnet>6ac36430-4£58-454b-9dcl1-82f7a796e2ff</subnet>
<ip address>172.16.0.22</ip address>
<prefix>24</prefix>
<gateway>172.16.0.1</gateway>

</address>

<address>
<address_id>1</address_id>
<subnet>8dd9f501-19d4-4782-8335-9%9aa9%fbd4dab9</subnet>
<ip address>2002:dc7::4</ip address>
<prefix>48</prefix>
<gateway>2002:dc7::1</gateway>

</address>

</interface>
</interfaces>
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F72. day-0 DIRAERH DT —F TEEHEZONTWA Z & LR TE £9, KIZ, day-03%
ENMEN AT SN T =2 Dl RLET,

NICID O NETWORK ID=45638651-2e92-45fb-96ce-9efdd9%ea343e
NICID O MAC ADDRESS=fa:16:3e:d2:50:a5

NICID 0 0 IP ALLOCATION TYPE=DHCP
NICID 0 0 IP ADDRESS=172.16.0.22
NICID 0 0 GATEWAY=172.16.0.1
NICID 0 0 CIDR ADDRESS=172.16.0.0
NICID 0 0 CIDR PREFIX=24

NICID 0 0 NETMASK=255.255.255.0

NICID 0 1 IP ALLOCATION TYPE=DHCP
NICID 0 1 IP ADDRESS=2002:dc7::4
NICID 0 1 GATEWAY=2002:dc7::1

NICID 0 1 CIDR ADDRESS=2002:dc7::/48
NICID 0 1 CIDR PREFIX=48

BEIPEZYR— S 2T2aTILREYY

ESCIL, #IPEZ Y R— T H5F 2T VAR v 7P R—FLET, WIHEHRED—EHE LT,
I—PIHRETEHV TRy FEIPEfEETEET,

GE)

ESC %, A&7 —1U 7 false £ 721X minimum/maximum = 1 DA DA, FHYIP VR — b
LET,

TIRNFTANA R Xy NU—252EHALTVMEZER L, B IP 2o 7Ry Fo U Xk
(R U= Z IOV T %y Findb D) BIEEETDHE. ESCIEV 7% v b &Gt 5589
IP O %A LET,

WIZ, 20oD% Ty b (ipvd & ipv6) 281 ODA X —T = A ZTBMENT-H 2R L E
—é‘o

<?xml version="1.0" encoding="ASCII"?>
<esc_datamodel xmlns="https://www.cisco.com/esc/esc">
<tenants>
<tenant>
<name>dep-tenant</name>
<deployments>
<deployment>
<name>cirros-dep</name>
<vm_group>
<name>Grpl</name>
<bootup time>600</bootup time>
<recovery wait time>30</recovery wait time>
<flavor>Automation-Cirros-Flavor</flavor>
<image>Automation-Cirros-Image</image>
<interfaces>
<interface>
<nicid>0</nicid>
<network>ent-network2</network>
<addresses>
<address>
<!-- IPv4 Static -->
<address_id>0</address_id>
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<subnet>v4-subnet C</subnet>
<ip address>172.16.87.8</ip address>
</address>
<address>
<!-- IPv6 Static -->
<address_id>1</address_id>
<subnet>vé6-subnet D</subnet>
<ip address>fd07::110</ip_ address>
</address>
</addresses>
</interface>
</interfaces>
<kpi_ data>

VNF DEBAIZOVWTIL,  TOpenStack TORMER v b T —ZHEEDER | #Z L T72S
AN

SELTAUA—T 114 REETE

Z MIATIL, Elastic Services Controller (ESC) FIDHEE DA X —T = A ARTEE., N— KU =
TDALE—T A AEHRETDHFNEICOWTHBHALET,

AR A B —T 2 A AREDFANHOWNWTIL, [FHERRRA =T 2 ARE] 25R
LTLIE&EW,

BEGAVA—T 14 ADNETE

ESC T® SR-I0V DE&EE

Single Root I/O Virtualization (SR-IOV) 2LV, EEIERT AN AL —T 47 VAT A
BETLTOHAEBEDO VMR, RA N —_"HNOE—DPCle X NU—2 T XX %5 ILHFT
XHEOER0ET, Floy VMBRR Y NT—I T X T2 EOMTHEHET — X 2 BEITX,
ANR=NAPERALIRATDEHZET, Xy NT—=7DANL—TF MBI LY—0D CPU &
Pi2ME T LET,

OpenStack Fi? ESC T® SR-IOV DE&E

OpenStack (Z ESC T SR-IOV R ET DHNZ, IELWRTA—FZFH LT H—FRy=T¢&
OpenStack Z 7% & L £77,

OpenStack (Z ESC T SR-IOV Z#HZhZT HI2lE, A F—T = A AD type & direct & LT
ELET, WDODA=y NI, T—HETNVOHZRLTWET,

<interfaces>
<interface>
<nicid>0</nicid>
<network>my-network</network>
<type>direct</type>
</interface>
</interfaces>

VMware A ESC T® SR-I0V DEEFE
VMware {Z ESC T SR-IOV #F%XE T HHIIC, RDOREEEJEL T ZEN,
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« HAY® ESXi AR A b T SR-IOV MBEREZ A2NIC L £ 7, FEMIZ OV TIZ, VMware D
=2 T AESZRLTIIEIN,

* SR-IOV ZHZNZT HHIC, IROBEELREZZBE LTI EEW,

« SR-IOV 28 VMware CTHHR—FINTWEIME Ry NT—I T HXTX DY A - B R
LET., VMware D~v==2 7 LEHBRL T X0,

SR-IOV MEEESNTWVD VM THAR—FENTWRW VM BERED Y X F &R L £
T, VMware D~==27 VE#ZERL T F &,

SR-IOV # i Li=7 7 A% B (F—X%FET /LD [zone| TEF) TlI, % ESXik
A MR CHPREED D D . SR-IOV OBRNATE L LIRS TNDL Z & i L
F9, =&, VMOAEMERE S L Cvmnic? ZfEHT 585815, &4 A M vmnic?
MY . 4 vmnicT D SRIOV AT —F ANHFNNT > TWAHZ L AR LET,

VMware (25} L T ESC T SR-IOV 24204 512, BT —Z 7L TA ¥ —
Tz A AD <type> & direct & L. YEIR+ D <name> & sriov_pf selection ELTHRE
LET, A ¥ =T = AXA T Ddirect (L, SRAIOV T /31 Z&R L, LR T4 D
sriov_pf selection TR RE A R LET, ROA=~y M, T—H %5“/1/@1%75?
ARLTWET,

3

<vm_group>

<interface>
<nicid>2</nicid>
<network>MgtNetwork</network>
<type>direct</type>
</interface>
<interface>
<nicid>3</nicid>
<network>MgtNetwork</network>
<type>direct</type>
</interface>

<extensions>

<extension>
<name>sriov pf selection</name>
<properties>

<property>
<name>nicid-2</name>
<value>vmnicl, vmnic2</value>
</property>

<property>
<name>nicid-3</name>
<value>vmnic3, vmnic4</value>
</property>

</properties>

</extension>

</extensions>

</vm_group>
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Cisco Elastic Services Controller Z A9 2 &, v N —ZIZBEMTFOENTNB YT X v b
WERR <, BESNTZAR— M E2EBRT 2 L OICERT —¥ T VHIZT RLAXT ZET
xFET,

T RUVARTIX, ROFIETRESINET,

XY NT—ZT DY AL  EBEDA L EZ—T oA AKXy FT—7 DU A NERET D L.
ESCIZZNBH D xRy h U —2 @ OpenStack 7»H 7 1 > FOFEMEZTS L, kHnd 58—
MEFA L F—T A RZEMLET, RIZ, Xy FY—=7 DY A RELTT RLANR
T ERET A ERLET,

<interface>
<nicid>1</nicid>
<network>networkl</network>
<allowed address_pairs>
<network>
<name>bb8c5cfb-921c-46ea-a95d-59fedablcacl</name>
</network>
<network>
<name>6ae017d0-50c3-4225-bel0-30ede5c5e8e3</name>
</network>
</allowed address_pairs>
</interface>
</interfaces>

e 7T RLADY AR : T RLADY A MEFRELEZHA. ESCIZZINHDT KL R E5)GT
HAVHE =T A ATBMLET, KOBITIE, TRLADYRARELTT RLAXT %
WETAHFIEIZOWTEHHALET,

<interface>

<nicid>0</nicid>

<network>esc-net</network>

<allowed address_pairs>

<address>
<ip_address>10.10.10.10</ip_address>
<netmask>255.255.255.0</netmask>
</address>

<address>
<ip_address>10.10.20.10</ip_address>
<netmask>255.255.255.0</netmask>
</address>

</allowed address pairs>

</interface>

X2 )TFA4TIL—TDIL—ILDEE

Cisco Elastic Services Controller (ESC) #3425 &, %= VT 1 7 /L—7D/L—)L % OpenStack
TREESNTWAHA LV AZ L AICEEMIT L ENTEET, 2o DEF2 T 47—
D=, BT —2ET NV THRERNTA—FERETHEICL s TRESNET, &
X2 VT 4 T N—TDON—VOFFEIZMZ T, WTIUND YNF A AKX 2 A TREENFEAE L
o9, BSClEA v AZ U A%EIAL, RSN TWAOVNFOEX 2T 4 VL —T D —
NEBEHLET,

X2 VT 4 TN—T DNV EFRETDHIZIE, ROFNEEFITLET,
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1R AR
*ESCZMMLTTF o FaAFR LT Z & 2R L £7,
X2 VT 4 TN PMER SN TS Z L AR LET,
X2 VT 4 IN—TOLARTEIZUUID 35 2 L 2R L ET,

ATFYF1 —ra—PFLLTECVMICurZ A LET,
ATV T2 ROa~<wry REFEITLTRHEDEX2 YT 4 7 /L—7 0 UUID 2R L E7,

nova --os-tenant-name <NameOfTheTenant> secgroup-list

ATv T3 BETFT—XETFATIE, KO EEELET,

<interfaces>

<interface>
<nicid>0</nicid>
<network>my-network</network><!-- depends on network name -->
<security groups>
<security group>0c703474-2692-4e84-94b9-c29e439848b8</security group>
<security group>bbcdbc62-al0de-4475-b258-740bfd33861b</security group>
</security groups>

</interface>

<interface>

<nicid>1</nicid>

<network>sample VmGrpNet</network><!--depends on network name -->
<security groups>

<security group>sample test SQL</security group>

</security groups>

</interface>

ATV T4 RO~ REEITLT, EXa2 VT 4 7NN —TRNVM A VA Z 2 ZZEEMT SN TWADE 9 a2
BLET,

nova --os-tenant-name <NameOfTenant> show <NameOfVMinstance>

N—FOx77 €5 L—>3>OHHR—+ (OpenStack
D)

flavor 7 — % €7 V&M L T OpenStack D/ N— K7 =7 777 L — a3 VIREZ R ETE
T, WON—KRy=T7 7787 L —a VHEEEZRETEET,

«VCPU EZ Y% : vCPU (AR LA [E) F 7213 d HHPHD CPU ~DNNA VT 4 T
BLXONRS F ¢ o TRERERREICL, T ARNEED CPU Tl . ¥E L CPU
EToHrFITINALIITLET,
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VMware vSphere NUMA B DB/ S 4 — 5 DIERL .

cKBBER—UBEUFHELGAEY 7YX (NUMA) O OpenStack /X7 +#—< 2R
DEBEL - KPR AN—VRONUMA DY AT LN T p—< A OFED | @WAMEZ
AL, BWVAR AT 5 LIV AT LAEERTTLHL VAT LAORNZ R LS+
HIZEWTEET,

* PCle/ SRR JL—A VB —T =4 RIZxtF % OpenStack H-7R— b : OpenStack EDA > A ¥
VANSNDPCLTANA ZADEIN Y TEARRICLET,

WIZ, ZFL—NRF—FETFNLEEH L CNN— R =T 77T L — g Ve RET D H71E
IZOWTEBLET,

$ cat fl.xml
<?xml version='1l.0' encoding='ASCII'?>
<esc_datamodel xmlns="http://www.cisco.com/esc/esc">
<flavors>
<flavor>
<name>testfl6</name>
<vcpus>1</vcpus>
<memory mb>2048</memory mb>
<root_disk mb>10240</root_disk mb>
<ephemeral disk mb>0</ephemeral disk mb>
<swap_disk mb>0</swap disk mb>
<properties>
<property>
<name>pci passthrough:alias</name>
<value>niclg:1</value>
</property>
</properties>
</flavor>
</flavors>
</esc_datamodel>
$ /opt/cisco/esc/esc-confd/esc-cli/esc nc cli edit-config ./fl.xml

VMware vSphere NUMA E 4 D3ENMN/ NS A —% DERK

ESC %, IBMOFRE /T A —X BT 5 Z &2 & > T VMware vSphere ® NUMA % ¥55E L %
7

COBEENLEIC L 2T, day-0 2 7 4 Falb—ay T AL ENLTINDDMEZET D
TIER<, RENRTA—HEWETT-DODOT VT 4 v 7 AL LT, VMware vSphere DB NNER E
FITEERRENBNEINET,

TV T 4T R extConfigParam

i

<configuration>
<dst>extConfigParam:mgmt-ipv4-addr</dst>
<data>$NICID 1 IP ADDRESS/16</data>
</configuration>

BIMEREL, T—XETNVOERERE/NNRIZIMZ, REELE L VIM LA YIZHIBRT 2 O fE
FIT9,
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B vMware vCenter T PCI 1213 PCle 7/ 34 RDD/AR R L—DFEE

VMware vCenter T® PCl Z£7-1% PCle T/3 1 AD/INA X IIL—DERTE

ESC |% VMware vCenter PCI % 721 PCle 7 /XA A XA A/L— (VMDirectPath I/0) % 7K — k
LET, ZHUCED, V0O AEVEH2=y "B INTZT T v b7 4+ — 25 EOWEL PCI #%
BE~D VM 7 7 & AW AREIC /2 0 £97,

[Z L& B

ARA K VM @ PCI/PCle 7 /3A A T/RAA)L—% NI T HIZIE, vSphere B FEFH 23 vCenter T
INOLDTNA R~ — T HUERDY £,

GE)

PCIREBZIZHAA N2 ) T — T DMERHD FJ, RAMEALTF U RAE—RIZL, B
A TICTHI, LT RTO VM 2R A MTBITLET,

ESC J&PA T PCIL 7 /31 ANA AN —ZERZHEET 51213, % passthrough (2% E L T <type>
BrEEEZOET, KIT, T—HETVERLET,

<tenants>
<tenant>
<name>admin</name>
<deployments>
<deployment>
<name>test</name>

<vm_group>
<name>test-gl</name>
<image>uLinux</image>
<bootup_ time>300</bootup time>
<recovery wait time>10</recovery wait time>
<interfaces>
<interface>
<nicid>1</nicid>
<network>MgtNetwork</network>
<ip_ address>192.168.0.102</ip_address>
</interface>
<interface>
<nicid>2</nicid>
<network>VM Network</network>
<type>passthru</type>
<ip_ address>172.16.0.0</ip_address>
</interface>
<interface>
<nicid>3</nicid>
<network>VM Network</network>
<type>passthru</type>
<ip address>192.168.46.117</ip_address>
</interface>
</interfaces>

JEBANIERIZFE T3 % &, passthru fE23N @D interface &7 v 3 > LiEM T — X NIZERE S
£7,
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PCI & 7= 1% PCle PassThrough 7/31 X ) BEREIR .

PCI & 7= (& PCle PassThrough 7/ X O B &38R

ESC Ti. $¥E®D PCIID Z A2, FREEHIC 1 DLl LD PCl £ 7213 PCle /XA A /L—F /N
A AZT OXLENRH Y £3, ESCITRANIAA 2R L 9, ESCIX, I AR
PCI £721% PCle 7N A A/L—%t T 34 A2 38R L, EBARFCHEE L £ 3, A FTREZ: PCI £
721 PCle /XA AL —SHi T /3A ATV ESCIEEBAIC AL £, vSphere & HFH 13,
=Gy hara—T 47 JI7AZANOTXTODALEa—T 4 U THRA NI, 5372
%D PCIL £7213 PCle NAANV—HET NA AR H D L 2R T HILERLY £,

Y

Gx) *PCI £721X PCle /R A A /L—(%, ESCEET /NI Y ALTIXEBE SN ETA, T2& 213,

ESCIZPCI £ 7213 PCle /N A AV —BER %52 T T BT DITFEHAFERE/ R ) Y —ANH BT,
A RNEIEIRLEH A,

*ESC1Z PCI £721% PCle /R A AN—FT /A A% T X MMGEIR L9, ESC TiE, T34
ADEATEFIIHEEZB LEEA, U R SO SLRICEHAE27: PCI ¥ 721X PCle 73
A RA&EFERLET,

« ESC2RESCHELE T /LT Y RAZFHESWTER LZa B a—T 4 R A MMI% L TVNF
NEEINDEEIZ, TDa Ly Ea—TF 4 7 RA MIERAFREZ: PCT £ 7213 PCle /XA
ZI—=RST A AR E L U AN TR L £,

o« NRAZNL—DERET D 1CIE, DRS A4 7T AHAMLERH Y 17,
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B ro =715 Pele PassThrough 7/ 2 D BELER
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5.
ESCEEMHDE=21) YT

ESC &£ ZDH—ERADEFMZEMRT 21T, ROWT Uz LET,
e ~JLAAPIDE=F Y

*SNMP 7 v 7

« REST API Zf#/fl L7= ESC D IEFEMHOE=4# 1 7 (23 X—)
«SNMP k5 v @z il L7z ESC DIEFMOE=4%1U 7 (30 2—)

RESTAPI ZfEFA L/~ ESCOEEEMHDE=2") 2T

ESClE, ESCB L VZEDH —ERADIEFEEZERT 27200 — NX—7 4y 7 vy =7
RESTAPI #42ft L £4, +— K X—F7 48y 7 s = 71X APl 2 L T ESC 2N IEF 7R AE
THOINETEHCRES L, ESCHBIT THLIMNE I NEHERTEET, 7o) ~DiR& L
LT, APLIZFAT —F RAa— R A ye—UZRLET, MO >VWTIE, £2: A¥ R
TaryBXORT 7T 4 TIAZ N NAT XA T EYT 4125155 ESC~LVAAPI D AT —
AAa—REAyE—Y 25—2) 2B L TLESVW, HA® Y N7 v 7Tk, AETP
(VIP) 2F=X V7 IP & LTHEHATIXNENRSHY £7, EVE T, ESCHA X7 D2
TORREENRENFE T, FEMIZOWTIL, F4: AX 2 F7 22 ESC & HA D~ /LA APl A7 —
HARA =T (28—) L TLEZEN,

ESC D IEF M &2 474 % REST APLIZKRD & B0 T,

GET to https://<esc_vm ip>:8060/esc/health

G¥)

e ~JLAAPLDE=Z Y 7T, BEfED REST OIEAR 72 HTTP ZREE A H L TIR#FES N E
4, =—VILESCRESTAPI 7 LT v v V&2 MHLCLAR— FE2RGTEET,

« ESC ~/L A API iR — R &5 60000 7>5 8060 [ZAEH S3vE L7z,

WIZ, =5 —REED~LAAPIDE=F ) T ONEERRLET,

<?xml version="1.0" encoding="UTF-8" 2>
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<esc_health report>

<status_code>{error status code}</status_code>
<message>{error message}</message>
</esc_health report>

ESC ExMOE=4%U>Y |

O—HNVT ITT 4 TIT T 4 TD~NLAAPIDE=F Y T OISEIIRO L BY T4,

<?xml version="1.0" encoding="UTF-8" 2>
<esc_health report>
<status_code>2010</status_code>

<message>ESC service is being provided. ESC AA cluster one or mode node(s) not

healthy</message>
<nodes>
<node>
<name>aa-esc-1.novalocal</name>
<status>HEALTHY</status>
<datacenter>dcl</datacenter>
<services>
<service>
<name>escmanager</name>
<status>running</status>
<is_expected>True</is_expected>
</service>
<service>
<name>elector</name>
<status>leader</status>
<is_expected>True</is_expected>
</service>
<service>
<name>drbd</name>
<status>master</status>
<is_expected>True</is_expected>
</service>
<service>
<name>pgsgl</name>
<status>running</status>
<is_expected>True</is_expected>
</service>
</services>
</node>
<node>
<name>aa-esc-2.novalocal</name>
<status>HEALTHY</status>
<datacenter>dcl</datacenter>
<services>
<service>
<name>escmanager</name>
<status>running</status>
<is_expected>True</is_expected>
</service>
<service>
<name>elector</name>
<status>follower</status>
<is_expected>True</is_expected>
</service>
<service>
<name>drbd</name>
<status>backup</status>
<is_expected>True</is_expected>
</service>
<service>
<name>pgsgl</name>
<status>stopped</status>
<is_expected>True</is_expected>
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</service>

</services>
</node>
<node>
<name>aa-esc-3.novalocal</name>
<status>NOT_HEALTHY</status>
<datacenter>dcl</datacenter>
<services>
<service>
<name>escmanager</name>
<status>stopped</status>
<is_expected>False</is_expected>
</service>
<service>
<name>elector</name>
<status>follower</status>
<is_expected>True</is_expected>
</service>
<service>
<name>vimmanager</name>
<status>running</status>
<is_expected>True</is_expected>
</service>

</services>
</node>
</nodes>
</esc_health report>

XML & & JSON JEZ 1L, ~LVAAPIDE=F Y 7 THHR—F SN TWET,
APLICENEIT 5 &, stage & W HBINID T ¢ — /L RABAFEAIILET,

<?xml version="1.0" encoding="UTF-8" 2>
<esc_health report>

<status_code>{success status code}</status_code>
<stage>{Either INIT or READY}</stage>
<message>{success message}</message>
</esc_health_report>

stage 7 4 —/V FIZiX, INIT /X7 A —% £721X READY X7 A —Z BNEENTNET,

INIT : INIT /8T A —H T ESC BERE/XT A —H DR ELVIM a2 R 7 X OB EOFRi 7 0
BV a = TERESITAND PR HOTT,

READY : ESC 1%, Z D/ T A —Z & LIZJER., BEERR 0L 7neya =
TERIZHIGTEET,

ESC D IEFMHDREDRD AT —H Aa— R A vE—UTRENET, 2000 7Y —ADA
T—HAa— &, ESCHEELTVWHZ LA ERLET, 5000 U —RADRAT—H Aa—
KiZ. 1 2LLEDESC 2V FR—FR 2 "RBEI L CTWARWZ E 2 ERLET,
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GE)  ESCO~LVAAPIIZVIM D AT —X A EfER LEH A, T, B VIM OREBMN
ESC VU —RZ3.0 CEAINTZTZDHTT,

R2Z:RAVETFAVEIUTIT A T/REVNA NATFTRASEYTAIZEITBESCANILAAPID R T—HR R O—
REAvE—D

ATFT—ARARXRa—F Ayt—T

2000 ESC h—EANFETINTHET, (BESC
services are running.)

2010 ESC y—E AR s TnEd, (ESC
services are being provided.) ESC AA 7 7 A ¥
D1OENTEERD ) — R EFETIEH Y £
A, (ESC AA cluster one or more node(s) not
healthy.)

2020 ESC H—EARFEI TS TnET,  (ESC
services are running.) 1 2Ll E®D VIM H#—E X

(Keystone X°Nova) (ZE[ETEZEHA, (One
or more VIM services (for example, keystone and
nova) not reachable.)

GE) ESCVUVU—Z3.0UBRITYR—F
NTWER AL

2030 ESC #—ERIFATSNTWVET A, VIM 7
LTy VEESH TV ER A, (ESC
services are running, but VIM credentials are not
provided.)

GE)  ESC VU U—R30LEIZYFR—FE
NTWER A,

2040 ESC —EANFATSN TN E T, VIM 2352
ESNTEY, ESCH VIM ~OHHst & FHL
LTCWET, (ESC services running. VIM is
configured, ESC initializing connection to VIM.)
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ATF—ARARXRa—F

Ayt—o

2100

ESC —E RILFET SN TWET 2, ESC
AT_AZEVT 4/ —NIZEETEEEA,
1oL EDOVIMH—E 2 (NovaZs ¥) (25
T&EHA, (ESCservicesare running, but ESC
High-Availability node is not reachable. One or
more VIM services ( for example, nova ) are not

reachable.)

GE) ESCVUVU—Z3.0UBRITYFR—F
NTWER AL

5010

ESC#—E A, ESC MANAGER NFATE T
WEHA, (ESC service, ESC_ MANAGER is
not running.)

5020

ESC #h—E X, CONFD BFATSNTWVEH
Ao (ESC service, CONFD is not running.)

5030

ESC #—E A, MONA RFEITSN TV EYE
A (ESC service, MONA is not running.)

5040

ESC #—E A, VIM_MANAGER N 3F/T& 1
TWEHA, (ESCservice, VIM_MANAGER
is not running,. )

5090

#H% ESC —E A (ConfD <° Mona 7% &)
MEITINTWEHA, (More than one ESC
service (for example, confd and mona) are not
running.)

RITIVTAT/TIOTATINATARLSEYTAIZEIFTBESCANIVRAAPIDRT—RROA—REAYE—D

ATF—RARXRa—F

Ayt—

2000 ESC ' —ERARFEITEINTWET (777«
TIT T 47y b7 7)o (ESCservices
are running (Active-Active setup).)

2010 ESC H—expfEfitsncuvEd,  (ESC

services are provided.) ESC7 7 7 4 717 7 7 4

70T AZD 1 DEINTERD ) — FRIER

TIEH Y FHA, (InESC Active/Active cluster
one or more node(s) are not healthy.)
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ESC ExMOE=4%U>Y |

ATF—ARARXRa—F

Ayt—

5000

ESCH—EANREME SN TV EEA, ESCAA
7 T ALANDIERTIEH Y A (ESC services
not being provided, ESC AA cluster not healthy)

GE)

T OO TIL,

ESCHAE— RFTiX. DRBDt >y F 7 v 7 TCOHAESCHA #2B L E£9, ESCHA Y T v
[Cisco Elastic Services Controller Install Guide] ZZM L T 72 &V,

WDETIZ, AZLY FTRUVESCDAT—ZAAyt—Uk RV F U FEEESF Y 4
DHAIZDOWTHHALET, ESCORF K7 BLOHA Oy T v 7OFEMIZDONT

(=N

R4:RFZRTAVESCE HADNILR APIR T—R R Ay E2—2

[Cisco Elastic Services Controller Install Guide] ZZM L T 72 &0y,

Success

Partial Success

Failure

AH L RT o

Esc

SR TV A
APl DE =X
U 7B
HESh, A
T —HFAa—
F1% 200027
D £,

NA

e FT=H L, ~NILAAPIODE=ZY
VIMHLDIREETSETEEY
oo

JEEIIANLVAAPIOE=F Y
MBIEIN, AT —H ZAa— R
135000 >V — X TCiIRENFET,

HA ® ESC
(TorT 477
AR INA)

IR T AL A
APl DE =X
U 7B
HESh, A
T —HFAa—
F1% 200027
D ET,

IS I~V A AP DF
=X YU TNBINE S
. A7—HAa—FR
12010 1272 F9,
UL, ESC A H R
A/ — RK2YESCHA @
ESC~¥ A& — /— RI|Z
B CE RN L AR
LET, 27ZL. Zh
L/ —ART o KD
ESC #— b R |2 [T
LEEA,

s B=FIL, 2L LT T
IWAAPIDFE=H U T OIER
B TEEHA,

GE) HA A A v FF— —HF
DFEEDHIMIX ESC D
~JLA AP DE=H Y
VTIMERTE WA
NHYEI, T=FVU
TIT7 R TiX, 2D
UF U AT AREE
EHET S X0y
L EVVEZRET D
N0 ET,

BTV AAPIDE=F Y T
MBINESN, AT —HF Aa—F
125000 >V — XA TIRENET,
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Success

Partial Success

Failure

HA (777«
TIT T 4
7)) DESC

I T~V A
APl DFE =%
AN Y)
gL, &
T —HFAa—
R1%2000 (272
nET,

I T~V A API D
=) TP BIUE S
N, A7—HAa—FR
12010 (2720 £,

Z OYRREIL, ESC ¥ —
v IR TV S
7, ESCAA 7 T A X
WD 1 DETITEERD
J— R IER TIEAR0n
ZEERLET, 2
L. 2R/ —=A Ny
v R~DESCH—E A
I LA,

P |

cO—NINTIT 4TI T IT 47T
X, BE=40 250 EicblzoT
ANIVAAPIDE=H Y T DA
ERSTERWEETT,

TIT4TIT YT 47 GEO T

L, BE=0 7450 EiZblcoT
~ILAAPIDE=HX U v DA
ERAFCE WA TY (Heat 7
Y7L — FOREICL > TERY
7).

GE) o —7 LB L GEO A
A o FF——FFORE
DOHIRIL ESC D~/L A
APIDE=2 U o 7 Al
HATERWGERHY £
T, E=XV LTV Tk
JxTiE, TV A
T —bEREELHRET
%X O L&V VE
ERETHVENDH Y F
7T

* GEO A A v FA— —HRIL,
Heat 7> 7 'L — F DR EIZ L - T
B0 FES, T7H/ T, A
A FA—RN—=lIT7 T4~ FT—
Y B—DRERENS 55%
Bt SN E T,

T~V AAPIOFE=Z Y
MBINESN, AT—F Aa—FR
13 5000 TENFET,

GE) AA s FA— 3=,
LW — X —R IR
MHET, AT—H R
o — RE—FFIZ 5000
TEINET,
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B osvwe 5o TEmEEALLESCOESEEOE= 2 Y LY

SNMP 5 JRMZFEALI-ESCOEEHEDE=421)
2l

F/2, SNMP=—V x> hafHL, SNMP F 7 v 72N L TEEXE/RESC 2 R—FR
FNOIEFMEICET 2MHMARET HZ b TEET, ZOx=—T = MI, EHED ESC 1
AR —=LDO—FELELTA LA M—LEN, SNMP X—2 50 2¢c 72 haLzYR— KL T
£7, SNMP k7 v 7I3BIfE, ESC THEEL X T % VNF Tid7Ze <, ESC M ORED L %
PR—FLTWET, ZOHETIE, ESCSNMPT— = o M ZRET 5 72O S ERFIEICH
WTHALE T, F/2, BHo—E L TR T—ENDA X MIOWTHMBALET,

188 BRI

+ CISCO-ESC-MIB 7 7 4 /L & CISCO-SMIMIB 7 7 A WINT AT LA TCTHEEATE D Z L 52Tk
BLET, ZNDHDT 7 A LI Jopt/ciscolesc/snmp/mibs 7 4 L7 b UIZHY FF, Zib

D7 7AN%E SNMP v~ % —V ¥~ X U a— KL, $HOME/snmp/mibs 7 4 L 7 h
VICHLE L £ T,

e SNMPT—V ) FARELET, SNMPT— ) FARETBIZE. RO 3 HODFHE
NHOET, ZNOHOFEICONTIE, ROBETHELLHBELET,

SNMPT—> 1Y FDETE

SNMP T v 7 %Z(ET5I121F, SNMP=—2 20 hARTFRA—FEZRELET, =—T b
X, ZOHETHHAT I3 >ORLLFEEFEH L CRETEET, HHIIRRELIIKER
FiEE, AL o TR 9,

1. ESCOA VA F—IEOSNMPI—Cz Y FOEDES LUHTE
*BootVM IZ&BRA VY K7AVEREFTITATIREZVNALA HA®EY b7y T

ESCOA A =Lz, IROEBIMNRT A =X EEHLTSNMP = — = & f%E
]\/ij—o

% bootvm.py <esc_vm name> --image <image-name> --net <net-name> --enable-snmp-agent
--ignore-ssl-errors

--managers "udp:ipvé/port,udp: [ipv6]/port"
Q%

GE)  ~x—VxOfliX, SNMP 7 » 773 Tudpipvd/port] F721%
Mudp:[ipv6]/port] TEATEUE SN DEFTOH o~ XY Y A T
T, IP EAR— MIEBROMEICEZS R ZLERH Y 7,

cTHOT4I7OT 147 HAKRE

TITATITITATA L AR—/LHIZSNMP =—Y = hEAHICTEET, &%
EINT A—H ignore ssl_errors 33 & (M managers U A AL T, A& F—/VIKFIZ
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snwpz—> o rogz [

T—Vxr hEHRETE £, aa-params.yaml CTEFT D0, KO~ K74 T
W eNnTEET,

openstack stack create name-aa --template aa.yaml -e aa-params.yaml \
--parameter nameprefix=ESC AA \

--parameter image name=ESC-5 2 0 43 \

--parameter flavor name=ml.large \

--parameter snmp agent startup: auto \
--parameter snmp agent ignore ssl errors: true \
--parameter snmp agent managers: [ "udp:ipvéd/port,udp:[ipv6]/port" ]

2. ESCADM IZ& 2E%hb &L EE

3. BE

axX ;&

AR RT7AVERIET I T4 TIRZ A HA EE
ESCADM Y —/VZfEH LT, ~ 3 — ¢ X ignoreSslErrors 7' 1 /37 ¢ 72 & D SNMP
T—V Y NRENRTA—HEERTEET,

sudo escadm snmp set --ignore_ssl _errors=true
--managers="udp:ipv4/port,udp: [ipv6] /port"

TO9T4I79T 47 HAKRE
ESC /— K1, /—F2, /J— K4, BIOY/—=F5DFT_XTCHOIJ —F—%hn/—F
T, KOa< FEFETLET,

sudo escadm snmp set --startup=auto

A\

GE) A2y I7HFICE->T/ — FRHIERS L, BER S 25681,
ERIOa~y FERETTOLENRDHY £7,

TIA =V T =B H—DSNMP Xt/ —F (/—F1EBILO2) TOH, ESC
P—EREFEHLET, —EIZ1 DD/ — RKTT,

sudo escadm stop

sudo escadm start

U= — ) — FPREFIZHRY, SNMP =—Y x> bREfTEINEZL, U—F—/—FK
[ZSNMP =— ¥ = o FREZRD X HITIBINTE £,

sudo escadm snmp set --ignore_ssl errors=true
--managers="udp:ipv4/port,udp: [ipv6] /port"

A

(GE) ignore-ssl-errors /N7 A —# 3 T2, ESCVM TH . E4AEAE
PMER SIS SSL =7 — &1 2BRFEREH T,

v 32— ¥ OfElX, SNMP F T v ) Tudp:ipva/port] £7-i%
ludp: [ipv6] /port] I THUE SNDHEATO I o ~XYJY U 2 |
Td, IP EAR— MIEBOMEICEZHBI A2V ERNH Y £,

274 ILDEH
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B escswemiB oz

COBREOEHEENCTAHIZIE. SNMP =— x> BT TITEINT /25 TV A LT
HYET,

FXIEIL. /opt/cisco/esc/esc_database/snmp.conf 7 7 A /WIZH VY £F, T DT 7 A /LT JSON
BT, wicHlZrLET,

{"sysDescr": "ESC SNMP Agent",
"listeningPort": "2001",
"managers": [

"udp: [ipv4] /port™,

"udp: [ipv6] /port™"
]I
"ignoreSslErrors": "yes",
"logLevel": "INFO",
"sysLocation": "Unspecified",
"sysName": "system name",
"pollSeconds": "15",
"listeningAddress": "0.0.0.0",
"healthUrl": "https://<esc_vm ip>:8060/esc/health",
"sysContact": "root@localhost"}

ESC SNMP MIB () &

WDF T, ESCMIB ODNFIZOWTHHALET, T OfEIX, snmp.conf 7 7 A /L TEHET

TET,

T Simple 10D iz

sysName SNMPv2-MIB::sysName.0 ESC v > DA&HIZIBEELF
T, T 74N BTHE, RAR
LR ESNET,

sysDescr SNMPv2-MIB::sysDescr.0 SNMP =— < = > N DOL4Fi%
HELET,

sysLocation SNMPv2-MIB::sysLocation.0 ESC > UNEEINLTWAS
YT 2 HE L £

sysContact SNMPv2-MIB::sysContact.0 P ORI ATEELE
j—o

SNMP ~5 v J@&HDOE®I
ESCADM Y — /L& LT, SNMP —E 2Bt L £,

sudo escadm snmp start

F7-. ESCADM Y — L AR L TAT—X AOEEEIE L=, SNMP =— = h D%
ErEERTEET,
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sudo escadm snmp stop

sudo escadm snmp status
sudo escadm snmp restart

Esc o SNMP 5 v gz [

ESC TOSNMP r5 v JHEHE
ZOHEONFIZ, WOLEFEY TT,
« ESC T® SNMP 1#%1 & A 712D\ T

e Xy NT—=IMBEDSNMP T v A v —VDOEERE

c NIy T RARA L FOEFER (SNMP v 12— %)

« HA B85 T ESC SNMP D& B

T IUT 4TI T 4 TEEETOESCSNMP =— Y = > D& H

+ESC TOHEEBAFHEDOEH

FIE

«ESC TD SNMP BH1E2 A FIZDWNWT : ROFIZ, ZDONR—T 3D SNMP =— = > |k
THR—=FEINTWNETRTOA R hERLET, TNHLDAT—HAa—RE Ay
t—1k, ESC ORENE L S NZHEICDOR, BESINTZ~F—TY FITSNMP h T v
THEMNLTRENET, 2000 2V —AD AT —Z Za— &, ESC NEELTWAZ &
ZERLET, 5000 U —ADAT—% Aa— KL, 1 2LLEDOESC 2R —3> bR
B L TN EEEWRLET, 2000 U —XEBELN5000 > U —ADAT —H A a—

ROz SV,

LTLIZENY,

[REST API ZffiHH L72 ESC DIEFMEDOE®T=2 1 7| OEAZ R

ATF—ARARIa—F

SNMPT—C Y FEFDAYE—D

5100

ESC & =% API Off HIFfIC HTTP — 7 — 78
BAELELL,

5101

ESC E=ZITE LE Lz, T—F %28
fEcExFEFHATL,

5102

T—V = MIESCE=4 APl ~DF v k
U— 7 A AFRCE EH AT L,

5199

ARIBRDOT T =AU E LT GEIZA >
’}Z—:j&:ﬁ—\‘éhiﬁ—) o
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ESC ExMOE=4%U>Y |
B esccoswe k5 TnEE

AF—HRRa—FK SNMPT—C Y FEFEDA Y E—D
5210 AAY —4'—) — FRVERSRE LR .

("AA LEADER nodechange'.) /— K
J—F—lheolz AABREETIX, /—KE
DE—T =¥ NRZOBMEEEFELET,
n— N =X —=DEEDHDEETT,

5200 [HA~AZ— /) — FPERINELL] .
("HA MASTER nodechange'.) /— K»®
VAL — ) — RiZ72 > 7= AISHA BREE T,
TV PRI OWEAEEELET,

5220 [GEOAA T34 ) T—3 123 —HME
BEINFLM) ("Geo AA Primary datacenter
change" ) GEO A/A BREETiX, GEO A1 v
F A==\ ) — RNV —F =D &
J—REDT—Y = NN O E %G
LEd, GEO YV — 4 —DEHEDHDEHT
R

e XY RT—IMBDSNMP bS5y TAvE—UDEEZIE : snmpget snmpwalk <° snmptrapd
72 EOIEARI) 72 SNMP UNIX Y — L2 LT, Xy FT—2/5 SNMP 7 v 7 Ay
bV REEZELE T, A

snmptrapd -m ALL -f -Lo -c snmptrapd.conf <port>

ZHIZEY, R—=FI2II3TSNMP F 7 v 77T —F U S E T, Y AaB LVESC
MIB %3 ~/.snmp/mibs |ZFF7ET 5 Z & Zfga L £ 9, M 7z snmptrapd.conf [ZR D L H
(2720 E9,

disableAuthorization yes
authCommunity log, execute,net public
# traphandle default /Users/ahanniga/bin/notify.sh esc

createUser myuser MD5 mypassword DES myotherpassword

format2 %$V\n% Agent Address: %A \n Agent Hostname: %B \n Enterprise OID: %N \n Trap
Sub-Type: %9 \n Community/Infosec Context: %P \n Uptime: %T \n PDU Attribute/Value
Pair Array:\n%v \n —--—--——--———-———-—-— \n

N7 7IZi3, statusCode & statusMessage D 2 DD MU BREENET, ZO T v
X, AT —F AR LI ZICEFEINET,

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (3971) 0:00:39.71
SNMPv2-MIB: :snmpTrapOID.0 = OID: CISCO-ESC-MIB::statusNotif

SNMPv2-MIB: :sysDescr.0 = STRING: ESC SNMP Server
CISCO-ESC-MIB::escStatusCode.0 = STRING: "2000"

CISCO-ESC-MIB: :escStatusMessage.0 = STRING: "ESC services are running."

e rSYTIURKRLAVFDEE (SNMPTR—T %) :SNMPT— = MME, ZHEOR
ET77ANEERL, BEMrbhizstEic)e—RFLET, a7 Falb— g
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Esc o SNMP 5 v gz [

T A MK L TR =YDy RRA » MEBIMEZIZHIRL, YD 7 v 7Tk
FLWVEREMEH S IVET,
*HABRETHDESCSNMPI—C U FDEE : 2 5L LD ESC / — R4 HA #%7E TR
L. SNMP =—V x> bR ZOREEYHR—FLET, 2720, HA B TIROHRES
BLTLIEEW,

c1DDESC /— R (vRAX—)— LK) OHRBSNMP 7 v 7 ZEXETEET,

e N I T T ) — KN AL =TT 5681E, SNMP=—Y = > MO LT\ 5
ﬂ\gﬁi‘&) D iﬁ—o

s NAZ—REWMATCERIZ, Ny T v 77 —FCbEHAT220ERDH D £,

o T )LF—NR—NEKT /) — KR~ REZ— ) —RlZhbé, "Iy 7I7RNEfEShE
j‘O

cAAIRETOHESCSNMPI—Y Y FOEE : SNMPT—Y = b —ER|Z, v—F/L
F71IGEOESCT /T 4TI/ T7 VT 47y N v 7Ty R—bENEST, 77747/
T T4 TREBICBITAFEEFEHEIIRO LB T,

eSNMP = — = MIV —F— ) —KRTOHR T v TEFEITL, ERELET,
o NI v IOV FT U ATHEESNET,
¢ ESC ~JLA APl D AT —H A2— ROEFK;, SNMP =— x> M. AA D~

NWAE=H APl R —Y) 7 L, IWENTZAT —H Aa— RIZEERS H5E
3. RS LTH TR SANICEREESNET,

e —HNAA o TFF—NR—=FRTH LW —F—|ZRhD /) —FRicksd, a—h
AA o FFA—"— D,

cHLWGEO 7oA~ U T =X X —D Y —F =225 /) —Rick?,. GEO #
A v F A — =Dk,

o ) =X — ) — RORTEIZHTDEFIL, A vFA—_"—HIZH LW —F—ZL -
THlI =R NET,

- HCERMHAZENOEE : ESC 2B ST SNMP =— Y = > kY ESC O~/ A API % fifi
T 25610F, =N — MEBREHEZ A VA P L LT 2 2R LET, B
BRI THY , FEHTE LD THLGE. &RE/NT A—4 lignoreSslErrors) Z M L
TINHLOZT—%WHES L ENTEET, LEL, ZORELZ IV EXF 2T T 7
b MCHERFT 2356 1%, ESCAEEA IVM BIHA R TI2A VAR — T2 2 LIk 5T,
HOBAGEHEL A VA P—ATEET, ROETIX, ZNEFETT 5 FIEIC OV TR
LET,

a) localhost DREA & L Tese ZiBIMLET, 77 AL [letc/hosts:] TRD K D IZBAN

LET (F7201E. Tescl DEBICEMENTNDZ L2HAELET) |

127.0.0.1 localhost localhost.localdomain localhost4 localhost4.localdomain4
esc
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b)

ESC ExMOE=4%U>Y |

SNMP=—Y = a7 4F¥alb—vay 774
[/opt/cisco/esc/esc_database/snmp.conf] Tix, healthUrl 2% ESC 45 L CW A XLE R H
D ET,

"healthUrl": "https://esc:8060:/esc/health"

AEAEAE R T A RARTICA vAR— N LET, KIZ, $SJAVA_ HOME
is/ust/lib/jvm/jre-1.8.0-openjdk.x86 64 ZAHE L, GEAEZ A VA — b 5612~ L E
j—o

cd /opt/cisco/esc/esc-config

sudo openssl x509 -inform PEM -in server.pem -outform DER -out server.cer
sudo keytool -importcert -alias esc -keystore $JAVA HOME/lib/security/cacerts
-storepass changeit -file server.cer
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ESCHORTFLOY

cBSCu A vE—UDFER (37 2—)
cESC /7 7 A NDER (43 L—)

ESCOT A vtE—C DR

77 Ayt —YE, VNF 74 7% A 7 V2RI TZ 5 TESC A X» MHIC/E S Ed, =
NHITIE, SMEBA v —2 0 ESCOOMODINEL AT LD A v =2 2T =R vt —,
B ARV, BERERHVET, v T AL

%, /var/log/esc/escmanager tagged.logl®H Y £,

Wiz, 7 Ay e—YORRERLET,

date=<time-date>] [loglevel=<loglevel>] [tid=<transactionid>] [cl=<classifications>]
[tags=<tags>] [msg=<message>

wIZ, v 7O ERLET,

date=15:43:58,46022-Nov-2016]

[loglevel=ERROR ] [tid=0793b5c9-8255-47£3-81e6-fbb59£6571£f7] [cl=0S ]

[tags=wf:create vm,eventType:VM DEPLOY EVENT, tenant:CSCvd94541,depName: test-dep, vmGrpName: test-VNF,
vmName:test-dep test 0 dc3f406c-05ca-43b3-af21-0841e3b029%a0]

[tags=wf:create vm,eventType:VM DEPLOY EVENT, tenant:test,depName:test-dep, vmGrpName: test-VNF,
vmName:test-dep test 0 dc3f406c-05ca-43b3-af21-0841e3b029%a0] [msg=sleepingfor5seconds
to allow vm to become ACTIVE instance id:

162344£7-78£9-4e45-9£23-34cf87377fa7

name:test-dep test 0 dc3f406c-05ca-43b3-af21-0841e3b029%a0

FREZETDHE, —BEO TV 9 1ID & HBEIERT 5 RequestDetails 47 Y = 7 k3
ERRENET, ZOfEiE, ¥ XTOALy RCHREINET, HEEX JIHMEETT, b
X, AT LT HEDICa Ay - IBMENTET VT 4 v 7 ATHY, T3y 710k
NEHLET, pEEF T EERATLE, v Ay —UEEBIIHST L, oY — LT 4
NAY U TTDHENTEET,

I, PAR—bFSNTWDLoHZRLET,

NBI lcom.cisco.esc.rest] [com.cisco.esc.filter] (/—A N K A v
H—"T = A A : FFHHE)
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ESCovzx7FLnY |

SBI

=R Fa—= RNy I N RTFEIX
(AN RA L HZ—T A A, ESC & VIM

(com.cisco.esc.restj
[EventsResource |

Eil)

SM

lcom.cisco.esc.statemachines] % StateMachine ZEMW L £9, Z D4y
1%, StateMachine 77 3V o 7 & RLET,

MONITORING

lcom.cisco.esc.monitoring| [com.cisco.esc.paadaptor] (MONA B

=878

DYNAMIC MAPPING

[com.cisco.esc.dynamicmapping]  [com.cisco.esc.db.dynamicmapping |

(MONA i 27)

CONFD

lcom.cisco.esc.confd |

CONFD NOTIFICATION

[com.cisco.esc.confd.notif|  [com.cisco.esc.confd.ConfdNBIAdapter |

OS

lcom.cisco.esc.vim.openstack |

LIBVIRT

l'com.cisco.esc.vim.vagrant

VIM

lcom. esc. vim]

REST EVENT

TESCManager Event] [com.cisco.esc.util.RestUtils] , & 2 PN® REST

WHZ R LET,

WD

lcom.cisco.esc.watchdog |

DM

(F—%

lcom.cisco.esc.datamodel |  com.cisco.esc.jaxb.parameters |
ETNEY Y —RAE TV B)

DB

lcom.cisco.esc.db] (T —H_X—ABHEH 1 )

GW

[com.cisco.esc.gateway |

LC

[com.cisco.esc. ESCManager] (A% — 7 v 7B#En 7)

SEC

l'com.cisco.esc.jaas ]

MOCONFIG

lcom.cisco.esc.moconfig] (MOCONFIG 47 =7 h#Er 7, Z
I ESC BHFEE M OWE R 7 TF)

POLICY

[com.cisco.esc.policy] (P—EA/VM R > —(Er )

TP

[com.cisco.esc.threadpool |

ESC

lcom.cisco.esc] EELIZZ2WF DD/ Ny ir—

RIZ, PR—bFSNTWDHZ 7 2R LET,
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escny xve—onkz [

« J—% 70— [wf:] : RequestDetails 47 =7 hDT 7 v ar k) —R&MH L AR
SHET, B [wf create network
AR MR A T [eventType] : BIEDT 7 v a >z b H—L7=A 0 b, il :
leventType:VM_DEPLOY_ EVENT]

YRR ZTNHDfEIE, AN P THEASNDNTA=Z DI A TITHESNTAE
ENET, BE (77 b VM ZL—7728) a7 lZBMshEd,

FF ok [tenant:<tenant name>]

Fy NT—2 [tenant:<tenant id>, network:<network name>]
CGE)  TTYhME BTGB OHRFRINET,

Y7 Ry k [tenant:<tenant name or id>, network:<network name or id>, subnet:<subnet name>]
GE) T rMI BT OLBICORFRINET,

o—HF [tenant:<tenant name>, user:<user name or id>]
CGE)  TTYhME BT ORI OHRFRINET,

A A= [image:<image name>]

7 L= [flavor:<flavor name>]

LT [tenant:<tenant name or id>, depName:<deployment name>]

DeploymentDetails | [tenant:<tenant name or id>, depName:<deployment name>, vmGroup:<vm group

name>, vmName:<vm name>]

Z2A > F [tenant:<tenant name or id>, switch:<switch name>]

=5 [volume:<volume name>]

Pt [sveName:<Service Registration name>]

IHIT, e n ZOEMREZRET 5720, ESC 17 7 % rsyslog — NZHRET H Z & H T
i‘j‘o

ConfD API R L= D71 LR )T

ConfDAPIICEA SN0 7 7 4V E &AL T, ESCTrY (Bn /T —n /)
RSB IOESECEET, 70 b B4, BEXORVMADH LT 4 V2 NEASIVE
L7z, ZHUTEY, ConfDAPIO B V7 4 VA2 2R LT, HHOTT—a 7 OESCH V% S
DICHASTHZ LN TEET, ESC L OSHOBEICHEHETHESCae V2G5 T 52 L HTX
4 (¥ 7% [0S) ICHELET) o

KIZ, ConfD API 1 7' 2 HfGd B7=bou 7B E R LET,

date=<time-date>] [loglevel=<loglevel>] [tid=<transactionid>] [cl=<classifications>]
[tags=<tags>] [msg=<message>
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ESCovzx7FLnY |
B escosxve—vozs

wio, o ra ZoplErLET,

date=15:43:58,46022-Nov-2016] [loglevel=ERROR ] [tid=0793b5c9-8255-47£3-81e6-fbb59£f6571£f7]
[c1=0S ]

[tags=wf:create vm,eventType:VM DEPLOY EVENT, tenant:test,depName:test-dep, vimGrpName: test-VNF,

vmName:test-dep test 0 dc3f406c-05ca-43b3-af21-0841e3b029%a0]

[msg=sleepingfor5seconds to allow vm to become ACTIVE instance id:

162344f7-78£9-4e45-9£23-34cf87377fa’

name:test-dep test 0 dc3f406c-05ca-43b3-af21-0841e3b029a0

B LIb G BERS T ONRTA—=2F, v 7 ZRGTHCOITHAEIEKFELES, K’
OAELEEFEHA L Tr 7 2 EFICBRGTE T,

* log_level=ERROR, classifications=0S, tags=(depName:test-dep)
* log_level=ERROR, classifications=0S, tags=(tenant: test)
077 4 VHIE, ROFMENT XTI EIEERLET,
e L~L
M (FRESNTVDHE5E)

<7 (FESHLTHWDIHE)

GE)  BEODENRY A PSR TWLHEAIE, 1 DU EOSHIC BT 28468 P HY £9, AL L
W A 7ICbEASNET,

72 xiE, ko 77 4 VEEETIE, Bidon 7YoL EIR L EE A,

log _level=ERROR, classifications=VIM, tags=(depName:test-dep)
07 LA E R TR =H LT T, GO VIM A —E L TW RO TEITIESNET A,
wIZ, T—H2ETNVERLET,

rpc filterLog {
description "Query and filter escmanager logs using given parameters";
tailf:actionpoint escrpc;
input {
leaf log_ level {
mandatory false;
description "One of DEBUG / INFO / WARNING / ERROR / TRACE / FATAL. Results will
include all logs at and
above the level specified";
type types:log level types;
default ERROR;
}
leaf log_count {
mandatory false;
description "Number of logs to return";
type uint32;
default 10;
}
container classifications {
leaf-list classification {
description "Classification values to be used for the log filtering. For
example: 'OS', 'SM'.
Logs containing any of the provided classification values will be
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returned.";
type types:log classification_ types;
}
}
container tags {
list tag {
key "name";
leaf name {
mandatory true;
description "Tag name to be used for the log filtering. For example: 'tenant',
'depName' .
Logs containing any of the provided tag name plus the tag values
will be returned.";
type types:log tag types;
}
leaf value {
mandatory true;
description "Tag value pairs to be used for the log filtering. For example:
'adminTenant', 'CSRDeployment'";
type string;

}
output {
container filterLogResults {
leaf log_level {
description "Log level used to filter for the logs.";
type types:log_ level types;
}
list logs {
container classifications {
leaf-1list classification {
description "Classifications used to filter for the logs.";
type types:log classification_ types;
}
}
container tags {
list tag {
key "name";
leaf name {
mandatory true;
description "Tag name used to filter for the logs.";
type types:log tag types;
}
leaf value {
mandatory true;
description "Tag value used to filter for the logs.";
type string;

}
leaf log date time {
description "Timestamp of the log.";
type string;
}
leaf log _message {
description "The log message.";
type string;
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ESCovzx7FLnY |
ESC A4 A vt—SO&RR

NETCONF = >V —/LE 7T esc nc_cli ZfH LT, ConfD APl v 7/ ZRETEET,
*NETCONF =V — LV EFH LT, kD7) 2F{TLET,

/opt/cisco/esc/confd/bin/netconf-console --port=830 --host=127.0.0.1 --user=admin
--privKeyFile=/home/admin/.ssh/confd id dsa --privKeyType=dsa --rpc=log.xml

cesc_nc_cli ZfEH LT, kD7 =V ZFETLET,

./esc_nc_cli filter-log log.xml

wIZ, logxml DF|Z R LET,

<filterLog xmlns="https://www.cisco.com/esc/esc">
<log level>INFO</log level>
<log count>1</log count>
<classifications>
<classification>0S</classification>
<classification>SM</classification>
</classifications>
<tags>
<tag>
<name>depName</name>
<value>CSR apl</value>
</tag>
<tag>
<name>tenant</name>
<value>admin</value>
</tag>
</tags>
</filterLog>

JEBEITIRD LB Y TY,

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="1">
<filterLogResults xmlns="https://www.cisco.com/esc/esc">
<log level>INFO</log level>
<logs>
<classifications>
<classification>0S</classification>
<classification>SM</classification>
</classifications>
<tags>
<tag>
<name>depName</name>
<value>CSR apl</value>
</tag>
<tag>
<name>tenant</name>
<value>admin</value>
</tag>
</tags>
<log date time>13:06:07,575 31-0Oct-2016</log date time>
<log message> No pending work flow to start.</log message>
</logs>
</filterLogResults>
</rpc-reply>
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escosv7nogs I

A

GE) vXo 7 APl OSZILI XML JERTT, o/ % vE—I12 XML
WTFEMEENTWVWEGRIEFDOLTINTAr—7EN5720,
XML YEHL IR S E R A,

ESCOJ 774 IILDORT

WKDOFEIZ, SEXFERESC AL R—Rr toulE R LET,

274N aVR—x | ErBA A—F— |N\wy | 7547
AN avHA |\ 7vT | TUOTa4T
x TJ7 4L | B

k-

/var/log/esc/escmanager.log ESCManager | = 31123, | 150 MB 10 IS Szl
U—u7
e
K, BLO
it &
ir ESC +
F—=T XD
07N EE
NTWE
R

/var/log/esc/escmanager_tagged.log | ESCManager | = 31|13 150 MB 10 IS Gl
escmanagerlog
LHELTT
73, netconf
eV

API IRt
BRPUE
M &
nTEY,

AL St D
T/ —
F—CH
TEET,
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ESCovzx7FLnY |

274N 3 R—% | 5iEA O—5— [Ny |79TF47]
vk vav¥A |\ 7vT | FUOT4T
z T74IL | RE
F
/var/log/esc/yangesc.log ESCManager | = yuiz1%. |150 MB 10 IS szl
netconf %
R iyilte
BhEd % n
IhEEN
T l/ N i ﬁ‘o
/var/log/esc/error_escmanager.log | ESCManager | 4-~=C o= | 150 MB 10 IS sl
J—m
R
/var/log/esc/event _escmanager.log | ESCManager 150 MB 10 IS oGl
/var/log/esc/trace/event_escmanagerlog | ESCManager 150 MB 10 IS Sl
/var/log/esc/trace/escdatabase.log | ESCManager | 57— & ~— ISRl
ARHED o
Jx
/var/log/esc/trace/debug_yangesc.log | ESCManager 51 MB 2 IS Szl
/var/log/esc/trace/esc_rest.log ESCManager 150 MB 10 ISRl
/var/log/esc/mona/mona.log MONA 150 MB 10 IS Szl
/var/log/esc/mona/actions_mona.log | MONA 150 MB 10 ISRl
/var/log/esc/mona/rules_mona.log | MONA 150 MB 10 IS Szl
Nvar/log/escAvimmanager/Vimmanagetlog | VIM < 2EA 7 150 MB 10 ISRl
F—Yv |[VIM~
P—E2 | RZ—=TFD
=748
Aarogesohimmenagaropastions vimmeragakog | VIM <~ VIM ~ 150 MB 10 ISRl
F=T¥ [ F=TXD
=R | RO LE
Iz &
DI R
fli L7 1
7,
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escosv7nogs I

274 3 R—% | 5iEA O—5— [Ny |79F47]
vk vav¥A | FTvT |FUOT4T
x 274 | B
F
Aarogleschiacovimmenagervim vimmanagedog | VIM < VIM = 150 MB 10 IS Sl
e S S
=X | VIM HD
Raw HTTP
R
(A —
%/é]/\@) o
)=/
B %
OpenStrack
Tk, v
L~
VIM +
E S g0
Ty TN
EESHT
WD D
HoHZ LIz
EELTL
ZE,
Nar/log/esc/<timestamp>-esc-portal-belog | ESC Ul 10 MB 4 IS Sl
/var/log/esc/confd/audit.log confd 10 MB 4 NS Sl
/var/log/esc/confd/browser.log confd 10 MB 4 IS Sl
/var/log/esc/confd/confd.log confd 10 MB 4 NS Sl
/var/log/esc/confd/devel.log confd 10 MB 4 IS Sl
/var/log/esc/confd/netconf.log confd 10 MB 4 NS Sl
/var/log/esc/confd/netconf.trace | confd 10 MB 4 IS Sl
/var/log/esc/confd/global.data PEBR 7 L InSSiGl
/var/log/esc/esc_monitor.log ESC A »~ 10 MB 4 i A<\
ZAZE- 3k
HA
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ESCOLRTLAY |

T7AI aVR—=x | EBA A—7— |N\vy | 7o T47]
vk vav¥A |\ 7vT | FUOT4T
z T74IL | RE
F
/var/log/esc/esc_monitor output.log | ESC 1 > 10 MB 4 {# AT
77 EX
HA
/var/log/esc/esc_confd.log ESC 1 10 MB 4 {fi AT
A=Yy
HA
/var/log/esc/pgstartup.log ESC A1 10 MB 4 i AT
77 RX
HA
/var/log/esc/spy.log ESC A > a7 7L |ESC T4 |[fEHAW
77 EX (A2 | Eeahiz
HA 0) " 73H
D EHE
/\/o
/var/log/esc/catalina.out Tomcat TEBR 72 L ESC TH: | hxt ]
B S i
o 73dH
D EHE
o T
77—
AO
/var/log/esc/esc_dbtool.log DB YV —/L TEBR 72 L IS Gl
/var/log/esc/snmp/snmp.log SNMP —— a7 L {# AT
DZESVN

. Cisco Elastic Services Controller53 7 S —X hL— 3> A4 K




| scovzsLny

escns 771 noxw [

274

aviR—%

vk

np
8

Ny
7y
274

D

TOT47]
TOT47
-3

/var/log/esc/etsi-vnfm/etsi-vnfm.log

ETSI H—
B

Nl gV S
K&,
N a—
F, BLOD
MEG T
Te—fx) 72
oo U
WaEie,
ETSI 4L
DFEE
T 7 A
<¥,

150MB

S AT

Narloglesc/etsi-vnfin/events-etsi-vnfim log

ETSI #—
B2

API ZRD
A &5
FOm I
oG =274
IZFLER L E
7T

150MB

S AT

Narloglescletsvnfinvevent-details etsivifimlog

ETSI ¥ —
B2

FEEED
JSON A
n—R&
HIZ, API
gk (25
LFE) O
Ly =274
IZFLER L E
7,

150MB

S H]
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ESCovzx7FLnY |

274N 3 R—% | 5iEA O—5— [Ny |79TF47]
vk vav¥yA | FvT | TUOT4T
x 274 | EBRA
D
/var/log/esc/escadm.log Escadm escadm.py |10 MB 4 IS szl
=R | L TFEE
HEh O )7
DA vE—
vixT—
ZX v
Fx 357
wiza 71z
AlEk L E
g4, Zonr
7%, ESC
DAL — |
7y 7B X
ORREA T
B %
RN avA
HET,
/var/log/esc/elector.log Elector o/ k|150 MB 10 TIT 4T
=R I V- TIT 47
H—y D I T
DYTE % 7L e
FLET,
/var/log/esc/consul_agent.log Consul Consul %— | 150MB 10 TIT 4T
TV | NEEHL TITF4T
b T ESC O T
Consul =— ARE
DS N
RLERY D 1
Jx ok
Vs
/var/log/esc/geo.log GEO ¥— |m /= }|150MB 10 GEO 77
B Y 1Z GEO TATITY
DIRTE & E T4 T DI
U R3S T AT RE
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1 A

ESC (D T 5 —iKkE

« ESC #fED =T —iRFE (49 X—2)

ESCI2ED T 5 —IKEE

ESCEED T 5 —IRE&

ESC TEAEN KM LT=5E, =2—VIZZ0BEE T v o BEATAHAMLERH Y £7, ESCIE, #
fEZ ¥+ BT HOICHENICe =Ly 7552 L1EH0 8 AL, ROFIZ, =TIk
REL U ANV OFMERLET,

IS—REDQDBEMF-IXOX DI DM

WBE. TRXTOTT—IREBIZOWT, RESTA v X —T7 oA AZHHL TWAESITa—1L Ny
7. NETCONF A ' Z—7 = A A% H L TV DA 1 netconf AT, FEENIEA L2 EER
DTT7—@HNNB 7 747 b (BESC —H) ITEE SN ET, syslog WRE SN TN DY
L, =T = IBER S, syslog IZHEE SNVET,

TI5—fkiE JERY,

FF o MERREERIZHRL L E L7~ (Failedcreate | NB2 54 7~ (ESC=—H) %, RLTF
tenant request) v MERRESR THEER A DRI, T b
HIBRESR CRET DM ERH Y 97,

Ty T — 7 ERESRICKE L £ L7z (Failed|NB2Z 74 7> b (ESC2—¥) (X, RLx v
create network request) U — 7R EER TRE 2R DR, Ry
FU— 7 BIBRESR CEET 2 MENRH D £,

Y7 Ry MERERICKM L E Lz (Failed |[NBZ 74 7> b (ESC—¥) X, LY
create subnet request) Fov MERRER TEEEZRALENC, T 5y
FHIBRESR TEET 2R BN H Y 7,
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ESCOTS—iKE |

I5—iREE

1JAsNY)

JEBRZERICARR L % L7z (Failed deployment

request)

NBZ Z 47k (ESC—¥) 1%, [F U=
FRCTEIE 2R DR, JREIREREER Tk
BT H50ERHD F9,

JEBAA LI L7-854 . ESC X, JEBIfRERER
EZIETHET, T _X—ANOHFEHR (=
T—REOH D) EHEHFLET, BB
SNdE, 2T —REICHIA TV IR
HibRE N ET,

U] BRRECLE L7z (Filed Recovery)

WEFORRIIEH xR Lk, NBZ
T4 7~ (BSC =—¥) (%, EBAMEERER
TEE L%, M UEBHER CRET I HE
B ET,

A= T 7 MNA NRIE L E L7z (Failed
Scale Out/In)

KL T, BEAFO BN E 72HRE L T
F9, HOBMETRRMIRD MY T—I iz
BAIE, KL Ar— AT o R r—)u
A TR EZT TS DOVME 7 ) —2 T
7LET,

P—ERADOEHFIZRIM L FE L7z (Failed Service
Update)

SHLARZE T, BEFOREN F 72 L TV
F9, TOEFOHFRITIIFEITINE T A,
B OERE T, BRSNS N T —3In e HGE
I, RECU 72 BT TIERK S 72 VM O3 73
7V =Ty FENET,

VMEHERRIG L £ L7z (Bits, 51k, U 7 —
b =X OAME, T=F D)
(Failed VM Operations (Start, Stop, Reboot,
Enable Monitor, Disable Monitor))

KTALARTE T, BEFEO RN E L TV
*4, NBZ 747>k (ESCUser) 1%, KB
LI EE T T £9°,

VNF/H—EZAOEIENRRI L E Lz (BA,
fFik, V7 — bk, E=XOHEML, E=HD
#791t)  (Failed VNF/Service Operations (Start,
Stop, Reboot, Enable Monitor, Disable Monitor))

KA T, BEFEORBNEEEL T
F9, NBZ 747>k (ESCUser) 1%, &K
LI e HRITTE £9,

TF > MHIBRERIZI L E L7z (Faileddelete

tenant request)

VIM CTVU Y —AD Y — 7 R334 T 5 alHetEDs
HVET, VIM TI YV —2AD Y — 7 ZfFH4
LTI, FENZ XD ARREIT /R D860
bV ET,

Xy MU — 7 BROHIBRIZKE L £ L7z

(Failed delete network request)

VIM CTVU YV —ZAD Y — 7 INFAET 5 raetEns
HVET, VIM TY Y —2AD Y — 27 Zfifil+
DI, FENC K DAL 72 D5E D
HoET,
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| Escoz5—HKiE

escoz5—ikeE

I5—iREE

1JANY)

BT Ry MHIRESRIZKECL £ L7z (Failed

delete subnet request)

VIM CTVU Y —AD Y — 7 R334 T 5 aHetEDs
HVET, VIM TI YV —2AD YU — 7 ZfFH4
LI, FENC XM ARREIT /R D860
bV ET,

RBAMEBRERIZRI L E L7z (Failed

undeployment request)

VIM CTVU YV —ZAD Y — 7 INFEAET 5 rlHetEDs
HVET, VIMTY Y —2AD Y — 27 Zfifil+
D120, FENC K DAL 72 D5E D
HoET,
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T ZAHIYR— MIERKRT HHIIC

BIMOXEEZZIT D702, 77 =P R— MEYE F 7213 Cisco TAC ~D W&o 2%
BIZRDIERHY FT, ZOHETIE, RBEORINIT) DR 2 EHET 572012, RO L
DY R — MOBERET DENCFETT HHENH D FNEICHOWTHEL L $7,

cESCbmu X7 ra—R (53 3—3)
« TAC IZfiWA bR AHIICTREZ L (53 —)

ESChonO DA a—Fk
N TNY a—=T 4 T DEDIZ, ESChhbuld 7y A NVEdyra— RTEET,
CLIZEHLTr 7 7 A NVEZIET HIZIE, ROa~v REefHLET,

sudo escadm log collect

VM DR ET —# ZMWET B, ko a<y RE@HLET,

esc _nc_cli get-config esc datamodel > <file-name>

I &R L ET,

esc_nc cli get-config esc datamodel > /var/tmp/esc datamodel.txt

CLLZEHLTESCT 2T 47/ 77T 4 7 HADSR S 77 A )VEINET AICIT, ROa~
Y REHEALET,

esc_nc_cli --host db.service.consul --user admin --password password get-config
esc_datamodel

ESC v AT L L~ULDBREDFEMIZOWTIX,  [Cisco Elastic Services Controller User Guidel] @
'Downloading Logs from the ESC Portal | DIHZZ L T 72 &0,

TAC [CREWVEDEDRIICT RS &

77 =AY AR — ML EIEE T AN, ROBERICEZE LTS,

1. CLI AT 7741) BXOGUIZEMA LT, VAT AMEREFRTENELET,
FEIzoWTIX, a7y roF o ra—R] Z22BLTLIEE N,
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FHOZhNYR— b IsERET BRI |
B 7-rnyr—ricEsT 28mc

2. ESCTZT—NRRAELEHEILZ. =7 —DAZ VU —r gy FEEELET, Windows T
IZ. Alt+PrintScreen ¥— %M L CT 7T 4 720 4 KU BXx TF ¥ 550, £7iT
PrintScreen ¥ — %L CT A7 by 72k X v 7Ty LET, A7V —rTayv &
LW Microsoft D24 > b (F7IEEEDO T 0 7T L) By a AT T, 7740
PR LET,

3. ESCEIZCLIOWTND IO A v E—u iR REINAEHR DT —a— REX v 7
F¥ LET,

4, T =H YR — MHYEFICEE T DRI, ROBRICEE LT 7ZE0,
e Ry NT—IRNITHHDITEDESCON—Tg 0 AR —F 4 T AT ADA—
ar, ARNL—YTFTNRA AT —L T T,

s ZDA Ny MORARTEZIFRARFICREICERE 2 M A 720 (VLAN, 7 v 77 1L—
R, F03ET2—080Mm |

o« FRRDREN SO T A AT, ZOREDBFEA LTz,

« BEDIAE LT T A A0 EIZE 2 (EDF AL ZAEIA v Z—T =4
) .

o ZORBENRANCTAE LTIV o0,

o ZOREDPEBRICEAE LIZOIFT 020,

o ZORBEDOIABEIL E DFRE D,

« MRERAERHC X Y 7 F % LEHAD FL—RAF 135y T 24T 5720,
DL T TINY a—T 4 T DOFNEEAIATZ DN,

5. MERY 7 b =TT v 77 L— ROBITICEE L TWAEEIE, ROERNIZEZE L TL
7230,

* Cisco ESC DIt M/ /3—7 5 A )y,
« H L\ Cisco ESC D/3— 3 a7,
ROy ROHAZNEL, BAF~v—FR— MIYFIZEELET,
* esc_nc_cli get-config esc_datamodel > <file-name>
* esc_version
® health.sh
® escadm status

® escadm vim show
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