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host <hostname> {
hardware ethernet xXxX:XX:xXX:XX:!:XX:!XX;
option dhcp-client-identifier "XXXXXXXXXXXXXX";
option host-name "<hostname>".
option log-servers X.X.x.X;
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option vendor-class-identifier "...";
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filename "http://x.x.x.x/../<image>";
} else {
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Y= REOHERLET,

Device> enable

Device# configure terminal

Device (config) # ip dhcp excluded-address 10.1.1.1

Device (config)# ip dhcp excluded-address vrf Mgmt-vrf 10.1.1.1 10.1.1.10
Device (config)# ip dhcp pool pnp_device_pool

Device (config-dhcp) # vrf Mgmt-vrf

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 150 ip 203.0.113.254

Device (config-dhcp) # option 67 ascii /sample python dir/python_script.py
Device (config-dhcp) # exit

Device (config) # interface gigabitethernet 1/0/2

Device (config-if)# no ip dhcp client request tftp-server-address

Device (config-if)# end

HTTP S E—Z#FEA L TOEER— ZEHIT 5 DHCP H—/\EZTE D1l

WIZ, T34 ZADEFR— MRRE THER SN TWAEAIC HTTP o B —% 1 H L Tf7
9 DHCP % — " EDOH 2R L E 7,

Device> enable

Device# configure terminal

Device (config)# ip dhcp pool pnp_device_pool

Device (config-dhcp) # vrf Mgmt-vrf

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 67 ascii http://198.51.100.1:8000/sample_python 2.py
Device (config-dhcp) # end

TFIPaOE—ZERALEA /N> FIR— TOY > F)LDHCP H—/ 1\
X

WIRT DL, T/ ADA N KRR — MEETERINTWDEED, TFTP 2 ¥ —% 1%
L7971 DHCP H— "\ #pk T3,

Device> enable
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Device# configure terminal

Device (config) # ip dhcp excluded-address 10.1.1.1

Device (config) # ip dhcp pool pnp_device_pool

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 150 ip 203.0.113.254

Device (config-dhcp) # option 67 ascii /sample python dir/python_script.py
Device (config-dhcp) # exit

Device (config) # interface gigabitethernet 1/0/2

Device (config-if)# no ip dhcp client request tftp-server-address
Device (config-if)# end

HTTPOE—Z##ER LA /N> KA R— FTOY > TILDHCP H—/\tE
Rk

WITRT DX, T ADA 30 R R— MR TR SN TV A5 0, HTTP =
v — % L7237 /L DHCP % — ik ¢,

Device> enable

Device# configure terminal

Device (config) # ip dhcp excluded-address 10.1.1.1

Device (config) # ip dhcp pool pnp_device_pool

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 67 ascii http://192.0.2.1:8000/sample python 2.py
Device (config-dhcp) # end

Linux Ubuntu 7 /314 R ETOH > T JL DHCP H—/\D#ERK

D DHCP % —/MERGIE, = "3 T A ZOEHR— M E/lFA N RR—FD LD
ONCHEFR SN TNWDHZ & L, Python A2 U R TFTP Y — "\ bab—Siub Z L &R L
Tb\i-@‘o

root@ubuntu-server:/etc/dhcp# more dhcpd.conf

subnet 10.1.1.0 netmask 255.255.255.0 {
range 10.1.1.2 10.1.1.255;

host 3850 {
fixed-address 10.1.1.246 ;
hardware ethernet CC:D8:C1:85:6F:00;
option bootfile-name !<opt 67> " /python dir/python script.py";

option tftp-server-name !<opt 150> "203.0.113.254";

WROY 7V DHCP#RKIL, Python 227 U 7 RAWHTTP — b7 3 XZabv—3hb 2
LERLTWVET,

Day0 with mgmt port http
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subnet 192.168.1.0 netmask 255.255.255.0 {
range 192.168.1.2 192.168.1.255;
host C2-3850 {

Joevaz=vy |

fixed-address 192.168.1.246 ;
hardware ethernet CC:D8:C1:85:6F:00;
option bootfile-name "http://192.168.1.46/sample_python 2.py";

DHCP $— N3 52 hé&&ot% BELRy NU— T BT

D%ﬁ@ﬁ@@% TEBICEITSNET,

WA 2 &R LET, Zhick

TFIP O E—%ERAT 2EEAKR— FTD DHCPV6 H—/\ZTE DA

WIZ, T3 ZADOEBR— MEHE TR SN TWBEAIZ TFTP 2 %2 L TfT

9 DHCPv6 H— "gREDH 2R LE T,

Device> enable

Device# configure terminal

Device (config) # ipv6é dhcp pool ztp

Device (config-dhcpv6) # address prefix 2001:DB8::1/64
Device (config-dhcpv6) # domain-name cisco.com
)

Device (config-dhcpv6) # bootfile-url tftp://[2001:db8::46]/sample day0_script.py

Device (config) # interface vlan 20
Device (config-if)# ipv6é dhcp server ztp

(
(
(
Device (config-dhcpv6) # exit
(
(
Device (config-if)# end

H 2 FI)LDPython F7OEC 3= F X9 1) T+

RITRTOIX, HTTP —/NE 721X TFTP — DO W b TE 54 7L Python A

7 V7 hTT,

print "\n\n *** Sample ZTP DayO Python Script *** \n\n"

# Importing cli module
import cli

print "\n\n *** Executing show platform *** \n\n"
cli command = "show platform"
cli.executep(cli command)

print "\n\n *** Executing show version *** \n\n"
cli command = "show version"
cli.executep(cli command)

print "\n\n *** Configuring a Loopback Interface *** \n\n"

cli.configurep(["interface loop 100", "ip address 10.10.

10.10 255.255.255.255", "end"])

print "\n\n *** Executing show ip interface brief *** \n\n"
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cli command = "sh ip int brief"
cli.executep(cli_ command)

print "\n\n *** ZTP Day0 Python Script Execution Complete *** \n\n"

Cisco 4000 > ') — X H—EX#ER)L— 2 DEEEFO Y

RO XyF Trbeya=r 707 —hk v 7 TiE, FA N Yz VRIEFRIZETS .,
Python 227 V7 "R Z AR vz Mty run—REh, YA Y=l Fvra—RLik
Python A7 V7 R &2FEITLTT A RAET A ERICEKELTWVWAHZ ERRINTNET,

% failed to initialize nvram

! <This message indicates that the startup configuration

is absent on the device. This is the first indication that the Day Zero work flow is
going to start.>

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco ISR4451-X/K9 (2RU) processor with 7941237K/6147K bytes of memory.
Processor board ID FJC1950D091

4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

16777216K bytes of physical memory.

7341807K bytes of flash memory at bootflash:.

0K bytes of WebUI ODM Files at webui:.

%INIT: waited O seconds for NVRAM to be available

--- System Configuration Dialog ---
Would you like to enter the initial configuration dialog? [yes/nol: %
11<DO NOT TOUCH. This is Zero-Touch Provisioning>>
Generating 2048 bit RSA keys, keys will be non-exportable...
[OK] (elapsed time was 1 seconds)
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
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The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
Guestshell enabled successfully

***x Sample ZTP DayO Python Script ***
*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255
Line 3 SUCCESS: end

*** Executing show ip interface brief ***

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 unassigned YES unset down down
GigabitEthernet0/0/1 unassigned YES unset down down
GigabitEthernet0/0/2 unassigned YES unset down down
GigabitEthernet0/0/3 192.168.1.246 YES DHCP up up
GigabitEthernetO 192.168.1.246 YES DHCP up up
Loopbackl00 10.10.10.10 YES TFTP up up

**x 7ZTP DayO Python Script Execution Complete ***

Press RETURN to get started!
TA e Fueva=r IR TToHE, 10S T e SR T B ARRRIZR D £7,

Cisco Catalyst9000 < ') —X X 4 v FDFENO Y

Ko7 arTiE, BuadoyFraneya =y 7oEEgn 7o SV EFRRLET, 20
EohurTiE, FA R = ARNEFRICENIEN, Python 227 U 7 FWF A b = LT K Y
ya—RIN, PRI = ARF T m— R L7z Python A2 U7 FaFTLTT A A%T
APRIZHELTND I ENREINTWVET,

o

Checking backup nvram
No config present. Using default config

o

FIPS: Flash Key Check : Begin
FIPS: Flash Key Check : End, Not Found, FIPS Mode Not Enabled

! <This message indicates that the startup configuration

is absent on the device. This is the first indication that the Day Zero
work flow is

going to start.>

[ CiscolOS XEBengaluru17.6x 7O S5<YEYF 4 2> T4 FaL—2a v A K



| FrECa=vy
Cisco Catalyst9000 ') —X X 4 v FOEFHO Y .

Cisco 10S XE Everest 16.6.x /" i5 Cisco 10S XE Fuji 16.8.x ~
Ot var TR py A2 VT N EFATT HHEIOEE 2 7OV I ERRLET,

Press RETURN to get started!

The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable

*** Sample ZTP Day0 Python Script ***

**% ZTP Day0O Python Script Execution Complete ***

ORI VarTE, TAER TR Y a s TRICT A, AEBRET L HEERLET,
Initializing Hardware...

System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Compiled Thu 02/20/2020 23:47:51.50 by rel

Current ROMMON image : Primary
Last reset cause : SoftwareReload
C9300-48UXM platform with 8388608 Kbytes of main memory

Preparing to autoboot. [Press Ctrl-C to interrupt] 0

boot: attempting to boot from [flash:cat9k iosxe.16.06.05.SPA.bin]

boot: reading file cat9k iosxe.16.06.05.SPA.bin

FhEHE R S e

Both links down, not waiting for other switches
Switch number is 1

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE),
Version 16.6.5, RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 10-Dec-18 12:52 by mcpre
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Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

Checking backup nvram
No config present. Using default config

o0 oo

FIPS: Flash Key Check
FIPS: Flash Key Check

Begin
End, Not Found, FIPS Mode Not Enabled

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco C9300-48UXM (X86) processor with 1392780K/6147K bytes of memory.
Processor board ID FCW2144L045

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ

Model Revision Number : BO

Motherboard Revision Number A0
Model Number C9300-48UXM
System Serial Number FCW2144L045

$INIT: waited 0 seconds for NVRAM to be available

SETUP: new interface Vlanl placed in "shutdown" state
Press RETURN to get started!

*Sep 4 20:35:07.330: %SMART_LIC-6-AGENT READY: Smart Agent for Licensing is initialized
*Sep 4 20:35:07.493: %IOSXE_RP NV-3-NV_ACCESS_FAIL: Initial read of NVRAM contents
failed

*Sep 4 20:35:07.551: %IOSXE_RP_NV-3-BACKUP_NV_ACCESS FAIL: Initial read of backup NVRAM
contents failed

*Sep 4 20:35:10.932: dev_pluggable optics_selftest attribute table internally inconsistent
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*Sep 4 20:35:13.406: SCRYPTO-4-AUDITWARN: Encryption audit check could not be performed
*Sep 4 20:35:13.480: %SPANTREE-5-EXTENDED SYSID: Extended SysId enabled for type vlan
*Sep 4 20:35:13.715: S$LINK-3-UPDOWN: Interface Lsmpil8/3, changed state to up

*Sep 4 20:35:13.724: SLINK-3-UPDOWN: Interface EOBC18/1, changed state to up

*Sep 4 20:35:13.724: SLINEPROTO-5-UPDOWN: Line protocol on Interface LI-NullO, changed

state to up
*Sep 4 20:35:13.724: S$LINK-3-UPDOWN: Interface GigabitEthernet0/0, changed state to
down

*Sep 4 20:35:13.725: SLINK-3-UPDOWN: Interface LIIN18/2, changed state to up

*Sep 4 20:35:13.749: WCM-PKI-SHIM: buffer allocation failed for SUDI support check
*Sep 4 20:35:13.749: PKI/SSL unable to send Sudi support to WCM

*Sep 4 20:35:14.622: $IOSXE_MGMTVRF-6-CREATE SUCCESS INFO: Management vrf Mgmt-vrf

created with ID 1,
ipv4 table-id 0x1l, ipv6 table-id 0x1E000001

*Sep 4 20:34:42.022: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack

port 1 on Switch 1 is nocable

*Sep 4 20:34:42.022: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack

port 2 on Switch 1 is down

*Sep 4 20:34:42.022: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack

port 2 on Switch 1 is nocable

*Sep 4 20:34:42.022: $STACKMGR-6-SWITCH ADDED: Switch 1 R0/0: stack mgr: Switch 1 has
been added to the stack.

*Sep 4 20:34:42.022: $STACKMGR-6-SWITCH ADDED: Switch 1 R0O/0: stack mgr: Switch 1 has
been added to the stack.

*Sep 4 20:34:42.022: $STACKMGR-6-SWITCH ADDED: Switch 1 R0/0: stack mgr: Switch 1 has
been added to the stack.

*Sep 4 20:34:42.022: $STACKMGR-6-ACTIVE ELECTED: Switch 1 R0/0: stack mgr: Switch 1

has been elected ACTIVE.

*Sep 4 20:35:14.728: SLINEPROTO-5-UPDOWN: Line protocol on Interface Lsmpil8/3, changed
state to up

*Sep 4 20:35:14.728: $LINEPROTO-5-UPDOWN: Line protocol on Interface EOBC18/1, changed
state to up

*Sep 4 20:35:15.506: %HMANRP-6-HMAN TOS CHANNEL INFO: HMAN-IOS channel event for switch
1: EMP_RELAY: Channel UP!

*Sep 4 20:35:15.510: $LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed
state to down

*Sep 4 20:35:34.501: SLINK-5-CHANGED: Interface Vlanl, changed state to administratively
down

*Sep 4 20:35:34.717: $SYS-5-RESTART: System restarted --

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.6.5,
RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 10-Dec-18 12:52 by mcpre

*Sep 4 20:35:34.796: S$LINK-3-UPDOWN: Interface GigabitEthernet0/0, changed state to up
*Sep 4 20:35:35.266: $SYS-6-BOOTTIME: Time taken to reboot after reload = 283 seconds
*Sep 4 20:35:35.796: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

*Sep 4 20:35:36.607: S$LINK-3-UPDOWN: Interface GigabitEthernetl/1/1, changed state to

down

*Sep 4 20:35:36.607: $LINK-3-UPDOWN: Interface GigabitEthernetl/1/2, changed state to

down

*Sep 4 20:35:36.607: S$LINK-3-UPDOWN: Interface GigabitEthernetl/1/3, changed state to

down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface GigabitEthernetl/1/4, changed state to

down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/1, changed state

to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/2, changed state

to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/3, changed state

to down
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*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/4, changed state

to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/5, changed state

to down

*Sep 4 20:35:36.609: SLINK-3-UPDOWN: Interface TenGigabitEthernetl/1/6, changed state

to down

*Sep 4 20:35:36.609: S$LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/7, changed state

to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/8, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface FortyGigabitEthernetl/1/1, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface FortyGigabitEthernetl/1/2, changed state
to down

*Sep 4 20:35:37.607: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/1/1,

changed state to down
*Sep 4 20:35:37.608: $SLINEPROTO-5-UPDOWN:
changed state to down
*Sep 4 20:35:37.608: $SLINEPROTO-5-UPDOWN:
changed state to down
*Sep 4 20:35:37.609: $SLINEPROTO-5-UPDOWN:
changed state to down

Line protocol
Line protocol

Line protocol

Interface GigabitEthernetl/1/2,

Interface GigabitEthernetl/1/3,

Interface GigabitEthernetl/1/4,

*Sep

TenGigabitEthernetl/1/1,

*Sep

TenGigabitEthernetl/1/2,

*Sep

TenGigabitEthernetl/1/3,

*Sep

TenGigabitEthernetl/1/4,

*Sep

TenGigabitEthernetl/1/5,

*Sep

TenGigabitEthernetl/1/6,

4 20:35:37.609:

4 20:35:37.609:

4 20:35:37.609:

4 20:35:37.609:

4 20:35:37.609:

4 20:35:37.609:

$LINEPROTO-5-UPDOWN :
changed state to
$LINEPROTO-5-UPDOWN :
changed state to
$LINEPROTO-5-UPDOWN :
changed state to
$LINEPROTO-5-UPDOWN :
changed state to
$LINEPROTO-5-UPDOWN :
changed state to
$LINEPROTO-5-UPDOWN :
changed state to

Line on Interface
down
Line
down
Line
down
Line
down
Line
down
Line
down
tftp server address

protocol

protocol on Interface

protocol on Interface

protocol on Interface

protocol on Interface

protocol on Interface

(opt 150)

Guestshell start API is being invoked

Setting up guestshell to use mgmt-intf

Setting up chasfs for iox related activity

159.14.27.2
Setting autoinstall complete to true for 159.14.27.2
%PLATFORM_PM—6—FRULINK_INSERTED: 8x10G uplink module inserted in

Setting up for iox pre-clean activity if needed

Waiting for iox pre-clean setup to take affect

Waiting for CAF and ioxman to be up,

*Sep 4 20:35:43.511: AUTOINSTALL: Obtain

*Sep 4 20:35:43.511: PNPA:

*Sep 4 20:35:57.673:

the switch 1 slot 1

*Sep 4 20:36:19.562: [IOX DEBUG]

*Sep 4 20:36:19.562: [IOX DEBUG] provided idb is mgmt interface
*Sep 4 20:36:19.562: [IOX DEBUG]

*Sep 4 20:36:19.562: [IOX DEBUG]

*Sep 4 20:36:19.562: [IOX DEBUG]

*Sep 4 20:36:19.562: [IOX DEBUG]

*Sep 4 20:36:19.562: [IOX DEBUG] Waited for 1 sec(s)

affect

*Sep 4 20:36:19.562: [IOX DEBUG] Auto-configuring iox feature
*Sep 4 20:36:19.563: [IOX DEBUG]

*Sep 4 20:36:20.076: $SUICFGEXP-6-SERVER NOTIFIED START: Switch 1 R0/0: psd:
has been notified to start

*Sep 4 20:36:23.564: [IOX DEBUG] Waiting for another 5 secs
*Sep 4 20:36:28.564: [IOX DEBUG] Waiting for another 5 secs

The process for the command is not responding or is otherwise unavailable
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The process

4 20:36:33.564:
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[IOX DEBUG] Waiting for another 5 secs
for the command is not responding or is otherwise unavailable

*Sep 4 20:36:34.564: [IOX DEBUG] Waited for 16 sec(s) for CAF and ioxman to come up
*Sep 4 20:36:34.564: [IOX DEBUG] Validating if CAF and ioxman are running

*Sep 4 20:36:34.564: [IOX DEBUG] CAF and ioxman are up and running

*Sep 4 20:36:34.564: [IOX DEBUG] Building the simple mgmt-intf enable command string

*Sep

4 20:36:34.564:

[IOX DEBUG] Enable command is: request platform software iox-manager

app-hosting guestshell enable

*Sep
to be up

The process
The process
The process
The process

*Sep
The process

*Sep
to up
*Sep

4 20:36:34.564:

4 20:36:38.578:

4 20:36:39.416:

4 20:36:40.416:

[IOX DEBUG] Issuing guestshell enable command and waiting for it
the
the
the
the

unavailable
unavailable
unavailable
unavailable

otherwise
otherwise
otherwise
otherwise

not
not
not
not

command is
command is
command is
command is

for
for
for
for

responding or is
responding or is
responding or is
responding or is

another 5 secs
or 1s otherwise

[IOX DEBUG] Waiting for
for the command is not responding unavailable

$LINK-3-UPDOWN: Interface TenGigabitEthernetl/0/48, changed state

SLINEPROTO-5-UPDOWN: Line protocol on Interface

TenGigabitEthernetl1/0/48,

changed
unavailable
The process
The process

*Sep

4 20:36:43.586:

state to upThe process for the command is not responding or is otherwise

for the command is not responding or is otherwise unavailable
for the command is not responding or is otherwise unavailable

[IOX DEBUG] Waiting for another 5 secs

Guestshell enabled successfully

*Sep 4 20:37:45.321: [IOX DEBUG] Checking for guestshell mount path
*Sep 4 20:37:45.321: [IOX DEBUG] Validating if guestshell is ready for use
*Sep 4 20:37:45.321: [IOX DEBUG] Guestshell enabled successfully

*** Sample ZTP Day0O Python Script ***

*** Executing show platform ***

Switch Ports Model Serial No. MAC address

1 62 C9300-48UXM FCW2144L045 ecld.8b0a.6800 V01 16.6.5

Switch/Stack Mac Address : ecld.8b0a.6800 - Local Mac Address

Mac persistency wait time: Indefinite
Current

Switch# Role Priority State

*1 Active 1 Ready
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*** Executing show version ***

Cisco I0S XE Software, Version 16.06.05

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.6.5,
RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 10-Dec-18 12:52 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.

All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Switch uptime is 2 minutes

Uptime for this control processor is 4 minutes

System returned to ROM by Reload Command

System image file is "flash:cat9k iosxe.16.06.05.SPA.bin"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Permanent network-advantage

cisco C9300-48UXM (X86) processor with 1392780K/6147K bytes of memory.
Processor board ID FCW2144L045

36 Ethernet interfaces

1 Virtual Ethernet interface

4 Gigabit Ethernet interfaces

20 Ten Gigabit Ethernet interfaces

2 Forty Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ

Model Revision Number : BO

Motherboard Revision Number A0
Model Number C9300-48UXM
System Serial Number FCW2144L045
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Switch Ports Model SW Version SW Image

* 1 62 C9300-48UXM 16.6.5 CAT9K IOSXE
Configuration register is 0x102

*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255
Line 3 SUCCESS: end

*** Executing show ip interface brief **x*

Interface IP-Address OK? Method Status
Vlanl unassigned YES unset administratively down
GigabitEthernet0/0 10.127.128.3 YES DHCP up
Twl/0/1 unassigned YES unset down
Twl/0/2 unassigned YES unset down
Twl/0/3 unassigned YES unset down
Twl/0/4 unassigned YES unset down
Twl/0/5 unassigned YES unset down
Twl/0/6 unassigned YES unset down
Twl/0/7 unassigned YES unset down
Twl/0/8 unassigned YES unset down
Twl/0/9 unassigned YES unset down
Twl/0/10 unassigned YES unset down
Twl/0/11 unassigned YES unset down
Twl/0/12 unassigned YES unset down
Twl/0/13 unassigned YES unset down
Twl/0/14 unassigned YES unset down
Twl/0/15 unassigned YES unset down
Twl/0/16 unassigned YES unset down
Twl/0/17 unassigned YES unset down
Twl/0/18 unassigned YES unset down
Twl/0/19 unassigned YES unset down
Twl/0/20 unassigned YES unset down
Twl/0/21 unassigned YES unset down
Twl/0/22 unassigned YES unset down
Twl/0/23 unassigned YES unset down
Twl/0/24 unassigned YES unset down
Twl/0/25 unassigned YES unset down
Twl/0/26 unassigned YES unset down
Twl/0/27 unassigned YES unset down
Twl/0/28 unassigned YES unset down
Twl/0/29 unassigned YES unset down
Twl/0/30 unassigned YES unset down
Twl/0/31 unassigned YES unset down
Twl/0/32 unassigned YES unset down
Twl/0/33 unassigned YES unset down
Twl/0/34 unassigned YES unset down
Twl/0/35 unassigned YES unset down
Twl/0/36 unassigned YES unset down
Tel/0/37 unassigned YES unset down
Tel/0/38 unassigned YES unset down
Tel/0/39 unassigned YES unset down
Tel/0/40 unassigned YES unset down
Tel/0/41 unassigned YES unset down
Tel/0/42 unassigned YES unset down
Tel/0/43 unassigned YES unset down
Tel/0/44 unassigned YES unset down

Cisco 10S XE Bengaluru17.6x 704 5<vEY T4 av24F¥aL—vav A4 K ||
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Tel/0/45

Tel/0/46

Tel/0/47

Tel/0/48
GigabitEthernetl/1/1
GigabitEthernetl/1/2
GigabitEthernetl/1/3
GigabitEthernetl/1/4
Tel/1/1

Tel/1l/2

Tel/1/3

Tel/1/4

Tel/1/5

Tel/1l/6

Tel/1/7

Tel/1/8

Fol/1/1

Fol/1/2

Loopbackl00

*** Configuring use

Line 1
Line 2
Line 3 SUCCESS: line
Line 4 SUCCESS: logi
Line 5
Line 6 SUCCESS: end

unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
10.10.10.10

YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

rname, password, SSH

vty 0 15
n local

SUCCESS: transport input all

unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
TEFTP

* Kk Kk

down
down
down
up

down
down
down
down
down
down
down
down
down
down
down
down
down
down

up

SUCCESS: username cisco privilege 15 password cisco
SUCCESS: ip domain name domain

*** ZTP Day0O Python Script Execution Complete ***

Cisco 10S XE Fuji 16.9.x 5 5 Cisco 10S XE Gibraltar 16.11.x ~
IOk ar T, py A7 VT NEFETTHRIOEE 2 OV TV ERRLET,

--— System Configuration Dialog ---

Would you like to enter the initial configuration dialog?

command is not

responding or is otherwise unavailable
responding or
responding or
responding or
responding or
responding or

The process for the
The process for the
The process for the
The process for the
The process for the

command is not
command is not
command is not
command is not
command is not

guestshell installed successfully

Current state is: DE

PLOYED

guestshell activated successfully

Current state is: AC
guestshell started s

TIVATED
uccessfully

Current state is: RUNNING

Guestshell enabled s

uccessfully

is otherwise
is otherwise
is otherwise
is otherwise
is otherwise

Jaeva=vy |

down
down
down
up

down
down
down
down
down
down
down
down
down
down
down
down
down
down

up

[yes/nol: The process for the

unavailable
unavailable
unavailable
unavailable
unavailable

ZDkBIarTiE. TA e e a s STHICTF A, ZAEBRET HHEYRLET,

Both links down, not waiting for other switches
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Switch number is 1
Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.9.4,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Thu 22-Aug-19 18:14 by mcpre

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE KEY PROVIDED FOR ANY CISCO SOFTWARE PRODUCT, PRODUCT FEATURE,
AND/OR SUBSEQUENTLY PROVIDED SOFTWARE FEATURES (COLLECTIVELY, THE
"SOFTWARE"), AND/OR USING SUCH SOFTWARE CONSTITUTES YOUR FULL
ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU
ARE NOT WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Your use of the Software is subject to the Cisco End User License Agreement
(EULA) and any relevant supplemental terms (SEULA) found at
http://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html.

You hereby acknowledge and agree that certain Software and/or features are
licensed for a particular term, that the license to such Software and/or
features is valid only for the applicable term and that such Software and/or
features may be shut down or otherwise terminated by Cisco after expiration
of the applicable license term (e.g., 90-day trial period). Cisco reserves
the right to terminate any such Software feature electronically or by any
other means available. While Cisco may provide alerts, it is your sole
responsibility to monitor your usage of any such term Software feature to
ensure that your systems and networks are prepared for a shutdown of the
Software feature.

Checking backup nvram
No config present. Using default config

o0 oo

FIPS: Flash Key Check : Key Not Found, FIPS Mode Not Enabled

cisco C9300-48UXM (X86) processor with 1419044K/6147K bytes of memory.
Processor board ID FCW2144L045

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address ec:1d:8b:0a:68:00

Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ
Model Revision Number : BO
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Motherboard Revision Number
Model Number
System Serial Number

SINIT:

Would you like to enter the initial configuration dialog?

waited 0 seconds for NVRAM to

AQ
C9300-48UXM
FCW2144L045

be available

--— System Configuration Dialog ---

command is not
responding or is otherwise
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The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
guestshell installed successfully

Current state is: DEPLOYED

guestshell activated successfully

Current state is: ACTIVATED

guestshell started successfully

Current state is: RUNNING

Guestshell enabled successfully

HTTP server statistics:
Accepted connections total: 0

*** Sample ZTP DayO Python Script ***

*** Executing show platform ***

Switch Ports Model Serial No. MAC address Hw Ver. Sw Ver.
1 64 C9300-48UXM FCW2144L045 ecld.8b0a.6800 V01 16.9.4

Switch/Stack Mac Address : ecld.8b0a.6800 - Local Mac Address
Mac persistency wait time: Indefinite

Current
Switch# Role Priority State
*1 Active 1 Ready

*** Executing show version ***

Cisco I0S XE Software, Version 16.09.04

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.9.4,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Thu 22-Aug-19 18:14 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2019 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Switch uptime is 4 minutes

Uptime for this control processor is 5 minutes

System returned to ROM by Reload Command

System image file is "flash:cat9k iosxe.16.09.04.SPA.bin"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
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States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Smart License network-advantage
None Subscription Smart License None

Smart Licensing Status: UNREGISTERED/EVAL EXPIRED

cisco C9300-48UXM (X86) processor with 1419044K/6147K bytes of memory.
Processor board ID FCW2144L045

36 Ethernet interfaces

1 Virtual Ethernet interface

4 Gigabit Ethernet interfaces

20 Ten Gigabit Ethernet interfaces

2 TwentyFive Gigabit Ethernet interfaces

2 Forty Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ

Model Revision Number : BO

Motherboard Revision Number A0

Model Number C9300-48UXM

System Serial Number FCW2144L045

Switch Ports Model SW Version SW Image Mode

* 1 64 C9300-48UXM 16.9.4 CAT9K_IOSXE BUNDLE

Configuration register is 0x102

*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255
Line 3 SUCCESS: end

*** Executing show ip interface brief **x*

Any interface listed with OK? value "NO" does not have a valid configuration

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned NO unset up up
GigabitEthernet0/0 10.127.128.5 YES DHCP up up
Twl/0/1 unassigned YES unset down down
Twl/0/2 unassigned YES unset down down
Twl/0/3 unassigned YES unset down down
Twl/0/4 unassigned YES unset down down
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Twl/0/5 unassigned YES unset down down
Twl/0/6 unassigned YES unset down down
Twl/0/7 unassigned YES unset down down
Twl/0/8 unassigned YES unset down down
Twl/0/9 unassigned YES unset down down
Twl/0/10 unassigned YES unset down down
Twl/0/11 unassigned YES unset down down
Twl/0/12 unassigned YES unset down down
Twl/0/13 unassigned YES unset down down
Twl/0/14 unassigned YES unset down down
Twl/0/15 unassigned YES unset down down
Twl/0/16 unassigned YES unset down down
Twl/0/17 unassigned YES unset down down
Twl/0/18 unassigned YES unset down down
Twl/0/19 unassigned YES unset down down
Twl/0/20 unassigned YES unset down down
Twl/0/21 unassigned YES unset down down
Twl/0/22 unassigned YES unset down down
Twl/0/23 unassigned YES unset down down
Twl/0/24 unassigned YES unset down down
Twl/0/25 unassigned YES unset down down
Twl/0/26 unassigned YES unset down down
Twl/0/27 unassigned YES unset down down
Twl/0/28 unassigned YES unset down down
Twl/0/29 unassigned YES unset down down
Twl/0/30 unassigned YES unset down down
Twl/0/31 unassigned YES unset down down
Twl/0/32 unassigned YES unset down down
Twl/0/33 unassigned YES unset down down
Twl/0/34 unassigned YES unset down down
Twl/0/35 unassigned YES unset down down
Twl/0/36 unassigned YES unset down down
Tel/0/37 unassigned YES unset down down
Tel/0/38 unassigned YES unset down down
Tel/0/39 unassigned YES unset down down
Tel/0/40 unassigned YES unset down down
Tel/0/41 unassigned YES unset down down
Tel/0/42 unassigned YES unset down down
Tel/0/43 unassigned YES unset down down
Tel/0/44 unassigned YES unset down down
Tel/0/45 unassigned YES unset down down
Tel/0/46 unassigned YES unset down down
Tel/0/47 unassigned YES unset down down
Tel/0/48 unassigned YES unset up up

GigabitEthernetl/1/1 unassigned YES unset down down
GigabitEthernetl/1/2 unassigned YES unset down down
GigabitEthernetl/1/3 unassigned YES unset down down
GigabitEthernetl/1/4 unassigned YES unset down down
Tel/1/1 unassigned YES unset down down
Tel/1l/2 unassigned YES unset down down
Tel/1/3 unassigned YES unset down down
Tel/1l/4 unassigned YES unset down down
Tel/1/5 unassigned YES unset down down
Tel/1l/6 unassigned YES unset down down
Tel/1/7 unassigned YES unset down down
Tel/1/8 unassigned YES unset down down
Fol/1/1 unassigned YES unset down down
Fol/1/2 unassigned YES unset down down
TwentyFiveGigEl/1/1 unassigned YES unset down down
TwentyFiveGigEl/1/2 unassigned YES unset down down
Loopbackl00 10.10.10.10 YES TFTP up up

*** Configuring username, password, SSH ***
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Line 1 SUCCESS: username cisco privilege 15 password cisco
**CLI Line # 1: WARNING: Command has been added to the configuration using a type O

password.
However, type 0 passwords will soon be deprecated. Migrate to a supported password
type
Line 2 SUCCESS: ip domain name domain
Line 3 SUCCESS: line vty 0 15
Line 4 SUCCESS: login local
Line 5 SUCCESS: transport input all
Line 6 SUCCESS: end

*** ZTP Day0O Python Script Execution Complete ***

Press RETURN to get started!

Cisco 10S XE Gibraltar 16.12.x 5 5 Cisco 10S XE Amsterdam 17.1.x ~
ot varTiE, py AV VS NEFATT HRIOEBI R 7OV N EFRRLET,

--— System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: dayOguestshell
installed successfully

Current state is: DEPLOYED

dayOguestshell activated successfully

Current state is: ACTIVATED

dayOguestshell started successfully

Current state is: RUNNING

Guestshell enabled successfully

*** Sample ZTP Day0 Python Script ***

*** ZTP Day0O Python Script Execution Complete ***

Guestshell destroyed successfully
IOk varTiE, TAER eV a = STHICT A, AERET S HIEERLET,
Both links down, not waiting for other switches
Switch number is 1
Restricted Rights Legend
Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph
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(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Gibraltar], Catalyst L3 Switch Software (CAT9K IOSXE), Version
16.12.3a,

RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2020 by Cisco Systems, Inc.

Compiled Tue 28-Apr-20 09:37 by mcpre

This software version supports only Smart Licensing as the software licensing mechanism.

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE KEY PROVIDED FOR ANY CISCO SOFTWARE PRODUCT, PRODUCT FEATURE,
AND/OR SUBSEQUENTLY PROVIDED SOFTWARE FEATURES (COLLECTIVELY, THE
"SOFTWARE"), AND/OR USING SUCH SOFTWARE CONSTITUTES YOUR FULL
ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU
ARE NOT WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Your use of the Software is subject to the Cisco End User License Agreement
(EULA) and any relevant supplemental terms (SEULA) found at
http://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html.

You hereby acknowledge and agree that certain Software and/or features are
licensed for a particular term, that the license to such Software and/or
features is valid only for the applicable term and that such Software and/or
features may be shut down or otherwise terminated by Cisco after expiration
of the applicable license term (e.g., 90-day trial period). Cisco reserves
the right to terminate any such Software feature electronically or by any
other means available. While Cisco may provide alerts, it is your sole
responsibility to monitor your usage of any such term Software feature to
ensure that your systems and networks are prepared for a shutdown of the
Software feature.

Checking backup nvram
No config present. Using default config

3
g
3
g

FIPS: Flash Key Check : Key Not Found, FIPS Mode Not Enabled

All TCP AO KDF Tests Pass

cisco C9300-48UXM (X86) processor with 1343703K/6147K bytes of memory.
Processor board ID FCW2144L045

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address ec:1d:8b:0a:68:00

Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ
Model Revision Number : BO
Motherboard Revision Number : A0
Model Number : C9300-48UXM
System Serial Number : FCW2144L045
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--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: dayOguestshell
installed successfully

Current state is: DEPLOYED

dayOguestshell activated successfully

Current state is: ACTIVATED

dayOguestshell started successfully

Current state is: RUNNING

Guestshell enabled successfully

HTTP server statistics:
Accepted connections total: 0

*** Sample ZTP Day0O Python Script ***

*** Executing show platform ***

Switch Ports Model Serial No. MAC address Hw Ver. Sw Ver.

1 65 C9300-48UXM FCW2144L.045 ecld.8b0a.6800 V01 16.12.3a

Switch/Stack Mac Address ecld.8b0a.6800 - Local Mac Address

Mac persistency wait time: Indefinite
Current

Switch# Role Priority State

*1 Active 1 Ready

*** Executing show version ***

Cisco I0S XE Software, Version 16.12.03a

Cisco IOS Software [Gibraltar], Catalyst L3 Switch Software (CAT9K IOSXE), Version
16.12.3a,

RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2020 by Cisco Systems, Inc.

Compiled Tue 28-Apr-20 09:37 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2020 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Switch uptime is 4 minutes

Uptime for this control processor is 9 minutes

System returned to ROM by Reload Command
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System image file is "flash:cat9k iosxe.16.12.03a.SPA.bin"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Smart License network-advantage
None Subscription Smart License None

AIR License Level: AIR DNA Advantage

Next reload AIR license Level: AIR DNA Advantage

Smart Licensing Status: UNREGISTERED/EVAL EXPIRED

cisco C9300-48UXM (X86) processor with 1343703K/6147K bytes of memory.
Processor board ID FCW2144L045

1 Virtual Ethernet interface

4 Gigabit Ethernet interfaces

36 2.5 Gigabit Ethernet interfaces

20 Ten Gigabit Ethernet interfaces

2 TwentyFive Gigabit Ethernet interfaces

2 Forty Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ

Model Revision Number : BO

Motherboard Revision Number A0

Model Number C9300-48UXM

System Serial Number FCW2144L045

Switch Ports Model SW Version SW Image Mode

* 1 65 C9300-48UXM 16.12.3a CAT9K_IOSXE BUNDLE

Configuration register is 0x102

*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255
Line 3 SUCCESS: end

*** Executing show ip interface brief **x*

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES unset up up
GigabitEthernet0/0 10.127.128.10 YES DHCP up up
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Tel/1l/2
Tel/1/3
Tel/1l/4
Tel/1/5
Tel/1l/6
Tel/1/7
Tel/1/8
Fol/1/1
Fol/1/2
TwentyFiveGigEl/1/1
TwentyFiveGigEl/1/2

unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
up

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down

[ CiscolOS XEBengaluru17.6x 7O S5<YEYF 4 2> T4 FaL—2a v A K

Jaeva=vy |

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
up

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down



| FrECa=vy
Cisco Catalyst9000 ') —X X 4 v FOEFHO Y .

Apl/0/1 unassigned YES unset up up
Loopbackl00 10.10.10.10 YES TFTP up up

*** Configuring username, password, SSH ***

Line 1 SUCCESS: username cisco privilege 15 password cisco

**CLI Line # 1: WARNING: Command has been added to the configuration using a type O
password.

However, type 0 passwords will soon be deprecated. Migrate to a supported password type
Line 2 SUCCESS: ip domain name domain

Line 3 SUCCESS: line vty 0 15

Line 4 SUCCESS: login local

Line 5 SUCCESS: transport input all

Line 6 SUCCESS: end

*** ZTP Day0O Python Script Execution Complete ***
Guestshell destroyed successfully

Press RETURN to get started!

Cisco 10S XE Amsterdam 17.2.x LIfF®D ') 1) — R
ZotrvarTliE, py A7 VS NEFATT HRIOEBI R 7OV N EFRRLET,

--— System Configuration Dialog ---
Would you like to enter the initial configuration dialog? [yes/no]:
Acquired IPv4 address 10.127.128.8 on Interface GigabitEthernet0/0
Received following DHCPv4 options:
bootfile : test.py
tftp-server-ip : 159.14.27.2
OK to enter CLI now...
pnp-discovery can be monitored without entering enable mode
Entering enable mode will stop pnp-discovery
Attempting bootfile tftp://159.14.27.2/test.py
dayOguestshell activated successfully
Current state is: ACTIVATED
dayOguestshell started successfully

Current state is: RUNNING
Guestshell enabled successfully

*** Sample ZTP Day0 Python Script ***

*** ZTP Day0O Python Script Execution Complete ***

Guestshell destroyed successfully
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ORIV aryTIE, TAe e g n STRICT A, AERRET L HFEARLET,

Both links down, not waiting for other switches
Switch number is 1

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Amsterdam], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.2.1,
RELEASE SOFTWARE (fc4)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2020 by Cisco Systems, Inc.

Compiled Thu 26-Mar-20 03:29 by mcpre

This software version supports only Smart Licensing as the software licensing mechanism.

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE KEY PROVIDED FOR ANY CISCO SOFTWARE PRODUCT, PRODUCT FEATURE,
AND/OR SUBSEQUENTLY PROVIDED SOFTWARE FEATURES (COLLECTIVELY, THE
"SOFTWARE"), AND/OR USING SUCH SOFTWARE CONSTITUTES YOUR FULL
ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU
ARE NOT WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Your use of the Software is subject to the Cisco End User License Agreement
(EULA) and any relevant supplemental terms (SEULA) found at
http://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html.

You hereby acknowledge and agree that certain Software and/or features are
licensed for a particular term, that the license to such Software and/or
features is valid only for the applicable term and that such Software and/or
features may be shut down or otherwise terminated by Cisco after expiration
of the applicable license term (e.g., 90-day trial period). Cisco reserves
the right to terminate any such Software feature electronically or by any
other means available. While Cisco may provide alerts, it is your sole
responsibility to monitor your usage of any such term Software feature to
ensure that your systems and networks are prepared for a shutdown of the
Software feature.

Checking backup nvram
No config present. Using default config

o0 opP

FIPS: Flash Key Check : Key Not Found, FIPS Mode Not Enabled
All TCP AO KDF Tests Pass

cisco C9300-48UXM (X86) processor with 1338934K/6147K bytes of memory.
Processor board ID FCW2144L045
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2048K bytes of non-volatile configuration memory.
8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.
11264000K bytes of Flash at flash:.

Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ
Model Revision Number : BO

Motherboard Revision Number : A0

Model Number : C9300-48UXM
System Serial Number : FCW2144L045

CLEI Code Number

No startup-config, starting autoinstall/pnp/ztp...
Autoinstall will terminate if any input is detected on console
Autoinstall trying DHCPv4 on GigabitEthernet0/0

Autoinstall trying DHCPv6 on GigabitEthernet0/0

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]:
Acquired IPv4 address 10.127.128.8 on Interface GigabitEthernet0/0
Received following DHCPv4 options:

bootfile : test.py

tftp-server-ip : 159.14.27.2

OK to enter CLI now...

pnp-discovery can be monitored without entering enable mode
Entering enable mode will stop pnp-discovery

Attempting bootfile tftp://159.14.27.2/test.py
dayOguestshell activated successfully

Current state is: ACTIVATED

dayOguestshell started successfully

Current state is: RUNNING
Guestshell enabled successfully

*** Sample ZTP Day0O Python Script ***

*** Executing show platform ***

Switch Ports Model Serial No. MAC address Hw Ver.

1 65 C9300-48UXM FCW2144L.045 ecld.8b0a.6800 V01

Switch/Stack Mac Address : ecld.8b0a.6800 - Local Mac Address
Mac persistency wait time: Indefinite

Current
Switch# Role Priority State

17.02.01
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*1 Active 1 Ready
*** Executing show version ***

Cisco I0S XE Software, Version 17.02.01

Cisco IOS Software [Amsterdam], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.2.1,
RELEASE SOFTWARE (fc4)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2020 by Cisco Systems, Inc.

Compiled Thu 26-Mar-20 03:29 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2020 by cisco Systems, Inc.

All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Switch uptime is 2 minutes

Uptime for this control processor is 8 minutes

System returned to ROM by Reload Command

System image file is "flash:cat9k iosxe.17.02.01.SPA.bin"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:

http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Smart License network-advantage
None Subscription Smart License None

AIR License Level: AIR DNA Advantage

Next reload AIR license Level: AIR DNA Advantage

Smart Licensing Status: UNREGISTERED/EVAL EXPIRED
cisco C9300-48UXM (X86) processor with 1338934K/6147K bytes of memory.
Processor board ID FCW2144L045

1 Virtual Ethernet interface

4 Gigabit Ethernet interfaces

36 2.5 Gigabit Ethernet interfaces

20 Ten Gigabit Ethernet interfaces

2 TwentyFive Gigabit Ethernet interfaces

2 Forty Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.
8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

Base Ethernet MAC Address : ec:1d:8b:0a:68:00
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Motherboard Assembly Number : 73-17959-06

Motherboard Serial Number : FOC21418FPQ

Model Revision Number : BO

Motherboard Revision Number : A0

Model Number : C9300-48UXM

System Serial Number : FCW2144L045

CLEI Code Number :

Switch Ports Model SW Version SW Image Mode

* 1 65 C9300-48UXM 17.02.01 CAT9K_IOSXE BUNDLE

Configuration register is 0x102

*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255
Line 3 SUCCESS: end

*** Executing show ip interface brief **x*

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES unset up up
GigabitEthernet0/0 10.127.128.8 YES DHCP up up
Twl/0/1 unassigned YES unset down down
Twl/0/2 unassigned YES unset down down
Twl/0/3 unassigned YES unset down down
Twl/0/4 unassigned YES unset down down
Twl/0/5 unassigned YES unset down down
Twl/0/6 unassigned YES unset down down
Twl/0/7 unassigned YES unset down down
Twl/0/8 unassigned YES unset down down
Twl/0/9 unassigned YES unset down down
Twl/0/10 unassigned YES unset down down
Twl/0/11 unassigned YES unset down down
Twl/0/12 unassigned YES unset down down
Twl/0/13 unassigned YES unset down down
Twl/0/14 unassigned YES unset down down
Twl/0/15 unassigned YES unset down down
Twl/0/16 unassigned YES unset down down
Twl/0/17 unassigned YES unset down down
Twl/0/18 unassigned YES unset down down
Twl/0/19 unassigned YES unset down down
Twl/0/20 unassigned YES unset down down
Twl/0/21 unassigned YES unset down down
Twl/0/22 unassigned YES unset down down
Twl/0/23 unassigned YES unset down down
Twl/0/24 unassigned YES unset down down
Twl/0/25 unassigned YES unset down down
Twl/0/26 unassigned YES unset down down
Twl/0/27 unassigned YES unset down down
Twl/0/28 unassigned YES unset down down
Twl/0/29 unassigned YES unset down down
Twl/0/30 unassigned YES unset down down
Twl/0/31 unassigned YES unset down down
Twl/0/32 unassigned YES unset down down
Twl/0/33 unassigned YES unset down down
Twl/0/34 unassigned YES unset down down
Twl/0/35 unassigned YES unset down down
Twl/0/36 unassigned YES unset down down
Tel/0/37 unassigned YES unset down down
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Tel/0/38

Tel/0/39

Tel/0/40

Tel/0/41

Tel/0/42

Tel/0/43

Tel/0/44

Tel/0/45

Tel/0/46

Tel/0/47

Tel/0/48
GigabitEthernetl/1/1
GigabitEthernetl/1/2
GigabitEthernetl/1/3
GigabitEthernetl/1/4
Tel/1/1

Tel/1l/2

Tel/1/3

Tel/1/4

Tel/1/5

Tel/1l/6

Tel/1/7

Tel/1/8

Fol/1/1

Fol/1/2
TwentyFiveGigEl/1/1
TwentyFiveGigEl/1/2
Apl/0/1

Loopbackl00

*** Configuring username,

Line 1 SUCCESS: username cisco privilege 15 password cisco
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unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
TEFTP

* Kk Kk

down
down
down
down
down
down
down
down
down
down
up

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
up

up

down
down
down
down
down
down
down
down
down
down
up

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
up

up

2

\

**CLI Line # 1: WARNING: Command has been added to the configuration using a type O

password.

However, type 0 passwords will soon be deprecated. Migrate to a supported password type

Line 2 SUCCESS: ip domain name domain

3 SUCCESS: line vty 0 15

4 SUCCESS: login local

Line 5 SUCCESS: transport input all
6

Line
Line

Line SUCCESS: end

*** ZTP Day0O Python Script Execution Complete ***

Guestshell destroyed successfully
Script execution success!

Press RETURN to get started!
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e UU—2 h Lo o CRERED S F— R AEASNIEE DY T h =T Y Y —R 7
AR LTOES, ZOMET. BB RAVIRY . ZREO—ED Y 7 k=T Y Y —
2CHFH— b ShET,

Ty R T — LDV R—FBLRN A YT T =T A A=V OV R— MIBET 2 EHRE B
K9 51Z1E, Cisco Feature Navigator /] L £, Cisco Feature Navigator [Z7 7 Z A J 5|
X, www.cisco.com/go/ctn IZFE) L £9°, Ciscocom DT AT MILELYD FHA,
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Cisco IOS XE Fuji 16.7.1
Cisco IOS XE Fuji 16.8.2

Cisco IOS XE Gibraltar
16.12.1

Cisco IOS XE Amsterdam
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17.3.1
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Cisco IOS XE Everest 16.5.1a TiZ, Z D
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NTWE L,

» Cisco Catalyst 3650 ' U — X A A v
%

» Cisco Catalyst 3850 ' U — X A A v
%

* Cisco Catalyst 9300 > U — X XA v
.a:.

* Cisco Catalyst 9500 > U — X A A v
.a:_

Cisco IOS XE Everest 16.5.1b TiZ, Z®
REIIR DT T v N 7 —AITFEX
TWE L,

e ANz NVEYR— T B0
O, % 8 GB ® RAM A L 7=
Cisco 4000 2 J — R H— b 2H A
BL—2 =5,

Cisco I0S XE Fuji 16.7.1 Ti&, Z OH%HE
IROT T v M7+ —HIZEEENT
1/\32 L/f\__o

* Cisco ASR 1000 7 7'V //'— 3
H—E R L—%& (ASRI1001-X,
ASR1001-HX, ASR1002-X.
ASR1002-HX)

Cisco I0S XE Fuji 16.8.2 TlE, Z DOH&HE
WZRDT T b7 —AIZFEEENT
WE LT,

e Cisco ASR 1000 > —X 771
F—raryP—ER N—H
(ASR1004, ASR1006,
ASR1006-X, ASR1009-X.
ASR1013)
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HEEER
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16.12.1 TRD T 7 v b7 3 — LI FEEE
INFE L,

» Cisco Catalyst 9200 ' U — X A A v
a’_

GE)
Z OREREIT C9200L SKU Tl
R—FENTWERA,

* Cisco Catalyst 9300L SKU

» Cisco Catalyst 9600 3/ U — X A A v
%

« Cisco Catalyst9800-40 7 A ¥ L A =
vhe—3

* Cisco Catalyst 9800-80 7 1 -7 L A =
vha—Z

Z OMEREIL. Cisco I0S XE Amsterdam
1721 TROT T v 87+ —AITHEEX
nFE L7,

« Cisco Cloud Services Router 1000V
Y —x

e Cisco C1100 ¥ — I F )L —E A
F—trTxA
(C1100TGX-1N24P32A TO L
A=)

Z OEREIL. Cisco I0S XE Amsterdam
1731 CROT T > b7 4 — LICFEE
nFE L7,

* Cisco Catalyst 8200 >’ U — A = v ¥
AN SN

* Cisco Catalyst 8300 > U — A = v ¥
AN SN

« Cisco Catalyst 8500 33 & U* 8500L
V=R TP STy b T F—h
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« Cisco Catalyst 8000V Edge ¥ 7 k
EYS

Yo XyF aorya=
V7 HTTPH v rua—FR

Cisco IOS XE Fuji 16.8.1
Cisco IOS XE Fuji 16.8.1a

Yo ¥vF oy a =7, HTTP
BXORTFTPOZ7 7 AV X yoma— R
Y R—FLET,

Cisco IOS XE Everest 16.8.1 Ti&, Z®
NTWE LT,

« Cisco 4000 >V — X #—E 2 H4
R — K

» Cisco Catalyst 3650 > U — X A A v
a’_

» Cisco Catalyst 3850 > U — X A A v
%

» Cisco Catalyst 9300 & U — X A A
9:

» Cisco Catalyst 9500 & U — X A A v
9:

Cisco 10S XE Fuji 16.8.1a TiX., Z D%
AEIX Cisco Catalyst 9500 /~A /X7 g —=
YAV =R ALy FITHEES T
F L7z,

Cisco 10S XE Bengaluru17.6x 704 5<vEY T4 av24F¥aL—vav A4 K ||



B coso7 Joeva=sromems

Joevaz=vy |

HaE

iy

)1)—2R

HEEER

YuXyF o=
7D 1= D DHCPv6 O
PR — b

Cisco IOS XE Fuji 16.9.1

Cisco IOS XE Amsterdam
17.3.2a

Cisco I0S XE Fuji 16.9.1 Tix, Z DO%#E
FRDT T v 87— MTFEEINT
WE L7z,
» Cisco Catalyst 9300 >V — & XA v
a:.

» Cisco Catalyst 9500 >V — & XA v
a:.

Cisco IOS XE Amsterdam 17.3.2a TlZ,
COMREIIRO T T v b7 g — AIE
ASIVE LT,
* Cisco Catalyst 9800-40 7 1 ¥ L 2 =
vha—32

* Cisco Catalyst 9800-80 7 1 ¥ L- A =
vhr—7
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H

DMI DO EERHIZ, a2~ FELIT
RPC OFEEFRFZ N H—SNHEED
MR REAN TN E T, ZAUTAE]
IR & MRy, TR HAIRER &
NETCONF D& 7 % A 1% 45kE L%
7T
ZOMEREIZ, RDT T v N7 F—AIC
FEREINTWE L,

* Cisco ASR 1000 7 7'V /' —3 3

PR J—F

* Cisco Catalyst 8500 ¥3 &2 T* 8500L >
V=AY 7Ty 7+ —Lh
* Cisco Catalyst 9200 > U — X A A v

?:

» Cisco Catalyst 9300 ' U — X A A
?

* Cisco Catalyst 9400 > U — X A A v
a;

» Cisco Catalyst 9500 >V — & XA v
a:.

» Cisco Catalyst 9600 >V — & XA v
a:.
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5.
IPXE

iPXElX, Xy NI~V T—FT 4 T DA —T 1 AZ 2 H— KT 5 Pre-boot eXecution
Environment (PXE) O¥LIERNK T1, ZDOFY =2—/LClE. iPXE e L R E T IEICHOWT
AL ET,

¢ iPXE [Z2OWT (75 =)

« iPXE O EH1E (85 ~—)

« iPXE OF%EH] (87 ~—)

s iPXEDFNT TN a—T 47D (89 RX—)

« iPXE (2R3 2B MEHR (91 ~—)

« iPXE ORERETF#H (91 ~—2)

IPXE [ZDUVT

iPXE [CTDULNT

iPXEiLZ, Xy hU—0 T—T 4 T DA —T 2 AKX — K ThD Pre-boot eXecution
Environment (PXE) DOYLIEM T,

iPXE ® v b7 — ME, kERELET,
«IPv4 BLOIPV6 712 b =L
« FTP/HTTP/TFTP 7 — h £ A=Y DX 7 m— K
c A A=V ~DHDIAB A7 VT K

* Dynamic Host Configuration Protocol /3—3" 3 >4 (DHCPv4) <°DHCPv6 Zfif L7z AT —
FABIRAT— 707 FLUZAA#ERE (SLAAC) . 7 — K URL, BLVIPv6 /L—
KT RNREA XA NS U2 DHCPV6 72 3 v DRT A—H

v b I— FEH
Py b T=T 4 T OFEREMIL, RO EBY T,
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« JE BN R E S 4172 DHCP Hh—/3,

« FTP/HTTP/TFTP % — S T2 7 — kA A — 3,

s Ry FT—7 R=2D Y —ANLRET S & ICHESNEZT A A,
iPXE D&

Ty U= T—bra—FE, XY FT—7 R=Z2AD IV —=AN5DT — MU Z P HR— KL
¥4, 77— he—&L, HITP. FTP. F /2L TFIPH— NIZH DA A =B LET, R
rND—27 77— h V=L, iPXEDO L RV YV a—a v L CHBME S E T,

iPXEIZLVD, 75740 DTFNRXALADFRy NI —7 T—"WNA[fEIZHRVEd, 77— E—F
IR 3 EEIHY £,

«iPXE # A4 A7 D K :iPXE v hU—27 7— h& LCiEEh L 9, IPXE TIMEOUT
ROMmon Z# &AL C, iPXExRy NU—27 7T — DX A LT 7 N FHN CTHRE L E
9, iPXE ¥ A L7 U b Z&ET 5I21E boot ipxetimeout =~ > REHFERALET, ¥ A &
TN AR TS E, TAA R T = INRT I T 4 T 0 ET,

« iPXE #ifR72 L : iPXE *r > hT—2 7 — & L CilZE L £9, boot ipxeforever =2~

RBRE SN TWDEYA, 7734 AL DHCP Zk A HIfR72 L CTi¥fE LE 9, ZAULPXE
DHEEH 7T —FTT (DFY, 7—ba—FL, A2/ DHCPLE % 51T B D & TDHCP
BRAMRR L THEET DD, T4 AT —hERFa~vr R 7oy 7 MI7+—b
Ny lFTHZEEEHY EFA)

e TNRA R T REINTWVDE =BV T/NNA ADBOOT T2 HE-~TT—rLET, T34
A7 — MBRREINTZHEE, BRE I TV A IPXE_TIMEOUT ROMmon 240 X MR X 41 &
T WOLIHBELTT A AT = NeT 77 4 7L TEET,

« BOOTMODE=ipxe-forever D55 1%, = —HF DI AN/ IFAUXT SA XA 77— MR T 7
T 4 7170 £ A (ENABLE BREAK=yes DEFHIZ DB AHE)

+ BOOTMODE=ipxe-timeout ™54 1%, IPXE TIMEOUT 4% CHE L 7= ki35
ETNAR T MT 7T 4727320 F7,

*« BOOTMODE=device D&, T/ A T—="NT 77 4 720 £9, ZhidT
TNV DT T 4T ®— KT,

cTNAAT—=MICLIZMEMLTTY 774 7b T2 &b TEET,

N

G FART—=MI 774NV IEOT—F E—FTT,
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| FeEva=>y
irxe oz i
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GE) IO~=aT7 VT, FEIT—-FEW) HRELEDODNCWET, FHET— ML, ROMmon @
Va—REITOIMEIMDERET DT T 7 TT, T3 A5 ROMmon E— ROEEX, T
Thoot 2> REETTHLERH Y 7,

FH 7 — & YESIZHRTE L7ZHAIL. ROMmon £7213F A A a7 "R T 7T 4 7T
DEd, FEI7— h%E NOITEE L7ZHAIE. autoboot BH N EITENET, 2% V. BOOT
B CRE SHIEICE N £ T,

ZZTCliL, iPXE 7 — b e —F OEHEIZOWTEHA L £,

1:iPXEJ—rO—4Z0OT—9 70—

Wb Seaven

i

41

Here's my LID! Give me an P,
Whal imape can | boolt How
Fower ON GD o | reach fh femole server?

[HACE discoser

DHCP olles

our (client) 1P addness: 104 46 248
Mt server I address. 1000441

Hoad file masme- hlp 00 44 1 iplatlcem
ool 5/ Timean 162,200 Tow- -tacdlbo.bin

DHGP ragues]
HCP Al
HTEP “Gel” - Denalil 6 3218 Pooe-lhac e b
| Sch downiads
1] 12 and ' i
, mm‘:ﬁ_ _‘ HTTE2040 O Haes 1 [1age.

TGP Transhes

1. 7—broe—XEDHCP A v =T EEL, V—"DBRETDHE, 77— —FX
DHCP EXR#%EL 7,

2. DHCPISZEIZIE, IPT RLREDT— b Z7 A NVENEENTHWET, 7—F 77 AL
A%, 7 — b A A—=T N TFTP H—/N (tftp://server/filename) , FTP #—/3
(ftp://userid:password@server/filename) . F£ 72X HTTP ¥— 3 (http://server/filename) 7> 5
BfEsnsZEE2RLTVET,

3. T—brr—FNRy NU—0 V—=ANbA A=V E X n— L TEHLET,

4. DHCPJEENZESNLWES, 7—ha—Z 37—k — FOREIZESWT, DHCP
FURAZMIRZ2 LT, FlidfBE SN MBOMXERGE LT ET, A4 L5707 MR AET D
L, T —HEF TR, AR—ZADT — MNIED 7, REINTZ7— bk T— KR
ipxe-forever DIGAE DI, T /34 AX DHCP ERZHfR7e L C4F L9, ipxetimeout
T—hE—Ravy RBRRESNTWDEE, DHCP ZRITHEE S VRl b 7e o Tk
fEE3. XALTURNBIRIBTDE, TARAT—KNEB—RFRBT 7T 472780 FT,
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Jnevazyy |
B rcom=

\)

GE)  HAED iPXE £33 FHR — ~  (GigabitEthernet0/0) DA% #&H L CEIET 572, i/ %
U R—F &2 L TEE SN D DHCP EsRIZV R — b SR T EF A,

Xy U= T— MR L T#HNRR Yy N — 7 REZMEHT 554 ROMmon (XK D BEES
ERAEMERLEST (TITRHATY) .

«BOOT: EIanry (;) TRUILNEB)TLD URL,

« IP_ADDRESS : #IZEI D 4 THNZT A ZADIP 7 KL A,
« DEFAULT GATEWAY : 7N ADT 74/~ F— K 7 = A,
« IP_SUBNET MASK : IPv4 721X IPv6 7' L 7 1 v 7 A1,

IPv4d : WWW.XXXYYY.ZZZ L WO FERDT A ADH TRy b~ A7 (255.255.255.0 73
E) .

IPv6 : NNN L WO FERDT NRA ADY T3y b L7 4 v 7 ARK (64, 11272 5)

FEH 7 — FBREHI o> TV DBEE, 7 — br—& X, &E S 72 ROMmon iPXE 2 OfElz
HAONT, TNXART—= b EFTTELRY NT—F T— b aFTT50ERELET, T
7 — N BEDES b 5T, 7 — hr—Z1ZBOOTMODE £ & i L C, 7 /31
AT —=heRxy NI—7 T— b OELLEETTHNERELET, FEI7— ML, =—W
12 & o T boot manual switch =< > RRREFRATHDH I EaEWLET, FEIT— FEY)
W TVWAERIZT A A2 n— RT3 L, BB ARHERICEHBSVET,

iPXE NEZNIZ 72 > TV DAL, 735 ADERB FIEOWREIZ, BEFO BOOT ZEONEN
FRINET, BOOTEHITIX., * > b U —2 ~X— A2 Uniform Resource Identifier (URI) (7=
& ZIEL httpy//, fipi/f, thtp) WEENTODHARHY . Xy hU—2 7T— RS E
T, LML, Xy NI =27 A A=Y NZAOFAFHIDHCP I SN EH A, #Hlery hT—
7 %X, IP_ADDRESS Z%%. DEFAULT GATEWAY %, 3 X OV IP_SUBNET MASK ZE%k
NOEAESHET, BOOT ZBHIZIE, TAADT 7 A1 VAT b R—=ZADNRNANEGENT
WHEELHY ., ZOHERIE, TAAADT 7 A IV VAT AX—ADOT — MRS E T,

FLENZ M S5 DHCP — 3%, 5 ID (PID)  (DHCP A4 7' 3 > 60 THIBIFTHE) |
=DV TNES (DHCPA ' 3 v 61 THIBIAHE) . £7/21XF7 314 ADMACT KL
AEMERA LT, T3, A &25kBT& 9, showinventory 35 X 08 show switch =~ > R CTH T
NRAATINLDEEFRRLET,

iz, show inventory =t~ > RO 2R L £,

Device# show inventory

NAME:“c38xx Stack”, DESCR:“c38xx Stack”
PID:WS-3850-12X-48U-L, VID:VOl , SN: FOC1911V01A

NAME:“Switch 1”, DESCR:“WS-C3850-12X48U-L"
PID:WS-C3850-12X48U-L, VID:V0l , SN:FOC1911VOlA

NAME:”Switchl -Power Supply B”, DESCR:“Switchl -Power Supply B”
PID:PWR-C1-1100WAC, VID:V01l, SN:LIT18471460Q
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I JoE 3=y

IPv6iPXE 2y k7—2 T—+ |

Wiz, show switch =< > RO AOFIEZ R LET,

Device# show switch

Switch/Stack Mac Address : 046c¢.9d01.7d80 - Local Mac Address
Mac persistency wait time: Indefinite
H/W Current

Switch# Role Mac Address Priority Version State
1 Member 046c¢c.9dle.1a00 1 Ready
2 Standby 046¢.9d01.7d80 1 Ready

*3 Active f8b7.e24e.9a00 1 P2B Ready

R ROMmon Z# 7% iPXE IZRE SN TV D BENDH D £,
* BOOTMODE = ipxe-forever | ipxe-timeout | device
* [PXE TIMEOUT = seconds

IPVv6iPXE *y kD —4 J—
WO L, Cisco T /3 A LD IPV6iPXE v hU—27 77— FOEMEEFR L ET,

IPv& Baoting Supporting DHCP Server Web Server
Device Device .

= = -

FUwerGNQ(L}%
Default Router
ﬁl‘l:ddsrl;:gc Routar Solicitation . )
- Here s my DUID, give
me an IP. what image
Router Advertisement can | boot?
-
DHCPwE Salicit _\\
[+ DHePve
e OHGPvE Advertise Message lype: Advertise (2)
Transachon |0 OxBdac3d
DHECPYE Request ¥ Identity Association for Mon-temparary Address
> b Client Identifier
k Server Identifier
DHCPVE Reply b NS recursive name server
¥ Domain Search List _}
HTTP GET
HTTP 200 OK
-
TCP image transter E
[ 8

Wiz, FBORO 4 >OEHFEE2HHALET,
¢IPv6 7 — bk T34 A 1 iPXE 7 — MZ ko TRENIT L7 /31 A,
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B reipxexyro—5 -+

s PIR—KFTNA X IPV6T RLVAT, —F T KRAFX AL XA F (RA) AvE—U%4
T D K DIZERIE S LT= Cisco T 731 A,

\}

GE)  ZOMTIE, IPv6 77—k 7L R BAR—F TAL 2 BRI

DHCP V— N, RT3y b EIZHY £3, 72720, iFR—
kT34 AL DHCP — "B ERAp 5373y b LIZH D545,
2y NT—7 NIV L—x—Vxy NERITFALERHY 9,

¢ DHCP ¥— % : {£& ® DHCP ¥ —/%,

e Web ¥— 3 {EE D Web P —3,

ZOWE T, IPV6iPXE 7 — b Yot A &Z#HB L E9,

1

T NA AL, V—H FEFETH B Internet Control Message Protocol IPv6 (ICMPv6) % 1 7133
Ny Nea— 73y b EOIPv6 73514 RTEFELET,

n—hVH T Xy N EDIPV6T/NA R F, V=X T KRAF AL XA N (RA) AvkE—Y
THDHICMPV6 ¥ A 7 134 3 v FCTIRAELET, W—FTEHEA v —TEEE LT
A AF, AT — MLV AT RLAHBEYE (SLAAC) 7 RLAZZREIE L7280, RA X
Ty NI T TN N A—R LT T v 7 ADBEREBELET,

T3 A%, DHCPv6 B A v —TV %, X CTODHCP =— = MIDOWT, w/LF
XY AN TN—7 T FLR 02012 ICEELET,

wIZ, iPXE 7 — F DFED DHCPv6 TiE /X7 bD 7 4 —)V ROBIZRLET,

DHCPv6

Message type: Solicit (1)

Transaction ID: O0x36f5fl

Client Identifier

Vendor Class

Identity Association for Non-Temporary Address
Option Request

User Class

Vendor-specific Information

DHCPv6 E5E A v —VI2iE, ROERNEETNTWET,

« DHCP [ &7#58+ (DUID) : 7 A4 7 v FZ&iAl L %9, iPXE CiZ. DUID-EN % ¥
AR—HFLTWET, EN i T B —7F A X5 (Enterprise Number) OIS TY, Z
@ DUID 1, X & —{ZE) 4T HnzlA O E S TnET,

* DHCP 33 X O DHCPv6 DAL 3

DHCPV6 " — SR HEESNTNEEE, TOV—F, 1288y FIPv6 7 KL A, 77—k
7 7 A JL® Uniform Resource Identlﬁer (URD) . RAALY 2—2 > Z2F A (DNS) H—
BLORAA VBB AR, 5NN Z T4 T > &V =D ID & DHCPv6 7 R\
BARNRTy FCIRELET, 277947 FIDIZFZ 9472 F (ZOKTILIPVG 7 —
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ROMmon €—

ROMmon E— KT IPv6 7 KLZDEY 4T [

k534 Z) @ DUID 23, #— 31D I21% DHCPv6 H— 3@ DUID 23, ZNFNEEN T
b\\i‘g_c

5, #FNEZF, 794 T ME, ~VFFy AN FA—TF T KL A f02::1:2 12 DHCPv6 %
RNy FEEEL, T RIS XENTZNRTA—FEERLET,

6. —NX, 74T bV r—AL (FES0:) D IPv6 7 RL A |Za =%y A |
DHCPV6 J&5& %K L4, RIZ, DHCPV6 )& 7y hD 7 44— FOFZR L £,

DHCPV6

Message type: Reply (7)
Transaction ID: 0x790950
Identity Association for Non-Temporary Address
Client Identifier
Server Identifier
DNS recursive name server
Boot File URL
Domain Search List

7. WRIZ. T8 AL, Web — I HTTP GET EXR 2 #E L £,

8. HRINTAA—VUNREINT/NATHEHEE/ LS. Web —/ X, HTTP GET Z3Kk
IZOK iR L £,

9. TCP A A—UHEEICE VA A=V abr—Sh, TS ABEELET,

> > (=] LY

FTODOIPv6 7 FLADEIY HT

DHCP 7 A 7 > M. ROBEINEN ZEH LT, ROMmon &— K TEHT 5 IPv6 7 KL &
FRELET,

1. DHCP V—RZL->TEVYTHNET KL R

2. A7 —hFL AT RLAE#HHEE (SLAAC) 7 KL &

3. Uy Zu—HhL T RLA

4. YA ba—HNV T KL A

FTNRAANI, A A=V % T — T EDICDHCP Y —NIZ L > CEID Y THNET RLUAZEFEH
L %4, DHCPv6 — 3037 KL ZADE Y YTITRMLTIZEE. T/351 A1, SLAACT R
Z0EAERITLEYT, DHCP V— N2 Lo TEY YU THN/ZT KL AL SLAACT RLAD
WAMERTERWGE, TAM2F, Vo ru—n 7 RUAEHALES, 72720, A

A=V Davr—FIEFIZIT X, UE— b FIP/HTTP/TFTIP " — "B F AL AL FE L a—2h
N T2y hECHAILENDY £,

BUID3ODT RUABNEHTERWES, T3 AL, HEIMIZEKR SN YA be—bL
T RUVAEMHLET,
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B 7+ =nzRoMmon 2%

HR— b & % ROMmon Z%§

Cisco 10S XE Fuji 16.8.1 TlZ, %&® ROMmon AN R — F I TWET,

*BAUD : F3f A0 ay Y —L Rh— L— T ZAaDERER— L— (1200, 2400,
4800, 9600, 19200, 38400, 57600, 115200 72 &) DOWFHNNICEFE L9, ML 7EHIT
TRTEREINET, BAUD BENRE STV RWEAIE, 77 4/0 T900 12720

¥, ®hind D CLI =<2 ik

« ENABLE BREAK : ROMmon O 7 L —727 #HHZLET, 7 7 4 /L MEIZNO TH,

« MANUAL _BOOT : F#)7 — F 2 LIZRE SN TV DHEE. ROMmon £72137 /34 A 7'
YIRBT T4 TIRYET, FET— FBOICHRESNTWDOES, 731 ALY
n— RENETA, ROMmon E— RNIT7 77 1 7272 A,

« SWITCH_IGNORE STARTUP CFG : i3 1 DAL, T/AA A TRE— T v F a7 4
Fal—arNERINET, HERREINTWARWESIE, ATt dnE
T, TAUTFEAIY FEHAEETH Y, 10S @Jﬁ)ﬂfﬁfé&i%

iPXE DN HR— 3 BDHCP A T 3>

iPXE 7 — k%, ROMmon &— KT, ® DHCPv4 3 L UXDHCPv6 47 3 VR — kLT
\iﬁqo

\}

(GF)  Catalyst 9000 >V — R ZA v F L, DHCP 47+ 3 60, A7 2 77, DHCPv6 A7 =
Y1, AT a5, BEIOA T ar 16 2R —FLTWET, DHCP 47 3 > 61 I,
Catalyst 9300 33 LTV 9500 'V — R A4 v F TOILYHR—FEZNTNET,

*DHCP A7 3 60 : XU & — 7 F A#HIT, ZOF 7 3 121F, ROMmon BREEA %K
MODEL_NUM DfE3 & E SAVE T,

*DHCP 47> a6l: 7747 bk, ZDOA 7L a2k, ROMmon EREEA %L
SYSTEM_SERIAL NUM DfENFEE S E T,

\}

GE) oA 7T =3 idCatalyst9400 Y — R AA » FTIEHHR— &
NTWER A,

*DHCP A7 v arv 77 :a—V 7T A4+Fary, ZOF 7Y g%, DHCP B 7 v
MZBIMENSH DT, iPXE & W) LFINCELVWVEEEATHET, 2047 a v
1Z. DHCP — 57— b 570D A A—T %I iPXEDHCP 7 7 A 7 > b %4y Bf
THRIEHSNET,
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iPXE 549 K— k3B DHCP A T3> [

WIZ, ISC DHCP H— 35 D DHCPv4 X E T, A7 > a > 77 DA R I TV 54
PRLET, ZOFNIBITAISEMEIT. A7 a v 7T REFEELTEY ., UFSiPXE I2%
LWEBAIE, A A—VDT— K 77 ANVDURIBT RRAZ A RXINBZ LR LET,

host Switch2 {
fixed-address 192.168.1.20 ;
hardware ethernet CC:D8:C1:85:6F:11 ;
#user-class = length of string + ASCII code for iPXE
if exists user-class and option user-class = 04:68:50:58:45 {
filename "http://192.168.1.146/test-image.bin"

}

*DHCPv6 A7 > ar1: 7747y "Bl T4V ar, ZoOF7T aZid, RFC3315
THE STV 5 ROMmon EEEA % SYSTEM SERIAL NUM OfEAHE S £,
ROMmon Bg 522548 THELE S 11 5 220X MAC_ADDR T,

eDHCPV6 A > a 15 : a—Y I TR F 7T gy, ZOF 7 3%, DHCPv6EE:RE X v
T—VHDOIPV6 22—V 7T A 4T a0 ThY, SUFEHIPXERRESNET, KT,
ISCDHCP — NTEZINTWEA T 3 15 DB ERLET,

option dhcp6.user-class code 15 = string ;

WIZ, DHCPv6 A7 2 > 15 DMEH 4T 5 DHCP — \EREDHI 2R L E7,

#Client-specific parameters
host switchl {

fassigning a fixed IPv6 address

fixed-address6 2001:DB8::CAFE ;

#Client DUID in hexadecimal format contains: DUID-type"2" + "EN=9" + "Chassis
serial number"

host-identifier option dhcpé6.client-id 00:02:00:00:00:09:46:4F:43:31:38:33:
31:58:31:41:53;

#User class 00:04:69:50:58:45 is len 4 + "iPXE"

if option dhcp6.user-class = 00:04:69:50:58:45 {

option dhcp6.bootfile-url

"http://[2001:DB8::461/platform-pxe/edid6/test-image.bin";

}

}

*DHCPv6 A7 a v 16: X H— T AL Tvar, T ARG ID (PID) NEF
NUTWET, PID IE, showinventory =~ > KO /)% 721X MODEL _NUM ROMmon Z 44
MORETEET, A7 a3 161X ISCDHCP — DT 7 4 )V hOA T L a Tl
<V ROEIITERTDHIENTEET,

option dhcp6.vendor-class-data code 16 = string;
KRIZ, DHCPv6 A7 a > 16 MEM SN TV HRER 2R L £,

# Source: dhcpd6ConfigPD
host hostl-ipxe6-auto-hostl {

fixed-address6 2001:DB8::1234;
host-identifier option dhcp6.client-id 00:02:00:00:00:09:46:4F:
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B oucreEamAT

43:31:38:33:31:58:31:41:53;
if option dhcp6.vendor-class-data = 00:00:00:09:00:0E:57:53:2D:
43:33:38:35:30:2D:32:34:50:2D:4D {
option dhcp6.bootfile-url
"http://[2001:DB8::46] /platform-pxe/hostl/17jan-polaris.bin";

WDFET, ZOHNIEREINDIEERT7 4 —V REHALET,

R4 TILVHEAT 1 —ILFDEHRBA

14—k BLE
dhcpé.client-id 7747 v MRl T % DHCP EA 70+
(DUID)
dhcp6.user-class DHCPv6 47> 5 15, 22— 7 T2 47
vay,
dhcp6.vendor-class-data DHCPv6 47> a3 16, AA v F O ID
(PID) &L H— T FAFT v a,
dhcp6.bootfile-url 7 — bk 7 7 AL URI % %K 9 5 DHCPv6 %
7a 6,

DHCPv6 [& & 55l F

RFC 3315 12 L » CTEFZEIN TV 5 DHCPvG6 #%5+ (DUID) 1ZiE, RO 3 FEELH Y £,

« DUID-LLT : DUID V > 7 Jg§7 R L A L%, DHCP 7 /31 AZHEEL T DRy b T —
TAHE =T AAAD) I ET RLRZ, EREINTZBELNOH A DAX T HBIMS L
=4 DT,

« DUID-EN : ENE, =% —7"7 A X% (Enterprise Number) DOW&ETd, Z @ DUID I,
R —ZENY B THNEA D ID 2SN TV ET,

*DUID-LL : DHCP (7 A4 7 ¥ hY—23) TS RZHKABNIERINTHWD Ry b T —
T AVEBE—=T A ADY BT RLAZMH L B S5 DUID TF,

COMREE YR — R L TWH A3 T34 AL, DHCPZ 74 7~ (DHCPv6 #5537 » K
WDT A A) ZiBI7 5 DIZDUID-EN (DUID % A 7'2) %M L3, Catalyst9000 >V —
A ZA »Fi%. DUID-EN 7213 T72< DUID-LL (DUID % A 7 3) & ¥R — KL TWET,
DUID-EN (I SN ARITY, 72720, A v F NI OREERTE 241X, DUID-LL
DERR S TER S ET,
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iPXE DEXTE A

iPXE D% E

ipxepxerE [

FIEDHE
1. enable
configureterminal
3. * boot ipxe forever [switch number]
* boot ipxe timeout seconds [switch number]
4. boot system {switch switch-number | all} {flash: | ftp: | http: | usbflashO | tftp:}
5. end
FIE D
FIR
OV RERETIV3 Y B
AT 71 |enable b EXEC E— REHIC L ET,
{5 e MNAU—REANLET (FREINEHH) .

Device> enable

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—r )L ar7 4 Xalb—3 gy T— KEBith
Li‘g—o

RAFw 73| - bootipxeforever [switch number] BOOTMODE ROMmon A ¥ % &% & L £,
* boot ipxe timeout seconds [switch number] .
« forever ¥— 7 — KNi{ZX. BOOTMODE ROMmon
fil 75%5 % IPXE-FOREVER & L CREL £7,
Device (config) # boot ipxe forever switch 2 .
» timeout & — 7 — KiX, BOOTMODE ROMmon
I J5¥5 % IPXE-TIMEOUT & LT LET,
Device (config) # boot ipxe timeout 30 switch 2
27w 7 4 | boot system {switch switch-number | all} {flash: | ftp: | | fi5i L= 370 b A 2 — D& B L £,

http: | usbflashO | tftp:}
fi

Device (config) # boot system switch 1
http://192.0.2.42/image-filename

R

Device (config)# boot system switch 1
http://[2001:db8::1]/image-filename

« UE— ® FTP/HTTP/TEFTP #— 321%, IPv4
FEIPv6e 7 KL AR X E9,

e NS TNIZIPV6 7 KL A B ATTANLEN S
D £4 (RFC27321ZHt-T) o £ LW
B, TS AFEHLET A,
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ARV RFERETIVa Y

B8

ATy TH

end

1 -

Device (config)# end

Jua—rb a7 4 Fal—iary T— REKT
L. M EXEC E— RIZREY £,

FINA R T— FDBE

734 A 77— M, noboot ipxe % 7-1% default boot ipxe =~ > KOWF i L T E

TZFET,
FIEDHE
1. enable
configure terminal
3. * no boot ipxe
» default boot ipxe
4. end
FED FH 4
Fig
ARV RFEEEFET7IVa Y B8
RTw 71 |enable K EXEC E— FZ A LET,
{5 e NRAT—RKEANLET (FEREINTEHE) .
Device> enable
R 72 | configureterminal Jua—)L a7 4 Xal—ay T— &G
1 LET.
Device# configure terminal
AFwF3| +nobootipxe TNRAAT = ERELET, 774NV EOT— 1
« default boot ipxe F— RIEF A A T — T,
11 TNNAATT 74V REEHINZLET,
Device (config) # no boot ipxe
1
Device (config) # default boot ipxe
AFw 74| end Jsa—n)ary 7 4 Xal—3ary ET— REKT
Bl - L. i EXEC £— FICR Y £,

Device (config) # end
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ipxe ozxEh |

iPXE O 2% %E 5
{51 - iPXE #& R

TR, T8 ARA A= TlEEI§T 5 E T, DHCP ZRA MR L TEET L LD
(2 iPXE 2@ ET 202" L TWVET,
Device# configure terminal

Device (config) # boot ipxe forever switch 2
Device (config) # end

LRI, 7— b B— N % ipxe-timeout (2% iET 2 HIEDOHIZ R LET, FEINL T
DA LT T MEZ200 T, RESNTND XA LT U MRIEHZIZ IPXE 7 — h
[EENEETDHE, WESNTWDIT A AT = RT 7T 4 7RV EST, Z0
BT, BEFHDT /3A A 7 — M http://[2001:db8::1]/image-filename T3,

Device# configure terminal

Device (config) # boot ipxe timeout 200 switch 2

Device (config) # boot system http://[2001:db8::1]/image-filename
Device (config) # end

B TILDIPXET—F 04

KITRTDOIE, ROMmon E— ROF AL ANSDY ) 7 —h a4, 22T
%, ipxetimeout =~ > REZFEH LI FE 7 — FARESNE T,

switch: boot

pxemode: (ipxe-timeout) 60s timeout
00267.887 ipxe get booturl: Get URL from DHCP; timeout 60s
00267.953 ipxe get booturl: trying DHCPv6 (#1) for 10s

IPvé4:
ip addr 192.168.1.246
netmask 255.255.255.0
gateway 192.168.1.46
IPvV6:

link-local addr fe80::ced8:clff:£fe85:6£00
site-local addr fecO::ced8:clff:£fe85:6£00
DHCP addr 2001:db8::cafe
router addr fe80::f29e:63ff:fed42:4756
SLAAC addr 2001:db8::ced8:clff:fe85:6f00 /64
Common:
macaddr cc:d8:cl:85:6£:00
dns 2001:db8::46
bootfile
http://[2001:DB8::461/platform-pxe/edid6/17jan-dev.bin--13103--2017-Feb28--13-54-50
domain cisco.com
00269.321 ipxe get booturl: got URL
(http://[2001:DB8::461/platform-pxe/edid6/17jan-dev.bin--13103--2017-Feb-28--13-54-50)
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B iPxe mov > 7L DHCPus H—/ iR

Reading full image INTO MEMOTY otuu it e e et e e e et et s e e et et s e s et e s e s e e o
Bundle Image

Kernel Address : 0x5377a7e4

Kernel Size : 0x365e3c/3563068
Initramfs Address : 0x53ae0620
Initramfs Size : 0x13a76£0/20608752

Compression Format: mzip

iPXE FD 4> 7)1 DHCPv6 H—/ \#& Rk

WIZRT DX, 55 D 7= 9|2 Internet Systems Consortium  (ISC) @ DHCP H— 37> 5 H
5 L7z DHCPv6 H—/SE DRI T, SEHAIC S # 230 24713, < MRk it LT
WHAAL T,

Default-least-time 600;
max-lease-time-7200;
log-facility local7;

#Global configuration

#domain search list

option dhcp6.domain-search "cisco.com" ;

#User-defined options:new-name code new-code = definition ;
option dhcp6.user-class code 15 = string ;

option dhcp6.vendor-class-data code 16 = string;

subnet6 2001:db8::/64 {
#subnet range for clients requiring an address
range6 2001:db8:0000:0000::/64;

#DNS server options
option dhcp6.name-servers 2001:db8::46;

}

#Client-specific parameters

host switchl {
#assigning a fixed IPv6 address
fixed-address6 2001:DB8::CAFE ;

#Client DUID in hexadecimal that contains: DUID-type "2" + "EN=9" + "Chassis serial

number"
host-identifier option dhcp6.client-id 00:02:00:00:00:09:46:4F:43:31:38:33:
31:58:31:41:53;

option dhcp6.bootfile-url "http://[2001:DB8::461/platform-pxe/edid6/test-image.bin";

}

DHCP #— " 2= ROZEMITOW T, ISCDHCP H— X D Web 14 N2 HB LT
<TZEV,

Z OFERITIL, dhepb.client-id 47T a NFARAL v TFEHHIL, X —FTF A4 X
FA T FDUID & £9, 7747 > hDUID L, 16 #E D 00:02+00:00:00:09
+ DV X =Y VY TNEGEBERT LI TEEST, 22 T2ldn =TT
AR FAT > hDUIDZA 7, 9FL Rapx ¥ —7FF A4 XDUID DT HIF 21—
FEZFNENEBRL, 16 EERXTOL vy —3 2 U T AFESD ASCIH 21— RNk & £
To TOVTNDAAL v FDY v —3 U T IIESIL, FOCI831X1AS T,
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| Foeva=vy
PED RS T a—F4vvoEk [

T— kK 77 A4V URLIZ. $EEESNT-DUD ZHEH L TOHRAAL v FITT RAAZ AL XK
nEJ,

DHCPv6 X ¥ — 7 5 A+ a2 16 H, DHCP — LD AA v F ZiHBIT57=
OIFERTEET, 7 arl6era—TERAL T a L L LTEERTDHITE. KD
EIIERELET,

option dhcp6.vendor-class-data code 16 = string;

WIRT DI, A v FRIEID 26 L TR S 72 DHCPv6 RN & — 7 T A F7
v a 16 [ ZHESWTAL v T Z#HAIT 5, DHCP B — OB T,

# Source: dhcp6ConfigPID

host edi-46-ipxe6-auto-edid6
fixed-address6 2001:DB8::1234;
host-identifier option dhcp6.client-id 00:02:00:00:00:09:
46:4F:43:31:38:33:31:58:31:58:31:41:53;
if option dhcp6.vendor-class-data = 00:00:00:09:00:0E:57:
53:2D:43:33:38:35:30:2D:32:34:50:2D:4C {
option dhcp6.bootfile-url "http://[2001:DB8::461/platform-pxe/edid6/17jan-dev.bin";

}

Z ORERICIE, dhep6.vendor-class-data 4" = > 1%, DHCPv6 47> = > 16 &
L ¥£79, dhepb.vendor-class-data T, 00:00:00:09 (X3 XA 2D x> ¥ —7 7 A X DUID,
OE /X PID »E X, BLU¥EY X 16 X PID T3, PID X, showinventory =~
¥ RE 721X CFG_MODEL NUMROMmon ZEH DM NN OHFETHZ b TEET, 2
DY > T AR T &5 PID 1L, WS-C3850-24P-L T,

H— R D DHCPv6 A7 3 B L O'DUID %, ISCDHCP V— XDHA KT A
I~ T, 16 R TIRETHILENDHY £9°,

iPXED S TILoa—TFa2oDED F
CDHETIEH, NI TNV a—T 4D EBRBELET,

s BB ARFIZ iPXE 7 — AL IS5 & 7351 A, A2 DHCPv6 Eig A v & —
COREEFRITL, FO% T, DHCPVAMRILA v E—YOEEEZRITLET, 77— E—
K723 ipxe-forever DA, T3 AlX, 202 2E MR L CKIE L £7,

s BE)E— R IPXE ¥ A A7 U NOYH. T3 AL, PIZ DHCPv6 g A v tE—
Z. IRIZDHCPVA RN A v B — V% EE LIk, XA L7 U NGRS L, 734
AT =M MIT =N 7 LET,

¢ iPXE 7' — FZHMr+ A1, v Y —IV I T T A7 E2EELET,

UNIX Telnet 7 74 7 & F & H L TWAHGATT, Cul F—Z2 M L72RET] F—%2 7
L. TUAIREREENET, FOMDTelnet 7 A4 7> FEMEHLTWAHEEA, £7-0%
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U TIVR— MIESZEER L TCWAEEIE, T LA 7 DEEDO Y H—iF, Blox—A k
n—7 £tk a~ s FOBERHY £9,

¢ DHCP — I A A= TIET 5 H DD DNS H— 37K 2 M 2R T X R0 A
DNS 5w 72/ LE9,

A\

() ISC ® DHCP +— DOl HZBEiD LEJ, 10S @ DHCP TiLZ
OREREITEIMAES N TV ER A,

« HTTP Y — RO 27 A b4 5121%, HTTPa v —%2F/H L T, HTTP Y — 15080
P TN T ANET A A |Za—LET, 72L& 21E ROMmon 7' 7 KT, copy
http://192.168.1.1test null: (7 7 v ¥ 2Nl IER v 7 S TEY . 7 A MINull 731
AZfERT 20N H HYA) £ 7213 http://[2001:db8::99/test & A1 L £,

s FE) T — FEAERMELENTEY, 77— FEF— KRB PXEZA LT T N THIEE., T4
ADNEIRFEARFIC BEIICEE T2 2 LiddH Y £ A, ROMmon E— K Thoot =<2 K
EEITLET, 77— M o AREREARICAB CRAT 2 LT 2120k, FE7—
[ L) | Al = S

e ROMmon E— K D IPv6 7 RL ARF 7 4L f L —F B ELHULED IPv6 /3T A — X k3
KT AHIZIE, nete-show =~ > R&EFHLET,

N

GE)  Catalyst 9000 > U — R ZA »F TlE, net-show show 2> F%
EHLET,

REIZHSN T, net-dhep F 7213 net6-dhep =~ > R&MH L £, net-dhcp =~ K
/X DHCPv4 HHD7 X k =2+ R, neté-dhcp =~ > NiE DHCPv6 HHD7 A F a<w > N T

—’9‘«0

Y

GE)  Catalyst 9000 2 U — X A A » FClL, DHCPv6 IZ net-dhcp -6 =2~
YREEALET,

« BRTEMRT HI2IE, diga~> REHEHLE9,

A\

(GE)  Catalyst 9000 > U — X A A »F Tl dnslookup ==~ > K% H
L CAHTA R L £,

s Web %— 3050 HTTP & a2 — R&FR/RTHI121E, HTTP T3y 7 0 7 &2 G0
K
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ipxe (<7 pemiEs ]

¢ AT — ML AT FLZAHERE (SLAAC) 7 RLARAERKEINRVEE. IPV6RA A v
=V EREREMT IV NHY EHA, ZOYE, IPv6 TOIPXE 77— MNE, V7 m—
HNVEFITHA Fa—h DT RLUATORMEHTEX 4,

iPXE [ZR89 5 BENEHR

ESPERE]S T=aT7ILBA L
TurI=we Vs 4 av R ['Programmability Command Reference, Cisco 10S XE
Everest 16.6.1]
BES LU RFC
=4 /RFC 24 kL
RFC 3315 ['Dynamic Host Configuration Protocol for 1Pv6 (DHCPV6).J
RFC 3986 ['Uniform Resource Identifier (URI): Generic Syntax/]

SRADTY ZHI YR—F

FiEA s

CAaDYR— K WebH A FTiE, R EL5 7 2 12— | http://www.cisco.com/support
T2 N7 TNy a—T 4 U ZIZBENL T T 5 X912,
oA T ARV =L EIILDETLEERA TS Y — Rk
et L CunET,
BHEVORGLOEX 2 U T 4 FRSBAINEREAFT 52012,
Cisco Notification Service (Field Notice 757 7 = A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— N EDOKFEY — R TIMATE LT,

VAaDPR—F Web B A FDY—)UIIT 7 AT HEIE.
Cisco.com D —HF ID BLONRA T — RBNE T,

iPXE 0D #£5E1E

RORIZ, ZOFY2—/)LTH LIZREICE T2 Y U —2 R s LET, ZoXRT, V7
FY=7 VU =R FLA U THEEOYR— FRNEASNEEDY T by =T VY =72
FZERLTWET, TORREIL. FRTW 0 B2V IRY | ZNLEO—EDY 7 ro =7 U ) —
AZATHHR—FSNET,
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B rxeonems

Jaeva=vy |

TTY R T ADYR—-FBIO AT YT hT 2T A A—=VOHFR— MCET B HEHREZ R
&9 % IZ1%, Cisco Feature Navigator Z /] L &7, Cisco Feature Navigator |27 7 & 23 2|2

I¥. www.cisco.com/go/cfn |

% 5:iPXE DH%REER

IHEN L £9, Ciscocom DT BT MIMLEH Y FHA,

taE

iy

-2

HREETRHR

iPXE

Cisco IOS XE Denali 16.5.1a

Fv hU—27 7 —hua—X, IPv4/IPv6
TNAAR—=RFE T Xy NU—7
NR—=ZDEEFETNE DT — NLEL A W
AR—=FLET, Xy hU—27 T—}
V—RX, iIPXED LI RV 2— 3
VEMERA L CEBMICHRE S D KNE
N E9,

ZOMEEIX, RDOT T v M7 F— AT
LI TWE LT,

* Catalyst 3650 > J — X A A v F

* Catalyst 3850 > U — X A A v F

Cisco IOS XE Denali 16.6.1

Cisco 10S XE Denali 16.6.1 Tlx, Z D%
BRIZIRDT T v b7 +—AIZEEIN
Twibto

* Catalyst 9300 >V — & A A v F

* Catalyst 9500 ' U — X A A v F

Cisco IOS XE Everest 16.6.2

Z DOFEREIE. CiscolOS XE Everest 16.6.2
T, Cisco Catalyst 9400 > U — X XA v
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IOXMAN 78, =3 2L — h &N/ TCP /XA % XML 7 7 A Vinb B L £,
IOXMAN 73, UNIX Y7 > bZBi&, VE— Y7y MIERLET,

IOXMAN S, fHFIRERT — X &V 7y vMBHLEY . AvbE—YDIETT ¢ (EKR
B ARTELT. AveE—V2 7 0 AFAE L, BITLT, Fa—ICBMLET,

errmsg ZfiH L CARA Fd [devilog T /34 AZA v —VEFETDHZA ~—NEGE
iﬁqo

75— 4 3 Cisco 10S syslog I[ZRIF S NV E T,

LXCD ~L—X

1

a ~ w

FARNOSHN, FARNT TV r—3 3T ldevittyS3 #H4hZ L£7,
A —T% [devittyS3 12 2 B —F % L 9 1T sydlogd &% E L £,
FANT TV =y a s, devittyS3 12T — X 2 EXARET,
Libvirt 25, 7R A kT /deviptsly ~® /dev/ttyS3 # =3 = L — h L £,

IOXMAN 73, T3 =L — k&7 U 7L 551 A [deviptsly % XML 7 7 A Vi b B
L/i—a—o

IOXMAN 73, fEHA[REZRT — & % [deviptsly 725 U v AL U TRt AL D . 7 4 /L 2 JLEL
L., fiff LT, AvE—Y%10x hb—Aa ZITBREFELET,

I0x ks L—2xu ZFRoO%E1%, IOXMANZS h L—2 a2 7 7 A )L % [bootflash/tracel ogs
Wr—7—var LET,
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B rot—cvonxser—=x

KVM D kL—2R
1. ZAROSH, “ARNT 7V r— 3 TldevittyS3 Z#H%NZ L £,

2. Avt—U% devittyS3 22 —92% K 9T syslog R E L £,

3. FARNTTUVr—va i, devittyS8 o7 — % #EX AR ET,

4. Libvirt 23, 7R A FTTCP SA~D [dev/ttyS3 Z# =X = L— b LET,

5 IOXMAN A3, =3 =L — F&N7=TCP /XA % XML 7 7 A A LG L E T,
6. IOXMAN 73, UNIX Y7 v bZBl&, VUE—FY 7y MIERLET,

7. IOXMANW®, ERATRERT — X &V 7y b bEARY , A vb—YDvET77 4 (AKX
FE) LALEBRELTC, AvE—T% 7 0 UXMBR L, T LT, IOx hL—2Ra JITk
WMLUET,

8. IOx b L—Au 7N OEEIL, IOXMAN S h L—2A 1 7 7 7 A /L % [bootflash/tr acelogs
Ze—7—varyLET,

AyvE—o0AFXUTEML—R

Z ZTIL, CiscoIOS syslog ~D A vE—TyDuaXx 7L L —RA 2O T L £,

Cisco 108 Syslog T A vtE—mAOXxL sy

FARNT TV r—varpbZE Lo 72 ytE—ThH, IOXMAN A vE—Y
DYETT 4 (EKE) 25 7 4/L b TNOTICE IZFE L TH 5 Cisco I0S syslog (255 L %
T, 10Sd TRIESNTEA vE—TiFar Y —LZFREN, RO A v E—T AT syslog (2
RESNET,

*Apr 7 00:48:21.911: %IM-5-10X_INST_NOTICE:ioxman: |OX SERVICE guestshell LOG:
Guestshell test

Cisco 108 syslog [ZH#EHLT 5 72D1Z, IOXMAN IR ¥ 7 A v =YD 77 4 (ERKE)
LAV EFR—FLTWET, Y ET7 4 (ERE) ObLaXr 7 Ayt—VaRETDIC
X, FARNT TV =2 a U TA Yy B—VORHEIISy ¥ —Z BT 2 0ERH D £,

[al23b234,version, severity]

al23b234 is magic number.
Version: severity support version. Current version is 1.
Severity: CRIT is 2

ERR is 3

WARN is 4

NOTICE is 5

INFO is 6

DEBUG is 7

RIZ, Ave—VuroflzRLET,

echo “[al23b234,1,2]Guestshell failed” > /dev/ttyS2

[ CiscolOS XEBengaluru17.6x 7O S5<YEYF 4 2> T4 FaL—2a v A K



| vznexvUTHiEE

rvt—vonxyse -2 ||

FARNT 7V r—3 a5 Cisco IOS syslog (2 X2 75— X ZHET 512X, ROFINEE
FITLET,

1

CTurIIvriERALTWAEHEAEIL, wite) ZEH L Tr¥ L 7T —2&KRA MMIk
FELET,
#define SYSLOG TEST “syslog test”

int £d;

fd = open("/dev/ttyS2", O_WRONLY);

write (fd, SYSLOG_TEST, strlen (SYSLOG_TEST) ) ;
close (£d) ;

v ar =L EERAL TWAEEIL, echox L TeX o /5 —F &R A MIEE
| =

echo “syslog test” > /dev/ttyS2

I0x FL—XATADAYE—DD FL—X

FARNT TV r—2arhbI0x hb—2a 2 hLb—2A X v =% ET 5121, ROF
EZ ST L ¥,

1

CTnr 7375 HLTHWDAEAIE wite) ZHHALTCRL—2A X vE—T%KA B
WCEELET,
#define SYSLOG_TEST “tracelog test”

int fd;

fd = open("/dev/ttyS3", O _WRONLY) ;

write (fd, SYSLOG_TEST, strlen(SYSLOG TEST));
close (fd) ;

CTulII 7 uFERLTHDEAIF, sydog) ZEH L THRL—A X v E—T% KA R
WCERLETS
#define SYSLOG TEST “tracelog test”

syslog (LOG_INFO, “%s\n”, SYSLOG TEST);

Yol —)LEFEALTHWEEEIE, echoz AL THL—AT —HX %R A MIXEE
LET,

echo “tracelog test” > /dev/ttyS3
or
logger “tracelog test”
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B xrozzamsamz

TFA D ILZBMT BHE

I0x DEE

1R BRI

IO IIBAAE THRE T2 00 £, YA Mz VR TEFICAENCT 5121%. CAF., 10Xman,
B L Libvirtd ' —EZANRFEIT L TWALENRDH D 97,

FlEDBRE
1. enable
2. configureterminal
3. iox
4. exit
5. show iox-service
6. show app-hosting list
FlED A
FIE
AT REEETIV 3 Y Br
AT 71 |enable FEHE EXEC E— RZ2HIC LT,
1 - e NRRAT—=KRZADLET (ERENTZHES) .
Device> enable
2+ 2 | configure terminal Jsa—s v ary7 4 Xa b—ay EB— Nadh
B LET,
Device# configure terminal
ATy F3|iox 0x —tE 2% ELET,
1 -
Device (config)# iox
2Ty 74| exit Ja— S arZ 4 Falb—var T REKT
i - L. ¥ EXEC ©— FIZEY 7,
Device (config) # exit
AT 75 |show iox-service IOx V' —EADAT—H A% FRLET,
B -
Device# show iox-service
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A i |

ARV RFERFTIVaY =)

R T 7 6 | show app-hosting list T NA ANZHKF L THIIZ 72 5 T % app-hosting H—

1 -

Device# show app-hosting list

2OV R NERRLET,

451
&IZ. showiox-service =< RO Iz~ L ET,

Device# show iox-service

IOx Infrastructure Summary:

IOx service (CAF) 1.10.0.0 : Running

(

IOx service (HA) : Running

IOx service (IOxman) : Running

IOx service (Sec storage) : Not Running
Libvirtd 1.3.4 : Running
Dockerd 18.03.0 : Running
Application DB Sync Info : Available
Sync Status : Disabled

RIZ, show app-hosting list ==~ > RO B ZR L ET,
Device# show app-hosting list

guestshell RUNNING

FZrT)DEHE

Y

(GE)  VirtualPortGroups |3/V—7 4 7 77 v 74— LA TOHRYAR— I TWVET,

1R BHEIIZ
FARz2VDT 7B ADERET D I21E, IOxDREESNTETLTWALERH D £47, 10x
NEEINTORNVESIT., RORA vE—UNTF AL Ray Y —VICEREINET,

iox feature is not enabled.

I0x ZHIBR T A e, AR 2L T 7 BRATERLS LD ET, 72720 rootfs 1T B LT
FHA,

TR 2 VEAIZ L TEET S L9, 7707 —2 g VERITIERA V4 —T 24 A
RETHDVENRDLYET, YA 2 VDA B —T =2 A ZABFNNTT B IFEOZEIZ DN T
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B 7 =xrozroem

IZ. [Configuring the AppGigabitEthernet Interface for Guest Shell] 33 XY [Enabling Guest Shell
on the Management Interface] D& 7 v g VESRL T E S0,

FlEDHE
1. enable
2. guestshell enable
3. guestshdl run linux-executable
4. questshell run bash
5. guestshdll disable
6. guestshell destroy
FEDEEHE
Flig
AU RFEEETIVa Y Br
A7 71 |enable ¥#HE EXEC =— RZ2 A LET,
B e NRATU—REANLET EFEREINZEHE)
Device> enable
Zj—_\yj’z guegshell enable FA N vzl —ERADHR,
1 - Gx)
Device# guestshell enable . gu&stshell enable =< N, *v hU—F

72 & BE Virtual Routing and Forwarding (VRF)
A AZ AL ET,

e 7k RFI Fy NT— F T
VirtualPortGroups (VPG) ZfEH L T\ 554
%, £7 VPG 2T 2 MERH Y £7,

cJARMIPT RLARELT—=FU=AIPT FLX
BRI TRy FNIZHLLERH Y £7,

R T 7 3| guestshell run linux-executable FA N T2V TCLinux 7R 7 AEFEITLET,
i : GE)
Device# guestshell run python CiscoIOS XE Amsterdam 17.3.1 LAFED V) V) — 2 T,
E71 Python /X"—3 5 3 DHNPYAR— F I ET,
Device# guestshell run python3

ATy 7 4 |guestshell run bash Bash > = /L ZBAIAL T, A b v =/WZT 7 A
fil - LET

Device# guestshell run bash
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AU RFERETIVa Y Be
AT 75| guestshell disable AN vz =R LET,
f5l -
Device# guestshell disable
AT 7 6 |guestshell destroy PAN = REHET VT4 TL T, T
Bl - AR = LET,

Device# guestshell destroy

FIVr—2a3 0 RRATA VT #FERLES AR ZIILDERE
A\

G ZoOHX, vAaN—T 47 TT7y b7 —A#EHASET, VirtualPortGroups (%, Cisco
Catalyst A1 v F 7 7T N7+ —ATIEHHR—FINTOERA,

AR 2VDT 7 ANPERET 120, IOXDBREINTEITLTWARLENDH D F9, I0x
BEREINTWRWERIT, ROA v E—URT AL A3y Y — R rnInNET,

iox feature is not enabled.

I0x ZHIBRET DL, YA vz /WIHLT 7 BATE R0 £9, 7272 L rootfs I3 2% 21T
FH A,

)

GE) ZOFE 7V r—rvarRAT 4 THRHER LT A M=V OER) 2 H LT, Cisco
10S XE Fuji 16.7.1 BAED U U —ZDHF A b3 = VA FWNZ LE T, Cisco 10S XE Everest 16.6.x
URITCIE, A vz /VvOFE (111 X—) OFIEZHERLET,

config)# interface GigabitEthernetl
config-if)# ip address dhcp
config-if)# ip nat outside
config-if)# exit

Device
Device
Device
Device

Device (config-if)# interface VirtualPortGroupO

Device (config-if)# ip address 192.168.35.1 255.255.255.0
Device (config-if)# ip nat inside

Device (config-if)# exit

Device (config) # ip nat inside source list GS NAT ACL interface GigabitEthernetl overload
Device (config) # ip access-list standard GS_NAT ACL
Device (config)# permit 192.168.0.0 0.0.255.255
Device (config) # app-hosting appid guestshell
Device (config-app-hosting) # app-vnic gatewayl virtualportgroup 0 guest-interface 0
Device (config-app-hosting-gateway) # guest-ipaddress 192.168.35.2 netmask 255.255.255.0
Device (config-app-hosting-gateway) # exit

(

Device (config-app-hosting) # app-default-gateway 192.168.35.1 guest-interface 0
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B x> L0 AppGigabitEthemet 1 > % — 7 = 4 RDHE

Device (config-app-hosting) # end

Device# guestshell enable
Device# guestshell run python

3:7FVr—2a RRATA VT EFERALEZS AL S ILOEBER

3 N

10S XE Guest Shell Container

ethO

Internet 192.168.35.2

192.168.35.1

Cisco device
N J

366962

BIE SRV D%y U —F% 2 7Tl GigabitEthernet f % — 7 = A A & VirtualPortGroup - >/
2 —Tx A X% LEOKNITRT EOICRET DMERH Y £7, 7 A F ¥ = /LI Virtualportgroup
ERETA L HF—T A AL LTHEAL, NATZBU TR Y N —7 128 L ET,

WEE NAT OFEICIEL, Oa~vr REMHALES, TR, FRA S Y= AR 2 —
Ty MIEREEL, 728 2, Link Y 7 Ny =T EHFH 707 T LERETEH L9100 £7,
ip nat inside source list

ip access-list standard

permit

oo guestshell run =~ > Rid Python EITREEY 7 A LA FEITLET, F72. guestshell
run =<2 R&MEH L TMO Linux FEITAIREY 7 A VEFATTH2 &b TEET, =& 2T,
guestshell run bash =@~ > Fid bash > = /L Z#&) L, guestshell disable =~ > RiZF A hv =
Ny hE T LTEMICLET, BTV AT L2 n—RKLThH, 72 b ¥ =/WT 8
DEFIZRYET,

X Z k< z )LO) AppGigabitEthernet f >4 — 7 = 4 RDETE

FIRDOHE

N

GE)

Wb

WD H AT %, AppGigabitEthernet f > % — 7 = A A & FfD Catalyst A4 v FIZOHEH I E
T, MOFTRTD Catalyst AA v Fix, HEEHA—FEHEHLET,

enable

configureterminal

interface AppGigabitEther net interface-number
switchport modetrunk
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exit
app-hosting appid name

© o N®

10. exit
1. exit

app-vnic AppGigabitEthernet trunk
vlan vian-1D guest-inter face guest-interface-number
guest-ipaddress ip-address netmask netmask

7R k< )L AppGigabitEthernet f >4 — 27 = 4 ADERTE .

12. app-default-gateway ip-address guest-inter face network-interface

13. nameserver#ip-address
14. end
15. guestshell enable

F gD

FE
ATV REREETI 3 Y B

RTvF1 |enable B EXEC E— FEAICLET,
Ik c R2AT—RFEANLET ERENEHA) .
Device> enable

R wF2 |configureterminal Ja—r L ary7 4 ¥al—y gy B— ek
15'] : L\iﬁ—o
Device# configure terminal

R w73 |interface AppGigabitEthernet interface-number AppGigabitEthernet f > % —7 = A AZHREL. A
1) - VHE—T 2 Af A AT 4 X2l —Tay F— %

YA

Device (config) # interface AppGigabitEthernet Fﬂﬂﬁu Liﬁ—o
1/0/1

XF w74 |switchport modetrunk A B =T 2 A A& N T R TE— R
Bl - BWELT, FANR=V I DT T Y7 ~D%
Device (config-if)# switchport mode trunk ;‘ﬁf{f%:l:‘/i»* }\ LiTO

ATy S5 | exit Ao B —TxAf A AT 4Fal— g F—R
R ERTL, Zr— 3 bar 7 Xalb—va -
Device (config-if) # exit FIZRY i‘@—o

AT w76 |app-hosting appid name TV r—varvEHREL, TV r—var ik
5l - AF 4T a7 4 Xalb—3g s B— Re Bl
Device (config) # app-hosting appid guestshell biﬁ‘o

AT w71 |app-vnic AppGigabitEthernet trunk NGV I R—= b 2T F IV r—ay RAT 47

51

ORI SRR — L LTREL, 77V r—va
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YINERYYTHE |

ARV FFEREETIVa Yy

S

Device (config-app-hosting) # app-vnic
AppGigabitEthernet trunk

VIRAT A4V NI a7 4K al—a
T— REBHBELET,

X5 w78 |vlanvlan-ID guest-interface guest-interface-number | VLAN A hA v X —T = A4 AFZEL. 77U
- r—ary wAT 47 VLANT 72 AP =2
>y — N — K Ly
Device (config-config-app-hosting-trunk)# vlan TAFalb—vas® R {/Fﬂﬁﬁu Lij«o
4094 guest-interface 0
ZF w79 |guest-ipaddressip-address netmask netmask (FFvarv) HHIP ZHELET,
i -
Device (config-config-app-hosting-vlan-access-ip) #
guest-ipaddress 192.168.2.2 netmask
255.255.255.0
ATy 10 |exit TV —ay RAT 47 VLAN 7 7 &£ A IP
- a7 4 FXa2l—aryrE®—FREKTL, 77U
Device (config-config-app-hosting-vlan-access-ip) # /7»—“/ 2 kaT{ ‘iﬁ ]\ 7v7 arz A Fa
it L—vary E—FRICIRY £7,
ATy 1 |exit TTVr—2ay RAT 47 N aryT g
Bl - Fal—varyrE—FEKETL, 77V —a=
Device (config-config-app-hosting-trunk)# exit :: RAT A v7 AT A Fal—rart— ]‘\ =
RV ET,
25w 712 |app-default-gateway ip-address guest-interface FT o N OEES— kA RRE LET
networ k-interface
i -
Device (config-app-hosting) # app-default-gateway
192.168.2.1 guest-interface 0
AT 713 | nameserver#ip-address RAA =LV AT 5 (DNS) P—ERE L E
1) kK
Device (config-app-hosting) # name-server(
172.16.0.1
RTv 714 |end TIVr—=vay RAT 47 a7 4 ¥ alb—
B - vay B— REZRT L, F5E EXEC T— FICRD
Device (config-app-hosting) # end 337f0
A7 715 |guestshell enable AN vab = 2RO,
11

Device# guestshell enable
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BEAUA—DJIAATOTR M T ILOEDIE
Y

G¥) DX AZL, CiscoCatalyst 9200 > U — R A A »F_ Cisco Catalyst 9300 > U — R A A v T,
Cisco Catalyst 9400 > J — X A A »»F Cisco Catalyst 9500 >V — R A A » F Cisco Catalyst
9600 > U —X AA v FIZHEMTE £

FIEDHE
1. enable
2. configureterminal
3. app-hosting appid name
4. app-vnic management guest-interface interface-number
5. end
6. show app-hosting list
7. guestshdll enable
F gD FEH
FIE
ARV FFEREET7TIVa Y B#
RTw 71 |enable FitE EXEC E— REZ AT L E T,
fil e MAT— R AN LET (ERINTHE) .
Device> enable
R w 72 | configureterminal ra—x)L a7 4 ¥l — gy F— Na Bt
f LETS
Device# configure terminal
AT 73 | app-hosting appid name TIV =y arEREL, TTYr—va R
i - TavT ar7 s ¥al—rarE— RefthL
ij‘o

Device (config) # app-hosting appid guestshell

AT v 7 4 | app-vnic management guest-inter faceinterface-number | fi#8 % o N U —2 A4 2 —T = A4 ZB L O X B
%l - A =T 2 ADEHT— b = A ZREL, T
TVr—ya i RAT 4T = T2 a7

Device (config-app-hosting) # app-vnic management

guest-interface 0 "B'YEIL L—yay '— F%Fﬂﬂﬁébi'ﬁﬁo
25w 75 |end TV = a VI RAT 4 VT ERS = R A 2
i : V7 4Falb—arE®— RNEK&T L, F5HEEXEC

ET—RNIZED £,

Device (config-app-hosting-mgmt-gateway) # end
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B =t zup 0 NETCONF 75 £ 2B & B

YINERYYTHE |

ARV RFERETIVa Y

B8

AT 7 6 | show app-hosting list AU A =L ENTWET F I r— 3 OBLED
15“ . Z?‘—&z%%ﬁ—\‘bijﬁo
Device# show app-hosting list GE)
AR 2 E, A VAR ENTNWAEEICD
I, THFVr— gDl A MNIERENET,
25w 717 |guestshell enable FA N vz =20,
B

Device# guestshell enable

#Z bz LH 0 NETCONF 7 7 £ 2 DHE 1L & Ehik

1R BRI

FARN 2 VNN BLRD 2= Rk LT, NETCONF-YANG 7 7 2 &)k L ¥,

FIEDHE
1. iosp_client -f netconf_enable guestshell port-number
2. iosp_client -f netconf_enable passwor dless guestshell username
3. iosp_client -f netconf_disable guestshell
4. iosp_client -f netconf_disable passwordless guestshell username
FIE D
FIE
ARV RFERRETI Va3 Y B#J
AT 71 |iosp_client -f netconf_enable guestshell port-number | netconf-yang ssh local-vrf guestshell =~ > R Z &% iE
i - L. NETCONF-YANG M9 % £ CHefie e 7 = >
Guest Shell: iosp client -f netconf enable 7 LET,
guestshell 3
R T 72 |iosp_client -f netconf_enable_passwordlessguestshell | 2 o = L7 7 & 2|23 72 SSH ¥ — &2 1ERE L £
username =+,
{5
Guest Shell: iosp _client -f netconf enable
guestshell guestshell
R 7 3 |iosp_client -f netconf_disable guestshell A b=V NETCONF ~D 7 7 & A % Hll bk

1

L/i‘g‘o
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Python 1 > 2 —TU 2072+ 2 ||

AR FERRTIVa Y B8
GuestShell: iosp client -f netconf disable « NETCONF-YANG %ﬁ‘ﬁﬂi%l Xhrx ﬁﬁ—:‘ LE9,
guestshell

NETCONF-YANG % > v & 7 3 5121,
no netconf-yang =~ > K& L 7,

ATvT4

iosp_client -f netconf_disable_passwordlessguestshell | 55 L= —F—D7 7 & 2% — %Nl L 9,
username

« NETCONF 7 7 & A |L2— — |kt L TH & i
- XAHTY, 7272 L. =—#—LNETCONF |Z
Guest Shell: iosp client -f BT A0 R A T — REfEHATAMENH

netconf disable passwordless guestshell guestshell

D ET,

1

Python 1 2 —T ) 2DT7 I X

Python (31 % 7 77 4 71 T&E 9, Python A7 U &7 AN = /L TCEITT D
Z &b TEET, guestshell runpython =~ > RZEH L TH Ak &= /L"CPython A % —
U X % LE) L, Python iK% B & £,

N\

() CiscolOS XE Amsterdam 17.3.1 KX D fifd> U U — A TlL, Python V237 7 4/ kT3, CiscolOS

XE Amsterdam 17.1.1 33 X O Cisco 10S XE Amsterdam 17.2.1 Ti%, Python V3 237K — K ST
WEJ, Cisco I0S XE Amsterdam 17.3.1 LAFED U U — AT, Python V3 37 7 4 /L h TT,

Cisco IOSXE Amsterdam 17.3.1 K YRID Y 1) —X

guestshell run ==~ > Ni&, Linux EITA[EEY 7 A /LD EITIZHHY T 5 CiscoI0S TH Y | Cisco
10S /& D Python 2 7 U 7 s D FATREZHERI AN A Z48E L E T, WROBIL, =< FOfxf /<
AERET HHEETRLTOET,

Guestshell run python /flash/guest-share/sample script.py parameterl parameter2

RIZ. Cisco Catalyst 3650 >V — X A A v F & 7213 Cisco Catalyst 3850 + U — R A A v F T
Python Z 2T 5614~ LET,

Device# guestshell run python

Python 2.7.11 (default, March 16 2017, 16:50:55)

[GCC 4.7.0] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>>>
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B 7=xrozn0

REH

YINERYYTHE |

OB, CiscoISR4000 > U — X H— " RFHAHH /L — & T Python AT 5 kxR~ LT
I/\\i‘a_o

Device# guestshell run python

Python 2.7.5 (default, Jun 17 2014, 18:11:42)

[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>>>

Cisco IOS XE Amsterdam 17.3.1 LAfED ) 1) — R

ROFE, Cisco Catalyst 9000 2 U — & XA »F |°C Python Z AN T D HEEZRLTWE
D

Device# guestshell run python3

Python 3.6.8 (default, Nov 21 2019, 22:10:21)
[GCC 8.3.1 20190507 (Red Hat 8.3.1-4)] on linux
Type "help", "copyright", "credits" or "license" for more information.>>>>>

FZ2 kT ILDETEH

Bl : TR DTIILDEE

Cisco 10S XE Amsterdam 17.1.x 5 5 Cisco 10S XE Amsterdam 17.2.x

ROBNL, T A =V ERINTT D I51EZ R L TWET, Cisco [0S XE Amsterdam
17.1.x 3 X T Cisco IOS XE Amsterdam 17.2.x Ti%, Python V2.7 3 & T Python V3.6 73
R—=hFEINTWET, 2720, 26DV YV —ZTiEPython V2.7 37 7 4 /L F TY,

Device> enable
Device# guestshell enable

Management Interface will be selected if configured
Please wait for completion
Guestshell enabled successfully

Device# guestshell run python
or
Device# guestshell run python3

Python 2.7.5 (default, Jun 17 2014, 18:11:42)

[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>>>

Device# guestshell run bash

[guestshell@guestshell ~1$
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Device# guestshell disable
Guestshell disabled successfully
Device# guestshell destroy

Guestshell destroyed successfully

Cisco 10S XE Amsterdam 17.3.1 LIfED 1) 1) — X

WO, 7F AR = VEEINZT D HEEZRLTWET, Cisco IOS XE Amsterdam
17.3.1 LAgED U U — 2 TlX, Python V3.6 DA NHAR— h &k 9,

Device> enable
Device# guestshell enable

Management Interface will be selected if configured
Please wait for completion

Guestshell enabled successfully

Device# guestshell run python3

Python 3.6.8 (default, Nov 21 2019, 22:10:21)

[GCC 8.3.1 20190507 (Red Hat 8.3.1-4)] on linux
Type "help", "copyright", "credits" or "license" for more information.>>>>>
>>>>>

Device# guestshell run bash

[guestshell@guestshell ~]$

Device# guestshell disable

Guestshell disabled successfully

Device# guestshell destroy

Guestshell destroyed successfully

VirtualPortGroup % & M5

)

(GE)  VirtualPortGroups 1% Cisco L—T 4 > 7 7T v N7 4 — A TOHYHR— F I TNE
R

FA RN V2V F oy b U —F 2 VirtualPortGroup A & X —7 = A AEERT 555
VirtualPortGroup - % — 7 = A AIIHEFADFHIP 7 KL ANRME TS, 71
VIR AE =T A RFA Ry MR SN TWDRERHY . Ry b
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U —27 7 RV AZEH (NAT) (& VirtualPortGroup & 7 12> b /%L AR— ORI THRE
SNTWDLRENRH Y £77,

WIZ/RT DX, VirtualPortGroup D% EH| T,

Device> enable

Device# configure terminal

Device (config) # interface VirtualPortGroup 0

Device (config-if)# ip address 192.168.35.1 255.255.255.0
Device (config-if)# ip nat inside

Device (config-if) # no mop enabled

Device (config-if) # no mop sysid

Device (config-if)# exit

Device (config) # interface GigabitEthernet 0/0/3

Device (config-if)# ip address 10.0.12.19 255.255.0.0
Device (config-if)# ip nat outside

Device (config-if) # negotiation auto

Device (config-if)# exit

Device (config)# ip route 0.0.0.0 0.0.0.0 10.0.0.1

Device (config)# ip route 10.0.0.0 255.0.0.0 10.0.0.1
!'Port forwarding to use ports for SSH and so on.

Device (config)# ip nat inside source static tcp 192.168.35.2 7023 10.0.12.19 7023
extendable

Device (config) # ip nat outside source list NAT ACL interface GigabitEthernet 0/0/3
overload

Device (config)# ip access-list standard NAT ACL

Device (config-std-nacl) # permit 192.168.0.0 0.0.255.255
Device (config-std-nacl) # exit

! App-hosting configuration

Device (config) # app-hosting appid guestshell

Device (config-app-hosting) # app-vnic gatewayl virtualportgroup 0 guest-interface 0
Device (config-app-hosting-gateway) # guest-ipaddress 192.168.35.2 netmask 255.255.255.0
Device (config-app-hosting-gateway) # exit

Device (config-app-hosting) # app-resource profile custom

Device (config-app-resource-profile-custom)# cpu 1500

Device (config-app-resource-profile-custom) # memory 512

Device (config-app-resource-profile-custom) # end

Device# guestshell enable
Device# guestshell run python

5l - X+ )LD AppGigabitEthernet f 2 — 7 = 4 RDEKE
A\

GE) WD & A7 1%, AppGigabitEthernet A > % — 7 = A A % F§D Catalyst A A F|Z D Fj
HainEd, oFXTo Catalyst A A v Fix, BEHA—FEHEHLET,

WORFNL, 7 A k¥ =L ® AppGigabitEthernet f > % —7 = A A& ET 5 k&R L
TWET, ZZTIE, VLAN4094 3% v hU—27 7 KL AZH (NAT) Z{ERL £
T TAUTFT A Mz VIZERHSNET, VLAN 1 [39MNBA > % —7 = A4 A TT,
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Device> enable

Device# configure terminal

Device (config)# ip nat inside source list NAT ACL interface vlan 1 overload
Device (config)# ip access-list standard NAT ACL
Device (config-std-nacl)# permit 192.168.0.0 0.0.255.255
Device (config-std-nacl) # exit
Device (config)# wvlan 4094

Device (config-vlan) # exit

Device (config) # interface vlan 4094
Device (config-if)# ip address 192.168.2.1 255.255.255.0
Device (config-if)# ip nat inside
Device (config-if) # exit

Device (config)# interface vlan 1
Device (config-if)# ip nat outside

Device (config-if) # exit

Device (config)# ip routing

Device (config)# ip route 0.0.0.0 0.0.0.0 209.165.201.1

Device (config) # interface AppGigabitEthernet 1/0/1

Device (config-if)# switchport mode trunk

Device (config-if)# exit

Device (config) # app-hosting appid guestshell

Device (config-app-hosting) # app-vnic AppGigEthernet trunk

Device (config-config-app-hosting-trunk)# vlan 4094 guest-interface 0

Device (config-config-app-hosting-vlan-access-ip) # guest-ipaddress 192.168.2.2 netmask
255.255.255.0

Device (config-config-app-hosting-vlan-access-ip) # exit

Device (config-config-app-hosting-trunk) # exit

Device (config-app-hosting) # app-default-gateway 192.168.2.1 guest-interface 0

Device (config-app-hosting) # name-server0 172.16.0.1

Device (config-app-hosting) # name-serverl 198.51.100.1

Device (config-app-hosting) # end

Device# guestshell enable

Bl EBA A —T A ATHDTRA M T ILOEE

Z OflIL, Cisco Catalyst 9200 > U — X XA wF Cisco Catalyst9300 > U — X XA T Cisco
Catalyst 9400 > U — X A A »F Cisco Catalyst 9500 > — X XA T Cisco Catalyst 9600
V=X AL v FIZHHATEET,

Device> enable

Device# configure terminal

Device (config) # app-hosting appid guestshell

Device (config-app-hosting) # app-vnic management guest-interface 0
Device (config-app-hosting-mgmt-gateway) # end

Device# guestshell enable

Bl AT ILOER

FA N v Ty G Link Oavy REFEFTTEET, ROBIE, —HoO
Linux 2~ ROMEELZ R L TOET,

[guestshell@guestshell~]$ pwd
/home/guestshell

Cisco 10S XE Bengaluru17.6x 704 5<vEY T4 av24F¥aL—vav A4 K ||



YINERYYTHE |

g
fit

B 5 72xroznory ro—%00%

[guestshell@guestshell~]$ whoami
guestshell

[guestshell@guestshell~]$ uname -a
Linux guestshell 5.4.85 #1 SMP Tue Dec 22 10:50:44 UTC 2020 x86_64 x86_64 x86_64 GNU/Linux

Cisco 4000 > U — X P —E 2 F AL — XX, CentOS Linux U U — & 7.1.1503 THEfit
S5 dohost 2 L F97,

\)

(GE)  dohost =~ RIZIL, iphttpserver 2~ RRT A A ETRHESNTND Z LA
2T,

Bl : “AFZILDXRY FID—F D TEERTE
FARN VDX y BT —F T TlE, IROFBIEDLETI,
e RAAL Y X —2h 25 . (DNS) ORE

e
i

« TuXTD

i

 7uXVOREEMHEHT H72DD YUM F 7215 PIP DR E
R~ 2z )L®D DNS ZTEDHI

FA K O T L DNS BRI D & B Y T,

[guestshell@guestshell ~]$ cat/etc/resolv.conf
nameserver 192.0.2.1

Other Options:
[guestshell@guestshell ~]$ cat/etc/resolv.conf
domain cisco.com

search cisco.com
nameserver 192.0.2.1
search cisco.com
nameserver 198.51.100.1
nameserver 172.16.0.6
domain cisco.com
nameserver 192.0.2.1
nameserver 172.16.0.6
nameserver 192.168.255.254
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Bl TOXDRBEEHD

Bl TOXTHKRTE

Bl TOXFVREEROD

JL ==
X e

on

Fv NT—=I N7 aXxrOBERICHIHEF, Linx T/ v BREHRELET, &
EREAE, BEICINOOEHAZBNL £,

WROBNE, T ux o BBERET D HEEZRLTWET,

[guestshell@guestshell ~]S$cat /bootflash/proxy vars.sh
export http proxy=http://proxy.example.com:80/

export https proxy=http://proxy.example.com:80/

export ftp proxy=http://proxy.example.com:80/

export no proxy=example.com

export HTTP PROXY=http://proxy.example.com:80/

export HTTPS PROXY=http://proxy.example.com:80/

export FTP PROXY=http://proxy.example.com:80/
guestshell ~] source /bootflash/proxy vars.sh

FA®D Yum & & U PIP D8R

ROBNT, 70 VERBEARORE Yum 2T 5 H5EER L TWET,

cat /etc/yum.conf | grep proxy
[guestshell@guestshell~]$ cat/bootflash/yum.conf | grep proxy
proxy=http://proxy.example.com: 80/

PIPOA A h—)LTlL, 7B X UREICHH SN DEREAHENEIRINET, PIPA
VARM=VZIX-EA T a v EABE L sudo A LET, BRESHNPRESINT
WARWIEES T, OB TRT I HICPIP a2~y RTENS ZBRMIICER L ET,

sudo pip —--proxy http://proxy.example.com:80/install requests
sudo pip install --trusted-bost pypi.example.com --index-url
http://pypi.example.com/simple requests

WOHITIE, Python O PIP A > A h— /L& H$ 2 HEERLET,

Sudo -E pip install requests

[guestshell@guestshell ~]$ python

Python 2.17.11 (default, Feb 3 2017, 19:43:44)

[GCC 4.7.0] on linux2

Type "help", "copyright", "credits" or "license" for more information
>>>import requests

zz I}
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AR VIIIVZET A ZEDMDSEER

FAEIE H I=aTILEA kL

Python & ¥ = — /L [CLI Python & = —/L ]

Yo ¥yF Foeva=7 [ta %vF Iovya=r7]
MIB

M MB®! >y

BIRLT Ty b7+ —24, CiscolOSV V—2A, BLO7 4 —F v &> MZBT 5 MIB
FPELTHF 7 a— R4 5121%, RO URL IZ3H % Cisco MIB Locator 2 L £9,

http://www.cisco.com/go/mibs

SRADTY ZHI YR—F

e s

AV R— N WebH A F T, Y AOBIELECT 7 2 v ¥— | http://www.cisco.com/support
WETD RN T TN a—TFT 4 U TITBESLTWEET 5 X 91,
Yo aT ARV =L EIILDETLEERA T )Y — Rk
Rt L TnET,

BHEVORGEOEX 2 U T 4 FRSBAINEREAFT 52012,
Cisco Notification Service (Field Notice 757 7 &= A) | Cisco
Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOREY —ERITIMATE £,

TAADYIR— K Web A DY — LT 72T HERIL,
Cisco.com D —H ID B LA T — RNMECTY,

TR DT ILOBRERER

ROFNZ, ZOFY 22— /LTt LIEHEEICET 2 ) UV — A FmERrLEd, ZoRIT. V7
FY=7 VU= bLA U THEEOYR— FBREASNEEDY T by =T VY —R72
FERLTWET, TORREIL. FHTW D B2V RD | ZNLEO—EDY 7 ho =7V Y —
ATHIR—FENET,

TIy N7 =LY R=FBIOV R YT FU =T A A=V OHFR— MNIBT HHERE MR
9 %5IZ1%, Cisco Feature Navigator Z i/l L 7", Cisco Feature Navigator |27 7 & 29 % |Z
I, www.cisco.com/go/ctn IZFE) L E 7, Ciscocom DT 7> MILEH Y EH A,
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Cisco IOS XE Everest 16.5.1a
Cisco IOS XE Everest 16.5.1b

AR VT, BERN Y
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Python 7 7'V r— a &%
1T Tx %, H&IAL Linux B
BThrtxar 27T
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Cisco IOS XE Everest 16.5.1a T
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* Cisco Catalyst 3650 3/ U —
A AL v F

* Cisco Catalyst 3850 > U —
A AL v F

« Cisco Catalyst 9300 > U —
R AA v F

* Cisco Catalyst 9500 2 U —
R AA v F

Cisco IOS Everest 16.5.1b TlZ.
Z OBEEIIR DT T » b

T —LITEEINTHEL
77

* Cisco 4000 >V — X H—
v AR —H

Cisco IOS XE Everest 16.6.2

Z O#AEIL, Cisco I0S XE
Everest 16.6.2 C, Cisco Catalyst
9400 > Y =X AA v FITHE
ShE LT
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J1y—2x HRETEER

Cisco I0S XE Fuji 16.7.1 Cisco I0S XE Fuji 16.7.1 TIZ,
ZOBRRIFIRDT T v b
T —LICEEINTHEL
7‘;0

* Cisco ASR 1000 ' — X
TV =gy —E
A J—H

« Cisco Cloud Services Router
1000V >~ ) —X

Cisco IOS XE Fuji 16.7.1 T,
TFARN vz UBREDS G, B
XL ML= PR—
k%3 Cisco ASR 1000 7 7" VU
Fe—a P —E R N—H |
EIhELE,

Cisco I0S XE Fuji 16.8.1 Cisco I0S XE Fuji 16.8.1 T,
Z OFEEEIT Cisco Catalyst 9500
INANRT =< AT ) —X
Ay FICFEESNTHEL
7o

Cisco I0S XE Fuji 16.9.1 Cisco I0S XE Fuji 16.9.1 T,
Z OKEREIX Cisco 1000 2V —
R = REERIL— H 25
I ThE LK,

Cisco I0S XE Gibraltar 16.11.1b | Cisco IOS XE Gibraltar 16.11.1b
TlX, ZOHRITROT T v
7 A —AIZFERESNTNE
L7,

« Cisco Catalyst 9800-40 7 A
YL RrRarte—7

* Cisco Catalyst 9800-80 7 A
YL xarte—7

Cisco IOS XE Gibraltar 16.12.1
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* Cisco Catalyst 9300L SKU

* Cisco Catalyst 9600 > U —
A AL v F

Cisco IOS XE Amsterdam 17.3.1 DOREFEIX. Cisco IOS XE
Amsterdam 17.3.1 CIRO T Z v
N7 —AITFEINEL
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* Cisco Catalyst 8200 > U —
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YINERYYTHE |

HaE

iy

)=

HEEEHR

TR

A N Loy O NETCONEF | Cisco I0S XE Bengaluru 17.6.1

NETCONF [Z{37 A b =L
WNBET 7R ATE D728,
= —4—|X Python A7 U 7 |
%347 L. NETCONF 7' = h
ANEMEH LTI Rah AL
L%y lr— CLI Z FEONH 9
TEMTEET,
Z OFEREIE, 17.6.1 TRDT
Ty N7 —AICEEINE
L7z,
* Cisco Catalyst 9200 > VU —
R AA v F
* Cisco Catalyst 9300 ¥ L O}
9300L U — X A A v
* Cisco Catalyst 9400 > VU —
X AZA v F

« Cisco Catalyst 9500 35 L T°
9500 A NT F—< A
V=R AL v F

» Cisco Catalyst 9600 ** U —
XA v F

A N = LCTO Python 3 O
PAR— b

Cisco IOS XE Amsterdam 17.1.1

Python N— =z > 3.6 1%, 7

AN =2V THR— ST

VWET, Python/S— =3 > 3.6
X, TRTOYR— LT
Ty R 74— LTHEATEE

j‘o

netconf-yang ssh local-vrf guestshell

FA N = /LN G SSH #35i& /1 L7 NETCONF-YANG 7 7 B A2 HhICT 5121, ' r—
NV a7 4 F 2 b— 3 > F— KT netconf-yang ssh local-vrf guestshell =t~ > R&fliH L

¥4, NETCONF-YANG 7 7 & 2 M 3 A 1213,

netconf-yang ssh local-vrf guestshell port-number
no netconf-yang ssh local-vrf guestshell port-number

B DEREA

port-number NETCONF 7 7 & A DR — b &5,
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AR R TFIHILE

AR E—F

netconf-yang ssh port disable .

AR 2 L) E O NETCONF 7 7 & AN ER L SN E T,

Jua— )b ar7 4 X2 lb—3 3 (config)

avy FERE

HEREDAA FZ1 Y

Jiy—=x ETEAR
Cisco IOS XE Zoawy KpREAINE L,

Bengaluru 17.6.1

AR = LD S D NETCONF-YANG 7 7 ¥ A Z G802+ H1iF,. KAy =7
FCRO A~ REFEITTLH0ERDHY £77,
« iosp_client -f netconf_enable guestshell port-number

« iosp_client -f netconf_enable passwor dless guestshell username

iosp_client -f netconf_enableguestshell port-number =~ > N3, netconf-yang ssh local-vrf guestshell
av Y FZFRE L, NETCONF-YANG 2M# I FTAEIC 72 % & THEfi A 7 1 v 7 LE T, iosp_client
-f netconf_enable passwordlessguestshell username 2~ > K&, 7 A b =L 7 7 & A ® SSH
F—z AR LET,

il

wOFNL, 7F A R = D36 D NETCONF-YANG 7 7 ¥ R Z AT 5 HEEZRLT
Wk,
Device> enable

Device# configure terminal
Device (config) # netconf-yang ssh local-vrf guestshell 803

netconf-yang ssh port disable

AU R TFI4ILE

aAvU R E—F

NETCONF-YANG D X T OB 2 T+ 5121E, ZJe— a7 X2l —v3
> & — K T netconf-yang ssh port disable ==~ > F& i H L £,

netconf-yang ssh port disable
Zoa<wy RSB ELEFF—U—FEH D £ A,

SMERAR— MIAR T,

Jua—s)ary7 4 Xalb— 3 (config)

avy FERE

Jiy—=x TEAR
Cisco 10S XE Zoavwry RPREAINE L

Bengaluru 17.6.1
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FEREDHA KSq4y O~y RiE MR- EACET, 7 A M= VI S 7 & ONER R D 7+
PBAVIZE FITR Y 9,

451
KIZ, NETCONF-YANG DOAMAHERe & Mz 3 o2~ LE 7,

Device> enable
Device# configure terminal
Device (config) # netconf-yang ssh port-disable
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Python 7’1 77~ ' U 7 ¢ %, Python APl Z¥%7HR— KL TWET,
* Python OfEH (133 =—2)

Python O {& FH

Cisco Python E> 1 —)JL

VA APIEMET D Python €V = — /L Tld, EXECB LR E I~ REFETTHT 7 B AN
ek ET, hdp() 2~ RE AT 5 &, CiscoPython &Y = — VOGN TR SIVET,
help() =~ Ki& CiscoCLI £ = — /D7 a7 4 ZFKRLET,

WOFL, Cisco Python £ ¥ 2 — /W 5 1EHR A2 R LET,

Device# guestshell run python

Python 2.7.5 (default, Jun 17 2014, 18:11:42)

[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2

Type "help", "copyright", "credits" or "license" for more information.

>>> >>> from cli import cli,clip,configure,configurep, execute, executep

>>> help (configure)
Help on function configure in module cli:

configure (configuration)
Apply a configuration (set of Cisco IOS CLI config-mode commands) to the device
and return a list of results.

configuration = '''interface gigabitEthernet 0/0
no shutdown'"''

# push it through the Cisco IOS CLI.
try:

results = cli.configure (configuration)
print "Success!"

except CLIConfigurationError as e:
print "Failed configurations:"

for failure in e.failed:

print failure
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Args:
configuration (str or iterable): Configuration commands, separated by newlines.

Returns:
list (ConfigResult): A list of results, one for each line.

Raises:
CLISyntaxError: If there is a syntax error in the configuration.

>>> help (configurep)

Help on function configurep in module cli:

configurep (configuration)
Apply a configuration (set of Cisco IOS CLI config-mode commands) to the device
and prints the result.

configuration = '''interface gigabitEthernet 0/0
no shutdown'"''

# push it through the Cisco IOS CLI.
configurep (configuration)

Args:

configuration (str or iterable): Configuration commands, separated by newlines.
>>> help (execute)

Help on function execute in module cli:

execute (command)
Execute Cisco IOS CLI exec-mode command and return the result.

command output = execute ("show version")
Args:

command (str): The exec-mode command to run.
Returns:

str: The output of the command.

Raises:
CLISyntaxError: If there is a syntax error in the command.

>>> help (executep)
Help on function executep in module cli:

executep (command)
Execute Cisco IOS CLI exec-mode command and print the result.

executep ("show version")
Args:

command (str): The exec-mode command to run.

>>> help(cli)

Help on function cli in module cli:

cli (command)
Execute Cisco IOS CLI command(s) and return the result.

A single command or a delimited batch of commands may be run. The

delimiter is a space and a semicolon, " ;". Configuration commands must be
in fully qualified form.
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output = cli("show version")

output = cli("show version ; show ip interface brief")

output = cli("configure terminal ; interface gigabitEthernet 0/0 ; no shutdown")
Args:

command (str): The exec or config CLI command(s) to be run.

Returns:
string: CLI output for show commands and an empty string for
configuration commands.

Raises:
errors.cli syntax error: if the command is not valid.
errors.cli exec_error: if the execution of command is not successful.

>>> help(clip)

Help on function clip in module cli:

clip (command)
Execute Cisco IOS CLI command(s) and print the result.

A single command or a delimited batch of commands may be run. The
delimiter is a space and a semicolon, " ;". Configuration commands must be

in fully qualified form.

clip ("show version")

clip ("show version ; show ip interface brief")
clip("configure terminal ; interface gigabitEthernet 0/0 ; no shutdown")
Args:

command (str): The exec or config CLI command(s) to be run.

I0SCLI a7 > F%EETT 516D Cisco Python EL 2 —JL
~

GE) Python #FEITTHI21E, FA N V= VBRENTHHIULENRD Y T3, dEMic VT, 157
AN v OFEEZRLTIEIN,

Python 710 77 IV VEREILCLI 2~ REFATTE L6 DORAKEEHALET, b0
HE, Python CLI €Y = — /W) bRIATEEd, ZAOORAKAMAT2I2IE, importcli =
~ U REFATLET,

ZNHDOREEOGIEIE CLI =~ > ROLFH|TY, Python £ ¥ —7 Y X &M T CLI 2+
RZFATT HITIE, KD 6 DOBEBONT OB HLFHE LTCLL a2~y RE AT LE
T

e cli.clilcommand) : Z OREHITIOS 2~ F& 514 L LTHRY | I0S/X\—H—hba<w R
EETL, MEROTFAMZRLET, ZOa<r ROEXBELL 204, Python D
BIsR R A L £, &IZ, di.cli(command) B B2 R L £,

>>> import cli

>>> cli.clip('configure terminal; interface loopback 10; ip address
10.10.10.10 255.255.255.255")
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*Mar 13 18:39:48.518: SLINEPROTO-5-UPDOWN: Line protocol on Interface LoopbacklO,
changed state to up

>>> cli.clip('show clock')

'\n*18:11:53.989 UTC Mon Mar 13 2017\n’'

>>> output=cli.cli ('show clock')

>>> print (output)

*18:12:04.705 UTC Mon Mar 13 2017

cli.clip(command) : Z ®BI%IZ cli.cli(command) % L #EIZ E - =< AL TT, 727201
FEROTFA M (BT OTIEARL) stdout (IZH 1T D803 8720 97, KIiZ,
cli.clip(command) B H /1%~ LET,

>>> ¢li

>>> c¢li.clip('configure terminal; interface loopback 11; ip address
10.11.11.11 255.255.255.255")

*Mar 13 18:42:35.954: SLINEPROTO-5-UPDOWN: Line protocol on Interface Loopbackll,

changed state to up
*Mar 13 18:42:35.954: SLINK-3-UPDOWN: Interface Loopbackll, changed state to up

>>> c¢li.clip('show clock')
*18:13:35.313 UTC Mon Mar 13 2017

>>> output=cli.clip('show clock')
*18:19:26.824 UTC Mon Mar 13 2017

>>> print (output)

None

cli.execute(command) : Z OBFUIH —? EXEC 2~ > REFITLTHAZKRLET, -
PLEROT XA MIHEAOLERA, ZOa<wr FO—E LTI anr £-E38TE
T2 LIFFFaT S Et A, ZOREEEREIEITT HI2IE, for-loop MEE S 72
Python U 2 h&fEM L £9, KIZ, cli.execute(command)

Ol R LET,

>>> cli.execute ("show clock")
"15:11:20.816 UTC Thu Jun 8 2017'
>>>
>>> cli.execute ('show clock'; 'show ip interface brief')
File "<stdin>", line 1
cli.execute('show clock'; 'show ip interface brief')

S

SyntaxError: invalid syntax
>>>

cli.executep(command) : Z OMEEITIHE—D A~ FEFETL T, EROTHF A & (KT
DT <) stdout IZH S L E T, W&IZ, cli.executep(command) BI%L O HI 11 & 7k L &
¥

>>> cli.executep('show clock')
*18:46:28.796 UTC Mon Mar 13 2017

>>> output=cli.executep ('show clock')
*18:46:36.399 UTC Mon Mar 13 2017

>>> print (output)
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None

cli.configure(command) : Z OBkIE, 2~ RCHEHATEZIREICLD T AL RAEZHEL
F9, THUIKICRT LI, avr REZORENEENLARMGEHZ T VDY A N
ELET,

[Think: result = (bool (success), original command, error_ information)]

AU R RT A= ZTEEATICATIT 5 2 L3 TE . show running-config =~ > RO
TZFRENTWDEDO LRI CHERICT HZ LN TE T, KIZ, di.configure(command)
BRI E R~ L ET,

>>>cli.confiqure (["interface GigabitEthernetl/0/7", "no shutdown",

" end" ] )

[ConfigResult (success=True, command='interface GigabitEthernetl/0/7"',

line=1, output='"', notes=None), ConfigResult (success=True, command='no shutdown',
line=2, output='"', notes=None), ConfigResult (success=True, command='end',

line=3, output='"', notes=None) ]

cli.configurep(command) : = D EI%E cli.configure(command) B%k & HEBEIZ £~ 72 <[ L
TY, HELHEREOT XA M KT OTEARL) stdout (ZH 1T 28038720 F97, &
2., dli.configurep(command) BA& > HHilzR L £7,

>>> cli.configurep(["interface GigabitEthernetl/0/7", "no shutdown",

"end" ] )
Line 1 SUCCESS: interface GigabitEthernetl/0/7
Line 2 SUCCESS: no shut
Line 3 SUCCESS: end
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CLI Python 3 2 —JL

Python 7’ m 7'~ U 7 ¢ TiE, CLI #fH L TIOS & %55 TZ % Python & ¥ = —/L &gk
LCTWEd,

* Python CLI ¥ = —/L{Z2W T (139 ~X—)

* CLI Python & ¥ =2 —/VICBT 5 Z DO EEE (143 ~—)

« CLI Python £ ¥ = — /L DOHERENS . (144 ~—3)

Python CLI < 2 —)LIZDLNVT

Python [ZDUL\T

CiscolOSXET A AE, FA RNV AVNTA U E T T4 TBIOHRA 2777 47 (R
7 )7 N) O DE— K TPython/S— 3 227 %R — k LE 9, Python A7 U 7 MERE
WLV, TAADOCLHUC T n VT L EERLTT 7 EA LT, SESERX AT BLOE
0 ¥ vJ Fuvya =7 %7% Embedded Event Manager (EEM) 7 7 3 v &2 FI{T3 5 Z
EIWTEET,

Python X ') 7 F D E

Python %, AL SN 72 Linux X—ADEEFE TH L7 A b = /L TEITINE T, FEMIZON
T, FA2bN vz OFEEZ2Z2RLTESV, Y A2Aadg4t4 5 Python € = — /LT,
2 —H D Python A2 U7 EMWHEA K 7/314 A ETIOSCLI 2~ R&FEITT5H 2 & & A[REIC
LET,

XEERZ XD Python 7O Tk

7 /3A A [T guestshell run python =~ > NZ2E1795 &, A~ = /LINT, *EEEXD
Python 7' 7 R 3B & £ 97, Python OXf&5E— R TIX, Cisco Python CLI E ¥ = —/L b
Python #§REZ FAT L CT A RAZRETH I ENTEET,

WOFNL, *FERRD Python 71 o 7 F AT D Hika R L TWET,

Cisco 10S XE Bengaluru17.6x 704 5<vEY T4 av24F¥aL—vav A4 K ||



B rthonzouor

Python X9 1) 7 k

YINERYYTHE |

Device# guestshell run python

Python 2.7.5 (default, Jun 17 2014, 18:11:42)
[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>
Device#

Python A7 U 7 N4 % 5#& LT Python 2~ > RTHEHT 5 Z & T, Python A7 U 7~ &3
AVHETIT 47 = RTEITTEET, Python 27 V7 ME, YA v VANLT 7%
AAEETHHINENRH Y 3, F AN =05 Python A7 U7 MZT 7 ®ATHIZIE, 7
ARz VNI FENTWDE T =TTy v afizlid7 T vy allAZ U7 M ERFL
e

RO Python 27 U 7 FOfifix, &F X F72 CLIEEAM A L Tshow =~ > REHRER I OH
HLET,

Device# more flash:sample script.py

import sys
import cli

intf= sys.argv[l:]
intf = '"'.join(intf[0])

print "\n\n *** Configuring interface %s with 'configurep' function *** \n\n" $intf
cli.configurep(["interface loopback55","ip address 10.55.55.55 255.255.255.0","no
shut", "end"])

print "\n\n *** Configuring interface %s with 'configure' function *** \n\n"

cmd='"interface %s,logging event link-status ,end' % intf
cli.configure (cmd.split(',"'))

print "\n\n *** Printing show cmd with 'executep' function *** \n\n"
cli.executep('show ip interface brief')

print "\n\n *** Printing show cmd with 'execute' function *** \n\n"
output= cli.execute('show run interface %s' %$intf)
print (output)

print "\n\n *** Configuring interface %s with 'cli' function *** \n\n"
cli.cli('config terminal; interface %s; spanning-tree portfast edge default' %$intf)

print "\n\n *** Printing show cmd with 'clip' function *** \n\n"
cli.clip('show run interface %s' %intf)

To run a Python script from the Guest Shell, execute the guestshell run python
/flash/script.py command

at the device prompt.

The following example shows how to run a Python script from the Guest Shell:

WOBNX, 7 AR =L Python A7 V7 M & FEITT 5 HiEE R L T0ET,
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Device# guestshell run python /flash/sample script.py loop55
*** Configuring interface loop55 with 'configurep' function ***
Line 1 SUCCESS: interface loopback55
Line 2 SUCCESS: ip address 10.55.55.55 255.255.255.0
Line 3 SUCCESS: no shut
Line 4 SUCCESS: end

*** Configuring interface %s with 'configure' function ***

*** Printing show cmd with 'executep' function ***

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES NVRAM administratively down down
GigabitEthernet0/0 192.0.2.1 YES NVRAM up up
GigabitEthernetl/0/1 unassigned YES unset down down
GigabitEthernetl/0/2 unassigned YES unset down down
GigabitEthernetl/0/3 unassigned YES unset down down
Tel/1l/4 unassigned YES unset down down
Loopback55 10.55.55.55 YES TFTP up up
Loopback66 unassigned YES manual up up

*** Printing show cmd with 'execute' function ***

Building configuration...

Current configuration : 93 bytes

|

interface Loopback55

ip address 10.55.55.55 255.255.255.0
logging event link-status

end

***x Configuring interface %s with 'cli' function ***
*** Printing show cmd with 'clip' function ***

Building configuration...

Current configuration : 93 bytes

|

interface Loopback55

ip address 10.55.55.55 255.255.255.0
logging event link-status

end

HR— k& B Python D/N\—P 3 >

FA N vz, Python N—Y 327 %7 VA A R—/LLTWET, AL =L,
AR L & 472 Linux N—ADEREE TH Y | Cisco 7734 AD H B & EEL D 7= 8 D Python 7
TV r—varkEEie, WAZALink 77— a Y EFEITT DX ICHREFSTVE
7, Montavista CGE7 284 > A h—/L S/ 77 v b 7 4 — A% Python /N— 2 > 2.7.11 &4
AR—HFL, CentOS 7T 3 A Y A M=)V ENT=TT v N7+ — A Python N—2 3 > 2.7.5 &4
A—hLET,
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RDFIL, Python DFHN—T g VEBLOYR—FAROT T v 7+ — LT 2B RE R L

TWEJ,

% 10: Python /13— 3 > HR— K

Python D/\—2 3 >

TS5y b TH—L

Python /N—" =2 > 2.7.5

Cisco Catalyst 3650 > U — R AA v FHB LW
Cisco Catalyst3850 > U — X A A v F &R 3
RTCOYR—bART T v 7+ — 4,

Python /N— 3 2 2.7.11

« Cisco Catalyst 3650 > U — X A A »F

* Cisco Catalyst 3850 > U —X A A »F

Python /N— =2 > 3.6

Cisco I0S XE Amsterdam 17.1.1 LA D Y U — &
THR—FSNTWVET,

Cisco I0S XE Amsterdam 17.1.1 33 &2 U Cisco I0S
XE Amsterdam 17.2.1 TiX, Python V2237 7 %
JL NT9, 7272 L. CiscolOS XE Amsterdam
17.3.1 LARED U U — A TlX, Python V3 237
7+ FTY,

GE)
Cisco Catalyst9200 > U — X Z A w F (&, Cisco
I0S XE Amsterdam 17.1.1 3 £ TF Cisco IOS XE
Amsterdam 17.2.1 “C Python Version 3.6 % 78—
FLTWEH A, CiscoCatalyst9200 > U — X
AA »F I, Cisco IOS XE Amsterdam 17.3.1
LI U Y — AT Python V3 Z#7R— kLT
WET,

GE)
Cisco Catalyst 3650 > U — R 2 A v FHB LW
Cisco Catalyst 3850 > U — X A A » F TiIH
R—hFSNTWEHA,

CentOST ™A Y A M=)V ENTZT'T v b7+ —AF, A—=T V=2 UAKRY b U5 O Redhat
Package Manager (RPM) DA v A h—/L &Y KR — K LFET,

Cisco CLI Python EZ 12— )LD EEH

Cisco CLIPython £ = — /LB L EEM &Y = —/LiE, T35 RZA VA h—LHERTT, -
720, Yum £ FANI Ry =M ST H A F U OWFiudzfEH L T Python D73 —
VaruarEHT AL, YAaAPRMET L CLIEY a— Vb EHTAMLERS D £T,
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CUI Python £ 2 — LIBT3z 0tnssas [

\)

(GE)  Python N—3 U 23T TIZHDHT /A AT Python N— 5 U 3~DOFFHEITH &, T/3A
A FIZIEW 5 0O /3— 3 D Python DMFET 5D &L 912720 £9°, Python 2 F(79 121X, K
DI0S A~y ROWTIZHEHAL E7,

« guestshell run python2 =~ > Rix, Python N\— = > 2 #HMEL £7°,
« guestshell run python3 =< > KX, Python X— = > 3 2L £7,
« guestshell run python =~ > Ki, Python N— 3 > 2 #H4MbL L £9,

Python D/N—20 = U ERFT 521X, ROFEOWTALEHEHLET,
« AKX K7 1 tarball DA A h—JL

cCLIEY 2—/LD=HD PIP DA A h—JL

CLI Python EL 21— /LIZEAT 2 FDihDSZEZEH

EEEH

BEEE YZaTFILEA ML
FARN vz FARN vz

EEM Python ¥ 2 —/L EEM @ Python 27 U 7' |

SRADTY ZHI YR—F

FiEA s

TAaADYR— K WebH A FTiE, R E5 7 2 12— | http://www.cisco.com/support
BT M7 TNy a—T 4 U ZIZBENL T T 5 X912,
oA T ARV =L EIILDETLEERA T ) Y — R %
et L CunET,
BHEVORGLOEX 2 U T 4 FRSBAINEREAFT 52012,
Cisco Notification Service (Field Notice 757 7 = A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EDOKFY —ERTIMATE LT,

VAaDPR—F Web B A FDY— VT 7 AT HEIE.
Cisco.com D —HF ID BLONRRA T — RBNE T,
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CLI Python & < 21— )L D#4EEIEHR

ROFIZ, ZOFV2—/L Tl LIREICE T2 Y UV —2EHRae s LET, ZoRT, V7
P77 VU= bLA U THEREDY R— P RBEAINCEEDOY 7 T =T VU —R
FERLTWET, TOMREIL. FHTW O BRWIRD | ZNEO—EDY 7 v =7V Y —
ATHIR—FENET,

Ty R T — LDV R—FBLN A YT T 2T A A=V OV R— MIET 2 EHRE B
K9 %1Z1%, Cisco Feature Navigator /] L £, Cisco Feature Navigator [Z7 7 Z 2 J 5|
X, www.cisco.com/go/ctn IZFE) L £9, Ciscocom DT AT MILELYD FHA,
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& 11:CLI Python & ¥ 1 — )L D EEIER

CLI Python & & 1 — )L DH#ERETEER .

HaE

iy

)1)—A

HEEER

CLI Python &3 = — /b

Cisco IOS XE Everest
16.5.1a

Python 7’ m 77~ E U 7 ¢ TiX, =—
PR CLI 2 H L TIOS LxfaficE %
X 9129 3 Python & ¥ = — /L3R E
NET,

Cisco I0S XE Everest 16.5.1a TiZ, Z®
REIIR DT T v N 7 4 —AICFEX
TWE LT,

* Cisco Catalyst 3650 > U — X A A v
a;

» Cisco Catalyst 3850 > U — X A A v
a:.

» Cisco Catalyst 9300 >V — & XA v
a:.

» Cisco Catalyst 9500 3 U — X A A v
%

Cisco IOS XE Everest 16.5.1b Ti&, Z®
EEIIR DT T v N 7 4 —AICFEX
NTCWE LT,

¢ Cisco 4000 >V — X H— b 2E
B —

Cisco IOS XE Everest
16.6.2

Z OF%BEIL. Cisco Catalyst 9400 > U —
R AL wFIFEINE LT,

Cisco IOS XE Fuji 16.7.1

ZOEEIL, RODT T v b7+ —5IT
FEiEINTWE LA,

* Cisco ASR 1000 7 7'V //'— 3
P—tE R J—F

¢ CiscoCSR1000v > U —X 7 57 K
H—b 2 L—F
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EEM Python £ 21— /L

FHAIATA N N 32—V % (EEM) AU ¥ —I%, Python A7 U 7 h&H AR — K LET,
Python A7 U 7 hZ, EEM 77 L v hCEEM 77 v a v O—#L L TFEITTEET,

« EEM Python £ ¥ = —/LORFESM: (147 <—2)

« EEM Python & = —/LZHOWT (147 =X—)

« EEM Python N U > — D% EJ7iE (150 ~<—)

« EEM Python & ¥ =2 —/WZT 2 Z DO SZEEE (156 X—)

« EEM Python & ¥ = — /L OFEREIEH (157 =2—2)

EEM Python €~ 1 — JLDREE M

AN v, arT TN THEETAILERHY 3, YA b v=WE, T7 40 KT
BRI TWER A, OV TE, A b V= /VIBREOFHAZ S L T30,

EEM Python £ 1 —JLIZDWT

EEM @ Python X9 ') 7 k

FLAIAIIA X b 3=V % (EEM) KR VU > —%, Python 227 U 7 h &V KR—FLET,
Python A2 V7 FZ EEM AR U > —& LTRER L, ST DA bR AELT L X2, Bk
WD Python A2 ) 7' b &FAT9 % Z L3 TEEF, EEMPython 27 Y 7 MZid, EEM TCL
RY =LA ANy MR H D £,

WEFBHADEEM AR Y >—F, AR V= VNTEITLET, A b v=id, (Kb
Linux N"—AZADERETH Y . Cisco T /314 2D BENE & EE D=9 D Python 77 Y r—3/ =
VEGT, WAZ ALinux 7 SV —va rEFTTHL OISR SN TWET, YAV
v a7 L, Python A VX —7 U X B4R L ET,
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B evpython <o r—o

EEM Python /Sy or —

EEM Python /¥ 77— % Python A7 U 7 MZA AR — 95 & EEM IZ[EA OILEKRE % 5
TCEET,

)

(G})  EEMPython/Nv -7 —1%, EEMPython 27 U 7 NN TORBEHTE EF (v —IXEEM
ICEGETE, A7 V7 NOBRAYIOITIZ EEM A X MEEES TR SN ET) . EHER 72 Python
A7 U7 K (Python A7 V7 " EFEH L TEITSND) CTIHEHTEEEA,

Python /S v 77— Iix, ROT 7V r—yar7ualI3 0740 F—T7x4 A (AP) N5

FNTVET,
«7273aYAPL:EEM 77> a U EFTTHHDT, T 74/ EDONRTA—=ERNHD F
R
«CLIFE{TAPL: 10S =~v > F&FETL, HAZIKRLE T, KIT, CLIFITAPIO U A %
ALET,

* eem_cli_open()
e cem_cli_exec()
e cem_cli_read()
* eem_cli_read line()
* eem_cli_run()
e eem_cli_run_interactive()
* eem_cli_read pattern()
e ecem_cli_write()
e eem_cli_close()
c REABICT 78 AT 5 APL: MiAABE T2 — VP EROELD ) A b E TG LET,
I, BREEERICT 78295 APL 2R LET,
« eem_event_reqinfo () : #lAABEE DY XA M &R L ET,
* eem_user_variables() : BIEDBIIEDEA IR L 7,

Python " R— F9F HEEM 7O 2 a3 Y

Python /X %7 —3 (EEM A7 U 7 NN TOLfERH AIEE T, HEHERYZR Python A 7 U 7° [ CldfiE
HART) TiX, ROEEM 77 ¥ a v &R —hLTWET,

s Syslog A v &— OHI

«SNMP k7 v 7 DEE
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Ry ADY r—R
« ZAB UL TR A~DY) Y B
« R v —DFELT
s NI ATV NOFHIY
s "o ATV MY B
*Cisco X NT—F 7 h—EADA X DK
EEM Python /X v 77—k, EEM 7 7 ¥ a V2 F(T7T D710, A v X4 —T7 A AN LE

T THHDOT 73 I Python A7 U7 M &EH L TREOH T Z &3 T&, Cisco Plug N
Play (PnP) #%H1°C Python /Ny 7 —U BT 7 v a v Ny RIIZHEEINET,

EEM Z %
EEM AV v —id, ROFBEOERZF O LN TEET,

o A XY NEAOMBIARER : R —% b U H— LI A X N OFEHIDERE S5 FHil
EFHOEH DY~ , eem event reqinfo () API (X, FHAAAEE DOV A M2 LET, =
NOOEZIT, vn— N~ ARF LT —INVERE L TERTAZ N TEET,
0 — VBRI A AR IL, MHAIABEEIT S IV EE A,

s 2—PEZBOLEE  ERXRBLORY O —TCTOMHNRERES, b DEBOMEIT,
Python 27 U 7 NNTEHRTE E7, A7 V7 MEFEITT DRI, BROEH OEIMEH
FRECTH D Z L &2l L T £ &V, eem user variables() API |Z, API CAJ) S/l
DOBAEDEZ K L E T,

EEMCLI 54 75 1ma~< Yy kR
EEM WNCiX, Python A7 U 7 N ZEMESE 5720, RO CLIZA 7 7Y a~vr REfflTx
\i—gqo
seem cli close() : EXEC 7 rEA%& 70 —XL, avy RIERINZ, VIY BIOHEE
SINTETF XN N RT7H2Y Y —ALET,
s eem cli exec : FREINTZTF ¥ XA Ny RZIZav s REBRL, a2~ REFATLET,
wIZ, Fyxrmnbavzy RO hEHARY . HAOZRLET,
«eem cli open : VTY Z%|0 2T, EXECCLIt v a v &{ER L. VIY2F ¥ R/ K
ST LET, Fr iy RIE2ECRRAEZIRLET,

e« eem cli read() : A ONTWVWAINETT A AT BT MONRE—VNRETHET,
BESNIECLIOF ¥R Ny RInbavy R EHERRY 9, —&T5FE T,
AR O NI TR TORNEZELET,

e eem_cli_read line() : $§7E SN CLIOF ¥ F/L N> RI0h b, a<r RO 147425
A £, mARONTATERLET,
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« eem _cli_read pattern() : #tAAH SV TNDART/NZ — 338495 £ T, f5E 7z CLI
DF X XN RIpba~vy R NEHARY £, —HT2E T, HARNTZT~
TONEEZERLET,

eeem cli run() : clist IZHDHHEAMV KL, ZNENN, 4 FX—T N E— RTETIND
av U R ThHhHZ EauHRE LET, EFICETIND L, EfTslcdXToav R
DO HZERLET, KT HE, =7 —2KRLET,

« eem_cli_run_interactive() : 3 DDOHHANH S clist DV 7 U XA MEHELET, EFICIAT
SNd e, FTENET_XToOavr POl hERLET, KT 2L, =7 —Z2ikLZE
T WTHEARGAITIE, BB LES, TRIEISEEZN 2 IRFFT L2128~ T, &
D HICHE Tt D Z N TEET,

« eem_cli_write() : ¥5E SI72 CLI F ¥ R/ N RZIZH L TEITEN D a~v L REEZA
HET, CLIF¥FNV N RTICk-T, a~vr RRETERET,

EEM Python 7/R!) > — DR EFH %

Python 27 U 7 " REHETZ AL DI HITIE, AN V= VEEMETHLERDD 7,
BHNZHOWTIE, [FRA R vxb] OFESZRLTLIFEEN,

Python K') & — D&k

FIEDHE
1. enable
2. configure terminal
3. event manager directory user policy path
4. event manager policy policy-filename
5. exit
6. show event manager policy registered
7. show event manager history events
FlED
FIE
ARV RFERRETI a3 Y B#J
AT w71 |enable FiME EXEC E— REAIC L ET,
Bl « NAT—REANLET (FERENEZHA) .
Device> enable
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Python 7K1) & — D&k .

AU RFERETIVa Y

B8

Z 5w 2 |configure terminal Ta—\)ar7 4 Xal— gy T— N2
f1 LET,
Device# configure terminal
25 73| event manager directory user policy path D AT T Y T A NE T — PR EEM
Bl Y S —ORAMAT 57 4 L2 b AHE L%
Device (config) # event manager directory user jfo
policy flash:/user library GE)
RESNTRRACRY —NRETY, =& z2IE,
ZOFNATIX, eem script.py AN Y > —»
flash:/user library 7 4 /L ¥ — £ 2 (Z XA THEHATE
£
AT 7 4 | event manager policy policy-filename EEM 7K U ¥ —% EEM (Z88k L £7,
Bl : c WY —IiE, T 7 A NMREFITIE SO TR &
Device (config) # event manager policy eem script.py| HEJ, 377’/f/D§£%§ﬁLki,py'7?\ KUY —i%
Python " U o —& L THESNET,
*EEMiZ, RY T —FDHLDITEHEENDHA X |
I E SN TRY =2 RV a—) v
L. &7 L %7, eventmanager policy 2~ K
DFEH S5 &, EEMIZAR U U — %R L,
BESNTA N IR AE LTS EICETIN
LR DITBREKLET,
A7y 75 |exit Ja—sLar7 4 Xalb—vay B RERT
Bl - L. ¥ EXEC E— FICRY £,
Device (config) # exit
Z 5+ 7 6 | show event manager policy registered {5 EEM R Y > — %351 LET,
f
Device# show event manager policy registered
Z 5w 71 |show event manager history events FUAT—=SNTZEEM A X2 b2 FRLET,

1

Device# show event manager history events

il

&IZ., show event manager policy registered =~ > ROz L ET,

Device# show event manager policy registered
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No. Class Type Event Type Trap Time Registered Name
1 script user multiple Off Tue Aug 2 22:12:15 2016 multi 1.py
1: syslog: pattern {COUNTER}
2: none: policyname {multi 1.py} sync {yes}
trigger delay 10.000
correlate event 1 or event 2
attribute tag 1 occurs 1
nice 0 queue-priority normal maxrun 100.000 scheduler rp primary Secu none

2 script user multiple Off Tue Aug 2 22:12:20 2016 multi 2.py
1: syslog: pattern {COUNTER}

2: none: policyname {multi 2.py} sync {yes}

trigger
correlate event 1 or event 2

nice 0 queue-priority normal maxrun 100.000 scheduler rp primary Secu none

3 script user multiple Off Tue Aug 2 22:13:31 2016 multi.tcl
1: syslog: pattern {COUNTER}

2: none: policyname {multi.tcl} sync {yes}

trigger
correlate event 1 or event 2
attribute tag 1 occurs 1

nice 0 queue-priority normal maxrun 100.000 scheduler rp primary Secu none

EEM 7 JLy b 7223 DO—E & LTOPython X9 1) 7 FDET

Python X% 1) 7 ~ : eem_script.py

T vary avwy REMEATAHZ LT, EEM 7 7Ly MI Python A7 U7 R &2E&D
LHZEmTEET, ZopTE, —VIIEYE Python A7 VS N EZ EEM 7 7 v a v
D—HELTEITLEY ELTWET, 7272 L, EEMPython/\ v & — V3 #E Python
A7 V7 M TIHEHTE EE A, 10S OFEHE Python A 27 U 7 MZIX from cli import
cliclip EWHIARIDO/ N r—T 30 ZDOy 7 —UF10S a2~ REFETT 57
DI TEET,

import sys
from cli import cli,clip,execute,executep,configure,configurep

intf= sys.argv[l:]

intf = '"'.join(intf[O0]

print ('This script is going to unshut interface %s and then print show ip interface
brief'%$intf)

if intf == 'loopback55':
configurep (["interface loopback55","no shutdown","end"])
else

)

cmd='int %s,no shut ,end' % intf
configurep (cmd.split (', "))

executep ('show ip interface brief')
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| vznexvUTHiEE
EEM7ILy k793 300—8ELTOPython 25 1) 7 F0ET ]

&IZ, guestshel run python =< > KO IFl 2R L E T,

Device# guestshell run python /flash/eem script.py loop55

This script is going to unshut interface loop55 and then print show ip interface brief
Line 1 SUCCESS: int loopb55

Line 2 SUCCESS: no shut

Line 3 SUCCESS: end

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES NVRAM administratively down down
GigabitEthernet0/0 5.30.15.37 YES NVRAM up up
GigabitEthernetl1l/0/1 unassigned YES unset down down
GigabitEthernetl1l/0/2 unassigned YES unset down down
GigabitEthernetl1/0/3 unassigned YES unset down down
GigabitEthernetl1l/0/4 unassigned YES unset up up
GigabitEthernetl1/0/5 unassigned YES unset down down
GigabitEthernetl1/0/6 unassigned YES unset down down
GigabitEthernetl1l/0/7 unassigned YES unset down down
GigabitEthernetl1/0/8 unassigned YES unset down down
GigabitEthernetl1/0/9 unassigned YES unset down down
GigabitEthernetl1/0/10 unassigned YES unset down down
GigabitEthernetl1/0/11 unassigned YES unset down down
GigabitEthernetl/0/12 unassigned YES unset down down
GigabitEthernetl1/0/13 unassigned YES unset down down
GigabitEthernetl1/0/14 unassigned YES unset down down
GigabitEthernetl1/0/15 unassigned YES unset down down
GigabitEthernetl1/0/16 unassigned YES unset down down
GigabitEthernetl1/0/17 unassigned YES unset down down
GigabitEthernetl1/0/18 unassigned YES unset down down
GigabitEthernetl1/0/19 unassigned YES unset down down
GigabitEthernetl1/0/20 unassigned YES unset down down
GigabitEthernetl1/0/21 unassigned YES unset down down
GigabitEthernetl1l/0/22 unassigned YES unset down down
GigabitEthernetl1/0/23 unassigned YES unset up up
GigabitEthernetl1/0/24 unassigned YES unset down down
GigabitEthernetl/1/1 unassigned YES unset down down
GigabitEthernetl/1/2 unassigned YES unset down down
GigabitEthernetl/1/3 unassigned YES unset down down
GigabitEthernetl/1/4 unassigned YES unset down down

Tel/1/1 unassigned YES
Tel/1/2 unassigned YES
Tel/1/3 unassigned YES
Tel/1/4 unassigned YES
Loopback55 10.55.55.55

Device#

Jun 7 12:51:20.549:
changed state to up
Jun 7 12:51:20.549:

SLINK-3-UPDOWN:

unset down down
unset down down
unset down down
unset down down
YES manual up up

SLINEPROTO-5-UPDOWN: Line

protocol on Interface Loopback55,

Interface Loopback55, changed state to up
WIZRT DX, syslog ~D A ve—T IOV TNV 27 VT RNTT, ZORZ VTS
M., Z7ANMBREFEEN, TAALEDT7 7 ANV VAT AZab =S, £ b
A=V XY DR = T A NVEHH LTRSS DNERDH D 5,

COUNTER maxrun 200

::cisco::eem::event register syslog tag "1"

import eem
import time

pattern

eem.action syslog("SAMPLE SYSLOG MESSAGE","6","TEST")
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B em7oo0 rcopython 24y T rosem

EEM 7 JL v

FIRDEE

F IR D FH

FIE

WIRTOE, EEM BREEAKEZH T2 0TV A7 V7T, ZOAZ YTk
X, 77 ANMVIREEN, TAAEOT 7 ANV AT AIZa =8N, A XV b=
F—=Ux DRI — T A NEHFH L CRESNDILERZH Y £,

::cisco::eem::event register syslog tag "1" pattern COUNTER maxrun 200

import eem
import time

c = eem.env_reqginfo ()

print "EEM Environment Variables"
for k,v in c.iteritems():
print "KEY : " + k + str(" ---> ") + v

print "Built in Variables"
for i,j in a.iteritems()
print "KEY : " + i + str(" ---> ") + j

~kT® Python X4 ') 7 ~DEM0

enable

configureterminal

event manager applet applet-name

event [tag event-tag] syslog pattern regular-expression
action label cli command cli-string

action label cli command cli-string [ pattern pattern-string ]
end

show event manager policy active

show event manager history events

©ENDGOHAWN

ARV RFERFTIVaY =)

AT w71 |enable

ke EXEC E— N2 B L FET,

{5 e NMAT—REANLET (FERINTEHE) .
Device> enable
Z 5w 72 | configureterminal Ja—\) a7 4Xalb—vay T— K&

Device# configure terminal
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EEM7 Tl k<o Python 24 Y 7 rosem [

AU RFERETIVa Y

B8

Z 5 7 3 | event manager applet applet-name Embedded Event Manager (EEM) (27 7L v k& %%
Bl - L, 77y bary a4 ¥al—var E—F
N
Device (config)# event manager applet %EgﬁﬁDL/EEjfo
interface Shutdown
R 5w T 4 | event [tag event-tag] syslog pattern regular-expression | syslog A v &— 084 — L —Fia E(T 5 EH#E
Bl BEEELET,
Device (config-applet) # event syslog pattern
"Interface Loopback55,
changed state to administratively down"
R 75 |action [abel cli command cli-string EEM7T 7Ly bR R H—Sni- & ICF 785
15“ : IOS 27:/ F\;&?Eﬁg Liﬁ_o
Device (config-applet) # action 0.0 cli command "en"
AT 76 |action label cli command cli-string [ pattern pattern ¥ — 7 — RCIEINDT 7 v a VY EHREL
pattern-string ] E
Bl - CROBHT 0T Mo D EREB S —
Device (config-applet)# action 1.0 cli command >/jzﬁz§”%3#§ﬁ51/jij<
"guestshell run python3 /bootflash/eem script.py °
loop55"
RTFvF7|end Ty har7 4 Xal—varyE®—ReiT
i - L. HHE EXEC £— RIZRY £,
Device (config-applet)# end
Z 7y 7 8 | show event manager policy active FfFTLTV5 EEM KU v — %7 LE T,
fl
Device# show event manager policy active
AT 79 | show event manager history events FU A —ENTZEEM A N> hEFRRFLET,

1 -

Device# show event manager history events

RDBRY

WOFITIE, ZAZICHEESNTWDSPython A7 U 7 v b H—F 2 HEEZRLTNET,

Device (config)# interface loopback 55
Device (config-if)# shutdown

Device (config-if)# end

Device#

Mar 13 10:53:22.358 EDT: %SYS-5-CONFIG I: Configured from console by console

Mar 13 10:53:24.156 EDT:
state to down
Mar 13 10:53:27.319 EDT:

SLINK-5-CHANGED:

SLINK-3-UPDOWN:

Line protocol on Interface Loopback55, changed

Interface Loopbackbb, changed state to
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B eveython 02— sy 2 z0tosEER

administratively down

Enter configuration commands, one per line. End with CNTL/Z.

Mar 13 10:53:35.38 EDT: S$LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback55,
changed state to up

*Mar 13 10:53:35.39 EDT $LINK-3-UPDOWN: Interface Loopback55, changed state to up
+++ 10:54:33 edi37 (default) exec +++

show ip interface br

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 unassigned YES unset down down
GigabitEthernet0/0/1 unassigned YES unset down down
GigabitEthernet0/0/2 10.1.1.31 YES DHCP up up
GigabitEthernet0/0/3 unassigned YES unset down down
GigabitEthernetO 192.0.2.1 YES manual up up
Loopback55 198.51.100.1 YES manual up up
Loopback66 172.16.0.1 YES manual up up
Loopback77 192.168.0.1 YES manual up up
Loopback88 203.0.113.1 YES manual up up

EEM Python E> 2 —/LIZEAT 5 ZDMDOSEEF

EEEH

HEEE T=aT7ILAEA L

EEM #&7E ['Embedded Event Manager Configuration
Guide]

EEM =2~ R [ Embedded Event Manager Command
Reference]

FA N v VERTE N EY

SRADTIZ AL HYR—F

5 EA oy

S AADHPFE— b WebHA Tl ¥ RIOBERT 7 v P — | hitp://www.cisco.com/support
BT D N T TNy a—T 4 U TIZRBERL TV A X 91T,
Vo2 T AR =L EII LD ETLEERL S TA ) Y — R
BEEL TV ET,

BEOVOEGOE X 2 U 7 o FHFERSCEMNEH e AFT 572012,
Cisco Notification Service (Field Notice 2257 7 & &) | Cisco
Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOREMEY —ERITMATE 7,

VAADYPIR—F Web A ROV — T 7 AT HERIT,
Cisco.com D —HF ID BLUOVXA T — RBAMLE T,
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http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/configuration/xe-3s/eem-xe-3s-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/command/eem-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/command/eem-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/166/b_166_programmability_cg/guest_shell.html
http://www.cisco.com/support

| vzrezsuTrie
EEM Python E ¥ 1 — JL DH4RETESR .

EEM Python £ < 1 — )L D HEREIE R

ROFIZ, ZOFV2—/L Tl LIREICE T2 Y U —2ERae s LET, ZoRT, V7
F7=7 VU= bLA U THEEREDY R— P RBEAINCEEDOY 7 =TV U —R
FERLTWET, TOMREIL. FHTW O BRWIRD | ZNEO—EDY 7 b =7 U Y —
ATHIR—FENET,

Ty R T — LDV R—FBLRN A YT T =T A A=V OV R— MIBET 2 EHRE B
K9 51Z1E, Cisco Feature Navigator /] L £, Cisco Feature Navigator [Z7 7 Z A J 5|
X, www.cisco.com/go/ctn IZFE) L £9°, Ciscocom DT AT MILELYD FHA,
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http://www.cisco.com/go/cfn

B eemeython =02 — L oigsetEs

5 12: EEM Python € < 1 — )L D4 EETESR

YINERYYTHE |

HaE

iy

)1)—x

HEEE®

EEM Python €3 = —/ L | Cisco IOS XE Everest
16.5.1a

Cisco IOS XE Everest
16.5.1b

ZOREREIZ. EEM AR Y L —& LT
Python A7 V7 v &HHR— K LET,

BMENTZFHa~r RiZd o 5 A,

Cisco I0S XE Everest 16.5.1a TiZ, Z®
EEIIR DT T v N 7 —AICFEEX
TWE LT,

» Cisco Catalyst 3650 > U — X A A v
a:

» Cisco Catalyst 3850 > U — X XA v
?;

» Cisco Catalyst 9300 3 U — X A A v
%

Cisco IOS XE Everest 16.5.1b TiZ, Z®
EEIIR DT T v N7 —AICHEEX
TWE LT,

* Cisco ISR 4000 ¥ U — & — bRt
B —2

Cisco IOS XE Everest
16.6.2

Z OR%REIL. CiscolOS XE Everest 16.6.2
T, Cisco Catalyst 9400 >V — X A A v
FIFEEEINE Lz,

Cisco 10S XE Fuji 16.8.1a

Cisco I0S XE Fuji 16.8.1a Tl, Z Dk
HEIX Cisco Catalyst 9500 /~A /X7 o —=
YAVY =R ALy FIZERS T
F L7,
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, 8

i

NETCONF 7O k)L

« NETCONF 7' F 2L O (161 ~<—)

« NETCONF 7' 2 h 2V DFRESHE (170 ~<—)

¢ CLI #f£f] L7 NETCONF 712 k)LD ay 7 4 Xa b — 3 L OfER (176 ~—)
« RPC (Z X % NETCONF-YANG 2D For (179 ~—)

« NETCONF 7' | =L OESEEE (182 ~<X—3)

« NETCONF 71 k =t /L DOREREIE (183 ~<—73)

NETCONF 7O kO JLDE

—

> —

L7

2E
=g

ax JE

ILDOBE . 055 LALICKBRTE ERFDIZERIGIZEMN

X MU= TN RAEEBRT HHROFIET, BEHT—4% REa~2 R) BLOEH

F—H# (show=a~> K) Hoa~vwr KIA4 A4 —T=AA (CLI) %HT25ZETT,

Xy NT—JEBOLE, FRCSESERR Yy NT—7 T AW CTEEERAE BT 5729
|2, Simple Network Management Protocol (SNMP) Z3A<fEf S CTWET, SHBICHEH S
TV CLL & SNMP TF 28, ZAUTITW L O OFIKFIENH Y £9°, CLIEIER ITIMBEMNT
bV, THRANR—AOHREEEL . IR 2T AMOIT AR LETT, SNMPIE, FEE
W7 —& LEMAT — 2 ZXKBLERA,

INERRT D121, FIEETREEXEELITHIOTIE R, a7 I 8%EH LY, £FEO
FEVEHIASICHEIL L TRy N U — 7 T3 ZOF%EZ Ll LE 7, CiscolOSXE TEIET 21 v
NO—2 TNRARAE, T—F FETNVEHEATHERY NI —7 EOBEOT A ZAOBREDHA
LA R — L TWET, 77— TF7 /ML, ERTERSINTAZHEN L SFECHRIE SN,

Xy NU—T DOREL AT —HAEFREEFTEET,

Cisco IOS XE IX. Yet Another Next Generation (YANG) ¥ —#% 5 U VL EiEYVHR—FL T

WET, YANG# %y hU—2#&E e k=)L (NETCONF) T+ 5L, HEkEn-~

0TIV ARER Ry NU—THEORFE LWV Y 22— 3 UAEB L E4, NETCONF
(RFC6241) 1Z. 2 I9A T v TV Ir—a VINTF AL ANEDOEREZER L TTF A
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EFLEHETOSS5TEY T4 |
Il netconF

W EEFEZNZ A DIERAT S XMLX—AD 7 k2L T3, YANGIEEIZ. NETCONF
BIECHERENIEREEAT—F T—2 2T /LT HE0IERASNET,

Cisco IOS XE TlE, ET /N RXR—=ADA X —T = A AL, BEFDOT /31 A CLI, Syslog, &
SNMP A > Z—T =2 A ALMAEA L ET, BB UT, ZhoDA ¥ —7 =1 A,
Xy hT—27 TR ZANE ) — AT RICAB SN ET, YANG (X, RFC 6020 (23T
K7a harrEzer MMeToolcERSET,

)

GE)  BERFZ IOV LT UVHIET Cisco YANG EF /T 7 A 3121, GitHub URY MU 28
L. vendor/cisco 7T 4 L7 hUICBEIL £, ZZ TiE, IOSXE, I0S-XR. L UNX-0S
T T F—bDIFEIFERY IV —RADET N EMFEATEET,

NETCONF

NETCONF (X, X hU—27 TA ZADHREEA VA b—/b, BIE, BT 720D A =X
LT,

a7 4FXalb—raryr—HE&7a kha) X yt&— VI Extensible Markup Language (XML)
N=ADT =2 bR L £,

NETCONF (Z> > 7 E—h 7ay—Y% 2—/)L (RPC) N—RADAN=ALZFEHLT
774 T e —R"EOBEERELET, 7747 MNIXy NT—7 =X =T v D—if
ELTEITENTVWDEAZ VT ERT 7V r—va T, @FE., P—Ndxy hU—27 5
AR (A v FELEFNAV—F) TT, =K Xy NI =T TN ZARED T U AKR— |
JgL LTEF=27 =/ (SSH) ZMEHLET, SSHAR— FES80ET 74/ hDOR— &
LTHEHLET, A— &L, EEARERA TV a v TT,

NETCONF (%, HREOMEB L RETADF T — R ¥ R— L TWET, B — bxts
DET VL, ietf-netconf-monitoring &7 /LA L TR SNET, FET MTHT HBEHR
fHE, BREDISEISRSNTOET, 74 E7 1L, get-schemaRPC &M LT, 7734 2
oA T arDdyra—RELTAFETEET, ZNHLDYANGET LAHH LT, 57—
ZE'TNVEBEFELIZY = AR — b LY T& £F, NETCONF OFAMICOVTik, RFC6241
BT TIZEN,

CiscoIOS XE Fuji 16.8.1 LV HaiDO U V—ATix, AT —% v~ 3 —Y v (K—V 71>
<) MEBNZHNNZ 72 > CTWE L7z, CiscoI0S XE Fuji 16.8.1 LIFED UV — ATk, #EHT—
X%, NETCONF #EITLTWAT T N7+ —ATEWEL GEET — & OfLfA & FER) |
T 7NN THDN > TET, AT XD/ ) FEFA N = v JiIcxtisT 53y
A= FOFEHIZ DWW T, GitHub U AR Y b U T4 RO *-oper ZZ L T 72 &0,

NETCONF 'O kO )L D#IFIEIE

« NETCONF #fEI%, T 27 VIOSd R T LY 7 b =T EMZETTOT A XA T
I FR—FEShTWERA,
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| EFLBBHRITOTIS<EY T4
NETCONF RESTCONF IPv >+ K — ||}

*noip pimrp-address =~ > K% L CTNETCONF 7—# A h 72>5 RP 7 K L A & Hl bR
THE, RN—=H—DHIRICEY, T—F A NTITREAENET RN H Y £7,
NETCONE ¥ —# A R 7705 RP 7 FL AT kU 2K+ 512i%. RPC 2 L £,

NETCONF RESTCONF IPv6 )4 7/K— k

FT—H ETTN AL H =T A A (DMI) XIPv6 7' F LD HEVHR—F L TWET,
DMIZE D IPv6 DYV R—NiE, 794 T N T 7V r—2a iR, IPv6 7 RLVAEEHTD
P—ERLBETIHAICEICILET, SRS A v ¥ —7 = A AL, IPv4 & IPv6 D i
ICOWCT 2T VA v I P R—FLET,

DMIIZ, *vy NU— 7 BEEOERZRHITTH—EDOH — 2 T3, NETCONF <X RESTCONF
REDT TV r—vavEsa baui, Xy FI—27 20 LTINHLDODMIIZT 7®AL
F7,

IPV6 7 RUARRESILTWVWARWEETYH, MG T 7Y r—raiZIipve Y 7y b v
AU TR, b Y7y MIBGERREIZR Y £4,

NETCONF s O—/\NJ)L v 3>navy

NETCONF 7' & h 2 /Lid, T ABREEZEELL, T34 AOREFHREBIST 572008
OEEZFEME L £7, NETCONF (X7 1 — 3L vy 7 %% 7R — Kk LTE Y, NETCONF Tid)i&
B hol-tyvarZkill THoMENEAINTWVET,

BEHOREE Y v a v ORKIChIz> T—BW%EZHE L, REOHBHEEZH<TZOIL, By s
YOF—F—IEINETCONF v 3 %ua v/ CTX%9, NETCONF lock RPC /X, =7 ¢

Fal—vagr RX—HP—LFEfTar7 4 FX¥al—varry—HFX—Rzrov 7 LET, TD
DT RXTHONETCONFE v >3y (ay 7 & L TR 1T, MERIELZFITTCEEE
No T212 L, w0 BEFSFATCE E4, Zhoom v 7 3RS ENZ L2 BRI LT
BY., A—F—i%. > NETCONF 7 51 7> k. NETCONF LIS D27 547> (SNMP,
CLILAZ U7 2 l) | BLEOAMOZ—YF LV 28 FTICEEEMZAD LN TEE

R

TIT 47 EyrasilioTREEN WA 7 re—b ey 2k, BEffFonzty v a
UKkl ENTEEEFIZERIDFET, e ZilloT, rydEREEL WAy 3
D, REITK LT e B & IABLT VB RAEZITZH LRV ET, Fr—bry 7l L
DEREDEENMERINT-HAIE, =7 — A vEB—UI2k > T, NETCONF 7/ 12— 3L 1 v
7 SRR TRHEDEFENESG SN ERRINET,

<lock> BEITMAA/NT A — & <target> &% T £9, 2T, vy 7L Lo ET5ar 7y
Xal—Yalr T —HARNTOLRITT, By N7 77 14 77284, <edit-config> #{F &
<copy-config> #{RIIFF AT SNV EH A

NETCONF & 7' vt —/3L 1 v 7 OfFHIZ clear configuration lock =~ > RAMEE SN 7285HH
. REDZEERFMNAr Va— S, EEDsyslog A ve—UNERSNET, ZD=
~ U RE, N —ar Ty Xal—rarry 0 VT LET,

WIZ, <lock> #efE%# R9 RPC Dl ~rLET,

Cisco 10S XE Bengaluru17.6x 704 5<vEY T4 av24F¥aL—vav A4 K ||



B nerconrkin v s

EFLEHETOSS5TEY T4 |

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<lock>
<target>
<running/>
</target>
</lock>
</rpc>

NETCONFKill v 3>

oy a oA, 37747 ML L T r— 0 my P OFRABELTEE EIT
show netconf-yang sessions =~ > FKZ{#H L CNETCONF & v v a v 2 E=F TX £, i
7-. clear netconf-yang session =~ > RZfH L TNE L2 RoTlckya vz 0795
Z L HT&E £, dear netconf-yangsession =~ > Ri%X, NETCONFu v 7 a7 ¥ a2 L—
varwyJomGEs VT LET,

<kill-session> 3R |L, NETCONF & > v 3 » Z 5l T LE 9, NETCONF => 7 17 4
L, A—7"2 v a O <kill-session> ERE#ZFTH L, B EANOT X TOERELE
IEL, By va icBBilffiFonTnad_XTonry s LU Yy —2 5@ L <, BT S5
T T RCHLET,

<kill-session> R 21T, & T HNETCONFE Y a Dty g IDBNKETT, Evyia
YIDOENRBIEDOE v a VID &R UHATR, BREsa R~ =7 =R ET, NETCONF
tyarO T v a RN EREEITHICNETCONF v v a UK T LI2GEE, 77—
HETNALVTTAN T IFHIZLoTr— ANy I REREIN, Xy hU— 7%?’?
NNy 7B ST, TXTO YANG ETAVORMIN Y A—ShET,

tovalrOkill BERL, Fua—U oy 2 MEEFINTWAEAE, =Y — L ERE
vty Zfifi il L T clear configurationlock =< > RZ AN LET, ZORFET, 7—4% T /L%
FEIELTHEERTLIZENTEET,

NETCONF-YANG SSH H—/\)H R —

NETCONF-YANG [F/8 A U — RR—Z2DOFBFEICR DD HiEE LT, 10SEXF 27 =/ (SSH)
VRZ M, %37, =—F </ (RSA) AF—Z2HEHLIZ2—FOEE T R—FLF
7,

MﬂamemGTQ%#—mﬁéwbéﬁé’ﬂ\DS$H#~A% RETHLENDH Y F
T SSH ¥ — Nkt L T2 —H 2 FRFET 5 I2I%, ip ssh pubkey-chain 3 L Qtuser =+ > R&ff
AL TRE XN/ RSA F— @b#hb%ﬁﬁbi#o

NACM I, ZN—TFR—=2DT 7B AHIEA = AL T, 2—FNHAFENDH L, FRESN
TEHERR L~ UZHE ST, NACMAMEIR 7 L — 7 ICBEICELE S E T, =— &2 oo —F
ERIN—TICTFHTRETHZ L TEET, 7740 FOFHEL~ULIX 1 T, PRIV0O
— PRIVI5 D 16 DEHEL L3 0 £,

J%ﬁﬁ)/\ﬁiﬁ% %jl\ L“anE*f%.’) = Xj‘mj«z)mun uq:ﬂ‘\ 77:7]7\/52/]) N (AAA) iX
mﬂﬁwk\:@n%#iﬁééﬂiﬁonwﬁ@“%% ZJr L CRGET %534, NETCONF
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pEHar I x¥aL—vavosr—+ |

D AAAREN T —INVLIAD AAA V—AZFH LTS L, 20—V HLIERINET,
72— LE LT TACACS + AAA FEERHR— NS E T,

]\_

7 v _— A @ RESTCONF #BFEIZ VR — F &N TWWFEHA, SSH 2—VFEAEI Y FR—

SNTVERA,

FEHEaA T4 X2 L—2 a3 DY R—

i 74 FXab—2a VA FENT L, Yok asy hA T a v EAERLT
RFC 6241 #E¥E4 2 2 LIz ko T, M EELZ YR — T £,

BT — 2 A M TR, TAAADFATA L T 4 Fab—ya rOabt —aRfFd 5 — ki E
R LRV FF, FATar T 4 Fal—varET A A Zay MTARNC, EfTav
T4 X2 —va U EERLTERT D LN TE ET, AT, NETCONF Hht
urn:ietf:params:netconf:capability:candidate: 1.0 |2 L W /R S 4L E T, 2 NETCONF ###gi%, 7
AABMMEHT —H AN T H R —FLTWAH I EERLET,

=P ZDOEET—FANTEHEALT, T ADFETa Ly 7 4 Xab—ra IR EE
BxAZ e, TRAL ALy T 4 Xalb—ar2ER. B, Hik, ZECTXES, =
Iy MBETIH., TAALADI L T 4 X2 b—a VIMERNLETOI L T 4 F2l—

\cy

Tyva ENET, BT XA RNTRAED > TND E, FITOT—X A MTIZiX

NETCONFt v g v L TEEALZENTEY, I_XTOar 7 Fab— g UidE
B TCORaIy hSNET, 2F 0, BETORE L BEHA T TX 5 NETCONF e

i\

)

i 7 X2 Lb— g CTITAENCR Y A,

GE)

{&%#0 NETCONF 124

BT —H A NTIIIET =2 A N7 THDHZ EICHE L T EE, HEDONETCONF & v
/a/#mﬁ%ﬂﬁ_ﬁﬁféﬁ i#@@i? L7z T, NEZZEERTHRNCT —H A
cTZ2my 27 LT, 23y MBREAELZVWE I I BRIy 7 4 X2l —2 3 VOER
BRDONDAEEME < Z ENEE|C @Difo

A7 — 2 2 BT TIRROBIEEZ FEITTE £,

)

G¥)

0y

ZOHEDOEERIZRFC6241 D 83ATHA B EIZ L TWET, 5 & EfE/ RPCIZOWTIL, RFC
LT TEE0,

Z

<lock>RPCi%, #—% v "DODT—H A T2y 7 3THOIMEHLET, ety tho
a—PEIa vV ENETF—ZARNTOa 7 4 Fal—rg U EERTCERLIRDET, oy
TRIETCIIEMT — 2 E EITT— XDl TR r v 7 TEET,
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B =0 Netconr 24

\)

GCE) T —FART7TOr Y 7%, CiscolOS DAL T 4 Fal—arDay IRE[Ta T 4
Xal—varouy 7|\ BT 52 EFHA, WLREETT,

azw bk

<commit>RPC X, 2 7 4 F a2l —2a T N A ADEfFa 7 ¥l — 3
ar'—LFEYT, 23y b #8EZ Bz 74 F2l—a 28 H LT 7 X
L—a BTN ATy a2 LIERICFEITTALERNL Y 3,

FATE T IMEHDOT —F A ST OWTIHMBBIONETCONFE v a ik Try 7 ST
WA A, <commit> RPC X RPC =7 —)H& CRILL £9°, <error-tag> |4 <in-use> & 720 |
<error-info> 1213 v 7 ZREFF L CWA NETCONEF v v a Dy a v IDAVRENET,
conftlock T— RIZBiIFTL </ a— Loy 7 & FEHRAL. [E7) 2074 Fa2l—T g%
Ry 7352 EHTEETN, 2y MEEIXRPC =7 — L& TRILL ., error-tag DfE I
<in-use>, v aIDIX 10] (2720 F9,

aAYIq4F¥alL—avikEE

a7 4 X2l —vaid, ar74Xab—a U EEETLH720HO0 edit-config (71
T AKX 2 b —va ) BEOX =7y FELTHATE LT, TS AOETa T 4
Xal—va igBr 52527, a7 4 X2l —ralZBEETEET,

FEE

oy 74 X2 b—a M BN EREAZHIERT 5120, discard (BE3E) B{EAZEITL
Tz 74 FX¥al—varvzFE Tar7s Xalb—ra R LET,

7ol 21X, NETCONFtE > ¥ a3y AlL Ko TEMHT — X A N T ORNBNRER SN TWDLEE,
Yty aryBMNMEMT—ZANTEZny s LE)ETDHEu v 7 3L L %9, NETCONF
v a B CldEfEZ e v 7 3501, thod NETCONF & v v a U BIEMT — 4 A R T
DRFERD 2T 4 F 2 b— a3 VOEFEHIFRT 5 72 DIT <discard> #{E % FET5 D ML HN
HoET,

0w 9 fiEkg

o7 editconfig (T 7 4 Falb—rvalmbE)  aIy Ml THEMa T 4 FaL—
varEBELIE%, vy JEERRPCTHY —4 v h & L Ccandidate €T D Z LI L - T,
T—HARNTEZR Y JERTEET, TNT, oty a  TOTXTORIEIHEMT —4
ARNTEFEHTELE912720 9,

AT — 2 A F TN T DRMRDOETE CRAEENHAELIZSGAE, 207 4 X2l —va o
EENEEEIZZ2D o'y a  CTRENELULFREMRZH Y £9, MEZERET 5720,
KR DOZEEIX, INETCONF & v a v OEE] THEMICe v 7 BRIz &, £
ey 7 fRBEREA R U CHRMIC e » 7 DR SN & JICEEINDILERH D £,
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| EFLEBBRITOsSTEY T+
ERFEAERI T ¥aL—vavoazy k

aAYI4Fal—TavBB, avIJqXal—Yayvat—, arvIq«Fal—Ia VUil

T — % A 71, get-config (227 4 F =L — 3 ) | copy-config (7 4 ¥ =
L—yay abt—) | Foidvalidate (227 4 Fab—3 3 URRGE) O EOEIETH, VY —
AELFL =Ty FPELTHATE XY, BT -2 AT OEEELT NA A ZaIy bET
W2, a7 40X 2 b—ya YORGEDOHRELT 9 A1, <validate> RPC D7£1T discard D#fE%
fFFsZETHEHTEET,

BHET—2ANTOERE

WORNT, T —HARNTEN LTI AL ALy 7 4 Xab—a B ERET AEAICHESE
SNDHRAN ST T 4 AERLTWVET,

4:BRET—ERANTOEEFIE

—@—=—C

Edit-config Commit ta Running
Candidate

267511

1 ET7—2ANTany 27 LET,
2. T2 AT Ry 7 LET,

3. edit-config RPC & % —% > FOBEMEHEHAL T, Bz 74 Fa2b—va VLT LE
j‘o

4, fEffioy 74 Falb—varr, FEfTar74Fal—vailaliy bLET,

5. M7 —FANT LETT—H AT Hm v VR LET,

ERFEAMEHO I« X2 L—2a 2Oz bk

iz 7 4 ¥ 2 L—3 3 0%, confirmed-commit #FEZ VAR — F L4, ZDFEBETIL,
confirmed-commit #§HEIZB 95 RFC 6241 THEINTWDH BV, BIiTShb &, Efrav
TAX 2l —varyPMEfiary 7 4 X2 b—a VOBITEONEKICHE S, confirmed-commit
A ~—0BM SN ET, commit 3 F A LT U MIHINIZIHIT S RWE ., confirmed-commit
BIETe— Ny 7 SNET, T740 FOX A LT U MR 600 7 (105) TF,

BEffiar 74 X¥ab—arzaly N 2A5E, 23y NEKENICT 2720 ORI 72T
MAEBRTEET, HEREA Iy MEEIL, 274X 21— a VOEENIEL S HHE
L. T/ ZA~DET 72 A2 V02 & 2R T HDIKILE T, BRICE-TT 2
ARG T N0, FOMOZT—NRELTZVTEHE, o=y 7 OHRPEE 7214,
PRIOa 7 4 Fal—rar~OHBR— ANy ZIZLoTT 7 8AREILINET, f5E
L7-REENIC 2 2w RBER SN WEGES. T3 AET 74/ b T, Lainca v h &k
AT 4 Falb—TaYEHBMICEGLTaIy b (r—AnNy ) LET,
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B #zrampas ¥ar—vavoaszyt

A\

((¥)  RESTCONF [IfERFE A2 v 2P R—FLTWEHA,

NETCONFt v g v Tlid, Effiar 74 F¥al—varz aiy b, 23y MBAKEHIC
D EEHRIICHERT BT-DIC, 794 T M 77V r— 3 32280 <confirmed/> % 7
% <commit> 33 L N <rpe> ¥ VT EENIZHH A E T,

<rpc>
<commit>
<confirmed/>
</commit>
</rpc>

W, T74NVEDa—N Ry ZA<—%ET4 25 RPC DHZRLET,

<rpc>
<commit>
<confirmed/>
<confirm-timeout>nnn</confirm-timeout> !nnn is the rollback-delay in seconds.
</commit>
</rpc>

WD FILRPCIE. NETCONF - — "M@kl 7 4 ol —ia o R —iicas v B &
NI Z2ERTHILEEZRLTWVET,

<rpc-reply xmlns="URN" xmlns:nc="URL">
<ok/>
</rpc-reply>

NETCONF Y — SBEffia 7 4 Fab—varkaly hTERVEA, <mpereply> EHHE T
RIGDE A BT B <rpe-error> BHZPIA T, Feb —RIZRFIEIL, =7 4 ¥ 2
L—=yarDb=r7 4y 7 I T7 =TT,

a— ARy 7 EBEOR— Ny I AL —L 0 L BOFEMICESE D=0, 774 T b
T = a0k, BIRAYIN A RIC <commit> ¥ ZEHRENIZH D <confirmed/> ¥ 7 & FJE
EELET, A7 3 T, <confirm-timeout> BEFR A2 EZHH T LT, ROB—INy T EED
TORMEZIRELET, 7747 8T 7V r—3a Ui, <confirmed/> ¥ 7 % 8 V) il UE(E
THZETr— ANy 7 ZEHRICELEDL Z ENTEET,

AT 4 X2 b—TarEAENICII Yy FTAIZE, r— ANy ZHIRNIEX DR, 7T
AT T TV r—va s <epe> ¥ 7 ERZRTHENT <commit/> ¥ 72 EEFLEST, =—
Ny IRy L En, By 74 Xab—arRNEEZbicaly banET, FEa
Y74 Xalb—varR, —HIicaly FEhcar7 4 Xab—rar ERUEA, R
Bicasy haEn-ar74Xalb—yarRAFasy bEanE1,

BOT 7V fr—3 3 8 <kill-session/> # 7 EFE &M LT, #RFKF A2 I v FBEREEH O]
WCZOT7T TV r—vardtyva a2k 77556 (o7 7V r—yva iEfsxaly
FLELEN, FEHRLTWVWERA) . 20Ok v a rZ2EHA L TW5 NETCONF H—X
X, fERIEA Ty A DREITSNARAIOREICZy 7 Fab—rvarzHiLET,
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AT — % A S 7%, nonetconf-yang feature candidate-datastore =~ > K&+ 25 Z & T
N2 0 £, M7 —F A ST BREDOGEGEMT — 2 A N T OMEREA» 2 v b3
NI DD, EMT — 2 A BT DS OGEIIMERE A2 I v MBI/ £, HEfTH
DTRTOEya BT L, confd 7u /7 ARBHEEBINET,

&4 R— b DERTE

T — 2 A b 7 REREIL. netconf-yangfeaturecandidate-datastore ==~ > K& i [l L THIC
THZENTEET, T—FANTOREDN [FAT) 5 MER . ERE20HCEDS
&L EBEREFHCT D729 NETCONF % 72 1% RESTCONF OF BN T D 2 & & a—F
WRHT H2EE X o —UNRERINET,

NETCONF-YANG 7213 RESTCONF confd 7 2 & 2 D BRAER Zffili £ 721334 TDF —F 2 b7
DRV 7 4 X2 b—a PV TRESNLTWAEAIE, RO L) REBEERFRINET,
Device (config) # netconf-yang feature candidate-datastore

netconf-yang initialization in progress - datastore transition not allowed, please try
again after 30 seconds

NETCONF-YANG ¥ 7-1% RESTCONF confd 7" & & 2 DBRIEH \AEAT F 721X T ORI BT
T25EE. RO L ) ICEAINnNET,

» netconf-yang feature candidate-datastore =~ > RN E SN TWAEHEEIL, <2 RiZ
Ko THEMT—2 A NTRAEDT/RY  WOESERNH ) EhvET,

“netconf-yang and/or restconf is transitioning from running to candidate netconf-yang
and/or restconf will now be restarted,
and any sessions in progress will be terminated”.

« netconf-yang feature candidate-datastore =~ > R23IFR SN 725A1L, 2~ Rlick->T
AT — 2 A N T BB | FATT —H A RTBEM2Y | kOBERH SN E
7

netconf-yang and/or restconf is transitioning from candidate to running netconf-yang
and/or restconf will now be restarted,
and any sessions in progress will be terminated”.

» NETCONF-YANG ¥ 721X RESTCONF L #Ei 45 &, ®ITH D v a idkbiltEd,

OV IJ4xXal— 3y T—E2R—XDEIXRHIFEE]

T—HETNALE =T A A (DMI) ORELELHFIZ, 2+ REZILRPC OFERFIZ b
U H—=ENDHEREOEHSHREN ToNE T, ZAUIREIRAIFER & MR, R &
NETCONF DX 7 % A A% LET, BROEMORNIC, a2y 7 4 Fal—vars—4
NR—Z DR O D EEREME N W —F 570, RELEMEFAINET,

BIVK BRI, netconf-yang feature side-effect-sync =~ > RIZ L > THNTR D £,

—Hoavr RiE, REENDL L, TTEHRESINTWDL—HDa~vy ROEEE MY H—L
F9, 72 & 21X, KIZ NETCONF edit-config RPC 235%E SIVDRIDT /XA ADEKEE R L F
ﬁ—o
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hostname devicel23

NETCONF edit-config RPC :

<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">

<hostname xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" nc:operation="delete"/>
</native>

RIZ. NETCONF edit-config RPC Z g% it L7 DT A ADREE R LET,

hostname Switch

Z ZC. NETCONF edit-config RPC DEIVEAIX, RPC NEHEEXK L TWARNWE T 7 4 X
L—3 g U ~DEFTY, edit-config BERITHR A M ZHIRT 5 Z LI22> TWETA, FA
N IEHIBR AU FTIC Switch IZER Y 37, AR CIX, FEREEZRHTHZ L2, 2
DFXELE T % NETCONF 7 —# X—R LA 572, X7 r—< L ANmELET,

BIRHIFE N CLIE— RV U —o&Ic K SWTEBY, a<wr NixE— eV 72— ST
HEFF SN E T, ZOCLIT— RY UV —DOF =4 &L, IRD3ODAAL ) — R THREINT
Wk,

cHW{LEL~VD/—K:ZO/—FiZ, RACBIZEL, AUV VZHHCLI —FDY A
MefRLET,

B/ —F:ZD/—FiE CLI/—FoH, £OEF—F, BIOYT7E—FK/—F&EEL
¥,

e F/—F:ZDO/—FIZFCLI EEOE—FRFLIZYTE—FRTOCLD) #HELET,
J— RIZEBHDOT ) — FRH A5G, THOHDOF /) —RIZFEICLXLD /) — KR A 2D
—IE LT T ENET,

NETCONF 0 FaJ)LDZRTEAHE

NETCONF-YANG |, 7/ ZADT T A~ T AMRA L FEEALET, T A RRA
¥ FDBFE L 7205512 NETCONF-YANG 3R E &41d &, OB 7 A MRA v FME
S AVET, FEMIZ-OUVTIEL,  [Public Key Infrastructure Configuration Guide, Cisco I0S XE
Gibraltar 16.10.x] ZZH L T 7230,

NETCONF Z {3 2 1-DHERT7 VU £ X DI

FIRDEE

NETCONF API Of# 2 Bt59 5121k, HERL L 15 22— THLILENRH Y £7°,

enable
configureterminal

username name privilege level password password
aaa new-model

aaa authentication login default local

apwN=
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FIED

FIE

6. aaaauthorization exec default local
7. end

NETCONF %M d 5 7= iR 7 7 20kt [

ARV RFFERERTI VA Y

=)

AT 71 |enable ¥EHE EXEC E— RZ2HIMC LT,
1 NAT—READNLET (FERINTEHE) .
Device# enable
2 5+ 2 | configure terminal Ju—r)Lar 7 4 X¥alb— gy T— N2k
15'] : L/i‘g—o
Device# configure terminal
R Fw 73 |username name privilege level password password| o — 4 % _— 2 b UFZRIES AT AEHENY. LE
Bl - T, WDF—T— FERELET,
Device (config) # username example-name privilege * privilegelevel : a2 —F DR 1//\/1/% RELE
15 password example password ,9;—0 NETCONF 7 = EN :l/l/@ia{:,\ ;’9‘*5
VERDHY F77,
e password password : CLI ¥ = —(Z7 7 & X9 5%
EDORAY = FERELET,
AT 7 4 | aaanew-model (EE) ¥l #BGE, THDU T 47 (AAA) %
15“ : ﬁ&‘j”: L\i‘g_o
Device (config) # aaa new-model aaanew-modd =~ REJRTETHEEIL. AAA R
aE:J‘oJ:U\afFTi)\M\ET@“O
X 775 |aaa authentication login default local g— N a—FL T —FR— 25T A S A

1

Device (config)# aaa authentication login default
local

Ilb FJ.E%

()
NETCONF 7'& b =L Tid, 77 4/ b D AAA B
AER 7 A T RDOBPY R—h S ET,

RELET,

o JE— bk AAA — DAL, local & AAA
P—RICEEH X FET,

default ¥ —V — RIZ LY, m—DLa—HFF—
&‘/\ Xntuuﬂif) ﬁ"\“COD‘J‘ ]\ rﬁ)ﬂ éﬂi
‘a‘o
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ARV RFERETIVa Y

B8

R 7 6 |aaa authorization exec default local ZI—HD AAA FRIEHREL, B— LT —H_—
i - AZER LT, DO —WIZEXEC v = /VDFEITH
Device (config)# aaa authorization exec default §$ETL/§£?rO
local GI)
NETCONF 7' &t b a2V Cid, T 74/ hD AAA &
FEFROBNFHR—FENET,
o UE—F AAA — DA 1T. local 2 AAA
P NICEEWZET,
sdefault F¥— 7 — N2 LV, v—hla—%7F—
HAR—= ZFREENT R TOR— MI@EHEINE
j‘o
27y 71 |end Ja—sLar7 4 Xalb—vay B RERT
Bl - L. F# EXEC E— NICRY £,

Device (config)# end

NETCONF-YANG D% 7E

L 53— NETCONF 71 k a2 )L F A A THEMNI 2> T B4, RFC #4ilo> NETCONF
7'v bk aIRE L EH A, nonetconflegacy =~ RA&fH L CL v — NETCONF 7' 12 |k

FIRDEE

FIRD

FIE

AN E BN L T ZE N,

enable
configureterminal
netconf-yang

apwbd-=

exit

netconf-yang feature candidate-datastore

ARV RFEEETIa Y

=)

ATy T

enable
B

Device> enable

¥iME EXEC T— F&EADIZ L £,
e N2 — RE AN LET (FERENTHD) .
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NETCONF A+ 7> 3 oz [

AU RFERETIVa Y

B8

R 72 |configureterminal
1

Device# configure terminal

Ja—\)ar7 4 Xalb—vay T— NEh
L\i‘jﬁo

R TFw 7 3 | netconf-yang
i) :

Device (config)# netconf-yang

* v b U —2 F 4 A TNETCONFA > # —7 = A
A HIT L ET,

G¥)

CLIZ X D/ DA F—T W bD%, Fv hT—2
TN, REET I R—ADA LV HZ—T 2 A%i@
CTEHTEXDEIICRDET, TV X—ZAD
A B—=T 2 A A TOAVCRADZEIRT 7T 4 _—
va s AliE, mROBILMNDEZENHY £,

R w 7 4 | netconf-yang feature candidate-datastore

1

Device (config) # netconf-yang feature
candidate-datastore

BT — 2 A T AT LET,

AT v 75 |exit
1 -

Device (config)# exit

Ta—r ) ar7 4 Xal—ary T— REKT
L/iﬁ‘o

NETCONF #+ 7> 3 > DETFE

SNMP D% E

NETCONF # LT, ¥ HR—FENTWD MIB 2 HARK SN YANG EF V2 LT
SNMPMIB 5 —XIZT7 7&® ALY, 10S THHR—=FZNTWBLSNMP 7 v 7ZHhL
T, P R—FENTWB FT v 75 NETCONF @ 22129 5 121%, 10S TSNMP #— 3%

A LET,
WOBNEZEIT>TLIEE W,

FIEDHE

1. IOS T SNMP #rEZ BRI L E T,

2. NETCONF-YANG 7252 L7z, K@ RPC <edit-config> A v & —"% NETCONF-YANG
R— MIEFE LT, SNMP F T v 7OHFR— b 2HMLET,

3. RO RPC A »¥—T% NETCONF-YANG R— MZHEFE LT, FEfrar 74 F¥a1— 3
VEAF—NT T arZ 4 Falb—ra R FELET,
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FIE

2T w71 10S T SNMP HEREAZ BN LE T,
i -

configure terminal

logging history debugging

logging snmp-trap
logging snmp-trap
logging snmp-trap
logging snmp-trap
logging snmp-trap
logging snmp-trap
logging snmp-trap
logging snmp-trap

snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
exit

emergencies
alerts
critical
errors
warnings
notifications
informational
debugging

community public RW
trap link ietf
enable traps snmp authentication linkdown linkup
enable traps syslog
manager

7w 72 NETCONF-YANG 725 #) L 7-7%.

ETFLBHEIOSS5IEY T4 |

R D RPC <edit-config> A v & —% NETCONF-YANG 7" — MZiE{5E L
T, SNMP F 7 v 7 OH R — B LET,

1 -

<?xml version="1.0" encoding="utf-8"?>

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<edit-config>

<target>
<running/>

</target>

<config>

<netconf-yang xmlns="http://cisco.com/yang/cisco-self-mgmt">
<cisco-ia xmlns="http://cisco.com/yang/cisco-ia">
<snmp-trap-control>

<trap-

list>

<trap-0id>1.3.6.1.4.1.9.9.41.2.0.1</trap-oid>
</trap-list>

<trap-

list>

<trap-0id>1.3.6.1.6.3.1.1.5.3</trap-oid>
</trap-list>

<trap-

list>

<trap-0id>1.3.6.1.6.3.1.1.5.4</trap-oid>
</trap-list>
</snmp-trap-control>
</cisco-ia>
</netconf-yang>

</config>

</edit-config>
</rpc>

ATY T3 RORPC A vt —%NETCONF-YANGR— MMIEFEL T, FfTar 74 X2l —va B AL—FT v

Far74¥al—a R ELET,
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1 :

<?xml version="1.0" encoding="utf-8"7?>

RSA A—2 D1 —FRIEEETT 57000 ssH 4 —r oz I

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<cisco-ia:save-config xmlns:cisco-ia="http://cisco.com/yang/cisco-ia"/>

</rpc>

RSAR—ZADA—HFBEEEFEITT 578D SSH H—/\DEKTE

FIRDOEE

F IR D 8

FIE

NETCONE-YANG St —H %3

LET,

1. enable

2. configureterminal
3. ip ssh pubkey-chain
4. username username
5. key-string

6. end

T 57200 SSH ARF— %2R ET HICiE. ROIEHE%EFIT

AT RFERIEFT7II Y

=)

AT w71 |enable FiME EXEC E— R&EADIC L E T,
Bl - e NATU—REANLET (FEREINTEHS) .
Device> enable
AT 72 |configureterminal ya—) ary7 4 ¥ab—vay E— REk
1 - LET,
Device# configure terminal
R T 7 3| ip ssh pubkey-chain SSH H—/3 D —H3 L O — GEFEAIC
il - SSH-RSA ¥ —Z®E L., AT —=ar 7 4 Fal—
Device (config)# ip ssh pubkey-chain v >/43*‘}:%Egﬁﬁﬁl,jiifo
o P RIZBEFES N TV B RSANBEF—0, 77
AT v MIRIFEEN TV A AR T — & Rl X —
OXT ZH L THREES LD &, = —FRGET
T,
ATy 7 4 | username username SSH +—H 4 &R EL, AF—a2—¥ a7 ¢
51 - Fal—rarET—RREBEBLET,
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EFLEBBEIOIS5TEY T4 |

ARV RFEREET7TOVa Y BHY
Device (conf-ssh-pubkey) # username userl
ATy 75| key-string UE— b E7ORSAANHF—ZIHEL, ABF—
fi F—H a7 4F¥al—varET—REBRKBLE
Device (conf-ssh-pubkey-user) # key-string 7f°
GE)
H—=TUSSHIZ TAT v bbb (EWH#z 5L
.ssh/id_rsa.pub 7 7 A 2 6) AR ¥ —{E A ST
EIESCAN
RTwv76|end ARF—F—F ar7 4 Xal—varE—F%
Bl - T L. FitE EXEC E— FIZRED £,

Device (conf-ssh-pubkey-data) # end

« T 7 # /L N ARAMIEDIZIX, nohosthame =
< REHFEHALET,

CLI Z{EHA L= NETCONF 7O ra)L@Da> T4 ¥ L —

a3 DHER

FIEDOHE

F IR D 48

FIE

NETCONF 22> 7 4 X =2 L — 3 U EfERT Ik a~y FEERHLET,

o0k wN 2

show netconf-yang datastores

show netconf-yang sessions

show netconf-yang sessions detail

show netconf-yang diagnostics summary

show netconf-yang statistics

show platform softwar e yang-management process

AT w71 show netconf-yang datastores

NETCONF-YANG & —# 2 s 7T 5B HRAFZRLE T,
1 -

Device# show netconf-yang datastores

Device# show netconf-yang datastores
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ATy T2

ATy T4

CLL (A L1 NETCONF 70 kaLnay 7 s FaLb—vavoikR [

Datastore Name : running
Globally Locked By Session : 42
Globally Locked Time : 2018-01-15T14:25:14-05:00

show netconf-yang sessions
NETCONF-YANG t v ¥ 2 VICB$ 2l & #r LET,
i

Device# show netconf-yang sessions

R: Global-lock on running datastore

C: Global-lock on candidate datastore

S: Global-lock on startup datastore

Number of sessions : 10

session-id transport username source-host global-lock

40 netconf-ssh admin 10.85.70.224 None
42 netconf-ssh admin 10.85.70.224 None
44 netconf-ssh admin 10.85.70.224 None
46 netconf-ssh admin 10.85.70.224 None
48 netconf-ssh admin 10.85.70.224 None
50 netconf-ssh admin 10.85.70.224 None
52 netconf-ssh admin 10.85.70.224 None
54 netconf-ssh admin 10.85.70.224 None
56 netconf-ssh admin 10.85.70.224 None
58 netconf-ssh admin 10.85.70.224 None

show netconf-yang sessions detail
NETCONF-YANG t v 3 VBT M mE IR~ LE 7,
1 -

Device# show netconf-yang sessions detail
R: Global-lock on running datastore

C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 1
session-id : 19
transport : netconf-ssh
username : admin
source-host : 2001:db8::1
login-time : 2018-10-26T12:37:22+00:00
in-rpcs : 0
in-bad-rpcs : 0
out-rpc-errors : 0
out-notifications : 0
global-lock : None

show netconf-yang diagnostics summary
NETCONF-YANG WO E 2 FR L E 4,
1 -
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B cussEmLENETCONE T0 Fa LDy T Fa L— 3 v OBER

ATy TH

ATvT6

Device# show netconf-yang diagnostics summary

Diagnostic Debugging is ON

Diagnostic Debugging Level: Maximum

Total Log Size (bytes): 20097

Total Transactions: 1

message username session-id transaction-id start-time end-time log size

1 admin 35 53 03/12/21 14:31:03 03/12/21 14:31:04 20097

show netconf-yang statistics
NETCONF-YANG #tatic B I o 1FHha &R~ LET,
11

Device# show netconf-yang statistics

netconf-start-time : 2018-01-15T12:51:14-05:00
in-rpcs : 0

in-bad-rpcs : 0

out-rpc-errors : 0O

out-notifications : 0

in-sessions : 10

dropped-sessions : O

in-bad-hellos : 0

show platform softwar e yang-management process

NETCONF-YANG D% 7R — MIMBERY 7 2T a0 ADAT—X A% FRLET,
1 -

Device# show platform software yang-management process

confd : Running
nesd : Running
syncfd : Running
ncsshd : Running
dmiauthd : Running
vtyserverutild : Running
opdatamgrd : Running
nginx : Running
ndbmand : Running
G

7 1 A nginx IL, ip http secure-server 7213 ip http server 237 /3 A TERIE SN TV DHHAITETSN
F9., 207 a AR [T KRBT < THNETCONF X ERFICHAE L £7, 7272 L. RESTCONF 21X
nginx 7' 7 ANRMLE T,

5= 13 : show platform software yang-management process ® 7 « — )L K (D55 BA

4=k Bz
confd a7 4 X alb—Yay F—F
nesd Fy NU—rEFRY s uf AP F
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RPC I= & % NETCONF-YANG ZiinE = ]

T4—ILRK Bk

syncfd T —T b OEH

nesshd NETCONF % =7 =/l (SSH) F—F >

dmiauthd FNA REBA L F—T 24 2 (DMI) RiET—F
v

vtyserverutild VIY =N a—F 4 VT 4 T—F

opdatamgrd BT —4 ~ %=y F—F

nginx NGINX Web #—/%

ndbmand NETCONF 7 — % _—2Z = % — %

RPC [ & % NETCONF-YANG 52 D & 7R~

show netconf-yangdiagnostics 2~ > RE721ZIRDO RPC 2 H L T, ZWiEMas R - TEET,

&IZ. NETCONF-YANG 2% Hh24 5 RPC Ol L. RA M H={E LT RPCIGEE <L
F9,

#308
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:b0f45ac0-3fe2-4eld-a3al-£57985965be6">
<enable-netconf-diag xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-rpc">
<diag-level>diag-maximum</diag-level>
</enable-netconf-diag>
</nc:rpc>

*#

Received message from host
<?xml version="1.0" ?>
<rpc-reply message-id="urn:uuid:b0f45ac0-3fe2-4eld-a3al-£57985965beb"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

WIZ, BIEO AT — X A%~ T RPC Dfl &, RA MDOEZ(E LI RPCINEEZRLET,

#294
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:c6c986ac-£fc44-45e2-9390-£8a5968dc8d4">
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B rec - 2 NETCONF-YANG B O E R

<nc:get>
<nc:filter>
<netconf-diag-oper-data
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-oper"/>
</nc:filter>
</nc:get>
</nc:rpc>

#

Received message from host
<?xml version="1.0" ?>
<rpc-reply message-id="urn:uuid:c6c986ac-fc44-45e2-9390-£8a5968dc8d4"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<netconf-diag-oper-data
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-oper">
<diag-summary>
<level>diag-maximum</level>
<log-size>0</log-size>
<trans-count>0</trans—-count>
</diag-summary>
</netconf-diag-oper-data>
</data>
</rpc-reply>

WIZ, RA NLEEETLH72DDRPC OBIE, RASDPLZIE L RPCIGEEZRLET,

#
#364
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:£3005ee6-8a11-4146-b616-dd95a92b97d1">
<nc:edit-config>
<nc:target>
<nc:running/>
</nc:target>
<nc:config>
<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<hostname>new-ott-c9300-35</hostname>
</native>
</nc:config>
</nc:edit-config>
</nc:rpc>

##

Received message from host
<?xml version="1.0" 2>
<rpc-reply message-id="urn:uuid:£3005ee6-8a11-4146-b616-dd95a92b97d1"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

WIZ, BIED AT —Z AR T H-HD RPC DL, RA M HSE LT RPCIEZEARL
iﬁ—o

#294
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
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message-id="urn:uuid:9bffb8d5-3866-48ef-b59d-0486e508fbc4d">
<nc:get>
<nc:filter>
<netconf-diag-oper-data
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-oper"/>
</nc:filter>
</nc:get>
</nc:rpc>

##

Received message from host
<?xml version="1.0" ?>
<rpc-reply message-id="urn:uuid:9pffb8d5-3866-48ef-b59d-0486e508fbc4"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<netconf-diag-oper-data
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-oper">
<diag-summary>
<level>diag-maximum</level>
<log-size>20775</log-size>
<trans-count>1</trans—-count>
</diag-summary>
<diag-trans>
<message>1</message>
<username>lab</username>
<session-id>31</session-id>
<trans-id>50</trans-id>
<start-time>2021-03-12T14:08:26.830334+00:00</start-time>
<end-time>2021-03-12T14:08:28.279414+00:00</end-time>
<log-size>20775</log-size>
</diag-trans>
</netconf-diag-oper-data>
</data>
</rpc-reply>

WIZ, WESNTEV AT AL T —RA v =27 — A 7557200 PRC OFE . ARA KM
HZE L RPCINEZRLET,

#
#256
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:1dbc795c-£594-4194-a890b-£d4d88446b69">
<archive-netconf-diag-logs
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-rpc"/>
</nc:rpc>

##

Received message from host
<?xml version="1.0" 2>
<rpc-reply message-id="urn:uuid:1dbc795c-£594-4194-a89%b-fd4d88446b69"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<log-file xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-rpc">
bootflash:netconf-yang-diag.20210312141009.tar.gz</log-file>

</rpc-reply>
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Bl nercons To koomEE

&IZ, NETCONF-YANG 2Z W& #2524 5 RPC Ol &, BRA M) BH3{E L7 RPCIGE % L
‘ij‘o

#309
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:d253a313-4aec-42bc-80a2-672e9%pb9%ad56">
<enable-netconf-diag xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-rpc">
<diag-level>diag-disabled</diag-level>
</enable-netconf-diag>
</nc:rpc>

##

Received message from host
<?xml version="1.0" ?>
<rpc-reply message-id="urn:uuid:d253a313-4aec-42bc-80a2-672e%b9%ad56"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

NETCONF 700 kO /L DREEE $

BEER
BEEIEH I=ZaTFILEA ML

I0S-XE, I0S-XR, LI INX-0S 7 | BHFEHE T 53750 o7 W 55T Cisco YANG ET /W2 T 7
Ty b 73— DEFESERV Y — |EBRT DT, GitHub VAT b YU 245 L, vendor/cisco
AP YANG 7 —4 T )L 7T o7 MUICBEILEY, 22 TiE, 10S XE,
I0S-XR, BELOUNX-OS7'T7 v b7+ —LDSEIER
V) —Z2ADETNVEFEHTEET,

BES LU RFC
Z#/RFC 24 kL

RFC 6020 YANG : Network Configuration Protocol (NETCONF) [} —
2TV T ERE

RFC 6241 Xy hU—J8E7 1 ka2 (NETCONF)

RFC 6536 Fv NI —7FETm ha)L (NETCONF) 7 7 & Al#EET
JL

RFC 8040 RESTCONF 7'& | =)L
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| EFLBBHRITOTIS<EY T4
NETCONF 700 b T /)L D#EHEEIESR .

SRADTY ZAHI YR—F

A 9

TAaDYR— b WebP A FTlL, Aol - |http://www.cisco.com/support
BY—ZETE NI TN a—T 4 TR EL TV
FHE2C, v=a2 7 ARV —AE2EFI LD ETL8ERA
YIAY VY= AR L TOET,

BHWORGL O X 2 U T ¢ HERCHAMEREZAFT L
»IZ, Cisco Notification Service (Field Notice 7257 7 &
A) . Cisco Technical Services Newsletter, Really Simple
Syndication (RSS) 7 4 — R/ X O&FEH—E X|TIAT
T ET

VAaDYR— K Web VA DY — )T 7 AT HEE
X, Cisco.com D —HID B L U/IAT — RRMLIETT,

NETCONF 7’00 + O )L D#ERETEHR

ROFIZ, ZOFY2—/)L Tl LIZHREICE T2 Y U —2 e s LET, ZoRT, V7
FY=7 VU =R bLA U THEEOYR— FREASNEEDY T by =T VY =72
FERLTWET, TORREIL. FRTH D RV IRD | ZNEO—EDY 7 ho =7 U ) —
ATHIR—FENET,

TTy N7 =LY R=FBIOV R YT hU =T A A=V OPR— MNIBT HHERE MR
9 %5IZI%, Cisco Feature Navigator Z i/l L &7, Cisco Feature Navigator |27 7 £ 29 % |Z
L. www.cisco.com/go/ctn [ZFEE) L £ 4, Cisco.com D7 A7 2 MIMEH Y £H A,
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B nerconr 7o ko omeetEs

= 14: NETCONF 7’00 + O )L D EETESR

EFLEBBEIOIS5TEY T4 |

HaE

iy

)1)—x

HEEE®

NETCONF 7 u k=21 Cisco IOS XE Denali 16.3.1

NETCONF 7' |k 2 LgElc L » T, 7
a7 T BT K DA FEOZEEI R I HEHL
L= HET, REOTLRR Xy hU—
T TNA ANEDIEMT — X DRt AL
DIMEZITID 9,
WDa<y RKNEAINELE :
netconf-yang
ZOMEBEIL. KD T T v N T — AT
FIEXNTWE LT,
« Cisco 4000 U — X H— b 2HEAS
R — %

* Cisco ASR 1000 > —X 7 7'
=g P—ER JL—H

« Cisco Cloud Services Router 1000V >/
J—x

Cisco IOS XE Everest
16.5.1a

ZOEEIX, ROT T v 7+ —AIC
EEINTWE LR,
* Cisco Catalyst 3650 ' U — X A A v
a’_

+ Cisco Catalyst 3850 /' J — & A A v
%

Cisco IOS XE Everest
16.6.2

ZOBREIL. ROT T > F 7 r— Al
FHEINTHELE,
» Cisco Catalyst 9300 > J — X A A v
?
» Cisco Catalyst 9400 >V — X 2 A v
ﬁ;

» Cisco Catalyst 9500 >V — X 2 A v
a:.

Cisco 10S XE Fuji 16.8.1a
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NETCONF 70 b O /L D#EEEIEER .

3
b
R

J1)y—=x HRETHRER

CiscoIOSXEFuji1681a’C“ . T Dk
BRIIROT T v b7 —AZFEESR
u\il,ﬁw

« Cisco 1000 > U — X ¥ — b 2 HHEE
Rl — &

* CiscoASR900 >V — X 7 7' V) /F—
varyP—rvR J—XF

¢ CiscoASR920 > J — X T 7' 4 —
vay —rvR )—XF

« Cisco Catalyst 9500 /A /N7 —~
VAN —X AL vF

* CiscoCBR-8 ) —X )L—#

* Cisco Network Convergence System
4200 > U — X

Cisco 10S XE Fuji 16.9.2 ZOBEEIX. RO T v N7 F— AT
EHEINTWE LT,

« Cisco Catalyst 9200 33 & TF 9200L
=X AA vF

* Cisco Catalyst 9300L SKU

Cisco 10S XE Gibraltar Cisco 10S XE Gibraltar 16.10.1 Tl%., =
16.10.1 DOHERBITIRD T T > b 7 — LTk
INTWE LA,

* Cisco Catalyst9800-40 U 1 ¥ L A =
v hr—7

* Cisco Catalyst 9800-80 U 1 ¥ L A =
Y hr—7

* Cisco Network Convergence System
520 U —X

Cisco 10S XE Gibraltar Cisco I0S XE Gibraltar 16.11.1 Tl%, =

16.11.1 DH%AEIX Cisco Catalyst 9600 3 U — & A
A v FICEEINTWE L,

Cisco IOS XE Gibraltar Z OFEREIL. Cisco I0S XE Gibraltar

16.12.1
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LTT7 7 BAT& %%, RESTCONF API |Z HTTPs * YV v R&fEH L £,

* YANG : ET MERB SO EREIZE R S DT —% 5 U 7 E5E, YANG 1%,
NETCONF 5 J O RESTCONF APL IZ & » TEIT T 2B OAh#M & EAZ R E LE
7,

Cisco IOS XE Fuji 16.8.1 £V HLTDO VU V—ATiE, #EHAT—F v 3=V % (K—VU 72 HS
<) MEBNZHNZ 72> CWE L=, Cisco I0S XE Fuji 16.8.1 LIED U V — ATk, #EHT—
21X, NETCONF#Z/TLTCWAH 7T v 74— ATEHEL GRET — & O A L [RER) |
TNV NTHDNZ > TET, AT XD/ ) EEFA N = v JiIcxtisT 53y
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F2T7RHTTP A Y v RZHEH LT, YANGERT — B EHENH8ET —% A b7 (NETCONF
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DELETE (CRUD) #{FA 2L 7,
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73y YHR—brEIhTWEAYY K
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YV —2(2k b, RESTCONF API D)L — FZHELET,

* RESTCONF 7 /31 A, Z3R URI D/ N ADHFHOFE Sy & LC RESTCONF API L— kU
V—AEFEHLET,

Bl

Example returning /restconf:

The client might send the following:
GET /.well-known/host-meta HTTP/1.1
Host: example.com
Accept: application/xrd+xml

The server might respond as follows:
HTTP/1.1 200 OK
Content-Type: application/xrd+xml
Content-Length: nnn
<XRD xmlns='http://docs.oasis-open.org/ns/xri/xrd-1.0">

<Link rel='restconf' href='/restconf'/>
</XRD>

URI O :

* GigabitEthernet0/0/2 :
https://10.104.50.97 restconf/data/Cisco-IOS-X E-native:native/interface/GigabitEthemet=0%62F0%2F2

* fields=name :
hitps:/10.104.50.97 frestconf/data/Cisco-IOS-XE-native:native/interface/GigabitFthemet=0%a2F0%2F2 fields=name

* depth=1 :
https://10.85.116.59/restconf/data/Cisco-10S-X E-native:native/interface/GigabitEthernet?depth=1

e Name & IP :
https/10.85.116.59restoonf/data/Cisco-IOS-XEnativenative/interface?fields=GigabitFthemet/ip/address/primary;name

*MTU (7 4 —/L F)
https://10.104.50.97 /restconf/data/Cisco-10S-XE-native:native/interface?fields=GigabitEthernet(mtu)

* MTU :
https://10.85.116.59/restconf/data/Cisco-IOS-XE-native:native/interface/GigabitEthernet=3/mtu

R R F v R
https://10.85.116.59/restconf/data/Cisco-IOS-XE-native:native/interface/Port-channel

« [Char] 7°5 [Hex] ~OZH#iF v — K : http://www.columbia.edu/kermit/ascii.html

Cisco 10S XE Bengaluru17.6x 704 5<vEY T4 av24F¥aL—vav A4 K ||



ETFLBHEIOSS5IEY T4 |
B —variEmoxs

N—T 3 VIFRD KT

Cisco-I0S-XE-install-oper & ¥ = — /LT (&, =V a UIFREFTRT LI EIER// —FKRHY
i ‘aao

WD 7V RPC &, Cisco-I0S-XE-install-oper & ¥ = —/LDH R — h I TWD /) — KD—
WL, Ay —BIRAT— V) —AR—g U EEHRANDLOREEZRLTWET,

<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:7d0908d8-0d5f-4521-9d7b-380b81304776">
<nc:get>
<nc:filter>
<install-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-install-oper">
<install-location-information>
<install-version-info>
<version/>
<version-extension/>
<current/>
<src-filename/>
</install-version-info>
</install-location-information>
</install-oper-data>
</nc:filter>
</nc:get>
</nc:rpc>

##

Received message from host

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:7d0908d8-0d5f-4521-9d7b-380b81304776">
<data>
<install-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-install-oper">
<install-location-information>
<install-version-info>
<version>17.06.04.0.3870</version>
<version-extension>1651661105</version-extension>
<current>install-version-state-present</current>
<src-filename/>
</install-version-info>
<install-version-info>
<version>17.09.01.0.158212</version>
<version-extension>1651125381</version-extension>
<current>install-version-state-present</current>
<src-filename/>
</install-version-info>
<install-version-info>
<version>17.10.01.0.158658</version>
<version-extension>1651754624</version-extension>
<current>install-version-state-present</current>

<src-filename>/bootflash/c8000v-universalk9nic.2022-05-05 18.13.SSA.bin</src-filename>
</install-version-info>
<install-version-info>
<version>17.10.01.0.160585</version>
<version-extension>1656581638</version-extension>
<current>install-version-state-provisioned-committed</current>

<src-filename>/bootflash/c8000v-universalk9.2022-06-30 15.03.SSA.bin</src-filename>
</install-version-info>
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<install-version-info>
<version>17.10.01.0.162616</version>
<version-extension>1657120419</version-extension>
<current>install-version-state-present</current>
<src-filename>/bootflash/c8000v-universalk9.BLD POLARIS DEV_ LATEST 20220706

143733.SSA.bin</src—-filename>
</install-version-info>
</install-location-information>
</install-oper-data>
</data>
</rpc-reply>

71 k2L, gNMI, NETCONF, 721X RESTCONF Z i3 %554, Cisco-I0S-XE-native:version
EFVa—E AV =V )= ANRN=Ta OB ERRLET,

RESTCONF APl ') vV —X

APLY Y — A%, +restconfiINiET D LAY YV —A T, ZIUIRDAT 4T ZA L HPR—
FLET,

)

GE) A5 4 71X, RESTCONF ¥ — % (XML F 721X JSON) IZEE SN D YANGEXRPC DX A 7
<9,

» application/yang-data+xml & 7213 application/yang-data+json

« APl U Y — & |Z|%. RESTCONF DATASTORE 35 J U} OPERATION Y ¥ — Z ® RESTCONF
J— bk VY —=2ANEGENET, KICPEZRLET,

The client may then retrieve the top-level API resource, using the
root resource "/restconf".

GET /restconf HTTP/1.1
Host: example.com
Accept: application/yang-data+json

The server might respond as follows:

HTTP/1.1 200 OK

Date: Thu, 26 Jan 2017 20:56:30 GMT
Server: example-server

Content-Type: application/yang-data+json

{
"ietf-restconf:restconf" : {
"data" : {},
"operations" : {},
"yang-library-version" : "2016-06-21"
}
}

ZEAZ DWW TIE, RFC 3986 Z &ML TL 72 & W
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AV Rix, #—% v b U Y—=RATHEITEND HTTPS #1E
(GET/PATCH/POST/DELETE/OPTIONS/PUT) T, YANG JEZURPC (%, RESTCONF H—/
WCAFTET D4 —7 w F YANG BT VICEET HHED Y VY —RAIZx LT, FFEDA Y v R&
FEOMH U %97, Uniform Resource Identifier (URI) (X¥gE I NV Y —ADrlr— 31D &
L CHERET D=8, 77472 F®RESTCONF £ Vv RiL, TOREDY V—AZEL T,
HTTPS ® A Y » REIIT 0T 4 THESNILT 7> a U EFATTH N TEET,

FEMIC OV TIX,  [RFC 8040 : RESTCONF 12 h =/ ZHBM L T 7E &0,

RESTCONF YANG /Xy FDHHR— k

RESTCONF iZ, RFC8072 THEEZINTWA YANG R F AT 4T XA T HVR—FLTNE
4, YANG /v Fi%, RESTCONF #— 2L ->TH—4 v hF—#% X 72 S b e
DNEFFfFE U A R TH, YANG Ny FHEAEIZ, AT ¢ 7 % A 7 application/yang-patch+xml & 7=
I application/yang-patch+json DWW F & L 7o KRBTy F A Y v REREZEEFETH &
\ZX > TRESTCONF 7 74 7> MZ X VMO EET,

YANG /Xy FF—EDOy FID TS ET, Ny FIImMEQIAF T bhnizar s v a
YTHY, BREIIREID ICL-oTHBIESNET, ¥—F v MU Y —X T S b iRER
B C TR . THIBR (delete) | . THEAL . [~=—)  TB#E)) | [E#H] | [THIER
(remove) | ) WHV £,

RESTCONF YANG /N FRH R — F ZINTWDENE I D EERT 5121%, RO RESTCONF
Get BREZRITLET,

$ curl -k -s -u admin:DMIdmil! --location-trusted
"https://10.1.1.1/restconf/data/ietf-restconf-monitoring:restconf-state/capabilities"
-X GET

<capabilities xmlns="urn:ietf:params:xml:ns:yang:ietf-restconf-monitoring"
xmlns:rcmon="urn:ietf:params:xml:ns:yang:ietf-restconf-monitoring">

<capability>urn:ietf:params:restconf:capability:defaults:1.0?basic-mode=explicit</capability>

<capability>urn:ietf:params:restconf:capability:depth:1.0</capability>
<capability>urn:ietf:params:restconf:capability:fields:1.0</capability>
<capability>urn:ietf:params:restconf:capability:with-defaults:1.0</capability>
<capability>urn:ietf:params:restconf:capability:filter:1.0</capability>
<capability>urn:ietf:params:restconf:capability:replay:1.0</capability>

<capability>urn:ietf:params:restconf:capability:yang-patch:1.0</capability>
<capability>http://tail-f.com/ns/restconf/collection/1.0</capability>

<capability>http://tail-f.com/ns/restconf/query-api/1l.0</capability>
</capabilities>

ot a Tk, WL 25D RESTCONF YANG 7Ry F Ol ZR L ET,
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TrANERELLD E LTS EEIL, RUIORENT TICHEAEL, =7 —RHREINE
T, VIDORENER L=, Y OREITFRITENETA, ZOFITIL, XML = a—
T4 TBERIRTWET,

WOHE, RESTCONF 27 A4 7> hixbD U Y — R BMEREZRL TWET,

<yang-patch xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>add-hostname-patch</patch-id>
<edit>
<edit-id>editl</edit-id>
<operation>create</operation>
<target>/hostname</target>
<value>
<hostname
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">Cat9K-test</hostname>
</value>
</edit>
<edit>
<edit-id>edit2</edit-id>
<operation>create</operation>
<target>/interface/Loopback=1</target>
<value>
<interface xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<Loopback>
<name>1</name>
</Loopback>
</interface>
</value>
</edit>
</yang-patch>

DL, RESTCONF H— 3727250 JSON J5& &R L TCWET,

Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native" -X PATCH -H "Accept:
application/yang-data+json" -d
'@yang patch create hostname' -H "Content-type: application/yang-patch+xml"

{
"ietf-yang-patch:yang-patch-status": ({

"patch-id": "add-hostname-patch",
"edit-status": {
"edit": [
{
"edit-id": "editl",
"errors": {
"error": [
{
"error-type": "application",
"error-tag": "data-exists",
"error-path": "/Cisco-IOS-XE-native:native/hostname",
"error-message": "object already exists: /ios:native/ios:hostname"

Cisco 10S XE Bengaluru17.6x 704 5<vEY T4 av24F¥aL—vav A4 K ||



ETFLBHEIOSS5IEY T4 |
B restconevanG <y F o E— k

wOFIL, RESTCONF H— 35D XML JE&EZR L TWET,

Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native" -X PATCH -H "Accept:
application/yang-data+xml" -d
'@yang patch create hostname' -H "Content-type: application/yang-patch+xml"

<yang-patch-status xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>add-hostname-patch</patch-id>
<edit-status>
<edit>
<edit-id>editl</edit-id>
<errors>
<error>
<error-type>application</error-type>
<error-tag>data-exists</error-tag>
<error-path
xmlns:ios="http://cisco.com/ns/yang/Cisco-I0S-XE-native">/ios:native/ios:hostname</error-path>

<error-message>object already exists: /ios:native/ios:hostname</error-message>

</error>
</errors>
</edit>
</edit-status>
</yang-patch-status>device:/nobackup/folderl/confd 6313/bin $

1)y —Z2MENL
WOBNE, REFREZRLTNET,

<yang-patch xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>add-Loopback-patch</patch-id>
<edit>
<edit-id>editl</edit-id>
<operation>create</operation>
<target>/Loopback=1</target>
<value>
<Loopback xmlns="http://cisco.com/ns/yang/Cisco-IOS-XE-native">
<name>1</name>
</Loopback
</value>
</edit>
</yang-patch>

WOHNE, REFRBKD LI L E2RLTWET,

Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native/interface” -X PATCH -H "Accept:
application/yang-data+json"
-d '@yang patch create Loopback interface' -H "Content-type: application/yang-patch+xml"
Device:/nobackup/folderl/confd 6313/bin
{
"ietf-yang-patch:yang-patch-status": ({
"patch-id": "add-Loopback-patch",
“ok" : [null]
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YR IV FYDEA
WIZ, =T R 7 1 BN—T N7 0 DBITFEAINAH 2R L ET,

<yang-patch xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>insert-Loopback-patch</patch-id>
<edit>
<edit-id>editl</edit-id>
<operation>insert</operation>
<target>/Loopback=1</target>
<point>/Loopback=0</point>
<where>after</where>
<value>
<Loopback xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<name>1</name>
</Loopback>
</value>
</edit>
</yang-patch>

ROBFNE, VA NOAZRPEI LI Z L AR L TVET,

Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native/interface”™ -X PATCH -H "Accept:
application/yang-data+json" -d
'@yang patch create Loopback interface' -H "Content-type: application/yang-patch+xml"
Device:/nobackup/folderl/confd 6313/bin
{
"ietf-yang-patch:yang-patch-status": ({
"patch-id": "insert-Loopback-patch",
“ok" : [null]

JRRI U MY DFEE)
WIZ, =T Ry 7 I NN—T Xy 7 0 DRICBEI SN 62 R LET,

<yang-patch xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>move-Loopback-patch</patch-id>
<edit>
<edit-id>editl</edit-id>
<operation>move</operation>
<target>/Loopback=1</target>
<point>/Loopback=0</point>
<where>before</where>
<value>
<Loopback xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<name>1</name>
</Loopback>
</value>
</edit>
</yang-patch>

WROBNE, BEVERPRID LI L 2R L TWET,

Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native/interface”™ -X PATCH -H "Accept:
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application/yang-data+json" -d
'@yang patch create Loopback interface' -H "Content-type: application/yang-patch+xml"
Device:/nobackup/folderl/confd 6313/bin
{
"ietf-yang-patch:yang-patch-status": {
"patch-id": "move-Loopback-patch",
“ok" : [null]
}
}

RESTCONF 7’0 O JLDEREHE

AAA Z {5 F3 L = NETCONF/RESTCONF o zE5E

4R8O HREIIC

NETCONF ##¢t & RESTCONF #&fti%, Gk, #Frl. BXOT IV T 17 (AAA) ZEH
LCRAET 2R E N DD T, ZORE, HERL L 15 DT 7 A TER ST RADIUS
771X TACACS + =2 —HI|Z, VAT A~DT 7B ANHFTENET,

FIRDEE

enable

configureterminal

aaa new-model

aaa group server radius server-name

server-private ip-address key key-name

ip vrf forwarding vrf-name

exit

aaa authentication login default group group-namelocal
aaa authentication login list-name none

10. aaaauthorization exec default group group-namelocal
11. aaasession-id common

12. line console number

13. login authentication authentication-list

14. end

©ENSOOHRWN A
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AAA %57 L 7= NETCONF/RESTCONE 0 223E I}

F gD FEH

F&E
AV RFERETI3Y B#Y

AFw 71 |enable FikE EXEC £ — R&A R—7 /W LET
i « RNRU—REANLET ERENEHA)
Device> enable

5w 2 |configureterminal rTa—)L a7 4 X2 lb—3ay B— FEELG
15'] : L/ij‘o
Device# configure terminal

ATFw 73 |aaanew-model AAA AT LET,
i
Device (config) # aaa new-model

AT 74 |aaagroup server radius server-name RADIUS #h— 3 Z 38/ L, #—/3\ 7L —7RADIUS
i - a7 4 X2 lb—rarE—RERBLET,
Device (config) # aaa group server radius ISE e server-name 5| #121%. RADIUS ¥—/% 7 )L —

THERELET,

AFw 5 |server-privateip-address key key-name 77 A4 ~X— | RADIUS " — "D IP 7 KL & L5
15“ : q’?_%%bibi‘j—o
Device (config-sg-radius)# server-private
172.25.73.76 key Ciscol23

AFw 76 |ipvrfforwarding vrf-name AAA RADIUS %7213 TACACS+ H—/3 7 )L—7 D
Bl - Virtual Route Forwarding (VRF) ZHfE#HZEE L
Device (config-sg-radius)# ip vrf forwarding ji?ro
Mgmt-intf

ATy 1 |exit P—/X JL—FRADIUS 22> 7 4 Fa b— 3 v
i - F— REHRTL, Ze—Lary 7 4 Xal—3g
Device (config-sg-radius) # exit v F&:E%K)gEjAO

XFw 78 |aaaauthenticationlogin default group group-namelocal | © 7' LBz, EEE SN N—T 45T 7 41 k
1 - Dr—H AAATBIELE LTRHRELET,
Device (config) # aaa authentication login default
group ISE local

XFw 79 |aaaauthentication login list-name none AT ANDO T A HNEREENAECHD I L

1 -

Device (config)# aaa authentication login NOAUTH
none

fRELET,
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AR RFEREFT7TIVa Y

S

X 7w 710 |aaaauthorization exec default group group-namelocal | 37 n] % 5247 1 C. EXEC ¥ = /LD FETN 2 —FICH
i - ASNTVAENE ) 1 EHRLET,
Device (config)# aaa authorization exec default
group ISE local

RT w711 |aaasession-id common REDa =M LTHEES Ity v a IDIF
R WHRF CIZ D LI LET,
Device (config) # aaa session-id common

R T 712 |lineconsole number RIET DRFEDRBAMN L, T/ a7 4F=
i - L—Yar = el ET,
Device (config)# line console 0

Z 5w 713 |login authentication authentication-list 27 A KT D AAAFBREER A R — T M L E
£ kK
Device (config-line)# login authentication NOAUTH

RTwv 714 |end =7 4 X2l —varT—RE2RTLET,
- FEVNT, FHE EXEC £ — FIZRED £,

Device (config-line) # end

RESTCONF O Cisco 10S HTTP -—E XD FE 1t

FIRDEE

FIRD

FIE

RESTCONF A > &% —7 = A AZfEHT 5

1. enable

2. configureterminal
3. restconf

4. ip http secure-server
5. end

2, ROIEEZATVET,

ARV RFEERETIa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIC L £,
e N2 — RE AN LET (FERENTHD) .
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AU RFERETIVa Y

B8

ATv T2

configureterminal

1

Device# configure terminal

Ja—\)ar7 4 Xalb—vay T— NEh
l_/\i‘jﬁo

ATvT3

restconf
e

Device (config) # restconf

Fy hU—27 534 AT RESTCONF A % —7 =
ARAEFILET,

ATvT4

ip http secure-server

1

Device (config) # ip http secure-server

¥ % =7 HTTP (HTTPS) Y — "%Z A RX—7 /T L
ij_o

ATy Th

end

1 -

Device (config) # end

Ja—r ) ar 7 4 Xal— gy T— REKT
L. ¥i#E EXEC E— RABAE L 7,

RESTCONF 0 &% 7 D R lE

A= T T ar7 4 Xalb—rvalz2FEHLTT A ABERTDHE, ngink 7' 7E AR
EITHUTR D £3, 277U, DMI 7 a v AXHERNIIR Y £ A,

& @ show platform software yang-management process monitor =2~ > KO HIL, nginx 7
BEANFTHTHLZ LR L TVET,

Device# show platform software yang-management process monitor

COMMAND PID S VSZ RSS %CPU $MEM ELAPSED
nginx 27026 S 332356 18428 0.0 0.4 01:34
nginx 27032 s 337852 13600 0.0 0.3 01:34

NGINX (%, 77 ¥ Web #—,3& L THERET 5 NER Web $—/3C. Transport Layer Security
(TLS) ~X—ADHTTPS Z#ffk L £ 9, HTTPS # /1 L CT4{8 & 472 RESTCONF R L, H Al
WINGINX 72 F ¥ Web Y —ERIZ L > TRESI, SHICERPE Ut~y T 4y 7 Fxy
7 D 72817 confd Web — NIZHRIE S NVE T,

& @ show platform software yang-management process =< > KOH NFlIx, AX—+ T v 7
AT 4 Fal—varEEH LTINS AREB SN L EDTRTOT v RADRAT—X
AR LTVET,

Device# show platform software yang-management process

confd : Not Running
nesd : Not Running
syncfd : Not Running
ncsshd : Not Running
dmiauthd : Not Running
nginx : Running
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ndbmand : Not Running
pubd : Not Running

restconf =~ > RRE SN TV HHA. ngink 7 0 ANFHEE X, DMI 7' 1t 23 H)
SINET,

& @ show platform softwar e yang-management process =~ > KO H J#liE, nginx 7r & & &
DMI 7 a2 23 EEB L TEITHFTHLHZ L 2R L TWET,

Device# show platform software yang-management process

confd : Running

nesd : Running

syncfd : Running

ncsshd : Not Running ! NETCONF-YANG is not configured, hence ncsshd process
is in not running.

dmiauthd : Running

vtyserverutild : Running

opdatamgrd : Running

nginx : Running ! nginx process is up due to the HTTP configuration, and it

is restarted when RESTCONF is enabled.
ndbmand : Running

XK@ show platform software yang-management process monitor =~ > RO 3FCTix, TP
7 AT A REMIERAE R I TVET,

Devicetshow platform software yang-management process monitor

COMMAND PID S VsSz RSS $CPU $MEM ELAPSED
confd 28728 S 860396 168496 42.2 4.2 00:12
confd-startup.s 28448 S 19664 4496 0.2 0.1 00:12
dmiauthd 29499 s 275356 23340 0.2 0.5 00:10
ndbmand 29321 S 567232 65564 2.1 1.6 00:11
nesd 29029 s 189952 14224 0.1 0.3 00:11
nginx 29711 S 332288 18420 0.6 0.4 00:09
nginx 29717 s 337636 12216 0.0 0.3 00:09
pubd 28237 S 631848 68624 2.1 1.7 00:13
syncfd 28776 S 189656 16744 0.2 0.4 00:12

AAA L RESTCONF A > % —7 = A ANFKE S 4L, nginx 7' 12t LBEET 5 DMI 7' 1t AR
FATHIC Ao 72, T 734 A1X RESTCONF ER %2 %[5 T& HIRMEIC /20 9,

NETCONF/RESTCONF & v ¥ a v D AT —H A& FK"$ 5HI21E, show netconf-yang sessions
avy REEHLET,

Device# show netconf-yang sessions

R: Global-lock on running datastore
C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 1
session-id transport username source-host global-lock

19 netconf-ssh admin 2001:db8::1 None
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NETCONF/RESTCONF & v ¥ = ZBIT 5 EHIfE A £~ 3 5121, show netconf-yang sessions
detail =~ REFEALET,

Device# show netconf-yang sessions detail

R: Global-lock on running datastore
C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions HE
session-id : 19
transport : netconf-ssh
username : admin
source-host : 2001:db8::1
login-time : 2018-10-26T12:37:22+00:00
in-rpcs : 0
in-bad-rpcs : 0
out-rpc-errors : 0
out-notifications : 0
global-lock : None

RESTCONF 70 kO JL D& E

{5] : RESTCONF 70 3 JLDERE

RESTCONF 23k (HTTPS Verh)

Wiz, Z—4 v k)Y —ATHF SN TUVSD HTTPS Verb %753 RESTCONF ZE:R Dl &7~ L
£9, ZOFITIX logging monitor 2~ R&MHA L TWET,

root:~# curl -i -k -X "OPTIONS"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"
\

> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin'

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 23 Apr 2018 15:27:57 GMT

Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Allow: DELETE, GET, HEAD, PATCH, POST, PUT, OPTIONS SSSSSS>>>>> Allowed methods

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate

Accept-Patch: application/yang-data+xml, application/yang-data+json

Pragma: no-cache

root:~#
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POST (fEmk) ZE3K

POST #ETIX, #—7 v F THAL RAMFELRN I T 4 X2 b—T 3 UHIMERK S
ET,

\}

GE)  Ffrar 74X alb—3 3 Tloggingmonitor 2~ > REMHTE W2 & 2R L
TLEEN,

R POST Z3K O F Tl logging monitor alerts =~ > K& H L T\ ET,

Device:~# curl -i -k -X "POST"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor" \

> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin' \

> -d $'{

> "severity": "alerts"

>}

HTTP/1.1 201 Created

Server: nginx

Date: Mon, 23 Apr 2018 14:53:51 GMT

Content-Type: text/html

Content-Length: 0

Location:
https://10.85.116.30/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity
Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 14:53:51 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-495231-97239

Pragma: no-cache

Device:~#

PUT : (ERLZEF=(FEH) EXR :

REINTca~y RBRT S ATFE LR WA IX, POST ZaRIC K » TIER SN E
T, 2L, FTar 74X al—va VST TIGFET DHA8E. Zo8RICk-
Tavy FREEHB ONET,

o PUT EROFITIE logging monitor warnings =~ > Rz L T\ £,

Device:~# curl -i -k -X "PUT"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"

\
> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin' \
> -d $'{
> "severity": "warnings"
> )

HTTP/1.1 204 No Content

Server: nginx

Date: Mon, 23 Apr 2018 14:58:36 GMT
Content-Type: text/html
Content-Length: 0

Connection: keep-alive
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Last-Modified: Mon, 23 Apr 2018 14:57:46 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-495466-326956

Pragma: no-cache

Device:~#
PATCH : (E#) EX
Rk @ PATCH %3k O Ti% logging monitor informational =~ > K& H L TW\E9,

Device:~# curl -i -k -X "PATCH"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native" \

> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin' \

> -d $'{

> "native": {

> "logging": {

> "monitor": {

> "severity": "informational"

> }

> }

> }

>}

HTTP/1.1 204 No Content

Server: nginx

Date: Mon, 23 Apr 2018 15:07:56 GMT
Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 15:07:56 GMT
Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-496076-273016

Pragma: no-cache

Device:~#

GET Z3R (ZtaHY)

KD GET E:RDH]TiX logging monitor informational =~ > FZ&2#H L T\ ET,

Device:~# curl -i -k -X "GET"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"
\

> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin'

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 23 Apr 2018 15:10:59 GMT

Content-Type: application/yang-data+json

Transfer-Encoding: chunked

Connection: keep-alive

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate

Pragma: no-cache

"Cisco-IOS-XE-native:severity": "informational"
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Device:~#

DELETEZR (3> 74 FalL—a v DHIRR)

Device:~# curl -i -k -X "DELETE"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"

\
> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin'

HTTP/1.1 204 No Content

Server: nginx

Date: Mon, 23 Apr 2018 15:26:05 GMT

Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 15:26:05 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-497165-473206

Pragma: no-cache

linux host:~#

RESTCONF 700 k L DES:EE$

ESpER=¢
BEEIE TZaTFILEAL L

I0S-XE, I0S-XR, XL INX-0S |BHFHIZ530 0 7 WL T Cisco YANG E 7T /VIZT 7
ISy R 7 —LDIEIERY [ BXTHITIE, GitHub VAR R U 288 L. vendor/cisco
UV —AD YANG 7 —H% ET )b HTF L7 MUICBEILET, 22 ClE, I0S XE,
I0S-XR, BLUNX-0S 77 v h 74— LD FIFE /2
VI —Z2DETFNAEZHEHNTEET,

BREL ZURFC

EXERFC| 21 <L

RFC YANG : Network Configuration Protocol (NETCONF) [fif 7 —# €7 U /5
6020 =%
e

RFC RESTCONF Protocol [#7E]
8040

RFC YANG /N F AT 4 T2 AT
8072
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| EFLBBHRITOTIS<EY T4
RESTCONF 0 b 0 )L DHERETER .

SRADTY ZAHI YR—F

A o

2 aDYR—FWebt A FTlE, &=l | https://www.cisco.com/c/en/us/support/index.html
BT 7 /Y —IlETH NI T a—T ¢
VBRSNS TCWERETF A R0, v=a T
RV —NEFZ LD LT LEERAT T

V= Az L TnET,

BEWOGEOEX 2 U T ¢ FHROHAMEHRE
AFT 572812, CiscoNotification Service (Field
Notice 7*5 7 7 &£ &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
74— R EOFFEY —ERITMATE ET,

VAaDYR—FWebA FOY—NIIZT IR
AT A%, Cisco.com D —HF D B LRI
U— RBETT,

RESTCONF 'O ~ O /L DHEEETEER

WORIZ, ZOFY 2— /LT LI-BEREICEET 2V Y —AE#®RERLET, ZORIX, V7
=7 VU—R b A U TCEEREOYFR—IREAINZEEOY T My =T V=R
JERLTWET, ZOBEREIX, FRCW O B WRY | 2 LBEO—@#O Y 7 by =7 U Y —
ATHYR—bFENFET,

7Ty b7 A= LOPR—FBLOVRAAY T N 2T A A=V OV R— MIBET 2 15HRZ K
&9 %IZ1%, Cisco Feature Navigator Z /] L 7", Cisco Feature Navigator |27 7 £ 23 2|2
%, www.cisco.com/go/cfn I8 L £4°, Cisco.com DT H U MIMLEH D £ A,
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£ 15: RESTCONF 7’00 ~ 0 )L D ETESR

HRE 1)1)—=x P
RESTCONF | Cisco IOS XE | RESTCONF (%, YANGE7 /L CEBZRSNTNDIRET —# ., Ik
—~nr b= |Everest 16.6.1 BT —4% . T —FFT )VEFARDRPC DEMER XA X b4
v (7 7R AT B, A G = RIS TR ST F

A B =T oA Ak LET,

COBRENKRDT T v b7 4 — A TEMISNE L,
« Cisco 4000 ¥ U — X ¥ —E AfrafL— &
+Cisco ASR 1000 7 7' U '—v g o h—E R L—&
« Cisco Cloud Services Router 1000V & J — X

MDA~ RPEANFIIIELESVE L7« iphttp server 38K
O restconf

Cisco IOS XE Fuji | Cisco 10S XE Fuji 16.8.1a Tlix, ZOMEREIZKRDOT 7 v b7 4 —
16.8.1a AiTFESRTVE L,

« Cisco 1000 ¥ U — X #—E Afpaf L — &
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» Cisco Catalyst 9300 > U — X A A v F
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* Cisco Network Convergence System 4200 3 Y — X
CmmmSHWW(mWKBXEHym9zf ZOMREIIRD T T v T g —
16.9.2 KCEESNTOE L,

« Cisco Catalyst 9200 35 X TV 9200L > U — X A A v F

* Cisco Catalyst 9300L SKU
Cisco IOS XE
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R
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Cisco IOS XE Gibraltar 16.11.1 TiX, ZOHREIZRDO T T v
T —AIEEETWE LT,

* Cisco Catalyst 9600 U —X A A v F

BE

« Cisco Catalyst 9800-CL VA Y L A= fr—7
* Cisco Catalyst 9800-40 V A Y L 22 fu—7
» Cisco Catalyst 9800-80 VA Y L' ZA =2 fu—7

« Cisco Network Convergence System 520 2 J — X

Cisco 10S XE Z OWEEEIX. Cisco IOS XE Gibraltar 16.12.1 T, Cisco Catalyst
Gibraltar 16.12.1 |9g00.L 7 4 ¥ 1L 22> FE—F] WCEEINE L,

CiscolOSXE | Z »OHfEIL, Cisco I0S XE Amsterdam 17.3.1 TIRD T T » k
Amsterdam 17.3.1| & 4 — )z Sk U7,

» Cisco Catalyst 8200 >V —X v 77 v N 74—
* Cisco Catalyst 8300 >V —X =¥ 7T v N7 4 — A

» Cisco Catalyst 8500 33 LV 8500L >V —X = 7*F » b
7 F—5Ih

Cisco 10S XE Z OFERENL. Cisco I0S XE Bengaluru 17.4.1 T, Cisco Catalyst
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HEETER
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Cisco IOS XE
Amsterdam 17.1.1

RESTCONF (%, RFC 8072 THEE I TV 5 YANG /% F A
FTAUATEA T YR =KL TWET,

COBEREIX, ROT T v 7 A —AICEEINTHE LT,
* Cisco 1000 'V — X $— B AHAHE L —H
* Cisco 4000 > U — X H— b A HE A AL — &
+CiscoASR900 >V —AX 77 U F—v g —E R L—X

+Cisco ASR 1000 7 7' U F—va v —E A L—4
(ASR1000-RP2, ASRI1000-RP3, ASR1001-HX,
ASR1001-X, ASR1002-HX. ASR1002-X)

* Cisco Catalyst 9200 > U —X A A v F

* Cisco Catalyst 9300 > U — R A A v F

» Cisco Catalyst 9400 > U — X A A »F

» Cisco Catalyst 9500 > U — X A A v F
*CiscocBR-8 2> /N—U K 7 m— RN R b—&
« Cisco Cloud Services Router 1000V & J — X

* Cisco Network Convergence System 520 2 J — X

» Cisco Network Convergence System 4200 3 Y — X
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NETCONF & & U'RESTCONF DH—E R LA
JL ACL

ZDFEY 2—/LTE, NETCONF 5 X OXRESTCONF CTHHR— hENbHHP—EAL~LACL &
FOHREFEITHOWTHHALET,
« NETCONF # & (8 RESTCONF O — B A L~L ACL IZB9 A 1FH (217 =—)
« NETCONF # L O RESTCONF O H#—E & Ll ACL O ESE (218 2—)
« NETCONF 3 X IOXRESTCONF O H#—t 2 L~UL ACL OFEH (221 ~2—)
« NETCONF 35 . TRRESTCONF O —tE 2 L~L ACLIZ B9 5 F D&k (221 2—2)
« NETCONF # £ O RESTCONF O #— B 2 L~ ACL OISREIFH (222 ~<—)

NETCONF 5 & U RESTCONF DH—E X L)L ACL [ZE§9
L

NETCONF & & U RESTCONF D4 —E X LR JL ACL DHEE

NETCONF £ X T'RESTCONF & v 2 D IPv4 £7-1XIPv6 7 7 B AHllfl ) A b (ACL) %%
ETEET, RESNIZACLICHEILL TWeWr T4 7> k&, NETCONF % 7213 RESTCONF
YT VAT ANDT I AEHFAINETE L, T—EALULOACLRHRESINTWDHEHE,
NETCONF-YANG # X Y RESTCONF #£#5t ZRIZEFE L IP T RL RIS T T o v HZ Y T
SNET,

P—E AL ~LDACLNERE S TWRWEEE, 73T NETCONF-YANG §5 L O"RESTCONF
VB R N T AT AT SN ET,

)

GE)  4fifTE ACL DAY R— FSNET, FHME ACL IV A—FanEti,
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B NETCONF & & U RESTCONF 04— E 2 L XL ACL DRSS %

NETCONF # & U' RESTCONF D H—E X LXNJL ACL D

73k

NETCONF-YANG v 2 3 >0 ACL ®

EFLEBBEIOIS5TEY T4 |

=L

axX AE

X TE

NETCONF-YANG E> > a v DIPT 27 ®AY A MEIXIPv6 T 7B AV A M EAFRIETE E

j‘o
FIEDHE
1. enable
2. configureterminal
3. « ip access-list {standard | extended} access-list-name
* ipv6 access-list access-list-name
4. permit {host-address| host-name | any} [wildcard]
5. deny {host-address | host-name | any} [wildcard]
6. exit
7. netconf-yang ssh {{ipv4|ipv6 }access-list name access-list-name} | port port-number }
8. end
FIED ¥
FIE
ARV RFEREET7TIVa Y ]3]
AT v 71 |enable FFHE EXEC T— RE AL £,
fl e NMAT— R AN LET EREINTEHE) .
Device> enable
R T 72 |configureterminal su— L ary 7 4 ¥ alb—3igy E— NE Bk
f LET
Device# configure terminal
ATvT3 « ip accesslist {standard | extended} access-list-name JEHEDIPT VAV A MEEELT, EEDOT

* ipv6 access-list access-list-name

1

Device (config)# ip access-list standard
acll permit

Device (config) # ipv6 access-list ipvé-acll permit

JHEA VAN ary7 4 F¥al—yarE—K
ZEE L F9,
IPv6 77 AU X REFEL T, EUHED IPv6

TIJEA VAN a7 4FXal—3a Ly T—
FEBRIEL £7,
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RESTCONF &z < 3 > ACL D% E .

AU RFERETIVa Y

B8

ATvT4

permit {host-address | host-name | any} [wildcard]

1

Device (config-std-nacl)# permit 192.168.255.0
0.0.0.255

Ny NEFFA[T S PPV 7 27 B A Y A b DA
ERELET,

ATvTh

deny {host-address | host-name | any} [wildcard]

1

Device (config-std-nacl) # deny any

Ny FRERTHIP £/1LIPv6 77 22U A b
DEMERELET,

ATvT6

exit
B -

Device (config-std-nacl)# exit

BWH¥OT 7RV A Nary 74 X¥alb—2 g F—
RE#ETL, Za—bary7 4 Fal— gy
ET— FNIZRED £,

ATy T17

netconf-yang ssh {{ipv4 | ipv6 }access-list name
access-list-name} | port port-number}
fl

Device (config) # netconf-yang ssh ipv4 access-list]
name acll permit

NETCONF-YANGt v 3 VOACLEZZHELET,

ATvT8

end

1

Device (config) # end

Ju—r\)b a7 4 Fal—ary B— REKT
L. ¥ EXEC E— FIZED £,

RESTCONF v < 3 > M ACL D% E

RESTCONF v a v DIPT 7 AY A MELIEIPV6E T 7B AV A MERETEET,

FIRDOHE

1. enable
configureterminal

N

3. « ip access-list {standard | extended} access-list-name

* ipv6 access-list access-list-name
4. permit {protocol-number | ipv6-source-address | ipv6-source-prefix | protocol } any
5. deny {protocol-number | ipv6-source-address | ipv6-source-prefix | protocol }any any
6. exit
7. restconf {ipv4|ipv6 }access-list name access-list-name
8. end
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FIE
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ARV RFERFTIaY

=)

ATy T

enable
51 -

Device> enable

it EXEC E— RE A LET,
e NRATU—KRKEANLET (ERENZHED)

ATvT2

configureterminal

1

Device# configure terminal

Juau—n) a7 4 Xal—ay ET— NELE
L/‘iﬁ‘@

ATvT3

* ip accessligt {standard | extended} access-list-name
* ipv6 access-list access-list-name

1

Device (config)# ip access-list standard
acll permit

Device (config) # ipv6 access-list ipvé-acll permit

HEHEDIPT 7RV XA MEFEELT, EEDOT
A VAN ary74F¥al—arE—K
MR L FET,

¢IPv6 77 AU A M EFFE LT, D IPv6

T7®A VAN 7 4Xal— g F—
FEBRtE L £,

RATvT4

permit {protocol-number | ipv6-source-address |
ipv6-source-prefix | protocol } any
fi

Device (config-ipv6-acl) # permit ipv6
2001:db8::1/32 any

Py NERFRITBIPVG T 7 2 A Y A N DG A
ELET,

ATvTh

deny {protocol-number | ipv6-source-address |
ipv6-source-prefix | protocol }any any

1 -

Device (config-ipv6-acl) # deny ipv6 any any

PNy NEESTHIPV6 T 72 AU A R OZME
ELET,

ATvT6

exit
B

Device (config-ipv6-acl) # exit

IPv6 77 A YA a7 4Fal— g F—
RE&TLTC, ZJa—_lary 74 X¥al— gy
ET—RFIZED £,

ATy T1

restconf {ipv4 |ipv6 }access-list name access-list-name

1

Device (config)# restconf ipvé access-list name
ipvé-acll permit

RESTCONF v 3D ACL ZHTELET,

ATvT8

end

1

Device (config) # end

Jsa—)Lary7 4 Xal—aryEe— REKT
L. B EXEC E— FIZREY £,
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NETCONF 45 & U RESTCONF O — E L~ L AL ol [}

NETCONF £ & Tf RESTCONF D —E X L)L ACL DR E
15l

f5] : NETCONF v < 3 > ® ACL D& E

Device# enable

Device# configure terminal

Device (config)# ip access-list standard acll permit

Device (config-std-nacl) # permit 192.168.255.0 0.0.0.255

Device (config-std-nacl)# deny any

Device (config-std-nacl) # exit

Device (config) # netconf-yang ssh ipv4 access-list name acll permit
Device (config) # end

{5l : RESTCONF v 3 3 >0 ACL DEE

Device# enable

Device# configure terminal

Device (config) # ipv6é access-list ipvé-acll permit

Device (config-ipvé6-acl) # permit ipvé 2001:db8::1/32 any

Device (config-ipv6-acl) # deny ipv6é any any

Device (config-ipvé6-acl) # exit

Device (config) # restconf ipvé access-list name ipvé6-acll permit
Device (config) # end

NETCONF 5 & U RESTCONF DH—E X L)L ACL [ZE8T
5D EF

BEIE E TX=aT7ILEA ML

NETCONF-YANG NETCONF 7’1 k=11

RESTCONF RESTCONF 7’1 | =)L

Iur <74 avs R Turg<wve )T av s R )Ty LA
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BHEVORGE DX 2 U T 4 FRSBINEREAFT S0,
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74— R EOFREY —EAITMATE £,

YAaDYIR—k Web A bDY—WIT 7B AT BHERIL,
Cisco.com D —H ID B LA T — RN NECTY,

NETCONF & & U RESTCONF O+ —E X L AL ACL D4 EE
(T

ROKIZ, ZOFEY 2—/L T LIZRRICET ) U —REFHRERLET, ZOXRIEL V7
F7=27 VDU —RX ML A U TEEEOYR— IR EASINTZEEOY 7 =T V) —R7
FZERLTWET, ZOMEEIL. FRIE 0 23720 RY | ZRUBEO—EHDO Y 7 b =7 U —
ATHYHR—FINET,

77y b7 DY R— P BIOV RV T N =T A A=V OV R— MIBT LA K
&9 %IZ1%, Cisco Feature Navigator Z i/l L 7", Cisco Feature Navigator |27 7 & 29 % |Z
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% 16: NETCONF &5 & U RESTCONF D —E X L X)L ACL DHEEETER

HaE

iy

) —R | HEEER

NETCONEF % X [Cisco IOS  |NETCONF 3 L ONRESTCONF & v & g DT 7 & AHl#I U A k
U'RESTCONF | XEEverest | (ACL) #@tEc&x£4, #ESNACLICHERL THRWY
PH—r 2 L | 1611 547> M. NETCONF ¥ 7= |3 RESTCONF # 7 & X F L~
JL ACL T RAEZFAISNEY A,

RO A~ RPNEANETZIIEE I E L7z ¢ netconf-yang ssh
access-list 33 L Urestconf access-list

*Cisco ASR900 >V —X T 7 ) =g v —E R L—X

*CiscoASR920 ¥ U =X 77V F—a v —E R L—X
(RSP2)

» Cisco Catalyst 3650 > U — X XA v F

« Cisco Catalyst 3850 > U — & A A v F

» Cisco Catalyst 9200 > U — X A A v F

» Cisco Catalyst 9300 ' U — X A A > F

» Cisco Catalyst 9400 >V — X A A »F

» Cisco Catalyst 9500 >V —X XA »F

« Cisco Catalyst IE 3200, 3300, 3400 & ifif/AfEs ) —X
* Cisco T NTF y N —1E 23300 ) —X 24 vF
* Cisco IR1101 MHERFEMERE ¥ — B A FAT L — &

» Cisco Network Convergence System 4200 > J — X

* Cisco Network Convergence System 520 3/ U — &
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gNMI 70 ko)L

ZOFERETIE, gRPC Ry NU— 7 EFHA X —T7 =4 A (gNMI) OBEREZ M L7-E 7 LEK
RORE L EAT —ZOHG, BLXRYE—F 7Ry —Uy a2—/L (RPC) O, &iE.
BEIZOWTHA L E4, gNMI A= 3 2 04.0 BV HR—bFERTHET,

« gNMI 7' 2 b 2L OfiFIFH (225 X—)

« gNMI 7' b )L OREEE (226 ~—3)

«gNMI 712 b 2V ZFIMNTT 5 H1E (237 ~—2)

« gNMI 7' &2 b 2L OFRER] (243 <—)

« gNMI 7' b 2V OBEE R (244 R—2)

« gNMI 7'z b 2L ORERERE i (245 ~—2)

gNMI 7’0 k O)LD%I$9EI1E

FEREIZIX, RO X5 il E N EA S ET,
«JSON. BYTES. PROTO. BILUWASCI=> a—F 47 F 7 a3 R— &R TW
E I

JSON IETF F—I|Zi, ROEROAFIZER BB & 1T D YANG 7'V 7 1 v 7 ARG %
NTWLHENS Y 9, 72L& 21X, openconfig-vlan.yang DJLHEN> & JRAE L 7= routed-vlan
X, B — FOARIZEMEITRZ L2720 Bl — IV 7 4 v 7 Roc-if 2 FFHET) |
oc-vlan:routed-vlan & A1 HMLERH D F£7,

* GetRequest :
BT —ZOT 4N ) o TEY R P ERTVER A,

s BT NAOMEREFTIFR— FENTOWERFA, TILHIE, Get RPC 2—/L~DILE E LT
F—H A= TT,

* GetResponse :

e A VT AT R—FENTHERTA, THUT, BHA Yy E—VOPTRESNLLT
V7 4y 7 ADTA YT A e g g % 305 H T,
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EFLEHETOSS5TEY T4 |
B owioororoms

s HIBRIZY R—FENTWERA, ZHE, T—% VU —0LHIRT D —#HD/NAT
‘g_O

gNMI 70 O L DHBE

gNMI [ZD U\ T

gNMI (T Google (T & - THAFE S 472 gRPC X v U —VEHA L 2 —T = A ZATH, gNMI L
Ky bV FAL ADRERA A M=, BE, BEOHIRL, £, BT — 2 0ER
LIATT DA D= A LT, gNMIZ il UCTHRIES S =27 2 VI3 YANG 2 L TEF L
fbTc&x £,

gRPCIE, 770U RY—REBETDIENANNT TAT N L TIREIE THRE ATRE 72 Bl
% FBLT 5729012 Google IZ L TR N E— K P —Y % 23—/ TT, gRPC T
eNMI {55 L, 7 —&% EEEERAZARIL L TEET H FEA R L E T,

gNMI Y —E ADREENEA LIZEE, gNMI 7o —7% (GNMIB) (2L - T, up 7*5 down ~
DEWERBOZLD RS, T —F _X—ANEE L TIITIN5H E TIETTD RPC 34—
EAFHARADOA v =R LET, U A/NUERHZIE, GNMIB IZ X2 T down 725 up ~D
EEIRFEDZEAL 3R S 4L, RPC O OE A FHR S E T,

gNMI /X <subscribe>RPC H—E A &R — h LET, fEMIZOWTIE, =7 AERETRIT L X
U OFEZZRLTIIZI N,

YANG T—#4% Y —®DJSONIETF T a—FT 4 V45

RFC7951 CiX, YANGT —% Y U —LZDH 7> U —0 JavaScript 477 2 = 7 h %Kzt (JSON)
Ta—F 4 I MHESNTOET, gNMI X, 2T U YETOT—XDxTra— R
JSON A L £7,

JSON # A 7%, /3 JISON XL FHE LTy a— RENTWAZ L &R LE$, JSON IETF
Ty a— RENT —HIE, RFC 7951 THE I TS JSON U 7 AL L— L Z HEHL
LTCWARERBY ET, 7 74T heX—5y hOWHNISON = a—F (v 7 &k
A—=FLTWDIHERHY 5,

YANG 7—% /—FK (V—7, av7F, U—=7URXF, URAL, anydata /— F, BLO

anyxml / — R) OA VAKX U A[X, JISONA T V=7 MEZITARTEEDOST DA L R—L L
Txra—RanhEd, mra—F 407 v—3, RET—X. IRET—% . RPC #1ED
WNTGA—=H T I vary, @BHRE, TXTOXATOTF—4% V) —TCRLTT,

T8 )= R AVAZ L RAITRTAREEORT L LTz a— REh, ZO4FNET —
2 ) — R F PO ENET, HiX, 7—% /—FROATIVICL->TRRY £,
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| EFLBBHRITOTIS<EY T4
gNMI GET Request [J|j

)—207—%2/—F

V=7 ) —FiZx, 7= VIV —RNIERHD TV HEHV EFA, V=T A AZ A,
LATEEOXT L LTz ra—RRanEd, ZOHEICE, V-0 A AU LT, XF5,
BUE, V7 TV true £7213 false, F72ITFFR72BLA [null] 2 CE E9, fREINTZNAD
THAHANY —7 ) — ROGE (FRFEEET, Bl T onzfizFFo) . 20 —70
EREHET L a—FENET (FOEEDISONEREENTWET, JSON 472 =7 M
PVEH Y FHA)

wIZ, V=7 J—REZRDOHZRLET,

leaf foo {
type uint8;
}

WIZ, JSON T a— RENTEANRA LV AZ A B R LET,

"foo": 123

gNMI GET Request

gNMIGet RPC I, 7—% Y U —nb, 1 DL EOBRGERME, REBEME, IRAKREBEM:. £72
AR — SN TWSHE— NICBEEMN T O T R TORBMEZIGET 2 HFIEEZEELET,
T—=2 ) =N RET 572D, GetRequest237 7 A 7 2 hinb X —7 v MIEEIN
£7, GetRequest ~DJ5%E & LT GetResponse 23515 SAVE T,

GetRequest 0 JSON #&i&

KIZ, GetRequestJSON D& Dl %47~ L £ T, GetRequest & GetResponse D] 5 3K x S AL E
—g‘o

GetRequest

The following is a path for the
openconfig-interfaces model
++++++++ Sending get request: ++++++++

path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}
GetResponse

encoding: JSON_IETF
++++++++ Received get response: ++++++++
notification {
timestamp: 1521699434792345469
update {
path {
elem {
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gNMI GET Request

name: "interfaces"
}
elem {
name: "interface"
key {

key: "name"
value: "\"LoopbackllI\""

val {

json_ietf val: "{\n\t\"openconfig-interfaces:name\":\t\

"LoopbackllI\",\n\t\
"openconfig-interfaces:config\":\t{\n\t\t\
"openconfig-interfaces:type\":\t\"ianaift:
softwareLoopback\", \n\t\t\
"openconfig-interfaces:name\":\t\"LoopbackllI\",\n\t\t\
"openconfig-interfaces:enabled\":\t\"true\"\n\t}, \n\t\
"openconfig-interfaces:state\":\t{\n\t\t\
"openconfig-interfaces:type\":\t\"ianaift:
softwareLoopback\", \n\t\t\
"openconfig-interfaces:name\":\t\"LoopbackllI\",\n\t\t\
"openconfig-interfaces:enabled\":\t\"true\",\n\t\t\
"openconfig-interfaces:ifindex\":\t52, \n\t\t\

"openconfig-interfaces:admin-status\":\t\"UP\",\n\t\t\
"openconfig-interfaces:oper-status\":\t\"UP\", \n\t\t\
"openconfig-interfaces:last-change\":\t2018, \n\t\t\
"openconfig-interfaces:counters\":\t{\n\t\t\t\
"openconfig-interfaces:in-octets\":\t0, \n\t\t\t\
"openconfig-interfaces:in-unicast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:in-broadcast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:in-multicast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:in-discards\":\t0,\n\t\t\t\
"openconfig-interfaces:in-errors\":\t0, \n\t\t\t\
"openconfig-interfaces:in-unknown-protos\":\t0, \n\t\t\t\
"openconfig-interfaces:out-octets\":\t0, \n\t\t\t\
"openconfig-interfaces:out-unicast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:out-broadcast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:out-multicast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:out-discards\":\t0, \n\t\t\t\
"openconfig-interfaces:out-errors\":\t0, \n\t\t\t\
"openconfig-interfaces:last-clear\":\t2018\n\t\t}, \n\t\t\

"openconfig-platform:hardware-port\":\t\
"Loopbackl11\"\n\t}, \n\t\
"openconfig-interfaces:subinterfaces\":\t{\n\t\t\
"openconfig-interfaces:index\":\t0, \n\t\t\
"openconfig-interfaces:config\":\t{\n\t\t\t\
"openconfig-interfaces:index\":\t0, \n\t\t\t\
"openconfig-interfaces:name\":\t\"Loopbacklll\",\n\t\t\t\
"openconfig-interfaces:enabled\":\t\"true\"\n\t\t}, \n\t\t\
"openconfig-interfaces:state\":\t{\n\t\t\t\
"openconfig-interfaces:index\":\t0, \n\t\t\t\
"openconfig-interfaces:name\":\t\"Loopbacklll.0\",\n\t\t\t\
"openconfig-interfaces:enabled\":\t\"true\",\n\t\t\t\
"openconfig-interfaces:admin-status\":\t\"UP\",\n\t\t\t\
"openconfig-interfaces:oper-status\":\t\"UP\", \n\t\t\t\
"openconfig-interfaces:last-change\":\t2018, \n\t\t\t\
"openconfig-interfaces:counters\":\t{\n\t\t\t\t\
"openconfig-interfaces:in-octets\":\t0, \n\t\t\t\t\
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"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces

"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces

t2018\n\t\t\t}\n\t\t},

rin-unicast-pkts\":\t0, \n\t\t\t\t\
:in-broadcast-pkts\":\t0, \n\t\t\t\t\
rin-multicast-pkts\":\t0, \n\t\t\t\t\
tin-discards\":\t0, \n\t\t\t\t\
tin-errors\":\t0, \n\t\t\t\t\

rout-octets\":\t0, \n\t\t\t\t\
rout-unicast-pkts\":\t0, \n\t\t\t\t\
:out-broadcast-pkts\":\t0, \n\t\t\t\t\
rout-multicast-pkts\":\t0, \n\t\t\t\t\
rout-discards\":\t0, \n\t\t\t\t\
rout-errors\":\t0, \n\t\t\t\t\
:last-clear\":\

\n\t\t\

"openconfig-if-ip:ipve\":\t{\n\t\t\t\
"openconfig-if-ip:config\":\t\"false\",\n\t\t\t\
"openconfig-if-ip:state\":\t\"false\"\n\t\t}\n\t}\n}"

1) —Z{EIZ*Y % GetRequest

Wiz, U —7MEIZx9 % GetRequestD il 27~ L E 9, GetRequest &, %FIi~9 5 GetResponse D
W RFRINET,

GetRequest

++++++++ Sending get request:

ottt

gNMI GET Request [J|j

path
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}
GetResponse

encoding: JSON_IETF
++++++++ Received get response:
notification {
timestamp: 1521699326012374332
update {
path {
elem {
name:
}

elem {

Fhtttt

"interfaces"
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. gNMI SetRequest

name: "interface"
key {
key: "name"
value: "\"LoopbackllI\""
}
}

elem {
name: "state"
}
elem {
name: "oper-status"
}
}
val {

json_ietf wval: "\"UP\""
}
}
}

gNMI SetRequest

SetRPC (I, ¥A— bk &N TV D ET/MCBEAMT Hivic 1 DU EORRE W RER R 2 i E
LHEERELET, 7—2 YV —NOEZHEHT 5720IZ, SetRequest 737 7147 M
2=y MIEREENET,

SetRequest [Z JSON F—H AR — L THY | F—IZIXYANG V7 4 v 7 ANRGFENTND
VERHYET, ZOT V7 4 v 7 ATITEZEOARZEMMPBL L X8R0 7,

7= & 21X, openconfig-vlan.yang DYEHEN & YRAE L 7= routed-vian 1%, Bl / — FOL FiZEf] & 13 5%
Bl Bl —RKOT V7 v 7 AlF oc-if) | oc-vlanirouted-vlan & AJJ T HMENRH Y F
D

1 D? SetRequest (2 & £ HHIBR, B, BLOEHIX, 2ETIOON I rvar ty
MeLTHEbIET, TP 7 v a OO T ERTHEESEELZLAE. 7
VYT v a VEERPES SN TR — Ny 7 ZiLET, SetRequest (Zxf L T SetResponse 23X
FEIhEd,
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% 17: SetRequest @) JSON #&3E D1l

gNMI SetRequest .

SetRequest SetResponse
++++++++ Sending set request: ++++++++ ++++++++ Received set response: ++++++++
update { response {
path { path {
elem { elem {
name: "interfaces" name: "interfaces"
} }
elem { elem {
name: "interface" name: "interface"
key { key {
key: "name" key: "name"
value: "Loopbacklll" value: "Loopbacklll"
} }
} }
elem ({ elem ({
name: "config" name: "config"
} }
} }
val { op: UPDATE
json_ietf val: }
"{\"openconfig-interfaces:enabled\":\"false\"}"| timestamp: 1521699342123890045
}
}
% 18:1) — 2 {ET®D SetRequest DY
SetRequest SetResponse
++++++++ Sending set request: ++++++++ ++++++++ Received set response: ++++++++
update { response {
path { path {
elem { elem {
name: "interfaces" name: "interfaces"
} }
elem { elem {
name: "interface" name: "interface"
key { key {
key: "name" key: "name"
value: "Loopbacklll" value: "Loopbacklll"
} }
} }
elem { elem {
name: "config" name: "config"
} }
elem { elem {
name: "description" name: "description"
} }
} }
val { op: UPDATE
json_ietf val: "\"UPDATE DESCRIPTION\""|}
timestamp: 1521699342123890045

Cisco 10S XE Bengaluru17.6x 704 5<vEY T4 av24F¥aL—vav A4 K ||




EFLEHETOSS5TEY T4 |
B owiozmzm

gNMI 0 £ BT Z2RS

ARTEMIX, Ay E—TDorigin7 4 —/V RTHEHINDRNA T LT 4 v 7 AZBELET,

Z Z T, CiscolOS XE Gibraltar 16.10.1 LABED U U — A TEH S5 A4 RTZE/MIC DWW TREBT L
i‘j‘o

« RFC 7951 TIRE SII-ABI12EM : /%A L7 4 v 27 A%, RFC7951 TEFZIN TS
YANG £ 2 — V4 %A LET,

RFC 7951 THREINT-EDOT V7 4 v 7 A, YANG TV a2 — VA4 EHHALET,

HEOT VT 4w 7 A, BIRINTZRR T VT 4 v 7 AOLFIZEMOFEEZ T EH A,
WIZ, RFC 7951 CHRESINIZEOT V7 4 v 7 AW ZRLET,

val {
json_ietf val:"{
"openconfig-interfaces:config": {
“openconfig-interfaces:description":
“DESCRIPTION”

po
}

RFC 7951 THRE SN L4BIZEM TV 7 4 v 7 ZXd, YANG EV =2— VA HHEHAL T,
T zIX, V=T Ry 7 4 H—T = A A~D openconfig /N A[FIRD X 912720 £,

/openconfig-interfaces:interfaces/interface [name=Loopbacklll]/

WOFNX, RFC 7951 O RTZERIFEEZHEH L7z gNMI N2 Z R L TVWET,

path {
origin: “rfc7951"
elem {
name: "openconfig-interface:interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}

openconfig : /XA L7 4 v 7 A%EH LEH A, ZILHIT openconfig ET /LD /XA T
DHERTEET,

openconfig A HTZEM 7' L 7 ¢ v 7 ZOEEIX, 1550 F 72134 BTZERINFEE S LTV
GEERLTY, LexIE, V=TT A H—T = A A~ openconfig /S A (TR D X
P e

/interfaces/interface [name=Loopbackll1l]/

WOBENL, openconfig 4 RIZERIFEE A H L7z gNMI N A Z R L CVET,

path {
origin: “openconfig"
elem {
name: "interfaces"
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}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}
72 : openconfig 'L 7 4 v 7 ALFELTY, TNUNBT 74/ ETT,

e S

WOBNL, 22D openconfig A HTZEMFRE A M L7z gNMI /S22 7R L TWET,

path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {

key: "name"
value: "Loopbacklll"

}
}
}

Z Z T, Cisco IOS XE Gibraltar 16.10.1 XV FiDO Y V—RATHEAINDE/NA TVLT 4 v 7 A
IZOWTEB L E T,

TITE, R T LT 4 v 7 AT, YANG BV 2 — LERTERIN TS YANG £ a—
NIV T 4w 7 AEFERLET, X V=TT A H—T = A A~D openconfig
IRAFIRD X D720 9,

/oc-if:interfaces/interface [name=Loopbackll11]/

WROBNL, RO ATZERFEE 2 MM L7z gNMI N2 &R L TVET,

path {
origin: “legacy"
elem {
name: "oc-if:interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}

gNMIOD A )L EA—F

eNMI 7' ka2 Lid, Get RADT ANV RKA— REHHR—FLTWET, ik, BE0EHR
o BEEDTDITNANTY ANV R — REFHT5H8ETT, ZhbDOU AL RI—F
I, AX—~NORRESNTY TV —IZH LT X TOHEKZEL R LET,
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dem|IERTH Y, xPath ND | LFORIOETT, elem L gNMI NATHEH T E9, 7=
EZR, elem&AERELTATA NV NI — ROMEIF, VANV KRD—FRA L F—T AR
ZEL, TRTOA L Z—T oA A LTHRRENDLZ EZBICEW®WLET,

T A v R — RIZIZREERAG L BRI D 25D X 4 THRH Y, EHL5 L4 HR— S THET,
Get SAE, WA UL NV RI—ROTRTCOXA T LAEDEEYHR—FLET,

cHEERAN U AL R — R Zibid, EHEY Y —HNOEFEDY 2 M2 REHELET, KR
RUAN K= R, VA MOERIZF—EPEE SN T ARWGEEICHELLET,

RIZ, NADBERIR T AV NI — ROFlZRLES, ZOUANVRI—RiE T/31 A
WZHDHTXTDA L Z—T oA ZADFHAZRL ET,
path {
elem {
name: "interfaces"
}
elem {
name: "interface"
}
elem {
name: "config"
}
elem {
name: "description"

}
}

« BURIIZR U AV R — K @ FRROfREIC & - TR CHREZ 1R L £ 7,
c NMAFRALETLTF—HONTNNCT A2 Y X7 (%) ZHEELET,

WIZ, WADT ARV AT IA VK= Rex—4¢ L FERATI2HERLET, =
DIANKEA—FRIE, TARZHEZTRITOAS v H—T = A ZADOFHHERLET,

path {

elem {
name:

}

elem {
name:
key {
key: "name"

value: "*"

}

}

"interfaces"

"interface"

elem {
name: “config"
}
elem {
name: "description"
}
}
WIZ, WADT ALY AT TA)NRI— Ra" 24 LTERT 62 R~LEST, 2
DT A v K7 — KiX, Loopbacklll A % —7 = A A CTHEAFHRER T X COHEFEDOH
Bzl ET,
path {
elem {
name: "interfaces"
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}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}

elem {
name: "*"
}
elem {
name: "description"

}
}

o FFA L LTHEMES (L) EREZEo s N EREELET, 2o DTU AL Rh—
RiX, "ANOEBOBERITERTXET,

I, RADEWESZTIANRI—FOBEZRLET, ZOTUA LRI —R
1%, /interfaces Bt N CEMAF[RE/R T X TOMBHAT 4 — /L FEZIRLET,

path {
elem {
name: "interfaces"
}
elem {
name: "...
}
elem {
name: "description"
}
}

WIZ, BEBRA72 T A )V R — K& L 72 GetRequest Dl 7R L £, Z D GetRequest I,
FRAAZHDHTXITOA »H—T = A AD oper-status &K L £7°,

path {
elem {
name: "interfaces"
}
elem {
name: "interface"
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}y
type: 0,

encoding: 4
I, BB 72 DU AV K1 — R&AflH L 72 GetResponse Dl &~ LE T,

notification {
timestamp: 1520627877608777450
update {
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path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "\"FortyGigabitEthernetl/1/1\""
}
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}
val {

json ietf val: "\"LOWER LAYER DOWN\""
}
}I

<snip>
</snip>
update {
path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "\"VlanI\""
}
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}
val {

json_ietf wval: "\"DOWN\""
}
}
}

SR TE DKL

gNMI #E DK GALEEREIZ X W . gNMI SetRequest RPC (2 & » TITHON =9 X TDOIEH 72 ik &
BEMR, T ZOHFEEIZ OREITRFFIND L OICRD 9, ZOMRENEANSIDHA]
X, eNMIBREXTNA ZADFATar 7 4 X alb—va VIREFESTWELE, £/, £
% writememory =~ > K % 721X SaveConfig NETCONF RPC DFATIZ L » TIRIFESNTHNEL
7o
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FITA 74 X2l —2a DT RTOEEL, gNMI LIS OMEIZ L > TERE ST —#
TH->TH, SetRequestRPCRFITEINDEAX— T v a7 4 F¥alb—alilsy—H
PERIESNET,

ZOWRRIZT 7 ANV P THEIITHY . BT HZ LITTEEEA,

gNMI 2 —H5E £ /R — FIC Kk BER5E

a—Fa g AR, 2—FL, BEXUOVSR T — L, £ gNMIRPC TA X F—4% & L TKR
PRt L ET, Wiz, 22—V HERRT— REFHT 5 7L gNMIFERERPC 2~ L £ 77,

metadata = [ ('username', 'admin'), ('password',6 'lab')]
cap_request = gnmi_ pb2.CapabilityRequest ()

# pass metadata to the gnmi pb2 grpc.gNMIStub object
secure_stub.Capabilities(cap request, metadata=metadata)

GNMIDIS— A yt—

TT=NRAETDH L NMIFHANRTT — Ay —VZ2RLET, ROEZ T a TR
eNMI =7 — X vt —T %N DAvR LET,

WIZ, NAPERRGEICRRENDLGT T — A v =02 R L £,

gNMI Error Response:
<_Rendezvous of RPC that terminated with (StatusCode.TERMINATED,
An error occurred while parsing provided xpath: unknown tag:
“someinvalidxpath" Additional information: badly formatted or nonexistent path)>

WIT, HEREEE T —DPRELEGARICERINDITT— Ay —VOBl2RLET,

gNMI Error Response:
< _Rendezvous of RPC that terminated with (StatusCode.UNIMPLEMENTED,
Requested encoding "ASCII" not supported)>

W, T—2ERNEOLRIIFERINLGTT— Ayt —VOflZRLET,

gNMI Error Response:
< _Rendezvous of RPC that terminated with (StatusCode.NOT_ FOUND,
Empty set returned for path "/oc-if:interfaces/noinfohere")>

gNMI 70 FaLEZBIZT H5E

gNMI 7' & | 2L Z N 5121E, IROFIEZFATLE T,

1. gNMIZ A4 7> &, BiER (CA) IZL > TEA SNTZT A A —#HOFERE % 1
’#Zbij‘o
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B uinx <o openssL x A L= EERE DR

1. Linux T OpenSSL #fi ffl L CREFIEZ1ER L 7,

2. THAARAGERAFEZA A =L LET,

3. T/A ATgNMI Zi%E L £,

4. gNMI AN > THWTEITINTNDNE I et LET,

2. FIOFIETHRELIZZ T4 7> biEHEL L— FEHEZMEH L TgNMI Z A 7> b %
VL ET,

Linux T® OpenSSL Z{£ A L F=3EBAZ D 1ERL

AEAEL T A RARA V ME, X 2T gNMI = 2O BN BT,
WIZ, Linux ¥ 3> T OpenSSL Zf#i [l L CREIEZ{ERT 2612 R L £,

# Setting up a CA

openssl genrsa -out rootCA.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=rootCA -x509 -new -nodes -key rootCA.key -sha256 -out
rootCA.pem

# Setting up device cert and key

openssl genrsa -out device.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=<hostnameFQDN> -new -key device.key -out device.csr

openssl x509 -reqg -in device.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out

device.crt -sha256

# Encrpyt device key - needed for input to IOS

openssl rsa -des3 -in device.key -out device.des3.key -passout pass:<password - remember
this for later>

# Setting up client cert and key

openssl genrsa -out client.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=gnmi_client -new -key client.key -out client.csr
openssl x509 -reqg -in client.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out
client.crt -sha256

CLIIZKZT/INA ANDEEHEDA VA F—JL

WOBNL, T AGEAEE A A M= T 5 5iEEZRLTOET,

# Send:
Device# configure terminal
Device (config) # crypto pki import trustpointl pem terminal password passwordl

# Receive:

% Enter PEM-formatted CA certificate.

% End with a blank line or "quit" on a line by itself.
# Send:

# Contents of rootCA.pem, followed by newline + 'quit' + newline:
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=+

Receive:
Enter PEM-formatted encrypted private General Purpose key.
End with "quit" on a line by itself.

oe°

oe°

# Send:
# Contents of device.des3.key, followed by newline + 'quit' + newline:

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,D954FF9E43F1BA20
<snip>

# Receive:
% Enter PEM-formatted General Purpose certificate.
% End with a blank line or "quit" on a line by itself.

# Send:
# Contents of device.crt, followed by newline + 'quit' + newline:

# Receive:
o

% PEM files import succeeded.
Device (config) #

# Send:

Device (config) # crypto pki trustpoint trustpointl
Device (ca-trustpoint) # revocation-check none
Device (ca-trustpoint)# end

Device#

FEtEXa7 E— FTOgNMI OEFE

\}

GE) ZDOH A7 X, CiscoIOS XE Amsterdam 17.3.1 LIfED Y V — Rz H S E 1,

[Day Zero setup] C. HINZT A A& F 2T T— R THHIZLTHEL, T/3( A &)
L., %27 E—FREEDNCLET, A X7 E— R TaNxI Z{£1E9 5121, nognxi
server av 2 REMHLET,

GE) gNxIFEFaT7Hh—"EtFa T —NIT A A ETHRIFICEITTE LT,

gnxi 2~ Rit, gNMIEBEL W gRPC % U —7 #fEAf X —7 =14 A (gNOI) H—EAD

WICEA SIVET, gNxI Y —/LiE, gNMIB LW gNOL 7' favzff+ 51y hT—7

EHAY—LOa L g T,
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FIRDEE

F IR D EFH

FIE

enable
configureterminal
gnxi

gnxi server

gnxi port port-number
end

show gnxi state

NOOAWN

EFLEHETOSS5TEY T4 |

ARV RFERETIVa Y

E:5)

ATy 71 |enable K#ME EXEC £— R AT LE T,
f1 e NMAT— R AN LET (ERINTEHE) .
Device> enable

R 7 72 | configureterminal Ja—sL ary7 4 Xalb—yay E— REllk
fi LET
Device# configure terminal

ATy 73| gnxXi eNxl 7rE A& EE) LET,
i -
Device (config) # gnxi

ATy 74| gnxi server gNxI =" %I X 27 E— FTHMILET,
i
Device (config) # gnxi server

R T 75| gnxi port port-number VoA 2% gNxl R— FERELET,
i) : « T 7 4L F DI X 2T gNxI RA— b iE 50052
(Optional) Device (config)# gnxi port 50000 <7,

27w 76 |end Ja—n_)ar7 4 X¥al— gy T— REKT
i - L. ¥ EXEC T— FICEY £,
Device (config) # end

AT 77 |show gnxi state gNXI A VB —T = A ADAT —H ANFRENE

1

Device# show gnxi state

B
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X217 E— FTOgNMI OEZE

FIRDOHE

F IR DA

FIE

N\

%27 =— koo oat [

GE) ZDOH A7 X, CiscoI0S XE Amsterdam 17.3.1 LIED Y UV — Rz H S E 1,

T X 27— KT gNxl 24519 221X, nognxi secure-server =2~ > R&2MH L £,

GE)  gNxIFEF a7+ —"EtFa T —NEIT A A ETHRIFIZEITTE LT,

GE)  gnxi 2~ NiE, gNMIB LW gRPC Ry N —Z7#EA X —T7 =24 X (gNOI) H—ERAD
WA SIVET, gNxI Y —/LiE, gNMIB LW gNOL 7' fa a4+ 51ry hT—7
FBEHAY—LVOalL g TY,

enable

gnxi

end

©ENDGO LN

configureterminal

gnxi secure-trustpoint trustpoint-name
gnxi secure-server

gnxi secure-client-auth

gnxi secure-port

show gnxi state

ARV KRFERERETI Va3 Y

=)

ATy T

enable
1 -

Device> enable

it EXEC E— FE Az LE T,
e NRATU—REANLET (FEERENEHE) .

ATvT2

configureterminal

1

Device# configure terminal

Juau—)L a7 4 Xal—g )y FT— NEHLG
L/i‘j‘o
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ARV RFERETIVa Y

B8

ATvT3

gnxi

1

Device (config) # gnxi

eNxl 7 1k 2 % 28 L £,

ATv74

gnxi secure-trustpoint trustpoint-name

1

Device (config) # gnxi secure-trustpoint trustpointl

eNxI D3FBFEICAEH T2 R T A bR A v b LEEE
Ty FEBEELET,

ATvTh

gnxi secure-server

1

Device (config)# gnxi secure-server

eNxl —"ZtFxoT7E— RTHEIMZLET,

ATvT6

gnxi secure-client-auth

1 -

Device (config) # gnxi secure-client-auth

(EE) gNxI7mrE A%, A— FEFFEELRE LT
7547 v NiEAEERIELE T,

ATy T17

gnxi secure-port

1

Device (config) # gnxi secure-port

TE) Vo AT 2 gNxIAR— hERELET,
« T 7 F I EDOEF 2T gNxIA— ~H9339 T,

ATvT8

end

1

Device (config) # end

Ju—r\)b a7 4 Fal—ary B— REKT
L. ¥ EXEC £— FIZED £,

ATvT9

show gnxi state

1

Device# show gnxi state

eNx] =/ SDAT —H A% RKRLET,

il

WUz, show gnxi state 2~ > RO B EZR L ET,

Device# show gnxi state

Enabled

gNMI & S5 14 7> b DERE

DIRNZRE L7227 74 7 > hEHE L V— FREHEZHH L TgNMI 7 74 7 > R 035k S

ij—o

[ CiscolOS XEBengaluru17.6x 7O S5<YEYF 4 2> T4 FaL—2a v A K



| EFLBBHRITOTIS<EY T4
o 7o kanoses ]

RIZ, Python ZfEH LT gNMIL 7 74 7> N &8 T 562~ LET,

# gRPC Must be compiled in local dir under path below:

>>> import sys

>>> sys.path.insert (0, "reference/rpc/gnmi/")

>>> import grpc

>>> import gnmi_ pb2

>>> import gnmi_pb2 grpc

>>> gnmi_dir = '/path/to/where/openssl/creds/were/generated/'

# Certs must be read in as bytes

>>> with open(gnmi dir + 'rootCA.pem', 'rb') as f:
>>> ca_cert = f.read()

>>> with open(gnmi dir + 'client.crt', 'rb') as f:
>>> client cert = f.read()

>>> with open(gnmi dir + 'client.key', 'rb') as f:
>>> client key = f.read()

# Create credentials object
>>> credentials = grpc.ssl channel credentials(root certificates=ca_cert,
private key=client key, certificate chain=client cert)

# Create a secure channel:

# Default port is 9339, can be changed on ios device with 'gnxi secure-port ####'
>>> port = 9339

>>> host = <HOSTNAME FQDN>

>>> secure_channel = grpc.secure_channel ("$s:%d" % (host, port), credentials)

# Create secure stub:
>>> secure_stub = gnmi_pb2 grpc.gNMIStub (secure channel)

# Done! Let's test to make sure it works:

>>> secure_stub.Capabilities(gnmi_pb2.CapabilityRequest())
supported models {

<snip>

}

supported encodings: <snip>

gNMI_version: "0.4.0"

gNMI 7’00 k3 /LD EEEHI

Bl . EEFa7 E— FTOgNMI DFEFE
Y

GE) = Ol Cisco IOS XE Amsterdam 17.3.1 LIED U U — 2 @A SN E T,

WIT, gNXI ="zt X a7E— FCTHEMCT D02 R LET,

Device> enable

Device# configure terminal
Device (config) # gnxi

Device (config) # gnxi server
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Device (config) # gnxi port 50000 <The default port is 50052.>
Device (config) # end
Device#

Bl . 27 E— FTOgNMI DFEZIE
\)

GE) Z OiX Cisco I0S XE Amsterdam 17.3.1 AFED )V — R c@A S £9,

WIZ, gNXI =Rt F o 7E— N THEMNCT 0 2R LET,

Device> enable

Device# configure terminal

Device (config) # gnxi

Device (config) # gnxi secure-trustpoint trustpointl

Device (config) # gnxi secure-server

Device (config)# gnxi secure-client-auth

Device (config) # gnxi secure-port 50001 <The default port is 9339.>
Device (config) # end

Device#

gNMI 70 F O /)LOBEESH

BEhERE RZaTFILEA ML
DevNet https://developer.cisco.com/site/ios-xe/
gNMI https://github.com/openconfig/reference/blob/master/rpc/gnmi/gnmi-specification.md

gNMI /3% | https:/github.com/openconfig/reference/blob/master/rpc/gnmi/
v o—5 ¢ |gnmi-path-conventions.md

ﬁ\
ZEESKXURFC

Z A4 /RFC 24 kI

RFC 7951 YANG CETMELENZT—XDISON = a—F 4 7
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gNMI 70 + 0L DH#EETER .

SRADTY ZAHI YR—F

A s

AADYR— kWebH A FTix, v AaDHEEGET 2 v v — | httpr//www.cisco.com/support
BTNy a—T 4 U 7B RILTWEET 5 L )12,
NEaT ARV =N EFI LD ETLEERA T ) Y =A%
R L TnET,

BHEVORGL DX 2 U 7 4 FRSBINEREAFTH20IZ,
Cisco Notification Service (Field Notice 757 7 = A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOFREY —EAITMATE £,

Y AaDYIHR—k Web A bDY—WIT 7B AT BHERIL,
Cisco.com D —H ID B LA T — RN MECTY,

gNMI 70 + O /L DH#EEETEHR

ROFNZ, ZOFY 22— /LTt LIEHEEICET 2 ) U —XF@ME R LEd, ZoRIT. V7
P77 VU= bLA U THEBREDY R— P RBEAINCEEDOY 7 T =T VU —R
FERLTWET, TOMREIZ. FHTW 0 B2V IRD | ZNEO—EDO Y 7 v =7V Y —
ATHIR—FENET,

Ty R T7 A —LADOYR—FBLRN A YT T 2T A A=V OV R— MIET 2 EHRE B
9 51Z1%, Cisco Feature Navigator {8} L £, Cisco Feature Navigator [Z7 7 Z A J 5 |Z
X, www.cisco.com/go/ctn IZE) L £9°, Ciscocom DT AT MILEDLYD FHA,
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£ 19:gNMI 70 kO )LD#EEIEER

EFLEHETOSS5TEY T4 |

HaE

iy

1y—2

HEEE®

gNMI 7’1 | =21

Cisco I0S XE Fuji 16.8.1a

Z ORETIX, gNMI OfRE & GET &
JOVSET RPC Z ] L 7= &7 /VERE)RY
DOFRTE EEHT — X OBUFIZ OV TR
HLET,

ZOMEEIX. ROT Ty T F—AIT
FEINTWE LT,

» Cisco Catalyst 9300 ' U — X A A

a:.
« Cisco Catalyst 9400 > U — X XA
9:.
» Cisco Catalyst 9500 3 U — X A A v
%
Cisco IOS XE Gibraltar Cisco 10S XE Gibraltar 16.10.1 Ti%., =
16.10.1 DFEBEIL Cisco Catalyst 9500 /1 3
Th =< ALY =R AL v F|TELE
SNhTWE L,
Cisco IOS XE Gibraltar Cisco 10S XE Gibraltar 16.11.1 Tix, =
16.11.1 DOHEREIT Cisco Catalyst 9600 < V) — X %
A v FICEEINLTWE LT,

Cisco IOS XE Gibraltar Z OFEREIZ. Cisco 10S XE Gibraltar
16.12.1 16.12.1 TIROT T v b7 4 — LITHEE
SNFE L,

« Cisco Catalyst 9200 33 J2 Tf 9200L >
U= 2A vF
* Cisco Catalyst 9300L SKU
¢ CiscocBR-8 = X— R 7 m— R
N R —H
Cisco IOS XE Amsterdam
17.1.1
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gNMI 7’0 k3 )L DHRETE R .

3
b
R

J1)—x HRETHRER

RElR

Z OEREIL. Cisco I0S XE Amsterdam
1711 TRDOT T v N7+ — LT HEEE
nFE L7,

* CiscoASR900 > U — X 7 7' ' —
Yarh—rRx —4

* CiscoASR920 >V — X 7 7' /f'—
varyh—evR L—H

* Cisco Network Convergence System

520 Y —X

* Cisco Network Convergence System
4200 > U — X

Cisco IOS XE Amsterdam | = »#§fEIT, Cisco IOS XE Amsterdam
17.2.1r

17.2.1r T, Cisco ASR 1000 >V —X 7
TN =g —E R L—F TR

SNE L
Cisco IOS XE Cupertino | Cisco I0S XE Cupertino 17.8.1 Tix, =
17.8.1 DOHEREITIRD T T > b7 4+ — AT T
ShE LT

* Cisco Catalyst 9800-CL 7 1 ¥ L A
arvhe—7

« Cisco Catalyst9800-40 U 1 ¥ L A =
v ha—Z

* Cisco Catalyst 9800-80 V 1 -7 L 2 =
vVha—7
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HHe4 1)) —= HREER
gNMI IPv6 D H R — Cisco I0S XE Dublin gNMI IPv6 O — kL, CiscolOS XE
17.10.1 Dublin 17.10.1 THEHZ 22> TWET,

* Cisco Catalyst 9200 ¥ &2 T} 9200L >
U—=X ZAA v F

* Cisco Catalyst 9300, 9300L, F I
9300X ¥V —X XA v F

» Cisco Catalyst 9400 3 U — X A A v
%

« Cisco Catalyst 9500 3 J2 TV 9500 /A
NI F =V ALY =X AL v F

* Cisco Catalyst 9600 > U — X XA v
.a:.

gNMI = —H4, & 732 7 — | Cisco I0S XE Gibraltar 2—PL LSRR T — Rz L AR RE
Fic k537 16.12.1 MENMI7 | k=L B &V E Lz,
Z OEEEIEL, eNMIZ VAR — 355
TOIOSXEZ' T v b7 4 — AL THR—

FENET,
gNMI 7% & D ket Cisco I0S XE Amsterdam | gNMI SetRequest RPC % /i L C{ToiL7=
17.3.1 TRTOEHRBELTIL, T34 2

DOFEERZ bR SNE T, Z OEE
X, WDT' T v b7 —AZHEEIN
TWE LT,
» Cisco Catalyst 9200 ' U — X A A v
3"

* Cisco Catalyst 9300 >V — & A A v
%

» Cisco Catalyst 9400 & U — X A A
9:

» Cisco Catalyst 9500 ' U — X A A
?:

» Cisco Catalyst 9600 > U — X A A
ﬁ;
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gNMI 70 k3 /L DHEEETE R .

HEEER J)—=x HREER
gNOI FER D5 B Cisco 10S XE Amsterdam | gNOI ZEFH E D& HLY— & 2%, RPC %
17.3.1

FEL T A VA=, B—TFT—T3
V. GERAFEORSE, FEHEOKRY. B
L OGEEB L EROAEREITVET,
ZOREIZ, RDT T v F T+ — AT
FEINTWELE,

» Cisco Catalyst 9200 & U — X A A
9:

» Cisco Catalyst 9300 ' U — X A A
?

* Cisco Catalyst 9400 > U — X A A v
a;

» Cisco Catalyst 9500 >V — & XA v
a:.

» Cisco Catalyst 9600 >V — & 2 A v
a:.

PROTOx= > 2—F ¢

Cisco IOS XE Dublin
17.11.1

gNMI 7'& | =211, PROTO = 22—
T4 7Y AR—KFLET, gnmiproto
Ty AL, 7 T7AT 2 MLk Y —
N—HITTgNMI 7' &2 kLD 7 L—L
U— 7 kRT #HOFIEE LT 57
OOTN—TV v EPRERINTNE
7
ZOBEREIZ. ROT T v T F—AIC
FEINLTWELE,

* Cisco Catalyst 9200, 9200L, F L

9200X ¥ U —X XA v F

* Cisco Catalyst 9300, 9300L, L
9300X v =X AA v F

» Cisco Catalyst 9400 33 X OF 9400X >
J—=X ZAA v F

* Cisco Catalyst 9500, 9500 /> /=
T A=~ A BLTUI500X
J—=X ZA v F

» Cisco Catalyst 9600 3/ U — X A A v
%
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gRPC =y T — VA2 —D 4 X

Google ) E— h7'mv—Y % 23—/ (gRPC) K v NV —Z7#fEA 5 —T 2 X (gNOD) &
—HOvA 7 —ERATHY, TNEND—HOBIEICKHE L TWET, ZOEY 22—/ T
X, PAR—FESN TS gNOI —ERIZHOWTH L ET,

«gRPC X v MU — 7S v 2 —T7 = A ZICETHIER (251 =)

« gRPC X N — 7 A v 2 —7 = A4 ZIZET 2801 H (267 ~—)

« gRPC % v N — A % —7 = A ZADHEREN . (268 ~<—)

gRPC v F T —DiEA U2 —T 24 XICEHT 5 I1FH

gNOl 7O ~kaJL

gNOIL X, *v hU—2F A 2 L THfEa~y RE2FETT 57200 gRPC X—AD~ A 7 1
P—t Rty FEEHRLET, gNMIV—ERE, REEH, BIEREOTREG, BXUOAX MY —
RVITTUVARNIICE DA VY T =2 IUEOIMEZ ER L E T, gNOI TiL, 7354 AR+
K= br T2 - ADOHERMATEET, gNOlIE, OSA v A =AY —ERXEHR—-hLZE
o

gNOl /T, = —VRGEOF I )b THEHATEES, =— %muif7jwa$4ﬁ~
TR > TWET, gnxi secure-paSSNord -auth =< > R H L T2 —WRdGEE2 A 20

7", OpenConfig &7 /WIZ L 52— —FRAED A ZNIZ- DUV TIL, https:/github. com/YangModels/
yang/blob/master/vendor/cisco/xe/1751/openconfig-system-management.yangz 2 L T< 72 &30,

gNOI 7w b =uid, IROEEZ YR —FLET,
« AEEFDOE B
« 7—hANT T

cOS A VA =P —E R
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Install RPC

SERHEE Y — B X T, #1012 2 DD EZE/ RPC, Install & Rotate =7 AR — M I E
T, ZHHDRPCIZFNENH LWGEHED A VA b —/L & T 2 LOEFEOFEAED 0 —
T—va i EINET,

AFAEE B — B A Tk, RO RPC BHHR—hENTHET,
e Install : GERAEA A A b=V LET, T XCTOGERAEIL, GEAEIDIC L > T—EIZ735]
SNFET, FEE ID IFCFHITT,
* Rotate : BEFOFEAEA e —FT —a v LET,
» RevokeCertificates : 1 DLL EDFEBAELZIVHE L 7,
» GetCertificates : X CTOFFAEZ RS L £,
* CanGenerateCSR : 7 /34 ANGEEZE S BoR (CSR) AR TEX L0 E I NERALE
@—O
AR D RPCIZ & » THER S Lz 8T R A > b EREFAEIL, AA v T A — =B LT A
AADY 7= MeEbRFF SN ET,
W, FEAEEHY —EROEZOME R LET,
service CertificateManagement ({
rpc Install (stream InstallCertificateRequest)
returns (stream InstallCertificateResponse);

rpc Rotate (stream RotateCertificateRequest)
returns (stream RotateCertificateResponse) ;

rpc RevokeCertificates (RevokeCertificateRequest)
returns (RevokeCertificateResponse);

rpc GetCertificates (GetCertificateRequest)
returns (GetCertificateResponse);

rpc CanGenerateCSR (CanGenerateCSRRequest)
returns (CanGenerateCSRResponse) ;

}

Install RPC |Z, $r LW CSR BRAZ/ERR LT, #H LWIEHAEZ T A ZZEBMLET, FHLwv
FERAENT, TN ROF LWGERAE ID ICBEEAM T b E T, T35 A E S NTZEREID
ERIOMAFOEAZEN S 554, BIEXRKR L ET,

Install RPC (%, M A A hU—=3 27 RPC T, AJ) (InstallCertificateRequest) & 7]
(IntsallCertificateResponse) 23H VD, EHHHA MY —I 7 TT, A MY —Lnflrsinsd
D TREZADONTUNDAT v IPRRET DL, T RIER 2 —A Ry 7 LET,

KIZ, InstallRPC DEFTE A v —T OB Z R L ET,
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rpc Install(stream InstallCertificateRequest)
returns (stream InstallCertificateResponse);

// Request messages to install new certificates on the target.
message InstallCertificateRequest {
// Request Messages.
oneof install request {
GenerateCSRRequest generate csr = 1;
LoadCertificateRequest load certificate = 2;
}
}
// Request to generate the CSR.
message GenerateCSRRequest {
// Parameters for creating a CSR.
CSRParams csr_params = 1;
// The certificate id with which this CSR will be associated. The target
// configuration should bind an entity which wants to use a certificate to
// the certificate id it should use.
string certificate id = 2;
}
// Parameters to be used when generating a Certificate Signing Request.
message CSRParams {
// The type of certificate which will be associated for this CSR.
CertificateType type = 1;

// Minimum size of the key to be used by the target when generating a
// public/private key pair.
uint32 min_key size = 2;

// 1f provided, the target must use the provided key type. If the target

// cannot use the algorithm specified in the key type, it should cancel the
// stream with an Unimplemented error.

KeyType key type = 3;

// --- common set of parameters applicable for any type of certificate --- //
string common name = 4; // e.g "device.corp.google.com"

string country = 5; // e.g "us"

string state = 6; // e.g "CA"

string city = 7; // e.g "Mountain View"

string organization = 8; // e.g "Google"

string organizational unit = 9; // e.g "Security"

string ip address = 10;

string email id = 11;

}

// A certificate.

message Certificate {
// Type of certificate.
CertificateType type = 1;

// Actual certificate.

// The exact encoding depends upon the type of certificate.
// for X509, this should be a PEM encoded Certificate.
bytes certificate = 2;

message LoadCertificateRequest {
// The certificate to be Loaded on the target.
Certificate certificate = 1;

// The key pair to be used with the certificate. This is provided in the event
// that the target cannot generate a CSR (and the corresponding public/private
// keys).

KeyPair key pair = 2;

Cisco 10S XE Bengaluru17.6x 704 5<vEY T4 av24F¥aL—vav A4 K ||
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// Certificate Id of the above certificate. This is to be provided only when
// there is an externally generated key pair.
string certificate id = 3;

// Optional pool of CA certificates to be used for authenticating the client.
repeated Certificate ca_certificate = 4;

}

// A message representing a pair of public/private keys.
message KeyPair ({

bytes private key = 1;

bytes public _key = 2;
}

// Response Messages from the target for the InstallCertificateRequest.
message InstallCertificateResponse {
// Response messages.
oneof install response {
GenerateCSRResponse generated csr = 1;
LoadCertificateResponse load certificate = 2;

// GenerateCSRResponse contains the CSR associated with the Certificate ID
// supplied in the GenerateCSRRequest. When a Certificate is subsequently
// installed on the target in the same streaming RPC session, it must be
// associated to that Certificate ID.

// An Unimplemented error will be returned if the target cannot generate a CSR
// as per the request. In this case, the caller must generate its own key pair.
message GenerateCSRResponse {

CSR csr = 1;
}

// A Certificate Signing Request.
message CSR {
// Type of certificate.
CertificateType type = 1;

// Bytes representing the CSR.

// The exact encoding depends upon the type of certificate requested.

// for X509: This should be the PEM encoded CSR.

bytes csr = 2;
}
2= NTNAL ANREE L, gNOL BT 7 4L MIRRBIZ/A b &, a2 br—F ($— K3—
T 4 OFELE) T InstallRPC ZEH LT, FBFEF (CA) ([ZXk» TEHS SNIERFEZ A A b —
NLUET, GEFET, FEAFEDICL > TR SNET, 20D, AF—A 77
ART77Fx (PKID) HETHKFIARMKRA U ME LTSN ES, BEFOIEHFID #£F2
AEAELZ A A R—=V LIS ET DL, A A F—TERIL £,

DT 7 a TR, T, AL 5> TCSR BAERENS FEICONTHHALET,

1. 734 R, Install RPC ZfH L CHOBAGEHAELZ AR L ET, Kbt —F (72X
eNMI OF 7 4/ MIREE) TlX, 2 e —J 3% —7 v T A R Lo TR SN
SFHEAZBREIELARWVWED, 3 b —F 3 0HEO A —2MEL LEYA, N
X, T 74/ FOIREETT,

2. Ay ha—FFT /31 AT CSR DAEMAZER L, CSR % CA IZE[fF L. CAMNDELREN
EERELET,
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Rotate RPC

Rotate RPC .

3. EBAIFHENR., FHEOBLIHEHAIND CATEHES L BT NA RTA VA F—LE
NET, CAREBHEIL ca_certificates /N R/VICTFE L, T3 AGEAEZ A > A h—/LF
% 7= 812 PKI NBER LE7,

4, gNMI 72 1FZgNOI P —E A%, FrbeYa=r 7 E&RREEICR-72, HiL{A A b—
NENTFEEFE AN L CHEER) L £,

RotateRPC IZ L W BEFOGEENERH SN E T, ZHET TIA VA b= SN TV HREHE
T, FEPARNELS A A F—LENTWARNES . Rotate RPCITRK L ET, EHINLTW
RWVEEBHEIR —T — v a U TEETH, 7 94T MIENET A RTEERA,

&IZ. Rotate RPC DEFDHFIZ R L ET,

rpc Rotate (stream RotateCertificateRequest)
returns (stream RotateCertificateResponse);

// Request messages to rotate existing certificates on the target.
message RotateCertificateRequest {
// Request Messages.
oneof rotate request {
GenerateCSRRequest generate csr = 1;
LoadCertificateRequest load certificate = 2;
FinalizeRequest finalize rotation = 3;
}
}

// A Finalize message is sent to the target to confirm the Rotation of

// the certificate and that the certificate should not be rolled back when

// the RPC concludes. The certificate must be rolled back if the target returns
// an error after receiving a Finalize message.

message FinalizeRequest {

}

message RotateCertificateResponse {
// Response messages.
oneof rotate response {
GenerateCSRResponse generated csr = 1;
LoadCertificateResponse load certificate = 2;
}
}

Rotate RPC [T, YR 5 T Install RPC & E72p 0 £9°,

«PKIE (B— Xy 7 OHMT) FILWVGEHELZ A VA h—L9 25 & X2, HWVGEHEL
CAFIHAEZRGEEZRE I v v 2 THLERHY 7,

ey ba—F X LW A ER L. BHSNIGEENEETIZNE I DET A L,
B LS a 3 Eo e —F —2 a VA =T LET,
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Revoke RPC

GetCertificate RPC
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ZDORPCIE, FFAZID IZE > T—EITHNEIND 1 DU EOGEHELS LG ST E DI A
INFT, EHEEZRGIED L, T D BT A MARA 2 M3 CiscolOS XE D% E D 5 HllR
SNFET, METDHRTAMKRA Y PRBEFEH SN TWDEE, ERIL N T A RRA IR

FELRWEEIE, BEAEFEO KRR 2 /TiEMERH Y £,

RevokeCertificate RPC Tl FEAZFED KRNI T 556 b RWT 256 06H0 £3, #—7 >
T AT, RONFHARHIBREIETT, CAICKDFEBRORNIZ T4 7 MTkoT
ITonET, 7747 MBMERFOREAEZ K S ET7256 . H LRI R L £33,

BEfF OB I B L T EE A,
IZ. RevokeCertificate RPC Oz xR L E 7,

// An RPC to revoke specific certificates.

// If a certificate is not present on the target, the request should silently
// succeed. Revoking a certificate should render the existing certificate

// unusable by any endpoints.
rpc RevokeCertificates (RevokeCertificatesRequest)
returns (RevokeCertificatesResponse);

message RevokeCertificatesRequest {
// Certificates to revoke.
repeated string certificate id = 1;

}

message RevokeCertificatesResponse {
// List of certificates successfully revoked.
repeated string revoked certificate id = 1;

// List of errors why certain certificates could not be revoked.
repeated CertificateRevocationError certificate revocation_error = 2;

}

// An error message indicating why a certificate id could not be revoked.

message CertificateRevocationError
string certificate_id = 1;
string error message = 2;

}

ZDORPCITTRTOFHEID #REL £,
7 T VI T DINEITIE, ROEERPEENFET,

AEPFE ID TR S 5 9T OREAE OREH EFH R,

s TOMEAEERMAT A U RARA b (b, T—FURE) DU AR,

A\

[ CiscolOS XEBengaluru17.6x 7O S5<YEYF 4 2> T4 FaL—2a v A K

GE)  FR—-—brIRVT FRA R,




| EFLEBBRITOsSTEY T+

\)

CanGenerateCSR RPC .

GE)  JEZ&ITIX ca certificate /N> R/WITE FNEH AL

RIZ. GetCertificate RPC Oz~ LFEJ,

// An RPC to get the certificates on the target.

rpc GetCertificates (GetCertificatesRequest) returns (GetCertificatesResponse);

// The request to query all the certificates on the target.

message GetCertificatesRequest {

}

// Response from the target about the certificates that exist on the target what

// what is using them.
message GetCertificatesResponse {
repeated CertificateInfo certificate info = 1;

}

message CertificateInfo {
string certificate id = 1;
Certificate certificate = 2;

// List of endpoints using this certificate.

repeated Endpoint endpoints = 3;

// System modification time when the certificate was installed/rotated in

// nanoseconds since epoch.
int64 modification time = 4;

}

// An endpoint represents an entity on the target which can use a certificate.

message Endpoint {

// Type of endpoint that can use a cert. This list is to be extended based on

// conversation with vendors.

enum Type {
EP_UNSPECIFIED = 0;
EP_IPSEC_TUNNEL = 1;
EP_DAEMON = 2;

}

Type type = 1;

// Human readable identifier for an endpoint.
string endpoint = 2;

CanGenerateCSR RPC

ZDORPCIE, THAAPEEDOF—X A7 GEEXA T, BLOF—H A XD CSR & 4EHK
TEHMEINERELET, PR—FINDF—F A 71X, Rivest, Shamir, 3 J UVAdelman

(RSA) T, ¥R — FEINDIEHEY A 71X X509 TT,

Z @ RPC ZE3R S Install RPC D—# & L CREBIZH LWEEHELZ A A v —19 5 72 DI/ER
SNTWEEE, GFAZEIDD BAH LWL OTHY, TA A LEOZ T 4T 4 BN ZOFEHREID
WA U RENTWRNZ AT N, ATHERTDVLERH D 9, BEFOREFENGERE

ID & —83 584, ZoBERITEKLET,
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Z @ RPC Z:R7A3, Rotate RPC D— & L CEEFDEAE A —7 — a3 32 L 9 IT/Ek S
NizA., FEHEID N T CIEHAETH DL Z L 2T A ATHRTILENH Y £7°, FE
HEOr—FT—v 3 U CitEO T — REHITT 25,615, B LWGEEZ LR ER L 72 FiE
B ID B EfT T 2 N ERH D £,

RIZ. CanGenerateCSR RPC D il ~ L £ 9,

// An RPC to ask a target if it can generate a Certificate.
rpc CanGenerateCSR (CanGenerateCSRRequest) returns (CanGenerateCSRResponse);

// A request to ask the target if it can generate key pairs.
message CanGenerateCSRRequest {

KeyType key type = 1;

CertificateType certificate type = 2;

uint32 key size = 3;
}

// Algorithm to be used for generation the key pair.
enum KeyType {

// 1 - 500, for known types.

// 501 and onwards for private use.

KT UNKNOWN = 0;

KT RSA = 1;
}

// Types of certificates.
enum CertificateType {
// 1 - 500 for public use.
// 501 onwards for private use.
CT_UNKNOWN = 0;
CT X509 = 1;
}

// Response from the target about whether it can generate a CSR with the given
// parameters.
message CanGenerateCSRResponse {
bool can generate = 4;
}

FHEFRREIX G ARBRETT ., 220 /3—F ¢ BRI BEIZRFEL £ 7, HARGEEZ AT
%IZiX. gnmi-yang secure-peer-verify-trustpoint =~ > R&fH L £, Zoa~r RRAR
W7o TV WA, FREE—E AN gNMI 27 74 7 2 e T XTOBEFED N7 ARA 2 bE
TR FA M=V ORNEIK L THRIEL 7,

MERFEDTZDIZCATEAELY e —T —2 a VT A, 7 7A TV "B X—F v T34 R
_ﬁbwh/hW%ﬁTL TR RVEHIBRT D MLENRHY F9, 7272 L. CAGEREIX
FRGARTF—MZHEIELTEY, FTFA M= AL RIRAICHIGRT A Z LI TEER A,
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MY —ERIckbT— 2 +5vT [

SfAEY—EXRIZCKBT— RSV T

gNOIFFHELZ A VA M=V LItk 7= AT v T a2MHLTH—F v b T, AEHE
FITBIELES, =5y b T AT OTEHER2WES . gNOLFEEE Y — b
AEFHLTT—MA NI v FICKVEAEEZ A VA M=V TEET, iEHEOA A —L
%, TN AT X 2T 72 gNOI B £ 7213 gNMI Bfe 2 s T £, o7k Rix, B
FOEX a7 RERZRHEE LTWET,

gNMI 7 — b A b T v 7 E2EGHTT HITIE, gnxi secure-init =2~ REHEHLET,

)

GE)  gNOIGEHFEERY—E AL, 77— A MZ v TORNIA VA M= LT DRERDH ) 7,

gNOI GEI B — B2 IX 2 FEORENRH Y 9, O DORREIX, gNOI—E R L
gNMI #—E 2D THR— kI Exd,

» Default/Encrypted : 7 /34 A E®D gNOI & gNMI X, 7 74 7 > NBRGEELRWVE B4
(T 740 b)) FERELFEHLET, SEHFITREZLE L LEEA, ZORETIE,
eNOLGEEY —ERDHNE —7 >y b T S ZTHMZe D 77,

« Provisioned : /34 Z ED gNOI BEL R gNMI 1L, 7 T4 7 > ML o> THIES iz A
AN —NWEREREEZFER LET, 77472 MIZOEHEZIER L, 7 /34 A XA
ERANT LA LU CGEREEZRGEL ET, 75 AL, HEGRIERANZ /> TV HE5HE
\ZDHT T4 T v MEAEEZREEL £,

0SA >R F—JILYH—ER
OS A LV A=Y —ERF, AR =MD gNOIAPL Z#EFR L E T, OSA &
F—LH—E R, gNOI 7' a2 ha /L THAR— IR TWVET,

IOV —ERE, OSETNNA AL VA P—NTEEDDA L H—T x4 A&RMELET,
KD 3> RPC ZHHR— KL TWET,

eInstall : ZTDORPCIFA A=V AT NS AZHELET, ZNHDA A—=VF, N—V 3
LFHNC L > T—EIZHMENET, ZORPCITingal add =~ > FIZEICTWET, =
TREWVT, A A—UNBRRPCO—EpE LTzt INDZ & TY,

* Activate : =@ RPC {X, RPC ~DASTNO—ITHDHERI N 0S X—Ta %, KEIOD
HREEEFICHERA SN E A=Y a E LTRHREL, TS A2 HESHLET, ZDRPCIL,
install activate 35 & (N install commit =~ > R &R U T,

* Verify : = RPCIZHIFED OS N—V 3 U EHER L E T,

CiscoIOSXE T34 A, Y7 b 2T ARA—=VDOEEIT, f VA M—LE— KRRV R
ET— ROWEFEYHR—FLET,

A ARN—=)LFE— RTIZ, flash: 77 ANV AT LARNICFET A T NI =T R —IDF
nEVa=r 7 A NEREILT, TS RAERETEET, /AP EINTNEE
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B oos oxr—ny—ex

WRor—DISO 77 ANV AT AX, 77 v vamb/b— 77 AN AT A (rootfs) |
EHE~TY L bINET,

A“/ RE— KT, S R (bin) 77 A NVEERLTT A RAZERETEET, Ny r—
VI RN ES S, RAMIZabt—aSnEd, v 7r—YD IS0 7 7 A )V AT L

X, rootfslZ2~¥ 7> FENET, £ A M—LE— RTOEEIE (TELY, N RILE—RT

DOEE)TIX, N ROV A RNZHIET DA ZOEMAEY BMEHSNET,

ROLFVATIE, TAAABNRN FVE—RTEETL LT A v —UNERSTE
RS

o TINA AN, Ny RVE— RTETLTNWDBIEDA A —T CTEREIT 5,
cHLWARA—TE A VA =L T B0, T /3 2T Install RPC 2SBHIE S 5,

TT— AyE—VORERIRLET,

May 11 09:24:15.385 PST: $INSTALL-3-OPERATION ERROR MESSAGE:

Switch 1 R0/0: install engine: Failed to install add package

flash:gNOI iosxe 17.05.01.0.144.1617180620.bin, Error: [2|install add(ERR, )]:
Booted in bundle mode. For Bundle-to-Install mode conversion,

please use one-shot CLI - install add file <> activate commit

TT—RA v —UNERENTH, InstallRPCIZZ T4 7> MIEHEELET, =5 —A v
TR L THMEH Y A, %D Activate RPC 1T B 22 1T FH A, FTLWA A —
VTHEBTHE, T ATA VA ML= RIZRY FT,

\)

GE) ZDOTT—RX o —IlE, TS ABREYPNIA VA B—LT— RTHEITL TWEESITFR RS
NEFA, ZNE. TS AR FLE— RCEEBITIEAICOREY LET,

TRTOTT— A vE—V%FRT HITIE, https://github.com/openconfig/gnoi/blob/master/os/
os.proto#L218 ZZ ML T 72 &V,

A VA R—=LE— ROFEMZONWTIL, VAT LEHa 7 4 FaL—ar A RO 5N
A ADT Y T v THREDEIT] OEEZSMLTLIEEN,

FaFIIL—kTaoteyHDHR—

VAADTNARE, AP —ER YT vy =T Ty 7T —h (ISSU) (A F—/LE—
ROHZYAR—F) EIFISSUE— RO F &2V AR—FLET, ISSUNYAR— K I TR0
A F720% Install RPC Z 40 L TR TE 22054, gNOLOS A A h— L% — B 233k ISSU
A VAR NVEBERLETS,

T a7 n— ety H (RP) OHBEICT AL ANISSUT v 77 L— RaeHR— 355
&, gNOIOS f VA h—/)L H—¥E R A ¥ —7 = A AJ install activate ISSU V—7 7 12 —%
FEOMH L EF, ISSUBH AR — F STV, FE 7 A ABE—~DORPZH AR — KL TW
5. MDOFT_RTOIF Y A TIE, gNOIOS A > A b — b —E R [L@F DIEISSU A A — A
VARV U= T7ua—%EHLTgRPC 77T 4 — NESRAMEEL £,

R RLE— RTIL, install add filefilename activatecommit =~ > R&EFEHA LT v 77 L—
RREITENET, ZOT7 v 77 L—FKid, H—ORP #F>7 A1 ADHE BRI L TT,
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| EFLBBHRITOTIS<EY T4

0S Install RPC

os Install RPc I

ISSU R HAR— FENTWRWE WD Z EiE, WHFORP BEFICY 2— FE, 120 RP A
EENTAECT A AN Y THZILEEERLET,

ISSU Z i L7gu A > A b—/LE— K TCiE, WHFORP BREIFICY 72— K&, 120 RP A
BEETAETCT AL ARF T LET, ISSUEEHLIZA A —/LE—KTIZ,. RPDY
07— RRFEEFICITDI. TANAL ADKE T B A APREL ) F3,

Install RPC |%, £ A—T % T A RZHZE L E T, 2D RPC 1L, AJID InstallRequest RPC &
7] @ InstallResponse RPC TS LE T, EHHHMAMA MY —I 7 RPC TT,

ZORPCIIY 7 o7 AVTF AT v —F (SMU) %R —FLTWEHA,

WIZ, H—DORPRARL—=TFT 4V TV AT I N—= g 1 HFEITLTNBET A A TOD Install
RPC DA vt —T v —r ZAOMEEZRLET,

1. 75472 "W TF A Z~D Install RPC ZPAIE L £,

2. JIAT 2 ME, A=V gk A=Y 3 2% E LT TransferRequest A~ &— % 5 3
A ATEELET

3. T /A AL, TransferReady A v &—T T/ 747 MUSELET, Zhix, 77347~
3 A= DEEEE AT D T2 DI ME T,

4. 7747 NI, HHEOD transfer content A v E—TE T NA RTIE[FE LT, A A—T %L
ELET,

5 A7 ar T, T3 AXV T A 7 M TransferProgress A v —Y %2 EELET,

6. 7IAT v ME, A A—VHRENET LIZZ & Z " TransferEnd A v & —T %5 /34 R(T
EELET,

7. AVAF=LE—FRTIE., T34/ XTingtalladd =2~ > R ERSEOEEL 0 /S5 L TE
TLET, o r—oNERHHENET,

8. TANRA AT, A A=Y BHE LI AN—V g v EETeValidated A v E—V %7 T4 T 2 b
WCHER L, A A—VIEERAGITHLZ EERLET,

\}

GE) 7 T4 7T v MZX o Tlnstall RPC AR TELE L7356, EITBMEO—F R L7285 4E
1. B—HA A= T 7 A LRHIBRE ., install removeinactive =~ > R7Y B BEYICIEONH
ENFET, WUIRAT—HAT—RRTTA4 T MIRENET,
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[l os Activate RPC

R5:E—RPDAA—C A VA =)L =Y 70—

Client/Controller Target Device

Target device running Version 1 W

Install Version 2
image on the device

[1] Install RPC(os.proto)

>
[2] TransferRequest(version=V2) >
[3] TransferReady
€
loop [N times]
[4] transfer_content(content) -

[5] TransferProgress

[6] TransferEnd(version=V2, description=Version 2 image)

[7] InstallAdd(V2) :>

Version 2 image added/extracted ﬁ

[8] Validated

<

Client/Controller Target Device

357525

0S Activate RPC

Activate RPC %, BRINTARVV—T 4 VT VAT AD/NN—T g 2 & RIEIO B EENRE A
THN=Va ELTREL, =7 v b TS AEHEHLET, ZORPCIH, A F—
NENTEFRL—F 4V T AT ADNR—=a BT 75 4 b LET, fBESNF- A A—V
UMNFETEA A =L EN TR WA, Activate RPC [Tt L £9-,

75 A7 v M, Install RPC @ Validated A v — I TZE LT NN—T g 224 25 LBER
HHFET,
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0s Activate RPC [JJj]

W2, B—DRPNFRL—FT 4 T VAT A NR—=g 0 1 E2ETLTWVABTF AL ZATO
Activate RPC D X v & —V L —AF v 25 Rk LET,

1
2.

\)

74T v M. T3 ATk LT Activate RPC % Bi#h L £ 9,

7T T v ME, T A= 3 2 D ActivateRequest A v — T EIEELET,
TDA == ATiE, N—=V a3 2N InstallRPCIZ L > T TIZA VA h—Jb
ENTWBH0ELET,

TR A E, A VA =T — ROEE T install activatecommit =~ > RIS 457 1
7T MEEE . Ny RLVE— ROEAT install add file activate commit =~ > R{ZAE Y4
L7l AREEFEITLET,

TIT AT B ERATZ I =PRI SNRW D, T RE7 T4 7 M
ActivateResponse(OK) A v —Y TISE L £ T,

FNRA A=V g 28V e—RERET,

Uo— RBICT A ZARRE;T S L, ingallcommit 2~ RERSED v /5 AERENE
TEnEd,

GE)

LODHT VT 4 T AR NN—=T a3 VOBENYR—FFEINFET, 20D, 774 T R
N= g V2B AP—=)LLTHENR=Va 0358 AR—=LTHE, RN=Ug320D
77 ANVDBHIBES I ET,

WOKNE, A A=V DT 7T 47V —7 7u—%2R7 L TCWET,
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[l os Activate RPC

6: 2 IWRPAA—CDTF YT 4TI —H 70—

Client/Controller Target Device

Target device running Version 1 ﬁ

[1] Activate RPC(os.proto)

>
[2] ActivateRequest(version=V2)

>

[3] InstallActivate(V2)

[4] ActivateResponse(OK)

D,
[5] reload D

<€
Device running Version 2 after reload H
[6] InstallCommit :)
: . &
Client/Controller Target Device E
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0s Activate RPC [JJj]

72NV RILE—RFTOTaAFILRPAA—CA VR =L +3EISSUT Y T4« TILODD—9 70—
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[l os Activate RPC

K8:Ta1TIRPA A=A VR M—IL+IEISSUT Y T4 TILkDVT—H 70—
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os verity RPC  [J|]

0S Verify RPC

Verify RPC 1%, FE{TH D 0S N— 5 U & MFEL 9, RPC ~DIEEITIE, AZ /51 RP D
PR—=FE T VB RICEHTHIERNEENTOET,

B4 D Activate RPRC T 7 — 354 LTATE, ZO 7 —NLFHE L TURMETIRINLE

T gNOIOSA v A h— AP —ERL, A VA N—BHETF AL T Ty h 74— LETNLE
FHALTCZOFEHREADI LET, BIFE. A A M—LEHAET /L, 2 2O RP TEITEND
Rl HN"—Ta vk R— ML TOERA,

gRPC Ry T —V A V23 —TJ =4 RIZBET %:EM1E
i

EEEH

EERE YZaTFILEA ML

DevNet https://developer.cisco.com/site/ios-xe/
gNOI https://github.com/openconfig/gnoi

0OS #— 1t = | https://github.com/openconfig/gnoi/blob/master/os/os.proto

T AD c VAT NEHaLY T 4 X2 b—v gy B4 R (Catalyst 9200 A A v F)
Yy b Ty ‘ ‘

o 3 v faras N > — N S S .
BEDFLT CAFRER AL T 4 ¥ 2l — gy HA R (Catalyst 9300 A A v F)

VAT AEH a7 X2 b— gy TA K (Catalyst 9400 Z A > F)
VAT LEH a7 4 X ab—v g A R (Catalyst 9500 A A F)

VAT LEH T 4 X2 —v g A R (Catalyst 9600 A A > F)
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https://github.com/openconfig/gnoi
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9200/software/release/17-5/configuration_guide/sys_mgmt/b_175_sys_mgmt_9200_cg/performing_device_setup_configuration.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-5/configuration_guide/sys_mgmt/b_175_sys_mgmt_9300_cg/performing_device_setup_configuration.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9400/software/release/17-5/configuration_guide/sys_mgmt/b_175_sys_mgmt_9400_cg/performing_device_setup_configuration.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release/17-5/configuration_guide/sys_mgmt/b_175_sys_mgmt_9500_cg/performing_device_setup_configuration.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9600/software/release/17-5/configuration_guide/sys_mgmt/b_175_sys_mgmt_9600_cg/performing_device_setup_configuration.html

EFLEHETOSS5TEY T4 |
B oorrc iy ro—sBfc L —T 11 2OMEEESR

SRADTY ZHIL YR—F

A s

S AaDYR— FWebH A LT, AT 7 2 1 P— | hitp://www.cisco.com/support
TN T TNy a—T 4 U TITBESLTWEET 5 X 91,
N2 T ARV =L EBF LD LT LRERF S TA ) =A%
Rt L TnET,

BENOWGEOEF 2 U 7 4 [FHRSCEHFRE AT T D201,
Cisco Notification Service (Field Notice 7> 7 27 £ &) | Cisco
Technical Services Newsletter, Really Simple Syndication (RSS)

T 4= R LB —ERITIMATE £,

YAaDYIR—k Web A bDY—WIT 7B AT BHERIL,
Cisco.com D —H ID B LA T — RN NECTY,

gRPC Ry D —V A V3 — T = 4 ADHAEETEHR

ROFNZ, ZOFY2— /LTt LIEHBEEICET 2 ) UV —AF@mE R LET, ZoRIT V7
F7=7 VU= bLA U THEBREDY R— P REAINCEEDOY 7 T =T VU —R
FERLTWET, TOMREIZ. FHTW 0 B2V IRD | ZNEO—ED Y 7 v =27V Y —
ATHIR—FENET,

TTy R T —LADOYR—FBLRN A YT T =27 A A—VOWR— MIET 2 EHRE B
9 51Z1%, Cisco Feature Navigator /] L £, Cisco Feature Navigator [Z7 7 Z A J 5 (Z
X, www.cisco.com/go/ctn IZE) L £9, Ciscocom DT AT MILEDLYD FHA,
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| EFLBBHRITOTIS<EY T4
GRPC v R — oMo w2 —7 x4 20isketER ]

K 20:gRPC 1y b T —V1RIEA V4 — T = 4 RADEETER

HeER )= HEEER
gNOI FiEF 35 O & 8 Cisco I0S XE Amsterdam | gNOI GERA =D& FEY— & A%, RPC %
17.3.1 LT, A VA /b, B—F—V3

V. GERAEORSE. FEHEOKRT. B
FOGEHBEL EROAR ZITNET,

Z OMEREIL. Cisco I0S XE Amsterdam

1731 TROT T > b7 4 —AITFES
nFE L7,

* Cisco Catalyst 9200 > U — X A A v
a;

» Cisco Catalyst 9300 > U — X A A v
a:

* Cisco Catalyst 9400 >V — X 2 A v
a:.

» Cisco Catalyst 9500 3 U — X A A v
%

» Cisco Catalyst 9600 3 U — X A A v
%
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B oorecry o8B L8 — T q ROBEEER

EFLEHETOSS5TEY T4 |

H— b2

HRER 1)1)—=R FERETEER
GEEY—E R I2 LB Cisco I0S XE Amsterdam | gNOI GFBH#E % A » X h—/L L7-%%,
gNOI 7— k2 b5 » 7 1731 T—hA LT T EHEHL TSy
NN R BB EETITEIEL LT,
gNMI 7— k2 R 5 v 73,
gnxi-secure-init =~ K CHL,
secur e-allow-self-signed-trustpoint ==~
v RTEIZR Y £,
Z OFREIL. Cisco I0S XE Amsterdam
1731 TRDOT T v b7 4 — LK
nE L7,
« Cisco Catalyst 9200 >V — & XA v
a;
» Cisco Catalyst 9300 U — X A A v
a:
« Cisco Catalyst 9400 > U — X XA v
9:.
» Cisco Catalyst 9500 3 U — X A A v
%
» Cisco Catalyst 9600 3/ U — X A A v
%
gNOIOS > A h—/L  |Cisco IOS XE Bengaluru | gNOIOSA > A h—/L ¥ —E AL, A
17.5.1

A =V S 415 gNOI AP % 7E 2§
L\iTO

Z OFEREIL. Cisco I0S XE Bengaluru
1751 TRDT T > b7+ — LIZFHE
nE L7,

» Cisco Catalyst 9300 3 U — X A A v
%

* Cisco Catalyst 9400 > U — & A A v
%

« Cisco Catalyst 9500 3 J2 T8 9500 /A
NI F =V ALY =X AL v F

* Cisco Catalyst 9600 > U — X A A v
.a:_
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ETILR—X D AAA

NETCONF A > # —7 = A A& RESTCONFA > &% —7 = A AlZ. NETCONF 7 7 & A #l{#HE
7L (NACM) #FEEEL TWET, NACM (X, RFC6536 THESN/T-m—/_X—X T 7 tEX
2> he—/L (RBAC) DFEHXD 1 >TT,

e BT LRN—ZAM AAA (271 _—)

¢ BT INR—AD AAA IZBET D2 OMOBEEE (277 X—)

s ETAR—AD AAA BT DREST# (278 —2)

ETILR—X D AAA

—

ETILR—X D AAA DFETIREH

ETNR—AD AAA EEZ T 21213, WONFIZOWTEHEANIHEM L TBLERH Y
F7,

* NETCONF-YANG
* NETCONF-YANG kill v g &~

*RFC 6536 : v hU—Z7&EZ 1 b=l (NETCONF) 7 7 & AHli#Hl€7 /v

EARE

NETCONF #— & AR RESTCONF Y —EABEFNZ /D &, macm V7 U — 0N FHFNIRE S
NTWRWNWT A R T, BEL L 15 D2 —TLANADOT R TOEMEE T —F ~Din 0L /&
XA FEFTT 7 BAZESE LE T, ZICONWTIE, macm ¥ 7Y U —DOROREITEER I
TWET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<enable-nacm>true</enable-nacm>
<read-default>deny</read-default>
<write-default>deny</write-default>
<exec-default>deny</exec-default>
<enable-external-groups>true</enable-external-groups>
<rule-list>

Cisco 10S XE Bengaluru17.6x 704 5<vEY T4 av24F¥aL—vav A4 K ||



EFLEHETOSS5TEY T4 |
B /r—7x0n-v97

<name>admin</name>

<group>PRIV15</group>

<rule>
<name>permit-all</name>
<module-name>*</module-name>
<access-operations>*</access-operations>
<action>permit</action>

</rule>

</rule-list>
</nacm>

BIN—T AonN—y T

=P DITN—T A N—=2 oy FIF2 DD Y —ANLERETEET, 1 DHIX, RARCHEHT
D AAA I — R TRESNTNDH2—FOMHERL~LTF, 2-DHIE, /nacm/groups 7> U —
TRESNTWAHER L~V T, BHHER L~ ST 5 7V —F D4 ENIRDO L B0 T

R
HERLAIL NACM 7' )L— T4
0 PRIV00
1 PRIVO1
2 PRIV02
3 PRIV03
4 PRIV04
5 PRIV05
6 PRIV06
7 PRIV07
8 PRIV08
9 PRIV09
10 PRIV10
11 PRIV1I
12 PRIV12
13 PRIV13
14 PRIV 14
15 PRIV15
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\)

e Ol |

6=

\)

PEED 108 o~ R FERR L~ HES< D72 L) 1X, NETCONF %7213 RESTCONF
WA S EE AL

GE)

FEBR L~ S WD T NACM 7 v — I 5. 8727 7 & AT, HER L ~ULE VW NACM 7
N—AIIAGER SN EY A, 728 21F. PRIVIOIZHEH &b /1—/LiL, PRIVIL, PRIVI2,
PRIV13, PRIVI4, BLXOPRIVISIZH HEMICHEA SN DD TlEdH 0 TH A,

NACM #E[R L N L DR TFE R

AAA FEN no aaanew-model TRHE SN TWAEHEAEIE, =2—FIZx L Ter—I VZRE S
T-HERR LU M SHUET, AAA RED aaanew-model TRE SN TV HHA . HERLX
MiE, A Y w K U A b aaaauthorization exec default (2 BEfT T STV 5D AAA — 2 L -
TkE F9,

NACM DEXE D EHE & RSP

NACM i%7€lX. NETCONF F 72X RESTCONF # i H L CTEE CT&x £9, =—F N NCAMFKE
T 7 BATELLICT AT, ZO0DOBHRRMERZE-EALERHY £, OF

D\

NACM L— V& LET, maecm V7Y U —D FOREL. copy running-config

startup-config EXEC =1~ o R3FITS 5 & &, F7-id cisco-iazsave-configRPC 23517 S D
L EIHRRELET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<save-config xmlns="http://cisco.com/yang/cisco-ia"/>

</rpc>

\}

GE)

NETCONF & v < = M & A NACM L —/UiE, & v g v O nacm 7Y U —
THEINTWDLHOTT, macm %7 U —IZZEFE A TH, NETCONF & v = iEd
TICHENL ST WD T OB % 51 £ A, <kill-session> RPC & 7= |3 clear netconf-yang session
EXEC =2~ > K& LT, R¥E7 NETCONF © v ¥ 3 »VZEINCK T D2 N TEE
9, NETCONFKill v ayv (164 2—2) 2BBRL T &V,

6=

REEDT —HZ~DT 78 ABEET HV—VEERT D561, A U7 —% B3 EHD YANG
EFEVa— Ve T—% )= RONRZAZN L TARESNDAREMENH D720, FEESILETT, -
ERIE. A VHF—T A A 2T 4 F 2 b—1 3 F Cisco-lOS-XE-native & ietf-interface @
WHZEZNLTARENET, RULT—Z D1 oOFRBUCTHEHA SN D TEEMERH D L—ViT,
ZOT—FZDMORBUITEH SN WEERH Y £,
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NACMEZZED Y v +
macm 7YV —OREXZHFREIZ) By bTAHITE, koa<wr FaeERALET ( THH
R 2381 |

Router#request platform software yang-management nacm reset-config

NACM &% 7€ 1
A\

G¥) ZIZITEITTCWAENTHAOAREZEE TS5 L O T,

WIZ, TN—TREDHIZRLET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<groups>
<group>
<name>administrators</name>
<user-name>admin</user-name>
<user-name>root</user—-name>
</group>

<group>
<name>limited-permission</name>
<user-name>alice</user-name>
<user-name>bob</user-name>
</group>
</groups>
</nacm>

R2:TL—TREDHE/NT A —2 DFHH

IRTA—% &
<name>administrators</name> TI—T4
<user-name>admin</user-name> Z—W4
<user-name>root</user-name> a—4

KIZ, BV a— —LEERTAH 2= LET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>

<name>only-ietf-interfaces</name>

<group>limited-permission</group>

<rule>
<name>deny-native</name>
<module-name>Cisco-I0S-XE-native</module-name>
<access-operations>*</access-operations>
<action>deny</action>

</rule>

<rule>
<name>allow-ietf-interfaces</name>
<module-name>ietf-interfaces</module-name>
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<access-operations>*</access-operations>
<action>permit</action>
</rule>
</rule-list>
</nacm>

R2:ED21—IWIV—IVEERT H-HODH/E/ S A — 2 DFHA

NG A—4 & EA
<name>only-ietf-interfaces</name> EAHDNL—LY R N

< group > permission </group > = A NBEHIND T —T
<name>deny-native</name> [EA DN —V4

<module-name>Cisco-IOS-XE-native</module-name> | YANG & 3 = — /L D4 Hij

<access-operations>*</access-operations> CRUDx OEIEX A 7
<action>deny</action> SRR /EAS

wIZ, 7a b I B EA— VBT DR LT,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>
<name>only-get</name>
<group>limited-permission</group>

<rule>
<name>deny-edit-config</name>
<module-name>ietf-netconf</module-name>
<rpc-name>edit-config</rpc-name>
<access-operations>exec</access-operations>
<action>deny</action>

</rule>

<rule>
<name>allow-get</name>
<module-name>ietf-netconf</module-name>
<rpc-name>get</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>

</rule>

</rule-list>
</nacm>

£23: 70 FVBIEL—LEERT BT=ODHRFE/NT A —2 DA

INTG A=A s EA

<name>only-get</name> BAHDONL—LY R N

< group > permission </group > = A NP SND T —T
<name>deny-edit-config</name> EA DL — V4
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NS A—4 A A
<module-name>ietf-netconf</module-name> RPC &€ Y 2 — /L D4 |
<rpc-name>edit-config</rpc-name> RPC D4 i
<access-operations>exec</access-operations> RPC D EFTHER
<action>deny</action> el FE A

Wiz, T—4% ) — R V—nVEERT 02" LET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>
<name>hide-enable-passwords</name>
<group>limited-permission</group>

<rule>
<name>deny-enable-passwords</name>
<path xmlns:ios="http://cisco.com/ns/yang/Cisco-I0S-XE-native>/ios:native/enable

</path>
<access-operations>*</access-operations>
<action>deny</action>
</rule>
</rule-list>
</nacm>

RAU:T—8 /— K L—LEERT B=ODHRE/T A —2 DA

NS A—H Bz

<name>hide-enable-passwords</name> BAHDONL—LY A N

= U A NREHIND T V—T

< group > permission </group >

<name>deny-enable-passwords</name> HDL— V4

<path FFAEITHESE SN T —4 /) — R~D/RA
s oIS NEpivesefiotrebet

<access-operations>*</access-operations> CRUDx OEMEH A 7

<action>deny</action> ST E

WIZ, T_XRTOZIN—TTHk LT, #EAED NETCONF RPC <get> 3 L TN <get-config> D [
A ¥ — K 71— K RPC <get-schema>, 35X OVE ¥ = — )L ietf-interfaces |28 57 — & ~D
FEAER Y HHT 7 & 2275 NACM REDHI 2R LET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>
<name>readonly-protocol</name>
<group>*</group>
<rule>
<name>get-permit</name>
<module-name>ietf-netconf</module-name>
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<rpc-name>get</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>
</rule>
<rule>
<name>get-config-permit</name>
<module-name>ietf-netconf</module-name>
<rpc-name>get-config</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>
</rule>
<rule>
<name>get-schema-permit</name>
<module-name>ietf-netconf-monitoring</module-name>
<rpc-name>get-schema</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>
</rule>
</rule-list>
<rule-list>
<name>readonly-data</name>
<group>*</group>
<rule>
<name>ietf-interfaces-permit</name>
<module-name>ietf-interfaces</module-name>
<access-operations>read</access-operations>
<action>permit</action>
</rule>
</rule-list>
</nacm>

ETILA—ZAD AAA [CEAT 5 EDMDSEER

EEEH

BEEIEE TZ=aTFILERA I

I0S-XE, I0S-XR, LI OINX-0S 7 | BHFEHE T 53750 o7 W 55T Cisco YANG ET /U2 T 7
Ty M7 —bDEFEZERY V— AT DL, GitHub UARY U 28R L. vendor/cisco
AD YANG 7 —H# T )V V7T L7 NUICEEILET, Z 2 TiE, 10S XE,
I0S-XR, BLUNX-0S7 T v 7+ —LDSEIER
V) —2ADEFNEEHTEET,

BB S URFC
Z#4£/RFC 24 R
RFC 6020 YANG : Network Configuration Protocol (NETCONF) [f]i}5 —
2 E®T Y T ERE
RFC 6241 Fy NU—rEESe a3 (NETCONF)
RFC 6536 Fy NU—27F&ET 1 b3 (NETCONF) 7 7 & A€ T
v
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SRADTY ZHIL YR—F

EFLEBBEIOIS5TEY T4 |

A

9

vAaADYHR— bk Web¥A K TIE, vAIORLST T )
O —IZlT B NI TN a—T 4 I RBEN. TN
565X, ~=a2T7 Y — L EEUD T8 TR A
YIA ) = RAERME LT ET,

BHEWORGL O X 2 U T 1 HERCHAMEREZ AFT L
»IZ, Cisco Notification Service (Field Notice 725 7 7 &
A) . Cisco Technical Services Newsletter, Really Simple
Syndication (RSS) 7 4 — R7/g ¥ D&Y — X |TIAT
T ET

VAaDYR— K Web VA DY — )T 7 AT HEE
X, Cisco.com D —HID B L U/IAT — RRMLIETT,

http://www.cisco.com/support

R—Z D AAA [ZBH9 B HEETEER

ROFNZ, ZOFY 22— /LTt LIEHEEICET2 ) UV — X FmE R LEd, ZoRIT. V7
FY=7 VU =R bLA U THEEOYR— FREASNEEDY 7 by =T VY —R72
FERLTWET, TORREIL. FRTH 0 B2V IRD | ZNEO—EDY 7 ro =7V ) —

ATHYR—FENET,

TIy N7 =LY R=FBIOV R YT hU =T A A=V OFR— MNIBET HHERE MR
9 %IZ1%, Cisco Feature Navigator Z i/l L &7, Cisco Feature Navigator |27 7 &£ 29 % |Z
L. www.cisco.com/go/ctn [ZFEE) L £ 4, Cisco.com D7 A7 2 MIMEH Y £H A,
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£25: 7055 EY T4 DIEERER : T—% ETIL

EFNLA—20 AMA BT piactEn ]

HaE

iy

)1)—x

HEEER

FFL_N— 2D AAA

Cisco IOS XE Fuji 16.8.1

COREREIX. IRDTT v BT +— A
FILINTWE L,

* CiscoASRO00 > U — X T 7' U /' —
vary P—ERX L—H

* CiscoASR920 > UV —X 7 7Y Af—
vary —ERX )—H

* Cisco ASR 1000 >V —X 77
J—vary P—ERA N—H

« Cisco CSR 1000v A1 v F

* CiscoISR 1100 2 U — & H#— "R
B —4

* Cisco ISR 4000 2V — X #— B2
AR —H

* Cisco NCS 4200 ') — X

Cisco 10S XE Fuji 16.8.1a

ZOBREIZ, DT T > b7 x— AT
FHEINTWELE,
« Cisco Catalyst 3650 > U — X A A v
%
« Cisco Catalyst 3850 > U — X A A v
.a:.
* Cisco Catalyst 9300 > U — X A A v
.a:_
» Cisco Catalyst 9400 > U — X A A v
a’_

» Cisco Catalyst 9500 3V — & A A v
%
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ETILEREI R T LA K

« ETVEREIT LA MY (281 =)

ILERENEI T LA K1)

TFLERE T L A R UL, YANG 5L ENFETF— 2 52F—F al Z XA RY —3 0
T4 B ODA =R LERMELFEST, ZOFT 22— TlI, BEFAEERST L X U 2o
THH L, TLARY) UE—|K L —Y% a—/L (RPC) OFlZRLET,

—

€7

—

ETILEESIE T L A ) ORIRSEH

e T LA N ZFEHTHBBICHERT — 2 ZHEL TEZXRT DL, YANGIZRET 54850
%‘%VC‘?—O

« XML, XML 4 AiiZEM., 35 X O XML XPath @ Z0i%,
«IETF 7 L A h VAR CEE I N TV A AEUER X OVFHI O 20k,

« urn:ietf:params:netconf:capability:notification: 1.1 #§8E(X, hello A v & — TV X M4 5N
PV ET, ZOKREIX, IETF 7 LA M) 2P R— 5731 ATOHT FRF A X
SHET,

* NETCONF-YANG 37 /NA A L THEFHATHOVBE L CWDOILERH Y £,
A\

(G¥)  NETCONF #fEf L2 WEATH, TV A MU DBEERET 5 X 9512
NETCONF-YANG % #%E T 5 4% H Y £9, NETCONF-YANG
DFEDZEMNZ OV TIE, NETCONF 712 b=/ £ a—/L
AL TLLEEN,

show platform softwar e yang-management process =~ > RZ#H LT, kD7 1k ANE
THTHDZ LR LET,

Device# show platform software yang-management process
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B =7 smm70 L yonmees

confd : Running
nesd : Running
syncfd : Running
ncsshd : Running
dmiauthd : Running
nginx : Running
ndbmand : Running
pubd : Running
gnmib : Running

Y

EFLEHETOSS5TEY T4 |

GE)  7rEApubd l TETAWET LA N oA THY, Zh
WELTLTWRWGEITITET AVRER T LA b U TR L £

/\/O

RORIZ, ET A RAEEA 2 —T 2 A X (DMI) 7rERAOFMEZRLET,

=26:7 14— FDOFHRHA

TNAREBA VA —T 4R TOERE | FELHEE

confd a7 4 FXal—var T —F

nesd Xy NT—VEHE a4 FTF—F

syncfd R T —F (ETHRELXIGTHET IV
[ o A1 2 MEFF)

ncsshd NETCONFt ¥ =7+ =/l (SSH) F—F

dmiauthd DMI FERET —F >,

nginx NGINX Web #—/3, RESTCONF ¢ Web
PN LTHREL 7,

ndbmand NETCONF 57— 4 _R—Z < F— %

pubd T AVBRERT LA NI SD T
Vr—varv3x—UyBLONTY vy

gnmib GNMI 7' & k =L —ox,

NETCONF [E & DR &4

« NETCONF & & Ofifi 5 IEIZ B9 2 R D Fnilk,

* NETCONF t v 3 3 » DT,

* hello 36 L UHERE A v & — Y DERZAE,
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* fENLZ 72 NETCONF £ v & = /12 K D YANG XML RPC D532 AZ 3R DV T,
['Configure NETCONF / YANG and Validate Example for Cisco IOSXE 16.x Platforms) %
ZRLTLZEN,

NETCONF DA %h1E & 15

NETCONF OHEREZ FEFR T D121, AR — VA L RRAT—REEHA L TT /31 A~D SSH
BB L, T3 ADBEZ G T hello A v — V2 ZELET,

Device:~ USER1$ ssh -s ciscol@172.16.167.175 -p 830 netconf
ciscol@172.16.167.175"'s password: ciscol

<?xml version="1.0" encoding="UTF-8"?>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:xpath:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>
<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability

</capabilities>
<session-id>2870</session-id></hello>]]1>]11>

Use < "C > to exit

hello A v E—IZxt L CIEF 72)0E %% 595 & . NETCONF % {4 2 #1380 F 7,

RESTCONF [E & DO RT{E &4

« RESTCONF & # O ffi AT IEICEET Ak O (RESTCONF L CH 7227 U F g
VEAERRT D)

* RESTCONF AT /XA A THRTESINTWAXLENHY £97,

* RESTCONF iZ. RESTCONF RFC 8040 (Z#EHL L 7=, 1E L\ D Uniform Resource Identifier
(URD) #XETHMENRHD £7°,

RESTCONF A #h1tb & &L
W77 LT v v/l E ke URI 246 H LC, RESTCONF Z#FE L £9°,

Operation: GET
Headers:
" Accept: application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
" Content-Type: application/yang-data+json
Returned Output (omitted for breverity):
{
"ietf-restconf:data": {
"ietf-yang-library:modules-state": {
"module": [
{
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"name": "ATM-FORUM-TC-MIB",
"revision": "",
"schema":
"https://10.85.116.28:443/restconf/tailf/modules/ATM-FORUM-TC-MIB",
"namespace": "urn:ietf:params:xml:ns:yang:smiv2:ATM-FORUM-TC-MIB"
} 4
{
"name": "ATM-MIB",
"revision": "1998-10-19",
"schema":
"https://10.85.116.28:443/restconf/tailf/modules/ATM-MIB/1998-10-19",
"namespace": "urn:ietf:params:xml:ns:yang:smiv2:ATM-MIB"
} 4
{
"name": "ATM-TC-MIB",
"revision": "1998-10-19",

"schema": "https://10.85.116.28:443/restconf/tailf/
<snip>
:
T RTOTNA AERETHIRDINE 2557 5 & . RESTCONF 2N IEF IZHRGE S AV E T,

gRPCE & DR &
» & —{H Google Protocol Buffers (GPB) = 2—7 (v 7 % Hfifd % gRPC 2 L 7 X B 7E
LE7,

ETILEREIR T L A M DOFIKIEIE

e yang-push 2 F U — L& H L TV o5GE, #IRICK T 5 BEIREIL, 2R 7 227
TasaiFich AR —rShvEHA, DFED, VA RNEZBBIRTLHEEIC, VAIDTFU R
FAREEIICIZTE ENEFA, XX, VT AT TANTIE, FUARNIEICY TR
U7y arzFBTERT20ERHY 7,

ZOHIRIE, RO Y A FOERITEEFE L TWEEE, EHNRT 7227 ) Fvaicbib
AEhEd,

* Cisco-I0S-XE-wireless-access-point-oper
* Cisco-I0S-XE-wireless-ap-global-oper

* Cisco-IOS-XE-wireless-awips-oper

* Cisco-I0S-XE-wireless-client-global-oper
* Cisco-I0S-XE-wireless-client-oper

* Cisco-10S-XE-wireless-general-cfg

* Cisco-IOS-XE-wireless-general-oper

* Cisco-I0S-XE-wireless-general-oper

* Cisco-I0S-XE-wireless-mesh-oper

* Cisco-10S-XE-wireless-mobility-oper
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* Cisco-10S-XE-wireless-rfid-oper
* Cisco-I0S-XE-wireless-rrm-emul-oper
* Cisco-I0S-XE-wireless-rrm-global-oper
* Cisco-IOS-XE-wireless-rrm-oper
* Cisco-I0S-XE-wireless-site-cfg
* bootcamp-test-autonomous
* openconfig-access-points
* openconfig-ap-manager
* openconfig-lacp
* openconfig-platform-psu
cF— BT IR AFADT = v 7 Y E— R SR TOERA, $T A7 T4 ko> TER
SNTZTRTOT—FNFEINET,

TV — T 4 ANZITHR—FENTWERA, TV — T 4 L EZRIRESNESE.
VTR Y Fra gL L Cy—2 ENET,

W T AT TS a NG RA—F DR THBEOZEEEERT DL LTI FR— I TWE
Hh, RUIDOZIEHEOHEETNRITENE T, MOEBFLOZEEITEHESINET,

gRPC [EE D FIREIE

o T /NA A L L —/ [0 Transport Layer Security ~X— A (TLS “X—R) OFRFEIL YA — b
SNTVEREA,

TLS _X— 2 DOFHGEIL, Cisco I0S XE Amsterdam 17.1.1 LAED UV UV — A THHR— h ST
£

yang-push & & D #lFR
o« BT A7 Y7 a v ® Quality of Service (QoS) 1TV A—FITWERA,

ETLEEETLARIICDONT

WDt s varTid, ETARHRT LA M) OIFEIERMEIZHOWTHALET,

ETIEBBHERT LA M) OBE

TLANIE, BEIOBET e AT, ALY, BEBXOZEOMOT —% ) £— b
A NETIXT 7 B ARRRRAA » FTESH, E=XHOZEEHEBISHEINET, £
FOBRERIT L A R UL, YANG ET /UL ENTT —H 2T —X aL XA NI —3I 7
TEHEDDA T = AL EARE L E7,
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7 7Y sr—3 3 ik, NETCONF, RESTCONF, F72|XgRPCF* v hU—Z7EHA L X —7 =
£ Z (gNMI) D71 b aLzf LI EMER— 20D YANG 7 —% EF LA LT, LEL
TOREOT—HHEAE VT A T4 T TEET, 7 A7 V73 IXCLI &2 L CTHER
THZELTEET FEFATT AV TV arO5R)

b —21%, YT A7 VT g UL T—2 X4 FIESE, EBEIN- X —TF
TIIEFRFIC AT Y v a2 SET,

TLARN)O—=

TLARN)EFERATAVRATLATHEH, SFSEhn—AnElELET, TORF2 A T
. ROT LAY a— V&AL ET,

ST Yy FUANY F SRR R b U~ B,
CEEH FUANY T EERLET, 2L 8L LIHELET,

carhu—7 Y TRIYT g UEERTENT VAN T EZELRNE Y b
U—78H#E, VB LY T A7) 7y a SZBEMT BT VA )T —2INZEEHIT
EEENET, BHz -V MNEREEED T T 4 E BRI ET,

cHTRITTAN Y TRV T a ERT %y MU — 7 R, BIICIE, ZEH
THbHOIXLEFTH Y FHEAN, ZORF2 A FTIEELL BRI T,

alll

IRV )T a0 DOBE

VTRV Taid, TV AN v— A EOREEMTEERTIHETHY, v—/LHE Tk
BENsT—2%EHRLET,

BRI, Y7227 V7o aik, ZVA RNV TFT—=20—#EL LTERENL —HEOT—X
RERTDHEOIMEHENET, 2L zF. T—FB0OREN, T2 OEXRED 1,
ETERTRWES T (E0XEE) N —22%ET 202 ERLET.

PR=FENTWEIYHT AT Y T a b OREREILTT 7y N7+ =LKoo TRRY £,
BEIZI00EOV T A7 ) Ty a By R— RSN TWET, 727U 7y a3, REH
OB ONTIMNCT A ENTE, NTURAR— 7o b a/LofLEOMALE bt & fF H
TEXET, AT RTCOREFATTAI VT a7 77 4 72T HOIZFRFZ S
DY TR VT arBNEELTWAEAE, YT AT VT a v OBNETEbE, 777+«
TP T AT VT a rwHIRLIEZE X, ET 7T 4 7 THLINAN R ERTHY T AT Y
TyvarolopitranEd, SN NI SN YT A2 Ty ary (F74LED
B/MEIX100ETF) & BERFCNIT—SD VT A7 Y FoaryBnR—RFEnTn
3

YT RN F 2 a OFEETIL, NETCONF RZDMdD ) —A NG R Fu <7 A4
% —7 x4 A (RESTCONF, gNMI 72 ) PR —hShTWET,

CiscOIOSXE VAT LADT L A MY TlH, FAFTIv I BT RI YT g LREFEHT T A
YT g D2BEOY T ALY I g onEHENET,
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SAXNA oL UEA LT rOEFLEREF LA~y ]

YT A7 VT aidx, N7V v IR T 57 94T N (BT ARTTAN) 1ZEo

THERR SN DT, ZAYNA L ERRENET, REFAY T A7 Y Fva TR A7
Uy X 3ZEHE~DOEREZB L, TOMELAYAT U FERRshET,

BANXNAVEIUVEFANYILT I CDETIVEER T LA LY
ETIVEREIRIT L A RV, FA YA EXAYALT U MO 2FENH Y F1,

T—8 VANt

BHO@AN

R ZANXINAVELVFAVILTO COETILEEFHEFLA LY

TALYILA Y (BIRY)

FAVYLTO b (BHELIIREFH)

TULARNIOEHT, A= —FFTY
TATFANERFEINET,

TULA MY OERII, FBEShIZZER LT
Fa v s ZICEEIRET,

BT A7 T OfFEIL, 20T
2V Ta v EER LS (Byyay)
IO B, FOFEEMMFRT LA MY
DOEFNEFESNET, FAT7a0 7 1 F 21—
Va ryTCRAERFBEINEYA,

YPTAZ YT a3FZTar 7 4 X2 b—
varOo—iE LTERSNET, i,
a7 4 Fal— g UBNHIRENDSETT
PNA AGREE LTHEY £,

HAXNA L BT AT Y Fvarsiie—R
BRICHEBT2M0ER’HY 7, Ziuk, i
SEENTBGERITE Yy a v AT — T
VAL y F A==kl SNAH T2 T,

BAXNT TN Y TAI YTV a 03731
ARED—HE LTHER SN, AT — 70
AA v FA—/"—1ZIC BB ZAEH I
L ET,

Y7277 arIDiF. YT R2 U P
U DORESIINRT) LTz & S ICEICER SN E
TO

BT ZA7 Y S aIDIZEETHY ., BED
—¥#ELTT A A ETHREINET,

VT2V FarNOT LA RN F—EZDY—RA L, AR =L T4 VEE2EHR L THEE
SNET, TZTOAMY =L, BEET L —#HOA N2 F&FFLET, RFC 5277 TidA
R PNA RN =A%, W ODDEEEEEIC—ETH—HEOA X MEME LTERELTWE

‘j"o

WEIE, A M= bD—HDA R MIT A VLB ENE T, RRDA RN —L 2T

TCIWCBR BT 4 NE B TIMERENE T,

Cisco I0S XE (%, yang-push & yang-notif-native ® 2 DDA f U — AL &K —F L TWET,

VTR ) TFarD—e LT, T=ENNEBIIRDIIANIVIEBIRETCEET, 72770,

ZHEFA R —AIZ Ko TR 3, AP —2NTEEMTbI L&, i3 A b
DRELTZRICOBT —H 2HHTELLIICTHA N —2b b, ERERBERZ, -
TEREHAORMMFECT — 2 2N TEL LT DA NI —abHY £T,
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| IEEEYDEPEY: k

IO BAILT] EBEORERIL., SHEDOT LA N F—XEEL - HOBEH@EME LD F
T, T—HXOEEFET, TV vy EREFEMOBERICEA SN2 harick > TR
AN/ S

HITRYY) T a UvBUF
YTRA7 Y Fa 32 By NOIEOERE T SNET, REBAT T A7V v a v
DIDIFay b —F Lo THRESIN, BT R7 VT2 g OEIFT Y v vildo
THRESNFET,

arbha—J1%, N7V vy TERENTEEBNY TR ) T a o EOBAERT DT
W2, BREEATT AT VT v a AMERT HEE 0 ~ 2147483647 OFLFHIZHIRT 2 LB &
NEST, BT TR YT a0 ID ERIE7a— 0 Td, oD ML L CTERE -
T A7V a0 T A7 Y S g IDITEELEE AL

IR YT 3088

EEEEODEEOEREMEH LT, REFAT T A7 Y T g o OERK. BB, BLXOZLFES
THZENTEET, ZHICIE, CLIE Xy hU—2 7 a a3 Lol OEBEBENGENE
7,

FTRCOVTZRZ VT gy GREFAEEHN) X, show <~ F, BIUOxXy hUv—27 7
v b VEBEBMEEZEH L CRRTEET,

KDOET, YR—FENTWEA N —btzra—F 407 BIOYPR—FENR TS
DAEDLHICOWVWTHBHLET, AAELTORA RN —AZHAELTOT e hanbsrL
TWAZEEZBERLTWETR, T XTOMAEDLERTR—FEINTWAHIDITTIEH Y £H
Ao

R28:HR—rEh3TO0FILOEAEDLE

FS R NETCONF gRPC gNMI
7l A |
ka3
TAXNA | ZAXNLVT | ZATYNVA | FATYNLT | XAV A | XATLT
N N N AN N 7 K
Stream
yang-push | ff; G RIS | ST IExbI
yang-notif-native | 5f i FEXFIE FEXHIG PSP FEXHIG FERFIE
Encodings | XML e S—ffi  |JSON_IETF |JExpits
Google
Protocol
Buffers
(kvGPB)
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7L ruoreeyt—t [

T LA RY®DRPCHAR— |

ST L= NETCONF v 3 > C, YANGXML UV E— bk Yo —2 % a—/L (RPC) DO
ZEPITZAET,

7 L A K U 1T <establish-subscription> RPC & <delete-subscription> RPC 23 % 78— K LTV E
D

<establish-subscription> RPC 23355 S D & /X7 U w v 525 D RPC ILEITIE <rpe-reply>
Av—vb fEEA MY J %G T <subscription-result> BENE EINE T,

WDFIE, <rpe-reply> A v —U TOIRE L, JGEOHBZRLTWET,

HRXF5I RPC IR
ok <establish-subscription> [5%2)]

<delete-subscription>

error-no-such-subscription <delete-subscription> BEESnE-T 71— MNMIFE
FELERA,

error-no-such-option <establish-subscription> % SV il o a A YA AV
YEFAR— STV EYE
AJO

error-insufficient-resources <establish-subscription> YT 270 g FIIROE

HIZ LD BT E £/ A,

TR YT a g
ﬁ—%‘éc

cBORENTET —Z OEN
REFTED,

EWIR RS TR )T

va v ORESETE
%o

error-other <establish-subscription> DD END=T—T
R

H—t 2 gNMI

eNMI LR X, A L-ULRPC & T gNMI & W) ZRTOH—D kv 7 LoybH— B R 2305
LET, RIZ, YT A2 T4 TH—EARPC 2aheh—EAEFZERLET,

service gNMI {

rpc Subscribe (stream SubscribeRequest)
returns (stream SubscribeResponse);
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<subscribe RPC> (%, BT T A7 UV 7o a VA BERT AE-ODICEHRT—V = ML THE
HAEFET, ZORPCITIZT—HD A vE—UNEENTHET, IRDOEZ 3 2 Tid, <subscribe
RPC> THR—FZINTWNDEA v =IOV T LET,

SubscribeRequest £ vz —

DA =V, BEESINTZANADE Yy NIXT X —7 v b LOREFHEZERT L7201
TIAT v MZEoTGEFEENET, RIC, AvE—VOERETRLET,

message SubscribeRequest {
oneof request {
Subscriptionlist subscribe = 1;
PollRequest poll = 3;
AliasList aliases = 4;
}
Repeated gNMI ext.Extensions = 5;
}

\}

(GF)  request.subscribe DA AR — F ZALET,

SubscribeResponse * v tz—

DA vE—I%, ML EIUT- <subscribe RPC> /N L CH —4 w bb 7 T4 7 2 MIEE
XNhFET, KIT, AveE—YOEZEEZRLET,

message SubscribeResponse {
oneof response {
Notification update = 1;
Bool sync response = 3;
Error errgr 4 [deprecated=true];

}

}

\)

GE)  BHOFEFROLRNYR—FENET,

SubscriptionList X v —2

IDA =X, HEOY TRV Ty g VEWERKE R SNADY v M ERTIZOICHEH X
AUE 7, SubscriptionList A v E—YOHERN T, 7747 2 MIETAVHADRED T LT 1 v
JRAZHKTH 1 DULEOYT A7 YTy a U E#ITEET, KRIZ, SubscriptionList A > & —
YOiERERLET,
message SubscriptionList {

Path prefix = 1;

repeated Subscription subscription = 2;
bool use aliases = 3;
QO0SMarking gos = 4;
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enum Mode {
STREAM = 0;

ONCE 1;

POLL 2;
}
Mode mode = 5;
bool allow aggregation = 6;
repeated ModelData use_models = 7;
Encoding encoding = 8; // only JSON IETF supported in R16.12
Bool updates_only = 9;

\)

(E)  Pathprefix (FH/RIUZREFEA D) | Subscription subscription, Mode mode STREAM, 3 L O
Encoding encoding IETF_JSON 23 %7AR— h S TWVET,

TLIAVIRAvE—D

Hihiph 7270 g0 2 MIX, xPath ® (RSN _XToOY 7270 729 0
T) EHEEG THERINTZANBELOT VT 4 v I ARGENTHDIHEE L, GFN TN
LEndH £9,

message Path {
repeated string element = 1; [ deprecated ]

string origin = 2;
repeated PathElem elem = 3;
optional string target = 4;

\)

GE)  origin (PAR—FSN5MEIE T) & lopenconfig] ) | elem (ViR— hSNDHZEHREALITT LT 4 v
7 A7 L) . BEQtarget WY AR— F I FET,

YIRHYToavriye—2

TDORAyE—ViF, IIAT U MIEoTH T AT SATENETF—ZDE Y N —RHICH
BHLCTWET, BHEMEEZHIET 272D HENDZ AL BERNEENET, KIZ, 7 X
U g Aye—VOERERETRLET,

message Subscription {
Path path = 1;
SubscriptionMode mode = 2;
uint64 sample interval = 3;
bool suppress_redundant = 4;
uint64 heartbeat interval = 5;
}
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\)

((¥)  Pathpath, SubscriptionMode mode, Uint64 sample interval, I3 & 0% Uint64 heartbeat_interval (fff
MOICRESN TN DHEDHR) NI R—bFShET,

INAAyE—D

BT 270 7y g it SNARANENTWET, 2t 3722707y a 0 R
MZBERER T BT L7 0 w7 AZBINEn5 &, BeEMi A Z/H R L E9, KkIZ, /XA
)( ‘)“!Z‘—t‘/\@ﬁ::% ZT—\‘LjEwJ*o

message Path {
repeated string element = 1; [ deprecated ]

string origin = 2;
repeated PathElem elem
optional string target

3;
4;

\)

GE)  origin (VAR—FEN5MEIE T) & lopenconfig] ) | elem (ViR— hSNDHEHRALITT LT 4 v
7 A7) . BE D target N HA— K INET,

SubscriptionMode * v+ —

ZDAyE—=IE, WHMOEHRE N =32 5EE =7y M@Em L ET, RIZ,
SubscriptionMode A v —Y DEFKE R L E T,

enum SubscriptionMode {
TARGET DEFINED = 0;

ON_CHANGE.
SAMPLE
)

)

[

((¥)  SAMPLE & ON_CHANGE (CiscoIOS XE Bengaluru 17.6.1 LA%) OHBYHR— h S THET,

ON _CHANGE OH7R— hME, BFEDET N RAIZREESHTWET, 7$A73 ON CHANGE %
PAR—=FLTNDEMNE S DNEERT 521X, Cisco-I0S-XE-MDT-capabilities-oper <& 7 /L T/ A
7Y LET, ETAOFEMICONWTIE, [EERFY 7 X2 Y 7Y g YANG £7 VD%
ROBILAN—=Y) | B v arEBRRLTLIESN,

BRAYvE—D

DA yE—=UF, BRI VT var A=y " inbalb s X IIT LA NI T—HEEEL
9, RIC, BEAYE—VOERETSLET,

[ CiscolOS XEBengaluru17.6x 7O S5<YEYF 4 2> T4 FaL—2a v A K



| EFLBBHRITOTIS<EY T4
s4+zvo4972007vaeE ||

message Notification {
int64 timestamp = 1;
Path prefix = 2;
string alias = 3;
repeated Update update = 4;
repeated Path delete = 5;
bool atomic = 6;

}

\)

GE)  HALREZT TVT 4y 7 A BRXOEHNRYAR—FEnET,

FAFIVIOHY TR YT avER
ZITE B TR ) Ty g AR KOHIBRY D A OW TR L £,

NETCONF % A X)L A OBV T 27 1) 72 g o OFERKL

YT R ) T a i iF, N7 Y v TR L, EOEENEID A =X (BHEIIRPC)

EEMLTHT AT U 7Y a UERO D DO LEITI VT A7 T4 N X o> TER ST
F9, V7RI T a ORI, VTR T ANENRT Y v vy OO e
WHIBREI, TV A MY T—ZIEZDOV TR TANZOREFEINET, ZhHDOH TRy
U7vaid, "7V vy ERFT T AT TARONT NN EER) SN TGS L E
Hh, BT 227 ) 72 g o OERIZITA 73 RO <establish-subscription> RPC % f# i ©
& $£9, <establish-subscription>RPC |, IETF 7 L X hU DY TR T F A RXN)pB Ry hT—F
TN AZEE & E T, RPC TiL, stream, xpath-filter, 33 K O\ period D47 4 —/L K3

HTT,

NETCONF (Z L 2B Y7 27 Y 72 a o OFERES KOHIBRIZEEH 32 RPCIX, A X2 Ml
DH AR LY T A7 V) 3 3 o draft-ietf-netconf-subscribed-notifications-03 38 X O YANG 57— #
ARNT o aBTHOYT AT T A 7 draft-ietf-netconf-yang-push-07 CEF SN TV ET,

EHHGBHT IR Y Ty
WIT, ZAYNA L OEME YT 27 ) T g 0flzZ s LET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<establish-subscription
xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<stream>yp:yang-push</stream>
<yp:xpath-filter>/mdt-oper:mdt-oper-data/mdt-subscriptions</yp:xpath-filter>
<yp:period>1000</yp:period>
</establish-subscription>
</rpc>

ETHEBEMY IR ) T3y
&2, NETCONF #Jr L= HIEEINS 7 27 U v a oz rLET,
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<establish-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<stream>yp:yang-push</stream>

<yp:xpath-filter>/cdp-ios-xe-oper:cdp-neighbor-details/cdp-neighbor-detail</yp:xpath-filter>

<yp:dampening-period>0</yp:dampening-period>
</establish-subscription>

BT 27 ) g OB

By 7 A7 U 7 a CEBIRT DI, A /3 RO <delete subscription> RPC,  clear
telemetry ietf subscription =~ > K, <kill-subscription>RPC Z{EH L., FZ AR —brtEvi =
YL E T,

gNMI TlZ, SubscribeRequest.subscribe.subscription D&% 7 A7 U 7o g U PMERDO XA F 3 >
Y TRV TFa 1D E LTAEMRSIVET, <kill-subscription>RPC £721X CLID 2 U T %
AL TNV T R YT a IDOWTANEREETT2E, 7 A7 74 7HK
THRESNTZTRCOVT A7V Ty a Uik T ShET,

Cisco IOS XE Gibraltar 16.10.1 T A X172 <delete-subscription> RPC X, + 7 A7 T A D&
WRITTE, TOFT AT TARNBFETBHT AV T 3 v OBEHRLET,

Cisco 10S XE Gibraltar 16.11.1 LAEED U U — 2 TiX, clear telemetry ietf subscription =~ K%
EHLTHAFTIv I YT RI Y T a r&HIBRTE £7, CiscolOS XE Gibraltar 16.11.1 T
A &7z <kill-subscription>RPC | %, clear telemetry ietf subscription =~ > N L [6 U HETH A
FIv s TRV T a v EHIBRLET,

BLONETCONFt v v a visgllrshg &, 4727 U 7 va U bHllRSET, fy hU—
7 Befge Nl S A7, SSH 721X NETCONF £ v v a V¥ A AT U F LTEDHID
YT AT YT a UBRHIBRESILDE T, ZODORRINNNDLZENRDHY £T,
<kill-subscription> RPC | <delete-subscription>RPC & $A{El L T\ £ 9, 7272 L. <kill-subscription>
RPC (%, subscription-id ZFE DbV IZ, HIFRT 27T A7 U7 a O ID % &t identifier 2
FEFEHLET, Y7y NPT 27V 7y ar TERHEND TV AR— By arb,
<delete-subscription> RPC T SN TWD b D & R 9,

CLUZFERLEYITRY Y TS a3 vndk
WOHNFNL, FHARERTXTOY T 27 ) Py g v ZRLTWET,

Device# show telemetry ietf subscription all

Telemetry subscription brief

ID Type State Filter type
2147483648 Dynamic Valid xpath
2147483649 Dynamic Valid xpath

RIZ, FATIv 7 3727 VT a o 2HIBRT 202 R~ LET,

Device# clear telemetry ietf subscription 2147483648
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NETCONF <delete-Subscription> RPC Z{EFRA L= T X4 1) T 3 U DHIRR
WIZ, NETCONF 2 L CH 7 A7 V7o a v EHIRT 28127 LET,

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<delete-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:netconf="urn:ietf:params:xml:ns:netconf:base:1.0">
<subscription-id>2147483650</subscription-id>
</delete-subscription>
</rpc>

NETCONF <kill-Subscription> RPC Z{EFA L1z TRV 1) T 3  DOHIkk
KIZ, <kill-subscription> RPC Ml L CTH T A7 U 7o a U EHIRT D627~ L ET,

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>
<subscription-1d>2147483652</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:48.848241+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-id>2147483653</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:51.319279+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-i1d>2147483654</subscription-id>
<base>
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</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:55.302809+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-id>2147483655</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:57.440936+00:00</last-state-change-time>

</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>
<kill-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<identifier>2147483653</identifier>
</kill-subscription>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<subscription-result xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"

xmlns:notif-bis="urn:ietf:params:xml:ns:yang:ietf-event-notifications">notif-bis:ok</subscription-result>
</rpc-reply>

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>
<subscription-1d>2147483652</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>
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</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:48.848241+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-1d>2147483654</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:55.302809+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-id>2147483655</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:57.440936+00:00</last-state-change-time>

</mdt-subscriptions>
</mdt-oper-data>

</data>
</rpc-reply>

BREFHYIRIY T avnER
ZIZTIE, REFATT ATV T a UEERR, AR, BLOHIBRT 2 7B OV TR L E
h@‘o

REFLTT A7) T a v OVER
REFLYT ATV Faidi, aryba—JiI2k537 ) v v TOEBREBIEIC L - TER

SN, Y727V FLa ko TERSINTZT LA N F—ZDOZEHOIRENPIRIIZE
FNTWET, TNHDOH T A2 U Foaii,. N7 U vy OFEER bERLET,

REFHY T A7V Ty a VM FEBOZELEZEN L TRETE T2, ROOHDNRZEH
DHPMERSNET, ZEHENTTICER SN TV DISE, $REERTOSBEE. hox(F
HADERITAITENE A, TOZEEDHIRSND &, HOZEERERSNWET,

BEBRHBEATXNLT TN BT RA7 Y ait, IROFETTF AL RCEEINET,
BRECLIZHEAL, 2 —NWNTY 2N LTT A AREICEFEEZMZ T,

« NETCONF/RESTCONF #fEH L., HEIDOYVT 27 ) 7y a v aHELET,

TR, BREFHBY TR I a v EERT AT RPC Ol AR LET,
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WOFENL, CLIZHERA LT, REFHTF T A7V T a3 DT AR—KF 7o balds LT
gRPC Z# 3% ET D HEZ R L TWET,

telemetry ietf subscription 101
encoding encode-kvgpb
filter xpath /memory-ios-xe-oper:memory-statistics/memory-statistic
stream yang-push
update-policy periodic 6000
source-vrf Mgmt-intf
receiver ip address 10.28.35.45 57555 protocol grpc-tcp

& @ RPC OF)1X, NETCONF ZfH L CEMR 2T 27 ) v a U E21ER L, 60 2 & 12
TLA RN OEFEZEEICEKET D HEERLET,

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"><edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-subscription>
<subscription-id>200</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<period>6000</period>
<xpath>/memory-ios-xe-oper:memory-statistics/memory-statistic</xpath>
</base>
<mdt-receivers>
<address>10.22.23.48</address>
<port>57555</port>
<protocol>grpc-tcp</protocol>
</mdt-receivers>
</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>
</rpc>

IZ. RESTCONF Z i L CEHRIZRY T 27 U 7o a v 21EKT 2 RPC DBl E R LET,

URI:https://10.85.116.28:443/restconf/data/Cisco-I0S-XE-mdt-cfg:mdt-config-data
Headers:
application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
Content-Type:
application/yang-data+json
BODY:
{
"mdt-config-data": {
"mdt-subscription": [

{

"subscription-id": "102",
"base": {
"stream": "yang-push",
"encoding": "encode-kvgpb",
"period": "6000",
"xpath": "/memory-ios-xe-oper:memory-statistics/memory-statistic"

}

"mdt-receivers": {
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"address": "10.22.23.48"
"port": "57555"

FEEBY IR Ty

WD RPC DL, NETCONEZ{EH L CEFRY T 27 ) 7y g U EERKR L, #—F v hF—
AR 2 EENE U B OLEF 2 EET 2 HEEZRLUET,

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"><edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-subscription>
<subscription-id>200</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<no-synch-on-start>false</no-synch-on-start>
<xpath>/cdp-ios-xe-oper:cdp-neighbor-details/cdp-neighbor-detail</xpath>
</base>
<mdt-receivers>
<address>10.22.23.48</address>
<port>57555</port>
<protocol>grpc-tcp</protocol>
</mdt-receivers>
</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>
</rpc>

&P RPC OFli%. RESTCONF i L CEEKRY 7 227 U Fo g VA ERT B FiEa R~ LE
j—o

URI:
https://10.85.116.28:443/restconf/data/Cisco-I0S-XE-mdt-cfg:mdt-config-data
Headers:
application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
Content-Type:
application/yang-data+json
BODY:
{
"mdt-config-data": {
"mdt-subscription": [
{
"subscription-id": "102",
"base": {
"stream": "yang-push",
"encoding": "encode-kvgpb",
"dampening period": "0",
"xpath": "/cdp-ios-xe-oper:cdp-neighbor-details/cdp
-neighbor-detail "

"mdt-receivers": {
"address": "10.22.23.48"
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"port": "57555"

gNMI S A Y ILA o HTRHY T3y
WIZ, gNMI XA Y vA Yy BT A7 YT aroflzrlLET,
subscribe: <

prefix: <>
subscription: <

path: <

origin: "openconfig"

elem: <name: "routing-policy">
>

mode: SAMPLE
sample interval: 10000000000
>
mode: STREAM
encoding: JSON_IETF
>|

subscribe: <
prefix: <>
subscription: <
path: <
origin: "legacy"
elem: <name: "oc-platform:components">
elem: <
name: "component"
key: <
key: "name"
value: "PowerSupply8/A"

>
>
elem: <name: "power-supply">
elem: <name: "state">

>
mode: SAMPLE
sample interval: 10000000000
>
mode: STREAM
encoding: JSON_IETF
>|

REFHT T A7) T a  ODEFE
REFHYT T A2 ) Foa B ETHITE, RO2OOFERHY £7,
« NETCONF <edit-config> RPC 72 K O4FEE 7 10 k = L% E Bk

«CLI (#7227 V7L a O E R CFIE)

YT R FarDZEEITT FLALR—= MBI TikBlanxd, ZEEL2LETS
HZEEFTEERA, ZEHORE (o bhan, arrAN7el) 2EETHITE, LI
ZRHEEHBRELCOLH LW EREEZERT2HLERH Y 7,
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B2V T A7) T a r ORENRZAEHEFENYIWREBIZH Y | EETREH ~DHEHO
Ty b7y TRHIH LORAT 25 2 5813, A0kt 2 R o2 EE 2 H S MR D LENR
HYET,

WEFEHRY T A7) T a Ol
CLI F 721 3EHBEAHH LT, REFAYT T A7 Y 7Y a v ZHIRTE 7, notelemetry
ietf subscription 2~ > K&, REFATTAZ VT a v #HlBRLET, FESNZY T A7
V7vait, BEA VA —T = A ADLORHIBRTE £97,

CLUZFERLEY IR YT avnik

Device# configure terminal
Device (config)# no telemetry ietf subscription 101
Device (config) # end

NETCONF ZFRL =Y ITRY YT 3 oDl
& D RPC OHlL, BREFLY T A7) 7L a rZHIGT 5 HEEZRLTWET,

<edit-config>
<target>
<running/>
</target>
<config>
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-subscription operation="delete">
<subscription-id>102</subscription-id>
</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>

gRPC Y7 A2 ) 2 2 @ FADN 7R — h

gRPCT LA RNY T A7 )T v a AIRER—ATT, 2F0, 2—HF =TT /(1 ARED
—HELTEERANEZFOMDY T AT VT a0 NI A—ZERETILENRDY £,
ZOVY—RREE, TUA N OEHERET DO OGO A IET D7D S
NET, gRPRCH T 227 U 7L a UHERED FQDN HaRk— F D AIZ X W IP 7 FLRITIA,
FERMEM R A A 4 (FQDN) & gRPC #7227 U 7o g AN TEET,

FTLARN) ST ZR7 YT a TR, Lyr—ROFEMEY 722 ) Foaro—#s LTHEE
THZEH, ML TRETHIELAMRICARVELE, 22T, Lr—NZAFIRH Y,
YBTARAIV T a v ERETHEXZICZOAMZHEALCLY—R"ZEELET, EHH60H
b, ROV TR ) Fa  CE L LY — K EEETE ET,

COMEEET 4 E—T NI TEEE AL
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LT E L —N

FQDN DO YR — MMZ LV, ARifT& L — NREEMEENDH LU L o — 3R E HIEREA X
NELE, ARTELY—NT, $ 72270 Py g LIFERRICEFEETEDS by 7 L~Urd
WETLST AT 4 TT, ARMTE L —NFARTCTHB SNET, ZOARNMERE DTS
T, VAT LATHENTE LY =R a— RO T v 7 AERIEF—L 70 £, Afiftx L
= NREE, LY NCEEMT STV AT RTORENEENET, ZNHDORET
BT 27T a SEE L EE A

AiftE Ly —REFERT LR RITKRO LB TT,
CEXFESFEREATDOLY—NREYR—FTEFET,
« LD IEEMERIRER IUBHOBERESE SN E T,

cIP7 RLADRDVIZAA M EHFEHLT, 72 hat by —"ORA MNEETEE
K

cHBEOYT AT Y T a TSN LY —"DRTRA—=F % 1| OO TERTE
£
KOT TR aNH A TEFE L= TR R — SR ET,
e cloud-native : 7 77 R A7 47 7m han
« cntp-tep : Civil Network Time Protocol (CNTP) TCP 7'u& k=)L
s cntp-tls : CNTP TLS 7'm k =/
s grpc-tcp : gRPC TCP 7’12 ks =/
s grpe-tls : gRPCTLS 7’1 | =21
e native : XA 7 4 771 kAL

e tls-native : %1 7 7 TLS 71 b=z )L

ZETE T harLo—

ARftTE 7 e hav iy —nNF, e barEERTLT VA RN OBEEZEET 572D E
AEnEd, %ﬁﬁ%fubzwvy—ﬂm L= ZAT D4 RNIINZ T, RA MEE
HLEEALET, AR MEEIIE, FAMELIZIP T FLA, BLOEER— FESE2IET
Li#oﬁ%177ubnw%k a7y A NVLFHNEFEHLET,

)

GE)  HihpgmiftE 7o banr by — "BMERSI D &, LU NICHBMICER SNLEYA, L
RO AR T DI, BESh 7 e baL Ly —R_Rn, ARl bty 1207 X
TV T a Nl Lo THEREINALELRH Y £,

CLI £72IZ YANG ET VEMH LT, A&7 e ha b o —R"ERETEET,

LEiftE e han L — 0 YANG 7 VA L7 E
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YANG “E 7 /V Cisco-10S-XE-mdt-cfg (Zi%, ARifI&E 7w har b or—"RNEENTNET, &K
A7 mdt-config-data =2 > 7 N D =2 > 7 F mdt-named-protocol-revrs (213,
mdt-named-protocol-revr #IER DO U A MR HV 9, ZOTN—FITiE, IRO 5 DD A L /3—
N ET,

*Name : YV A MDA T v 7 R
A= =

* Profile

« RA hR— A

e R— hEH

WIZ, &RifTE7 e bar L r—_"OERTEZ7T, NETCONF RPC Oz Rk L E7,

<edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-named-protocol-rcvrs>
<mdt-named-protocol-rcvr>
<name>receiverl</name>
<protocol>tls-native</protocol>
<profile>tls-trustpoint</profile>
<host>
<hostname>rcvr.test.com</hostname>
</host>
<port>45000</port>
</mdt-named-protocol-rcvr>
</mdt-named-protocol-rcvrs>
</mdt-config-data>
</config>
</edit-config>

AHTE L — R LT 27 U T g v ORE

PTRA7 YT a U TARMTE L —RNEEHT IR, Ly —A"F AT L= R DM
PRETAVNERSVET, T XTOLY—REHORTEITLFMTEX L — R EO—EThH
L2, BIMOL = "ERERMNEDH Y A, 2L, 4RifFE e harl—oNE, B
SR T o 20— E LT, 7227 F2a o OFEET VREBLIOEETLT RL 2 &3]
ShexfHLET,

HAR— N INDLHETL T — 3% A 71X protocol DA T,

YT A7) T a AILARIMNE L= RERF LT — L —RoWn TN EERATE ET
N, WMHFEERTAZLITTEERA, LI — L —ARREINTWAES, 72271
Tray L= A AT EZRE LY=L OREILT e 7 ENET, RIS, BT A
IV Fary L= E A TFEFITLRTE L —REHEELEEAE. LA —L 32—
ERETEFEEA,
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. BRIRFEL Y=Y TR Y T3 VERED YANG ETILEER LI-HRTE

BEOL Y —R"RREESNTWEEAETH, 3727 Foa il oD Ly —_"DOh %l
THZEIWCHEELTLLEEN,

LA — L —RNEHEHT AT A7) g v AR E LY — R BT AT X U S
vavid, RUEREEHTEET, 2720, ZhufEEsnETA,

LEUTE L —R"Y T 27U F g URED YANG EFVEEH LR E

AiftE Lo —REFEHT 554, revr-type TH AR — b S35 ME— DI revr-type-protocol T
T, LH— L= REFEHT LA, ZOMEIXT 7 44 O revr-type-unspecified T97,

®IZ, NETCONFRPC Dz R LET, LRiff& 72 ha by —RE2EHLTHT A7V
va v EERT D HFEERLTOVET,

<edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-subscription>
<subscription-id>1</subscription-id>
<base>
<rcvr-type>rcvr-type-protocol</rcvr-type>
</base>
<mdt-receiver-names>
<mdt-receiver-name>
<name>receiverl</name>
</mdt-receiver-name>
</mdt-receiver-names>
</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>

A HifHE L y— o @ & @R RE

HAMTE LY —R_F T2 N TR VT g L= F T V=7 b (ARifTE LY —
NeESBT D) (X, 220 RR28EIRERDH Y 9, ZOEEREBIIAEDE 38T,
%%H%uy—ﬂmﬁ@ AP Sy A pA S B RN \mm#T%éf%é_&T¢#\M®@
HHEBXONET, ARiIfTE L —"OEEREE 2 —12X, Lyr—\REHNTHLIEBET
FAMCHHAT L7 4=V FRHYET, L= "OREBREDNRGE., D7 4 —/V Fi3%E
<7,

CUZFERL-ARMHEL—/DREDRT

TRXTOH A TOLAHNTE L — "OIREZ FRRT 5121, show telemetry receiver =2~ > R
EREHLET, al ¥—7—RE, 7 XTOARIMTE L — NIZBT 21 H A B TFR
AL, name ¥—U— Ri&, f8ESNTAFMTE L —NICET 25 IERE R R LET,

Iz, show telemetry receiver all =~ > KOHAHIZ R LT,

Device# show telemetry receiver all

Telemetry receivers
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Name <.> Type Profile State Explanation
——————————— >
receiverl <.> protocol tls-trustpoint Valid

iZ. show telemetry receiver name =~ > RKOH Al E R L £,

Device# show telemetry receiver name receiverl

Name: receiverl

Profile: tls-trustpoint

State: Valid

Last State Change: 08/12/20 19:55:54
Explanation:

Type: protocol

Protocol: tls-native

Host: rcvr.test.com

Port: 45000

ZEITE L —30D YANG EF /L& L7 jkRE

LA & Ly — ROdRAEIX, Cisco-I0S-XE-mdt-oper-v2 YANG &5 /L2 L THRIG T £,
mdt-oper-v2-data = > 7 FIZIE, TR TOLHIS & Lo — OEEIRIE % 7 T mdt-named-receivers
UAMPREERTOVET,

WIZ, &R & Ly — "DOIREEE F5 3 5 NETCONF J&E OB %2~ L E 75,

<get>

<filter>
<mdt-oper-v2-data xmlns="http://cisco.com/ns/yang/Cisco-I0OS-XE-mdt-oper-v2">
<mdt-named-receivers/>
</mdt-oper-v2-data>

</filter>

</get>

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-v2-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper-v2">
<mdt-named-receivers>
<name>receiverl</name>
<profile>tls-trustpoint</profile>
<params>
<protocol>tls-native</protocol>
<host>
<hostname>rcvr.test.com </hostname>
</host>
<port>45000</port>
</params>
<state>named-rcvr-state-valid</state>
<last-state-change-time>2020-..:00</last-state-change-time>
</mdt-named-receivers>
</mdt-oper-v2-data>
</data>
</rpc-reply>
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YT 2T YT a L — OEME & BERTE
YT 27 ) Far =L, EREOY T2 ) g L —R"ER oL s 2T
HYWT 270 F g BEOF T = T, a7 ZICEGETLHEDICHNER AT =X A
LS — B A FICEE TN, Bid, Y7227 0 7P ar By —R_"FRTal s ZI2EH|
FETCTEDLLHICTHEDIHEHENDZ T 4T 4 TT,

BT 2RI Far Ly —_"OREEIL. L — SO A BRI L O SRR I S
THEY, BEORERHY £T, THLENOREIL, VT A7 VT varBnlLyr—_"FE=Ea
LI HICEFEEETEDLIICTHDITHER MDY v — 2 OHEN B #A T S TuvvE
7,

YT 2T Y Fa L — A DORTE

YT RT YT a b= "OEERREEIL, REINTLET ERoA T v I R) | Li—
ANOWREE, WREBICETAFAELIT AT, BIOBREOWREBERE ORI TR SN ET, 3
WFAINIHIHEH SN DT TED D T A,

YT A7) T a b —R_"OEZLNHIREEZROEFEITRLET,

R29:H TR )T avLo—n\MIREE

TR )T arLi—/\0ikEE Hl:|

CLI & YANG fi&

Disconnected (H]#7) revr-state-disconnected Lo— 3 S . B
ITRITES N EE A,

Resolving revr-state-resolving Lo —NIZRET S 72D
BB N T A — B Bk L
TWET,

Transport requested revr-state-transport-requested Ly — 2R ET B0

FEE R, Resolving IRAEEN B
RIE SNT BT A —H %
AL TWE L,

Pifsef (Connecting) revr-state-connecting BRI Y F g —
ANIZESE T D DI E R Y
V= ZREID B THITNE
j—o

PEgE ST HlkE revr-state-connecting YTRAI YT arPhLy—
Nt S, e LY —
NIZEETEL LT E
L7z,
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Disconnecting revr-state-disconnected BECHEEI TS Y Y —
ADFHED B TENTOE
—é‘o

YANG f# revrstate-invalid I1&, Vo — L —NNTORFEHINET, BHQRHFT A7 U S
VLU= NTEERTE WD, YT AT Y Y g L _OREENN RN 725551 disconnected
ICRE SN E T, MBAXTHIC, invalid D7 27 Y 7 gL —,3 L disconnected DY
ATV T Y a by —R_ERRTE ET,

BTRA7 VT arb—NE, ROBATHMINDZENHD £,
T RT YT a DRID L= NREIW E TR,
cEEROT Y BTy T RKRINI R LT,
« LEIAFE LY — A"BTETE LR,
cBEIE L= SBP T RS Y T a UTIRIESRE A A TR,
c I E LR ESTH B,
cHTRI YT a N TH D,
c BER SN BRI DO L —NIC Lo THASh TV,

YT RAT Y T a b — O

OB arTIE, YT RZ Y I a s L — AR AT A FIEICOWTEB L E
j‘o

VA R
FULARNIEERT. TRV T a BN —NCEETAD :ﬁ%ﬁéb?yxf~k
AR AR L, BIZEMEREZRLET, TV NIRRT, BEOA T v 7 AET
SN ET, BERICET2FOMOERIT, YT A7V T a UBMERT LI ICERESN
TWABLI—ROX A LIS DO X A4 T ICEHA TT,

TF 2T RVAAPMAD R T AR— F T, RESNAFI & Ly — DR M
Bt v BT v TR L L — SR B SEBEOIA4L (DN) & —Ed A NER S Y
T, ZOkH, FUEREMHT 28RO L —"ERSZ LITTEEEA,
ZOETHAT AT NTOWREL, T XTOX A TOLTEY LETHR, T XTOMEHEN
LI TIEHY £HA,

R30:TLA M) DERKE

EZN 2 Bl

CLI & YANG {i&
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RN A

Pending con-state-pending B MERRENE LR, F
RSN TOERE A,

Connecting con-state-connecting ikt N7 v ST A K
ISHERT T,

Active con-state-active BEnfErInThBy ., 7
A7V TFva b —NTE
HT&E %9,

Disconnecting con-state -disconnecting BEndr s, 722
Tva v b= NS X DR
AL TVE T,

PR CBEAT T DTV D ZOMMOERREEIZIE, VE—F L —N ([EHTRERSEIIE

7) D ID, BLOEEDIR

FL AN 7o ko

BELDORZ ENH Y 7,

T, T hanyATERE. IR RARITE T e har Lo —NIZEID YT
PTR7N T g bo—RNZED EDOIHIIHEHEINDINDITHOVNTHBALET,

R3M: 7O LI A TEEDNRZA—4

INTA—4H

ST

b=

Destination IP address

AEIfTE L — R A R

BRARMIRAAL L EFERT
D2, RAA 2 DOfFRD
VBN DA N H Y 7,

Destination port number

LT E L — R — |

WIRHIICRE T 2 L E N H Y
£

Source VRF

B2 gy FEES
NTWa54)

VRF 2MEE STV RN

. T 7 4V @ VRF 23Mii H
SINET, ENLSOEE

VRF 44 (3N 7 I ik <
nET,

Source IP address

TR Far (FEES
NTWBEE)

BELRWES, #ETIPT
R L A% VRF ¥ X 0% 1P
7 RLARZESWTIRE SN
3

INEDONRTGTA—EO—EEI, YT A7 VT a L —ROBY T 2T a5 L OREIC

FEONTWET,
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LA ry7oranizs ]

RIEN LR NRT A —F B35 L X2, EFNETE I TV RWEAIL, &UIZ VRF RN
PE S, WIZFEHE TP 7 RL A, %%;ﬁEEWT%VXﬁ&EéMiﬁ TR DFETE D A
T TR BENCRILT 256, S BRIR CERICHERITI N E T,

Bk, Bk &3 <CICA v AZ o 2MbENET, 2F D, BAIOY T A7) Firg b
2 — /378 resolving IRFEN & transport requested IRAEICREATT 2 &3 <lc, 7 X7 Y Fra v
L= N2 Lo TR SNV RT A= Zfpofife A v A X U APMER S E T,

BOR SN DIEFICRESN, 7L A MY THEHASNS &, #0IRREIT connected |2 D
DET, ZHE, CiscolOSXE T /31 AL Ly —R_F A ZAORNCHFRNFEEST D 2 L 2 Ek
LET, Lyr—BNFEHATI2) Y—REHFEVYTTEHZDIL, VY —RA2ERTHZVT A
U7 varbir—NIT, Bins Eéht_&#@ﬁéniio_ME@%717)7/3/
Lo — 3DIRHEIX, connecting [CEATLC, 7 A7 VT a i Lo —NZHT 5720
MBI ) Y —R2ERELET, ZNHDOU Y —ANRFERIND & ﬁ7x7)7/a/V/a
INOIREEDS connected ICETE I, LI — \REF@EMEZE LET,
TULRARNVEEGRT VT 4 TR ENTERVEBO 2RI LET,

o PEGE ISR T E 720,

¢« UE— FARRA RMR— MU RAF—=DIFELZR,

e UE—FRARR=FDY ZAFT—DF A THRELL R,

« Authentication failures (GREF—T T —)

N

GE) ity N7y IBETTO L T, Bttty N7y PRI T DT DI RT A—F 8
EFICHR SN TNWD TS, ZO8AERT 27227 V7 a2 L i—/NE9 T connecting
WRREIZ 72 0 £,

Bttty b7 v TRRRLIZEZIZFETENDT 7 v aid, Tu bl o TRARY £
To WOFIZ, B—Dk v b7 v FERNOBROHRATEIEL | Bt v b7 TERMK
W L7256 OFRRESR OFRITEEL R LET, ZO@EI, LT —Lb =2l TH
RENTHHETHRILTT,

% 32: 70 o )EFOBRITER

Protocol EROBRITEE BRERER
* grpe-tep I, 3. 4, THORKETS EF | HIRR L, B0 Rk
ERLET BIT12LiC 14
) o
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Protocol

ERoBRITEH

BEERER

* cloud-native
* cntp-tep

* cntp-tls

* native

* tls-native

5. 10, 15, 20, 25, BLT30
o

ZATE V=D N T TN —T 4 T

YT 27 T a UNERESNTWAES.

—MRHIREO 121X, T U A RMUFEH A vE—

URZEINRWI ETT, BERE LT, EETDHAX IRV, YT RZ Y T a R
BN THLHZEDREBZLNET, T2 T, ARfTE L — PR CRET S — R RED
N TN a—T 4 THEIODWTHBALET,
FLA NI FaeAnb0or s, BLXO—EO show 2~ RO IZIT. AFifFE L —N
WMED RN T TINY a—T 4V TIHEATE AIHEENREENTOET,

RIB:AFMFELI—ERO LS TN a—Ta Y

Bl

FBITENER

Xt i%

YT 27 ) T g AER N E
ézjjo

show telemetry ietf subscription
iddetails

YT 27 P a DERER
BEIELET,

Y727 ) g L—N
DIHEZ,

show telemetry ietf subscription
idreceiver

HETE L — ROBERE
ELFET,

YT 27T g L=
DY/ N T A — X BRI TX
f:ﬁl/ \O

show telemetry ietf subscription
idreceiver
YTRAI ) TFa =N
DARREDS | R DARAED
BB,

L= Xy hU— T
E. ERIFAE—T A R
DOIRREZ MR L E T,

YT A7) T g L=
£073 TWINVEDAVE N A SPAN
AN

show telemetry ietf subscription
idreceiver

VTR S g L=
OARREDS R 7~ & Hfoe
(A S 2T %,

R ST BRI A N T

D, L—NRNERiFaLvr ¥
EERHET, FHEINZ K
FUAR—NEMHEHLTA
Ny v NEi e = T ANnD Z
LN TEDLZ L AMERLE

75
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TEHY IR Y T3 NG EFL0RT [

& HER AR MEIR xt A%

YT 271 S g L— |showteemetryietf subscription | = 7 ¥ o % 4 B IE LW
DR S5, idreceiver L. BLUORESRTVLDHR
YT 2T F gy Li—n |[EEFABRENTHL %
OIREEDS, W& bR < FxC [HERR L E T

DIRRETEAL LT 5,

YT 27 Tg L= showtglemetry internal oLy AN EHLRmMO T 0 —
ML S TN DAY, EHs | Subscription idstats WCEETE TWD Z & 2R
2R S, Ayb—Urayrhmr b | LETS

DL TWD A, #HESh
oL a— R L7aWy,

YT ) gL —N showtglemetry internal BEEOY TR 7 ) S gy

ML S TN DAY, EHs | subscription DEPAIE, EBICA R b

SRSy AN B ML LR, FEL TN L 2R L
F9,

EHIR YT A7) Fya v
DOEEIE. EHHIMAEL
eI 100 4300 1 BYBEAAL TFR
EINTWAHIEEHERLE
R

show telemetry internal connection : Z O 2~ Rid, &7 v a VOEGA VT v 7 AMEZTY
FT, AT v 7 ABRESNTORWESIE, 1 STV 5T OHE D EARR et
IRIA=ZIERPFRINET, a~ FTHERiA VT v 7 AZRET L L, BT 53
MpnFoRESNET, a~v FHDF NIV AR— R EETHY, XTO R T AR— N T
HATEDLIERY EHA, Z0a~vry FKOMNIIERINLLEERH Y £,

showtelemetryinternal diagnostics : Z D~ R, +XTOHOT L X hJ v 7 L@ifERRES ¥
YTLEOELET, MEEZHRET DL IR, TRERRY MBEORAERFOT SHIZZDa~
K% L. show running-config | section telemetry ==~ > RO L4 2 & RIS
%\i‘é—o

EEBYIRY Y T3 YANG ETILORT

Cisco-10S-XE-mdt-capabilities-ope. YANG E7 /L& 7 = U LT, BT 227 ) 7S a B X
VZD T AR—= P TYHR—=FENDETMCONTOFREFRTEET,

IR ToavnE=Z2YVY

CLIBLIOEH Y0 a2 LT, T XTCOXA IOV TR )Ty a v EERHTE
9,
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cLi

TLANIOB TR YT a AT AEREYERT DITIE, showtdemetryietf subscription
av REEHLET, a~vr RRool iz, RICRLET,

Device# show telemetry ietf subscription 2147483667 detail
Telemetry subscription detail:

Subscription ID: 2147483667
State: Valid
Stream: yang-push
Encoding: encode-xml
Filter:
Filter type: xpath
XPath: /mdt-oper:mdt-oper-data/mdt-subscriptions
Update policy:
Update Trigger: periodic
Period: 1000
Notes:

NETCONF

WIZ, TVARNIOY TR Y7y g BT BE# %K RT 2 NETCONF A~ — 06 %
~LET,

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0OS-XE-mdt-oper">
<mdt-subscriptions/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line
<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0OS-XE-mdt-oper">
<mdt-subscriptions>
<subscription-id>101</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<source-vrf>RED</source-vrf>
<period>10000</period>
<xpath>/ios:native/interface/Loopback[name="1"]</xpath>
</base>
<type>sub-type-static</type>
<state>sub-state-valid</state>
<comments/>
<mdt-receivers>
<address>5.22.22.45</address>
<port>57500</port>
<protocol>grpc-tcp</protocol>
<state>rcvr-state-connecting</state>
<comments/>
<profile/>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
</mdt-receivers>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
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</mdt-subscriptions>
<mdt-subscriptions>
<subscription-1d>2147483648</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-xml</encoding>
<source-vrf/>
<period>1000</period>

<xpath>/if:interfaces-state/interface[name="GigabitEthernet0/0"]/oper-status</xpath>
</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>
<mdt-receivers>
<address>5.22.22.45</address>
<port>51259</port>
<protocol>netconf</protocol>
<state>rcvr-state-connected</state>
<comments/>
<profile/>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
</mdt-receivers>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>

AR —=AE, YT AT TA TaFER—HDOA R M2 ERLET, IZIFTITHOAL X R
IO—HEOAR NELTHEMTT, 7L, £A R —LADERIZIEV, TXTDOA X |
DI OO THEL TWEST, ZZ2TIE, YR—FENTWVWERA N —AIZDONTH
H)q L/\gz—éﬂo

PR—=FEINTWVEA N —2Dky NERRTHIIT, BEH T2 ba VEEAEHL T,
mdt-streams = > 7 712 % Cisco-I0S-XE-mdt-oper £ = —/L (YANG E7 /L
Cisco-IOS-XE-mdt-oper.yang 725D H D) M streams 7 — 7 /v &E g L 97,

&IZ, NETCONF #f#H LT, ¥ R—FSINTWDIA M) —L2BETL0 2R LET,

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-streams/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-streams>
<stream>native</stream>
<stream>yang-notif-native</stream>

<stream>yang-push</stream>
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</mdt-streams>
</mdt-oper-data>
</data>
</rpc-reply>

Z OflIL, native, yang-notif-native, yang-push ® 3 DD R h U — ARV R—FINTWNB I &
ZRLTOWET, A MY —2Lnative IILHE LTIIERTE T, WBHTxET,

)

GE) HBIEDOLZA VR—FENTWVWAARNI—ADU A MNIETCLIEZH Y THA,

YANG-push X ~1)—L

yang-push 2 kU — A%, HAR— K TWD YANG 7 /ML ViR s s, wlr —#
NR=ANELEHT —FX=ANOT =TT, ZOA) =L, AR —2OFTHHGRET
HT—HERETHT-HOD XPath 7 4 L H &P AR— K LTEY, XPath I ROT — 4 %
#7975 YANG ET/VICHESE ET,

DA M) —LAOFEFIEAT., IBOYTRT) T g 00T, T—XOEFRFE I
EMECREINIEERH Y TTR, WHICHIEL CEHEINDL - Lixb v ¥ A, BER
ELRWT—ZDOYVT A7 )Py a 3@ dn, @Eoyr727 ) 7varbt LTEITEN
9,

FR—=FENTWBERE—DH—FF >y v T — =L [FET7H] T,

EHEEREREDIRTE

BIEDLZA, BEEY TRV T a2l L, YT A7 A THRERT —Z DX A 7T
DWT YANG E7 VO TRET A2 FEIEILY A, BRIV TR VT a v wHAL
T, TR FGATRTERNWT —HZ WY TR I5A4 T L LoD, K (@) 2745
N, WRhip T A ) T ra s GREEH) L7 9, On-Change /X7 U r—3 3 > OFEM
IZ2W T,  TOn-Change Publication for yang-push) ®IEZZHR L T 72 &0,

IETF K5 7 bADEH

yang-push 2 b U — A2+ 257 LA MUIL, 7 A U ®DIETFNETCONF UV —%F > 7 7
N—TOYPM KT 7 MZESHNTVET, ZRHERISRLET,

e AR NBHDOI AR L YT AT Y g, N—T5 003

YANG T —HX A N7 oL aB®WHFHOYS T AT 547, _"—T 9207

Y

CE) X TART 7 MIERHEH SN TV AROKEIZR— RS THEEA,

TV — T 4K

AN ARG T
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YANG-push ® XPath 7 1 JL & .

e PAR— bt E L THRICEH SN TWARWNWT RTOY TR T Y Fgr T A—4

YANG-push ® XPath 7 « )V %

HT AT T A THO yang-push A b U —ANOT —4 & v ML, XPath 7 4 /L& Zf/H L T
ETHMENRHY EF, XPath KUIFTROTA FT A NEHIVET,

cXPathXTlE. VA MEFIFarTFIC1 o0y N RBETAHE-OOXT—% -85
TENTEET, YR=FEINTWEF—FRTEDOHE T KRDO EEBY T,

[{key name}={key value}]

XPath O &2 RITR L FET,

filter xpath
/rt:routing-state/routing-instance [name="default"]/ribs/rib[name="1ipv4-default"]/routes/route

# VALID!

BEX—2HENT2I2E, BHROXF—HELHENLET, F—DXH1LEITERTH 54
ENRHD ET, ®HLT AN R — P SEIETYR—FShThER A,

« XPath T, F—DORIZ[ 2HEH L TEEOF—2BINL, ”. TXFHE D T L F
9, XPath OF| 2 KIR L ET,

filter xpath
/environment-ios-xe-oper:environment-sensors/environment-sensor[location=\"Switch\

l\"]

[name=\"Inlet\ Temp\ Sens\"]/current-reading

¢ XPath X TliE, H—DVT 27 )72 a v TEHEDA T V=27 b EaYR—FTEDL LI,
AR T () ZEHTEET, =AU E 1L NETCONF 7 > AR — K TOHH
AEL. gRPC CIIHEREL XA,

Cisco Catalyst 9800 7 A ¥ L A= b u—7 THR— kI b XPath

Cisco 10S XE Bengaluru, 17.4.1 Ti&, ¥ ® OpenConfig XPath & » k3 Cisco Catalyst 9800
IR UMY L RAary b= THR— SN TWET,

TULANY B TRI YT a AT HIZIL, NETCONF, RESTCONF, gNMI 7’1 k=2
NpEDTa 77~ VT4 A2 =T oA ZA%MH LT, IRORPC ZETLET,

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<edit-config>
<target>
<running/>
</target>
<config>
<provision-aps xmlns="http://openconfig.net/yang/wifi/ap-manager">
<provision-ap>
<mac>eth mac of the AP</mac>
<config>
<mac>eth mac of the AP</mac>
<hostname>AP NAME</hostname>
</config>
</provision-ap>
</provision-aps>
</config>
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</edit-config>
</rpc>

WIZ 3 XPath 29X T, openconfig-access-points YANG ET /LD —#TH, 72721, &K
? 372 1) 13 openconfig-ap-manager YANG €7 /LD —#5 T3, T L A N UBIENIE L HHET D
£ 912, OpenConfig ET /WIZESWTEHEMTONTND I L 2R LET,

* /access-points/access-point/radios/radio/state

* /access-points/access-point/radios/radio/neighbors/neighbor

* /access-points/access-point/radios/radio/neighbors/neighbor/state

* /access-points/access-point/ssids/ssid/bssids/bssid/state/counters

* /access-points/access-point/ssids/ssid/clients/client/state/counters

* /access-points/access-point/ssids/ssid/clients/client/client-rf/state

* /access-points/access-point/ssids/ssid/clients/client/client-connection/state

* /access-points/access-point/system/aaa/server-groups/server-group/servers/server/radius/state

* /joined-aps/joined-ap/state/opstate
XPath V7 A7 T4 75 2L, ¥ T A7 T4 7 Sflz XPath & Z DFEENOF T D XPath
DT —HEZFELET, 72L& 21X, /access-points/access-point/radios/radio/state ~37 2 7 F A 7

T5L. BEMTONTVWETRTOY =T LZFDTFOY T arsror—2n3iEShE
j‘o

BHROYV 7€y bOBBLERIGAIX, XPath N T7 4 VX ERELTCHFGEHIRLET,
EDT 7 HARA LN (AP) OFT =X &2 T4 NE Y TF5HI2E, 7 — FO®%ICxT—%

LET, =& xiX, AR M ‘my hostname” ThHDH AP DT — X #Z(5T HI12iL, 7R

Y 7’3 3 > XPath: access-point[hosthame="my_hostname’] Z i L 3, 7 —& FHHITI1X, EH
BHOREINIZY T2y NMET TR, TRXTOV—=TI0oDT—F2F 7T/ MREEN
HZEICHEELTLEE N,

fhERMEICEY S 18R

WDFEIZ, 3 ODERD A r—)LF 1) HTRBITDENENDIERA b D/ NERERIE %
RLUET,

VA 1: 45D SSIDIZKBTNVAr—)v

=M BHE

AP 2,000
74T b 30000
AP Z & @ SSID 4
AP Z & @ BSSID 8
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Cisco Catalyst9800 71 ¥ L2 2> kO—5THK— k&h 5 xPath % ]

AP Z L O A 12
IN—

AP T L DR A NR— 96
% 35: HAZRAMR

IRERA >k La—F HEEREPR (7)) HEEREPR (7))

aLs4axi Ly 4% X2

2N 2000 30 60

AAA 2000 30 60

SIEHR 4000 30 60

27747 hRF 30,000 30 60

27 747>k CNTR 30,000 30 60

27747 >k CONN |30,000 60 120

BSSID 16,000 90 180

Neighbor 192,000 180 360

FIUVA2: 6 ODSSIDICKDTIVAT—)L

%= 36:%TE

AP 2,000
7747 b 30000
AP Z L @ SSID 6
AP Z & ® BSSID 12

AP T L DR A 12

IN—

AP L DA R— 144

5 37 : HEE AR

IREARA > b La— |H#ERER HE 22 P
~ () (#)

aLs4E X1 |[aLy 3 X2

SN 2000 |30 60
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INERA >k Lao— |H#EE[MER HELZ R

N () (F)
aLYAE X1 |aLva X2

AAA 2000 30 60

Eiii o) 4000 30 60

27547 RF [30,000 |30 60

7747 b 30,000 |30 60

CNTR

74Tk 30,000 |60 120

CONN

BSSID 24000 |120 240

Neighbor 288,000 |240 420

>F VA3 620D SSID I L ABAHD AR —L

R 38:%E

AP 1,000

74Tk 15000

AP Z'& @ SSID 6

AP Z & @ BSSID 12

AP Z L OMFLR A 12

At

AP L DA N— 144

& 39: HEBERAMR

IRERA > b+ La— |H#ERRE HE L2 R
~ () ()

aLY4 X1 |aLy4 X2

2N 1000  |NA 30

AAA 1000  |NA 30

SEH 2000 |[NA 30

7547 hRF [15000 |NA 30
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YANG-push D/ STy r—> a2 ]

IRERA > b Lo— |H#EiEREkE 2R R
N (F) ()
aLZAXT [aLy g X2
yS5A4T L b 15,000 |NA 30
CNTR
2S5 4Tk 15,000 [NA 30
CONN
BSSID 12,000 |NA 120
Neighbor 144,000 |35 75 L 180

YANG-push DEM/T Y rr— 3 v

EMRY T A7 ) Fra s Tid, YT A7 T4 THEBERIC L DB O T v > = T ITRIRE
WWEREEINET, LT A ANRE Y —RETH-7 Xy NT—7 BNRMEL TV 2D 35
EBIETHZENHY T, WICHEHIT, BHESNIZEY Y A ~— 00 TRHZEE SN E T,
FlxiE, HIME 100 LRETAHE, TR VT2 a3 v OIERBERICEOEHNERE S
. ZTOHIT10 B ICHEESNET,

W, BTy v a T O® TR (17100 8) HEALORR T, #If23 1000 Thi
X, VTR T4 THRBEROFFT 0 T L1270 £7, RETE D/ OHMRERRIZ 100
(DEVIF) T, 774NV MEIEHY EH-A, ZOMEIT, BT T A7 U T T a L OGE
I3 <establish-subscription> RPC THIRHJIZERET D MENH Y | REFHAT T A7) Foa v
DGEITRE CHRMICRET A2LERH Y £,

ERIR 2 THICIE, PAR—FENTWDETRTO N T VAR~ 7 ha g 5297 %
T I THBDOT — A EFEE-ITT—T DT L abt —nNEaEnTWET,

EWRY T A7 VT a VEEHLCEDT =2 2T 27 74735 L, #RENT-HH
TEOFHEMPFESNES, T—FBFET DRI D L ROBIR OEAEH O H
WHE LTHESnET,

YANG-push DZEFERRT ) fr—3 3

BRI T A7 VT a VEERT 25813, X 7= 78BN NWZ L2 RTdicy v
T T E 0OICERETALERDH Y £9, TOMOMEITV R — NI TWHERA,

EEEY T 27 ) S a T, BROOT v 2 88T, Y727 54T ENETF—FDt v
FATT (IETF OXFETER SN TWDHHIER) . ZAUuTfliEcE EEA, UBEOER
X, T NERIN, BEEZEOT =X DHETHERINTWIHEAICERFESINET, 72720,
BEL B INDHR/NOT —F GRERIFITCTT, LR -> T, BHEIFH T A7 U 7T a VT
NDOY =712 T 56D THLHEE. TOTOWTOOEANERIND &, EH@mN%g
FENFET, EHBEAOEMLTNEILI N7 AR—F 7o hallt k- TRARY 4,

Fio, BRIV T A7) 7o a VIEERTIELY £¥A, 2FED, FarTraRoOar T
FTREH TR I TLThH, Far7TFTROERTY T A7 Y 7y a Add@#sn sz,
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. yang-notif-native X ~ 1) — /L

HAEFELRWT —Z DV T 27 V7o g U 3EFa &, BEOYV 7271 Fart LTE
ITENFET, PIHIEEEFR AT THY ., T2 NFIHARRICR D ETENLL EEHFEINE
A,

XPath{FH—DAT V=7 FEIRET OMERHY £F, ZOFT7V=7 ML, a7,
J—=7, V—=7U R, EIFVAMEHEATEET,

yang-notif-native X k1) — /L

yang-notif-native 2 kU — A, /N7 U v ¥ NOIEE D YANG A TH Y | BHDOITLDA ~
¥ FY—ATCiscolOSXEDRXA T 4 T DT 7 Juay—nERHSNTWET, ZOA KT —2A
I, RRERDBEMERET D XPath 7 A VX B HR—FLTWET, ZOA NI —ADEH
WEX, WEORRIZR DA X MR RELEGAICOREEINET,

ZOANY—=HNFEERFY T A7) Py arOhzFR—FLTWDHen, ¥ 7= 7R
ELTEO ZFETHDLENRH Y £7,

yang-notif-native > XPath 7 ¢ )\ Z

YT AT T A T HO yang-notif-native A kU —ANDT —H & v M, XPath 7 4 VX ZfEH L
THELET, ROTA KT A 29 XPath RUZHEH S ET,

« XPath (% YANG BN AR EZIETETHLENH Y =9, BHEO 7 4 VXTIV HR— K &
IWTWERE A,

o LA UHE S ()X AR - SR TV ER AL

Cisco Catalyst 9800 7 A ¥ L A 2>k u—7 ® XPathfi & %fi&d % L— b

Cisco-I0S-XE-wireless-mesh-rpc @ XPath /exec-linktest-ap/data-rate-idx CalZr S 4L CUWAAE
ExtISTHL— MERIRLET,

ewlc-mesh-linktest-rate-idx-1 1 Mbps
ewlc-mesh-linktest-rate-idx-2 2 Mbps
ewlc-mesh-linktest-rate-idx-3 5 Mbps
ewlc-mesh-linktest-rate-idx-4 6 Mbps
ewlc-mesh-linktest-rate-idx-5 9 Mbps
ewlc-mesh-linktest-rate-idx-6 11 Mbps
ewlc-mesh-linktest-rate-idx-7 12 Mbps
ewlc-mesh-linktest-rate-idx-8 18 Mbps
ewlc-mesh-linktest-rate-idx-9 24 Mbps
ewlc-mesh-linktest-rate-idx-10 36 Mbps
ewlc-mesh-linktest-rate-idx-11 48 Mbps
ewlc-mesh-linktest-rate-idx-12 54 Mbps
ewlc-mesh-linktest-rate-idx-13 108 Mbps
ewlc-mesh-linktest-rate-idx-14 m0
ewlc-mesh-linktest-rate-idx-15 ml
ewlc-mesh-linktest-rate-idx-16 m2
ewlc-mesh-linktest-rate-idx-17 m3
ewlc-mesh-linktest-rate-idx-18 m4
ewlc-mesh-linktest-rate-idx-19 m5
ewlc-mesh-linktest-rate-idx-20 m6
ewlc-mesh-linktest-rate-idx-21 m7
ewlc-mesh-linktest-rate-idx-22 m8
ewlc-mesh-linktest-rate-idx-23 m9
ewlc-mesh-linktest-rate-idx-24 ml0
ewlc-mesh-linktest-rate-idx-25 mll
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ewlc-mesh-linktest-rate-idx-26 ml2
ewlc-mesh-linktest-rate-idx-27 ml3
ewlc-mesh-linktest-rate-idx-28 ml4
ewlc-mesh-linktest-rate-i1dx-295 ml5

TLDP ZEFF D @A

Targeted Label Discovery Protocol (T-LDP) &, HEH#EH SN TWRNWT LA A v F RL—F

(LSR) [§® LDP & v 5 > T9, TLDP ZHEomEkEAEIL, TLDP & v g 3£ /-
IFEELZEE, BEXOTLDP NREEZIET 4 =T Mol L Zlca—Hizmm L £
I, RAIZRERE S AT, TLDP 2H N AL ENRH Y £7,

ARy FR_R—ZDFENT. KRDO2ODF U FTERINET,
s ESINTZA X2 ME, TLDPBFRE S, T3 ADLHIRS N & XIZERINET,
WEUL, TLDP B v a N7 v FERIIA T LI e X b ERENET,
BN, TLDP By v a v BT v X ERidFA v Lz b Ak EnEd,

S URAKR—Fk O RO
T—HDFEFIEZ, TV vy EREEROBEFRIHERAEINS e ha ik TikED
¥4, 2o balE b T U AR— T a ha )L EEENR, REFLY T AU T a0
BEHT O RIS MY L TCWET, NI AFE— e hant, SOy a—F ¢
> 7" (XML, GoogleProtocol Buffers (GPB) 72 &) & ¥z B ADERICEEL 52 7,

\}

GE)  F, BRUEA M) — A b @O EL 520560300 £,

PR—FEINTND FT U AR— K7 v haLik, gNMI, gRPC, NETCONF T,

NETCONF 7O kL

NETCONF 7' 12 b 2/UE, @7 A7 ) 7o a D T v AR— MZOMFEHTE, yang-push
A b U —24 L yang-notif-native A b U — ATl T& £97,

NETCONF % b T > AR—hk 7u bz s LCTEHT2HAIT. RO 3 >OFF@EmE
Hanxd,

« BT A7 U S g Tyangpush A b U —L8MEH S THT, EMREE. £33,
AR FADRAMN LY 7 27 U 7L g U TEE SN H5A,

T RA7 Y 7 a T yang-push A b U —A0MEH S LT T, #I R S8 En LASk o
BT 27 U T a v Oh,

« TR 7L 3 T yang-notif-native A kU — AR H I TV BIGE,
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gRPC 700 k1)L

ETFLBHEIOSS5IEY T4 |

yang-push =

yangpush ¥ — A A ~ U — AN NETCONF #/ L CXML =y a2 —F 4 V7D KT AKR— K&
LCHEESINDGAE. 2 200EFEMEANERSNET, b OEFBAERIL,
draft-ietf-netconf-yang-push-07 [Z SV TWE T, FEMIC DWW T, IETF RT 7 D37 HES
L TLZEN,

yang-notif-native 2 =

YV — A A U — A7)0 yang-notif-native D355, NETCONF Z#4r LT XML Tx=>a2— R3Ibd
& EOFPIBMOFAUTRFCTISOIZ L > TERS N TWET, FEMIZ OV TIE, RFCD7.16.2
HAEAZR LTI EE,

yang-push A f UV —ADEX LI TERRY 727 ) 7y a IDEFEFEMIZITIH Y FHA,

gRPC 710 b 2L, RESNIEH T A7V T a Db T AR— MIOMEFTE, yang-push
A~ U —24 & yang-notif-native 2 NV — A TREHCTE £9, gRPC T U AKR— 7 b= T
I kvGPB =2 a2 —F 4 Y T OHPPR— F SN TVET

gRPC 7't b 2 WZEEAS S ZAEHE Ot OFAIT Ny 74 7) B¥FR—bFShTHET,

proto 7 7 A VTCERSINTZT LA MY A vEB—IIZ20TiE, mdt _grpe_dialout.proto 33 LY
https://github.com/cisco-ie/cisco-proto/blob/9cc3967cb1cabbb3e9f92f2c46ed96edf8a0a78b/proto/xe/

telemetry.prototelemetry.proto 2 L T< 72 &1,

TLARMJIZBITENA FTRLSE) T«

T U AN OBWIREEX, T 7T A TIRAA T INAA v TF AL ZJND A L 73—~DSSH,
FIAATRA TEV T A KNET XA ATDOT 7T 4 7 — 7t v ¥~0 SSH Z I
L CNETCONFt v ¥ g CHMLINET, VBRI EIZ, 7V A NIOHTRI ) T gy
AR5 T HNETCONFtE v v a v aED, BEaEHTL2TXToryva v E2HIEL, Ak
SNTHMERDY ET, Flo, AA v T A —NRN—RIZTRTOXAFTIv I B TRAI Y S
CEBERTOMNENRHY I, egNMIX A Y ILA L BT A7) T g, SSHEMN L
NETCONF & v ¥ 3 v L [AREICHERE L £,

gRPCHEAYNT U NG TRI YT aid, 7774 TRAAL v TFFETNZAX v 7 AL 3D
FITar74Xalb—arO—FELTT NS RAIHREINET, A v T4 — =034
T5HE. TUA NI ZEE~ORFEOERIOIM S, FERINET (ZEHE~DL— R
FroTWABIRY) . Y7227 7 a0 AHRETHHLEIIHY XA,

N

GE)

FTNRAZADY v— RIGIZIE, YT A7) a v ORTCETNNAADAF = NT v T a7 g
Xal—Ya A2 LERHVET, ZHICKY, TS ZOFEEZR LT T AT Y
T a VBRENT AN A LICEOEFEERY £3, LERTmEARNEE L TEITINDL L, T
NAZNET VA M) ZEE~OERZAIT L, BEOBEZHELET,
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| EFLBBHRITOTIS<EY T4
$oILnEFLEHETLA Ly Ree [}

SO TILDOETIVEEEFHE T L A 1) RPC

WDET > aTiE, RRCOFDY X aERrL, 3T A7 VT a r OFREFEZOWTHB
L/iﬁ‘o

REFHY IR YT a v DER
S

GE) BUEDLZ A, REWHY TRV TV a v OFEHIZMEHTE DX gRPC 71 a2 LDAT

—a‘o
FIEDHE
1. enable
2. configure terminal
3. telemetry ietf subscription id
4. stream yang-push
5. filter xpath path
6. update-policy {on-change | periodic} period
7 encoding encode-kvgpb
8. source-vrf vrf-id
9. sour ce-addr ess source-address
10. receiver ip addressip-address receiver-port protocol protocol profile name
1. end
FIE D
FIE
AU RFERIETOIVa Y B
ATwv 71 |enable ¥ EXEC E— REAZIC LET,
£ e NMATU—REANLET (FRSNTEHE) .
Device> enable
AFwF2 |configureterminal Ja—N\ L ar 7 4 X alb—3i gy B— REBth
15'] : L/jz—g—o
Device# configure terminal
ATFw 73 |telemetry ietf subscription id FLARNIOY T A2 Y F g E2ERL, T LA
Bl - NIYTR7 Y TFvary = et LET,
Device (config)# telemetry ietf subscription 101
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ARV FFEREETIVa Yy

S

ATy 74 |streamyang-push PT27 Y FarDA MY —LERELET,
1 -
Device (config-mdt-subs)# stream yang-push
AT w75 |filter xpath path PT AV T a D XPath 7 4V H EHRE L E
i) EE
Device (config-mdt-subs)# filter xpath
/memory-ios—xe—oper :memory-statistics/memory-statistic]
RFw 76 |update-policy {on-change| periodic} period YT 27 I a rOEMMLESRY — AT
B - LET,
Device (config-mdt-subs) # update-policy periodic
6000
AFw 771 |encoding encode-kvgpb kvGPB = a— R&fEELE7,
i
Device (config-mdt-subs)# encoding encode-kvgpb
RTwv S8 |sourcevrfvrf-id V—ADVRF A VAR A B ELET,
11
Device (config-mdt-subs)# source-address Mgmt-intf
R w79 |source-address source-address EETLT RLAERTELET,
i -
Device (config-mdt-subs)# source-vrf 192.0.2.1
Z w10 |receiver ip addressip-address receiver-port protocol DZEHFEDOIP T RLA, Yabanr, BLIO
protocol profile name TuTrANERELET,
i
Device (config-mdt-subs)# receiver ip address
10.28.35.45 57555 protocol grpc-tcp
AFv 71 |end TLANIH TR VT arDary7 4 Fal—
i - Yar ET— Ra&T L, FitE EXEC E— RIZREDY

Device (config-mdt-subs) # end

£7,

gRPC DEFRH TR Y ) T a v DHRE

FIRDHE

enable

configureterminal
telemetry ietf subscription id
stream yang-push

pPwbd=
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5. filter xpath path
6. update-policy {on-change| periodic period}
7. encoding encode-kvgpb
8. receiver ip addressip-address receiver-port protocol protocol profile name
9. end
FIED F¥H
FIE
ARV RFERIETY 3 B#Y
ATy 71 |enable FiME EXEC £ — R G2 L ET,
fi e MAT— R AN LET ERInHE) .
Device> enable
R T 72 | configureterminal 7Ta— )L a7 4 X2 lb—3ay B— REELG
f LET
Device# configure terminal
2 5w 7 3 |telemetry ietf subscription id TLARNIOY TR Y TFva v wzERL, T2
1 - FYYT 22 YTy ay = FEBELET,
Device (config) # telemetry ietf subscription 8
ATy 74 | stream yang-push YT2I YV FoarDA RN —LEFRELET,
fi
Device (config-mdt-subs)# stream yang-push
R 7§ [filter xpath path HT R )T a D XPath 7 4 VE BIEE L%
fl o
Device (config-mdt-subs)# filter xpath
/iosxe-oper:ios-oper-db/hwidb-table
AT 76 | update-policy {on-change | periodic period} YT )T a COERREHARY O —&2RE L
i) ESE
Device (config-mdt-subs) # update-policy on-change
25 7 7| encoding encode-kvgpb KVGPB =3 = — Rafei L,
{5
Device (config-mdt-subs)# encoding encode-kvgpb
R 8 |receiver ip addressip-address receiver-port protocol BHOZEHEDIPT RLA, Zu bai, BLOT

protocol profile name

1

n7 7 ANVERELET,
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avyvRE

7o ay =)

Device (config-mdt-subs)# receiver ip address
10.22.22.45 45000 protocol
grpc_tls profile secure profile

ATv 79 |end
1 -

Device (config-mdt-subs) # end

TLARNIY TR YT varoar7 4Falb—
YarE—RNEETL, FHEEXECE— RIZRD £
R

HEI—FDRE

YT R7 YT a URIEFIEREIND &, T8 REVT 27 ) 7 g iR notif-bis:ok 18
FOB 727 V7o arID CHELET, RIZ, BT TR0 723 v OIGE RPC A v
=Wl ERLET,

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<subscription-result xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:notif-bis="urn:ietf:params:xml:ns:yang:ietf-event-notifications">notif-bis:
ok</subscription-result>

<subscription-id
xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications">2147484201</subscription-id>
</rpc-reply>

NETCONF # A4 ¥)LA DY TRH )T 30Ty aBHDRIE

FRAANS T v a&8NHY T A7) 7o a VEHIEFXMLRPCIERTH Y . ZH 6 0ERK
SR UNETCONFE v ¥ a NNZE D EEINET, V7R 7 T4 TRHBREROERE1X
' I —|Z datastore-contents-xml % 7 N TR EINFE T, WIRT DL, T T AT T4 TSGR
T 23 7L RPC A v E—TF,

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-05-09T21:34:51.74%Z</eventTime>
<push-update xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<subscription-id>2147483650</subscription-id>
<datastore-contents-xml>
<cpu-usage
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-process-cpu-oper"><cpu-utilization>
<five-minutes>5</five-minutes></cpu-utilization></cpu-usage>
</datastore-contents-xml>
</push-update>
</notification>

YT 270 Foa PMTONLEREENETH LA, ERITTEARTN (LIt T7 7%
AY A KR E) THOHFELRWES, EMF T2/ B K datastore-contents-xml
2T HRROZ LT T, WITTT O, EMEHNZETHSD RPC A vE—TOHITH,

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-05-09T21:34:09.74z</eventTime>
<push-update xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<subscription-id>2147483649</subscription-id>
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<datastore-contents-xml />
</push-update>
</notification>

B IRV T a v OFMORGF
BEOY T A2 ) 7Ty a v O—EEGFT 51213, <get>RPC % Cisco-I0S-XE-mdt-oper &7 /1
WCEELET, BUEOY T A7 Vv a v O—RAaFTT 5101E, showtdemetryietf subscription
avy RbHTE LT,

WIZ, <get>RPC A v —VDFlZRLET,

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions/>
</mdt-oper-data>
</filter>
</get>
</rpc>

iz, RPCIEDOHIZ R L ET,

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0OS-XE-mdt-oper">
<mdt-subscriptions>

<subscription-id>2147485164</subscription-id>

<base>
<stream>yang-push</stream>
<encoding>encode-xml</encoding>
<period>100</period>
<xpath>/ios:native/router/ios-rip:rip/ios-rip:version</xpath>

</base>

<type>sub-type-dynamic</type>

<state>sub-state-valid</state>

<comments/>

<updates-in>0</updates-in>

<updates-dampened>0</updates-dampened>

<updates-dropped>0</updates-dropped>

</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>

I, show telemetry ietf subscription dynamic brief =~ > RO HH 2R L £,

Device# show telemetry ietf subscription dynamic brief

Telemetry subscription brief
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2147483667 Dynamic Valid xpath
2147483668 Dynamic Valid xpath
2147483669 Dynamic Valid xpath

KIZ. show telemetry ietf subscription subscription-IDdetail =2~ > KO H %2R L E T,

Device# show telemetry ietf subscription 2147483667 detail
Telemetry subscription detail:

Subscription ID: 2147483667
State: Valid
Stream: yang-push
Encoding: encode-xml
Filter:
Filter type: xpath
XPath: /mdt-oper:mdt-oper-data/mdt-subscriptions
Update policy:
Update Trigger: periodic
Period: 1000
Notes:

&Iz, show telemetry ietf subscription all detail =~ > KOH B AR L ET,

Device# show telemetry ietf subscription all detail
Telemetry subscription detail:

Subscription ID: 101
Type: Configured
State: Valid
Stream: yang-push
Encoding: encode-kvgpb
Filter:
Filter type: xpath
XPath: /iosxe-oper:ios-oper-db/hwidb-table
Update policy:
Update Trigger: on-change
Synch on start: Yes
Dampening period: 0O
Notes:

WD RPC OfliL, RESTCONF Z{EH L CH T A7 U Foa v OFMEPBRIGT L EEZ LT
j—o

Subscription details can also be retrieved through a RESTCONF GET request to the
Cisco-IOS-XE-mdt-oper database:
URI:
https://10.85.116.28:443/restconf/data/Cisco-I0S-XE-mdt-oper:
mdt-oper-data/mdt-subscriptions
Headers:
application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
Content-Type:
application/yang-data+json
Returned output:
{
"Cisco-IOS-XE-mdt-oper:mdt-subscriptions": [

{
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"subscription-id": 101,
"base": {
"stream": "yang-push",
"encoding": "encode-kvgpb",
"source-vrf": "",
"no-synch-on-start": false,
"xpath": "/iosxe-oper:ios-oper-db/hwidb-table"
}I
"type": "sub-type-static",
"state": "sub-state-valid",
"comments": "",
"updates-in": "0",
"updates-dampened": "0",
"updates-dropped": "0O",

"mdt-receivers": [

{

"address": "5.28.35.35",

"port": 57555,

"protocol": "grpc-tcp",

"state": "rcvr-state-connecting",

"comments": "Connection retries in progress",
"profile": ""

CUFEFEARALE-LATZE7ORIILLE—/I\DETE

FIRDHE
1. enable
2. configureterminal
3. telemetry receiver protocol receiver-name
4. protocol {cloud-native| cntp-tcp | cntp-tls profile profile-name | grpc-tep | grpc-tls profile
profile-name | native | tls-native profile profile-name}
5. host {ip ip-address | name hostname} receiver-port
6. end
F gD F¥H
FIE
ARV EFERET7TIVa Y B#
ATy 71 |enable FEHE EXEC E— RZ A LE T,
fi e NMAT— R AN LET (ERINTHE) .
Device> enable
AT w 72 | configureterminal Jua—N)Lar7 4 Xal—3iay T— &G
15“ : L/\iﬁ—o
Device# configure terminal
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ARV RFERETIVa Y

B8

ATvT3

telemetry receiver protocol receiver-name

1

Device (config)# telemetry receiver protocol
receiverl

AEITE T ha Lo —N"EHREL, TLALNY
Ja karly—NarZ 4 Xal—v g T—
NZBRtE L E7,

ATvT4

protocol {cloud-native| cntp-tcp | cntp-tlsprofile
profile-name | grpc-tcp | grpc-tls profile profile-name |
native | tls-native profile profile-name}

il -
Device (config-mdt-protocol-receiver)# protocol
grpc-tcp

LEHTE e ha L — RO e Fal ik
ELET,

ATy Th

host {ip ip-address | name hosthame} receiver-port

1

Device (config-mdt-protocol-receiver)# host name
rcvr.test.com 45000

ZHitE T hal L —ROKRA ML ERELE
KR

ATvT6

end

1

Device (config-mdt-protocol-receiver)# end

FLARN) Farbharli—Nar7 4 F¥al—
varE— e T L, FFHEXECE— FIZRD %
RS

BRMFEL—NEFERALELY TR YT avnERE (CU ZER)

FIRDEE

F IR D

FIE

enable

configureterminal
telemetry ietf subscription id
receiver-type protocol }
receiver name name

end

okl wn-=

ARV KRFERRETI Va3 Y

=)

ATy T

enable
1 -

Device> enable

it EXEC E— FE Az LE T,
e NRAT—=RKEADLET (ERENEHS) .

ATy T2

configureterminal

1 -

Ja—) a7 4 X alb— 3y E— ReBEls
L/\ij—o
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ARV RFERETI Va3 B#Y
Device# configure terminal

AT 73 |telemetry ietf subscription id TLANIDOHT A7 VT a v EERL, 7L A
il - NI TRAT YT var = FEBBLET,
Device (config) # telemetry ietf subscription 101

ATy 7 4 |receiver-type protocol } T hand A T L= NERELET,
{5
Device (config-mdt-subs)# receiver-type protocol

AT 75 |receiver name name WENITZDD L —NOAFIERE LET,
i
Device (config-mdt-subs)# receiver name receiverl

AT 76 |end TLARNIDOT LA RIS TRAI YT arE—R
i - EHET L. FiME EXEC £— FIZREY £,

Device (config-mdt-subs)# end

ETILERENEIF LA R IZCBEHT A FDIMDOSEESE

ESPEREYS] I=ZaTF7ILEA ML

YANG =7 A 7ua— https://github.com/CiscoDevNet/yang-explorer
ZEE K URFC

2 4 /RFC g4 kL
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In-Service Model Update
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oA T A ZE YT 4 F£721% In-Service Software Upgrade (ISSU) (%A — h & T\E
Hhy A vFF—N—0h, 2—FFAZ LN, FARL RV T NI =T AVTF v
AT v 7T—hk (SMU) A VA M—LTHRLERHY £,

In-Service Model Update [C DLV T
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In-Service Model Update i&, .bin 7 7 A /L& L TNy o —IfLSNTWET, ZO7 7 A /Z
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EMAICER SN ET,

TS XTNOEFT 0T T LNy r=VOmABANE, ROBRHE->TWET, 7Ty
N7 —LOFHE-FA LA L-UL ) Y —2 X—V 3 DDTSID-7 7 A /b, RIZ, T—%
ETNEH T 7 ANOHIERLET,

* isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
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7 734 A|Z In-Service Model Update /X > 7r— % A A b —/L§ % |21%, ingtall add, ingtall
activate, ¥ L Wingtall commit =1~ > K& K54 EXEC =— R CHEA L £,

ingall add =~ N, EH v r—V %V E— OGN LT NA A Za—LET, Ny
Tk abt—3 5O FEBHEHATEETR, Z05A0L, A VA=A LT R T T
LEEESE LoDl ingal add =2~ > FE2 AT 2083 H Y £§, ingtall activate 2+
Y REEMESEDIZIE, Ny —VETANAADT — 7T v v 2 THEMAAMRRICT 208N H
0 ET, ingtall commit =~ RZHMLL T, BH7Im 7T 5% ) v— RREKRIZH - T
ELET,

FHTn T LA A R—VT DL LENCA VA M=V ENTZT =X TT ARG DHGA.
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A VA M=V ENTZTRTOEEE YANG EF ARG EFNTWET,
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Process with Install Commit

. . Subsequent
Install Add Install Activate Install Commit Reboite
Copies new Installs model Commits the .
model update ~| update package recently installed rgg;ﬁ? L:ﬁgfa:;%
package to the copied in the model package e}’r e | &
device previous step so it persists P 9 E
o

WRolr—2 %777 4 7163 B BRI NETCONE-YANG A M S CTuvb & . NETCONF 7' 1
ANV AZ— b EINET, T_XTOT 77 4 7RNETCONFE v v aif, o r—vo7
7T 4 bR ES N E T, Ny =V OBGETIC = T =R ETHE T T 4 Tk e
AT T LET,

B IO LN TrT—CDETI T 1471k

T r—%IET VT 4 7T BT, ingtall deactivate =~ > RAEMEHALE9, 2H %
e+ 5L, install commit =~ > 2L L £,

RAMETLEHIOTS LNy S—CDET Y T4 718

1B1E FRa<T UK
28— DI

install remove =~ > R&ZFH L E 3,
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install deactivate =~ > RZ L, ZDEIC
install commit =~ > R&HH L E 3,

(6=3))
install commit =< > RO HANRMLELR DI,
ETNN =V DIET 7T 4 TR m—
R ERIZOTe > THEEST 272D T, TV
T4 TR I Iy FIRTVRNE, EDH
R =V EHEIBRLE Y E L THERILE
7

FH T T T LEIET 7T 4 TAETDHEC, 20U EDETAEH T 0 ST LRy r— VR A
VA= ENTWAEAS, T2y NENTEZETTAEH T T T LR r—UNT 3 R
WX THEHESNDGET ARy =V 9, Uaicaly hSnZ0moET L8y
F=UNRWES BENRA AT EEBICEENTNDIR=ZANRN—=V g v OTF—F EF

APMERESND X170 £,

BoJOJ S LNy S—o0O—)L/Nvy D
0=y 7 E, T A THEIOMEREBICRT A=A L5 LES, o—1 Ry
#i3., BENEREIND L 51T/ HH1IC NETCONF-YANG 7 vt AN FHBEI L E 1,

FHTL, ingallrollback =~ > FEFEH LT, EANN—Var FRaly b A—Var &
72i3BEmoay FIDETr =Ny 7 TEET,

In-Service Model Update O &2 /5%

BRI LN T—DDEE

FlEDHE
enable

install commit

install commit

©ENDOGHWN

show install summary

install add filetftp: filename
install activate file bootflash: filename

install deactivate file bootflash: filename

install rollback to {base | committed | id commit-ID}
install remove {file bootflash: filename | inactive}
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F&E
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AT w71 |enable FitE EXEC E— REZ AT L E T,
i e NAU— R AN LET (EREINTEHE)
Device> enable

R 5w 72 |ingtal add filetftp: filename UE—h vl —varhn (FTP, TFTP #&HT)
I - TR ACRTNERF T 0T T h Ry r—V%ka
Device# install add file e L/‘ 7 ? b ]\ 72“;:A k /r A YDAy
tftp://172.16.0.1//tftpboot/folderl/ DODHMBMET = v 7 #FITLET,
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin . B ..
Device# install add file ) {m@ﬁ{f%{%ﬂzj LT U TR @%Fﬁf)‘%?/*/f
tftp://172.16.0.1//tftpboot/folderl/ RZEHNy =V at =752 LbTEE
asr1000-universalk9.2017-08-23 17.48.0.CSCxuxxxxx. SSA.dmp.bin T, 7L, FORE RN —TRT T 4

T2 DR ingtall add =~ > K& FATT D40
ERdHD ET,

Z T 7 3 |ingtall activate file bootflash: filename Wi Sy r—I0 ingtall add =~ > FIC X VBN
Bl - MTWD Z L &R L, NETCONF 7'1 & 2 % F B
Device# install activate file bootflash: Li‘a—o
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin . E%ﬁ/\o/b“—‘.\/%?& F 4 7&:#%}%@: install
Device# ?'_nstall activate file bootflash: . add ;E%Mg%%,ﬁ—- Lij—o
asr1000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA. dmp. bin|

AT 7 4 |install commit Ju— P IRSNTHRET 2EE 2TV E
i EE
Device# install commit * NETCONF utv 2 IHEINET A,

R Fw 75 |install deactivate file bootflash: filename BESNEEHF Tl TR0 —RET 75 4
i - 712 LT, NETCONF 7' m & 2 & B L 7,
Device# install deactivate file bootflash:
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Device# install deactivate file bootflash:
asr1000-universalk9.2017-08-23 17.48.0.CSCxxaxxx. SSA. dmp. bin|

R 7w 76 |install commit Ur— R0 RSN THRRT 2 AE LTV E
5l o
Device# install commit « NETCONF Yt X 3B\ I FEFH A,
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EFLEBBEIOIS5TEY T4 |

ARV RFERETIVa Y

B8

7w 77 |insall rollback to {base| committed | id commit-ID} | FHEEANN—TY a2 BRI Iy NLEA—
i - Var, O Iy FIDIZr—ANY T
Device# install rollback to base L. NETCONF 7't A Z ) L £
« commit-id 5B DA I 1 ~ 4294967295 T
S
P F B BT NFEOWN =D 3 LR AT
<
R w 7 8 |ingtall remove {file bootflash: filename | inactive} BESnEEH 7 a S8 Xy hr—V% T — N7
%l - Ty anbilBRLET,
Device# install remove file bootflash: o R r—NIHIRT AENCHET 7T 4 72T 5
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin £§%§ﬁ§&)0 357?0
Device# install remove file bootflash:
asr1000-universalk9.2017-08-23 17.48.0.CSCxxxxxxxx. SSA. dmp. bin)|
A7y 79 |show install summary TIT 4T Ry =PI A RER T LET,

1 -

Device# show install summary

s ZDawy FOHIIE, REZINTWVD ingall
gy RIS U T8 L ET,

In-Service Model Update 0D

&% 7 1l

Bl - EH IO S LNy —CDERE

WOFITHEAL TWAHDIL, Ciscod000 > ) — X —E2HESEIL—FZ DY T A

A—VTT,

WOFITIEX, TETNVEFH T T T ARy r— 77 A VOB EEZ R L TWET,

Device# install add file tftp://172.16

.0.1//tftpboot/folderl/

isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

install add: START Sun Feb 26 05:57:04
Downloading file

UTC 2017

tftp://172.16.0.1//tftpboot/folderl/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

Finished downloading file

tftp://172.16.0.1//tftpboot/folderl/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

to bootflash:isr4300-universalk9.16.05

.01.CSCxxxxxxx.dmp.bin

SUCCESS: install_add /bootflash/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

Sun Feb 26 05:57:22 UTC 2017
Device#

WOFITHEH L TWDHDIE, CiscoASRI000 > Y —X 7 7 U r— g —E X )L—

HEDY LTI A A =TT,
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WOFITIX, TETFNVEFRT O T T AR r—2 77 A VDB EZR L TWET,

Device# install add file tftp://172.16.0.1//tftpboot/folderl/
asrl000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin

install add: START Sun Feb 26 05:57:04 UTC 2017

Downloading file

tftp://172.16.0.1//tftpboot/folderl/asr1000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin
Finished downloading file

tftp://172.16.0.1//tftpboot/folderl/asr1000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin
to bootflash: asrl000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin

SUCCESS: install add

/bootflash/asrl000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin

Sun Feb 26 05:57:22 UTC 2017

Device#

WIZ, BN r—2 7 7 A )VET NA AZIBIN L72% O show install summary =~
v RO E R LET,

Device# show install summary

Active Packages:

No packages

Inactive Packages:

bootflash: isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Committed Packages:

No packages

Uncommitted Packages:

No packages

Device#

WO TIE, BNMSHEEFR TS T AR r—L T 7 A NET 7T 4 7T 5 1E
ZRLTWET,

Device# install activate file bootflash:
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

install activate: START Sun Feb 26 05:58:41 UTC 2017

DMP package.

Netconf processes stopped

SUCCESS: install activate /bootflash/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Sun Feb 26 05:58:58 UTC 2017*Feb 26 05:58:47.655: %DMI-4-CONTROL SOCKET CLOSED:
SIPO: nesd: Confd control socket closed Lost connection to ConfD (45): EOF on socket to
ConfD.

*Feb 26 05:58:47.661: %DMI-4-SUB READ FAIL: SIPO: vtyserverutild:

Confd subscription socket read failed Lost connection to ConfD (45):

EOF on socket to ConfD.

*Feb 26 05:58:47.667: %$DMI-4-CONTROL SOCKET CLOSED: SIPO: syncfd:

Confd control socket closed Lost connection to ConfD (45): EOF on socket to ConfD.
*Feb 26 05:59:43.269: $DMI-5-SYNC START: SIPO: syncfd:

External change to running configuration detected.

The running configuration will be synchronized to the NETCONF running data store.
*Feb 26 05:59:44.624: %DMI-5-SYNC COMPLETE: SIPO: syncfd:

The running configuration has been synchronized to the NETCONF running data store.
Device#

WIRT O, showinstall summary 2~ > RBET N Ny r—VDAT—H A% T
JT 47T aiy MRET ERRTIHGDOHIFITT,

Device# show install summary

Active Packages:
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bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Inactive Packages:

No packages

Committed Packages:

No packages

Uncommitted Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Device#

wOEITIE, ingall commit 2~ ROFEITHEEZ R LTHVET,
Device# install commit

install commit: START Sun Feb 26 06:46:48 UTC 2017
SUCCESS: install commit Sun Feb 26 06:46:52 UTC 2017
Device#

WIRT DX, showingtall summary 2~ > R8s, HFH v r—VnaIy h&h TV
B— R0 IEINTHRRET 5 2 L2 E£rnT 2550 FITT,

Device# show install summary

Active Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Inactive Packages:

No packages

Committed Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Uncommitted Packages:

No packages

Device#

WOHNE, BH 0T T LRy =V EARRy r—lin— Ry 7§ 5 FikER
LTWET,

Device# install rollback to base

install rollback: START Sun Feb 26 06:50:29 UTC 2017

7 install rollback: Restarting impacted processes to take effect

7 install rollback: restarting confd

*Feb 26 06:50:34.957: $DMI-4-CONTROL SOCKET CLOSED: SIPO: syncfd:

Confd control socket closed Lost connection to ConfD (45): EOF on socket to ConfD.
*Feb 26 06:50:34.962: $DMI-4-CONTROL SOCKET CLOSED: SIPO: nesd:

Confd control socket closed Lost connection to ConfD (45): EOF on socket to ConfD.
*Feb 26 06:50:34.963: %DMI-4-SUB READ FAIL: SIPO: vtyserverutild:

Confd subscription socket read failed Lost connection to ConfD (45):

EOF on socket to ConfD.Netconf processes stopped

7 install rollback: DMP activate complete

SUCCESS: install rollback Sun Feb 26 06:50:41 UTC 2017

*Feb 26 06:51:28.901: $DMI-5-SYNC START: SIPO: syncfd:

External change to running configuration detected.

The running configuration will be synchronized to the NETCONF running data store.
*Feb 26 06:51:30.339: $DMI-5-SYNC COMPLETE: SIPO: syncfd:

The running configuration has been synchronized to the NETCONF running data store.
Device#

&Iz, showingtall package =2~ > RO B 2R L ET,

Device# show install package bootflash:
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
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Name: isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Version: 16.5.1.0.199.1484082952. .Everest

Platform: ISR4300

Package Type: dmp

Defect ID: CSCxXXXXXXX

Package State: Added

Supersedes List: {}

Smu ID: 1

Device#

K@ NETCONF hello A v B—TOFITiE, BT —% €570 80—V 0O/ —T 3
VEMEER L ET,

Getting Capabilities: (admin @ 172.16.0.1:830)

PROTOCOL netconf

<?xml version="1.0" encoding="UTF-8"?>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:xpath:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>
<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability>
<capability>urn:ietf:params:netconf:capability:notification:1.0</capability>
<capability>urn:ietf:params:netconf:capability:interleave:1.0</capability>
<capability>http://tail-f.com/ns/netconf/actions/1.0</capability>
<capability>http://tail-f.com/ns/netconf/extensions</capability>
<capability>urn:ietf:params:netconf:capability:with-defaults:1.0?basic-mode=
explicit&also-supported=report-all-tagged</capability>
<capability>urn:ietf:params:xml:ns:yang:ietf-netconf-with-defaults?
revision=2011-06-01l&module=ietf-netconf-with-defaults</capability>
<capability>http://cisco.com/ns/yang/Cisco-I0S-XE-aaa?module=
Cisco-I0S-XE-aaa&revision=2017-02-07</capability>
<<capability>http://cisco.com/ns/yang/Cisco-I0S-XE-native?module=
Cisco-I0S-XE-nativeg&revision=2017-01-07&features=virtual-

template, punt-num,multilink,eth-evc,esmc,efp,dotlx</capability>

Device#

iz, showinstall log =~ > KoM Al E R L £,

Device# show install log

[Olinstall op boot]: START Fri Feb 24 19:20:19 Universal 2017

[Olinstall op boot]: END SUCCESS Fri Feb 24 19:20:23 Universal 2017

[3linstall add]: START Sun Feb 26 05:55:31 UTC 2017

[3linstall add( FATAL)]: File path (scp) is not yet supported for this command
[4]install add]: START Sun Feb 26 05:57:04 UTC 2017

[4]|install add]: END SUCCESS /bootflash/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Sun Feb 26 05:57:22 UTC 2017

[5linstall activate]: START Sun Feb 26 05:58:41 UTC 2017

Device#

WOFITHF L TWDDIE, Cisco Catalyst 3000 'V — & AA v F DY T )b A A—

ROFITIX, ETANEH T 0T T LNy = T 7 A NOBMTEZ R L THWET,
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Device# install add file tftp://172.16.0.1//tftpboot/folderl/
cat3k_caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin

install add: START Sat Jul 29 05:57:04 UTC 2017

Downloading file tftp://172.16.0.1//tftpboot/folderl/

cat3k caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin

Finished downloading file tftp://172.16.0.1//tftpboot/folderl/

cat3k caa-universalk9.16.06.01.CSCxxxxxxxX.SPA.smu.bin

to bootflash:cat3k caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin

SUCCESS: install add /bootflash/cat3k caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin
Sat Jul 29 05:57:22 UTC 2017

Device#

WIRTOMX, showingtall summary =~ > K23, B/ Xy r—URNaly hETU
27— R IKENTHRT 2 2 &2 E£R-T 5856016 TT,

Device# show install summary

Active Packages:

bootflash:cat3k caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin
Inactive Packages:

No packages

Committed Packages:

bootflash:cat3k caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin
Uncommitted Packages:

No packages

Device#

In-Service Model Update M #%RE 15k

ROKIZ, ZOFEY 2—/L T LIZERRICET ) U —REFHRERLET, ZOXRIEL V7
F7=27 VDU —RX M A U TEEEOYR— IR EASINTZEEOY 7 =T V) —R7
FZERLTWET, ZOMEEIL. FRCH 0 23720 RBY . ZRUBEO—EHDO Y 7 b =7 U —
ATHYHR—FINET,

77y b7 DY R— P BIOV RV T N =T A A=V OV R— MIBT LA K
&9 %5IZI%, Cisco Feature Navigator Z /| L 7, Cisco Feature Navigator |27 7 & 29 2|2
X, www.cisco.com/go/ctn IZFEE) L £9, Cisco.com DT B 7 MIMLEDH Y £ A,
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% 42: In-Service Model Update 014 E2 15 %R

HEES == HEETHRR

In-Service Model Update | Cisco 10S XE Everest ZOFY 2—/L L. In-Service Model
16.3.1a Update T YANG 7— % 5 L % HHi+
Cisco I0S XE Everest LHEEHH LET,
16.5.1b

Cisco I0S XE Everest 16.5.1a TiZ, Z®
EEIIR DT T v N7 —AICFEEX
TWE LT,

» Cisco Catalyst 9300 ' U — X A A v
a:

» Cisco Catalyst 9500 >V — & XA v
a:.

Cisco I0S XE Everest 16.5.1b Tix, Z D
FEREIZIR DT T v b7+ — AT HREX

NTWE LT,
e Cisco 4000 > V) — X H— 2 S
B — %

*Cisco 7 77U R H—E R 1—X%

1000v
* Cisco V— B A fE &R AR L — %
(ISRv)

2= K ingtall (Programmability).
show install (Programmability) 733 A %
xBTS E LR,

Cisco 10S XE Everest Cisco I0S XE Everest 16.5.1b Ti%, Z D
16.6.1 HREIZRD 75 v b 7 4 — AT HEES
NTWE LTz,
« Cisco Catalyst 3650 >V — X A A v
\a:-
* Cisco Catalyst 3850 > U — X A A v
.a:_

Cisco IOS XE Fuji 16.7.x | Cisco IOS XE Fuji 16.7.x Tl&, Z OE&fE
WIRDOT T v b7 —AIZEEINT
WE L7z,
* Cisco1000 > U —X 7 7 ) F— 3
Y —bER =X
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3
b
R

J1)y—=x HRETHRER

Cisco 10S XE Fuji 16.8.1a | Cisco I0S XE Fuji 16.8.1a Tit, Z O
HElE Cisco Catalyst 9500 /~A /N7 4 —~
VAV =R AL yFICEEI TN
F L7
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s 10 =

TIN5 —S a3y RATF a0

RAT v 77V r—3 3 % Software asa Service (SaaS) YV a2—i a3 ThH, a<w K
ZHEALCYE—FITTEET, 77V r—2a b ORAT 4 71k C, EEA I3
HOY—NRa—T7 4 VT 4 ZFBAT52007Ty v 73 —aB35256nFT,

N

CE) 7V —2aryRAT 47t Docker 77V r— g v DBhiYR—FLET,

CDOEV2—=VTE, THVr—>a R AT 4 2 THEREL £ DAEIMEDTTHEIC OV THB L
£,

T IV =gy RAT 4 27 DRIKIFE (361 ~<—)

cT TV = a Yy BAT 4 ZICET AW (362 <—)

T TV =Y ay RAT 4 VT OREFE (382 =)

T TV =AY RAT 4V TREDOHER (400 ~4—)

cTTV =y ay RAT 4 VT OREG] (404 ~—Y)

c ZTOMOBEGR (412 ~—2)

s T TV = ay RAT 4 V7T DR (412 =)

TIVr—2 30 RRAT4 0T DHIKNEE
« 7SV r— a3y IRAT 4 71X, Virtual Routing and Forwarding 8% (VRF §8ik) TI
HYEEA,

» Cisco I0S XE Amsterdam 17.3.3 LLgidD Y U —ATiX, 77V r—va R AT 4 712
BHHAA ML —VOEI DY TCHRMETHY, 7— 17T v THRENTR > TWET,

Cisco IOS XE Amsterdam 17.3.3 LIfED U J—ATlX, 77V r—va v SAT 4 7%
T—=R 7T aTHHTTN, VAIBRERT TV r—a b ORNBHEA NSNVE
9,

e B2 % /L@ Universal Serial Bus (USB) A7 4 v 7 3R — FENTWERA,
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Cisco Catalyst 9300 >V — X A A » F X, FH/ASFNAD A AFREUSB DL EZYR— L
\i‘g_o

» Cisco Catalyst 9500-High Performance 3 U — X A A » F 3 IO Cisco Catalyst 9600 > J — X
ALy FiE, HiEASRAVDUSBOT TV r—vay RAT 4 TP R—FLTWEYE
/‘/0

» Cisco Catalyst 9500 33 LT 9500 /A R T7 4 —< LA U —RX AL »F BIW Cisco
Catalyst 9600 > U — X XA v FTlE, AppGigabitEthernet f > % — 7 = A ATV H— F X
nNEXE A,

» Cisco I0S XE Bengaluru 17.5.1 K Y > U U — A TiX, Cisco Catalyst 9410R A A v FII7 7
Vr—ay RAT 4 7Y R—FLTWERA,

Cisco Catalyst 9410R A A v FTT SV r—ay RAT 4 7 /T HITIE,
AppGigabitEthernet{ > % —7 = A A Tenable a~> RZHRELET, ZOHIRIX, Cisco
Catalyst 9400 > — R 2 —/X—34 H 1 IXL, BLWIXL-Y25G EY =2 —/b
(C9400-SUP-1, C9400-SUP-1XL, 3 X O C9400-SUP-1XL-Y) lZOAiH S E 7,
Cisco Catalyst 9400 2 U — & A — 3= 34 H 2 B LU 2XL £V =—/b (C9400X-SUP-2 15
X OV C9400X-SUP-2XL) Tenable 2~ RERTETHLETIH Y FH A,

« Cisco Catalyst 9200CX + J — X A A » FiL, BEHA ¥ —7 = A A, AppGigabitEthernet
A B —7T A A VirtualPortGroup f > & —7 = A A% PR — L TWWEFA, T A I
VI VTEITEINTWET F U r—va oA 7 U7 M, AMfxy hT—7 Ll Tx
FHA,

TIVr—2avRAT4 V7ICEY 51EHR

ZITHE, T v ary RAT 4 IOV L E T,

O ~ —_ » ~
TIVr—oa3a 0 RAT4 0T DREE

AR ~DBATIC L U . HRHATRERR— X TIVINDO A —TF TN T 7 ir—3a v a i

WA AMBEMNREEVE L, 77V r—2a v DORAT 4 70k T, BHEEIIIMBE D

V= NRa2—T 4 VT 4 EFIHTHO0T Ty T —2BEZONET, *y NT—T T

NRAATHERAT A T ENTWBT ) r—ra i, SEIERH®BAATEES, oh

i, EFEOY—NDOF =— LB B8N, REFHOT=XY 7 MEICETET,

\}

GE) ZOFRF=2ALBMTIE. T T Docker 7 7Y r—3 a3 & LET,
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Cisco I0x DI E

CiscolOx (I0s+linuX) T RY—x o RT7 77U — 30 71— U—7THY, Cisco
Iy "NT—=0 T Ty "7 4= EOIESERIATOT TV r—vaiixtL, 77U r—
vary RAT 4 v THERER ML L £ 9, Cisco ¥ A vz VIR T EBRTHY, v
AT LD ST 7V r— a3 D1 5TT,

Cisco IOx 1%, #EEFAT TV r—rarvezXvr—IfL, TNbE2H—Fy hT 34 A E
WA NTHREEOIEEEZ IR T H— O — X2 MT L2k, 77V r—va
YDTATHA I NEBL T AR ERBIZLUET, I0xDOT A 7 A 7 VEHIL, T
Vir—a BT —20f, B, SAT 47, Bh, BEIE (FH) | BLOe=%
NEENET, I0x P —ER T 7V r—2a OB IOEHEY —LEEENTEY,
2—PRT IV — g U ERRLTIOx 7 L—AU— 7 [CREBAT 5 DICHLE £,

CiscolOx 77V r—>a V IRAT 4 7 1%, IROBEEZ R L £ 4,
o« 2 MU — 7 OREE M DK,

e FNRAAXAFIZHRARNENTWAET AV r— a0 T A 7% E— K TEHTS
CiscolOx 7’V r—var 7ual o307 42 —7x4A (APD)

e —TfbENTET TV r—2a DT A7 YA 7 IVERL,
« 777 K _X—ZADR%,

TIVT—23 V0 RRAT4 VT DOBE
VAADT TV —ay RAT 47 T =AU =7 %, TAA A ETEITEN DAL
TN r—varReary TS —a yEEET S, 10x © Python 7R E AT,
TV —=vay RAT 4 T, RO —E R &L ET,
s AT FTNORESNZT 7V r—a v EEHT S,

fERAFRE/R Y VY —A (AFEV, CPU, BLOA ML—) ZHERL., T b a1 4T,
EHT D,

eV — )L uX IOV R— N ER{ET 5,
«RESTAPI Z /M L CH—EA~DT 7 v A& it4 %,
cCLI =V FiRA v M ZfRftd 5,

» Cisco Application Framework (CAF) ELPFEENAT SV r—La b RAT 4T AT 5
AN F xRt o,

A LA =T 2 A REN LT Ty b7 A —LEHAEDR Y hU—F% T (X kX
R) Oy NT v T ETET S,

7 — % AR— ME. AppGigabitEthernet 77— MEREAH 2 7277 v N7+ — L THHR— K
nEJ,
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B 77— hmzxriroms

TV =y ay RAT 47 OaryT I RARNIRL—TFT 4 VAT LATTARNT
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with Docker | ~X— [BE5E] 2B 7 7 A L EFT, TAARIHBLTNET,
g : — K o 7 v N o >
EXTe R RLET, Ty A cTIV ey sy kA u— FLTR
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CATATARL—=
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M 120G SSD,
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T,
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FEHINETA,
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ETY,
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TNA ZDOHIEE . UE—k

I0x |Z A > /X—SSD #{#Hf L

I0x T A > /3—SSD #{#FEf L

USBSSD 28U E— K A /8 — | RN =d, 83 8 W, EEIHY FH
TNRAANBHIBRENET, | A, Ao
TNAADEZ T IOXINE [T LWT I T A TTNRA AT | FHLWT ZT 4T T3 A

ITENTWBT 7T 47T
INAABRZ T LET,

AT 4 TREOHY FH A,
10x (%, BARGIZA A h—/L
SNT=T TV r— a3 VR
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F ULt TFOTFATTNARADE—A | FOTFATTNARERE Y
T47 INATINARADATAT

BESNET 7T 4 TIAZ | EFILZ) 77— MBS [ BFIR) 7 — MRS S
NWNATNRAADET (A v |£F, VF—F &, HLWT | £9, V77— & HLT
7 BB 1:1) TT 4 TTNARANSIOXN | 7T 4 7T 234 A5 T0x A
EEh L £, EEh L £,

Cisco Catalyst9300 >!) — X XA vy FTH7 TV 75— 3 v EHBLED
2T, wAF AL N—=RH 7 D Cisco Catalyst 9300 >V — X AA v FTT 7V r—9
YO HBFEBENIN ED X D ITHERET 20OV TR L7,
Cisco Catalyst 9300 >V — R A A v FTlX, 77V r—raOa#BHEHT. A%y 7D
BEDTNAL AT VT 4 70— Lt AR AL B — L EE )Y TEH, 1+l A v FLEE—
R & 721X StackWise Virtual ‘€— K THHR— h & ET,
ALy FAZ Yy VPINHLF— FOLE, 77U r—va OEBESIYA—FshEtd
lo THRAAWRNALE— ROGEH, RO T A vE—URNary Y — /IR RESNET,

Feb 5 20:29:17.022: $IOX-3-IO0X RESTARTABITLITY: Switch 1 R0/0: run ioxn caf:Stack is in

N+1 mode,
disabling sync for IOx restartability

I0x/Z. HHEH XKV DOUSBR— b TYRAABEDPUSB3IOT T v 2 RIA T 52T 7)) r— 39
/TX74/7%®xhv~vkaﬁ%Li¢o:@%f47m\¢&1®xay7fy
N—|Z(FET DT TIEH Y ¥ A,

T—HF, sync =T 4 VT 4 #HEHLTT 7T 4 7T ANH AL LN, T34 |6
MEinE7,

HR— AR RrY ET—O 24T

Z Z TlE, Cisco Catalyst A1 v F THR—FINDHRYy NT—T DX A THRLET,
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K 49: Y R— ARy FT—0 84T

Y D=5 47 HYR—FIATWETITY T+ —LEY) Y —
2
FHAR— b + Cisco 10S XE Gibraltar 16.12.1 ¢ Catalyst

9300 > U — A AA v F I LUV CI300L

* Cisco I0S XE Amsterdam 17.1.1 ¢ Catalyst
9400 >V —X A A v F

* Cisco IOS XE Amsterdam 17.2.1 @ Catalyst
9500 'V — X A A v F I L Catalyst
9500 /A T 4 —< L ALY =X AL v
%

* Cisco I0S XE Amsterdam 17.2.1 ¢ Catalyst
9600 > U —X A A v F

A Sp v — b~ (F7 27 8 XU VLAN) * Cisco 10S XE Gibraltar 16.12.1 @ Catalyst
9300 >V —X A A v F I LU CI300L

* Cisco IOS XE Amsterdam 17.1.1 @ Catalyst
9400 ) — X XA v F

* Cisco IOS XE Amsterdam 17.5.1 @ Catalyst
9600 Y — X XA v F

* Cisco IOS XE Bengaluru 17.6.1 @ Catalyst
9300X ¥ U =X AA v F

GE)

Catalyst 9300X > U —X A A v F (X, &
D AppGigabitEthernet 78— k % H 7R —
]\ L/i‘g—o

CiscolOS %k NU—2 7 KL ZZH#i (NAT) * Cisco 10S XE Gibraltar 16.12.1 @ Catalyst
9300 'V — X A v F I LU CI300L

* Cisco IOS XE Amsterdam 17.1.1 @ Catalyst
9400 ) — X XA v F

IN6DTTy b7 —LDOMJ T, RS
FINDT — X KR— I LT AppGigabitEthernet
A—NMIEHENDNN— R =TT —H R —
NMEREIZ L > TNAT B3V R — h s E T,

Cisco IOx NAT PR — x5k
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B rexvro—v 18—z n—¢

RERAYFI— A28 —TxARXRHh—F

TIVr—araryT oA 79, 7 VEEHT AR, WNEkigEA v X —T =24 AT L
WZ1o0ary T F a5 R— 15 A V3I V=T 4 7ETAMAINEST, 2, &7
TV =g AR UTRAEA — 2y BT MERENAZEEZBEWRLET, ZDOXXTD9H
BIRER Y NI A o H—T 2 A A D —REMEINDA L HX—T A A F, TV r—v3
Y Aar7TFO—EHTY,

NICIX, =T FTHNOMEREL —F Ry AV F—T 2 A AT, 7T "h 7+ —LTF—H FL—
VTR L Ty FEIEZE L ET, CiscolOx X, T FHNDEYWNICIZDOW T, IPT K
LZABIO—EDMAC T RL2AEID Y TEITWET,

a7 FHNOVWIC (%, B¥EDOAS —Y Ry b AV H—T oA AL ARINET,

TFIUr— 30 RRAT4 VT DEERE

IITHEH, TS g RAT A T OBREEERT A SESEREEIIOWNTHALE
-éAO

Cisco I0x D E®1E

ZDOHX AT HFEFT LT Cisco IOX ~DT 7 ¥ A HHIT 52 LT, CLIR—ADZ—H A
B —T 2 f ATHRAN AT ALOT Y —a O8M, i, T=%, NS a—
Ta4vT, BIOEESTAISEFSERT I/ T4 8T 4 2ETTEET,

FIEDHE
1. enable
2. configureterminal
3. iox
4. username name privilege level password {0 | 7 | user-password} encrypted-password
5. end
F gD F¥H
FIE

aARVKRFERERETY VY

=)

25w 71 |enable
1

Device> enable

it EXEC E— FE Az LE T,
e NRATU— REANLET (EERENEHE) .

ZFw 72 | configureterminal

1

Juau—)L a7 4 Xal—g )y T— NELE
L/i‘j‘o
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AU RFERETIVa Y

B8

Device# configure terminal

ATy F3|iox Cisco IOx A Rr—7WIZ L ET,
1 -
Device (config) # iox

Z 5w 7 4 | username name privilege level password {07 | =P R—ADFFEY AT b L 2 — P —DHERR
user-password} encrypted-password LUV A LUk,
B : o S 4 DEHE L~ 15 ISR 2 L
Device (config) # username cisco privilege 15 ﬁ§3b @ ﬁi?f
password 0 ciscol °

AFw 7S5 |end Ja—n)LarZ 4 Xal—3gry FT— REKT
Bl - L. ¥ EXEC E— NICRY £7,

Device (config) # end

BIE/NRILVLAN R— D7 T r—2 a3 RRAT4 VT DERTE

FIRDEE

)

GE) ZDOH AL, CiscoIOS XE Amsterdam 17.1.1 LIfED Y V —Riz@H S F 1,

TIVr—val mRAT 4T NIy a7 4 FXalb—v gy E—RTiE, #Frlandd
~T D AppGigabitEthernet VLAN /R — h 3 7 F i SVE T, XA 7 4 7B LU VLAN
AITfFET V=LK, AT T FANA U E—T oA AL > TEZEINET,

AppGigabitEthernet N 7 > 7 AR— MI~v v B 7 TELaALTF FANA U H—T oA AT 1

DT TY,

KNZ 7R —hK&E VLAN 7 7 B AR— FOf T ORBERENYFR—FINET,

enable
configureterminal

switchport modetrunk
exit
app-hosting appid name

©WONDAAWN=

- )
- O

end

inter face AppGigabitEthernet number
switchport trunk allowed vlan vian-1D

app-vnic AppGigabitEthernet trunk
vlan vian-ID guest-inter face guest-interface-number
guest-ipaddress ip-address netmask netmask
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F gD FEH

F&E
AV RFERETI3Y B#Y

AFw 71 |enable FiHE EXEC €— A AL ET,
i « RNRT—REANLET ERENEHA)
Device> enable

5w 2 |configureterminal rTa—)L a7 4 X2 lb—3ay B— FEELG
15'] : L/ij‘o
Device# configure terminal

RTFw 73 |interface AppGigabitEthernet number AppGigabitEthernet Z X E L., f > F—T7 = A A 2
i - Y74 Xalb—varyE®—RERBLET,
Device (config)# interface AppGigabitEthernet « AH < JAFEAA v F DA number 51300%
/01 switch-number/0/1 T3,

25w J 4 |switchport trunk allowed vian vian-ID FSo s LCHFRTSAS VLAN O U 2 b 23 L
{1 EJUaS
Device (config-if)# switchport trunk allowed vlan

10-12,20

AT w5 |switchport modetrunk A B =T A REKGIIR N T X TE— RIT
Bl - RELT, RAN—V DTG 7Y 7 ~DE
Device (config-if)# switchport mode trunk E&%%;F:j v k L/EEﬁfo

ATv76 |exit A B =T 2 AT 4 Falb—ar F—F
- PRTL, ZJu—Nary 7 4 FXal—g s E—
Device (config-if)# exit FIZRY £9%

A5 w71 |app-hosting appid name THVr—varEREL, TV r—varik
i - AT 4T ar7 4 Xalb—vay ®— Keth
Device (config) # app-hosting appid iox app L/Ekjfo

25w 78 |app-vnic AppGigabitEthernet trunk NIL U E— BT Y 3 VORI SR
B - R—rELTHREL, 77V r—a v RAT 4
v o . . Y NTv s ar 4 X¥al—varyE—RFxH
evice (config-app-hosting) # app-vnic
AppGigabitEthernet trunk ﬁé[/ji7ro

XFw 79 |vlanvian-ID guest-interface guest-interface-number | VILAN &2 hAf v X —T = A ZEZE L. 77V

1

Device (config-config-app-hosting-trunk)# vlan 10
guest-interface 2

r—vaY i RAT 4 VLANT 72 AP 2
TA4Xal—varET—FRERMBLET,
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HEARL LS Vo R— 07 Tur—vavhzrsoroiE |

ARV RFERETI Y S

D VLAN BT A MA v B —T = A A~
D~y B TR R— hERET,

R w710 |guest-ipaddressip-address netmask netmask (7 ay) BIP 2R ELET,
1 -
Device (config-config-app-hosting-vlan-access-ip) #
guest-ipaddress 192.168.0.2
netmask 255.255.255.0
ATy 71 |end TFVr—vary RAT 4 VLAN T 72 A 1P
Bl AT 4 FXal— gy T— REKRT L., Fite

Device (config-config-app-hosting-vlan-access-ip) #

end

EXEC £— NIZEY £9°,

BIENRILESVOR—bbD7T)5—23 0 RAT 4 VT DETE

FIEDOEE

TIVr—=al RAT AT T 7 ary7 4 FXal—aryT—RTiE, #FrlEans+
~TC? AppGigabitEthernet VLAN 7R — A2 7 i SN E ¥, FA4 7 4 7B LN VLAN
BUETL—LE, A TF AR A E—T 2 AL THERRESNET,
AppGigabitEthernet N7 7 R— NI~y B I TELa0 T FA N A U2 —T oA AT 1
DT,

Cisco IOS XE Gibraltar 16.2.1 T, 77V —var 1IDix,. 77V r—a vy RAT 47
cov o arvr s Xal—varyr®—RERRT YV r—ralrFmAT 47 VLANT 7 &
A AT 4 FXa2l—ary BT RFTCRETIETHS, MIOE—RFRTRETHILITITEE
H A,

Cisco [0S XE Amsterdam 17.1.1 LNED U Y =2 Clx, b7 78— b & VLAN 77 EAH— b
D7 OIRFFRENR Y K= b SR TOET,

enable

configureterminal

interface AppGigabitEthernet number
switchport trunk allowed vlan vian-I1D
switchport mode trunk

exit

app-hosting appid name

app-vnic AppGigabitEthernet trunk
guest-inter face guest-interface-number
end

NGO RAEWN=

-
°©
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B s s rsook—rorIur—var hzs v soRE

FIIr—vavRRF4vY |

F gD FEH

F&E
AV RFERETI3Y B#Y

ATwv 71 |enable FitE EXEC E— REFMICLET,
i « RNRT—REANLET ERENEHA)
Device> enable

5w 2 |configureterminal rTa—)L a7 4 X2 lb—3ay B— FEELG
15'] : L/ij‘o
Device# configure terminal

RTw 73 |interface AppGigabitEthernet number AppGigabitEthernet Z#HE L, > F—7 A A =
i - Y74 Xalb—varyE®—RERBLET,
Device (config) # interface AppGigabitEthernet « AH < JAFEAA v F DA number 51300%
/01 switch-number/0/1 T3,

25w 74 |switchport trunk allowed vian vian-ID F52 s ECHATSNDS VLAN O U & R A RE L
{1 £
Device (config-if)# switchport trunk allowed vlan

10-12,20

7w 75 |switchport modetrunk (VB —T = AEKEE T R T RIC
Bl - RELT, RAN—V DTG 7Y 7 ~DE
Device (config-if)# switchport mode trunk E&%E;ﬁ:ji/j:b— k L/357r0

ATv76 |exit A B =T 2 AT 4 Falb—ar F—F
- PRTL, ZJu—Nary 7 4 FXal—g s E—
Device (config-if)# exit FIZRY £9%

A5 w71 |app-hosting appid name THVr—varEREL, TV r—varik
i - AT a7 4 X ab—r gy E— NEBG
Device (config) # app-hosting appid iox app L/Ekjfo

25w 78 |app-vnic AppGigabitEthernet trunk NIL U E— BT Y 3 VORI SR
B - R—RELTHREL, 77V r—var RAT 4

. . . . YT RNTGU 7 ary7 4 ¥alb—varyE— KeH

Device (config-app-hosting) # app-vnic
AppGigabitEthernet trunk ﬁé[/ji7ro

AT w79 |guest-interface guest-interface-number AppGigabitEthernet f > % —7 = A A b T 7 (T4

1

Device (config-config-app-hosting-trunk) #
guest-interface 2

MENTWET ANV r— gD B —T AR
ERELET,
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2vI4F¥aL—varvE—RFTn7Ius—varory [

ARV RFERETI Y S

AT w710 |end TV =y a Yy RAT 4T NI avT g
451 - Fal—varyE—RFaT L, Rk EXEC E—
Deviceconfig-config-app-hosting-trunk)# end RIZREY £7°,

» ~ > O N
AVI74FaL—2 3V EFE—FRTOT7 IV —2 3 0DES
TV r—val RAT 4y ary 7 4 Xal—varyE— ROdart 2~ RiL, app-hoging
activate appid 5 L O app-hosting start appid =~ > R & [[% T,

TV —var RAT 47 a7 4 Falb—ary E— RO nosart 2~ N,
app-hosting stop appid 3 & U app-hosting deactivate appid =~ > K &[4 T3,

)

CE) 77V —varazAfA AT AEICsart 2~ RERELTHMD install =2~ F&%
ET 5 &, Cisco [Ox IXHEMIICAE activate 7 7> a v b start 773 a v #FTLET, =
NIcky, ingall 2~ RERETLHZETT AUV r—v g ry2HEBMICEEI T £,

FIEDHE
1. enable
2. configureterminal
3. app-hosting appid application-name
4. dsart
5. end
FIEDEEH
Flg
AU RFEEETIV 3 Y B
AT 71 |enable FiHE EXEC £ — RE2HMC LT,
{5 e NRAT—REANLET FERINEHE) .
Device> enable
AT 72 |configureterminal sua—r ) ar7 4 X¥alb—3iay ®— RElh
15'] : ]\/\gﬁ‘g—o
Device# configure terminal
R T 7 3| app-hosting appid application-name TIVr—varEEEL, 77U A= a kA
B - FavT arZ 4 X¥al—ay E— REBEBL

ifo

Device (config) # app-hosting appid iox app
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FIIr—vavRRF4vY |
B 73050479100

ARV KRFERIETI Va3 B#

RTv 74 |dart UEE) 77V r—va v aE8 L TEITLET,
U « TV —a v EEIET HICIE, nodart =
Device (config-app-hosting) # start ~ f\%{f{fﬁﬁ Li‘@‘o

AT v 75| end TITVr—=vary RAT 4T ary 7 4 F¥al—
B - arE— Ref&T L, FFHEEXECE— NIZRY %
Device (config-app-hosting) # end jro

TI)5r—3>DS5A4A749)L

WO EXEC a~y REERATDHE, TV r—2a D74 7V A IV EHRTEET,

Y

Cx) 77V r—varOf A=A RICBEDEENMTONI GG, FATIREOT 7V r—2 4
VRN DOEFENRKENER A, REDERZANT DX, 77 r—a %R
RINZERLTCIHET 7T 7L, HET 77 4 7IC L CHEETALERND D 17,

FIEDHE
1. enable
2. app-hosting install appid application-name package package-path
3. app-hosting activate appid application-name
4. app-hosting start appid application-name
5. app-hosting stop appid application-name
6. app-hosting deactivate appid application-name
7. app-hosting uninstall appid application-name
FIEDEEH
FIE
ARV RFEERTIVa Y =LY
AT w1 |enable it EXEC E— RZ AT L ET
i) : e NMAT—REANLET (FREINTHE) .

Device> enable

R T 72| app-hosting install appid application-name package |45 L7267 7 ) r—va v & A VA h—JL
package-path LET,

1 -
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Docker 524 1 L4 T 3 0EE [

AU RFERETIVa Y

B8

Device# app-hosting install appid iox app package
usbflashl:my iox app.tar

« 77U r—3 3 &, flash, bootflash,
usbflashO, usbflashl, harddisk 72 & D — 4L
AN —=V DN LA A =L TEET,

R T 7 3| app-hosting activate appid application-name TIVr—arET 0T 4 7L LET,
il s ZDaAv Y NE, TRTOT TV r—var
Device# app-hosting activate appid iox app V—RBREZMIEL ., TXTOHOY ) —AMEH
FRERGEIXT TV r— a7 T 4 7T
R0 ET, ENUNOHEEIE, T T 4N
Ta rBRBMLET,
R T 7 4 | app-hosting start appid application-name TV = a L ERELET,
i T TV = arDEBMAIZ VT NNT 7T 4
Device# app-hosting start appid iox_app TbENET,
R T 75 | app-hosting stop appid application-name UER) 77V r—rvaruEEELET,
fi
Device# app-hosting stop appid iox app
R T w 7 6 | app-hosting deactivate appid application-name £ 7V A — g AZBn Y ThL5nTnA T
i - NTOY Y= AZ TN LET,
Device# app-hosting deactivate appid iox app
R T 7 1 | app-hosting uninstall appid application-name LR 77V r—var&7 A A =L LE

1 -

Device# app-hosting uninstall appid iox app

—g—O
RIS TN BT RTOS oy re D b A
ET A VA M—ALET, TV =g
I B ST OB &b IR S T

Docker S >3 A LA T 3V DEHTE
BRIOITDOT U HALAFT T arEZBNTEET, VAT AE, 117TE2S 301TH E CTOE
FErEy AR L E9, XN, 5D Docker 7 2 A LA T a U EIEETEE T,

FUBA LT T a D EREISNEE/T. TV =g v wEL, T T4 Tk T
T4, BXOEEBILT, HrLWT U E2 A LT a U EFENCLET,

FIEDOEE

1. enable
2. configureterminal
3. app-hosting appid application-name
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F IR D EFH

FIE

4. app-resource docker
5. run-optsoptions
6. end

FIIr—vavRRF4vY |

AU RFERETOVa Y

B8

RTF w71 |enable it EXEC £— REFM L ET,
i) e NAU—REZ AN LET (FERENTHE)
Device> enable

R w 72 | configureterminal JTa— )L a7 4 X2 lb—ay ®— REBG
fi LET
Device# configure terminal

A7y 73 |app-hosting appid application-name TAVr—varvEREL, 7TV r—va kA
il - Ty ar7 4 Xal—rar E— RFERIBL
Device (config)# app-hosting appid iox app §E7r°

AT 7 4 | app-resource docker TV —ay R AT 4 Docker 27 4 Ko
B - L—ya = REfBLT, 77— a vy

Ny B ==

Device (config-app-hosting) # app-resource docker Y ;KODEgiﬁéf?EﬂiL/jz?ro

Ry 75 |run-optsoptions Docker 72 4 A LA TV a v EIEELET,
f1
Device (config-app-hosting-docker)# run-opts 1 "-v|
$ (APP_DATA) :/data"

AFw 76 |end TV r—a R AT 4T Docker 27 4 X o
i - L—ya = FaT L, FHEEXECE— NIZR

Device (config-app-hosting-docker)# end

nET,

AVTTDEMIPT KLADEKTE
AT FITEHIP 7 FLAZRET D HE1E. ROTA FTA4 UREA S ET,
cBBICRESNTET 74NV N T =N oA REDOHPMER I NET,
c BICHTE SN — b = "REOHPMER I NET,

CiscoIOSCLIZMA LT, 2T FTDIP T RLAZRETEET,

[ CiscolOS XEBengaluru17.6x 7O S5<YEYF 4 2> T4 FaL—2a v A K



| 77u45—vavkzrFavy

avrrounr7 rLzone |

FlED#HE
1. enable
2. configureterminal
3. app-hosting appid name
4. name-server# ip-address
5. app-vnic management guest-inter face interface-number
6. guest-ipaddressip-address netmask netmask
7. exit
8. app-default-gateway ip-address guest-inter face network-interface
9. end
FED FH 4
FE
AU RFERET7TIV3 Y B#J
RTF w71 |enable ¥t EXEC T— FZ A LET,
fl e NAU—RZANLET (FERINTHR) .
Device> enable
R 72 | configureterminal Jua—)Lar7 4 Xal—ay T— REBG
1 LET.
Device# configure terminal
R T 7 3| app-hosting appid name TV —varvEHREL, TV = a KA
i - Ta4vT ar7 4 Fal—rarE—REMAL
Device (config)# app-hosting appid iox app §E7r°
AT 7 4 | name-server# ip-address RAAL U R—L AT A (DNS) H— "EakE LE
fi kR
Device (config-app-hosting) # name-server(0 10.2.2.2
R Fw 7§ | app-vnic management guest-interfaceinterface-number | (A8 % v T —27 f L X —T =24 ABLOHF X b
1l - AE—T oA ADERTF— N =AM ZREL, T
Devs . . . TV lr—va i RAT 4T = T a7 g
evice (config-app-hosting)# app-vnic management .
guest-interface 0 Xl —TaryET— ]‘%Fﬂﬁﬁébiﬁ—o
25y 7 6 | guest-ipaddressip-address netmask netmask BHLT A A LB —T = ADREMERE LET,

1

Device (config-app-hosting-mgmt-gateway) #
guest-ipaddress 172.19.0.24
netmask 255.255.255.0
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B e=t—rcorrvr—varRrr vsouE

FIIr—vavRRF4vY |

ARV RFERETIVa Y

B8

ATy T | exit TTVr—vay RAT A VT ERS— T = A
K AT 4 Falb—varyE—FegTL, 77V
Device (config-app-hosting-mgmt-gateway) # exit /7‘b“‘/ = ‘i AT 4T a7 4 Falb— gy

EF—RICRY £

AT 7 8 | app-default-gateway ip-address guest-inter face FI 4N NOEES— N A BRELET,
networ k-interface
i -
Device (config-app-hosting) # app-default-gateway
172.19.0.23
guest-interface 0

AFw 79 |end TV — gy RAT 4 a7 4 ¥ alb—
i YarE— AT L, FHEEXECE— NIZRY %

Device (config-app-hosting) # end

B

EEAR— FTOTTUT—2 3V RRTF 1 VT DERE

FIRDEE

F IR D FH

FIE

enable

configureterminal

inter face gigabitethernet0/0
vrf forwarding vrf-name

ip addressip-address mask
exit

app-hosting appid name

©ENSDORWN

end

app-vnic management guest-inter face network-interface

ARV RFERRTIVa Y

E]:)

R v 71 |enable HiME EXEC =— REANZ L E T,
B e NRATU—REANLET EFEREINZEHE)
Device> enable

AT 72 |configureterminal Jua—s L ary 7 4 ¥ab— gy E— NER

1

Device# configure terminal

LET,
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gEA—rTco7 IV r—vavhzx7coo0%E [

AU RFERETIVa Y

B8

ATvT3

interface gigabitether net0/0
1 -

Device (config) # interface gigabitethernet0/0

AVE=T A RAEREL, A F =Tz RAL
TA4F¥alb—vary Ew— FEBEBLET,
« Cisco Catalyst 9000 U — X A A v F Tlx, &
A o ¥ —7 = A A|Z GigabitEthernet0/0 T,

ATvT4

vrf forwarding vrf-name

1

Device (config-if)# vrf forwarding Mgmt-vrf

AVE—=T 2 A RAETFIHTA L F—T = A AT
Virtual Routing and Forwarding (VRF) A > A X A
FIMMAER Y B U — 7 BT T,

« Mgmt-vrf %, Cisco Catalyst 9000 U — X A A
FOEHA L F—7 A ATHBWITRE SN
EJ e

ATy Th

ip address ip-address mask
i

Device (config-if)# ip address 198.51.100.1
255.255.255.254

A B —=T 2 A AP T RLAZRELET,

ATvT6

exit
1 -

Device (config-if)# exit

AV B —T A AT 4Fa2l—v g F—F
ERTL, Za—bary 7 4 ¥al—ig s F—
RIZEY £97,

ATy T1

app-hosting appid name
{5

Device (config) # app-hosting appid iox_ app

TNV = arEREL, T = a R A
Favr ar74¥al—yay ET— REBEBL
7,

ATvT8

app-vnic management guest-inter face network-interface

1

Device (config-app-hosting) # app-vnic management
guest-interface 1

FANA VA =T o AEHR— ML, 7
TVl — a VIRAT 4 VTERS— T o A
T4 X2l —varyT—FERBLET,

« management ¥ — U — RiX, a7 TS
LTV 5 Cisco I0S 4 GigabitEthernet0/0 A >
&‘—7 :1:/]) A %?E‘/\dg L/i‘d‘o

« guest-inter face network-interface ® % — 7 — K5
BT 1T, CiscolOSEHEA o ¥ —7 = A ATHE
BENTVWDEILTTONEA —FF v b A
B =T 2 A AFFERELET, ZOHITIE,
ATFTDOA =Y Ry M1 AU F—T AR
*F LT guest-interface 1 i L T\ £,

ATvT9

end

1 -

Device (config-app-hosting-mgmt-gateway) # end

TV = a VIRAT 4 TEBRS— oA 2
V74Xl — gy E— REKT L, B EXEC
T— FIZED £,

Cisco 10S XE Bengaluru17.6x 704 5<vEY T4 av24F¥aL—vav A4 K ||



FIIr—vavRRF4vY |

B 77— acorrrizosnss

T7V5—23 DIP7 FLADFEIERE

WO EEFHALT, a7 FTOIPT RLAZRETEET,
e Flzua 4 L, ifconfigLinux =2~ REFRELET,
1. koavwrREHEHLT, 770 r—rvaviian s LET,
app-hosting connect appid APPID {session | console}

2. 77U — 3O Linux YA — MIESWT, EH#ED Linux f > X — 7= A A 3
T4X2l—Taryavry REFEHLET,

- ifconfig dev IFADDR/subnet-mask-length

F20%

- ip address {add|change|replace} IFADDR dev IFNAME [ LIFETIME ] [ CONFFLAG-LIST
]

« 17 7"C Dynamic Host Configuration Protocol (DHCP) % A %hZ L, Cisco I0S D E T
DHCP h— RtV L—x—V = bERELET,

e CiscolOx (%, 77V —3 a9 DHCPA v Z—T =2 A AMFRENDZT 7Y r— 3
ary T FNTHEITTSDHCP 7 7947 v bEERELET,

TINVr—23avD) ) —RABENDLEE

FIEDEE

U Y —ADEREZHNT HI2IE. &I app-hosting stop 35 L Tf app-hosting deactivate =~
YREERLCT U r—a v aEI LCIET 77 7{k L, KRIZ app-hosting activate #5
X W app-hostingstart =2~ REMFHALTT AV r—y a v Z2HEST50ENDH D 77,

TV — gy RA T 4 ary 74X al— gy B— RCgart a<v> REHEHLT
WAEASIE, nostart BL WNstart 2~ RERELET,

nhooavwy REfH LT, U Y —2A& app-hostingappidiox_app X ED Wi % Uy hTX
ij‘o

enable

configure terminal
app-hosting appid name
app-resource profile name
Cpu unit

memory memory

vcpu number

end

PN A WN A
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7Iur—vavoyv—z2grEores |

F gD FEH
F&E
ARV RFERIETY Va3 B#Y
AT w71 |enable FiHE EXEC E— R Az LE T,
i e NAU— R AN LET (EREINTEHE)
Device> enable
R 5w 7 2| configure terminal Ja—s\ v ar7 4 Falb—ary®— REth
15“ : L/ij‘o
Device# configure terminal
A7y 73 |app-hosting appid name TV = a RAT 4 v Tk X —T ML,
Bl - TIVr—=vary RAT 47 a7 4 F¥alb—
Device (config) # app-hosting appid iox app vay E— ]\%Eﬁﬁébij_"
R T 7 4 | app-resource profile name HABZLT IV r—vary Y Y)—RA 77y AL
Bl - EREL, DAL T TV r—var VY —R 7
Device (config-app-hosting) # app-resource profile R77 AN AT Falb—Ya s T I\%F}ﬁﬁé
custom Liﬁ‘o
CHAAL DT T 7 ANZDHPYR— ST
b\i—é—o
A7y 75 |cpuunit TIV =2 a DT 7 4L O CPUEIY Y TELE
15“ : Ebjﬁ—g«o
Device (config-app-resource-profile-custom) # cpu ) y*‘Xfﬁljﬁ77°U r—34a \/7@‘@7’:’_&)\ Z
740e NOOHEERLIESHA, 77V r—a o p
PHEEOHEIIBBH TED L2 HRT OHLE
N ET,
ATy 7 6 | memory memory TI7HNVEDOAEVEY Y TEERELET,
f1
Device (config-app-resource-profile-custom) # memory]
2048
R 77| vepu number TV =y a O CPU (VCPU) IV Y CTx
15“ : %E I_/ij—o

Device (config-app-resource-profile-custom) # vcpu
2
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FIIr—vavRRF4vY |
. ThousandEyes Enterprise Agent D1 > X k—JL

ARV RFEREET7TOVa Y ]3]

RTwv 78 |end HABLT TV r—varvy J)—ATa7yA)b
) - Ay 74 F¥alb—rar B— REKRT L, Kt
Device (config-app-resource-profile-custom) # end EXEC ®— ]\L:b:’% v 357;*0

ThousandEyes Enterprise Agent D1 >~ X k—)L
Enterprise Agent % 1 > A h—/L 3 521X, WO FIEEFEITLET,
1 I0x Z@FELET, FMIC OV TIE, CiscoIOx DFWMLIZET 2THA SR L T E S0,
2. TV r—varv hAT 4 v T ERET D,
3. AppGigabitEthernet R — h R ET 5,

4. ThousandEyes Enterprise Agent & A A h—/L9 %,

ThousandEyes Enterprise Agent D7 1) r— 3 > IRR T4 U DE

ki
filt

FIRDHE

enable

configureterminal

app-hosting appid application-name

app-vnic AppGigabitEthernet trunk

vlan vian-1D guest-inter face guest-interface-number
guest-ip ip-address netmask netmask

exit

exit

app-default-gateway ip-address guest-inter face network-interface
nameser ver # ip-address

app-resource docker

run-opts options

prepend-pkg-opts

end

©WeONDAAWN =

5= JE= W N
RO

F IR D

FIE

AT RERIFIFTIaY B#
ATw 1 |enable ke EXEC B— F&BHIA L £,
1 -

Device> enable
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ThousandEyes Enterprise Agent D7 1) 5r— 3 > KRR T4 VT DHRTE .

ARV FFEREETIVa Yy E]:g]

ZFwF2 |configureterminal Jra—L 3y 4 X¥a b—ay E— RARRG
1§| : Liﬁ”o
Device# configure terminal

A7y 73 |app-hosting appid application-name TAVr—varEREL, TTY r—var ik
1 AF 4 ar7 4 Xalb—gr T— REBth
Device (config)# app-hosting appid appid lkeyes L/ﬁfﬁfo

RTw 74 |app-vnic AppGigabitEthernet trunk NF v R—= T TV r— 3 ORIH SRV
i - AR—=FELTHEL, 77V 75— a vV RAT ¢

, , , , YT NG ar7 4 F¥alb—rvarE— N
Device (config-app-hosting) # app-vnic
AppGigabitEthernet trunk ﬁé]1§£7f0

X Fw 75 |vlanvian-ID guest-interface guest-interface-number | VLAN A hAf v X —T = A ABZE L. 77V

- F=vary RAT 4T VLANT 7 EAIP v
N N e "

Device (config-config-app-hosting-trunk)# vlan 10 :74)£?:L1/ vasE ] %Bﬁﬁﬁul/jzir°

guest-interface 2

AT w76 |guest-ip ip-address netmask netmask FANAVHE—T 2 ADAZT 4 v 7 IPT KL
15“ : X%%&Z‘E 1/32’9‘«0
Device (config-config-app-hosting-vlan-access-ip) #

guest-ipaddress 172.19.0.24
netmask 255.255.255.0

ATy 1 |exit TFVr—vay RAT 47 VLANT 7 E X P
Bl - a7 4 FXal—varyE—REKTL, 77V
Device (config-config-app-hosting-vlan-access-ip) # rovay 7]?;(7‘4 \17 h7r7 ary74xa
exit L—Yay E—RICREY 7,
ATy S8 |exit TV —aY RAT 47 N arT g
Bl - Fal—varE®E—FaekTL, 770 r—va
Device (config-config-app-hosting-trunk)# exit :: WAT 47 374 Fal—varE—FiC
RV £,
RTw 79 |app-default-gateway ip-address guest-interface T AN NOEFEHRF— Ny oA HEELET,
networ k-interface
11
Device (config-app-hosting) # app-default-gateway
172.19.0.23
guest-interface 0
AT 710 |nameserver# ip-address DNS —R_ZRE L F T,

1 :

Device (config-app-hosting) # name-server0O 10.2.2.2
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. ThousandEyes Enterprise Agent 0 AppGigabitEthernet f >4 — 27 = f X DEXTE

FIIr—vavRRF4vY |

ARV FFEREETIVa Yy

S

A7y 711 |app-resourcedocker 7Y r—v 3y AT 4 7 Docker 227 o

il - Fal—varE—FaBLT 77—
N Ny 3 op==3

Device (config-app-hosting) # app-resource docker Rt ;(ODEi%E%E*EﬂiL/gijro

AT w712 |run-optsoptions Docker 7 > Z A LA T a U ERRELET,
1 -
Device (config-app-hosting-docker)# run-opts 1
"-e TEAGENT_ ACCOUNT_TOKEN=[account-token]"

A7 713 |prepend-pkg-opts I lr—VF T v a % Docker 7 VA A KA TV 3
i - vevw—ULET,
Device (config-app-hosting-docker) # c HETALEIT LEXINET,
prepend-pkg-opts

A7y 14 |end 7TV =3y IRAT 47 Docker 227 4
B - Fal—var®— N2 T L, K EXEC T—

Device (config-app-hosting-docker) # end

NIZREY £9,

ThousandEyes Enterprise Agent @) AppGigabitEthernet 1 2 —2J =4 XD

FIEDHE

F IR D %

FIE

enable

configure terminal

inter face appgigabitethernet number
switchport trunk allowed vlan vian-ID
switchport modetrunk

end

o prwbdA

RE

ARV RFEEETIVa Y

=)

&M

enable
1 -

Device> enable

HbE EXEC & — NZBHB L ET,

AT T2

configureterminal

1

Device# configure terminal

Jao—\) a7 4 ¥ alb— gy ®— NEEith
Li‘a—o
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ThousandEyes Enterprise Agent DA > X k—JL .

AU RFERETIVa Y

B8

R T 7 3 |interface appgigabitethernet number AppGigabitEthernet Z%XE L, f v F—7 = A X =2
i Y74 X2l —vary T FERBLET,
Device (config) # interface AppGigabitEthernet 1/0/1 « AKXy JH[FEAA v F OEEE . number 55T

switch-number/0/1 T3,

ATy 7 4 |switchport trunk allowed vlan vian-ID RN 7 ECHFAIE&ND VLAND U A M &% E L E
i) : EE
Device (config-if)# switchport trunk allowed vlan

10-12,20

R Ty 75 | switchport mode trunk A E =T A REKFNR T o F = RIZ
Bl - RELTC, RAN—YV I DRNTL T YT~
Device (config-if)# switchport mode trunk @%7\ FrE—h Li—aﬁo

A7 76 |end A B =Tz A a7 Fal—varyE—FK
Bl - AT L. FPME EXEC £— FIZERY £,

Device (config-if)# end

ThousandEyes Enterprise Agent D1 > X k—)L

1R AR
ThousandEyes Enterprise Agent |X, UL FO URL £72137 7 v a7 7 A VTV AT LN A A
F—LT&EET,
FIEDHE
1. enable
2. app-hosting install appid application-name package package-path
3. app-hosting start appid application-name
4. end
F gD F%H
FIE
ARV FFERET7IVa Y B#Y
ATy 71 |enable KM EXEC B— & BsA L ¥,
1 -

Device> enable
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B ovr—vavhzssovgromz

AU REERIEXT7ZIYVaY B #Y

AT 72 |app-hogting install appid application-name package | $5& L7-iinb 7 7S A —a v A A h—)L
package-path LET,
1 -

Device# app-hosting install lkeyes
https://downloads.thousandeyes.com/
enterprise-agent/thousandeyes-enterprise-agent-3.0.cat9k. tar|

F7E

Device# app-hosting install appid lkeyes package

flash:/apps/ [greenfield-app-tar]

ATvT3

ATvT4

app-hosting start appid application-name (FFay) 7FV A r—a v BB LET,
1

Device# app-hosting start appid lkeyes

end FI) e a Y RATF 4V AT 4 Ko L—
fAi) : varE—RET L, FFHEXECE— FIZREY %

B

Device# end

Iz, show app-hosting liss ==~ > FOH Az L £,

Device# show app-hosting list

lkeyes RUNNING

TI)r—2 30 RAT 4 Y REDRESR

FIRDEE

showa~> REHHA L CREZMALET, 2~V NI EDIERFRTHALTLNENETA,

enable

show iox-service

show app-hosting detail

show app-hosting device

show app-hosting list

show interfaces trunk

show controller ethernet-controller AppGigabitEthernet interface-number

NOO A WN
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F IR D

FIE

2Ty

ATY

71

72

enable

e EXEC E— FEARNC L £,
e NRXRAU—FREANLET (FERINEHE)

51 -

Device> enable

show iox-service

F~T D Cisco [0x —EADATF—Z 25 Fm LET,

1 -

Device# show iox-service

IOx Infrastructure Summary:

IOx service
Libvirtd
Dockerd
Application DB Sync Info

I0x service (CAF)

IO0Ox service (HA)

IOx service (IOxman)
(

show app-hosting detail

T r— g TS

% -

Sec storage)

Not Running
Not Running
Not Running
Not Running
Running

Not Running
Not available

AEMTE A FRR LET,

Device# show app-hosting detail

State
Author
Application

Type

App id

Name

Version

Activated Profile Name
Description
Resource Reservation
Memory

Disk

CPU

VCPU
Attached devices
Type Name

Running
Cisco Systems, Inc

vim
Wireshark

Wireshark

3.4

custom

Ubuntu based Wireshark

1900 MB
10 MB
4000 units

TIVr—2 a3V RRTF 4y

Serial/shell
Serial/aux
Serial/Syslog

serial2

growz I
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Serial/Trace serial3
Network Interfaces

ethO:

MAC address : 52:54:dd:80:bd:59
IPv4 address
ethl:

MAC address : 52:54:dd:c7:7c:aa

IPv4 address

AT w74 show app-hosting device
USB 731 ZIZHT HEHRAER R LET,
11

Device# show app-hosting device
USB port Device name Available

1 Front USB 1 true

app-hosting appid testvm
app-vnic management guest-interface 0
app-device usb-port 1

AT 75 show app-hosting list
TV r—2 g b EFNODAT—ZAD—EXFR R LET,
1 -

Device# show app-hosting list

App id State

Wireshark Running

2T w76 showinterfacestrunk
Moo oA —T A AFHREFZRLET,
B -

Device# show interfaces trunk

Port Mode Encapsulation Status Native vlan
Gi3/0/1 on 802.1g trunking 1
Ap3/0/1 on 802.1g trunking 1

Port Vlans allowed on trunk
Gi3/0/1 1-4094
Ap3/0/1 1-4094

Port Vlans allowed and active in management domain
Gi3/0/1 1,8,10,100
Ap3/0/1 1,8,10,100

Port Vlans in spanning tree forwarding state and not pruned

Gi3/0/1 1,8,10,100
Ap3/0/1 1,8,10,100
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ATy 17

FIur—vav ity orgEoRE [

Device# show runnning-config interface AppGigabitEthernet 3/0/1

Building configuration...

Current configuration
|

interface AppGigabitEthernet3/0/1
switchport mode trunk

end

64 bytes

show controller ethernet-controller AppGigabitEthernet interface-number

N— R =T S HEARA AT AppGigabitEthernet 1 > % — 7 = A ADEZ(FICBT 2 HEHEREZFR L £

\j—‘o
&1

Device# show controller ethernet-controller AppGigabitEthernet 1/0/1

Transmit

Total bytes
Unicast frames

Unicast bytes

Multicast frames
Multicast bytes
Broadcast frames
Broadcast bytes

System FCS error frames
MacUnderrun frames
Pause frames

Cos 0 Pause frames

Cos 1 Pause frames
Cos 2 Pause frames
Cos 3 Pause frames
Cos 4 Pause frames
Cos 5 Pause frames
Cos 6 Pause frames
Cos 7 Pause frames

Oam frames

Oam frames

Minimum size frames

65 to 127 byte frames
128 to 255 byte frames
256 to 511 byte frames
512 to 1023 byte frames
1024 to 1518 byte frames
1519 to 2047 byte frames
2048 to 4095 byte frames
4096 to 8191 byte frames
8192 to 16383 byte frames
16384 to 32767 byte frame
> 32768 byte frames

Late collision frames
Excess Defer frames

Good (1 coll) frames
Good (>1 coll) frames
Deferred frames

Gold frames dropped

Gold frames truncated
Gold frames successful

1 collision frames

2 collision frames

O O O OO OO OO OO0 0OO0O0O0O0O0O00O0O0O00O0OOO0OOOOOOOOOOOLOOOOOOO OO

3 collision frames

AppGigabitEthernetl/0/1

O O O O O OO OO OO0 O0O0O0O00O00O00O00O00O0O0O0OO0OO0OOOOOOOOOOOOO OO

Receive

Total bytes

Unicast frames

Unicast bytes
Multicast frames
Multicast bytes
Broadcast frames
Broadcast bytes
IpgViolation frames
MacOverrun frames
frames

Pause frames
Pause frames
Pause frames
Pause frames
Pause frames
Pause frames
Pause frames
Pause frames
OamProcessed frames
OamDropped frames
Minimum size frames

65 to 127 byte frames
128 to 255 byte frames
256 to 511 byte frames
512 to 1023 byte frames

Paus
Cos
Cos
Cos
Cos
Cos
Cos
Cos
Cos

1024
1519
2048
4096
8192

e
0

1
2
3
4
5
6

7

to
to
to
to
to

1518 byte frames
2047 byte frames
4095 byte frames
8191 byte frames
16383 byte frames

16384 to 32767 byte frame
> 32768 byte frames
SymbolErr frames
Collision fragments
ValidUnderSize frames
InvalidOverSize frames
ValidOverSize frames
FcsErr frames

Cisco 10S XE Bengaluru17.6x 704 5<vEY T4 av24F¥aL—vav A4 K ||



FIIr—vavRRF4vY |
B 77— x5 vomEm

collision frames
collision frames
collision frames
collision frames
collision frames
9 collision frames
10 collision frames
11 collision frames
12 collision frames
13 collision frames
14 collision frames
15 collision frames
Excess collision frame

@0 J oy U b

O O O OO OO0 Oooo oo

TIVr—23 0 RAT 4 0T DEREH

WIWZ, TV —a RAT 4 THEBEDREICHET A I F Sz~ LET,
{51 - Cisco 10x DEHZHhIE

WIZ, Cisco IOxZHNMZTHHERLET,

Device> enable

Device# configure terminal

Device (config) # iox

Device (config) # username cisco privilege 15 password 0 ciscol
Device (config) # end

Bl : BIE/SRILVLAN R— bDT7 TYH5—2 3 0 RRATA VI DETE
A

GE) Z D& 73 i, Cisco I0S XE Amsterdam 17.1.1 DOV U — 2 (2@ HA & k1,

WIZ, HIE SRV DOVLANR— FTT ) r—va VR AT 4 VT BRET DU %R
LET,

Device# configure terminal

Device (config) # interface AppGigabitEthernet 1/0/1

Device (config-if)# switchport trunk allowed vlan 10-12,20

Device (config-if)# switchport mode trunk

Device (config-if) # exit

Device (config) # app-hosting appid iox_ app

Device (config-app-hosting)# app-vnic AppGigabitEthernet trunk

Device (config-config-app-hosting-trunk) # vlan 10 guest-interface 2

Device (config-config-app-hosting-vlan-access-ip)# guest-ipaddress 192.168.0.1
netmask 255.255.255.0
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Bl FIEARL RSV oR— 0T T r—vavhzTsoroBE |

Device (config-config-app-hosting-vlan access-ip)# end

Bl BIE/ANRILES VD OR— DT T)r—2 a3 VikA T4 0T D%

WIZ, BN D N T I R— " TT TNV r— gV RAT (o T hRET L0 %
w~LET,

Device# configure terminal

Device (config) # interface AppGigabitEthernet 3/0/1

Device (config-if)# switchport trunk allowed vlan 10-12,20
Device (config-if)# switchport mode trunk

Device (config-if) # exit

Device (config) # app-hosting appid iox_app

Device (config-app-hosting) # app-vnic AppGigabitEthernet trunk
Device (config-config-app-hosting-trunk) # guest-interface 2
Device (config-config-app-hosting-trunk) # end

B : disk0: ™ANST TYH5—30FA AR R—)L
Iz, disk0: ™o T 7V A —adA A M=Vt 56% R LET,

Device> enable
Device# app-hosting install appid iperf3 package diskO:iperf3.tar

Installing package 'diskO:iperf3.tar' for 'iperf3'. Use 'show app-hosting list' for
progress.

Device# show app-hosting list
App id State

iperf3 DEPLOYED

Switch#app-hosting activate appid iperf3
iperf3 activated successfully
Current state is: ACTIVATED

Switch#

Switch#show app-hosting list

App id State
iperf3 ACTIVATED

Switch#app-hosting start appid iperf3
iperf3 started successfully

Current state is: RUNNING

Switch#show app-hosting list

App id State
iperf3 RUNNING
Device#
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Bl . 7TVr—3 DS

ZOBITIE, TV = a rE2EBT L HEERLET,

Device>

enable

Device# configure terminal

Device (config) # app-hosting appid iox_app
Device (config-app-hosting) # start

Device (config-app-hosting) # end

Bl : 7TV —3>D54 7549

Wiz, 770 —>av A VA= NVEBIORT A VA M—NT 502~ LET,

Device>
Device#
Device#
Device#
Device#
Device#
Device#

enable

app-hosting
app-hosting
app-hosting
app-hosting
app-hosting
app-hosting

install appid iox_app package usbflashl:my iox app.tar.tar
activate appid iox_ app

start appid iox_ app

stop appid iox_app

deactivate appid iox_app

uninstall appid iox_app

5] : Docker 5> A2 A LA T a2 DETE

ZOFITIX, Docker 7 Z A LK T a L ERETAHAFEZRLET,

Device>

enable

Device# configure terminal
Device (config) # app-hosting appid iox_app
Device (config-app-hosting) # app-resource docker

Device
Device

(
(
(
(

config-app-hosting-docker) # run-opts 1 "-v $(APP_DATA) :/data"
config-app-hosting-docker) # run-opts 3 "--entrypoint '/bin/sleep 1000000'"

Device (config-app-hosting-docker) # end

Bl : A>T FOEMIP7 FLADETE

WIZ, AT FOFHKNIP T FLAZRETHH %2R LET,

Device>

enable

Device# configure terminal

Device (config) # app-hosting appid iox_app

Device (config-app-hosting) # name-server0 10.2.2.2

Device (config-app-hosting) # app-vnic management guest-interface 0

Device (config-app-hosting-mgmt-gateway) # guest-ipaddress 172.19.0.24 netmask 255.255.255.0
Device (config-app-hosting-mgmt-gateway) # exit

Device (config-app-hosting) # app-default-gateway 172.19.0.23 guest-interface 0
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Bl gEA— D7 TUr—var kT v v0RE [

Device (config-app-hosting) # end

Bl EBBR— P TOT7ITIVr—2a3 0 RRAT4 VI DETE

ZOBITIE, TV = aryDIPT FLAZFETHRET D HEZRLET,

Device# configure terminal

Device (config) # interface gigabitethernet 0/0

Device (config-if)# vrf forwarding Mgmt-vrf

Device (config-if)# ip address 198.51.100.1 255.255.255.254

Device

config-if)# exit

Device (config-app-hosting) # app-vnic management guest-interface 1
Device (config-app-hosting-mgmt-gateway) # end

(
(
(
Device (config) # app-hosting appid iox_app
(
(

Bl: 7TV5—23 0D —RABRENDLEE

ZOBITE, TV = arDl) Y—AREE LEXTIHIHEEERLET,

Device# configure terminal

Device (config) # app-hosting appid iox_app

Device (config-app-hosting) # app-resource profile custom
Device (config-app-resource-profile-custom)# cpu 7400

Device (config-app-resource-profile-custom) # vecpu 2

(
(
Device (config-app-resource-profile-custom) # memory 2048
(
(

Device (config-app-resource-profile-custom) # end

5] : ThousandEyes Enterprise Agent D1 > X F—JL
WOBNE, KOFEERLET,
< 10x ZHMET %,

T TV = a Y RAT A VT ERET D,

+ AppGigabitEthernet " — h ZFXET 5,

« ThousandEyes Enterprise Agent & A > A h—/L§ 5%,

WOBENL, 10x #8572 HiEERLTWET,

Device> enable

Device# configure terminal

Device (config) # iox

Device (config) # username cisco privilege 15 password 0 ciscol
Device (config) # end
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W OFIE, AppHosting % 5 ET 561 %7~ L TWET,

Device> enable

Device# configure terminal

Device (config) # app-hosting appid appid lkeyes

Device (config-app-hosting) # app-vnic AppGigabitEthernet trunk
Device (config-config-app-hosting-trunk) # vlan 10 guest-interface 2
Device (config-config-app-hosting-vlan-access-ip)# guest-ipaddress 172.19.0.24
netmask 255.255.255.0

Device (config-config-app-hosting-vlan-access-ip) # exit

Device (config-config-app-hosting-trunk) # exit

Device (config-app-hosting) # app-default-gateway 172.19.0.23
guest-interface 0

Device (config-app-hosting) # name-server0 10.2.2.2

Device (config-app-hosting) # app-resource docker

Device (config-app-hosting-docker) # run-opts 1

"-e TEAGENT ACCOUNT TOKEN=[account-token]"

Device (config-app-hosting-docker) # prepend-pkg-opts

Device (config-app-hosting-docker) # end

WOBIX, Appgigabitethernet £ > % —7 = A A& RET H HikE R L TV ET,

Device> enable

Device# configure terminal

Device (config) # interface AppGigabitEthernet 1/0/1

Device (config-if)# switchport trunk allowed vlan 10-12,20
Device (config-if)# switchport mode trunk

Device (config-if)# end

WK DX, ThousandEyes Enterprise Agent % A > A h—/)L§ 5 kAR L TWVET,

\)

GE) 7T 74—V R T 7Y r—3 3 % ThousandEyes Web ¥ "B 4 0 — K925 0,
WRolr—Ifb &N V= T 4=V R TPV r—2al k77 v adZyr AV AT AND
AVAR—NLTEET,

Device> enable

Device# Device# app-hosting install lkeyes https://downloads.thousandeyes.com/
enterprise-agent/thousandeyes-enterprise-agent-3.0.cat9k.tar

OR

Device# app-hosting install appid lkeyes package flash:/apps/[greenfield-app-tar]
Device# app-hosting start appid lkeyes

Device# end

ThousandEyes Enterprise Agent 0 5% 7€ {5
Iz, show app-hosting detail =~ > RO HHIZ R L ET,

Device# show app-hosting detail

App id : lkeyes
Owner : iox
State : RUNNING
Application
Type : docker
Name : thousandeyes/enterprise-agent
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ThousandEyes Enterprise Agent 0 5% 7€ {4l .

Version : 3.0
Description :
Path : flash:thousandeyes-enterprise-agent-3.0.cat9%k.tar
URL Path H

Activated profile name : custom

Resource reservation
Memory : 0 MB
Disk : 1 MB
CPU : 1850 units
CPU-percent : 25 %
VCPU : 1

Attached devices
Type Name Alias
serial/shell iox console_shell serialO
serial/aux iox console_aux seriall
serial/syslog iox syslog serial2
serial/trace iox trace serial3

Network interfaces
ethO:
MAC address
IPv4 address
IPv6 address
Network name

52:54:dd:c0:a2:ab
10.0.0.110

mgmt-bridge-v14

Docker
Run-time information
Command
Entry-point /sbin/my init
Run options in use : —e TEAGENT_ ACCOUNT_TOKEN=TOKEN_NOT_ SET ——hostname:$(SYSTEM_NAME)
--cap-add=NET_ADMIN
--mount type=tmpfs,destination=/var/log/agent, tmpfs-size=140m
—--mount
type=tmpfs,destination=/var/lib/te-agent/data, tmpfs-size=200m
-v $(APP_DATA) /data:/var/lib/te-agent —e TEAGENT_PROXY_ TYPE=DIRECT

—-e TEAGENT_PROXY LOCATION= -e TEAGENT_ PROXY USER= -e
TEAGENT_PROXY AUTH_TYPE=
-e TEAGENT_PROXY PASS= -e TEAGENT_ PROXY BYPASS LIST= -e
TEAGENT_KDC_USER=
—-e TEAGENT_KDC_PASS= -e TEAGENT_ KDC_ REALM= -e TEAGENT_KDC_HOST=
-e TEAGENT_ KDC_ PORT=88
—-e TEAGENT_ KERBEROS WHITELIST= -e TEAGENT_ KERBEROS RDNS=1 -e
PROXY_APT=
-e APT_ PROXY USER= -e APT PROXY PASS= -e APT PROXY LOCATION=
-e TEAGENT_AUTO_UPDATES=1
-e TEAGENT_ ACCOUNT_TOKEN=r3d29srpebr4j845lvnamwhswlori2xs
--hostname=cat9k-9300-usb --memory=1g
Package run options : —e TEAGENT ACCOUNT TOKEN=TOKEN_ NOT_ SET ——hostname:$(SYSTEM_NAME)
--cap-add=NET_ADMIN
--mount type=tmpfs,destination=/var/log/agent,tmpfs-size=140m
—--mount
type=tmpfs,destination=/var/lib/te-agent/data, tmpfs-size=200m
-v $ (APP_DATA) /data:/var/lib/te-agent —e TEAGENT_PROXY TYPE=DIRECT

—-e TEAGENT_PROXY LOCATION= -e TEAGENT_ PROXY USER= -e

TEAGENT_PROXY AUTH_TYPE=
-e TEAGENT_PROXY PASS= -e TEAGENT_ PROXY BYPASS LIST= -e
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TEAGENT_KDC_USER=
—-e TEAGENT_KDC_PASS= -e TEAGENT_ KDC_ REALM= -e TEAGENT_KDC_HOST=

-e TEAGENT_KDC_ PORT=88 -e TEAGENT KERBEROS WHITELIST= -e
TEAGENT_ KERBEROS_RDNS=1
-e PROXY_ APT= -e APT_PROXY USER= -e APT_ PROXY PASS= -e
APT_PROXY LOCATION=
—-e TEAGENT_AUTO_UPDATES=1
Application health information
Status : 0
Last probe error
Last probe output

X @ show running-configuration =~ > KO AHIEL, EHIP 7 RLUAOREEZ R L TWE
D

Device# show running-config | section app-hosting

app-hosting appid lkeyes

app-vnic AppGigabitEthernet trunk

vlan 14 guest-interface 0

guest-ipaddress 10.0.0.110 netmask 255.255.255.0
app-default-gateway 10.0.0.1 guest-interface 0
app-resource docker

prepend-pkg-opts

run-opts 1 "-e TEAGENT ACCOUNT TOKEN=r3d29srpebr4j845lvnamwhswlori2xs"

run-opts 2 "--hostname=cat9%k-9300-usb --memory=1g"
name-server0 10.0.0.1
start

X show running-configuration =~ > RO HFNL, FHHIIP T RLADORE L 7'rFk o —
N—DIF#RERLTWET,

Device# show running-config | section app-hosting

app-hosting appid lkeyes

app-vnic AppGigabitEthernet trunk

vlan 14 guest-interface 0O

guest-ipaddress 172.27.0.137 netmask 255.240.0.0

app-default-gateway 172.27.0.129 guest-interface 0

app-resource docker

run-opts 1 "-e TEAGENT ACCOUNT TOKEN=r3d29srpebr4j845lvnamwhswlori2xs"
run-opts 3 "-e TEAGENT PROXY TYPE=STATIC"

run-opts 4 "-e TEAGENT PROXY LOCATION='proxy-wsa.esl.cisco.com:80'"
prepend-pkg-opts

name-server(O 172.16.0.2

start

RIZ, Docker 7 v ¥ A LA T v a & ~—3 S {7 app-resource Docker /3 v 77— U & AT L7
e oWl 2R L ET,

// Example of "prepend-package-opts" merging
app-hosting appid TEST

app-vnic management guest-interface 3
app-resource docker

prepend-package-opts !!!

run-opts 1 "--entrypoint '/bin/sleep 1000000'"
run-opts 2 "-e TEST=1 "

# Specify runtime and startup
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startup:
runtime options: "--env MYVAR2=foo --cap-add=NET ADMIN"

Merged docker run-opts passed to CAF's activation payload:

{"auto_deactivate": false, "resources": {"profile": "custom", "cpu":

"1000", "memory": "1024", "rootfs size": "0", "vcpu": 1, "disk": 10, "network":
[{"interface-name": "eth3", "network-name": "mgmt-bridgelO0"}, {"interface-name":
"eth4", "network-type": "vlan", "mode": "static", "ipv4": {"ip": "10.2.0.100",
"prefix": "24", "default": false, "gateway": "" },"network-info": { "vlan-id": "10" },
"mac_ forwarding": "no", "mirroring": "no"}, {"interface-name": "ethO",
"network-type": "vlan", "network-info": { "vlan-id": "12" }, "mac_forwarding": "no",
"mirroring": "no"}, {"interface-name": "eth2", "network-type": "vlan", "networkinfo":
{"vlan-id": "22" }, "mac_forwarding": "no", "mirroring": "no"},

{"interface—-name

": "ethl", "network-type": "vlan", "network-info": {"vlan-id": "all" },
"mac_forwarding": "no", "mirroring": "no"}]},

"startup":{"runtime options":"--env MYVAR2=foo --cap-add=NET_ADMIN --
entrypoint'/bin/sleep 1000000' -e TEST=1"}}

// Example of no "prepend-package-opts" which is the current behavior since

16.12 where pkg.yml default runoptions are ignored.

app-hosting appid TEST

app-vnic management guest-interface 3

app-resource docker !!!

run-opts 1 "--entrypoint '/bin/sleep 1000000'"

run-opts 2 "-e TEST=1 "

# Specify runtime and startup

startup:

runtime options: "--env MYVAR2=foo --cap-add=NET ADMIN"

Merged docker run-opts passed to CAF's activation payload:

{"auto_deactivate": false, "resources": {"profile": "custom", "cpu":

"1000", "memory": "1024", "rootfs size": "0", "vcpu": 1, "disk": 10, "network":
[{"interface-name": "eth3", "network-name": "mgmt-bridgelO0"}, {"interface-name":
"eth4", "network-type": "vlan", "mode": "static", "ipv4": {"ip": "10.2.0.100",
"prefix": "24", "default": false, "gateway": "" },"network-info": { "vlan-id": "10" },
"mac_ forwarding": "no", "mirroring": "no"}, {"interface-name": "ethO",
"network-type": "vlan", "network-info": { "vlan-id": "12" }, "mac_forwarding": "no",
"mirroring": "no"}, {"interface-name": "eth2", "network-type": "vlan", "networkinfo":
{"vlan-id": "22" }, "mac_forwarding": "no", "mirroring": "no"},

{"interface-name": "ethl", "network-type": "vlan", "network-info": {"vlan-id": "all" },
"mac_forwarding": "no", "mirroring": "no"}]},

"startup":{"runtime options":"--entrypoint '/bin/sleep 1000000' -e

TEST=1"}}

// Config 1 : default behavior when "app-resource docker" is not

configured.

app-hosting appid TEST
app-vnic management guest-interface 3

// Config 2: no docker run-opts specified
app-hosting appid TEST

app-vnic management guest-interface 3
app-resource docker

prepend-package-opts

Cisco 10S XE Bengaluru17.6x 704 5<vEY T4 av24F¥aL—vav A4 K ||




B otos=as

FIIr—vavRRF4vY |

ZTDMDSEER

EEEH

EhEEE RZaTFILEA L

TnrI=el T4 avs N TnrsI<wel T avr R 7y
A

DevNet https://developer.cisco.com/docs/

app-hosting/

Cisco Catalyst 9400 U — X XA v F D M2 SATA M2 SATA £ = — /b

A v F D M2 SATA

Cisco Catalyst 9500 /A /N7 4 —< 2 A LU —ZX X |M2ATAEY = — /b

Cisco Catalyst 9600 2 J — X A A » F D M2 SATA M2 SATA £V = —/b

Cisco Catalyst 9300 > U — X A A » F D USB3.0 SSD |USB 3.0 SD D% iE

Cisco Catalyst 9500 2 U — 2 XA 5 USB3.0 SSD |USB 3.0 SSD D% &

ThousandEyes URL https://app.thousandeyes.com

SRADTYZANLHYR—F

A

>y

VAADYR— I WebH A FTIE, VAIOREST 7 sy —
T2 RNy a—T 4 U ZICBEILTWEET 5 8012,
YA T ARV =N EFI LD ETOIEERA T ) Y =A%
L TWET,

BHEWORGOEX 2 U 7 4 fFROETEHRE AFT 7201,
Cisco Notification Service (Field Notice 2>5 7 27 & &) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R LR —ERITIMATE ET,

VAADYHR— K Web VA ROV — T 7 AT DT,
Cisco.com D —HF ID BLUOXRA T — RBRMLTETT,

http://www.cisco.com/support

TITV =230 RAT 4 VBT DHRETRR
ROFNZ, ZOFY 2a— /L THA LIHEEICET 2 ) U —AFWE R LEd, ZoRIiT, V7
Fo=7 VU =R bLA TEHEBEOYR— RN EASNILEDY 7 by =T VU —R72

[ CiscolOS XEBengaluru17.6x 7O S5<YEYF 4 2> T4 FaL—2a v A K


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/command/1612/b_1612_programmability_cr/programmability.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/command/1612/b_1612_programmability_cr/programmability.html
https://developer.cisco.com/docs/app-hosting/
https://developer.cisco.com/docs/app-hosting/
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9400/software/release/17-1/configuration_guide/int_hw/b_171_int_and_hw_9400_cg/m2_sata_module_on_catalyst_9400_supervisor.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release/17-2/configuration_guide/int_hw/b_172_int_and_hw_9500_cg/m2_sata_module.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9600/software/release/17-2/configuration_guide/int_hw/b_172_int_and_hw_9600_cg/m2_sata_module.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-11/configuration_guide/int_hw/b_1611_int_and_hw_9300_cg/configuring_usb_3_0_ssd.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release/17-2/configuration_guide/int_hw/b_172_int_and_hw_9500_cg/configuring_usb_3_0_ssd.html
https://app.thousandeyes.com
http://www.cisco.com/support

| 77u—vavhzrsaoy
FIUr—vavwxT 4 v 7IcEd sutEn [

T%rbfwi# ZTOMEEEIX. FFITHT O R WRY . ZNLIFEO—HED Y 7 by =T U Y —
ATHYAR—FENET,

T7 Y b7 —bDYR— I BIOV AT YT MU= T A A=V OV R— MIBET 2R E B
&9 %IZ1%, Cisco Feature Navigator Z i/l L 7, Cisco Feature Navigator |27 7 & 29 2|2
1. www.cisco.com/go/ctn IZFE) L £ 7, Ciscocom DT 7> MILEH Y FHA,

R50: 7TV —23 Y RAT 4 VT IZET DILREIER

e 1)) —2 P EEIEER

T r— g2 FRA Cisco IOS XE Gibraltar RAT > K77V r— 3 i Software

TAT 16.12.1 asaService (SaaS) YV a2—3 3 Th
Cisco I0S XE Amsterdam | V. =—HIZZ DV Y 2— 3 D%E
17.1.1 ITEERZTRIZZ T FinbiTH 2
Cisco I0S XE Amsterdam | 23 CEET0 ZOFY 2 —/V T,
17.2.1 TTVIr—vay RAT 4 v THERE

% PO TR
Cisco 10S XE Bengaluru ZOHICDTFIECHONTHA L E T,
17.5.1 Z OFEEEIX. Cisco IOS XE Gibraltar
Cisco I0S XE Cupertino 16.12.1 €, Cisco Catalyst 9300 *
17.7.1 U= A v FIZFEESNEL
7

Z OKEREIX. Cisco 10S XE
Amsterdam 17.1.1 T, Cisco Catalyst
9400 >V — R AA v FITEES
F L7

Cisco 10S XE Amsterdam 17.2.1 T

I, T OHEEEIX Cisco Catalyst 9500
/\/])/\721‘*—’\7/X =X 2
4 v F, B LW Cisco Catalyst 9600
V=X ALy FIZFEINEL
7

Z OFrEIL. Cisco 10S XE Bengaluru
17.5.1 C, Cisco Catalyst9410 2/ J —
R AL yFIZFEEINE L,

Z OFEREIX. CiscoI0S XE Cupertino
17.7.1 T, Cisco Catalyst 9500X
=X A v FIZEEINEL
7o

Cisco 10S XE Bengaluru17.6x 704 5<vEY T4 av24F¥aL—vav A4 K ||


http://www.cisco.com/go/cfn

B 770530 wz7 00587 piaeER

FIIr—vavRRF4vY |

)1)—2R

TV r—va s RA
TAT N T T
T adh SSD ~DT 7Y
r—a OB EERER
JOHEA A F—b

Cisco 10S XE Bengaluru
17.6.1

10X 25 FRELHEN L THID AT 1 7 H3 R S
NiH&IE, $XTo7 7Y r—va
YEHLWATATICBITL, 2T
TR HET & A CIREBICE TS 2 48
VAN o/
CiscoIOS XE Bengaluru 17.6.1 Ti&, Z®
BREIIRD T Z v F 7+ — L THAZ
WE LT,

« Cisco Catalyst 9300 33 & U 9300L -

V=X AL v F

» Cisco Catalyst 9400 > U — X A A v
%

TV = ay RA
T 7 HIE SR D
Fy NI —=IR—=F T2
+ &

Cisco IOS XE Gibraltar
16.12.1

Cisco IOS XE Amsterdam
17.1.1

TIVr—aV IRAT 4T aT
T LRI/ AN DR Y T —27 R— |
MOT =2 2w EEALET, *
7o, B/ SR NAVDF v U —2 T ZTP
FEREMNH M2 0 £,

Z OFRElX. CiscoIOS XE Gibraltar
16.12.1 T, Cisco Catalyst 9300 >~
V=X ZA v FIZHEINE L
72

Z OIBEIX. Cisco IOS XE
Amsterdam 17.1.1 C, Cisco Catalyst
9400 vV — X A A wFITHEEI
F L7,

TV — g KA
VAR V7R [TV VIR0
USBAR—FT7 7R

Cisco IOS XE Gibraltar
16.12.1

Cisco IOS XE Amsterdam
17.1.1

TV — g IRAT 4T AT
F LI/ %L D USB "— i DF —
B NAH A BALET,

Z Of%EEIX. CiscolOS XE Gibraltar
16.12.1 T, Cisco Catalyst 9300 >~
U= A v FIZREINEL
7=

Z OBEREIL. Cisco I0S XE
Amsterdam 17.1.1 C, Cisco Catalyst
9400 2 U — X AA v FIZFEEEN
F L7,

[ CiscolOS XEBengaluru17.6x 7O S5<YEYF 4 2> T4 FaL—2a v A K



| 77u45—vavkzrFavy

FIUr—vavwxT 4 v 7IcEd sutEn [

IJ IJ—X

HEEER

TV =g s RA
7 4 7 : ThousandEyes
DREE

Cisco IOS XE Amsterdam
17.3.3

Cisco 10S XE Bengaluru
17.5.1

Cisco 10S XE Bengaluru
17.6.1

ThousandEyes X, 7 7 7 RxpHSo=
B —TFA X Xy NT—J R —)L
ThHhO, ry hU—27 L —E ALK
DTy RV =2 RO a—zfi L
7,

« Z OFEREIL. Cisco 10S XE
Amsterdam 17.3.3 C, Cisco Catalyst
9300 33 L TV9300L > U — R A A v
FlTHRESNE L,

Z OFREIE. Cisco 10S XE Bengaluru
17.5.1 C, Cisco Catalyst9400 >V —
X ALy FICEEINE L,

« ZOHEBEIX. CiscolIOS XE Bengaluru
17.6.1 T, Cisco Catalyst 9300X
V=X A v FICFELEINFEL
7o

G
ThousandEyes #t & #HEIX. Cisco 10S
XEBengaluru17.4.x U U — XA ClI ¥R —
FENTWER A,

ThousandEyes BrowserBot

Cisco 10S XE Bengaluru
17.6.1

ThousandEyes 7 K4 > =—3 = > hE—
KRR R—rENTHET, 7 KF
E—RNE. Mo rvaroxsY

7 MbT A~ FH® BrowserBot & #2fit L
*7,

CiscoIOS XE Bengaluru 17.6.1 Ti&, Z®
BREITIKD T T v b7+ — L TEHAS
nE L,

* Cisco Catalyst 9300, 9300L, F XN
9300X v U —X A A v

» Cisco Catalyst 9400 & U — X A A v
9:

Cisco 10S XE Bengaluru17.6x 704 5<vEY T4 av24F¥aL—vav A4 K ||



B 770530 wz7 00587 piaeER

FIIr—vavRRF4vY |

HRER 1)1)—=R FERETEER

FA 7 4 7 Docker 71 > 7 | Cisco [0S XE Amsterdam | 77"V /r—3 5 > o> A By FHEL B AE

FTFVr—varo 1721 HEATDE. 77y b7+ —AITHA

H B i ) Cisco IOS XE Bengaluru | ST 7V r—a id, Y AT A
17.5.1 DAA  F A — " —F I LR BRI

RRICBOE S BRIREE 2 HERF T &
F79. ZOWREIZT 74V P THEZT
by, A—PREHITDHLITTE
FHEA

Z OFEREIX, Cisco 10S XE
Amsterdam 17.2.1 C, Cisco Catalyst
9300 vV — X AA wFITHEEI
F L7,

Z OFEREIL, CiscoIOS XE Bengaluru
17.5.1 T, Cisco Catalyst9410 > U —
XAy FICRESNE LT,

[ CiscolOS XEBengaluru17.6x 7O S5<YEYF 4 2> T4 FaL—2a v A K



5

L]
z
2
g
e
i
g
=
]
1
&

V.

OpenFlow

* OpenFlow (419 ~<—7)
=TT —F— RTCONATXAFZEY T 4

(439 ~—3)






s 11 =

OpenFlow

ZDEY 22—V Tl 7T/3 AT OpenFlow ZH 41t L TRET D HIEZHOWTHHLET,

« OpenFlow DORFIESEM: (419 ~—)
s OpenFlow OHFIHIE (419 =—)
* OpenFlow (22T (420 =*—7Y)

* OpenFlow D% E 1L (426 ~—2)
* OpenFlow DR (431 ~—27)

* OpenFlow OFXER] (434 ~—2)

« CORMDBEGE (435 ~—)

* OpenFlow OFERENGH (436 ~—)

OpenFlow D AETESH

7 /3A A% OpenFlow £— N CEEIT20E N H Y £9, (OpenFlow E— NiE, 734 AT
boot modeopenflow =~ > RZFHET L LAV ET, TXTOR— IR DOE— RIZR
V. T3 AILIET O Cisco I0S XE BREA VAR — b L72a< 720 £9)

OpenFlow D #I#9E1E

« 7 /34 AT OpenFlow £ — R AT H551L, RIOREEZTXTHEL, 77 vva
Ty ANV AT LG viandat 7 7 A L & stby-viandat 7 7 A AV EHIBR L F9,

o 7 /3A A Openflow E— ROGE | 735 ANWHE— FO L (T 2o = b
n—)L 7L —r7ubhar, R—F—4F—roxA 7o an (BGP) . A=Y
Y—>nm h=aL (STP) . R— FF ¥ %/, StackWise Virtual 72 EZF N LRNTL 72
éb\o

Cisco 10S XE Bengaluru17.6x 704 5<vEY T4 av24F¥aL—vav A4 K ||



OpenFlow |
. OpenFlow (2D T

OpenFlow [2DLVT

FEREICBAT 2REMIZ DV T, ROBHASR L T ES 0,

OpenFlow D=

OpenFlow & Open Networking Foundation (ONF) OfEART, 7 m—~_—2 DRk A 7 F X |k
T F vl BRI NLET TV r—vary Tual I h A v —T oA AEEHRLET,
OpenFlow TiX, EXaT7RF ¥ RXLEN LT, TNA ADT T —7 1 7 HEREZ T AT
THIENTEET,

OpenFlow (%, =¥ hr—7 (2 bhr—ATL—r) A —PRy N2 vF (T—FTL—
¥) OROT 8 b2 T, 2L v FIZiE, " T I VICRBESNE T 0 —T =T A3 HY
£9. Tr—tiE, IMHDT =T NMIEET LTy hERHNDLLDOL— LT,

AA v F D OpenFlow =—3 = > hiL, OpenFlow 7' v ha/L &AL Tar hue—F LiEfE
LEd, =—Y = ME, OpenFlow 1.0 (F#~7' = k=/L0x1) & OpenFlow 1.3 (F#~7'= K
2L 0x4) O G EVR—FLTWET, R ODay hr—J %8 TEET, ZhbHD
PHLIIAA v FA—A_"—RITHER ST, a2 b —J 13—V = MIHERT D LERD
DET,

Cisco Catalyst 9400 3/ U — X A A » FTOD OpenFlow DEHEFAT— NV ATT, /Ay
T 74T —FT 47 (NSF) IV R—FrInNTWHEHA, AX NN DA—R—=A WL, 7
o—5—X_X—2ZLEHLET A,

Openflow 2> ~rO—5

Openflow =t > b 7 —F %, Openflow 77 k =L Zffi [l L T Openflow A A v F &LV HY 5
TUT 4T 4 TT, IFEAEDEAE, 22 bu—F 3% D Openflow i B A A~ F & EH T
HY7 N7 T, aryba—7TiERry NI —2 %t FRTE, FHE T E6E
HALT, X2y NUV—27 NI 7 4 v 7 OB FIRIZOWTIHMELE R DU AT L (A v TFEBLW
N—&) IR EHT N TEET, B, 2 br—7d Linux — N TETSN,
OpenFlow xfJis A A » FITIP #f CE HLENRH Y £,

ayvhe—JFASL v T EEHL, A vTF LETT7e—2@ARBIOHIRLET, ZNHD7
72—, OpenFlow 1.3 BL 1.0 RG] & 77 vary) oo 72y & HR—F
LTWET,

AA v FiX, BHA—MEFEHL T be—J 28 LET, BHEA— MNIE MO Virtual
Routing and Forwarding (VRF) A V' AX L AOHIZHY | FO-Hary ha—F3~DkxaT
AR LET, 3 e — T2 A vy FITHRT DITIE, a2 hr—F ~ DR ARE
RIPT RLRAER—MEFEZHELET,

[ CiscolOS XEBengaluru17.6x 7O S5<YEYF 4 2> T4 FaL—2a v A K



| OpenFlow

JO0—0NEHE

sn—ogE [

Zu—x2 ML, Ny hORELEWFLIZEREINS 77— T —T7 AV NOEETT, I
WZiE, BEREOELIAM L~ Ty NERGT 5700 —HORE T —/V R, AT
LH—HOMT, Ny by E BXONS N AT EREGEERTWET, 2, Tr—
TLIHAADLT IS ON=R AL LT NERITIET 7T 47 ZALT TN bREEMT S
nTEL, 7a—0HHHIBRICEH SNET,

YR—rEND 70 —FT—7 ML, H&K32 TT,
K 7u— IR OERERME L ET,

o BESENANL : EERNBAL OBV 7 B —3 IR A SNET, 7 —OBH TIX, HEINE
FMENIC AN T, TR TO 7 o —ITEBEIEN 2T A HNERH Y 97,

BET 4=y FERET IOV —x2 N O—E, BAET 4 —/ RiX, &
FEERRT Y b AT =T 4=V RERETEET, 74—V NIZRAEFEHRDIEE S
NTWARWEAIZ, YAV R — FBMERAESNET,

s T U vay Ny MR L TIER T B #AE,

OpenFlow /XA TS5 4 >

OpenFlow /XA 774 %, Vo7 &nizr7n—7—7 /10O v kT, OpenFlow A1 v FTD
BE, Bk, BNy PEEZREELES, A—NMI. Ty FRASA T T4 ITHAY
T H%ATTY,

Ny MEIATIAR— FTRE S, AR — MIEE S 415 OpenFlow /31 77 A 28 5T
WMEINET, 7y MADR—= NI, AT T4 BIRTRry MKk -> THiA S, ]
Ty RBRAAL vy FICZEFEINTEAR—FERLET, ANMF— NI, 7e—0—HK7 11— /L K&
LTHEATE D LICERBRLTLIEEN,

Ta—=T7rvarEERTLE. Xy NESRL T T UNOEBEDOT — 7 T ELE LT
L7e, 7= NETHERESCVERY L2352 ¢mTcEEd, —HI27r—= U
BT G T 72 a UBRIROT — T NVERE LWEE, A 774 EIIEIE L E
T, ZORRT, Ny MIEHEEIN, BEInET, Ny NI Rry 7945284 T
xFET,

OpenFlow A A v F D7 v —7—7 21X, 0MBIEICE BT bR Ed, 1 7T
TEIL, 7a—7—7r007a—x MIIZH LTy hERAETHZENLIHED E
T, DT —TNDO—FHET 7 aryOfRISUT, thorve—F7—7 NV EEHTEE
T, ZTORER, RO T—7 D 7a—x ) Xy NR—HT D AREERH D £,

HR—bkEhBdMatch 724 —ILKETH O a Y

Match 7 1 —/V RiE, Ty by X =L ANR—a2ET, Ty FRREEND 7 1 —L
RT9, Match 7 4 —/L FiZ, VAV FAU—F (EEOMHEIZ—F) IZTHTENTE, 71—
NRDBRSNTZE Yy MZ—ET D8y h~ A7 ZfETE £,

Cisco 10S XE Bengaluru17.6x 704 5<vEY T4 av24F¥aL—vav A4 K ||



OpenFlow |
B sx—trshaMach 7 —LrEFHroay

T vaiE, Ny NeAR— NERITREOT — T ZEIRET HEME, E3 Ty F T 44—
VREEETLHIETT, 773 a i, 7e—= v M ICEEM T om0 —B, -
I N—TF s N ICEEM T O T Vv a vy RELTHRETEET, Fr—7x
MUIX, HB O 7o —CHETELT7 7 a v OESTT,

1o ED 77— N THRESNZT 7 avid, V=TT 7 v a vy EMEND AT
Jva NNy NEIRERETE R, SV—TF T/ a rORMIE, B0 e —HT#HD
TOvarEETL LT, JA—TX 12 LNy R TSI, N7 B d
DT 7 a s (set, pop. E7ciFoutput) ZFFOZ LA TE X T, Cisco Catalyst 9000 2 J — X
AA v FiX, FN—T7% 47 al BXWindirect ¥R — b~ LET,

I, P R— &N D match 74—V RET 7 ar0—&EERLET,

= 51: 9 R—+~Eh% match 7 «—)L K

ANy HB—TJ4—)LF |BIREH JAYARER TV R | EDHI

A —H v O | — 3 01:80:¢2:00:00:00/

MAC 7 KL & ff:£f:£:00:00:00 (= A
7H0)
de:f3:50:c7:e2:b2 (= A
7721L)

A=Yy FOEET|— P 0e:00:00:00:00:019 (=

MAC 7 R L & 2772 L)

A —HFy hOFEHE |— — ARP (0x0806) . IPv4

(0x0800) ., IPv6
(0x86dd) 7o &

VLAN ID — 0x13f

ARP #—%y b 78 | £ =%y b2 A 7| K1 -

= gl NP 0x0806 |ZFR BT DB
NHYET

IP 7ua ko A =By "EATIL|— ICMP (0x01) . TCP
0x0800 =F 7= 1% 0x86dd (0x06) . UDP
WCRETDHILENHY (0x11) 7o &
F9

IPv4 RIETLT KLV A | A=Yy " EAT1E|HY 10.0.0.024 (v A7 %
0x0800 | ZF% ET 2 W5 D)
NHHFET

IPv4 565C7 R LA 4~%*/b&4f HD 10.0.0.254 (= A7 72
0x0800 (ZF%ET D M HE L)
NhHDET

[ CiscolOS XEBengaluru17.6x 7O S5<YEYF 4 2> T4 FaL—2a v A K



| OpenFlow

gHR—rEhdMatch 7 —LEEFooay |

AYE—J4—ILFE |BIREH YRUEEELZIT Y MY [{EDH

IPv6 E[ETCT LA | A=V %y hEA 7L HY 2001:DB8:1 (= A7 72
0x08dd | _aﬁﬁéa“éz\% L)
NHYET

IPv6 5857 R LA A —H %y NEATIEL| B 2001:DB8:0:ABCD::1/48
0x08dd | ZF% ET 2 B (=27 H0)
NHYET

RAN—RRI =T o | A=V Fy NIAT1E|— ND #—7%" |k

K

0x08dd IZF%E L. IP
7v k203 0x01 (2
RETHLENRH Y F
j«

ICMPv6 % A 7

4~#*/F&47
0x08dd 2% & L .

v k3L 0x01 L
WRETHVLENDHY F
‘j—

UDP/TCP &5t —
k

A —%xy A TIE
0x0800 % 721 0x86dd
ICRREL, 7u han
1% 0x06 £ 721% 0x11 I
RETHLENHY F
.d—

UDP/TCP %5 TR —
k

A —%xy AT IE
0x0800 & 7= 1% 0x86dd
ICRREL, 7u han
1% 0x06 £ 7213 0x11 |
WRETHMLENDHY F
ﬁ—

BEALVHE—T oA A

YR—brEhd703

—IIROIEIEI ATy FEEETEET,

e bu—7

s AL v TDEEDA L H—T A A FEREA VX —T oA ABET)

ROV 7Ty THOEKGDO 7 a—T7T—7 )V (7—7 /L0 D%) |

o« JI)—T
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B o rrzmemx

OpenFlow |

« O — NNV DA A »F CPU, 1 — D /VILERD 7= DT85 TE 5 DX, Cisco Discovery
Protocol 5 &2 O Link Layer Discovery Protocol (LLDP) /3% kD& TT,

7u—|ZX > TVLAN # 7% B (push) F72IFHIER (pop) TEXEJ, X7y hBRIP T v
FOBEIE, T —IC ko TEEATHERR (TTL) ~y X —7 4 — /L ROEZBOTZ LN T

TET,

ZOMREIT. Ry R T 4=V RRS-FddT 7 v a v LTERESNALHIICEE LET,
Ta—iL, "Ny hOWRD~Ny X —T (— )L RHLAERTEFET,

RZ2:ANYF—TA—ILFTHR—FENLESHRAEH

ANYyF—T4—)LF Rir—IL
A =¥ Xy FOFEIEMAC T FL-2 Ik
A —HF > hOEFITLMAC T RLA 256
VLAN ID 4k

TJ4—JLRFESTHZ

Cisco I0S XE Bengaluru 17.4.1 Tl&, kD7 4 —/L K2 EZHZ 59 R— bR BINENE LT,

®53: 74— ILFREZHEZ

T4—ILF Rr—Ib
ipv4_src 4k

ipv4 dst 4k
icmpv4_type 256

tep_src/udp_src

4 (W HF D7 44—V R THE)

tcp_dst/udp_dst

ak (W HFD7 0 —n RTHEH)

ip_dscp

64

IP_ DSCP 7 4 —/L RiX, IPv4 A A TH—E A (ToS) 74—/ REIPV6 NTF T 4 v

TAT 4=V RO—HTT,
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OpenFlow X 4 — )L {&#R .

OpenFlow R 77— )L IE#R

20—k

OpenFlow T—

KM HR—LENZ3TS5Y b T+ —LDRT—ILIER

Cisco Catalyst 9300 < |Cisco Catalyst 9400 <~ | Cisco Catalyst9500 /\
)—X XA v F J—RXRAYF, K| THr—< R —
U Cisco Catalyst9500 > | X X A v F
J)—X A v F
7 a—DEEF 18K/9K 54K/27K 54K/27K

Z 2T, 7u—» OpenFlow 7 /3 A TF /7 hE&3nNs L) carba—I0nb%ESN
DL EIZETINDBIEICHOWTHHIL LT,

BET AN, AE, AT T NIERE SN 7 =T =T ARBe 0 7, 17T A FRE
BFHIX, AT T OEEZEELET, 21X 7T AELEFIAT V0, £A
TUNFETTELHEE BEERET IV ay) KBTI NDOHA X ERBHY £7,

ayhba—INn7a—EREEETSHE, OpenFlow =—T = > MI, N— Ry =7 N7 80—
UL CTEX 0 E ) nEMRLET, =— V=2 M, A v T ORBKICERZEINS N—FK
VT OfELE e — LRI LET, Ta—nGoThiUE, %4 TV r—T— Tl
077 AhSNET,

LWL T T UPRRES NI e N RV =T WA T T4 2P R—FTELHnED
D) L FEDONRLTTA N, TR—FA VARV TEDLNEIDOT = v I I DHT
LWEERER » MZ7Ze 0 £,

AT TA VWAV AZ L AESIL, Ta—RNA VA=V Eb L, Ty NIRAA v F
LiZEINET, BEIEMOR bRV, —HT 570 —2 NUBRONLET, ATy
FRFETR—T =T ANOTrn—LRESNET, Ny FOREIEL, BE2—BO%EEbdN
X (T—TNDOFT_XTOT 4 — /)L RBIEFEII—ET ) . B —BOEELHY £3 (—HF
TIxEfMD 7 4 — NV RiZ—% L, By h~ATZZRO7 4 — )L RGN —HT 25505
%) o MESNTET 7 a  AlESNT, N7y MPEEINDIDIRESNLILENH D F
T, T/ vaslE, AT TAURNTHOTHEHTEET, 77V a itk oT, ROBE
MEBEOT7u—T—T N Ny hOEIIR— Oy b, By hE2arbe—J(Z
N—T 4 TTHMNEIPRREDLGENHY T,

N ) O
TILINLTZ4Y
OpenFlow 7 — 7 /WEEREZIR A v & — P ZffiH]4 % &, OpenFlow = & F v —F 725, OpenFlow
BEBT DT NA ZAZOWTBHFEO 7 m— T =7V OBRERE L2 | FELLRE L —&
THEICZINEDT =T NERELLY TEET,

T MIT T, BEBLOT 7 va Uo7y hEEH L TRETEET, 7—7
NDOYA XL FATRHIAER T 5L bTEET, LTy on—7—7ARENEFITHEM S
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OpenFlow |
B o7 rk—rovs—t

Hei, tnwron—F—7 07— M) R@EmiaHiREnET, BicERESNZT
0— 7 —7 /UL, FESRITHERFSNETA, TS ANEETEHLET 74V O T TA
RN L ET,

OpenFlow 2> b B —Z /)b DERIZESNTH LW T n—7 — 7L A250E L TV S, BE
FO7a—OHREFRNIETHFO N T 74 v I RHHE, WTFlh ey SivET,

JL—9 772 biR— DY R—F

T VL—27 7 7 hal— I, H—0? 40G Quad Small Form-Factor Pluggable+ (QSFP+) A > & —
T2 A A% 4DO0D 10GSFP+ A X —7 = A AZ/HEIL, H—0D 100G QSFP28 A > ¥ —7 = A
A% 450D 25GSFP28 A XA —T = A AyEITCEET, TL—2T U FR— DY HR—F
X, BHE—ROZ7L—27 7Y hAR— a2V R—1T577 > b7 4+ —L0 OpenFlow £— K
TR T& %9, CiscolOS XE Bengaluru 17.5.1 TiX, 7L —277 7 bAR— bDOVHR— M,

Cisco Catalyst 9500 35 XL TM500 ™A N7 —~v L A =X A v F THEHATEET,

T VL—2 7 7 hAR— MZEE T 570 TU % OpenFlow AR — R &5 %K RT 5 121E, show
openflow switch 1ports 2~ REEHLET, 7L—20T U b A2 =T A ZA400
OpenFlow " — MESEZHET 572D DFFED L —/VTH Y £H A,

OpenFlow Power over Ethernet

OpenFlow % Power Over Ethernet (PoE) % V74— kL9, PoE ZMRESH2121X, T /31 &
“C Cisco Discovery Protocol & 721% LLDP %57 L. Cisco Discovery Protocol /X% > h FE 71
LLDP /X7 > T ANA R Ko TR (BLUWE) &b K5I LET, PoE % OpenFlow
THERE S B 5 7291Z, OpenFlow [EA O EITMLEDH D £H A,

OpenFlow = > k17— C, output-to-local 77 > a v ZEH L C7un—%2FEL, X7 v b2
2 — BNV D T2 8\ZT /34 A CPU IZEfFEESND L HIcLET,

PoE OFEMICOWTIZ., [POEDERE] OBFAZRL T &V,

OpenFlow D& E A%

Z 2 TlE. OpenFlow O S F S ERFEEMEEICHOVTHA L E7,

T /314 X TO OpenFlow E— FDOFXIE

AL y FREFEE— RTEIEL TV DA, LRIOREZHIFRT 5 X 9 IZwriteerase 2~ >
RERETHZ Ea2BEID L ET,

FIEOHE

1. enable
2. configureterminal
3. boot mode openflow
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4. exit
write erase
6. « delete flash:vian.dat

o

» delete flash: stby-vian.dat

7. reload
enable
9. show boot mode

o

F IR D

FIE

734 2T 0 openflow =— FoaME [

ARV RFERFTIaY

=)

Z 7y 7 1|enable
1 -

Device> enable

it EXEC E— RE A LET,
e NRATU—KRKEANLET (ERENHE)

R T 72 | configureterminal
1 -

Device# configure terminal

Ta—N)L ar 74X al—ay T— NEBG
L/ij‘O

R 7 3 | boot mode openflow

1 -

Device (config) # boot mode openflow

OpenFlow 815 E— K& A4 R—7 /MZLET,

ATy 74| exit
fi

Device (config) # exit

sa—)Lary 7 4 FXal—ay ET— REKT
L. ¥i#E EXEC E— FABHIE L 7,

R w75 |writeerase

1 -

Device# write erase

NVRAM NDOF_RTOT7 7 A L EEELET,

o TN ADRLIENSEE E— R TEEL T\
BlX, I RXTOT7 7 A NVEHETHZ L E2BE)
»LET,

AFwF6| -deeteflash:vian.dat
« delete flash: stby-vlan.dat
i) :
Device# delete flash:vlan.dat

Device# delete flash:stby-vlan.dat

¢ VLAN {E#R 2 {%1ET 5 vlandat 7 7 1 /L& Y%
Lij‘o

o AB UL TN ANRD DAL, stby-vlan.dat
T ANEHIBRLET,

AT w71 |reload
1

Device# reload

AA v FawVa—RKL, AA v F D OpenFlow 7 +
T—TF 47 F— ReHAcLET,
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OpenFlow |

ARV RFERETIVa Y

B8

AT 78 |enable
I

Device> enable

¥ ME EXEC E— R&ANZ L £,
e NRATU—KREANLET (EREINEHE)

R 79 | show boot mode
fl

Device# show boot mode

FRAADT + T —F 4 7 F— RICEATHIEHE
FRLET,

il

K D show boot mode =~ > RO 16X, 7 /341 A2 OpenFlow £E— R CTHDH Z & %

RLTWET,

Device# show boot mode

System initialized in openflow forwarding mode
System configured to boot in openflow forwarding mode

RDEZRY

HHE— FIZE 521X, noboot modeopenflow=~ > RE#EHEL T, T34 A%V n— KL%

‘/Jﬂo

OpenFlow D% E

FIEDHE
enable

configureterminal

feature openflow

openflow

switch 1 pipeline 1

controller ipv4 ip-address port port-number vrf vrf-name security {none| tls}
datapath-id ID

tistrustpoint local name remote name

end

©ENSGOHWN
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OpenFlow D% E .

F gD FEH

F&E
ARV RFERIETY Va3 B#Y

AT w71 |enable FiHE EXEC E— R&A X —7 /T LET,
i s TR UT ERFRREINTEL, NATY—RKEAT
Device> enable LET,

AT w 72 | configureterminal rTa— )L a7 4 X2 b—3ay B— FEEG
15“ : Liﬁ—o
Device# configure terminal

AT 7 3 |feature openflow OpenFlow HRE% A X —7 VT LE T,
i) :
Device (config) # feature openflow

R T 7 4 | openflow OpenFlow i &% A F—7/WIZ L. OpenFlow = > 7 4
i - Xal—varyE—FalBLET,
Device (config) # openflow

AT 75 switch 1 pipeline 1 RELAAL v F LA T T4 U %FE L, OpenFlow
il - DAL v F ar 7 4 ¥al—var T— Rilith

LET,

Device (config-openflow)# switch 1 pipeline 1

R 5w 76 |controller ipv4ip-addressport port-number vrf vif-name| = > r v — 5 12845 L £ 9,
security {none| tls} o — o
* OpenFlow 2> b —F Ot X = VT 4 A4~

i - varE LTTLS #REL TV LA, tls
Device (config-openflow-switch)# controller ipv4 trustpoint T ]\%Eﬁﬁ‘d‘%}‘z\gﬁ)% ] i"g“o

10.2.2.2 port 6633 vrf Mgmt-vrf security tls

«OpenFlow 2 e —J DX 2 VT A7 g
VERBRE L TWRWEAIT, tistrustpoint =+
Y RERETHLEITIHY EHEA,

R 77 |datapath-id ID ({LE) OpenFlow OFREEAA »F ID R E L E
i : EE
Device (config-openflow-switch)# datapath-id «ID BIEICIZAAS v TFIDEBELET, T
0x12345678 162&?@57??r0

AT 7 8 |tstrustpoint local name remote name (&) OpenFlow A - F @ Transport Layer Security
Bl - (TLS) RZARMAAV MERELET,

Device (config-openflow-switch)# tls trustpoint
local trustpointl remote trustpointl
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OpenFlow |

ARV RFERETIVa Y

B8

ATFv 79 |end
1

Device (config-openflow-switch) # end

OpenFlow A A v F DA77 ¥zl — g F—
R&E#&T L., ¥#e EXEC E— NIZED £,

Openflow E— K TODA 32 —T 24 ADEETE

OpenFlow E— RTIL, LA Y2 ELIILAYIA L F—T oA AZRETETET, LAY3
A B =T 2 A AERTIHAE, AV F—Tx2f AT 4 Falb— 3 EF—KTno
switchport 2~ RERELET, LA V24 0¥ —T oA AEMERTHELE1X. ROEES

FAITLET,
FIEDHE
1. enable
2. configureterminal
3. feature openflow
4. interface type number
5. switchport modetrunk
6. switchport nonnegotiate
7. nokeepalive
8. gpanning-tree bpdufilter enable
9. end
F g o #48
FIE

ARV KRFERRETI Va3 Y

=)

5w 71 |enable
1

Device> enable

it EXEC E— F& A 2 —7 /W2 LET,

s T IREREINTEL, NAT—=REAN
Liﬁ‘o

R w 72 | configureterminal

1 -

Device# configure terminal

Ja—r )L ar7 4 Xalb— gy B— REBts
]\/\i‘g_(]

R T 7 3 |feature openflow

1

Device (config)# feature openflow

OpenFlow #RE%Z 1 R — 7 LIZ L E T,
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OpenFlow DR

ARV RFERETI Va3 B#Y

AT 7 4 | interface type number A B =Tz A AEREL, A X =Tz AL
1 - T4 X2l —YarT— REREBLET,
Device (config) # interface gigabitethernet 1/0/3

R T 75 | switchport modetrunk VAVY2AAL Y TF RA L F—T A ADINT U F
15“ : 7\\:6‘— F‘% ]\ ?:/7 chﬁﬁzbi‘j—o
Device (config-if)# switchport mode trunk

AT 7 6 | switchport nonnegotiate WRERNZDA =T 2 ADRITT—2 g0
Bl b VZBIR LAV £ O iR L E T
Device (config-if)# switchport nonnegotiate

AT 77 |nokeepalive X—TTIAT Ry bET 4 E—T M LET,
i) :
Device (config-if)# no keepalive

AT 7 8 | spanning-tree bpdufilter enable AH—=T2AATT Vv T halsF—4 o
i - =v k (BPDU) 74 NZ YT F—T ML
Device (config-if) # spanning-tree bpdufilter enable] EEjfo

2779 |end AvB—TxfR Ay T4 Fal—var E—F
il - AT L. FiME EXEC £— FIZRY £,
Device (config-if)# end

OpenFlow DFEER

OpenFlow DR EZMERT DT, kDa~y REHHLET, a~r NI EONERTHEML

THENENERA,
FIEDHE
1. enable
2. show openflow hardwar e capabilities
3. show openflow switch 1 controller
4. show openflow switch 1 ports
5. show openflow switch 1 flowslist
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. OpenFlow DFER

F IR D
FIE

2T v 71 enable
e EXEC E— FEARINC L £,
e NRXRAU—KREANLET FERINEHE) .

51 -

Device> enable

AT w72 show openflow hardware capabilities
OpenFlow 7 /3A A/ — R = 7HREZ R R L E T,
1 -

Device# show openflow hardware capabilities

Max Interfaces: 1000
Aggregated Statistics: YES

Pipeline ID: 1
Pipeline Max Flows: 2322
Max Flow Batch Size: 100
Statistics Max Polling Rate (flows/sec): 10000
Pipeline Default Statistics Collect Interval: 5

Flow table ID: 0

Max Flow Batch Size: 100

Max Flows: 1022

Bind Subintfs: FALSE

Primary Table: TRUE

Table Programmable: TRUE

Miss Programmable: TRUE
Number of goto tables: 1

Goto table id: 1

Number of miss goto tables: 1
Miss Goto table id: 1

Stats collection time for full table (sec): 1

AT 73 show openflow switch 1 controller
2L vy FIZHERHRENTWDHay be—JICl{T 5 REaR - LET,
11 -

Device# show openflow switch 1 controller
Logical Switch Id: 1

Total Controllers: 1
Controller: 1
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OpenFlow DR .

10.10.23.200:6633

Protocol: tcp

VRF: Mgmt-vrf

Connected: Yes

Role: Equal

Negotiated Protocol Version: OpenFlow 1.3
Last Alive Ping: 2018-06-04 17:59:20 PDT
state: ACTIVE

sec_since connect: 50

AT 74 show openflow switch 1 ports
OpenFlow A A v FOHR— MIETHERAER T LET,
i

Device# show openflow switch 1 ports
Logical Switch Id: 1

Port Interface Name Config-State Link-State Features
1 Gil/0/1 PORT _UP LINK UP 1GB-FD
2 Gil1/0/2 PORT _UP LINK UP 1GB-FD
3 Gi1/0/3 PORT _UP LINK UP 1GB-FD
4 Gil/0/4 PORT _UP LINK UP 1GB-FD
5 Gil1/0/5 PORT _UP LINK DOWN 1GB-HD
6 Gil/0/6 PORT _UP LINK DOWN 1GB-HD
7 Gi1/0/7 PORT _UP LINK DOWN 1GB-HD
8 Gil1/0/8 PORT _UP LINK DOWN 1GB-HD
9 Gi1/0/9 PORT _UP LINK UP 1GB-FD

10 Gil1/0/10 PORT _UP LINK UP 1GB-FD
11 Gil/0/11 PORT UP LINK UP 1GB-FD
12 Gil/0/12 PORT UP LINK UP 1GB-FD
13 Gil1/0/13 PORT _UP LINK DOWN 1GB-HD
14 Gil/0/14 PORT UP LINK DOWN 1GB-HD
15 Gil1/0/15 PORT _UP LINK DOWN 1GB-HD
16 Gil/0/16 PORT _UP LINK DOWN 1GB-HD
17 Gil/0/17 PORT UP LINK DOWN 1GB-HD
18 Gil/0/18 PORT _UP LINK DOWN 1GB-HD
19 Gil1/0/19 PORT _UP LINK UP 1GB-FD
20 Gi1/0/20 PORT _UP LINK UP 1GB-FD
21 Gil/0/21 PORT UP LINK UP 1GB-FD
22 Gil/0/22 PORT UP LINK UP 1GB-FD
23 Gil1/0/23 PORT _UP LINK DOWN 1GB-HD
24 Gil/0/24 PORT UP LINK DOWN 1GB-HD
25 Gil/1/1 PORT UP LINK DOWN 1GB-HD
26 Gil/1/2 PORT UP LINK DOWN 1GB-HD
27 Gil/1/3 PORT _UP LINK DOWN 1GB-HD
28 Gil/1/4 PORT UP LINK DOWN 1GB-HD
29 Tel/1/1 PORT UP LINK DOWN 10GB-FD
30 Tel/1/2 PORT UP LINK DOWN 10GB-FD
31 Tel/1/3 PORT _UP LINK DOWN 10GB-FD
32 Tel/1/4 PORT UP LINK DOWN 10GB-FD
33 Tel/1/5 PORT _UP LINK DOWN 10GB-FD
34 Tel/1l/6 PORT _UP LINK DOWN 10GB-FD
35 Tel/1/7 PORT UP LINK DOWN 10GB-FD
36 Tel/1/8 PORT _UP LINK DOWN 10GB-FD
37 Fol/1/1 PORT UP LINK DOWN 40GB-FD
38 Fol/1/2 PORT UP LINK DOWN 40GB-FD
39 Twel/1/1 PORT UP LINK DOWN 10GB-FD
40 Twel/1/2 PORT UP LINK DOWN 10GB-FD

AT w75 show openflow switch 1 flows list
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. OpenFlow % E 5l

OpenFlow D> h Y #F/RLET,

WO SENE, T—7 00 THRAMREZR 7 u—4 /R LCWE$, matchany [Z7— 7V 1 IZBEIL £9
( Tmatchany] &iX, T _XTORT y MRT—T NV TIZBENITHEWVWIEKRTT) ., 7—7/ 1 TiL, %
e MAC 7 R L& 00:00:01:00:00:01 23 A 4L, HIIAR— R 36 ICREINET,

1 -

Device# show openflow switch 1 flows list

Logical Switch Id: 1
Total flows: 8

Flow: 1 Match: any Actions: goto table:1, Priority: 9000, Table: 0, Cookie: 0x1,
Duration: 2382.117s, Packets: 34443, Bytes: 3359315

Flow: 2 Match: any Actions: drop, Priority: 0, Table: 0, Cookie: 0x0,
Duration: 2382.118s, Packets: 294137, Bytes: 28806211

Flow: 3 Match: any Actions: drop, Priority: 0, Table: 1, Cookie: 0x0,
Duration: 2382.118s, Packets: 34443, Bytes: 3359315

Flow: 4 Match: dl dst=00:00:01:00:00:01 Actions: output:36, Priority: 9000,
Table: 1, Cookie: 0x1l, Duration: 2382.116s, Packets: 0, Bytes: 0

OpenFlow M 2% & 15
5l : T/N4 X TO OpenFlow DH%H1E

RIZ, OpenFlow Z AT DB 2R L £,

Device> enable

Device# configure terminal

Device (config) # boot mode openflow
Device (config) # exit

Device# write erase

Device# delete flash:vlan.dat
Device# reload

Device> enable

Device# show boot mode

f5| : OpenFlow D% E

RIZ, OpenFlow Z5RET 2Bl %~ LET,

Device# configure terminal
Device (config) # feature openflow
Device (config) # openflow
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Device (config-openflow) # switch 1 pipeline 1

zomwnszay |

Device (config-openflow-switch)# controller ipv4 10.2.2.2 port 6633 vrf Mgmt-vrf security

tls
Device (config-openflow-switch)# datapath-id 0x12345678

Device (config-openflow-switch)# tls trustpoint local trustpointl remote trustpointl

Device (config-openflow-switch) # end

-~

ZTDMDSEERH

EEEH
BhERE YZaT7I AL L
OpenFlow ® <> T~ s av RV Ty LA
Open Network Foundation https://www.opennetworking.org/
Faucet OpenFlow = b #—3 * https://faucet.nz/
* https://docs.faucet.nz/en/latest/
PoE » Cisco Catalyst 9300 > U — & AA »FTD
Power over Ethernet D% iE |
» Cisco Catalyst 9400 > U — X A A > F TP
PoE DE |

SRADTY ZHI YR—F

B2l

o

VAaDYR— N Web B A FTlE, YAaDEET S
V=l TAH N T TIN Y a—T 4 BRI T
PF3E912, ==aT7 AV — a2 Lo ETHEER
T4 Y Y —RERME L TOET,

BHEWORGOEFX =2 U T HHRSCEINE e AFT 572
®IZ, Cisco Notification Service (Field Notice 725 7 7 &
A) . Cisco Technical Services Newsletter, Really Simple
Syndication (RSS) 7 4 — K22 EDEEY—ERZIMAT
TET,

VAaADYR— K Web VA DY —)UIIT 7 AT HEE
X, Cisco.com D —H DB LUVVIRAT — RRMLIETT,

http://www.cisco.com/support
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. OpenFlow O #EEE(ESR

OpenFlow D #EE1E R

OpenFlow |

WDOFRIZ, ZOFY 22—V Tl LI-HRICBET 2V UV —REHE R LET, ZORIX, V7
=27 JU—A FLA U THBEREOYR— IR EAINEZLEXDOY T =T VU —A7
JERLTWET, TOHERIX. BT BNRWRD , TRLEO—E#HO Y 7 by =T J—

ATHYR—FSNET,

Ty R T — LDV R—FBLN A YT T 2T A A=V OV R— MIET 2 EHRE B
K9 %1Z1%, Cisco Feature Navigator /] L £, Cisco Feature Navigator [Z7 7 Z 2 J 5|
X, www.cisco.com/go/ctn IZFE) L £9, Ciscocom DT AT MILELYD FHA,

5% 55: OpenFlow D #4EEESR

HaE

R

)1)—x

HRETRER

OpenFlow Cisco I0S XE Fuji 16.9.1

OpenFlow & Software Defined Networking
(SDN) DFEHESIK TH Y | SDN LR
TOWMETe balrxERELET, =
LY, SDNay ha—Ji%, AA v
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3. openflow
4. switch 1 pipelinel
5. controller ipv4 ip-address port port-number vrf vrf-name
6. end
FlED
FIE
OV RFERETIVa Y B
AT w71 |enable it EXEC E— REHIZ L E T,
i e NAU—RKEANLET FERENTEHA)
Device> enable
25 v 7 2 | configure ter minal S 3y T 4K a e gy e KA B
fi LETS
Device# configure terminal
R T 73| openflow OpenFlow % & % A 1— 7 /LZ L, OpenFlow = 7 4
i) : Xal—iary®— REBMBLET,
Device (config) # openflow
AT 7 4 |switch 1 pipeline1 WWELAA v F LA T T A U EFE L, OpenFlow
- DAL vF a7 4Xalb—var E— etk
Device (config-openflow)# switch 1 pipeline 1 L/Ekvig
AT 75 |controller ipv4ip-addressport port-number vrf vrf-name| OpenFlow =1 > b & — 7 (28t L £,
1 - GE)
Device (config-openflow-switch)# controller ipvd |TLS TIINA T XA T T 413V AR—FENFEH
10.2.2.2 port 6633 vrf Mgmt-vrf 'y
XFwv 76 |end OpenFlow A4 v F DAL 7 4 Fal— g F—
Bl - RZ#&T L, % EXEC E— FIZRY £7,

Device (config-openflow-switch)# end

OpenFlow E— K TODNA TARAL S E Y T4 DEREH

{5 : OpenFlow E— FTODNATARLSEY T4 DHRE

RIZ, OpenFlow Z&XET D%~ LET,

[ CiscolOS XEBengaluru17.6x 7O S5<YEYF 4 2> T4 FaL—2a v A K



| OpenFlow

OpenFlow E— K TO/NA 7~( 5 E 17 1 Dttt [

Device> enable

Device# configure terminal

Device (config) # openflow

Device (config-openflow) # switch 1 pipeline 1

Device (config-openflow-switch)# controller ipv4 10.2.2.2 port 6633 vrf Mgmt-vrf
Device (config-openflow-switch)# end

NATRALSE T A REDHEDR

IZ. show openflow switch switch-numbercontroller ==~ > KO AFIZ R L £, HA7 4 —
JL R, Connected 7 Yes, state 7% ACTIVE Td 5 4%H3% V) . Negotiated Protocol Version | A
B UNA A== A FOEERI L THDLLENRDHY 7,

Device# show openflow switch 1 controller

Logical Switch Id: 1
Total Controllers: 1

Controller: 1
172.16.18.85:6636
Protocol: tcp
VRF: Mgmt-vrf
Connected: Yes
Role: Equal
Negotiated Protocol Version: OpenFlow 1.3
Last Alive Ping: 2021-01-29 08:44:59 UTC
state: ACTIVE
sec_since connect: 4893

RIZ, showtcphaconnection =~ RO NFIZRLET, T/ T 4T L RAZ AL DOWTD
A== XA T, state 7S ESTAB L RR SN TWVOIRLERH Y 5,

Device# show tcp ha connection
SSO enabled for 1 connections

TCB Local Address Foreign Address (state) Conn Id
7F53B1ADEIEO0 172.21.18.87.23401 172.16.18.85.6636 ESTAB 1

OpenFlow E— FTO/N\A 7L S E ) T 1 DHEEFR

WORIZ, ZOFY 2 — /L THI LIEREICET L U —AFHREZRLET, ZOREF, V7
FY=7 JU =R FbA U THEEEOYR— FREASNEEDY 7 by =T VU —R72
FZERLTWET, ZOMERRIL. R0 BRVWIRY | ERLIBEO—#EOY 7 by =7 U U —
ATHHR—FSNET,

T RN T =LY FR—FBIO AT N =T A A=YV R— MIBET L HERE B
FEI HITIL, Cisco Feature Navigator Z ] L &7, Cisco Feature Navigator {Z7 27 & 24 5 (T
X, www.cisco.com/go/ctn IZFEE) L £ 7, Ciscocom DT 77 MILEDH Y EH A,
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