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nxapi_auth cookie (% 600 ¥ (1043) THIFREINIZZ2 0 £, ZOEIZEESNTEY, #HET
XEHA,
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WDOBNE, NX-API CLI 4k L CiEEgh4 5 kA2 R~ L TWET,
EHA L H—T oA AEHAMTLET,

switch# conf t

Enter configuration commands, one per line.

End with CNTL/Z.

switch (config)# interface mgmt 0
switch(config-if)# ip address 10.126.67.53/25
switch (config-if)# vrf context managment
switch(config-vrf)# ip route 0.0.0.0/0 10.126.67.1
switch (config-vrf)# end

switch#

NX-API nxapi #8e %4 A L £ 7,

switch# conf t
switch(config)# feature nxapi
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WOENL, VA RNEFDLARL A% XMLERTRELTWET,

FR:

<?xml version="1.0" encoding="IS0-8859-1"?>
<ins_api>

<version>0.1l</version>

<type>cli show</type>

<chunk>0</chunk>

<sid>sessionl</sid>

<input>show switchname</input>

<output format>xml</output format>
</ins_api>

<?xml version="1.0"?>
<ins_api>
<type>cli show</type>
<version>0.1</version>
<sid>eoc</sid>
<outputs>
<output>
<body>
<hostname>switch</hostname>
</body>
<input>show switchname</input>
<msg>Success</msg>
<code>200</code>
</output>
</outputs>
</ins_api>

WDOFHNL, JSON FERDER & Z DA Z R L TWET,
TR
{

"ins api": {
"version": "0.1",
"type": "cli show",
"chunk": "0",
"sid": "sessionl",
"input": "show switchname",
"output format": "json"
}
}
{
"ins api": {
"type": "cli show",
"version": "O0.1",
"sid": "eoc",
"outputs": {
"output": |
"body": {
"hostname": "switch"
}7
"input": "show switchname",
"msg": "Success",
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NX-API CHERR% root 2 T2 HL—2 3273 |

"code": "200"

GE) a2V —ZHBRLEODETHLRML, ROLIRTT— A vE—U0K 12 K Z L I2RKR
SND LW BEEDORBEDH Y £,

user delete failed for username:userdel: user username is currently logged in - securityd
ZOMEIE, NX-APLZ N LTAAS v Fiiun 74 LTnHa—HF—%HIBRL L5 & LIegGE
IZRETDARMERDY £, Z0HE, Roaxr Fe AN LT, kica—F—orn 77
v hERITLET,

switch(config)# clear user username

D%, 22—V —OHIREZBRIT L E T, BEERZ R THRIE MR L0613, Cisco
TAC ~BHWEbEL W,

NX-APlI CH#EEZ root [C T XA L—2 309 5

NX-API TiE, HHHE 22—V —DOHERZ root 727 £ ADHERICT AN L— 2 U TEET,
DLTIE, HEREZ= AL —2a 35720004 K74 T

« BFHEE oot I A L— 3 U TEDDIFEHE 22— —DHRTT,

croot ~DITAN L—3 g NIRRT — RSN TV ET,

KOHNT., EHEOHEREZ oot |IZTZ AT L—3 a3 035 5EE, Z AL — 3 v 2HRT A
FiEERLTHET, rootiZ72-> T, whoami =~ > K& FEF74 5 L admin & L TEREN
HZLICEBELTLEE Y, 727210, admin 77 7 > MIIET_XTO root HERNH Y 4,

DB

<?xml version="1.0"?>
<ins_api>
<version>1.0</version>
<type>bash</type>
<chunk>0</chunk>
<sid>sid</sid>
<input>sudo su root ; whoami</input>
<output format>xml</output format>
</ins_api>

<?xml version="1.0" encoding="UTF-8"7?>
<ins_api>

<type>bash</type>

<version>1.0</version>

<sid>eoc</sid>

<outputs>

<output>
<body>admin </body>

NX-API CLI
I '-



NX-APICLI |
B wangma<cor

<code>200</code>
<msg>Success</msg>
</output>
</outputs>
</ins_api>

2F&B OH

<?xml version="1.0"?2>
<ins_api>
<version>1.0</version>
<type>bash</type>
<chunk>0</chunk>
<sid>sid</sid>
<input>sudo cat path to_file </input>
<output format>xml</output format>
</ins_api>

<?xml version="1.0" encoding="UTF-8"?>
<ins_api>
<type>bash</type>
<version>1.0</version>
<sid>eoc</sid>
<outputs>
<output>
<body>[Contents of file]</body>
<code>200</code>
<msg>Success</msg>
</output>
</outputs>
</ins_api>

NX-API a7 > K
WORIZY A FEINTWSCLI 2~ REHA LT, NX-API ZHZNI L CEHETE £7,

=R 1:NX-APIEEI<T U R

NX-API EFEa<v > K B
feature nxapi NX-API %= H b LE 9,
no feature nxapi NX-API % 20k L £ 9,
nxapi {http | https} port port R—hZfRELET,
no nxapi {http | https} HTTP / HTTPS % fExh{b L £ 7,
show nxapi A b EREAEFRAEFR R LET,
GE) l'shownxapi | =~ RiX, network-operator
17—V OREEMERE B a £R LEE A,
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nx-apigEav ok

NX-API EEa< >k

Bl

nxapi certificate {httpscrt certfile |
httpskey keyfile} filename

WOT v Fu—REEELET :
« httpsert M EE STV DA D HTTPS FEAE,

» httpskey 2348 E STV 554 O HTTPS F—,

HTTPS FEIEDHI
nxapi certificate httpscrt certfile bootflash:cert.crt
HTTPS F— D :

nxapi certificate httpskey keyfile
bootflash:privkey.key

nxapi certificatehttpskey keyfile
filename passwor d passphrase

Mok ST X — %2 L CNX-APLGEE A A >
A R—LLET,
Gx) Wb ENT-MBEXF—%2EET 57001
A7 L— X passl23! T,

1)

nxapi certificate httpskey keyfile
bootflash:encr-cc.pem password passl23!

nxapi certificate enable

AEAEZ AL £,
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NX-API EEa< >k

Bl

label>

nxapi certificatetrustpoint <trustpoint

CiscoNX-0S U U — 2 102(3)F LA TIEZ, FT A FaRA
v b AT TR LTNX-API OFEHEEZ A R —
M AN EZIFXCATEREEZFEHTEL LT EL

776
GE)

GE)

GE)

G¥)

G

BANCREAEZ A AR — b3 5 K 5 Zerypto
caimport b 7 A hARA ¥ M EFRET DHITIL,
CiscoNexus9000 & 3 = ) 7 4 # i A K%
ZH LTSN,

BFE, Z DA T pkesl2 GEAED A
AR—FDOHBPY R —FSNTWET,
NX-APIGEED HZHE/NX-APLZEE D K
Z A MARA > b & NX-APIZERAE D SUDI I
FHIEIZHEMN TH VD . 2 E N OMERRILGE
HE/ X —% EEXLET,

NX-APLGEHIEOH ML TH AR — h SN BHEE
HE/ X — DR KT A L8k T, P14 AN
8k # B 2 DAL, NX-API iEHE K 7 2
RA > MR L CGEHEEZA VR — b
LT,

NFZARNKRALV N A T7T%ERALT
NX-API CH A ¥ LAFERHEZ R L7854,
reload ascii =~ > R& AT 5 &, #kIE
SebiVET, 774/ kO day-1 NX-API ZF
BAENEITLSINE T, reoad ascii =2~ K
EANNTHE, AAfvTFn)a—RFIhE
To AA v T HFORE L7725, NX-APIGE
HE N T X MR A o b OERE EHER TS
MENDHY F7,

BUEDFITHMIC P T A PARA o F LA v
N— b ENTREAENRE TRV,
S —5y MERKIZ N T A FARA > & Terypto
ca trustpoint <trustpoint name>| D{ERK &
I'mxapi certificate trustpoint <trustpoint-name> |

CLI NG ENTWDHA . MERE IR
LET, FTAMRA Y FBFELRVG
A1, Inxapi certificate trustpoint
<trustpoint-label>] Z#ITT HENZ, FT A
FARA M EAERCL CREEZ A AR — |
TLOMENRDHY T,
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nx-apigEav ok

NX-API EEa< >k

Bl

nxapi certificate sudi

Z® CLI &, Secure Unique Device Identifier (SUDI) %
R L TT A A LIRS D Fika Rt L7,

nginx @ SUDI _X— 2 OFGEIL, CISCO SUDI #EHLod =
Yhr—ZlkoTHERASNET,

SUDI %, X.509v3 FERAEIZE £ 415 IEEE 802.1AR L

DEFX 2T T3, AFHBIF T, CiscoT /3A A DI L%

Bl LU T NETEHERF L ET, ID IXRLERZ 53
. APZERIFTRE 72V — RRBRERIZ D72 v E T,

GE) NX-API 7% SUDI GERZE A L T\ 54
. 77UV, curll R EDOY— K—F 4
TV =2 armbiET 7 BERATEEHR
oo

G¥) Inxapi certificate sudi] (X, Hp SN2 & D
AR NGEE/ X —% EEEXLET, DRAH
LAEHE/F— 2 LIRS D £
Poe

G¥) Inxapi certificate sudi| & [nxapi certificate
trustpoint] & [nxapi certificate enable] [HE
i TH Y . WT AT 5 Lo
BUFHIBRE N E T,

GE) NX-API (%, SUDIFFAESR—2AD T T4 T
v MERAERGEA YR — M L TV ERA,
747 v N EFRREN LB ARG AT,
TAT T AT A EEEZFEHT 5 MEHR
HoET,

GE) NX-API FERAE CLI iX show run @ H 71247
TEL7Z2W 7z, BIED CR/m—/b/Ny 77 C
X, Inxapi certificate sudi] 47 3 Tk
EXLEEA. DAXLNEFREBICREEE
Moo

no nxapi certificate sudi

Zhick v, SUDLIZERC Y £4, NX-APIIZIET
7V b0 B CEBLIEHENTE L TV ET,
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NX-API EEa< >k B

nxapi ssl-ciphersweak CiscoNX-0S U U —29.2(1) AR, B5WKF 1T 7 4V
R THENZ /o TNET, ZOa~v REFTT D L,
T 7 4V N OBIENEE I, NGINX OFFWEE5 23
TR0 ET, Zoa<wr FOnoBRAHHT 5 L.,
F7H N MIRY £ (F7 40 b TR 512
<) .

nxapi ssl-protocols{TL Sv1.0 TLSv1.1| Cisco NX-OS U U —Z 10.2(4)M LAME, TLSv1.3 73 Cisco
TLSvV12TLSv13} Nexus9000 & U — X 7T K7 4 —h AL »F THE—
FERTWET, Zoa~vr REEITTLHE. XTFHIT
BESHE TLS N—Y a3 UNAZNC 2 W £, Cisco

NX-0S U U —2932) LA TlE, TLSVI.2 D&HNT 7
VR THEIZR S TWET,

Zoavr RO noBREMAT DL, TLS N—Va
Z)§5j77j_/l/ ]\O)/\\‘_‘:‘/\\E ?/&\:ED i‘j_o

G¥) s TALEBMEDZDIZ, TLSvI2 B LW
TLSVI3 Zfiffi4+ 52 L2 BED LE
7,

RITHI 2R L ET,

switch (config)# nxapi ssl protocols
TLSv1.2 TLSv1.3

» TLSv1.3 243 B EilZ, TLSv1.3 &4
R—= ROV — =L 7747
¥ FOGEHAEEZRIEL £,

* NX-API ¥ — 3—4ljo> SUDI FiEBH 13,
TLSVI3 TV AR — F N TWEH A,

nxapi use-vrf vrf 7 74/ N VRF, &BLVRF, F72134 i VRF %45
/\':._E‘I_/ibé‘o
GE) Cisco NX-0S U U —2Z 7.03)12(1) Tl.
NGINX [% 1 50D VRF TOH VU v A LE
T
system server session cmd-timeout | Cisco NX-OS U U — 2 10.2(3)F LAKE, NGINX #—/3—
<timeout> T, A~y REFTT 00T 74V F DS A BT

7 MISHTT, 22— —iF, HEIEL, BXOa~
Y ROFATIZONDLEEICIE U T, A4 LT 7 b % 60
B (143) 7536008 (1HEH) O OEEOIZHS
TILENTEET,
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NX-API EXEa< > K SR BA
ip netns exec management iptables T REIREFEELH 2T, BH VRF CHEITTX
=S

GE) feature bash-shell Z#HZHIZ L TH 5, Bash
Vainbav s REFITTHULERH D
F 9, Bash > = /LOFEMIZ OV TIL, Bash
DEEZHRL TV,

Iptablesi®, WU —Fxz—ZFHLTRT 7 4 v
EHAETIIEIET A a~r RIA Ly 77 AT Ut —
Na—T 4 VT4 THY, IFEAEDLINUXT A A RV
Ea—2a il VA A= LI THWET,

GE) iptables % bash ' = /L CAH L7, U nr—
R1% % iptables A 7kt b9~ 2 J7iEDOFEMIZ D
WL, U r— R[E T Iptable & Kk b3 5

(29 ~—2) ZZHL TSV,

nxapi idle-timeout <timeout> U U—293(5) LIETIL, 74 R/IRAED NX-API & »~
Ta VNN S E TORMARETCEET, HBET
& LI 1~ 144053 CTT 7 7 4 /b h OFERHIZ 10 57
T, T 74V MEIZETIZIE. nonxapi idle-timeout
<timeout> =~ > F® no XA L F7,

&Iz, SUDI @ NX-API B /1o H % ~x L £,

switch (config) # nxapi certificate sudi
switch# show nxapi

nxapi enabled

NXAPI timeout 10

NXAPI cmd timeout 300

HTTP Listen on port 80

HTTPS Listen on port 443

Certificate Information:

Issuer: issuer=CN = High Assurance SUDI CA, O = Cisco
Expires: Aug 9 20:58:26 2099 GMT

switch#

switch#

switch# show run | sec nxapi

feature nxapi

nxapi http port 80
nxapl certificate sudi
switch#

W, RIARRA v OB Z R LUET,

switch (config)# crypto ca trustpoint ngx

switch (config-trustpoint)# crypto ca import ngx pkcsl2 bootflash:server.pfx ciscol23
witch (config) # nxapi certificate trustpoint ngx

switch (config)# show nxapi

nxapi enabled

NXAPI timeout 10

NXAPI cmd timeout 300

HTTP Listen on port 80

Trustpoint label ngx

NX-API CLI
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HTTPS Listen on port 443

Certificate Information:

Issuer: issuer=C = IN, ST = KA, L = bang, O = cisco, OU = nxpi, CN = suprss@cisco.com,
emailAddress = suprss@cisco.com

Expires: Jan 13 06:13:50 2023 GMT

switch (config) #

switch(config)# show run | sec nxapi

feature nxapi

nxapi http port 80

nxapl certificate trustpoint ngx

AN, HTTPS sFFAED ER 2T v 7 a— ROBITY

switch (config)# nxapi certificate httpscrt certfile certificate.crt
Upload done. Please enable. Note cert and key must match.
switch(config)# nxapi certificate enable

switch (config) #

\}

CE)  FEAFZ AT DN, FEHEL X — 2T 20 E DD 7,

AN, HTTPS $— D EF R T v 7 a— RO TT .

switch (config) # nxapi certificate httpskey keyfile bootflash:privkey.key
Upload done. Please enable. Note cert and key must match.

switch (config) # nxapi certificate enable

switch (config) #

WIZ, B AL ST NXAPL B ——FEEZ A VR b= 5 HGEOFI 2R LET,

switch (config)# nxapi certificate httpscrt certfile bootflash:certificate.crt
switch (config) # nxapi certificate httpskey keyfile bootflash:privkey.key password passl23!

switch (config) #nxapi certificate enable
switch (config) #

WOUZ K-> T, GEHEPEZ THL Z L 2R T2 T — Ayt —VRFREND I LBHY £
RS

switch(config)# nxapi certificate httpscrt certfile bootflash:certificate.crt
switch (config) # nxapi certificate httpskey keyfile bootflash:privkey.key

ERROR: Unable to load private key!

Check keyfile or provide pwd if key is encrypted, using 'nxapi certificate httpskey
keyfile <keyfile> password <passphrase>'.

Z 04, nxapi certificatehttpskey keyfile filename passwor d passphrase# fifi f L Tl 5{b%—
T7ANDIINAT L—RERET HLENH Y T,
PR TH 256, sEELZ EFICA VA =L TE 51T TT,

switch (config) # nxapi certificate httpskey keyfile bootflash:privkey.key password passl23!
switch (config) # nxapi certificate enable
switch (config) #
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NX-API R4 v 554547 2z ko [l

NX-API ZERAL=A1 2539747 a7 FDEE

xT EF”’J’?/ ROfERT a7 Nz L, =7 — a3 — 50018554 L7 7 k&[ELEES

Wi, xR o~ > RORNC[IRERD dont-ask (terminal dont-ask) | ZBIL £9, %{#
FHQ BROMERITY FERYBITIE, ThE0N, 1TH—DT7 707 CFTHMENL TN E
R

TT— a3—F500 TOHXA LT U NEEEET S 7-OIZEHEKRD dont-ask % {# 7 2 % a5 =2~
v ROBIZ W ORISR LET

terminal dont-ask ; reload module 21

terminal dont-ask ; system mode maintenance

NX-AP1 V 54 7 > hEEGE

NX-API Client Basic Authentication

NX-API clients can authenticate with the NGINX server on the switch through basic authentication over
SSL/TLS. This authentication method is supported by configuring a username and password that is saved
to a database on the switch. When the NX-API client initiates a connection request, it sends the Hello
message which contains the username and password. Assuming the username and password exist in the
database, the switch responds by sending the Hello response, which contains a cookie. After this initial
handshake is complete, the communication session is open, and the client can begin sending API calls to

the switch. For additional information, see &% = U 7~ 1, on page 2.

For additional information about basic authentication, including how to configure the username and
password on the switch, refer to the Cisco Nexus 9000 Series NX-OS Security Configuration Guide.

NX-API D 5 4 7 > +EEBAEERELE

NX-0S 9.3(3) LAKE, NX-APL L7 T4 7 > b BBAAT HAFEAESR— R ORGEE AR — K LT
£9, GEHER—ZAOPEFETIEL, TLS N Ry = A ZHICEETE 28%E. % 0 ilitH
(CA) ZFEHLTCIIAT U MY —N"—OWFEHAEICRFET S LT, EX=2V 7 4%
ik L x4, FFAER—ZRORIFETIL, NX-0S A v FIZT 78R TH-dD~ T LV REEE
JCeAe< . AT X BEBFEEL ATRE T,

ﬁ?%?yﬁﬁﬁﬂ%m X, AR CA GREER) AL THEY Y THN., NX-APIZ 947
’W?ézhﬂ\é X509 SSL ZFBAEZ A L TV AR — F &N FE9, fFHE. % NX-API
:L%*f ZIZE Y Y THNET,

NX-API 7 4 7 > FA Hello A vy —U % #H L CHEREREZRBIT S &, —3—0 Hello
WWEIZEZ7 CADY A MREOLNET, 7T74 72 bOISEITIZ. NX-AP1 7 A 7 b
PHEHALTWARED 22—V —ZOFEHER L, BMOEREZENE ETNET,

NX-API 7 A 7 > MIFEARFEGE, AEAEREOWT N2 EHT D L 0I5 2 k73§ s
XFET, EIFEFAEAELET I L 00, FFAEFRE T R0ME T & 2 WIS T ARTEGE
T =Ry 7T HILIHERTHZE L TEET,
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FEFIEEFINEIR

Jl NX-APICLI

AEERGEICIIROERFHEHFFHLRH D £

eNX-API 7 FA T M, 2—HF =4 ENAT—FE2RETHLERD Y £,

eNX-API 7 AT v AL FII, T7H/NL BT /L) T R—FTHTTP ZA LT
BELET, FELEmD LD, HITP FY =L/ v F— b Th¥R—bShE
T, 2L, BMOR— ERETLHZELTEET,

« 77 AT Vv NEMERRGED Python 227 U 77 4 U PR — RS TWET, 7747
v NEHEN AR T L= X TR E L SN TW DA, python (3/3A 7 L— XD A ) %8 H
EFBOVERLET, 72720, PythonZERT7 A 77 VU DBTEOHIRIZE D, NAT7L—X%
A7 VT MIETZLITTEEEA,

eNX-APL1 7 AT b EAAL v FiE, BICRTAMKRAS YV AT IHLERNHY £,
e PR—PFEND FTRABIRA U POFRKRENL, 2AA v F T LI226 T,

AEHTXACADY A NI, TRTONXAPLIZ FA T he AL v FTRIUThHME
NHYFET, EHEHTEDCADOEBIDY A MIVFR—FEZNTWERA,

o FERAEFRGEIL, NX-API > KR v 7 A TIEYAR— SN THERE A,

e MDFAIZ L T, NX-API V> FR v 7 ANAAL v FICa— RENDINEIDBRIRED
iﬁ—o

* NX-API %> R7R v 7 X%, nxapi client certificate authentication optional % 7zi% no
nxapi client certificate authentication 23 SN TVWDIEEICDOHE— RINET,

e NX-APL %> RR v 7 AL, BEEOHNINHC A2 2 T4 7 MEWIEN T 7 7 HIC
TRINRWVIRY . drict BE O two-step FRFEE— FE e — R LEH A,

o A4 v FITIENGINX r—_—RHARAENTWET, HEDO N T A MR A V FRHRES
NTWThH, FFHEZLR Y 2 (CRL) X1 OD T A RRA L FEFITA VA F—L &
NTWDHEE, NGINX OFIRIZE Y NX-APL 7 74 7> FiEAERGHTI AR L £, =
OHIRZ BT D I2IE, TXTD h 7 A MARA > MZ CRL 2Rk L £7°,

« AEBEIIHIREINIC e o720 | BIFRGTAUL ’iﬁof:@*féﬁfﬁéﬁﬁ%;@\ CA (FZ7 A FK
AV P T TRIESI CRL OF I EE 52 5 /N H Y £, AA v F
NAMRCRLEFHATED L), RESNTWVDTRTHO MT A FRA > ML CRL
A UA =L LTLIEE, NTAMRA Y ML o TREUTZFEAENRTFE LW
BlE. ZEDOCRL AR, A VA b= L, BHFTLI2MLERHY £3, Tz s i3l
W21 EATWE TS,

K51k CLI 2 L T CRL % %7 L7=#. nxapi client cert authentication 2 %17 L T, #r
LLEFH SN CRL ZHEHA L ET,

« NX-AP1 7 7 A4 7 hEIERRREN A 2T /e > T D & ZIZASCL Y v — REEHAT 545
AlE, U a— RO5ET#IZ nxapi client certificate authentication Z %173 2 MENH Y F
R
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NX-API Client Certificate Authentication Prerequisites .

AEPAE AN ZEIEE A CAREHE TR T LTV OLERH Y 7,

TLS AR S5 — N —FEBEIZ L, extendedKeyUsage 7 ¢ — /L RIZH— X—FGFEH
f) (0ID 1.3.6.1.5.5.7.3.1 ® id-kp 1) 2ZME T,

« TLS HIZHR R END 7 74 7 2 FEHIEIZIX, extendedKeyUsage 7 4 —/V RIZH—/N—7
FEHAY (OID 1.3.6.1.5.5.7.3.2 @ id-kp 1) M T,

o Z DOIEEEIZ CRL GEHELRZHY A M) 2V R—bLET, A TA VIEHERAT—H R
7 ha (OCSP) FVFA—FINTWEFEA,

« INX-OSt*=2VUT 1 A ] OBMOEEFEEHRFHEIES> T ES0,

< REWTE CEARREOM T 2 M L E3, £ 59252 & T, BEWENUS OB H TR
FINTHETH, ELWVWa2—F—L 2T — RRER I ET,

B — IR L TBEET, = N— DA — I3 AR RS T R T DL —
P—NT 7 EATEHNLTT,

s CRL IFHHRCAMNLHF T — R L, BIDOREIZESOMLERH Y £9°, &> CRL
TEX2 VT 0 U RZICORDAEREMENH Y 17,

I\?X FARA ¥ MIEH ORI ET, FTA MRS FE i%ﬁfc@’ﬁﬁﬁiiﬁ
WERRAEMERE IS N A DL Bld, Sz ) v — 4570012, ZOkE
Z WIREGIZ N Lfﬁ)%ﬁf;{ﬁxﬁ ILET,

- nxapi certificate httpscert certfile bootflash:<> [CLI] T NX-API ([ZBHEfHT Hd 7 T4
TV NAETAT T AT 4 77 AMIIE, K8K £ D T 7 A A XOHIRD B
D E£4, ZhiEDay-1 OFIRTY,

* NX-API FH <> RDOFK 1 128 T, =< K nxapi certificate {httpscrt certfile | httpskey
keyfile} filename (Z BEHLfF 1 Eﬁ’bfﬁf“(\ PAR—RFNEINDFEHET 7 A VORKYA XX
8K A T,

NX-API Client Certificate Authentication Prerequisites

Before configuring certificate authentication, make sure the following are present on the switch:

1. Configure the client with a username and password. For information see Configuring User Accounts
and RBAC.

2. Configure the CA(s) (trustpoint) and CRL(s) (if any).

If no certificates were revoked by a trustpoint, create a blank CRL for each trustpoint.

For information, see the Cisco Nexus 9000 Series NX-OS Security Configuration Guide.

NX-APl U S5 4 7 > FEEBAZEERETDIERL

nxapi client certificate authentication =~ > FA4fiH L C, NX-API i ERGEA R E TE £
—/9)40 avw ]\{j:\ wunﬂzji{fi%ﬁﬂﬁﬂ—é‘é%l IZEj‘7 va /%"j‘j—“— I Li#

Z OFEEIL. nonxapi client certificate authentication Z i L TG+ 5 Z N T £,
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NX-APL 7 7 A 7 b OREFERIEZ WAL D121, ROFIEZ FIT L E T,

FIEDHE
1. ZOBRRORMHRSENHIZINTND Z 2R LET,
2. config terminal
3. nxapi client certificate authentication [{optional | strict | two-step}]
F D 48
ARV KRFERERETI VY BeY
ATV TN | ZOMREDRHREENTHT- S TnDH Z & 2R L | INX-API Client Certificate Authentication Prerequisites
£ (15 ~=v) | 2ZMLTIIZEW,
R T F 2 |configterminal a7 4 Fal—var E—RIADET,
{5
switch-1# config terminal
Enter configuration commands, one per line. End
with CNTL/Z.
switch-1 (config) #
Z 5+ = 3 | nxapi client certificateauthentication [{optional | strict | Yk DN LD F — R CHEBZRIE A2 A0 L E

| two-step}]
1 -

switch-1# nxapi client certificate authentication|
strict
switch-1 (config) #

Jl NX-APICLI

j‘o
«optional I%7 T4 7~ FIFBAEAZER L £,

COTAT VR DTERER ARG DL, 7T
AT b 2P OR LR T
nET,

. 7 54’ 77‘/ h 2NN 70 RE R A FR AL L 72 5
\ ok ‘ig&ﬂ&lz %gz:munﬁf\a):7j“—lv
Ny ZI3 ThbhvER A,

- 54’ 7‘/ N SFERRE Z TR Lo 7235
& iﬁz&ufn (:L“—ﬂ-“—% LR

[ AN IJLAIJ

J—R) IZ7 4= LET,

estrict (X, 774 7 v FEEHEORIEZ BN
L. BREDT=DIZH 727 74 7 v FiEAED
HoREZR LET,

o two-step &, FEARFEGE S A & G EFRAE S X
W7 3BT 2 BeBERGE AT LE T,
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sEREZIEAO Python 25 U 7 Bl ]

ARV RFERETI Va3 B#Y

GE) ALy FIT KT A RRA MBI S 1L
TWRWESIE, ZOEEZ AT S
ZEIFTETS, A yFOHEBEIIT T —
Ay —UNRERINET,
No trustpoints configured! Please
configure trustpoint using 'crypto ca
trustpoint <trustpoint-label>' and

associated commands, and then enable
this feature.

SEBAZEEELA® Python X4 1) 7 ~ D15l
ROBNX, BEEHDO 7 747 FFEAFEAMH L7z Python 227 U 7 &R L TWET,

import requests
import json

wun

Modify these please

switchuser='USERID'
switchpassword="'PASSWORD'

mgmtip='NXOS MANAGEMENT IP/DOMAIN NAME'

client cert file='PATH TO CLIENT CERTIFICATE'
client key file='PATH TO CLIENT KEY FILE'
ca cert='PATH TO CA CERT THAT SIGNED NXAPI SERVER CERT'

url='https://' + mgmtip + '/ins'

myheaders={"'content-type':'application/json-rpc'}
payload=|[
{
"jsonrpc": "2.0",
"method": "cli",
"params": |
"cmd": "show clock",
"version": 1
}l
"id": 1
}
]
response = requests.post (url,data=json.dumps (payload),

headers=myheaders, auth= (switchuser, switchpassword) , cert=(client cert file path,client key file),verify=ca cert).json(
PVEIZR LT, A7 VT FaLHETEET,

« 7747 2 MEFERIEE— RCLoTE, A v F RAT—=REXUEICRET D2 L
T (switchpassword=) . AA v F NAT— REHAMTEFET,

« optional I L O strict E— KDL A, switchpassword=1FZEHDEFIZTEET, ZD
B NX-APLIZa—W—4 &7 T4 T 2 FEHEDHIZHEASNTY T4 7 b &R

FELFET,
e two-step £— KOS, /NATU— RBRWER =8, switchpassword= DIEZFREET D
MERNDHY F£7,

NX-API CLI
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NX-API CLI I
B cvrazmzssos

*POST =2~ RC verify=False ZiZET H I & T, NX-API 4 — _OFEAENHF R TH 5
ZLOWERE ANARATEFET,

cURL SEBAEZEER DA
WIZ, NX-AP1 7 A4 7 > FFRGERADIE L < #&E (b 237z cURL GEAEER O 2R L E7,

/usr/bin/curl --user admin: --tlsvl.2 --cacert ./ca.pem --cert ./user.crt:passl23! --key
./user.key -v -X POST -H "Accept: application/json"™ -H "Content-type: application/json"
--data '{"ins_api":{"version": "1.0", "type": "cli show", "chunk": "O0", "sid": "1",

"input": "show clock","output format": "json"}}' https://<device-management-ip>:443/ins

ROFIE, ZOFERTEH SN NTA—FEZRLTHVET,

"5 A—% 39
--user B e V% - T Y 5 -0

¥4, ZhuF, usercrt DLW LRI U TH D
MENRHY £,

=P —D/AT— RERET DI, an
VOBIIRAY—RERELET, 6

——tlser:1Jseznmanua:;nassvu1rd

--cacert NX-API #— N —GEEIZE S LT CA ~D X
AEFEHLET,

P N —FERAE A WRFET D LEDR WA IT,
-k (insecure) &7 3 ZfEH L T cURL %
HELET, #l: /usr/bin/curl -k

--cert 74T v FAFHEAORZBRELET,

74T v MIEHERRE LI NTWAEE
1T, 2 DBIZNNRAT— REBELET,

5] : -~cert user.crt:passl23!
—key 7 A7 v bAEAE O —~ DR &
ELET,

AEBAZE R DARELE

ELLEREINTWBEAS, GEAERENTON., NX-API 7 A4 T MIAL v FIIT 7%
ATEET,

NX-AP1 7 A4 T bINAA o FIZT 7B ATERWERIE, ROTA RIA4 1 -THT
TNy a—T 4 VT HEITHIZENTEET,

Jl NX-APICLI
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FIRDEE

F IR D FH

sz ]

1. 22—V —FHF 7 v F—DT—%HERLET,

2. GERAEICREY BNRWVHERR L T &,

3. =T7—2RAELEEIE. nonxapi client certificate authentication . Z#12>5 nxapi client
certificate authentication #4417 L C, F7 & FRA b, CA, CRL, F72/Z NX-OS iEH
EREREICHT LT LY n— R 5L ITHEEEZ 7 T v 7T LT,

ARV RFERERTIVa Y

=)

ATYTN | 2=V —F 737 v F—Dx T —ZMHEE LET, RONWTNINDOT T —=RRAEL TRV, gL
F
« RAES Y X —lla—PF AR ESINTED
TR v F—DRES TR
c WFE~Sy ¥ —THRESN a2 —F—NELL 2
|7
« 7R T v F—DMEfE I T
ANy X —Da—W =4 L7 T4 7 NEH
EDCN 74— )L FOZ—PF—Z R~ LN
A SN TV D NX-APLF RS U T, FFEDT T —
NEREINET
« JSON/XML D55, 401 @it T — : a—F—n K1
OPLRNT T —NRAELET, RICHIZ R L E
‘a‘o
{{{
"code": "400",
"msg": "Authentication failure - user not
found."
B
« JSON RPC 2.0 D&, -32004 #5h7aa—F—4%
lid 2y — R T —=RNEAELET, RITHIZR
LET,
{1
"code": -32004,
"message": "Invalid username or password"
}}
AT T2 |GEHFEIZRY BRVPHER L T EEN, WOWNE %759 HTTPs 400 =7 — %R L £,

ERNFETITRN LT T A T 2 b EEBES R
ENTEHA,

NX-APiCLl [
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B vxaryozzrEn

avYRFERET7IOI Y BRI
o« A FITHERR STV D CRL DA ZhHIRE 238
NTWBEE,

Wiz~ LET,

<html>

<head><title>400 The SSL certificate
error</title></head>

<body bgcolor="white">

<center><hl1>400 Bad Request</hl></center>
<center>The SSL certificate error</center>
<hr><center>nginx/1.7.10</center>

</body>

</html>

ATy T3 | =T =L LEEAIL. nonxapi cient certificate| fEBAEFRGEZ N LT D, HEADICL 7,
authentication . #172>5 nxapi client certificate
authentication Z%17LC, F7 A FARA  k, CA,
CRL, F7213 NX-OS GEHIEMREICK T 2L E % Y
= RTLEIHEE YT v T LET,

NX-API ) T X FEH

NX-API UV 7 = A FEFHRIL, XML 74—~ v FEZIFISON 7 —~< v b TT /3, RTEE &
NET, VIZIZAFOHTTP~y X —%, VI A DaryT Y XA T ZiE+T 5 08EN D
D E£9,

WOFIZY A FENTWDNX-API BE#FHL T, CLIa~> FERELET,

N

GE)  =—¥—I2iE, [configure terminal] =~ > RZ&FATT HHERD ML ECTF, JSON-RPC 25 A )
U7 xA K Z7x—~v NOYE,  [configure terminal] =~ Rik, ®iZ, M m—KFAND=
~ Y FIRETENDENCFATSNET,

R2:XMLETILJSON 7+ —< v D NX-API') V) TR N EHR

NX-API ) 2 TR FER iER

version NX-API X— 3 VEFRTELET,

NX-API CLI
T I
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NX-API ) U TR FEHR .

NX-API )Y T X FEFH

Bl

type

BT Ta~vr ROXA FTHIBELET,
WDHATDa<y R R—KENTHWET,
* cli_show

WE S 13 B2 Clishow 22w > K, o<
YRR XML AP R—F L TWRNESIL, —
T— A=V NRENET,

e cli_show_array

i S 7= 13 B 72 CLIshow 2~ > K, show
a2 REATY, di_show IZEITWE 303,
ci_show_array # i3 2% &, 7 —Zi3AEIM (]
THENTZ 1 DOHEFEOY 2~ DF D ESIE LT
KIVET,

» cli_show_ascii

ASCII 723048872 CLI show =< > K, Z U,
ASCII W /) Z it 3 2 BEFDO A 7 U 7 & —H L %
T, 22—V —I%, RROELCEEFEDOARA Y U7 K
EEHTEET,

e cli_conf
CLI#pi =~ N
* bash

Bash 2~ K, 1L A EDOIEXFEER Bash =~ K
IZ. NX-API CHAHR—FENTWET,

GE) o Ko<y RiX, BIEDO2—F —DHERT
DIHFEATA[EETT,

c A=Y XA TRASCUDOEE, )
TS TRIEN Y R—FanE4, B
DXMLIEROS G, /<A THEAEI TR —
FEZTWERA,

o Jx K 10 DT 5 show 2~ > KA

R— SN TWET, show=z~ RO
W10 ZER 556, 11 FBLUBEO 2~
vRIEERESNET,

fER A s FIZYAR— S T0ELE
Ao

NX-APiCLl [



B vxaryozzrEn

NX-APICLI |

NX-API )Y T X FEFH

Bl

Fx 7

—fBDshow 2~ Nk, KEOHNZRTHENH Y £
T, avy REENRETTHHICNX-APLIZ 74 7 b
DI DML & BAG T 2 72 D12, NX-API |Z show =1~ >
RO DF v 7 PR —KrLTNET,

WROBREELHNE T ITENCTE ET,

CE) 0 Frr 7O LEEA,

1 T 7 i,

G¥) e Fx Y AR—FTHD|Ishow 2~
v R, —#D show 2~ KM
ANTEhb &, BPloa<y REFRN
Fy o ENTRENET,

A v E—UERDA T v 3 T,
XML % 721% JSON T,

« XMLH ) A v E—HERDGEAE<E 2T
> 79 EORFERSUTX. B3R XML A v
TV ERERTAEDIIEBINET (<
I <IZEHBEINFET > IF &gt lEHB S
£9) .

XML SAX #fEf LT, Fv 7 &hi-
WD EfATTE £7,

o« A v B—U AN ISONDEE. F¥
U NESE SIVTHRNR JISON 47 Y =
7 FIMERRE L ET,

GE) F v T WEN o TWAIES . BEY
A= FENTVDIRKA =T A X,
F 7 KD 200MB T,

Jl NX-APICLI
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NX-API ) U TR FEHR .

NX-API )Y T X FEFH

Bl

2—/LNw 7

FERLCLIICH LCOAFRTH Y, show 2~ RiZxL
TIEHBEDITIEDH Y XA, HERe—NV Ry T FTF g
PHRELET, ROWTNIDOL T g o E2FEELET,

* Stop-on-error : FANI KM L 7= CLI TIEFIE L £ 7,

» Continue-on-error : T 7 — % 47 L Cfhod> CLI % #e1T
LET,

« Rollback-on-error : 3 A7 LKERR & LR O EEIZ 1 —
NNy 7 LET,

G¥) ANV 72X T —~v b2 XML £721%
JSON OI56 . m—/L 3y 7 B3 cli_conf
F— NCEHTEET,

sid

tyTa VIDERIL, BEAvE—UNRT Y7 ENT
WAL ARIZDRENTT, AvE—VDROF ¥ 7%
PS4 212, fionEA Yy =0 dd & —7 5 sd
ERRETHLENRDY 7,

NX-0OS U U —293(1) Tit, sid4A 7+ 3 ¥ clear NEA
éﬂ“(lﬂi‘% sid % clear G:%&fﬁbf%ﬁbb\?"&*‘/? )
J A MRBBEIND L BIEOF ¥ 7 U7 A ME
TARCEE ISR E T,

JRE T — R 429 #ZUB-TGE  AF Yo s V7T Ok
K#x 2 TF, sSidclear ZEH LT, BIEOF ¥ 7 U
JTANEMWIELET, Sdclear 2 L2, %D
JNEA— RNiZ, Y OY 7 T2 Mk L CHlE £ 0 &)
ELET,

NX-APiCLl [
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B vxaryozzrEn

NX-API )V TR +EFR B

input ANF 1 HDawy FERFEEDa~< > R T, 272
L. B2 A0t —V XA TR THa~v Yy RERIES
IRV FHA, =& 21X, show =< Ridcli_show
A=V ZATTHY, cli confE— RTIEHA— KX
NEHA,

GE) bash Z#fr& . D=~ N ;) TXY]
DET, GlE, B—07 7070 ETHTe
PVERHY FT, )
TT—a—R500THA L7 T FLRVED
2. 22 ROHIZ terminal dont-ask &7

mLES, RiTHlEZRLET,

terminal dont-ask ; cli conf ; interface
Eth4/1 ; no shut ; switchport

bash 4. EH D=~ Fix ;] TXY)
DET., GCERE—-07I 7 XFECHENR
TWEEA, )

PIFiE, #Eoa~r Foflct,

GE) cli show | show version ; show interface brief]
o ; show vlan

cli conf|interface Eth4/1 ; no shut ;
- switchport

bash cd /bootflash;mkdir new dir

Jl NX-APICLI
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NX-API ) U TR FEHR .

NX-API ') 7 TR bEHR B2l
output_format HAFTREA ) A ¥ — VTR D £ B0 T,
() |xml XML A7 L £ 7
json JSON JEATHIN 2 477E L &
¥

GE) CiscoNX-OS CLIIZ XML H /12 H R — K LT
WEFT, DF Y JSONH I XML 7> & 25 #a
INFET, BHIIAAL v F TUEINET,

RO — =y REEHET L7201,
JSONH NI &Iz L > TRIESIVE T,
tH1725 1 MB 2 2 2%6. X XML 2
XTRENET, HINRF vy 7 ENTND
BE. XML W oBBYR— S Ed,

HTTP/HTTPS ~~ > % —® content-type ™~ % —
%, B (XML £7213JSON) O A 7
R LET,

JSON-RPC ANV 7 = A MEXTHHHAE. IROFKIZY A R I TW5H NX-API E 5 % i
LT, CLIla~y R&EHEELET,

% 3:JSON-RPC 7 #—< v +@ NX-API') ) TR &SR

NX-APl )9 T X FEHR SR BA

jsonrpc JSON-RPC 7’1 h a /L d/\— 5 B EET 5 X545,
N—= g 0320 THDHZ EBNETT,

method BEONMH &L D A Y v ROARTE GT3CTH,
NX-APL X, ROWTInEHIHR— b LET,
o cli : show F7=FMHla~ 2 K
e cli_astii : show 723~ R, 74—~ v M
T

scli_array : show 2~ > R&EH, ci il TWETR,
cli_array 37 —# =51 ([]) THENTZ 120D
ROV AL, DEVEFIE L TRLET,

NX-API CLI
I
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NX-API )Y T X FEFH

Bl

params

Ay ROMOH LIS SN T A = HZ fREF
oG L S T fE,

UTFTHREENTWVAHILENH D 9,
ecmd : CLI =< K

eversion : NX-API U 7 =& h D X— g kRl

= — LN v 7

AL CLLICK L COHRFRTH Y . show 2+ NITHKFL
TIANTIED Y FHA, e —V Sy 7 T g
RONWTNINDA TV a L ZRETEET,
» Stop-on-error : FANZ R L7z CLI TEIE L 9,
« Continue-on-error : 2 L 7= CLI % 45 L CTihod CLI
AT LET,

« Rollback-on-error : 3 A7 AKERL 2 LLRTOWREEIZ 1 —
NNy 7 LET,

T

RERARGERR & Z D BER AT 2 &, A4 v FIT#EHT
HENC 2~ FERGECTE £9, ZhUT kv, ki
AT 2R, RO (WMWERNN—Fy =T U Y —
AOR M E) EHERTEET, RiEX A7
(Validation Type) ] K v 7’ X 7 U A N BIRGEY A
TERIERLET,

« [REEDH (Validate-Only) ] : #ERk 2 RRAE L £ 4773,
wWHLEEA,

o [#REE L TERTE (Validate-and-Set) ] : FERK A FRAE L |
FRAEDSE) LT B3 A A FITH R 2 L £ 7,

=

BROPEH e v 7 2 ETEET, 2k, 2oy
IIMREEBEINTWAES, o —Y = MEEIZ
FuarsIv = MIREEETXEE A,

TIAT v ML oTHNLEND AT 3 v OB+,
RESN TV DHEAE., XTI, B, £7213 null 5%
ELVERHY FF, EIT null 12225220 T,
BTN Z SO EE A, 22— =N id T A—F %
RE LR TA, = "—13 ) 7 = X M HAR 518
HTHDHERRL, WEITLERA, 787 A—F(Fid: 1
REDEIITHRELET,

Jl NX-APICLI
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NX-API L& E R

nx-ar sz ]

CLI 2= NIZISZET 5 NX-APl BHE AR DOEITRLET,

= 4:NX-APITGEESR

NX-APl [ B E &

8

version

NX-API R— =3 >,

type

ETTHavr ROZA 7,

sid

WEDY v g VT, ZOEFL, WEA =N Ty
VI ENTWDAGARICOREZTT,

outputs

TR_RCoa~vr KEDhEFETLZ 7,

D a~ 2 R cli_show F 721X cli_show ascii IZH HHA. &
avy FHEHR—DM A% 7 THENE T,

A v—Y ZA 7N cli_conf £ 7213 bash DA, cli_conf 35 X
Obash =~ NZiZa 7 F A MR MERLD, §XCToha~v
Y FIZH—DHAZ 71350 £,

7]

H—pavxr NN EMTZ 7,

cli conf & bash X v&— ¥4 FDOLE, ZOEHZIZITT T
Davr ROMANGENET,

input

V7 T2 NCIEINE 1 SOa~y Refiex 7, Zo3EE
I, BOROA )R Al ) 2 S A BRI B T B olc &S
bHET,

V'

a<y RIRE DA,

av L ROETPLIRESNIZRK 22— K,

NX-APIL (&, NA /=T F X Mk 7'm k2L (HTTP) A7 —

HAaA—RLYARY
(http://www.iana.org/assignments/http-status-codes/http-status-codes.xhtml)

T SN TV SRR O HTTPJRR = — RZ2HEH L £ 7,

msg

IR a— FICBE#EMIT oz T — XA v'—,

NX-API ~D7 U £ XA DHIR

T8 ZA~@ HTTP 38 X OVHTTPS 7 7 £ A & HilfR3 2 12i%. ACL & iptable D 2 DD H{EN &
D iﬁ—o {ﬁﬁﬁj‘éjﬁ(fﬁi\ nxapi use-vrf<vrf-name> CLI =z~ f\%ff}zﬁ Lf\ NX-API JE’{%@
VRE ZHERL L TV E I IS U THRE Y £,

NX-APiCLl [



NX-APICLI |

. iptable D E #

HrE D VRF 2T % XL DI NXAPL 2L L TWW AR WEAIZDAH, ACLEZEH L TT A R
~@O HTTP £721Z HTTPS 7 7 E A &R L £ 9, ACL OEKOZEMICOWTCiE, AL TV
HAALwF 77 IUDCiscoNexus> VU —ANX-OStF 2 UTF A HERTA REBR LTS
W,

7272 L. NX-APLi#fE IZ VRF #5% € L7286, ACL X HTTP £ 721X HTTPS 7 7 & A Z [}
LEHA, fRDOVIZ, iptable D/L—/VEER L E T, L—VOIEROFEMIZ DUV TIL, iptable
DOFEF 28 X—) ZZML T I,

iptable O 5 37

ATvT1

ATy T2

ATvT3

ATvT4

ATy TH

iptable Z 9% &, VRF 23 NX-APLi#{E FHICHERL STV D IGEIZ, T /31 A~ HTTP £
721X HTTPS 7 7 v 2 & HIR & £4, = @Jzﬁ v a Uik, BETFO iptable |2 HTTP 38 L Y
HTTPS 77k A% 71 v 7+ 50— L &BIN, #a, HIRT 2 hEE2 R LET,

HTTP 7/ B A&7 0y 7 F 5 —VEAERT D113, WOFIEEFTLET,

bash-4.3# ip netns exec management iptables -A INPUT -p tcp --dport 80 -3j DROP

bash-4.3# ip netns exec management iptables -A INPUT -p tcp --dport 443 -j DROP

W SN — IV EHERT DI21E, ROFNEELFATLET,

bash-4.3# ip netns exec management iptables -L

Chain INPUT (policy ACCEPT)

target prot opt source destination
DROP tcp -- anywhere anywhere tcp dpt:http
DROP tcp -- anywhere anywhere tcp dpt:https

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

10.155.0.024 7% FDOFR—=HF 80 ~DIT_XTCHO T T 4 v I 2Ty 7T HLV—VEAERL CHRT D
IZiE, MOFNEEZFEITLET,

bash-4.3# ip netns exec management iptables -A INPUT -s 10.155.0.0/24 -p tcp --dport 80 -3j DROP
bash-4.3# ip netns exec management iptables -L

Chain INPUT (policy ACCEPT)
target prot opt source destination
DROP tcp -- 10.155.0.0/24 anywhere tcp dpt:http

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

LIRMIZIE A L7 b—/L 2 BB L CHERB Y 21213, IROFIRZEITL £,
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Z ORI, B NL—/L% INPUT D SEIEE L ET,

bash-4.3# ip netns exec management iptables -D INPUT 1

bash-4.3# ip netns exec management iptables -L

Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

RDBRY

) 0— FRIT Iptable k%155 |

iptables ®/L—/ L% bash ' = /L CEE L7246, UV e— FRIMREESINERTA, V—L &KL
HINZT 5121, U =m— R T Iptable Zkfiilb 35 (29 <—2) ZZRLTIEIV,

|) O— KR T Iptable Zk#51E3 %

iptable /L —/L % bash ¥ = /L CERE L7454

Jo— FRIIRFSNEEA, Z0OET7 Ve

YTIEL Ve — MR B A S U iptable & kifiefb 2 HIEICOW TR L7,

15 H B HEIIC
iptable Z#ZH L7z & LET,

AT w71 iptables initlog & VI ARIDT 7 A V% Jetc T 4 L7 N UIZERL £7°,

bash-4.3# touch /etc/iptables_init.log; chmod 777 /etc/iptables_init.log

ATy T2

ATvT3

iptable DT % {1795 Jetc/sys/iptables 7 7 A V& AERR L £ 57,

bash-4.3# ip netns exec management iptables-save > /etc/sysconfig/iptables

RO—EDa~ 2 REFEH LT, fete/initd 7 1 L2 k1T liptables init] &9 EEYZ 7 U 7" M & B L

ij—o

#!/bin/sh

### BEGIN INIT INFO

# Provides: iptables_init
# Required-Start:

# Required-Stop:

# Default-Start: 2345

# Default-Stop:

NX-APiCLl [
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h—=IL X4 9% ACL

# Short-Description: init for iptables
# Description: sets config for iptables
# during boot time

### END INIT INFO

PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin
start_script() {
ip netns exec management iptables-restore < /etc/sysconfig/iptables
ip netns exec management iptables
echo "iptables init script executed" > /etc/iptables_init.log
}
case "$1" in
start)
start_script
stop)
restart)
sleep 1
$0 start

*)
echo "Usage: $0 {start|stop|status|restart}"
exit 1
esac
exit 0

BB A 7 U7 MOEY) MR 23 E L £

bash-4.3# chmod 777 /etc/init.d/iptables_int

chkconfig =—7 1 U7 4 2 L, [liptables int] fE)A 7 VS h& T4 IZRELET,

bash-4.3%# chkconfig iptables init on

liptables_init] EE)A 7 V7 MI, Ver— F2FETTLH-RIFTINE T, 1T iptable /L—/L % K
BIZT 52 N TEELE,

Hh—=xxI)L X524 ACL

H—F I AZ 7 ACLIF, A VRN RAaviR—xk o heT 7 MR R avR—xr B
TH72DD ACL ZAERT 272D D— 72 CLIA > 7 7 A N7 7 F % T,

H—F)v AH 27 ACL %, NX-OSACLCLI #fifH L C, BEHBIUO 7o k Xx/)L HR—F
toBERT ) r—va B RE#ELET, H—D ACL 2R ETH I LT, NX-08 LT T
DEBT TV r— g VR RETEADVNERDH Y 7,

=N AL 7 ACL X, =—HF—DFEHN ALZEEL, ACL 23 mgmt0 A > ¥ —7 = A A
WCEM EN 5 & & iptable = N 2 HEBIC T 0 7T AT 5a R R—R 2 T,

LRI, —x)v A% v 7 ACL ¥ 26 T1,

Jl NX-APICLI



| NX-APICLI

n—xnzavsact [

swtich# conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch (config)# ip access-list kacll

switch (config-acl)# statistics per-entry

switch (config-acl)# 10 deny tcp any any eq 443

switch (config-acl)# 20 permit ip any any

switch (config-acl) # end

switch#

switch(config-if
switch(config-if
switch(config-if
switch(config-if

interface mgmtO
ip access-group acll in
ipv6 traffic-filter aclé in

HH = H H

switch# sh ip access-lists kacll

IP access list kacll

statistics per-entry

10 deny tcp any any eq 443 [match=136]
20 permit ip any any [match=44952]
switch (config) #

PUTFIE, HERRIZ DUz iptables =2 R Y D —F )V A X w7 T 4 VZ Y 7 TH,

bash-4.4# ip netns exec management iptables -L -n -v --line-numbers
Chain INPUT (policy ACCEPT 0 packets, 0 bytes)

num pkts bytes target prot opt in out source destination

1 9 576 DROP tcp -- * * 0.0.0.0/0 0.0.0.0/0 tcp dpt:443

2 0 0 ACCEPT all -- * * 0.0.0.0/0 0.0.0.0/0

3 0 0 DROP all -- * * 0.0.0.0/0 0.0.0.0/0

Chain FORWARD (policy ACCEPT 0 packets, 0 bytes)
num pkts bytes target prot opt in out source destination

Chain OUTPUT (policy ACCEPT 0 packets, 0 bytes)
num pkts bytes target prot opt in out source destination
bash-4.4+#

=N AZ 7 ACL ¥R — hDOHIfRITIRD &1 TT,

« ZOMREIE, mgmtOAf X —T = A ATOHIR— S, oA RN R 2 —T =
A ATEHYFR—FSNEREA,

cACL=> KU ® 520 % 7L (protocol, source-ip, destination-ip, source-port, 33 &
destination-port) X, iptables |27’ 277 AZNTWET, ACL=> RV TRt 55D
DA 7 avidiptables TR T T AINTELT, 0K I BRGEITEE D syslog & A
n—LE7,

7~ 213, T84S —o ACL 473 3 »idkstack TIIHR— FENTWERA, M
RN —IVDIINA A —LENET, |

¢ TNA A =W =R A K bash 77 B AL FF > TV D %G, = — P —1XFH) T iptables
EREHCTEXET, ZOFEHLY, v s T AZH TS iptable L— /L3R 3% FIHENE
VARV o/ RS

« RAES D ACE DRRIKIE, IPv4 T 7 4 » 7 DAL 100, IPV6 77 4 v 7 OEE
[TMATESBHIZI00TY, ZDOAF—ALUEEENT L, AV—T7y MNCEBEEHEZD
FREMED B Y £,
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NX-API [GZ&ZO— FDFE
WIZ, NX-APLJGEDEZOBNDNX-API =T —, =7 — a— K, BIOAvyE—VERLE
7

WIZ, NX-APIIGEDEZ LNDNX-API =T —, =5 — a—F, BIUOAvyE—V&ERLE
@—O

V72 MMERAN XML £7212JSON 74+ —< v hOHEE . NX-API =5 —, =5 — a— K,
BIUONX-APIIGED A v E—T RO EBY T,

N

GE) WD HTTP =7 — a— RiE, N A /X—F % Z MEET T f 2L (HTTP) A7 —F A 20— K
LA kU (http://www.iana.org/assignments/http-status-codes/http-status-codes.xhtml) (Z &> V) £ 97,

= 5:NX-APITEZE2—F

[NX-API ix% (NX-API Response) | a—F |[AyvEe—P

Hzh 200 AR,

CUST OUTPUT PIPED 204 FRIC LY . HAERIOBTIC A TSN
£7

BASH CMD_ERR 400 Bash 2~v> N =7 —

CHUNK_ALLOW_ONE_CMD_ERR 400 Fyr27iE, 1o0a~vy RETEZITA
nET,

CLI_CLIENT ERR 400 CLI DETT T —

CLI_ CMD_ERR 400 CLI 2~> R =7 —DAT,

EOC NOT ALLOWED ERR 400 cocflilE, VZTZARDEY a3 ID &
LIRS THER A,

IN_ MSG_ERR 400 EREA v E—UNEHTT,

INVALID REMOTE IP_ERR 400 FERO Y E— FPERETE EHA,

MSG_VER_MISMATCH 400 Ayt —Y R—=Tg L OLR—F

NO INPUT CMD_ERR 400 ANa<r Kby FHA,

SID NOT_ALLOWED ERR 400 Ty a D & LTCAT S U3 i
HTI,

PERM_DENY_ERR 401 MERAE S SE LT,
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nx-Ap sz — oz ]

CONF_NOT_ALLOW_SHOW_ERR 405 HERCE— RIT [RT (show) ] ZFFAI L ¥
NEAVVA

SHOW_NOT_ALLOW_CONF_ERR 405 FRE— R TIHHERTE EHEA,

EXCEED_MAX_SHOW_ERR 413 T % show =< > RO AR A B2 *
L7, BARMEIE 10 TY,

MSG_SIZE_LARGE_ERR 413 JEEY A ANRETEET,

RESP_SIZE_LARGE_ERR 413 JEEY A ZXDRIRRA v —2 A X%

2772, WA EIERELE L, R A
A% 200 MB T,

EXCEED MAX INFLIGHT CHUNK REQ ERR

429

FIF v 7 U7 oA hORREITHEZ
TWET, JKIL2 TT,

MAX_SESSIONS ERR 429 ATy a VRRICEELE L, Hrilwn
2—P—/7 T4 T FOBEIE, LIES
SLTHhHH ) —ERBRALIZSN,

OBJ_NOT_EXIST 432 FERLIEAT V=7 MRTFELERA,

BACKEND ERR 500 Ry sy RLET 5 —

CREATE_CHECKPOINT ERR 500 F v I RA L NOERETHTT—,

DELETE CHECKPOINT ERR 500 F v 7 RA L FOHIREHICT T — 35k
LE L,

FILE_OPER_ERR 500 AT LNET 7 A NEET T —,

LIBXML NS _ERR 500 VAT LAOWE LIBXMLNS =7 —, Zi
FER 7 4 —~ v PO T —TT,

LIBXML PARSE ERR 500 VAT AOWHES LIBXML fiffr =7 —, =
NFERT7 +—~ v hOTTF—TT,

LIBXML PATH CTX ERR 500 VAT AOWHE LIBXML /XA 227 % 2
f=F—, ZHEFERT7r—~vy fO=
:7‘ %/C‘—é—o

MEM_ALLOC ERR 500 VAT AOWNEH ATV EID YT T —,

ROLLBACK_ERR 500 0=y 7 OFITHICE T —NRELE
L7,

SERVER BUSY_ ERR 500 = N—=PNE VRO, U7X

FESSNE L,
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USER_NOT FOUND ERR 500 ADEFEX v v amba—HF—R o
N FEH A

VOLATILE FULL 500 FERMEAE VT TF, AEY 22—
AEMRBLT, BRITLTL &N,

XML _TO JSON_CONVERT ERR 500 XML %*5 JSON ~DZE#HT 5 —_

BASH CMD NOT SUPPORTED ERR |[501 Bash 7~ RIEHHFE— F & TWERAL

CHUNK_ALLOW_XML_ONLY_ERR 501 F v 7 IX XML 1 OHEZ R LET,

CHUNK ONLY ALLOWED IN SHOW ERR |501 JWEDTF ¢ 71X, show A< R TDOH
TS ET,

CHUNK_TIMEOUT 501 F ¥ I IREDERFICHXA LT U FLE
L7,

CLI CMD NOT SUPPORTED ERR 501 CLIz~<Y RiZHR—FEnTWERA,

JSON_NOT_SUPPORTED_ERR 501 KEOH I OTREM N B 5 7=, JSON I
PR—FENTHEEA,

MALFORMED XML 501 ARIE72 XML H 7,

MSG_TYPE UNSUPPORTED ERR 501 A=Y XA T FR—FENTWE
HA

OUTPUT REDIRECT NOT SUPPORTED ERR | 501 HAHYZ ALY NI FE— RS TnEd
Moo

PIPE XML NOT ALLOWED IN INPUT [501 T avy R A 7 XML IZA S Tl
FAEHTWERA,

PIPE NOT ALLOWED_IN_INPUT 501 TOANEA TN, TR TE
Moo

RESP_BIG_USE_CHUNK_ERR 501 WWENHFERKNEEZBZ TOET, HKRIT
I0MB T7, Fv 7 ZA%hc L TXML
F/IFISON HAEFEH L £,

STRUCT NOT_SUPPORTED ERR 501 LT R— F SR TWEE A,

ERR_UNDEFINED 600 REFART T —,
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JSON & & U XML #&:& 1L H A

NX-0S i3, koGS 74—~y F T, S S E A show =~ > ROEESE )
DY EA VY FaePR—FLTWET,

« XML
« JSON, JSON H 1D F[Ri% 60 MB T,

«JSON 7 4 —~ v NI OERERKE T 1 v 7 Z5Hi2<2d < L7z JSON Pretty &, 0 £,
JSON @ [RIZ 60 MB T,

*NX-0S U U —293 (1) T#HAXH7- JSON Native & JSON Pretty Native (X, B 2~
VRIER VA X —% N RAFTHZ LR Y JSON % KV @SRRI R R L
%7, JSON Native 33 L TV JSON Pretty Native |, H D7 — 2R a2 LR L ET, HITHD
FINEWT DD VI, BB E L TRRLET,

NX-OS CLI T, fE=#£0D NX-0S /1% JISONE /- IZ XML A > Z—F U Z—IT [ TP +
HE, INHDOTF—~vy hADOEBPTOIET, =& 21E, showip access =~ &%
1T 2B, B SA 7 () 28T T, 2ORICH DB ETEET, 29575 &, NX-0S
a~y FoHhREvicEEibtsh, 2o cora—FanEd, ZoEEIcLY, 7nm
TT NI EDT—H O BAIEEIZR Y, Y7 v =T AN =T TV A NI EN L
AL FNEDARN) =T T —=EZRFR—FINET, CiscoNX-OSDIFEALEDa~
Fu\mquaumw JSON XA 7 1 7, JSON XA 7 4 7 Pretty, 3L UXML )% 4
A—brLTWET, BEET = h— a<xr Rl —#Hoa<r N, $XToRxH
R—=FLTIHWERA, BEMEF vy h— a<w NI XML 23R —F LTWETA, JSON
ONY T MIERB Y R—FLTWEREA,

Y

GE) W=7 —%[ERETHI10E,. 77 AV U ZA L7 FEFEHLTISONH I EZ 7 7 A ) # A
V7 L, FOT7 7 ANVHDEFEAHLET,
il

Switch#show version | json > json output ; run bash cat /bootflash/json output

ZOBREDBIRE NI Z LU FICFRLET,

JSON D#FE (JavaScript 77> =& FRED)

JSON X, HIFErTHE/R T — X DI DICRKEI SNTRET F A N R—ADA—TF v AL X — R
T, XML OfRFIZ7e 0 £9°, JSON IEH & & & JavaScript 20 Hak el S E L7122y, i lIKA T
LWT =X Td, a~> FHATEH, JISONBLWISON U T 4 74—~ v b, B
NISON RA T 4 TEBELWISON VT 4 AT 4 THHFAR— I TWET,

IFTARCOEHOT 077 IV TEETMLNOFETHR— RSN TND 2 DOFEER
TGO LB T,

JEFAFE U AR Bl

NX-API CLI
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show 1= > R JSON F 7213 XML Hi/JIZ1E, NX-API %> FR v 7 Anb b7 7 B A TE £

R

CLI D %EAT

switch-1-vxlan-1# show cdp neighbors | json

{"TABLE cdp_neighbor brief info": {"ROW_cdp neighbor brief info": [{"ifindex": "

83886080", "device id": "SW-SWITCH-1", "intf id": "mgmtO", "ttl": "148"
"capability": ["switch", "IGMP cnd filtering"], "platform id": "cisco AA-C0000

S-29-L", "port id": "GigabitEthernetl/0/24"}, {"ifindex": "436207616", "device

_id": "SWITCH-1-VXLAN-1 (FOC1234A01B)", "intf_id": "Ethernetl/1", "ttl": "166

", "capability": ["router", "switch", "IGMP cnd filtering", "Supports-STP-Disput

e"], "platform id": "N3K-C31320-40G", "port id": "Ethernetl/1"}]}}

BLR-VXLAN-NPT-CR-179#

XML 35 & T JSON H A1 D45l

Ok va T, XMLEBEIOVISON H /1 E L THRREND NX-0S 2+ 2 ROFNZDOWNT
FAL £,

KOFNE, "—F U =27 T—TNLDa=F% vy A MBIV LFRY AN L—FT 47 =k
U % JSON JENTHERT D HEZRLTVET,

switch (config)# show hardware profile status | json

{"total 1lpm": (["8191", "1024"], "total host": "8192", "max host4 limit": "4096",
"max host6 limit": "2048", "max mcast limit": "2048", "used lpm total": "9", "u
sed v4 1lpm": "6", "used v6_ lpm": "3", "used v6 lpm 128": "1", "used host lpm tot
al": "O0", "used host v4 lpm": "O", "used host v6 lpm": "0", "used mcast": "O0", "
used mcast oifl": "2", "used host in host total": "13", "used host4 in host": "1
2", "used host6 _in host": "1", "max ecmp_ table limit": "64", "used ecmp_ table":
"0", "mfib fd status": "Disabled", "mfib fd maxroute": "0", "mfib fd count": "O"

}
switch (config) #

WIZ, N—RU =T T—TND2=Fx A MBIV F XY AN N—T 4T = ) %
XML R TERT D012~ LET,

switch(config)# show hardware profile status | xml
<?xml version="1.0" encoding="IS0O-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0:fib">
<nf:data>
<show>
<hardware>
<profile>
<status>
<__XML_OPT_Cmd_dynamic_tcam_ status>
< XML OPT Cmd dynamic tcam status  readonly >
<__readonly >
<total lpm>8191</total lpm>
<total host>8192</total host>
<total lpm>1024</total lpm>
<max_host4 1imit>4096</max host4 limit>
<max_host6 1imit>2048</max host6 limit>
<max mcast 1imit>2048</max mcast limit>
<used lpm total>9</used lpm total>
<used v4 lpm>6</used v4 lpm>

Jl NX-APICLI
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<used v6_ lpm>3</used v6_ lpm>
<used v6_ lpm 128>1</used v6 lpm 128>
<used host lpm total>0</used host lpm total>
<used host v4 lpm>0</used host v4 lpm>
<used host v6 lpm>0</used host v6 lpm>
<used mcast>0</used mcast>
<used mcast o0ifl>2</used mcast oifl>
<used host in host total>13</used host in host total>
<used host4 in host>12</used host4 in host>
<used host6_in host>1</used host6 in host>
<max_ecmp table limit>64</max ecmp table limit>
<used ecmp table>0</used ecmp table>
<mfib fd status>Disabled</mfib fd status>
<mfib fd maxroute>0</mfib fd maxroute>
<mfib fd count>0</mfib fd count>
</__readonly >
</ XML OPT Cmd dynamic tcam status__ readonly >
</ XML OPT Cmd dynamic tcam status>
</status>
</profile>
</hardware>
</show>
</nf:data>
</nf:rpc-reply>
11>11>
switch (config) #

ZOFITIE, JISONTERTAA v F FIZLLDP # A ~— 4 Frd 5 HFiEA R~ LET,

switch (config)# show 1lldp timers | Jjson

{"ttl": "120", "reinit": "2", "tx interval": "30", "tx delay": "2", "hold mplier
": "4", "notification interval": "5"}

switch (config) #

ZOFEITIE, XMLERTAA v F EIZLLDP ¥ A ~—% K115 HiEERLET,

switch (config)# show 1lldp timers | xml
<?xml version="1.0" encoding="ISO-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0:11dp">
<nf:data>
<show>
<1ldp>
<timers>
<__XML_OPT_Cmd_1lldp_show_timers__ readonly >
<__readonly >
<ttl>120</ttl>
<reinit>2</reinit>
<tx_interval>30</tx_interval>
<tx delay>2</tx delay>
<hold mplier>4</hold mplier>
<notification interval>5</notification interval>
</__readonly >
</ XML _OPT Cmd 1lldp show_timers  readonly >
</timers>
</1ldp>
</show>
</nf:data>
</nf:rpc-reply>
11>11>
switch (confiqg) #

NX-API CLI
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ZoHIE. ACL #et%E XML X TR T L HEEZRLTHVET,

switch-1(config-acl)# show ip access-lists acl-testl | xml
<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns="http://www.cisco.com/nxos:1.0:aclmgr" xmlns:nf="urn:ietf:p
arams:xml:ns:netconf:base:1.0">
<nf:data>
<show>
< XML OPT Cmd show_acl ip ipv6 mac>
<ip ipvé6 mac>ip</ip ipv6 mac>
<access-lists>
< XML OPT Cmd show_acl name>
<name>acl-testl</name>
< XML OPT Cmd show_acl capture>
<_ XML OPT Cmd show_acl expanded>
< XML OPT Cmd show_acl  readonly >
<_ readonly >
<TABLE ip ipv6 mac>
<ROW_ip ipv6 mac>
<op ip ipvé6 mac>ip</op ip ipv6 mac>
<show_summary>0</show_ summary>
<acl name>acl-testl</acl name>
<statistics>enable</statistics>
<frag opt permit deny>permit-all</frag opt permit deny>
<TABLE_ seqgno>
<ROW_seqgno>
<seqno>10</segno>
<permitdeny>permit</permitdeny>
<ip>ip</ip>
<src_ip prefix>192.0.2.1/24</src_ip prefix>
<dest any>any</dest_ any>
</ROW_seqno>
</TABLE_seqgno>
</ROW_ip_ ipv6_mac>
</TABLE ip ipvé6 mac>
</__readonly_ >
</__XML__OPT_Cmd_show_acl__ readonly >
</__XML__OPT_Cmd_show_acl_expanded>
</ XML OPT Cmd show acl capture>
</__XML__OPT_Cmd_show_acl_name>
</access-lists>
</ XML OPT Cmd show acl ip ipv6 mac>
</show>
</nf:data>
</nf:rpc-reply>
11>11>
switch-1 (config-acl) #

ZOBIE. ACL 5t % JISON B TERT D HiEEZ R L TCWET,

switch-1(config-acl)# show ip access-lists acl-testl | json

{"TABLE_ip ipv6_mac": {"ROW_ip ipvé6_mac": {"op_ip ipv6_mac": "ip", "show_summar
y": "0", "acl name": "acl-testl", "statistics": "enable", "frag opt permit deny
": "permit-all", "TABLE seqgno": {"ROW segno": {"segno": "10", "permitdeny": "pe
rmit", "ip": "ip", "src_ ip prefix": "192.0.2.1/24", "dest any": "any"}}}}}
switch-1(config-acl) #

’OFNL, AA v FDOTNEAT—F X% JSON ERTERTHHEZRLTWVET,

switch-1# show system redundancy status | Jjson

{"rdn mode admin": "HA", "rdn mode oper": "None", "this sup": " (sup-1)", "this
sup_rdn state": "Active, SC not present", "this sup sup state": "Active", "this
_sup_internal state": "Active with no standby", "other sup": "(sup-1)", "other
sup_rdn_state": "Not present"}

Jl NX-APICLI
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nxosv2#
switch-1+#

ZOHNE, AA v FOILEMEHRZ JSON Pretty Native 2N THR/RT 5 HiEE2 R L TOVET,

switch-1# show system redundancy status | json-pretty native

{

"rdn _mode admin": "HA",

"rdn_mode oper": "None",

"this_ sup": "(sup-1)",

"this sup rdn state": "Active, SC not present",

"this sup sup state": "Active",

"this sup_ internal state": "Active with no standby",

"other sup": "(sup-1)",

"other sup rdn state": "Not present"
}
switch-1#
ROFNZ, AA 2 FDOSPFIv—T 2T INT A =5 % JSON A T 4 TRATRAT 551k
ERLTOET,
switch-1# show ip ospf | json native
{"TABLE ctx":{"ROW ctx":[{"ptag":"Blah","instance number":4,"cname":"default","
rid":"0.0.0.0","stateful ha":"true","gr ha":"true","gr planned only":"true","gr
_grace _period":"PT60S","gr state":"inactive","gr last status":"None","support t
0s0_only":"true","support opaque lsa":"true","is abr":"false","is asbr":"false"

,"admin dist":110,"ref bw":40000,"spf start time":"PTOS","spf hold time":"PT1S"
,"spf max time":"PT5S","lsa start time":"PTOS","lsa hold time":"PT5S","lsa max

time":"PT5S", "min lsa arr time":"PT1S","lsa aging pace":10,"spf max paths":8,"m
ax metric adver":"false","asext lsa cnt":0,"asext lsa crc":"0","asopaque lsa cn
t":0,"asopaque lsa crc":"0","area total":0,"area normal":0,"area stub":0,"area
nssa":0,"act _area total":0,"act area normal":0,"act area stub":0,"act area nssa
":0,"no_discard rt ext":"false","no discard rt int":"false"}, {"ptag":"100","ins
tance number":3,"cname":"default","rid":"0.0.0.0","stateful ha":"true","gr ha":
"true","gr planned only":"true","gr grace period":"PT60S","gr state":"inactive"
,"gr_last status":"None","support tos0 only":"true","support opaque lsa":"true"

,"is_abr":"false","is asbr":"false","admin dist":110,"ref bw":40000,"spf start
time":"PTOS", "spf hold time":"PT1S","spf max time":"PT5S","lsa start time":"PTO
S","lsa hold time":"PT5S","lsa max time":"PT5S","min lsa arr time":"PT1S","lsa

aging pace":10, "spf max paths":8,"max metric adver":"false","asext lsa cnt":0,"
asext lsa crc":"0","asopaque lsa cnt":0,"asopaque lsa crc":"O","area total":0,"
area normal":0,"area stub":0,"area nssa":0,"act area total":0,"act area normal"
:0,"act_area stub":0,"act _area nssa":0,"no _discard rt ext":"false","no discard
rt_int":"false"}, {"ptag":"111","instance number":1,"cname":"default","rid":"0.0
.0.0","stateful ha":"true","gr ha":"true","gr planned only":"true","gr grace pe
riod":"PT60S","gr state":"inactive","gr last status":"None", "support tos0 only"
:"true", "support opaque lsa":"true","is abr":"false","is asbr":"false","admin d

ist":110,"ref bw":40000,"spf start time":"PTOS","spf hold time":"PT1S","spf max
time":"PT5S","lsa start time":"PTO0S","lsa hold time":"PT5S","lsa max time":"PT

58", "min lsa arr time":"PT1S","lsa aging pace":10,"spf max paths":8,"max metric
_adver":"false", "asext lsa cnt":0,"asext lsa crc":"0","asopaque lsa cnt":0,"aso
paque_ lsa crc":"0","area total":0,"area normal":0,"area stub":0,"area nssa":0,"
act area total":0,"act area normal":0,"act area stub":0,"act area nssa":0,"no_d
iscard rt ext":"false","no discard rt int":"false"}, {"ptag":"112","instance num
ber":2,"cname":"default","rid":"0.0.0.0","stateful ha":"true","gr ha":"true","g
r planned only":"true","gr grace period":"PT60S","gr state":"inactive",'"gr last

status":"None", "support tosO only":"true","support opaque lsa":"true","is abr"

:"false","is asbr":"false","admin dist":110,"ref bw":40000,"spf start time":"PT
0s8","spf hold time":"PT1S","spf max time":"PT5S","lsa start time":"PTO0S","lsa h
old time":"PT58","lsa max time":"PT5S","min lsa arr time":"PT1S","lsa aging pac
e":10, "spf max paths":8,"max metric adver":"false","asext lsa cnt":0,"asext lsa
_crc":"0", "asopaque lsa cnt":0,"asopaque lsa crc":"0","area total":0,"area norm
al":0,"area stub":0,"area nssa":0,"act area total":0,"act area normal":0,"act a
rea stub":0,"act area nssa":0,"no _discard rt ext":"false","no discard rt int":"
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false"}11}}
switch-1+#

NX-APICLI |

WOHFNE, OSPF /V—F 4 > 7 /3T A —X % JSON Pretty Native JX X CHERRT 5 HikE R LT

b\\i‘a—(}

switch-1# show ip ospf

{
"TABLE ctx": {
"ROW_ctx":

Jl NX-APICLI

[{

json-pretty native

"ptag": "Blah",
"instance number":
"cname":
"rid": "0.0.0.0",
"stateful ha":
"gr ha":
"gr_planned only":
"gr grace period":
"gr_state":
"gr_last status":
"support tosO _only":

"support opaque lsa":
"false",
"false",

"is abr":
"is asbr":
"admin dist":
"ref bw":
"spf start time":
"spf hold time":

110,

"spf max time": "PT5S",

"lsa start time":
"lsa hold time":

"lsa max_time": "PT5S",

"min lsa arr time":
"lsa aging pace":
"spf max paths":
"max metric adver":
"asext lsa cnt":
"asext lsa crc":
"asopaque lsa cnt":
"asopaque lsa crc":
"area total": 0,
"area normal": 0,
"area_ stub": 0,
"area nssa": 0
"act area total":
"act_area normal":
"act area stub":
"act _area nssa":

"no discard rt ext":
"no discard rt int":
{

"ptag": "loo",
"instance number":
"cname":
"rid": "0.0.0.0",
"stateful ha":
"gr ha'":
"gr_planned only":
"gr grace period":
"gr_state":

’

"true",
"true",

40000,

"true",
"true",

4,

"default",

"true",
"PT60S",

"inactive",

"None",
"true",
"true",

"PTOS",
"PT1S",

"PTOS",
"PT53",

"PTlS",
10,

8,
"false",
0,

"O",

0,

nom
’

o

0,

’

o o

’

"false",
"false"

3,

"default",

"true",
"PT60S",

"inactive",

... content deleted for brevity ...

"max metric adver":

"false",



| NX-API CLI
xmL s £ U asoN o ]

"asext lsa cnt": 0,
"asext lsa crc": "o",
"asopaque_ lsa_cnt": 0,
"asopaque_ lsa_crc": "o",
"area total": 0,

"area normal": O,
"area stub": 0,
"area nssa": 0
"act_area_ total":
"act_area normal":
"act_area_ stub":
"act_area nssa": ’
"no discard rt ext": "false",
"no discard rt_int": "false"

’

o O O o

}
switch-1+#

wIZ, XMLIEAXTIP V— MEHERRT D02~ ET,

switch-1# show ip route summary | xml
<?xml version="1.0" encoding="IS0-8859-1"?> <nf:rpc-reply
xmlns="http://www.cisco.com/nxos:1.0:urib"
xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0">
<nf:data>
<show>
<ip>
<route>
< XML OPT Cmd urib_show ip route command ip>
< XML OPT Cmd urib show ip route command unicast>
< XML OPT Cmd urib_ show ip route command topology>
< XML OPT Cmd urib_show ip route command 13vm-info>
< XML OPT Cmd urib_ show ip route command rpf>
< XML OPT Cmd urib show ip route command ip-addr>
< XML OPT Cmd urib_show ip route command protocol>
< XML OPT Cmd urib show ip route command summary>
< XML OPT Cmd urib_ show_ ip route command vrf>
< XML OPT Cmd urib_show ip route command  readonly >
<_ readonly >
<TABLE vrf>
<ROW_vrf>
<vrf-name-out>default</vrf-name-out>
<TABLE addrf>
<ROW_addrf>
<addrf>ipv4</addrf>
<TABLE summary>
<ROW_summary>
<routes>938</routes>
<paths>1453</paths>
<TABLE unicast>
<ROW_unicast>
<clientnameuni>am</clientnameuni>
<best-paths>2</best-paths>
</ROW_unicast>
<ROW_unicast>
<clientnameuni>local</clientnameuni>
<best-paths>105</best-paths>
</ROW_unicast>
<ROW_unicast>
<clientnameuni>direct</clientnameuni>
<best-paths>105</best-paths>
</ROW_unicast>
<ROW_unicast>
<clientnameuni>broadcast</clientnameuni>
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<best-paths>203</best-paths>
</ROW_unicast>
<ROW_unicast>
<clientnameuni>ospf-10</clientnameuni>
<best-paths>1038</best-paths>
</ROW_unicast>
</TABLE unicast>
<TABLE_route_count>
<ROW_route_count>
<mask len>8</mask len>
<count>1</count>
</ROW_route count>
<ROW_route_count>
<mask len>24</mask len>
<count>600</count>
</ROW_route count>
<ROW_route_count>
<mask len>31</mask len>
<count>13</count>
</ROW_route count>
<ROW_route_count>
<mask len>32</mask len>
<count>324</count>
</ROW_route count>
</TABLE route count>
</ROW_summary>
</TABLE_ summary>
</ROW_addrf>
</TABLE addrf>
</ROW_vrf>
</TABLE vrf>
</__readonly >
</ XML OPT Cmd urib show ip route command  readonly >
</ XML OPT Cmd urib show ip route command vrf>
</ XML OPT Cmd urib show ip route command summary>
</ XML OPT Cmd urib show ip route command protocol>
</ XML OPT Cmd urib show ip route command ip-addr>
</ XML OPT Cmd urib show ip route command rpf>
</ XML OPT Cmd urib show ip route command 13vm-info>
</ XML OPT Cmd urib show ip route command topology>
</ XML OPT Cmd urib show ip route command unicast>
</ XML OPT Cmd urib show ip route command ip>
</route>
</ip>
</show>
</nf:data>
</nf:rpc-reply>
11>11>
switch-1#

ROBNL, JISON BT IP Lb— M ZFR T L0 2R~ LET,

switch-1# show ip route summary | json

{"TABLE vrf": {"ROW vrf": {"vrf-name-out": "default", "TABLE addrf": {"ROW addrf":
{"addrf": "ipv4", "TABLE summary": {"ROW summary": {"routes": "938", "paths": "

1453", "TABLE unicast": {"ROW unicast": [{"clientnameuni": "am", "best-paths": "2"},
{"clientnameuni": "local", "best-paths": "105"}, {"clientnameuni": "direct",

"best-paths": "105"}, {"clientnameuni": "broadcast", "best-paths": "203"},
{"clientnameuni": "ospf-10", "best-paths": "1038"}]}, "TABLE route count": {"ROW route

count": [{"mask len": "8", "count": "1"}, {"mask len": "24", "count": "600"}, {"mask len":
"31", "count": "13"}, {"mask len": "32", "count": "324"}]}}}}}}}}

switch-1#

WOHIE, JSON Pretty JERX T IP L— FENEFRT 5612 5R LET,

Jl NX-APICLI
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switch-1# show ip route summary | json-pretty
{
"TABLE vrf": {
"ROW _vrf": {
"vrf-name-out": "default",
"TABLE addrf": ({
"ROW_addrf": {
"addrf": "ipv4",
"TABLE summary": {
"ROW_summary": {
"routes": "938",
"paths": "1453",
"TABLE unicast": {
"ROW_unicast": [

{

"clientnameuni": "am",
"best-paths": "2"

}!

{
"clientnameuni": "local",
"best-paths": "105"

}!

{
"clientnameuni": "direct",
"best-paths": "105"

}!

{
"clientnameuni": "broadcast",
"best-paths": "203"

}!

{
"clientnameuni": "ospf-10",
"best-paths": "1038"

}!
"TABLE route count": {
"ROW_route count": [
{
"mask len": "8",
"count": "1"

}7

"mask len": "24",
"count": "600"

"mask len": "31",
"count": "13"

"mask len": "32",
"count": "324"

}
switch-1#
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WOFNE, JISON XA T 4 TR TIP V— FTF—T VA2 R+ B HFEZRLTWET,

switch-1(config) # show ip route summary | json native
{"TAELE vrf™: {"ROW vrf™: [{"vrf-reme-out™': "defaul t", "TABLE acdrf™: {"ROW addrf™: [{"addrf™: "ipvd"", "TFEE, sunmery™': {"'ROW sumary': [{"'routes"":3,"p
aths":3, "TABIE unicast"': {"ROW unicast™: [{"'clientrameuni": "breadtast”, "oestaths'":3}] }, "TAHLE raute cont™: {"RW route cont™: [{"esk 1en':8,

"count":1}, {"mask_len":32,"count":2}1}}1}}1}}1}})
switch-1 (config) #

JSON XA T 47 (BXWISON 7V T 4 XA T 47) Tk, BEIPEOEKL L TEIND
TELICEELTLLEER Y, FExiE. masklen:] IZFEEOE32 L L THERINET,

WOFNE, JISON 7V F 4 AT 4 TR TIP L— N TF—T N EERTDHHEEZTRLTWE
7,

switch-1(config)# show ip route summary | json-pretty native

{

"TABLE vrf": {
"ROW vrf": [{
"vrf-name-out": "default",
"TABLE addrf": {
"ROW_addrf": [{
"addrf": "ipv4",

"TABLE summary": {
"ROW_summary": [{
"routes": 3,
"paths": 3,
"TABLE unicast": {
"ROW_unicast": [{
"clientnameuni": "broadcast",
"best-paths": 3
]
}!
"TABLE route count": {
"ROW_route count": [{

"mask len": 8,
"count": 1

b Ao
"mask len": 32,
"count": 2

}1
}
}
switch-1 (config) #

H > JIJLNX-APIL X5 1) T k

=P —[INX-API TR I U7 N2 lT 2 HFEERTH TNV AT VT MIT 7 EATEE
T, VTN AT YT NIT 7 BATHIZE, ROV 2% 27V 7 LT, WERY 7 U
T VY —=RZHIET DT 4 L7 b U &R L FE 3 : Cisco Nexus 9000 NX-OS NX-API
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