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FLWI o 7a—hVT RUARD—RVTHERIND &, D—FVE—FRNV—T 4
VT =T 64 NN— A A =L LET,

Y Ry 7 ADA B =T AR, WL /64T Xy MIETHY o Z7a—HL T R
LA E SIVTWVRNGA bash7U/7 25 @ ping (3AKE) L £ A, Cisco NX-OS
DOping IXEFICEEL £,

/isan 7 A /VAENDORALF VL, runbash 22 RCAL Y = /VOBEELIZESL LD
Wy N7y 7 ENTBRETEITTIA2008D T, Bashs = b 26D A5
PEALZWZ E2BEID LET, TORBENTOIFEZTFHITE RV ETT,

CiscoPython £ = — /L& A AR — b 584518, Bash > = /L) 5 Python 2 L 72\ T
<7TZEn, fROYVITNX-OSVSHNT, LV LW Python ZfEH L £7,

—HDOTrE AL LU show 2~ R TIE, KREOHNIDBEAT HAEENRH Y £5, A
7 V)7 NEFATLTDWT, TR ORWH 2T T 208N H 55513, Cal+C (Ctrl+Z

TR ZHEALCa~ry FHODEKRTLET, Catz2H+25L, ZoF—a<w
RIZ X > T SIGCONT (E5fkfe) A ve—Y RS, A2 U7 FoMeEId 2% alRetE

238 £7, SIGCONT A vt —VIZ Ko TEILESNTZAZ Y 7 ME, BfEZ2HET 57
\Z2—HF =D ADBNLETT,

show tech support =~ > RAETHTH Y . Ml T 20BN H H551E. clear
tech-support lock =~ > K& H L2V T 2 &V, Cul+C 2 L £,

clear tech-supportlock X, 77 =B ¥ KR — MEROEEOWENTONDL NNy 7 7T
Y RVSHE v a &2k T L7225 T3, cleartech-supportlock =< > Rid, show
tech support CLI BAFFOMH SN2 7 47 770 RVSHE v ¥ a y ORZIEHET LE
R

show tech-support & > 2 3 & E L < @filif& 79 2121L, Cul+C 2 L £7,

it T clear tech-support lock Z i/ L 725818, ROFIREZETL TNy 7 7T T R
VSH 7'm k& 2 Z5@fil#& T L T 72 a0,

1. Bash = /UIZAY F9,

2. show tech support =~ > K@ VSH& v = > (ps-l|more) %217 %E7,

3. show tech support > > = > ® VSH (ZBHEfH 1T H40 T4 PID (kill-9PID 72 &) %
SRS T LETS,

CiscoNX-0S U U — & 10.3(2)F LAF&, bash 7 7 & ARERED[FIE b — 27 1L, NX-08S TV =
NT IR AEHINCTDHI0DRE N—27 OV R— a2t LEd, 2720, ZOKkE
IR TAR Toh—FY 2= (TAM) R—=2ZADT A ZATOHREIEL £, Z DOREHE
X, 9_TD CiscoNexus 9000 &V — R 7T v F 7 g —h AA v F THR—FINTH
F9, 7272 L., CiscoNexus9808 77 v 74— = AA v FZfr& 7, IROHIBRA M H
EnET,

o Z DOFER H N3 121X, Write-Erase J v — KRNI T,
«ISSD IF, FIE b—7 VHiEZ 272V UV —ATOHYFR—hIhET,

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)
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o Z OB - TV BEES . NX-API/Netconf/Restconf | THEFERT", BA A2 RT
T —NEREINET,

« config-replace (X, A~ R LUVER E 721X 7 7 A MITFET 25 BICOATFAT S
ET,

o B N —27 UBETI2 5> T H5E . boot-variable DZSH | running-config startup-config
Datv— BIOT A 2DV m— NIHERINLEE A,

BE =7 > OFFIE

Bash 7 7 ¥ A& HlRTHFE b —27 L2 AT HIIE, koa~r RaFTLET,
system security consent-token shell-access [ <timeout> ] [force]

timeout /N7 A — X EEZFRE Lo TchE, 774NV MED S 53 ThHD L RRINET,
timeout /X7 A — & O KAHIZ 2880 43, ©F Y 2 H T,

O RCZOBREEZAINITIHE, T AFRE M7 X2 T7E— NIRY, 22—
Pl HEZ 5NAY 2 ~DOT 7B ARMIZ, Zoa~2 RO <timeout> 73T A —Z THE X
nNrEESICRY £,

a<w Rt TZHNDNTIEIA XTI T 47T, FE MY 2= REREBIRC GEA
BT T4T7) BIINZTHITIE, force ¥—U— R&EMHFHLET,

\}

GE) X2V 7 4 LOHEHENS, Zoavr FOonBRXEfHL CTa~vy REEMICTHZ LT
TEERHA, LER-T, ZOa~vwy REENIT HI2E,. 77341 AT write-erase-reload % 52
1TLET,

FIE h—7 UHEBED AT — ¥ A& Hesd 3 5121, show system security consent-token ==~
EHEALET,

Bash~D7 7 tX

Cisco NX-OS Tid, Cisco NX-OS dev-ops &2 — /L F 72 1% Cisco NX-OS network-admin & — /L {Z [
T b= T F0r b Bash ICT7 7B ATEET,

WOHFNE, dev-ops 7 —/b & network-admin 7 —/LOMHEIRZ 7R L TV E T,

switch# show role name dev-ops

Role: dev-ops
Description: Predefined system role for devops access. This role
cannot be modified.
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .
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Rule Perm Type Scope Entity

4 permit command conf t ; username *
3 permit command bcm module *

2 permit command run bash *

1 permit command python *

switch# show role name network-admin

Role: network-admin
Description: Predefined network admin role has access to all commands
on the switch

1

permit read-write

switch#

feature bash-shell =~ > K& %474 5 &, Bash ARV £,
Z ®runbash =~ Rid Bash ZFtAiAA, 22— —DHR—L T 4 L7 MU DGR LET,
WOHIIL, Bash ¥ = /VIEREZ BT 5 Fik L, Bash 795 HEEZRLTCWET,

switch# configure terminal
switch (config)# feature bash-shell

switch# run?
run Execute/run program
run-script Run shell scripts

switch# run bash?
bash Linux-bash

switch# run bash
bash-4.2$ whoami
admin

bash-4.25 pwd
/bootflash/home/admin
bash-4.2$

\}

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)

G¥)

runbash =< FTBash 2~ FE&FETTEHZ L TEET,
7=& z1E, runbash =2~ K 2#EH L Cwhoami 2FET74+ 52T ET,
run bash whoami

—¥— shelltype Z A L T Bash #3735 2 &L b TE £,

username foo shelltype bash

Toa~vwrRICEY, Bl A U Bashy = VA EBEFEITTXA LI IR FT, 2084,
feature bash-shell Z 50T B MLETH Y FHA,
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FER Z )L —

BIREL—MIIRAOL—30T 5 .

— ~ «

NMZZRAL—329 5
BHE L —F— ORI, V— N TV B RAOR A AT L — 3 L TXFET,
DLTIX, MfRA A L— 9 0T 5720004 R4 T3

o BHHAMIRE L —Y — (network-admin/vdc-admin) . NX-OS IZ31F 5. Linux ® root }E[E
a—P— TS L £,
AL SN E A 2 — YV — DB PR L root IZHMHE TE F4, RIS N EHEMHERL—
P —ZRRAT — RIVEH D FHA, *
cMERZ T AT L — 3 T DR, Bash ZHNCTHMERH Y 7,

CHEHA X —T 2 AN LTz root 2—W—Z EHH L7 AA v F~0DSSH TiL. root
Z—H—@ LinuxBash =)V Z A XTI EANRFT 74V MI2 0 F4, NX-0S> = /L 7
I AZRAHT-DIZvsh AT LET,

*CiscoNX-0S U U —2923) LAReCix, BHE (v NV —7EFHE 0 — L EFFoa—H—)
DEE L —F—Th>Th, —EOMAHITRAT— 7 a7 S RLEREEAIE, system
security hardening sudo prompt-password =~ > F&Z A1 L £7,

NX-0S # v U — 7 EHE L~ —L, ROELFEIZroot [T A DL — 3 LT, iz~
v R NX-OS VSH IZTETHENH Y £9°,
¢ NX-OS 2 —H—(Zv = V¥ A TDOBashZFEHL, =¥ A 7DBashZFEHLTAA v
Flea A LET,

*Bash CTAA v FiZa /A LI NX-08S =2 —H—|%, Bl &HE AA v F TBash 2L
eI

sudo su "vsh -¢ ""<configuration commands>"" ¥ 7z 13 sudo bash -¢ "vsh -¢ "'<configuration
commands>"" & FEIT L E£7,

WOBNL, T 74NV ROV =¥ A T RBash TH D F v b U — 7 EHE 2 —H —MyUser 13,
sudo Z il L THERL =1~ > R & NX-OS I[ZHET kAR L TWET,

ssh -1 MyUser 1.2.3.4
-bash-4.2$% sudo vsh -c "configure terminal ; interface ethl/2 ; shutdown ; sleep 2 ;
show interface ethl/2 brief"

Ethernet VLAN Type Mode Status Reason Speed Port
Interface Ch #
Ethl/2 -= eth routed down Administratively down auto (D) --

WOBNE, T 74NV ROV =V Z A TRBash TH D F v b U — 7 EHE 2 —H —MyUser 13,
NX-0OS IZ AV, NX-OS T Bash #FEIT4 5 HEEZ R LTWET,

ssh -1 MyUser 1.2.3.4
-bash-4.2$ vsh -h
Cisco NX-0S Software

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .
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Copyright (c) 2002-2016, Cisco Systems, Inc. All rights reserved.

Nexus 9000v software ("Nexus 9000v Software") and related documentation,
files or other reference materials ("Documentation") are

the proprietary property and confidential information of Cisco

Systems, Inc. ("Cisco") and are protected, without limitation,

pursuant to United States and International copyright and trademark
laws in the applicable jurisdiction which provide civil and criminal
penalties for copying or distribution without Cisco's authorization.

Any use or disclosure, in whole or in part, of the Nexus 9000v Software
or Documentation to any third party for any purposes is expressly
prohibited except as otherwise authorized by Cisco in writing.

The copyrights to certain works contained herein are owned by other
third parties and are used and distributed under license. Some parts

of this software may be covered under the GNU Public License or the

GNU Lesser General Public License. A copy of each such license is
available at

http://www.gnu.org/licenses/gpl.html and
http://www.gnu.org/licenses/lgpl.html

R R R IR I I I I b I E I b b h h h b dh dE b b dh b dh b b b b b b b b dh b b b b E h b b b b b b b b b b b b b E b b b b b b b b b b b b b i

* Nexus 9000v is strictly limited to use for evaluation, demonstration *
* and NX-0OS education. Any use or disclosure, in whole or in part of *
* the Nexus 9000v Software or Documentation to any third party for any *
* purposes 1is expressly prohibited except as otherwise authorized by *
* Cisco in writing. *
R R R IR I b b E I b b b E h b h dE b b dh h b b b b b b b b b b b b b b b b b b b b b b b h b b b b h b b b b b b b b b b bk b i

switch# run bash
bash-4.2$ vsh -c "configure terminal ; interface ethl/2 ; shutdown ; sleep 2 ; show
interface ethl/2 brief"

Ethernet VLAN Type Mode Status Reason Speed Port
Interface Ch #
Ethl/2 -= eth routed down Administratively down auto (D) --

\)

GE)  sudosu-IEfEA LT &, HTHE, VATLIANAVTLET,

WOBIE, HFHEZ oot lIC = AN L—s 3 o Bk L EAH L—y 3 LR R B ke R
ARLTWVWET,

switch# run bash

bash-4.2$ sudo su root

bash-4.2# whoami

root

bash-4.2# exit
exit

Bash 2 <> KD

Dk v aiZit, Bash a~r REHAOFINEENTWET,

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)
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AT LREHERO R

WOBNL, AT DEEHERDF R TIEZ R L TWET !

switch# run bash
bash-4.2$ cat /proc/meminfo

<snip>
MemTotal:
MemFree:
Buffers:
Cached:
SwapCached:
Active:
Inactive:
Active (anon) :

Inactive (anon) :

Active (file) :

Inactive (file) :

Unevictable:
Mlocked:
SwapTotal:
SwapFree:
Dirty:
Writeback:
AnonPages:
Mapped:
<\snip>

CLI 5 5 O Bash D=7

WIZ, runbash=~ > RZfH LT Bash 205 ps #3479 5012 R LE T,

switch# run bash ps -el

t%HE RPM 0D &3

1

F S UID PID
4 S 0
1 s 0
1 s 0
1 s 0
1 s 0
1 s 0
1 s 0
1 s 0

O W oo Joy W

16402560
14098136
11492
1287880
0
1109448
717036
817856
702880
291592
14156

0

0

0

0

32

0

527088
97832

PPID
0

NN DNDDNDDNDO
loNeoNoNoNolNolNolNolNO]

RPM 14 > X F—LDRIRE MY

RPM %A A F—/VETTBIT AN, WOFIMEIZ LY AT LOEFATETNDH I E

FIEDOHE

2R L ET,

kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB

PRI

|
0 00 > > > 00 0 @
O O O O O o o o

I © O OoOH

ADDR SZ
- 528
- 0

I
O O O O o o

WCHAN
poll s
kthrea
run_ ks
cpu_ st
watchd
cpu_ st
worker
run_ ks

1. switch# show logging logfile | grep -i "'System ready"'
2. switch# run bash sudo su

00:
00:
00:
00:
00:
00:
00:
00:

TIME

00:
00:
:56
00:
00:
00:
00:
00:

00

03
00

00
00
00
00
00

REIN D

CMD

init
kthreadd
ksoftirgd/0
migration/0
watchdog/0
migration/1
kworker/1:0
ksoftirgd/1

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .
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ARV RFEEETIVa Y

=)

R Fw 71 | switch# show logging logfile | grep -i **System ready

Bash #5477 40N, ZOFIEIZEL >T, RPM %
A A M=V ETIRIBINT DH]D T AT A OYEFEH

TETWDL T EZMERLET,

T XS mitihngonrshhid, HfTLET,

2018 Mar 27 17:24:22 switch

%ASCII-CFG-2-CONF_CONTROL.: System ready

R T 72 |switch# run bash sudo su
Bl :

switch# run bash sudo su

bash-4.2#

Bash 2 — KL $E7,

Bash /™ 5 DHEEERPM DA VX F—JL

FIE

ARV KRFERERETI V3 Y

=)

A w 71 |sudo dnf installed | grep platform

AL FIA A =L X TV D NX-OS HERE RPM

DY A PeRRLET,

Z v 7 2 | dnf list available

EHATFREZR RPM O Y A F & ERLET,

R 5w 73 |sudo dnf -y install rpm

fEFHAIEEZ2 RPM & A A h—/L L E T,

1

wiZ, bfdRPM Z A ' A b= 5412 R~ LET,

bash-4.2$ dnf list installed | grep n9000

base-files.n9000
bfd.1ib32 n9000
core.1lib32 n9000
eigrp.1ib32 n9000
eth.1ib32 n9%000
isis.1lib32 n9000
lacp.1lib32 n9000
linecard.1ib32 n9000
1ldp.1ib32 n9000
ntp.1ib32 n%000
nxos-ssh.1ib32 n9000
ospf.1ib32 n9%000
perf-cisco.n9000 gdb
platform.1ib32 n9000
shadow-securetty.n9000 gdb
snmp.1ib32 n9000

.14-r74.2
.0-r0
.0-r0
.0-r0
.0-r0
.0-r0
.0-r0
.0-r0
.0-r0
.0-r0
.0-r0
.0-r0
2-r0
-r0
.3-rl
-r0

B R WHRRRRRRRRRRRW
OO OO0OO0OO0OO0OO0OO0OOOO OO

o b O

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)

installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
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svi.1lib32 n9000 1.0.0-r0 installed
sysvinit-inittab.n9000_ gdb 2.88dsf-rl4 installed
tacacs.1ib32 n9000 1.0.0-r0 installed
task-nxos-base.n9000_gdb 1.0-r0 installed
tor.1ib32 n9000 1.0.0-r0 installed
vtp.1ib32 n9000 1.0.0-r0 installed

bash-4.2$ dnf list available
bgp.1ib32 n9%000 1.0.0-r0
bash-4.2$ sudo dnf -y install bfd

\}

GE)  EBRFFOAAL vy FOU r— RKHZ, K72 RPM O72H, dnf OV IZrpm 22~ >
REfERALES, €95 Lo a. &2 dnfbash & 7213 install cli ZfEH L TA
VARV ENTERPMIL, A2 h—ngs & LTTIERLS, VRV NIAEIZ7 741
4 TCRARSNET,

HWEERPM D7 v T L— K

theb BHEIIZ
dnf YR R UIZRPM D FfiAA—2 g U RNEET ARLENH Y £3,

FleD#HE
1. sudo dnf -y upgraderpm
FE D
AU RFERET7TIVa Y B
R T 71 |sudo dnf -y upgraderpm A UAR—LENTWAHRPMET v 77 L— L

i'ﬁﬁo

451
WIZ, bfdRPM OT v 77 L— FDFlZR L £,

bash-4.2$ sudo dnf -y upgrade bfd

WEERPM DAV L—F

FIRDEE

1. sudo dnf -y downgraderpm

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .
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F IR D

ARV RFERERT IV a Y B &Y
A v 71 |sudo dnf -y downgraderpm

WD dnf U AR b VI FALR— 5 D RPM
NHHHEEIC, RRMEX U 7L —RLET,

151
WIZ, bfdRPM 2 X 7 o 7 L— R4 A6 %2 R~ LET,

bash-4.2$ sudo dnf -y downgrade bfd

#EE RPM DJE
A\

GE)  SNMPRPM BLUNNTPRPM IZEESINTEY ., HETXEHA,

INHBDORPM T v 77 L— RERIIF UL — T 52813 TEET, Ty 77 L—FR
FFF T L= REANITHITE, VAT LDY m— RRKETT,

RSN RPM O U A MIDOWTIL, /etc/dnf/protected.d/protected pkgs.conf
EZHBLTLEE N,

FIRDHE

1. sudo dnf -y eraserpm

F IR D

ARV RFEREET7TIVa Y B i
X 71 |sudo dnf -y eraserpm

RPM Z#WHELE T,

451
WOFENE, bfd RPM ZiHET D5 HiEEZ/RLTHNET,

bash-4.2$ sudo dnf -y erase bfd

DMEDE L 21— /LEDHHR—F

NX-0OS U U —2 9.3(1) LAKE, Cisco NX-OS A A —U I DME OF Y 2 — W MEE2 Y R— L%
T, T, AA v FORPM v R —V ¥ EOMHAEMIZE Y, DMERPM OIERART 7
TV —RELEIF T 7L —RERBIZLET, FEAROT v 77 L— REFF T

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)
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omereM 1 > % t—L [

L—RIZky, AT 20OHEEZEZITETICRPM 24 VA h—/LT&F9, 72, DME
T —HR—=RHERNEENTWAMOT TV r—ya U ESND DR Z LN TEE
9, DMEDEY 2 —/WEEHT 5L, ISSURT AT LD Y v— RE{TbTIZ, €T NLVOE
Fa AL v FIHEATE £,

\}

(X)) DMERPMZu—RL72#%., VSHEHEESL THLLMODZ =) ZHMNITHLENHY £
‘é‘o

CiscoNX-OS U U —Z 10.3(1)F LA, DME { > 7 Z 1%, CiscoNexus 9808 77 » k7 4 — L X
Ay FTHR—FINTNET,

CiscoNX-0S Y U —AZ 10.4(1)F LA, DME { 7 1%, CiscoNexus 9804 7°'F v k7 4 — L A
Ay FTHR—FINTNET,

CiscoNX-0S U U —Z 10.4(1)F LAF%, DME /% Cisco Nexus 9332D-H2R 7*7 & h 7 4 — L A A
FTCHR—FrInET,

CiscoNX-0S U U — 2 10.4(1)F L&, DME 1 > 7 71, NIKX98900CD-A 35 L TXNIKX9836DM-A
T A v FH— R&E##E L7~ Cisco Nexus 9808 33 L1 9804 A A v F CTHAHR—rENET,

DMERPM DA X k—JL

ATy T

ATy T2

T 74V FTlE, NX-08S VU U —R93(W)IZT v 77 L —KT25&, WHDT v7 7 L— KulfE
RPM /X 7 — T H5_X—Z DMERPM 231 ' A b—/LV &N, 77T 4 712720 £9, DME
RPM X, RPM 7 7 A VDT 74NV A A =N T 4 L7 bU (/rpms) (24 VA h—/L &
WET,

:—%iti%Tw%WE#éﬁAi DMERPM % A v A N — /Lt HAULERHD FT, 1
A M= B2, install 2= R&E# T 5 NX-OSRPM v %— v, £/ dnf 72 E o
AEMM/~w%ﬁﬁbi¢dm%ﬁﬁﬁéﬁAi A2 A »FD Bash ¥ = )VIZT 7 EBAT 5
VERH Y FT,

copy path-to-dme-rpm bootflash: [//sup-#][ /path]

i -
switch-1# copy scp://test@10.1.1.1/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm bootflash://

switch-1#

SCP#HLTDMERPM # 7 — r 7 T v allabt—LE7,

DMERPM %A VA h—)VETXT v 77 L— RTHI201E, ROWNWTINUNOITELZEIR L F 9,
NX-0S @ install =~ > R&EFEHTHI2E, kOa~vr REETLET,

» install add path-to-dme-rpm activate

B :

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .



B overemo oz -

switch-1l#install add dme-2.0.1.0-9.3.1.1ib32 n9000.rpm activate
Adding the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)
[H#Ed###HEHAH#HFEEH##H] 1003

Install operation 90 completed successfully at Fri Jun 7 07:51:58 2019

Activating the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)
[H#EdH##HEHEH#HFEEH##H] 1003

Install operation 91 completed successfully at Fri Jun 7 07:52:35 2019
switch-1#

install add path-to-dme-rpm activate upgrade

1 :

switch-1l#install add dme-2.0.1.0-9.3.1.1ib32 n9000.rpm activate upgrade
Adding the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)
[H#EdH##HEHAH#HFHEH##H] 1003

Install operation 87 completed successfully at Fri Jun 7 07:18:55 2019

Activating the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)
[H#EdH##HEHAH#HFHEH##H] 1003

Install operation 88 completed successfully at Fri Jun 7 07:19:35 2019
switch-1#

install add path-to-dme-rpm %717~ install activate path-to-dme-rpm
1 -

switch-1l#install add bootflash:dme-2.0.1.0-9.3.1.1ib32 n9000.rpm

[ EHEH#H4HEH##H] 1003

Install operation 92 completed successfully at Fri Jun 7 09:31:04 2019
switch-1l#install activate dme-2.0.1.0-9.3.1.1ib32 n9000.rpm

[ 44444 H##H] 100%

Install operation 93 completed successfully at Fri Jun 7 09:31:55 2019
switch-1#

dnfinstall ZfFEH 3 5121%, kO~ REETLET,

dnf install --add path-to-dme-rpm

switch-1# dnf install --add bootflash:///dme-2.0.10.0-9.3.1.1ib32 n9000.rpm

YINERYYTHE |

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,

: protect-packages

[###FHHFH#FH#HE#HEH ] 90%Install operation 96 completed successfully at Fri Jun 7 22:58:50

2019.

[H##H#H 44 HHFHHHHEHHE] 1009
switch-1#

dnf install --no-persist --nocommitpath-to-dme-rpm
ZOFT v a  iE, RICRT RS ICa—F —DEIERLETT,
{1

switch-1# dnf install --no-persist --nocommit dme-2.0.10.0-9.3.1.1ib32 n9000
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,

: protect-packages

groups-repo | 1.1 kB 00:
localdb | 951 B 00:
localdb/primary | 6.2 kB 00:
localdb

patching | 951 B 00:
thirdparty | 951 B 00:
wrl-repo | 951 B 00:
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Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package dme.lib32 n9000 0:2.0.1.0-9.3.1 will be updated
---> Package dme.lib32 n9000 0:2.0.10.0-9.3.1 will be an update
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Updating:
dme 1ib32 n9%000 2.0.10.0-9.3.1 localdb 45 M

Transaction Summary

Upgrade 1 Package

Total download size: 45 M
Is this ok [y/N]: y
Retrieving key from file:///etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
/bootflash/.rpmstore/config/etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
System at HA Standby, running transaction on Standby first

Updating : dme-2.0.10.0-9.3.1.1ib32 n%000 1/2
starting pre-install package version mgmt for dme
pre-install for dme complete
In: failed to create symbolic link /var/run/mgmt/sharedmeta-hash: File exists
In: failed to create symbolic link /var/run/mgmt/dme-objstores.conf: File exists
In: failed to create symbolic link /var/run/mgmt/samlog.config: File exists
mgmt /
mgmt/shmetafiles/
mgmt/shmetafiles/sharedmeta-ArgMetaData
mgmt/shmetafiles/sharedmeta-RelsMetaData
mgmt/shmetafiles/sharedmeta-ClassRelMetaData
mgmt/shmetafiles/sharedmeta-ChunkMetaData
mgmt/shmetafiles/sharedmeta-ConstPropMetaData
mgmt/shmetafiles/sharedmeta-ConstIdMetaData
mgmt/shmetafiles/sharedmeta-ClassMetaData
mgmt/shmetafiles/sharedmeta-PropRefsMetaData
mgmt/shmetafiles/sharedmeta-SvcMetaData
mgmt/shmetafiles/sharedmeta-ActionContextMetaData
mgmt/shmetafiles/sharedmeta-ConstDefTypeMetaData
mgmt/shmetafiles/sharedmeta-ConstArgMetaData
mgmt/shmetafiles/sharedmeta-ClassNamingMetaData
mgmt/shmetafiles/sharedmeta-ConstMetaData
mgmt/shmetafiles/sharedmeta-PropMetaData
mgmt/shmetafiles/sharedmeta-DnMetaData

Cleanup : dme-2.0.1.0-9.3.1.1ib32 n9000 2/2

Updated:
dme.1lib32 n%000 0:2.0.10.0-9.3.1

Complete!
switch-1#
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A 2RAF=ILENTL S RPM DR

NX-0S show install =~ > FE7ziF dnflist Z##H LT, DMERPM 281 > A h—/LEN TV 5
NEIDERTEET,

FiEaER L ET,
* NX-0S DA
show install active
i :
switch-1# show install active
Boot Image:
NXOS Image: bootflash:///<boot image.bin>
Active Packages:

dme-2.0.1.0-9.3.1.1ib32 n9000
switch-1#

sdnflist TiX, dnf 2~ RZRITT LRI AA »F D Bash > =/V (runbash) (22 7 A 3 5 LF)N

b ET,

dnf list --patch-only installed | grep dme

{51

switch-1# dnf list --patch-only installed | grep dme

dme.1ib32 n9000 2.0.1.0-9.3.1 @localdb

A—AIILJROK)JDRPM DY T )

AZA vF ED (m—Hh)) VRI M) ZRBELT, RRMOBFETINE I LR TE £,

ZXF w71 runbash
B -

switch-1# run bash
bash-4.3$

AA v F D Bash > xz/vica /A LET,

AT w72 Is/bootflash/.rpmstore/patching/localrepo/dme-2.0.1.0-9.3.1.1ib32_n9000.rpm
£

bash-4.3$ 1ls /bootflash/.rpmstore/patching/localrepo/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm
inactive feature rpms.inf
repodata

bash-4.3$
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~N—Z DMERPM 23 A ' A b — L ENTWABHAIE, /rons ICH Y £,

DMERPM D/\— 3 VAT L—F

NX-0S8 =2~ > Kinstall £7-1% dnf 2 L T, DMERPM O B/ X—2 3 v h FALAA—T =
NHE G T L= RTEET, XU T L —KRKT5ZLT, DMEDEY 27 U7 ¢ BEEEDMR
Fahxd,

DME RPM [HfE#E STV 5728, install deactivate & install remove (X9 7HR— h &N TWEHR
/UO

Xy L— REEZRIRLET,
NX-0S D4 :
« install add path-to-dme-rpm activate downgrade
i -

switch-1# install add bootflash:dme-2.0.1.0-9.3.1.1ib32 n9000.rpm activate downgrade
Adding the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)

[ 4444444 ##H] 100%

Install operation 94 completed successfully at Fri Jun 7 22:48:34 2019

Activating the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)

[####H#4H44H 44444 HE] 1009

Install operation 95 completed successfully at Fri Jun 7 22:49:12 2019
switch-1#

« show install active | include dme

1 :

switch-1# show install active | include dme
dme-2.0.1.0-9.3.1.1ib32 n%000
switch-1#

Z OB T, DMERPM 33— 3 2 2.0.1.093.1 12X 77 L—REnE L,
dnf ¥4, root =—4— (runbashsudosu) & LCBash v =/l Ca~vy REFTTLHIMLERH Y 7,
« Bash C. dnf downgrade dme dme-rpm % 317 L £,
ZoFTvarEERATLE, VARY FUNO FA/N—Y 2 0 DMERPM ICHEEESX 7 7' L— KT
TET,
WDa<y RO THHAZTEN TS LIS, 20X T a 28 TT500F, 2—F—Dfh AN
VETT,

1 -

bash-4.3# dnf downgrade dme 2.0.1.0-9.3.1

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

Setting up Downgrade Process

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .
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groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
wrl-repo | 951 B 00:00

Resolving Dependencies

--> Running transaction check

—---> Package dme.lib32 n9000 0:2.0.1.0-9.3.1 will be a downgrade
---> Package dme.lib32 n9000 0:2.0.10.0-9.3.1 will be erased

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Downgrading:
dme 1ib32 n9%000 2.0.10.0-9.3.1 localdb 45 M

Transaction Summary

Downgrade 1 Package

Total download size: 45 M
Is this ok [y/N]: y
Retrieving key from file:///etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
/bootflash/.rpmstore/config/etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
System at HA Standby, running transaction on Standby first

Installing : dme-2.0.1.0-9.3.1.1ib32 n9000 1/2
starting pre-install package version mgmt for dme
pre-install for dme complete
In: failed to create symbolic link /var/run/mgmt/sharedmeta-hash: File exists
In: failed to create symbolic link /var/run/mgmt/dme-objstores.conf: File exists
In: failed to create symbolic link /var/run/mgmt/samlog.config: File exists
mgmt /
mgmt /shmetafiles/
mgmt/shmetafiles/sharedmeta-ArgMetaData
mgmt/shmetafiles/sharedmeta-RelsMetaData
mgmt/shmetafiles/sharedmeta-ClassRelMetaData
mgmt/shmetafiles/sharedmeta-ChunkMetaData
mgmt/shmetafiles/sharedmeta-ConstPropMetaData
mgmt/shmetafiles/sharedmeta-ConstIdMetaData
mgmt/shmetafiles/sharedmeta-ClassMetaData
mgmt/shmetafiles/sharedmeta-PropRefsMetaData
mgmt/shmetafiles/sharedmeta-SvcMetaData
mgmt/shmetafiles/sharedmeta-ActionContextMetaData
mgmt/shmetafiles/sharedmeta-ConstDefTypeMetaData
mgmt/shmetafiles/sharedmeta-ConstArgMetaData
mgmt/shmetafiles/sharedmeta-ClassNamingMetaData
mgmt/shmetafiles/sharedmeta-ConstMetaData
mgmt/shmetafiles/sharedmeta-PropMetaData
mgmt/shmetafiles/sharedmeta-DnMetaData

Cleanup : dme-2.0.10.0-9.3.1.1ib32 n%9000 2/2

Removed:
dme.1lib32 n9000 0:2.0.10.0-9.3.1

Installed:
dme.lib32 n9000 0:2.0.1.0-9.3.1
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Complete!

DMERPM D& AH3— g v iD= g N EF T T L— RLET, ZOH TR, X—T3
> 2.0.10.0-93.1 33— 53 2-2.0.1.0931 X T L—RENET,

« dnf list --patch-only installed | grep dme

il -

bash-4.3# dnf list --patch-only installed | grep dme

dme.1lib32 n9000 2.0.1.0-9.3.1 @groups-repo
bash-4.3#

A A= ENTWVWS DMERPM DN— g U aFRLET,

RN—ZXRPM ~ADHEH G L—F

NX-0S @ install =~ > K& L CTX—Z2 DMERPM %A A b—/L¢ 2570, F£72i1% dnf
downgrade ZffH LT, EAL/3— 5 2D DMERPM 7> 5X—AZADMERPM IZX 7 > 7 L— R

TEET.

Xy L— REEZERIRLET,
NX-0S D4 :
« install activate dme-rpm

1 :

switch-1# install activate dme-2.0.0.0-9.2.1.1ib32 n9000.rpm
(HfHFFHEFAREHHEFAREH] 100D

Install operation 89 completed successfully at Fri Jun 7 07:21:45 2019
switch-1#
« show install active | dme
{1
switch-1# show install active | include dme

dme-2.0.0.0-9.2.1.1ib32 n9%000
switch-1#

dnf ®%4 . root =—H%— (runbashsudosu) & L TCBash =/ Ca~vy REETTIHIMLENHY £9,
« Bash T, dnf downgrade dme dme-rpm %z 317 L £,
ZOFFa ik, R—ZDMERPM ICHEHEX 7 /L — RTx %1,

DA<y RHEAOTHFARREINTWVWALIIZ, ZOF ST avr®52T745I2%, 2—F—DNM AN
‘/[Z‘E‘/Gj—o

1 -

bash-4.3# dnf downgrade dme-2.0.0.0-9.3.1.1ib32 n9000
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
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protect-packages
Setting up Downgrade Process

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
wrl-repo | 951 B 00:00

Resolving Dependencies

--> Running transaction check

—---> Package dme.lib32 n9000 0:2.0.0.0-9.3.1 will be a downgrade
---> Package dme.lib32 n9000 0:2.0.10.0-9.3.1 will be erased

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Downgrading:
dme 1ib32 n9%000 2.0.0.0-9.3.1 groups-repo 44 M

Transaction Summary

Downgrade 1 Package

Total download size: 44 M
Is this ok [y/N]: y
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
Installing : dme-2.0.0.0-9.3.1.1ib32 n9%000 1/2
starting pre-install package version mgmt for dme
pre-install for dme complete
mgmt /
mgmt/shmetafiles/
mgmt/shmetafiles/sharedmeta-ChunkMetaData
mgmt/shmetafiles/sharedmeta-ClassMetaData
mgmt/shmetafiles/sharedmeta-ArgMetaData
mgmt/shmetafiles/sharedmeta-ConstMetaData
mgmt/shmetafiles/sharedmeta-ConstIdMetaData
mgmt/shmetafiles/sharedmeta-ConstDefTypeMetaData
mgmt/shmetafiles/sharedmeta-ConstPropMetaData
mgmt/shmetafiles/sharedmeta-ConstArgMetaData
mgmt/shmetafiles/sharedmeta-ClassRelMetaData
mgmt/shmetafiles/sharedmeta-DnMetaData
mgmt/shmetafiles/sharedmeta-PropRefsMetaData
mgmt/shmetafiles/sharedmeta-PropMetaData
mgmt/shmetafiles/sharedmeta-RelsMetaData
mgmt/shmetafiles/sharedmeta-ActionContextMetaData
mgmt/shmetafiles/sharedmeta-SvcMetaData
mgmt/shmetafiles/sharedmeta-ClassNamingMetaData
Cleanup : dme-2.0.10.0-9.3.1.1ib32 n%9000 2/2

Removed:
dme.1lib32 n%000 0:2.0.10.0-9.3.1

Installed:
dme.1lib32 n9%000 0:2.0.0.0-9.3.1

Complete!
bash-4.3#
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~N—ADMERPM %A A h—/LLET,

« dnf list --patch-only installed | grep dme

fi:

bash-4.3# dnf list --patch-only installed | grep dme

dme.1lib32 n9000 2.0.0.0-9.3.1 @groups-repo
bash-4.3#

A LUA =L ENTNHX—ZDMERPM #FE R LET,

/N F RPM () &1

RPM 14 > X F—LDBRRE MY

RPM %A A h—/VEZITEMNT RN, WOFINRIZL Y VAT LAOEEFFNTETNDH T &

T LET,
FIEDHE
1. switch# show logging logfile | grep -i "'System ready"'
2. switch# run bash sudo su
FIE D
aAv U RFERET7TIV3 Y B#

Z 7w 71 | switch# show logging logfile | grep -i "'System ready™ |Bash #3/73 A2, ZDOFIEIZ L - T, RPM %
A VAR —VERITBINT DR > AT L0 HEfREN
TETCWAZ EEMERLET,

DT L HhnFERENNR, FITLET,

2018 Mar 27 17:24:22 switch
%ASCII-CFG-2-CONF_CONTROL.: System ready

R 72 |switch# run bash sudo su Bash & 12— | L £
i

switch# run bash sudo su

bash-4.2%
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Bash 55 M /X F RPM DE /N

FIE
ARV KRFERIETI a3 Y B#J
R 71| dnflist --patch-only ALy FIAFIET DXy F RPM DU A M EFRL
e
R 72 |sudo dnf install --add URL_of _patch URIS NIy FEBENMLES, =2
URL_of_patch /%, ##¥EAY72 Linux JED
/bootflash/patch 72 & Cid/a <,
bootflash:/patch 7% & DWIEIZER I 7B
/C“ﬂqo
R 7 3 |dnflist --patch-only available VRS FVIZEMENTWBELEDODIET 75 4 7R
RBONYyFOY A NERRLET,
151
IZ. Nnx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000 RPM % A > A h—/L¢
LW R LUET,

bash-4.2# dnf list --patch-only
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...
bash-4.2#

bash-4.2# sudo dnf install --add

bootflash:/nxos.CSCab00001-n9% ALL-1.0.0-7.0.3.I7.3.1ib32 n9000.rpm

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...
[HE##HHHHEHHHHH ] 70%Install operation 135 completed successfully at Tue Mar 27

17:45:34 2018.

[###4HH4444444H444444] 100
bash-4.24#

WY FRPMMBA A b= vEnieh, IELKA A=V ENTZ L 2R LET,
ROz~ KL, VAT MBS, #7277 4 7REOYFO Y X M ERR
LET,
bash-4.2# dnf list --patch-only available
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,

: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
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patching | 951 B 00:00
thirdparty | 951 B 00:00
nxos.CSCab00001-n9%k ALL.1ib32 n9%000 1.0.0-7.0.3.17.3 patching

bash-4.2#

RPM 33 R Eiu T tar 7 7 A VA LT, tar 7 7 A VB URY B UIZ
Ny FEBMTLHZEHTEET, KIZ,
nx0s.CSCab00002_ CSCab00003-n9k ALL-1.0.0-7.0.3.17.3.1ib32_n9000 tar 7 7 A /LT %
D2 ODORPM Z/3 Ny F URY M VIZENT 262~ LET,

bash-4.2# sudo dnf install --add

bootflash:/nxos.CSCab00002_CSCab00003-n9k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000.tar

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
[HE#HHHHHEHHHHH ] 70%Install operation 146 completed successfully at Tue Mar 27

21:17:39 2018.

(#4444 HHHHHHHHFHHHH] 100%

bash-4.2#

bash-4.2# dnf list --patch-only

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
patching/primary | 942 B 00:00 ...
patching 2/2
thirdparty | 951 B 00:00 ...
nxos.CSCab00003-n9k_ ALL.1ib32 n9000 1.0.0-7.0.3.17.3 patching

nxos .CSCab00002-n9% ALL.1ib32 n9000 1.0.0-7.0.3.17.3 patching

bash-4.24#

INYFRPM DT Y 74 T4k

48 H RIS

Bash 75D/ F RPM DB (34 X—) DOFNAIZHES T, L2/ F RPM B Y AR
FUICEBMENTWD Z & &R LET,

FIE
aAvY RFEEETIV 3 Y Br
AT w 71 |sudo dnf install patch RPM --nocommit NRyFRPMET VT4 7 LET, = 2T,

patch RPM LV R MV IZH D/ FTT, ZOF
ETIX, Ny FOHEFHERRE LRNTLEEN,

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .
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av v RFEEEFET7TIa Y B8
Gx) --nocommit 7 7 7 & o~ RIZEINT 5

L XY TF RPM N ZOFETT 7T 4
IR ETN, a3y FENERA,
NRyFRPM &7 7T 4 7TAL L7211 2
2 v T DFEICOWTIE, 23y FRPM
DaIvh (37%=) #RLTL
72 &0,

151

RIZ. nx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000 /X v RPM & 7 7 7 «

T TBHERLET,

bash-4.2# sudo dnf install nxos.CSCab00001-n9 ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 --nocommit
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00

Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package nxos.CSCab00001-n%9k ALL.1ib32 n9%000 0:1.0.0-7.0.3.I7.3 will be installed
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
nxos.CsCab00001-n9%k ALL 1ib32 n9%000 1.0.0-7.0.3.17.3 patching 28 k

Transaction Summary

Install 1 Package

Total download size: 28 k
Installed size: 82 k
Is this ok [y/N]: y
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
Installing : nxos.CSCab00001-n9k ALL-1.0.0-7.0.3.I7.3.1ib32 n9%000 1/1
[###4##H#H#HHH######4 ] 90%error: reading
/var/sysmgr/tmp/patches/CSCab00001-n9k ALL/isan/bin/sysinfo manifest, non-printable
characters found

Installed:
nxos.CSCab00001-n9k ALL.1ib32 n9000 0:1.0.0-7.0.3.1I7.3

Complete!
Install operation 140 completed successfully at Tue Mar 27 18:07:40 2018.

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)



| vznexvUTHiEE

RyFrmozzy k[

[###4#H4H444444444E] 1009
bash-4.2#

wDa~y REAJLT, Ry F RPMPIEFIZT 77 4 7{bSniz 2 L 2R L %
—§—O
bash-4.2# dnf list --patch-only

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
nxos.CSCab00001-n9k ALL.1ib32 n9000 1.0.0-7.0.3.17.3 installed
bash-4.2#
o
NYFRPM D=y bk
FIE
ARV KRFERRETY Y B
R Fw 71 |sudo dnf install patch_RPM --commit Ny FRPMEa2Iy FLET, /SvFRPMIT. U
B— R&EHT 7T 4 TIRIREE R T D720t =
Ry FTARERH Y T,
!l
RIZ. nx0s.CSCab00001-n9k ALL-1.0.0-7.0.3.17.3.1ib32_n9000 /X5 RPM % = I v |
TL5E R LET,

bash-4.2# sudo dnf install nxos.CSCab00001-n9%k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 --commit

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00

Install operation 142 completed successfully at Tue Mar 27 18:13:16 2018.

[###4#44H4444444444] 1009
bash-4.2#

WDa<wy REANLT, NyFRPMABEFICIIy hENTEZ 2R LET,

bash-4.2# dnf list --patch-only committed
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
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nxos.CSCab00001-n9%k_ ALL.1ib32 n9000 1.0.0-7.0.3.17.3 installed
bash-4.24#

INYFRPMDIET VT4 714k

FIE
OV RFERETIVa Y BH#Y
R w 71 | sudo dnf erase patch RPM --nocommit Ny FRPM ZIET 7T 1 7ML LET,
GE) 2 RiZ --nocommit 7 7 7 & BN
L& Ny TFRPMIZZOFIETDAHIE
TIT 4 7EENET,
R T w 72 |sudo dnf install patch RPM --commit NRyFRPMAE=a2I v FLFET, SvTF RPM 2 =
Sy PLABRWEFHIBRLEY ETHE, =7 —Ay
T—UNERINET,
!l

KIZ, nx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000 /X > F RPM % 3ET 7 T 4
T ol 2R LET,

bash-4.2# sudo dnf erase nxos.CSCab00001-n9%k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 --nocommit

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages
Setting up Remove Process
Resolving Dependencies
--> Running transaction check
---> Package nxos.CSCab00001-n9%k ALL.1ib32 n9%9000 0:1.0.0-7.0.3.1I7.3 will be erased
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Removing:
nxos.CSCab00001-n9% ALL 1ib32 n9%000 1.0.0-7.0.3.17.3 @patching 82 k

Transaction Summary

Remove 1 Package

Installed size: 82 k

Is this ok [y/N]: y

Downloading Packages:

Running Transaction Check

Running Transaction Test

Transaction Test Succeeded

Running Transaction

[H#H##HH## ] 30%error: reading
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Ky Fremoui [

/var/sysmgr/tmp/patches/CSCab00001-n9k ALL/isan/bin/sysinfo manifest, non-printable
characters found

Erasing : nxos.CSCab00001-n%k ALL-1.0.0-7.0.3.17.3.1ib32 n9000 1/1
[HHsf A HFHFHAHHHE ] 905
Removed:

nxos.CSCab00001-n9k ALL.1ib32 n9000 0:1.0.0-7.0.3.1I7.3

Complete!
Install operation 143 completed successfully at Tue Mar 27 21:03:47 2018.

[###4#H4HH444H44444E] 1005
bash-4.2#

Ny FRPM X, T 7747k Liz%icaly N T20ERH Y £7, /ST RPM
BIET 7T 4 7L LIZHICa v R Lo 2BAIL, 7Sy F RPM OFIR (39 2—
) OFEEHEHAL TNy FRPMZHIBRLEY 5L, =T — X vb—URER
SnET,

bash-4.2# sudo dnf install nxos.CSCab00001-n9%k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 --commit

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00

Install operation 144 completed successfully at Tue Mar 27 21:09:28 2018.

[###4##4H4444444444] 1009
bash-4.2#

ROa<vwy REANJLT, NyFRPMABEFIZAIy SN & 2ERLET,

bash-4.2# dnf list --patch-only
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
nxos.CsCab00001-n9%k ALL.1ib32 n9000 1.0.0-7.0.3.17.3 patching
bash-4.2#
O pY 4

/Xy F RPM D HIBR

FIE
AR EFERERTIVa Y =)
R w 71 |sudo dnf install --remove patch_ RPM T 7T 4 Ty F RPM 2HIBR L E 5,
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B sokzriiso cEs Y — 1 =T 4 TOEROKBENET—E L

il

KIZ. nx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000 /X F RPM % M4 5
BlERLET,
bash-4.2# sudo dnf install --remove nxos.CSCab00001-n9k ALL-1.0.0-7.0.3.I7.3.1ib32_n9000

Loaded plugins: downloadonly, importpubkey,
: protect-packages

localrpmDB, patchaction, patching,

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...
[###4444444 ] 50%Install operation 145 completed successfully at Tue Mar 27

21:11:05 2018.

(#4444 4444 444444]) 100
bash-4.2#

\}

GE)

SDK &= 7=1%

—

KEER T

NyFRPMZHIERL LD & LIE&RIZ, ROZT—RAyb—URERahice LET,
Install operation 11 "*failed because patch was not committed™. at Wed Mar 28 22:14:05
2018

T, BIBRZRADANC/NYy FRPMAZ A I v L TWRNo72Z L2 BRL TV E
o /Sy FRPM ZHIBRT DENC 2 I v M FIRIZOWTIE, /Sy F RPM DOIET 7
T4 38 —Y) EZBMRLTIIZEN,

WDa< ReE AN LT, T 7T 4773y FRPM B EFITHIBR ST 2 & &R
LET,

bash-4.2# dnf list --patch-only

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
patching/primary | 197 B 00:00 ...
thirdparty | 951 B 00:00 ...
bash-4.2#

ISO CHEEINT-Y—FK/NN\—FT 4 7OEXD
—E 21t

TV r— g 020, /ete/init. d/application name \ZA ¥ A h—/L I % FCE) Bash A
707 NPRMETYT, ZOEE)Bash A7 U7 M, RO—EOBRIERICT HHLERSH Y £

(Z DR OFEIZ OV T, http:/linux.die.net/man/8/chkconfigz 2 L T 728 WY)
#!'/bin/bash

#
# <application name> Short description of your application
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474 TBash LT b0T T r—avoxgnnen ]

#

# chkconfig: 2345 15 85

# description: Short description of your application
#

### BEGIN INIT INFO

# Provides: <application name>

# Required-Start: $local fs Sremote fs Snetwork $named
# Required-Stop: $local fs Sremote fs Snetwork

# Description: Short description of your application
### END INIT INFO

# See how we were called.

case "$1" in

start)

# Put your startup commands here

# Set RETVAL to 0 for success, non-0 for failure
stop)

# Put your stop commands here

# Set RETVAL to 0 for success, non-0 for failure
status)

# Put your status commands here

# Set RETVAL to 0 for success, non-0 for failure
restart|force-reload|reload)

# Put your restart commands here

# Set RETVAL to 0 for success, non-0 for failure

|

echo $"Usage: Sprog {start|stopl|status|restart|force-reload}"
RETVAL=2

esac

exit SRETVAL

A4 T4 TBasho TILHSDT TYHr— 3 oDk
A oL

ATv T
ATv72
ATvT73
ATv74

ATy Th

ATvT6

YER LT T 7Y r—3 a VB Bash A7 U 7' h % /etc/init .d/application_namelZA > A h—/L L £,
/etc/init.d/application namestart T7 7' U 7r—3 3 VARG L £3

chkconfig --add application_name # A7) L %9

chkconfig --level 3 application_name on& AJj L £

FATL~UL 3 1, O L F2—F—FITLULTHY | A v FREHEFITEIND L-ULTT,
chkconfig --list application name # 1T LC, 77V 7 —2a VRN 3 TRITENDL L IICAT YV a—
NENTWVWDHZ EHIERL, L-UL3 B on ICHEINTND Z E 2R LET,

TV r—va R Jete/re3 AR SN TNWAZ LR LET, RO LD RFRIZRHIZT TT,
[S] ORIZEFENFE, 77V r—ya % (ZOWITIE tecollector) fEE F
9, ../init.d/application_name (2% Bash EEHA 7 U7 v~V 7 BERINET,
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. TITA4T T—rIS9ahbREUNRS T—+T59y 22~ DT 74 ILORH

bash-4.2# Is -1 /etc/rc3.d/tcollector
lrwxrwxrwx 1 root root 20 Sep 25 22:56 /etc/rc3.d/S15tcollector -> ../init.d/tcollector
bash-4.2#

TFOT47 T—hI39abhbRXB2UNL T—F7D
ZyanhI 74 ILDEE

Cisco Nexus 9500 77 » N 7 4 —2h AA v IFiL, B, S AELZEET 720122 >DA—
R NRAFED a1 U1ODT I T 4T A== RAPFE T2 — L L | DDAK LI, A—
W= NA P FTTV2—)b) THRKINLTVWET, FARA—RN="APF T a—LIX, 774V
ARV —=VHOMBD T = 7T vy a 7740 VAT ARBY, 8%, 77747 7—Fh
T3 aTFANYVATLEARAR LN, T—= T T a7y ALV AT AFTEVITHAT
LTWET, 77747 77— 7T vV allfFEDALT VY BERLGE . NRAAL v F
F—R=RRELHEAIHA T, ALar T Y NRAZ N, T = 7T vy 2| ZHMET
L9,

CiscoNX-0892(2) VU —RA X VRENEL, 77T 47 A== AP ETa— /L AKX A

A== RNA P E 22—V TCZDOL I Ra T Y 2FHTEHRTIVNENDHY £ L1,

Cisco NX-0S 9.2(2) PABETlZ, A Z /3 A== A % £ 2 — /L3 up IREE THEH ATREZR
O, TIT AT A=A P a—VERET VT4 77— 877 v 2 (/bootflash)
FOREDTZ 7 ANET A VT N &, ZAZ N A= NN, PV 2 — VR TAHZ
NA T—hr7Fv¥a (/bootflash sup-remote) I[CHBWICFEBITCE £, TS

TrANET 4 L7 Y ERRT DITE, A v FIZBashazw—FL, 727747 7—F7
TV ambARI N, T= T Ty vall/T 77 ANET 4 VT MY & BREFTHE
774/ /bootflash/bootflash sync list ITIBIMMLET,

RITH 2R L ET,

switch# run bash

bash-4.2# echo "/bootflash/home/admin" | sudo tee --append /bootflash/bootflash sync list
bash-4.2# echo "/bootflash/nxos.7.0.3.17.3.5.bin" | sudo tee --append
/bootflash/bootflash sync_list

bash-4.2# cat /bootflash/bootflash sync_list

/bootflash/home/admin

/bootflash/nxos.7.0.3.I7.3.5.bin

bash-4.2# echo /bootflash/home/admin >> /bootflash/bootflash sync list

bash-4.2# echo /bootflash/nxos.7.0.3.I7.3.5.bin >>
/bootflash/bootflash sync_list

TIT 4T T =TT a7 7 ANEREFT A LVZ NVIEERNZ ONTZHmE. AX
NA T =87 Ty vaPDup RETHEATERDL, TNNODOEFIIAZ AN, T— T Ty

VallHEWICE SN ET, AX NS, TR T T aPBBBEDOT— b, A vTFF—
N FRIEFTFHAZ AL YV a— FONWTHNTY 77— FENTHE, AX 3 A—s3—
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FTIOT4TIT—rITS9ahbREUNRL T—+TS5y a2~ DT 74 ILORE .

NAYNF L TA N2 TIT AT T =TT v an~DERDF Y v F 7 v TR
AR N, T—= T TFTyvalllviaEdnNET,

RIZ, MREVIREZ: /bootflash/bootflash sync list 7 7 A LOFME L HIRFHZ R L
iTO

* /bootflash/bootflash sync list 7 7 A /Wid, EAIDOEITRIC BB/ S E
T, RAIOIERARAE TIZ22 T,

* /bootflash/bootflash sync list 77 A /DT F X, ROEEFHIZIENFE
j—O

c1fTIC 1= b Y
e MU IE Linux XA E LTHRELET (B : /bootflash/img.bin)

e h VX /bootflash 77 ANV AT LARNIZHLEZLENRH Y £9°

 /bootflash/bootflash sync list 77 A /VARKIZ, BEWICAZ S 77— K7
Z vy all/E&ET, copyvirtualshell (VSH) <> REMHEH LT, A—s3— 314
EFYVa2—/LE DM T /bootflash/bootflash sync list 77 AV ZFETa —F
HZEbTEET,

DAL REFA LT, A== F £V 2 — L THEHE
/bootflash/bootflash sync list 77 A /VEFRETE ET,

run bash vi /bootflash/bootflash sync_list

FIA X MO TXTOMNIX, =77 7 A/ /var/tmp/bootflash sync.log(ZV
YA LVI hNENET, ROWTIUhOa~vwr REFEHALT, Zorr 7y A VvERREITE
B CcxE,

run bash less /var/tmp/bootflash_sync.log

run bash tail -f /var/tmp/bootflash_sync.log

FHIAZ VT NI, 772747 T—1+7Tvva2T4L7 M) EOXIRT D7 7 A4 /LOHIER
AR FEARIIZZELRWVWBRD, AF N, T T Ty aT 47 NI T77A
NEHIBRLEY A, BARICLSTE, AX AL T =R 7T v a DT ORAR—=ZNT 7
T4 T T—=b 7 T2k bELR0, TI7T747 7= 7Ty vablfBLTNSEX
AR N, T—=h T TV aDAR—ANRRKRETEIERHY ET, AF LN, T—F7
Sl ak T I T 4T T 7Ty aDEHRIT—ICTSH (RBLANL T—"TFvia
LORG IR T 7 ANEEIRT D) 1, kOa~vr REANLET,

run bash sudo rsync -a --delete /bootflash/ /bootflash_sup-remote/

FIAA 7 V7 NI, 77 v vaF i3 TI5280< Ny 7770 RTIETSNHRET S
VERHY ET, 2L, ATEhOHB TEITVFIE LIS EIE, ROa~xy FEER L TF
B CTHERTE £,
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run bash sudo /isan/etc/rc.d/rc.isan-start/S98bootflash sync.sh start

Kstack /' L CTaE—

Cisco NX-OS U U —2 93(1) LA TlX, 7 7 A /v 2 B —#{EIZIX, use-kstack 47> = > &l
ALTHOR Y NT—7 2% v 7% LCFEITTDHL T avrnb v F3, use-kstack Z 38 U
T7 74 VvEar—35L, abt =R EMFILET, 2047 v a it A v T8
HDORy FZHD)E—F == T 7 A Va2 abt —F 58I H £ 9, use-kstack
FTa sk, sepResftp. R EDIFHET 7 A )L a B —HEREEZ B L CAAL v FIT, FIFAAL
FNHT7 7 AVEaE—E L7,

)

GE) AA vFNFEIPS F— FEEREZ (T L TV D HA. use-kstack 7> g U ITHEREL £8 A, A
A > FTFIPS E— RBAMZ /> T DG, a B —EEESI & s LETH, 77+
NV hDav—FEMIHSNET,

use-kstack /I L Ca ' —3 5 |Z1%, NX-OScopy =~ > ROKRZIZHIKEBMLES, &
ZIE

switch-14# copy scp://test@10.1.1.1/image.bin . vrf management use-kstack

switch-1#

switch-14 copy scp://test@10.1.1.1/image.bin bootflash:// vrf management
use-kstack

switch-1#

switch-1# copy scp://test@10.1.1.1/image.bin . use-kstack

switch-1#

switch-14# copy scp://test@10.1.1.1/image.bin bootflash:// vrf default

use-kstack
switch-1#

use-kstack 47" a id, TRTDONX-OScopy =2~ K&ET7 AV VAT ATHR— S
TWET, A7 a2 1T 0penSSL (¥ =27 at'—) BEFATT,

21T 4TBashozILDT7TYUH5r— 324

WOHNE, XA T 47 Bash > = VDT S r—avERrLTWVWET,

bash-4.2# cat /etc/init.d/hello.sh
#!/bin/bash

PIDFILE=/tmp/hello.pid
OUTPUTFILE=/tmp/hello

echo $$ > SPIDFILE
rm -f SOUTPUTFILE
while true
do
echo $(date) >> SOUTPUTFILE
echo 'Hello World' >> $OUTPUTFILE
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#1474 IBash o7 TUr—v a6 ]

sleep 10
done
bash-4.2#
bash-4.2#
bash-4.2# cat /etc/init.d/hello
#!/bin/bash
#
# hello Trivial "hello world" example Third Party App
#
# chkconfig: 2345 15 85
# description: Trivial example Third Party App
#
### BEGIN INIT INFO
# Provides: hello
# Required-Start: $local fs Sremote fs Snetwork Snamed
# Required-Stop: $local fs Sremote fs Snetwork
# Description: Trivial example Third Party App
### END INIT INFO

PIDFILE=/tmp/hello.pid

# See how we were called.

case "$1" in

start)
/etc/init.d/hello.sh &
RETVAL=$"?

stop)
kill -9 ‘cat $PIDFILE"
RETVAL=$?

status)
ps -p ‘cat S$PIDFILE"
RETVAL=$?

restart|force-reload|reload)
kill -9 ‘cat $PIDFILE"
/etc/init.d/hello.sh &
RETVAL=$?

*)

echo $"Usage: $prog {start|stop|status|restart|force-reload}"

RETVAL=2

esac

exit SRETVAL

bash-4.2#

bash-4.2# chkconfig --add hello

bash-4.2# chkconfig --level 3 hello on

bash-4.2# chkconfig --1list hello

hello 0:0ff l:0ff 2:0n 3:on 4:0n 5:on
bash-4.2# 1s -al /etc/rc3.d/*hello*

lrwxrwxrwx 1 root root 15 Sep 27 18:00 /etc/rc3.d/Sl5hello ->
bash-4.2#

bash-4.2# reboot

Jwu— R

bash-4.2# ps -ef | grep hello

6:0ff

../init.d/hello

root 8790 1 0 18:03 2 00:00:00 /bin/bash /etc/init.d/hello.sh
root 8973 8775 0 18:04 ttySoO 00:00:00 grep hello
bash-4.2#

bash-4.2# 1ls -al /tmp/hello*
-rw-rw-rw— 1 root root 205 Sep 27 18:04 /tmp/hello
-rw-rw-rw— 1 root root 5 Sep 27 18:03 /tmp/hello.pid

Cisco Nexus 9000 ') —X NX-08 7O S<EY T4 HA K,
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bash-4.2# cat /tmp/hello.pid
8790

bash-4.2# cat /tmp/hello

Sun Sep 27 18:03:49 UTC 2015
Hello World

Sun Sep 27 18:03:59 UTC 2015
Hello World

Sun Sep 27 18:04:09 UTC 2015
Hello World

Sun Sep 27 18:04:19 UTC 2015
Hello World

Sun Sep 27 18:04:29 UTC 2015
Hello World

Sun Sep 27 18:04:39 UTC 2015
Hello World

bash-4.2#
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AT

e Guest Shell IZOWT (47 ~=—3)

* Guestshell (2B 21 FIH L HIRHIH (48 X—)

» Guest Shell ~D7 7 & &x (55 X—)

e FAN v VZERENRDY Y —RA (55 3—Y)

« FA Rz VORE (56 X—)

Y —E XA F AN DB XR2 T 4 RAF ¥ (65 2—)
AR TF AN VAT LDT 72 AFHE (69 X—)

e FA RN T LDER (69 —)

« RABY— B A & Guest Shell [EHOMFE (84 ~2—3)

cFAR ML T Y — g L OKERIZEE] (85 X—)
* Guest Shell 7257 7'V r—3 3 > &2 KEGEMICEEIT 2 TIE (86 <—)
o FAN VENNTOY TN T U r—a (86 —)

* Guest Shell IZE T HRED N T TNy a—T 07 (87 X—)

Guest Shell [ZDUVT

AL 704 Linux BEE TONX-OS CLIB LW Bash 7 7 2 A ITMAZ T, AL vFix., [HFZ b
T EFEZID Linux 227 (LXC) WNTHEITEIND DEESNTZFEITARX—A~DT 7
vRXEYVR—FLET,

AN 2 VNS | network-admin (ZIXR DOFERENR H Y £,
sLinux Ry NV —2 A B —T A A% LIcXy NU—7~DT 7& A,
CAA T DT— KT T ya~DT IR,
o 2A v F OFFREME tmpfs ~DT 7 & A,
« AA v F D CLI~DT 7 & A,
e AL FDHRAN T 7 AN VAT L~DT 7R A,

* Cisco NX-API REST ~DO 7T 7 & &,
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B ceesshen @y 2 rEFE HIRTE

«Python 27 U7 M A A h—)L L TFATT HIKEE,
R EYFMBIEYMEY FOLinuk 77V r—vaim A A ML L TEITT HHERE,

T FHMC L > CTEITZEMZYVEET Z & T, o Linux 27 F TEITINTWVBE R A
N AT BT T r— g NIEBE 52T, T r—2 3 v O=—X|ZEE T Linux
BEANAXA RATDH ENTEET,

NX-OS 7 /34 A TlX. Linux Containers (I virtual-service 2~ K TA VA h—/L L EHINE
4, Guest Shell I%. virtual-service show =~ > RO HIZEREINFE T,

N\

GE)

T AN RTIE, AN vzUE, BINCTDHEH5MB DO RAM & 200MB D7 — 75 v
VamEBLET, CiscoNX-08Y U—270 (3) 12 (1) LIFE, GuestShell 13#)35MB ® RAM
Z5H LE7, Guest Shell 23 STV RWIEEATE, guestshell destroy ==~ > K24 L T
Uy —2%MHAHLET,

77 # /v b TlX. Guest Shell 1Z, AZNZT 25 EHKI35MB O RAM & 350MB D7 — 7 T v
ok EALET, GuestShell BEH STV RWIGAETEL, guestshell destroy =~ > K% fifi
L CHME SR 2 A L £,

6=

Cisco NX-OS 7.0(3)F3(1)NX-08 7.0(3)I7(1)LAKE, Guest Shell (% Cisco Nexus 95083500 A » F T
PAR—FINFET,

Guestshell [ZR89 5T 5 FIH L FIREIE

TRTHY ) —RIZHBEDTEEIE

| A

EE  Guestshell DA > A N—/LINTHAX MEFEEFIT LA, Guestshell 07 v 7/ L— &2 E

1TT 5N, 7= 7T vva, 7Ry 7 AAML—y F¥721E Guestshell/L— F 7 7 A /L
VAT LAOINEOMDIGENCERE 2 RFELET,

guestshell upgrade 2~ Y R, KEWIZ, guestshell destroykguestshell enable & Hif5E L
THEITLET,

* Guest Shell [Z, 4GB D A€ U Z#5# L 72 3500 €7 /L (3524, 3548, 3524-X, 3548-X) T

P AR—FENTWERFA, ZNE, XL E, I0EL DAV ZHAT-TTy b7 4—
ATHR—FENET,
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Guestshell (<83 2:xEHmEesREE [

* Guestshell TV — K/%—5 ¢ O DHCPD — —%FE{TL TV B HA. SVI &~
BLE, TTAT Y NCBET LA T 7 —ICHBENRET HAREMERH Y £ 37, AlEE/R (Al
Fix, 7o — Xy 2 MEEEERT 52 LT,

* run guestshell CLI 2= R&EFEH LT, AA v F® Guestshell {IZ7 7 AL ET, run
guestshell A< Kid, "A b = ~DT 78 XIfEH EIU D run bash 2~ 2 RIZHH
BLEF, Z0a~vr REHHT 5L, Guestshell (27 27 A LTBash 717 > 7 b & Hifs
L7290, Guestshel D2 > 7F A MNTa~vy REFITLIED TEET, Zoa~wr R,
NRAT—KRRLOSSHEZHH LT, T 74/ DXy b T —27 412223 5 localhost
OFEHAFREZR AR — MTE L £,

sshdL—7 4 YT 41d, m—H/KRARNTY v AL LT, Xy hT—27 OGNS OHER
BATZEMET 2 Z L2 XY, Guestshell ~OFERIER ENZSSHT 7 B2 2 R#ETE F
T, sshd IZITROEEER H VD £97,
e ZHUE, NRAT—=RIZT =Ny 7 LN F—_R—2DOFFAHIHER STV E
‘j‘o

« Guestshell D BB 12 Guestshell I 7 7 B 2T A7 I I A X — 255 2
EMMTEDLDIX root 721 TH,

s root FIMNARA N EOXF—2ETT7 7 A N EHHAIMD Z L TE, IR A MBash7 7
TR B ORI — Y — P — % L T Guestshel IZBfR TE WL 2 LET,
Fv U — 7 BB —Y—(L, Guestshell T sshd DBIDA A K o A&BME LT,
Guestshell % v F U — 7 & o —H —|% Guestshell Tsshd DBIDA > A X > X % Btk
LT, *v hU—7 &2 —H —L, Guestshell T sshd DBIDA 2 A HZ o A%EBHIEL
T, 77BATEDLHICT2 M TEETI, GuestshelliZv 7' A 9 52— —
WZiEry N — 7 EHERERS 52 bET,

S
GE)  Guestshell 2.2 (0.2) THAINTZF— T 7 A WL, =2—HF =T
D > M MER S ALz — P Tk L CREAIR Y TTRETY

X B2, Guestshell 74 7 v MIBEEIMICHIBRS LR W=D, R~
otz EZxy VU — 7 EHENHIBRT 20 ERDH Y 7,

2.2(0.2) X Y AiTD Guestshell £ > A b —/LTlE, fHlx Da—H—
T AT ERERNER SN EE A,

e T TELH LWVWAAL v FIZ CiscoNX-OS V7 vy =7 VY —R%&A LA R—JL
9% &, Guestshell ZHENIIZEDC2D ET, TORDAL v F VT v T =2T DT v/
7 L— FTlX, Guestshell lXHENIICT v 77 L— REvEH A,

» Guestshell V UV —ATiX, BAEZITERAMAN—Ta v NERIND &, AV Y —F 5N
éj\l_/i‘ﬂ‘o

¢ NX-OS @ Guestshell 1%, FjE/XR/NLVDR— I, 77 —A I TAD Linux V' F—7 =
A 2L LT 7 ®ATEET,

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .



vLERYYTHE |
B ceesshen @y 2 rEFE HIRTE

¢ NX-OS @ Guestshell £, NX-API ~®Da—H /L Unix Y4~ v %R L. dohost Z/L T2
<~V Ry VIT 7B ATEET,

1. 9.3(8) LAFED NX-OS @ Guestshell (23 T, NX-API V7 v h~DT 7 & AL, root/ &
HE 2 — P — R TORTFA S ET,

2. 9.3 (8) LIFED NX-0S @ Guestshell IZBWT, NX-OS 7 7 A IV AT LA~ADT 7 A
X, root/BEHE 22—V —721F BTV ET,

e Guestshell U UV — 2 Tl&, CVEWfiRIRIND &~ AT —F 50355 LE T, Guestshell i,
CentOS NAB L7=8812 D& CVE Z# HEH L £,

« dnf update Z{#H LT, CentOS UARY h UMb — K X—F 4 OEX= U7 ¢ gt
FEZEERGTLAZ 28O LET, ZNITLD, CiscoNX-OS Y7 Ny =T DT v/
T— b EFOZ L, EHMFIHMREIC /-T2 L ZICAT T HREMERNELNET,

F 721, guestshell update =~ > FZfEH T2 &, BEAFD Guestshell rootfs 238 Z#i x H 4L
FT, WAE~ARXELI T NT2T Rylr—V DA A =L, ZOH L Guestshell
rootfs DA T XA NNTHEFRITTILERNH Y £7,

Cent0S MDY 7R— & T & Guestshell ~DFE

Guestshell I% CentOS BIRIZE DK LXC AV TFHTY, A—7 v V=R aI 2= 4 DEH
XD e, CentOS8 72y ME 2021 4F 12 A L TIZHAR— KT LET, CentOS7 7
0y 7 MIMEE S, 2024 6 A £ T AR— MBI KTT 5 FETT, CentOS7 DZDE
W R— M2 LY., HHFO CiscoNX-0S V7 F 7 =7 10.2.x 1% Guestshell 2.11 (CentOS 7 ~X—
) WXy rr—=IbEnNTWET, ZiE, 101x U U —RADT 7 )V MREETH 5 Guestshell
3.0 (CentOS8) # &Mz E7,

Guestshell 2.11

CiscoNX-0OS U U — 10.2(1) LARE, CentOS 7 237 7 4 /b k@ Guestshell Bz & L CHER I
F L7z, BHROFEMIZOWVWTIX, [CentOSOHYHR— MET ) 7 v a 2R TSN,

Guestshell 2.11 {21 python2 ¥ X UY python3.6 DR — F A3 fFE LTV EF, Guestshell 2.11 &
Guestshell 3.0 D OEREIXF U % £ T,

\}

GE)  Guestshell 2.11 @ rootfs ¥ X13K) 200 MB {2 L £ L7z,

Guestshell 3.0

Guestshell 3.0 [FFRIEESNTE D . NX-0S 102.x S IFIFIHTEZ £ A, Guestshell 2.11 Z1{#
THZEEZBEOLET, 72720, 102x Y 7 b7 =7 %, Guestshell3.0 2> 7+ H L 010.1x
TEIMEL TV 5 3.0 Guestshell =257 & O B2 MR L TV ET,
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\)

GE)  Guestshell 3.0 @ rootfs ¥ RIZ. Guestshell 2.0 @ 170 MB (25 L T 220 MB T,

Guestshell 4.0

Guestshell 2.x (213 Centos 7 & LTV E T, Centos 7 DY AR — MET I 2024 FHIDHTT,
L7275 T, RockyLinux 9.2 X\— 2D Ixc 2 7 7 T&H 5 Guestshell 4.0 73, Guestshell 2.x % &
Hax 5 TETT, Guestshell4.0 1%, CiscoNX-0S U U —21041FBLOT 7 4/ bk /8y r—
UL LT Guestshell 2.x 34 7 a— Rua[RER A7 v g & LCTHIHTE £9°, Guestshell
401%, KDY Y —=ATT 74 /V MIRY ET,

)

GE) Guestshell 4.0 @ rootfs 1 X% 400 MB T3, Guestshell 2.x Ti% 350 MB T L 7=,

Guestshell 1.0 /" 5 Guestshell2x ~D7 v 745 L— K

Guestshell2.x 1%, CentOS7/L— |k 77 A )V T AT MMIHEDSNTWET, a7 27 % Guestshell
LOICTNE T LTz .conf 77 ANETNEZ—T 4 VT A DA TRy 7 A VKR NI BRH D
YiAalE. Guestshell 2.x TR UBBATFNAZ MRV KT MENH Y £7°, CentOS 7 DIEWEZEE L
T, BRAAZ V7 NafET 20 ERNOLG80H 0 £7°,

Guestshell 3.0 Z{EF L 7= Jacksonville ') ) — XM 5D NX-0S DA H 5 L—FK

Cisco NX-OS U U —% 10.1(1) LABE, Guestshell 3.0 Y R—FDA T T AT I F v RN—T3
X111 CEIE B S TCuvET (show virtual-service 2~ RCTHERE LTS 7ZEW) , L=
23> T, Guestshell 3.0 OVA [ZLFTD Y U —ZA TIEIEH TE £t A, Installall =~ > Rz ffi
T5HE, N=Va VOR—HEPRFES L, =7 =B A — I ET, Guestshell 3.0 % LLRTD U
V—RZH 77 L— KT HHIT, Guestshell 3.0 ZH%3E L T, Guestshell 3.0 23LLAGTDO Y U — A
TEELZ2WEIIZTDZ 2B LET,

Guestshell 2.x

Cisco NX-0OS (%, +072 ) V=A% LDV AT LDOT 7 4 /4~ THBIMIZ Guestshell DA > A
=B LOFEILEZITWET, 7272 L. Guestshell 27—k L72\ Cisco NX-OS A A —
TTNAAZARNY m— RN D56, BEFO Guestshell 28 B EBIZHIFR S

AL, $VMAN-2-INVALID PACKAGE 3FE{TINFET,

Guestshell 2.x 7 & Guestshell 30 ~D 7 v 75 L— K

Guestshell 4.0 {%, Cisco DAXY 7 b7 Xy — R RX—=UnhbH oy no— KT,
guestshell upgrade =2~ > RZfEHLTA VA F— L TEET,

WDFIZ, Guestshell DU U — 2 &7 LFET,
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= 2: Guestshell ') ') — R

Guestshell ') 1) —X NX-0S A YR— b3 51 1)— |H7FR—kEh 5 Python D/3—
R vav

2x 10.4.1 Python 2.7 33 K U Python 3.6

3.0 10.1.x python 3.6

4.0 DX a— KAl OVA |104.1 Python 3.9

Guestshell 40 127 v T L—FFBICIE, ROaAT Y FEFARALET :

« TARVZNDRA VARV SILTWRWEGAIZIE, guestshell enable package <downloaded
ova> a~vr REFATLET,

c FANYZVIRA A ML ER, FATIN TV AHEAITIL, guestshell upgrade package
<downloaded ova> =~ > R&ETL £ 7,

\)

G£) 4GB D RAM Z#E# L7723 AT LT, 77 4 /L b Tl Guestshell 302720 8 A,
guestshell enable =~ > FZfEH LT, Guestshell 1 A h—/L L THMBZLET,

install all =< > R, BAED Cisco NX-OS A A — & H—4 > F®D Cisco NX-0S A A —T &

O HHMEERRFGEL E7,
HHPEDIRNA A=V A VA B — L LIERE DO 2RISR L ET,
switch#

Installer will perform compatibility check first. Please wait.
uri is: /

2014 Aug 29 20:08:51 switch %$ VDC-1 % $VMAN-2-ACTIVATION STATE:
Successfully activated virtual service 'guestshell+'

Verifying image bootflash:/n9kpregs.bin for boot variable "nxos".
[#e###444H 44444 ###4] 100% —— SUCCESS

Verifying image type.

[#e####44H 44 ####4] 100% —— SUCCESS

Preparing "" version info using image bootflash:/.

[#e###444H #4444 #44] 100% —— SUCCESS

Preparing "bios" version info using image bootflash:/.
[#e####44H 44 ####4] 100% —— SUCCESS

Preparing "" version info using image bootflash:/.
[#e####44H 44 ####4] 100% —— SUCCESS
Preparing "" version info using image bootflash:/.

[#e####44H 44 ####4] 100% —— SUCCESS
Preparing "nxos" version info using image bootflash:/.
[#e####44 44 ##44] 100% —— SUCCESS

Preparing "" version info using image bootflash:/.
[#e####44H 44 ####4] 100% —— SUCCESS
Preparing "" version info using image bootflash:/.

[#e####44H 44 ####4] 100% —— SUCCESS

"Running-config contains configuration that is incompatible with the new image (strict
incompatibility) .

Please run 'show incompatibility-all nxos <image>' command to find out which feature
needs to be disabled.".

Performing module support checks.
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Guestshell (<83 2:xEHmEesREE [

(#4444 444444 4444] 1005 —— SUCCESS
Notifying services about system upgrade.

[#

0% -- FAIL.

Return code 0x42DD0006 ((null)).

"Running-config contains configuration that is incompatible with the new image (strict
incompatibility) .

Please run 'show incompatibility-all nxos <image>' command to find out

which feature needs to be disabled."

Service "vman" in vdc 1: Guestshell not supported, do 'guestshell destroy' to remove
it and then retry ISSU

Pre-upgrade check failed. Return code 0x42DD0006 ((null)).

switch#

\)

6=

NZA K TFT 7T 4 &AL LT, Guestshell ZH7R—F L TWRWEW CiscoNX-OS A A—T % Y
o — R4 5R0IZ, guestshell destroy ==~ > K% ] L T Guestshell Z Ik L £,

ERRESNT=SSHD H—E X

Guestshell [, ##E)KFZ OpenSSH ¥r—/"—ZBta L £ 9, $—/3—%, localhostIP 7 N LA A
YHA—=T 2 A A 127001 TT U F LERSNIZAR—=FTORY A LES, ZHIZLD,
guestshell F— 7 — R2BZAT) S 7z & X212, NX-OS BAR T = /L) 5 Guestshell ~D/XA T — |
72 LOEERN RSN E T, O — =8RG T I DD T ORERL (

/etc/ssh/sshd _config-cisco |Z&H ) NEE IN72HE . NX-OS CLI 26 @ Guestshell~
DT 7 & ARBERE L2V ATREMED D 0 £,

WO TFNETIX, Guestshell N T root & LT OpenSSh Hh— "—% A L AKX 2L L ET,
1. SSH#H AT 5%y MU — 27 ARi%EM £ 7213 VRF ZIRE L £7,

2. OpenSSHARY v AT HHR—bhE2RELET, T TIHEHINTVWDLIR—FERRTHIZ
IZ. NX-0S =< > K show socket connection Z {5 L £,

)

GE)

IRAT— K72 LDT 7 ¥ A D Guestshell sshd -— A%, 17680 725 49150 FTH T & A
fbEnfzFRm—rEFEHLET, N— FOBEEERET D123, ZO®RFENADOR— FE2ZIR L TL

72 &N,

WOTFIATIE, OpenSSH #— S—Z @B L £F, HlTIE, IP7 FL 2 10.122.84.34:2222 T
P netns @ OpenSSH H—/S—ZfEL#) L £7,

1. WDT7 7 A NWEVER L FET: /usr/lib/systemd/systm/sshd-mgmt . service B X
Y /etc/ssh/sshd-mgmt_config, 7 7 A MZITIR OB T,

-rw-r--r-- 1 root root 394 Apr 7 14:21 /usr/lib/systemd/system/sshd-mgmt.service
—rw-—————-— 1 root root 4478 Apr 7 14:22 /etc/ssh/sshd-mgmt config

2. Unit & Service DNA % /usr/lib/systemd/system/ssh.service 7 7 A LD
sshd-mgmt .service IZaE— L £7,

3. sshd-mgmt.service 77 A VEIRD L S ITHELET,
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10.

11.

[Unit]

Description=0OpenSSH server daemon
After=network.target sshd-keygen.service
Wants=sshd-keygen.service

[Service]

EnvironmentFile=/etc/sysconfig/sshd

ExecStartPre=/usr/sbin/sshd-keygen

ExecStart=/sbin/ip netns exec management /usr/sbin/sshd -f /etc/ssh/sshd-mgmt config
-D SOPTIONS

ExecReload=/bin/kill -HUP S$MAINPID

KillMode=process

Restart=on-failure

RestartSec=42s

[Install]

WantedBy=multi-user.target

/etc/ssh/sshd-config DINAE% /etc/ssh/sshd-mgmt configiZ=a ™ —L £,
WEEIZG U C, ListenAddress IP &R — R & F L E 7,

Port 2222
ListenAddress 10.122.84.34

WDz~ RafMiH LT, systemetl 7—F > ZBAtG L 9,

sudo systemctl daemon-reload
sudo systemctl start sshd-mgmt.service
sudo systemctl status sshd-mgmt.service -1

(A7 vay) Wz LET,
ss —-tnldp | grep 2222

Guestshell ~@® SSH:

ssh -p 2222 guestshell@10.122.84.34

D Guestshell F721TAA v FOFERENZ DT > THER AR GFELE T,

sudo systemctl enable sshd-mgmt.service

NAY— R72 L0 SSH/SCP B L OV £ — FIATDOHE . ssh-keygen -tdsa =~ > N &fiff
LT, SSH/SCP |ZfE 19 % = —+— ID OAB#E L EHE A AR L £,

ZD%, ¥—Ii%/.ssh7 4 V7 U D id rsaBLWid rsa.pub 7 7 A MIRAFEE
NEJ,

[root@node0l ~]# cd ~/.ssh
[root@node02 .sshl# 1ls -1

total 8
—rw-—-—--—- . 1 root root 1675 May 5 15:01 id rsa
-rw-r--r--. 1 root root 406 May 5 15:01 id rsa.pub

NPF—% SSH Tt § v ilatt—L, 77 B AFFAZEIELET,

cat id rsa.pub >> /root/.ssh/authorized keys
chmod 700 /root/.ssh
chmod 600 /root/.ssh/*

INAT—R72LTYE— K AA v FIZSSH £7213 SCP :

ssh -p <port#> userid@hostname [<remote command>]
scp -P <port#> userid@hostname/filepath /destination
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Guesthell ~0>7 7 2 [

Localtime

Guestshell (X, &mA ~ AT AL Jetc/localtime ZHAF L E T,
A\

GE)  AA B EJEClocaltime 234G L=< 2 WAL, DY R Y w7 U7 8 LT, Guestshell
A D /etc/localtime Z/EKTE £,

switch(config)# clock timezone PDT -7 0
switch(config)# clock set 10:00:00 27 Jan 2017
Fri Jan 27 10:00:00 PDT 2017

switch(config)# show clock

10:00:07.554 PDT Fri Jan 27 2017
switch(config)# run guestshell

guestshell:~$ date

Fri Jan 27 10:00:12 PDT 2017

Guest Shell ~OD 7V X

Cisco NX-OS @5 7 # /L k TlX. network-admin == —% — D7 Guest Shell IZT7 7 B AT £

T ZAUFIT AT A THENWIIZAEZIZ/e>TEY, runguestshell =2~ REHHLTT 7 +&
AT&F9, runbasha~> FE—HLT, Zhbda~2 Rk, NX-OSCLI =2~ KO run
guestshell =~ > R X ZHEH L T Guest Shell N THITTE £,

\}

(GEX)  GuestShell /X, 4GB %2 5 RAM 2 L7 AT A THEIMIZANZ/R Y £,

switch# run guestshell 1s -al /bootflash/*.ova
-rw-rw-rw— 1 2002 503 83814400 Aug 21 18:04 /bootflash/pup.ova
-rw-rw-rw— 1 2002 503 40724480 Apr 15 2012 /bootflash/red.ova

\}

GE)  22(0.2) LABED Guest Shell i, AA v FlZr A LTWbha—HF—LELa—HF—Th v
NEBICIERR L £, 7272 L, hoT X TOF#RIL, A1 »F & Guest Shell DL—HF— 7
AU s METHREShEEA,

X 51T, GuestShell 74 7 v MIBBPICHIBRS N2 WZ®, REZ/Ro7t b ZIZRxy hU—
JEBEDNHIBRT AL ERDH Y FT,

AR VIVIZERENS) VY—X
TI74NVETEH, FARY =z VDU Y —R L, BHEDOAL vy FERAEHEHATE DY V—R|Z/)

SR E2FET, Xy NV ERENT AN V= VTBINMO Y Y — A BN LT 55
4. guestshell resize {cpu| memory | rootfs} =~ > KX, ZNHOHIREEE L £3
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1)y—= T4 b w=/IMwRKR
CPU 1% 1/620%
AEY 400 MB 256/3840 MB
Z L= 200 MB 200/2000 MB

CPUHIRIZ., AT LANOMDa L Yo —TFT 4V TEMEDBREND HHEIT, AN V=
ANTEITEINTVWABZAZICEZONAVAT A AL Ea—TFT 407 T30 T 4 D/8—
o7 —UTY, CPUY Y —RADFEENBRWGE, TA N 2 VNOZ A7 IFHIRE I EH
/Uo

)

GE) VY —2EDYTEERLEZEZIL, YA MYz LOFEREINLETT, ZDO7-HIZ, guestshell
reboot =~ RZHHTE £,

o £
AR T I)LDOERE
Guestshell (Z1%, 77 4 /V F THRHIAMBERZL O2—T 0 U T ¢ LHEBENRDH Y 77,

AR = CentOS 7 Linux BREECTH Y, ZOWBAENFICENL RENZY 7 hooT Ny
=%, yum A YA M=V T5H T EINTEET, Guestshell IZ1E, net-tools, iproute, tcpdump
EO0penSSH R ED TRy b U —F% 27 T84 A THRICHIFF SN DL O— K72 — L3 E
ANZ AT SV TWE T, Guestshell2.x DEE . BIID python /Ny r— % A VA F—LF 572
O PIP L[AERIZ, python2.7.5 37 7 4 /L b THENTWET, Guestshell 2.11 Ti, 7 7+
JL kT python 3.6 bEHEFNTNET,

TN ETIHE, FAMY=/ME64E Y NOFEITAR—ATT, 2y hOYR— FBNE
729, glibe.i686 /N 7 —T % yum TA VA h— /L CE £ T,

Guestshell /L, AA v FOEHR—FET—% R— bR TTDIHEH SIS Linux * > b7 —
I AUHE—=T A RIT 7 BATEET, ifconfig & ethtool 72 & D HAF 72 Linux D A Y v K
ba—7 4 V7 41E, WU E—DOURIERHTEET, A ¥ —7 A A NX-OSCLI T
VRF I[ZEE SN D L, Linuk *v T —27 A X —T x4 A% D VRF DX v b U —7 £
ZERNCRCE S NE T, AETZEMIL /var/run/netns TR Z EMNTE, ipnetns =—7 1 Y
TAEFEHL TS EISERAMEMO L THFANTEITTEET, W 20D2—TFT 1
7+, chvrf & vrfinfo X, BIOARIZEM CTEITL, o ANFEITINTWDLRIZER ~rf il
M4 2B HRE ST -0t sn g1,

systemd (X, 7" A bz /L& ETe CentOS 8 BRIE CH — LA ZFHT L7 INET,

Guest Shell @ NX-0S CLI

FARN Tz E, 22— —BDF RN Vo VBENSRA N Xy NT— 7 IR |Z NX-0S 2+
VRERITTEXDLE9CTAH27 7V r—raraiRitLES, dohost 7 7Y r—ra itk H
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GuestShell T Ay k7—2 7o 2x [

W72 NX-OS MR E 7o iT exec T~ FEZ T AN, ThDHZARA b Ry bU—7 ERITHEITL
iﬁqo

dohost =<~ RZFEONHT & &%, £ NX-0S 2~ NEx—HE3| G £ /-3 E5| G Cchlte
TEMTEET

dohost "<NXOS CLI>"

NX-OS CLI [T S 2 & mMTE£9

[guestshell@guestshell ~]$ dohost "sh 1lldp time | in Hold" "show cdp global"
Holdtime in seconds: 120

Global CDP information:

CDP enabled globally

Refresh time is 21 seconds

Hold time is 180 seconds

CDPv2 advertisements is enabled

DeviceID TLV in System-Name (Default) Format

[guestshell@guestshell ~]$

NX-OSCLIZ, o~ ROMiCEIan BT AZ LKLY, NX-OS AX A )LDa<
VR Fx—rHEFERA LT HEIT 2~ TA L TEET, (BEIan oAl R
/\O\_XZ)§‘/[Z‘£VC\“@—Q )

[guestshell@guestshell ~]$ dohost "conf t ; cdp timer 13 ; show run | inc cdp"
Enter configuration commands, one per line. End with CNTL/Z.

cdp timer 13

[guestshell@guestshell ~]$

\}

GE)

S

PIHIONR—=2 g 0 DF A N2 ViE, Xy NI — B HEEL~LOWHERTCa~ Ly REEITLE

S

NX-API~® UDS #He DE S g KT A EET 5 £, dohost =~ > RIZHEREAR&IZ2 0 £,

Guest Shell 2.2 (0.2) A& 2 4% U U — 2 7.03)I5(2) DHA . dohost =<~ > &4 L TA A
FCRITENT-a~<wr NiE, AL Yzl a—Foae— WSS BHETEITEINE

Guest Shell TOxRY FJO—9 7Ot X

NX-OS AA »F A— M, Guest Shell Tid Linux r hV—2 f X —T x4 AL LTHEI
FUET, ifconfig & 7213 ethtool Z i LT, /proc/net/dev DE Rt 72 & D— %72 Linux A
Yy RZT_XTHEFR— S TWET,

GuestShell (IZ1E, Z< O— M7 xy NI =0 2—T 4 U T A MNT 74V N TEENTEY,
chvrfvrfcommand =~ > R&EFEH L TS EIE7 VRF THEHTE £,
[guestshell@guestshell bootflash]$ ifconfig Ethl-47

Ethl-47: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 13.0.0.47 netmask 255.255.255.0 broadcast 13.0.0.255
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B cuestsheli coxy ro—5 7o

ether 54:7f:ee:8e:27:bc txqueuelen 100 (Ethernet)

RX packets 311442 bytes 21703008 (20.6 MiB)

RX errors 0O dropped 185 overruns 0 frame 0

TX packets 12967 bytes 3023575 (2.8 MiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

Guest Shell N Clix., kv hT— 7 REBAE=F ) L/ TEETH, ZETLHZ LI TEER
o v FU—7IRBEZEF T 5I121%. AR D bash ¥ = /L CNX-0OS CLI % 72 13872 Linux
=T 4 YT =FEHLET,

Z @ tepdump =2 2 RidGuest Shell (23 7 —I{bSnTRY | BEHA— MELIZAAL vF
R—RTRNU RNENTERNT T4y 7Dy b FU—RAZRBEICLET,

Z @ sudo ip netns exec management ping = —7 « U 7 11X, BESNTZF v b U —7 £ REi1ZER
DALTHRARNTaAvy NEFETTHDO— R HIETT, Z4UEGuest Shell N THEITT
TET,

[guestshell@guestshell bootflash]$ sudo ip netns exec management ping 10.28.38.48
PING 10.28.38.48 (10.28.38.48) 56(84) bytes of data.
64 bytes from 10.28.38.48: icmp seg=1 ttl=48 time=76.5 ms

chvif 2—7 4 U T A ITMEEDO DR SN TV ET,

guestshell@guestshell bootflash]$ chvrf management ping 10.28.38.48
PING 10.28.38.48 (10.28.38.48) 56(84) bytes of data.
64 bytes from 10.28.38.48: icmp seg=1 ttl=48 time=76.5 ms

)

G¥)

e

O R LTERITEND chvrfa~> Rk, BIfED VRF/ X v MU —7 AFIZEMTEITIN

7o& 20X, BEEVRFREH TIP 7 L2 10.0.0.1 Z ping 35 (21%, =~ Fix lchvrf management
ping 10.0.0.1] T, scp £/oidssh 2 EDD=2—7 ¢ VT 4 HEEETT,

1]

switch# guestshell

[guestshell@guestshell ~]$ cd /bootflash

[guestshell@guestshell bootflash]$ chvrf management scp foo@10.28.38.48:/foo/index.html
index.html

f00@10.28.38.48"'s password:

index.html 100% 1804 1.8KB/s 00:00

[guestshell@guestshell bootflash]$ 1ls -al index.html

-rw-r—--r-- 1 guestshe users 1804 Sep 13 20:28 index.html
[guestshell@guestshell bootflash]$

[guestshell@guestshell bootflash]$ chvrf management curl cisco.com
<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>301 Moved Permanently</title>

</head><body>

<hl>Moved Permanently</hl>

<p>The document has moved <a href="http://www.cisco.com/">here</a>.</p>
</body></html>

[guestshell@guestshell bootflashl]$
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VAT A EDOVRFOY A FEEETBITIE, NX-OS)HXA T 1 712, showvrf £ 7-1Z dohost
g RENMLCa<wr REFEHALET,

B

[guestshell@guestshell bootflash]$ dohost 'sh vrf'
VRF-Name VRF-ID State Reason

default 1 Up -=

management 2 Up -=

red 6 Up -=

GuestShell N Cix, VRFIZBIEFIT Sz r >y U — 7 ZFIZEMNEBIERASNET, &0
Fy U — 7 BTN EE T D MR T D BRI EA R H Y 9,

[guestshell@guestshell bootflash]$ 1ls /var/run/netns
default management red
[guestshell@guestshell bootflash]s$

Guest Shell N/ B KA A A ERET HIZIE, U Y A N—Z T 20 ERH Y £9°, Guest
Shell C /etc/resolv.conf 7 7 A LV EFRE L T, F v hU—7 1T L7z DNS r—LALH—s3 L R 2
A EEODET,

11

nameserver 10.1.1.1
domain cisco.com

Fm DA —sS— 2 AL S OEIT, NX-OS R CHIR SN b0 & BT 2 BERSH Y %
TO

1l

switch (config)# ip domain-name cisco.com
switch(config)# ip name-server 10.1.1.1
switch (config)# vrf context management
switch (config-vrf)# ip domain-name cisco.com
switch (config-vrf)# ip name-server 10.1.1.1

AA yFHHTTP 70X o h—_—2 T 253y NV =27 NIZH 555, http_proxy ¥ &
N https_proxy B25i254% 1 Guest Shell N TRET HLENH Y £97,

]

export http proxy=http://proxy.esl.cisco.com:8080
export https proxy=http://proxy.esl.cisco.com:8080

B DOBREEEIL, bashre 7 7 A NV FET2ITEY /A7 ) T N THREL T, KR THHZ &
EWRTHOLENH Y 97,
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BRESILTNT— RISy DTI+£R

F v bV =7 EHEFEF, NX-0S CLI 2~ FOFFITMAT, Linx a~v> Fea—7 41
TAREALTC I 7 ANEEHTEET, A b ¥z /VERE®D bootflash I AT L T — h 7
TFyovarvur A LIZEY . network-admin X Linux 2=~ REEHALTCZINHOT7 7

ANEBETEET,
B
find . -name “foo.txt”

rm “/bootflash/junk/foo.txt”

)

GCE) APz NOZ—F—DLFHIHEA FOGFEER U TTR, YA b= Vidpoo2—3—
ARIZERICH Y | wid IFARA b EOa—F—D4RTE —HLEHA, 7V —7BLOZOMD
T ANDT 7RI, A Vx)b 2—HF—RDT 7 A I L TEHSYT 7 2OFEE
L E9,

Guest Shell @ Python

Python |34 % 7 77 4 ZIMEHTE £, python 227 V7 N& A b 2= /L TIITT D
ZEHTEET,

Bl

guestshell:~$ python

Python 2.7.5 (default, Jun 24 2015, 00:41:19)

[GCC 4.8.3 20140911 (Red Hat 4.8.3-9)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>

guestshell:~$

Fv U=V EBEDNFH L Python Ny 7 — V%A VA RN—LTELLHIC, AN =L
\Z1X pip python /X r—Y = X — ¥ WEENTNET,

il

[guestshell@guestshell ~]$ sudo su

[root@guestshell guestshell]# pip install Markdown
Collecting Markdown

Downloading Markdown-2.6.2-py2.py3-none-any.whl (157kB)
100% | ###fffffffdfdfdddtfdff 44444444 159kB 1.8MB/s
Installing collected packages: Markdown

Successfully installed Markdown-2.6.2

[root@guestshell guestshell]# pip list | grep Markdown
Markdown (2.6.2)

[root@guestshell guestshelll#
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\)

GE)  pipinstall =~ > K& AJJT2H0IC, sudosu 2~ RE AN THLERH Y 7,

Guestshell 2.11 @ Python

Guestshell 2.11 {21, Python 2 & Python 3.6 D 5237V A A b —/L STV E T, Python 2
FRE3EA AN AT EHEDIC—F—RNUBELT LT 7 a b 8,
[admin@guestshell ~]$ python

Python 2.7.5 (default, Nov 16 2020, 22:23:17)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-44)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>

[admin@guestshell ~]$ python3

Python 3.6.8 (default, Nov 16 2020, 16:55:22)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-44)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

Guest Shell /A\—< 3 > 210 & T® Python 3 (Cent0S 7)

FARN V2 XIE, T 74V T Python 3 34 A h—/L EFU TR0 CentOS 7.1 Bl %
R L £9, CentOS7.1(Z Python3 %A > A h—F 521X, H—F =T s DUKRI N %
FHT L, FEITHOENLVRTLRE, BEROFENRSY £F, BloA 7 a4k, RLv A
T LIS D /R— 5 > D Python DA > A b —/ L% 7R— |9 % Red Hat Software Collections
PEHTHZ L TT,

Red Hat Software Collections (SCL) Y —/v %A A b—/L 3 5I|Z13:
1. sclutils X —T% A A =L LET,

2. CentOSSCL U AR¥ MU ZHMZL T, #&EZ4 T2 Python 3 RPM DWW nE A A&
F—LET,

[admin@guestshell ~]$ sudo su

[root@guestshell admin]# dnf install -y scl-utils | tail
Running transaction test

Transaction test succeeded

Running transaction

Installing : scl-utils-20130529-19.e17.x86_ 64 1/1
Verifying : scl-utils-20130529-19.el7.x86 64 1/1
Installed:

scl-utils.x86_ 64 0:20130529-19.el7

Complete!
[root@guestshell admin]# dnf install -y centos-release-scl | tail
Verifying : centos-release-scl-2-3.el7.centos.noarch 1/2
Verifying : centos-release-scl-rh-2-3.el7.centos.noarch 2/2
Installed:

centos-release-scl.noarch 0:2-3.el7.centos
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Dependency Installed:
centos-release-scl-rh.noarch 0:2-3.el7.centos

Complete!

[root@guestshell admin]# dnf install -y rh-python36 | tail
warning: /var/cache/dnf/x86 64/7/centos-sclo-rh/packages/rh-python36-2.0-1.e17.x86 64.rpm:
Header V4 RSA/SHAl Signature, key ID f2ee9d55: NOKEY
http://centos.sonn.com/7.7.1908/0s/x86_ 64/Packages/groff-base-1.22.2-8.el17.x86_ 64.rpm:
[Errno 12] Timeout on
http://centos.sonn.com/7.7.1908/0s/x86_ 64/Packages/groff-base-1.22.2-8.el17.x86_ 64.rpm:
(28, 'Operation too slow. Less than 1000 bytes/sec transferred the last 30 seconds')
Trying other mirror.
Importing GPG key OxF2EE9D55:
Userid : "CentOS SoftwareCollections SIG
(https://wiki.centos.org/SpeciallnterestGroup/SCLo) <security@centos.org>"
Fingerprint: c4db d535 blfb bal4 f8ba 64a8 4eb8 4e7l1 f2ee 9d55
Package : centos-release-scl-rh-2-3.el7.centos.noarch (@extras)
From /etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-SIG-SCLo
rh- python36 python-1libs.x86 64 0:3.6.9-2.el7
rh-python36-python-pip. noarch 0:9.0.1-2.el7
rh-python36-python-setuptools.noarch 0:36.5.0-1.el7
rh-python36-python-virtualenv.noarch 0:15.1.0-2.el7
rh-python36-runtime.x86 64 0:2.0-1.el7
scl-utils-build.x86 64 0:20130529-19.el7
xml-common.noarch 0:0.6.3-39.el7
zip.x86_64 0:3.0-11.el7

Complete!

SCL Z i3 2% &, Python 3 DERELEMZ HEIMICREL T, A1 47277 4 772 bash v
va U EERTE LT,

Y

(G£)  SCLPython f v A h— NV ZMEHT L7201V — h 2a—F—INEH ) £H A,

[admin@guestshell ~]$ scl enable rh-python36 bash

[admin@guestshell ~]$ python3

Python 3.6.9 (default, Nov 11 2019, 11:24:16)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-39)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

Python SCL @A > A h—/LCliL, pip 2—7 4 V7 ¢ bigfhSh £,

[admin@guestshell ~]$ pip3 install requests --user

Collecting requests
Downloading

hityes://files. pytharhosted. arg/feackeces/51/ad/ 23926034 1ea65 10003200808 ae0f8230e800 72321 V2 Il 1S T/ reqests 2. 2. 00y 2. oy 3-nare-ary whl
(57kB)

100% | #4444 4444444444 61kB 211kB/s
Collecting idna<2.9,>=2.5 (from requests)
Downloading
httpes: //files. pytharhosted. org/rackages/14/2c/aBE51d81doe] 52000e] cf41ad03869a46fe 72265 7450af Ta6ATf A TACY/ idre—2 . 802 oy3nare-any .whl
(58%kB)
100% |#####4fHHH444HHH444H #4444 44444 61kB 279kB/s
Collecting chardet<3.1.0,>=3.0.2 (from requests)
Downloading
hittes://files.pytharhosted. arg/cackaces/loc/a9/ 01 Faficb@el2 140cA8 ToAdol diec TcaShac 751 Aa22eAc51 £1409844308/chardet=3.0. 402 py3rare-any .whl
(133kB)
100% |#####4ddhdaadftttadadt444444444| 143kB 441kB/s
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Collecting certifi>=2017.4.17 (from requests)
Downloading
hittpes: //files joythartosted. arg/eackages/9/63/AfS0cac9Bes0dB006c552390C 30 1d0cH IcFAdE 78 0ac9cfibddedd/cer ti £i-2019.11. 2802 oy 3-rare-ary.whl
(156kB)
100% | #4444 44444444444 163kB 447kB/s
Collecting urllib3!=1.25.0,!=1.25.1,<1.26,>=1.21.1 (from requests)
Downloading
hittes: //files. pythorhosted. arg/eackaces/eB/74/64£91 7145020£96 IADI332433080301 009095 73346923088ea4afedlls 7 7£ A 11103-1.25. 840 2. py3-nare-ary.whl
(125%B)
100% | #4444 444444444444 | 133kB 656kB/s
Installing collected packages: idna, chardet, certifi, urllib3, requests
Successfully installed certifi-2019.11.28 chardet-3.0.4 idna-2.8 requests-2.22.0
urllipb3-1.25.8
You are using pip version 9.0.1, however version 20.0.2 is available.
You should consider upgrading via the 'pip install --upgrade pip' command.
[admin@guestshell ~]$ python3
Python 3.6.9 (default, Nov 11 2019, 11:24:16)
[GCC 4.8.5 20150623 (Red Hat 4.8.5-39)] on linux
Type "help", "copyright", "credits" or "license" for more information.
>>> import requests
>>> requests.get ("https://cisco.com")
<Response [200]>

7 7 4V N @ Python 2 A > A h—/L{%, SCL Python A > A h—/L & —fFICfiHCT& £,

[admin@guestshell ~]$ which python3
/opt/rh/rh-python36/root/usr/bin/python3

[admin@guestshell ~]$ which python2

/bin/python?2

[admin@guestshell ~]$ python2

Python 2.7.5 (default, Aug 7 2019, 00:51:29)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-39)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>> print 'Hello world!'

Hello world!

Software Collections Z{# 425 & . F U RPM OEEDON— 9 B2 AT AIA VA R—)L
TEET, ZOHEA. Python 3.6 (2% T Python 3.5 Z A > A h—/L9 5 Z LN ARE T,

[admin@guestshell ~]1$ sudo dnf install -y rh-python35 | tail

Dependency Installed:
rh-python35-python.x86 64 0:3.5.1-13.el7
rh-python35-python-devel.x86 64 0:3.5.1-13.el7
rh-python35-python-1libs.x86 64 0:3.5.1-13.el7
rh-python35-python-pip.noarch 0:7.1.0-2.el7
rh-python35-python-setuptools.noarch 0:18.0.1-2.el7
rh-python35-python-virtualenv.noarch 0:13.1.2-2.el7
rh-python35-runtime.x86 64 0:2.0-2.el7

Complete!

[admin@guestshell ~]$ scl enable rh-python35 python3

Python 3.5.1 (default, May 29 2019, 15:41:33)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-36)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>
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\)

GE) D Python X— 3 VA SCLIZA VA P—= L ENTWHLEXITHLWA L ETFTIT 47

Guestshell 4.0

bash &> a VEAERKT D & libpython IEHA 7V =27 F 77 A V&R — RTX720 &)
MIRENFE AT D AlREMEN & W £9°, source scl_source enable python-installation =~ > K % {if i
LT, HfEDObash & v v a V CREZEYICE Yy M7 v 7 TEHEMEREH Y £,

7 7 4V h® Guest Shell A h L—DF ¥ /X7 43, Python3 %A > A h—/LFHDIZ+57
TiXdH Y £ A, guestshell resize rootfs sizesin-MB =i~ > REZHH LT, 77 A/ VAT LD
YA ZEL L ET, WE, rootfs DF A X% 550 MB IZFRE T 4ULUL 4TI

@) Python

Python2 [ZBEIE S U7272, Guestshell 4.0 TIIMH T A,
Guestshell 4.0 [Z, 7 7 4 /L k@ Python 23— = > & LT python3.9 ZHR—h L E 7,

[admin@guestshell ~]$ python

Python 3.9.16 (main, Dec 8 2022, 00:00:00)

[GCC 11.3.1 20221121 (Red Hat 11.3.1-4)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

>>>

Installing RPMs in the Guest Shell

The /etc/dnf.repos.d/CentOS-Base.repo file is set up to use the CentOS mirror list by default. Follow
instructions in that file if changes are needed.

Dnf can be pointed to one or more repositories at any time by modifying the yumrepo x86 64.repo
file or by adding a new . repo file in the repos . d directory.

For applications to be installed inside Guest Shell 2.x, go to the CentOS 7 repo at http://mirror.centos.org/
centos/7/0s/x86_64/Packages/.

Dnf resolves the dependencies and installs all the required packages.

[guestshell@guestshell ~]$ sudo chvrf management dnf -y install glibc.i686
Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

* base: bay.uchicago.edu

* extras: pubmirrors.dal.corespace.com

* updates: mirrors.cmich.edu

Resolving Dependencies

"-->" Running transaction check

"--->" Package glibc.i686 0:2.17-78.el7 will be installed

"-->" Processing Dependency: libfreebl3.so (NSSRAWHASH 3.12.3) for package:
glibc-2.17-78.e17.1686

"-->" Processing Dependency: libfreebl3.so for package: glibc-2.17-78.el7.1686
"-->" Running transaction check

"--->" Package nss-softokn-freebl.i686 0:3.16.2.3-9.el7 will be installed
"-->" Finished Dependency Resolution

Dependencies Resolved
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Package Arch Version Repository Size

Installing:

glibc 1686 2.17-78.el7 base 4.2 M

Installing for dependencies:

nss-softokn-freebl i686 3.16.2.3-9.el7 base 187 k

Transaction Summary

Install 1 Package (+1 Dependent package)

Total download size: 4.4 M

Installed size: 15 M

Downloading packages:

Delta RPMs disabled because /usr/bin/applydeltarpm not installed.
(1/2): nss-softokn-freebl-3.16.2.3-9.el17.1686.rpm | 187 kB 00:00:25
(2/2): glibc-2.17-78.e17.1686.rpm | 4.2 MB 00:00:30

Total 145 kB/s | 4.4 MB 00:00:30

Running transaction check

Running transaction test

Transaction test succeeded

Running transaction

Installing : nss-softokn-freebl-3.16.2.3-9.el17.i686 1/2

Installing : glibc-2.17-78.el17.i686 2/2

error: lua script failed: [string "%triggerin(glibc-common-2.17-78.el17.x86_64)"]:1:
attempt to compare number with nil

Non-fatal "<"unknown">" scriptlet failure in rpm package glibc-2.17-78.e17.1686
Verifying : glibc-2.17-78.e17.1686 1/2

Verifying : nss-softokn-freebl-3.16.2.3-9.e17.1686 2/2

Installed:
glibc.i686 0:2.17-78.el7

Dependency Installed:
nss-softokn-freebl.i686 0:3.16.2.3-9.el7

Complete!

\)

Note When more space is needed in the Guest Shell root file system for installing or running packages, the
guestshell resize roofs size-in-MB command is used to increase the size of the file system.

)

Note Some open source software packages from the repository might not install or run as expected in the Guest
Shell as a result of restrictions that have been put into place to protect the integrity of the host system.

REH—EXSAMTIILOEXFAIY T2 RAF ¥

AA v FTOTF AN V2V EFBY—EADEMIX, Xy NV — 7 EHEN AT AOKHE
BHEIIIETCE AL DHED I BLD 2T EER A, ZNLDF T a id, XA
T4 T RAN AUTRA IOV EES NI IATREA T AL EAME LTV ET,
ZOBBEZ LY XA T 4 TOIATRE L AHRNER 2 WARIEDOH DY 7 N 2T BV AT A
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. [A—ILHEESME/Xy F (Kernel Vulnerability Patches) 1]

WCEATEET, £, VAT L2OEHE, XT3 —< A FREFEATFT— R EE 2700
BECYZ7 M 2T2F 7T TEET,

AA T TOFA Nz VOFERIE, *v MU= EFBREN AT LAOKIELZ B E 72136
TEDBHELDFED I DICTEETA, AL vxVE, FAT AT KA I TFX )
SUIV SN FITEREARMET 2 2L Z2HMELCVET, ZoNEfHcEY, AT 47D
FATEREL & AR WAREMEOH DY 7 N =T VAT MIEATEET, o, VAT
LOENWE, NTp—< A FREFAT—NWVICEEBEGZRVRIRETY 7 V=T 27T 5
ZEbTEET,

[Hh—JLEESSE/Nv F (Kernel Vulnerability Patches) ]

AL, BERMOMEEIESHA T 57T v b7 =LA T v 77— T, BEiE#ET % Common
Vulnerabilities and Exposures (CVE) (Zxfii L &7,

\}

(F) v A=L, Guestshell 4.0 (Rocky Linux 9.2) BREEDMEFIMEZBHI L TEBY | fFROBEE,
Rocky Linux 2265 AFRIEEIZ/R o 2K CTE D E T,

[ASLR # & Uf X-Space M4 7K— & (ASLR and X-Space Support) ]

Cisco 3000 9000 NX-OS &, F> XA LT 4 7= AD=HDT R L AZEfH] Layout Randomization
(ASLR) & Executable Space Protection (X-Space) DM Z ¥R — K L TWEF, Cisco BN E4
LRy r—=voY 7 by =73, ZOKEZHHLET, AT AMOY 7 Y =T hA
VARV ENTOLEEIT, INoDT 7 /Py R— b 25482 0S LY —L

Fx—UEERLTHET 22288 LET, ZNICEY, Y7 MU =7 BBENREA
FIZHR T DIBTER IR B G ik s b L 77,

ZHIZERH D B

Guest Shell Bg551%, & F X ERLR1ZEM 2 H L CTGuest Shell DEFTAN— A Z R A s DEST
A=A B YY) BEY Linux 2 > 7 F—WNTHEIT SN ET, NX-059.2(1) U U —ALIFE, Guest
Shell ILH D = —V —Z T2 TFEITEN., GuestShell N T/L— b & LTFETENTWSLH Tk
ZIEAA FDON— R TRV, RA N VAT LAOBREMERETIOIEYEDLET, 2
SO7rt A%, uid vy B DI Guest Shell N Tuid0 & LTEITENRTNAS L HITH
ZFETH, I—FMTINLOT et ADOERED uid ZREmLTEBY | @ —F —4pi2e
N D POSIX HERE 2 FFAM L £ 9,

—H =R A b2y 5 Guest Shell (2 A% &, Guest Shell NIZ[F U4 RTO 2 —H—NEk S E
9, ARNE—E L £ 928, Guest Shell NDOZ—H—D uid (X, FA FDuid &R CTEHY %
A, Guest Shell NOZ—WRHEHF AT 47 (72L& 21X, /bootflash F72iL /volatile
) EOT7 7 ANICHIERET 7 EATEDLLIICT D720, AR MTHAIND A7
NX-OS gid (7= & 21X, network-admin ¥ 7= (% network-operator) 7% Guest Shell |2~ v B> 7 &
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N |

NET, FOBRIZ, BEIXZFECIZARY, 22— —>D GuestShell f V' A X L ANKA N ED T )L—
T A=y ALY e TN —FICBEEAMA T STV E T,

il LT, 2P —pob IZONTHEXLTHELL I, RANET, bob IZIFRD uid 38 LV gid
AUNR—= T RHY ET,

bash-4.3$ id
uid=2004 (bob) gid=503 (network-admin) groups=503 (network-admin), 504 (network-operator)

Z—H— bob A3Guest Shell IZH HFH. RA MNPLD T NV—TF A 3—32 v 7 73Guest Shell |2
REINET,
[bob@guestshell ~]$ id

uid=1002 (bob) gid=503 (network-admin)
groups=503 (network-admin), 504 (network-operator), 10 (wheel)

AR A b Bash ¥ = /b & Guest Shell T —H— pop (T L » THER I N7 7 A LV OFTHEFH
TEe 0 £, LUFOHIFNL, Guest Shell N BAERL S L= 7 7 A VOFTEE#HI T3, =
FEOH IO 1002 Tid72< 12002 THHZ &R L TWET, T, A b Bash ¥ = /L)»
BRITESNT- 2~ R & Guest Shell DFERIF A ~2— 2 3331 F 11000 TIAE H7-HTT,

T AND T —T BT IX network-admin T, M7 DOBRE T 503 T9,

bash-4.3$ 1s -1ln /bootflash/bob *

—rw-rw-r-- 1 12002 503 4 Jun 22 15:47 /bootflash/bob_guestshell
-rw-rw-r-- 1 2004 503 4 Jun 22 15:47 /bootflash/bob host

bash-4.35 1ls -1 /bootflash/bob_*
-rw-rw-r-- 1 12002 network-admin 4 Jun 22 15:47 /bootflash/bob guestshell
-rw-rw-r-- 1 bob network-admin 4 Jun 22 15:47 /bootflash/bob host

network-admin Z /b —7 D7 7 AL X—3I v g VRTE L. bob WA A b ¥ =/ & Guest Shell
D} C network-admin D X L X—THHT-8, I—P I T AN T I EATX E3

LLF O/ 71501, Guest Shell BREEN T, bob IZ & o> THRA MBI SN 7 7 A VOFTEH
PR F2365534 THH T L ERLTWVET, ZiuE, EBROMA 1A, 22— —DARTZEHIC
~ v TSNS ORANAOFHICH D Z 2R L TWET, v v 7SN TWRWERN T
T, Zofie LTERRINETS,

[bob@guestshell ~]$ 1ls -1ln /bootflash/bob_*

-rw-rw-r-- 1 1002 503 4 Jun 22 15:47 /bootflash/bob guestshell
-rw-rw-r-- 1 65534 503 4 Jun 22 15:47 /bootflash/bob host

[bob@guestshell ~]$ 1ls -1 /bootflash/bob_*
-rw-rw-r-- 1 bob network-admin 4 Jun 22 15:47 /bootflash/bob guestshell
-rw-rw-r-- 1 65534 network-admin 4 Jun 22 15:47 /bootflash/bob host

IL— k21— —DFIR

BRI~ RFERBTLEEOORANTZ 7T 4 AL LT, B0SToHNEX AT EFRITTD
DI BERR/NREORETT ) A —a v 2 ET T2 2 MELET., BERLARNWT Y
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T2 EBT-DIZ, GuestShelIEMENTZY 7 h =TI, ZORZA N FTF 75 4 AR/
WERH Y F97,

AR —EANDOT R TOHT 1 AT, Guest Shell (X Linux DFEEENME T L72 2 &I K HHHIR
DOXGeL 0 F9, 77U r—3 a3 CTrootMeRa ME & T HBEL FATT DM ERNH D56
IZ. root 77 NOFER % root 77 & ANHERHI MBI/ NROEIEE v MIZHIRL, &
DE—RTT IV r—a 2R T TEHRR O N— NflfRZ E O oFIE 23R L £,

Guest Shell 3¢ 5 (AR —EZANDOL— MIX LT Re v 7 &5 —HO Linux #4REITR D &

By,

CAP_SYS_BOOT CAP_MKNOD CAP_SYS_PACCT
CAP_SYS_MODULE CAP_MAC_OVERRIDE CAP_SYS_RESOURCE
CAP_SYS_TIME CAP_SYS _RAWIO CAP_AUDIT WRITE
CAP_AUDIT CONTROL CAP_SYS_NICE CAP_NET_ADMIN
CAP_MAC_ADMIN CAP_SYS PTRACE

* cap_audit_control

* cap_audit_write

* cap_mac_admin

* cap_mac_override

* cap_mknod

* cap_net_broadcast

* cap_sys_boot

* cap_syslog

* cap_sys_module

* cap_sys_nice

* cap_sys_pacct

* cap_sys_ptrace

* cap_sys_rawio

* cap_Sys_resource

* cap_sys_time

» cap_wake alarm
AR —EARDO/L— FE LT, tmpfs & ramfs v 7 > NZFTRINAS U K ~vo o MHER
T&EET, tho~vvr MIPEShET,

net_admin HREITHIFR SN EF AN, 2 —V—LFTZEM E Xy MY — T AETZEM OB X N A
FEIZ LV . Guest Shell 2—HW—{F A v X —T = A ADIREEZLEFE Tx FH A, Guest Shell ND
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root & LC, tmpfs & ramfs v 7> T TR U R Ry TEET, tho~wy
v NI EET,

)V —REH

DDoS KB (X, WSO —F N~ Roxy MU —7 HifiEdRafH CERVWE 21275
KA ET, FNEULIMEETITEROH LT 7V r—ra v a— Rk, Eiimimig, 70 A7
KN, AEY, BIORZEOMOY V—ZADiEENEE OFESR & LT DoS % 5] & Z 3 Al gatEn
HVEFT, FRAMI, AT z/LEFRA M EOT—EZABOTXTOESEY — B R CTHAfF
A EAZEND YT D EAIE S S RE 2 1R L £ 7,

FANI77A4IL R TLOT I 2AHIE

AR —EZAND T 7 A VOEEM T 272012, B —E 207 7 AL 2 AT A2
NX-OSCLINOL T 72 ATEERA, HEDRBES—EANRT 7 A VOEEEZHAI LTV 5E
B THhEFETTE HREFE (O E Yyuminstall, scp, ftp/e &) 249 50808 H 0 £,

FARN T2 VNDT 7 A NVDZENEZHERET D7D, “AN v bDT7 740 VAT A
IZINX-OSCLINHT7 7 ATEEH A,

FARN VT, RAN VAT AD[FT—1+7F v 2 (bootflash) 14 [/ T—h 7T v a
(/bootflash) 1 IZ~U v hLFET, Xy NU—IEHEZEIX, A b =)L E NX-0S
CLI £72¥ Linux 2~ > R&ZHEHA LT 7 A MT 78 ATEET,

RARD [F—1+7Fvva: (bootflash:) ] & %M (volatile:) 1 1. Z A M = /LNT [
/] 7—hF77va (/bootflash) | BILW[ / #HH¥M (/volatile) ] ELTww b
INET, Xy MU= EHREZEIL, AA NS NX-OSexec 2~ FEMHT 50, A K
Y VAND Linuxk 2~ REFEHALT, ZOAT AT EOT7 7 ANVZT 7 BATEET,

AT )LOEHE
AT, AR vz v &EHTL-00a~vy RTY,

R3HFRLVILCLUaATUR

avU R EBA
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avy kR

B

guestshell enable {package [guest shell OVA file
| rootfs-file-URIT}

«[FA KT = /LOVAZ 7 A /L (guest shell
OVAfile) | f&ERF :

VAT A ARA=JVITHBPIAEFNL TN D
OVAZFEHLT, YA xz/bE A A
=N 1LTCT 27747 LET,

BEINTY 7 boxT Nylr—
(OVAZ7 7 A V) FRIET AT HA A—
NG OMPIAIIN S r— (N lr—
UIMBE SN TWARWES) 2 LT,
FAR 2 VEA LA R=LLTT Y
T4 LET, HH. FADL V=L
R lr =%, VAT A A A—=VTHD
WheZ LIk ToRFIHTE £,
FAN V2R TTIZA VA =&
TWAES., Zoa<wy RigAf v A h—
LENTNAHT A o VEENCLE
9, . ZiUiE guestshell disable =~
VROBIERASNET,

rootfs-file-URI 23 EE S LTV D IGE -

TAN Ve VBEFESTRRED & X
\Z. A b v x/brootfs A ' AR— kL
F9, Zoavy RE, BESZ Ny
=TT AN vV EERLET,

guestshell export rootfs package
destination-file-URI

FA N LD rootfs 7 7 A L E T —J )L
URI (F—Fr7F v =, USBIALY) o=/
ZFR—RLET, [ (7.0 3) 17 (1) LDV
J—2) ]

guestshell disable

v h AT LA N v VO
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avy kR

B

guestshell upgrade {package [guest shell OVAfile
| rootfs-file-URIT}

«[FA KT = /LOVAZ 7 A /L (guest shell
OVAfile) | f&ERF :

BESNEZY 7 02T RNyulr—

(OVAZ 7 A V) FRIEV AT HA A—
VIS ORIA TSy iy =2 (S —
UNBEEINTOWRWES) 2R LT,
FAN V= VEIIET 7T 4 7L TCT v
T L—FRLET, B, TAR b
IR =%, VAT A A A=JICHED
A Z STk o ToORFIHTE £,

AN 2z VOELED rootfs 1X. V7 b
T =T Nl —@ rootfs IZEEHLZ 5
nNEt+, Y2z MI, Ty ST L—
RE bR T 28 XY 77 A0 A
TAEMALEEA, KeHte o2
U 77 A IV AT DR WEEA .
guestshell destroy =~ > RiZ#él) T
guestshell enable ==~ > K% {# F L C rootfs
EEEHZLIELTEET, Ty TS
L— B 5&, AN = VT
77 4 7S ET,

Ty L— R avr NEFATT 50
2. HEREZRD LT u T RRFREN
£7

rootfs-fileURI A fEE SN TV DA -

FARN Yz VRTTIZA VA h—LE
TWAEAS, A > =/L® rootfs 7 7
ANELVR—FLET, ZOav R
E. BEFEOF A e v EBHIRLET,

BESHERNyr—IIZA VA =L L
F7,
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avy kR

B

guestshell reboot

FARN 2 NVEIET 7T 4T L T, B
ET 7747 LET,

V7 —h a~vr REEITT DRI, EREK
LT T NPRERINET,

GE) ZAUE, exec E— R T guestshell
disable =~ > K™D%IZ guestshell
enable =~ R3fE< O LR LT
j—O

Nl g S S N A 170 o7 = B
APMEIELTEY, HEET 54
BENDOHANRIDLET, 20
runguestshell =< > Rix, 7 A k
VL TEITEN TV D ssha lTHK
FLTWVET,

I~ ROERE L2 W AT,
sshd 7 2 AR TEIE L=
REMENN SV £9°, NX-OSCLI»H
FARN = VOFEENEFITT D
L. HEEHLTa~v L FEEILT
TET,

guestshell destroy

FAN T2V —ER%EET 7T 4 7L
T. ToA VA= 1LET, Az
ZBIEAHT BTV D TR T O EHA >~
AT MMZIRENET, Z @D showvirtual-service
global ==~ Fi&, Zh & OHEAME @RIV
FHAHMRRIZ 2 D0 &R LET,

Zoa~xy Ra3iTT 5L, destroy 2~ K
ZIATT DRNCHERZ KD H T m 7 Mk
RSIVET,

guestshell

run guestshell

Ve TRy T T TIZETINTND S
AN v UCHER LT, SERa—F—4
[NAT— R

guestshell run command

run guestshell command

AN VBEOD T % A RN T Linux /
UNIX a2~ RZETLET,

avy ROETHR, AA vF Fr 7 MR
D ET,
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avU R ERBA

guestshell resize[cpu [memory |rootfs] FARN Tz WZENY BT HNT- AR

firfEsaZE LES, ZHIL, RIFA v =

B EIMEE LB S 7z & ITEIC

0 ET,

GE) A REHEOEIL, guestshell
destroy =~ R&HT 5L 7V
TENET,

guestshell sync T UT 4T A N WL ZAH N A
W= RAYPNRHDLVAT LTI, Z0ha<wy
RKIZFA N V2 VOB 7 ANET 7T 4
T A== A NS AH N A== R
A PIZEE L E 9, network-admin i, A X
INA A== A PR FRA— /=3
\Z72 272 & ZIZFE L rootfs #4255 X 91T

AN Tz brootfs PERESINTWVWD & &1Z,

Zoavy RERITLET, ZOa~vr Fx
R LARWGE, AZ LN A== R
LD A== W TR FEE/2 7 A h v =
NRo =V EERLTCT 77 47 7—liC
BATT DL &EIT, FARN Y= ABHTICA v
A R—vENRET,

virtual-service reset force FA RN 2 ) VEIIEBAY— R EHTE
BRWGAIE, VAT LADY r— RETH, reset
av U REFHLTT AR o3 _XTO
AR — X 258 HIBR L ET, 7V —
T T EFRTTHITIE, VAT LAEHR—
RTLMERHY £, ZDa~vr Red(T
L72tkix, v AT 2R3V — Rsnub £ T,
AN Ve VERITENMORAEY — e A %A
VAR VETIIAICT D LI TEEYE
Ao

Uty b aBRGT 2RNCHERZ RO bILET,

\}

GE) AN U= VBREEZAME/MIENEL, 77 82T 2103, BHERRSLETT,
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\)

GE) FAPFTxzMiE, AAF VAT A EO Linux 257 F (LXC) & LTEAINET, NX-0S

T NA ATIiL, LXC I virtual-service 2~ R CA VA M=)V EEBEINFET, YA~ vz b
1. virtual-service @< > FIZ guestshell+ & WO ARIOE—E R L L TEREINET,

\)

GE)  FRDN Yz VICBERORVMERAY—E R a2 RIFEIESRET, 2 hboa<r RIEINX-0S

92 (1) VU —RATIIIHELERIIZ->TEBY, kDU Y —2TITHIBREE T,
KD exec ¥ — T — RIIEIEFETT,

# virtual-service ?

connect Request a virtual service shell

install Add a virtual service to install database

uninstall Remove a virtual service from the install database
upgrade Upgrade a virtual service package to a different version

# show virtual-service ?
detail Detailed information config)

RO F—U — FIFEIE S ET,

(config) wvirtual-service ?
WORD Virtual service name (Max Size 20)

(config-virt-serv)# ?
activate Activate configured virtual service
description Virtual service description

Guest Shell D EZh{t

guestshell disable =~ > RiZx> ¥ v F& 7 LT, Guest Shell Z#2h{k L E 9,

Guest Shell 2NV SNTRIETU AT L% U n— K35 &, Guest Shell IZEY{L I N=FF
W20 F£9,

]

switch# show virtual-service list

Virtual Service List:

Name Status Package Name

guestshell+ Activated guestshell.ova

switch# guestshell disable

You will not be able to access your guest shell if it is disabled. Are you sure you want
to disable the guest shell? (y/n) [n) y

2014 Jul 30 19:47:23 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION STATE: Deactivating virtual
service 'guestshell+'

2014 Jul 30 18:47:29 switch $$ VDC-1 %$ $VMAN-2-ACTIVATION STATE: Successfully deactivated
virtual service 'guestshell+'
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switch# show virtual-service list

Virtual Service List:

Name Status Package Name
guestshell+ Deactivated guestshell.ova

\)

(3¥)  guestshell enable ==~ > K C Guest Shell 23F7 7 7 ¢ 7{L S E T,

Ak STILDOEE

guestshelldestroy =~ > NiX, YA N =2V ZDT—7T 4777 b&aT7 oA A=/ LE
T, ZOavwr RTIE, YA M = /L OVA IFHIFRES I ER A,

FAN VPRSP ZIRETIU AT 22V o—R45E, YA M vz ViIdES N
Fi20 E9,

switch# show virtual-service list
Virtual Service List:
Name Status Package Name

guestshell+ Deactivated guestshell.ova
switch# guestshell destroy

You are about to destroy the guest shell and all of its contents. Be sure to save your
work. Are you sure you want to continue? (y/n) [n] y
2014 Jul 30 18:49:10 switch %$ VDC-1 %$ $VMAN-2-INSTALL STATE: Destroying virtual service

'guestshell+'
2014 Jul 30 18:49:10 switch %$ VDC-1 %$ $VMAN-2-INSTALL STATE: Successfully destroyed
virtual service 'guestshell +'

switch# show virtual-service list
Virtual Service List:

\)

(GE)  guestshellenable =~ > RFEEHA LT, YA b Y= VEBHEADICTHZLNTEET,

)

GE) 7 A b v VEEHLARWEAIL, guestshell destroy =~ > R CHIBRCTX £9, YA v=

AMBIREND E, ZOHOY B — ROEOICHIRESNZEFIZR0FES, 2F0D, X b
) aryTFIREIREESN, AL v TFRFEr—REINTH, YA )b a7 HITEEBN
B SN EH A,
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Guest Shell D Ezh1{t

Z @ guestshell enable =~ > Fi&, GuestShell V7 ~ 7 =7 /v r— 5 Guest Shell &1 >
A=V LET, T74NETIEH, VAT AL A—VIZHOIAENT NN T —UNA VA h—
JZHEF S E 9, Guest Shell NN L S TWDERIL, T a~2 REMH LT, Guest
Shell #5777 4 7+ 52 L b TEET,

Guest Shell DML I NTRETU AT A% Y v— K35 &, Guest Shell (ZHIMLEINTZFF
2720 £,

Bl -

switch# show virtual-service list

Virtual Service List:

switch# guestshell enable

2014 Jul 30 18:50:27 switch %$ VDC-1 %$ SVMAN-2-INSTALL STATE: Installing virtual service
'guestshell+'

2014 Jul 30 18;50;42 switch %$ VDC-1 %$ %VMAN-2-INSTALL STATE: Install success virtual

service 'guestshell+'; Activating

2014 Jul 30 18:50:42 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION STATE: Activating virtual
service 'guestshell+'

2014 Jul 30 18:51:16 switch %$ VDC-1 %$ SVMAN-2-ACTIVATION STATE: Successfully activated
virtual service 'guestshell+'

switch# show virtual-service list

Virtual Service List:

Name Status Package Name
guestshell+ Activated guestshell.ova

AR—R J— k E— FTO Guest Shell DE 1L

NX-089.2(1) U U —ALIE, VAT L% [HEAT— K £—F (basebootmode) | T7— b5 %
TLEEBNTEET, VAT AEREAT— N T— RCTEHTD L. Guest Shell [T 7 4L k
TIEBtE SN FEH A, ZDOF— FTGuestShell = AT 212i%, IKEkA v 7T AT 7T %
L GuestShell f A—VEZELRPM ET 77 4 7TIZTHMERHY 9, ZNEITO &, Guest
Shell & virtual-service =< > RBHHATE 2 L9220 £,

RPM 7 7 7 4 _— 3 v a~vy RPMROIAFTIEIT SN 5E

1. install activate guestshell

2. install activate virtualization

GuestShell = > 7 F 1%, ¥ AT AR T/LE— N TRB) LI2GE EFRICHBINCT 77 1 71k
ShET,

RPM 77 T 4 N— gy a<y ReWOIERFTETLEE -

1. install activate virtualization

2. install activate guestshell
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Z D%, [guestshell ZF 31t (guestshell enable) 1 =< > K& FEITT 5 £ T, Guest Shell i3H
T2 0 FH A

Efss =4 A — %{HF L 1= Cisco Nexus 3000 T Guest Shell DEFE 1L

GuestShell Y 7 b =7, 1.6GB D7 — 75 v 2t 4GB ® RAM %1 Z 7= Cisco Nexus
3000 ¥V — X AA »F AICEME ST Cisco NX-0S 4 A=Y Tl TE £HA, ZOHA
t 5| & i = Guest Shell Z i i T £ 973, software.cisco.com 7> CiscoNX-OS U U — 2DV
TR =T Ryr—UEZyra— KL THL, £ % Cisco Nexus 3000 > U — R A A v F

WZae—LTHMMZTHILERLY £7, i,

LRI A A=V OFEAMIOWTIL,  [Cisco Nexus 3000 Series NX-OS Software Upgrade and
Downgrade Guide, Release 9.2(1)] =& L T 7230,

GuestShell V7 U =T 1. AA v TFDT—b 7T v 2l A=V ENFET, TExHE
FELDEET = 7T v va AN—R%EWT 5121, ¥ 7> m— RL7guestshell.ova
7 7 A V% volatile: A b L — ){7‘/( TIWE & £9, GuestShell NIEFIZT 7T 4 7153“
725, guestshell.ova 7 7 A /VZHIBRTEZ £9, & DT Guest Shell MEIE XL, FFA
YA =T HMBERIROIRY | ELEICRD ZLIEH Y A,

1]

switch# copy scp://admin@l.2.3.4/guestshell.ova volatile: vrf management
guestshell.ova 100% 55MB 10.9MB/s 00:05

Copy complete, now saving to disk (please wait)...

Copy complete.

switch# dir volatile: | inc .ova
57251840 Jun 22 11:56:51 2018 guestshell.ova

switch# guestshell enable package volatile:guestshell.ova

2018 Jun 7 19:13:03 n3x-164 %$ VDC-1 %$ $VMAN-2-INSTALL STATE: Installing virtual service
'guestshell+'

2018 Jun 7 19:13:56 n3x-164 %$ VDC-1 %$ SVMAN-2-INSTALL STATE: Install success virtual

service 'guestshell+'; Activating

2018 Jun 7 19:13:56 n3x-164 %$ VDC-1 %$ SVMAN-2-ACTIVATION_STATE: Activating virtual

service 'guestshell+'

2018 Jun 7 19:15:34 n3x-164 %$ VDC-1 %$ %VMAN-2-ACTIVATION_STATE: Successfully activated
virtual service 'guestshell+'

switch# del volatile:guestshell.ova
Do you want to delete "/guestshell.ova" ? (yes/no/abort) [y] y

switch# guestshell
[admin@guestshell ~]$

FZ kST ILDES

CiscoNX-OS U U—=27.0 (3) 17 (1) VB, 1 DDAAL v F ThAF~A RENT=F AT =
)V rootfs D AA » FIZBHTE E9,

T7a—FL, FAK Vzbrootfs T HAX <A AL THHTZ I AR—FL, 77 AL P—
NIRFETHZ LT, POAP 27 Y 7RI, Ak =/l rootfs D AA v FIZH 7
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2= R (AR —=F) L, HEDT AN V= VEZHOT NA AZRFHIA VA F— /L TEE
j—o

X, T rootts DT AR— +

AR vz rootfs & = 7 AN— M4 51T1E, guestshell export rootfs packagedestination-file-URI
avy REHEHLET,

destination-fileeURI /XF X —X % A b = /L rootfs Da ™ —45ED 7 7 A LDOLFITT, =
D77 A)NTE, e—HVURIA T gy (F—bh7T v a2, USBL 2 L) NE[RETT,

guestshell export rootfs package =~ > K Cl&, KON TTHONET,
cTAR V= VEEDCLET (TTICAMT > TWDIEHE)
« AN vzl A UE— | YAML 7 7 AV E/ER L. rootfs extd 77 7 A /L O [eisco T A L
7 FUICHALET,
e rootfsextd 7 7 A /L& X —7%" > F URI DGFTIZa e —LE T,
« FAR Ve VRLRNCAZNC /2o TOBE . BEAICLET,

Guest Shell rootis DA > R— k
Guest Shell rootfs 21 >R — b T 256, BETRZ 2 50RU1PH Y £7°,

* Guest Shell 23 FHE S L2 IRBED Y513, guestshell enable package rootfs-file-URl =< > K
i LT, GuestShellrootfs 1 > AR—FLET, ZDa~vy ML, fHEIhi Ny 7r—
¥ C Guest Shell Z#EHE L ¥4,

* Guest Shell 239 TIZA A h—/LENTWDHEAE L, guestshell upgrade package
rootfs-file-URl =~ > K&l L T, Guest Shell rootfs # 1 > 7R—hLET, ZDOa~wF
X, BEfFDGuest Shell ZHIBR L., fEES NIy r—V% A VA b=V LET,

rootfsfileURl /X A —Z (%, a—HL AL —2 (F—F7F v 2, USBARY) ITIRES
L TW53 rootfs 7 7 A L TF,

T—=F 7T 92 a2llhHbT77ANTIOa<vy REFEITTHE, 774 MET— 7T v ia
DA KL= T =)V IBBE & ET,

RA N TFZ 77 4 AL LT, guestshell upgrade package rootfs-file-URI =~ > R & 9" % Al
W, 77 ANVET =R 7Ty v allat— L, mdSsum ZRFET 2 MLERH Y 5,

)

() guestshell upgrade package rootfs-fileURl =~ > RiZ, Guest Shell N2> 5 (T
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Guest Shell rootfs D1 > 7R— + .

\)

GE) rootfs 7 7 A MEIL A ADFELME Ny r—UTIEDHY A, BITRT LI, AT D
ANZ. BA SN TRV Yy =V T 5 KO ICRETLLENHY 7,

(config-virt-serv-global) # signing level unsigned
Note: Support for unsigned packages has been user-enabled. Unsigned packages are not
endorsed by Cisco. User assumes all responsibility.

GE)  rootfs DFLAIAIN—T g U EE LT DHIC

* Guest Shell 3BEIZA > A F—/L STV A5 A X, guestshell upgrade =~ > K% GEJN
DINT A =B —72 L T) HHALET,

* Guest Shell 23 HE X317z & 1T, guestshell enable =< K% GBMI/XT A — X 72 L)
fEHLET,

\}

GE)  Guest Shell N5, FZIEINX-APL ZH L CTAL v T O NSL ZDa~y REFEITT 55
B, ey T N EAX YT TLEIICHETHILENSH Y £, terminal dont-ask

guestshell enable package rootfs-fileeURI =~ > | :
« rootfs 7 7 A /LD HARN IR MGEE FAT L E T
srootfs # A hL— 7 —LIZBE L7,
erootfs Z~ 7 b LT, feiscoT 4 L2 UMD YAML 7 7 A L zflith L E7,
*YAML 7 7 A VST L T VM EER (U Y =282 ET) 2BiGL £,
* Guest Shell 7 77 4 712 LE T,

guestshell enable DY —7 7 1 —Dfi :

switch# copy scp://user@l0.1.1.1/my storage/gs_rootfs.ext4 bootflash: vrf management
switch# guestshell resize cpu 8

Note: System CPU share will be resized on Guest shell enable

switch# guestshell enable package bootflash:gs rootfs.ext4

Validating the provided rootfs

switch# 2017 Jul 31 14:58:01 switch %$ VDC-1 %$ $VMAN-2-INSTALL STATE: Installing virtual
service 'guestshell+'

2017 Jul 31 14:58:09 switch %$ VDC-1 %$ %VMAN-2-INSTALL STATE: Install success virtual

service 'guestshell+'; Activating

2017 Jul 31 14:58:09 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION STATE: Activating virtual

service 'guestshell+'

2017 Jul 31 14:58:33 switch %$ VDC-1 %$ SVMAN-2-ACTIVATION STATE: Successfully activated
virtual service 'guestshell+'
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(3F)  guestshell upgrade ® 7V —7 7 v —®H#i{IZ, FEFD Guest Shell SFEE S L E T,

N

GE) YA REFEOfEIL, guestshell upgrade =~ > R&EHTHL 7V 7 & ET,

YAML 7 7 1 LD A > iR— k

Guest Shell D 7 —H — 3 EHAHE/RN O DR Z EFRT D YAML 7 7 A /Wid, =27 AKR—
MREO—EE L THBIRICERENET, 2, /cisco T 4 L7 kU @ Guest Shell rootfs
ICHAIAENTWET, 2L, Guest Shell =T FDBERFTRFTIEH Y FHA, =—
P—NEETZXDHNRTA—FDO—HOHANEENTNET,

Guest Shell 7 >~ — F YAML 7 7 A /LD :

import-schema-version: "1.0"
info:
name: "GuestShell"
version: "2.2(0.3)"
description: "Exported GuestShell: 20170216T175137Z"
app:
apptype: "lxc"
cpuarch: "x86 64"
resources:
cpu: 3
memory: 307200
disk:
- target-dir: "/"
capacity: 250

guestshell export rootfs package =~ > RZFE179 5 L. YAML 7 7 A W BVERSILET, 2D
7 7 A X, BUEEITH O Guest Shell D% v 7 F v LE T,

Tt 7 23 I2iE. GuestShell DN OIBEM 7 — 2 3 & £ TUVVE T, showguestshell
detail =~ > RO NI —HOFERP TR INET,

FEHOEIL, YAML 7 7 A ADMERR SN/ & 2D UTC o= a—F ¢ 7 ¢4, FiZIsC
FHND T —=~ v ML, RFC5545 (iCal) @ DTSTAMP & [F U T,

Y —Z 27 g T, Guest Shell AR A 3572 DI HLEAREREIMICON T L
T, ZOFEID target-dir OfE (/] X, T 4 A7 % rootfs & L TikBl L £,

N

GE)  Guest Shell MEFE S L7z & YA AEHE SNIENHEE S L7286, guestshell enable package
a~r ROMHARIZZEND OENA >R — K YAML 7 7 A L OfEL Y HELE I ET,

cpuarch fllX, 2T FTDOFEITNTREND CPUT —F T 7 F ¥ Z R LET,
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vamL 77 4 L1 vti—

T AR— MRENT T L2k, YAMLZ 7 A VEABERTEET @R EEZEL LD &4
BTG U THMEHR AT A—F L2 TEET)

Cisco %, JSON A¥ —< ZfH L TAE I/ YAML 7 7 A VEMRGET 272 DICFETTE S
Python A7 U 7’ F &2k L TV ET, B2 T A M TIEH Y FHAN (2L 20, T /31 A
ADV Y —=ZHRITF =y 7 ShERA) | RNRET T T T EMF TR TEE
9, % ETe Python A2 U 7 ME, [Guest Shell f > — F =2 AR — b (Guest Shell Import
Export) Jhttps:/github.com/datacenter/opennxos/tree/master/guestshell_import_export {Z& ¥ F£ 7,
KD JSON 7 7 A JViL, Guest Shell f AR — K YAML O/8— 5 1.0 DA F—~ & fcalk LT
WET,

"$Sschema": "http://json-schema.org/draft-04/schema#",
"title": "Guest Shell import schema",
"description": "Schema for Guest Shell import descriptor file - ver 1.0",
"copyright": "2017 by Cisco systems, Inc. All rights reserved.",
"idm: ",
"type": "object",
"additionalProperties": false,
"properties": {
"import-schema-version": {
"id": "/import-schema-version",
"type": "string",
"minLength": 1,
"maxLength": 20,
"enum": [
"i.o"
]
I
"info": {
"id": "/info",
"type": "object",
"additionalProperties": false,
"properties": {
"name": {
"id": "/info/name",
"type": "string",
"minLength": 1,
"maxLength": 29
I

"description": {
"id": "/info/description",
"type": "string",

"minLength": 1,
"maxLength": 199
I

"version": {
"id": "/info/version",
"type": "string",

"minLength": 1,
"maxLength": 63

bo

"author-name": {
"id": "/info/author-name",
"type": "string",
"minLength": 1,
"maxLength": 199

bo

"author-link": {
"id": "/info/author-1link",
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"type": "string",
"minLength": 1,
"maxLength": 199

}
}I
"app": |
"id": "/app",
"type": "object",
"additionalProperties": false,
"properties": {
"apptype": {
"id": "/app/apptype",
"type": "string",
"minLength": 1,
"maxLength": 63,
"enum": [
"lxc"
1
}I
"cpuarch": {
"id": "/app/cpuarch",
"type": "string",
"minLength": 1,
"maxLength": 63,
"enum": [
"x86_ 64"
1
}I
"resources": {
"id": "/app/resources",
"type": "object",

"additionalProperties": false,
"properties": {
"eput: |

"id": "/app/resources/cpu",
"type": "integer",
"multipleOf": 1,
"maximum": 100,
"minimum": 1

} 4

"memory": {
"id": "/app/resources/memory",
"type": "integer",
"multipleOf": 1024,
"minimum": 1024

} 4

"disk": {
"id": "/app/resources/disk",
"type": "array",

"minItems": 1,
"maxItems": 1,
"uniqueIltems": true,

"items": {

"id": "/app/resources/disk/0",

"type": "object",

"additionalProperties": false,

"properties": {

"target-dir": {

"id": "/app/resources/disk/0/target-dir",
"type": "string",
"minLength": 1,
"maxLength": 1,
"enum": [
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show guestshell 27 > K .

"/"
]
}I
"file": {
"id": "/app/resources/disk/0/file",
"type": "string",

"minLength": 1,
"maxLength": 63

}I

"capacity": {

migr.

"type":

"/app/resources/disk/0/capacity",
"integer",

"multipleOf": 1,
"minimum": 1

}

}I
"required": [
"memory",

"disk"

}

}I
"required": [
"apptype",
"cpuarch",

"resources"

}
}I
"required": [
"app
1

"

show guestshell 2 < > F

show guestshell detail =~ > RO IZIX, A N = A A VAR — RSN/ n, OVARLA

YA NSNIEDERTIERPEENE T,

rootfs% - > 7" — K L721% @ show guestshell detail =~ > KD,

switch# show guestshell detail
Virtual service guestshell+ detail

State : Activated
Package information
Name rootfs puppet
Path usb2:/rootfs puppet
Application
Name GuestShell
Installed version 3.0(0.0)
Description Exported GuestShell: 20170613T173648%Z
Signing
Key type Unsigned
Method Unknown
Licensing
Name None
Version None
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B =iy — X & Guestshell B ORIE

RIEH—E X & Guest Shell [EERD KL

ROa~vy FeMALT, [P —ERL T2 V= VOFREBIETE £7,

avw vk £nBA

show virtual-service global AR —E 2D 7 a—

switch# show virtual-service global JVIRRE & IR A KR L E
—a—o

Virtual Service Global State and Virtualization Limits:
Infrastructure version : 1.11
Total virtual services installed : 1

Total virtual services activated : 1

Machine types supported : LXC
Machine types disabled : KVM

Maximum VCPUs per virtual service : 1

Resource virtualization limits:
Name Quota Committed Available

system CPU (%) 20 1 19
memory (MB) 3840 256 3584
bootflash (MB) 8192 200 7992

switch#

show virtual-service list AR — v 2O E . K
B —EADAT—H A

switch# show virtual-service list * BIORXA R F—LEN

Virtual Service List: TNHY 7 hU=T /Ny
T—=TaRRLET,

Name Status Package Name

guestshell+ Activated guestshell.ova

chef Installed

chef-0.8.1-n9000-spa-k9.ova
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av Uk & EA
show guestshell detail guestshell /< &7 — |24
THEM (N—Ta
switch# show guestshell detail BLY I— R F A A
Virtual service guestshell+ detail N .
State : Activated 7L£ k) %%/T{ L’iﬁ‘o
Package information
Name : guestshell.ova
Path : /isan/bin/guestshell.ova
Application
Name : GuestShell
Installed version : 3.0(0.0)
Description : Cisco Systems Guest Shell
Signing
Key type : Cisco key
Method : SHA-1
Licensing
Name : None
Version : None
Resource reservation
Disk : 400 MB
Memory : 256 MB
CPU : 1% system CPU
Attached devices
Type Name Alias
Disk _rootfs
Disk /cisco/core
Serial/shell
Serial/aux
Serial/Syslog serial?2
Serial/Trace serial3

AR SIADLDT TUr— 3 oDkiEEREE)

T = a T, /usr/lib/systemd/system/application name.service (A A
h—/L &N 5 systemd / systemctl V—E R 77 A ILBMETT, ZOV—ERA 774
WME RO—EHIR T +—~ v MTTDRERDH Y £7,

[Unit]
Description=Put a short description of your application here

[Service]

ExecStart=Put the command to start your application here
Restart=always

RestartSec=10s

[Install]
WantedBy=multi-user.target
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\)

(B HHEO2—P—L L Tsystemd ZEITTHITE, V—EAD (#—t % (service) ] BZ ¥ =7
T User=<username> B L F9°,

GuestShell "S5 F7 T U5 —o 3 U akEGIZHEEIT B F
&

ATy Tl ERTERLET 7Y r—vary $—EA 77 A /L% /usr/lib/systemd/system/application name
e v A R—ALET, F—E R

AT w F2 systemctl start application name C7 7'V 7 —3 g U EBBLES

ATY T3 77U r— 3 ) systemetl status -1 application_name THEITSNTWDH I L 2MERLET
AT w74 systemctl enable application_name TV r— RKHZT 7V r—a v aHEETEXAH L5 LET
ATw TS 77V r— 3 ) systemctl status -1 application_name THEITENTNDZ L 2R LET

ARSIV TOY TV T IV r— 30
WL, AN v vDOT 7V r—varaRr L TVET,

root@guestshell guestshell]l# cat /etc/init.d/hello.sh
#!/bin/bash

OUTPUTFILE=/tmp/hello

rm -f $SOUTPUTFILE
while true
do
echo $(date) >> SOUTPUTFILE
echo 'Hello World' >> SOUTPUTFILE
sleep 10
done
[root@guestshell guestshell]l#
[root@guestshell guestshell]l#
[root@guestshell system]# cat /usr/lib/systemd/system/hello.service
[Unit]
Description=Trivial "hello world" example daemon

[Service]
ExecStart=/etc/init.d/hello.sh &
Restart=always

RestartSec=10s

[Install]

WantedBy=multi-user.target

[root@guestshell system]#

[root@guestshell system]# systemctl start hello
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[root@guestshell system]# systemctl enable hello
[root@guestshell system]# systemctl status -1 hello
hello.service - Trivial "hello world" example daemon
Loaded: loaded (/usr/lib/systemd/system/hello.service; enabled)
Active: active (running) since Sun 2015-09-27 18:31:51 UTC; 10s ago
Main PID: 355 (hello.sh)
CGroup: /system.slice/hello.service
##355 /bin/bash /etc/init.d/hello.sh &
##367 sleep 10

Sep 27 18:31:51 guestshell hello.sh[355]: Executing: /etc/init.d/hello.sh &
[root@guestshell system]#
[root@guestshell guestshelll# exit

exit

[guestshell@guestshell ~]$ exit

logout

switch# reload

This command will reboot the system. (y/n)? [n] y

Uwu— R

[root@guestshell guestshelll# ps -ef | grep hello

root 20 1 0 18:37 2 00:00:00 /bin/bash /etc/init.d/hello.sh &
root 123 108 0 18:38 pts/4 00:00:00 grep --color=auto hello

[root@guestshell guestshelll#
[root@guestshell guestshell]l# cat /tmp/hello
Sun Sep 27 18:38:03 UTC 2015
Hello World

Sun Sep 27 18:38:13 UTC 2015
Hello World

Sun Sep 27 18:38:23 UTC 2015
Hello World

Sun Sep 27 18:38:33 UTC 2015
Hello World

Sun Sep 27 18:38:43 UTC 2015
Hello World

[root@guestshell guestshelll#

systemd / systemctl THEITTBHE, 77U r—a UMEIE LGS (FloidmifilkT
Li=%6) . 77—y a iEEBICEEZS SNET, e 2 @Bl b e b L 226
T, TV A — g MR TT5E, o 2831257 CHEIWICHES SN ET,

[root@guestshell guestshelll# ps -ef | grep hello

root 226 1 0 19:02 2 00:00:00 /bin/bash /etc/init.d/hello.sh &
root 254 116 0 19:03 pts/4 00:00:00 grep --color=auto hello
[root@guestshell guestshelll#

[root@guestshell guestshell]l# kill -9 226

[root@guestshell guestshelll#

[root@guestshell guestshelll# ps -ef | grep hello

root 257 1 0 19:03 2 00:00:00 /bin/bash /etc/init.d/hello.sh &
root 264 116 0 19:03 pts/4 00:00:00 grep --color=auto hello
[root@guestshell guestshelll#

Guest Shell [CE8T AEIED S I a—TFT 429

70 3) MADE I L—FRRIZHFRA N DT ILIZT7 9 RATELWN

FAN 2 VNDT 7T 4 TAETIIHET 7T 4 Tk F et 2dic, NX-089.2 (1) VU —
AMEBHNX-087.0 3) 7V VU —A A A= (=P —=ZHIZEMOVHR— FR72W) ([ZH T
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JL—RL7eHE, WOa~vy REETTEES, YA o/VTEEBILETHS, YA v
T 7B ATEXRWVROKEEIZZY 3., ZOMEOHRBAIZ. YA N = LOBITHIZY
0— RRBITENTH/AE, FA L Y2 VND T 7 A VB 2—F =LA ETIZEM O R — k372
NX-0S U U — A CflE Rl E 72k B 8 IR S e W =T,

switch# guestshell

Failed to mkdir .ssh for admin

admin RSA add failed

ERROR: Failed to connect with Virtual-service 'guestshell+'
switch#

switch# sh virt list

Virtual Service List:
Name Status Package Name

guestshell+ Activated guestshell.ova

switch# run bash 1ls -al /isan/vdc_l/virtual-instance/guestshell+/rootfs/
drwxr-xr-x 24 11000 11000 1024 Apr 11 10:44

ArwXIrWXIrwx 4 root root 80 Apr 27 20:08
“rw-r—-r-- 1 11000 11000 0 Mar 21 16:24 .autorelabel
1 TWXIWXIWX 1 11000 11000 7 Mar 21 16:24 Dbin -> usr/bin

FARNY VORI T 7 A NVEHH Z L ZoORENSEET A121E. URNCET ST
TENX-0892 (x) A A—YZEMHL T AT L&Y B—RL, NX-087.0 3) 174 A—YT
VAT LEYa— RTOENI, T AN Y2 AN (727 47 (Activated) ] SAVICIRRBIZ 2D &
HIZLET, I 1204 T v aiE NX-089.2 (x) OEFFHIZT A b v =&ML,
70 3) 7 T r—RLERICHBEAZICT S22 LTT,

T2 2 VAREFT D b ONRL BT 5771008, A A—V2EESPFICHEL T
FERRTE £,

BRI DIL— NS T—rI25922aDIT7AILICTIRATELWN
TARY )LD — ST — "7 T3 aDT 7 ANMIT 7 EBATERWESRHY £3°,

RA NG

root@switch# 1ls -al /bootflash/try.that

-rw-r--r-- 1 root root O Apr 27 20:55 /bootflash/try.that
root@switch#

FAR VD

[root@guestshellbootflash]# 1ls -al /bootflash/try.that

-rw-r--r-— 1 65534 host-root 0 Apr 27 20:55 /bootflash/try.that
[root@guestshellbootflash]# echo "some text" >> /bootflash/try.that
-bash: /bootflash/try.that: Permission denied
[root@guestshellbootflash]#

L, 22—V —DAEIZEBNHE A N VAT LERETHEDIERH SN TWA =0, F A b
T D)— FPREBRITIE VAT LD — F TR WZ ERRKRTH LA etEnH 0 97,

ZORMENSEETAIZIE. 77 ANDT VB RAHRIE T 7 A ND T N—TF 3T T, T —
759y a bOIE 77 AN EBVICT 7 BATEXAZ L AN LET, F A& Bash
Yo a b T IR AHRELIIIN—T BT EEETAVNENLLEENHY T,
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Broadcom > T )L

¢ Broadcom > = /LT DWW T (89 ~=—)

c HEFHHELHKEE (89 X—)

* Broadcom ¥ =/ (bem-shell) ~D7 7 A& (89 X—)
« Broadcom > =/l = RO (93 ~—)

Broadcom > T JLIZDU\T

AL Y FORIEISNZNAVBIRNTZ 7 7Y v 7 o 2—)L T A2 — RiZiZ. Broadcom D%~ k
U — gk Y (NFE) 2ME#H SN CWE4, NFE oL, i@ St/ 742 I—FK
(LC) 713777V w7 EVa—b (FM) OFFTNMII L > TR Y 9,

FEFEEHIRNSEIA

T2 ASIC DIF®RIT, FIRRL T 7 BA L THAWMD I LR TEET, L, YAAEFET20
TR EDE T 2 HELE L CWWEH A, Broadcom ¥ = /LIZT 7B AT ALEAITIEE L TLEX
AN

Broadcom 2 )L (bem-shell) ~D7o X

DX 73 2 Tld, Broadcom > =/ (bem-shell) (27 7 A4 5 EIZOWTEBALEI,

CLIAPI Z{& A L 7= bem-shell ~O7 U £ X

bem-shell =<2 Ni&, Cisco NX-OS CLI /> BHFED T2 ASIC A VA X AT EEEE I NE T,
T2ASIC A v AZ L ARL, 777V v 0 B a—)VERITRIMHE SRV T4 — K8 EICEHE
TEE9,

o< RO, kO EBY T,

bcm-shell module module_number [instance _number: command]
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B cuar EERA L bomshell A7 5 £ 2

i

module_number VX —TDEY 2—VE G,

instance_number T2 A4 VAZ 2V AEH
ARE LR E, T2 A VAL U AZ LT 7 4V
FTOICRESINET,
s UANRA—F () ZRETDE. TTOT2
A VAR AP E N ET,

command Broadcom =~ K

)

GE)

)

[pipe include] =<° [redirect output to file| 7% £ Cisco NX-0S =~ > FiLiEAHHAL T, 2~
YR EERTEET,

G¥)

CLIAPIZffH L Ca~r FEANTDHE, BEBWCTUVAT AT AT T 47 0 JIZqtek
INFET, bem-shell O EFBASNSNT-a~ N, THU T 4 v 7 a ZiCEsnEsy
Ao

WIZ, T2 A Y AZ AT FGEANI LR T5E OB 2R LET,

switch# bcm-shell module 26 "ports"

Executing ports on bcm shell on module 26

ena/ speed/ link auto STP lrn inter max loop

port link duplex scan neg? state pause discrd ops face frame back
hg0 'ena 42G FD HW No Forward None FA XGMII 16360

hgl 'ena 42G FD HW No Forward None FA XGMII 16360

hg2 'ena 42G FD HW No Forward None FA XGMII 16360

hg3 !ena 42G FD HW No Forward None FA XGMII 16360

hg4 'ena 42G FD HW No Forward None FA XGMII 16360

<snip>

WIZ, BV 2—/L26, T2A AKX A1 D bem-shell ® [ports| FTRIZT 7®AL, /4 T%
FER LT lTup) IREDOR— FDHEERRT DB LR LET,

switch# bcm-shell module 26 "l:ports" | inc up

port link duplex scan neg? state pause discrd ops face frame back
hg9 up 42G FD HW No Forward None FA XGMII 16360

hglO up 42G FD HW No Forward None FA XGMII 16360

hgll up 42G FD HW No Forward None FA XGMII 16360

WIZ, TRA VAR AFZFETANRE—FR ([*] ) THEELEGEOMEZRLET,

HADEPIOE Y MI. T2 A VAR LA 0DFERTT, 288Dy M, 777U v 27 &
Ca— VDA VAR LA DFER T,

switch# bcm-shell module 26 "*:ports" | inc up
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I7 T v EV2—LORA T 1 T hemshell ~\0dF 522 [}

port link duplex scan neg? state pause discrd ops face frame back
hg9 up 42G FD HW No Forward None FA XGMII 16360

hglO up 42G FD HW No Forward None FA XGMII 16360

hgll up 42G FD HW No Forward None FA XGMII 16360

port link duplex scan neg? state pause discrd ops face frame back
hg9 up 42G FD HW No Forward None FA XGMII 16360
hglO up 42G FD HW No Forward None FA XGMII 16360
hgll up 42G FD HW No Forward None FA XGMII 16360

\)

GE) FoE, A=A P HET2—L (LC £721E FM) @ bem-shell IZE#HET 7 A TE F

T, Wi, A= X=X F 5 bem-shell IZT7 7 B AT 5 HEOHZRLET,

switch# bcm-shell module 3
Entering bcm shell on module 3
Available Unit Numbers: 0 1
bcm-shell. 0>

27)9 9 EDa—ILDOFRA T« 7 bem-shell ~\O7 U X

8Ary h 74 1—FK (LC) ¥Y¥—YiX, K6OO7 77V v EVa2—/L (FM) %7K
ARTEET, TNHDAR Y MTF21 ~26DF 50T 5 TEY | bem-shell (IZT 7 & A
THFM &R ETHILERH Y 7,

WIZ, A F24 O FM D bem = /VIZT 7 AL, AV TH AN~V TIZTI7EAL,
bem V=V EK T T4 E R LET,

e showmodule =2~ > REZFEHLTFM 2R LET,

switch# show module

Mod Ports Module-Type Model Status

3 36 36p 40G Ethernet Module N9k-X9636PQ ok
4 36 36p 40G Ethernet Module N9k-X9636PQ ok
21 0 Fabric Module Nexus-C9508-FM ok

22 0 Fabric Module Nexus-C9508-FM ok

23 0 Fabric Module Nexus-C9508-FM ok

24 0 Fabric Module Nexus-C9508-FM ok

25 0 Fabric Module Nexus-C9508-FM ok

26 0 Fabric Module Nexus-C9508-FM ok

27 0 Supervisor Module Nexus-SUP-A active *
0

29 System Controller Nexus-SC-A active

FVa— L2 IEFE LT, A0y F24dDFMDa~vw2y R 54 02T 7 8A LET,

switch# attach module 24
Attaching to module 24
To exit type 'exit', to abort type '$.'

g REANLT, 777V w7 FVa— )L VY7 b7 ~Droot 7 7 AZEFAEL
i‘j_‘o

module-24# test hardware internal bcm-usd bcm-diag-shell
Available Unit Numbers: 0 1
bcm-shell.0> 1
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ZOWET, 2w 24, T2ASICA Y AZ A1 DT7 77V v 7 FY 2—/LO Broadcom
I ARFREINET, ANTATRTOa~vy R, ZOEED ASIC A » A X 2 AT
HAHDOHDTT,

0 EANTDE arTHFA b ~VTRFRS, EHAREER T~ RRFRRSE
ﬁqo

help: "??" or "help" for summary

Commands common to all modes:

? ?? ASSert BackGround BCM
BCMX break BroadSync CASE CD
cint CONFig CONSole CoPy CPUDB
CTEcho CTInstall CTSetup DATE DBDump
DBParse DeBug DeBugMod DELAY DEVice

\}

GE) KXFRFa~vry FOEMELZRLET,

\)

GE) TABZMH L TCa~vy FASZHMTET D Cisco CLI #EREITAE T
XFEH A,

cavy ROFEWEZ AT LET,

bcm-shell.1> conf ?

Usage (CONFig): Parameters: show <substring> | refresh |
save [filename=<filename>] [pattern=<substring>] |
add [<var>=<value>] | delete <var>
If no parameters are given, displays the current config vars.
show display current config vars.
Next parameter (optional) maybe a substring to match
refresh reload config vars from non-volatile storage
save save config vars to non-volatile storage.

it can optionally save current config to any given file
providing the optional <pattern> will only save variables
matching the pattern

<var>=<value> change the value of a config var
add <var>=<value> create a new config var

delete <var> deletes a config var

clear deletes all config vars

= prompt for new value for each config var
NOTE: changes are not retained permanently unless saved

sbem = VBT L, FMMOOEIDEETICIE, exit 2~ REFHLET,

bcm-shell.1> exit

module-24# exit
rlogin: connection closed.
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FGAN—FDbem oz ILADT IR

T4 —F (LC) O T2ASIC IZEHTH2HE1E. ETEV 2 — VIR L, root E— K%
Bi#AE L. shell access exec ZFEIT LT, k7D ASIC A V AHX L AEZBIRLUF I, HHARE
ASIC DL, B L TWATA 2y I— ROEFTAMICE>TRRY £,

WIZ, 28y F2DOLCDOASICA Y AZ L A1 Dbem = MZT 7 EAL, 3OO0 T2 A A
BUAKRETLC D bem V= VAR T T A6 %< LET,

cEVa— N2ITHE LT, 2By R2DLCHOATL RIAL LIZT 7 EBALET,

switch# attach module 2

Attaching to module 2 ...

To exit type 'exit', to abort type 'S$.'

Last login: Wed Aug 7 14:13:15 UTC 2013 from sup27 on ttypO

a<v L REANILT, 940 D—RKR VY7 b7 x2T~Droot 77 AZEELET,

switch-2# test hardware internal bcm-usd bcm-diag-shell
Available Unit Numbers: 0 1 2

bcm-shell.0> 1

bcm-shell.1>

TOMEET, 2y F2, TRASICA V AX A1 DTFA Y H— KEY 2—/L® Broadcom
T NVEFEH L TWDIREIC 2> TWET,

exit I~ FAFEHLTbem = V2T L, FMMDHUVEEL 3,

bcm-shell.1> exit
module-2# exit
rlogin: connection closed.

Broadcom > )L O< > FDOHI

DO 3 ZiE, Broadcom Yzl awy REHIOFNE TN TWVET,

LT R)DRT
FM & LC EO L2 = MY Z T AICIE. AV AZ L ZADL2 = b 2R LET,

e V¥ —YHNDOLC EDOT2 A AZ L AZT X v F L, show the 12 mem_entries =2+ > K%
AN LET,

switch# bcm-shell module 2 “config show 12 mem entries”
12 _mem entries=163840

e V¥ —YHNDOFM ED T2 A AH AT % »F L, showthel2 mem entries 2~ > K%
AN LES,

switch# bcm-shell module 24 “config show 12 mem entries”
12 mem entries=32768

ZOFITIX. T2 ASIC OENMEE— RERENLC & FM TR A=, ASICIZIZL2 = FUIZ
BIDENEESINTOET,

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .
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FMEBEULCASIC A VAR VADSDIL—T 4 VI ERDERE

WIZ, FMA VARV ABLEOLCASIC A VARV ANSDNV—T 4 TIEREPERT D I5E

wRLET,
Y
GE) e FMEY 2—/VASIC A VAX VAL, IRET V7 4 v 7 A—% (LPM) T b U & #EFF

LET,

cLCEVa2—VASICA L AZ VAT, AR L— FNEHERLET,

« WFRND FM ASIC A & AF 2 AD bem ¥ = VT HE

fi L. 13defipshow =2~ > R& AJ)

L¥ET,

switch# bcm-shell module 22 “13 defip show”

Unit 0, Total Number of DEFIP entries: 16385

# VREF Net addr Next Hop Mac INTF MODID PORT PRIO CLASS HIT VLAN
0 1 192.168.1.0/24 00:00:00:00:00:00 10000 4 0 0 0 0 n

0 1 192.168.2.0/24 00:00:00:00:00:00 10000 4 0 0 0 0 n

« WD LCASIC A AKX 2 AD bem ¥ = /VIZHEEGE L, 13 defip show =~ > R& AJ)

]\/i—é—o

switch# bcm-shell module 2 “13 defip show”

Unit 2, Total Number of DEFIP entries: 8193
# VRF Net addr Next Hop Mac
2048 Override 0.0.0.0/0

ARNZVGIY)—=TIL—T TV F)DERR

INTF MODID PORT PRIO CLASS HIT VLAN
00:00:00:00:00:00 10000 4 0 0 0 0 n

RIZ, AR= 7YY — T —7 (STG) = M) 2R T 55 EEZRLET,

switch# bcm-shell module 2 “stg show”

STG 0: contains 7 VLANs (4032-4035,4042,4044,40095)
Forward: xe,hg

STG 1: contains 1 VLAN (4043)

Disable: xe

Forward: hg

STG 4: contains 1 VLAN (1)

Block: xe

Forward: hg

STG 5: contains 1 VLAN (100)

Block: xe

Forward: hg

AR —T A RAxe0DT2 I FDRE

WIZ, B/ SRV R— Mo B T ENDA v H—T 2 Ax0 D T2 I T H TRt D

HiEERLET,

switch# bcm-shell module 2 “show counters xe0”
RDBGC1l.xe0O : 38,169 +4

R127.xe0 : 37,994 +4
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R511.xe0 : 16,562 +2
RPKT.xe0 : 55,046 +6
RMCA.xe0 : 54,731 +6
<snip>

\)

CE)  HAODEmT [+ TRENTODLEFIL, KEDshow 23~ FRETENTHLDH T X
EOZELZ /R L TWET,

L3 (FERD TR

WIZ, T2 00 L3ERERRTHIHEERLET, .

switch# bcm-shell module 2 “13 1l3table show”
Unit 0, free L3 table entries: 147448

Entry VRF IP address Mac Address INTF MOD PORT CLASS HIT

1 1 10.100.100.2 00:00:00:00:00:00 100006 O 0 0 n

2 1 10.101.101.2 00:00:00:00:00:00 100006 O 0 0 y

3 1 10.101.101.1 00:00:00:00:00:00 149151 O 0 0 y (LOCAL ROUTE)
4 1 10.100.100.1 00:00:00:00:00:00 149151 O 0 0 n (LOCAL ROUTE)
5 1 10.101.101.0 00:00:00:00:00:00 100000 O 0 0 n (LOCAL ROUTE)
6 1 10.100.100.0 00:00:00:00:00:00 100000 O 0 0 n (LOCAL ROUTE)
7 1 10.101.101.255 00:00:00:00:00:00 149150 O 0 0 n

8 1 10.100.100.255 00:00:00:00:00:00 149150 O 0 0 n
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« Python OfEH (97 ~—2)

Python O { FH

Z ZTiE, Python 27 U 7 hDOIERK & FATO ROV THA L £

Cisco Python /Ny o —o

CiscoNX-OS 1%, f > #—7 =A %, VLAN, VRF, ACL, /L— & £ Dary xv k
T—20 TNAAEY a—)b~DT 7 &A% A[HEIZT 5 CiscoPython /X > 7 — U &2 L £ 7,

help() =@~ K& AJ19 5 & CiscoPython /X 7 — T Ol Z KR TEET, TV =2—/LN
DY FAERXY y RIZHET 2BIMERZIRGT 2I121E, FFEDEY 22— /LI L Thelp 2+ >
RN&FITLET, 72L& 21X, help (cisco.nterface) X, cisco.interface &Y = —/L D7 137 ¢
ERRILET,

W OB, Cisco Python /X 7 — UICEET D EMA R T D HEERLET,

>>> import cisco
>>> help(cisco)
Help on package cisco:

NAME
cisco

FILE
/isan/python/scripts/cisco/ _init .py

PACKAGE CONTENTS
acl
bgp
cisco_secret
cisco_socket
feature
interface
key
line parser
md5sum
nxcli
ospf
routemap
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. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)

routes

section parser
ssh

system

tacacs

vrf

CLASSES
__builtin .object

cisco.cisco_secret.CiscoSecret
cisco.interface.Interface

cisco.key.Key

YINERYYTHE |

RIZ, Python 3 H1® Cisco Python /X 7 —VIZB T 2 1M A R AT 2 HIEOHIZ R L ET,

switch# python3

Python 3.7.3 (default, Nov 20 2019,

[GCC 5.2.0] on linux

Type "help", "copyright", "credits"

>>> import cisco
>>> help (cisco)
Help on package cisco:

NAME
cisco

PACKAGE CONTENTS
acl

bgp

buffer depth monitor
check port discards
cisco_secret
feature

historys
interface
ipaddress

key

line parser
mac_address_table
md5sum

nxcli

nxos_cli

ospf

routemap

routes

section parser
ssh

system

tacacs

transfer

vlan

vrf

CLASSES

builtins.dict (builtins.object)
cisco.history.History
builtins.object
cisco.cisco_secret.CiscoSecret
cisco.interface.Interface
cisco.key.Key

for more information.
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CLia<> kAPl D{EF

Python 7’1 77 I /' Filld, CLIa~v >y REFETTEDL 3OO APL ZEH LET, APLIX
Python CLI & ¥ = — L LA T& £97,

DD APLIZOWTIEL, IROEXTHM L ET, *fromcliimport =~ > R&f#H L TAPI &
AT H2RERHY £, ZHbD APL D513 CLI =2~ &~ FOIFHITY, Python A
2 —T7 U HZEHTCLI 2~y REFETTHITIE, RO APLOWTNHOF|HCF5 & LT CLI
av s REANLET,

#4:CLI2< > K API

json_string = clid (“cli-command”)

API £HBR

cli() HIE ST E X LT 2G5 CLL a2~ R

B DRMEOH 1%KL E T,

string = cli (“cli-command”) GE) AUEBTITT 4T Python A
Z—7U Zix, ST E T R
Wlsh (27— LTHH
LET, T nl & LTHA
SH, FERDFHEAZLSWGED B
0 E£4, clip) APLiZ, HIFerE m
WRERAEZM I LET,

clid() = FIZXML YR — s BFEET S 58014,

i - cli-command @ JSON H H &K L ET, ZiLLh

NADEET, PSR AT —ShET,

clip (“cli-command”)

GE) Z D APLIZ. show =~ ROH S
DORRBEFE T2 &R 255
NHY FT,
clip() CLI 2t~ RO % E#E stdout IZH AT L,
] - Python L:Li{ﬁ%@éhiﬁho

GGE) clip (“cli-command”)

L FIZETT (is equivalent to)

r=cli (“cli-command”)
print r

2oL kDo~ REMBICEITT D E, TOREIL I >Oa~vy RnbEFEOa~ Ly RET

Frft L £ A,

WOBITIE, PO a~ FORENR2EFBOa~ RTEE L2V, 2&FBDa<w K

R £,
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>>> cli("conf t")
>>> cli("interface eth4/1")

20O EDa<wy REREHIFETTDE, ZOREIZ 1 >Oa<wy RO a~y RET

Frfge L £,
WOHFITIE, 2FB L 3IFBDa~ FOWRENEHE T 720, 2&ZBDOa~» Rz LT
I/\ivé—o

>>> cli("conf t ; interface eth4/1 ; shut")

\}

GE)  floRT Loz, a~voRE ) TRELRET, EIarr G)iE, B—07 77 XF
THDMLERH Y 7,

CLINS® Python f 32— 1) ZDMEUH L
RIZ, CLI 75 Python 2 ZFFONHT HiEZa R LET .

)

GE)  Python A »Z—FVEZDOT 7 ME [>>>) £720% [...] TERRENET,

| o

BEE  Python2.7 DV AR— MIKT L, KD NX-0S V7 b7 = 7L Python 2.7 DI AR — M & FEI L
F4, HLWVWAZ U F TR, Rbvicpython3 A+ L2880 LET, LV =
NVEEHS S X 912 python3 2 A1 L £,

RIZ, CLI 75 Python 3 ZFFONHT HiEZ RS LET .

switch# python3

Python 3.7.3 (default, Nov 20 2019, 14:38:01)

[GCC 5.2.0] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

>>> from cli import *

>>> import json

>>> cli('configure terminal ; interface loopback 1 ; no shut')

>>> intflist=json.loads(clid('show interface brief'))

>>> 1=0

>>> while i < len(intflist['TABLE interface']['ROW interface']):
intf=intflist['TABLE interface']['ROW_interface'][i]
i=i+1
if intf['state'] == 'up':

print (intf['interface'])

mgmt 0

loopbackl

>>>
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BRI+ —<I v bk
WIZ, Python APl Z#ffl L7 S S FhFrn7+r—~y haRLET .
Bl
>>> from cli import *

>>> cli("conf ; interface loopback 1")

>>> clip ('where detail')

mode:
username: admin
vdc: switch

routing-context vrf: default

2 -

>>> from cli import *

>>> cli("conf ; interface loopback 1")

L

>>> cli('where detail')

' mode: \n username: admin\n vdc:
switch\n routing-context vrf: default\n'

>>>

3

>>> r = cli('where detail')
>>> print(r)

mode:

username: admin

vdc: switch

routing-context vrf: default

>>>

5 4 :

>>> from cli import *
>>> import json
>>> out=json.loads (clid('show version'))
>>> for k in out.keys():
print ("%30s - %s" % (k,out[k])

header str - Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2020, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under their own
licenses, such as open source. This software is provided "as is," and unless
otherwise stated, there is no warranty, express or implied, including but not
limited to warranties of merchantability and fitness for a particular purpose.
Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU

Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
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http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.
bios_ver str - 07.67

kickstart ver str - 9.3(5) [build 9.3(4)IILS9(0.879)]
nxos ver str - 9.3(5) [build 9.3(4)IIL9(0.879)]

bios _cmpl time - 01/29/2020

kick file name - bootflash:///nx0s.9.3.4.I1L9.0.879.bin
nxos_file name - bootflash:///nxo0s.9.3.4.IT1L9.0.879.bin
kick cmpl time - 5/10/2020 21:00:00

nxos_cmpl time - 5/10/2020 21:00:00

kick tmstmp - 05/12/2020 07:08:44

nxos_tmstmp - 05/12/2020 07:08:44

chassis_id - Nexus9000 93180YC-EX chassis

cpu_name - Intel(R) Xeon(R) CPU @ 1.80GHz

memory - 24632252

mem_type - kB

proc_board id - FDO22280FFK

host name - switch

bootflash size - 53298520

kern _uptm days - 0

kern_uptm hrs - 0
kern_uptm mins - 19
kern_uptm secs - 34

rr usecs - 641967

rr ctime - Tue May 12 09:52:28 2020

rr_reason - Reset Requested by CLI command reload
rr_sys _ver - 9.4(1)

rr_service - None

plugins - Core Plugin, Ethernet Plugin
manufacturer - Cisco Systems, Inc.

>>>

JEA > 259 T« 7 Python

Python 27 U 7 N4 % 5#& LT Python CLI =2~ > RCEMH$ 5 Z & T, Python A7 U 7' |
BIA LTI T 4T F— RCTETTEET, Python A7 U7 MI, 7—F 7T v v aFe
TR X — LD FNICELET D H4EENH Y £9, PythonCLI =~ R TIE, Python 227 U 7
FORKREO A~ N T4 UG EFEHTEET,

AA v FIE, Python 227 U7 N2 EITT 570D Y —ACLIa~y R AR—FLTWET,
bootflash:scripts T4 L7 hVIiE, Y—ACLIZ~ FDT 7NV DAT VT T 4
L7 MU TY,

ZOBITIE, NCAZ VT P EFRRLTHLETLET, RFZX EEO7 7 A V&7 — |
77y alliio T 5L bDTY,

switch# show file bootflash:scripts/deltaCounters.py
#!/isan/bin/python3

from cli import *

import sys, time

ifName = sys.argv[1l]

delay = float(sys.argv[2])

count = int(sys.argv[3])

cmd = 'show interface ' + ifName + ' counters'

out = json.loads(clid(cmd))

rxuc = int (out['TABLE rx counters']['ROW_rx counters'][0]['eth inucast'])

rxmc = int (out['TABLE rx counters']['ROW_rx counters'][1l]['eth inmcast'])

rxbc = int( J['ROW_rx counters'][1]['eth inbcast'])
( 10 [0]T ']

[ ]
out['TABLE rx counters' ]
txuc = int (out['TABLE tx counters' ROW_tx counters'] 'eth outucast'])
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Embedded Event Manager TR % 1) 7 F DE1T .

txmc = int (out['TABLE_ tx counters']['ROW_tx counters'][l]['eth outmcast'])
txbc = int (out['TABLE tx counters']['ROW_tx counters'][l]['eth outbcast'])
print ('row rx ucast rx mcast rx bcast tx ucast tx mcast tx bcast')

print (' ")

print (' %8d %8d %8d %8d %8d %8d' % (rxuc, rxmc, rxbc, txuc, txmc, txbc))
print (' ")

i=0

while (i < count):

time.sleep (delay)
out = json.loads (clid(cmd))

rxucNew = int (out['TABLE rx counters']['ROW_rx counters'][0]['eth inucast'])
rxmcNew = int (out['TABLE rx counters']['ROW_rx counters'][1l]['eth inmcast'])
rxbcNew = int (out['TABLE rx counters']['ROW_rx counters'][1l]['eth inbcast'])
txucNew = int (out['TABLE tx counters']['ROW_tx counters'][0]['eth outucast'])
txmcNew = int (out['TABLE tx counters']['ROW_tx counters'][l]['eth outmcast'])
txbcNew = int (out['TABLE tx counters']['ROW_tx counters'][l]['eth outbcast'])
i+=1
print ('%-3d %8d %8d %8d %8d %8d %8d' % (i, rxucNew - rxuc, rxmcNew - rxmc, rxbcNew
- rxbc, txucNew - txuc, txmcNew - txmc, txbcNew - txbc))

switch# python bootflash:scripts/deltaCounters.py mgmt0O 1 5
row rx_ ucast rx mcast rx bcast tx ucast tx mcast tx bcast

291 8233 1767 185 57 2
1 1 4 1 1 0 0
2 2 5 1 2 0 0
3 3 9 1 3 0 0
4 4 12 1 4 0 0
5 5 17 1 5 0 0
switch#

OB, EETLa~y FTa~wy RIA UGIBERET 5 5ikeFnR L T0ET, ZofIT
1%, policy-map |¥ cgrep python A7 U T RA~OBIETT, ZoplX, HFMEILIT KRBT

R () )% 2R LTHVET,

switch# show running-config | source sys/cgrep policy-map

policy-map
policy-map
policy-map
policy-map

type
type
type
type

network-gos
network-gos
network-gos
network-gos

nw-pfc
no-drop-2
wred-policy
pause-policy

policy-map
policy-map
policy-map
policy-map
policy-map

qgos foo

gos classify

gos cos-based
gos no-drop-2
qgos pfc-tor-port

type
type
type
type
type

Embedded Event Manager TM XY ') 7 FDET

Embedded Event Manager (EEM) ®7R YU > —|%, Python A7 U 7 &% KR—FLET,
WOFNE, EEM 7 27 2 a2 & LT Python 227 V7 M &2FETT 5 HiEARLTWET,
T vayavry REMHATHIET, EEMT7 7Ly MMZPython 227 ) S ha2E&HH 2

ENTEET,
switch# show running-config eem

!Command: show running-config eem
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'Running configuration last done at: Thu Jun 25 15:29:38 2020
!Time: Thu Jun 25 15:33:19 2020

version 9.3(5) Bios:version 07.67
event manager applet al
event cli match "show clock"
action 1 cli python bootflash:pydate.py

| last 33

switch# show file logflash:vdc 1/event archive 1

eem event time:06/25/2020,15:34:24 event type:cli event id:24 slot:active(l) vdc
:1 severity:minor applets:al
eem _param_info:command = "exshow clock"
Starting with policy al
stty: standard input: Inappropriate ioctl for device
Executing the following commands succeeded:
python bootflash:pydate.py
Completed executing policy al
Event Id:24 event type:10241 handling completed

« show file logflash:event_archive 1 =~ FKZ54TL T, B 77 A VHADA X MI Lo
ThIA—ENET 7 a v ERBETEET,
switch# show file logflash:event_archive 1 | last 33

eem event time:05/01/2011,19:40:28 event type:cli event id:8 slot:active(l)
vdc:1 severity:minor applets:al

eem param info:command = "exshow clock"
Starting with policy al
Python

2011-05-01 19:40:28.644891
Executing the following commands succeeded:
python bootflash:pydate.py

PC_VSH CMD TLV(7679) with g

Cisco NX-0S vy b T—9 4 >3 —T 4 X & Python $£i &

Cisco Nexus A A v F TlE, Python 23 & 72 % CiscoNX-OS X v hT—2 f X —T = A A
EHAEINTUWET, ciscovrfset global vif () APIZ/ L TCaryTHF A MERETDHI LI
L0, HOEEN—T 47 arTHFANNPLROERENLN—T 47 2 TH X MNMIED
ADHTENTEET,

WOBNE, TSA ADEFHEA L H—T 2 A A% N L THIML R¥ 2 2> NERfSGT 2 Hikx
ALTWET, BOFEEL—T 47 ar T2 MUV EZX L2 LIk, #ilRmA v
B —T 2 A R LU THNBE T 4T 4 ~DOER LT HZ b TEET,

switch# python

Warning: Python 2.7 is End of Support, and future NXOS software will deprecate
python 2.7 support. It is recommended for new scripts to use 'python3' instead.
Type "python3" to use the new shell.

Python 2.7.11 (default, Jun 4 2020, 09:48:24)
[GCC 4.6.3] on linux?2
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Python 1= & % CiscoNX-0S %207« [

Type "help", "copyright", "credits" or "license" for more information.
>>> import urllib2

>>> from cisco.vrf import *

>>> set _global_ vrf ('management')

>>> page=urllib2.urlopen('http://172.23.40.211:8000/welcome.html")

>>> print page.read()

Hello Cisco Nexus 9000

>>>

>>> import cisco

>>> help(cisco.vrf.set global vrf)

Help on function set global vrf in module cisco.vrf:
set global vrf (vrf)

Sets the global

vrf. Any new sockets that are created (using socket.socket)

will automatically get set to this vrf (including sockets used by other
python libraries).

Arguments:

vrf: VRF name (string) or the VRF ID (int).
Returns: Nothing

>>>

Python [Z & % CiscoNX-0S X1 7«

Cisco NX-OS [E#EfIZ. Y7 F 7 =7 D CiscoNX-OSH > RAR v 7 2 LA ¥vELCLI 2 —
NR—=Z T 7R arba—y (RBAC) IZX-THR#ESINET,

Cisco NX-OS network-admin % 72 1% dev-ops 2 —/WZBEAFIT L TWAH TR TO—H X, F
Mg — T4, HAX L o—/)LTPython ~DT 7 ¥ ANHFI SN TWDH2—W—%, FEFAHE
a—PF—r BRI NET, FEHHEL—FIE, 77 ANV VAT A FA R )b, Bash 2w
R 72 & D CiscoNX-OS 1E LM ~DT 7 ANRHIR I TWET, FetE—PIL, CiscoNX-0S
DT TOFRPAT~DOT 7 20500 ELET,

tXal)Fq E—F—HERDH
ROBIT, ik — R~ REFEFT 2 AR L TOET |

Python 3 D,

switch# python3

Python 3.7.3 (default, Nov 20 2019, 14:38:01)
[GCC 5.2.0] on linux
Type "help", "copyright", "credits" or "license" for more information.

>>> import os

>>> os.system('whoami')

admin
0

>>> f=open('/tmp/test','w')
>>> f.write('hello from python')

17
>>> f.close()

>>> r=open('/tmp/test','r")
>>> print (r.read())
hello from python

>>> r.close ()
>>>

ROFNL, 77 BAZER SN TV DIFEL—F—Z R L TWET
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switch# python3

Python 3.7.3 (default, Nov 20 2019, 14:38:01)

[GCC 5.2.0] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>> import os

>>> os.system('whoami')

system (whoami) : rejected!

-1

>>> f=open('/tmp/test','w")

Traceback (most recent call last):

File "<stdin>", line 1, in <module>
PermissionError: [Errno 13] Permission denied: '/tmp/test'
>>>

RBAC L, v/ Ay a—P—HERICESWTCCLI 77 AZHIELET, v aqy a—F—
D ID %, CLI ¥ =/LE 7213 Bash 2 HFFON S 415 Python (252 540 E 97, Python |&, Python
ML EN-Y T FakRica sy 2a—F—D D #EL £,

LITE, Ftr—¥ — T

>>> from cli import *

>>> cli('show clock')

'Warning: No NTP peer/server configured. Time may be out of sync.\n15:39:39.513 UTC Thu
Jun 25 2020\nTime source is NTP\n'

>>> cli('configure terminal ; vrf context myvrf')

>>> clip ('show running-config 13vm')

!Command: show running-config 13vm
'Running configuration last done at: Thu Jun 25 15:39:49 2020
!Time: Thu Jun 25 15:39:55 2020

version 9.3(5) Bios:version 07.67

interface mgmtO

vrf member management
vrf context blue
vrf context management
vrf context myvrf

LITFIE, JEfie 2 — Y —oflTd

>>> from cli import *
>>> cli('show clock"')
'11:18:47.482 AM UTC Sun May 08 2011\n'
>>> cli('configure terminal ; vrf context myvrf2')
Traceback (most recent call last):

File "<stdin>", line 1, in <module>

File "/isan/python/scripts/cli.py", line 20, in cli

raise cmd exec error (msg)

errors.cmd exec error: '$ Permission denied for the role\n\nCmd exec error.\n'

WOFNEL, RBACHf 2 R L TCWET

switch# show user-account

user:admin
this user account has no expiry date
roles:network-admin

user:pyuser
this user account has no expiry date
roles:network-operator python-role
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switch# show role name python-role

RFO1—FTRY )T +EERTT 56
ROBNE, A7 Y a2—FHREEZHEMN L TAZ U7 F&34T$ 5 Python 227 U7 F &R LT
32_;«0

#!/bin/env python
from cli import *
from nxos import *
import os

switchname = cli("show switchname™)
try:

user = os.environ['USER']
except:

user = "No user"

pass

" "

msg = user + + switchname
print msg

py_syslog(l, msg)

# Save this script in bootflash:///scripts

ran " + file + " on

Python 3 D,

#!/bin/env python3
from cli import *

from nxos import *
import os

switchname = cli("show switchname")
try:

user = os.environ['USER']
except:

user = "No user"

pass

" "

msg = user + + switchname
print (msg)

py_syslog(l, msq)

ran " + file + " on

# Save this script in bootflash:///scripts

switch# conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch (config)# feature scheduler

switch (config)# scheduler job name testplan

switch (config-job)# python bootflash:///scripts/test.py
switch (config-job)# exit

switch (config)# scheduler schedule name testplan

switch (config-schedule)# job name testplan

switch (config-schedule)# time start now repeat 0:0:4
Schedule starts from Sat Jun 13 04:29:38 2020

switch# 2020 Jun 13 04:29:41 switch $USER-1-SYSTEM MSG: No user ran
/bootflash/scripts/test.py on : switch - nxpython

switch# show scheduler schedule

Schedule Name : testplan

User Name : admin

Schedule Type : Run every 0 Days O Hrs 4 Mins

Start Time : Sat Jun 13 04:29:38 2020

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .



YINERYYTHE |
B xroa-—s5crouTreenayan

Last Execution Time : Sat Jun 13 04:29:38 2020
Last Completion Time: Sat Jun 13 04:29:41 2020
Execution count : 1

testplan Success (0)

switch#
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tclIC&KBRO)TT425

TOEIIRD MY v T THEEINTWET,
e Tel 2oV T (109 ~=—3)
e Tclsh =~ ROEIT (112 _—)
e Tclsh =< > R22 5D Cisco NX-0S E— RjoBHE) (113 <2—3)
stcl OB (114 ~X—7)

Tel [2TDULNT

Tl ( [7 4> 7)) EFRE)IE, CLI a~vy ROZME®mODL A2 Y 7 MFiETT, Tel Z1f
ML Tshow 2~ ROHIOFREDEEH L2 . A4 v FZFEELTZY . Cisco NX-OS
a<wy REA—TTHEITLIZY, A2 U7 b TEmbedded Event Manager (EEM) 7RV o —%7E
BLEYVTHZEnTEET,
OB a TR, Td A2 VT NeFITTHHE, £7213AA »F T Tel ZxaHIICELT
T HEICOWTEBALET,

FEFREEHNWER

WIZ, TCLAZ V7 MZBATA2FEEFHEEFHNFEEZ I LET,

—¥DOT e AR L WNshow 2+ FTiE, KEOHNIBRAETHR[EENHY 3, A7V
TN EFITLTNT, ETRHOEVWHNEZK T T 20 ER”H 5541E, Cul+C (Cul+Z Tl
7<) AL Cavy FHEAOEZKTLES, Cul+Z 2fEHT 5 & SIGCONT (f5 ki
AwB—UBERIN, A7 VT IMEIETHAEEERH Y £3°, SIGCONT A vE—IItL -
THEILSNTEAZ V7 ML, SEEZBRT 272012 —F— D ADBRETT,

telsha<v> KoA)LT

Tl 2~ RTE, a~<wy RONTIMEATEER A, AV FT77T 47 tel = /LN D
Cisco NX-0S a2 ~v > RO~V IHERRICH| &t & 7 7B A TE £7,

WIWZ, A VBT 7T 47 Tl /L TTel <2 ROV RRWEEOF 2R LET,
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switch# telsh
switch-tcl# set x 1
switch-tcl# puts ?

% Invalid command at '~' marker.

switch-tcl# configure ?
<CR>
session Configure the system in a session
terminal Configure the system from terminal input

switch-tcl#

)

G¥)

VRISV TR S DT —H IR L E T,

LEDOBITIE, Cisco NX-0S =~ RO~V TREREN | E e S HEHTE £33, Tel @ puts =1+

tclsh <> FOERE

WK CREIF—Z2HHA LT, IRNZA v H 77T 47 Tel V=V CASLiza~<wr KT 7+
ATEFET,

N

CE) AV HTIT AT Tdv=VZ&T35DHE, tash a2~ ROBRIIMEFEINEE A,

tclsh O 2 J 45

AUETITT 4T Tl eV EFEITLTWDEAIL. Cisco NX-0S 2~ KD X THlise %4
TEFET, Tl a~<r KT, ¥ 7fIERATEEEA,

telshdOCLlavw > K

AVETITT 4T tel VN DERE CiscoNX-0S <> RIZT7T 7B ATEE42, Telcli
a< RIZXVfIMENLBEDItcl 227 U7 RN TCiscoNX-0S 2 v > REEITTEET,

AETIT 4T Tl v=/VTiE, WOa<wy NERILCTHY, ELIEfTINET

switch-tcl# cli show module 1 | incl Mod
switch-tcl# cli "show module 1 | incl Mod"
switch-tcl# show module 1 | incl Mod

Tl 27 U7 R T, ROFD L 51T, CiscoNX-0S =<2 RiZ Telcli @~ REAIN4 5 008
NHY FET

set x 1
cli show module $x | incl Mod
cli "show module $x | incl Mod"
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27V TR TROa~<wy ReETHE, TOAZ V7 MIEEREIZRY, Tcl = /bizT

T—INFRENET
show module $x | incl Mod
"show module $x | incl Mod"

telsha< > FORXRYY

tIawvr (;) 1%, CiscoNX-0S & Tel DifiF TCha~r FXEIY T, Tel a2~ K THEE
® Cisco NX-0S 21< > REFEITT HIT1E, 4% CiscoNX-0S == RZ5[ LG (") THTed
EWRBH Y F9,

MMM Tel > =V TliE, IOz~ RERUTHY, ELLSETENET,

switch-tcl# cli "configure terminal ; interface loopback 10 ; description looplO"
switch-tcl# cli configure terminal ; cli interface loopback 10 ; cli description looplO
switch-tcl# cli configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

switch(config-tcl)# cli interface loopback 10
switch (config-if-tcl)# cli description looplO
switch (config-if-tcl)#

AT Tel &= VT, Telcli @~ 2 RZ&2IIE312, E#E Cisco NX-08 2~ R&2FEITT
LHZrtbTEET,

switch-tcl# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (config-tcl)# interface loopback 10
switch (config-if-tcl)# description looplO
switch (config-if-tcl)#

tel T34

Tel 248 % CiscoNX-0S =2~ R~DF L LT E3, £/, Tl A2 U7 MIBI%%E
ETZLHLTEET, tedl BEITIKFEHNTIEIHY THA,

WwOFNL, CiscoNX-0S =<2 ROF|$E LT Tl 2 A FEHT L HEEZFRLTOVET,

switch# teclsh

switch-tcl# set x looplO

switch-tcl# cli "configure terminal ; interface loopback 10 ; description $x"
switch (config-if-tcl)#

tclquit

telquit =~ > RiX, £ ® Cisco NX-0OS =+ K E— FWBUEH R TH 2 02 1EBIR 7 < Tel
VaEKTLET, £, Cu+C EMLC Tl Vo v 2K TTHEHTEET, exit &
endCisco NX-OS =v > N, a~v > RE—FE2ZEHLET, exit 2> N, EXEC 2+
RE—RNOLDOHR Tl =V E T LET,
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Telsht¥xa1) T+«

tel > = /L1E, CiscoNX-0S ¥ AT ADFFE DT/ ~DRIET 7 B A Z B3 2720lc, o R
RNy 7 ATIATEINET, VAT LE, HERL—F0mEl 72 AT VEHERED A N N
HE4 572012, tel =Mk o THHENTWS CPU, AEFV, Z7ANLREDVAT LY
V—REE=H VT LET,

FIH D tel BBEE X, scripting tcl init init-file 2~ > R CTREL £,

scripting tcl recursion-limit iterations =~ > R L T, tel REEDO/L—THIRAZERTE E
To F7 A0 FOFRHIIRIZ 1000 Bl O Y K LT,

Telsh <> FOELT

telsh <~ R&EER+T2 L, 22V F hEiZa~vr R oA vnbtla~vy REE{TTEF
ﬁ‘o

)

(¥) CLIZr 7 hORETtLl AZ VTN 77 ANVEERTHIZEIFTEERA, A7 VT B
T ANE Y E— K T A ZATYERM LT, Cisco NX-0S T /314 2D bootflash: & 4 L 7  ViZ
ot —45Z N TEET,

FIEDHE
1. tclsh [bootflash:filename [argument ... ]]
FlED
AU RFERET7TIV3 Y B#
Z 5w 71 |tclsh [bootflash:filename [argument ... 1] tel &= VAR L £7,
U Sl EEEETICtlsha~y R2FET775L, =
switch# tclsh ? JTHRIEER R CEIT SN, BEEATIND tel 2v
CR > =4 Y = N N Y = -~ —
;ooiflash: The file to run I\%ﬁJL%LJL\/Vf‘ SR I\O)ﬁ%&i7 AoE

CEEREH IS LET, telquit & AT 50,
Ctr-C 23 LA L 2T 7T 4 T tcl = LIFET
L/iﬁ‘o

FlI¥EIETE L Ctelsh 2~ REETTH & &l
DOFIEIT, tela~y Rk Enz227 V7 K77
ANVDHBENZIRY | MOF¥AE A7 U7 N TEH L
LCHEHATEET,
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Telsh 27 > K/ 5 @ Cisco NX-08 E— FRE D) .

WO, £ X2 T 7T 4772 Tl =V RLTONET,

switch# telsh
switch-tcl# set x 1

switch-tcl# cli show module $x | incl Mod

Mod Ports Module-Type
1 36
Mod Sw Hw
Mod MAC-Address (es)

switch-tcl# exit
switch#

36p 40G Ethernet Module

WIZ, Tl A7 U7 N aETT 55 E00% R~ LET,

switch# show file bootflash:showmodule. tcl

set x 1
while {$x < 19} {
cli show module $x | incl Mod

set x [expr {$x + 1}]
}

switch# tclsh bootflash:showmodule. tcl

Mod Ports Module-Type
1 36
Mod Sw Hw
Mod MAC-Address (es)

switch#

36p 40G Ethernet Module

Model Status

N9k-X9636PQ ok
Serial-Num

Model Status

N9k-X9636PQ ok

Serial-Num

Telsh 3 < > KA 50 Cisco NX-0S E— FREID B E)

A HTTT 4T Tel ¥ =LDOFEITHIT Cisco NX-0S DE— REEHFTE £9,

FIEDHE
1. tclsh
2. configure terminal
3. tclquit
F g ¥4
ARV RFEREET7TOVa Y E]:3)
AT w71 |tlsh A UHETIT 47 Tl = VERBLET,
f1

switch# telsh
switch-tcl#
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ARV RFERETIVa Y

B8

R 72 |configure terminal

1

switch-tcl# configure terminal
switch (config-tcl) #

Tel & = /LT Cisco NX-0S D=~ REZFETL T,
£ F%%E sz\jﬁo
G¥) Tel 7’'v > 7 R 32 L LT, CiscoNX-OS
Ay R E—RIChRo7z 2 LRER
*7,

R T 73| telquit
1

switch-tcl# telquit
switch#

Tel = VEKT L, BOOE— RIEY £,

1

WOFENT., *FEER Tel & = /LH 6 CiscoNX-0S E— REZEFH A5 HEAZ R L TWET

switch# telsh

switch-tcl# configure terminal
Enter configuration commands,

one per line. End with CNTL/Z.

switch (config-tcl)# interface loopback 10

switch (config-if-tcl)# ?

description Enter description of maximum 80 characters

inherit Inherit a port-profile

ip Configure IP features

ipvé Configure IPv6 features

logging Configure logging for interface

no Negate a command or set its defaults

rate-limit Set packet per second rate limit

shutdown Enable/disable an interface

this Shows info about current object (mode's instance)
vrf Configure VRF parameters

end Go to exec mode

exit Exit from command interpreter

pop Pop mode from stack or restore from name

push Push current mode to stack or save it under name
where Shows the cli context you are in

switch (config-if-tcl)# description looplO

switch (config-if-tcl)# teclquit

Exiting Tcl
switch#

tcl DS HE

\

WDEA ME, BROFEDISTRENTHET,

* Mark Harrison (ed).

[Tcl/Tk Tools] . O'Reilly Media, ISBN 1-56592-218-2, 1997 4=
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* Mark Harrison 35 JX O Michael McLennan,  [Effective Tcl/Tk Programming] . Addison-Wesley,
Reading, MA. USA. ISBN 0-201-63474-0, 1998 &=

* Brent B. Ousterhout, [ Tcl andthe Tk Toolkit] . Addison-Wesley, Reading, MA, USA, ISBN
0-201-63337-X. 1994 4

« Brent B. Welch, [Practical ProgramminginTcl and Tk)] . Prentice Hall, Upper Saddle River,
NJ. USA. ISBN 0-13-038560-3, 2003 4

+ J Adrian Zimmer, [Tcl/Tk for Programmers] . IEEE Computer Society, John Wiley and Sons
(2 &0 ik, ISBN 0-8186-8515-8, 1998 4%
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« iPXE 22OV T (117 2—7%)

« Xy b7 — ME (118 X—2)

« iPXE (2B 3 DB FH EGIRFE (118 X—)
o« 7—h T— RO (119 X—)

« 7 — MEOHEOMER (120 ~—)

IPXE [ZDUVT

iPXE X, A—7 >V —ADF*y NU—2T7—hK 77 —ALU =7 TY, iPXE X, Etherboot 7>
SIRELIEA—T VYV —ADPXEV IA T b 77— 2T BIOT— o —4—ThHo
gPXE (2SN TWET, EHEDPXE 7 747> MITFTP i L CF—# Z2fzik L7
2, gPXEIZEVZL< 07 e harzdrR—rLET,

FEYE PXE OBERELIAMT iPXE 23R L TV D IBIIHERED U A R 2RI LE T,
« HTTP, iSCSISAN, FCoE 72 &% 41 L7z Web h—"—/nbH D7 — |
« IPv4 & IPv6 DJifi 5 & R — b
* Netboot (% HTTP/TFTP, IPv4, 3L NIPv6 & H7R—

e A A=V ~DEDIAZA T ) 7 e, HITP/TFTP I L » TRt EN 227 ) F W 8%
PAR—

« DHCPv6 D AT — h LA 7 RUAHBRE (SLAAC) &, A7 — K 7/L 1P HEMER /N Y
7 hEYAR—bF, iPXElL., 7— k URL & DHCPv6 &7 a L D/8TF A —H P R—
ho ZAUT, IPV6 L—H T RANH A XA MEIFLE T,

S5, BX 2 UT 4 EOEHANS, RO LK D72 iPXE OBEFOKEED — 2 M LT\ E
7,

* bzImage+initramfs/initrd, F 721X ISO 72 EOEHE Linux 4 A — VXD T — b DOHFHR— b

* FCoE. iSCSISAN, VA VYL AR EDRERADO XY NU—2 T—F S g
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o FAR— F I TRV NBP (syslinux/pxelinux 7¢ &) ov— K, ZiUd@Eglic=a— KE4
SNTWRNT AT A A A=V EEHTE 572DTT,

oy b T— N EH
FERBEMIRDO LB TH,
Ul R S 7z DHCP $—/3—,
* TETP/HTTP #—/3—,

c THNAAPPXE T — FSNDHEZINX-OS A A=V &Ly run— 57, 734
ADT = KT T vy alltingAR—=ARnb 5 L,

o IPv4/IPv6 7R — b : A DO Fdqikt &\ b

iPXE ICE89 2 FEFH L HIRFEIR

PXE (ZB8T 2B FEHE L FHIRFEEITRD LB T,

«iPXEZ XD HE) 7 — X3 BEOMTRHAH Y, ctrl+B Z# AJJ) L TPXE 7 — |
BT TEET, RMOFTTarorFar7 hRFErEnEd,
Please choose a bootloader shell:
1) . GRUB shell

2) . PXE shell
Enter your choice:

-Hﬂ?%%—?@ﬁ?ym—PkTHPUWHhMDPN—X®7DFZ»T%%R@
Ny NBRDEAE LD TG IR AT S ReEnH Y £9°, TCPIXY 4> RY
NR—=2O7 1 harThHh, ﬁ%@ LHEEIIHEAZ L0 @EUICABTEE T, 20k
». CiscoNX-0S £ A= DY A AN 250M A b E 2 DEEIZIE, TCPRX—AD 1
ol BAR—FOFRELTWOET,

«iPXE X, Y AaDBELIENBIA A=V DOREFHFAL, 77— 2FEITLET, 0D
FEREA A =R, BEX 2V T 0 FOBENSLPR— FREGICESNTHET,

DA —IR— AP RDH AL v FTIE, PXE 7 — MIREINT-A—3— 31 H A+
BIXOB+ OEIEIX, A—/3—= AP A F7IEBOEHES TR 7,

A== XA P A+ FIE B+ DRI PXE 7 — "M HEEI L, RIZT—F 7T v ah
HIEBEIT 2 L) IR SN TV DA, A —/3— 31 Y3k L C PXE 75 O L) 25K
1TL. m@f—h@ﬁﬁﬁn%wa%7~b7f/y;(Gmm) WO B A

T = 7Ty anbBEITHICIE, A=AV ETHTYr— RTI2XLERHY F
R
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PXE 7' — MI, Ctrl+C Z AJL THWI TE 9, TDO% Cctrl+B # A 175 &, PXE
T = BT H00T a7 NREREINET, FEITA— ="M HFE2n— KT
L, T—br7 Ty vapbiEEiLET,

ZOFRIE, A== A FA+BLOBHICOAGEH SVET, RROHER T, A—/3—
NAFALBIE, HBIWIZY 7—FLTT =7 Ty vahbu— RT5H1C, PXET —
h%& 4 AT LET,

J—k E— FO#ER

VSH CLI

switch# configure terminal
switch (conf)# boot order bootflash|pxe [bootflash|pxe]
switch (conf) # end

\)

G¥)  *%—7U— K bootflash IZ. Grub X—Z2AD T — s THDHI L EZRLET,

7L 2iE, PXEZ7— N B— ROAZEFITTHEHE, flka~r RIZRO L 51220 7,

switch (conf)# boot order pxe

B Grub ZEE) L, RIZPXE 2 EET 5546, ko ko £4,

switch (conf)# boot order bootflash pxe

O PXE ZEE L, &RIZ Grub ZEEIT 2848, kDX 52720 £,

switch (conf)# boot order pxe bootflash

)

GE)  A—s3—NAH A+ 7213 B+ T boot order pxe bootflash Z 5% ET 2 &, A—/3I—/3o F(Ifk
FBEAIIZ PXE 7 — R &2FIT L E T, A== A P A+ E721E B+, FEIC K D2 AR LTI
GRUB b0 7 — MZUIW bV £H A,

bootorder =~ > R&ZMEH L7aWGA, 77 4/V b7 — MIEFIE Grub T,
A\

GE) ot Zi 3Tk, Grub & iPXE ZH) VIR X 2 FIEICHOWTIHRIA L £,

Grub CLI
bootmode [-g|-p|-p2gi-g2p]
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F—7—F HeaE

-9 Grub D F

-p PXE @7

-p2g W PXE, PXE 23R L7454 12 1% Grub
-92p B Grub, Grub 238 L 7= 5541215 PXE

Grub CLI |%, 7/ X— 3 @ Cisco NX-0S A A= ZEEEd, U T ary—inb
T— kK B REUDEZLGEICELLET, £, T ISR 72 PXE 7' — MREEIZBAT

TOLBICbHENTEET,

iPXE CLI
bootmode [-g|--grub] [-p|--pxe] [-a|--pxe2grub] [-b|--grub2pxe]

*F—7—F Hae

——grub Grub O~

——pxe PXE O 7

— — pxe2grub BANZ PXE, PXE ML L72354121F Grub
——grub2pxe FANIC Grub, Grub 23R L 725581213 PXE

iPXE CLI i, 73— 3 ® Cisco NX-0S £ A —TZEEET, U T/ ary—ihb
T — b B— REYVREZIGEIEIDLET, T2, 3 <IN 72 PXE 7 — MKRBEIZEAT

THEAICLHEMTEET,

J— MIED#ER D HESE

7 — MEDOHERE @ E £RT 51213, Roa~vr FE A LET,

avy R

B8

show boot order

FATHERRN D DOBUED 7 — MIEE A% — |
T TRERP O EAF LT, RO Y m— RO
7— MEDEEZF R L ET,
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o =) AZ 7 IZONT (121 =—)
* Guidelines and Limitations, on page 121
R— MO (122 ~—2)
e kstack /] L 72 VXLAN {22\ T (123 X—72)
c Xy NTNRAADTBNRT f DEE (124 ~—)

D—RIL AZAYTIZDNT
H—F% AKX v (kstack) 1L, BEAIO Linux API A L TL—h & 7o b 2L R— b
PEBELET,

F—Tv arTF I, FAR V)L EFRFEIC, AN VT MU =T L BEE N7 Linux B2
BCTY, "RAN YT =T Roulbr—UIlwBi2 525272, TORENTY 7 U=
ThaA VAR NVERITIEETEET,

=N AL TITIZIROERENR BV £7,

Guidelines and Limitations

* Guest shell, Docker containers, and the host Bash Shell use Kernel Stack (kstack).

* The Guest Shell and the host Bash Shell start in the default network namespace. Docker containers
start in the management network namespace by default.

* Other network namespaces may be accessed by using the setns system call
* The nsenter and ip netns exec utilities can be used to execute within the context of a different

network namespace.

* The interface state may be read from /proc/net/dev orretrieved using other typical Linux utilities
such as ip, ifconfig, or netstat. The counters are for packets that have initiated or terminated on the
switch.

« ethtool —S may be used to get extended statistics from the net devices, which includes packets that
are switched through the interface.
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* Packet capture applications like tcpdump may be run to capture packets that are initiated from or
terminated on the switch.

* There is no support for networking state changes (interface creation or deletion, IP address
configuration, MTU change, and so on) from the Guest Shell.

* [Pv4 and IPv6 are supported.
* Raw PF_PACKET is supported.

* Only on stack (Netstack or kstack) at a time can use well-known ports (0-15000), regardless of the
network namespace.

* There is no IP connectivity between applications using Nestack and applications running kstack on
the same switch. This limitation holds true regardless of whether the kstack applications are being
run from the host Bash Shell or within a container.

* Applications within the Guest Shell are not allowed to send packets directly over an Ethernet
out-of-band channel (EOBC) interface to communicate with the line cards or standby Sup.

* The management interface (mgmt0) is represented as ethl in the kernel netdevices.

* Use of the VXLAN overlay interface (NVE x) is not supported for applications utilizing the kernel
stack. NX-OS features, including CLI commands, are able to use this interface via netstack.

For more information about the NVE interface, see the Cisco Nexus 9000 Series NX-OS VXLAN
Configuration Guide.

) -
R— FNEEEDEE
Netstack & kstack |Z, ZINHOMO KR — b ZDEILET, T 74/ FOR— IR D
LBy Td:
» Kstack : 15001 ~ 58000

* Netstack : 58001 ~ 65535

\}

G Z O T, 63536 ~ 65535 1L NAT HIZ RIS TWET,

\)

GE)  nxapi use-vrf management CHERK S 17248 — MT kstack ZfEH L, 727 £ XA ATRE T,

FIRDHE

1. [no] sockets local-port-range start-port end-port
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| vznexvUTHiEE
kstack %/ L 1= VXLAN (o0 T I}

FIED
AR EERRTIVa Y B
R Fw 71 |[no] sockets local-port-range start-port end-port Zpa<y RiE, kstack DR — FNOPHAELEHE LET,
Z P~ RiE, Netstack OFIFAZ AT LA,

151
WIZ, kstack " — M ZRET DB 2R L ET :

switch# sockets local-port-range 15001 25000

RDERY
Ay REANLERIT, ROBITEBELTIZS W
cavw FEANLERIZIE, Ay FE2Ye—FLET,
* Netstack CEAH &415 7000 LL EOR— h &, REIDVYCTOEFEIZLET,

o R— NEEPHIZHR T AT 2 O & Ak 5121, dart-port & 15001 (2R E 3 52>, end-port
Z 65535 [ZHE L £,

kstack {83 L 7= VXLAN [CD LT

NX-0S9.2(1) LAF%E, VXLANEVPN (T kstack THHR— F Sh, — =7 4 ®,T7 TV r—2 5
VTIEHTTEE T, Z OBEAEIZ. Cisco Nexus 9000 ToR A A » FTHHR— h I TWET,

kstack D1-5b@O VXLAN Dt 7 v 2
VXLANEVPN DA v Z—T7 = A ZAE1E Ry T =7 ZHiZEMcY— RR—F 4 77U r—
arnb T I BATED LT B0, BIMOERIILESDH Y 5 A, VXLAN EVPN
Jb— R, NX-0S VXLAN EVPN # R IZESNWTCh—x LV CHEBMIC Y0 /I L8N E 9, 3

FZHOWTIE, [CiscoNexus9000 o U — X NX-OSVXLANKERE A R @ [VXLANBGPEVPN
OS] ODEEZSRL T ZEW,

kstack TOVXLAND S TN a—F4 5

VXLAN OfE%E N T TNy a—T 4 V73BT, Woa~<wr REAJILT, WETHX
EFWVL ONDOEERFRE —ER R LT ZEN,

switch (config)# show tech-support kstack

«ip route show =~ > RZFEITL £ :
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root@switch (config) # run bash sudo su-
root@switch# ip netns exec evpn-tenant-kkl ip route show

WD LD 7 hnFErREnNET,

10.160.1.0/24 dev Vlanlé60l proto kernel scope link src 10.160.1.254
10.160.1.1 dev vethl-3 proto static scope link metric 51
10.160.2.0/24 dev Vlanl602 proto kernel scope link src 10.160.2.253
127.250.250.1 dev vethl-3 proto static scope link metric 51

5P d % VRE O3 _TOD EVPN Jb— "B — R VICEET A2 L 2R L7,

ip neigh show ==~ > K& EITL£7 :

root@switch (config) # run bash sudo su-
root@switch# ip netns exec evpn-tenant-kkl ip neigh show

WD LD e OnFErRENET,

10.160.1.1 dev vethl-3 lladdr 0c:75:bd:07:b4:33 PERMANENT
127.250.250.1 devvethl-3 1lladdrOc:75:bd:07:b4:33 PERMANENT

2V CTNAZRADTANTADERE

NX-089.2Q2) V U—RLKE, 7o N FX RV KR—F A X =T oA ZAEETFHy bT A
AL IZ ADMIN UPHRFE T, IRMEANICHDZDIREIZ, V2 v U7 OREIZ L > TR E
v ET,

RIZ, NX-OSDUTDA B2 —T7 2 A ZADHZRLET, ethl/171Fup & LTRARIN, ethl/l
IZdown & LCFERENET,

root@kstack-switch# sh int ethernet 1/17 brief
Ethl/17 - eth routed up none 1000 (D) -

root@kstack-switch# sh int ethernet 1/1 brief
Ethl/1 -= eth routed down Link not connected auto (D) -

ROFNE, ZNDHERUA X —T =2 AR L TCTWETR, AL ip link show =< K%
il LT Bash > = VTR R L TWET,

bash-4.3# ip link show Ethl-17

49: Ethl-17: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc pfifo fast state UP mode

DEFAULT group default glen 100
link/ether 00:42:68:58:f8:eb brd ff:ff:ff:ff:ff:ff

bash-4.3# ip link show Ethl-1
33: Ethl-1: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc pfifo fast state DOWN
mode DEFAULT group default glen 100

link/ether 00:42:68:58:f8:eb brd ff:ff:ff:ff:ff:£ff

ZOFEITIE, Ethl-1 (T UP & LTRSS THVET A, NO-CARRIER 35 L UF state DOWN &
LTERENTET,
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2y rFrqzoTn7 0zE [

WOBNE, ZNHERUEA L F—T A AR L TCWETR, AN ifconfig 2~ R A& A
L TBash = /VIZFE/RLTWET,
bash-4.3# ifconfig Ethl-17
Ethl-17 Link encap:Ethernet HWaddr 00:42:68:58:f8:eb
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:7388 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:100
RX bytes:0 (0.0 B) TX bytes:1869164 (1.7 MiB)

bash-4.3# ifconfig Ethl-1

Ethl-1 Link encap:Ethernet HWaddr 00:42:68:58:f8:eb
inet addr:99.1.1.1 Bcast:99.1.1.255 Mask:255.255.255.0
UP BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

ifconfig =~ ROHNIZIE, SESERGERVFERINET S, RUNNING F—U — R&fif
AL CTREIZRIREEAZRTZENTEET, 774NV T, TXTORyY b T3 A TF—
J—RUPBZFRENET, ZNE, I—FVHADF Y bT/3A 2D ADMIN IRHEE K L T\
ij‘o

NX-089.22) V UV —ADEELO—HIZ, KOLDONH Y 7,

Y RTNARDIPVA 7 FL R : NX-089.2(2) U U —A L VfiL, NX-0S DXfd 5 A
VA —T A AN DOWNKEETH - T, IPv4 7 RLRIH—FRILDRy F T34 X
FAAENTWE L7, NX-0892Q) Y UV —RALIKE, IPv4T7 RL AL, f v F—T AR
D UPIRBEEDGEIC DI — R NVZERNHAAENE T, WoTlt A END . 1
H—T7 2 A AN DOWN IZ72 5> Th, IPvd 7 KL A X —FIVND R > b T /31 ATFED
F9, WOCLIa~<w> FEANLT, NX-OSA v H—T A AL IP T KL A %ZHRM
WCHIR L= ICoRHIBRENET,

Interface Ethl/1
no ip address IP-address

e XY RTINAADIPVE 7 FLR :NX-08922) VU —AX VAL, A ¥ —T=A AN
DOWN (2725 &, IPV6 7 RL A I —FRNADX Y hTRAANE T T v a ST E
L7z, NX-089.212) U U —ALIKE, R hT S ZLHEICEB UPREETH D72, 1
B—=T 2 A ANZ T LTh, IPV6 T RLRZIA—NANDT7 T v aE8NEHA,
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TIVr—vay

e — RKNN—=F T TV r—ar (129 %—2)

« Cisco NX-OS T® Ansible D (143 ~<—2)

* Puppet Agent (145 ~X—73)

*CiscoNX-OS TOY =7 7747 hOEH (149 =—7)
e Nexus 77U r—3 3 B3 : Yocto (153 _—3)

eNexus 7 7' U 77— 3 »BA% : SDK (157 =X—7)

+ NX-SDK (167 ~<—3)

+ Cisco NX-OS T Docker Dffi i (175 ~<—72)






» 10 =

Y—bkN—TFTA®/,T7T)r—3

= RNR—=F g BT T =3 2O NT (129 =)

c HEFHEELAKEE (129 X—)

s Python2 38 L TMEAfF/ X r—2 DA A h—)Lb (130 _X—)

e —RKX—=FT 4 DXAT 47 RPM/I/N 75— DA A R—)b (130 —7)
« K72 — K3—7 4 RPM (132 X—72)

«VSH /5D RPM DA A h—/v (133 ~X—)

e —RN—F BT TV r—r a3 (138 %—)

H—KNN—F A&7 TYH5r— 3 2[2D0VT

P— FRX—F 487 7Y r—2 2 @ RPM I, https://devhub.cisco.com/artifactory/open-nxos/
7.0-3-12-1/x86_64/https://devhub.cisco.com/artifactory/open-nx0s/9.2.1/ D Y R N U CAFTEX &
T, IO T 7V r—va i, Bash = Tdnf 2~ REEMT 57, NX-OS CLI %
NMLTHRAT A THRANMIA VA =N ENET,

dnfinstallrpm =~ > R& AJ14 5 L. CiscoDNF 77 7 A VN EfTENE T, ZOTT77 A4
X, RPM ZERRSNBRWGEITNICa—LET, A vy FDYr— RRFZ, A7 AIXRPM %
A A M=V LET,

REREDY Jete ICEDPNTWA A, Linux 7ot A incrond 1%, 5+ L2 FYU TIERR S N=
T—=T 4777 haeE=F—L, ENOLEZRRINRWVWGFTIIZaE =1L, ZOHHMND /etc
Zar—LELET,

FEFHREFINER

P RR—=F 87 7Y rr—3 5 O RPM IZIE, ROFEEFELHFFEEL DY £,

* CiscoNX-08 U U —2 9.2(1) LIETIX, =— Y = v FBMRIEEIL TV D Cisco VAT MY
Id https://devhub.cisco.com/artifactory/open-nx0s/9.2.1/1ZH W £, ZDVHRY FNU THA K
SNTVDTXTORPMIFE, VI —RA F—TEASNTOET,
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« NX-0S 10.1(1) U U —A{ZiX, NX-Linux (X AaMHD Linux 7 4 A Y Ea2—33))
WCESSHLWARL—FT 4 7 VAT A b rootfs 3 Y F£9°, WRLS/WRLS ZfH LT
BV R &z — R8—F ¢ T RPM IZNX-Linux & A4 722 <. BIfE LR W ATREMEDY &
DEJ, ZOHRE U0V Y =ATHEASA T T F Y r—=rarofn—ya v
ZHIF% L. https://devhub.cisco.com/artifactory/open-nxos/10.1.1/ @ V 7R ~ U T AF /[ AER
NX-Linux & E#MEDOHLHLWY 7 by = TICEEHZ F7,

« BATERPM A VA b= LT B 720D EFEFIH L FJHIL, CiscoNexus9000 + U — X
NX-OSY 7 " =7 7T w77 L—FRBLOF T T L—RKHA K, U U—R92X)IZFCHk
ENTWET, RRMEHEDZOHODNF BLIWRVSHD CLIA Y v g v, BAMFEBLD
BARLORPM DA VA=, URTRIDIT V=0T T ERNEGERTVET,

e —RN—F BT TV r—a F, A v TFOREBFICEBINES, — K3—

TART TV = a ik, FOBEA UF—T oA ANERT LA, EIETAL T L
WEET I — =[O —T 4 TR S NARNEI SN A REER H 0 £

Ty LN T, = RRA—=F 4877V r—3 g 03, BEEENREALEEASTHER
BICEET AL 912, F L CEROMIMY ZTRITT 5 L OIHERT DI ERHY £7, &
BREENEAE LIZSEDOE TN T 7V r— a AZRWEAIE, [T v8—] 771

r—varEHEHLT, BT 7V r—y g UERENT D RNCEE BT NEERGETH
HNEIDHER L, BESCTHRO T P r—y a VEBREBTE 2L )0ICT A 0E
N0 ET,

« Cisco NX-OS U U — 2 10.2(3)F LA, Python2 & % D{K(E RPM (T NX-0S 7 HHIE S E
9, 7272 L. Python2 & & D{ETF RPM I, devhub %1 By r— T —7F
packagegroup-nxos-64-python-2-deprecated-rpms & L CA > A h—/L TX £7,

Python2 8 K MKTFNNY ST —D DA VR —)L

WIZ, Ny —=VDA A= VDFELWT—7 T —42RLET,

switch# cat /etc/dnf/repos.d/open-nxos.repo

[open—-nxos]

name=open-nxos
baseurl=https://devhub.cisco.com/artifactory/open-nxos/10.2.3/
enabled=1

gpgcheck=0

sslverify=0

dnf info packagegroup-nxos-64-python-2-deprecated-rpms
dnf install packagegroup-nxos-64-python-2-deprecated-rpms
The output of these cmds will be available post KR3F CCO.

HB—KIN—TFT 14 DXRA1A T4 7 RPM/IN\YT—2DA4 X

k—JL

Rolr—VDA VA M=)LOFELWT—7 7 —[TRO LBV T,
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H— =T 1 DA T4 TRMIS v r—SnA 2 =1L ||

TV PRRFESNTHNDL Y AAD YR M 2T L9, ALy TFOURY M) 2 LET,

bash-4.2# cat /etc/dnf/repos.d/open-nxos.repo

[open—-nxos]

name=open-nxos
baseurl=https://devhub.cisco.com/artifactory/open-nxos/7.0-3-12-1/x86 64/
baseurl=https://devhub.cisco.com/artifactory/open-nxos/9.2.1/
baseurl=https://devhub.cisco.com/artifactory/open-nxos/10.1.1/

enabled=1

gpgcheck=0

sslverify=0

CLIZHERA LT VAN EBL A R— T B FEIZDOWTIL, CiscoNexus9000 U — X NX-0S Y 7 k
2T Ty T V= RBIOFX T T —RHTAL R, V=202 D [FIUXNVELZLIR—DZHD
A A=V CLIDfEH] 2R LTI LIV,

dnf ZfEHH L7=RPM DA > A h—L DL, ZELWA VA h—/L a1 /9,
5 -

bash-4.2# dnf install splunkforwarder

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching, protect-packages
Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package splunkforwarder.x86 64 0:6.2.3-264376 will be installed

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
splunkforwarder x86_64 6.2.3-264376 open-nxos 13 M

Transaction Summary

Install 1 Package

Total size: 13 M
Installed size: 34 M
Is this ok [y/N]: y
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
Installing : splunkforwarder-6.2.3-264376.x86 64

complete
Installed:

splunkforwarder.x86_64 0:6.2.3-264376

Complete!
bash-4.2#
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Ny lr—VIRNEFIZA VANV EINTZNE I DEAL v FInEDE, 207X ETF—E A
D@L TS Z & 2R T o0 TT,

1 -

bash-4.2# dnf info splunkforwarder
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching, protect-packages

Fretta | 951 B 00:00 ...
groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...
Installed Packages

Name : splunkforwarder

Arch : x86_64

Version : 6.2.3

Release : 264376

Size : 34 M

Repo : installed

From repo @ open-nxos

Summary : SplunkForwarder

License : Commercial

Description : The platform for machine data.

KRBT — K/\—TF « RPM

WIZ ., Ko — Ro8—F ¢ RPM OE#RIChH Ay 7 2R LET,

e m—H/bdnf VAR MUK, KERIZeY— F/3—F ¢ RPMEHH TY, /etc/yum/repos.d/
thirdparty.repo I& /bootflash/.rpmstore/ thirdparty L T\ ET,

- dnf install third-party.rpm =~ > K& A3 572N, RPM @ =2 E—73
//bootflash/.rpmstore/ thirdparty IZIRTFSNFET,

e U7 —bhHIUZ, =R =T 1 URTY FUNOTXTDORPM BAA v FIZHA VA h—
NENET,

o Jetc i\ 7 A NV DIEFEIL, /bootflash/.rpmstore/config/etc D FITRFFS
L, /etc TOEBIFFICHEINET,

e /etcT 4 L7 PUIHERRENTZZZ7 U 7 Mk, Ve—RgbipEshEd, =&z
I£. /etc/init.d/ O P SNz — K X—F s O —bv 2 27 U F ME, Va—
Rflc 7y XU r— g o 28 LET,

N

GE)  iptables ®/L—/ L%, bash ¥ = /L CEE SNIZEA . FEEIEZICMHE
FInEdi,

2% L7z iptables %Ki b9 2121, U v — K[E T Iptable % 7Kt
b5 245 =) ZZMLTIEIV,
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Vs 5D RPM D1 > 2 —L [

VSHD™ D RPM DA VX F—)L

INYTT— DB

NX-OS #4FERPM I%, VSHCLIZfiH L CA v A =952 b TExET,

FIEDHE
1. show install package
2. install add ?
3. install add rpm-packagename
FED M
AT RFERIEEIT7ZII Y B8
R T 71 |show install package T TIFETAINRN =XV g UV EaFRRLE
ﬁ‘o
ATy 72 |install add ? PHR—hENTWD URI 2R L E T,
R 7 3 |install add rpm-packagename Theinstalladd =~ > KiZ, v—H/L XA L —T 5
NAAFERZE, Xy FT =7 = R—nXy r—
TrANEar’—LFE T,

151
WIZ, Chef RPM 27 77 4 7T 56l ~xLET :

switch# show install package
switch# install add ?

WORD Package name

bootflash: Enter package uri
ftp: Enter package uri
http: Enter package uri
modflash: Enter package uri
scp: Enter package uri
sftp: Enter package uri
tftp: Enter package uri
usbl: Enter package uri
usb?2: Enter package uri
volatile: Enter package uri

switch# install add
bootflash:chef-12.0.0alpha.2+20150319234423.git.1608.b6ebl0f-1.e15.x86_64.rpm
[#e####44HH##4FEHHFHE] 1003

Install operation 314 completed successfully at Thu Aug 6 12:58:22 2015
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N lr—=VaT 07 4 7T W TE b, Ny =07 77 474k (1343—2) 1

BEhLE,

)

GE) RPM RN —Y0BEMET 7T 4 71k, RO 1 HDDa~<vy RTETTEET,

switch#

install add bootflash:chef-12.0.0alpha.2+20150319234423.git.1608.b6ebl0f-1.e15.x86_64.rpm

activate

NVIT—SDT U T14714k

1R BHEIIZ
RPM IZEHRNZEML T LERH Y £97,

FIRDHE

1. show install inactive

2. install activate rpm-packagename
FIED ¥

AU RFERET7TIVa Y B
25+ 71 |show install inactive BIMENTOTEH, 777 4 L& TRy
T—=YDYANERRLET,

R 72 |install activate rpm-packagename R r—hkT 77 4 7L LET,

il
W, N =T 70T 4 7T 2R LET,

switch# show install inactive
Boot image:
NXOS Image: bootflash:///yumcli6.bin

Inactive Packages:
sysinfo-1.0.0-7.0.3.x86_64

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages
Available Packages
chef.x86 64 12.0.0alpha.2+20150319234423.91t.1608.b6ebl0f-1.el5 thirdparty

eigrp.1ib32 n%000 1.0.0-x0

o

sysinfo.x86_64 1.0.0-7.0.3

switch# install activate chef-12.0-1.el15.x86_64.rpm
[ HHHHHHHHHHHHSE] 100S
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Install operation completed successfully at Thu Aug 6 12:46:53 2015

WNor—CDETY T4 71

FIEDHE
1. install deactivate package-name
FIE D
ARV RFERIETI VI Y B8
Z T 71 |install deactivate package-name RPM Ny 5=V %HT 77 4 7L ET,

451
KIZ, ChefRPM /N r—2%3ET 77 4 TAL T B 612~ LET -

switch# install deactivate chef

INY T — D DHEIBR

1R BRI

Ry lr =V ZHIRT 2001 HET 77 4 T LET, FET 7T 4 TILENTZRPM N 77— D
HHIFRCTE £,

FIEDHEE

1. install remove package-name

F IR D FH

AT RFERIEFT7ZIIY B#
R T w 71 |install remove package-name RPM R 7 — BB LET,

151
RIZ, Chef RPM Xy 7 — U ZHIRT A0 % 5~ LE9,

switch# install remove chef-12.0-1.el5.x86_64.rpm
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AR M=IVEHINY T— DR

FIEDOHE
1. show install packages
FED M
AU REEETIV 3 Y B8
AT w 71 | show install packages AL VAR—ILENTNERIr—TD Y A NBER
L/iﬁ—o
£l

I, A A=V EINTNENRy T —VDY A aRRT D0 2R LET,

switch# show install packages

HEOJORR

FIEDHE
1. show tech-support install
FIED 3%
OV RFERETIVa Y B
AT w 71 | show tech-support install i AR LET,
!l

WROBNE, FEMn 7 2 RR T 55 EEZRLTHWET,

switch# show tech-support install

NY—SNT7yv T L—FK

FIRDOHE

1. install add package-name activate upgrade
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Kur—sagyrri—r I

ARV RFEEETIVa Y

=)

ATy T

install add package-name activate upgrade

Ry lr—%7 v 77— FLET,

1

WO, o —2%T v F T L— RT 5 HEEZRLTHVET,

switch# install add bootflash:bgp-1.0.1-r0.1ib32 n9000.rpm activate ?

downgrade Downgrade package

forced Non-interactive
upgrade Upgrade package

switch# install add bootflash:bgp-1.0.1-r0.1ib32 n9000.rpm activate upgrade

[H#EHf44F# 44 # R 4444] 100

Install operation completed successfully at Thu Aug 6 12:46:53 2015

NV r—oDEITL—F

FIEDHE
1. install add package-name activate downgrade
FIED
ARV RFEREET7TIVa Y ]3]
R w 71 |install add package-name activate downgrade N lr—k XA 7 L— RLUET,

1

ROPNT, N r—V% BT 7V — N5 h5EEZRLTVWET,

switch# install add bootflash:bgp-1.0.1-r0.1ib32 n9000.rpm activate ?

downgrade Downgrade package

forced Non-interactive
upgrade Upgrade package

switch# install add bootflash:bgp-1.0.1-r0.1ib32 n9000.rpm activate downgrade

[H#dfdatttfaaatttias] 1008

Install operation completed successfully at Thu Aug 6 12:46:53 2015
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—FNRN—FT4 87TV 5—ay
NX-0S

NX-APIREST API 47 ¥ =7 b T /LOAEROFEIZ DUV TIL, https:/developer.cisco.com/
media/dme/index.html Z &R L T 7230y,

DevOps AL EE Y —IL
DevOps & BLY —/LIZOWTIE, RO Y 7 2B L T30,
* Ansible 2.0 U U —Z (Nexus % 748— F) | Ansible ) U—A A 7 v 7 A
* Ansible NX-OS > 7 /L & ¥ 2 —/L Ansible NX-OS > 7L £ a—/b
* Puppet, Puppet Forge Cisco Puppet
« Cisco Puppet £ = —/1 (Git) Cisco Network Puppet & = — /L
s Chef, Chef Supermarket Cisco 7 v 7 7 > 7

* Cisco Chef 7 v 7 7 v~ 2 (Git) Cisco Network Chef 7 v 7 7 v 7

VIK

ESX5.1/5.5. VirtualBox. Fusion. X TNKVM O34 . RAE Nexus 9000 A1 v F &2 X 70—
N9 %1Z1&, https://software.cisco.com/portal/pub/download/portal/
select.htm1?&mdfid=286312239& flowid=81422&softwareid=282088 12912 & & L £ 9,

Automation Tool Educational Content

For a free book on Open NX-OS architecture and automation, see http://www.cisco.com/c/dam/en/us/td/
docs/switches/datacenter/nexus9000/sw/open_nxos/programmability/guide/Programmability Open
NX-OS.pdf

collectd

collectd 1, ¥ AT L /RT o —~  ZADOMEHEREZ EHHITINE L, RRD 7 7 A V72 EDffi%
RAF T 2BEROFEZRIET 27 —F T, TNOOFFHEREZMEH L T, BIIEDO/ T +—
VUADR MRy T EROTIZY (ONT p =< U AGHTR E) | ROV AT A A T
LD TEET (DFY, I v T4 FT70=27)

FEHIIZ DUV TIE, https://collectd.org B L TL 72 &0,
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Ganglia

Iperf

LLDP

Nagios

Ganglia .

Ganglia |, 7 7 AXRLT U v RIpEDNANRT p—< L A A Ea—T 47 VAT AT
DA —=F TNIRFHE=H VT VAT ATT, ZiUE, VIAXDT7 =T L— g &%f
G o LTEMEBRFHIE S TWET, T —FRBLOZDDO XML, a2 /37 N THR—Z 7 )V
T—HEEDTHD XDR, T —X% Ak L— L AU ED 725 D RRDtool 72 £, A< i &
TWAHT 7 /Y —EEHLTWET, RitSNeT—2iEE 7T L% EHL T,
)= RBTOOF— "=~y RER<IMA, RREETHEL®EDET, ZOFEFEET, L
ANV =T 4 VAT LTy T =X T VT IIB I TR0, BlE, AT
MIFHDr IAXTHHAISNTHET, HRFOREX Y R Tr IT2AXE) 7T 57
DITHEH SN TEY, 2000 /— RFDOY 7 AKX ZNET 5 L )RR TE £,

FEHIZ OV TIE, http://ganglia.info 2SR L T 72 &0,

Iperfid. TCP 3 L NUDP D KHHSNE X7 4 —~ o A & HET 5 72 I NLANR/DAST (2 L -
TR INE L, Ipef ZEHTHE, SESERNRNTA—F L UDP fpfh 2 cx £,
Iperf 1, G, BEY v ¥ —L T —X 7T MELKEZRE LT,

FEARIZ DUNTIE, httpy/sourceforge.net/projects/iperf/ & 7= 1 http://iperf.sourceforge. netz 2 ff L C <
720,

V@7 a =2 (LLDP) 1%, EDPRCDPAREOMBEDY 7@ 7a haicfbb
LR E AN EMERE ST F 2T, LLDPOBWIL, BT ARy hU—2 F81 R
W2V U R ERET D200, XX HEHBIEOH D A T =X LT 5 2 LT,

FEHBIZ DUV TIE,  https://vincentbernat.github.io/lldpd/index.html &M L CT< 72 &0,

Nalios /. Nadios Remote Plug-in Executor (NRPE) 33X OVSSH F 721X SSL b > /L% L TLA
TaE=H—TFT o4 —T V=AY T Ny =T TT,

« ICMP. SNMP. SSH. FTP, HTTP 2 X2 LBy NV —7 $—E X
«CPU AT, T4 AZHERR, VAT 0T EEDKRAR Y Y—2R
o —N— AAvF, TTIVr—arDTT—hHP—ER

o [—E A (Services) ]

FEHIZ DUV TIE, https:/www.nagios.org/ &S L TL 72 &0,
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. OpenSSH

OpenSSH

Quagga

Splunk

tcollector

7Iu—vav |

OpenSSHIZ. WHE, BiinA Vv v 7, BLOZOMOBEEZ PRI H7-DIZ, T XCTH T
T4y (ONARU—REET) EEEEBLT D SSHEERY —LOA—T 2 Y —A NRX—V 3 T
7. OpenSSH (X, X 2772 bV v 7 HERE L ORI E ML, 37X TD SSH 7
0 hal =g EYR—MLET,

FEHELZ DUV TIE, http://www.openssh.com Z S L T 72 &0,

Quaggald, SFEIXFRN—T v 7a harzFEFTr 15y NI—I V—FT 47 V7 h
V=7 AL —FTYT, Quagga7 —F L, Xy FU—2 77 EAAECL ( Ivty] £019)
AL TR TEET,

\)

() Quagga BGP OANBRFEI N TV ET,

FEIZ DWW CIE, http://www.nongnu.org/quagga/ & 2 L TL 72 &0,

Splunk is a web-based data collection, analysis, and monitoring tool that has search, visualization, and
prepackaged content for use-cases. The raw data is sent to the Splunk server using the Splunk Universal
Forwarder. Universal Forwarders provide reliable, secure data collection from remote sources and forward
that data into the Splunk Enterprise for indexing and consolidation. They can scale to tens of thousands
of remote systems, collecting terabytes of data with a minimal impact on performance.

For additional information, see http://www.splunk.com/en_us/download/universal-forwarder.html.

teollector|L, B — /L AL 7 XML T—HEINE L, TOT —X A4 —T U RERIT —H _X—
A (OpenTSDB) (27> 2357747 MIlZaEXTT,

teollector |2 ITR DHEREN B 0 3,
T —H AL I EEFITL, T—HERELET,
« FERHIT — 4 _X—A (TSD) ~OzEE L £7,
s 2L 7 ZIZTSD a— REHDATLMEN 2 72 ) £9,
CHRDIRSNABEOEE LR L T,
e UAY 7 haAEEAUHE L ET,

FEMIZ DU TIE, http:/opentsdb.net/docs/build/html/user _guide/utilities/tcollector.html % 2 L C
STEEW,
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tcpdump

TShark

tcpdump .

tepdump IX, X hU—2 A % —7 = A A }® Boolean 2 —FT 537 » N ONEFIZET
LHEH T HCLIT 7 r—a T8, BAORNIY A LAY TRERRSNES, T
7 4V N TIEL, PRI O Kb ORFEL, 43, B, BRXOWNRLLTOR E LTS ET,

tepdump X, ROT7 7 7 2R L TEITTEET,
W BTHONT 72D Ty N T =27 7 A NMRFLET,

crl Ry NI—T AU H—T oA ANERT y M EGEAND DO TR, REINLEA
ro b 7 AN EAIY 97,

VI RFEENTZ ANy N T ANDY A R EGEHRID F9,

WTIOYE S, tepdump 1FHRUS~ v FT 587y MET 2L L ET,
FEARIZ DUWNTIE, http://www.tepdump.org/manpages/tcpdump.1.html ZZ M L T 72 S0,

TShark (X, CLIO®X Y NV —27 7a haLr 7 F 74P T3, TshakZEHTLHE. 714 7Ry
NI =y N =Xy 7T X Lz, AR LI2X Yy 7T v 7 7 A AR
Ty NEGAPRSTZD TEET, IN6ONTy hOT a— REINBREFEERICH T
DI, NTy NET A MCEZIADZ ENTEET, TShack DX AT 47 ¥ 7 Fx 77
AN T+ —~v ME, peap TT, TD7+—~ v MI, tepdump &> — W ST
UWVE 9, TShark (X, cap_net admin 7 7 A WEREZHIFR L7ci2, 7 A hv = VN THEATE £
D

setcap
cap_net raw=ep /sbin/dumpcap

\)

CE) Zoa<r FE, YAz VNTEITTILERDH Y £9,

FEAIZ DU TIE,  https://www.wireshark.org/docs/man-pages/tshark.html % 2 L T< 72 X0y,
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Cisco NX-0S T Ansible M {3 FH

s AIEESRIE (143 X—Y)
o T LTI HONT (143 ~_—2)
* Cisco Ansible T = —/L (144 _X—7)

=i L k

Al 514
PR—=FEINTWDHIEBRED A > A b —/LEHZ OV TIE, https:/docs.ansible.com/ansible/
latest/getting_started/index.html Z &M L T 72 &0,

~ ~ d —

T TILIZDNT
AnsiblelX, 77U K7rbva=v7 HlEHR, 77U r—2a COER, Y—EARNA—
FARL—vary, BIOFOMDIT =— X2 BEbLT 54 —7 VY —2DIT B8k v
T,
Ansible IZ, Ansible Y 2 — /L EFREND/NE T 7T AL T/ — K~ API FEFOVH
L %47V, Playbook TiEF S L7tz M L E7,
7 7 4/ hTlE, Ansible (X, T X TOEFHINR~ U EZMBAIGRIN L7 V—TIZANLDH
MZRINI 7 7 A NVEFEA LT, EHEFRO~ E2RLET,

FEMIC OV T, Ansible 2B AFTE F 4,

Ansible https://www.ansible.com/

Ansible HEML Y U =—3 3 A » A b —/L7F | https://docs.ansible.com/
I, LA 7 w27 DOFIEEHF, £P2—1
AN EREENET,

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .


https://docs.ansible.com/ansible/latest/getting_started/index.html
https://docs.ansible.com/ansible/latest/getting_started/index.html
https://www.ansible.com/
https://docs.ansible.com/

7Ir—vay |
. Cisco Ansible E¥ a1 —JL

Cisco Ansible €< 1—)J)L

WD 7 DFEIRT L DT, Ansible ([ZITEED Cisco NX-OS THAR— FINHEY 2—/L
LA T I RNHY ET,

NX-OSTF_u v /8—DF 7 ¢ |[FERE Y — L
YT N=

Ansible NX-OS 7L A 7 > 7 D

Ansible nxos Playbook @ U 7K kU
il

Ansible NX-OS %~ FU—72 E |nxos % NV —2 £V 2—)L
Ja—)b
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Puppet Agent

TOETIRD MY v T TSN TWET,

s Puppet {ZDW\T (145 X—2)

« BIFESRAT (146 ~—27)

s Puppet =— = >k NX-OS 8855 (146 ~X—2)
s ciscopuppet € o —/b (146 ~X—)

Puppet [ZDULVT

Puppet Labs |Z & > TR & 417z Puppet ¥ 7 b 7 =7 Ny r—Ii%, = RZ OO EIE
WEERT 004 —TF 0 V=20 HE;EY —/E v b TT, Puppet Y 7 b =T X,
KR ER EDT A ZREEBEHATHZ LIk, =NV Y —2OEFHEEF L E T,

Puppet = AR —x > Mk, BEXSGRT A A (/—F) I L0 Puppet Primary (#—-3) E
TENET D Puppet =— 2 = RAGENE T, #H . Puppet Primary [ZEBIOFH Y — N T
FATE ., BEOT A AT —ERAZME L £ 3, Puppet =— = > h OEAETIL, Puppet
Primary |ZE MBI HEE T 2 LB H Y £9°, % LT, Puppet Primary [~ =7 = X F & =
YRANLTCE=V 2 MHELET, =— V=0 ME, /— FOBUEDRETIO~V =
T A NEREL, HERICESWTREZEH LET,

Puppet ¥ =7 = X NI, T/ ADRBERET D720 DT 0T 4 EROELETT, b
D7 T O REDOMERE LU EOFHMITIhR b SN TV D2, ~=7 = X MIEHDOA
RU—F 4 VTV AT AERIT STy N7+ — L THEATEES, v=7 =X MI, #@%,
REFOREE ERXTDHEDIHEHINETS, V7 =T r—VDAf LA M—)L, 77
ANDa— B —v2oBMBIcbEHATEET,

SR DU TIX, Puppet Labs 25 L TL 72& 0,

Puppet Labs https://puppetlabs.com

Puppet Labs FAQ https://puppet.com/blog/
how-get-started-puppet-enterprise-faq/

Puppet Labs R = A > | https://puppet.com/docs
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c B —ERADA A h—/L L Puppet Agent D BFHIZ LI/ T A AV A N L—V % T A
ATHHATE DMENH Y £,

e T — 7T v 2|l THEIK450MB DEEXT 4 AT KR,

* Puppet 4.0 LLFED Puppet 77 A < U Y — R— RN EETT,

* Puppet =— = > k 4.0 LABEN LB T,

Puppet T— = > ~ NX-0S IRiE

Puppet Agent 7 b =7 (X, A b =/ (CentOS % FATF 5 Linux =2 > 7 F ) DA
AYFIIA A=AV TDUERDYET, FAM Y=L, AR LEVEESNLZET
T =T U RFETRE R LT,

CiscoNX-OS U U —292 (1) LA, Puppet Agent @ Bash-shell (Cisco NX-OS DA & 72 5 3
A 7 4 7 WindRiver Linux B5%) A > A h—/W3HR— b &R £ L,

WRiZ, =™V N7 b =T OX 7 a—FR, A=), BILOEY b7 v 7127
HiEHRERLET

Puppet Agent : Cisco Nexus A »FTD- > |https://github.com/cisco/

Z b=ty T v (FEiky 7w ) | cisco-network-puppet-module/blob/develop/docs/
README-agent-install.md
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EZ & DHA X2 AR HEHENTWET,

FEYY yoy

Chef 7 A4 7> b : CiscoNexus 77 v k cisco-cookbook::README-install-agent.md
TH—LTOA A =Nty T v (F
gty 7 v )

Chef 7 7 A4 7 > b : CiscoNexus 77 v b cisco-cookbook::README-chef-provisioning.md
TH—LTDOA A b—vEEy N T v T
(Chef 7w & a F2MH LIZHEIA > A b —
V)

cisco-cookbook

cisco-cookbook I, Chef L' > B DR Y V) — AH#pk & | CiscoNexus A A v FDRFEDEIEDFE
MEOMDO, YAAPEBE LA TV VA A H =T 2 A ATT, 207 v 7T v 7%
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cisco-cookbook .

Chef Server |24 > A F—/L &}, Cisco Nexus A A ~» F T Chef Client DY) 72 BIEIZ LB T
j—o

cisco-cookbook (%, Chef Supermarket {Zd V) F 7,
KD R =2 A2 MIIL, cisco-cookbook 38 L N—xi)7e s v 7 7 v 7 DA A h—/)LFHDFE

MR SN TOET,

FEwYY oy

cisco-cookbook DI Chef Supermarket Cisco 7 v 7 7 v 7

VY —ZADIEED T Z v VY= FBrwuar (77 /ar—j)
cisco-cookbook: V¥ —A @a— K URI K Cisco Network Chef 7 v 7 7 > 7
cisco-cookbook: & ~ 7w 7L AH A Chef 7 v 7 7 w7 Ovy N7 v 7 LM FIA
Chef Supermarket Chef Supermarket

Chef NX-OS v =7 = A kD1 Cisco Network Chef 7 v 7 7' 7 DL v &
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https://supermarket.chef.io/cookbooks/cisco-cookbook
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https://github.com/cisco/cisco-network-chef-cookbook/blob/master/README.md#setup
https://supermarket.chef.io/
https://github.com/cisco/cisco-network-chef-cookbook/tree/master/recipes

7IUr—vay |
. cisco-cookbook
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Nexus 7 7') 57— 3 V% : Yocto

* Yocto 122\ T (153 _—)
* Yocto DA A h—/L (153 X—)

Yocto [ZDULNT

CiscoNX-0S U U—2Z 10.1(1) ¥ 7 b7 = 7%, Yocto 2.6 (ZFESWTWET, Yocto2.6 X ¥
va—RL, BETLIHLWWY 7 hy=TE2Xyra— KL, Y7 =T %#HEL, Y7 b
VT AL v FIZA VAN NTHEN) FIEILLST, I0EL DT TV r—varad
VAR—LTEET,

Yocto D1 R +—JL

WOFITIE, Ubuntu 16.04 A8~ > T Ruby /N—V 5 222 Z /L R LET,

AT w71 Ubuntu 16.04 RAE~ > NZT R TOMEANR Y r—V% A VA M=V LET,
sudo apt-get install gawk wget git-core diffstat unzip texinfo gcc-multilib build-essential chrpath
socat cpio python python3 python3-pip python3-pexpect xz-utils debianutils iputils-ping libsdll.2-dev
xterm
ATY T2 Yocto2.6 XU m—RFLET,
wget http://downloads.yoctoproject.org/releases/yocto/yocto-2.6/poky-thud-20.0.0.tar.bz2

tar xjfv poky-thud-20.0.0.tar.bz2
cd poky-thud-20.0.0

ATFwF3 ce-init-build-env 7 7 A LEZEIEG L E T,

source oe-init-build-env

ATV T THRAF T 4 &AL T conf/local.conf ZHREL. ROITEEML £,
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. Yocto DA VX k—JL

ATvTH

ATvT6

ATy 717

MACHINE = "genericx86-64"
DEFAULTTUNE = "x86-64"

WDa<wy ReEATTLET,

bitbake ruby

EVRARETT5HE, RPM IJ tmp/deploy/rpm/x86 64/* . rpm [ZAK IV TWET,

RPM # AA v FIZabt—LE7,

Switch# copy scp://<username>@<IP_address>/ruby-2.2.2-r0.x86_64.rpm bootflash: vrf management
use-kstack

Switch# copy scp://<username>@<IP_address>/libyaml-0-2-0.1.6-r0.x86_64.rpm bootflash: vrf management
use-kstack

Bash &= /LG, ROa~<vy REAHLET,
AVA M= TaRERAOHLEEETRO NS, yEATILET,

bash-4.3# dnf install /bootflash/libyaml-0-2-0.1.6-r0.x86_64.rpm
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching, protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00

Setting up Install Process
Examining /bootflash/libyaml-0-
Marking /bootflash/libyaml-0-2-
Resolving Dependencies

--> Running transaction check
---> Package libyaml-0-2.x86 64 0:0.1.6-r0 will be installed
--> Finished Dependency Resolution

6-r0.x86_ 64.rpm: libyaml-0-2-0.1.6-r0.x86 64

2-0.1.
0.1.6-r0.x86 64.rpm to be installed

0.
1.

Dependencies Resolved

Package Arch Version Repository Size
Installing:
libyaml-0-2 x86 64 0.1.6-x0 /libyaml-0-2-0.1.6-r0.x86 64 119 k

Transaction Summary

Install 1 Package

Total size: 119 k
Installed size: 119 k
Is this ok [y/N]: y
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
Installing : libyaml-0-2-0.1.6-r0.x86 64 1/1
/sbin/ldconfig: /usr/lib/libboost regex.so0.1.49.0 is not a symbolic link

Installed:
libyaml-0-2-0.1.6-r0.x86 64
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Complete!
Install operation 2450 completed successfully at Fri Jul 27 18:54:55 2018.

[Hdhtdtddttaftd44e4] 1003

ATy T8 WD~ R, Ubuntu 16.04 (A~ > T Ruby /S—Ya > 222 2 BV R A6 &R LTWET,
AVAPN—N T ADOHLERTROONEDL, yEASILET,

bash-4.3# dnf install /bootflash/ruby-2.2.2-r0.x86_64.rpm
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching, protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
thirdparty/primary | 1.8 kB 00:00
thirdparty 2/2

Setting up Install Process

Examining /bootflash/ruby-2.2.2-r0.x86 64.rpm: ruby-2.2.2-r0.x86 64
Marking /bootflash/ruby-2.2.2-r0.x86 64.rpm to be installed
Resolving Dependencies

--> Running transaction check

---> Package ruby.x86 64 0:2.2.2-r0 will be installed

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
ruby x86_64 2.2.2-r0 /ruby-2.2.2-r0.x86_64 32 M

Transaction Summary

Install 1 Package

Total size: 32 M
Installed size: 32 M
Is this ok [y/N]: y
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
Installing : ruby-2.2.2-r0.x86 64 1/1
/sbin/ldconfig: /usr/lib/libboost regex.so0.1.49.0 is not a symbolic link

Installed:
ruby.x86 64 0:2.2.2-r0

Complete!
Install operation 2451 completed successfully at Fri Jul 27 18:55:23 2018.

[H#ff4attfaa4H4444] 1008
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Nexus 7 7') 5 —< 3 U BR% : SDK

e Cisco SDK {22\ T (157 _X—>)

*SDK O A > A h—/b (157 ~X—7)

o A A M=V EBREOHHLOFIR (158 ~—)

«SDK 2 L7127 7V r—a VOfEEE (159 <X—)

«RPM 2 L7277V r—a oy r—ofk (160 =2—3)

« RPM EVL REREEOER (161 ~—2)

o —fEEY7 RPM EL REIEOER (161 ~2—3)

AT ar DT T IA U EMEA LR collectd RPM DOFESES] (162 2—2)

e AT ard Cul 777 A EEH L7z collectd ® RPM @O E L Kl (163 ~X—3)

Cisco SDK [ZDUNT

Cisco SDK %, Yocto 2.0 (243 < BA%E » hT9, Cisco NX-08 U U —2 9.2(1) NEMET %

CiscoNexus A1 v F CTHEITT AT TV r—2 a2V RTE72DDTRTOY —/LRNEGE
NTWET, A R— NI, 2L DOTF U r— 9 o T—RIICHER NS Cr 1 X
a4 VA, FATTV BIXONy X —T 7 A0 TT, U A MIMEENTIERW
D, KEEDOT T r—a VN ERMKFERRE Y U o n— FLTENL R 52 ERNNnELE
HEENRHY ET, —EH DT 7V r— 3 id, Ciscodevhub Web %1 FnH X oo — KL
TISIFEHATEDL LIRS TNT, BV ROMEEIH Y FA, SDKIEL, AA v FIZHERE
AV APR—=LTELRPM RNy 7 —V % EN KT A0 TE £,

SDKDA X +F—IL

UTICV AT 2 2R LET,

«SDK I, 1FEAEDEHD 64 £ b x86 64 Linux > AT LA TEITTEET, CentOS7H
X OV Ubuntu 14.04 CTHiFEH A T4, Bash &=/ TSDK #A A h—/L L TEITLET,

SDKIZIE. REY RN T—FFTV7F v, 64y N T—X%F 7 F ¥ Dl FDONRAF VNG
FNTWDLeH, 28y N TAT TV HA A M—/LEA TS x86_64 Linux > A7 A
THEITTAVERDHY 77,
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NEYRNIATTUNRAL VA= LENTWENE I DEHRLET,
51 -

bash$ 1s /lib/ld-linux.so.2

DT 7 ANBFETIHEIE. REY " IAT T INRNTTIZA VA b= ENTWET, TS
Al ROEIHIITRNEY N TFATTVEAS A=V LET,

» CentOS 7 DA -

bash$ sudo dnf install glibc.i686

« Ubuntu 14.04 O%4

bash$ sudo apt-get install gcc-multilib

141 R =L EREBEDIEAIED FIE

SDK < https://devhub.cisco.com/artifactory/open-nxos/10.0.1/nx-linux-x86
64-nxos-rootfs-n9k-sup-toolchain-1.1.0.sh 7> H # 7 o — R TE £7°,

DT ATHCHET — A4 7T, SDKEEEDT 4 L7 MVIZA VA P—NLTEET,
SDK DA VA= FT 4 L7 FU~DRZADATIRRDSNET,

bash$ ./wrlinux-8.0.0.25-glibc-x86 64-n9000-nxos-image-rpm-sdk-sdk.sh
Wind River Linux SDK installer version 8.0-n9000

Enter target directory for SDK (default: /opt/windriver/wrlinux/8.0-n9000) :
You are about to install the SDK to "/opt/windriver/wrlinux/8.0-n9000". Proceed([Y/n]? Y
Extracting

Setting it up...done
SDK has been successfully set up and is ready to be used.

. environment-setup-corei7-64-nxos-linux
. environment-setup-corei7-32-nxosmllib32-1linux

source environment-setup-corei7-64-nxos-linux
source environment-setup-corei7-32-nxosmllib32-1linux

source environment-setup-x86-wrsmllib32-linux 3 & TF source environment-setup-x86_64-wrs-linux
Ay Reff LT, v =/VREICSDKEA D/ S A 2B L £$, SDK THMAT D TEDY =
N EIZ, SDK EHAD/ASRAZBMLUET, SDKEAGD/RAZEBNTLHZ E1E, BV R Y —L
LIATTIVDIELWA=V g 2T 2K 5ICSDK A2y N7 v 7T 5 CTEHETT,

ATYT1 AV AM=ETFT o7 M) ESRLET,
ATw T2 Bash 7o 7 hCROa<w REASLET,

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)
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| 77us—va>
sok £EALET T r—v otz [

bash$ source environment-setup-x86-wrsmllib32-linux
bash$ source environment-setup-x86_ 64-wrs-linux

SDK #FRHA L7 TU5r— a3 o DiEE

— XA Linuk TOENL R Fatv2AD%< 1L, 20T U A THEEEL 3, WRRICKERFIE
EHL TS ZE N,

TIVr—yarRXylr—YDY—Aa—RiL, SEIFRGETREGETEET, =& 2,
tar 7 7 AN T —<v h T, F3 N U NFEET DGt VAR NI b Xy ra— KL
T, Y—Ra— RzHETEET,

Wit b — k722 r — A DO—HCT9,

(FTFTav) 7F7UT—2 32 \yr—IhMZE 0 configure/make/make install Z{EfH L T
EILRTEENEINERERLET,

bash$ tar --xvzf example-app.tgz

bash$ mkdir example-lib-install

bash$ cd example-app/

bash$ ./configure --prefix=/path/to/example-app-install
bash$ make

bash$ make install

YAl Lo TiL, . /configure A2 U7 MZBMOA T v a Ly EZETVLENHY £, T2&
ZIE, wHERA T aroarR—3rr N EEGFRRERET 25670 ETT, B4V a
VEETHEIMNL BETLT Y S — 3 VICEAIEFELET,

5l : Ganglia & DIKEFEFEFZEDIEE

ZORFITIE, ganglia &, MEeH— KX—F 1 T 475 U (libexpat, libapr, ¥ X U'libconfuse)
ZERCL 77

libexpat

bash$ wget 'http://downloads.sourceforge.net/project/expat/expat/2.1.0/expat-2.1.0.tar.gz’'
bash$ mkdir expat-install

bash$ tar xvzf expat-2.1.0.tar.gz

bash$ cd expat-2.1.0

bash$ ./configure --prefix=/home/sdk-user/expat-install

bash$ make

bash$ make install

bash$ ed ..

libapr

bash$ wget 'http://www.eu.apache.org/dist/apr/apr-1.5.2.tar.gz'
bash$ mkdir apr-install

bash$ tar xvzf apr-1.5.2.tar.gz

bash$ cd apr-1.5.2

bash$ ./configure --prefix=/home/sdk-user/apr-install

bash$ make

bash$ make install
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bash$ ed ..

libconfuse

N

GE)  confuse (21X, ./configure (ZIBIND --enable-shared 47> a V' BAMIE T, T 95 LRV E,
WEIRIEFETAT 7V ORDOVITEHNIC) V7 SNTZTA T T IUNRENL RENET,

bash$ wget 'http://savannah.nongnu.org/download/confuse/confuse-2.7.tar.gz’'
bash$ mkdir confuse-install

bash$ tar xvzf confuse-2.7.tar.gz

bash$ cd confuse-2.7

bash$ ./configure --prefix=/home/sdk-user/confuse-install --enable-shared
bash$ make

bash$ make install

bash$ ecd ..

ganglia

\ )

(B RERITXTDOTA 7T YOG . /configure IZEINE T,

bash$ wget

'http: //downloads . sourceforge . net/project/ganglia/ganglia%20monitoring%20core/3.7.2/ganglia-3.7.2. tar.gz"'
bash$ mkdir ganglia-install

bash$ tar xvzf ganglia-3.7.2.tar.gz

bash$ cd ganglia-3.7.2

bash$ ./configure --with-libexpat=/home/sdk-user/expat-install
--with-libapr=/home/sdk-user/apr-install/bin/apr-1-config
--with-libconfuse=/home/sdk-user/confuse-install --prefix=/home/sdk-user/ganglia-install
bash$ make

bash$ make install

bash$ ed ..

RPM 2R L7 IV 7r—>avnnyir—o4k

fmake] ZEALTCT 7Y r—a UREFICENL RENESH, RPMIZRy 7 —I LT &
D

\)

(£) RPMB&Uspec 774 JL

RPM RNy r— T4 —~<v ME, FFEDOT SV —a v DERRA VA N— VKR
RTCDOTZ7A4N (NAFV TAT7TV, M, R¥aX b ed) 23y 75—k T559
WICHREFENTWET, LER-> T, RPM 7 7 A NV EERRT 5 7 r & 212130 < SO FRIN
2320 £9, RPM BV R e R &2 ZRT D701, BV KT o RIZHT 59T a4
9% spec 7 7 ANBEHSIET,
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rem £ ks kR ]

\)

B OV —RKAA=TFT 4 W7 TV r— g iE, Ny r—IfbEhiz Y —% 32— R % tarball IZ
L7ZEAT, A2 =%y FDBAFTEET, ZLOHE, 26O tarball (21X RPM E /L
K7 vt RS spec 7 7 A VINEENTNET, FRERD L, ZTHHD spec 7 7 A /LD
Z <, FMETLT— FEKIZEHEBEIIERSN TOEEAL, EHITE N LT, spec 7 7 A
ARFE ST RNBEbHY ET, 20X RBE. RPM AR TX 5 X 51T, spec 77 A
NERET DD B OAERT 20BN H Y 9,

RPM E /L FIREDERK

SDK Z{#HFH L TRPM Z /L RTARNC, RRBM ELRF 4 L7 FUERER L. WD
DRPM ~ 7 02 ETHMENDHY £,

ATYT1 T L7 b UMEEERLET

bash$ mkdir rpmbuild
bash$ cd rpmbuild
bash$ mkdir BUILD RPMS SOURCES SPECS SRPMS

ATy T2

ATvT3

ETERRL7eT 4 V7 b UGS Z 4 & DI topdir v 7 B 2R E L £ ¢

bash$ echo " topdir ${PWD}" > ~/.rpmmacros

GE)

--define

ZOFNEIX, BAEDO L —H =3 TIZEEE S ATV D rppmmacros 7 7 A L& FF> T2 &
ZHiEE LTCWET, BEFD rpmmacros 7 7 A LV EE R T 5 ONNMERIGEIT, TXTO
rpmbuild =2~ > R 7 A IR AZBMTEET .

" topdir S${PWD}"

RPMDB #®#H LE 7 :

bash$ rm /path/to/sdk/sysroots/x86 64-wrlinuxsdk-linux/var/lib/rpm/ db.*
bash$ rpm --rebuilddb

GE)

SDK @ rpm 3 & O rpmbuild > —/Vix, RPM 7 —H X—2 L L CEE D /var/1ib/rpm O
VIZ /path/to/sdk/sysroots/x86 64-wrlinuxsdk-linux/var/lib/rpm ZfiH3 2%
IO EREENE L, ZOEFIZLY, SDK 2 L TWARWEAIZHA A RO RPM 7 —#
N2 LEATAHZ ENERESIL, toot 77 B ADMLEMNR/L 720 £, SDK DA > A h—
N, ZOTFNEIZHE S T SDKRPM 7 —F R— R &2 FHEL T 0LE R H Y 1,

—fi%#97% RPM EJL FFIED = F

—fi%#J72 RPM BV REIAIXKRD LBV TT,
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B 1722207551 2EmLAEL collectd RPM D EES

bash$ wget --no-check-certificate --directory-prefix=SOURCES http://<URL of example-app
tarball>

bash$ # determine location of spec file in tarball:

bash$ tar tf SOURCES/example-app.tar.bz2 | grep '.spec$'

bash$ tar xkvf SOURCES/example-app.tar.bz2 example-app/example-app.spec

bash$ mv example-app/example-app.spec SPECS/

bash$ rm -rf example-app

bash$ rpmbuild -v --bb SPECS/example-app.spec

FERIIRPMS/ ICIERREN DAL F Y RPM T, A v FIZabt—LTA VA =L TEET,
TV r—a DA A M= )V HEEERIITEL RN 2= a VBBV EET, IhD
DOFINEIZONWTIE, TV A —2a DR Ay FEERLTLIEE N,

ZOmpmEN REARL vy FA~DA A R=E, 7TV —2a e R— b 572D E
RIRTCOY T "= T Ny —UTUETT, SDKICELEGEENLTWHARWNWY 7 F T =27 ORK
TR AT 2 EDNMEREAE, V—Aa— RERE LT, KEBROHL Y 7 b =T
LELRTHMERH Y £T, BV ROV TR, Ny —Y2FBTEL FLT, K7
BIRZMGEST 2 Z &N TEET, WIT, Kb RURFIROHI 2R L ET,

bash$ tar xkzf example-lib.tgz

bash$ mkdir example-lib-install

bash$ cd example-lib/

bash$ ./configure --prefix=/path/to/example-lib-install

bash$ make
bash$ make install

INHDa<wr KL, EART7AN (A F U, ~vF— FATFTVRE) ZA LA h—
NT L7 NVICERELET, ZI0b, BEEOa L M Z7E )V 077 7 2FER LT, K
FREBREMT-TTOOFH LW EZRINTEET, FA4 77V REDT U H A La— Kb
X, ZFNHH AL v FITA VA M= T ERERD L0, LERT 4 A5 a— K% RPM
WXy =L L huiE7e v 8 A,

\)

6=

ZHH Y £,

Cisco devhub @ Web A MiZix, T TIZRPMERIZE LD ENTWAEYR—K T4 77 U R

AT2avnTZ54 0 %EERLAEL collectd RPM D1

151

Y —A tarball # ¥ 7 — KL, spec 77 A /VEHLET,

bash$ wget --no-check-certificate --directory-prefix=SOURCES
https://collectd.org/files/collectd-5.5.0.tar.bz2

bash$ tar tf SOURCES/collectd-5.5.0.tar.bz2 | grep '.spec$'
collectd-5.5.0/contrib/redhat/collectd. spec

collectd-5.5.0/contrib/aix/collectd.spec

collectd-5.5.0/contrib/slesl0.1/collectd.spec
collectd-5.5.0/contrib/fedora/collectd. spec

bash$ tar xkvf SOURCES/collectd-5.5.0.tar.bz2 collectd-5.5.0/contrib/redhat/collectd.spec
bash$ mv collectd-5.5.0/contrib/redhat/collectd.spec SPECS/
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+FL a0l TS5 4 L EER LT collectd d RRM D E L 1451 ]

bash$ rm -rf collectd-5.5.0

Z @ tarball (121X 4 DD spec 7 7 A VD3V £9, Red Hat D spec 7 7 A /Wdd b AfEHNTH
D, ELWcollectd N—Y a rEELeME—DT7 7 ANV TT, Znahlé LTHEHLET,

Z O 7 A VX, /sbin/chkeonfig Z{# H L T collectd &4 > A h—/L 3% X 92 RPM %%
ELET, 7L, AL v TFTiE, KPVIZ /usr/sbin/chkconfig ZFEH L E T, spec
T ANTUTOE I ITHRELET,

bash$ sed -r -i.bak 's%(”*|\s)/sbin/chkconfig%\1/usr/sbin/chkconfig%' SPECS/collectd.spec

collectd (IZIZZE DA T > a v FIZ 74 RHY £T, TDspec 7 7 A ML, T 74V FTE
KDTTTAL TGN ET, 2L DT T T A AUINBRIERBERENH D120, Zhbsn~
FTA L ERNIT DA arE rrpmbuild a2~ K T4 VZETHERHDET, 1 OD
EWa~r R IA4 02 ANT5R0VIZ, ROLXDIZBashfild| TAH TV a 2 EHTEET,
bash$ rpmbuild opts=()

bash$ for rmdep in \
> amgp apache ascent bind curl curl xml dbi ipmi java memcachec mysgl nginx \

> notify desktop notify email nut openldap perl pinba ping postgresqgl python \
> rrdtool sensors snmp varnish virt write http write riemann

> do

> rpmbuild opts+=("--without")

> rpmbuild opts+=(${rmdep})

> done

bash$ rpmbuild opts+=(--nodeps)
bash$ rpmbuild opts+=(--define)
bash$ rpmbuild opts+=("_unpackaged files terminate build 0")

Z D%, WD L D IZ pmbuild IZFE S, BV RBIORPM /Sy 7r— 7t A 2KH B4 S
ET,

bash$ rpmbuild "${rpmbuild opts[@]}" -bb SPECS/collectd.spec

WEE L LT, RPMS T 4 L2 FUIZ, collectd FIICHERRE & 472 RPM AT TWVWE T,

TNHEDRPM 7 7 ANEAAL v TFIZabt—L, AL vTFTDBash vz /VInHA A —)LT 5
ZENTEET

bash$ rpm --noparentdirs -i /bootflash/collectd-5.5.0-1.ia32e.rpm

AToardCurl 7554 %#FERALT= collectd D RPM

D EIL I

collectd curl 7*Z 7' A Zi%, #KFEFRE LClibeurl 3H Y £97,

RPM /L R 7t 291220 Y > 7 OEAFREE 27297121, SDK Teourl 2% 7 m— L
TEN T LDBERDHY £,
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bash$ wget --no-check-certificate http://curl.haxx.se/download/curl-7.24.0.tar.gz
bash$ tar xkvf curl-7.24.0.tar.gz

bash$ cd curl-7.24.0

bash$ ./configure --without-ssl --prefix /path/to/curl-install

bash$ make

bash$ make install

bash$ ed ..

)

GE) el ATV EFA4T7F VX, /path/to/curl-installllA YA F—LENET, ZDOT 4
L7 MU DBFELZRWGEIIER SN D T2 BUED 2 — W —DEF ZALFERDBLETT, K
I, Y—Rtaball ¥ 7 m—RL, spec 7 7 A /VEHIHLET, ZOFIRIZ, 777400
72NGE D collectd Dl & F ->7=< R LTI,

bash$ wget --no-check-certificate --directory-prefix=SOURCES
https://collectd.org/files/collectd-5.5.0.tar.bz2

bash$ tar tf SOURCES/collectd-5.5.0.tar.bz2 | grep '.spec$'
collectd-5.5.0/contrib/redhat/collectd.spec

collectd-5.5.0/contrib/aix/collectd.spec

collectd-5.5.0/contrib/slesl0.1/collectd.spec
collectd-5.5.0/contrib/fedora/collectd.spec

bash$ tar xkvf SOURCES/collectd-5.5.0.tar.bz2 collectd-5.5.0/contrib/redhat/collectd. spec
bash$ mv collectd-5.5.0/contrib/redhat/collectd.spec SPECS/

bash$ rm -rf collectd-5.5.0

ZDOfAERT 7 A Vi, /sbin/chkconfig Z{FH L Tcollectd -1 > A h—/L 3% X 9 IZRPM
Ay bT v LET, 2L, AA v F T, ROYIT /usr/sbin/chkconfig &3
HMBING DT, spec 77 A NVTIRD X D ITHREL £,

\}

GE)  Zdtarball 121X 4 2D spec 7 7 A /L&Y £9°, Red Hat ® spec 7 7 A /LT b ofEHTH
D, ELV collectd N— a 2 FLME DT 7 A LT, Zhahle LTHALET,

bash$ sed -r -i.bak 's%(”*|\s)/sbin/chkconfig%\1/usr/sbin/chkconfig%' SPECS/collectd.spec

ZORE, AIOFEES TWET, collectd rppmbuild 7 7 & A 1%, libeurl DT % 585k 9~ 5 W2
Y E9, collectd D spec 7 7 A N ZfmHE L T, LFZEBML ET,

SPECS/collectd.spec T FH%configure Z a8 L £ 7, Z D17 & ZUTHi<1T1E. rpmbuild
23 Jeonfigure A7 U 7 MIETH T a v EERLET,

WDOF T arwBMLET,

--with-libcurl=/path/to/curl-install/bin/curl-config \

WIZ, rpmbuild 2~ > K A7 a & ETr Bash 7 LA DNEHEMEINE T, ROBEBWICHEE
LTL7IEE0,

ccurl ZENV RENZWT T 7 A DU A RS HIER

« --with curl=force ™ 3B
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bash$ rpmbuild opts=()
bash$ for rmdep in \

> amgp apache ascent bind curl xml dbi ipmi java memcachec mysgl nginx \

> notify desktop notify email nut openldap perl pinba ping postgresql python \
> rrdtool sensors snmp varnish virt write http write riemann

> do

> rpmbuild opts+=("--without")

>  rpmbuild opts+=(${rmdep})

> done

bash$ rpmbuild opts+=("--with")

bash$ rpmbuild opts+=("curl=force")bash$ rpmbuild opts+=(--nodeps)
bash$ rpmbuild opts+=(--define)

bash$ rpmbuild opts+=("_unpackaged files terminate build 0")

ZNDEH ZHUFTRO X D I rpmbuild IZHE S 4L, BV KRB X ORPM /Xy 7 — 2 7o ARRN
Blts S ET -

bash$ rpmbuild "${rpmbuild opts[@]}" -bb SPECS/collectd.spec

RPMs 5 4 L7 N U NOFEED RPM 121, collectd-curl bEENDH L IRV ELZ, 2 b
DRPM 7 7 ANV AAL v FIZab—L, A v FTDBash> =/LnHA VA RN—LT5HT LR
T&FE7 .

bash$ rpm --noparentdirs -i /bootflash/collectd-5.5.0-1.ia32e.rpm
bash$ rpm --noparentdirs -i /bootflash/collectd-curl-5.5.0-1.ia32e.rpm
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NX-SDK

« NX-SDK {22\ T (167 ~<—7%)

s ARy A (a—H)) TFVr— 902250 T (169 RX—2)
577 4V k Docker £ A — (169 ~_—)

« NX-SDK (ZBH T 2 iEEFHE L HRFE (169 ~—)

« NX-SDK2.0 {22\ T (170 ~=—73)

« NX-SDK2.5 IZ2W\WT (170 ~=—3)
cVE—F T T =23 0o T (171 =—2)
*NX-SDK = U7 ¢ (171 =)
*NXSDK20DEFX=2UT 4 777 AL (1725—)

NX-SDK [TDLVT

Cisco NX-OS SDK (NX-SDK) %, BE#bLB L OB AZ L T 7V r—ya OFERR (I AH A
DR E) DTFDDAL T TARNT I F o ~DT 7+ A ESFT 5 Cr+ HiZ kB L O
FTA TATZY LAV TT,

* CLI

* Syslog

ARV NIRRTV T — T R—T ¥

TV r—a UG

oA TRAZEY T 4 (HA)

N e e
NX-SDK ZfEH L7=7 7V 7r—3 3 VBFEIZIE, C+H, Python, 7213 Go i TX £,

=
NX-SDK T3k OEENH Y 97,

* Docker
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o Linux 852 (Ubuntu 14.04 F£ 721X Centos 6.7 D\ uhy)  fEE STV 5 NX-SDK Docker
arT T EERT A EEBEIO LET, FEMIZ OV T, [Cisco DevNet NX-SDK | %
ZHLTLZEN,

A=Al (FY R4 YF) BLVYE—+ FTRAvF) 7TV 75— aroygR—+

NX-SDK #{#fH LT3 427 7V r—3 3 0%, CiscoNexus A A v F Tlx72< . NX-SDK
IR 5 Docker 2 7 T THERETRIIBRRTHZ LIV ET (K7 A4 vF) . 77V
r—3a VOVERR%G, TV A — g VEREBTX AR EIRICEBIR X 7,

ena—H) (FrRy I R) TV r—2 g 032, vF ETETEINET, SO T
X, v ARy 72 (a—H)v) 7FUAr—2 90220 T (1692—) BT
él/\o

cVE—F (TR I R) 7TV r—vavid, AAvFaet7ICLTEITSNET, &
DA T2 2 VIENX-SDK 2.0 LIETHR—hEnTEY, 77V r—varz AL v FL
ADGFICEITTH LT I rA TEET, FMIONTE, VE—R TV r—T 3
NZHONT (171 X—=2) L TLLIEIN,

B EIE R
Cisco NX-SDK DFEAMIZ W TIL, RIZT Z7EBALTLZEW,

» Cisco DevNet NX-SDK, #R—h& o U U —R T & DOFERE & MOV TR,
versions.md U > 7 (https:/github.com/CiscoDevNet/NX-SDK/blob/master/versions.md) %
ZRLTIESY,

* NX-SDK Readme

MBLZIS U T, &2 2d NX-SDK OfE# % GitHub (23BN L £9°,

GoNA T4 VJICET HEEFIE

Go AT 47, NX-SDK DV J—RL TFURa—BLTETEINTNENY E—
R TCTEITENTWVENIS LT, SFESERLLTYHR—FENFET,

eNX-SDK UE— K 77U r—2 a0 OF_RTON—T 5 0D Go S VT 4 > 7%, BFT
BIOME TY,
e X — /L NX-SDK2.0 7SV r— 3D Go XA T 4 71%, EFTHITY,

e 01— /UNX-SDK 1.75HIDOT 7 r—a D Go A T 4 I NP R—MERTWH
e

FEIZOWTIE, INXSDKT7 VU r—2a OGO, T 427 LU TLLTEEN,
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| 77us—va>
Fokysz (A—hn) 7IUsr—vavicont

ARy R (A—AJ) FT)H5r—, 321220V T

FoRy 7 A (a—h)) 7Y r— 9 TlE, NX-SDK # A4 A h—/L L, TR LY
RN—FHREFEFETT SV r—2ar%ENLRL, AL FIAL VA=V TED ton 77 A
NELTT IV ERwr—Ik L, AA v FIT TV r—vara A A=)V LTEITLE
T o rom 77 ATFETHERT DG, BEAEKT D TEET,

77— a UBR%IE. NX-SDK Mt 3 a5 cirbhxd, n—hLv 770 r—
valix, VE— T r—varbkidihhsar T ey —nEzFERHLET, FEMCo
WTIL, 574 /L bk Docker £ A —3 (169 ~<—2) #FBML T EEV,

a—hNT TV r—=arDENR, £ A M=, BLOETIZOWTIL, Cisco DevNet
NX-SDK #&M L T &0,

T4 )L k Docker £ A —

NX-SDK (Zi%, v—H NV F=id) T— s THEHATH7ZDDRD Docker £ A —T &Y — 3T
TNV N TEENLTHET,

ERATE BX
2 v FDHGE Cisco ENXOS SDK

71 A 3734 )L H® Wind River Linux
(WRL) YV—)L Fx—r

ST 4T Y —LFy

NX-SDK 1.75 LA, Go = /3A F

*+7 A4 vF (VE—H) FRNZ L &7 libnxsdk.so &1 2 72
NX-SDK £EENRA T 47 VY —F v b

Go 2> /"A F
RapidJSON
UE— K APl #7R— h D72 D gRPC

FEAMIZ ST, https://github.com/CiscoDevNet/NX-SDK#readmez £ L TL 7230,

NX-SDK [ZBE9 ;B FEIE L HIfREIE

NX-SDK |Zi%, 7V A —vavrua—nhL (FrRy 27 R) F3VE—F (7R v 7
R) TETTH-OOFEH EOEEFHEFRFENLHY £7°,

TEE I & HIREIEIZ OV Tk, Cisco DevNet NX-SDK @ {375 A F| BB L TLFE
W,
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7Iu—vav |
B nxsokeoizonc

NX-SDK2.0 [CDULNT

NX-SDK /3— = 2.0 1%, BBENLELRGHCTT 7Y r—ya U EFEITTE L23TRED
FHREZATREIC LET, 2=V g VDO NX-SDK Tlt, 77U r—a s idgl &z ar
TTHNDOAL v F oA 7IC L CRBESNETN, exiZr7 7 KT, 77V r—vayv
BAA v T EFEFRITAAL v TFHONT NN TEITTEET,

NX-SDK 2.0 IZIZRD & 5 BRER"H Y £,
« A v T EBREROBREICHBICHA TEET,

A TFNT =2 F— RNT VT VTR FIAR=F 7T RTI—LLA
WCENMETE D & 9187 D nakt,

e AL v F LD = ATOEENRT T r—2a v OBRFRIFEESHBZ 20NEL L
RNEINT, AAvTF VY —ZAMGEET 7Y ZT0EEL £7,

TV = ar B T BREDOMENRTWAPI A T-H—DTF7A4 77V, ZhiZ
L. A4 v FOMEERANGERILEN., 77V r—va vzl iRIcGERB IO
Ny JTCEDHEAKESE TR TEET,

e JE— NP —ERADETIE, ARy I AT TV r—2 a3 L0 ELTT,

FEMELZDUNTIE,  https://github.com/CiscoDevNet/NX-SDK/blob/master/readmes/NXSDK_in NXOS.md
RT3,

NX-SDK2.5 [CDULT

Cisco NX-OS Release 9.3(3) LAETlZ, A b U—3 7 Syslog FEN BTSN TV ET,
SR DWW TCIE, CiscoDevNetZ 2 L CL 72 & W,

= 5:syslog 4 X2 b

HRE B30

syslog A X2 K * Cisco NX-OS syslog f X MIBERT 2T
AL LT TV = a ST ORET
—a—o

o SEHIZ OV TIE, nx_trace.h @ watchSyslog
B L O postSyslogCb API & L CTL 72
0,
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| 77us—vay
yE—+7I7usr—vavizont i

JE—KrT7T)H5—2 322DV T

VE—F 77V —3 a3 0%, CiscoNexus A4 v FTITRWBID AL v FITELS ZENTE
£, VE—MEREBA TRy 7 AOT 7Y r—3 a3 %, NX-SDK LA ¥z L TH-OM
L. AA v F bl LTFROBARY (B E7fF@oEZIAL FE) 2 LET,
m—HNL Y E— hOWITONX-SDKT 7V r—=3 3 3E U APLZ 4 %572, NX-SDK
TIVr—varkd Ry J AERIIA TRy 7 ATFRICERTE £,
UE—FTETTDHIE, THVr—2a URNREOEMEZTHIZ L TV ORERD Y £3, 3
A DUNTIX,  https://github.com/CiscoDevNet/NX-SDK/blob/master/readmes/NXSDK_in NXOS.md
ZZMRLTLTEE,

20 & YRTO NX-SDK 7 7)) r—> 3 v DA E#k

NX-SDK 2.0 121%, NX-SDKv1.757 7V r—= 3 OB FECIS U T, ST 0% A
Hndv £,

«H, NX-SDK /&, NX-SDK 2.0 KV AENAER L7277 DU E— FETZ Y R—-FLT
BO, 77V E2RAICEEEILETIDY FHA, DV, APIFFOH LEZEF T 57
DICEBERETIZ, ML7 7V Z2HFAHATEET, HLWNX-SDK 2.0 E7 /L ThHWT 7Y
ZYR—FT 521, APIFMH L CIPB X OR— b/ A — X B4R 2 080N H D
F9, INDHD/NT A—HF I NX-SDK 1.75 LT CIEfEH T& 8 AN, 77U H SDK
P—NZZ 7 AR— P CELEREAHELTIPT FLAER— MEREZBINTE £,

« 7272 L. NX-SDK 2.0 XV RiDOT 7V O FALEBIEN Y R—FENTWARWEAENRH D %
Ty HWTFYO—EDOAPLIE, VE— FTOFETEVR—F L TR0V, ETTEA
WHBEMEDN S 0 9, ZOA . APLIIfINZ 20 —TExE4, TOT7 7 U r—i a2
ST B EIANLE DSERME L BEMEIZ L > T, 7Y r—va URTHILARVETEEZ T 5
REMNH Y, KEOGA., 7T v aTHREENRHY £,

FEABIZ DUV T, https:/github.com/CiscoDevNet/NX-SDK/blob/master/readmes/NXSDK_in NXOS.md
EHRLTIESN,

NX-SDK &2 ') 7«

NX-0S89.3 (1) PP, NX-SDK 2.0 [Tk DOt X =V F s #pExE Y HR— N L TWET,
ckvvarexalsrg, VE— TSV =T a i, PTUAR—F LAY —HP—
EA (TLS) St L CAA v F EONXSDK — N2 L, 77V r—var b ALy
F O NX SDK — i b szt vy v a v 2@t cx £4,
o — NEFHEDEF 2V T 4, CiscoNX-089.3 (1) Z#HEHALI-HLWAL v FREDL
A NX-SDK % — NF 1 HIBY O —FFEBAEZEA R LT, VAKX LFEAELZ A VA F—1
T DDAy e 2tk L E 5,

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .


https://github.com/CiscoDevNet/NX-SDK/blob/master/readmes/NXSDK_in_NXOS.md
https://github.com/CiscoDevNet/NX-SDK/blob/master/readmes/NXSDK_in_NXOS.md

7Iu—vav |

B wsokzontxau54 7nz740

72& 21X, LRI NX-SDK /83— 5 235 NX-SDK2.0IZ7 v 77 L — KT 35874 Y,
NX-SDK H— N2 A& LFEEN T TIZA VA F—LENTWAEA. BEFEOIERET
Ty T L— LRI, FHESNET,

o API EZJALFMEO L4, NX-SDK 2.0 Cl, EX= U7 4 a7 7 A /LREAZINT
WET, 2k, 7Y — g U NX-SDK Y — 3% E ORRFEHIE T X D0 Z )
BT 27 DDOFEFERINTRY v—%2RINTEET, EX2UT 0 0774 ICH
THIEMIERAE AT THITIL, NXSDK2.0DEX=2UTF 1 777 A1 (172 35—)
EEBLET,

NXSDK20Dt*al)7+4 JAT7AIL

DIRTDY U —2 T, SDK X— 5 2 175D APLIZ., A X2 FOF—Z DOFHIY & TG0
HNFFA[ LTV E L7z, Cisco NX-OS U U —2 9.3(1) LA, NX-SDK 2.0 [T E X AL —/L
EEDIESERIATOEEEL Y R—FLET,

TTVNAAL v F i EBXTIHEEL EX2V T4 Turr A a2 N LTCHBICE £,
X2 VT4 e T AN AL T TEITSNTWDET Y r— a3 o — BRI
ENDATarDFTV el NTT, ¥X2 VT4 777 A 0ME, A v FITEZALT
TV = a rOREESRIE L, ALy FHEEEEZ AT, HIbk, FidMkT 57 7Y r—va
CORREERIEILES, T4 TR, T Y = a VOB AT STV RN
O, TTVr—2arTEil, A v TF~DEZIART 7 B-AZAENCTH X2V T 4 78
T 7 ANENERT HMENRH D £T,

Cisco D NX-SDK L, Dt FX2VUT 4 a7 7y A NVEHRELET,

JazrAL Hil:l] e

EERE CLI OiBMZFRE, APIEOH LA | ZHUTT 740k a7 7 A
AA vy FICEHEZIAENRNEL DL |V TT,
£7,

Ay by AA v FaRLHETH APLZFFA LE | A1y hLUE 5010 APLIFO

TN, BESNEHONFOHELET|IHLTHY, Ary MUES
DODHFALET, 20XV T 4 | BRIV EY FEnET,
a7 rAME, Ay N T E
#H LT APIFFOVH L 0% 2 il L
7

T7Vr—va IR ETEZIA
L ENTEETR, HRZEAD
LEZRLMEIEL, IEETZT—
Ayt —UNEEINET,

] AL v FRIEH B APLIZHIRA: L
CHESHET
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NXSDK20 Dt %2 U7+ 707740 [

NX-SDKDOtEX =2 UT 0 7 a7 7 A VO ONTIL, [NX-SDKT7 7'V —v gD
U7 4 777 AL (Security Profiles for NX-SDK Applications) | Z#ZH L T 7230,

TV r— g OfEE, VA M=, BIOFETOFEMIOWVWTIE, CiscoDevNet NX-SDK
W7 7 EBALTL &N,
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Cisco NX-0S T Docker M {# FH

» Cisco NX-OS T® Docker IZ2W\W T (175 ~<—2)

* Docker Dy EFIH & HlRFEHE (176 <X—)

* Cisco NX-OS NC Docker =1 7 F # X ET DT ODOHHESRME (176 ~—)

« Docker 7 —F > DEIME (177 ~<—)

s HEIWICEE ST 5 KL 512 Docker 24§k 5 (177 ~—)

* Docker = 7 FDRth: RA ~ Ry FU—27 FFT L (178 X—2)

* Docker 2 7 FDBRME: 7V v PRIy FU—7 TV (179 X—)

*Docker 2> 7T TCOT—F 7T v aBLOERMEN—T s ard~vr b (1803%—
V)

o JEAR ISSU A A v F A —/3—"TD Docker 7 —F > DAKFEDOH L (181 ~—2)

» Cisco Nexus Platform Switches Switchover (2 Docker 77— > DK itk 2 A 2hic9 % (181
)

* Docker A f L— Ny 72 ROY A ZEH (182 ~—)

* Docker 7—E D& 1L (184 ~X—)

*Docker 2> 7+ X2V T 1 (185 3—2)

eDocker D N T TNy a—T 47 (187 X—)

Cisco NX-0S T® Docker [TDLYT

Docker X, T XTOKFREGRE T A 7TV LIy r—IfbEhiz, a7 —HNTLAI
DRESNIZT TV =y a Y EFEITT D )R E R L £ Docker DRI 2 ERINT H T2
https://docs.docker.com/Z S L T 72& 1y,

CiscoNX-08S U U —=292 (1) LIfE. AA »F D Cisco NX-OS N T Docker Z #4572
OV AR— R EMENE LT,

AA v FITEEND Docker D/X—3 3 1% CE 18.09.0 T4, Docker 7 —F (LT 7 4/ b T
IETEINTOERA, FEITEEIT S, AL v FOREIICHEWICHEER TS L 510
ETHMLENHD 97,
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7Iu—vav |
B ok orssEesiREE

OB a T, AA Yy TFEREORED 27 % 2 T Docker ZHENZ LT %)
HEICOWTHA L E3, %1972 Docker D 715 & BERE D FEMIZ DUV T,
https://docs.docker.com/ {Z& % Docker D K = A ¥ =B L T 7E &0,

Docker M;FEFE1H & FHIEEIE

Wiz, AA v F LD Cisco NX-OS T Docker ZEATH72DDH A KT A EHIREEEZRL
F9,
» Docker TH— R 3—F ¢ @ DHCPD #— \—%E/T L CWH A, SVI & —HEICEAT S
L. ITAT Y MIRIET DA T 7 —CRENRAET D RN H D £9°, FTREZR[ELEER
X, 7e—R¥x A MOEEFEHATLHZ LT,

e Docker #fEIZ. D 72< &b 8 GB D AT I RAM % 2.7~ Cisco Nexus 9000Cisco Nexus
3000 AA v FTHHR—FEINTNET,

Cisco NX-0S [N T Docker 2 > T+ Z#HTET 2= DRIIE
E 3
AA wF D Cisco NX-OS T Docker Z# T 57O DRIHRGLMFITRDO LBV TT -
o JRA N Bash V= VEFHNILET, AA v F D Cisco NX-OS T Docker Z 1 FH9 51213

AA N Bash V= /LD)—k 22— —THDHLERHD £ :

switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
switch (config)# feature bash-shell

¢« AA v FBHITP 77Xy —N"EFHHTEHRxy NU—7 NICH DA, nhttp proxy &
https proxy ﬁ%fﬁilﬁéﬁ% /etc/sysconfig/docker ﬂ:*ﬁﬁkﬁﬁéﬂ\é‘gﬁ)&) ) iﬁ‘o WJ .

export http proxy=http://proxy.esl.cisco.com:8080
export https proxy=http://proxy.esl.cisco.com:8080

AL v TFDIy INELSRESNTWND Z L Z2MERLTIEIV, £oLARnE Kk
DET— Ay E—UNERRINDIGEVRHY £7 -

x509: certificate has expired or is not yet valid

s RAAL VA ER—LH P — NN Ry hU—Z %L TN SN TWD Z &, BLO
Jetc/resolv.conf 7 7 A WIIMENTNWAZ L EMRLET -

switch# conf t
Enter configuration commands, one per line. End with CNTL/Z.
switch (config) # vrf context management
switch (config-vrf)# ip domain-name ?
WORD Enter the default domain (Max Size 64)

switch (config-vrf)# ip name-server ?
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—

Docker T

Docker 7—E > D RA%A .

A.B.C.D Enter an IPv4 address
A:B::C:D Enter an IPv6 address

root@switch# cat /etc/resolv.conf
domain cisco.com #bleed
nameserver 171.70.168.183 #bleed
root@switch#

—E > DHLA

#1% T Docker 7 —E  ZBIAT 5 & FEVA XDy 7T F AR —Y AR—ZART —

7Ty ad dockerpart EMEEND 7 7 A ZEID &AL, RIZ /var/1ib/docker (2% 7
k éﬂiﬁ—o %‘gk—ﬁ; C . Docker ?*%V%fﬁﬂ&)fﬁﬁﬁéﬁ‘éﬁﬁil /etc/sysconfig/docker %
itk LC. ZOFEBDT 740 b YA AT Ed, BT T L1, RBEIIELT
DAL= AR—ADY A ZBESTLHILHTEET,

Docker 7 —% > ZBRAT BT -

AT w1 Bash ZitriAdr, A—/8—a2—P—(272 0 3,

switch# run bash sudo su -

ATy T2

ATvT3

Docker & —%F& > & #tE) L ¥ 3,

root@switch# service docker start

AT —=H A %F =y 7 LET,

root@switch# service docker status

dockerd (pid 3597) is running...
root@switch#
(GE) Docker 7 —E > ZE L7=2H, 7 — 7T v 2 @D dockerpart 7 7 A /VEHIFRLIZY, X

ALTZ0 LANWTL &, ZhiE, docker DREEEIZ & » TEHEETH D00 TT,

switch# dir bootflash:dockerpart
2000000000 Mar 14 12:50:14 2018 dockerpart

BEMIZEE T D K 512 Docker 1R 5

A A F ORENFIZF I B BN EIT 5 X 9 (2 Docker 77—V AAERTE 97,

ATFv7F1 Bashazn— RLTCA— —a2—H—2 Y £,

switch# run bash sudo su -
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. Docker 2 VT F DR KRR b 2y FT—9 EFIL

AT Y T2 chkconfig —T 4 U T 4 &fEH LT, Docker ¥ —t A% Kl L £,

root@switch# chkconfig --add docker
root@n9k-24

ATY 73 chkconfig L —7 4 UT 4« M L C. Docker ' —E ADOHEEEMR L F9,

root@switch# chkconfig --list | grep docker
docker 0O:o0ff 1l:0ff 2:on 3:on 4:on 5:on 6:0ff
root@switch#

AT 74 Docker 25 HEIIZAZE) L 722w K 5 ISR Z HIFR 35121

root@switch# chkconfig --del docker
root@switch# chkconfig --list | grep docker
root@switch#

Docker A>T+ DB RA MRy FTJ—9 ETIL

Docker 27 FINT —Z R— FEFHEZZDTXTORA N Ry NU—=7 A F—Tx A A
T 7 BATED LT HEEIE, ——network WA b A7 v 3 & LT Docker 2> 7
FTEREEBLES, 27T FTHO—F —(X, ip netns exec <net namespace> <cmd> & L
C. /var/run/netns (CiscoNX-OS TiREIN/T-EEXIFEAR VRFIZHS) CTEFIFER xRy b
U— 7 AR AL N TEET,

AFwT1 Bashz o — RLTR— 8—a2—H— 27320 F9,

switch# run bash sudo su -

AT w2 Docker T FEBHBLET,

PLFIEX, AA »F T Alpine Docker 2> 7 F&#EEH L, T XTORXY NU—2 A U F—T oA A% FRKRT
LHTYT, arTHIE, T4 NTEER Y N —7 O4FIEMTER INET,

root@switch# docker run --name=alpinerun -v /var/run/netns:/var/run/netns:ro,rslave --rm --network
host --cap-add SYS_ADMIN -it alpine

/ # apk --update add iproute2

fetch http://dl-cdn.alpinelinux.org/alpine/v3.7/main/x86 64/APKINDEX.tar.gz
fetch http://dl-cdn.alpinelinux.org/alpine/v3.7/community/x86 64/APKINDEX.tar.gz
(1/6) Installing libelf (0.8.13-r3)

(2/6) Installing libmnl (1.0.4-x0)

(3/6) Installing jansson (2.10-r0)

(4/6) Installing libnftnl-libs (1.0.8-rl)

(5/6) Installing iptables (1.6.1-rl)

(6/6) Installing iproute2 (4.13.0-r0)

Executing iproute2-4.13.0-r0.post-install

Executing busybox-1.27.2-r7.trigger

OK: 7 MiB in 17 packages

/#

/ # ip netns list

management
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Docker 3 > 7+ 0Bth: TU v SBAy k7—2 5L ||

default

/#

/ # ip address

1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

inet 127.0.0.1/8 scope host lo

valid 1ft forever preferred 1ft forever

inet6 ::1/128 scope host

valid 1ft forever preferred 1ft forever

2: tunlO@NONE: <NOARP> mtu 1480 gdisc noop state DOWN group default

link/ipip 0.0.0.0 brd 0.0.0.0

3: gre0O@NONE: <NOARP> mtu 1476 gdisc noop state DOWN group default

link/gre 0.0.0.0 brd 0.0.0.0

#
# ip netns exec default ip address

lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

inet 127.0.0.1/16 scope host lo

valid 1ft forever preferred 1ft forever

2: dummyO: <BROADCAST,NOARP> mtu 1500 gdisc noop state DOWN group default
link/ether 42:0d:9b:3c:d4:62 brd ff:ff:ff:ff:ff:ff

3: tunlO@NONE: <NOARP> mtu 1480 gdisc noop state DOWN group default

link/ipip 0.0.0.0 brd 0.0.0.0

/
/
1:

Docker A>T DB Ty oBIRY KDJ—9 ETIL

Docker 2 > 7 FITHNT R v U — 7 Hfe CBFIXERA X —T7 =— X% LC) OIHEFFA
L. BEDT—F R—FEIMUDAA v F A 0 F =T 2= ZA~OAEMEEZ LT L HEUT L
R EIE. T 7 4V RO Docker 7V v ¥ Ry kU —2 7 LT Docker 22T F & BLAT
TET, L. Xy MU AR OSEELIRIET 5720, mio® s v a TR LIER
Ak Fy NT—F 7 FFLEY HEETT,

AFv7T1 Bashzn— RLTCA—=——a2—H—2 Y £,

switch# run bash sudo su -

AT w72 Docker 2T FEBMLET,
PUFIE. AA » T T Alpine Docker = > 7 FZBHIE L, iproute2 2Ny 7 —TU% A VA =T 54 TT,

root@switch# docker run -it --rm alpine

/ # apk --update add iproute2

fetch http://dl-cdn.alpinelinux.org/alpine/v3.7/main/x86 64/APKINDEX.tar.gz
fetch http://dl-cdn.alpinelinux.org/alpine/v3.7/community/x86 64/APKINDEX.tar.gz
(1/6) Installing libelf (0.8.13-r3)

(2/6) Installing libmnl (1.0.4-r0)

(3/6) Installing jansson (2.10-r0)

(4/6) Installing libnftnl-libs (1.0.8-rl)

(5/6) Installing iptables (1.6.1-rl)

(6/6) Installing iproute2 (4.13.0-r0)

Executing iproute2-4.13.0-rO.post-install

Executing busybox-1.27.2-r7.trigger
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B oocker a2 75T TI— ISV LA BLUERE A A—T 1 L3 DTN

OK: 7 MiB in 17 packages
/ #

/ # ip netns list

/ #

ATV T3 2P —AAIEMONHEERET 2 E I NERELET,

TV oV Ry NI—7 BT NVEEAT LT ORE, 22— —LARIERONHEZREL T, B%2V
TAEILICHESED L TEET, FFMICOVTE, T=2——[4A7ZE# (namespace) (D7 EfEIC
X % Docker =T DEH#E (185 —) | &L T IV,

RHED Docker R — M A7 v a VEMEA LT, sshd’2ED2 T F =L —EXZAMRTEES, fi:
root@switch# docker run -d -p 18877:22 --name sshd container sshd ubuntu
IRCEY, 2T THROR =282 v FOR=MITTICVY vy T ENET, ROFNIRT LI I,
A= F 18877 2 L TH —EAISMENET 7 B ATEH L 51 £ LT,

root@ubuntu-vm# ssh root@ip address -p 18887

Dockera>TFTHDIT—FI7T5 v aBIUEHRKME/ —
TA4arDIVU bk
Docker 27 F @ run 2~ KT -v /bootflash:/bootflash I3 &L N -v /volatile:/volatile 4
TrarEETILET, 779 vva BRI USRS —T (a3 & Docker 1 T FICHKIRT
EET, ZHE FILOUNXOS VAT A A A=V ET = 7Ty vallabt—3572L, =

VTFTHNOT SV = a VIR A NEFET LT A NIT VB AT HMNEND DG
MHET,

\)

GF) Zovavwr A7 varvzZERTsE REOT L7 N EarTHii~vvy R T,
NX-OS ¥ AT LAOBEICHEE 5 2 5 AlHEMED $ 2 WK 2 W2 OO 7 7 & A3 4E
HAHEMENH D £9, TNE, NX-OSCLI #f#H LTI TIZT 7 & AR[EEZL /bootflash X
/volatile 72 EDY Y —AITHIR L 7,

Z%‘yj"l Bash 75:1:!— ]\\[_/"CX»—-/\"_.:L_.HS_@?:%CE D i'ﬁ—o

switch# run bash sudo su -

ATY 72 Docker = V?‘ﬁ‘@%??:’V‘/ RIZ -v /bootflash:/bootflash BN -v /volatile:/volatile A7 v a &

ELET,

root@switch# docker run -v /bootflash:/bootflash -v /volatile:/volatile -it --rm alpine
/¥ 1s /

bin etc media root srv usr

bootflash home mnt run sys var
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$EEE 1SSU R A » F 4 —/3—T 0 Docker —E w0kt EHE [

dev 1lib proc sbin tmp volatile

YhEE ISSU R A4 v FA—/N\—T® Docker T—E > Dk ix
M DEZE

Docker 7 —F > L FITH DO a T F O F 2R ISSU A A v F A — "—THifi S5 Z &N
TEET, TNV A[RER DX, Ny 7T RODocker A N L —UNEET AT — 7T v a
MERILTHY, TIT 4T A== NP LAF N A== A PO THREIND
7= T9,

Docker =2 > 7 7%, B10 &2 HIChlr (FFEE) Shd7ce, MRICEIT S EE A,

AFv7F1 Bashazr— RLTCA——a—H—2 0 £,

switch# run bash sudo su -

ATV T2 AA v FF—"—ZBIET BENI. chkconfigt—T 4 U T 4 ZfH L T Docker — ¥ 2 Z7kififb. L £,

root@switch# chkconfig --add docker
root@n9k-2#

AT T3 A v TF A —N"—%iZar T NEHBMICHEEE SN D X 91T, --restart without-stopped 4/ v 3 &
FRLCaryTraEE L £,

OB TIL, Alpine = > 7 F & B4G L, BARIZEILT 5Dy, Docker % FHEE) L7V R Y | FIZHEE)T
DXL ET,

root@switch# docker run -dit --restart unless-stopped alpine
root@n9k-2+

Docker =2 > 7 F (%, G102 HIChlr (FHEEE) Shd7co, MrICET SN EE A,

—

Cisco Nexus Platform Switches Switchover B [Z Docker 7 —
FEUDKGEEZERIZT S
Docker 7 —F & E{Thoa T o iz, HOT— 7T v a N—F 4 a xR

D2ODDEBDOYIRA —/S—= A FRID A A » FA—=N"—TFR S LN TEET, 272
L. CiscoNexus A1 v FDEPA. THDA— =SS FDT — T Fwia X—F 33
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B occkerx b L—C nvs T koY XZE

ATy T

ATvT2

ATvT3

ATv74

BB SN CWET, LEDR-> T, A v F A —"—%F(TT SR, dockerpart
T ANERAZ N, A—R=N_APICFETa —FTH50ENHY 7,

Bash Z i AI L CA— R —a—HPF— |27 ) £9°,

switch# run bash sudo su -

A F A== T T REBANCEHEE S5 XL 912, --restart without-stopped 47T 3 V%
FRHLCaryTraEE L £,

WOHITIL, Alpine = > 7 F &G L, WI/RAJIZE LT 5Dy, Docker % FEE) L7V R Y | FIZFEE)T
DXL X,

root@switch# docker run -dit --restart unless-stopped alpine
root@n9k-2+

Docker =1 7 3B 2 sl (FRESE) S o7z, MIcE TSN SICEREL T ES
Wy,

AA v F A — =% BEET D EIT, chkconfigt—T 4 U T ¢ ZfEH L CDocker — B A & 7kFifb L £

root@switch# chkconfig --add docker
root@n9k-2#

Docker N 7 22 R AR L= R—=TF 4 g VEBHARDOAZ N, A== RNAHF T — T T
Vallae—LFET,

root@switch# service docker stop
Stopping dockerd: dockerd shutdown

root@switch# cp /bootflash/dockerpart /bootflash sup-remote/

root@switch# service docker start

Docker A AL— Ny O T KDY A RXEE

ATy T

Docker 77— U Z B E /=13 L=, SBZH U T Docker /8y 7 2 K A RL— A
NR—=ADY A A ELT N TEET,

Guest Shell #2302 L E T,
FAN VBRI LSRN E, A AEERGT 5NB RN S D 7,

switch# guestshell disable

You will not be able to access your guest shell if it is disabled. Are you sure you want to disable
the guest shell? (y/n) [n] y

switch# 2018 Mar 15 17:16:55 switch %$ VDC-1 %$ $VMAN-2-ACTIVATION STATE: Deactivating virtual
service 'guestshell+'

2018 Mar 15 17:16:57 switch $$ VDC-1 %$$ $VMAN-2-ACTIVATION STATE: Successfully deactivated virtual
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ATvT3

ATvT4

ATy TH

ATy 17

ATvT8

Docker 2 kL— 13w s Lo K4 XzE [

service 'guestshell+'

Bash Z1— R L CA—/S—a2—H— {2720 7,

switch# run bash sudo su -

BUERIAATREZR A P L— VA RICET D HRE G L,

root@switch# df -kh /var/lib/docker
Filesystem Size Used Avail Use% Mounted on
/dev/loopl2 1.9G 7.6M 1.8G 1% /var/lib/docker
root@n9k-24#

Docker 7 —F v &I LET,

root@switch# service docker stop
Stopping dockerd: dockerd shutdown

Docker /N 7 = K A b L— AX—2Z (/bootflash/dockerpart) DIFIED YA X235 % HL
BFLET,
root@switch# 1ls -1 /bootflash/dockerpart

-rw-r—--r-- 1 root root 2000000000 Mar 15 16:53 /bootflash/dockerpart
root@n9k-2#

Docker N 7 T K A ML —Y AR—=ZADH A XEEFELET,

T2l 21, ROz~ RidA X% 500 A A RECLET,

root@switch# truncate -s +500MB /bootflash/dockerpart
root@n9k-2#

Docker/ N 7 T R A hL—3 AXR—ZADH A RZEAT HRFIERE TG LT, VA AEH 22N
EFIZET L2 E &R LET,

=& 21X, O IE, Docker Xy 7 R A ML= D% A ZX98500 A T84 MEIM LT Z & e
l./\gz—gqo

root@switch# 1ls -1 /bootflash/dockerpart
-rw-r--r-- 1 root root 2500000000 Mar 15 16:54 /bootflash/dockerpart
root@n9k-24#

/bootflash/dockerpart D7 7 A ) AT LDV A &R L ET,

root@switch# e2fsck -f /bootflash/dockerpart

e2fsck 1.42.9 (28-Dec-2013)

Pass 1: Checking inodes, blocks, and sizes

Pass 2: Checking directory structure

Pass 3: Checking directory connectivity

Pass 4: Checking reference counts

Pass 5: Checking group summary information

/bootflash/dockerpart: 528/122160 files (0.6% non-contiguous), 17794/488281 blocks

/bootflash/dockerpart D7 7 A )V AT DY A X EH LET,

root@switch# /sbin/resize2fs /bootflash/dockerpart
resize2fs 1.42.9 (28-Dec-2013)
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Resizing the filesystem on /bootflash/dockerpart to 610351 (4k) blocks.
The filesystem on /bootflash/dockerpart is now 610351 blocks long.

7Iu—vav |

ATv 710 /bootflash/dockerpart D7 7 A ) VAT LDV A REHBEF 27 LT, 774NV VAT LDV AR

WIEFICERE SN Z L 2md LET,

root@switch# e2fsck -f /bootflash/dockerpart
e2fsck 1.42.9 (28-Dec-2013)

Pass 1: Checking inodes, blocks, and sizes
Pass 2: Checking directory structure

Pass 3: Checking directory connectivity

Pass 4: Checking reference counts

Pass 5: Checking group summary information

/bootflash/dockerpart: 528/154736 files (0.6% non-contiguous), 19838/610351 blocks

ATv 71 Daemon T —F L ZHERL £,

root@switch# service docker start

Updating certificates in /etc/ssl/certs...

0 added, 0 removed; done.

Running hooks in /etc/ca-certificates/update.d...
done.

Starting dockerd with args '--debug=true':

AT 12 FRAFRERRA P L —UEEBORE S 2R LET,

root@switch# df -kh /var/lib/docker
Filesystem Size Used Avail Use$% Mounted on
/dev/loopl2 2.3G 7.6M 2.3G 1% /var/lib/docker

ATw 13 BASH Y = LVZKTLET,

root@switch# exit
logout
switch#

AT v 714  Guest Shell Z BN LET,

switch# guestshell enable

switch# 2018 Mar 15 17:12:53 switch %$ VDC-1 $$ %VMAN-2-ACTIVATION STATE:

service 'guestshell+'

switch# 2018 Mar 15 17:13:18 switch %$ VDC-1 $$ %VMAN-2-ACTIVATION STATE:

virtual service 'guestshell+'

Docker T—E > D{E1E

Activating virtual

Successfully activated

Docker Z 45 %M H L2 WEAIX, 20 M 7 OFNEIZHE- T Docker 77— > &5 1L LET,

Z7_"‘Jj1 Bash %EJ*— ]\‘\I_/"CX»——/Q\_.:L,__.H:\_a:/;E D i'ﬂ—o
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Docker a>F7F+ ¥ )T+« .

switch# run bash sudo su -

AT w2 Docker TF—F L FEIELET,

root@switch# service docker stop
Stopping dockerd: dockerd shutdown

AT w73 Docker T—FUIMEIELTWAZ L EMERLET,

root@switch# service docker status
dockerd is stopped
root@switch#

GE) MBEIZ I U T, IORTT— 7Ty ad dockerpart TrANEHIRT A ELTEE
75

switch# delete bootflash:dockerpart
Do you want to delete "/dockerpart" ? (yes/no/abort) y
switch#

Docker a7+ X237+«

Docker 227 FDEFX =2 VT ([T HHREFIHIIKRDO LB T,
« ARETHIUR., BID 2 —V— (4512 (namespace) ] TEITLET,
« AIRETHIUIL, BIDFX Y MU —7 [14#1%M (namespace) ] TFEITLE T,

e cgroup ZfEH L CHAMEHRZHIR L 9, BEFD cgroup (ext ser) MEEKIAL, ARA B
ENTWATFVr—varvk, 77y 74 —LF—LNRAL v F TETINDEND
V7R =TICR L TRYEE B L2 b OIZHIFRE L £9, Docker Tlix, ZhafiA LT,
TS T EOENERAHIRTE T,

o REEZ2 POSIX #ERE A BN L 72N TL 72 &0,

A—H—[8&FIZER (namespace) 1D 78I K 5 Docker O > T F DR

3

TV Ry NI—7 FTNVEFERT 2T FHFO5E, 22— —LBIZEMONEEE % E L
T, BEX2 74 230IlmbEE&®bZ b TEET, FHMICONTIE,  Thitps:/docs.docker.com/
engine/security/userns-remap/] Z#ZM L T 7E &0,

AT T1 VAT AT dockremap 7\/1/*—7075§'§—VGK7I’?T£T%) MEIMMEER L FET,
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. cgroup /N\—T 1 > 3 U DIEED

dockremap :L“"'j_““fj:\ 5:‘71‘/]/ ]‘VC‘:/X?‘AL:j—'(ﬁ:%hﬁéﬂfb\éﬂ‘gﬁ)% D iﬁ‘o dockremap 7“/1/’“
TISETAFE LW AT, IROFIMAIZHE > TERR L £,

a) WOza~< RuEAJ) LT dockremap 7V —7 Z B L 77,

root@switch# groupadd dockremap -r

b) dockremap :L—*}‘_%?ﬁfﬁkbiﬁ‘ (ifiﬁ@bfb\fib\%é\) o

root@switch# useradd dockremap -r -g dockremap

¢) dockremap T N—"F& dockremap L — W — N EFIC/ERR SN2 L AR L £7,

root@switch# id dockremap
uid=999 (dockremap) gid=498 (dockremap) groups=498 (dockremap)
root@switch#

ATV 72 B~ 77053/1/7;1%‘%/@ ID &%ﬁgf /etc/subuid & /etc/subgid (:JEjJD LSETO
i

root@switch# echo "dockremap:123000:65536" >> /etc/subuid
root@switch# echo "dockremap:123000:65536" >> /etc/subgid

ATFYT3 THAL T 4 &AL T, --userns-remap=default 47 9 % /etc/sysconfig/docker 7 7 A /LD
other args 7 A —/V RIZEML £9,

)

other args="-debug=true --userns-remap=default"

ATVl (-2 Fyh— [relstart (service docker [relstart) ] Zf#H L C. Docker 7 —% v & HilE)d 2 ),
EREFETINTORWEAITEE L ET,

Bl

root@switch# service docker [re]start

— P L HIZEM DB K D a T F O & OFERIZ DUV TiX, https://docs.docker.com/engine/
security/userns-remap/ C Docker ® K% = 2> M &SI L T 2S00,

cgroup /\0_7__ ’f :/ 3 >0)$§§)j

Y= K/X—7 4 =V AD cgroup /X—7 1 ¥ = L ext_ser T, CPU EHEEZaT B
25% \ZHIR L E4, 2D ext ser N—T 433 CTDocker 2T FHFEITTHZLEZBED
LET,

--cgroup-parent=/ext ser/ A7 a U EFETTIZDocker 2T FHFEITTHE . KK 100%
DARANCPUT 7 & ANFHREIZ/2 Y | CiscoNX-0OS D i OEEE 15T 2 AIREMEN B 0 £77,
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ATYv 71 Basham— FLTA—=N—a—H—(Thy F7,

switch# run bash sudo su -

ATV T2 ext ser 7N—F 43 T Docker 2T FEFEITLET,
fi

root@switch# docker run --name=alpinerun -v /var/run/netns:/var/run/netns:ro,rslave --rm --network
host --cgroup-parent=/ext ser/ --cap-add SYS_ADMIN -it alpine
/ #

Docker D cS T a—TF 424

INHD My 7 T, Docker = 7 - TRAT HAREMED & HREICHOWTHI L, £ 5
NDMRRR 2Rt L £

Docker DECENMNBERER £IZ74 5

[B7& : (Problem:) ]Docker DEENIRI L, RO X IR T— X v —UNRFRINET !

switch# run bash

bash-4.3$ service docker start

Free bootflash: 39099 MB, total bootflash: 51771 MB

Carving docker bootflash storage: 2000 MB

2000+0 records in

2000+0 records out

2000000000 bytes (2.0 GB) copied, 22.3039 s, 89.7 MB/s

losetup: /dev/loopl8: failed to set up loop device: Permission denied
mke2fs 1.42.9 (28-Dec-2013)

mkfs.ext4: Device size reported to be zero. Invalid partition specified, or
partition table wasn't reread after running fdisk, due to
a modified partition being busy and in use. You may need to reboot

to re-read your partition table.

Failed to create docker volume

[EZ 5N BEE : (Possible Cause:) Jroot t—H—Tix7<, HFHa—+%—L& LCBash &%
ITLTCWBHEEERH D 77,

[f2R%E : (Solution:) Jroot=—H#—Tid7e<, BHEH—¥ —L L TBashZFETL TV HMNE
DR L ET,

bash-4.3$ whoami
admin

Bash ##& T L, W—h 2—%—L L TBash #FE{TLET :

bash-4.3$ exit
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B < rL—SnFRLTLBE0. Docker HEBIZXKT 5

switch# run bash sudo su -

ARL—UHATRELTULVST=6. Docker NEEENZKELT B

ffE: 7 —F 77 v Y2 AL —URRELTWAZ®, Docker DERENZRILL ., IRD X D
RTT— Avb—UNEKRINET,

root@switch# service docker start
Free bootflash: 790 MB, total bootflash: 3471 MB
Need at least 2000 MB free bootflash space for docker storage

BEAONDRA : +HREET - 7T v va AN —URRWARERDH D £,

ﬁgij{% P AN— A %ﬁ?ﬁ&ﬁ—é 73\ ‘JZ\%KF{S T /etc/sysconfig/docker DI _dockerstrg ﬂﬁ;’i’
LT D, Docker 7 —FE L EHEEILET,

root@switch# cat /etc/sysconfig/docker

# Replace the below with your own docker storage backend boundary value (in MB)
# if desired.

boundary dockerstrg=5000

# Replace the below with your own docker storage backend values (in MB) if

# desired. The smaller value applies to platforms with less than

# Sboundary dockerstrg total bootflash space, the larger value for more than
# Sboundary dockerstrg of total bootflash space.

small dockerstrg=300

large_dockerstrg=2000

Docker Huh M S DA A — D TILDKEL (B0ISEBHELR TS5 — A v

t—2)

B8 : AT LM Docker NTMMHA A=V HTIVTET, ROLIRTT— A obB—UNRE
RENET,

root@switch# docker pull alpine

Using default tag: latest

Error response from daemon: Get https://registry-1.docker.io/v2/: x509: certificate has
expired or is not yet valid

[EZONBREE : (Possible Cause:) ]2 AT A 7 1w 7 NE L f&E STV ATREMEAS
HoET,
[fERZ% . (Solution:) 17 v 7 BRIELLEEINTWDENE I DEHRLET,

root@n9k-2# sh clock
15:57:48.963 EST Thu Apr 25 2002
Time source is Hardware Calendar

VRIS U T, B2 Yty PLET

root@n9k-2# clock set hh:mm:ss { day month | month day } year
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Docker Hub /5D A A—SDTLDRE (954F v b 84679k 15— 2vt—3) |

il

root@n9k-2# clock set 14:12:00 10 feb 2018

DockerHub M5 DA A —PDTILDKRER (95ATF7 2L LTI R
IS— Ayt—)

FARE : > AT L0 Docker "I IMBA A=V HTILTET, ROLHIRTT— A vbB—UNE
RENET,

root@switch# docker pull alpine

Using default tag: latest

Error response from daemon: Get https://registry-1.docker.io/v2/: net/http: request
canceled while waiting for connection (Client.Timeout exceeded while awaiting headers)

EZAONBHRE: 7 X U ELIIDNS RENIE L SRE SV TWZRWAREMENRH Y 97,

AR o URTEEAMERE L, LEIZLSETEIEL TS, Docker T—F U HEE LE
7,

root@switch# cat /etc/sysconfig/docker | grep proxy
#export http proxy=http://proxy.esl.cisco.com:8080
#export https proxy=http://proxy.esl.cisco.com:8080
root@switch# service docker [re]start

DNS REZMER L., NEIZS U TEEL TS, Docker 7 —F 2 HER L E9,

root@switch# cat /etc/resolv.conf
domain cisco.com #bleed
nameserver 171.70.168.183 #bleed
root@switch# # conf t
Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# vrf context management
switch (config-vrf)# ip domain-name ?
WORD Enter the default domain (Max Size 64)

switch(config-vrf)# ip name-server ?

A.B.C.D Enter an IPv4 address

A:B::C:D Enter an IPv6 address
root@switch# service docker [re]start

AAYyFND)O—RKFEREIFRASA v FA—/\—TDockerT—E > F =&
AT FHMNEITINAL

BISE : A A v F DY n— REFIEAL v FA— =2 HAT LI, Docker7—E L E/ldm>
T —NIAT SR ER A,

ZZONBREE : Docker T —F LM, AL vTFDY u— RNERIFAAL vF A ——THikiT 5
LT SV TR WA[RRMEN H D 5,

ﬁz’é;’k% : Docker 7 —F 3 chkconfig A~ FEFEHLTASL, v TFOYa— RREHIZAAL vF
Z“‘—/\‘—Tﬁf(ﬁfﬁ‘é J: 5 GC%E}ZéﬂTb\é Z k %Eﬁ%}g\ sz))%‘ --restart unless-stopped 7‘“
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B ooccker 2 b L— Ru s T ROY A XEEREKT B

Ta o EMHHA L THE Docker 27 TR LET, 72 & 2L, Alpine =2 T F & BRA
ERS e

root@switch# chkconfig --add docker

root@switch#

root@switch# chkconfig --list | grep docker

docker 0:o0ff 1l:0ff 2:on 3:on 4:on 5:on 6:0ff

root@switch# docker run -dit --restart unless-stopped alpine

Docker R FL—U NN O T FDY A XEBENELKRT S

f%E : Docker N 7 T R A ML=V DOV A REZEFLLHY) L TERKLE L,
EZZADNBRRA : ¥ A b vz VNN TORWATEEMERNH Y £,
ARE - kOa<vw  FEFEALT, YA MYz VRNEC > TWNBENE I AR LET,

root@switch# losetup -a | grep dockerpart
root@n9k-2#

AR VRN o TV DA, a~vr RidHTER R LERA,
MBS T T, ROa<r REANLTHF AN vV EERCLET,

switch# guestshell disable

FNTHDocker’ Ny J = RA R L—20OY A XZ2BHTERWIESIT. /bootflash/dockerpart
%ﬁ'”gé‘i L\ /etc/sysconfig/docker D] [small ]large dockerstrg %?)ﬁ% Lfﬁ‘%\ Docker %ﬁ
FERCEN L C, B A XDH LU Docker /8—F 4 > a U ERELET,

Docker A>T FMNAR—FTEEMTI T4 v I Z2ELLEL
f%8 : Docker 2T FTNHR—FTERB NI 74 v 7 2ZELET AL

ZZ2bNBEA : Docker = 7 F M kstack iR — b TlL 72 < netstack A" — b Z{#FH L T\ 5 1 HE
MNdH Y £,

fZRE - Docker 2T HIC ko THEHEIND T T = X T )L IR— R kstack OFHNIZH 5 =
LERMERLET, oLt HEASATy MR —ERADEHIT netstack IZIEE S, K
0y 7 ENDAEEENH Y T,

switch# show socket local-port-range

Kstack local port range (15001 - 58000)

Netstack local port range (58001 - 63535) and nat port range (63536 - 65535)
switch# conf t

Enter configuration commands, one per line. End with CNTL/Z.

switch (config) # sockets local-port-range <start_port> <end port>

switch# run bash sudo su -

root@switch# cat /proc/sys/net/ipv4/ip_local_ port_range

15001 58000

root@switch#
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Docker 125+ TF—4 R— k& | EHEEES 8 —T 1A RERTTEEEA ||

Docker A>T F TCT—3  HR—FrE/FRITEBA VA —T M REX
RCEEHA
fR8 : Docker 2T FHIZT — & R— b ERITEHA VX —T 2 —ARFRINETA,
BAFE

* -v /var/run/netns:/var/run/netns:ro,rslave --network host F 73 V’E{fﬁﬁ LT, T
NTCOFRA MFIZEBN~ Y T ENTZRA N Ry 8T —27 Z4Hi7%2[] T Docker =2 7 F 8
Blth SN CVWD Z L ZfB L ET,

ca T HIZADE, TN NTEHLRY N7 OAFIZEBIZAY £9, ip netns T—
TAVTA&EHALT, 7= R—b A X —T =2 A%FOT 7 4/L ; (init) R

U — 7 ZETZEMNCBE T& £97, ip netns2—F 4 U T 4%, dnf, apk72 E &ML T
T FIEA VA N—NTIEUNENGDIHGENDY £,

— A PSS I Aa—TF a5 DEY R
[ER8 : (Problem:) D N T TNy a—T 407 TR EH L THEI N7
Docker = 7 T IZEHT A IEAH Y 97,

fRRAE
* /var/log/docker < dOCkCI’d?j/{ b4 7|_Iujj:) 755}‘77!3 LT\ {ﬂﬁ§ ﬁﬁ%fi@ﬁ!@iﬁl‘ﬁi @ %E‘OH‘T
<TIEEWY,

¢« A v FIZ8GBLLED RAM 3% 5 Z & # i@ L £ 7, Docker #6E1X. RAM 7’ 8 GB £
DAL o FTIEAR—FINTWETA,
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TN =g RAT 47 (195 X—)






.18
=5 =0

TIN5 —S a3y RATF a0

RAT v 77V r—3 3 % Software asa Service (SaaS) YV a2—i a3 ThH, a<w K
ZHEALCYE—FITTEET, 77V r—2a b ORAT 4 71k C, EEA I3
HOY—NRa—T7 4 VT 4 ZFBAT52007Ty v 73 —aB35256nFT,

)

CE) 7V —2aryRAT 47t Docker 77V r— g v DBhiYR—FLET,

SOEY 2=V T, TTV =Y 2 VRAT 4 v TR L2 OAEOTIEC SN THB L
=7,

T TN =gy RAT 4 v S OWEEFHEL HIRFE (195 2—)

T TN =y ay RAT 4 BT AER (196 X—)

T TV ay RAT 4 T OREHE (197 =)

TN —ary F—=Epatr— (207 <—)

TV —ay T—XDOHIE (207 X—)

TV =gy RAT 4 U T RIEOHRR (207 —)

T TV =y ay RAT 4 VT ORER (211 A=)

« TORMDBEEGE (212 ~—)

TV =y ay RAT 4 7T BN (213 X—Y)

FIU— 3 RRATF 4 U DXEEIELHIREIE

ZOHETIE, 7V r—vary RAT 4 U TEREOEEFHEHIRFEIZOWTRLET,

« TV r—a v AT 4 v ZHEREIE. Cisco NX-0S U U —% 10.3(1)F O IPv6 KK %+
AR—=FLTWEHEA,

e TV — gy RAT 4 v T HEREIL. Cisco Nexus 9300 > U — X FX, FX2. GX. Bk
NGCX2 7T v b 7x—b b, FXBIUWGX 71 1— R&4# L 7= Cisco Nexus 9500 >
V=R EV2T A v FTHR—FENTWET,

cAVTF L DDA S —T = A ADBPHF A= R SNET,
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TV —a I RAT 4 T, EREREEE YR —FLTWERA,

* Cisco NX-OS U U — 2 10.3(3)F LAK&, Cisco Nexus 9808 77 v h 7 4 —Ah AA v FTT
Vor—vay RAT 4 v TP R— RS TWET,

* CiscoNX-0S U U —2 103(3)F LA, -R BEL U -R2 71 > H— RZ&## L 7= Cisco Nexus
9504 3L TR9508 7T N 74— AL v FTT Y —Tay RAT 40 THRRITY
A—hERNTWET, Z ORI, Cisco N3K-C36180YC-R, N3K-C3636C-R, 3L
N3K-C36480LD-R2 A A v F THHAR— FINTWET,

» Cisco Nexus 9300-FX2, 9300-FX3, 9300-GX, #L19300-GX2 77 >~ b7 4 —Ah AA v
FT, TV = ar RAT 47T AR— L TWRWY U —Z2) 5 Cisco NX-0OS
UU—21033)F ~DEEIET v 7 7L — REEITTIHE, Ty 77 L—FKg, 77V
F—vay i RAT 4 v THEBEEANCT DX, TCAM =2 N 2T D720y
AT L) a— RTLH0ERNHY FT,

TIVr—2avRAT4 V7ICEY 51EHR

ZITHE, T v ary RAT 4 IOV TEIA L E T,

TIVr—a3 v RRAT4 VT DOREH
FARBREE~DOBITIZ LV . HRHFRECR—Z T I, DA —F TN T P r—3a v %
BETIVEMREEV E L, 77U r—a v ORAT 4 V7L o T, BHEEICIIMA
DY =N —T 4 VT 4 ZFHTEEZODT Ty F 7 —bBE525N0FET, Xy hT—7
TNAATKRARNINDT U r—ra i, BElb, REEHOE=4Y 7 BFOY—
NFxz—rEDORARY, SESERAMNTHEATE ET,

)

G¥) TDORF2 AT, 2T FH X Docker 7 7V r—a U ERBLET,

TFIVlr—2 3V RAT 4T DBE
SRADT IV = ay RAT 4T TL—LT—7%, T, X ETIIT SN A AL
TIV = arears T 7Y =y a U EEHET S, NX-0S @ Python 7' 2 AT,

TV = ay RAT 4 TR, ROV —E R EHFAE L 9,
s VT FTNORESNTZT IV —> g vraiddhd b,

fEMATREZR Y V=R (AEV, CPU, BLURA ML —) ZHEgE L, ThHEEID LT,

*RESTAPI Z /N L CH—ERA~DT 7 ¥ A& H4 2%,
sCLI =y RiRA v M35,
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FIur—vavhrr4vronEsE |

« Cisco Application Framework (CAF) EBEINLT SV o —va vy RAT 40T A7 5
AT 7 Fx w2ttt 5,

PR T TN =gy T D A B —T 2 A AENT D, Ty N T+ —LEGD
Py hT—%2 7 (R y hRR) by N T v T 5,

TFV =g RAT 4T DarTFiE, RAN AR —F 4T VAT LATHT AT
TV r—a U EFEITT DT DICRME SN A RAREREE L FEIXAL TV E T, CiscoNX-0S 7 7Y
= ay IRAT 4 THEREIL, FANT TV =2 a U EFEITTHREOOEEMEE Ry b
U= 2T VERELEY, KB V7 TR T F w2 LD, FHEIIRA N R
MEOBSR AR E T DA X — T oA AEEHRTEE T, CiscoNX-OS 1L, fwA > ¥ —
TxA RETANT IV r—2a UPMERT ARERY NV—0 A 0 F—T A A I— R
(WNIC) IZ~v vy B 7 LET,

AT FIZREHASNAT T r—ya d, tar £F targz 7y AL E LTy S — kS

NTWET, ZREOT 7Y r—va VICEAOMMR S, tar 721 tangz 7 7 A LO—H &
LTy r— S TOET,

TIVr—2a 0 RAT4 VT DEREAE

IITHEH, TV = ar RAT A VT ORTEERT DS EIEREEIONTHALE
j—o

TINr—2a3a  RAT 4 VT HEEDERE

IDHARTHFITLT, YAaDT IV r—rahAT 4 v THEEE RN LET, 2ok
B, RARNSATALEOT Y r—> g L OB, Sk T=8— RTINS a—F 1
TDIODA—Y— f L H—T 2 A A< RE APIA VX —T = A A=A L, BEE$
LREx IR EN 2 AT CED KO LE T,

FIEDHE
1. configure terminal
2. feature app-hosting
3. end
F gD ¥
ARV KRFERETI a3 Y B#J
R w 71 | configure terminal Ja—\)ary 74X b—3g )y B— NEBRth
fi LET.
switch# configure terminal
R T 7 2 | feature app-hosting VATV = ay I RAT 4 THEEE B

1

WZLET,
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ARV RFERETIVa Y

B8

switch(config)# feature app-hosting

AT v 73 |end
1 -

switch (config)# end

Ju—r\)b a7 4 Fal—ary T— REKT
L. ¥ EXEC £— FIZED £,

TFI)— a3 RATa29 7))y DEGDERT

FIRDHE

F IR D

TV r—vary arrT a0l A Y 3ERICIE, MBDOT Y RARA 2 b IPv4 T KLU AR
BTd, NX-OSTIX, 77V r—2a v RAT 407 TV oD LMEINARBT Y v A H
=X LM, CiscoNexus AA v FHNOT SV r— gy arsFaE2ERARNLET,

TV, TAVr—vararT i — oA L LTHBIEL, 74 v F Sz VRF
N=T 4T AT RANCNT T4 v I BN=T AT T OB ET, 7V v VI,
VRF VT XA RZEIE, A v F A VB =T = RENLTT T Y r—va 07Xy
NI Ty BEELET,

A v F A B =T 2 A ZAENT DXy NT—IBAEBRLEZT 7V r—yvay arysr
DHREAT 4 7%, 2 L2000 Y TREERT RV AR OHEHOT L RAKRA > b
IPY TRy OARETT, 1 OOIPT RLVAFT TV r—vay arsFOrF AN A7 —
T2 AT, 21 O2OIP T RLRAEIT TV r—vary arsF+hor—rv=AHTT,

WNEENCIZ, TV A —ay avFFOF AN A v Z—T oA R F, TV r—3 92k
AT 4 TERBT Yy UNBIEMS L, ARy NU—T A F—T 2 A A J— K (VNIC)
‘/C:\‘j‘o

configure terminal

app-hosting bridge bridge-index

ip address ip-address/mask

vrf member name

exit

app-hosting appid name

app-vnic gateway bridge bridge-index guest-interface guest-interface-number
guest-ipaddress ip-address/mask

exit

app-default-gateway ip-address guest-interface guest-interface
end

©ENDOHWN

- -
- O

ARV RFERRTIa Y

S

25w 71 |configure terminal

51

Jra—)ar7 4 X¥al—3ay E— Nk
L/\gz—g—O
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FIVr—vavhrT 409 Uy ooz |

ARV FFEREETIVa Yy

E:)

switch# configure terminal

ZFwF2 |app-hosting bridge bridge-index TTVr—2a RAT 47TV PVEREL,
il - TV r—ary RAT 47 T Yy UE—
switch (config)# app-hosting bridge 1 }:%Egﬁﬁé[/jiiro

ATV AT TR

AT w73 |ipaddressip-addressmask TTVr—vay arytaorf—hvzf L
Bl - THRET 2T 7V r—ary 7 v VIPvdT R
switch (config-app-hosting-bridge)# ip address JK%EEQﬁ§L/357rO
172.25.44.1/30 GE) Cisco NX-OS U U — 2 10.3(2)F LT

E, IPBA v F—T = A AF IR
IP OWVWTHAMNTE > THEASNATND
L. 7y MIEGR S ET,

A7 w74 |vrf member name VRF 227 F X bR LEY, ML TWhid
Bl - UL, VRE DT 7 /b MIJE L TWET,
switch (config-app-hosting-bridge)# vrf member
overlay-VRF

ATy 75 |exit TIVr—=var 7y UHRE— FEKT LT,
i - 7= UERLE — RICR Y £
switch (config-app-hosting-bridge) # exit

AFw 76 |app-hosting appid name TV = arEER L, T = a vk
Bl - AT A v THRE— B LE T
switch (config) # app-hosting appid te app

R w77 |app-vnic gateway bridge bridge-index guest-interface | 7 U #—3 g L DA A FVNICA > X —T7 = A A
gueSt-interface-nuanr ZERTE L. TV =gy RAT Y vnic A
i - YH =T xR T FEBIGLET,
SWJ:_tch(config—app—hosting)# app-vnic gateway GE) CiscoNX-OS U J —=x& 10.3(3)F uﬁé(
bridge 1 guest-interface 0 Gi\ %’E?ﬁﬁ@ VNIC @*%Ekﬂi"j‘/'ﬁ*‘ }\ é

NTWERA,

A7 w78 |guest-ipaddress ip-address’mask TV 1Y TRy ROBEHATRER IPv4 7 KL
i - AD 1 DEBRELET,
switch (config-app-hosting-app-vnic) #
guest-ipaddress 172.25.44.2/30

ATy |exit TV =y vnic 4 VX —T7 = A AMERE—
. REHT LT, 77U r—vay KAT 4 7

switch (config-app-hosting-app-vnic)# exit

%E— RIZRY £9°,
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ARV RFERETI3Y EL:Y

RTw 710 |app-default-gateway ip-address guest-interface 7YV w1 TRy MO AIREZR IPv4 T R L
guest-interface AR LETS
B AT v T3 THR LIS — h Y= A 7 FL 2%
switch (config-app-hosting-appid) # EELJEEij

app-default-gateway 172.25.44.1 guest-interface
0

ATy 71 |end TV r—vay RAT 4V TRERE— REKT
Bl - L. FHE EXEC £— RIZEY £,

switch (config-app-hosting)# end

TFI)r—3>D5A4A749)L

WD EXEC 2~ R, 7V r—a v a7 v 71— RT3 5E2 - LTWET,

\)

B T7Vr—varOf A M= VRIEROEE 2T 12546, FITIRECT 7V r—ya v
WIEZNEOEFENMEINE A, 77V 75— a vV OEBBICEEZMZ DI, BHEE
TORNCT 7V r—ya v w2EIE L CET 2T o 7fbL, 77V r—va v 2l{ET 7747
fbLCiEEEh L £,

FIEDHE

enable

app-hosting install appid application-name package package-path
app-hosting activate appid application-name

app-hosting start appid application-name

app-hosting stop appid application-name

app-hosting deactivate appidapplication-name

app-hosting uninstall appid application-name

NoOo A BN~

F IR D

avYRFERET7IOIY BrI
A5 71 |enable HiHE EXEC B — RZ AN L £,

1 - s Fu T IREFIRINTZL, NRAT—RE AT
switch# enable L/jiiro

R T w 7 2 | app-hosting install appid application-name package BELEETN ST SV A —arv i A A R—I
package-path LET,

1 -
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ARV RFEREET7TOVa Y Be

switch# app-hosting install appid te app package . D*-j]/l/@{%%"i}%}aﬁ (Oi 0 7»_ }\75 S
bootflash: t .t . .
T va) MBETTY =g v EA VA b=

HTEMTEET,
AT 7 3 |app-hosting activate appid application-name TIV = arEZT T 4 b LET,
i) : s ZDavwrRiE, TRTOT TV r—var
switch# app-hosting activate appid te app V*X%:k%#ﬁ%ft L/jfjﬁo 'é—/\'(@ U —2ZMN

EHATRE RS, 2~y N7 AU r— 3 v
ETIT 47 LET, ENUNOEE, TV

T4 TAIE R L £,
AT 7 4 | app-hosting start appid application-name TV r—a v EEBLET,
f5l TN =2 a OEMAZ YT NET VT 4
switch# app-hosting start appid te app Tz LET,
R 7w 75 | app-hosting stop appid application-name EE) 77V —varaEiEELET,
1 -
switch# app-hosting stop appid te app
R T w 76 | app-hosting deactivate appidapplication-name £ 7V A — g AZBn Y ThL5nTnA T
i - RTDOY Y —=AEWHLET,
switch# app-hosting deactivate appid te app
R T w 77 | app-hosting uninstall appid application-name rEZ) 7795 —va v w7 oA A R LE
{5 EE
switch# app-hosting uninstall appid te app REENTNATRTONR I —T A A=

T A VARN—NLET, £, TFU F—
alMAbNETRCOERLET v 7T
L— F&HIBRLET,

FIVr—23v0OF7yvTIL—F

WO EXEC <> Rk, 77V —2 a7 v 77 b— Rt B HEZRLTWET,

FIEOHE

1. enable
2. switch# app-hosting upgrade appid application-name package package-path
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B ocker 55104703 0mE

FIED
ARV RFEEETIVa Y B#J

ATy 71 |enable it EXEC E— RZ AL ET,
il - s T T IREREINTL, NATU—REAT)
switch# enable LET,

2w 7 2 | switch# app-hosting upgrade appid application-name |EF{fE0O 7 U 7 —3 a v E2H LN AA—T g T v
package package-path T L—RLET, TOM., Zoa~<wr RE7 7V
g—varuEEEREL, Ty T L—RNL, Ty s

{5
[ S R SO
switch# app-hosting upgrade appid tea package L— RRTORIBIZE L E T,
bootflash:thousandeyes-enterprise-agent-4.1.0.cisco.tar . 5 5 < N
(6= « STOPPED {KFEDT 7V r— 3

AT T TV RLEGA. Ty
7L — RKPRIEFIZETTHE, #HiL
V" app-hosting IR fEIX ACTIVATED
WZEDY F9,

e B—HNORESGFT (DFY, T—
F7Fvva) mMETT)r—T3
VET T T L—RTHILENTE
7,

Docker S>3 A LA T 3 DETE
WR30ITDT U EA LA T a2 BINTEET, VAT AL, 11T7HMS 3017H £ To
WX EN AR LUET, TFEVNTIEL, D Docker 7 H A b AT a v BRETEET,

\)

GE) FETMA T a v E2EET AL, 7V A= a UNET 7T 4 TIRBEBIC AR > TV B LEEN
%@ij‘o

FIRDOEE

enable

configure terminal

app-hosting appid application-name
app-resource docker

run-opts options

end

o0kl wnN=
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| 77u45—vavkzrFavy
EEALE— T4 RTOT T r—vavkzTr v romE [

FED FH 4
ARV FERET7IV3 Y By

AT 71 |enable ¥iME EXEC E— R& A LET,
fi e T ENFREINTZE, NATY— K& AT
switch# enable LET,

R 72 |configure terminal Ja—r ) ar7 4 X¥al—3 gy T— RiBth
1 LETS
switch# configure terminal

R T 7 3| app-hosting appid application-name TV =y avEREL, T7YVr—va kA
il - Ty ar7 4 Xal—rar E— RERBL
switch (config) # app-hosting appid te app ji?ro

R T 7 4 |app-resource docker T Y= a R AT 47 Docker 2T 4 ¥ o
B - Lb—varE—RERHBLT, 77 r—=var)

V—=2AOHHERELET,

switch (config-app-hosting)# app-resource docker

R 7§ | run-opts options Docker 7 v H A LA T a v EEELET,
1 -

switch (config-app-hosting-docker) # run-opts 1 "-v|
$ (APP_DATA) :/data"

AFw 76 |end TITV =g RAT 47 Docker 2T 4 F o
i : L=y g U= REKET L, FrHEEXECE— FIZKE

DET,

switch (config-app-hosting-docker) # end

BEBA UARA—TIARTODTIVr—3 0 RAT 42T DERK

NX-08 i3 25&., 77V r— a3 3275 1% CiscoNX-OS HFLA X —T = A A%
LCTxy hU—7 B AT £4, RENAT 7Y v V2N EL, 7 Ak vNIC

AVE—=T 2 A AT TARXR=F NPT FLAZED B THZ ENTEET, YA A X —
T2 A ADT T A_X—KIP T KL AL, Apphosting 7 L — AT — 72X > CTHEBIIZEID 4

THIET,
FIEDHE
1. enable
2. configure terminal
3. app-hosting appid name
4. app-vnic management guest-interface network-interface
5. end
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FIED M
ARV RFEEETIVa Y Br

AT w71 |enable ke EXEC E— RZ AL £,
1 - e T ENRFREINTEE, NATY— K& AT
switch# enable LET,

R 72 |configure terminal Ja— " ERTE— REBE L ET,
51 -
switch# configure terminal

R 7w 7 3 |app-hosting appid name TV r—vavEREL, 77V r—va kA
Bl - Ta4vT ar74¥al—rarE—REHAL

F7,

switch (config) # app-hosting appid te app

Z 5w 7 4 | app-vnic management guest-interface network-interface| #* 2 kA o % —7 = f A B EHAR— MG L. 7
K TV =2 alRAT 4 T ERS— = A A
TA4Xal—varEw—RERBLET,
« management % — 7 — R{X, 77 A ~X— K IPNAT
E— R Tar 7 FIc8kid 5 Cisco NX-0S 1 >
H—T = A A mgmt0 245 7E L £3,

switch (config-app-hosting)# app-vnic management
guest-interface 0

« guest-interfacenetwork-interface M % — 17— R 5|
71X, CiscoNX-OS HHA L H—T = A A
mgmt0 (8t STV D a2 T FDOWNERA —H
Ay b A E =T A AEFESERELET, 2
OEITIEZ, 2T FTOAL =Ry FOA 2 H—
7 = A A%t L C guest-interface0 % Fl L CTu»

ESE
25w 75 |end TIV =Y a VI RAT 4 VI ERS— by A 2
Bl - Y74 Xalb—varE— REKT L, FiHEEXEC

E—FIZEY £,

switch (config-app-hosting-mgmt-gateway) # end

TIVr—23vn) ) —REBEEDLEZ

U —ADERZGTT HIT1E. H&AIC app-hosting stop 3 X Y app-hosting deactivate =~
YREFEHLTCT Y r—a UL LTIHET 77 0 7 b L. ¥IZ app-hosting activate 5
X Wapp-hosting start =2~ REFHLCT 7V r—ya U 2HESTHILERNDHY $9°,

Ihboavwy REFHALT, VY —2XL& app-hosting appid #EEK DM F % V&> N TEET,
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7Iur—vavoyv—z2grEores |

FIEDHE
1. enable
2. configure terminal
3. app-hosting appid name
4. app-resource profile name
5. cpu unit
6. memory memory
7. end
FIED %
AU RFERETIVa Y B
AT w71 ]|enable it EXEC E— REHIZ L ET,
i : e T T ERFRENTZH, NATU— x2S
switch# enable LET,
R 7 2 |configure terminal Ja— N E— REBG L ET,

1

switch# configure terminal

ATv73

app-hosting appid name
1 -

switch (config) # app-hosting appid te_ app

TFUVr—a R AT 4 T X—T T L,
TV — gy RATF 4 a7 4 Xalb—
var E— RERBLET,

ATvT4

app-resource profile name

1

switch (config-app-hosting)# app-resource profile
custom

HABLT TV r—ay JY)—A 77y AL
EREL, WAZLT IV r—ary Y I—AF
g7y AN a7 4 X2l —3 gy B— NEEE
LET,

cAAL LT AT 7 A NHDRBPYRE—F ST
WET,

ATvTh

cpu unit

1

switch (config-app-resource-profile-custom) # cpu
7400

TV =g DOF 7 L SO CPUEIY Y TEZE
HLET,

Y —REIXT IV r—raEEORD, =
NODEEER LGS, 77 r—a iR
EHLEOHERIIBE CE L2 L Ml T D035
Ny ET,

ATvT6

memory memory

1

switch (config-app-resource-profile-custom) # memory|
2048

TN IDAEVED Y CEEELET,
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ARV RFERETIVa Y

B8

ATy T17

end

1

switch (config-app-resource-profile-custom) # end

HABZLNT S r—ary ) I—R a7z ()b
RERE— REHKT L, Ri#E EXEC E— NIZREV &
KR

BEGT T ir—

FIRDEE

FIRD

AV RRAT 4 TR

FIFINVRINTIE, TV A —ar RAT 4 o THEREIL, P RAanYR— T 3B4MXxT S
Vor—var RNolr—V0haE@Fd LET, VAaUNOELIET 7Y -r—3 3 > Docker
ARA=ThA VANV T HITIE, BABGEREL A 7ICTH0ERHY £7, Zhidre—

PIRETHD, A VAP ILEZINTWVWBTRTOT S r— 3

W22 L £ 9, app-hosting

signed-verification [disable | enable] ==~ o Ni%, BAMEEL HELIZ L, R 2 LIS Docker 7
TV r—rarDA ANV EZELET,

TIVr—vay RAT 4 v T HERED

REINTWDHA.

T—h 7T v 2inbH2GB D

774wx&~xﬁ7f)&—yayxbu—yx&~xgbf%%éﬂi¢o%E@Tﬁ

UVor—a iz

(2% < ORI LR E |

I, T YA A RERRT D LR TE

9, L app-hostmg bootflash backend storage limit size 7' v —/ 3Lk =2~ > R &4 H
LT, 77V =y a v DAN—RABECESE | AR Z/WOLT L TEET, 77

F—vaIEEELET,

enable
configure terminal

apwbd-=

end

app-hosting signed-verification [disable | enable]
app-hosting bootflash backend storage limit size

ARV KRFERERETI V3 Y

=)

AT 71 |enable F#HE EXEC E— REAMIZ L £
fil s TR ERFRRINTZL, NATY—RKEAT)
switch# enable LET,

R T w 72 | configure terminal Ja—N\)ary7 40X b—3g )y F— N5Bith
15'] : Li‘g—o
switch# configure terminal

Z 5w 7 3 | app-hosting signed-verification [disable | enable] Ny —URRGEE N LT, YA a0 T 7Y

1

r—va U EFLET.
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7Iusr—vars—anac— |

AU RFERETIVa Y

B8

switch (config)# app-hosting signed-verification
disable

c BAIC X DWERTT 7 4V FTHIIZ o T
iﬁ—o

R v 7 4 |app-hosting bootflash backend storage limit size A VA PN—NTAETRTCOT ) r— a0 5EE
i - LT RBRT TV r—vary A=Y A X
switch (config)# app-hosting bootflash backend %f%%ﬁiL/EEﬁfo
srorage imit 600 « 77 /L |} TI 2048 MB A3 S E T,

e A XIMBHENTHELES, 7—h7 T >
T OFERAIREREZHEIR LY /ST 5
ERH Y ET,

AT v 75 |end HABZLNT TV r—ay JY—RAFaTZyrA)L

Bl - MR — R&# T L, F#ME EXEC £— RIZRY &

switch (config-app-resource-profile-custom) # end

‘d—o

T7INg—vavT

7T r—

—

—ROaE—

TTVr—2aryOXGT—F~0r NinbT T r—va o7 — 2 EHIRT HIIE, R
EXEC “&— K TCapp-hosting data appid <appid> copy =2~ > R&fEH L £7,

app-hosting data appid tea copy bootflash:src dest

fEIFTkRD &Y TY,

src 37 —h 7T v INODIEEITLT 7 A VT, dest TR T 7 AV /NATT,

vavT

T ey

— 3 DA

AVDKGET —H T NInbT I r—va T — 2 EHIRT 51

EN 2

EXEC &— K Capp-hosting data appid <appid> deletex~ > &l H L £,

app-hosting data appid tea delete file

EIFRD EBY TT,

fileldk, 7V r— a3 Ok T—2~T 2y " BEIBREND 77 A4 LT,

TI)5—2 30 RAT 4 U RTEDRESR

show =z~ Rl L TRREZHR L ET, EEDIEFTINALDa~vy RaffiTE 4,
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FIRDEE

show app-hosting infra

show app-hosting list

show app-hosting bridge

show app-hosting detail

show app-hosting resource

show app-hosting app-hosting utilization appid <app-name>
show-tech app-hosting

NOOA®WN A

FIRD

AT w71 show app-hosting infra
TIVr—a i RAT AT A7 TOWBEEFR R LET,
GE) X DICHER FEATT HAINC, CAF ZEERREIZEATL 97,

1 -

switch (config) # show app-hosting infra
App signature verification: disabled
Docker partition size: 0 MB

Inband packet rate limit: O PPS
Services

CAF 1.16.0.0 : Running

HA : Running

App Manager : Running

Libvirtd 4.7.0 : Running

Dockerd 18.09.0-ce : Running

Linux kernel 5.10.126 : Running

AT 72 show app-hosting list
FELTWLT 7YV DY R M ERRLET,

il -

switch (config) # show app-hosting list
App id State

nginx 1 started

AT w73 show app-hosting bridge
TIV =2 a v RAT 4T Ty VDY A MNERRLET,

i

switch (config) # show app-hosting bridge

Bridge ID VRF IP Address IPv6 Address
1 blue 172.10.23.45/24 /0

AT w74 show app-hosting detail
TV = a VRAT 4 VT ONWTOFMIEREE R LET,
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1 :

switch (config) # show app-hosting detail
App id nginx 1

Owner appmgr

State started

Application

Type docker

Name nginx

Version latest

Description

Author

Path /bootflash/nginx.tar.gz

URL Path

Activated profile name default

Resource reservation

Memory 64 MB
Disk 10 MB
CPU 200 units

Platform resource profiles

Profile Name CPU (unit) Memory (MB) Disk (MB)
Attached devices

Name Type Alias
iox trace serial/trace serial3
iox syslog serial/syslog serial2
iox console aux serial/aux seriall
iox console shell serial/shell serial0

Network interfaces

ethO:

MAC address
IPv4 address
IPv6 address
Network name
Tx Packets
Tx Bytes : 7
Tx Errors
Packets
Bytes : O
Errors

Run-time inf
Command
Entry-point
Run options
Package run
Application
Status : 0

5254.9999.0000
192.168.10.130
fe80::5054:99ff:fe99:0/64
iox-nat docker0

9
26
0

0

0

ormation

/docker-entrypoint.sh nginx -g 'daemon off;'
in use --publish=40080:80
options
health information

ATy TH

Last probe error
Last probe output

show app-hosting resource
TITVr—=va b RAT 4 TO) Y —RHT HERER T LET,
11 -
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switch (config)# show app-hosting resource
CPU:

Total: 7400 units
Available: 7200 units
VCPU:

Application Hosting
Additional References
Application Hosting
46

Count: 1

Memory:

Total: 3840 (MB)
Available: 3776 (MB)
Storage space:

Total: 110745 (MB)
Available: 93273 (MB)
vice

AT w76 show app-hosting app-hosting utilization appid <app-name>
TV = a OFREEFRRLET,
£

switch (config)# show app-hosting utilization appid nginx_ 1
Application: nginx 1

CPU Utilization:

CPU Allocation: 200 units
CPU Used: 0 %

Memory Utilization:
Memory Allocation: 64 MB
Memory Used: 7000 KB

Disk Utilization:

Disk Allocation: 10 MB
Disk Used: 0 MB

A7 w71 show-tech app-hosting
TRCOT SN = a R AT 47 7l HETLEKFa Ly R—R b v 2RRLET,
Z @ show-tech =< > R, KD show 2~ ROFEMAEINE L ET,
1 -

show system internal app-hosting

show system internal app-hosting event-history debug
show system internal app-hosting event-history error
show system internal app-hosting event-history msgs
show app-hosting list

show app-hosting detail

show app-hosting utilization

show app-hosting infra

show app-hosting resource

show app-hosting bridge

show routing appmgr vrf all

show routing ipv6é appmgr vrf all
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AV KRRT 4 2T DEREH

RIZ, TFVr—var RAT 4 ZRBEOREICHET L S S Eplzm L7,

{5 : AppHosting #8ED H %h1E

R DOFIX, Cisco Apphosting #EREAZ AN T 5 kAR L TWET,

switch# configure terminal
switch (config) # feature app-hosting
switch (config) # end

Bl: 7TVr—2a v RAT 40T Ty VEROERK

5] : Docker 5

O, TV =gy RAT 40 T VR AR T A FEE R L TOET,

switch (config)# configure terminal

switch (config)# app-hosting bridge 1

switch (config-app-hosting-bridge)# ip address 172.25.44.1/30

switch (config-app-hosting-bridge)# vrf member overlay-VRF

switch (config-app-hosting-bridge)# exit

switch (config) # app-hosting appid te app

switch (config- app-hosting)# app-vnic bridge 1 guest-interface 0
switch (config-app-hosting-app-vnic)# guest-ipaddress 172.25.44.2/30
switch (config-app-hosting-app-vnic)# exit

switch (config-app-hosting-appid) # app-default-gateway 172.25.44.1 guest-interface 0
switch (config-app-hosting) # end

BA LA TSI UDHRTE

ZOFITIX, Docker T A A LA T g VERETDHFEZRLET,

switch> enable

switch# configure terminal

switch (config)# app-hosting appid te_app

switch (config-app-hosting)# app-resource docker

switch (config-app-hosting-docker) # run-opts 1 "-v $(APP_DATA):/data"
switch (config-app-hosting-docker) # end

Bl . EBA A —DTARTDT IV =3 0 RRA T4 T DR

Iz, BEA B —T 2 A A TT TV —a V RAT 4 o T RERT 202~ L%
KR

switch> enable
switch# configure terminal
switch (config) # app-hosting appid te_app
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switch (config-app-hosting) # app-vnic management guest-interface 0
switch (config-app-hosting) # end

Bl: 7TVr—23 0D —RABENDLEE

ZOBITIE, TV = a0l Y —AREE EEEXTIHFEERLET,

switch> enable

switch# configure terminal

switch (config)# app-hosting appid te_app

switch (config-app-hosting) # app-resource profile custom
switch (config-app-resource-profile-custom)# cpu 7400
switch (config-app-resource-profile-custom) # memory 2048
switch (config-app-resource-profile-custom)# end

ZTDMDSEEH

EEEH
BERE RZaTFILEA ML
T r—g v RAT 4 v T ORERR Cisco Nexus 3000 and 9000 Series NX-API

REST SDK User Guide and API Reference

(Cisco Nexus 3000 33 TV 9000 + U —
A NX-APIREST SDK = —# 7 A R &
AP1 Y 77 L A)

SRADTIZANLHYR—F

B 9

Cisco DH 7R — k Web ¥+ k TliX, Cisco DILILSCT 7 7 12— | http://www.cisco.com/support
T2 77Ny a—T 0 0 ZIZBELTWERET S L91C, <
ZaT ARV =LV EIFI LD ETIEERA L TA Y Y — R iR
LTV ET,

BEWOHGEOEF 2 U T 1 FROEMIEREAFT 72012,
Cisco Notification Service (Field Notice 2>57 7 & &) | Cisco
Technical Services Newsletter, Really Simple Syndication (RSS)
74— R LR —ERITIMATE ET,

VAADYHR— K Web VA FDOY— T 7 AT HERT,
Cisco.com D —H ID B LA T — RNRNETY,
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FIUr—vavwxT 4 v 7IcEd sutEn [

TIVr—23a v RAT 4 UTICEAY HHREER

ROFIZ, ZOFY2—/L Tl LIEREICE T2 Y U — 2 a2 s LE T, TOKREI,

K

WO BR7RWRY . 2O —ED Y 7 vy 2T VY —ATHYR—FINET,

TT7 Yy N7 =DV R—=FBIN AT YT T 2T A A=V OV R— MNIET L HERE R
&9 % IZI%, Cisco Feature Navigator Z /] L 7", Cisco Feature Navigator |27 7 £ 23 2|2
X, www.cisco.com/go/cin IZ7 7 B A LT 7Z &Y, Ciscocom DT AT MIMLEH Y £

/Uo

R6:T7TIr—2a Y RAT 4 T IZET DH4REER

HrE

N

)1)—x

HRETRER

Cisco Nexus 9808 77 » b

T F—I AL v F T Cisco
TN —vary RAT 4V
7 7 L—ALTJ—2 (CAF) O
HAR—k

CiscoNX-0S U U — % 10.3(3)F

THVr—vay RAT 4
JHEREDY, Cisco Nexus 9808 7
Ty 7= AL v FTH
R—=hINoLOZRRVEL
77

RBEP-R2TA LV I—R%
F&# L 7= Cisco Nexus 9504 33
F9508 7T > N7 4 —Lh R
A v F TP Cisco 7 7V 47—
VarYHRAT 4T T L— A
7 —7 (CAF) OHHR—h

CiscoNX-0OS U U —A 10.3(3)F

TINIr— gV RAT 4
JHERES, RBELUN-R2 741
v 1 — R&45# L7z Cisco
Nexus 9504 35 X 1V9508 7°7
N7 d—2 AA v F THR—
cMENBHELIIZRYFE LT,
Z DOFEREIX. Cisco
N3K-C36180YC-R,
N3K-C3636C-R, LW
N3K-C36480LD-R2 A1 v F T
LY AR—hEnTnET,
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B 770530 wz7 00587 piaeER
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IJ I)—X

Cisco 7 7V r—v g RA
T4 T L—bT—7
(CAF)

Cisco NX-OS Release 10.3(1)F

RARNKHROT TV r— 3
>I& Software as a Service

(SaaS) YV =a—arTh
D, 22— — T2V 22—
Ta v OFETEEAETERIC
JT0RMBATH) ZEINTE
$9, ZOFY 22—/ TlL,
Cisco7 7V r—vay RA
T4 TR EDEMMED
FEZOWTHBALET,
TV = a VR AT 4
JHEBEIX. CiscoNexus 9300 ¥
J—XFX, FX2, GX, BLW®
GX27 7 v b7 —2 &, FX
BROGX 7414 — N&Hs
# L 7= Cisco Nexus 9500 > U —
AEYV 2T A vF THR—
N EHTWET,
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NX-API

* NX-APICLI (217 ~<—%)
* NX-API REST (261 ~2—)
« NX-API BHZE D FAR v 7 2 (267 ~2—3)






519

i

NX-API CLI

¢ NX-APICLL {ZDWT (217 ~<—72)

« NX-APICLI Offi (219 ~—)

« H—FR) AH 7 ACL (246 _—72)

* NX-API JG& 22— RDFE (248 X—)

« JSON 3 L O XML fEE b ) (251 =—2)
e T IVNX-APL A7 U7 kb (260 X—2)

NX-API CLI [ZDINT

N X
‘I =
An my oy

NX-APICLI X, XML /1% ¥R — F9° % CiscoNX-OS CLI > AT A DILIEMFE T4, NX-API
CLIIZ. HEDa~ L FOISONHI 74—~y bbb HR—FLTWET,

CiscoNexus A1 v F T, a~ RIA A X —TxAA (CLD) IZAA vF ETOLIFELT
SN x4, NX-APICLI /X HTTP/HTTPS Zffi > TAA v FDOIEBT CLI ZEHTE 5 L oI
THZET, ZNOHD CLI O —HF—iBh2dGE LET, Z OIEKEZ X1 v T OBEFD
Cisco NX-OS CLI ¥ A7 A T& £9, NX-API CLI I% show ==~ > K, # 5% & Linux Bash
ZYR—FLET,

NX-API CLI }Z JSON-RPC %R — F L TWET,

FIA L HNEIR

NX-APICLI /X, AA T T CiscoNX-OS CLI % 179 572 DIZ VSH #/EK LEF, VSH D
A LT 7 MME 54T, Cisco NX-OS CLI DFEATIZ S 3Ll Edsinn & <2 Rk L.,

Back-end processing error.| &9 A v bE—UNFERINET, TiE, NX-API 2~ RO
HALT T MIEoTHIEESNET, ZHd, NX-API 2/ L CERSNma~> REFETT
X LR ZHIE L ET, ZOMIE 300 ICEESNTEY, BETEXERA,

NX-APIIE. #2609 ICHTTP £7-1X HTTPS #{#f L £, CLI|%. HTTP/HTTPS POST A&
Xz a—RNEnET,

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .
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B oe—on=

Cisco NX-OS U U —2Z 9.2(1) LAFE, NX-API H8EIX HTTPS A" — |k 443 TF 7 4 /L b THZHIC
725 CWET, HTTP A— b 80 1T ELh T,

NX-APIiE, NA N ETRXAT 4 712, T AN Vo VNTEITENDT T r—a v
D, UNIX RAAL > V7w hEf LTHR—hSLET,

NX-API /N 7 = R{INginx HTTP =2 L £9, Nginx et A& 203 _XToOF7
nt A%, CPU & AU O HENHIR X TV 5 Linux cgroup Fi# FiZdh W £9°, NX-API
Z'm& A%, cgroup ext_ser nginx D—HTH V| 2,147,483,648 /31 LD AE VIZHIR I TV

F£9, Nginx D AE U EHED cgroup DR A 2 5 &, Nginx 70 R LfEE) ST,
NX-API #§pk (VRF, A"— k. GEIEMER) NMEcshE7,

Ayt—OR
NX-API IZ, XML /1% ¥R — 3% Cisco Nexus 7000 < U — & CLI 3 2T L DOYLIERERE T
T, NX-API /X, BFEDaZ~ FOISONH 17—~y FHHAR—FLTWVET,

NX-APIlZ, XML Hi /)% 4 K — b9 % CiscoNX-OS CLI 3 A 7 A DHLIEHEAE T, NX-API I,
BEDa~ FOISONH 7 +—~ > hb P R—FLTWET,

)

G¥) « NX-API XML 71, 1H#RAHE T W7+ —~ v F TFERLET,
« NX-API XML /%, Cisco NX-OS NETCONF EA|ICEHEE~ v UV ENEH A,
* NX-API XML Hi/71%. JSON ([ZZ&H#C& £9°,

X7+«
« NX-API |3 HTTPS # ¥R — F LE7, HTTPS ZFHTH & . A Z~DTXTDOHE
DEF LS ET,
e NX-APIIX, T 7 # /L FCIIdEEF =27 HITP Z AR — LTV EH A,
e NX-APLiX. &7 4/L FTIEFHWTLSvl 1 b2l aHR—F L THEREA,
NX-API IE, T34 ZADFEFEL AT DTHEEINTVWET, =—VF—iF, NX-APIZ /L TT
NA AT VB AT HOOME T h o haEo TWARERH Y £4, NX-API Tit

HTTP basic i8FEAMA SALE T, F2TOY 7 =2 MIiE, HITP ~y F—(Ca—H—4 &<
AT = RFBREFENTVDOBERHY £,

)

GE) a—VP—oul A U ERIERZIHET DT, HTTPS O 2 Bat 2 LERH Y £47,

[#8E (feature) ] ¥ —Y ¥ CLIZa~ > RZMH LT, NX-APIZ AT D ENTEET,
NX-APLZ7 7 4 /L h CTHHIZ/2 > TWET,

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)



| NX-API
nx-api e o |

NX-APLiL, —H—DNRPNFEREICKPI LTz & X2, By v a »~_—Z®D Cookie, nxapi_auth
RMELET, By a v CookieZEHT D &, T34 RTEE SN D HHED T TDONX-API
FORIZa—PF—H LAV = FREFENE T, 2—PF—H N RAT— NiL, BRERHIET 1t
ADEEITENANRAT =202, By a Cookie TSN ET, v a Cookie 23
Bt DERIZE TN T RWIEAIL, Blot v g v Cookie BMETH Y, BiE7 vk R
FoTiRtianEzd, BT R EAORMNERFEREZ#ITLHZ LT, TXMADY—I 11—
A TEET,

\}

GE)  nxapi_auth cookie |3 600 (1043) THIRRGIALIZZ2 Y £9, ZOEIFEE SN TEY, KT
XEHA,

\)

(X)  NX-API (X, AA v F D Programmable Authentication Module (PAM) % fH L CREFEZFTU
F£77, cookie Zfli ] L T PAM OFEGEEZ IS L. PAM OAMZTHD L E T,

NX-API CLI o) {3 FH

Cisco Nexus 9000 > — X 2 A v FDa<vw K, a~v K ¥A4 7, BIXOHIZ A 7%, CLI
% HTTP/HTTPSPOST DA IZ Ty a— RT5Z LIk, NX-APIZHEH L TCAOEINET,
BRICHT BRI, XML £7213 JSON HAER TCIRENF T,

\}

GE) NX-APIGZ o— ROFEMICHOWTIE. NX-APISZEa— FoF (2482—) #BZRLTLE
éb\o

NX-APICLI X, v—H )L T 7 BRIZH L TUET 74V F TEHZR>TWVWET, UE—F
HTTP 7 7 & A1zt LCIET 7 /b N CTHERNT /2 > TWE T,

WDOBNE, NX-API CLI 4k L CiEEgh4 5 kA2 R~ L TWET,
EHA L H—T oA AEHAMTLET,

switch# conf t

Enter configuration commands, one per line.

End with CNTL/Z.

switch (config)# interface mgmt 0
switch(config-if)# ip address 10.126.67.53/25
switch (config-if)# vrf context managment
switch(config-vrf)# ip route 0.0.0.0/0 10.126.67.1
switch (config-vrf)# end

switch#

NX-API nxapi #8e 4 A L £ 7,

switch# conf t
switch(config)# feature nxapi
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WOENL, VA RNEFDLARL A% XMLERTRELTWET,

FR:

<?xml version="1.0" encoding="IS0-8859-1"?>
<ins_api>

<version>0.1l</version>

<type>cli show</type>

<chunk>0</chunk>

<sid>sessionl</sid>

<input>show switchname</input>

<output format>xml</output format>
</ins_api>

<?xml version="1.0"?>
<ins_api>
<type>cli show</type>
<version>0.1</version>
<sid>eoc</sid>
<outputs>
<output>
<body>
<hostname>switch</hostname>
</body>
<input>show switchname</input>
<msg>Success</msg>
<code>200</code>
</output>
</outputs>
</ins_api>

WDOFHNL, JSON FERDER & Z DA Z R L TWET,

FR:
{

"ins api": {
"version": "0.1",
"type": "cli show",
"chunk": "0",
"sid": "sessionl",
"input": "show switchname",
"output format": "json"
}
}
{
"ins api": {
"type": "cli show",
"version": "O0.1",
"sid": "eoc",
"outputs": {
"output": |
"body": {
"hostname": "switch"
}7
"input": "show switchname",
"msg": "Success",

NX-API |



| NX-API
NX-API CHERR% root 2 T2 HL—2 3273 |

"code": "200"

GE) a2V —ZHBRLEODETHLRML, ROLIRTT— A vE—U0K 12 K Z L I2RKR
SND LW BEEDORBEDH Y £,

user delete failed for username:userdel: user username is currently logged in - securityd
ZOMEIE, NX-APLZ N LTAAS v Fiiun 74 LTnHa—HF—%HIBRL L5 & LIegGE
IZRETDARMERDY £, Z0HE, Roaxr Fe AN LT, kica—F—orn 77
v hERITLET,

switch(config)# clear user username

D%, 22—V —OHIREZBRIT L E T, BEERZ R THRIE MR L0613, Cisco
TAC ~BHWEbEL W,

NX-APlI CH#EEZ root [C T XA L—2 309 5

NX-API TiE, HHHE 22—V —DOHERZ root 727 £ ADHERICT AN L— 2 U TEET,
DLTIE, HEREZ= AL —2a 35720004 K74 T

« BFHEE oot I A L— 3 U TEDDIFEHE 22— —DHRTT,

croot ~DITAN L—3 g NIRRT — RSN TV ET,

KOHNT., EHEOHEREZ oot |IZTZ AT L—3 a3 035 5EE, Z AL — 3 v 2HRT A
FiEERLTHET, rootiZ72-> T, whoami =~ R&FEFT74 5 L admin & L TEREN
HZLICEBELTLEE Y, 727210, admin 77 7 > MIIET_XTO root HERNH Y 4,

DB

<?xml version="1.0"?>
<ins_api>
<version>1.0</version>
<type>bash</type>
<chunk>0</chunk>
<sid>sid</sid>
<input>sudo su root ; whoami</input>
<output format>xml</output format>
</ins_api>

<?xml version="1.0" encoding="UTF-8"7?>
<ins_api>

<type>bash</type>

<version>1.0</version>

<sid>eoc</sid>

<outputs>

<output>
<body>admin </body>
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<code>200</code>
<msg>Success</msg>
</output>
</outputs>
</ins_api>

2F&B OH

<?xml version="1.0"?2>
<ins_api>
<version>1.0</version>
<type>bash</type>
<chunk>0</chunk>
<sid>sid</sid>
<input>sudo cat path to_file </input>
<output format>xml</output format>
</ins_api>

<?xml version="1.0" encoding="UTF-8"?>
<ins_api>
<type>bash</type>
<version>1.0</version>
<sid>eoc</sid>
<outputs>
<output>
<body>[Contents of file]</body>
<code>200</code>
<msg>Success</msg>
</output>
</outputs>
</ins_api>

NX-API a7 > K
WORIZY A FEINTWSCLI 2~ REHA LT, NX-API ZHZNI L CEHETE £7,

=R 7:NX-APIEEI<T U R

NX-API EFEa<v > K B
feature nxapi NX-API %= H b LE 9,
no feature nxapi NX-API % 20k L £ 9,
nxapi {http | https} port port N—hEfRELET,
no nxapi {http | https} HTTP / HTTPS % fExh{b L £ 7,
show nxapi A— R LA ESRE R LET,
GE) l'shownxapi | =~ RiX, network-operator
17—V OREEMERE B a £R LEE A,
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| NX-API
nx-apigEav ok

NX-API EEa< >k B

nxapi certificate {httpscrt certfile | |7 v u— REHEELET :
httpskey keyfile} filename

« httpsert M EE STV DA D HTTPS FEAE,

» httpskey 2348 E STV 554 O HTTPS F—,

HTTPS FEIEDHI
nxapi certificate httpscrt certfile bootflash:cert.crt
HTTPS F— D :

nxapi certificate httpskey keyfile
bootflash:privkey.key

nxapi certificatehttpskey keyfile BBk ST fE ¥ — 2 H L CNX-APIREE A2 1
filename password passphrase A h—=LLET,

GE) B b SNT-MEX—2E ST 57200
A7 L— X passl23! TJ,

1)

nxapi certificate httpskey keyfile
bootflash:encr-cc.pem password passl23!

nxapi certificate enable AEAEEZ AL E T,
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NX-API |

NX-API EEa< >k

Bl

label>

nxapi certificate trustpoint <trustpoint

CiscoNX-0S U U — 2 102(3)F LA TIEZ, FT A FaRA
v b AT TR LTNX-API OFEHEEZ A R —
M AN EZIFXCATEREEZFEHTEL LT EL

776
GE)

GE)

GE)

G¥)

G

BANCREAEZ A AR — b3 5 K 5 Zerypto
caimport b 7 A hARA ¥ M EFRET DHITIL,
CiscoNexus9000 & 3 = ) 7 4 # i A K%
ZH LTSN,

BFE, Z DA T pkesl2 GEAED A
AR—FDOHBPY R —FSNTWET,
NX-APIGEED HZHE/NX-APLZEE D K
Z A MARA > b & NX-APIZERAE D SUDI I
FHIEIZHEMN TH VD . 2 E N OMERRILGE
HE/ X —% EEXLET,

NX-APLGEHIEOH ML TH AR — h SN BHEE
HE/ X — DR KT A L8k T, P14 AN
8k # B 2 DAL, NX-API iEHE K 7 2
RA > MR L CGEHEEZA VR — b
LT,

NFZARNKRALV N A T7T%ERALT
NX-API CH A ¥ LAFERHEZ R L7854,
reload ascii =~ > K& A9 5 &, #kix
SebiVET, 774/ kO day-1 NX-API ZF
BAENEITC S E T, reload ascii =2~ K
EANNTHE, AAfvTFn)a—RFIhE
To AA v T HFORE L7725, NX-APIGE
HE N T X MR A o b OERE EHER TS
MENDHY F7,

BUEDFITHMIC P T A PARA o F LA v
N— b ENTREAENRE TRV,
S —5y MERKIZ N T A FARA > & Terypto
ca trustpoint <trustpoint name>| D{ERK &
I'mxapi certificate trustpoint <trustpoint-name> |

CLI NG ENTWDHA . MERE IR
LET, FTAMRA Y FBFELRVG
A1, Inxapi certificate trustpoint
<trustpoint-label>] Z#ITT HENZ, FT A
FARA M EAERCL CREEZ A AR — |
TLOMENRDHY T,
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nx-apigEav ok

NX-API EEa< >k

Bl

nxapi certificate sudi

Z® CLI &, Secure Unique Device Identifier (SUDI) %
R L TT A A LIRS D Fika Rt L7,

nginx @ SUDI _X— 2 OFGEIL, CISCO SUDI #EHLod =
Yhr—ZlkoTHERASNET,

SUDI %, X.509v3 FERAEIZE £ 415 IEEE 802.1AR L

DEFX 2T T3, AFHBIF T, CiscoT /3A A DI L%

Bl LU T NETEHERF L ET, ID IXRLERZ 53
. APZERIFTRE 72V — RRBRERIZ D72 v E T,

GE) NX-API 7% SUDI GERZE A L T\ 54
. 77UV, curll R EDOY— K—F 4
TV =2 armbiET 7 BERATEEHR
oo

G¥) Inxapi certificate sudi] (X, Hp SN2 & D
AR NGEE/ X —% EEEXLET, DRAH
LAEHE/F— 2 LIRS D £
Poe

G¥) Inxapi certificate sudi| & [nxapi certificate
trustpoint] & [nxapi certificate enable] [HE
i TH Y . WT AT 5 Lo
BUFHIBRE N E T,

GE) NX-API (%, SUDIFFAESR—2AD T T4 T
v MERAERGEA YR — M L TV ERA,
747 v N EFRREN LB ARG AT,
TAT T AT A EEEZFEHT 5 MEHR
HoET,

GE) NX-API FERAE CLI iX show run @ H 71247
TEL7Z2W 7z, BIED CR/m—/b/Ny 77 C
X, Inxapi certificate sudi] 47 3 Tk
EXLEEA. DAXLNEFREBICREEE
Moo

no nxapi certificate sudi

Zhick v, SUDLIZERC Y £4, NX-APIIZIET
7V b0 B CEBLIEHENTE L TV ET,
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NX-API EEa< >k B

nxapi ssl-ciphers weak CiscoNX-0S U U —29.2(1) AR, B5WKF 1T 7 4V
FCTHERS>TWET, Z0a~vr REFETTH L,
T 7 AV N OBENRETL IHL, NGINX QWK 523
TR0 ET, Zoa<wr Fono BRAFHT 5 L.
F7H N MIRY £ (F7 40 b TR 512
<) .

nxapi ssl-protocols {TLSv1.0 TLSV1.1 | Cisco NX-OS U U —Z 10.2(4)M LAKE, TLSv1.3 73 Cisco
TLSV1.2 TLSv1.3} Nexus9000 & U — X 7T K7 4 —h AL »F THE—
FERTWET, Zoa~vr REEITTLHE. XTFHIT
BESHE TLS N—Y a3 UNAZNC 2 W £, Cisco

NX-0S U U —2932) LA TlE, TLSVI.2 D&HNT 7
VR THEIZR S TWET,

Zoavy RO noBREBATHE, TLS A=Y a
Z)§5j77j_/l/ ]\O)/\\‘_‘:‘/\\E ?/&\:ED i‘j_o

G¥) s TALEBMEDZDIZ, TLSvI2 B LW
TLSVI3 Zfiffi4+ 52 L2 BED LE
7,

RITHI 2R L ET,

switch (config)# nxapi ssl protocols
TLSv1.2 TLSv1.3

» TLSv1.3 243 B EilZ, TLSv1.3 &4
R—= ROV — =L 7747
¥ FOGEHAEEZRIEL £,

* NX-API ¥ — 3—4ljo> SUDI FiEBH 13,
TLSVI3 TV AR — F N TWEH A,

nxapi use-vrf vrf 77 4/~ VRF, &H VRF, F7-134 00 & VRF 25
/\':._E‘ I—/i ﬁ‘o
GX) Cisco NX-0S U U — % 7.0(3)12(1) TlZ.
NGINX /X 12D VRF TORY v 2 L ¥
S
system server session cmd-timeout | Cisco NX-OS U U — % 10.2(3)F LA, NGINX H—/3—
<timeout> T, a~ 2V FEFETTE-0DT 74V DX A LT

7 MISHTT, 22— —iF, HEIEL, BXOa~
¥ ROEIFTONDEEIZIGE LT, A4 AT 7 M & 60
B (143) 7536008 (1HEH) O OEEOIZHS
TILENTEET,
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| NX-API
nx-apigEav ok

NX-API EIEa< > F =5 BA
ip netns exec management iptables | 7 7 & xR & FHE L7~ 9 2T, ¥ VRF CE/TTX
£,

GE) feature bash-shell ZF%hZ L CT2>5 ., Bash
Vb avwy REETTHHLERDY
%7, Bash ¥ = /LOFEMIZ DUV TIL, Bash
DEEZSRLTLIEEN,

Iptablesi®, WU —Fxz—ZFHLTRT 7 4 v
EHAETIIEIET A a~r RIA Ly 77 AT Ut —
Na—T 4 VT4 THY, IFEAEDLINUXT A A RV
Ea—2a il VA A= LI THWET,

GE) iptables % bash ' = /L CAH L7, U nr—
R1% % iptables A 7kt b9~ 2 J7iEDOFEMIZ D
WL, U r— R[E T Iptable & Kk b3 5

(245 X—=2) ZZRL TSV,

nxapi idle-timeout <timeout> U U—293(5) LIETIL, 74 R/IRAED NX-API & »~
Ta VNN S E TORMARETCEET, HBET
& DT 1~ 144053 T, 7 7 40 b ORFNIZ 10 57
T, T 7 /b MEIZETIZIE, no nxapi idle-timeout
<timeout> =~ > KD no B A H L £,

&Iz, SUDI @ NX-API B /1o H % ~x L £,

switch (config) # nxapi certificate sudi
switch# show nxapi

nxapi enabled

NXAPI timeout 10

NXAPI cmd timeout 300

HTTP Listen on port 80

HTTPS Listen on port 443

Certificate Information:

Issuer: issuer=CN = High Assurance SUDI CA, O = Cisco
Expires: Aug 9 20:58:26 2099 GMT

switch#

switch#

switch# show run | sec nxapi

feature nxapi

nxapi http port 80
nxapl certificate sudi
switch#

W, RIARRA v OB Z R LUET,

switch (config)# crypto ca trustpoint ngx

switch (config-trustpoint)# crypto ca import ngx pkcsl2 bootflash:server.pfx ciscol23
witch (config) # nxapi certificate trustpoint ngx

switch (config)# show nxapi

nxapi enabled

NXAPI timeout 10

NXAPI cmd timeout 300

HTTP Listen on port 80

Trustpoint label ngx
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HTTPS Listen on port 443

Certificate Information:

Issuer: issuer=C = IN, ST = KA, L = bang, O = cisco, OU = nxpi, CN = suprss@cisco.com,
emailAddress = suprss@cisco.com

Expires: Jan 13 06:13:50 2023 GMT

switch (config) #

switch(config)# show run | sec nxapi

feature nxapi

nxapi http port 80

nxapl certificate trustpoint ngx

AN, HTTPS sFFAED ER 2T v 7 a— ROBITY

switch (config)# nxapi certificate httpscrt certfile certificate.crt
Upload done. Please enable. Note cert and key must match.
switch(config)# nxapi certificate enable

switch (config) #

\}

CE)  FEAFZ AT DN, FEHEL X — 2T 20 E DD 7,

AN, HTTPS $— D EF R T v 7 a— RO TT .

switch (config) # nxapi certificate httpskey keyfile bootflash:privkey.key
Upload done. Please enable. Note cert and key must match.

switch (config) # nxapi certificate enable

switch (config) #

WIZ, B AL ST NXAPL B ——FEEZ A VR b= 5 HGEOFI 2R LET,

switch (config)# nxapi certificate httpscrt certfile bootflash:certificate.crt
switch (config) # nxapi certificate httpskey keyfile bootflash:privkey.key password passl23!

switch (config) #nxapi certificate enable
switch (config) #

WOUZ K-> T, GEHEPEZ THL Z L 2R T2 T — Ayt —VRFREND I LBHY £
RS

switch(config)# nxapi certificate httpscrt certfile bootflash:certificate.crt
switch (config) # nxapi certificate httpskey keyfile bootflash:privkey.key

ERROR: Unable to load private key!

Check keyfile or provide pwd if key is encrypted, using 'nxapi certificate httpskey
keyfile <keyfile> password <passphrase>'.

Z 04, nxapi certificatehttpskey keyfile filename password passphrase# fifi f L Tl 5{b%—
TFANDINAT L—RXEiRET HLENHY 7,
COBNMEORATH 56, RENEZIEEICA A b—/LT&E 5133 TY,

switch (config) # nxapi certificate httpskey keyfile bootflash:privkey.key password passl23!

switch (config) # nxapi certificate enable
switch (config) #
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NX-API R4 v 554547 2z ko [l

NX-API ZERAL=A1 2539747 a7 FDEE

xT ﬁﬁ”ﬂ’?/ ROfERT a7 Nz L, =7 — a3 — 50018554 L7 7 k&[ELEES

\ZIE, REER 2~ > RORFNZ[IHFED dont-ask (terminal dont-ask) ] Z:BML £, #f&
FHQ BHROMER T FERYBICIE, ZRENDN, [FH—DOT T 7 LFTHEN TV E
T

TT— a3—F500 TOHXA LT U FN&EBEET S 7-OIZEHEKRD dont-ask % 7 2 %550 2~
v ROBIZ W ORISR LET

terminal dont-ask ; reload module 21

terminal dont-ask ; system mode maintenance

NX-AP1 V 54 7 > hEEGE

NX-API Client Basic Authentication

NX-API clients can authenticate with the NGINX server on the switch through basic authentication over
SSL/TLS. This authentication method is supported by configuring a username and password that is saved
to a database on the switch. When the NX-API client initiates a connection request, it sends the Hello
message which contains the username and password. Assuming the username and password exist in the
database, the switch responds by sending the Hello response, which contains a cookie. After this initial
handshake is complete, the communication session is open, and the client can begin sending API calls to

the switch. For additional information, see £ = U 7 1, on page 218.

For additional information about basic authentication, including how to configure the username and
password on the switch, refer to the Cisco Nexus 9000 Series NX-OS Security Configuration Guide.

NX-API D 5 4 7 > +EEBAEERELE

NX-0S 9.3(3) LAKE, NX-APL L7 T4 7 > b BBAAT HAFEAESR— R ORGEE AR — K LT
£9, GEHER—ZAOPEFETIEL, TLS N Ry = A ZHICEETE 28%E. % 0 ilitH
(CA) ZFEHLTCIIAT U MY —N"—OWFEHAEICRFET S LT, EX=2V 7 4%
ik L x4, FFAER—ZRORIFETIL, NX-0S A v FIZT 78R TH-dD~ T LV REEE
JCeAe< . AT X BEBFEEL ATRE T,

ﬁ?%?yﬁﬁﬁﬂ%m X, AR CA GREER) AL THEY Y THN., NX-APIZ 947
’W?ézhﬂ\é X509 SSL ZFBAEZ A L TV AR — F &N FE9, fFHE. % NX-API
:L%*f ZIZE Y Y THNET,

NX-API 7 4 7 > FA Hello A vy —U % #H L CHEREREZRBIT S &, —3—0 Hello
WWEIZEZ7 CADY A MREOLNET, 7T74 72 bOISEITIZ. NX-AP1 7 A 7 b
PHEHALTWARED 22—V —ZOFEHER L, BMOEREZENE ETNET,

NX-API 7 A 7 > MIFEARFEGE, AEAEREOWT N2 EHT D L 0I5 2 k73§ s
XFET, EIFEFAEAELET I L 00, FFAEFRE T R0ME T & 2 WIS T ARTEGE
T =Ry 7T HILIHERTHZE L TEET,
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B sssmranss

NX-API |

FEFIEEFINEIR

AEERGEICIIROERFHEHFFHLRH D £

eNX-API 7 FA T M, 2—HF =4 ENAT—FE2RETHLERD Y £,

eNX-API 7 AT v AL FII, T7H/NL BT /L) T R—FTHTTP ZA LT
BELET, FELEmD LD, HITP FY =L/ v F— b Th¥R—bShE
T, 2L, BMOR— ERETLHZELTEET,

« 77 AT Vv NEMERRGED Python 227 U 77 4 U PR — RS TWET, 7747
v NEHEN AR T L= X TR E L SN TW DA, python (3/3A 7 L— XD A ) %8 H
EFBOVERLET, 72720, PythonZERT7 A 77 VU DBTEOHIRIZE D, NAT7L—X%
A7 VT MIETZLITTEEEA,

eNX-APL1 7 AT b EAAL v FiE, BICRTAMKRAS YV AT IHLERNHY £,
e PR—PFEND FTRABIRA U POFRKRENL, 2AA v F T LI226 T,

AEHTXACADY A NI, TRTONXAPLIZ FA T he AL v FTRIUThHME
NHYFET, EHEHTEDCADOEBIDY A MIVFR—FEZNTWERA,

o FERAEFRGEIL, NX-API > KR v 7 A TIEYAR— SN THERE A,

e MDFAIZ L T, NX-API V> FR v 7 ANAAL v FICa— RENDINEIDBRIRED
iﬁ—o

* NX-API %> F7R > 7 A%, nxapi client certificate authentication optional % 7=1% no
nxapi client certificate authentication 23 SN TVWDIEEICOHE— RINET,

* NX-API > KR v 7 A1k, BEGLOMNNIC A SN2 T4 7 > MEWER T 7 7
PR EINRWRY | strict 35 K UV two-step RFEE— KE2m— RFLEHA,

o A4 v FITIENGINX r—_—RHARAENTWET, HEDO N T A MR A V FRHRES
NTWThH, FFHEZLR Y 2 (CRL) X1 OD T A RRA L FEFITA VA F—L &
NTWDHEE, NGINX OFIRIZE Y NX-APL 7 74 7> FiEAERGHTI AR L £, =
OHIRZ BT D I2IE, TXTD h 7 A MARA > MZ CRL 2Rk L £7°,

« AEBEIIHIREINIC e o720 | BIFRGTAUL ’iﬁof:@*réﬁfﬁ‘éﬁﬁ?&;@\ CA (FZ7 A FK
AV P T TRIESI CRL OF I EE 52 5 /N H Y £, AA v F
NAMRCRLEFHATED L), RESNTWVDTRTHO MT A FRA > ML CRL
A UA =L LTLIEE, NTAMRA Y ML o TREUTZFEAENRTFE LW
BlE. ZEDOCRL AR, A VA b= L, BHFTLI2MLERHY £3, Tz s i3l
W21 EATWE TS,

W54k CLI Z{# ] L C CRL % ¥ #r L 7. nxapi client cert authentication Z %17 L C. #F
LLEFH SN CRL ZHEHA L ET,

* NX-API 7 7 A4 7 > FaEEGRREDN AN /e o T D & ZIZASCI U v — REfERT 545
A, U r— FO58 T#IZ nxapi client certificate authentication Z 3179 2 ML E R H Y F
R
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| NX-API
NX-API Client Certificate Authentication Prerequisites .

AEPAE AN ZEIEE A CAREHE TR T LTV OLERH Y 7,

TLS AR S5 — N —FEBEIZ L, extendedKeyUsage 7 ¢ — /L RIZH— X—FGFEH
f) (0ID 1.3.6.1.5.5.7.3.1 ® id-kp 1) 2ZME T,

« TLS HIZHR R END 7 74 7 2 FEHIEIZIX, extendedKeyUsage 7 4 —/V RIZH—/N—7
FEHAY (OID 1.3.6.1.5.5.7.3.2 @ id-kp 1) M T,

o Z DOIEEEIZ CRL GEHELRZHY A M) 2V R—bLET, A TA VIEHERAT—H R
7 ha (OCSP) FVFA—FINTWEFEA,

« INX-OSt*=2VUT 1 A ] OBMOEEFEEHRFHEIES> T ES0,

< REWTE CEARREOM T 2 M L E3, £ 59252 & T, BEWENUS OB H TR
FINTHETH, ELWVWa2—F—L 2T — RRER I ET,

B — IR L TBEET, = N— DA — I3 AR RS T R T DL —
P—NT 7 EATEHNLTT,

s CRL IFHHRCAMNLHF T — R L, BIDOREIZESOMLERH Y £9°, &> CRL
TEX2 VT 0 U RZICORDAEREMENH Y 17,

I\?X FARA ¥ MIEH ORI ET, FTA MRS FE i%ﬁfc@’ﬁﬁﬁiiﬁ
WERRAEMERE IS N A DL Bld, Sz ) v — 4570012, ZOkE
Z WIREGIZ N Lfﬁ)%ﬁf;{ﬁxﬁ ILET,

- nxapi certificate httpscert certfile bootflash:<> [CLI] T NX-API ([ZBHEfHT Hid 7 T4
TV NAETAT T AT 4 77 AMIIE, K8K £ D T 7 A A XOHIRD B
D E£4, ZhiEDay-1 OFIRTY,

* NX-API FH <> RDOFK 1 128 T, =< K nxapi certificate {httpscrt certfile | httpskey
keyfile} filename (Z BEHLfF 1 Eﬁ’bfﬁf“(\ PAR—RFNEINDFEHET 7 A VORKYA XX
8K A T,

NX-API Client Certificate Authentication Prerequisites

Before configuring certificate authentication, make sure the following are present on the switch:

1. Configure the client with a username and password. For information see Configuring User Accounts
and RBAC.

2. Configure the CA(s) (trustpoint) and CRL(s) (if any).

If no certificates were revoked by a trustpoint, create a blank CRL for each trustpoint.

For information, see the Cisco Nexus 9000 Series NX-OS Security Configuration Guide.

NX-APl U S5 4 7 > FEEBAZEERETDIERL

nxapi client certificate authentication =~ > FZ4 il L C, NX-API iEfERGEA R E TE £
—/9)40 avw ]\{j:\ wunﬂzji{fi%ﬁﬂﬁﬂ—é‘é%l IZEj‘7 va /%"j‘j—“— I Li#

Z OFEEIL. no nxapi client certificate authentication 2/ L TG+ 25 Z N T £,
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B nxar o507 ramERmonm

NX-API |

NX-APL 7 7 A 7 b OREFERIEZ WAL D121, ROFIEZ FIT L E T,

FIEDHE
1. ZOWRBEORHESRGENMI- SN TWDLZ 2R LET,
2. config terminal
3. nxapi client certificate authentication [{optional | strict | two-step}]
FIED FEH
OV RERETIV3 Y B#
ATV TN | ZOMREDRHREENTHT- S TnDH Z & 2R L | INX-API Client Certificate Authentication Prerequisites
£7. (231 =) | 2L TIES,
Z 5w 7 2 | config terminal a7 4 X2l —vary E—RICAD T,
{5
switch-1# config terminal
Enter configuration commands, one per line. End
with CNTL/Z.
switch-1 (config) #
Z 5+ 7 3 | nxapi client certificate authentication [{optional | strict | Yk DL D F — R CHEBZRIE A2 A0 L E

| two-step}]
fi

switch-1# nxapi client certificate authentication|
strict
switch-1 (config) #

j‘o
«optional I%7 F A4 7> FiFBAEAZER L £,

COTAT VR DTERER ARG DL, 7T
AT b 2P OR LR T
nET,

. 7 54’ 77‘/ h 2NN 70 RE R A FR AL L 72 5
\ ok ‘ig&ﬂ&lz %gz:munﬁf\a):7j“—lv
Ny ZI3 ThbhvER A,

- 54’ 7‘/ N SFERRE Z TR Lo 7235
& iﬁz&ufn (:L“—ﬂ-“—% LR

[ AN IJLAIJ

J—R) IZ7 4= LET,

estrict 1Z. 7 74 7 v FEFBAEOMEFE AT
L. REED =GN 727 TA T > FFEAED
WREERLET,

o two-step &, FEAFEGE S A & FEEFRAE S X
W7 3BT 2 BeBERGE AT LE T,
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sEREZIEAO Python 25 U 7 Bl ]

ARV RFERETI Va3 B#Y

GE) ALy FIT KT A RRA MBI S 1L
TWRWESIE, ZOEEZ AT S
ZEIFTETS, A yFOHEBEIIT T —
Ay —UNRERINET,
No trustpoints configured! Please
configure trustpoint using 'crypto ca
trustpoint <trustpoint-label>' and

associated commands, and then enable
this feature.

SEBAZEEELA® Python X4 1) 7 ~ D15l
ROBNX, BEEHDO 7 747 FFEAFEAMH L7z Python 227 U 7 &R L TWET,

import requests
import json

wun

Modify these please

switchuser='USERID'
switchpassword="'PASSWORD'

mgmtip='NXOS MANAGEMENT IP/DOMAIN NAME'

client cert file='PATH TO CLIENT CERTIFICATE'
client key file='PATH TO CLIENT KEY FILE'
ca cert='PATH TO CA CERT THAT SIGNED NXAPI SERVER CERT'

url='https://' + mgmtip + '/ins'

myheaders={"'content-type':'application/json-rpc'}
payload=|[
{
"jsonrpc": "2.0",
"method": "cli",
"params": |
"cmd": "show clock",
"version": 1
}l
"id": 1
}
]
response = requests.post (url,data=json.dumps (payload),

headers=myheaders, auth= (switchuser, switchpassword) , cert=(client cert file path,client key file),verify=ca cert).json(
PVEIZR LT, A7 VT FaLHETEET,

« 7747 2 MEFERIEE— RCLoTE, A v F RAT—=REXUEICRET D2 L
T (switchpassword=) . AA v F NAT— REHAMTEFET,

« optional 35 & O¥strict & — RDE | switchpassword=1FZEHDOEFIZTEET, ZD
B NX-APLIZa—W—4 &7 T4 T 2 FEHEDHIZHEASNTY T4 7 b &R

AELET,
s two-step E— ROBHE, /NA T — RWUERTZWD | switchpassword= DIEZEET 5
VBN S E£9,
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B cvrazmzssos

*POST =2~ RC verify=False ZiZET H I & T, NX-API 4 — _OFEAENHF R TH 5
ZLOWERE ANARATEFET,

cURL SEBAEZEER DA
WIZ, NX-AP1 7 A4 7 > FFRGERADIE L < #&E (b 237z cURL GEAEER O 2R L E7,

/usr/bin/curl --user admin: --tlsvl.2 --cacert ./ca.pem --cert ./user.crt:passl23! --key
./user.key -v -X POST -H "Accept: application/json"™ -H "Content-type: application/json"
--data '{"ins_api":{"version": "1.0", "type": "cli show", "chunk": "O0", "sid": "1",

"input": "show clock","output format": "json"}}' https://<device-management-ip>:443/ins

BXEXR

ROFIE, ZOFERTEH SN NTA—FEZRLTHVET,

INTG A=A BL)]

-user B e V% - T Y 5 -0

£, ZHUE. userert DIEL LRI TH D
VEERH Y £,

=P —DRAYU— RERET AL, an
VOBIZNAT— RERELET, #:

——tlser:1Jseznmanua:;nassvu1rd

--cacert NX-API—/S—GEEICEH L 72 CA~D/X
AEFEHLET,

P N —FERAE A WRFET D LEDR WA IT,
-k (insecure) &7 3 ZfEH L T cURL %
BELET, #: /usr/bin/curl -k

--cert I AT MEBHESAOANRERELE T,

74T v MIEHERRE LI NTWAEE
1T, 2 DBIZNNRAT— REBELET,

5] : -~cert user.crt:passl23!
—key 7 A7 v bAEAE O —~ DR &
ELET,

AEBAZE R DARELE

ELLEREINTWBEAS, GEAERENTON., NX-API 7 A4 T MIAL v FIIT 7%
ATEET,

NX-AP1 7 A4 T bINAA o FIZT 7B ATERWERIE, ROTA RIA4 1 -THT
TNy a—T 4 VT HEITHIZENTEET,
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FIRDEE

F IR D FH

sz ]

1. 22—V —FHF 7 v F—DT—%HERLET,

2. GERAEICREY BNRWVHERR L T &,

3. =T —2%AELEEIL. nonxapiclient certificate authentication . Z#12>5 nxapi client
certificate authentication Z%{7LC, ~FZ7 A A1 k. CA, CRL, F72/LNX-0S iEtH
EREREICHT LT LY n— R 5L ITHEEEZ 7 T v 7T LT,

ARV RFERERTIVa Y

=)

ATYTN | 2=V —F 737 v F—Dx T —ZMHEE LET, RONWTNINDOT T —=RRAEL TRV, gL
F
« RAES Y X —lla—PF AR ESINTED
TR v F—DRES TR
c WFE~Sy ¥ —THRESN a2 —F—NELL 2
|7
« 7R T v F—DMEfE I T
ANy X —Da—W =4 L7 T4 7 NEH
EDCN 74— )L FOZ—PF—Z R~ LN
A SN TV D NX-APLF RS U T, FFEDT T —
NEREINET
« JSON/XML D55, 401 @it T — : a—F—n K1
OPLRNT T —NRAELET, RICHIZ R L E
‘a‘o
{{{
"code": "400",
"msg": "Authentication failure - user not
found."
B
« JSON RPC 2.0 D&, -32004 #5h7aa—F—4%
lid 2y — R T —=RNEAELET, RITHIZR
LET,
{1
"code": -32004,
"message": "Invalid username or password"
}}
AT T2 |GEHFEIZRY BRVPHER L T EEN, WOWNE %759 HTTPs 400 =7 — %R L £,

ERNFETITRN LT T A T 2 b EEBES R
ENTEHA,
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B vxaryozzrEn

avYRFERET7IOI Y BRI
o« A FITHERR STV D CRL DA ZhHIRE 238
NTWBEE,

Wiz~ LET,

<html>

<head><title>400 The SSL certificate
error</title></head>

<body bgcolor="white">

<center><hl1>400 Bad Request</hl></center>
<center>The SSL certificate error</center>
<hr><center>nginx/1.7.10</center>

</body>

</html>

ATy T3 | =T —nELEEAIL. nonxapiclient certificate | FEHEFRGEZ NS L TnD . HEADICL T,
authentication . =#172>% nxapi client certificate
authentication %17 LC, h7 & FaARA  k, CA,
CRL, F72iT NX-0OS iEHEHREICK T 0L H 2 Y
= RTLEIHEE YT v T LET,

NX-API ) T X FEH

NX-API UV 7 = A FEFHRIL, XML 74—~ v FEZIFISON 7 —~< v b TT /3, RTEE &
NET, VIZIZAFOHTTP~y X —%, VI A DaryT Y XA T ZiE+T 5 08EN D
D E£9,

WOFIZY A FENTWDNX-API BE#FHL T, CLIa~> FERELET,

N

GE)  =—¥—I2iE, [configure terminal] =~ > RZ&FATT HHERD ML ECTF, JSON-RPC 25 A )
U7 xA K Z7x—~v NOYE,  [configure terminal] =~ Rik, ®iZ, M m—KFAND=
~ Y FIRETENDENCFATSNET,

RE:XMLETILJISON 7+ —< v D NX-API') V) TR N EHR

NX-API ) 2 TR FER iER

version NX-API X— 3 VEFRTELET,
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NX-API ) U TR FEHR .

NX-API )Y T X FEFH

Bl

type

BT Ta~vr ROXA FTHIBELET,
WDHATDa<y R R—KENTHWET,

* cli_show

WE S 13 BE 7 Clishow =2 > K, o<
Y R XML &2 3R —F L TORWEEAIZ, —
T— A ob—UNIKINET,

« cli_show_array

i b S H VB2 CLIshow =< > K, show
a2 REHTT, cli_show (2L TV E 923,
cli_show_array # i3 % &, 7 —Zi3AFEIM (1)
THENTZ 1 OOEFEDOY X b, DFVESIE LT
BENET,

» cli_show_ascii

ASCH H 238572 CLIshow =< K, Z v,
ASCH ) Z it 2B FDO A7 ) 7 h & —8E L&
T, 22— =%, RNROEETCREFDORAZ YT |k
EEATEET,

e cli_conf
CLIffp =~ N
* bash

Bash 2~ K, 1L A EDOIEXFEER Bash =~ K
IZ. NX-API CHAHR—FENTWET,

GE) o Ko<y RiX, BIEDO2—F —DHERT
DIHFEATA[EETT,

c A=Y XA TRASCUDOEE, )
TS TRIEN Y R—FanE4, B
DXMLIEROS G, /<A THEAEI TR —
FEZTWERA,

o K 10 OEHET D show 2= > KR

A— &N TWET, show =z~ KD
D10 282 5856, I FERLUEOa~
vRIEERESNET,

fER A s FIZYAR— S T0ELE
Ao
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B vxaryozzrEn

NX-API |

NX-API )Y T X FEFH

Bl

Fx 7

—¥#D show 2~ Rix, KEOHNEZKTHENH Y E
T, avy REENRETTHHICNX-APLIZ 74 7 b
DI T DM & B4R 2 72 D1, NX-API |Z show =1~ >
KOMNF > 7R —FLTWET,

WROBREELHNE T ITENCTE ET,

CE) 0 Frr 7 HhLEEA,

1 T 7 i,

G¥) c Fx¥ U Y HR— FTBHDIL show ==
¥ RZTTY, —#oO show =~ F73
ANNans &, &oa~y RIETN
Fyr o7 INTRINET,

A v E—UERDA T v 3 T,
XML % 721% JSON T,

« XMLH ) A v E—HERDGEAE<E 2T
> 79 EORFERSUTX. B3R XML A v
TV ERERTAEDIIEBINET (<
I <IZEHBEINFET > IF &gt lEHB S
£9) .

XML SAX #fEf LT, Fv 7 &hi-
WD EfATTE £7,

o« A v B—U AN ISONDEE. F¥
U NESE SIVTHRNR JISON 47 Y =
7 FIMERRE L ET,

GE) F v T WEN o TWAIES . BEY
A= FENTVDIRKA =T A X,
F 7 KD 200MB T,
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NX-API ) U TR FEHR .

NX-API )Y T X FEFH

Bl

2—/LNw 7

FERLCLIICH LCOAFRTH Y, show 2~ RiZxL
TIEHBEDITIEDH Y XA, HERe—NV Ry T FTF g
PHRELET, ROWTNIDOL T g o E2FEELET,

* Stop-on-error : FANI KM L 7= CLI TIEFIE L £ 7,

» Continue-on-error : T 7 — % 47 L Cfhod> CLI % #e1T
LET,

« Rollback-on-error : 3 A7 LKERR & LR O EEIZ 1 —
NNy 7 LET,

G¥) ANV 72X T —~v b2 XML £721%
JSON OI56 . m—/L 3y 7 B3 cli_conf
F— NCEHTEET,

sid

tyTa VIDERIL, BEAvE—UNRT Y7 ENT
WAL ARIZDRENTT, AvE—VDROF ¥ 7%
PS4 212, fionEA Yy =0 dd & —7 5 sd
ERRETHLENRDY 7,

NX-0OS U U —293(1) Tit, sid4A 7+ 3 ¥ clear NEA
éﬂ“(lﬂi‘% sid % clear G:%&fﬁbf%ﬁbb\?"&*‘/? )
J A MRBBEIND L BIEOF ¥ 7 U7 A ME
TARCEE ISR E T,

JRE T — R 429 #ZUB-TGE  AF Yo s V7T Ok
K#x 2 TF, sSidclear ZEH LT, BIEOF ¥ 7 U
JTANEMWIELET, Sdclear 2 L2, %D
JNEA— RNiZ, Y OY 7 T2 Mk L CHlE £ 0 &)
ELET,
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NX-API |
B vxaryozzrEn

NX-API )V TR +EFR B

input ANF 1 HDawy FERFEEDa~< > R T, 272
L. B2 A0t —V XA TR THa~v Yy RERIES
TR /A, =& 21X, show =< Ridcli_show
A=V ZATTHY, cli confE— RTIEHA— KX
NEHA,

GE) bash Z#frE, o a~r NiE [, TXY)
DET, G H—07 7o s cte
VENBHY £, )
TT7—=a—=NK3500 THA LT FLRNED
12, 2= FORIIZ terminal dont-ask & fF
MUES, wiHlzrRLET,

terminal dont-ask ; cli conf ; interface
Eth4/1 ; no shut ; switchport

bash DA, BHEOa~> L ;] TXY)
DET, GEE—-OTTrIXFETHER
TWEEA, )

PIFiE, #Eoa~r Foflct,

GE) cli show | show version ; show interface brief]
o ; show vlan

cli conf|interface Eth4/1 ; no shut ;
- switchport

bash cd /bootflash;mkdir new dir
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NX-API ) U TR FEHR .

NX-API ') 7 TR bEHR B2l
output_format HAFTREA ) A ¥ — VTR D £ B0 T,
() |xml XML A7 L £ 7
json JSON JEATHIN 2 477E L &
¥

GE) CiscoNX-OS CLIIZ XML H /12 H R — K LT
WEFT, DF Y JSONH I XML 7> & 25 #a
INFET, BHIIAAL v F TUEINET,

RO — =y REEHET L7201,
JSONH NI &Iz L > TRIESIVE T,
tH1725 1 MB 2 2 2%6. X XML 2
XTRENET, HINRF vy 7 ENTND
BE. XML W oBBYR— S Ed,

HTTP/HTTPS ~~ > % —® content-type ™~ % —
%, B (XML £7213JSON) O A 7
R LET,

JSON-RPC ANV 7 = A MEXTHHHAE. IROFKIZY A R I TW5H NX-API E 5 % i
LT, CLIla~y R&EHEELET,

& 9:JSON-RPC 7 #—< v +@ NX-API') ) TR &SR

NX-APl )9 T X FEHR SR BA

jsonrpc JSON-RPC 7’1 h a /L d/\— 5 B EET 5 X545,
N—= g 0320 THDHZ EBNETT,

method BEONMH &L D A Y v ROARTE GT3CTH,
NX-APL X, ROWTInEHIHR— b LET,
s cli : show F7/=3Hla~ 2 K
e cli_ascii : show 723~ R, 74—~ v M
T

s cli_array : show =2~ > R&EH, cliiZflTWETR,
cli_array 37 —# =51 ([]) THENTZ 12D
ROV AL, DEVEFIE L TRLET,
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NX-API |

NX-API )Y T X FEFH

Bl

params

Ay ROMOH LIS SN T A = HZ fREF
oG L S T fE,

UTFTHREENTWVAHILENH D 9,
ecmd : CLI =< K

e version : NX-API U 7 =& h D X— g iR+

= — LN v 7

AL CLLICK L COHRFRTH Y . show 2+ NITHKFL
TIANTIED Y FHA, e —V Sy 7 T g
RONWTNINDA TV a L ZRETEET,
» Stop-on-error : FANZ R L7z CLI TEIE L 9,
« Continue-on-error : 2 L 7= CLI % 45 L CTihod CLI
AT LET,

« Rollback-on-error : 3 A7 AKERL 2 LLRTOWREEIZ 1 —
NNy 7 LET,

T

RERARGERR & Z D BER AT 2 &, A4 v FIT#EHT
HENC 2~ FERGECTE £9, ZhUT kv, ki
AT 2R, RO (WMWERNN—Fy =T U Y —
AOR M E) EHERTEET, RiEX A7
(Validation Type) ] K v 7’ X 7 U A N BIRGEY A
TERIERLET,

« (REEDH (Validate-Only) ] : k& RGE L £ 373,
WH L £ A,

o [R3E L TEXRE (Validate-and-Set) ] : f#pl 4 #aE L
FREEDSEED LT B i3 A A » TR ZEH L £,

=

BROPEH e v 7 2 ETEET, 2k, 2oy
IIMREEBEINTWAES, o —Y = MEEIZ
FuarsIv = MIREEETXEE A,

TIAT v ML oTHNLEND AT 3 v OB+,
RESN TV DHEAE., XTI, B, £7213 null 5%
ELVERHY FF, EIT null 12225220 T,
BTN Z SO EE A, 22— =N id T A—F %
RE LR TA, = "—13 ) 7 = X M HAR 518
HTHDHERRL, WEITLERA, 787 A—F(Fid: 1
REDEIITHRELET,
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NX-API L& E R

nx-ar sz ]

CLI 2= NIZISZET 5 NX-APl BHE AR DOEITRLET,

%= 10: NX-API I EEHR

NX-APl [ B E &

8

version

NX-API R— =3 >,

type

ETTHavr ROZA 7,

sid

WEDY v g VT, ZOEFL, WEA =N Ty
VI ENTWDAGARICOREZTT,

outputs

TR_RCoa~vr KEDhEFETLZ 7,

D a~ 2 R cli_show F 721X cli_show ascii IZH HHA. &
avy FHEHR—DM A% 7 THENE T,

A v—Y ZA 7N cli_conf £ 7213 bash DA, cli_conf 35 X
Obash =~ NZiZa 7 F A MR MERLD, §XCToha~v
Y FIZH—DHAZ 71350 £,

7]

H—pavxr NN EMTZ 7,

cli conf & bash X v&— ¥4 FDOLE, ZOEHZIZITT T
Davr ROMANGENET,

input

V7 T2 NCIEINE 1 SOa~y Refiex 7, Zo3EE
I, BOROA )R Al ) 2 S A BRI B T B olc &S
bHET,

V'

a<y RIRE DA,

av L ROETPLIRESNIZRK 22— K,

NX-APIL (&, NA /=T F X Mk 7'm k2L (HTTP) A7 —

HAaA—RLYARY
(http://www.iana.org/assignments/http-status-codes/http-status-codes.xhtml)

T SN TV SRR O HTTPJRR = — RZ2HEH L £ 7,

msg

IR a— FICBE#EMIT oz T — XA v'—,

NX-API ~D7 U £ XA DHIR

T8 ZA~@ HTTP 38 X OVHTTPS 7 7 £ A & HilfR3 2 12i%. ACL & iptable D 2 DD H{EN &
D iﬁ—o {ﬁﬁﬁj‘éjﬁ(fﬁi\ nxapi use-vrf<vrf-name> CLI =z~ f\%ff}zﬁ Lf\ NX-API JE’{%@
VRE ZHERL L TV E I IS U THRE Y £,
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iptable O 5 37

NX-API |

HrE D VRF 2T % XL DI NXAPL 2L L TWW AR WEAIZDAH, ACLEZEH L TT A R
~@O HTTP £721Z HTTPS 7 7 E A &R L £ 9, ACL OEKOZEMICOWTCiE, AL TV
HAALwF 77 IUDCiscoNexus> VU —ANX-OStF 2 UTF A HERTA REBR LTS
W,

7272 L. NX-APLi#fE IZ VRF #5% € L7286, ACL X HTTP £ 721X HTTPS 7 7 & A Z [}
LEHA, fRDOVIZ, iptable D/L—/VEER L E T, L—VOIEROFEMIZ DUV TIL, iptable
DOFEH (244 X—) BB L T TZE,

iptable Z 9% &, VRF 23 NX-APLi#{E FHICHERL STV D IGEIZ, T /31 A~ HTTP £
721X HTTPS 7 7 v 2 & HIR & £4, = @Jzﬁ v a Uik, BETFO iptable |2 HTTP 38 L Y
HTTPS 77k A% 71 v 7+ 50— L &BIN, #a, HIRT 2 hEE2 R LET,

ATy T1 HITP 7 7 A% T a v 745/ —LEERT BI121%. ROFIEEZETLET,

bash-4.3# ip netns exec management iptables -A INPUT -p tcp --dport 80 -3j DROP

bash-4.3# ip netns exec management iptables -A INPUT -p tcp --dport 443 -j DROP

AT 73 SN —NVERRT HIE, ROFIREZFATLET,

bash-4.3# ip netns exec management iptables -L

Chain INPUT (policy ACCEPT)

target
DROP
DROP

prot opt source destination
tcp -- anywhere anywhere tcp dpt:http
tcp -- anywhere anywhere tcp dpt:https

Chain FORWARD (policy ACCEPT)

target

prot opt source destination

Chain OUTPUT (policy ACCEPT)

target

prot opt source destination

AT T4 101550024 7Ry hOR—KBO~DTXTDHDMNT T 4w &HTayr$T5—LEVERL CHERTS
IZiE, MOFNEEZFEITLET,

bash-4.3# ip netns exec management iptables -A INPUT -s 10.155.0.0/24 -p tcp --dport 80 -3j DROP
bash-4.3# ip netns exec management iptables -L

Chain INPUT (policy ACCEPT)

target
DROP

prot opt source destination
tcp -- 10.155.0.0/24 anywhere tcp dpt:http

Chain FORWARD (policy ACCEPT)

target

prot opt source destination

Chain OUTPUT (policy ACCEPT)

target

AT w75 LN

prot opt source destination

WHLZA— L 2R L CHERT DI121E. ROFEZFITLET,
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Z ORI, B NL—/L% INPUT D SEIEE L ET,

bash-4.3# ip netns exec management iptables -D INPUT 1

bash-4.3# ip netns exec management iptables -L

Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

RDBRY

) 0— FRIT Iptable k%155 |

iptables ®/L—/ L% bash ' = /L CEE L7246, UV e— FRIMREESINERTA, V—L &KL
HINZ T D11, U v — R T Iptable Z kil 2 (245 X—2) 2L T EE 0,

|) O— KR T Iptable Zk#51E3 %

iptable /L —/L % bash ¥ = /L CERE L7454

Jo— FRIIRFSNEEA, Z0OET7 Ve

YTIEL Ve — MR B A S U iptable & kifiefb 2 HIEICOW TR L7,

15 H B HEIIC
iptable Z#ZH L7z & LET,

AT w71 iptables initlog & VI ARIDT 7 A V% Jetc T 4 L7 N UIZERL £7°,

bash-4.3# touch /etc/iptables_init.log; chmod 777 /etc/iptables_init.log

ATy T2

ATvT3

iptable DT % {1795 Jetc/sys/iptables 7 7 A V& AERR L £ 57,

bash-4.3# ip netns exec management iptables-save > /etc/sysconfig/iptables

RO—EDa~ 2 REFEH LT, fete/initd 7 1 L2 k1T liptables init] &9 EEYZ 7 U 7" M & B L

ij—o

#!/bin/sh

### BEGIN INIT INFO

# Provides: iptables_init
# Required-Start:

# Required-Stop:

# Default-Start: 2345

# Default-Stop:
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ATy TH

NX-API |

h—=IL X4 9% ACL

# Short-Description: init for iptables
# Description: sets config for iptables
# during boot time

### END INIT INFO

PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin
start_script() {
ip netns exec management iptables-restore < /etc/sysconfig/iptables
ip netns exec management iptables
echo "iptables init script executed" > /etc/iptables_init.log
}
case "$1" in
start)
start_script
stop)
restart)
sleep 1
$0 start

*)
echo "Usage: $0 {start|stop|status|restart}"
exit 1
esac
exit 0

BB A 7 U7 MOEY) MR 23 E L £

bash-4.3# chmod 777 /etc/init.d/iptables_int

chkconfig =—7 1 U7 4 2 L, [liptables int] fE)A 7 VS h& T4 IZRELET,

bash-4.3%# chkconfig iptables init on

liptables_init] EE)A 7 V7 MI, Ver— F2FETTLH-RIFTINE T, 1T iptable /L—/L % K
BIZT 52 N TEELE,

Hh—=xxI)L X524 ACL

H—F I AZ 7 ACLIF, A VRN RAaviR—xk o heT 7 MR R avR—xr B
TH72DD ACL ZAERT 272D D— 72 CLIA > 7 7 A N7 7 F % T,

H—F)v AH 27 ACL %, NX-OSACLCLI #fifH L C, BEHBIUO 7o k Xx/)L HR—F
toBERT ) r—va B RE#ELET, H—D ACL 2R ETH I LT, NX-08 LT T
DEBT TV r— g VR RETEADVNERDH Y 7,

=N AL 7 ACL X, =—HF—DFEHN ALZEEL, ACL 23 mgmt0 A > ¥ —7 = A A
WCEM EN 5 & & iptable = N 2 HEBIC T 0 7T AT 5a R R—R 2 T,

LRI, —x)v A% v 7 ACL ¥ 26 T1,
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n—xnzavsact [

swtich# conf t

Enter configuration commands, one per line. End with CNTL/Z.

switch (config)# ip access-list kacll

switch (config-acl)# statistics per-entry

switch (config-acl)# 10 deny tcp any any eq 443

switch (config-acl)# 20 permit ip any any

switch(config-acl)# end
#

switch
switch (config-if interface mgmtO
switch (config-if ip access-group acll in

ipv6 traffic-filter aclé in

HH = H H

(

(
switch(config-if
switch(config-if

switch# sh ip access-lists kacll

IP access list kacll

statistics per-entry

10 deny tcp any any eq 443 [match=136]
20 permit ip any any [match=44952]
switch (config) #

PUTFIE, HERRIZ DUz iptables =2 R Y D —F )V A X w7 T 4 VZ Y 7 TH,

bash-4.4# ip netns exec management iptables -L -n -v --line-numbers
Chain INPUT (policy ACCEPT 0 packets, 0 bytes)

num pkts bytes target prot opt in out source destination

1 9 576 DROP tcp -- * * 0.0.0.0/0 0.0.0.0/0 tcp dpt:443

2 0 0 ACCEPT all -- * * 0.0.0.0/0 0.0.0.0/0

3 0 0 DROP all -- * * 0.0.0.0/0 0.0.0.0/0

Chain FORWARD (policy ACCEPT 0 packets, 0 bytes)
num pkts bytes target prot opt in out source destination

Chain OUTPUT (policy ACCEPT 0 packets, 0 bytes)
num pkts bytes target prot opt in out source destination
bash-4.4+#

=N AZ 7 ACL ¥R — hDOHIfRITIRD &1 TT,

« ZOMREIE, mgmtOAf X —T = A ATOHIR— S, oA RN R 2 —T =

A ATEYR—-FSNEEA,

cACL=> KU ® 520 % 7L (protocol, source-ip, destination-ip, source-port, 33 &
destination-port) |3, iptables (7' 1277 LI TWET, ACL=> bV TR 55K
DA 7 avidiptables TR T T AINTELT, 0K I BRGEITEE D syslog & A

n—L%E9,

-z, %5 3o ACL A7 3 »idkstack TIEH R — N SR TWEF A,

BRI—ILDBPRA A =L ENET, |

HIFAeb)

¢ THNA A 2—W =KX K bash 77 B AEZEFFo TV DA, = —F —IXFH) T iptables
EREHCTEXET, ZOFEHLY, v s T AZH TS iptable L— /L3R 3% FIHENE

NHY ET,

« RAES D ACE DRRIKIE, IPv4 T 7 4 » 7 DAL 100, IPV6 77 4 v 7 OEE
[TMATESBHIZI00TY, ZDOAF—ALUEEENT L, AV—T7y MNCEBEEHEZD

AREMEDS B Y £,
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NX-API [GZ&ZO— FDFE
WIZ, NX-APLJGEDEZOBNDNX-API =T —, =7 — a— K, BIOAvyE—VERLE
7

WIZ, NX-APIIGEDEZ LNDNX-API =T —, =5 — a—F, BIUOAvyE—V&ERLE
@—O

V72 MMERAN XML £7212JSON 74+ —< v hOHEE . NX-API =5 —, =5 — a— K,
BIUONX-APIIGED A v E—T RO EBY T,

N

GE) WD HTTP =7 — a— RiE, N A /X—F % Z MEET T f 2L (HTTP) A7 —F A 20— K
LA kU (http://www.iana.org/assignments/http-status-codes/http-status-codes.xhtml) (Z &> V) £ 97,

= 11:NX-API[EZ&E2— F

[NX-API [5% (NX-API Response) ] a—F |[AyvEe—P

Hzh 200 AR,

CUST OUTPUT PIPED 204 FRIC LY . HAERIOBTIC A TSN
£7

BASH CMD_ERR 400 Bash 2~v> N =7 —

CHUNK_ALLOW_ONE_CMD_ERR 400 Fyr27iE, 1o0a~vy RETEZITA
nET,

CLI_CLIENT ERR 400 CLI DETT T —

CLI_ CMD_ERR 400 CLI 2~> R =7 —DAT,

EOC NOT ALLOWED ERR 400 cocflilE, VZTZARDEY a3 ID &
LIRS THER A,

IN_ MSG_ERR 400 EREA v E—UNEHTT,

INVALID REMOTE IP_ERR 400 FERO Y E— FPERETE EHA,

MSG_VER_MISMATCH 400 Ayt —Y R—=Tg L OLR—F

NO INPUT CMD_ERR 400 ANa<r Kby FHA,

SID NOT_ALLOWED ERR 400 Ty a D & LTCAT S U3 i
HTI,

PERM_DENY_ERR 401 MERAE S SE LT,
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nx-Ap sz — oz ]

CONF_NOT_ALLOW_SHOW_ERR 405 HERCE— RIT [RT (show) ] ZFFA L ¥
NEAVVA

SHOW_NOT_ALLOW_CONF_ERR 405 FRE— R TIHHERTE EHEA,

EXCEED_MAX_SHOW_ERR 413 T % show =< > RO AR A B2 *
L7, BARMEIE 10 TY,

MSG_SIZE_LARGE_ERR 413 JEEY A ANRETEET,

RESP_SIZE_LARGE_ERR 413 JEEY A ZXDRIRRA v —2 A X%

2772, WA EIERELE L, R A
A% 200 MB T,

EXCEED MAX INFLIGHT CHUNK REQ ERR

429

FIF v 7 U7 oA hORREITHEZ
TWET, JKIL2 TT,

MAX_SESSIONS ERR 429 ATy a VRRICEELE L, Hrilwn
2—P—/7 T4 T FOBEIE, LIES
SLTHhHH ) —ERBRALIZSN,

OBJ_NOT_EXIST 432 FERLIEAT V=7 MRTFELERA,

BACKEND ERR 500 Ry sy RLET 5 —

CREATE_CHECKPOINT ERR 500 F v I RA L NOERETHTT—,

DELETE CHECKPOINT ERR 500 F v 7 RA L FOHIREHICT T — 35k
LE L,

FILE_OPER_ERR 500 AT LNET 7 A NEET T —,

LIBXML NS _ERR 500 VAT LAOWE LIBXMLNS =7 —, Zi
FER 7 4 —~ v PO T —TT,

LIBXML PARSE ERR 500 VAT AOWHES LIBXML fiffr =7 —, =
NFERT7 +—~ v hOTTF—TT,

LIBXML PATH CTX ERR 500 VAT AOWHE LIBXML /XA 227 % 2
f=F—, ZHEFERT7r—~vy fO=
:7‘ %/C‘—é—o

MEM_ALLOC ERR 500 VAT AOWNEH ATV EID YT T —,

ROLLBACK_ERR 500 0=y 7 OFITHICE T —NRELE
L7,

SERVER BUSY_ ERR 500 = N—=PNE VRO, U7X

FESSNE L,

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .



B warsza—rox

NX-API |

USER_NOT FOUND ERR 500 ADEFEX v v amba—HF—R o
N FEH A

VOLATILE FULL 500 FERMEAE VT TF, AEY 22—
AEMRBLT, BRITLTL &N,

XML _TO JSON_CONVERT ERR 500 XML %*5 JSON ~DZE#HT 5 —_

BASH CMD NOT SUPPORTED ERR |[501 Bash 7~ RIEHHFE— F & TWERAL

CHUNK_ALLOW_XML_ONLY_ERR 501 F v 7 IX XML 1 OHEZ R LET,

CHUNK ONLY ALLOWED IN SHOW ERR |501 JWEDTF ¢ 71X, show A< R TDOH
TS ET,

CHUNK_TIMEOUT 501 F ¥ I IREDERFICHXA LT U FLE
L7,

CLI CMD NOT SUPPORTED ERR 501 CLIz~<Y RiZHR—FEnTWERA,

JSON_NOT_SUPPORTED_ERR 501 KEOH I OTREM N B 5 7=, JSON I
PR—FENTHEEA,

MALFORMED XML 501 ARIE72 XML H 7,

MSG_TYPE UNSUPPORTED ERR 501 A=Y XA T FR—FENTWE
HA

OUTPUT REDIRECT NOT SUPPORTED ERR | 501 HAHYZ ALY NI FE— RS TnEd
Moo

PIPE XML NOT ALLOWED IN INPUT [501 T avy R A 7 XML IZA S Tl
FAEHTWERA,

PIPE NOT ALLOWED_IN_INPUT 501 TOANEA TN, TR TE
Moo

RESP_BIG_USE_CHUNK_ERR 501 WWENHFERKNEEZBZ TOET, HKRIT
I0MB T7, Fv 7 ZA%hc L TXML
F/IFISON HAEFEH L £,

STRUCT NOT_SUPPORTED ERR 501 LT R— F SR TWEE A,

ERR_UNDEFINED 600 REFART T —,
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JSON & & U XML #&:& 1L H A

NX-0S i%. kofE b an=zH 7 +—~v T, &FIFE 2 show 2~ ROEEREEH )
DYVEAL VLT et R—FrLTWET,

« XML
« JSON, JSON H 1D F[Ri% 60 MB T,

«JSON 7 4 —~ v NI OERERKE T 1 v 7 Z5Hi2<2d < L7z JSON Pretty &, 0 £,
JSON @ [RIZ 60 MB T,

*NX-0S U U —293 (1) T#HAXH7- JSON Native & JSON Pretty Native (X, B 2~
VRIER VA X —% N RAFTHZ LR Y JSON % KV @SRRI R R L
%7, JSON Native 33 L TV JSON Pretty Native |, H D7 — 2R a2 LR L ET, HITHD
FINEWT DD VI, BB E L TRRLET,

NX-OS CLI T, fE=#£0D NX-0S /1% JISONE /- IZ XML A > Z—F U Z—IT [ TP +
HE, INHDOT F—~vy hAOEBPTOIET, =& 21E, showip access =~ > K% %

1T 2B, B SA 7 () 28T T, 2ORICH DB ETEET, 29575 &, NX-0S
a~y FoHhREvicEEibtsh, 2o cora—FanEd, ZoEEIcLY, 7nm
TT NI EDT—H O BAIEEIZR Y, Y7 v =T AN =T TV A NI EN L
AL FNEDARN) =T T —=EZRFR—FINET, CiscoNX-OSDIFEALEDa~
KX, JSON, JSONPretty JSON XA 7 1 7, JSON XA 7 4 7 Pretty, 3L UXML )% 4
A—brLTWET, BEET = h— a<xr Rl —#Hoa<r N, $XToRxH

R—=FLTIHWERA, BEMEF vy h— a<w NI XML 23R —F LTWETA, JSON

ONY T MIERB Y R—FLTWEREA,

Y

GE) W=7 —%[ERETHI10E,. 77 AV U ZA L7 FEFEHLTISONH I EZ 7 7 A ) # A
V7 L, FOT7 7 ANVHDEFEAHLET,
il

Switch#show version | json > json output ; run bash cat /bootflash/json output

ZOBREDBIRE NI Z LU FICFRLET,

JSON D#FE (JavaScript 77> =& FRED)

JSON X, HIFErTHE/R T — X DI DICRKEI SNTRET F A N R—ADA—TF v AL X — R
T, XML OfRFIZ7e 0 £9°, JSON IEH & & & JavaScript 20 Hak el S E L7122y, i lIKA T
LWT =X Td, a~> FHATEH, JISONBLWISON U T 4 74—~ v b, B
NISON RA T 4 TEBELWISON VT 4 AT 4 THHFAR— I TWET,

IFTARCOEHOT 077 IV TEETMLNOFETHR— RSN TND 2 DOFEER
TGO LB T,

JEFAFE U AR Bl
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show =< > R JSON F721% XML H11Zi%, NX-API ¥ > RR v 7 ANH T 7 BATEE

R

CLI D %EAT

switch-1-vxlan-1# show cdp neighbors | json

{"TABLE cdp_neighbor brief info": {"ROW_cdp neighbor brief info": [{"ifindex": "

83886080", "device id": "SW-SWITCH-1", "intf id": "mgmtO", "ttl": "148"
"capability": ["switch", "IGMP cnd filtering"], "platform id": "cisco AA-C0000

S-29-L", "port id": "GigabitEthernetl/0/24"}, {"ifindex": "436207616", "device

_id": "SWITCH-1-VXLAN-1 (FOC1234A01B)", "intf_id": "Ethernetl/1", "ttl": "166

", "capability": ["router", "switch", "IGMP cnd filtering", "Supports-STP-Disput

e"], "platform id": "N3K-C31320-40G", "port id": "Ethernetl/1"}]}}

BLR-VXLAN-NPT-CR-179#

XML 35 & T JSON H A1 D45l

Ok va T, XMLEBEIOVISON H /1 E L THRREND NX-0S 2+ 2 ROFNZDOWNT
FAL £,

KOFNE, "—F U =27 T—TNLDa=F% vy A MBIV LFRY AN L—FT 47 =k
U % JSON JENTHERT D HEZRLTVET,

switch (config)# show hardware profile status | json

{"total 1lpm": (["8191", "1024"], "total host": "8192", "max host4 limit": "4096",
"max host6 limit": "2048", "max mcast limit": "2048", "used lpm total": "9", "u
sed v4 1lpm": "6", "used v6_ lpm": "3", "used v6 lpm 128": "1", "used host lpm tot
al": "O0", "used host v4 lpm": "O", "used host v6 lpm": "0", "used mcast": "O0", "
used mcast oifl": "2", "used host in host total": "13", "used host4 in host": "1
2", "used host6 _in host": "1", "max ecmp_ table limit": "64", "used ecmp_ table":
"0", "mfib fd status": "Disabled", "mfib fd maxroute": "0", "mfib fd count": "O"

}
switch (config) #

WIZ, N—RU =T T—TND2=Fx A MBIV F XY AN N—T 4T = ) %
XML R TERT D012~ LET,

switch(config)# show hardware profile status | xml
<?xml version="1.0" encoding="IS0O-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0:fib">
<nf:data>
<show>
<hardware>
<profile>
<status>
<__XML_OPT_Cmd_dynamic_tcam_ status>
< XML OPT Cmd dynamic tcam status  readonly >
<__readonly >
<total lpm>8191</total lpm>
<total host>8192</total host>
<total lpm>1024</total lpm>
<max_host4 1imit>4096</max host4 limit>
<max_host6 1imit>2048</max host6 limit>
<max mcast 1imit>2048</max mcast limit>
<used lpm total>9</used lpm total>
<used v4 lpm>6</used v4 lpm>
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<used v6_ lpm>3</used v6_ lpm>
<used v6_ lpm 128>1</used v6 lpm 128>
<used host lpm total>0</used host lpm total>
<used host v4 lpm>0</used host v4 lpm>
<used host v6 lpm>0</used host v6 lpm>
<used mcast>0</used mcast>
<used mcast o0ifl>2</used mcast oifl>
<used host in host total>13</used host in host total>
<used host4 in host>12</used host4 in host>
<used host6_in host>1</used host6 in host>
<max_ecmp table limit>64</max ecmp table limit>
<used ecmp table>0</used ecmp table>
<mfib fd status>Disabled</mfib fd status>
<mfib fd maxroute>0</mfib fd maxroute>
<mfib fd count>0</mfib fd count>
</__readonly >
</ XML OPT Cmd dynamic tcam status__ readonly >
</ XML OPT Cmd dynamic tcam status>
</status>
</profile>
</hardware>
</show>
</nf:data>
</nf:rpc-reply>
11>11>
switch (config) #

ZOFITIE., ISONTERTAA v F FIZLLDP # A v — 42 FR_THHEEZRLET,

switch (config)# show 1lldp timers | Jjson

{"ttl": "120", "reinit": "2", "tx interval": "30", "tx delay": "2", "hold mplier
": "4", "notification interval": "5"}

switch (config) #

ZOMFITIE, XMLERTAA v F EICLLDP A ~— 452 FmrT 5 HFiEEZ R LET,

switch (config)# show 1lldp timers | xml
<?xml version="1.0" encoding="ISO-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0:11dp">
<nf:data>
<show>
<1ldp>
<timers>
<__XML_OPT_Cmd_1lldp_show_timers__ readonly >
<__readonly >
<ttl>120</ttl>
<reinit>2</reinit>
<tx_interval>30</tx_interval>
<tx delay>2</tx delay>
<hold mplier>4</hold mplier>
<notification interval>5</notification interval>
</__readonly >
</ XML _OPT Cmd 1lldp show_timers  readonly >
</timers>
</1ldp>
</show>
</nf:data>
</nf:rpc-reply>
11>11>
switch (confiqg) #

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .



NX-API |
B v s s v ason whos

ZoHIE. ACL #et%E XML X TR T L HEEZRLTHVET,

switch-1(config-acl)# show ip access-lists acl-testl | xml
<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns="http://www.cisco.com/nxos:1.0:aclmgr" xmlns:nf="urn:ietf:p
arams:xml:ns:netconf:base:1.0">
<nf:data>
<show>
< XML OPT Cmd show_acl ip ipv6 mac>
<ip ipvé6 mac>ip</ip ipv6 mac>
<access-lists>
< XML OPT Cmd show_acl name>
<name>acl-testl</name>
< XML OPT Cmd show_acl capture>
<_ XML OPT Cmd show_acl expanded>
< XML OPT Cmd show_acl  readonly >
<_ readonly >
<TABLE ip ipv6 mac>
<ROW_ip ipv6 mac>
<op ip ipvé6 mac>ip</op ip ipv6 mac>
<show_summary>0</show_ summary>
<acl name>acl-testl</acl name>
<statistics>enable</statistics>
<frag opt permit deny>permit-all</frag opt permit deny>
<TABLE_ seqgno>
<ROW_seqgno>
<seqno>10</segno>
<permitdeny>permit</permitdeny>
<ip>ip</ip>
<src_ip prefix>192.0.2.1/24</src_ip prefix>
<dest any>any</dest_ any>
</ROW_seqno>
</TABLE_seqgno>
</ROW_ip_ ipv6_mac>
</TABLE ip ipvé6 mac>
</__readonly_ >
</__XML__OPT_Cmd_show_acl__ readonly >
</__XML__OPT_Cmd_show_acl_expanded>
</ XML OPT Cmd show acl capture>
</__XML__OPT_Cmd_show_acl_name>
</access-lists>
</ XML OPT Cmd show acl ip ipv6 mac>
</show>
</nf:data>
</nf:rpc-reply>
11>11>
switch-1 (config-acl) #

ZOBIE. ACL 5t % JISON B TERT D HiEEZ R L TCWET,

switch-1(config-acl)# show ip access-lists acl-testl | json

{"TABLE_ip ipv6_mac": {"ROW_ip ipvé6_mac": {"op_ip ipv6_mac": "ip", "show_summar
y": "0", "acl name": "acl-testl", "statistics": "enable", "frag opt permit deny
": "permit-all", "TABLE seqgno": {"ROW segno": {"segno": "10", "permitdeny": "pe
rmit", "ip": "ip", "src_ ip prefix": "192.0.2.1/24", "dest any": "any"}}}}}
switch-1(config-acl) #

’OFNL, AA v FDOTNEAT—F X% JSON ERTERTHHEZRLTWVET,

switch-1# show system redundancy status | Jjson

{"rdn mode admin": "HA", "rdn mode oper": "None", "this sup": " (sup-1)", "this
sup_rdn state": "Active, SC not present", "this sup sup state": "Active", "this
_sup_internal state": "Active with no standby", "other sup": "(sup-1)", "other
sup_rdn_state": "Not present"}
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nxosv2#
switch-1+#

ZOHNE, AA v FOILEMEHRZ JSON Pretty Native 2N THR/RT 5 HiEE2 R L TOVET,

switch-1# show system redundancy status | json-pretty native

{

"rdn _mode admin": "HA",

"rdn_mode oper": "None",

"this_ sup": "(sup-1)",

"this sup rdn state": "Active, SC not present",

"this sup sup state": "Active",

"this sup_ internal state": "Active with no standby",

"other sup": "(sup-1)",

"other sup rdn state": "Not present"
}
switch-1#
ROFNZ, AA 2 FDOSPFIv—T 2T INT A =5 % JSON A T 4 TRATRAT 551k
ERLTOET,
switch-1# show ip ospf | json native
{"TABLE ctx":{"ROW ctx":[{"ptag":"Blah","instance number":4,"cname":"default","
rid":"0.0.0.0","stateful ha":"true","gr ha":"true","gr planned only":"true","gr
_grace _period":"PT60S","gr state":"inactive","gr last status":"None","support t
0s0_only":"true","support opaque lsa":"true","is abr":"false","is asbr":"false"

,"admin dist":110,"ref bw":40000,"spf start time":"PTOS","spf hold time":"PT1S"
,"spf max time":"PT5S","lsa start time":"PTOS","lsa hold time":"PT5S","lsa max

time":"PT5S", "min lsa arr time":"PT1S","lsa aging pace":10,"spf max paths":8,"m
ax metric adver":"false","asext lsa cnt":0,"asext lsa crc":"0","asopaque lsa cn
t":0,"asopaque lsa crc":"0","area total":0,"area normal":0,"area stub":0,"area
nssa":0,"act _area total":0,"act area normal":0,"act area stub":0,"act area nssa
":0,"no_discard rt ext":"false","no discard rt int":"false"}, {"ptag":"100","ins
tance number":3,"cname":"default","rid":"0.0.0.0","stateful ha":"true","gr ha":
"true","gr planned only":"true","gr grace period":"PT60S","gr state":"inactive"
,"gr_last status":"None","support tos0 only":"true","support opaque lsa":"true"

,"is_abr":"false","is asbr":"false","admin dist":110,"ref bw":40000,"spf start
time":"PTOS", "spf hold time":"PT1S","spf max time":"PT5S","lsa start time":"PTO
S","lsa hold time":"PT5S","lsa max time":"PT5S","min lsa arr time":"PT1S","lsa

aging pace":10, "spf max paths":8,"max metric adver":"false","asext lsa cnt":0,"
asext lsa crc":"0","asopaque lsa cnt":0,"asopaque lsa crc":"O","area total":0,"
area normal":0,"area stub":0,"area nssa":0,"act area total":0,"act area normal"
:0,"act_area stub":0,"act _area nssa":0,"no _discard rt ext":"false","no discard
rt_int":"false"}, {"ptag":"111","instance number":1,"cname":"default","rid":"0.0
.0.0","stateful ha":"true","gr ha":"true","gr planned only":"true","gr grace pe
riod":"PT60S","gr state":"inactive","gr last status":"None", "support tos0 only"
:"true", "support opaque lsa":"true","is abr":"false","is asbr":"false","admin d

ist":110,"ref bw":40000,"spf start time":"PTOS","spf hold time":"PT1S","spf max
time":"PT5S","lsa start time":"PTO0S","lsa hold time":"PT5S","lsa max time":"PT

58", "min lsa arr time":"PT1S","lsa aging pace":10,"spf max paths":8,"max metric
_adver":"false", "asext lsa cnt":0,"asext lsa crc":"0","asopaque lsa cnt":0,"aso
paque_ lsa crc":"0","area total":0,"area normal":0,"area stub":0,"area nssa":0,"
act area total":0,"act area normal":0,"act area stub":0,"act area nssa":0,"no_d
iscard rt ext":"false","no discard rt int":"false"}, {"ptag":"112","instance num
ber":2,"cname":"default","rid":"0.0.0.0","stateful ha":"true","gr ha":"true","g
r planned only":"true","gr grace period":"PT60S","gr state":"inactive",'"gr last

status":"None", "support tosO only":"true","support opaque lsa":"true","is abr"

:"false","is asbr":"false","admin dist":110,"ref bw":40000,"spf start time":"PT
0s8","spf hold time":"PT1S","spf max time":"PT5S","lsa start time":"PTO0S","lsa h
old time":"PT58","lsa max time":"PT5S","min lsa arr time":"PT1S","lsa aging pac
e":10, "spf max paths":8,"max metric adver":"false","asext lsa cnt":0,"asext lsa
_crc":"0", "asopaque lsa cnt":0,"asopaque lsa crc":"0","area total":0,"area norm
al":0,"area stub":0,"area nssa":0,"act area total":0,"act area normal":0,"act a
rea stub":0,"act area nssa":0,"no _discard rt ext":"false","no discard rt int":"
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false"}11}}
switch-1+#

NX-API |

WOHFNE, OSPF /V—F 4 > 7 /3T A —X % JSON Pretty Native JX X CHERRT 5 HikE R LT

b\\i‘a—(}

switch-1# show ip ospf

{
"TABLE ctx": {
"ROW_ctx":

[{

json-pretty native

"ptag": "Blah",
"instance number":
"cname":
"rid": "0.0.0.0",
"stateful ha":
"gr ha":
"gr_planned only":
"gr grace period":
"gr_state":
"gr_last status":
"support tosO _only":

"support opaque lsa":
"false",
"false",

"is abr":
"is asbr":
"admin dist":
"ref bw":
"spf start time":
"spf hold time":

110,

"spf max time": "PT5S",

"lsa start time":
"lsa hold time":

"lsa max_time": "PT5S",

"min lsa arr time":
"lsa aging pace":
"spf max paths":
"max metric adver":
"asext lsa cnt":
"asext lsa crc":
"asopaque lsa cnt":
"asopaque lsa crc":
"area total": 0,
"area normal": 0,
"area_ stub": 0,
"area nssa": 0
"act area total":
"act_area normal":
"act area stub":
"act _area nssa":

"no discard rt ext":
"no discard rt int":
{

"ptag": "loo",
"instance number":
"cname":
"rid": "0.0.0.0",
"stateful ha":
"gr ha'":
"gr_planned only":
"gr grace period":
"gr_state":

’

"true",
"true",

40000,

"true",
"true",

4,

"default",

"true",
"PT60S",

"inactive",

"None",
"true",
"true",

"PTOS",
"PT1S",

"PTOS",
"PT53",

"PTlS",
10,

8,
"false",
0,

"O",

0,

nom
’

o

0,

’

o o

’

"false",
"false"

3,

"default",

"true",
"PT60S",

"inactive",

... content deleted for brevity ...

"max metric adver":

"false",
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"asext lsa cnt": 0,
"asext lsa crc": "o",
"asopaque_ lsa_cnt": 0,
"asopaque_ lsa_crc": "o",
"area total": 0,

"area normal": O,
"area stub": 0,
"area nssa": 0
"act_area_ total":
"act_area normal":
"act_area_ stub":
"act_area nssa": ’
"no discard rt ext": "false",
"no discard rt_int": "false"

’

o O O o

}
switch-1+#

wIZ, XMLIEAXTIP V— MEHERRT D02~ ET,

switch-1# show ip route summary | xml
<?xml version="1.0" encoding="IS0-8859-1"?> <nf:rpc-reply
xmlns="http://www.cisco.com/nxos:1.0:urib"
xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0">
<nf:data>
<show>
<ip>
<route>
< XML OPT Cmd urib_show ip route command ip>
< XML OPT Cmd urib show ip route command unicast>
< XML OPT Cmd urib_ show ip route command topology>
< XML OPT Cmd urib_show ip route command 13vm-info>
< XML OPT Cmd urib_ show ip route command rpf>
< XML OPT Cmd urib show ip route command ip-addr>
< XML OPT Cmd urib_show ip route command protocol>
< XML OPT Cmd urib show ip route command summary>
< XML OPT Cmd urib_show_ ip route command vrf>
< XML OPT Cmd urib_show ip route command  readonly >
<_ readonly >
<TABLE vrf>
<ROW_vrf>
<vrf-name-out>default</vrf-name-out>
<TABLE addrf>
<ROW_addrf>
<addrf>ipv4</addrf>
<TABLE summary>
<ROW_summary>
<routes>938</routes>
<paths>1453</paths>
<TABLE unicast>
<ROW_unicast>
<clientnameuni>am</clientnameuni>
<best-paths>2</best-paths>
</ROW_unicast>
<ROW_unicast>
<clientnameuni>local</clientnameuni>
<best-paths>105</best-paths>
</ROW_unicast>
<ROW_unicast>
<clientnameuni>direct</clientnameuni>
<best-paths>105</best-paths>
</ROW_unicast>
<ROW_unicast>
<clientnameuni>broadcast</clientnameuni>
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<best-paths>203</best-paths>
</ROW_unicast>
<ROW_unicast>
<clientnameuni>ospf-10</clientnameuni>
<best-paths>1038</best-paths>
</ROW_unicast>
</TABLE unicast>
<TABLE_route_count>
<ROW_route_count>
<mask len>8</mask len>
<count>1</count>
</ROW_route count>
<ROW_route_count>
<mask len>24</mask len>
<count>600</count>
</ROW_route count>
<ROW_route_count>
<mask len>31</mask len>
<count>13</count>
</ROW_route count>
<ROW_route_count>
<mask len>32</mask len>
<count>324</count>
</ROW_route count>
</TABLE route count>
</ROW_summary>
</TABLE_ summary>
</ROW_addrf>
</TABLE addrf>
</ROW_vrf>
</TABLE vrf>
</__readonly >
</ XML OPT Cmd urib show ip route command  readonly >
</ XML OPT Cmd urib show ip route command vrf>
</ XML OPT Cmd urib show ip route command summary>
</ XML OPT Cmd urib show ip route command protocol>
</ XML OPT Cmd urib show ip route command ip-addr>
</ XML OPT Cmd urib show ip route command rpf>
</ XML OPT Cmd urib show ip route command 13vm-info>
</ XML OPT Cmd urib show ip route command topology>
</ XML OPT Cmd urib show ip route command unicast>
</ XML OPT Cmd urib show ip route command ip>
</route>
</ip>
</show>
</nf:data>
</nf:rpc-reply>
11>11>
switch-1#

ROBNL, JISON BT IP Lb— M ZFR T L0 2R~ LET,

switch-1# show ip route summary | json

{"TABLE vrf": {"ROW vrf": {"vrf-name-out": "default", "TABLE addrf": {"ROW addrf":
{"addrf": "ipv4", "TABLE summary": {"ROW summary": {"routes": "938", "paths": "

1453", "TABLE unicast": {"ROW unicast": [{"clientnameuni": "am", "best-paths": "2"},
{"clientnameuni": "local", "best-paths": "105"}, {"clientnameuni": "direct",

"best-paths": "105"}, {"clientnameuni": "broadcast", "best-paths": "203"},
{"clientnameuni": "ospf-10", "best-paths": "1038"}]}, "TABLE route count": {"ROW route

count": [{"mask len": "8", "count": "1"}, {"mask len": "24", "count": "600"}, {"mask len":
"31", "count": "13"}, {"mask len": "32", "count": "324"}]}}}}}}}}

switch-1#

WOHIE, JSON Pretty JERX T IP L— FENEFRT 5612 5R LET,
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switch-1# show ip route summary | json-pretty
{
"TABLE vrf": {
"ROW _vrf": {
"vrf-name-out": "default",
"TABLE addrf": ({
"ROW_addrf": {
"addrf": "ipv4",
"TABLE summary": {
"ROW_summary": {
"routes": "938",
"paths": "1453",
"TABLE unicast": {
"ROW_unicast": [

{

"clientnameuni": "am",
"best-paths": "2"

}!

{
"clientnameuni": "local",
"best-paths": "105"

}!

{
"clientnameuni": "direct",
"best-paths": "105"

}!

{
"clientnameuni": "broadcast",
"best-paths": "203"

}!

{
"clientnameuni": "ospf-10",
"best-paths": "1038"

}!
"TABLE route count": {
"ROW_route count": [
{
"mask len": "8",
"count": "1"

}7

"mask len": "24",
"count": "600"

"mask len": "31",
"count": "13"

"mask len": "32",
"count": "324"

}
switch-1#
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WOFNE, JISON XA T 4 TR TIP V— FTF—T VA2 R+ B HFEZRLTWET,

switch-1(config) # show ip route summary | json native
{"TAELE vrf™: {"ROW vrf™: [{"vrf-reme-out™': "defaul t", "TABLE acdrf™: {"ROW addrf™: [{"addrf™': "ipvd"", "TFEE, sunmery': {"'ROW sumary': [{"'routes"":3,"p
aths":3, "TABIE unicast"': {"ROW unicast™: [{"'clientramemni": "breadtast”, "oestaths'":3}] }, "TAELE raute cont™: {"ROW route cont™: [{"esk 1en':8,

"count":1}, {"mask_len":32,"count":2}1}}1}}1}}1}})
switch-1 (config) #

JSON XA T 47 (BXWISON 7V T 4 XA T 47) Tk, BEIPEOEKL L TEIND
TELICEELTLLEER Y, FExiE. masklen:] IZFEEOE32 L L THERINET,

WOFNE, JISON 7V F 4 AT 4 TR TIP L— N TF—T N EERTDHHEEZTRLTWE
7,

switch-1(config)# show ip route summary | json-pretty native

{

"TABLE vrf": {
"ROW vrf": [{
"vrf-name-out": "default",
"TABLE addrf": {
"ROW_addrf": [{
"addrf": "ipv4",

"TABLE summary": {
"ROW_summary": [{
"routes": 3,
"paths": 3,
"TABLE unicast": {
"ROW_unicast": [{
"clientnameuni": "broadcast",
"best-paths": 3
]
}!
"TABLE route count": {
"ROW_route count": [{

"mask len": 8,
"count": 1

b Ao
"mask len": 32,
"count": 2

}1
}
}
switch-1 (config) #

H > JIJLNX-APIL X5 1) T k

=P —[INX-API TR I U7 N2 lT 2 HFEERTH TNV AT VT MIT 7 EATEE
T, VTN AT YT NIT 7 BATHIZE, ROV 2% 27V 7 LT, WERY 7 U
T VY —=RZHIET DT 4 L7 b U &R L FE 3 : Cisco Nexus 9000 NX-OS NX-API
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NX-API REST

TOETIRD MY v T TSN TWET,

¢ NX-API REST IZ2WT (261 ~=—73)
« REST {Z X 5 DME fkiE#s (262 ~—7)

NX-APIREST [CDLVT

NX-API REST
U U —2 7.03)12(1) Tix. NX-APIREST SDK 72EMEE L7,

CiscoNexus A1 v FTlL, #iiia~r RIA4 Ao —T7 x4 X (CLI) #EHL CTHEmL
F9, CLIIEZ, ¥EAA v T ETLOFEITTEEH A, NX-APIREST (%, HTTP/HTTPS API %
T 52 L2 D, CiscoNexus D7 7t VT 4 HA ESEET,

«FFED CLI 2~ 2 R& AA v F OIS FEATARE T,

« 2D CLI a~ 2 RERITT2LEND DKL, iR/ 0% HTTP/HTTPS #R{EDH
KT 7y arvEBREbESL L TERLET,

NX-APIREST %, show 22~ K, HEARB I OGEMA A v F#E L Linux Bash Y% 3"— F LF
7,

NX-APIREST /X HTTP/HTTPS # h 7 > AAR— b & LTHEMA L EJ, CLIIX, HTTP/HTTPS
POST ALz 22— K& E T, NX-APIREST /N v 7 = KX Nginx HTTP $—/3— % {i [
LEd, Nginx 7ut® 2 EZDFTRTOFF v AL, CPUE AT OMHED ERNED 5
LTV % Linux cgroup DRi# FZE 2N E T, NX-API 7’1 & X%, cgroup ext_ser_nginx 0 —
HTH Y, 2,147,483,648 /31 F D AE VIZHIFR U TUVWET, Nginx D AE U &7 cgroup
OHIRZHE 2 % &, Nginx 7' 2t A XFEE) ST, NX-APL##RL (VRF, A— b, GEAEAE
B) NEITLISNET,

Cisco Nexus 3000 33 £ 19000 2 Y — & NX-API REST SDK DEEIZ >N T,
https://developer.cisco.com/docs/nx-os-n3k-n9k-api-ref/ 2 L T 72 &0,
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REST (= & % DME #& i & #

REST Put (2 & 5 DME 7 JLERREHRIZDINT

Cisco NX-OS U U —2 9.3(1) LAK&, Cisco NX-OS % REST PUT #{EIC L 5 ET N _— 2 D554
REREEAE TR — N LET, RELZEESHZ D ZOHETIL, CiscoDMEET VA L &
o

DME 7 /KRR E WS REZ T 5 &, REST 70 VI b A v 2 —T A Z&MHLTAAL v
FOFEITHER ZBEEHZ 5N ET, DME 7 /UL EHBERE I, BEH% PUT #EIC Xk - TYT
ZHEVIBEMOAY v EBRHY EF, REY IV —DFTRCOEY (VAT ALV, T
J—. BLO®YU—7) 23, DME 7 /UiRkES AR — R LET,

« AA y FHERR D BT 1L RO Y AR — b
« HEMED YR — b

c LOBERESC T ORI E 525 2 L7a | HEREEZERMICEE T Szt L £
j—o

« BB R AFRETE 2 X 012752 & T, AR 2R L. AT —24k
BRLET, A v FIIEDEZFE L, MY ) —ORBELZ T 55Ty a2 LET,

)

GE) Tmal oLk F—TxA ABFEHLTETT LI EIFTEEHAMN, config replace
config-file-name Cisco NX-OS CLI =~ > FIZ L V| 7/UERE#R A FITTH2 &b T E T,

Guidelines and Limitations

The following are the guidelines and limitations for the DME full config replace feature:

* For information about supported platforms, see the Nexus Switch Platform Matrix.

« It is important for you to know the tree and know where you are applying the config replace. If you
are using the Sandbox for the config replace operation, the Sandbox defaults to the subtree, so you
might need to change the URI to target the correct node in the config tree.

* If you use the NX-OS Sandbox to Convert (for Replace), you must use the POST operation because
of the presence of the status: 'replaced' attribute in the request. If you are using any other
conversion option, you can use the PUT operation.

* If you use the REST PUT option for this feature on a subtree node, config replace operation is applied
to the entire subtree. The target subtree node is correctly changed with the config replace data in the
PUT, but be aware that leaf nodes of the subtree node are also affected by being set to default values.

If you do not want the leaf nodes to be affected, do not use a PUT operation. Instead, you can use a
POST operation with the status:'replaced’ attribute.

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)


https://www.cisco.com/c/dam/en/us/td/docs/Website/datacenter/platform/platform.html

| NX-API
RESTPOST =& 5 7 0/57 « LALo#mER ]

If you are applying the config replace to a leaf node, the PUT operation operates predictably.

RESTPOST (2L 2 70O/8F 4 LANJLDIER B 2

A @®DME E£7 /L%, RESTPOST#EIZ X D CLIR—RADERED 7' 11 /7 4 L UL DR
EEYAR— L TWET, RS m— RE4AR L, REST POST #/EA4 I L TAA v FIZ
EETHZEICED, NX-OS YRRy 7 20 L THREEO 7 a 8T ¢ DI BEE#HZ D
ZENRTEET, NX-OSH > KRRy 7 ZDOFEMIZOWNTIL, NX-APIBHHE T Ry 7 A%
ZHRLTLEEN,

RATvF1 HTTPS #/- L, NX-OS > KR v 7 2% LTCAAL »FICBfi L, n 7oA U IEHREATILET,
ATy T2 EE VT T, BETHHEDCLIZ AT LET,
RT9T3 EETVTOTOT 4 —/L KT, #KT 28T 2V U —NO MO ~O URI #&%ELE7, 2D MO
L~ E Put ZER OEFEHETT,
ATw 74 [FiE Method) | G, NX-API (DME) &R L £,
AT9 TS5 [AS1# A7 (Input Type) ] C. [CLI] ZE4R L £,
ATv 76 [£H#: (Convert) | K7 X 7Y A2 KRS Convert (for replace) Zi®RL T, [ER (Request) ]
AT Afu— REEKRLET,
ATV T AA v F~OPOST #@lEEEHTHEREZ 7 U v LET,
GE) T uRT 4 LUV ORERERE, AT 7 4L MER OB A ISR T A RS H Y £,
ZhiE, BEEEIITANTOFMOZHIBRL, $ X TO7 a7 42774V MUty b L
£ ERBLLNETT,

REST PUT [C K SHBEL NIL DI E R
Cisco DME (%, REST PUT #/EIZ L DHERE L~V O EHLZ VR — M L CWET, T /LD
HAEL L TCPUT (12T D2 L T, BEDHEEDHERAZEXHZ DI LN TEET,
WOFNEZFEH L 9,

RTYT1 7747 "inb, BEEOET VA7V =7 b (MO) TRESTPUT ##/EZ%{T L £7,
a) Putid, AL AT AL BLEERED MO ~@D URL 28 ET 2L ENH Y 7,
72 & 21X, BGPOHA . /api/mo/sys/bgp.json DL H 720 £9,
AN v— RIED R THLLERH Y . HERED DN CGET 2817752 & T, WOTHAAL vF
MORERETG TE DRERNH Y £7, 72L& 21X, BGP D5
/ﬁ\\ /api/mo/sys/bgp.json?rsp-subtree=full&rsp-prop-include=set-config-only K 5 2720 iﬁ_o
b) HERED~A B— FiX, WEMZD MO (2l AlFbe) CHEDLERDY T,
R R L ET,

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .
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"bgpInst": {
"attributes": {
"asn": 'llOO"’
"rn": "inst"

}I

"children": [

. content removed for brevity

{
"bgpbom": {
"attributes": {
"name": "vrfl",
"rn": "dom-vrfl"
}I
"children": [
{
"bgpPeer": {
"attributes": {

"addr": "10.1.1.1",
"inheritContPeerCtrl": "",
"ent s

"peer-[10.1.1.1]1"

"bgpbom": {
"attributes": {

"name": "default",
W,

rn": "dom-default",
"rtrId": "1.1.1.1"

ATY j 2 /api/mo/sys/bgp.json?rsp-subtree=full&rsp-prop-include=set-config-only %{ﬁﬁﬁ L. *%EEO)%TQ@:{%
F L7- DN T GET Z%f5 L £,
ATvT3

(A7 ay) BELEMe—FE, BX#27-DNOGET L LET, GET DA 12— N, 2%/
LA a—KREFEILTHILENRHD £3°,

pall

RESTPUT DEREBRD FS TV a—TF 409

PLFiX. REST Put #/EIZ L AHEREE N L2 WGED T TNy a—TF ¢ v TS
FNETT,

YAS®)

ATV TN BRPAENNE S D EfER LET,

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)
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ATy T2

ATv73
ATy T4
ATy TH

REST PUT MR ERD F 5Ty a—F 125 [

URL., #fE, BLOXAS o — KB THLILERSH D £3, 72L& 2I1E, URL 2 api/mo/sys/foo.json D
WE. A 8— R foo THRELIVLERH Y 97,
A= RKRHEHTHY, WOL IR T O XT A OHLNEENTWNWDLZ 2R LET,

« EFICERESNTZH D

c B2 T ™A AEENOEHF LI D
W7 0 X7 4 DI EFT HITIE. rsp-subtree=fullsrsp-prop-include=set-config-only & 7 A /L& U
Y795 GET 2R LET,
A v— RERREET 521X, DME POST #{EZ I L CAf m— RZ A A v FIZHELET,
TI7—%Fxvy 7 LT, MODAHTE T 0T 1 R3obHZ LaRLET,
N = RIZH MO DARTE T NT A REENTVWDLZ EEMERLET,

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .
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. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)



521 =

NX-APIGAFEES >V FARY I R

o NX-API BHFEE V> R v 7 2:92 (2) KVAETDONX-0S U U—A (267 <—)
e NX-API BHFEEH > FAR v 7 2 : NX-0S VU —292 (2) LIfE (282 <—)

NX-APIFAFREEY > KRy P X:92 (2) K YAITDNX-0S ')
1) — X

About the NX-APl RO w/s—H Y KRy I R

NX-API Developer Sandbox (%, AA v F THAFEILDH Web 7 +— LT, NX-OSCLI =~
v REFEIZED XML £ 7213 JSON ~ A 17— RIZZHL L, NX-APIREST 21 72— FZ[F%% 0 CLI
WAL FT,

KIZRT 912, Web 74— A3 oD_A 2 (v K (EE212) Bk, BLOUG
) EHEO 1 OOMWE T,

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .
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Guidelines and

NX-API |

1: ) IRNEHDEEDHEEL NX-APITRAO Yy /A—H 2 RRy I R

dits’ NX-API Developer Sandbox

=

a<v R _frvoaryibe—nLE2FHTHE, YR—FINTWBEAPIDOA vt~ 7 54—
<~ v b (NX-APIREST 72 ¥) o~ R ZA47 (XMLXCJSON 72 &) ZERCc&x£4, HiH
RO~ RAA T F T a g, BRLIEA v E—Y 7 p—< v ML TRARY F9,

av L RN U1 DU EDCLI a2~ REATNTLHNE0 1T 5L, Web 74— AT~
Y REAPINA B — RICEHR L, T —%2TF =7 L, EROSA 12— REERA T
FRLET, KIZ, a2 FXM UOPOSTRZ U EHHALT, XM u—K&H > Ry 7 &
WHAAL y FICEBEEFET H 2 L 2RI LIZGE, IWES VI APLIGENERINET,

W2, 22 F A 2 NX-APIREST {54 (DN) & ~Af r2— R4 AJJL, nx-api rest
A=V 74—~y hE[ETIL (model) ] 2~ R¥ATHRERTDHE, T2 v/38—
T RRy 7 AFI_A 0 — RO T —%2TF = v 7 L, JBESA VIZFEED CLINE R S
£7.

Limitations

Following are the guidelines and limitations for the Developer Sandbox:

* Clicking Send in the Sandbox commits the command to the switch, which can result in a configuration
or state change.

* Some feature configuration commands are not available until their associated feature has been enabled.
For example, configuring a BGP router requires first enabling BGP with the feature bgp command.
Similarly, configuring an OSPF router requires first enabling OSPF with the feature ospf command.
This also applies to evpn esi multihoming, which enables its dependent commands such as evpn
multihoming core-tracking. For more information about enabling features to access feature dependent
commands, see the Cisco Nexus 9000 Configuration GuidesCisco Nexus 3000 Configuration Guides.

» Using Sandbox to convert with DN is supported only for finding the DN of a CLI config. Any other
workflow, for example, using DME to convert DN for CLI configuration commands is not supported.

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)
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Guidelines and Limitations .

* The Command pane (the top pane) supports a maximum of 10,000 individual lines of input.

* When you use XML or JSON as the Message Type for CLI input, you can use semicolon to separate
multiple commands on the same line. However, when you use JSON RPC as the Message Type for
CLI input, you cannot enter multiple commands on the same line and separate them with a semicolon

(5)

For example, assume that you want to send show hostname and show clock commands through
JSON RPC as the following.

In the Sandbox, you enter the CLIs as follows.
show hostname ; show clock
In the JSON RPC request, the input is formatted as follows.

[
{

"jsonrpc": "2.0",

"method": "cli",

"params": {
"cmd": "show hostname ; show clock",
"version": 1

}!

"id": 1

]
When you send the request, the response returns the following error.

{

"jsonrpc": "2.0",
"error": {
"code": -32602,
"message": "Invalid params",
"data": {
"msg": "Request contains invalid special characters"
}
}!
"id": 1

}

This situation occurs because the Sandbox parses each command in a JSON RPC request as individual
items and assigns an ID to each. When using JSON RPC requests, you cannot use internal punctuation
to separate multiple commands on the same line. Instead, enter each command on a separate line and
the request completes sucessfully.

Continuing with the same example, enter the commands as follows in the NX-API CLI.

show hostname
show clock

In the request, the input is formatted as follows.

[
{

"jsonrpc": "2.0",

"method": "cli",
"params": {
"cmd": "show hostname",

"version": 1
b
"id": 1
} 4
{

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .
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"jsonrpc": "2.0",

"method": "cli",
"params": {
"cmd": "show clock",
"version": 1
}l
"id": 2

}
]

The response completes successfully.

[
{

"jsonrpc": "2.0",

"result": {
"body": {
"hostname": "switch-1"
}
}l
"id": 1

"jsonrpc": "2.0",

"result": {
"body": {
"simple time": "12:31:02.686 UTC Wed Jul 10 2019\n",
"time source": "NTP"
}
}l
"id": 2

Awyt—T JF—Iy AT KRR A TOHERK

[AvE—2 7+—< v b (Message Format) [&[a~Y > K 24 7 (Command Type) Ji%, =
~ U RSy (BEARA ) O EBCHERESNET, [AvytE—Y T4+—<T v b (Message
Format) ] C. #4252 API 70 hadD7 py—~ v F2@IRLET, BAXEY L RRy 7 X
X, O API 7 va hanzHdR—hLTWET,

£ 12:NX-0SAPI 7O k)L

Jakral Bz

json-rpc JSON A 17— K TNX-OSCLI 2~ > REEUET 5 72 DIl fl T 2 pEue
ORgEY)E—hF 70—V 2— (RPC) 71 =/, JSON-RPC 2.0
HARIZ, jsonrpe.org (2 & - THERL STV E T,

xml XML A @ — R TNX-OSCLI %7~ T bash ==~ > R&ZEMET 5 7= D Cisco
NX-API B D7 m k=)L,

json JSON A 12— RTNX-OSCLI £ 7-i%bash 2~ RZEAET 5 7-H D Cisco
NX-APIE D7 w1 k2L,

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)


http://www.jsonrpc.org
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Ayt—S Tr—wyreavokaqsTomn ]

Jokran H =1z

nx-api rest P NX-08 7 —Z BV (DME) &7V THEBMEA TV =7 b

(MO) &ZDT /37  a#fER X U4 ELS 728 O Cisco NX-API Al H
D7\ k=, Cisco Nexus 3000 35 LT 9000 2 Y — X NX-API REST SDK
DFEARIZ DUV TIX,  https://developer.cisco.com/site/cisco-nexus-nx-api-references/
ZZRLTIEE,

nx yang P L OVREET — % D YANG ( [Yet Another Next Generation] ) 7 —
2 E®FY S EE,

[Avt—2 74+—< v b (Message Format) |1 ZiiR§ 25 &, [A<T> F 247 (Command

Type) 147> a oty hBR[AvE—D T+—< v b (Message Format) ] = b2 —/1®
FTFIEFERREINET, [AT2Y K 247 (Command Type) ] De%EIX. AJ) CLI ZH#l[RT

=, [ER (Request) 1&[I5% (Response) D7 +—~ v hERETEET, A7 a3 Ui,

BIRL7Z[AvE—Y T4+—< v b (Message Format) JIZ X - CTHRRY £4, H[AvE—
74— v b (Message Format) JIZOWT, RDOET[AIYY K 24 7 (Command Type) ]
FFa oV THLET,

®13:a° K547

Ayt—ImH AR R Ea4T
json-rpc o cli — show F 213k~ K
e cli_ascii— show £72iIp=a~ N, 74—~ b
(ZH T
xml ecli show— 2~ FEZERRLET, 2+ N2 XML H
NP R=FLTWRNGE, =7 — Ay E—UNKS
ET,
e cli_show_ascii— 2~ REFR/R, 74—~y FEFITH
7

o cli_conf—#fpk 2~ K, XEER O =2~ > RiZHR—
FENRTWERA,
ebash—bash =~ N, 1F& A EDIEREFMbash 2~ K
N HR— N THET,
GE) AA »F Thash ¥ = VEHINCT HHENH
D ij‘o

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .


https://developer.cisco.com/site/cisco-nexus-nx-api-references/

B ot or—<vreazor g Tomm

NX-API |

Ayt—CHR

aAvo k847

json

sclishow — 2~ FE2FRLET, 2~ N2 XML H
HaEYR—=FLTWARNGEA, =T7— A vbE—URRE
NEJ,

e cli_show_ascii— a3~ REHRR, 74—~y FEFITH
]

e cli_conf—#&RL =~ N, MEER O A~ > NI R—
FERNTWERA,

ebash—bash 2~ R, 1Z&AEDIENTRbasha~ 2 K
N HR—FENTHET,
G¥) AA wF Thash ¥ = VAT D MEND
@ ij_o

nx-api rest

scli— k<~ R
¢« 5 /)L —DN B LU T 51 n— K,

nx yang

*json — XA @ — R(Z JSON &Rl H S E 7
e xml — XML #1E 23~ A v — NI S E S

HAFv Y

KED show 2~ NN LT 57-DI2, —HD NX-API A vE—Y 74—~ T,
show 2~ RO AF ¥ 7 BV R— b SN TWET, ZOHA. [Frod E—FEFMIC
9% (Enablechunkmode) [ F = v 7Ry 7 AN, v arIDSID)ANRy 7 AL LB
[a< > K %47 (Command Type) ] 2> ha—/LD FIZFERINET,

Fx I AN IRGE

JISBIFEED [F v 7] TERESN, BRIOOF ¥ 7 HHEO 2~

VRISETEREENET, WERA v E—VDOROF ¥ o7 HRET HI21E, BiOIREA v E—
VOt ya s IDICERESIIESID 2 LT NX-API ZRZXETHLERH D 97,

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)
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FrayA—4o Ry 2xEA ]

FAROYN—H U RFRYy S R EFEA

TROYN—H U KRRy REZFALTCLUOIYTY KERESTRA O— RIZZEH]T S
je

EXh FTAANVTE VYRR I AT 0 RUDOH ERBICHD V4 v A2 —Fk (Quick
Start) 1227 Vv 2735 HRHTEET,

LARVA a—RRtEFxaUT 4 AV vy R EOFEMIZOWTIX, INX-APICLI] OELX%
BLTLEE N,

o~y R R— &R TWERE A,

AT EHTZAPI 7 haro[ryvt—URK (Message Format) ][ < > K #4 7 (Command Type) ]

ZHER L £
SRR FIEIZOWTIE, AvE—Y 74—~y heavr REZATOMK 270 2—) 2B L TLE
S,

AFyvT2 FHAAADTFFA = MY Ry 7 A2, NX-OSCLIR o~ FZ2 11712 1 DT DO AT 50850
fHrE9,

FEASA DO TEIZHL [y b (Reset) 1227 Vv 73258 7FAFZ M) Ry 7 ZA(BLU [E
K (Request) 131 > & [I5% (Response) 151 ) ODNAEZEHETEET,

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .
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'.':I.'s'él‘;' NX-API Developer Sandbox Quick Start | LogoutGe

Message format: @

json-rpe xmil json

nx-api rest nx yang

Command type: @

Copyright © 2014-2016 Cisco Systems, Inc. All rights reserved. NX-AP version 1.1

ATV T3 by T XA U ORTEHICHD [EH (Convert) 127V v LET,

CLI 2= RIZHER = 7 —RNEENTWRWEGEE, <4/ a— FIX[ER (Request) 1A VZFRINE
T, TIT—NFETHEAE. SO T — X v —U N [ (Response) ] A SZFRENET,

. Cisco Nexus 9000 ') —X NX-08 7O45 ST E T4 H4 K, 1) 1)—Z104(x)
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FROYA—HY PRy Y REEALTOU I KERESTA( 0— KIcz#d 3 ]

"clwl;c'lg'.' NX-API Developer Sandbox Quick Start | LogoutCe

Message format @
api /mo/sys. json

{ SOM-1pC json

“topSystem": {

attributes™: { e -
“name”: "REST2CLI"
}

} Command type: @
}

Copy

hostname REST2CLI

Copyright @ 2014-2016 Cisco Systams, inc. Al rights reserved. NX-AP1 version 1.1

Waiting for bam.nr-data.net..

ATY T4 [T IR (Request) ]3A SNCHDRSA 00— RRFRENTWDHEEIE, POSTZ 2 U w7 LT,
A — K& APIMEOMH L & LCAL v FIZEETEET,
ALy FInHDO L AR AL [Response (FGE) |1 VZFERINET,
s POST %27 UV v/ +5L, a~y RRAL vy FIcay hEh, HRELIDRENET S D
AREMEDN DV £,

Cisco Nexus 9000 ') —X NX-08 7045 ST E YT« H4 K, 1) 1)—Z104(x) .
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-

Hmim Quick Start Logout G+

cisco NX-API Developer Sandbox

Message format: @

nx-api rest nxyang

Command type: ©

logging level netstack 6|

Resronse.

{ : {
“topSystem”: { “imdata™: []
“children®*: [ Fythor

ATy TE XA T[AE— (Copy) 1227V v r35E, [EXR (Request) 1A > F721E [IHE (Response) ]34
YOMNT yANE I v THR—RiZat—T& £,

ATy 76 [V TR (Request) 1A > TPython 227 Vv 7 32%&, 7V v 7 R—=KEDY A O Python &
ARG TEET,

FTRAYN—H U RFRYy O REZFHALRESTRA O— KNS CLIaT Y FADEH
Je

Evh FUTA~NTNE YRR I AT RUDOEEBICHD [V4 v A% —F (Quick
Start) 1227 Vv /35 LFHTEET,
LARV A a—RReX2 T4 AV y R EOFEMICHOWTIE, NX-APICLI] O&E4*%
LT 7EEN,

FIRDHE

1. Ayt—2 IJ4—T v bE L Tnx-api rest ZEIR L, AY 2 K 44 T L L Tmodel
BEIRL 9,

2. FHADTFAMANRY 7 AZDN &AM m—REANLET, KRIZ, EHBA
DFICH D [EH (Convert) | A& %227V v LET,

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)
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FROYA— YL PRy s REERA LI REST <A O— knb el avy kanzi ]

F IR D

ATY Tl AytE—2 T74—T v rE L Tnx-api rest ZiER L, ATV K 24 TL L Tmodel iR L 9,
i -

cisco NX-API Developer Sandbox Quick Start | LogoutG

Message format: @

Command type: @

cLl .

Copyright © 2014-2016 Cisco Systems, Inc. All rights reserved. NX-AP version 1.1

AT T2 EH_AVDTHFARNANR Y 7 AIZDNEX_A B —RFEANLET, KiIZ, EESA O TFICHD [Ef
(Convert) 1R &# %2V vy 7 LET,

1 -
Z OfITIL, DN X /api/mo/sys.json TH Y, NX-APIREST <A 2 — RFRDOE LY T :
{

"topSystem": {
"attributes": {
"name": "REST2CLI"
}
}
}

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .
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Message format: @
api/mo/sys. json

{ json-rpc xmil json
“topSystem": {
“attributes”: { nx yang
“name”: "REST2CLI"
}
T Command type: @
}

cli

Copyright & 2014-2016 Cisco Systems, Inc. Al rights resarved. HX-AF1 version 1.1

Waiting for bam.nr-data.net...

[ (Convert) | RZ %27 ) v 45, RORICFRTE S0, A0 CLIA CLI A cFREh
7,

. Cisco Nexus 9000 ') —X NX-08 7O45 ST E T4 H4 K, 1) 1)—Z104(x)
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FROYA— YL PRy s REERA LI REST <A O— knb el avy kanzi ]

'.':l.’s'.i_lc;' NX-API Developer Sandbox Quick Start  LogoutG»

Message format: @
api/mo/sys. json

{ json-rpc xmil json
“topSystem": {
“attributes”: { nx yang
“name”: "REST2CLI"
}
} Command type: @
}

cli

- CLE ERROR:
hostname REST2CLI m m

Copyright & 2014-2016 Cisco Systems, Inc. Al rights resarved. HX-AP1 version 1.1

Waiting for bam.nr-data.net...

Cisco Nexus 9000 ') —X NX-08 7045 ST E YT« H4 K, 1) 1)—Z104(x) .
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GE)
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TAOYNR—HY U FRy I REFER LT REST R4 O— KA 5 CLI AT FADZEH .

FRa =B RARy 7 A%, H v RAR > 7 ZH CLI & NX-API REST ~2A 17— R{TZ5H# L
FFEATYH, TRTONA B— RERZEOCLICEWT A Z LITTXEHA, DT, fa—
R CLI 22~ RIZERICEWT 505 5F 5RO H 57 —DFRKD Y A hTF,

# 14:REST2CLI T 5 —DREA

R4 AO— KDMERE

R

AN m— RIZ, MOIAHE LW BN E £
TVET,

i -

api/mo/sys.json
{
"topSystem": {
"children": [
{
"interfaceEntity": {
"children": [
{
"11PhysIf": {
"attributes": {
"id": "ethl/1",
"fakeattribute":
"totallyFake"

[T5— (Error) 134 0%, BHEICEET S
TI7—%IRLET,

i)
CLI

& MNirhysIf)] OARBALRENME
[fakeattribute] O[T S— (Error) ]

A m— R, BEAEEZYR—PEhT
W2 MO B ENTVET,

Bl -

api/mo/sys.json
{
"topSystem": {
"children": [
{
"dhcpEntity": {
"children": [
{
"dhcpInst™: {
"attributes": {
"SnoopingEnabled": "yes"

[T5— (Error) 1A %, ¥HR—FrENT
WRWMO ICB# T 2 =7 — &KL E7,

il

CLI

[T5— (Error) ] [ lsys/dhcpl O¥ T
V—2RKNEHRINTWEEA, (The

entire subtree of "sys/dhcp" is not

converted.) ]

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .
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A O— FDOEE =R

NX-API BiEEY > KRy X :NX-0S 1J1)—X92 (2)
ARG

About the NX-APl 7RO v/ A\—H 2 FRvy Y R

Cisco NX-API Developer Sandbox %, A A »F THRA M ZiLDH Web 7 +— A T7, NX-OS CLI
o< RZ[E% D XML F 7213 JSON ~2A 1 — N{ZZ# L, NX-APIREST <A 17— K& [6% D
CLIIZA# L £,

Web 7 +— A%, WOMITTRT XL HIC, a~vwr R (EEoLqy) | sk (hloqy) |
BIORE (FEDOSAL ) O3 ODONA o &2FFO 1 DOEETY, fHE4 (DN) 74—/
RiZ, a~r XA U7 AR XS OfIcHD £9 (FRIO POST EEEAF TV a v
OFEizHY £9)

VI ZARNSAL NS —HOX T RH Y £7, &¥ 71, Python, Python3, Java, JavaScript,
Go-Lang D#7e D 5iEAR LET, £X 7 TlE, TNENOEETY VA MERRTEE
9, 72& X, CLI 2~ K% XML %7213 JSON ~A v — RIZEH L7, [Python] % 7 %
7Yy LT, A7 U7 NOVERKRICHEACTE % Python TOVU 7 A M EFRRLET,

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)
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B2:VI IR MEHNEEDHEED NX-APITRO Y /RA—H 2 RRy I R

'Icl.ls'::lcl" NX-API Sandbox Quick Stat  Command Reference | LogoutG»

show version Method: @
Message format: @ [jsonope ¥

Input type: @

Request Python Python3 Java JavaScript Go-Lang

Response:

av s RS rpay ha— L EFHT S E, NX-APIREST 72 E DA — F LTV 5 APL,
FF) (XA a—FK) RCLIREDATZA T, BEIOXML R JSON 2 ED A v —IER
FRINTXFET, FRHEERA S a3, BIRLEHECE > TR 97,

NXAPI-REST (DME) A YV v RZERL, 1 DL EOCLIZ~ >y REa~w s KA VAT
LR AT, [ A2V v 7T HE, Web 74— LAk~ K% RESTAPI %A 1 — K
WCEHL, R —%2F v/ L, BRI NEROXAS o —RE2FRRLET, ®IT, 2
A= R&EFY NRy 7 205 AL v FICEEEETH Z L 2BRLZHE (POSTA T v =
VEBIRLUTC[SEND) 27 VU v 7) | & A VIZ APLSERERENE T, FECONT
X, TRy =P RRy 7 A% L TCLI2~ > K& REST A 12— RIZEHT 5 (290
N=) AL TN,

WZ, CiscoNX-API Developer Sandbox (3~A 2 — FORET T —%F = v 7 L, ®ixd % CLI
T B A ZFRLET, SOV TIR, [T Re vy =Y RRy 7 A& L
REST ~A 1 — F/pb CLL a3~ RADZH (293 ~—2) | 2ZRL TSV,

Guidelines and Limitations

Following are the guidelines and limitations for the Developer Sandbox:

* Clicking Send in the Sandbox commits the command to the switch, which can result in a configuration
or state change.
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* Some feature configuration commands are not available until their associated feature has been enabled.
For example, configuring a BGP router requires first enabling BGP with the feature bgp command.
Similarly, configuring an OSPF router requires first enabling OSPF with the feature ospf command.
This also applies to evpn esi multihoming, which enables its dependent commands such as evpn
multihoming core-tracking. For more information about enabling features to access feature dependent
commands, see the Cisco Nexus 9000 Configuration GuidesCisco Nexus 3000 Configuration Guides.

* Using Sandbox to convert with DN is supported only for finding the DN of a CLI config. Any other
workflow, for example, using DME to convert DN for CLI configuration commands is not supported.

» The Command pane (the top pane) supports a maximum of 10,000 individual lines of input.

* When you use XML or JSON as the Message Type for CLI input, you can use semicolon to separate
multiple commands on the same line. However, when you use JSON RPC as the Message Type for
CLI input, you cannot enter multiple commands on the same line and separate them with a semicolon

()
For example, assume that you want to send show hostname and show clock commands through
JSON RPC as the following.

In the Sandbox, you enter the CLIs as follows.
show hostname ; show clock
In the JSON RPC request, the input is formatted as follows.

[
{

"jsonrpc": "2.0",

"method": "cli",

"params": {
"cmd": "show hostname ; show clock",
"version": 1

} 4

"id": 1

]
When you send the request, the response returns the following error.

{

"jsonrpc": "2.0",
"error": {
"code": -32602,
"message": "Invalid params",
"data": {
"msg": "Request contains invalid special characters"
}
}!
"id": 1

This situation occurs because the Sandbox parses each command in a JSON RPC request as individual
items and assigns an ID to each. When using JSON RPC requests, you cannot use internal punctuation
to separate multiple commands on the same line. Instead, enter each command on a separate line and
the request completes sucessfully.

Continuing with the same example, enter the commands as follows in the NX-API CLIL

show hostname
show clock

In the request, the input is formatted as follows.
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[
{

"jsonrpc": "2.0",

"method": "cli",
"params": {
"cmd": "show hostname",
"version": 1
}l
"id": 1
}l
{
"jsonrpc": "2.0",
"method": "cli",
"params": {
"cmd": "show clock",
"version": 1
}l
"id": 2

}
]

The response completes successfully.

[
{

"jsonrpc": "2.0",
"result": {
"body": {
"hostname": "switch-1"
}
}l
"id": 1
}l
{
"jsonrpc": "2.0",
"result": {
"body": {
"simple time": "12:31:02.686 UTC Wed Jul 10 2019\n",
"time source": "NTP"
}
}l
"id": 2

Ayt—L TJr—I Y MEAAZA TDHERK

AUV R, AvtE—UBR, BLXOAAZAS T IE, a~vr R XAy (BEfo~<1v) ofk
MICHERINET, [AVY R]T, HTHIAPI 2 b2 LR EEIR L £9, CiscoNX-API
Developer Sandbox |&, KD APl 7'u h=/)L&HHR—F L TWET,

£ 15:NX-0SAPI 7O k)L

Jakral Bz

NXAPI-CLI XML & 721% JSON <X+ 11— K CNX-0S CLI &7z (X bash =~ > R&FEET
5728 ® Cisco NX-API M E O~ 1 k=21,
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Jokran

B

NXAPI-REST
(DME)

N NX-0S 5 —Z &2 (DME) EF NV TCEBNSEA T2/ b
(MO) &ZDTuRT ¢ Z#EfER LG4 HLS 72 ® Cisco NX-API i H
D7 v k)b, NXAPI-REST (DME) 7w kajbid, ROFENHEIRT
X5y rH s JRNERRLET,

- POST
- GET
- PUT
- DELETE
Cisco Nexus 3000 3 £ 109000 ¢ U — X NX-API REST SDK D FEIIZ ST

1. https://developer.cisco.com/site/cisco-nexus-nx-api-references/ 2 L T

<TEEW,

RESTCONF
(Yang)

Rk L ONREET — # 1D YANG ( [Yet Another Next Generation] ) 7 —
22T T ERE,

RESTCONF (Yang) 7'v& h=/Lid, IROGENGIBIRTE D ey 7 XY
Y UAMEFRRLET,

* POST

* GET

*« PUT

* PATCH

*« DELETE

AYYREZEIRTDHE, AvtE—CBXERIZIAAZSA TOL T a0y bR Fay 74
7y URANMIFERENET, AvtE—UHHKIX, AJICLIZH L, BREBRBEOER AT
ETEFET, A7 a i, BIRLEAYY RICE-TELRY 4,

WKDOETIE, EAVvE—CEAXOAN ARV R A4 T A a v iconTEHALET,
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£16:a7% KB4 7

Ayt— 7xr—vy reANs 1 ToMR [

Ak

Ayt—IHH

AR E4T

NXAPI-CLI

json-rpc

o cli— show F /=3~ K

e cli_ascii — show F72idMEM =~ N,
74—~y METICH)

s cli-array — show 2~ > K, cli (2l T\ &
T, cli_array ZfEHT 5 L. T—FI
1 DOHEFDOY A+, 3 MAFRIN[] T
HENTZT LA L LTESNET,

NXAPI-CLI

xml

scli_show —a~v o REeF£RLET, 2+
Y RAXML /&2 AR — F L TWhigngg
BT A bE—URRINET,

s cli_show ascii— 2~ REZER, 74—
~ v MEFITH

e cli_conf—Hpk =~ K, XIEERIOHERL
A~y NI R—FENTHEREA,

e bash—bash =2~ K, & A EDIEXSE
Bl bash 2 v RAYAHR— I TNE
ba‘o

GE) AA v F Thash v = V& HZN
WZTH0ERDHY ET,
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ik

Ayt—IHR

ARARVEEZAT

NXAPI-CLI

json

ecli_show —a~vr RERRLET, 2+
¥ RBXML )% %A — K LT
BT Ay b—URERINET,

GE) Cisco NX-OS U U — & 9.3(3)
PIBECIE, cli_show 2~ K
£V cli_show array =~

RAER S LE T,

e cli_show array — show =< > Rcli_show
WZELITUWE T A, cli_show array % F3-
DL, FTAIIAREIN] THERZZ1 D
DOEFROY A FEITASNE LTRSS
=7,

e cli_show ascii— 2~ REZHRR, 74—
~ v MEFITHD

e cli_conf—#ipk =~ N, XIEERI O
vy NI FR— SN TOERA,

e bash—bash 2~ R, 1F& A EDIEXTES
A bash =<2 FARHR—F SHTOE

KR
GE) AA »F Thash ¥ = L EZHZ)
T AVERH Y £9,

NXAPI-REST (DME)

o cli— CLI 225 FEF /L ~DZEH

e model — EF /L7 8 CLI ~DZEH,

RESTCONF (Yang)

ejson—NA m— R
|Z JSON H§id 3 i
HEhE+

« xml — XML #i
A 1 — R
Hanxd+

HAFv2D

JSON B LTV XML NX-API A v —UEXEFHT L E, I0MB OF v 7 TKE 7 show =
<V NRBEEZETEET, ZETDIE. FrornEfEsn T, A7RISONA T Y=/ b
FEXMLESEDMERESNE T, HAF v 7 &2n5d Vo7 A7) 7 N2FRT DI,
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Ayt— 7xr—vy reANs 1 ToMR [

KOV 7 %270y L, VI —=RI3XITHIET DT 4 L7 b U 2R L £ : Cisco NX-0S
NXAPI,

\}

GE)  F ¥ 27 JSONE— ROGAE, 77 U —F 7L Python A7 U 7k X—>[FHF%h7 JSON H
NaeRELETL ETE7E3HVETAL) o Ty B— &ML THEZ2JSON & Hifs
THITIE, TaLv7 NYTREENDZAZ VT N EFEHLET,

IR a2~ o RINETRYIOTF ¥ > 7 2% Tl 9, Zhidid, By a > ID 25 sid
TA—NVROEENET, ROF v 7 #GT210F, fioFryr 70ty a D%

[SID] 7% Ak Ry 7 ZIZAHLET, sid 74—/ FdDeoc (2T YDKbY) ETRE
NORBEOIGEICRETLIET, 7o 220K LET,

F ¥ 7 T— Fi%, JSON £/ XML 7 +—~ v~ b ZA 71 X Wcli_show, cli_show_array,.
F 71 cli_show_ascii =~ > K # A 7 TNXAPI-CLI 2 V v R&EMHT G AICHEHTE £,
Fx 7 FE— ROREDFHMIONWTIL, F¥ 7 E—RF 74—V ROREZSMLTLLES
AR

N

GE) NXAPIIE. ZK2o0F v By arwhR—FLET,

R17:F¥29 E—F TJ4—)LF

TJ4—ILKF4& Bz

Fro E—FERDT D |([Froy E—FEEHITT S (EnableChunkMode) 15 =
TR I A ) w7 L TCTFevl~v—0%FTDE, T¥
VINEMIRDET, Ty E—FREAHTTDHE, 10
MB %8 % 5)IGE 1%, kK 10 MB O A XOEBDTF ¥ > 7
TEFEINET,

SID JSEA =V DROF v 7 EEET HITIE, SID T XA

ARy 7 RHIOEDE vy g IDEATILET,

GE) FHTE 2 XFITEMTFE [ | OARTYT, KD
RYFFI T T —EZ TR £7,
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B =rovs—sorRyrzeEm

TARAYN—H U RRYy Y XFEA
TROYN—H U KRRy REZFALTCLUOIYTY KERESTRA O— RIZZEH]T S
je

Ev bk * Cisco NX-API X w8~ YRRy 7 A U4 RUDHEBIZH D 7 4 —L R4 DR
WZhHDH~NNT TAary (2) 27 Vv r3dE, T4y ~NVTEFHATEET,

B — X2 U T 4 A Yy R EDFEMIZ OV TIL, NX-API CLI OFEEZ S LT
TEEWY,

cHif o~ RIZPR—FENTHER A,

Cisco NX-API Developer Sandbox Z{# 7% &, CLI 2~ F% REST A rm— R|IZEHTX &
D

ATv 1 [AiE (Method) | kay 7 X UARNE27 YU » 27 L, NXAPI-REST (DME) % #4R L £,
[AAZA Tl kT Z oy URAIBRERINET,
AT972 [AH Unput) 1 XA 7 Fay 77Xy UAE7 Yy 7 L, cli Z@RLET,

AFY T3 FHASA o DTFA = MY Ry 7 A2, NX-OSCLIH o~ F&2 11712 1 DT DOAST 50850
fHrE9,

IS DOTEICHDL [y b (Reset) 1227 Vw7358 XA M) Ry 7 ZA(BLV [E
3K (Request) ] 31 > & [I5% (Response) ] 31 ) ODNFEHETE E7,
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Method: @

Input type: @

‘apiimo/sys json

Request Python Python3 Java JavaScript Go-Lang
Response:

ATy T4 [£EH (Convert) 127V v LET,

CLI 2~ RIZHERR = 7 — RN EEN TV WS, </ 2 — RFIX [ER (Request) | A ZERINE
T, TIT—NFETIEAIE. SHOZT — X v E—UN [IBE (Response) ]34 VZFREINET,

RATYTS (AT a NG Mm—RE APIFFOH L & LTAA v FITHEETHITIE, EE (Send) 1527V v

7 LET,

AA v FNHEO L AR AL [Response (&) ]34 VZERENET,

24 [EE (Send) 127 Vw27 95E, a~2 FRAAL v FIZaI vy bEN, BRELIRIRENE
HINDAREMERH D 5,
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B 7 xovi—9o rRy s REERLTOU DY K REST Xf O— RICE#RT B

-lclllswcllcl- NX-API Sandbox Quick Start DME Documentation Model Browser Logout G
g Tevel perstack 6 Method: @
Input type: @
Request Python Python3 Java JavaScript Go-Lang

Response:

AT 6 (AT ar)y~fr—KHNDOMO ® DN ZH&ET 5121 :
1. [W2 TR+ (Request) ] <A 726, POST 2R L £,

2. [ZE#: (Convert) | ey X o YR L&227 Y v 7 L, [Z# (DN #{&H) (Convert (with DN)) ] %
BIRLET,

N a— KL, XA a— FNDOE MO IZxhT5 DN Z&Tedn 7 4 — /L FE EBICERENET,
AT9T1 (A7 a3 H LW CRIEORHE K Z FEXT A

1. [ZE# (Convert) | Fry XU VX227 Uy L, [E# (BHFA) (Convert (forReplace) ) ]
ZBIRLET, [V TR (Request) ]3A Zid, [RT—H R (status) | 7 4 —/L RO [EH#
(replace) J&L D ICRRE I NT=A v — RBREREINET,

2. [V TAF (Request) 1A 726, POST ZJEIR L 7,
3. [#E (Send) 127V v Z LET,

BUEOHEIE, B SNIHERICESBMAONET, LT, ROMETHRMAT L LET

interface ethl/2
description test
mtu 1501

Wiz, [ZE#: (B#:A) (Convert (for Replace) ) 1%/ LT, RDO#HERL%Z POST L £,
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interface ethl/2
description testForcr

meu AN HIBR S 4L, B LWEH (testForer) DBRNBA U H —T7 = A AD FIZFREINET, TOEHIL,
show running-config & A )3 2% LR SV E T,

ATV T8 (A7 a)[UYZITARL (Request) ] R [IH& (Response) 131 v R EDNA L ODNKEAZ AL —TF
HIZIE, [3E— (Copy) 15227V v 7 LET, TNENORAL L ONENRZ Y v 7R —Rilavt—3siE
@—o

RT9TY (AT a )V 7 ANELUTOWNTRNOT +—~ v MIEHT LI, [UY TR b (Request) ]34
YOG T H TV v LET,

* Python

* python3
 Java

« JavaScript

» Go-Lang

TARAYN—H U R Ry IR EFALIZREST R/ O— M5 CLIOTY FADEH

Cisco NX-API Developer Sandbox Zffi 19~ 2% & | REST A v — K& %}HLT 5 CLI 2+ RIZE
aCxEd, ZDOA T 31k, NXAPI-REST (DME) # Y v RCOAEHATE £,

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .



NX-API |
. TAOYNS—H U FRy I REFER LT REST R O— KA 5 CLI AT FADZEH

Je

Ev bk » Cisco NX-API Developer Sandbox D 7 - —/L RADREIZSHDH~NVT T A2 (?) 27V
7FoE AVITA ST EHMMATEEY, ST TAar&27) v LT, TRE
NO7 44— FIZBET 2 FREBUGLET,

B a— LX) T 0 A Yy R EOFEMIOWTIE, NX-API CLI OEEZ S LT
<TZE,

* Cisco NX-API Developer Sandbox DA _ERRIZIX, i BMER~DY 7 BNEENTWET,
FoRENB Y 7 0F, BN LZ[AiE (Method) 12Xk » TR Y £9, NXAPI-REST
(DME) # Y v RiZgEmRaEns U7 .
« [NX-API 1) 77 L2 X (NX-API References) ]— B NX-API K= A2 NZIT 7
EATEET,

«[DME K& 21 A >k (DME Documentation) ] — NX-APIDME €7 /L J 7 7 L > &
/\O—‘\/“QC77’YZ7\/G‘% i‘j—o

«[ETIL TS5 94 (Model Browser) | — &5 /L 77 7% T b Visore ([T 7 AT
EFT, Visore XS—VIZT 7 AT HIZF, AL v TFDIPT FLAEFETAIT
DVHENDDGERDHD T LITER LT EEN,

https://management-ip-address/visore.html,

ZF7vT1 [HE (Method) | K v 72w UZ k%27 U v L. NXAPI-REST (DME) % &5 L 3,
1 -
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-‘I:IIIS-‘I:I‘;- NX-API Sandbox Quick Start DME Documentation Model Browser  LogoutGr

Method: @

Input type: @

‘apiimo/sys json

Request Python Python3 Java JavaScript Go-Lang
Response:

AT T2 [84T%EAH (nputType) ¥ A4 7 Ky Xy VA&7 Y v 7 L, [£ETI/L (model) JZEINL E
bdéo

ATV T3 BRA VD EIZHDT 4 —V RIZ, A v— RiZxteT 5 ESL (DN) Z A LET,
ATy T8 avr RN/ e—FREANLET,
ATv 5 [EH#: (Convert) |27V v 7 LET,

i -
ZOHITIE, DN X /api/mo/sys.json TH Y, NX-APIREST A 12— RNIXD L BY TT,
{

"topSystem": {
"attributes": {
"name": "REST2CLI"
}
}
}
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ailianes
cisco

NX-API Sandbox Quick Start

api/mafsys json

Request Pythen Python3 Java JavaScript Go-Lang

Response:

[ZE#: (Convert) | RZ %227V v 7358, WORNIRT LI,
£7

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)

NX-API |

DME Documentation Model Browser  Logoul G
Method: @ NXAPLREST (OME) ¥
Input type: @

[F4 0 CLI 2% CLI A SZEREN
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FROYA— YL PRy s REERA LI REST <A O— knb el avy kanzi ]

"¢||'5'¢'_|°" NX-API Sandbox Quick Start  DME Documentation  Model Browser = LogautGr

£ .y - Method: @ DNE) ¥

Input type: @ model ¥
)
fapilma/sys json Send

Request Python Python3 Java JavaScript Go-Lang

ostname REST2CLI m
Response:
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GE)
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Cisco NX-API Developer Sandbox 1%, ¥ KA v 7 A3 CLI % NX-API REST XA 1 — R{ZZ&#
L7EBETH, TS 12— RZ2R%O CLLICEHBTE EH A, UTIE, A a— k)
CLI ==Y RIZERICERT 20 %5 F 5[0 H 5 =7 —DFKRO Y 2 hTY,

%< 18: REST2CLI T 5 —DREA

R4 AO— KDMERE

R

AN m— RIZ, MOIAHE LW BN E £
TVET,

i -

api/mo/sys.json
{
"topSystem": {
"children": [
{
"interfaceEntity": {
"children": [
{
"11PhysIf": {
"attributes": {
"id": "ethl/1",
"fakeattribute":
"totallyFake"

[T5— (Error) 134 0%, BHEICEET S
TI7—%IRLET,

i)
CLI

% (1PhysIf] ORBHZ BN
[fakeattribute] O[T S— (Error) ]

A m— R, BEAEEZYR—PEhT
W2 MO B ENTVET,

Bl -

api/mo/sys.json
{
"topSystem": {
"children": [
{
"dhcpEntity": {
"children": [
{
"dhcpInst™: {
"attributes": {
"SnoopingEnabled": "yes"

[T5— (Error) ] ~A iF, ¥ R—hShT
WIRWMO IZBET 2 =7 — 2R L £,

B

CLI

[T5— (Error) ] [ lsys/dhcpl O¥ T
V—2RKNEHRINTWEEA, (The

entire subtree of "sys/dhcp" is not

converted.) ]
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B 7~<0v/— 4> FRy 5 R &R L TRESTCONF 5 5 json & 1= XML IZZH#F

A O— FDOEE RS

FAOw/—H > Ry 4 X % LT RESTCONF i 5 json E 7= XML [ZE#d 3
Je

Bk * Cisco NX-API Developer Sandbox 7 -t > R DA LMIcH D ~VT T A2 (2) 27V v
IFBHE, ArTA v VT EFATEET,

[ RRy 7 Ry 4 v KU OF ERBIZH % Yang Documentation U > 7 % 7 U » 7 LT,
Model Driven Programmability with Yang ~<— 28 L £7°,

[V FRY 7 AU 4 RO ERBIZH D YangModels V> 7 %27 U v 7 LT,
YangModels GitHub 1 ~MZ7 7 &AL ET,

ATV [AYY Rl Rey ¥y YA %227 U v 27 L, [RESTCONF (Yang)] Z3&R L £,
11

ntls
1sco

| Quick Start ‘Yang Documentation Yang Modals Logout Gv

1]
[|

NX-API Sandbox

Tevel perstack 6 Method: @

Message format: @ [json v

resteonfidata/Cisco-NX-0S-device: System/

Request Python Python3 Java

Response:
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FAA Y= 4> FRy & R %A LT RESTCONF A 5 json % 7= (2 XML 1= Z#5 5

AT9 T2 [AyvE—CHHK])1E227 Y v L, json £72id xml 23R L E 5,
ATYT3 LA DT FANANR Yy 7 AZa~vwy REATLET,
ATV T8 Ayt —VRREBIRLET,
ATy T5 [£H (Convert) 127V v LET,
i
ZOFITIE, 2~ KiZA4Y LARJL netstack 6 T, * v t—IHA (% json TI,

"cl.'s'cll.;',' NX-API Sandbox Quick Stat  Yang Documentation  Yang Models  LegouGe
Tegging level DATSRACK 6 Method: @
Message format: @ s ¥
resteonfidata/Cisco-NX-0S-device: System/ | Conver |
Request Python Python3 Java JavaScript Go-Lang

Response:

&1
ZORFITIE, a=wr FixAa4d LARJL netstack 6 T. A vE—I XL xml T,
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el NX-API Sandbox

logging level perstack &
POST~ resteonfldatalCisco-MNX-0S-device: System
Request Python Python3 Java JavaScript Go-Lang

Response:

NX-API |

Quick Start ‘Yang Decumentation ‘Yang Models Logout B

Method: @

Message format: @

G¥) XML F721Z JSON # v &— V&M LT, B S 7z CLI % Yang XA 0 — RIIEHT D
L VU RRy 7 AR A 20— L, [EEA TV a v EEMICLET, BREINDHEER

=, Ave—YoBRIL o TRRY £9,

e XML A v —UHAOBE — 21T Netconf 21 2 — R T#»H Y. DELETE #{EH 24

BRENTWAD 7=, Restconf Tl SEND 47> g VN ERY 72> TUWVET!)

«JSON #* v E—HROE4E - [Z ik, DELETE #{EMf 24k &5 gRPC A 01— R T
D7, Restconf TIL SEND A7 a3 U BN/ > THETL

ATYT6 [UIITRN A Ol 2 7% 27 ) v 7 LT, VA REROBERIERTHZ &b TEET,

* Python

* python3

* Java

* JavaScript

* Go-Lang

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)



| NX-API
FAO /A= 4> FRy Y R %A LT RESTCONF 41 5 json %72 XML I=Z#3 5 ]

GE) (VAR EZTOEOEBIZHD Kay T X T A=a—6 [PATCH] A7 a 2% L
7e% e, Java THERINIZAZ U 7 MIRE L EE A, ZhidJava OBEHOHIRTH Y | TH]
SNDHEETT,

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .



NX-API |
B 71ov/s— 9> FRy o R EEMA L TRESTCONF £ 5 json = 7= (& XML IZZ#T 3

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)



ETFILEFHE TOFSTEY F 4

«NETCONF =— = > b (307 ~2—%)

*RESTCONF =— = > k(345 =X—2))

e HAFI v uH— (355 =)

* gNMI-gRPC v N —VEHA L F—T A4 X (363 X—)
¢ gNOI-gRPC 1 v V=7 #ffEA 2 —T = A X (415 X—2)
e AT TANT I F ¥ OME (423 X—)

c TFVERENIT L A R U (427 RX—)

» OpenConfig YANG (519 ~—7)

« gRPC h > F/L (533 ~X—V)






5 22

NETCONF T—> x> k

i

TOEIIRD MY v T THEEINTWET,

* NETCONF =— = MZOWT (307 X—)

« NETCONF (2B 2 FIH & HilRFHE (308 ~—)
« NETCONF =— = > h DRk (311 =—3)

o P R—FEAEDORERL (314 <—)

* Generating Key/Certificate Examples, on page 315

* Generating and Configuring Key/Certificate Examples for Cisco NX-OS Release 9.3(3) and Later,
on page 317

« NETCONF & > & 3 v Offgyr. (319 ~<—3)

« NETCONF Dt i B L OEZ ALK (321 2—)

* NETCONF D347 (330 ~—)

« NETCONF %1 (333 =X—2)

« NETCONF O] (337 ~=—2)

*NETCONF =—2 = hD T TNy a—T 47 (341 _X—)
*NETCONF =— = "NDT IO T 47 vy (342 X—)

NETCONF T—> x> FZDOWT

NETCONF (Network Configuration Protocol, “f bV — 27§ ~7' v k =/L) 1%, RFC 6241 |2
FoTERENTWVWE Ry NU—Z7 &7 0 h 2L TF, CiscoNX-0S X, 7747 Mild
A B —T 2 A ATHDHNETCONF =— x> &L L THY, XML Tz a— REir-
YANGET VOERKT, 7747 hOBERES—R—DIFEDTH, SSH EDE ¥ 2 7 /s
EERRML L ET,

CiscoNX-0S U U — 2 10.3(3) LAFE, CiscoNX-OS iZ, TLS ZJr L=t % = 7 7plinik 212k 3 2%
NECONF =— = > F 242t L ChE 9,

NETCONF |%, #kT —Z A T &, ZHOHDOT—Z A N7 TOEEL 7 =) ZA[REICT D —
HOMERL, FAED . B, BIOWIER (CRUD) #fEZE#H L TWET, NX-0S TiE, &
17, BEh, o3 >OF—X 2 TR R— SR TnEd, R—FENTODEIEDH
HARHHAZRIORLET,

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .
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ETFLBHEIOSS5IEY T4 |
B nerconF cET 2rESELSIREE

& 19:97R— b S HBE

e BT

get FATHERL & B EIRAE 2 B L £ 9,

get-config BESNTT —Z A N T OERZ TS L £
R

edit-config fBESNTY—F Yy b T—HAMTIZ, BE
SN AE R — FLET

close-session Ty a rOmMYRK T EERLET,

kill-session Ty va et T LET

copy-config BOF—=H AN T ONETT—H A NT %1E
R D7, EEHAET,

= T—HARNTEay 7 LET,

unlock T—BANT OBy 7 ERRELET,

WRFE FBE SNIERONEZMGEL £7,

commit AR A B LWBATOFATHERLE LT Xy
FLET,

cancel-commit EITHOEMRAI Yy MeF¥y 2LV LET,

discard-changes At 2 BT O AT R L E T,

NETCONF (B89 ;3 EE18 L HIRE1E

NETCONF =— = > MIIE, ROFEEFHEFIRFEIH Y £,

* Cisco NX-OS (%, NETCONF if%1C Cisco 7 /31 A YANG *£7 /L & OpenConfig E7 /LD
W FEFAR—MLET,

¢« TNRA AYANGET MEIT T 2 A TNV T—HEEHRLET, T HiX [/Ephemeral data
VNIRRT —7 INET, TNHDOI KN RERET —XIE, ET/LOFED O
WAy E TR S HFIETUHINE T, DL, <get> 7TV D <filter> /3T A—H 3,
IA NTY—7 SNTRFEDERZ AN L TV AGERICOHRINET, RS
EOFIZONWTE, =27 2 AT T—=FHPR— D FFa AL FESZRLTIEIN,

* CiscoNX-OS U U — 2 9.3(3) LAF&, NETCONF |% RFC 6241 ([ZHEHL L TV E T2, kDO FIF+
N0 ET,

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)
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| EFLBBHRITOTIS<EY T4
NETCONF (<7 ZxasmEesRFE ]

egharT Yy <yF ) —Rik, TAND] TixZAe< TOR) X THPIAIICHAE S
¥+, (BZia32625)

MEMT —HF A NT Effbe LT2IZ, R 7 a7 o OFATHRERE L RN TL7ES
Wy,

«1 DD Get ERTHAR—FShDHA 7 V=7 bOKIT 250,000 TF, ROTT—RNRRI

NI a1, BRINTET —H#23250,000 A TNWDHZLEEKRLES, 20T —%
BT 221, T2 2 S HITKRVIAATIZ 2V T 570D 7 4 )V Z i L THEREZE
BLET,

too many objects (459134 > 250000) to query the entire device model.

NETCONF (&, RFC 6536 THE SN TV LT —/L_X—A T 7 A ar bu—L

(RBAC) #¥AR—PFLTWEHA, [network-admin] 7 —/LZF DO >Z—F —DHn
NETCONF = — = > h~DT 7 B AZHFRIENFE T,

NX-08 9.3(1) A&, NETCONF 7 7 A 7> ki AA » F~ONETCONF get B LW
get—configgjkw_li\ BRI A RIZER & 7 A VI REENTWDERLERHY £5, 20O
Z{4 X, OpenConfig YANG 35 X OYNETCONF 7 /34 A BT NA~DOERIZHEL 3, K
DEIBRA =V RERINTGE, BERITANZERZEE L TWET A,

Request without namespace and filter is an unsupported operation

OB, ZOETEFOBELHH LT ger R LISEZRLTWES, Zoflid, ¥
R b SRR R TCBIENRR TRET 227 —A v =V 2R L TVET,

R

<get>
</get>

WA

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="1">
<rpc-error>
<error-type>protocol</error-type>
<error-tag>operation-not-supported</error-tag>
<error-severity>error</error-severity>
<error-message xml:lang="en">Request without filtering is an unsupported
operation</error-message>
</rpc-error>
</rpc-reply>

WIZ, NX-0S U U —293(1) LA TOE LWEINED get Bk &INEDOHIZR L ET,
TR

<get>
<filter>
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
</System>
</filter>
</get>

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .
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B nerconF cET 2rESELSIREE

I

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<System> ..
</data>
</rpc-reply>

<edit-config> @O [EH#i| HEIX, WELZZITDHVAT A avR—F3y Mo Lo THEE
WTWDFETRET 7 40 ME S BERERK T, HRELZRWVWGERH Y £7, Lieh->T,
NX-API E“ﬁ%%'}j‘\/ ]“ﬂ‘/ 7 X@f’b?b V) @:\ <get-config> 7T U ﬁ:J:’)THYﬁ'%‘ Lf:T%EkJ:
T, EHRZAT O IO O E I L 3 5 7 ) T,

Cisco NX-OS NETCONF #r— L, K520 T A7)V Fray (V947 kY
varZiitlono TR Y Fvay) Y R—FLET,

RFC5277\2 ki, BAS@EEE, 4 X2 N Y —ADNETCONF. SYSLOG. 5 X U'SNMP
ZRY—LEYR—FLET, ZDOY U —ZXTIL, CiscoNX-OS |{ZNETCONF & KV — A
OIHEYR—FLET,

CiscoNX-OS (%, #7227 U7 a®[F4E (Replay) | A7 v arazhAR—FLTNE
A, [BALAREZ] (Start Time) 1472 a > & (& THEZ (Stop Time) |4 7'> =3 IIHA
D—HTh LD, AR— M THERA,

ANV =AY TRV q T4 NVE2 ) TTE, YTV — T4 0Z ) TDH
NYR—FEINET, XPath 7 4 L Z U 73V AR—FINTWERA,

Cisco NX-OS NETCONF =— 2 = > F 3@ AR TEIE L TV B E, —HBoA <2 M@
PRE Y 7SN THERDS S Y £,

Cisco NX-OS %, Cisco NX-OS U U — 9.3(1) LAP% T NETCONF @& A~ —F LET,
Cisco NX-OS i%. Cisco T/31 A YANG EFT VDAL P HR—KrLET,

Cisco NX-0OS I%, Cisco 7 /31 A YANG 7 /L & OpenConfig €7 /L Dli J7 & AR — Kk LE
7, NETCONF jf# 1T OpenConfig €7 /L& AR — h 32 DI%, CiscoNX-0S9.3(5) V U —
ZLIRETT,

102()F U U —RAPBETIE, #fEF =y 7 RA b, B—A "y 7 A=/, CA
FEEDO A VAR— R, FEV 2=V r— R, HxOFET2—ADYr—F BLURT 7
ANDA—=RNYR—FZHTWET,

*L2MAC Y —7 7' 37 ¢ fliz AJ1& LT, openconfig-acl NETCONF GET #{E % 5179 %
B, MAC T RLADOXF 2 KLFHA (AA:AA: AAAAAAAA) TAITHZ 8%
BEIDLET, 72& 2L, source-mac: 0A:0B:0C:0D:0E:0F T3,

* Cisco NX-O8 U U —2 10.3(1)F LAR%, NETCONF (%, Cisco Nexus 9808 77 v K7 +— A
AL v FTHR—FINTWET,

* Cisco NX-OS U U — % 10.4(1)F LAK%E, NETCONF |%, Cisco Nexus 9804 77 v b7 4 — XA
AA v FTHR—FINTWET,

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)
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| EFLBBHRITOTIS<EY T4
NETCONF T— = > DR .

« Cisco NX-08 U U — Z 10.4(1)F LAK¢. NETCONF /%, N9KX98900CD-A %35 L O}
NOKX9836DM-A T 1 > /1 — K% #4# L 7= Cisco Nexus 9808 35 L 119804 A A FTH 4 —
S TWET,

NETCONF T—> T2 FORER

Cisco NX-0S 9.3(5) LAfE®M SSH Z# 4 L /= NETCONF T—> = > FDERTE

ZOFNETIE, SSHEZN L TNETCONF=—2 = > R &GN U THERR 5 FIEIC W TEL
L/i—a—o

\)

GE)  ZOFJEIX. CiscoNX-0S U U —R93(5) LIBETHEAL £,

1R BHEIIZ

NETCONF ZffHl L TAA v F L5 3 5H1IC, NETCONF =— = > M & F RN T D MEEN
HY FF, NETCONF =— V= > M & E TN T 521X, [no] feature netconf =~ >

K& AT LET,
FlENOHE
1. configure terminal
2. feature netconf
3. (f£&) netconf idle-timeout it-num
4. ({£E) netconf sessions num-sessions
FED M
aAv Y REEET7TI 3 Y B8
R w 71 | configure terminal JTa— ) a7 4 X2 b—3ay B— FELG
15'] : Liﬁ—o
switch# configure terminal
ATy 7 2 | feature netconf NETCONF H— bt 2 &G LET,
51 -
switch(config)# feature netconf
2FwF3| ({£&E) netconf idle-timeout it-num (AT ar) T4 RVIREED I ATk By
1 VarpngiSnS ETOXA LT U FESHALT

FBELET, itnum OFFHIL 0 ~ 1440 53 T, T

switch (config)# netconf idle-timeout 5

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .



B cisco Nx-05 9.3(9) LiATO NETCONF T— = 8L

EFLEBBEIOIS5TEY T4 |

ARV RFERETIVa Y

TV EFDEAL LT T MISHTT, HE 0ICERE
THLEXZA LT T NI F9,

AFv 4| ((£E) netconf sessions num-sessions

1

switch (config)# netconf sessions 5

FIF 7 AT By a O REZTEELE
4, numesessions DFIPHIL 1 ~ 10 T, T 7 /L b
flEixsty v arcd,

Cisco NX-0S 9.3(4) LLHEII0D NETCONF T—> = > FDFERK

\}

(GE)  CiscoNX-08 U U —29.3@) LLEiDOHEIL, IROFIEIZHES TS 7E S0,

NETCONF =— = > hME, #7741/ (Jetc/mtx.conf) D [netconf] BV a3 T,
WRDOAT > a v OWRNT A—F & R— s LET,

A

(X7 ay) T4 RVIKREDZ SA4 T B
Ty a NI ENDGETOZA LT UL
O BALTHRELET,

7 7 4V MEIX S5 5 T9,

% 0 IZRET D EXA LT U MBI 72
Di‘a‘o

INTG A—4
idle_timeout
limit

(FA7Fvav) A2 IA47 0 kyvar
DIRRBEFRELET,

FI7FNMEIZS Y 3 T,
FRE T D#PHIZ, 1 ~ 10 TT,

Wi, #7774 VD [netconf] B v a L OBERLET,

[netconf]

mtxadapter=/opt/mtx/lib/libmtxadapternetconf.1.0.1.s0

idle_timeout=10
limit=1

I LA T 7 A VAN T HI2iE. CLI =~ > K [no]feature netconf %/l L C NETCONF
TV FEBEHIZLTHOHEANCL T, BEEITLILERHD £7,

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)
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Cisco NX-0S 10.3(3) LIf£®D TLS Z 41 L 7= NETCONF T—> =

Cisco NX-08 10.3(3) LLEE D TLS %4t L 7= NETCONF T— 3 = > kiR [

N

v FDER

ZOFNETIE, TLS ETCNETCONF=— = > E AN L., #ERT 2 FEICOWTEH L E

B

N

Note

ZOFJEIE, CiscoNX-0S U U —2 10.3(3) LAETHEMA L £,

Before you begin

NETCONF ZfEH L TAA »F L#BFET HH1IZ, NETCONF =— 2 = > N2 BN T HMEERN

b ET,
SUMMARY STEPS
1. configure terminal
2. netconf tls certificate <server-trustpoint>
3. netconf tls client root certificate <client-root-trustpoint>
4. netconf tls port <port>
DETAILED STEPS

Command or Action

Purpose

ATy T

configure terminal

Example:

switch# configure terminal

Ta—N)L ary 74X al—ay T— NeBG
L/iﬁ‘o

ATvT2

netconf tls certificate <server-trustpoint>

Example:

switch (config)# netconf tls certificate
tls_server_trustpoint

P—=R=T AT T 4T 4FEHEEHRAITE T
A RMKRA L NIDEZASLET,

ATvT3

netconf tls client root certificate <client-root-trustpoint>

Example:

switch (config)# netconf tls client root
certificate tls_client_trustpoint

7547 CANL— FEHEEZFAMTE TR
FRAVFIDEZATILET,

ATvT4

netconf tls port <port>

Example:
switch (config) # netconf tls port 6513

TLS $—N—%FZfTT 5 R — " EFZE AN LET,
57 4V MM 6513 T,

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .



ETFLBHEIOSS5IEY T4 |
B+ —amzons

H—/\—EEBAEDERL

TLSREMEZRE L. AA v FITEFITA A — k L7=84H @ show grpc gnmi service statistics
a<r FOHAE 2RISR LET,

switch (config)# sh grpc gnmi service statistics

============= gRPC Endpoint
Vrf : management
Server address : [::]1:50051

Cert notBefore : Nov 5 16:48:58 2015 GMT
Cert notAfter : Nov 5 16:48:58 2035 GMT
Client Root Cert notBefore : n/a
Client Root Cert notAfter : n/a

Max concurrent calls : 8
Listen calls : 1
Active calls : O

KeepAlive Timeout : 120

Number of created calls : 1
Number of bad calls : 0

Subscription stream/once/poll : 0/0/0

Max gNMI::Get concurrent : 6

Max grpc message size : 25165824
gNMI Synchronous calls : 3

gNMI Synchronous errors : 3

gNMI Adapter errors : 3

gNMI Dtx errors : O

gNMIIZgRPCENLCHIE L, TLSZHEHA L TAL v F L7 T4 T MEIOF ¥ R B EF 2
TIZLET, T740 bDO/—Ra— RENT7Z gRPCIEHFEL, A4 v FICFES AL 22D
F L7, 7740 FOEHEIL, WITRTEIIC, A v F TERINLIAHIRP1IBOBAD
B4 F— LEEHETT,

FAFAEDOAIRBTINTWD D, EEHEICA VA F—ATERPSTEHBAE. 1HRY OF 7 4
JU REEBAENFE R S NE T, KIZ, show grpe gnmi service statistics =~ > RO &R L £
TO

#show grpc gnmi service statistics

Vrf : management
Server address : [::]:50051

Cert notBefore : Wed Mar 11 19:43:01 PDT 2020

Cert notAfter : Thu Mar 12 19:43:01 PDT 2020
Max concurrent calls : 8
Listen calls 1
Active calls : 0
Number of created calls : 1

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)
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Number of bad calls : 0

Subscription stream/once/poll : 0/0/0

AT A TR, ZO—RGEERFZEN LT A & HICIT R 9, REIICIE. ¥
LW —GEAEL AR T DLERHY 7,

Generating Key/Certificate Examples

There are two scenarios for generating certificate. For more information on generating identify certificates,
see the Installing Identity Certificates section of the Cisco Nexus 9000 Series NX-OS Security Configuration

Guide, Release 9.3(%).
Cisco NX-0S ') ') —X 9.3(2) LLHI
A\

GE)  ZAud, FEEZ AR LR T 272003 7 LT,

1. CiscoNX-0S U U —2 93Q) LLEiiD > F U 4T,
1. BEEBAT—tpem 77 A NVEAERLET,

1. switch# openssl req -x509 -newkey rsa:2048 -keyout
self sign2048.key -out self sign2048.pem -days 365 -nodes

2. ¥—Lpem 77 A NEARK LT, gRPC T — B ANGEHELBSFT 5 X 912 Bash
v x )l Tmtx.conf.user 7 7 A NVEEHRLET,

1. [grpc]
2. key = /bootflash/self-sign2048.key

3. cert = /bootflash/self-sign2048.pem

Cisco NX-0S ') ') — X 9.3(3) L&
Y

GE) T, FEEZAERB IOMET 272003 7T,

1. CiscoNX-0OS U U —2933) LD+ U A4,

1. F—/lpem 77 A NVELERKLIZHE, NTARRA LU NCAT Voo —a U CHEHTS
7eDIZF—L pem 7 7 A NNENY VT LH0ENRH Y 5,

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .
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B cisconx-0s Uy —x 933) R

EFLEHETOSS5TEY T4 |

switch# run bash sudo su

bash-4.3# cd /bootflash/

bash-4.3# openssl pkcsl2 -export -out self sign2048.pfx -inkey self sign2048.key
-in self sign2048.pem -certfile self sign2048.pem -password pass:Ciscolabl23!

bash-4.3# exit

FKSZARNRA L FCAT Vv o—a v BRELET,

switch(config)# crypto ca trustpoint mytrustpoint
switch(config-trustpoint)# crypto ca import mytrustpoint pkcsl2 self sign2048.pfx
Ciscolabl23! <- input the pkcsl2 bundle into the trustpoint.

Y M7y TR LET,

switch (config)# show crypto ca certificates

Trustpoint: mytrustpoint

certificate:

subject= /C=US/0O=Cisco Systems, Inc./OU=CSG/L=San Jose/ST=CA/street=3700 Cisco
Way/postalCode=95134/CN=ems.cisco.com/serialNumber=FGE18420K0R

issuer= /C=US/0O=Cisco Systems, Inc./0OU=CSG/L=San Jose/ST=CA/street=3700 Cisco
Way/postalCode=95134/CN=ems.cisco.com/serialNumber=FGE18420K0R

serial=0413

notBefore=Nov 5 16:48:58 2015 GMT

notAfter=Nov 5 16:48:58 2035 GMT

SHALl Fingerprint=2E:99:2C:CE:2F:C3:B4:EC:C7:E2:52:3A:19:A2:10:D0:54:CA:79:3E
purposes: sslserver sslclient

CA certificate 0:

subject= /C=US/0O=Cisco Systems, Inc./0OU=CSG/L=San Jose/ST=CA/street=3700 Cisco
Way/postalCode=95134/CN=ems.cisco.com/serialNumber=FGE18420K0R

issuer= /C=US/0O=Cisco Systems, Inc./OU=CSG/L=San Jose/ST=CA/street=3700 Cisco
Way/postalCode=95134/CN=ems.cisco.com/serialNumber=FGE18420K0R

serial=0413

notBefore=Nov 5 16:48:58 2015 GMT

notAfter=Nov 5 16:48:58 2035 GMT

SHA1l Fingerprint=2E:99:2C:CE:2F:C3:B4:EC:C7:E2:52:3A:19:A2:10:D0:54:CA:79:3E
purposes: sslserver sslclient

N7 ARNKRA Y MEMHEHATH L 9IZ gRPC ZHERK L £,

switch (config)# grpc certificate mytrustpoint
switch (config)# show run grpc

!Command: show running-config grpc
'Running configuration last done at: Thu Jul 2 12:24:02 2020
!Time: Thu Jul 2 12:24:05 2020

version 9.3(5) Bios:version 05.38
feature grpc

grpc gnmi max-concurrent-calls 16

grpc use-vrf default
grpc certificate mytrustpoint

gRPC DREHIFZEH L TV D Z & ZfEgsd L £

n9k-scale-tm-3# show grpc gnmi service statistics
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gRPC Endpoint

Vrf : management

Server address : [::]1:50051

Cert notBefore : Nov 5 16:48:58 2015 GMT

Cert notAfter : Nov 5 16:48:58 2035 GMT
Max concurrent calls 16
Listen calls : 1
Active calls : 0
Number of created calls : 2
Number of bad calls : 0
Subscription stream/once/poll : 0/1/0
Max gNMI::Get concurrent : 5

Max grpc message size : 8388608
gNMI Synchronous calls : 0

gNMI Synchronous errors : 0

gNMI Adapter errors : 0

gNMI Dtx errors : 0

Generating and Configuring Key/Certificate Examples for Cisco
NX-0S Release 9.3(3) and Later

The following is an example for generating key/certificate.

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .
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. Generating and Configuring Key/Certificate Examples for Cisco NX-0S Release 9.3(3) and Later

ATvT1

ATvT2

ATvT3

ATy T4

ATy TH

\)

Note This task is an example of how a certificate can be generated on a switch. You can also generate a certificate
in any Linux environment. In a production environment, you should consider using a CA signed certificate.

For more information on generating identity certificates, see the Installing Identity Certificates section of
the Cisco Nexus 9000 Series NX-OS Security Configuration Guide, Release 9.3(X).

Generate the selfsigned key and pem files.
a) switch# openssl req -x509 -newkey rsa:2048 -keyout self sign2048.key -out self sign2048.pem -days 365 -nodes

After generating the key and pem files, you must bundle the key and pem files for use in the trustpoint CA Association.

switch# run bash sudo su

bash-4.3# cd /bootflash/

bash-4.3# openssl pkcsl2 -export -out self sign2048.pfx -inkey self sign2048.key -in self sign2048.pem
-certfile self sign2048.pem -password pass:Ciscolabl23!

bash-4.3# exit

Set up the trustpoint CA Association by inputting in the pkcs12 bundle into the trustpoint.

switch(config)# crypto ca import mytrustpoint pkecsl2 switch(config-trustpoint)# crypto ca import
mytrustpoint pkcsl2 self sign2048.pfx Ciscolabl23!

Verify the setup.

switch (config)# show crypto ca certificates

Trustpoint: mytrustpoint

certificate:

subject= /C=US/0O=Cisco Systems, Inc./OU=CSG/L=San Jose/ST=CA/street=3700 Cisco
Way/postalCode=95134/CN=ems.cisco.com/serialNumber=FGE18420K0R

issuer= /C=US/0O=Cisco Systems, Inc./0OU=CSG/L=San Jose/ST=CA/street=3700 Cisco
Way/postalCode=95134/CN=ems.cisco.com/serialNumber=FGE18420K0R

serial=0413

notBefore=Nov 5 16:48:58 2015 GMT

notAfter=Nov 5 16:48:58 2035 GMT

SHALl Fingerprint=2E:99:2C:CE:2F:C3:B4:EC:C7:E2:52:3A:19:A2:10:D0:54:CA:79:3E
purposes: sslserver sslclient

CA certificate 0:

subject= /C=US/0O=Cisco Systems, Inc./OU=CSG/L=San Jose/ST=CA/street=3700 Cisco
Way/postalCode=95134/CN=ems.cisco.com/serialNumber=FGE18420K0R

issuer= /C=US/0O=Cisco Systems, Inc./0OU=CSG/L=San Jose/ST=CA/street=3700 Cisco
Way/postalCode=95134/CN=ems.cisco.com/serialNumber=FGE18420K0R

serial=0413

notBefore=Nov 5 16:48:58 2015 GMT

notAfter=Nov 5 16:48:58 2035 GMT

SHALl Fingerprint=2E:99:2C:CE:2F:C3:B4:EC:C7:E2:52:3A:19:A2:10:D0:54:CA:79:3E
purposes: sslserver sslclient

Configure gRPC to use the trustpoint.

switch (config)# grpc certificate mytrustpoint
switch(config)# show run grpc

!Command: show running-config grpc
'Running configuration last done at: Thu Jul 2 12:24:02 2020
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'Time: Thu Jul 2 12:24:05 2020

version 9.3(5) Bios:version 05.38
feature grpc

grpc gnmi max-concurrent-calls 16
grpc use-vrf default
grpc certificate mytrustpoint

Verify gRPC is now using the certificate.
switch# show grpc gnmi service statistics

Vrf : management
Server address : [::]1:50051

Cert notBefore : Nov 5 16:48:58 2015 GMT
Cert notAfter : Nov 5 16:48:58 2035 GMT

Max concurrent calls : 16
Listen calls : 1
Active calls : O

Number of created calls : 953
Number of bad calls : 0

Subscription stream/once/poll : 476/238/238

Max gNMI::Get concurrent : 5
Max grpc message size : 8388608
gNMI Synchronous calls : 10
gNMI Synchronous errors : 0
gNMI Adapter errors : O

gNMI Dtx errors : O

NETCONF v > 3 > DHEIL

NETCONF + v & 3 v e |

NETCONF /%, 7 74 7 b & — "—R Ok 7k 2 W2 & T HH#kfamo 7 v ~an
T3, AA vF EDONETCONF =— = b, BEHA—FIP 7 RLADOKR— K830 TV v
A LET, 7747 ME, SSH ZJ1 L T NETCONF %7 > 27 A & OB & ML T& £
T, 7IA T FINETCONF=— = DBy a U EESLT S L — " —[T <hello>
Ay —UEBITAT U MIFEELET, RIS, 77472 M <hello> A v E—TV %P —
N—|ZEFLET, <hello> A vE—I0F, #EHP LRFHIRHINE T, £ <hello> A v
=i, FEMETOTa hal =g VEBREO Y X FREENRTVWET, ZhbHD
Av—U%, 7a havo RN AR S - oIER S VE T, 17D NETCONF
E7 X, FAEFED <helio> A v E—U T, HOT 0 ha X—2 g UBRT RARE AL XERNTZD
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B verconr v a v omen

e 5 b>%ﬁﬁ%€?‘éd‘é\§7ﬁlz§> n ij—o ifi\ P/ —D <hello> A /-{Z““‘:/W—hi <session-id> &
BOHIVERHY ET, 7 T7AT 2 FD<hello> A vE—VITEDD LR TEERA,

WIZ, ssha<wr REHA Lty v a VHESLOBZ R LET, BHID <hello> A v E—TN
P N—=OZFEIN, 2BHOA =R T7A4T Y b EEINET, —1—0D
<hello> A v B—UNZiE, v han N—T 3 ThHD lTumietf:params:netconf:base:1.1] &
CiscoNX-0S U U — % 9.3(4) THAR— F & TV %5 NETCONF OEAKENEGD SN ET, £
7o = "—=D<hello> A v E—VIZIE, YAR—FENTWVET—F ETANEDLNET,
ZNBHIE, B/ED CiscoNX-0S Y U —RATHAR— b SN TNLET VLT B LRWGEERH
nET,

)

G¥)
VITITED LIEE A,

P — R —D <hello> XA v EB—U I T <session-id> N EOLNETN, 7 IAT L FDOAvE—

client-host % ssh admin@172.19.193.166 -p 830 -s netconf

User Access Verification

Password:

<?xml version="1.0" encoding="UTF-8"7?>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>

<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability>
<capability>urn:ietf:params:netconf:capability:candidate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>

<capability>urn:ietf:params:netconf:capability:confirmed-commit:1.1</capability>
<capability>urn:ietf:params:netconf:capability:notification:1.0</capability>
<capability>urn:ietf:params:netconf:capability:interleave:1.0</capability>
<capability>urn:ietf:params:netconf:capability:with-defaults:1.0?basic-mode=report-all</capability>

<capability>http://cisco.can/ns/yang/cisco-nx-os—device?revision=2020-04-20&module=Cisco-NX-OS-device</capability>

<caeani lityPhittp: //quenamfig.ret/yany/acl 2revi siae2019-11-2 Tsmodule=qrercmnfigacl sdeviatians=ci soo-re-quenamnfigacl -deviatias</ceai i >

</capabilities>
<session-1id>1286775422</session-id>
</hello>
]11>]1]1><hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>urn:ietf:params:netconf:base:1.1</capability>
</capabilities>
</hello>
11>11>
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RFC 6242 (SSH L@ NETCONF 7’1 f a/LDfEH) bbb B0, Avytk—Y 71—3
VI BEMECH BT, ssh 2~ FCNETCONF 242 Z L 3R] TlE/a, =T —N»
HAELLT e 9, LiLoficix, #HOAEZHIE L Tssh a2~ REHEHLTWE
9, NETCONF IS £ FE 7 T4 T2 MIMERSNTEY, ssha~vr REHHAT X
D HHELEINTWET, neclient (ZFD LI 2D 1 >THY., MEAHHB O&vF > a o Tif
MHEZRLET,

NETCONF |%, By a v TT 572012, <close-session> B LN <kill-session> & VN9
2ODOEEE YA — b LTU\iTO P — X — %, <close-session> BREZZ(ETHE, By g
CEEMST N TWDry 2 LU Y =R EfRIRL. 7 T4 T M DEHEAL T, By
Va raREEIRTIETHR T LET, <close-session> BR EISE ML LTl 2RI L E T,
<rpc message-id="1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<close-session/>
</rpc>

<rpc-reply message-id="1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

<kill-session> BRFBIDE v v a U EZHHIMICK TITHHDT, BRA vE—TYHNT
<session-id> f&jﬂaﬁﬂ_é%\gﬁ‘% ) i’é—o 4j“—/§‘—ﬂi\ <kill-session> %*%%1%?5 & N JI—ﬁ‘
EOBEEKT L, fiEshiztyya vy IDICEELZa vy 7 L) Y =A%l L., ik
Eﬁ Liﬁo <kill-session> %?k & FS%Z’)E}Z% L?‘dﬁﬂ’i’/ﬁd:ﬂ? biﬁ‘o
<rpc message-id="2" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<kill-session>
<session-i1d>296324181</session-id>

</kill-session>
</rpc>

<rpc-reply message-id="2" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

<close-session> j;SJ:U\ <kill-session> %:;k & §i}%[H:\ 7 5/]) 7 ]\ ﬁ)*iﬁ#?ﬁﬂ%k %%E L
mnolopt, By a VIFHBICK T LES, 7740 MISHTT, 74 KLV E A LT
7 ORERIZOWTIL, INETCONF =— = FORERR] 22 L TS0,

NETCONF DAY B X UVEZFAHERL

OB arTiE, THANTOBEL 7 Y DD R — FENTWAHEART 1 ha
NABEICOWTHHLES, 7747 biE. NETCONF=—Y =2 h&ED¥ v g 2T
L7, ZNHOEEDTZSHD RPC A v —V2FETEET, 2 2 CITIEAM MM H ik
WCOWTHBALET, F#MICOWVWTIZIREC 6242 #B MR L TL &V,

<get-config>

ZOBEIZEY WELLT—F A N7 OWMRT = ZBGLET, PR—FSNH T A—
’/‘7@: <source> <E <filter> '(“'TO <source> ﬂi\ (ﬁﬁ77?4’ 77&*%52%1‘%*# L/Tl/\é)
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<running/>@c]: Y7, 7=V ;@%@%“‘yx F?%?‘é‘ﬁbij—o <filter> X, j:lé‘ﬁ::éﬂf:%“‘
FART DL EDMIERIFT e fELET,

WIZRT DL, <get-configs TR EIEE A v —TDH|TT,
® <System> ‘5“7\“\/ U ‘—iﬁg%ﬂy%‘" Li'@— :

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>
<source>
<running/>
</source>
<filter>
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device"/>
</filter>
</get-config>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<data>
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
</System>
</data>
</rpc-reply>

HEEDOY A MHHAZBAFLET

<rpc message-id="102" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>
<source>
<running/>
</source>
<filter>
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<bgp-items>
<inst-items>
<dom-items>
<Dom-1list>
<name>default</name>
</Dom-list>
</dom-items>
</inst-items>
</bgp-items>
</System>
</filter>
</get-config>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="102">
<data>
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<bgp-items>
<inst-items>
<dom-items>
<Dom-1list>
<name>default</name>

<rtctrl-items>
<enforceFirstAs>enabled</enforceFirstAs>
<fibAccelerate>disabled</fibAccelerate>
<logNeighborChanges>enabled</logNeighborChanges>
<supprRt>enabled</supprRt>
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</rtctrl-items>
<rtrId>1.2.3.4</rtrId>
</Dom-list>
</dom-items>
</inst-items>
</bgp-items>
</System>
</data>
</rpc-reply>

<edit-config>

ZOEEIL, BESNIMRE X —7 > N T =X A NTIZEZARET, <target> /3T A —H
I%. <running/>F 7-I<candidate/>7¢ & LT LT —H A NTEBELE T, BT —F% A K
T, BEER Iy hEINDET, FTHOT XA NTICHEBE 5252 L {#ETx E
T, FEZOWTIL, <commit> DE 7 2 g VEABR LT TEEV, <configs /3T A —H T,
=0y N TFT=H A NTICEIRAENLET MESNIZT — 2 Z2RELE T, £7 /4T Ixmins)
BErEcHlESNET, Toperation] BEIEIX. <configs T TV —DIEEDOHDOERIZED D Z
EMTEET, EROBMEX. H LW loperation] BYEIZ L > TAH— =T 4 FENDHFE T,
ZOVTHRERICHESINE T, VPR—FINTWDHEEIL. mergel . [replacel . [create] .

[delete] . X lremove] TH, [removel #AEIX, BRET —Z PFEELRWGHICT T —
PRI EWD JT ldelete] &38R 7Ze 0 £9, [loperation] EMEDFEE IN TV RWGEE
%, Tmerge] BAERT 74V b ERRENET, 774V NOBEX, 7V a
<default-operation> /37 A—% ( Imerge] . [replace] . F£721% Mnone] BHY £T) 1T &
DA —N—F 4 RTXET,

/ﬁ(&:%ﬁ‘@&i\ <edit-config> %*&FE%@)‘ /“‘Z‘_‘:/@ﬁdfj—o

« MTU 28 9216 TH 5 [po5S| &V IHARIDOR— hF ¥ Fb%, EITREROHIIZIE SN T
TERZ L £9,

<rpc message-1d="103" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<intf-items>
<aggr-items>
<AggrlIf-list xc:operation="create">
<id>po5</id>
<mtu>9216</mtu>
<descr>port-channel 5</descr>
</AggrIf-list>
</aggr-items>
</intf-items>
</System>
</config>
</edit-config>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="103">
<ok/>
</rpc-reply>

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .



ETFLBHEIOSS5IEY T4 |
B NeTcONF DBEARY £ & VB EABMR

« K= FF ¥ RN DTXTOMEAH LWV TES B ET,

<rpc message-id="104" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<intf-items>
<aggr-items>
<AggrIf-list xc:operation="replace">
<id>po5</id>
<mtu>1500</mtu>
<adminSt>down</adminSt>
</AggrIf-list>
</aggr-items>
</intf-items>
</System>
</config>
</edit-config>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="104">
<ok/>
</rpc-reply>

e N— M F ¥ XLZHIBRLET :

<rpc message-1d="105" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<intf-items>
<aggr-items>
<AggrlIf-list xc:operation="delete">
<id>po5</id>
</AggrIf-list>
</aggr-items>
</intf-items>
</System>
</config>
</edit-config>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="105">

<ok/>
</rpc-reply>

<copy-config>

ZOBEEX, =Ty NOMT — 2 A NT &, V—AERT —F A RNTRIEOa T VT
FoTEEMAET, Y—ARAT—HANTEX—F Y N T—HALNTONRT X=X TENE
%1/<source> E <target> 7??%0

/kc:ﬂf\‘j—@li\ <copy-config> g;k &FE%)‘ /"E_\\/@ﬁﬂfﬁ—o
s FITHERRE A X — T v HERICa e —1LET,
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<rpc message-id="106" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<copy-config>
<target>
<startup/>
</target>
<source>
<running/>
</source>
</copy-config>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="106">
<ok/>
</rpc-reply>

« FATHK 2 At Ic 2 E— L £

<rpc message-1d="107" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<copy-config>
<target>
<candidate/>
</target>
<source>
<running/>
</source>
</copy-config>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="107">
<ok/>
</rpc-reply>

<lock>

<lock>BAEZRMMT DL, 794 TV MIRET —HANTAry 7 L, D7 74T MR
T=BANT 2uy P FFERT L0 ENTEET, 7747 FBRFFLTWS
=V <unlock>:‘la7’cfl%ﬁ5%f§?<??j_f) N, By = :/75‘7%57‘3‘%) L N ﬁ@[&%éﬂi'ﬂ—o <target>/\o
FA=RIE, vy T LT —HANT HEELET,

WITTRT DL, <locks> R EJGE A v B—2DOHTT,
« By 7 ORI LT2SE

<rpc message-1d="108" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<lock>
<target>
<running/>
</target>
</lock>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="108">
<ok/>

</rpc-reply>

OBy arTITIEHIN TV, 1y 7 OBRBICERLIZSGE -

<rpc message-id="109" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<lock>
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<target>
<candidate/>
</target>
</lock>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="109">
<rpc-error>
<error-type>protocol</error-type>
<error-tag>lock-denied</error-tag>
<error-severity>error</error-severity>
<error-message xml:lang="en">Lock failed, lock is already held</error-message>

<error-info>
<session-id>1553704357</session-id>
</error-info>
</rpc-error>
</rpc-reply>

<unlock>

<unlock> BEIX, LLRNIZ <lock> BAEIZ L - CHUG L7 v v 7 R L E 7, <lock>
EZZRITLT-O LRI LYy g TOI, <unlocks BAVEL{HH TE 97, <target>/ 7 A —X
X, ny VBT AT X A NT 2EELET,

/K(Zﬁ'\‘ﬁ*@li\ <unlock> Eﬂ‘?&ﬁi\%@% /“‘ZH:/@{%VCT’L@
=g 15

<rpc message-1d="110" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<unlock>
<target>
<candidate/>
</target>
</unlock>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="110">
<ok/>
</rpc-reply>

<get>

<get>PEIX, FITHF O E T A AOWREFHRELEGE L ET, PFR—FSNTWNDH/T A —
1T <filter> TF, <filter> /3T A —Z 3., FEITHHROBIERET—2 D55, YOS %
BST 20T LET,

Y)’L{(:ﬂ?ﬂ"@li\ <get> gjk&ﬁ;%)‘ /“E_:/@ijj—o
« U A MNHHOEITHER EBIERET -2 2 TS L ET,

<rpc message-id="111" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter>
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<bgp-items>
<inst-items>
<dom-items>
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<Dom-1list>
<name>default</name>
</Dom-list>
</dom-items>
</inst-items>
</bgp-items>
</System>
</filter>
</get>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="111">
<data>
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<bgp-items>
<inst-items>
<dom-items>
<Dom-1list>

<name>default</name>
<always>disabled</always>
<bestPathIntv1>300</bestPathIntvl>
<clusterId>120</clusterId>

<firstPeerUpTs>2020-04-20T16:19:03.784+00:00</firstPeerUpTs>
<holdIntv1>180</holdIntvl1>
<id>1</id>
<kaIntvl>60</kaIntvl>
<mode>fabric</mode>
<numEstPeers>0</numEstPeers>
<numPeers>0</numPeers>
<numPeersPending>0</numPeersPending>
<operRtrId>1.2.3.4</operRtrId>
<operSt>up</operSt>
<pfxPeerTimeout>90</pfxPeerTimeout>
<pfxPeerWaitTime>90</pfxPeerWaitTime>
<reConnIntvl>60</reConnIntvl>
<rtrId>1.2.3.4</rtrId>
<vnid>0</vnid>
</Dom-list>
</dom-items>
</inst-items>
</bgp-items>
</System>
</data>
</rpc-reply>

<validate>

ZOEAEIX, BERT X A NT OWRNEEZRGEL T, Ziux, ETT7—FAMTICaly
N DRNS, T — X A N7 TITOIABRAE T 2 RFET D DI B E T, <source>/3X7
A — XL <candidate/> %V‘j_/—ﬁ‘_‘ K Lij—o

/K(Zﬁ'\‘ﬁ*@li\ <validate> Eﬂ‘?&ﬁi\%@% /“‘ZH:/@{%VCT’L@
AEHT —H AN T ONFERIEL ET ¢

<rpc message-1d="112" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<validate>
<source>
<candidate/>
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</source>
</validate>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="112">
<ok/>
</rpc-reply>

<commit>

AR Z FATHERRIC 2 Iy FLET, NI A—FE2MITTITEIET D &, ki bo L i
73 éj’b\ ﬁlzﬁﬁ—: Llxcs i’é_‘/vo <commit> & <confirmed/> /NT A —H %{#H‘T%éﬁtj_é
L EER Iy FThD ERARINET, BID, <confirmed/>/ T A —H ZAF1F 720 <commit>
BAEE T T8I0, a3y M7 7 AT 74 X&ET, 20Xl T, Lk
Taly hTEFET, BRI v T, <confirm-timeout> & <persist> £ VYD 2 DD/
7< *‘57 %{%ﬁﬁf% jETO <confirm-timeout> Lj:\ gﬁﬁgﬁ:{ ‘: b4 Fﬁ>fnii)¥éﬂéi“(@@?§ﬁf
T, ZORFMBFRET D &, ETHERIIERR 2 Iy FAFITINDATOREBIZEITINE
T, <confirm-timeout> NHHE SALTWRWIEE, T 74/ DX A LT 7 MME 600 T,
Ty varPRTTLE, EERTI Y MITITRY £9, <persist> /NT A =X ZHT 5
LBy a PR T LTHEMR I v FMREEESNE T, <persist> /3T A —X OfEIL,
FEOE Yy v a U bOBEMEGEE A I v FAFT D7D SN ET, £ L TERRO EHMER
Ay PEEFINNOHRT DI Y MO <persist-id> DAL LTHEMT 2M8ENH Y £
D

IR T DL, <commit> BIR EIRE A v —TOHTY,
MERT — XA RN TORNREaI v FLET:

<rpc message-1d="113" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<commit/>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="113">
<ok/>
</rpc-reply>

A LT U R RE LTSRS I b

<rpc message-id="114" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<commit>
<confirmed/>
<confirm-timeout>120</confirm-timeout>
</commit>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="114">
<ok/>
</rpc-reply>

KRR BRERR = X P EBAMA L. T OR, KRR EMER = X v M EBRICHEGE L £
ERE
<rpc message-id="115" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<commit>
<confirmed/>
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<persist>ID1234</persist>
</commit>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="115">
<ok/>
</rpc-reply>

<!-- confirm the persistent confirmed-commit, from the same session or another session
-—>
<rpc message-id="116" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<commit>
<persist-id>ID1234</persist-id>
</commit>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="116">
<ok/>
</rpc-reply>

<cancel-commit>
ZOEMER., EITTOERR Iy NEXF Yy B LET, Bty g b oEERE o
Y N EXRY AT AMLERD DA, BRI I v MO <persist> /NT A—XTHE LT
DOLFEUMEEFEE LT, <persist-id> XT A =X AT HMLENH Y £9°,

Rty aryOBEERaIy a2 LET

<rpc message-id="117" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<cancel-commit/>
</rpc>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="117">

<ok/>
</rpc-reply>

<discard-changes>

ZOEEIL, FEITHRORNFIZY By hTHZEICL o T, BRIz biizal vy &
NTWRWERZELE T, NI A—FTLEH D EHEA,
/}*{6:%‘3‘@5i\ <discard-changes> %:}Z&FE\%)‘ /“}Z‘—‘\/@ﬁﬂf'ﬁ—o

MEHT —HZ A RTITMA DN ERB LI LET,

<rpc message-id="118" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<discard-changes/>
</rpc>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="118">

<ok/>
</rpc-reply>

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .



EFLEBBEIOIS5TEY T4 |
B verconr oz

NETCONF M £1T

NETCONF TOE TILEREIRIR4EIZDULNT

£ 20: NETCONF TDE TILEEBIBUEIEICDINT

IRL—3y NETCONF RPC CLI

FrvTRA LB checkpoint checkpoint <name>

checkpoint <file>

a—) LNy 7 a—/ LNy 7 rollback running-config
checkpoint <name>

rollback running-config
checkpoint <file>

AAP=NTDHHD install_all_nxos install all nxos <image>

install add install {add | activate | deactivate
install activate | commit| remove} <rpm>
install deactivate

install commit

install remove

B LEERED A AR — b import ca_certificate crypto ca import <trustpoint>
pkes12 <file> <passphrase>

AA v FDYr— RE/ILE |reload reload [timer <seconds>]
Va—nrolr—F reload module <module number>
Ty ANDar— copy copy <source> <destination>

ETILERBN RUEE DB

ETIVERSEZEDHI
TrANGFT T arZ2EH LTF =y 7 RA 2 FOVERL

RPC:
<rpc message-id="checkpoint-3" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<checkpoint xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<file>bootflash:my checkpoint2</file>
</checkpoint>
</rpc>

FxvIRA L NG, ARFEHRA LT = v 7R A FOVERK -
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RPC:
<rpc message-id="checkpoint-1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<checkpoint xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<action>create</action>
<name>my checkpointl</name>
<description>test checkpoint one</description>

</checkpoint>
</rpc>
FzvIHRA L "N EFRALET =y 7 RA > ORI :
RPC:

<rpc message-id="delatecheckpoint-1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<checkpoint xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<action>delete</action>
<name>my checkpointl</name>
</checkpoint>
</rpc>

a—)LNy 7

\}

G WoFATFvarz7iF 7hIvr, BHOTT—TEIL, XA 74— b LTHEMATE
ij—o

<rpc message-id="rollback-cfg-optionl" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<rollback xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<name>my checkpointl</name>
<option>atomic</option>
</rollback>
</rpc>

TrANATvrarvefFfliz-a—n 1y 7

<rpc message-id="rollback-cfgl" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"><
<rollback xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<file>bootflash:my checkpoint2</file>
</rollback>
</rpc>

Ty A)LDa L —

UE—bF == BAA v F AL —VIHEEDT 7 ANV Eabt—LET (B 7— 7
Tvva),

Kerry tftp D6 : 7’a havnz 7 A Vinka R — s LET,

<rpc message-id="copy-file-1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<copy xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<source>tftp://172.27.xxx.xxx//<file location?/tlsl-server.pfx</source>
<destination>bootflash:</destination>
<vrf>management</vrf>
</copy>
</rpc>

CAGFAZD A R — b
AR © A A > F T my_truspoint 25§ TIAER SN TV D LER H Y 7,

<rpc message-id="import ca certificate-1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<import ca certificate xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<trustpoint>my trustpoint</trustpoint>
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<pkcsl2>tlsl-server.pfx</pkcsl2>
<passphrase>xxxxxx</passphrase>
</import ca certificate>
</rpc>

RPM /Xy —2 £ VR R—JLEXECRPC av > K.

Install <add>

<rpc message-id="install-add-1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<install add xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<add>rpm_packagenamehere from bootflash</add>

</install add>

</rpc>

Install <activate>

<rpc message-id="install-activate-1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<install activate xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<activate> rpm packagenamehere from bootflash</activate>
</install activate>
</rpc>

Install <deactivate>

<rpc message-id="install-deactivate-1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<install deactivate xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<deactivate>rpm packagenamehere from bootflash </deactivate>
</install deactivate>
</rpc>

Install <remove>

<rpc message-id="rpc-install remove-1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<install remove xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<remove>rpm packagenamehere from bootflash </remove>

</install_ remove>

</rpc>

FTRTDOnx-08 f A=Y DA A =)L

<rpc message-id="rpc-install all nxos-1" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<install all nxos xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<nxos>nxos.image.bin.upg</nxos>

</install all nxos>

</rpc>

EFEVa—NLEFEOYa— R

<rpc message-id="reload-module-pyldl" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<reload xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<module>29</module>
</reload>
</rpc>

FaiAiAH (Reload)

\)

6=

TLET, 1Ll E, Netconf 7 74 7 2 b <ok> nEE2ZE LERA,

TIAT 2 MPRO RPC ZEREZIFTEET DL, exec 2~ RiFAAL vTF DY u— KEE
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<rpc message-1d="563" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<reload xmlns="http://cisco.com/ns/yang/cisco-nx-os-device"/>
</rpc>

NETCONF ;& 0

NETCONF ;@ X0(ZD LT

NETCONF j@%1%, NETCONF 27 7 A 7 ¥ "INV AT LA Ry MY T A7 T4 7 LT,
NETCONF =— Y =¥ h ML ZNH DA XY MIET2@MEZETEL LT HADI=X
ATT, 6 OMERIX, RFC5277 TEHR STV ET, CiscoNX-0S U U — 2 9.3(1) LAKE,
RFC 5277 THBH SN TV X 512, NETCONF @DV — MARBB S E Lz, T,
NETCONF hello A v =TT RRAZ A XINDHA TV a OBEETT,

NETCONF 7 7 A 7 > b, Deviceyang ¥ 721% OpenConfig €7 /L& L C, @HIIHY 7 A
7 54 7 CT& %9, NETCONF i#%1C® OpenConfig €7 /L DR — hiE, CiscoNX-0S VU —
A 9305 ML IVE LTz,

ZOYHR—=1FIZEY, NETCONF 7 A4 7 > MIRDZ L1712 E T,
o ARy NEINA~DY T AT FA4T

KV T A7 YT aidi, NETCONF 27 74 7 b0y a0 Lz 1 ERY O
B3R T4, CiscoNX-OSNETCONF =— = o h A& L, NETCONF 2 Z 4 7> MMz k-
Teyva rBPIRBICHLONDE T, Y TR VT aid7 7747 T3, 7R
7V T va i, Ay T OHFBEBHRAA » F O NETCONFHERED R {b7e EOEIT 7
TalilEoTHULGNAZ ELHV ET, FT AT U ST a 0%, gL 725 NETCONF
v alNT I T4 T THDLRYT 7T 47 TT, TNHDRERERT 4 LV Z Tk LT
AR ENTZA N MI, @EE LTI IA4 T MIEESNET, 79472 MI., VA&
TUEARY NOBHNCY T AT T4 T TEET, L& X, —HIETHETFTHATEH, A—
MIRREDET, 77 VHEDOER, 7w AAETYDERLRENHY 9, £72. A
725 TWDHTHRE e E ORI X bbb B £,

fEE A X MR EZELET,

ARy MBHIE, A v FOBREA XV B ERIZEMEAS RV MCET A ERE G T, B
DE ST XML RF =2 A2 FTT, NETCONF 7 54 7> hME, 72271 Fo g Bk
TITANF ) o THBELREFE LT, TXTDAXR P TERLSAR OY T2y &R
ETEET,

MOEIETA N b@fE A X — U —T7 LET,

CiscoNX-OSNETCONF =—> = > M, T2 T4 7By 7 22 ) Py g 28 oty
T3 T, NETCONF ExXR%Z=F L, WE L, WETEET,
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ARV R
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NETCONF /> R = A 7 T, Cisco NX-OS NETCONF #—/X— |3 <capabilities> L35 & $#5¢
LTWANETCONF 7 74 7 > MIEFE LT, = "= TX 5 ERERLET, KHD
—fE LT, == 3RO TFEEZOET, T b OAIFIE, Cisco NX-OS NETCONF
NN A H = =T O EYR— L TWDHI a7 T7A4T7 > MaEMLE
R

T OHERERA T -

urn:ietf:params:netconf:capability:notification:1.0

A =1 — 7 ORI

urn:ietf:params:netconf:capability:interleave:1.0

) — LD

74T ME, EHATEEZ2 3T D <streams> 2%} L NETCONF 0 <get> #/E4{# F L C,
CiscoNX-OSNETCONF H— =N HPR—=F L TWBHA MY =L T& £9, CiscoNX-0S
IX NETCONF A N U —ADHEVR—FLET, 41X b 2R —20BHIE, BREIEE
DY —r AL > THThILET,

EHAIEER A DY — D2 UG D72 DK

fEEDNETCONF 7 74 7> ME, T XTOFR—=FINTWVDHA N —LZ#BIT 5720,
<streams> |25 7 4 L X L L 1|2, NETCONF <get> R A X ETE£3, RoOBIEL, 77
ATV FERA =YD B— RE2RLTHET,

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter type="subtree">
<netconf xmlns="urn:ietf:params:xml:ns:netmod:notification">
<streams/>
</netconf>
</filter>
</get>
</rpc>

A

Cisco NX-OS NETCONF #r——|L, 7 IAT v "N YT 27 547 TE5, HERHRERTN
TOAR AT —ALTHEELET, CiscoNX-OSIZINETCONF 2 kU —ADHZHR— |
L/i‘é—o

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<netconf xmlns="urn:ietf:params:xml:ns:netmod:notification">
<streams>
<stream>
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<name>NETCONF</name>
<description>default NETCONF event stream </description>
</stream>
</streams>
</netconf>
</data>
</rpc-reply>

HIRT1) T a3 DER

NETCONF 7 7 A 7 M, <create-subscription> 712 F 2 /VEIfEIZ LY RPCZHE L TAA v
FLETARY FOY T2 YT a v 2B TE £7, Cisco NX-OS NETCONF #—/3—73
<ok/> BRCORISELIGE, YT A7V Fva 3777 47 TY,

FIHAD Get B LU Set BEL 13820 VT 27 U 7 g Ik dERBEETT, W
T2V T ait, VATV BRI T A2 U P a L EBAU S, By g R
FTTGA IR DETT VT AT REETT, 2 2E. AL vy IFnFE#FHTIE, By
ANIFTTA TR0 FT,

TIGAT oV IIMARY NBRET T 27 74T LTWEbDOD, 7 T4 1> T84
X, ==Y T7 27 )T arEKTL, By aryEACET,

727 T a R LNTEES. TRTOARNY MEHIEZZET 512X, NETCONF 7
FTAT VN CHEHERL T TR ) Y a VEFEERTALENRH D £,

PR TP T 27 T a VEBRBLRNWZD, 22— — <create-subscription> #RIE%
GUUIAT Y N T RT T nEELENRDY £, WX, NETCONFZ T4 7> M EET
%)<create—subscription> O)ﬁﬂ’fjfo

<create-subscription xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<stream>NETCONF</stream>
<filter xmlns:nsl="urn:ietf:params:xml:ns:netconf:base:1.0" type="subtree">
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<intf-items>
<phys-items>
<PhysIf-list>
<id>ethl/54/1</id>
<phys-items>
<operSt/>
</phys-items>
</PhysIf-list>
</phys-items>
</intf-items>
</System>
</filter>
</create-subscription>

<create-subscription> ?Str"%{/lﬂi\ Vk@j‘7°:/ ERVAD) &hf%}‘ﬁ'ﬂ‘o‘— }‘ Li‘@—o

'@m%m:7?47VF$%727?47¢54&VF@2FU_A%%ﬁbiﬁoZF
U — AEEELL> 4. NETCONF A MY —ANOA Ry "W F 74/ NTY T4
TV RMIEEENET,
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o <filter> : A XU MBI 4N HZV LT LT, AR —ATARY OV TRy NET B
EINDLLHICTEET,

Cisco NX-OS NETCONF #— _—|%, #7227 U 7> a3 o ZIEFICERTE-85E. W& T
k> AvtE—TEIELET,

W\, 729447 M0 <create-subscription> R A — X — |k E L. Ek%ﬁﬁ%’%%% L7=
FlarLET,

7 3/])7:/ }\75)§1§ L?LT_\ <create-subscription> ’\@JI_{L;%Q :

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"

message-id="urn:uuid:6£f0bda6-d3f1-4288-9a7e-0£30581edbab">
<ok/>

</rpc-reply>

)

GE)

BLOKE TR (Stop Time) |47 v a VFfEHTEXEHA,

U7V AR Lo 7 27 U 7y a AT AR — F S Tngniz, [BAAAEFH (Start Time) ]

NETCONF 7 AT > "B T 22 ) Foa o ZIEFEICERT 5 & . Cisco NX-OS NETCONF
P—=NE, A Y TFHOTRTDOA R MIOWT, EHENTZT7 4 V2 IZE#ET 54X b
WHOBEZRE LUET, A X MBAIT. notification BHEAZ S TME D XML 7 4+ —~ v k
D RF=2AL FTY,

WIZ, 7T 47 > M) DeviceYang ET /VinbHA X —T7 =4 R operStIZH T AT 54T LT
WTC, A=F Ry b A F =T =2 ANRF T LIZGEOBHOFZ R LET,
<create-subscription> (%, [ 7 227 U 7> a2 » OfERL (Creating Subscriptions) &7 ¥ = ZdH
D i‘a_‘o

<?xml version="1.0" encoding="UTF-8"7?>
<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2020-05-05T10:22:52.260+00:00</eventTime>
<operation>modified</operation>
<event>
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<intf-items>
<phys-items>
<PhysIf-list>
<id>ethl/54/1</id>
<phys-items>
<operSt>down</operSt>
</phys-items>
</PhysIf-list>
</phys-items>
</intf-items>
</System>
</event>
</notification>
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<notification> A v B —|IIIRD 7 4 — /L RBREENFET,
« <eventTime> |41 XV "RBAELTZHEFZ RT XA LAX T TT,
s <operation> [ZET /L J — RDOA XV "DH A T TT,

s<event> 137 FA TV NN Y T AT TA T LTWDHET IV T —HTY,

IR ) T3 DT

Y7271 Fa E, NETCONF 7 T A 7 > R ZANETCONF A & — DA 17— KT Cisco
NX-OSNETCONF % — R —|CFEDBIEZEETDHEK T LET, YT A7 VS a DT
1T, ROWTIDIDOFETHEAELET,

e TR UTvarkyalE LS, <close-session> ErEIL., FFEDOYT A7 S
var vy g Al L CNETCONF h— — |2k ESnE T,

« NETCONF & v ¥ 3 & T35, <kill-session> #/EAS NETCONF $— X — 23X E &N E
KR

T_RTOY T 27V T g 0%, 120 NETCONF & v > a VCEEMIT O ET, Zhidl
xt1 OBRTT,

NETCONF 51
M

GE) o7y aroFTORITIL, ncclient python 714 77 U ZfEH L E 7,

ncclient {3 FA L 7= Cisco NX-0S D #E#k:

ncclient (X, NETCONF 7 7 A 7 > s ® Python 71 77 U C¥, IKIZ, ncclient Manager API
16 Cisco NX-OS ~D i & M9 5 ik DOfl 2R LET,

device = {
"address": "10.10.10.10",
"netconf port": 830,
"username": "admin",
"password": "cisco"
}
with manager.connect (host = device["address"],
port = device["netconf port"]
username = device["username"]

password = device["password"],
hostkey verify = False) as m:
# do your stuff
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Yo Ry R%EHEHALT NETCONF R4 O— RDARL

HMZT DL, INXAPIBHRET > RR v 7 A O® 7 v a 2R LTS,

NETCONF O~ A 1 — R&ARKT HI21E, A Y v K% RESTCONF (Yang) [ZEHE L, A vtE—
V74 —vy NEXMLIZEE LET, BT OMLERS LA~V RETXA RN L RUIC
AT, [ZE# (Convert) 15227 U >y 7325 &, F%DONA a2 — KA [ZRK (Request) ] 7 F A

MRy 7 AZFRENET,
B 3: NCCLIENT

interface ethernet 174
sl tchport
switchport msede trunk
switchport trunk ollowed vian 109

restcont/datla Cisco-NX-OS-dovice: System'

Aequest Pythan Python3 Java JavaScript Go-Lang

<intf-itesss

Cisco NX-0S /5 DR T— 2 DEF
KIZ, ncclient Z# H L T Cisco NX-0S 7> BGP
from ncclient import manager

import sys
from lxml import etree

device = {
"address": "nexus",
"netconf port": 830,
"username": "admin",
"password": "cisco!"

# create a main() method
def main () :

bgp_dom = """

<filter type="subtree">

Method:-0

Message format: @ | = :

BE 2 ST 5 HiEOB 2R LET,

<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">

<bgp-items>
<inst-items>
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<dom-items>
<Dom-list/>
</dom-items>
</inst-items>
</bgp-items>
</System>
</filter>

wnn

with manager.connect (host=device["address"],
port=device["netconf port"],
username=device["username"],
password=device["password"],
hostkey verify=False) as m:

# Collect the NETCONF response

netconf response = m.get config(source='running', filter=bgp_dom)
# Parse the XML and print the data

xml_data = netconf response.data_ele

print (etree.tostring(xml _data, pretty print=True) .decode ("utf-8"))

if name == "'_main_ ':
sys.exit (main())

Cisco NX-0S " 5 DETHERAS L VERT—2 DEE

WIZ, CiscoNX-0S EOFT_RTOYBA v X —T 2 ADA LV H—T = A AN T Z E T
L& R LUET,
from ncclient import manager

import sys
from lxml import etree

device = {
"address": "nexus",
"netconf port": 830,
"username": "admin",
"password": "cisco"

}

def main() :

intf ctr filter = """
<filter>
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<intf-items>
<phys-items>
<PhysIf-list>
<dbgIfIn-items/>
<dbgIfOut-items/>
</PhysIf-list>
</phys-items>
</intf-items>
</System>
</filter>"""

with manager.connect (host=device["address"],

port=device["netconf port"],
username=device["username"],
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password=device["password"],
hostkey verify=False) as m:

# Collect the NETCONF response

netconf response = m.get (filter=intf ctr filter)

# Parse the XML and print the data

xml_data = netconf response.data_ele

print (etree.tostring(xml data, pretty print=True) .decode ("utf-8"))
if name == "'_main_ ':
sys.exit (main())

NETCONF Z{#fH L 1=%1 L LMERLDERL

RIZ. neclient @ edit config ZfFEH LT, £ & D VLAN 100 ZERLT 5 HIEOHI %7~ L E
D

from ncclient import manager
import sys
from lxml import etree

device = {
"address": "nexus",
"netconf port": 830,
"username": "admin",
"password": "cisco"

}

def main () :
add_vlan = """
<config>

<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<bd-items>
<bd-items>
<BD-list>
<fabEncap>vlan-100</fabEncap>
<name>inb mgmt</name>
</BD-list>
</bd-items>
</bd-items>
</System>
</config>

[IRIRT]

with manager.connect (host=device["address"],
port=device["netconf port"],
username=device["username"],
password=device["password"],
hostkey verify=False) as m:

# create vlan with edit_config
netconf response = m.edit config(target="running", config=add vlan)
print (netconf response)
if name == "'_main_ ':
sys.exit (main())
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NETCONF % {# F L 7-4#& sk D Hl ik
WIZ. CiscoNX-OS Mo —T RN 7 f v Z—T oA ZAZHIBRT 5020 E1,

from ncclient import manager
import sys
from lxml import etree

device = {
"address": "nexus",
"netconf port": 830,
"username": "admin",
"password": "cisco"

}

def main () :
remove loopback = """
<config>

<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<intf-items>
<lb-items>
<LbRtdIf-list operation="delete">
<id>lol0</id>
</LbRtdIf-list>
</lb-items>
</intf-items>
</System>
</config>"""

with manager.connect (host=device["address"],
port=device["netconf port"],
username=device["username"],
password=device["password"],
hostkey verify=False) as m:

# create vlan with edit config
netconf response = m.edit config(target="running", config=remove loopback)

print (netconf response)

if name == "'_main_ ':
sys.exit (main())

NETCONFT—2 o D RS TILSa—TF4 05

BERO LS I a—TFTavyd

I TAT U VAT AING, ALy FOEEAR— M ping ZEITL T, A v FREE
MRETHDZ L MR LET,

« Cisco NX-OS “C, show feature |inc netconf =~> REZ AN L Co—V =2 hDOAT—HF A
gt LET,

XML BHA »#—7 = A A (xmlagent & HIFEID) EWVWIHI OB £9, Zhix
NETCONF = —V = b EiTF o< By F90n, L<ERERENET, ——N0NEL
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VW NETCONF A v —U TISE LARWEAIEL, ELWAR— b 830 (28 L T\ T, $—
N—BTE LU <hello> A vE— ( INETCONF v a v Ofr] B2 v a LIRS
NTWELDOLEER) 2ZELTWVWAI LafRLET,

» /volatile/netconf-internal-log 7 7 1 /L DINE % FK/RT 5 Z & T, Bash ¥ = /L)% D NETCONF
TV hOT Ny TIERERRTEET, Bash v = L EHMTT HIT1E, feature bash
a~w REMFHLET, Bash = /L Z A L=, runbash =~ K& L T Bash
aVERBLET, FEICOVTIE, ZORF2 AL hOBash DEEZBMLTLEE
Uy,

¥ : debugnetconf =~ Ri%, NETCONF =— =¥ "EEDT Ny ZIZIFEH CTE 4
o TNHDFT Ny Ja<w R, NETCONF=— = v ME#EO R 72T LER A,

NETCONFT— U DT HOUTF4 245 A5

<edit-config>, <commit> i f:&i <abort> 725 &@%%JA%‘@{/F@%/E}\ NETCONF 5i§d‘ﬁl§j—5 T
WY T 47 a s WA LET, JHUE, ZELEEOERE AL v FISHEA SR
R EEOW R EENET,

THhU T 47 a7 %, showaccountinglog =~ > RZEHA L CERTE £,
il LT, ROEREZSZHL T EE 0,

<edit-config>
<config xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">
<intf-items>
<lb-items>
<LbRtdIf-1list>
<id>lol0</id>
<descr nc:operation="create">test</descr>
</LbRtdIf-list>
</lb-items>
</intf-items>
</System>
</config>
</edit-config>

THOT 407 a i, WOEBNEGENET,
c AA wFIHEAINDLEF

HE B

N T tyiarID Ea—H—
FR g 2%y bk
Pz FAT LA
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NETCONFTI—2 Y hDFHI VT4 VT B .

I5H s BA

ConfigMO MO Y U —D7 F A MRBL, K 3,000 3L
Fo

AT — KA i / SRR

i:

Wed Jun 29 13:48:03

2022 :type=update:id=2496515744 :user=admin:cmd= (COMMIT) , database=[running], configMo=[
<topSystem childAction="" dn="sys" status="created,modified"><interfaceEntity
childAction=""

rn="intf" status="created,modified"><13LbRtdIf childAction="" id="1010" rn="1b-[1o0l10]"
status="created,modified"/></interfaceEntity></topSystem>] (SUCCESS)

ZAE LT u o E R

IB5H iR
arTHFAR tyrariID &a—H—
FT_b—va v NETCONF:EDIT-CONFIG,

NETCONF:COMMIT, NETCONF:ABORT

{576 1P (Source IP) NETCONF 7 7 A 7 > K IP

N E—F A5 LIXMLESR, ek 3,000 305,
AT —H A DRIVEN: e

fil:

Wed Jun 29 13:48:03 2022:type=update:id=2496515744 :user=admin:cmd= (NETCONF:EDIT~
CONFIG), sourcelp=[192.168.1.2],payload=[<edit-config><config
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"><System
xmlns="http://cisco.com/ns/yang/cisco-nx-os—-device"><intf-items><lb-items><LbRtdIf-
list><id>1lol0</id><descr
nc:operation="remove">test</descr></LbRtdIf-1list></lb-items></intf-
items></System></config></edit-config>] (SUCCESS)

K LT BDR OGS, ROV T ) A2k o TR, 22—V —lEiliFor 7 2R CE RWiGE

VARY: 2

nFE9,

WA 72 BR

M 7R BRIT, MROEE R LICHERINS 720, JtOEROA N a JIigksnE 7,
15l

Wed Jun 29 20:08:36

2022 :type=update:1d=2517274784 :user=admin:cmd= (NETCONF:EDIT-
CONFIG),sourcelp=[192.168.1.2],payload=[<edit-config><config
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"><System
xmlns="http://cisco.com/ns/yang/cisco-nx-os-device"><intf-items><lb-items><LbRtdIf-
list nc:operation="create"><id>1010</id></LbRtdIf-1list></lb-items></intf-
items></System></config></edit-config>] (FAILED)
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o I F I FEEAHIBRIC X 2RO LA -
ZOBA . R UT-RERITE ToBEROW TR e SRS nE T,
i

Wed Jun 29 20:11:04
2022 :type=update:1d=2517274784:user=admin:cmd= (COMMIT) ,database=[running],
configMo=[<topSystem childAction="" dn="sys" status="created,modified"><telemetryEntity

childAction=""rn="tm" status="created,modified"><telemetryCertificate childAction=""

filename="foo" hostname="foo" rn="certificate" status="created,modified"
trustpoint="test"/></telemetryEntity></topSystem>] (FAILED)

Wed Jun 29 20:11:04

2022 :type=update:1d=2517274784:user=admin:cmd= (NETCONF:EDIT-
CONFIG),sourcelp=[192.168.1.2],payload=[<edit-config><config
xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0"><System
xmlns="http://cisco.com/ns/yang/cisco-nx-os-device"><tm-items><certificate-
items><trustpoint>test</trustpoint><hostname>foo</hostname><filename>foo</filename></certificate-
items></tm-items></System></config></edit-config>] (FAILED)
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RESTCONFT—> x> bk

« RESTCONF =— = > MMZHOWT (345 X—7)

c HEFHHELHREE (346 X—)

« RESTCONF =— = > F O L (346 ~X—)

*RESTCONF =—2 = bD T TNy a—TF 47 (347 =)
e T T = AT F—H (349 _—7)

« FATHME (350 ~—2)

*RESTCONF =— 2 = NDT AT 47 vy (352 3—)

RESTCONF T—> x> FIZTDUINT

Cisco NX-OS RESTCONF (%, NETCONF CTEFZINT=T — X A M T &M L T, YANG 73—
Varl CERINET X EWRT 57200 HITP XR—AD 71 h a LT,

NETCONF |Z, #lT—F A rT L, ZNHEDTFT—Z AT ~DT 7B AIMHHTE S @D
ER, BUE, B8, BXOHIER (CRUD) BfEZEFLET, YANG SiElX. 7—H¥ A RNTH
W77 A, ERAT—%, 7a harl@lE, A X MRHOEL T 4 ABERLE
7,

Cisco NX-OS RESTCONF 1%, HTTP #/EZ&fEH L T, YANG EEDT —Z 2 G fllaT — & A
k7 COCRUDEMEZ AIREIC LE T, ZDFT —H (L, NETCONFT—H A N7 & FIET L5 —
N—= L HHMERH Y £,

RESTCONF 7’1 h =/L{%, XML & JSON DDA m— R x> a—F 4 723 R—F L
FF, 2— P WAL, HTTP AR &> THbIUET,

K DFEIZ., CiscoNX-OSRESTCONF = — = > "3 R— b4 572 ha vigEd R mLET,

RESTCONF [E1% 0 NETCONF
Fra v NETCONF : 72 L
HEAD NETCONF : 72 L
GET NETCONF: <get-config>, <get>
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RESTCONF [E1% @ NETCONF

POST NETCONF: <edit-config> (operation="create")

PUT NETCONF: <edit-config> (operation="create/replace")
PATCH NETCONF: <edit-config> (operation="merge")
DELETE NETCONF: <edit-config> (operation="delete")

FEFEEHIRNSEIA

RESTCONF =— ¥ = MZiE, ROTEEBEFHEEFNFEENLH Y £7,

* Cisco NX-OS RESTCONF (&, RESTCONF Protocoldraft-ietf-netconf-restconf-10 & #9425 RFC
K2 7 MZHEASWTUWET, https://tools.ietf.org/html/draft-ietf-netconf-restconf-10 % £/ L

TLIZENY,

« RESTCONF (L. RFC 6536 CHEINTWAILIER— /L _X—RA 77X 2 ha—/L
(RBAC) #HUAR—FLTWEHFA, [network-admin] 27—V & o2 —FDARIT,
RESTCONF = — = o b ~DT 7 & AN E S E T,

«102(DF V U —2ALBE, BEF = 7 RA U b, v—=A Ny 7 A A M=/ CAZEH
EDAVR—F, 24 vTFOYVr—F, HrDES2—1LDYVua—F, BIORTZ7ALD
=PRI R—FINTNET, \

RESTCONF T—> = > FDERAE

—fpiEa<T ok~
« HTTP £ 721X HTTPS 7 7 ¥ A Z AT HITIE, kD3~ REMR L £,
« feature nxapi
* nxapi http port 80
* nxapi https port 443

—RRGEIEoT Y R
RESTCONF = —<’ = > k ® [no] feature restconf 2~ > R&EGRF 213N TE £,

I—CIV b RTF—RADERTR

RESTCONF =— = hD AT —H A% FRT HIZiL, show feature 2~ REfEHA L, X
restconf &5 8O £97,
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switch-1# show feature | grep restconf
restconf 1 enabled
switch-1#

Curl ZEA L =Y —/N\—~D POST ERDEE

client-host % curl -X POST -H "Authorization: Basic YWRtaW46Y21zY28=" -H "Content-Type:
application/yang.data+xml" -d '<always>enabled</always><rtrId>2.2.2.2</rtrId>'
"http://192.0.20.123/restconf/data/Cisco-NX-0S-device : System/bgp-items/inst-items/dam-items/Dom-list=defaul t"
-i

HTTP/1.1 201 Created

Server: nginx/1.7.10

Date: Tue, 27 Sep 2016 20:25:31 GMT

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: nxapi_ auth=admin:147500853169574134

Status: 201 Created

Location: /System/bgp-items/inst-items/dom-items/Dom-list=default/always/rtrId/

Curl ZHA L 1=H—/"\—~D GET ERDE(E

client-host % curl -X GET -H "Authorization: Basic YWRtaW46Y21zY28=" -H "Accept:
application/yang.data+xml"
"http: //192.0.20.123/restoonf/data/Cisco-NX-OS-device: System/bgp-i tems/inst-i tems /dom-i tems /Dam-1ist ?content=oonfig"

-1

HTTP/1.1 200 OK

Server: nginx/1.7.10

Date: Tue, 27 Sep 2016 20:26:03 GMT
Content-Type: application/yang.data+xml
Content-Length: 395

Connection: keep-alive

Set-Cookie: nxapi auth=admin:147500856185650327
Status: 200 OK

<Dom-list>
<name>default</name>
<always>enabled</always>
<bestPathIntv1>300</bestPathIntvl>
<holdIntv1>180</holdIntvl1>
<kaIntvl>60</kalIntvl>
<maxAsLimit>0</maxAsLimit>
<pfxPeerTimeout>30</pfxPeerTimeout>
<pfxPeerWaitTime>90</pfxPeerWaitTime>
<reConnIntvl>60</reConnIntvl>
<rtrId>2.2.2.2</rtrId>

</Dom-list>

)

client-host %

RESTCONF T— o D RS TN a—TF4 08

BHEO RS IV a—Fay
« feature nxapi =~ > R&31TL T, Web hr—"—ZFHH L ET,
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« HTTP IR — h # B < X 912 nxapi http port 80 =~ > R STV D Z & 2R L
e N

« HTTPS FIZAR— R ZBA< X 912 nxapi https port 443 =~ > KRR SN TND Z L 25
BLET,

« A v FOEMR— MIpingZFATL T, A v TFREEARETHL Z LR LET,

FSINDa—TFTa2TDITF—
I, — =T — Ayt —U b ZRNERTDT2OOTA FTA4 &2 LET,
IZ5—AYE—2 HLRDHY EFEANR, BELTVDN—VEBIEHHTE A (Sorry, the page you
are looking for is currently unavailable)
« BURZRME LB (B#%2 L) 20X vt —Va%E LG AIE. RORE R L
TS

o [BED N T TNy a—T 40 7] ICEREHEINTWA X 91T, NXAPI BERENFE NI
o TWAI &,

« RESTCONF #§REDN 0272 > T D 2 & (show feature | grep restconf) , RESTCONF
WA 72> TWZRWEEIL, AN LE T (feature restconf)

o R— ME. NX-APIIZ Lo THTTP £ 7213 HTTPS HICAERL S4LE 7, show nxapi % fi
MALT, A= PR INTNWD Z L 2R LET,

switch-1# show nxapi

nxapi enabled

HTTP Listen on port 80

HTTPS Listen on port 443

switch-14

A— F2S HTTP %7213 HTTPs AIZHERK S 4L TV 7220 5A 11X, nxapi http port 80 & 7=
1% nxapi https port 443 %47 L THERKL L £ 77,

cHERDEBRIZZIDA v —VEZE LSS BB y) | A1 vTFoxk AL ~L
MO OBEBERFER 7 =) —BR T AT ARBAMIIR > TWRWIZ E 2R LET, B
Rl AL L~v D7 2 )X, ) o) Y —AAREAE LD AREMERDH Y 9,

WONWTNDIZE ST, A v TFPRIBAMIZ/ > TV L 2R T ET,
c I TAT U IR EETHEROEAE A v MLy 7 LET,

o A A T no feature restconf % L T feature restconf% 317 L C RESTCONF = — =
v NEREELET,
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IJTAS)L T—4

RESTCONFOD T 7T AS )L T—HRIZDULVT

ZOMREIX, T2 ATV T—H DT VAR LET, 27 AT T—HE, KE
DT —HTT, DMEZX, &/Nv TN ATV FHEOB AN SEA[RERY A XD K 91T,
F—REREBTAHENF A=A L ML ET, Ny FOH A XF, BETH MO O T
7,

N7 w2 &7z Cisco-NX-08S-device.yang 7 7 4 /L@ [Ephemeraldata] &9 =2 X2 F T,
EDOT—=HRTT 2 ATV ThDMICET L EREMETEET,

Y7 Z2AMHNOURIDUTEIBLTWAEEIZOR, TT 2 AT/ TF—=Enb50HINIKE
nEJ,

LT AT TFT—EDY —7
LT 2 AT N T —HEDFEFFoarTFEEIZU A
CHEDZ T 2 ATGNT—HOFLEFHFOV A NET v T HEOIERAINDZEDa L TF

VATALAYULD GET 7V id, =7 =2 ATV F—HEZRLEFA,

RESTCONFD I 7 = A S )L T—43 Dl

N, =T AT T —H EEET 6T,
I3 A4T v ME, RO GET ERA vE—VEEETIHAERHY 7,

GET
/restconf/data/Cisco-NX-0S-device:System//urib-items/tabled-items/Tabled-1ist=management/routed-items
HTTP/1.1

Host: example.com

Accept: application/yang.data+json

The server might respond:

HTTP/1.1 200 OK

Date: Fri, 06 Mar 2020 11:10:30 GMT
Server: nginx/1.7.10

Content-Type: application/yang.data+json

{
"routed4-items": {
"Routed-list": [{
"prefix": "172.23.167.255/32",
"flags": "0",
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RESTCONF DiEfEa~ > KIZDUL\T

ZORRRIL. AA v T TETABENEREa -~y RERITT D keI L ET,
I, VAR—=FENTWEFETRPC DU A hERLET, RPCIZETAHEHIZ, ABINT

V% Cisco-NX-OS-device.yang 7 7 A /L CHER TE £ 77,

£ 21: RESTCONF TDE TILEREIEUR/EIZDINT

ARL— 3>

RESTCONF RPC

CLI

Frzv7HRA b

checkpoint

checkpoint <name>

checkpoint <file>

7 —/L N v 7

7 —/L N v 7

rollback running-config
checkpoint <name>

rollback running-config
checkpoint <file>

A VARN—=LTHED

install all nxos
install_add
install_activate
install _deactivate
install_commit

install_remove

install all nxos <image>

install {add | activate | deactivate
| commit | remove} <rpm>

b BALAENT# A >R — |

import_ca_certificate

crypto ca import <trustpoint>
pkes12 <file> <passphrase>

A v FOY a— RKE/(TE |reload reload [timer <seconds>]
Va—AoYe—F reload module <module number>
Tr7ANDA— copy copy <source> <destination>

RESTCONF i£/Ea~ > KDl

FzyoiRA 2+ RPC DO

TIAT LV MEI, ROE IR POSTERA v —V 2R ETLILERHY 7,

POST /restconf/operations/Cisco-NX-0S-device:checkpoint

Accept: application/yang.operation+json,application/yang.errors+json

Content-type: application/yang.operation+json

Body: {
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ReSTCONF 24537 > Kol ]

"input": {
"name": "checkpoint-1",
"description": "testing checkpoint through Restconf"

}

The server might respond:
HTTP/1.1 204 No content

O—JL/\v %5 RPC D4l
IIA4T v M, WDOLH72POSTERRA v —VEEETIHENHY T,

POST /restconf/operations/Cisco-NX-OS-device:rollback
Accept: application/yang.operation+json,application/yang.errors+json
Content-type: application/yang.operation+json

Body: {
"input": {
"name": "checkpoint-1",
"action": "create”

}

The server might respond:
HTTP/1.1 204 No content

4 R k—JL RPC D45l
II3A4T v ME, ROLH72POSTERA v —VEEETIHENHY 7,

POST /restconf/operations/Cisco-NX-OS-device:install all nxos
Accept: application/yang.operation+json,application/yang.errors+json

Content-type: application/yang.operation+json
Body: {

"input": {
"nxos": "bootflash:nxos.10.1.1-jcco.bin"

}

The server might respond:
HTTP/1.1 204 No content

CA SFEAZE RPC DA > ih— kD
T7I3A4T v MEI, WDEH72POSTERA vE—V 2B ETLIHAERDHY 7,

The client might send the following POST request message:

POST /restconf/operations/Cisco-NX-OS-device:import ca certificate
Accept: application/yang.operation+json,application/yang.errors+json
Content-type: application/yang.operation+json

Body: {
"input": {
"trustpoint": "mytrustpoint",
"pkcsl2": "bootflash:server.pfx",
"passphrase": "mypassphrase"

The server might respond:
HTTP/1.1 204 No content

R4 wF1)a— K RPC Ol
TITAT v ME ROE IR POSTERA v —C2RETIHENHY 7,
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POST /restconf/operations/Cisco-NX-0S-device:reload
Accept: application/yang.operation+json,application/yang.errors+json
Content-type: application/yang.operation+json
Body: {
"input": {
}
}

The server might respond:
HTTP/1.1 204 No content

ETa—)LY)a— K RPC Ol
IIA4T v ME, WOLH72POSTERRA v —VEEETLIHENHY T,

The client might send the following POST request message:
POST /restconf/operations/Cisco-NX-0OS-device:reload
Accept: application/yang.operation+json,application/yang.errors+json
Content-type: application/yang.operation+json
Body: {
"input": {
"module": "31"
}
}

The server might respond:
HTTP/1.1 204 No content

JE— 774 )L RPC Dl
7 IA47 2 ME DK DR POST HERA vt =V ERETLHERHY £7,
POST /restconf/operations/Cisco-NX-OS-device:reload

Accept: application/yang.operation+json,application/yang.errors+json
Content-type: application/yang.operation+json

Body: {
"input": {
"source": "tftp://10.1.1.1/users/myname/configl.txt",
"destination": "bootflash:",
"vrf": "management"

}

The server might respond:
HTTP/1.1 204 No content

RESTCONF T— o bDT7 AT Y

POST, PUT, PATCH, ¥ 721& DELETE 7% & DEXIALBIEDYEES RESTCONF (ZET 57 v
YT marEHAILET, U, ZELETOENRE, AL v FICEA I N RER

RERDOW G NEENET,

THh T 47 a7 X, showaccountinglog =~ > RZEHA L CERTE £,
ROFRF| 2 E 2 THET,

curl -s -L --request POST --user admin: --header 'Content-Type: application/yang.data+json'

--url “restconf/data/Cisco-NX-0S-device:System/intf-items/lb-items/LbRtdIf-1ist=1010"
--data-raw @request.txt

Payload:
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<descr>test</descr>

Or

{"descr":"test"}

THOYT 47 aZ\Zid, ROBBBBREERLET,
c A Y FITHHASINDER

IEH BT

aLTFF AR tyyvarID ta—P—

TR =g = =2 o

F AT & T A

ConfigMO MO ¥V U —DF % 2 FFE, K 3,000 3L
%,

AT — KA DRIVEN e

il

Wed Jun 29 13:53:37
2022 :type=update:id=3180018864:user=admin:cmd=(COMMIT) ,database=[running], configMo=[

<topSystem childAction="" dn="sys" status="created,modified"><interfaceEntity

childAction=""

rn="intf" status="created,modified"><13LbRtdIf childAction="" descr="test" id="1lol0"
rn="1b-

[1o10]" status="created,modified"/></interfaceEntity></topSystem>] (SUCCESS)

A5 L2 m O EER

IHH

58

aTHRRX B

oyl arID Ea—F—

FR— g v

RESTCONF:POST. RESTCONF:PUT,
RESTCONF:PATCH, RESTCONF:DELETE

EfE7¢ IP (Source IP)

RESTCONF 7 7 A 7 k 1P

URL HTTP URL

N m— R {5 L7XML/JSONY 7 = A K, K 3,000
XF

AT —H A Rk 2l / I B

f:

Wed Jun 29 13:53:37

2022 :type=update:1d=3180018864:user=admin:cmd= (RESTCONF:POST) ,sourcelIp=[192.168.1.2],
url=[/restconf/data/Cisco-NX-OS-device:System/intf-items/lb-items/LbRtdIf-

list=1010],payload=[<descr>test</descr>]

(SUCCESS)
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B restconez—croroTaYvLF s 0y

K LT EROGE, RO T ) ko TR, 2=V —lIliFor 7 2R CE WigE

NH FEI,
o MELH7R TR
MNP RIL, EROEFE R LIHEEENS 72D, TOEROZRN 0 FIZEEENET,
i

Wed Jun 29 20:16:26

2022 :type=update:1d=3180018864:user=admin:cmd= (RESTCONF:POST),
sourceIp=[192.168.1.2],url=[/restconf/data/Cisco-NX-0S-device:System/intf-items/lb-items/IbRtdIf-
list=1010],payload=[<descr>test</descr>] (FAILED)

S F I FERERAIIRIC & D FERO IR -
Z DA, KU TERRITE TSRO G N e SIZEGEINE T,
i

Wed Jun 29 20:32:01
2022 :type=update:1d=3180018864:user=admin:cmd= (COMMIT) ,database=[running],
configMo=[<topSystem childAction="" dn="sys" status="created,modified"><telemetryEntity

childAction="" rn="tm" status="created,modified"><telemetryCertificate childAction=""
filename="foo" hostname="foo" rn="certificate" status="created,modified"
trustpoint="test"/></telemetryEntity></topSystem>] (FAILED)

Wed Jun 29 20:32:01

2022 :type=update:1d=3180018864:user=admin:cmd= (RESTCONF:PATCH) ,
sourcelp=[192.168.1.2],url=[/restconf/data/Cisco-NX-0S-device:System/tm-items/certificate-
items],payload=[<trustpoint>test</trustpoint><hostname>foo</hostname><filename>
foo</filename>] (FAILED)
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=] ‘SZ.
IR
EAF I uX o TEERATIHIC, A4 v FICROLONFEETHZ L 2R LET,

* libmtxlogmgr*.so 74 77 UM /opt/mtx/1ib/ T4 Y A F—/L I TNDH T &,
libmtxlogmgr*.so 74 77 UlE, mtx infra RPM D—H T,

emtx.conf 77 AN Jetc/ IZHD I &,

[mtxlogger]
config=/opt/mtx/conf/mtxlogger.cfg

emtxlogger.cfg 7 7 A /LD /opt/mtx/conf/ IlHDH T &,

R T 7 A VOBEITRO LBV T,

<config name="nxos-device-mgmt">
<container name="mgmtConf">
<container name="logging">
<leaf name="enabled" type="boolean" default="false"></leaf>
<leaf name="allActive" type="boolean" default="false"></leaf>
<container name="format">
<leaf name="content" type="string" default="$DATETIMES$ $COMPONENTIDS STYPES:
SMSGS$"></leaf>
<container name="componentID">
<leaf name="enabled" type="boolean" default="true"></leaf>
</container>
<container name="dateTime">
<leaf name="enabled" type="boolean" default="true"></leaf>
<leaf name="format" type="string" default="%y%m%d.%$H3M%S"></leaf>
</container>
<container name="fcn">
<leaf name="enabled" type="boolean" default="true"></leaf>
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<leaf name="format" type="string"
default="$CLASSS: :$SFCNNAMES (SARGSS) @SLINES"></leaf>
</container>
</container>
<container name="dest">
<container name="console">
<leaf name="enabled" type="boolean" default="false"></leaf>
</container>
<container name="file">
<leaf name="enabled" type="boolean" default="false"></leaf>
<leaf name="name" type="string" default="mtx-internal.log"></leaf>
<leaf name="location" type="string" default="./mtxlogs"></leaf>
<leaf name="mbytes-rollover" type="uint32" default="10"></leaf>
<leaf name="hours-rollover" type="uint32" default="24"></leaf>
<leaf name="startup-rollover" type="boolean" default="false"></leaf>
<leaf name="max-rollover-files" type="uint32" default="10"></leaf>
</container>
</container>
<list name="logitems" key="id">
<listitem>
<leaf name="id" type="string"></leaf>
<leaf name="active" type="boolean" default="true"></leaf>
</listitem>
</list>
</container>
</container>
</config>

<list> % 7'1%, <componentlD> 2L 25 v 7 4 VX EEHZLET,
WROETIE, avTFTE20) —T7DO—FIZOWTHALET,

R22:207FE)—TDEHHA

avTF VT DEREA EENH a7 EFENDB)—T LEREA
logging T_RToOuX 75— | R enabled : @ ¥ 7N A
5 HATREENE | gog LI T IR B
7, T—NVETT, T4
7TAN N NEAT T,

GE) UM 7 allActive - & X7 H
llogitems ) | |z g Xz =T

bEENE | wxr rHEART
ka F 4 Nt BTl

TY, T 74N MIA
7T,
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six ]

avT VT FDOERA EFENn5ar7F EFEND)—T LA
e a7 A t— O | component]D content : 27 A v t—
AN L ET. | dateTime VILEENDL T — 2
fype YU AN DHLFHIT
T, A
fen

* SDATETIMES : =&
7 Ave—UIT
H & 72 1300 %
EOET,

$COMPONENTIDS :
ny Ayt—v
I AR—x> b
HEEHET,

$TYPES$ : X v
v—UH AT

(", INFO,
WARNING.
ERROR) % &
£7,

$SRCFILES : V/—
A T 7 AIVDL
ﬁﬁ%ﬁ&bij—o

$SRCLINES : V—
A 77 A IVDET
HmreZbET,

$FCNINFOS ~V —
AT 7 ANIND
D class:: B4 %
EHET,

$MSGS : EfEo
T Ao—T T
XA NEEOE
7
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B sz

arvTFt VT FDOHRA EFENda2TF EFEND)—T LA

componentID =R Y A = A enabled : = 7" A v
A= NDOARHIT =Tt R—R
7, NIDZ&HBHNED

MERET DT —IVE
T, T 74 M
ltrue] CT¥, fE%
Mfalse] 2§ 5 &, 1
VR o= ™ K

FHN R L ET,
dateTime oy AyE—0ORM |4 L enabled : 27" A v
EXEt7 QR =TI H A FE TR
ANOTEREGDDHNE

I MDT —ETT,
T 7V MIA F—T
LTI,

format : =7 A v E—
DIZED DA TR
FHTY, 7A—~v

M
%y%em%d.%H%M%S T
To
dest P de o A — ORERRER | console : BEfgide v |RENSAR L
EERFFLET, V=)L T, RIS
DT 157 T T,
file : B&fede 7 7 A L
<Y, BT AR
TR iET,
oY —)L Bgi e a v ) —v ALY enabled : =12V —/L D

aX T WRERNE D

WERET D7 —/VE

Td, T 74N ME
[false] T

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)



| EFLBBHRITOTIS<EY T4
sex

avT+ AT DA EFENBaVTF EFEND)—T LA
77 A B e 7 7 A NV ORIE |57 L
ZRELET,
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avFF 27+ DY EFNBIVTT | BFENDU—TEHH

enabled : BEHCED A XD

IZSITWAENE DD

BRESTDHT—I/ET

T, T 74 ME
lfalse] T,

name : #Efeiem 7

77 A VR ST

TY, 774N MT
mtx-internal.log] C

R

location : #£ft5E 7 7 A
JV ISR B R T SES T
EI A i N

[ /mtxlogs] T,

mbytes-rollover : 2 A
T LR bHWT —#
ZbEEEZTLETOR
777 ANDES &k
ET 5 uint32 AT,
T 7 F N MET1I0M N
4 F T,

hours-rollover : FFfH]E
frcoa s 7y ANLD
£ I &PRET 5 uint32
ETd, 774 M
24 FEfH T,

startup-rollover : = —
VOB E -
IIHREER e T 7
A NVE T — )L — s —
THMNE D D EPRET
L7 —/ETY, T
7 /v MEX Tfalse]
<7

max-rollover-files : = —
VA —I"—T 7 A4 )LD
KRB AERET D
uint32 fE T,
max-rollover-files D
AL E RBEHW
77 A NVDHIBRSILE
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W, TTHNVEFTA VA R— L ENTVWEIREEGLHRET 7 AV E TR LET,

<config name="nxos-device-mgmt">
<container name="mgmtConf">
<container name="logging">
<leaf name="enabled" type="boolean" default="false">true</leaf>
<leaf name="allActive" type="boolean" default="false">false</leaf>
<container name="format">
<leaf name="content" type="string" default="$DATETIMES S$COMPONENTIDS S$TYPES:
SMSGS">SDATETIMES $COMPONENTIDS STYPES $SSRCFILES @ $SRCLINES S$SFCNINFOS:SMSGS</leaf>
<container name="componentID">
<leaf name="enabled" type="boolean" default="true"></leaf>
</container>
<container name="dateTime">
<leaf name="enabled" type="boolean" default="true"></leaf>
<leaf name="format" type="string" default="%y%m%d.%HEM%S"></leaf>
</container>
<container name="fcn">
<leaf name="enabled" type="boolean" default="true"></leaf>
<leaf name="format" type="string"
default="$CLASSS$: : SFCNNAMES (SARGSS) @SLINES"></leaf>
</container>
</container>
<container name="dest">
<container name="console">
<leaf name="enabled" type="boolean" default="false">true</leaf>
</container>
<container name="file">
<leaf name="enabled" type="boolean" default="false">true</leaf>
<leaf name="name" type="string" default="mtx-internal.log"></leaf>
<leaf name="location" type="string" default="./mtxlogs">/volatile</leaf>
<leaf name="mbytes-rollover" type="uint32" default="10">50</leaf>
<leaf name="hours-rollover" type="uint32" default="24">24</leaf>
<leaf name="startup-rollover" type="boolean" default="false">true</leaf>
<leaf name="max-rollover-files" type="uint32" default="10">10</leaf>
</container>
</container>
<list name="logitems" key="id">
<listitem>
<leaf name="id" type="string">*</leaf>
<leaf name="active" type="boolean" default="false">false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">SYSTEM</leaf>
<leaf name="active" type="boolean" default="true">true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">LIBUTILS</leaf>
<leaf name="active" type="boolean" default="true">true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">MTX-API</leaf>
<leaf name="active" type="boolean" default="true">true</leaf>
</listitem>
<listitem>
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<leaf name="id" type="string">Model-*</leaf>
<leaf name="active" type="boolean" default="true">true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">Model-Cisco-NX-0S-device</leaf>
<leaf name="active" type="boolean" default="true">false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">Model-openconfig-bgp</leaf>
<leaf name="active" type="boolean" default="true">false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">INST-MTX-API</leaf>
<leaf name="active" type="boolean" default="true">false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">INST-ADAPTER-NC</leaf>
<leaf name="active" type="boolean" default="true">false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">INST-ADAPTER-RC</leaf>
<leaf name="active" type="boolean" default="true">false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">INST-ADAPTER-GRPC</leaf>
<leaf name="active" type="boolean" default="true">false</leaf>
</listitem>
</list>
</container>
</container>

</config>
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14 2R

« gNMI (ZDWT (364 ~X—72)

«gNMI #7227 747 RPC (364 <—7)

* Guidelines and Limitations for gNMI, on page 368

* Configuring gNMI, on page 370

o P N—GEREOMK (372 <)

o X —AEHFDOLEKOF (374 X—)

* Generating and Configuring Key/Certificate Examples for Cisco NX-OS Release 9.3(3) and Later,
on page 374

« gNMI DS (376 ~—2)

« gRPC 7 74 7 MW EGRGE (382 X—))

* Generating New Client Root CA Certificates, on page 382

e NX-0OS T3 ATOAEB S Iz/b— b CAGEHEOHK (383 ~2—)

« gRPC ~D kT A FiRA v b OREfF T (384 ~2—2)

AEAEOREMOMEE (384 ~—2)

EEDgNMI Y AT D7 T4 7 MEWERIEZ I L7z # O 385 ~—)

7747k (386 =)

ceNMI DT BT 47 vl (386 X—)

*DME %7227 U7+ a»®Ofl : PROTO =2 2—F 4 7 (389 ~X—)

«GNMI 7227 U 7+ a »Ofl : PROTO =2 22— 7 (390 ~<X—)

NGINX @ GRPC 7' % U #§HE (392 ~<—2)

Configuration Needed, on page 392

. BgRE (393 <—2))

AR (397 =)

e RE (398 X—)

o« Bk (399 X—)

¢« A KR Y —3 7 Syslog (404 ~=—)

s b TTNTa=T 4T (410 X—D)

1Tl

A 23—Tx
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gNMI [2 DT

gNMI (X, FZ U AKR—F 7Fu bzt LTgRPC (Google VE—F B —T % a—)1)
ZEHLE T,

Cisco NX-OS %, CiscoNexus 9000 'V —X AA v F TEITEINDBT VAN 77U r—3
YANDEATXNA L YT AT YT a I gNML 2 AR— M LET, #mEDOY UV —ATiE
gRPCZEINLIZT LA RN ARV IR R—=FEINTHELEN, AL v FIET VAN T—
BT VAN Ly—NZFyva LTWE L, ZOFEEFA LT U REREIRTH
* L7,

eNMI ZEHT 2L, 77V r—va IR, v TFhbiERETVTEET, YAR—FEhT
WDT LA NYMSREZRE L, BERT LA N P—ERDOAREY T AT T4 7452 LT,
BEDT VLA N —ERIZY TR T4 T LET,

% 23:9R— ~ &h B gNMI RPC

gNMI RPC HR— bR
B =N
[EE S (A
BRE (=
Bk A

gNMI +J X4 5« T RPC

Cisco NX-08 9.3(1) VU U —ZALIFETIZ, kD gNMI Y7 227 ) 7o g RNV R— kST
WET,

RU:MTRIZA4TAToay

247 vk vl HYR—FOFE A

[1 5] (Once) ] A 2L v FIE, FEESN
7= _ToRRITH L
THUEDfEA 1 [EI720)
ERELET,

A=V 7 (Poll) (=4 AL v FIFE F—=U
T A=k ET
LN, FBESIZ
T_RTCONZADOBLED
EEEFELET,
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onmi 552554 7rec [

247 HI84T

YR—rDFE

B

ARY—LA WAV

[EQ

AN —AY 7R
iz 1l|l, AA v
FITRE S NI=F T
DISADBFEDE % %
BFBLET, PAR—-F&
A7V
FHIE 1 ~ 604800 #>C
7

T 7 x N OV TN
bR 10 BT,

[A£ T FF (On Change) ]

T

AA - FIIOIHIRAE &
L CHIEDfEZ EE L
FTH, FHEI NN
ADWNTIHNAERL
EHE FITHIBRZ E
DIEFENIAE LIGE
WCOIMEEFEH LE
R

(=7 >y MEHE
(Target Defined) ]

=Y

S—0y MEFRE—R
ZHRELTCH T ALY
Ta v EERT 58
A, X—=7 v NI E
RN YA N
Ta DR EA T
EERTDOLLENRD D
E RN

\}

GE)  102(1)F UV U —ALI%, Target Defined V7 % A4 7OV T A7 T4 7 A7 v a B R— KX

NTWET,

Cisco NX-08 U U —Z 102(3)F LI TiZ, gNMI BT 227 U FoarDx—77 54 THE%
EHETLHH LWCLI 2~ RAEAIITWET, 5% E ATEZR R IX 600 ~ 86400 7V T3,

=< > Ri% "[no] grpc gnmi keepalive-timeout <timeout>" T3, 7= & %X, switch(config)# grpc

gnmi keepalive-timeout 600 & AJJ L %9,
RIZ, CLI 22~ > R+ bz~ L £7,

Verify in show statistics cmd

switch (config)# sh grpc gnmi service statistics
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gRPC Endpoint

Vrf : management
Server address : [::]1:50051

Cert notBefore : Feb 6 01:15:06 2022 GMT
Cert notAfter : Feb 7 01:15:06 2022 GMT
Client Root Cert notBefore : n/a
Client Root Cert notAfter : n/a

Max concurrent calls : 8
Listen calls

Active calls : 0
KeepAlive Timeout : 1000

CLI 2=y ROFEEFHEIIRDO LBV TT,

e gnmi P — =3 FESNMB I L ICHEDISELZY T ATV TFvar 7747 M
EELET,

s HIIX, RERBERSCESR 2 ERZRHEL T, 2 =T v 7 F5Z L TT,
« T 7 F IV NDX—TT T A 7 RHIEIZ 600 BT,

s Zawr N, BEE2—Y—HREDOMEIIEELET,

Jy

#7< 3> SUBSCRIBE 754

SUBSCRIBE A 7> 3 ' TClE, RIZV A SN TWOLA TV a U ~DINEEERT LA T 3
DT T T EMHTEET, CiscoNX-0S U U—R93(1) LI TIX, [EH DA (updates only) ]
F a7 MR- FINTOET, ZiUEL, ON CHANGE 7 27 U 7Y 3 T
AEINET, ZOT7T7I7PRREINTNDGE, A1 v FIREF R OISZE TEE S5 H1H
Aty Fvay b TF—4% (BUEDIREE) ZHfHLET,

ROT7 7 TIEFR— S THEREA,
«[ZA VT A (aliases) ]
« [HERIFF A (allow aggregation) ]
« (4538 (extensions) ]
* prefix
* [qos]
CiscoNX-0S U U —2 102Q3)F LI, RO T 7 7R HR—FSNTWET,
s [/»— hE— iR (heartbeat_interval) ]
o [JTUEH#H (suppress_redundant) ]
YTV T ENEZY T ALY T a TOTLEM (suppress_redundant) ] O @h{E% 2854

L7z, [/»— e — hillE (Heartbeat_interval) | Z#FETEE3, Zo%HA, ¥—F > b
I%. suppress_redundant 7 7 7 73 true (2% E ST D00 E D TR <, ~— b E— MR
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TEIT1ODOT VA P EHEERT SLERH Y ET, ZOMEIT, T/ BEMAO/ S L 64
vy MNEHKE L THEESNET,

BT A7 T g Ayg—TO suppress_redundant 7 —/L RiX, Y TSt
A7V Ty a NTRETEET, tue lCRESN TV DLHE, VR— S TW /3 2ADER
BMOEFNERSNTOLERISNTOARWVEY . #—F v MIT LA R EHA vE—
AR LTIERD A, THE, BRINCH T A7) S a v Nofco ) —7 7 —RIiZ
KL TCOBRERT HHENR D £7,

72221 B —F0opEd5)—7CLEDRHL/AB~DYT A7) T3 T, CD
ERELT SN THEDRERINTW WS, CORFHEERTILERHDLDIZRL, DO
EHAAERL IR ER AL

WIZ, YR—FENTWAHF T 3 D SUBSCRIBE 7 5 70l %= LET,

{
"SubscribeRequest":
[
{
"subscribe":
{
"subscription":
[
{

" comment" : "lst subscription path",
"path":
{
"origin": "openconfig",
"elem":
[
{
"name": "interfaces/interface[name=ehtl/1]"
}
]
s
"mode": "SAMPLE",
“heartbeat interval”: 30000000000
“suppress-redundant”: true
s
"mode": "STREAM",
"allow_aggregation” : false,
"use models":
[
{
"name": "DME",
"organization": "Cisco Systems, Inc.",
"version": "1.0.0"
}
1,
"encoding": "JSON"
}
}

VTR TAT T3 7DYR—F AR ZAFTROLFBY T,
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IR YToavsA47

[/\— k E— +EIFR
(heartbeat_interval) ]

[T R AN

(suppress_redundant) ]

[AFEE (On_Change) ]

FAEIL © T /31 A YANG,
OpenConfig YANG, DME

AP

Yo7

FAZIC : T34 A YANG,
OpenConfig YANG, DME

FAZIC : T34 A YANG,
OpenConfig YANG

Guidelines and Limitations for gNMI

Following are the guidelines and limitations for gNMI:

* Beginning with Cisco NX-OS Release 9.3(5), Get and Set are supported.
» gNMI queries do not support wildcards in paths.

* When you enable gRPC on both the management VRF and default VRF and later disable on the
default VRF, the gNMI notifications on the management VRF stop working.

As a workaround, disable gRPC completely by entering the no feature grpc command and reprovision
it by entering the feature grpc command and any existing gRPC configuration commands. For
example, grpc certificate or grpc port. You must also resubscribe to any existing notifications on
the management VRF.

When you attempt to subscribe an OpenConfig routing policy with a preexisting CLI configuration
like the following, it returns empty values due to the current implementation of the OpenConfig
model.

ip prefix-list bgp v4 drop seq 5 deny 125.2.0.0/16 le 32
ipv6 prefix-list bgp v6 drop seq 5 deny cafe:125:2::/48 le 128

using the xpath

openconfig-routing-policy:/routing-policy/defined-sets/prefix-sets/prefix-set [name=bgp v4 drop]/config
openconfig-routing-policy: /routing-policy/defined-sets/prefix-sets/prefix-set [name=bgp v6 drop]/config

Only server certificate authentication takes place. The client certificate is not authenticated by the
server.

If the gRPC certificate is explicitly configured, after a reload with the saved startup configuration to
a prior Cisco NX-0OS 9.3(x) image, the gRPC feature does not accept connections. To confirm this
issue, enter the show grpc gnmi service statistics command and the status line displays an error like
the following:

Status: Not running - Initializing...Port not available or certificate invalid.

Unconfigure and configure the proper certificate command to restore the service.

* Beginning with Cisco NX-OS Release 9.3(3), if you have configured a custom gRPC certificate,
upon entering the reload ascii command the configuration is lost. It reverts to the default day-1

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)



| EFLBBHRITOTIS<EY T4
Guidelines and Limitations for gNMI .

certificate. After entering the reload ascii command, the switch reloads. Once the switch is up again,
you must reconfigure the gRPC custom certificate.

N

Note This applies when entering the grpc certificate command.

* Use of origin, use_models, or both, is optional for gNMI subscriptions.

» gNMI Subscription supports Cisco DME and Device YANG data models. Beginning with Cisco
NX-OS Release 9.3(3), Subscribe supports the OpenConfig model.

* For Cisco NX-OS prior to 9.3(x), information about supported platforms, see Platform Support for
Programmability Features in the guide for that release. Starting with Cisco NX-OS release 9.3(x),
for information about supported platforms, see the Nexus Switch Platform Matrix.

* The feature supports JSON and gnmi.proto encoding. The feature does not support protobuf.any
encoding.

» Each gNMI message has a maximum size of 12 MB. If the amount of collected data exceeds the 12
MB maximum, the collected data is dropped. Applies to gNMI ON_CHANGE mode only.

You can avoid this situation by creating more focused subscriptions that handle smaller, more granular
data-collection sets. So, instead of subscribing to one higher-level path, create multiple subscriptions
for different, lower-level parts of the path.

* Across all subscriptions, there is support of up to 150K aggregate MOs. Subscribing to more MOs
can lead to collection data drops.

* The feature does not support a path prefix in the Subscription request, but the Subscription can contain
an empty prefix field.

* The gRPC process that supports gNMI uses the HIGH_PRIO control group, which limits the CPU
usage to 75% of CPU and memory to 1.5 GB.

» The show grpc gnmi command has the following considerations:

* The gRPC agent retains gNMI calls for a maximum of one hour after the call has ended.

« [fthe total number of calls exceeds 2000, the gRPC agent purges ended calls based on the internal
cleanup routine.

* Beginning with Cisco NX-OS Release 10.2(3)F, on change subscription of Device YANG ephemeral
data (Accounting-log and Multicast) is supported.

The gRPC server runs in the management VRF. As a result, the gRPC process communicates only in this
VRF forcing the management interface to support all gRPC calls.

gRPC functionality now includes the default VRF for a total of two gRPC servers on each switch. You
can run one gRPC server in each VRF, or run only one gRPC server in the management VRF. Supporting
a gRPC in the default VRF adds flexibility to offload processing gRPC calls from the management VREF,
where significant traffic load is not desirable.

If two gRPC servers are configured, be aware of the following:

* VRF boundaries are strictly enforced, so each gRPC server process requests independent of the other.
Requests do not cross between VRFs.
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* The two servers are not HA or fault tolerant. One gRPC server does not back up the other, and there
is no switchover or switchback between them.

* Any limits for the gRPC server are per VRF.

The following are the limitations for gNMI:

» multi-level wildcard "..." in path is not allowed
» wildcard “*’ in the top of the path is not allowed
* wildcard '*' in key name is not allowed

+ wildcard and value cannot be mixed in keys

The following table shows the wildcard support details for gNMI:

Table 26: Wildcard Support for gNMI Requests

Type of Request Wildcard Support
gNMI GET YES

gNMI SET NO

gNMI SUBSCRIBE, ONCE YES

gNMI SUBSCRIBE, POLL YES

gNMI SUBSCRIBE, STREAM, SAMPLE YES

gNMI SUBSCRIBE, STREAM, YES

TARGET DEFINED

gNMI SUBSCRIBE, STREAM, ON_CHANGE [NO

Configuring gNMI

Configure the gNMI feature through the grpc gnmi commands.

To import certificates used by the grpc certificate command onto the switch, see the Installing Identity
Certificates section of the Cisco Nexus 9000 Series NX-OS Security Configuration Guide, Release 9.3(x).

)

Note When modifying the installed identity certificates or grpc port and grpc certificate values, the gRPC
server might restart to apply the changes. When the gRPC server restarts, any active subscription is dropped
and you must resubscribe.

SUMMARY STEPS

1. configure terminal
2. feature grpc
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(Optional) grpc port port-id
grpc certificate certificate-id

(Optional) grpc use-vrf default

N O AW

DETAILED STEPS

grpc gnmi max-concurrent-call number

Configuring gNMI .

grpc gnmi subscription target-defined min-interval
grpc gnmi subscription query-condition keep-data-timestamp

Command or Action

Purpose

&

configure terminal

Example:

switch-1# configure terminal
switch-1 (config) #

Enters global configuration mode.

ATy T2

feature grpc

Example:

switch-1# feature grpc
switch-1 (config) #

Enables the gRPC agent, which supports the gNMI
interface for dial-in.

ATvT3

(Optional) grpc port port-id

Example:
switch-1(config)# grpc port 50051

Configure the port number. The range of port-id is from
1024 to 65535. 50051 is the default.

Note This command is available beginning with

Cisco NX-OS Release 9.3(3).

ATvT4

grpc certificate certificate-id

Example:

switch-1(config)# grpc certificate cert-1

Specify the certificate trustpoint ID. For more information,
see the Installing Identity Certificates section of the Cisco
Nexus 9000 Series NX-OS Security Configuration Guide,
Release 9.3(x) for importing the certificate to the switch.

Note This command is available beginning with

Cisco NX-OS Release 9.3(3).

ATy TH

grpc gnmi max-concurrent-call number

Example:

switch-1(config)# grpc gnmi max-concurrent-call
16
switch-1 (config) #

Sets the limit of simultaneous dial-in calls to the gNMI
server on the switch. Configure a limit from 1 through 16.
The default limit is 8.

The maximum value that you configure is for each VRF.
If you set a limit of 16 and gNMI is configured for both
management and default VRFs, each VRF supports 16
simultaneous gNMI calls.

This command does not affect and ongoing or in-progress
gNMI calls. Instead, gRPC enforces the limit on new calls,
so any in-progress calls are unaffected and allowed to
complete.

Note The configured limit does not affect the

gRPCConfigOper service.
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Command or Action

Purpose

R 76 | (Optional) grpc use-vrf default Enables the gRPC agent to accept incoming (dial-in) RPC
Examole: requests from the default VRF. This step enables the default
‘ pe: ‘ VREF to process incoming RPC requests. By default, the
switch(config)# grpe use-vrf default management VRF processes incoming RPC requests when
the gRPC feature is enabled.
Note Both VRFs process requests individually, so
that requests do not cross between VRFs.
R w 77 |grpc gnmi subscription target-defined min-interval Allows the user to modify the default target-defined sample
Example: interval from 30 seconds to other value.
switch(config)# grpc gnmi subscription
target-defined min-interval ? <1-65535> Default
30
R T 78 | grpc gnmi subscription query-condition This command enables sample/once/poll subscriptions to

keep-data-timestamp

get timestamp from database when the data was last
updated.

Note * This feature is supported only for

PROTO and not JSON encoding.

* This feature is supported only for once,
poll, sample, and not on_change.

* This feature is supported for DME,
YANG, and OpenConfig data sources.

* Most of the other properties are
supported, but for the properties which
are not supported, this feature will
default back to the collection time
instead of last database change time.

Note This feature would generate verbose
responses for each timestamp. If the user
client is not able to consume the messages on
time, the switch may need to drop the

collection/messages.

H—/\—FEERE DB AL

TLSFEIEZRTE L. AA v FITEFITA R — b L7284 @ show grpc gnmi service statistics

a<y ROWIBERIRLET,

switch (config)# sh grpc gnmi service statistics

gRPC Endpoint
: management
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Server address :

Cert notBefore
Cert notAfter

[::]1:50051

: Nov 5 16:48:58 2015 GMT
: Nov 5 16:48:58 2035 GMT

Client Root Cert notBefore : n/a
Client Root Cert notAfter : n/a

Max concurrent calls : 8

Listen calls :
Active calls

1
: 0

KeepAlive Timeout : 120

Number of created calls : 1
Number of bad calls : 0

Subscription stream/once/poll : 0/0/0

Max gNMI::Get concurrent : 6
Max grpc message size : 25165824
gNMI Synchronous calls : 3

gNMI Synchronous errors : 3

gNMI Adapter errors : 3

gNMI Dtx errors :

0

e o |

gNMIIZgRPCE L CHEIE L., TLSZHEHA L TCAASL v F L7 T4 T MEIOF ¥ R B EFX 2
TIZLET, T 740 bO/—Ra— REN7Z gRPCIEAEIL, A A v FICFES AL 22D
F L7z, T 74V FOEHEIL, WRICRTLIIC, AL v FTEBRSNLIAEDHENTHOBC
BAHX— LREHIETT,

FAEHEOA RN TN DD, IEFICA VA b=V TERPSTZHAIE, 1HRY OF 7 4
b NREBIENRF/ R SVET, KIZ, show grpc gnmi service statistics =~ > RO &R L E

B

#show grpc gnmi service statistics

Vrf

Cert notBefore
Cert notAfter

: management
Server address :

[::]:50051

: Wed Mar 11 19:43:01 PDT 2020
: Thu Mar 12 19:43:01 PDT 2020

Max concurrent calls : 8
Listen calls 1
Active calls 0
Number of created calls : 1
Number of bad calls : 0
Subscription stream/once/poll : 0/0/0

HRHRIZLH TN, ZO—KRKEEAEAEHA LT 2 MEBEIITA2E9, ESOE. &
LW —/GEAEEZ AR T H2LERH Y 7,
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* Generating and Configuring Key/Certificate Examples for Cisco NX-OS Release 9.3(3) and Later
(317 *—2)

Generating and Configuring Key/Certificate Examples for Cisco
NX-0S Release 9.3(3) and Later

The following is an example for generating key/certificate.

\}

Note This task is an example of how a certificate can be generated on a switch. You can also generate a certificate
in any Linux environment. In a production environment, you should consider using a CA signed certificate.

For more information on generating identity certificates, see the Installing Identity Certificates section of
the Cisco Nexus 9000 Series NX-OS Security Configuration Guide, Release 9.3(x).

AT w71 Generate the selfsigned key and pem files.
a) switch# openssl req -x509 -newkey rsa:2048 -keyout self sign2048.key -out self sign2048.pem -days 365 -nodes

AT w T2 After generating the key and pem files, you must bundle the key and pem files for use in the trustpoint CA Association.

switch# run bash sudo su

bash-4.3# cd /bootflash/

bash-4.3# openssl pkcsl2 -export -out self sign2048.pfx -inkey self sign2048.key -in self sign2048.pem
-certfile self sign2048.pem -password pass:Ciscolabl23!

bash-4.3# exit

AT w73 Setup the trustpoint CA Association by inputting in the pkes12 bundle into the trustpoint.

switch (config)# crypto ca import mytrustpoint pkecsl2 switch (config-trustpoint) # crypto ca import
mytrustpoint pkcsl2 self sign2048.pfx Ciscolabl23!

AT v 74 Verify the setup.

switch (config)# show crypto ca certificates

Trustpoint: mytrustpoint

certificate:

subject= /C=US/O=Cisco Systems, Inc./OU=CSG/L=San Jose/ST=CA/street=3700 Cisco
Way/postalCode=95134/CN=ems.cisco.com/serialNumber=FGE18420K0R

issuer= /C=US/0=Cisco Systems, Inc./OU=CSG/L=San Jose/ST=CA/street=3700 Cisco
Way/postalCode=95134/CN=ems.cisco.com/serialNumber=FGE18420K0R

serial=0413

notBefore=Nov 5 16:48:58 2015 GMT

notAfter=Nov 5 16:48:58 2035 GMT

SHALl Fingerprint=2E:99:2C:CE:2F:C3:B4:EC:C7:E2:52:3A:19:A2:10:D0:54:CA:79:3E
purposes: sslserver sslclient
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ATvT6

Generating and Configuring Key/Certificate Examples for Cisco NX-0S Release 9.3(3) and Later .

CA certificate 0:

subject= /C=US/0O=Cisco Systems, Inc./OU=CSG/L=San Jose/ST=CA/street=3700 Cisco
Way/postalCode=95134/CN=ems.cisco.com/serialNumber=FGE18420K0R

issuer= /C=US/0O=Cisco Systems, Inc./0OU=CSG/L=San Jose/ST=CA/street=3700 Cisco
Way/postalCode=95134/CN=ems.cisco.com/serialNumber=FGE18420K0R

serial=0413

notBefore=Nov 5 16:48:58 2015 GMT

notAfter=Nov 5 16:48:58 2035 GMT

SHAl Fingerprint=2E:99:2C:CE:2F:C3:B4:EC:C7:E2:52:3A:19:A2:10:D0:54:CA:79:3E
purposes: sslserver sslclient

Configure gRPC to use the trustpoint.

switch (config) # grpc certificate mytrustpoint
switch (config)# show run grpc

!Command: show running-config grpc
'Running configuration last done at: Thu Jul 2 12:24:02 2020
!Time: Thu Jul 2 12:24:05 2020

version 9.3(5) Bios:version 05.38
feature grpc

grpc gnmi max-concurrent-calls 16
grpc use-vrf default
grpc certificate mytrustpoint

Verify gRPC is now using the certificate.
switch# show grpc gnmi service statistics

Vrf : management
Server address : [::]:50051

Cert notBefore : Nov 5 16:48:58 2015 GMT
Cert notAfter : Nov 5 16:48:58 2035 GMT

Max concurrent calls : 16
Listen calls : 1
Active calls : 0

Number of created calls : 953
Number of bad calls : 0

Subscription stream/once/poll : 476/238/238

Max gNMI::Get concurrent : 5
Max grpc message size : 8388608
gNMI Synchronous calls : 10
gNMI Synchronous errors : 0
gNMI Adapter errors : O

gNMI Dtx errors : O

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .



B owiow:z

gNMI D FEEE

aics

EFLEBBEIOIS5TEY T4 |

eNMI R A R T D 1iE, Roa~<w 2 RE A LET,

avy kR

B

show grpc gnmi service statistics

BWHLVRF £72137 7 #/L F VRF (B Eh T
WAEE) Dx—x NETAT—FAD
MEFRLET, £7/-. KOHEBLFERS
NnNE9,

« RO BRI T D o H
« REBEOA R H Ky

G¥) REBAE DA IR 23 84 T
DEE, =—T )y MIEK
EZITANDZ ENTEERE
Moo

show grpc gnmi rpc summary

WDAT —ZANERINET,
« A& L7-#%HE RPC D¥L,
« F¥HE RPC =7 —,
« Z{5 L 7= Get RPC D¥L,
*GetRPC =7 —,
« {5 L7= Set RPC D%k,

* SetRPC =7 —,

MR T — 2 AT TR,
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show grpc gnmi transactions
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show grpc gnmi transactions =~ > Ridfx b %
EREL ZLOERBEENRTOET, 2
AUE. AA > FHZE LT H D 50 gNMI |k
SLHr v a OBy 77T, L
RPC NEET S &, REN LR G HTWIEET
Y RUDHIBRShET, WIS, BRARICD
WCEB L ET,

* [RPC] : Zf5 L7= RPC D% A 7 (Get,
Set, Capabilities) Z/~RL £,

o [T—H% % A7 (DataType) ] : Get DIFE
DI T, fEiX ALL, CONFIG, LW
STATE T,

s[Eviar (Session) 1: 2D KT ¥

va sl TonTVnLI —EDE Yy
varID&ERLET, thowns 774
NWTHROMWS =T — % BT 5729
WEHTEET,

o [AJJIEE (Timeln) ]: gNMI/~NY> K723
RPCAZE LI EDI A LAK T
A~LET,

s M (Duration) ]: ZEXRZZ(EL THhDH
IEEZ IR T E TORMZETT (R YMH
)

[AT—H A (Status) ]: 7 TA T MIT
WENTZBEDOAT—H A2 a—F (0 1%
RREN, 0 LSME=T—)

okt vasE, B0 gNMI 7
Ta VNORAZ LIRSS T —Z TT,
7= & z2iE, B—0 Get £721% Set T,

o [ 7 % A7 (subtype) ]: Set RPC D

B NAZT LIZER SN DREEOREE (HI
Br. B8, &) 2L ET, Get D
B, P TEALTIEHD EHA,

e [dtx] : ZDONZANDTX D [EH] RS2 T

MHE I NN E I PERLET, Fvia

] Tz ZEKRL, 7TAZ U X
7 T TiEv) 2B LET,

e[st]: ZORADAT—H A, FERITKRD
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LB TT,

*OK : NAFHHT, A1 7712k
TIERIZABE S E LT,

* ERR: AN TH D, A7 T
XTI =M EnE L,

- RAFFEFREINTOERA,
HNe5a & BB G0N0 £3
B, ELEAT7TICEEFEINTWNE
A,

* [path] : /S A

show grpc gnmi service statistics 0§l

Vrf : management

Server address

Cert notBefore
Cert notAfter

Max concurrent calls

Listen calls
Active calls

[::]1:50051

: Mar 13 19:05:24 2020 GMT
: Nov 20 19:05:24 2033 GMT

8

Number of created calls : 1

Number of bad calls

0

Subscription stream/once/poll : 0/0/0

Max gNMI::Get concurrent : 5

Max grpc message size
gNMI Synchronous calls

8388608
74

gNMI Synchronous errors : 0

gNMI Adapter errors
gNMI Dtx errors

0

show grpc gnmi rpc summary 045

Vrf : management
Server address : [::]:50051

Cert notBefore : Mar 31 20:55:02 2020 GMT
Cert notAfter : Apr 1 20:55:02 2020 GMT
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Capability rpcs : 1
Capability errors : O
Get rpcs : 53
Get errors : 19
Set rpcs : 23
Set errors : 8
Resource Exhausted : 0

Option Unsupported 6
Invalid Argument 1
Operation Aborted : 1
Internal Error 2
Unknown Error 0

ETFLBHEIOSS5IEY T4 |

RPC Type State Last Activity Cnt Reqg Cnt Resp Client
Subscribe Listen 04/01 07:39:21 0

show grpc gnmi transactions 01§l

gRPC Endpoint

Vrf management

Server address [::]:50051

Cert notBefore Mar 31 20:55:02 2020 GMT

Cert notAfter Apr 1 20:55:02 2020 GMT

RPC DataType Session Time In Duration (ms) Status
Set 2361443608 04/01 07:43:49 173 0
subtype: dtx st: path:

Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10789]

Set 2293989720 04/01 07:43:45 183 0
subtype: dtx: st: path:

Replace - OK /System/intf-items/lb-items/LbRtdIf-list[id=106]

Set 2297110560 04/01 07:43:41 184 0
subtype: dtx: st: path:

Update - OK /System/intf-items/lb-items/LbRtdIf-list[id=107]

Set 0 04/01 07:43:39 0 10
Set 3445444384 04/01 07:43:33 3259 0
subtype: dtx st: path:

Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10789]
Delete - OK /System/intf-items/lb-items/LbRtdIf-1list[id=10790]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10791]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10792]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10793]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10794]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10795]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10796]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10797]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10798]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10799]
Delete - OK /System/intf-items/lb-items/LbRtdIf-1list[id=10800]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10801]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10802]
Delete - OK /System/intf-items/lb-items/LbRtdIf-1list[id=10803]
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Delete
Delete
Delete
Delete
Delete

Set
subtype:
Update

Set
subtype:
Delete

Set
subtype:
Update
Update

Set
subtype:
Delete
Delete
Delete
Delete
Delete
Replace
Replace
Replace
Update
Update
Update

Set
subtype:
Replace

Set
subtype:
Delete

Set
subtype:
Delete
/operSt

Set
subtype:
Delete

Set
subtype:
Delete

Set
subtype:
Delete

dtx:

dtx:

dtx:

dtx:

dtx:

dtx:

dtx:

dtx:

OK
OK
OK
OK
OK

st:
OK

st:
ERR

st:

ERR

st:
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK

st:
OK

st:
OK

st:

ERR

st:

ERR

st:
ERR

st:
ERR

/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-

2297474560
path:

04/01 07:43:26

e |

list[id=10804]
list[id=10805]
list[id=10806]
list[id=10807]
list[id=10808]

186 0

/System/ipvéd-items/inst-items/dom-items/Dom-1list [name=foo]/rt-
items/Route-list [prefix=0.0.0.0/0]/nh-items/Nexthop-list[nhAddr=192.168.1.1/32][n
hvrf=foo] [nhIf=unspecified]/tag

2294408864
path:

04/01 07:43:17

/System/intf-items/lb-items/LbRtdIf-

0 04/01 07:43:11
path:

/System/intf-items/lb-items/LbRtdIf-

/system/processes

2464255200
path:

04/01 07:43:05

/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-

3491213208
path:

04/01 07:42:58

/System/intf-items/lb-items/LbRtdIf-

3551604840
path:

04/01 07:42:54

/System/intf-items/lb-items/LbRtdIf-

2362201592
path:

04/01 07:42:52

/System/intf-items/lb-items/LbRtdIf-

0 04/01 07:42:47
path:
/System/*

2464158360 04/01 07:42:46
path:

/system/processes/shabang

2295440864
path:
/System/invalid/path

04/01 07:42:46

176 13
list/descr
0 3

list[id=1o04]/descr

708 0

list[id=102]
list[id=10777]
list[id=10778]
list[id=10779]
1list[id=10780]
list[id=103]/descr
list[id=1lo4]/descr
list[id=1o5]/descr
list[id=103]/descr
list[id=1o04]/descr
list[id=1o5]/descr

14 0
list[id=103]/descr

35 0
list[id=lo1]

13 13

list[id=1l03]/lbrtdif-items

0 3
172 3
139 3
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Set

Get

subtype:

Get

subtype:

Get

subtype:

Get

subtype:

Get

subtype:

Get

subtype:

Get

subtype:

dtx:

dtx:

dtx:

dtx:

dtx:

dtx:

dtx:

ALL

st:

OK

ALL

st:

ALL

st:

OK

ALL

st:

OK

ALL

st:

OK

ALL

3495739048

3444580832
path:

/System/bgp-items/inst-items/disPolBatch

04/01 07:42:44

04/01 07:42:40

0 04/01 07:42:36

path:

/system/processes/process [pid=1]

3495870472
path:

/system/processes/process [pid=1]

2304485008 04/01 07:42
path:
/system/processes
2464159088 04/01 07:42
path:
/system
2293232352 04/01 07:42
: path:
/system
0 04/01 07:42
: path:

/intf-items

gRPC ¥ 5 4 7 > FEEBAEERE

10.1(1) U U — A LI, gRPCIZIEINOFRAEF AR S v E T,

P—ERE, P A"A—fEAEOLEYR— L TOELE, 101N RETIE, 7747 M

04/01 07:42

: 36

:36

:36

:35

:33

EFLEBBEIOIS5TEY T4 |

10 0
3 0
0 3
2 0
33 0
251 0
258 0
0 12

10.1(1) U U — & X v §ij> gRPC

HEOHR— M EIBINT 5 K9 ITRENEKR S L, gRPC TH——GEHEL 7 T4 7 ik

AEOH ST ZRFETE D LD

o TWET,

IZ/NA Y — N7 L OFBREN TR éhiﬁ‘o

Generating New Client Root CA Certificates

Z OREREIRIRIZ L V|

SESERIIAT U

The following is the example for generating a new certificate to the client root:

* Trusted Certificate Authorities (CA)

Perform the following steps when you use a trusted CA such as a DigiCert:

SUMMARY STEPS

1. Download the CA certificate file.
2. Import to NX-OS using the steps in Cisco NX-OS Security Configuration Guide.

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/4_1/nx-os/security/configuration/guide/sec_nx-os-cfg/sec_pki.html#wp2051199

| EFLBBHRITOTIS<EY T4

DETAILED STEPS

NX-08 7/34 R TOEME 1 )L— b CAsEREDOHRE |

Command or Action

Purpose

ATy T

Download the CA certificate file.

ATvT2

Import to NX-OS using the steps in Cisco NX-OS Security
Configuration Guide.

* To create a trustpoint label, use steps in Creating a
Trustpoint CA Association

* To authenticate the trustpoint using the trusted CA
certificates, use steps in Authenticating the CA.

Note Use the CA Certificate from cat
[CA cert file].

NX-0S

INAATODERENT-)L—  CAEEBAZEDFER

7547 2 broot\ZxT B LWFFAEN ERFICAERINTZ L&D, AL v F THEHEZ MK
THEODOa<wy RElEZEOHENERIRLET,

switch (config) # crypto ca trustpoint my client trustpoint

enticate my client trustpoint

switch (config-trustpoint)# crypto ca authenticate my client trustpoint
input (cut & paste) CA certificate (chain) in PEM format;

end the input with a line containing only END OF INPUT

MIIDUDCCAJigAwIBAgIJAJLisBKCG)QOMAOGCSqGSIb3DOEBCWUAMDOXCZAJBgNY
BAYTA1VTMQswCQYDVQQIDAJDQTERMASGALIUEBwwIU2FulEpvc2UxDjAMBgNVBAOM
BUNpc2NvMB4XDTIWMTAXNDIWNTYyN1oXDTQWMTAWOTIWNTYyN1owPTELMAkKGAL1UE
BhMCVVMxCzAJBgNVBAgMAKNBMREwWDWYDVQQOHDAhRTYW4gSm9zZTEOMAWGALUECgWE
021zY28wggEiMAOGCSQGSIb3DQEBAQUAALIBDWAWGGEKACOIBAQDEX7qZ2EdogzU4
EWONSPB3EjYOnS1FLOw/iLKSXfIiQJD0Qhawl6£fDnnYZj6vzWEaOls8cangHCXQ1
gUyxFOdGDXabneQFTqLowSA6UCSQA+eenN2PIpMO]j fdFpaPiHu3mmcTI1xP39Ti3
/y548NNORSepApBNkZ1rJSB6CU9AIFMZgrZXFgDKBGSUOf/CPnvIDZeLcun+zpUu
CxJLA76Et4buPMysuRgMGHIX8CYw8Mt jmuCuCTHXNN31ghhgpFxfriW/69pykjU3R
YOrwlSUkvYQhte fHUTHBmgym7MFoBEchwr1C5YTduDzmOvtkhsmpogRe3BiIBx45
AnzdtdilAgMBAAGjUzBRMBOGA1UADgQWBBSh3IgRrm+mtB5GNsoLXFb3bAVg5TAL
BgNVHSMEGDAWGBSh3IgRrm+mtB5GNsoLXFb3bAVg5TAPBgNVHRMBAf8EBTADAQH/
MAOGCSgGSIb3DQEBCWUAA4IBAQAZAFpc61RKZBGJIQ/ 7To0K1FNCcTX/YXkneXDk72 17
8WORSO0Khxgke97d2Cwl5P5reX027kvXsnsz/VZn7JIYGUVGS1xT1cCb6x6wNBr4Qr
t9gDBu+LykwgNOFe4dVCAv6e4cMXNbH2wHBVS /NSOWnM2FGZ10VppjEGFM60M+N 62
8nd/rWslfWFbn7T7xHH+N10Ffc+8g8h370pyCnb0ILj+adrnyus8xXJPQb05DfJe
ahPNfdEsXKDOWkrSDtmKwtWDgdtjSQC4xioKHoshnNgWBJbovP1MQ64UrajBycwV
z9snWBm6p9SdTsVI2YwF1tRGUgqpcI901lsBgH7FUVULhmHDWE

END OF INPUT

Fingerprint (s): SHAl
Fingerprint=0A:61:F8:40:A0:1A:C7:AF:F2:F7:D9:C7:12:AE:29:15:52:9D:D2:AE

Do you accept this certificate? [yes/no]:yes

switch (config) #

NOTE: Use the CA Certificate from the .pem file content.
switch# show crypto ca certificates

Trustpoint: my client trustpoint
CA certificate 0:
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subject=C = US, ST = CA, L = San Jose, O = Cisco

issuer=C = US, ST = CA, L = San Jose, O = Cisco

serial=B7E30B8F4168FB87

notBefore=Oct 1 17:29:47 2020 GMT

notAfter=Sep 26 17:29:47 2040 GMT

SHAl Fingerprint=E4:91:4E:D4:41:D2:7D:C0O:5A:E8:F7:2D:32:81:B3:37:94:68:89:10
purposes: sslserver sslclient

gRPC ~D kTR b7RA > ~DREES T

TIAT v M — MZH LWVEEREZ EFICER LIZSGEIC, ALy TFETRIAMKRA U b
% gRPC ([ZBAfH T 2 H il 2RISR LET,

)

GE) 27747 v MBI O — FEZE MR E7ITHIRT 2 &, gRPCT o ANHEE L ET,

# switch(config)# feature grpc

switch (config) # grpc client root certificate my client trustpoint
switch (config)# show run grpc

!Command: show running-config grpc
'Running configuration last done at: Wed Dec 16 20:18:35 2020
!Time: Wed Dec 16 20:18:40 2020

version 10.1(1) Bios:version N/A
feature grpc

grpc gnmi max-concurrent-calls 14

grpc use-vrf default

grpc certificate my trustpoint

grpc client root certificate my client trustpoint
grpc port 50003

EEELOEES 0 [OF - Hi:

AA v FDgRPCIZ KT A MRA v N IEFICEEMN T ONEAE O, GEHEOREM A2 MEET
LD I RITR L ET,

switch# show grpc gnmi service statistics

Vrf : management
Server address : [::]1:50003

Cert notBefore : Mar 13 19:05:24 2020 GMT
Cert notAfter : Nov 20 19:05:24 2033 GMT
Client Root Cert notBefore : Oct 1 17:29:47 2020 GMT
Client Root Cert notAfter : Sep 26 17:29:47 2040 GMT

Max concurrent calls : 14
Listen calls : 1
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Active calls : 0

Number of created calls : 1
Number of bad calls : 0

Subscription stream/once/poll : 0/0/0

Max gNMI::Get concurrent : 5
Max grpc message size : 8388608
gNMI Synchronous calls : 0

gNMI Synchronous errors : 0
gNMI Adapter errors : O

gNMI Dtx errors : O

EEDINMIZSAT7 2 DY 5472 MERAERMLZE
A L - DR

7747 MAEAER, BEX— (pkey) & CA Fx=— (cchain) ZfiH L TERZITVE
T, BETIE, A= REIA T3 T,

Performing GetRequest, encoding = JSON to 172.19.199.xxx with the following gNMI Path
[elem {
name: "System"

}

elem {
name: "bgp-items"

}

]

The GetResponse is below

notification {
timestamp: 1608071208072199559
update {
path {
elem {
name: "System"
}
elem {
name: "bgp-items"
}
}
val {
json val:

}

wn

}

gRPC 156 T A MAA & FERZHIRT 21203 (o 2~ K) | ROa~» FE L%
ﬁ‘o

[no] grpc client root certificate <my client trustpoints>
switch (config) # no grpc client root certificate my client trustpoint

av NI gRPCT—V = O RTAMRA L FBRRIZTZHIBRLE S, T A MRA
b CAGEHIEITHIBR SN EH A, AA v TF LD gRPC Y —N—~DJ T A4 7T > NEEGRRE S
BT 28I SN ETAN, 22— =4 L XA T— NIZ L2 AT EE L E 7,
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GE) 79472 FOGFEHENFRE CAICE > TEL SN TWDEN, EEOBENLA v R—F&h
Te—h CAICE o THEEA SILTOWRWES, gipe 7 747 M, =—H%— Hfi CA
REAE, BLOL— b CAFEHEZ SRS ET = — 2T 208 R H Y £,

— -
23472k
eNMIY 7 27 ) 7Foa A2, ERATRER 2 T4 T bW DbV £, ZOX57k”s

Z AT~ k@ 121 https://github.com/influxdata/telegraf/tree/master/plugins/inputs/cisco_telemetry
gnmi [ZH Y £77,

gNMIO 7 ho T4 B9

GNMI Tid, SETRPCIIAA v T DEELZZHE LE9, UPDATE, REPLACE, DELETE 78 & (D SET
BUROGE, gNMUERHET 2T Ao 7o a 72 LET, i, ZELETO
FRE, A o TICHEA SN RKEHRETEOBEREGENE T,

THh T 47 a7, showaccountinglog =~ > RZEHA L CERTE £,
ROERDFI 2B 2 £,
KD gNMI 7R 2 ZA#i ] LT, SetRequest, encoding = JSON % localhost (ZFfT L £9°,

<K<K set delete >>>>>>>

[

<< set _replace >>>>>>>

(1 1l

<< set _update >>>>>>>

[elem {
name: "System"
}
elem {
name: "tm-items"
}
elem {
name: "certificate-items"
}
] [json_val: "{\"hostname\": \"test\", \"trustpoint\": \"foo\"}"
]
The SetRequest response is below
response {
path {
elem {
name: "System"
}
elem {
name: "tm-items"
}
elem {
name: "certificate-items"

}
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}
op: UPDATE

}
timestamp: 1656512303065384369
THOT 4 asiliE WOBEARGERET,

« Ay FITHM S NDER -

IEH BT

aLTFHFA R tyyvariID ta—P—

F_—vg v a3y bk

F AT & T A

ConfigMO MO ¥V U —DF % 2 FFE, KK 3,000 3L
%,

AT — KA DRIVEN: e

il

Wed Jun 29 14:18:23

2022 :type=update:1d=1430425712:user=admin:cmd= (COMMIT) ,database=[candidate],
configMo=[<topSystem childAction="" dn="sys" status="created,modified"><telemetryEntity
childAction="" rn="tm" status="created,modified"><telemetryCertificate childAction=""
hostname="test" rn="certificate" status="created,modified"
trustpoint="foo"/></telemetryEntity></topSystem>] (SUCCESS)

Wed Jun 29 14:18:23
2022 :type=update:1d=1430425712:user=admin:cmd= (COMMIT:CANDIDATE-TO-RUNNING) ,
database=[running] (SUCCESS)

« A5 L2 OB

IHH

58

aTHRRX B

oyl arID Ea—F—

FRL— g v

gNMI:SET:UPDATE, gNMI:SET:REPLACE,
gNMI:SET:DELETE,
COMMIT:CANDIDATE-TO-RUNNING

%1270 IP (Source IP)

egNMI 7 Z A7 > b IP

INA TXAN T A=~ hD gNMI /XA
N E—F T HLo 72 JSON 23k, K 3,000 355
AT —H A 1/

i

Wed Jun 29 14:18:23

2022 :type=update:1d=1430425712:user=admin:cmd= (GNMI:SET:UPDATE) , sourcelp=[192.168.1.2],
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path=[/System/tm-items/certificate-items],payload=[{"hostname":"test", "trustpoint":"foo"}]
(SUCCESS)

KL BEROGE, ROV T ) FIZ ko TR, 2=V —lIliFor 7 2R & WnigE

NH FEI,
o MELH 7R TR
MNP RIL, HEROEF R LICHESE SRS =D, tOEROAR v Z I nEd,
i

Wed Jun 29 14:18:23

2022 :type=update:1d=1430425712:user=admin:cmd= (GNMI:SET:UPDATE),
sourceIp=[192.168.1.2],path=[/System/tm-items/certificate-
items],payload=[{"hostname":"test", "trustpoint":"foo"}] (FAILED)

S FE I EREMHIBRIZ K B ERORE -
ZOEE. ERUAERGITE St BEROM e Jic@isInEz 7,
15

Wed Jun 29 20:52:15
2022:type=update:1d=1429663200:user=admin:cmd=(COMMIT) ,database=[candidate],

configMo=[<topSystem childAction="" dn="sys"
status="created,modified"><telemetryEntity childAction="" rn="tm"
status="created,modified"><telemetryCertificate childAction="" filename="foo"

hostname="test" rn="certificate" status="created,modified, replaced"”
trustpoint="foo"/></telemetryEntity></topSystem>] (FAILED)

Wed Jun 29 20:52:15

2022 :type=update:1d=1429663200:user=admin:cmd= (GNMI:SET:REPLACE)
sourceIp=[192.168.1.2],path=[/System/tm-items/certificate-items]
payload=[{"hostname":"test","trustpoint":"foo","filename":"foo"}

FROaI v MIERKRLELE
R OBATE TEOEROW 73, KL= Iy bEEBITIELLFEERINET,
i

Wed Jun 29 14:18:23
2022:type=update:1d=1430425712:user=admin:cmd

’

] (FAILED)

(COMMIT) ,database=[candidate], configMo=[<topSystem childAction="" dn="sys"
status="created,modified"><telemetryEntity childAction="" rn="tm"
status="created,modified"><telemetryCertificate childAction="" hostname="test"

rn="certificate" status="created,modified"
trustpoint="foo"/></telemetryEntity></topSystem>] (SUCCESS)

Wed Jun 29 14:18:23

2022 :type=update:1d=1430425712:user=admin:cmd= (GNMI:SET:UPDATE),
sourceIp=[192.168.1.2],path=[/System/tm-items/certificate-items],
payload=[{"hostname":"test", "trustpoint":"foo"}] (SUCCESS)

Wed Jun 29 20:34:06
2022:type=update:1d=1429665744 :user=admin:cmd= (COMMIT: CANDIDATE-TO-RUNNING) ,
database=[running] (FAILED)
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gnmi-console --host >iip> --port 50051 -u <user> -p <pass> --tls --
operation=Subscribe --rpc /root/gnmi-console/testing bl/once/61 subscribe bgp dme gpb.json

[Subscribe] -—-—-—=-==-===-———————————————————
### Reading from file ' /root/gnmi-console/testing bl/once/61 subscribe bgp dme gpb.Jjson
Al

Wed Jun 26 11:49:17 2019

### Generating request : 1 ——————————-
### Comment : ONCE request

### Delay : 2 sec(s)

### Delay : 2 sec(s) DONE

subscribe {
subscription {
path {

origin: "DME"
elem {

name: "sys"

}

elem {

name: "bgp"

}

}

mode: SAMPLE

}

mode: ONCE

use_models {

name: "DME"

organization: "Cisco Systems, Inc.
version: "1.0.0"

}

encoding: PROTO

}

Wed Jun 26 11:49:19 2019

Received response 1 ———=———-—--——-——-—————
update {

timestamp: 1561574967761

prefix {

elem {
name:
}

elem {
name: "bgp"

}

}

update {

path {

elem {

}

elem {

name: "version str"
}

}

val |

string val: "1.0.0"
}

}

update {

path {

elem {

"

" "

sys
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Z

}

elem {

name: "node id str"

}

}

val {

string val: "n9%k-tm2"

}

}

update {

path {

elem {

}

elem {

name: "encoding path"

}

}

val {

string val: "sys/bgp"

}

}

update {

path {

elem {

}

elem {

/Received ——-=-------mmmmmmm
Wed Jun 26 11:49:19 2019

Received response 2 ——-————-———-—————————————————
sync_response: true

/Received ————————=—==—————————————————————————
(_gnmi) [root@tm-ucs-1 gnmi-console]#

GNMI 7 A7 I 7L 3 L 73 A : openconfig-platform:components/component/state/ temperature/instant

[Subscribe] ---——-===-=-—---—-—-———-————————————
{'SubscribeRequest': [{' comment': 'SAMPLE STREAM request ',
' delay': 2,
'subscribe': {'allow aggregation': False,
'encoding': 'PROTO',
'mode': 'STREAM',
'subscription': [{'mode': 'SAMPLE',
'path': {'elem': [{'name':
'components'},
{'"name"':
'component'},
{'"name"':
'state'},
{'"name"':
'temperature'},
{'"name"':
'instant'}],
'origin': 'openconfig'},

'sample_interval': 10000000000}7,
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'use_models': [{'_comment': 'lst module',
'name': 'openconfig-platform',
'organization': 'OpenConfig '
'working '
'group',
'version': '0.8.1"}1}}1}
Tue Jun 27 15:53:28 2023
### Generating request : 1 --——————-—-—-
### Comment : SAMPLE STREAM request
### Delay : 2 sec(s)
### Delay : 2 sec(s) DONE
subscribe {
subscription {
path {
origin: "openconfig"
elem {
name: "components"
}
elem {
name: "component"
}
elem {
name: "state"
}
elem {
name: "temperature"
}
elem {
name: "instant"
}
}
mode: SAMPLE
sample interval: 10000000000
}
use_models {
name: "openconfig-platform"
organization: "OpenConfig working group"
version: "0.8.1"

}
encoding: PROTO

Tue Jun 27 15:53:33 2023
Received response 1 ——-————————————————————————

update {
timestamp: 1687906413767860352
prefix {
origin: "openconfig"
elem {
name: "components"
}
}
update {
path {
elem {
name: "component"
key {
key: "name"
value: "27"
}
}
elem {
name: "state"
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}

elem {
name: "temperature"
}
elem {
name: "instant"
}
}
val {

double val: 61.0
}
}

NGINX 0O GRPC 7' O & S #5E

gNMI 35 KOV gNOI ZRiX, AA v FTEITSNTWND gRPC =—V = MI Lo TRE I
£9, NGINXIZ. NX-API#—EZ~DT 7 ¥ A ZMHEND HITP —_"—T4, JJ—2
10.3(3) LABE, NGINX /& gNMI B LU gNOL HRZZ(E L, £ H% GRPC =— ¥ = & MIHA
ETHZET, GRPC7RF U ELTHEIETELLIIIRSTVET, ZHUL, ROXL 7%
A=A = A THRIALBLET,

cGRPCAR— N7 oy 7 ENTWVWEEE : GRPCZ— = > MIAR— b 50051 TV v R
LET, ZOR—="NT77 AT UF—NMIZE-TTay 7 SNTWHWBEHEE, GRPCY 74
72 MITHTTPS AR— bk 443 2/ L C gRPC V' —E R T 7 B A T& £7°,

* VRF %" — b Di#fl : BIfE, GRPC Y —E R |{ZIZT 74/ s VRF L EH VRF 2/ LTD
HT 7 EBEATEET, NGINX 71X, LED VRF ~O7 7 A ZETE £4,

Configuration Needed

Now a GRPC client can connect to the GRPC agent directly, or connect to the NGINX server, which proxy
the GRPC requests to the GRPC agent.

GRPC Services Through NGINX

All server and client authentication will be handled by NGINX. Just enable GRPC and configure NGINX
server certificate and/or client certificates.

* Server certificate authentication: configure the NXAPI server certificate. See Using NX-API CLI
for details.

feature grpc

feature nxapi

nxapi certificate httpscrt certfile bootflash:nxapi.crt

nxapi certificate httpskey keyfile bootflash:nxapi.key password ciscol23

nxapi certificate enable

* Client certificate authentication: configure the NXAPI server and client certificates. See Using
NX-API CLI for details.
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feature grpc

feature nxapi

nxapi certificate httpscrt certfile bootflash:nxapi.crt

nxapi certificate httpskey keyfile bootflash:nxapi.key password ciscol23
nxapi certificate enable

crypto ca trustpoint grpcClientCA

crypto ca authenticate grpcClientCA
nxapi client certificate authentication

GRPC Services Directly to The GRPC Agent

All server and client authentication will be handled by the GRPC agent. The regular GRPC server and
client certificate configurations apply in this case.

T AE

HEEE(ZDUNT

Capabilities RPC |%, gNMI % —E 2DHEEED U A F &K L £9, RPC ERIZKIT DI0E A v
T—NiE, gNMIYV—BERADNR—T gy N—Ug UEFHINET—% ET7 /0, BLOY—
N—THR—FINTWNWAT—F =oa—F 4 I NEGEENET,

Guidelines and Limitations for Capabilities
Following are the guidelines and limitations for Capabilities:
* Beginning with Cisco NX-OS Release 9.3(3), Capabilities supports the OpenConfig model.
* For information about supported platforms, see Nexus Switch Platform Matrix.
* The gNMI feature supports Subscribe and Capability as options of the gNMI service.

* The feature supports JSON and gnmi.proto encoding. The feature does not support protobuf.any
encoding.

» Each gNMI message has a maximum size of 12 MB. If the amount of collected data exceeds the
12-MB maximum, the collected data is dropped.

You can avoid this situation by creating more focused subscriptions that handle smaller, more granular
data-collection sets. So, instead of subscribing to one higher-level path, create multiple subscriptions
for different, lower-level parts of the path.

* All paths within the same subscription request must have the same sample interval. If the same path
requires different sample intervals, create multiple subscriptions.

* The feature does not support a path prefix in the Subscription request, but the Subscription can contain
an empty prefix field.

* The feature supports Cisco DME and Device YANG data models.
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* The gRPC process that supports gNMI uses the HIGH PRIO cgroup, which limits the CPU usage
to 75% of CPU and memory to 1.5 GB.

» The show grpc gnmi command has the following considerations:
* The commands are not XMLized in this release.
* The gRPC agent retains gNMI calls for a maximum of 1 hour after the call has ended.

« [f the total number of calls exceeds 2000, the gRPC agent purges ended calls based an internal
cleanup routine.

The gRPC server runs in the management VRF. As a result, the gRPC process communicates only in this
VREF forcing the management interface to support all gRPC calls.

gRPC functionality now includes the default VRF for a total of 2 gRPC servers on each Cisco Nexus 9000
switch. You can run one gRPC server in each VRF, or run only one gRPC server in the management VRF.
Supporting a gRPC in the default VRF adds flexibility to offload processing gRPC calls from the
management VRF, where significant traffic load might not be desirable.

If two gRPC servers are configured, be aware of the following:

* VRF boundaries are strictly enforced, so each gRPC server processes requests independent of the
other, and requests do not cross between VRFs.

* The two servers are not HA or fault tolerant. One gRPC server does not back up the other, and there
is no switchover or switchback between them.

* Any limits for the gRPC server are per VRF.

WD 547 2 FH DA

ZOHITIX, TXT? OpenConfig ET /L RPM N AA v FNZA VA R— /LS THET,
W, WReD 7 747 > MO Z R L £,

hostname user$ ./gnmi cli -a 172.19.193.166:50051 -ca _crt ./grpc.pem -insecure

-capabilities
supported models: <
name: "Cisco-NX-0OS-device"

organization: "Cisco Systems, Inc."

version: "2019-11-13"

>

supported models: <
name: "openconfig-acl"
organization: "OpenConfig working group"
version: "1.0.0"

>

supported models: <
name: "openconfig-bgp-policy"
organization: "OpenConfig working group"
version: "4.0.1"

>

supported models: <
name: "openconfig-interfaces"
organization: "OpenConfig working group"
version: "2.0.0"

>

supported models: <
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name: "openconfig-if-aggregate"
organization: "OpenConfig working group"
version: "2.0.0"

>

supported models: <
name: "openconfig-if-ethernet"
organization: "OpenConfig working group"
version: "2.0.0"

>

supported models: <
name: "openconfig-if-ip"
organization: "OpenConfig working group"
version: "2.3.0"

>

supported models: <
name: "openconfig-if-ip-ext"
organization: "OpenConfig working group"
version: "2.3.0"

>

supported models: <
name: "openconfig-lacp"
organization: "OpenConfig working group"
version: "1.0.2"

>

supported models: <
name: "openconfig-1lldp"
organization: "OpenConfig working group"
version: "0.2.1"

>

supported models: <
name: "openconfig-network-instance"
organization: "OpenConfig working group"
version: "0.11.1"

>

supported models: <
name: "openconfig-network-instance-policy
organization: "OpenConfig working group"
version: "0.1.1"

>

supported models: <
name: "openconfig-ospf-policy"
organization: "OpenConfig working group"
version: "0.1.1"

>

supported models: <
name: "openconfig-platform"
organization: "OpenConfig working group"
version: "0.12.2"

>

supported models: <
name: "openconfig-platform-cpu"
organization: "OpenConfig working group"
version: "0.1.1"

>

supported models: <
name: "openconfig-platform-fan"
organization: "OpenConfig working group"
version: "0.1.1"

>

supported models: <
name: "openconfig-platform-linecard"
organization: "OpenConfig working group"
version: "0.1.1"
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supported models: <
name: "openconfig-platform-port"
organization: "OpenConfig working group"
version: "0.3.2"

>

supported models: <
name: "openconfig-platform-psu"
organization: "OpenConfig working group"
version: "0.2.1"

>

supported models: <
name: "openconfig-platform-transceiver"
organization: "OpenConfig working group"
version: "0.7.0"

>

supported models: <
name: "openconfig-relay-agent"
organization: "OpenConfig working group"
version: "0.1.0"

>

supported models: <
name: "openconfig-routing-policy"
organization: "OpenConfig working group"
version: "2.0.1"

>

supported models: <
name: "openconfig-spanning-tree"
organization: "OpenConfig working group"
version: "0.2.0"

>

supported models: <
name: "openconfig-system"
organization: "OpenConfig working group"
version: "0.3.0"

>

supported models: <
name: "openconfig-telemetry"
organization: "OpenConfig working group"
version: "0.5.1"

>

supported models: <
name: "openconfig-vlan"
organization: "OpenConfig working group"
version: "3.0.2"

>

supported models: <
name: "DME"
organization: "Cisco Systems, Inc."

>

supported models: <
name: "Cisco-NX-0S-Syslog-oper"
organization: "Cisco Systems, Inc."
version: "2019-08-15"

>

supported encodings: JSON

supported encodings: PROTO

gNMI_version: "0.8.0"

hostname user$
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Get [ZTDULVT

GetRPCOHMIX, 7 TF7A T BT NRA ANLT =X V) —DRAF v Fay hERGTE
HEFTHETT, 1 DOERTHED S AZERTEXET, gNMI SABRIHES T,
XPATH Offi G TH D gNMI AF¥—~ /SR = a—F 4 RPN RER S ET,

Get BAEDFERIZ DWW TIX, gNMI OfEERTH D gRPC Xy NV —VEFHA L F—T = A A
(gNMID) @ DIREEIFHRO AT v 7o ay MG 7 a 2R LU TIZE0,

Get ICRAT S EEFIE L FIREIE
WIZ, Get BEL O Set ICFHT 2 EFHLEHIRFHEZ R LET,
+ GetRequest.encoding {% JSON DA% ¥R — F LET,

* GetRequest.type D354, DataType CONFIG & STATE D47 YANG CHE 2O FHBIBER & =X
ZF;H E£9, OPERATIONAL [V AR — SN THEHA,

« 1 DOERIT OpenConfig (OC) YANG /XA & T /31 XA YANG /NAD 505 2 LIk
TEFEH A, FRIZIE, OCYANG /RAFE721ET /341 X YANG /R ADH %G 5 BN B
DEd, MFEE0HZ LT TEEEA,

s b=k (1] :FRTOETNADOTT) O GetRequest [ LFF A SN TWVEF A,

« gNMIGet (TT_XTHF 7 4/ MEZIKE L ET (RFC 6243 [4] D report-all E— F &2 5 H)
* Subscribe 1. E T/ Cisco-NX-0S-syslog-oper & AR— k LET,

» Get [$E T /L cisco-NX-0S-syslog-oper & WA — F L TWEH A,

* openconfig-procmon 7 — X ZHfFT H7, /=Y &/ R /system/processes £72IE
/systemZEETEET, /3R /systemlE, 1030V V—RAXVFOY YV —RATET—
2 x2S LER A,

cROA TV a HEBIZYR— IR TWERA,
e NRADT VT 4T A

c NZANDT AN RI— R

« 1 D® GetRequest [ZIXIH K 10 DRXAEEDHDHZ LN TEET,

* GetResponse TIRSALHET 4 —/V KDY A XN 12MB 2R 556, VAT AE=T7—
AT —H A grpc: :RESOURCE_EXHAUSTED &K L £,
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« Bx K gRPC ZE Ny 7 7% A4 XL 8MBIZRESNTWET,

o REUBEZRMERAS A A » FITHH ST D & EUZ Get BEEZF(TT 5 L, gRPC 7k X
DERATREZR TN TOAE Y ZWHET LW RENS DV T3, AEUMBRESEET S
&L RO syslog MAERR I ILET,

MTX-API: The memory usage is reaching the max memory resource limit (3072) MB
Z DS EERNERE L TRAET D & RO syslog BAERKIIVET,

The process has become unstable and the feature should be restarted.

Z DT gRPC HEREZ FHEEE) L C, gNMI R T U7 v a VOB O TT 5 2
EEBEIOLET,

s Get DAFHRIFFE v g U ORKREIL, RSN TV D ERKEFRFORHE L O 75% T, 7=
& ZIE, MTX RIFFIFEON LS 16 ICHERR SN TV B A, Get DAFHRIFE v a v D
KEAL 1212720 £9,

* Get & Set DFIFE v o g OFFEIL, BUEME I TWD gNMI O[FRFRER KD 1
ZHIWEbOTY, 72l X, gnmi OFIFFFEON LAY 16 ICHR S LTV 555, Get s
L Set OAFFEIFE v v a v OBRREIL 1512780 £9,

=L

axX ;&

Set [ZDL\T

Set RPC 1E, 7 /\A ADWM AL LT D7D FA T v M loTERENET, 7/5( R
T2 A TE DBREITHIBR, B BT, IEEETT TYThivE T, B—0 Set ZRD
TRTOBIEIZ N o7 vave L TlibhvET, 2E0, T XTORENEKI Lo T
BalE, T AR ORIEIZr — ANy 7 ZivET, Set BfElX, SetRequest THE X7z
NEFCHEMA SNET, "ABEREHRESNTWDLHEG, AVgs EEXTLHILIIholcb L
Th, EEPEASNET, 7T —FORKREIZ. FT V7 v a v ORMEMEIC L > TESBL
SN FET, SetRequest:delete, replace, update 7 « —/L K CHE S 727X T DAL CONFIG
T—HNRATHY, 7747 ML TEZIARMETH L EEESNTOET,

Set HEDFEAMIZ SV TIE, gNMI LR,
https://github.com/openconfig/reference/blob/ 1 cf43d2 146f9ba70abb7f041bb0fbeaaS04cef0S/ipe/gnmi/gnmi-specification.md
@ [Modifying State] OtE7 v a 2L TS0,

Set [CRAT HFEFIELHIREIR

WIT, Set (ICPHT HEEFHLGIRFHAZ R LET,
» SetRequest.encoding |% JSON DA% 7R — k LE 7,
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« 1 DOHRIZ OpenConfig (OC) YANG /3R & T /34 A2 YANG RADW T H#EH5H T LIk
TEEHA, ERITIE., OCYANG RRAETITT /31 A YANG /RADIHZ G0 D BN B
DET, MFTEEGEDDLZLITTEEEA,

« Subscribe IX. T /L cisco-NX-0S-syslog-oper & VAR — K~ LET,
cROAT v a YHBFY AR - PSR THEREA,

e NADT VT 4T A

« R2ADTA YT R

c NZANDT AN RI— R

+ 1 D® SetRequest IZIFHK 20 DXRAEEDDH I LN TEXET,
« kK gRPC ZENy 7 7 9 A RIL8MB IR EINET,

« Get & Set DEIKFE > 2 g VOGFHIL, BUEMBK STV D gNMI O EIRFHRKEN S 1
ZolWieb T, T2k xR, gNMIfDHH%%UtH LB 16 IZRESNTWAEE, Get B
L O Set DAF R v v a U ORKREIZ 151270 7,

« Set::Delete RPC T, #{ERROMBERNKET T HAEEMENH LA, MTX 27 A vt —
VNSNS E T,

Configuration size for this namespace exceeds operational limit. Feature may
become unstable and require restart.

Guidelines and Limitations for Subscribe

Following are the guidelines and limitations for Subscribe:

« If you configure a routing-policy prefix-list using the CLI and request gNMI Subscription for the
routing-policy OpenConfig model, it is not supported. For example, when you attempt to subscribe
an OpenConfig routing policy with a preexisting CLI configuration like the following, it returns
empty values due to the current implementation of the OpenConfig model.
ip prefix-list bgp v4 drop seq 5 deny 125.2.0.0/16 le 32
ipv6 prefix-list bgp v6 drop seq 5 deny cafe:125:2::/48 le 128
Using the example paths,
openconfig-routing-policy:/routing-policy/defined-sets/prefix-sets/prefix-set [name=bgp v4 drop]/config
openconfig-routing-policy:/routing-policy/defined-sets/prefix-sets/prefix-set [name=bgp v6 drop]/config

* Beginning with Cisco NX-OS Release 9.3(3), Subscribe supports the OpenConfig model.

* For information about supported platforms, see the Nexus Switch Platform Matrix.

» The gNMI feature supports Subscribe and Capability RPCs.
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* The feature supports JSON and gnmi.proto encoding. The feature does not support protobuf.any
encoding.

» Each gNMI message has a maximum size of 12 MB. If the amount of collected data exceeds the 12
MB maximum, the collected data is dropped.

You can avoid this situation by creating more focused subscriptions that handle smaller, more granular
data-collection sets. So, instead of subscribing to one higher-level path, create multiple subscriptions
for different, lower-level parts of the path.

* All paths within the same subscription request must have the same sample interval. If the same path
requires different sample intervals, create multiple subscriptions.

* The feature does not support a path prefix in the Subscription request, but the Subscription can contain
an empty prefix field.

* The feature supports Cisco DME and Device YANG data models.

* The gRPC process that supports gNMI uses the HIGH_PRIO cgroup, which limits the CPU usage
to 75% of CPU and memory to 1.5 GB.

» The show grpc gnmi command has the following considerations:
* The commands are not XMLized in this release.
* The gRPC agent retains gNMI calls for a maximum of 1 hour after the call has ended.

« If the total number of calls exceeds 2000, the gRPC agent purges ended calls based an internal
cleanup routine.

The gRPC server runs in the management VRF. As a result, the gRPC process communicates only in this
VRF forcing the management interface to support all gRPC calls.

gRPC functionality now includes the default VRF for a total of 2 gRPC servers on each Cisco Nexus 9000
switch. You can run one gRPC server in each VRF, or run only one gRPC server in the management VRF.
Supporting a gRPC in the default VRF adds flexibility to offload processing gRPC calls from the
management VRF, where significant traffic load might not be desirable.

If two gRPC servers are configured, be aware of the following:

* VRF boundaries are strictly enforced, so each gRPC server processes requests independent of the
other, and requests do not cross between VRFs.

* The two servers are not HA or fault tolerant. One gRPC server does not back up the other, and there
is no switchover or switchback between them.

* Any limits for the gRPC server are per VRF.

gNMI R4 O— K

eNMI (X, FFEDSA B — FEREZHEH L TROBDIZH T AT T4 T LET
*DME A U —A

* YANG A s U — LA
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YT AT T4 TEEIL, ROF— R THAR—FENTWET
*ONCE : 54 % 1 [BY TR IFATLTEZEL, By arzHUET,

ePOLL: $ 7R F7A4T7 LTy yarZlWrEEFlcLET, 77472 MIT—FN
B AT ONIAR—Y U TEREZEE L ET,

« STREAM : B EDHEE T —F 52 YT A7 747 L, ZIELET, M u—FiIF/ BH
AL CEZ ST ANLET, 1 F=1000000000 F/ FbC9,

*ON CHANGE : H 7 AV 547 L CA} vy T vay haZELET, YU —CpnER
SNTZHEILOBRT —H EZELET,

* TARGET DEFINED : fE CX 2% 7 227 V7 v a Ol Z A T ERELET,
BEE—F :

« HE— FITIE, WEY 7 LN 7 D 2 DOREVBLE T,

* ONCE : SAMPLE, ONCE

* POLL : SAMPLE, POLL

* STREAM : SAMPLE, STREAM

* ON_CHANGE : ON_CHANGE. STREAM

* TARGET DEFINED : TARGET DEFINED, STREAM
Origin

* DME : DME ET VA~V T A7 547

s device : YANG ET N~DYVT A7 F 47

« openconfig : Openconfig €T /L ~DHVT A7 F 47
AT

* DME=DME €TV ~DY T AT T A7

* Cisco-NX-0S-device = YANG ET IV ~DY T A7 T A 7
Tra—F vy

«JSON = 2 kU — AL JSON JECTIkE S E T

« PROTO = A k U — A3 protobuf.any T E SN E T,

DME X ~!) —L® gNMI R4 O— D4l

)

GE) 7947 FZEITMBDOANERDRH Y £7,
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"SubscribeRequest":
[
" _comment" : "ONCE request",

" delay" : 2,
"subscribe":
{

"subscription":

[

"

_comment" : "lst subscription path",

"path":
{
"origin": "DME",
"elem":
[
{
"name": "sys"
}I
{
"name": "bgp"
}
]
}I
"mode": "SAMPLE"
}
]I
"mode": "ONCE",

"allow_aggregation" : false,
"use _models":
[
{
" _comment" : "lst module",
"name": "DME",

"organization": "Cisco Systems, Inc.",
"version": "1.0.0"
}
] r
"encoding": "JSON"

gNMI X« B — K YANG R k1) — LD

"SubscribeRequest":

l

" comment" : "ONCE request",
" delay" : 2,
"subscribe":
{
"subscription":

l

" comment" : "lst subscription path",
"path":
{

"origin": "device",

"elem":
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"name": "System"

"name": "bgp-items"

"mode": "SAMPLE"

]I
"mode": "ONCE",
"allow_aggregation" : false,
"use _models":
[

{

" _comment" : "lst module",
"name": "Cisco-NX-0S-device",

"organization": "Cisco Systems, Inc.",
"version": "0.0.0"
}
] r
"encoding": "JSON"

Openconfig X O— F D4l
{

"SubscribeRequest":

l

" comment" : "STREAM request",
" delay" s 2,
"subscribe":

{

"subscription":

l

" comment" : "lst subscription path",

"path":
{
"origin": "openconfig",
"elem":
[
{
"name": "interfaces"
}
1
bo
"mode": "SAMPLE",

"sample interval": 10000000000

1,
"mode": "ONCE",
"allow_aggregation” : false,
"use models":
[

{

" comment" : "lst module",
"name": "openconfig-interfaces",
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"organization": "OpenConfig working group",
"version": "0.8.1"
}
] 4
"encoding": "JSON"

A k1)—Z= > 7% Syslog
gNMID X ~1')—= 2% Syslog [ZTDULVT

eNMI T 27 F 4 T71F, gNMI BT AT T A TERIHES ThEELT — 4% 7 vy v ad 52
LT, VAT ATAREZ > TWADNE Y TNAEA LTERTDH, Xy NI —V 2E=H—

TEHHLWHETT,
CiscoNX-0S U U —2 93(3) LA TiZ., gNMI V7 227 T4 THERED IR — PR BEMENEL
776

eNMI Y7 27 F A 7 YR — K OFEH
« Syslog-oper ET /LD A N —3 7

* stream_on_change

-

Z OHEEEIX. 8GB UL EM A U Z## L 7= Cisco Nexus 9000 > ) — X A A v FIZEA SN E
ﬁ‘o

A RY)—=227% Syslog ICEAT 5 FEEIE L FIREIE : gNMI
A MU —3X 7 Syslog \IZBA 21 EEHH L HIRFHEITRO LB Y TT,

o 572 syslog IV AR— R ENTWERHA, & Z2E, 74V Z2EREF T =) FKIFE2FFD
syslog T,

s RONATZFBYR—FSET

* Cisco-NX-0OS-Syslog-oper:syslog

* Cisco-NX-OS-Syslog-oper:syslog/messages
cIRDE— RITHAR—FINTWVEEA,

e ARNU—L BT

g

s BORIZIYANG £V 74—~y NTHIXLERH Y 7,
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Systog #1474 7VANG E7L ]

T TV r—varEffATa2Eb, MEBEOT ) r—a b EERTHIEL TS
F9,

e XA uE—REar hr—I0 6% E S, gNMUTIGEZEELET,

e a—5 47 74—~ hIISON & PROTO T,

Syslog * 1 7« 7 YANG ET /L

YangModel 1= Z2H 0 £,

N\

GE) XA LY—2 74— RIL, clock format show-timezone syslog 73 A /] 728 AZ D IR E
SNET, 774NV R TIERESNTWRNZD, XA LY —2 74— RIEZETT,

PYANG Tree for Syslog Native Yang Model:
>>> pyang -f tree Cisco-NX-OS-infra-syslog-oper.yang
module: Cisco-NX-0OS-syslog-oper

+--ro syslog

+--ro messages

+--ro message* [message-id]

+--ro message-id int32

+--ro node-name? string

+--ro time-stamp? uinto64

+--ro time-of-day? string

+--ro time-zone? string

+--ro category? string

+--ro group? string

+--ro message-name? string

+--ro severity? System-message-severity
+--ro text? string

B ITRY S4 TERDH

RIZ, TR T4 THEROFZRLUET,
{

"SubscribeRequest":
[
{
" comment" : "STREAM request",
" _delay" : 2,
"subscribe":
{
"subscription":

[
{

" comment" : "lst subscription path",
"path":
{
"origin": "syslog-oper",
"elem":
[
{
"name": "syslog"
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"name":"messages"
}
]
}I
"mode": "ON_CHANGE"
}
]I
"mode": "ON_CHANGE",
"allow_aggregation" : false,
"use _models":
[
{
" _comment" : "lst module",
"name": "Cisco-NX-0S-Syslog-oper",
"organization": "Cisco Systems,
"version": "0.0.0"

}
] 4
"encoding" :"JSON"

PROTO & 1 D45

Z UL PROTO /D% 7T,
FHEHHR AR

[Subscribe] —--—=-==-==----—-————————— -

"

EFLEHETOSS5TEY T4 |

’

### Reading from file ' /root/gnmi-console/testing bl/stream on change/OC_SYSLOG.json '

Sat Aug 24 14:38:06 2019

#4## Generating request : 1 —--—————-——-—-
### Comment : STREAM request

### Delay : 2 sec(s)

### Delay : 2 sec(s) DONE

subscribe {

subscription {

path {

origin: "syslog-oper"

elem {

name: "syslog"

elem {
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name: "messages"

mode: ON_CHANGE

}
use_models {

name: "Cisco-NX-0S-Syslog-oper"

organization: "Cisco Systems, Inc."

version: "0.0.0"
encoding: PROTO

Thu Nov 21 14:26:41 2019
Received response 3 ——-—-—-———————————————————
update {

timestamp: 1574375201665688000
prefix {

origin: "Syslog-oper"
elem {

name: "syslog"

}

elem {

name: "messages"

}

}

update {

path {

elem {

name: "message-id"

}

}

val {

uint_val: 529

}

}

update {

path {

elem {

name: "node-name"

}

}

val {

string val: "task-n9k-1"
}

}

update {

path {

elem {

name: "message-name"

}

}

val {
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string val: "VSHD SYSLOG CONFIG I"
}

}

update {

path {

elem {

name: "text"

}

}

val {

string val: "Configured from vty by admin on console0O"

}

}

update {

path {

elem {

name: "group"

}

}

val {

string val: "VSHD"

}

}

update {

path {

elem {

name: "category"

}

}

val {

string val: "VSHD"

}

}

update {

path {

elem {

name: "time-of-day"

}

}

val {

string val: "Nov 21 2019 14:26:40"
}

}

update {

path {

elem {

name: "time-zone"

}

}

val {
string val:
}

}
update {
path {
elem {
name: "time-stamp"
}

}

val {

uint _val: 1574375200000
}

}

update {

wn
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path {

elem {

name: "severity
}

}

val {

uint _val: 5

}

}

}

"

/Received ----------------------o——————————————

JSON H A D5

Z AU JSON A1 o 5T,

[Subscribe] -------------—---———-————————————

### Reading from file ' testing bl/stream on change/OC_SYSLOG.json '

Tue Nov 26 11:47:00 2019

#4## Generating request : 1 ——-——————-—-
### Comment : STREAM request
### Delay : 2 sec(s)

### Delay : 2 sec(s) DONE
subscribe {

subscription {

path {

origin: "syslog-oper"

elem {

name: "syslog"

}

elem {

name: "messages"

}

}

mode: ON_CHANGE

}

use models {

name: "Cisco-NX-0S-Syslog-oper"
organization: "Cisco Systems, Inc."
version: "0.0.0"

}

}

Tue Nov 26 11:47:15 2019
Received response 5 —-——-———=—-—————————————————
update {

timestamp: 1574797636002053000
prefix {

}

update {

path {

origin: "Syslog-oper"

elem {

name: "syslog"

}

}

val |

json val: "[ { \"messages\" : [[

ason ho ]
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{\"message-1d\":657}, {\"node—name\" : \"task-n9%-1\", \"time-stamp\" :\"1574797635000\", \"time-of-day\": \"Nov

26 2019

11:47:15\", \"severity\":3, \"message-name\" : \"HDR I2IEN ERR\", \"category\":\"ARP\", \"group\" :\"ARP\", \"text\":\"arp
[30318] Received packet with incorrect layer 2 address length (8 bytes), Normal pkt
with S/D MAC: 003a.7d21.d55e ffff.ffff.ffff eff ifc mgmt0(9), log ifc mgmt0(9), phy ifc

mgmtO(9)\",\"time—zone\":\"\"} 11 1"
}
}
}

/Received ---------------------——————————————— o

kS IOILa—TF425

™M FL—X OYDINE

1. tmtrace.bin -f gnmi-logs gnmi-events gnmi-errors following are available

2. Usage:

bash-4.3# tmtrace.bin -d gnmi-events | tail -30 Gives the last 30

}
}
}

[06/21/19 15:58:38.969 PDT £8f 3133] [3981658944] [tm transport internal.c:43] dn:

Cisco-NX-0OS-device:System/cdp-items, sub id: 0,

sub_id str: 2329, dc_start time: 0, length: 124, sync response:l
[06/21/19 15:58:43.210 PDT £90 3133] [3621780288] [tm_ec yang data processor.c:93] TM EC:

[Y] Data received for 2799743488: 49
{
"cdp-items" : {
"inst-items" : {
"if-items" : {
"If-1list" : [
{
"id" : "mgmtO",
"ifstats-items" : {
"v2Sent" : "74",
"validv2Rcvd" : "79"

[06/21/19 15:58:43.210 PDT £91 3133] [3981658944] [tm transport internal.c:43] dn:

Cisco-NX-0OS-device:System/cdp-items, sub id: 0,

sub_id str: 2329, dc_start time: 0, length: 141, sync response:l
[06/21/19 15:59:01.341 PDT £92 3133] [3981658944] [tm_transport internal.c:43] dn:

Cisco-NX-0OS-device:System/intf-items, sub id:
4091, sub_id str: , dc_start time: 1561157935518, length:

3063619, sync response:0

[06/21/19 15:59:03.933 PDT £93 3133] [3981658944] [tm transport internal.c:43] dn:

Cisco-NX-0OS-device:System/cdp-items, sub id:
4091, sub_id str: , dc_start time: 1561157940881, length:

6756, sync_response:0

[06/21/19 15:59:03.940 PDT £94 3133] [3981658944] [tm transport internal.c:43] dn:

Cisco-NX-0OS-device:System/lldp-items, sub id:
4091, sub _id str: , dc_start time: 1561157940912, length:
bash-4.3#
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MTX &R U DUNEE

1. Modify the following file with below /opt/mtx/conf/mtxlogger.cfg

<config name="nxos-device-mgmt">
<container name="mgmtConf">
<container name="logging">
<leaf name="enabled" type="boolean" default="false">true</leaf>
<leaf name="allActive" type="boolean" default="false">true<
/leaf>
<container name="format">
<leaf name="content" type="string" default="S$DATETIMES
SCOMPONENTIDS S$STYPES: SMSGS$S">SDATETIMES $COMPONENTIDS STYPES
SSRCFILES @ S$SRCLINES SFCNINFOS:S$SMSGS</leaf>
<container name="componentID">
<leaf name="enabled" type="boolean" default="true"></leaf>
</container>
<container name="dateTime">
<leaf name="enabled" type="boolean" default="true"></leaf>
<leaf name="format" type="string" default="%$y%m%d.S$HIMSS"><
/leaf>
</container>
<container name="fcn">
<leaf name="enabled" type="boolean" default="true"></leaf>
<leaf name="format" type="string"
default="S$CLASSS$: :$FCNNAMES (SARGSS) @SLINES"></leaf>
</container>
</container>
<container name="facility">
<leaf name="info" type="boolean" default="true">true</leaf>
<leaf name="warning" type="boolean" default="true">true<
/leaf>
<leaf name="error" type="boolean" default="true">true</leaf>

Note: Beginning with Cisco NX-0OS Release 9.3(4), the following default configuration is
changed from
default true to false. To investigate an issue which requires the debug messages,
edit
the following configuration and toggle it to true.

<leaf name="debug" type="boolean" default="false">true<

/leaf>
</container>
<container name="dest">
<container name="console">
<leaf name="enabled" type="boolean" default="false">true<
/leaf>
</container>
<container name="file">
<leaf name="enabled" type="boolean" default="false">true<
/leaf>
<leaf name="name" type="string" default="mtx-internal.log"><
/leaf>

<leaf name="location" type="string" default="./mtxlogs">
/volatile</leaf>

<leaf name="mbytes-rollover" type="uint32" default="10"
>50</leaf>

<leaf name="hours-rollover" type="uint32" default="24"
>24</leaf>

<leaf name="startup-rollover" type="boolean" default="
false">true</leaf>
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<leaf name="max-rollover-files" type="uint32" default="10"

>10</leaf>
</container>
</container>
<list name="logitems" key="id">
<listitem>
<leaf name="id" type="string">*</leaf>
<leaf name="active" type="boolean" default="false"
>false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">MTX-EvtMgr</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">TM-ADPT</leaf>
<leaf name="active" type="boolean" default="true"
>false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">TM-ADPT-JSON</leaf>
<leaf name="active" type="boolean" default="true"
>false</leaf>
</listitem >
<listitem>
<leaf name="id" type="string">SYSTEM</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">LIBUTILS</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">MTX-API</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">Model-*</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">Model-Cisco-NX-0S-
device</leaf>
<leaf name="active" type="boolean" default="true"
>false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">Model-openconfig-bgp<
/leaf>
<leaf name="active" type="boolean" default="true"
>false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">INST-MTX-API</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>

<leaf name="id" type="string">INST-ADAPTER-NC</leaf>
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>true</leaf>
</listitem>
<listitem>

>true</leaf>
</listitem>
<listitem>

>true</leaf>
</listitem>

</list>

mxmn s o [

<leaf name="active" type="boolean" default="true"

<leaf name="id" type="string">INST-ADAPTER-RC</leaf>
<leaf name="active" type="boolean" default="true"

<leaf name="id" type="string">INST-ADAPTER-GRPC</leaf>
<leaf name="active" type="boolean" default="true"

</container>
</container>

</config>

2. Run "no feature grpc" / "feature grpc"
3. The /volatile directory houses the mtx-internal.log, the log rolls over time so be
sure to grab what you need before then.

bash-4.3# cd /volatile/
bash-4.3# cd /volatile -al

total 148

ArWXIrWXTWX
drwxrwxr-t
“TW-YW—rw-

-rw-r—-r--
-rw-r—-r--
-rw-r—-r--
-rw-r—-r--
-rw-r—-r--
-rw-r—-r--
-rw-r—-r--
-rw-r—-r--
-rw-r—-r--
-rw-r—-r--

“TW-YW—rw-
“TW-YW—rw-
AXrWXIrWXTWX
ArWXIrWXTWX
bash-4.3#.

4

root root 340 Jun 21 15:47 .

64 root network-admin 1600 Jun 21 14:45 ..

1

NWR R PR PR PP BP P

root root 103412 Jun 21 16:14 grpc-internal-log

root root 24 Jun 21 14:44 mtx-internal-19-06-21-14-46-21.1log
root root 24 Jun 21 14:46 mtx-internal-19-06-21-14-46-46.1log
root root 175 Jun 21 15:11 mtx-internal-19-06-21-15-11-57.log
root root 175 Jun 21 15:12 mtx-internal-19-06-21-15-12-28.1log
root root 175 Jun 21 15:13 mtx-internal-19-06-21-15-13-17.log
root root 175 Jun 21 15:13 mtx-internal-19-06-21-15-13-42.1log
root root 24 Jun 21 15:13 mtx-internal-19-06-21-15-14-22.1log
root root 24 Jun 21 15:14 mtx-internal-19-06-21-15-19-05.1log
root root 24 Jun 21 15:19 mtx-internal-19-06-21-15-47-09.1log
root root 24 Jun 21 15:47 mtx-internal.log

root root 355 Jun 21 14:44 netconf-internal-log

root root 0 Jun 21 14:45 nginx logflag

root root 60 Jun 21 14:45 uwsgipy

root root 40 Jun 21 14:43 virtual-instance
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gNOI-gRPC v T —V#{EA V3 —Dx
1R

* About gNOI, on page 415

« IR— &N D gNOIRPC (415 ~<—2)
o AT A proto (416 ~X—7)

«0S 7’1 b (418 X—Y)

e ZEFHE Proto (419 X—72)

« 77 A )V Proto (419 X—7)

«gNOI T3 U tw b (420 X—2)

« EHFH L HFE (421 =)

« gNOI Dffggs (422 ~<X—2)

About gNOI

gRPC Network Operations Interface (gNOI) defines a set of gRPC-based micro-services for executing
operational commands on network devices. The operational commands supported are Ping, Traceroute,
Time, SwitchControlProcessor, Reboot, RebootStatus, CancelReboot, Activate and Verify.

gNOI uses gRPC as the transport protocol and the configuration is same as that of gNMI. For details on
configuration, please refer to Configuring gNMI.

To send gNOI RPC requests, user needs a client that implements the gNOI client interface for each RPC.

In Cisco NX-OS Release 10.1(1) the gNOI defines Remote Procedure Calls (RPCs) for a limited number
of components and some of them related to hardware (like optical interfaces).

Proto files are defined for the gRPC micro-services and are available at GitHub.

+#R— k &1 % gNOI RPC

PHR— k&N TS gNOIRPC TR D £ B0 T,
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®27:
Jokraln gNOI RPC HR— b3
System ping O

FL—ZL—k (A
F ] (=4
SwitchControl 7' 1 & » ¥ =S
77—k (=4
RebootStatus M
CancelReboot v
(0N 77T 474k =y
A H =Tz AR (YA
Cert LoadCertificate A
File get =4A
Stat EA
HilBR (A

v AT L proto

VAT Aproto —E R T, HEBIOT VAN XL T T4 OHNETH—F v NEEFEHT
EDH LT AEAEFBER RPC DL 7 2 a3 »TF,

WIZ, AT Aoproto D RPC AR — FOFEME R L E T,
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© AT L proto .

RPC

HR— bk

B

HfR=1H

ping

ping/ping6 cli =~ K

X —/%" K Cping 2~
Y REFATL, MR%E
AR —ATRLE
T, —HEkD X —4 > b
T, TXToORERERN
FIFFTREIZ 72 5 & TH
BNRA RN —I 7
NRWGERH Y F
T Ty MEDBHPR
HUZHEE STV
LA, S»ERAS
E AN

do_not_resolve 47
vaiItAR—hrEh
TWERA,

FL—Z)b— |k

traceroute/traceroute6 cli
a2 K

4 —7%" > h T traceroute
avy REFEITL, #
RAEAPN)—LATRL
7, —HOr—F v
FTiE, X ToORER
PMEFHFREIC /R D5 £ T
FERNA N —I 7
SNBRWEERH D F
T, KB T T
k30 MEM S E
7T

itial ttl, marx_ttl,
wait,

do_not fragment,

do not resolve, LN
l4protocol 47> 7 v
I AR—hFEnTE
B A,

e ]

o — 77 LI

H—7y N OBITEDKE
AERLET, EE.

2=y NMSE LT
WBHMNE D InET A
THEOIHERSE
7T

SwitchControl 7' 7t »»
_H—

system switchover cli =X
<> K

HAEDONL— N T atk v
B IEE S L—
7ty iy %
AET, A v FA—
AN IR I A L
T, BRI TAT
UMIREND & iER
FEESNWGAERH D
*9,

AA o FA—N— TR
BEZRAELET, O
R IRBENTTAT
v MZIRES D & IR
AES N WIEERH D
7

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .



B osooran

EFLEHETOSS5TEY T4 |

RPC HR— b+ SRER HIFREIE
J 7 — k reload module X —2 > N& U 7 — b |message 47 = UiF
LE1, FR—hEINFEEA,

delay 7> a3 F A

A yFOYu—KFTH
RN—h L E T, path
F 7 a T oO0E
Va— VK5 EZII N

nET,
RebootStatus show version [module] | % —4 v DY 7 — k|-
ci <~ R DAT—H A& LFE
‘é‘o
CancelReboot reload cancel oY 7 — pEEK -
Xy LET,

\)

() SetPackage RPC |EH AR — h STV EHA,

0S o ko)L

OSH—t AL, F~F v P EDOS A VA F—JUZHTBHA L FZ—T = AU LE T,
OS R lr—VD7 74N 74—~y bME, 77y b 7H—LlIlkoTHREVES, 7T v b
T A —AF, BRSNS RNy =V RATT — AR THDH Z L A MRGEET D ERH Y
F9, AT, BEROELWAY Y2l T 5Ny a Tz I/ G0 0LENRH Y 7,
Ny a2lZ 0S Ny r—VIRDIAT Z LR BRI LET,

H—y ME, MEADKFA L —E0SA VA M= 7t AEEHLET, —EHOE5]
DOS Ny Tr—VEEAF L, FL0OS Ny 7 —Unm < GEIi A T, TR A= Zfif
HMUET, #—7 > M, A7 FHLWO0S Xy r—VHO+ 5370 AR—ANFILHDH Z &
MMEFESNE T, BEFEITTO 0S Sy r—IFHIBRLARNTLSEE Y, 7947 v M, &
BIZIEFIZA VA M= SNy r— U RNMERARECH D Z L 2 BE L CEET 520156 T
7T

RIZ, OSproto @ RPC #7R"— FOFEfMZE R L E T,
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SEEAZE Proto .

RPC HR— bk A A

HfR=1H

install all nxos
bootflash:///img name

RS2 08 N—
YarwE, KElDY
7 — MRRZEH D
N—=Va & LTRE
LEd, ZDRPC
X, ¥—5 v hEY
7—hrLET,

77T 474k

U7 — NIk LT85
BBy s E
IZEEITTEEY A,

FRFIE show version [#iE (Verify) 1.

FEITHD 08 N— =
VEMRELET, IO
RPCiZ, #—%7 v +®D
BN T 5 E T
BERIEOH S 55

BNRHY £,

)

GE) AV APF—=/LRPCITVR—FEINTWVERA,

2 BHZ Proto

SERREEHY —E R X, ¥—F v MLk Tz 7 AFR—rENET, e—F—T 3, AR

F—/b, B LOZE DA DFEEHE Proto RPC XY AR — F S TWEH A,

WUz, FEHE proto ® RPC YA — M DOFEMAZ /R L E T,
RPC HR— bk BL)] HREIR
LoadCertificate crypto ca import CA GFFAED AN FL |-
<trustpoint> Zo—RFLET,
pkes12 <file>
<passphrase>

7 741 )L Proto

- -

7 74 /L proto I&, file.proto RPC DEREIZIHEASNWT A v —VEZA MY —I 7 LET, T2
ICRHEH SN TV 2RV Put B OZF OO RPC 1%, 7 7 A /v Proto TIIHA— S TWnER

/UO
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Get, Stat,
logflash://sup-remote, usb, volatile, volatile://sup-remote,

HAR—bFLET,
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THOA ML=V ZBEELET, gNOI DUHIRE~D Y > ME, RO 2ODF— RZPR—
FLTWET,

T 4=y M EFA—T g ORI ATRERR EETE
s T B EEFATICHELTIA S L, AEARAREICT S, %2 TiHE,

factory reset.proto CEFe STV 5 gNOI OWIHIRE~D U & v MaEIX, T34 2 Lo
TOKFEA L=V EHEELET, TH 5O factory resetproto U 7 S5 L T 2S00 ¢
https://github.com/openconfig/gnoi/blob/master/factory reset/factory reset.proto

IZ, gNOI FactoryReset %— B A Dfl 2R LE T,

/ The FactoryReset service exported by Targets.
service FactoryReset ({
// The Start RPC allows the Client to instruct the Target to immediately
// clean all existing state and boot the Target in the same condition as it is
// shipped from factory. State includes storage, configuration, logs,
// certificates and licenses.

// Optionally allows rolling back the 0S to the same version shipped from
// factory.

// Optionally allows for the Target to zero-fill permanent storage where state
// data is stored.

// 1If any of the optional flags is set but not supported, a gRPC Status with
// code INVALID ARGUMENT must be returned with the details value set to a
// properly populated ResetError message.
rpc Start (StartRequest) returns (StartResponse);
}

message StartRequest {
// Instructs the Target to rollback the OS to the same version as it shipped
// from factory.
bool factory os = 1;
// Instructs the Target to zero fill persistent storage state data.
bool zero_ fill = 2;
}

WIZ, gNOI DYIHIRRE~D Y > P THA SN D51 EOFEME R LET,

« factory_os = false : THHAFRFD OS N—=V g o — ARy 7 T5NnE I nEEEL
T, NX-OS Tl true [IZRRETH Z LI AR— F SN TWEHA, BEOT—h 4 A=V
ERFTOMENRDH D £7,

e zero_fill : B DO B ORI R X 2 TIHEZEITTH0E I ERELET,
« zero_fill = true : factory-reset module all preserve-image force # & L £,

« zero_fill =false : factory-reset module all bypass-secure-erase preserve-image force = 57 L

£

TIEFEEHIRNSEIA

gNOIFEREIZIE, ROEFBFHLFIRNFERI DL Y £7,
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RESTConf |HTTP draft-ietf-netconf-restconf-10!! XML % 72 1% JISON

gRPC HTTP gRPC Protocol Spec[z] Google Protobuf
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* [1] RESTCONF Protocol draft-ietf-netconf-restconf-10 https://tools.ietf.org/html/
draft-ietf-netconf-restconf-10

* [2] Cisco NX-OS gRPC Protocol Specification
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T—RE: 7LV A MY F—=HE, W4 DN) S2AZEA L CTHRESNA TV =7
NETNDOT T FIHDHT—HERT Y (DME) T —# X—Z2MLINESNET,
T2 IIEMCIE SN D)y (BHEN—R) | FRELIANADF TV =7 N TEEN
ol HEIZOHBGTEET (A X F _X—2) , NX-APIZfEH LT, BHES—RD
TF—HENETEET,

F—A IToaA—TF4VF  FLAN) mra—FR, WESNETF—%% BHOKRAT
BRETCED LI 7ML L ET,

NX-08S ¥, 7V A N U 5 —% % Google Protocol Buffers (GPB) %5 XUV JSON e Cx
g F‘ Ljﬁj‘o

F—H2 FSUAKR— bk : NX-0S/E, JSONT a— RIZHTTPZEHA L CT L A R 5F—
X %Rk L, GPB =2 22— R|Z Google Y E— F 7m i —Y % 22—/ (gRPC) 7’1 /L
EHFEHALET, gRPCL—"—F, AMBZHEZ DA vE—T A XY HR—FLET,
GEREDHER SN TWAEEAX, HTTPS 2 L7=7 LA MY T—2 LK — K&
9, )

Cisco NX-0S U U — = 7.0(3)I7(1) LAF., UDP B3 LUt % =7 UDP (DTLS) AT L A RV
N7 UAR—F 7ur hardt LTHFR—FENTWET, UDP 25157 58kt 2B
T&Ed, UDPBLIOEX=27 UDP DT a—F ¢ 7%, GPB £7/21XJSON (2T 5 =
EMTEET,

CiscoNX-OS U U—2 92(1) LAFE, 7 L A kU X IPv6 #5008 K OV IPv4 $5#5i Jc ~D A b
V=7 %Y R—F 5LV E LT,

WDa<wy REFEH LT, JISON £721XGPB DF —Z 75 5 Vi N L TT—4%
AN —I 7 FTABLEIIZUDP T AR— AR LET,

destination-group num
ip address xxx.xxx.xxx.xxx port xxxx protocol UDP encoding {JSON | GPB }

IPv4 $&5e 5 Dl

destination-group 100
ip address 171.70.55.69 port 50001 protocol UDP encoding GPB

IPv6 $55¢ 5 D Hil:

destination-group 100
ipv6é address 10:10::1 port 8000 protocol gRPC encoding GPB

UDP 7 L A MV ITIEK D~y Z—RNH D £9°,

typedef enum tm encode {
TM_ENCODE DUMMY,
TM ENCODE_GPB,
TM ENCODE JSON,
TM ENCODE_XML,
TM_ENCODE MAX,

} tm encode type t;

typedef struct tm pak hdr {
uint8 t version; /* 1 */
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uint8_t encoding;

uintlé_t msg_size;

uint8_ t secure;

uint8_ t padding;
} _attribute  ((packed, aligned (1))) tm pak hdr t;
RONTNNDOFIET, XM a—ROEHD6/3A4 NEfEH LT, UDPAMHHL TT L A
Y F—Z B L ET,

o ZENEEL DT RiRA LV FINBERBRDIA T DT —HEZE3TDHI LI oTW
HEARE. Ny A —DIFEREFHAT, T—FDOT a— KA S5 a—%— (JSON
F721X GPB) #RELET,

el DOFT a—H— (JSON £721X GPB) BNMLET, $ 9 1 ODTFT a—F —[TMHITE/R
Bl ~y X —EFHIBRLET,

\}

G¥)  UDP”'m ha Nz LIEEA. ZEMOOSRRy hU—27 D&
WIZE>TI Ty b Fa vy BB ETAHEAERH D 97,

cTLARY LY== T VAR Ly—N—F TLARN) T—HEEFTHE—
NMEFLS 2T AT,

GPB - o a—#—, WHAF—LEOEATT—22BMLEST, /2. 7—¥% % GPBEX
WCEWT 5120%, 22 %A LV ENT- proto 7 7 ANMERD A ZF— 23 GPB = o 22— Z T
BT,

T—HZ AN —LEZELLZELTTa—FFT510F, ZEMT=ra—RE M7 AR—F
P—ERELIR L7 proto T7ANVNBYUETT, =a— KNI, X F U AU —L%EF—
EOXFHOXTIZTa—RLET,

GPB x> za—F 17 & gRPC b T AKR— M &FEW T 5 telemetry .proto 7 7 A /LiE, Cisco
® GitLab TAFTE £7, https:/github.com/CiscoDevNet/nx-telemetry-proto
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R RNAPREITEINTND EXIETEINET,

[FOERDOE#EE (ProcessRestart) | —72ALNOIETT LA RY TaARNT7 Y —
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TR WEREIT Cisco NX-0S A A —I2y RLENRTERY , EETit
SNET, NX-0S 74 & AHFROFEMIZOWTIL,  [CiscoNX-OSLicensing
Guide] ZZH L T Z&W,

Guidelines and Limitations

Telemetry has the following configuration guidelines and limitations:
* For information about supported platforms, see the Nexus Switch Platform Matrix.

* Cisco NX-OS releases that support the data management engine (DME) Native Model support
Telemetry.

* Support is in place for the following:
* DME data collection
* NX-API data sources
» Google protocol buffer (GPB) encoding over Google Remote Procedure Call (gRPC) transport
* JSON encoding over HTTP

* The smallest sending interval (cadence) supported is five seconds for a depth of 0. The minimum
cadence values for depth values greater than 0 depends on the size of the data being streamed out.
Configuring any cadences below the minimum value may result in undesirable system behavior.

* Telemetry supports up to five remote management receivers (destinations). Configuring more than
five remote receivers may result in undesirable system behavior.

* Telemetry can consume up to 20% of the CPU resource.

* Beginning with Cisco NX-OS Release 10.2(1q)F, Telemetry is supported on the N9K-C9332D-GX2B
platform switches.

Configuration Commands After Downgrading to an Older Release

After a downgrade to an older release, some configuration commands or command options can fail because
the older release may not support them. When downgrading to an older release, unconfigure and reconfigure
the telemetry feature after the new image comes up. This sequence avoids the failure of unsupported
commands or command options.

The following example shows this procedure:

* Copy the telemetry configuration to a file:
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switch# show running-config | section telemetry
feature telemetry
telemetry
destination-group 100
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB
use-chunking size 4096
sensor-group 100
path sys/bgp/inst/dom-default depth 0
subscription 600
dst-grp 100
snsr-grp 100 sample-interval 7000
switch# show running-config | section telemetry > telemetry running config
switch# show file bootflash:telemetry running config
feature telemetry
telemetry
destination-group 100
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB
use-chunking size 4096
sensor-group 100
path sys/bgp/inst/dom-default depth 0
subscription 600
dst-grp 100
snsr-grp 100 sample-interval 7000
switch#

» Execute the downgrade operation. When the image comes up and the switch is ready, copy the
telemetry configurations back to the switch.

switch# copy telemetry running config running-config echo-commands
“switch# config terminal’

“switch(config)# feature telemetry’

"switch(config) # telemetry’

"switch(config-telemetry)# destination-group 100°
“switch(conf-tm-dest)# ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB
“switch(conf-tm-dest) # sensor-group 100°

‘switch (conf-tm-sensor)# path sys/bgp/inst/dom-default depth 0°
“switch (conf-tm-sensor)# subscription 600°

“switch (conf-tm-sub)# dst-grp 100°

"switch(conf-tm-sub)# snsr-grp 100 sample-interval 7000°

‘switch (conf-tm-sub) # end’

Copy complete, now saving to disk (please wait)...

Copy complete.

switch#

gRPC Error Behavior

The switch client disables the connection to the gRPC receiver if the gRPC receiver sends 20 errors.
Unconfigure then reconfigure the receiver's IP address under the destination group to enable the gRPC
receiver. Errors include:

» The gRPC client sends the wrong certificate for secure connections.

* The gRPC receiver takes too long to handle client messages and incurs a timeout. Avoid timeouts by
processing messages using a separate message processing thread.
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Support for gRPC Chunking

Starting with Release 9.2(1), support for gRPC chunking has been added. For streaming to occur
successfully, you must enable chunking if gRPC has to send an amount of data greater than 12 MB to the
receiver.

The gRPC user must do the gRPC chunking. The gRPC client side does the fragmentation, and the gRPC
server side does the reassembly. Telemetry is still bound to memory and data can be dropped if the memory
size is more than the allowed limit of 12 MB for telemetry. In order to support chunking, use the telemetry
.proto file that is available at Cisco's GibLab, which has been updated for gRPC chunking, as described

in7 L AR arR—xr k&7 aEX, onpage 427.
The chunking size is from 64 through 4096 bytes.
Following shows a configuration example through the NX-API CLI:

feature telemetry
|
telemetry
destination-group 1
ip address 171.68.197.40 port 50051 protocol gRPC encoding GPB
use-chunking size 4096
destination-group 2
ip address 10.155.0.15 port 50001 protocol gRPC encoding GPB
use-chunking size 64
sensor-group 1
path sys/intf depth unbounded
sensor-group 2
path sys/intf depth unbounded
subscription 1
dst-grp 1
snsr-grp 1 sample-interval 10000
subscription 2
dst-grp 2
snsr-grp 2 sample-interval 15000

Following shows a configuration example through the NX-API REST:

{
"telemetryDestGrpOptChunking™: {

"attributes": {
"chunkSize": "2048",
"dn": "sys/tm/dest-1/chunking"

The following error message appears on systems that do not support gRPC chunking, such as the Cisco
MDS series switches:

MDS-9706-86 (conf-tm-dest) # use-chunking size 200
ERROR: Operation failed: [chunking support not available]

NX-API Sensor Path Limitations

NX-API can collect and stream switch information not yet in the DME using show commands. However,
using the NX-API instead of streaming data from the DME has inherent scale limitations as outlined:

* The switch backend dynamically processes NX-API calls such as show commands,
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* NX-API spawns several processes that can consume up to a maximum of 20% of the CPU.

* NX-API data translates from the CLI to XML to JSON.

The following is a suggested user flow to help limit excessive NX-API sensor path bandwidth consumption:

1. Check whether the show command has NX-API support. You can confirm whether NX-API supports
the command from the VSH with the pipe option: show <command> | json O show <command> |
json pretty.

)

Note Avoid commands that take the switch more than 30 seconds to return JSON output.

2. Refine the show command to include any filters or options.

* Avoid enumerating the same command for individual outputs; for example, show vlan id 100
, show vlan id 101, and so on. Instead, use the CLI range options; for example, show vlan id
100-110,204 , whenever possible to improve performance.

If only the summary or counter is needed, then avoid dumping a whole show command output
to limit the bandwidth and data storage that is required for data collection.

3. Configure telemetry with sensor groups that use NX-API as their data sources. Add the show
commands as sensor paths

4. Configure telemetry with a cadence of five times the processing time of the respective show command
to limit CPI usage.

5. Receive and process the streamed NX-API output as part of the existing DME collection.

Telemetry VRF Support

Telemetry VRF support allows you to specify a transport VRF, which means that the telemetry data stream
can egress through front-panel ports and avoid possible competition between SSH or NGINX control
sessions.

You can use the use-vrf vrf-name command to specify the transport VRF.
The following example specifies the transport VRF:

The following is an example of use-vrf as a POST payload:

"telemetryDestProfile": ({
"attributes": {
"adminSt": "enabled"
}I
"children": [
{
"telemetryDestOptVrf": {
"attributes": {
"name": "default"
}
}
}
]

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .



. Guidelines and Limitations

EFLEHETOSS5TEY T4 |

Certificate Trustpoint Support
Beginning in NX-OS release 10.1(1), the trustpoint keyword is added in the existing global level command.

The following is the command syntax:

switch (config-telemetry)# certificate ?

trustpoint specify trustpoint label

WORD .pem certificate filename (Max Size 256)
switch (config-telemetry)# certificate trustpoint

WORD trustpoint label name (Max Size 256)

switch (config-telemetry)# certificate trustpoint trustpointl ?
WORD Hostname associated with certificate (Max Size 256)
switch (config-telemetry) #certificate trustpoint trustpointl foo.test.google.fr

Destination Hostname Support
Beginning in NX-OS release 10.1(1), the host keyword is added in destination-group command.

The following is the example for the destination hostname support:

switch (config-telemetry)# destination-group 1
switch (conf-tm-dest)# 2

certificate Specify certificate

host Specify destination host

ip Set destination IPv4 address

ipv6 Set destination IPv6 address

switch (conf-tm-dest)# host ?
A.B.C.D|A:B::C:D|WORD 1IPv4 or IPv6 address or DNS name of destination
switch (conf-tm-dest) #

switch (conf-tm-dest)# host abc port 11111 2

protocol Set transport protocol

switch (conf-tm-dest)# host abc port 11111 protocol ?

HTTP

UDP

gRPC

switch (conf-tm-dest)# host abc port 11111 protocol gRPC ?

encoding Set encoding format

switch (conf-tm-dest)# host abc port 11111 protocol gRPC encoding ?

Form-data Set encoding to Form-data only
GPB Set encoding to GPB only
GPB-compact Set encoding to Compact-GPB only
JSON Set encoding to JSON

XML Set encoding to XML

switch (conf-tm-dest)# host ip address 1.1.1.1 port 2222 protocol HTTP encoding JSON
<CR>
Support for Node ID

Beginning in NX-OS release 10.1(1), you can configure a custom Node ID string for a telemetry receiver
through the use-nodeid command. By default, the host name is used, but support for a node ID enables
you to set or change the identifier for the node id str of the telemetry receiver data.

You can assign the node ID through the telemetry destination profile, by using the usenode-id command.
This command is optional.

The following example shows configuring the node ID.
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switch (config) # telemetry

switch (config-telemetry)# destination-profile

switch (conf-tm-dest-profile)# use-nodeid test-srvr-10
switch (conf-tm-dest-profile) #

The following example shows a telemetry notification on the receiver after the node ID is configured.

Telemetry receiver:

node id str: "test-srvr-10"
subscription_id str: "1"

encoding path: "sys/ch/psuslot-1/psu"
collection id: 3896

msg_timestamp: 1559669946501

Use the use-nodeid sub-command under the host command. The destination level use-nodeid configuration
preceeds the global level configuration.

The following example shows the command syntax:

switch (config-telemetry)# destination-group 1

switch (conf-tm-dest)# host 172.19.216.78 port 18112 protocol http enc Jjson
switch (conf-tm-dest-host) # use-nodeid ?

WORD Node ID (Max Size 128)

switch (conf-tm-dest-host)# use-nodeid session 1:18112

The following example shows the output from the Telemetry receiver:

>> Message size 923
Telemetry msg received @ 23:41:38 UTC
Msg Size: 11

node id str : session 1:18112
collection id : 3118

data_ source : DME

encoding path : sys/ch/psuslot-1/psu
collection start time : 1598485314721
collection end time : 1598485314721
data :

Support for Streaming of YANG Models

Beginning in NX-OS release 9.2(1), telemetry supports the YANG ("Yet Another Next Generation") data
modeling language. Telemetry supports data streaming for both device YANG and OpenConfig YANG.

For more information on the YANG data modeling language, see - 7 7 A k7 27 F ¥ OHEE and
RESTCONF =— 3 = > |,

Support for Proxy

Beginning in NX-OS release 10.1(1), the proxy command is included in the host command. The following
is the command syntax:

switch (config-telemetry)# destination-group 1
switch (conf-tm-dest)# host 172.19.216.78 port 18112 protocol http enc Json
switch (conf-tm-dest-host) # proxy ?
A.B.C.D|A:B::C:D|WORD IPv4 or IPv6 address or DNS name of proxy server
<1-65535> Proxy port number, Default value is 8080
username Set proxy authentication username
password Set proxy authentication password
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gRPC Asynchronous Mode

The gRPC asynchronous mode is available only under the host command. In normal stream condition,
this mode allows the receivers to stream data in mdtDialout call without exiting or receiving WriteDone()
call.

The following is the command syntax:

nxosv-1(config-telemetry)# destination-group 1
nxosv-1(conf-tm-dest)# host 172.22.244.130 port 50007 ?
nxosv-1(conf-tm-dest-host) # grpc-async ?

CUZFERLI=-TLA RN DEK

NX-OSCLI ZERALE=TL XA L) OFERL
WOFIATIE, APV —=I T FTLAMNIEFZL, T—% A MU —LD%EET LBl
PR LET, ZHHOFENEICIE, SSL/TLSFFHEE GPB = a—F 4 7 2 /80T L THE
KT B4 T arOFRIELEENTWET,
1R BRI
AA »F X, CiscoNX-0S U U —Z 7305 LAED Y V=R & FLTL TWARENRH D £7,

FIEDHE

1. (f£:7) openssl argument

2. configure terminal

3. feature telemetry

4. feature nxapi

5. nxapi use-vrf management

6. telemetry

7 (f£%&) certificate certificate path host URL

8. (EE) M7 AR— K VRFZIEET D0, gRPC b7 VAR — DT LA NV JEME%
A LET,

9. sensor-group sgrp_id

10. (f£E) data-source data-source-type

11. path sensor_path depth unbounded ([filter-condition filter] [alias path_alias]

12. destination-group dgrp_id

13. ({EE) ipaddress ip_address port port protocol procedural-protocol encoding
encoding-protocol

14. (L&) ipv6 address ipv6_address port port protocol procedural-protocol encoding
encoding-protocol

15. ip_version address ip address port portnum
16. (&) use-chunkingsize chunking_size
17.  subscription sub_id
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18. snsr-grp sgrp_id sample-interval interval
19. dst-grp dgrp id
F gD F¥H
ARV KRFERETIVaY B#)
ATy T (f£&) openssl argument T — % &5 B —/3— _EIZ SSL F£ 721X TLS Gt
Bl - HELZEKRLET, 22T, private.key 77 A
o ) ) JVIIME X —TH Y, public.crt [TAHF—T
RO LD IRFFEDGI AR LT, SSL/TLS Rt | 4
ErRAERLET,
« RSA B % —Z4ER 7 5 121X openssl genrsa
-cipher -out filenamekey cipher-bit-length
il
switch# openssl genrsa -des3 -out server.key|
2048
* RSA F—Z1ERd %1213 : openssl rsa -in
filename.key -out filename.key
il
switch# openssl rsa -in server.key -out
server.key
o ABHF—FE T IIWE X — & B ORERE K
T 5T, ROFNEEFEAT L ET : opensslreq
-encoding-standard filename.key filename.csr -new
-new  -out  -subj '/CN=localhost’
il
switch# openssl req -sha256 -new -key
server.key -out server.csr
-subj '/CN=localhost'
« ABHF—ZERCT 51213« openssl X509 -req
-encoding-standard -days timeframe -in
filename.csr -signkey filenamekey -out
filename.csr
il
switch# openssl x509 -req -sha256 -days 365
-in server.csr -signkey server.key
-out server.crt
R w72 |configure terminal Ja— T — REBtE LET,

1 -

switch# configure terminal
switch (config) #
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ARV FFEREETIVa Yy

S

AFw 73 |feature telemetry ARN)—=v7 T A NUSREEZAICLET,
AFw 74 |feature nxapi NX-API ZHEZ LET,
AFw 7F5 | nxapiuse-vrf management NX-APL#E(EIZfEH 95 VREEEZ G LT,
11 - (GE) ACLIZFR Y NAX v 7Ny DI %
switch (config) # TANVEMETE S50, 102 3) F
switch(config)# nxapi use-vrf management RN . NNERN BT 5
switch (config) # J: D FL'JO) U U Xffi/}/—(@ﬁ%@%k%
NERINET :
Mgt . fERk S EACL X, HTTP
P —ERATIFEII D ¥ A,
iptables #fFHH L CT7 7 B A&ZHIR L T
TEEW]
G¥) 10.2(3)F LAR%E, ACL L, EEEvrfIZE(R
95 netstack /X7 v & kstack /X7
NOWHFETZ 4 NF ) T TEET,
WOBEMROELENFIRENET
[ JER5 P VRE THERL S 1172 ACL
IX. #® VRF ® HTTP %— b 2 Tl3f
72 FHA
AFwv 6 |telemetry AR =7 TV AN OEE— RICZAD F
1 EE
switch (config) # telemetry
switch (config-telemetry) #
ATvT1 (f£&) certificate certificate path host URL BEA7 > SSL/TLS GERHEZfEH L 9,
1) : EOR 7 /31 ZDE4, fEHEL A X L /31 SUP I
switch (config-telemetry) # certificate = Eowjaé %\g7ﬁ »HY i‘g_o
/bootflash/server.key localhost
ATvT8 (EE) FT7 U AR—FVRFZIEET S, gRPC| -« destination-profile =~ > K& A/ LT, 57

N7 U AR—=bDT LA MY EREEZANCLUET,
B -

switch (config-telemetry)# destination-profile
switch (conf-tm-dest-profile) # use-vrf default
switch (conf-tm-dest-profile)# use-compression
gzip

switch (conf-tm-dest-profile) # use-retry size 10
switch (conf-tm-dest-profile) # source-interface
loopbackl

VOGRS TT e T7 s A NV ERELET,
s RDaA< REEETANILET,
o use-vrf vrf THERLSE VRF 248 E L £,

« use-compression gzip = L C, Bkl
DEMFIEERE L ET,

- use-retry size size ZffEH LT, HEHER
ITOFEMEREELES, it Ny 77
A X1E 10~1500 A T34 R T,
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AT REEEFETIVa Y E]:p]
« source-interface interface-namei®. #ak X
NizA L A =T 2 A ANLIEETIP T R
VA ERRROBRICIC T — X B AN —I
JLET,
GE) use-vrf 2~ KA L=k, H LW

VRF WIZHT LWEEREEIP T N LA %24
T BHHERHY ET, 2770, B
e AR L CHERR T D Z ki &
D, [RUERHIPT FLAZFHAT
XFET, ZOTIsVaIcky, TUL
A RY F—23H LWWVRF T [A U2
GEHIPT RLAIZA R —I v 7 &N

£7,

AT 79 |sensor-group sgrp_id IDsrgp_id & ot v — 7 —T 2Bk L, &
- P— TN —THERE— FERB L ET,
sw%tch(config—telemetry)# sensor-group 100 BT, HFEo IDEOLYR— RSN TCWET,
switch (conf-tm-sensor) # ffl/ffb— 5fjv__;f7§ci\ f%l/yf h U L/ﬂfh_}‘g)qf

=XV TR ) — REERELET,

ATy 710 | (f£&) data-source data-source-type T = AEERLET, T—F V—ALLT

_ YANG, DME F 7213 NX-API DWWz @)l L
i
. . £
switch(config-telemetry)# data-source NX-API
GE) DME X7 74/ DT —% ) —AT
—g—o
AT w71 |path sensor_path depth unbounded ZZTCORIRRL EIX, MO FERNSRA TV x

[filter-condition filter] [alias path_alias]
11
« DA~ RiX, NX-API Tid72<, DME &

721X YANG ([ & ihvE T
switch (conf-tm-sensor) # path
sys/bd/bd-[v1an-100] depth 0
filter-condition eq(l12BD.operSt,
UTOWXEHERL, SREX—2D7 1 L&
V> 7 %M LT, operSt 7% up 7° 5 down
WCEE LI ZIZDH N T—F 5 L9l
F9, MO BEL L THIEH L EH A,
switch (conf-tm-sensor) # path
sys/bd/bd-[v1an-100] depth 0

filter-condition
and (updated (12BD.operSt) ,eq(12BD.operSt, "down") )

"down")

7 b (MO) Z&E0HHZLEEMWLET, Lo
T, POLLT LA FY 2 MU —LDEE, FDI/RA
L EVENT @3 _TDOF MO 3+ MO TiThhn =%

BaliGL£7,
GE) ZHuE, T —ZEEIC DME /N AIZD
A SNET,

oY — S —Ick o — 2 EFBMLET,

* Cisco NX-0S 9.3(5) U U —ALIFETIZ, alias
F—U— RBREAINTWET,

o depth % E T, P — SZ2OEHFL L%
FBE L £7, 0-32, unbounded D G EMN
PAR—FSINTWET,
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UTR D A Z KR4 H121d, RO 2 il
MALES,

switch (conf-tm-sensor)# path
sys/ch/ftslot-1/ft alias ft 1

WD a< Rk, DME Ti372< . NX-API ¥
721X YANG I S nvE T -

switch (conf-tm-sensor)# path "show interface"
depth 0

WD a~<r Kk, T34 A YANG ([Z#Ef Sh
F9

switch (conf-tm-sensor) # path
Cisco-NX-0S-device:System/bgp-items/inst-items|

WDz~ K%, OpenConfig YANG (Zji ] &
NET

switch (conf-tm-sensor)# path
openconfig-bgp:bgp

switch (conf-tm-sensor)# path
Cisco-NX-0OS-device:System/bgp-items/inst-items|
alias bgp_alias

e RO~ Fid, NX-APLICEHA SN ET -

switch (conf-tm-sensor)# path "show interface"
depth 0 alias sh_int alias

« D=2 RiL, OpenConfigZiH X Ed :

switch (conf-tm-sensor)# path
openconfig-bgp:bgp alias oc_bgp alias

J CiscoNexus 9000 & ') —X NX-08 TR S<YEY T4 4 K,

GE) depth0 7 7 # /L h DIERSTT,

NX-API X—Z2 D& P — R AL,
depth0 DA ZEFEHATXE T,

A S MUED AR T A7 F
AT ENTVWEEA, EXIT0 &
N R LOREYR—FLE
T, TOMOEIX 0 & L THbi
e

o I 3 o filter-condition /85 X — X ZIEE
LT, ARV IR—ZDOYTR7 ) 7 g
DEEED T 4 VE EVERRTE F97,

WEENR—AD T 4 VE DS 7 4 L2 AL
UL, RENEB L LI L& &, FRESh-IREE
TANY MRRELIZEEOMFEZRLET,
2% Y| eq(l2Bd.operSt, ""down’") ™ DN
sys/bd/bd-[vlan] ® 7 ¢ L% ZfE1%. operSt 2328
a7 & &, B WoperSt A3 down TH %
ICDNO T u /T REF Iz & & (VLAN
NENE | down T & % [#1Z no shutdown =2~ >
RBFITEINTEHZERE) NI T—3E
R

GE) query-condition /X7 X — % — DME
DA, DNIZHESNT, RO
TMOTL B L O —K7 — & %

7 = v FF 57291 query-condition
WNIA—ZERETEET, 7
U A

lrsp-foreign-subtree=ephemeral | .

* YANG T /VDOEE, B — RADT 4 —
~ b module_name: YANG_path ¢,
module_name IZ YANG £5 /v 7 7 A L D4 Hi
T, WITHlZRLET,

« T34 A2 YANG DA -
Cisco-NX-OS-device:System/bgp-items/inst-items
* OpenConfig YANG D4 :
openconfig-bgp:bgp
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Nx-0s el 2 A L7 L+ ko ]

ARV FFEREETIVa Yy

E:)

GE) depth, filter-condition, ¥ X
query-condition /X7 A —# (X, Bl
£ YANG TV HR— I T E

A,

openconfig YANG &7 /L DA 1T,
https://github.com/YangModels/yang/tree/master/
vendor/cisco/nx ([ZRBEN LT, f&HY U —ADiHE
Y7 3y VA IZBEN L ET,

FNEDETNEA A M—=NLTHRDVIC, T
~T? OpenConfig &7 /L % & Tp openconfig-all
RPM %A VA h—/)LT&E9, /Xy FRPMD
A VA R —)VOFEAIZ OV TIX, Bash 72 H D
Xy F RPM DB (34 *X—) #HM LT
<TEEW,

WA R LE T,

install add
mitx-openconfig-bgp-1.0.000-7.0.3.1HD8.1.lib32_N9000.rpm
activate
Z 5w 712 |destination-group dgrp_id P 7N — T AERC LT e 7V — TRk
%l - E— NEBBLET,
switch (conf-tm-sensor)# destination-group 100 HAE, dgrp_idi. BEOIDBEOIHZY R — LT
switch (conf-tm-dest) # -
WET,
ATw 713 | ({£EE) ipaddress ip address port port protocol | =2 2— REN=T LA R F—H %2%(51 5 IPvd
procedural-protocol encoding  encoding-protocol IP7 RLARLEFR—FERELET,
Bl GE) gRPCIZF 7 4V b D b T v AR— |
switch (conf-tm-sensor)# ip address 171.70.55.69 2= =V 2 G
port 50001 protocol gRPC encoding GPB . \
switch (conf-tm-sensor)# ip address 171.70.55.69 GPBRTF 7NV DO a—F 47
port 50007 protocol HTTP encoding JSON <3
switch (conf-tm-sensor)# ip address 171.70.55.69
port 50009 protocol UDP encoding JSON
ATy 714 | ({EE) ipv6address ipv6 address port port Tra— RSN T VAN T—H%%ET 5 1Pv6
protocol procedural-protocol encoding IP7 FLALER— 2B ELET,
encoding-protocol . . - .
G¥) gRPCIZT 7 AN D N T AR— |k
i A= 3 =V 2 G
switch (conf-tm-sensor)# ipvé address 10:10::1

port 8000 protocol gRPC
switch (conf-tm-sensor) #
port 8001 protocol HTTP encoding JSON

switch (conf-tm-sensor)# ipvé address 10:10::1
port 8002 protocol UDP encoding JSON

encoding GPB
ipvé address 10:10::1

GPBRT 74V DO a—F 47
‘/C“TO
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X5 w15 |ip_version address ip address port portnum RIEF—FOPEEE a7 A NVEER LEST, =
i - Z Tip.verson i, ip (IPv4 OLA) F721d ipve
(IPv6 DIFE) DWF LT,
« IPv4 DA - . .
switch (conf-tm-dest)# ip address 1.2.3.4 port] il’?,é‘;ﬁfcﬁ'ﬁﬁ/l/*‘?ﬁ>‘ﬁ‘717w? Zva /&\— U {7 éﬂ
50003 TWABEE, TLA R =X, ZoTa7y
ANTHESN TS IP T KL R ER— MIXEE
« IPv6 DFE - ST
switch (conf-tm-dest)# ipv6é address 10:10::1
port 8000
ATw 716 | ({E&) use-chunkingsize chunking_size gRPC F ¥ 7 AL T, Fx 7 A4 X%
1 - 64~4096 /XA MIFRE L E T, FEMIZOWTIE,
,;M imedesty s _— e 64 [eRPCTF ¥ > 7 DHAHR—K] ®7 a2 L
SW1tC conr—-tm-aes use-chunking size >
TLTEEW,

Z 5 717 |subscription sub_id D &FfoY T2 Y Fary ) — ek, ¥
il - TAZ YT a AELE— REIAL £
switch (conf-tm-dest)# subscription 100 BAE, sub idiE. BFOIDEOLEYR—F LT
switch (conf-tm-sub) # U‘jﬁ?f -

GE) DNIZH T AT T4 T T DH5EH1E, A
YV EMRHEFEIZA N =T &b K
912, #® DN 75 REST Zf#i [ L T
DME THAR— FZNTWENE I NE
N

AT w718 |snsr-grp sgrp_id sample-interval interval IDsgrp idDE v — ZN—THBEDY T A7 )
i - Tra ATV LT, T20H 7Y v IR
switch (conf-tm-sub) # snsr-grp 100 sample-intervall (i Y %9@{1) %Eﬁﬁ;bij«o

15000 FRROMER 0 DIE . ARy b R—=2ADHT RV
U7y a ryBMERREh, TLA RN F—21%, 15
EENTZMO TOEFRHZIOAEEFESNE T, 00X
DRKREWERBEDSEE, TV A M) T—2 B3 8E
ST IR CEMIBICEE SO BEIZ W7
AT VT a UMERSNET, & AR, MRE
2315000 DA, TLA MY T=HIX15H T LI
EEINET,
AT w19 |dst-grp dgrp_id IDdgrp_id & Ff okt e/ V— 7% Z OV T A7 Y

1 -

switch (conf-tm-sub) # dst-grp 100

Facy s LET,
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YANG /AR DHEE DR TE

YANG N ADHET, Gt A PN —I V7RIV L ELTHXLERHY £, GitA MY —
SUTEEM EBEENIE LR SN T RWES, TV A M) T—FOIUEIZA R —I 7
MLV bR M BZENHY £,

e T L AN F—=ENZEMM~DA RN = 7L bHE EBIND -0, Brrllii- &

N5HF¥ 2—,

vane iz osEE0EE |

ZOANRWMTIE, RO Z R 97,

cHAEDHREN» O TIXRWVWEWT LA N FS—4&,

BRFA MY = TR LD B REVMEIZHE 2Rk L £7,

FIEDHE
1. show telemetry control database sensor-groups
2. sensor group number
3. subscription number
4. snsr-grp number sample-interval milliseconds
5. show system resources
FIEDEEH
ATV bERETIVa Y B#Y
R Fw 71 | show telemetry control database sensor-groups EEHANY —I R RE L E T,

1

switch# show telemetry control database

sensor-groups
Sensor Group Database size = 2

Row ID Sensor Group ID Sensor

Group type

Sampling interval (ms) Linked subscriptions SubID|

1 2 Timer
5000 /Running 1

Collection Time in ms (Cur/Min/Max) :

2444/2294/2460

Encoding Time in ms (Cur/Min/Max) :
Transport Time in ms (Cur/Min/Max) :
Streaming Time in ms (Cur/Min/Max) :
2515/2356/28403

Collection Statistics:

collection id dropped =0

last collection id dropped = 0

drop count =0
2 1 Timer

5000 /Running 1

Collection Time in ms (Cur/Min/Max) :

Encoding Time in ms (Cur/Min/Max) :

/YRANG
1
56/55/57
0/0/1
/YANG
1
144/142/1471
0/0/1

AHA N =V TEENIL, KB V— I —T D
il %= DEAED A Y — I JRERIOAFH T, ffx
DARNY = ZHRRIEL, S UBEMOA FY —3
V7R (Cur) IZFRRENET, ZoFITIE, A
HA R —3I 7T 2.664 7 (2515 3 U R+ 149
UM T,

R ShilELZ v P — TN —TDORFA MY —
IR E R L E T,

BTV AR TR R SNE T, ZORITIE,
GRtA U= 7R (2.664 1) BT AT A
(T 74/ hD5.000F) L0 bEWZH, BHEIX
ELERENTOET,
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Transport Time in ms (Cur/Min/Max): 0/0/0
Streaming Time in ms (Cur/Min/Max): 149/147/23548

Collection Statistics:

collection_ id dropped =0
last collection id dropped = 0
drop_count =0
switch#
telemetry

destination-group 1
ip address 192.0.2.1 port 9000 protocol HTTP
encoding JSON
sensor-group 1
data-source YANG
path /Cisco-NX-0S-device:System/procsys-items
depth unbounded
sensor-group 2
data-source YANG
path
/Cisco-NX-OS-device:System/intf-items/phys-items
depth unbounded
subscription 1
dst-grp 1
snsr-grp 1 sample-interval 5000
snsr-grp 2 sample-interval 5000

R T 72| sensor group number HFFANY = U IREE DN E OBEL EOE | M
Bl - fRaE Loy b= V=72 AN LET,
switch (config-telemetry)# sensor groupl

AT 7 3 | subscription number oY — I N—T DY TR ) T a o ERELE
1 - kR
switch (conf-tm-sensor)# subscription 100

R T 7 4 |snsr-grp number sample-interval milliseconds WY e L — T N—F oW T, RS
Bl - BEFA R =B E D RS VEICEE L E
switch (conf-tm-sub) # snsr-grp number R
sample-interval 5000 ZOFITIE, TR 5.000 ISR E SHT

WET, ZHUE, 2664 BOEFEA MY —I T
ML bEW=D, H2hTT,
A 7 5 | show system resources CPUDHE AR ZfEFE L T 7230y,

1

switch# show system resources

Load average: 1 minute: 0.38 5 minutes: 0.43
15 minutes: 0.43
Processes: 555 total, 3 running
CPU states 24.17% user, 4.32% kernel,
71.50% idle
CPUO states: 0.00% user, 2.12% kernel,
97.87% idle
CPUl states: 86.00% user, 11.00%

ZOFNCTRT X 91T, CPU—H —IRAEAS B M
RERLTODGE, HEEA N —I V7 ENE
LR INTWERA, ZOFRIREZHEY KL T,
BEAZIELSRELET,
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AU RFERETIVa Y

B8

kernel, 3.00% idle

98.97% idle

Memory usage: 16400084K total,
10538432K free

Current memory status: OK

CPU2 states: 8.08% user, 3.03% kernel,
88.88% idle
CPU3 states: 0.00% user, 1.02% kernel,

5861652K used,

CLUZFERLE=TLA Y DB

WOFEIATIE, GPBZra—F 4 7 %2FEHALTCIOBDY XATH—~DT L X ) DME A
Y — A ERERT B HFECOWTHALET,

switch# configure terminal

switch (config)# feature telemetry

switch (config) # telemetry

switch (config-telemetry)# destination-group 1

switch (config-tm-dest)# ip address 171.70.59.62 port 50051 protocol gRPC encoding GPB
switch (config-tm-dest) # exit

switch (config-telemetry)# sensor group sgl

switch (config-tm-sensor)# data-source DME

switch(config-tm-dest)# path interface depth unbounded query-condition keep-data-type
switch (config-tm-dest) # subscription 1

switch (config-tm-dest)# dst-grp 1

switch (config-tm-dest)# snsr grp 1 sample interval 10000

ZOHFITIE, sys/bgp /b— K MO OF — & Z4i5E 1P 1.2.3.4 78— |k 50003 |2 5 7P T LA b
V=075 T 2707y a v EERLET,

switch (config) # telemetry

config-telemetry)# sensor-group 100
conf-tm-sensor) # path sys/bgp depth 0
conf-tm-sensor) # destination-group 100
conf-tm-dest) # ip address 1.2.3.4 port 50003
conf-tm-dest) # subscription 100

conf-tm-sub) # snsr-grp 100 sample-interval 5000
conf-tm-sub) # dst-grp 100

switch
switch
switch
switch
switch
switch
switch

WIZ, sys/intf DT —X % 5T L1, %685 1P 1.2.3.4 K — K 50003 [IZA U —I 7 L,
test.pem ZHEA L THIESN/ZGPB Ly a—FT 4 V7 HHALTA M) — 2 2B 5{kT 5
T2 )T g OIEEBIE R LET,

switch(config) # telemetry

switch (config-telemetry)# certificate /bootflash/test.pem foo.test.google.fr
switch (conf-tm-telemetry)# destination-group 100

switch (conf-tm-dest)# ip address 1.2.3.4 port 50003 protocol gRPC encoding GPB
switch (config-dest)# sensor-group 100

switch (conf-tm-sensor)# path sys/bgp depth 0

switch (conf-tm-sensor) # subscription 100

switch (conf-tm-sub)# snsr-grp 100 sample-interval 5000

switch (conf-tm-sub) # dst-grp 100
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ZOHITIX, sys/cdp DT — X G TP 1.2.3.4 78—k 50004 (2 15V LA MY —3 >
TIHYT AN T g CERERLET,

switch (config) # telemetry

switch(config-telemetry)# sensor-group 100
switch (conf-tm-sensor)# path sys/cdp depth 0

switch
switch

conf-tm-sensor) # destination-group 100
conf-tm-dest) # ip address 1.2.3.4 port 50004

switch (conf-tm-dest) # subscription 100
switch (conf-tm-sub)# snsr-grp 100 sample-interval 15000

(
(
(
(
(
(
(
(

switch (conf-tm-sub) # dst-grp

100

ZOFITIR, 7150 T i show 2~ R T —H DI ATV AR—ADal 7 v a rEfERL

£7,

switch (config) # telemetry

switch (config-telemetry)# destination-group 1
switch (conf-tm-dest)# ip address 172.27.247.72 port 60001 protocol gRPC encoding GPB
switch (conf-tm-dest)# sensor-group 1

switch (conf-tm-sensor) #

switch (conf-tm-sub) # dst-grp 1

subscription 1

(

(

(

(
switch (conf-tm-sensor# data-source NX-API
switch (conf-tm-sensor) # path "show system resources" depth 0
switch (conf-tm-sensor)# path "show version" depth 0
switch (conf-tm-sensor) # path "show environment power" depth 0
switch (conf-tm-sensor) # path "show environment fan" depth 0
switch (conf-tm-sensor)# path "show environment temperature" depth 0
switch (conf-tm-sensor)# path "show process cpu" depth 0
switch (conf-tm-sensor)# path "show nve peers" depth 0
switch (conf-tm-sensor)# path "show nve vni" depth 0
switch (conf-tm-sensor)# path "show nve vni 4002 counters" depth 0
switch (conf-tm-sensor)# path "show int nve 1 counters" depth 0
switch (conf-tm-sensor) # path "show policy-map vlan" depth 0
switch (conf-tm-sensor) # path "show ip access-list test" depth 0
switch (conf-tm-sensor)# path "show system internal access-list resource utilization"
depth 0

(

(

(

switch (conf-tm-dest)# snsr-grp 1 sample-interval 750000

ZOWITIE, sys/fm DA R b R=ZADHP T A7 Y T a L EERLET, sys/fm MO (228
ERHDGEICOH, T — X T8k

switch
switch
switch

config) # telemetry

switch
switch

A MY =7 &ENnET,

config-telemetry)# sensor-group 100
conf-tm-sensor) # path sys/fm depth 0
conf-tm-sensor) # destination-group 100

conf-tm-dest) # ip address 1.2.3.4 port 50005
conf-tm-dest) # subscription 100
conf-tm-sub) # snsr-grp 100 sample-interval 0
conf-tm-sub) # dst-grp 100

switch
switch
switch

BEFIC, YU TAMREAEE TS Z LT, B — =T E BB A DA R R
R EFLTED, AR N R=ANGEFERAR—RZER L) TEET, ZOFITIE,
oY — SNA—THEOFNSHHER—RZEELET, kOa~vw Kok, TLA RN T
TV =2 a T T I LT sys/fm T — X OGS ~DA N Y — U EBB L9,
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switch (config) # telemetry
switch (config-telemetry)# subscription 100
switch (conf-tm-sub) # snsr-grp 100 sample-interval 7000

WO Y — T N—TF LGk |1 DOV T A7 ) P g 02 vy TEXET, 2o
TRV a i, A—FXy N BR—=F1/1DOF—X% 45D RIp AR 10 T &1
ARM)—=I T LET,

switch (config) # telemetry

switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor)# path sys/intf/phys-[ethl/1] depth 0
switch (conf-tm-sensor)# destination-group 100
switch(conf-tm-dest)# ip address 1.2.3.4 port 50004

switch (conf-tm-dest)# ip address 1.2.3.4 port 50005

switch (conf-tm-sensor)# destination-group 200

switch (conf-tm-dest)# ip address 5.6.7.8 port 50001 protocol HTTP encoding JSON
switch (conf-tm-dest)# ip address 1.4.8.2 port 60003

switch (conf-tm-dest) # subscription 100

switch (conf-tm-sub) # snsr-grp 100 sample-interval 10000
switch (conf-tm-sub) # dst-grp 100

switch (conf-tm-sub)# dst-grp 200

WIZ, B — T N—T DA %G, Bkl /7 NV—T 180T e 7 A V&
G, YT R7 ) Foa v EEEOR Y — SV —F L5 S —TF ) 7 TE B R FOR
L7,

switch(config)# telemetry

switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor) # path sys/intf/phys-[ethl/1] depth 0
switch (conf-tm-sensor)# path sys/epId-1 depth 0

switch (conf-tm-sensor)# path sys/bgp/inst/dom-default depth 0

switch (config-telemetry)# sensor-group 200
switch (conf-tm-sensor)# path sys/cdp depth 0
switch (conf-tm-sensor)# path sys/ipv4 depth 0

switch(config-telemetry)# sensor-group 300
switch (conf-tm-sensor) # path sys/fm depth 0
switch (conf-tm-sensor) # path sys/bgp depth 0

switch (conf-tm-sensor)# destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest)# ip address 4.3.2.5 port 50005

switch (conf-tm-dest)# destination-group 200
switch (conf-tm-dest)# ip address 5.6.7.8 port 50001

switch (conf-tm-dest)# destination-group 300
switch (conf-tm-dest)# ip address 1.2.3.4 port 60003

switch (conf-tm-dest) # subscription 600

switch (conf-tm-sub)# snsr-grp 100 sample-interval 7000
switch (conf-tm-sub) # snsr-grp 200 sample-interval 20000
switch (conf-tm-sub)# dst-grp 100

switch (conf-tm-sub) # dst-grp 200

switch (conf-tm-dest) # subscription 900
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switch (conf-tm-sub)# snsr-grp 200 sample-interval 7000
switch (conf-tm-sub)# snsr-grp 300 sample-interval 0
switch (conf-tm-sub) # dst-grp 100

switch (conf-tm-sub)# dst-grp 300

ZOFENZRT XL 912, show running-config telemetry =2~ > &M H L CTT L A~ UMk %
RTEET,

switch (config) # telemetry

switch (config-telemetry)# destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50003
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest) # end

switch# show run telemetry

!Command: show running-config telemetry
!Time: Thu Oct 13 21:10:12 2016

version 7.0(3)I5(1)
feature telemetry

telemetry

destination-group 100

ip address 1.2.3.4 port 50003 protocol gRPC encoding GPB
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB

ZOBENZRT L D12, use-vrf 2~ R & use-compression gzip =~ > K& LT, gRPC ®
N7 AR—=RMVRF &7 LA N F—HEREEIBETCEET,

switch (config)# telemetry
switch (config-telemetry)# destination-profile
switch (conf-tm-dest-profile)# use-vrf default
switch (conf-tm-dest-profile)# use-compression gzip
switch (conf-tm-dest-profile)# sensor-group 1
switch (conf-tm-sensor)# path sys/bgp depth unbounded
switch (conf-tm-sensor) # destination-group 1
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest)# subscription 1
switch (conf-tm-sub)# dst-grp 1

(

switch (conf-tm-sub)# snsr-grp 1 sample-interval 10000

T LA R DIERERERIRDERT

D NX-OS CLIshow 2~ > R&EEHA LT, 7L X U O, HeHE#H, =7 —, BXIO
tyvalERERRLET,

show telemetry yang direct-path cisco-nxos-device

ZToawy RiE, oA E Y LT p—< AN ET A X Y ICET L 2 — FENT7 YANG
INAERRFILET,

switch# show telemetry yang direct-path cisco-nxos-device
) Cisco-NX-0OS-device:System/lldp-items
2) Cisco-NX-0OS-device:System/acl-items
3) Cisco-NX-0OS-device:System/mac-items
4) Cisco-NX-0OS-device:System/intf-items
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Cisco-NX-0S-device:System/procsys—-items/sysload-items
Cisco-NX-0OS-device:System/ospf-items
Cisco-NX-0S-device:System/procsys—items
Cisco-NX-0S-device:System/ipgos—-items/queuing-items/policy-items/out-items
Cisco-NX-0S-device:System/mac-items/static-items

Cisco-NX-0S-device:System/ch-items

Cisco-NX-0S-device:System/cdp-items

Cisco-NX-0S-device:System/bd-items

Cisco-NX-0S-device:System/eps—items

Cisco-NX-0OS-device:System/ipv6-items

P P WO oo Jou,

= o
SWN RO - —— — —

show telemetry control database

WIZ, TV AR ORERRE L CWAERET —FX—2Da<vy RERRLET,

switch# show telemetry control database ?

<CR>

> Redirect it to a file

>> Redirect it to a file in append mode
destination-groups Show destination-groups

destinations Show destinations

sensor-groups Show sensor-groups

sensor-paths Show sensor-paths

subscriptions Show subscriptions

| Pipe command output to filter

switch# show telemetry control database

Subscription Database size =1

Subscription ID Data Collector Type

100 DME NX-API

Sensor Group Database size =1

Sensor Group ID Sensor Group type Sampling interval (ms) Linked subscriptions
100 Timer 10000 (Running) 1

Sensor Path Database size =1

Subscribed Query Filter Linked Groups Sec Groups Retrieve level Sensor Path

100 1

Destination Database size = 2

Dst IP Addr Dst Port Encoding Transport Count
192.168.20.111 12345 JSON HTTP 1
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192.168.20.123 50001 GPB gRPC 1

show telemetry control database sensor-paths
Zoa~wry NI, 7VAMIREDOE Y —NAOFMEFRRLET, ZHUlE, =ra—
Fyr T ME, FTUAR—b, BEXOA NI =7 Oh U EANEGENET,

switch (conf-tm-sub)# show telemetry control database sensor-paths
Sensor Path Database size = 4

Row ID Subscribed Linked Groups Sec Groups Retrieve level Path(GroupId) : Query
Filter

1 No 1 0 Full sys/cdp (1) : NA : NA

GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 65785/65785/65785
Collection Time in ms (Cur/Min/Max): 10/10/55

Encoding Time in ms (Cur/Min/Max): 8/8/9

Transport Time in ms (Cur/Min/Max): 0/0/0

Streaming Time in ms (Cur/Min/Max): 18/18/65

2 No 1 0 Self show module(2) : NA :
NA

GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 1107/1106/1107

Collection Time in ms (Cur/Min/Max): 603/603/802

Encoding Time in ms (Cur/Min/Max): 0/0/0

Transport Time in ms (Cur/Min/Max): 0/0/1

Streaming Time in ms (Cur/Min/Max): 605/605/803

3 No 1 0 Full sys/bgp(l) : NA : NA
GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0

Collection Time in ms (Cur/Min/Max): 0/0/44

Encoding Time in ms (Cur/Min/Max): 0/0/0

Transport Time in ms (Cur/Min/Max): 0/0/0

Streaming Time in ms (Cur/Min/Max): 1/1/44

4 No 1 0 Self show version(2) : NA :
NA

GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 2442/2441/2442

Collection Time in ms (Cur/Min/Max): 1703/1703/1903

Encoding Time in ms (Cur/Min/Max): 0/0/0

Transport Time in ms (Cur/Min/Max): 0/0/0

Streaming Time in ms (Cur/Min/Max): 1703/1703/1904

switch (conf-tm-sub) #

show telemetry control stats

Zoawy RE, TUA RN OERIZCOWTONERT — X X—2ADfF 2R~ LET,

switch# show telemetry control stats
show telemetry control stats entered

Chunk allocation failures 0
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Sensor path Database chunk creation failures

Sensor Group Database chunk creation failures
Destination Database chunk creation failures
Destination Group Database chunk creation failures
Subscription Database chunk creation failures

Sensor path Database creation failures

Sensor Group Database creation failures

Destination Database creation failures

Destination Group Database creation failures
Subscription Database creation failures

Sensor path Database insert failures

Sensor Group Database insert failures

Destination Database insert failures

Destination Group Database insert failures
Subscription insert to Subscription Database failures
Sensor path Database delete failures

Sensor Group Database delete failures

Destination Database delete failures

Destination Group Database delete failures

Delete Subscription from Subscription Database failures
Sensor path delete in use

Sensor Group delete in use

Destination delete in use

Destination Group delete in use

Delete destination(in use) failure count

Failed to get encode callback

Sensor path Sensor Group list creation failures
Sensor path prop list creation failures

Sensor path sec Sensor path list creation failures
Sensor path sec Sensor Group list creation failures
Sensor Group Sensor path list creation failures
Sensor Group Sensor subs list creation failures
Destination Group subs list creation failures
Destination Group Destinations list creation failures
Destination Destination Groups list creation failures
Subscription Sensor Group list creation failures
Subscription Destination Groups list creation failures
Sensor Group Sensor path list delete failures

Sensor Group Subscriptions list delete failures
Destination Group Subscriptions list delete failures
Destination Group Destinations list delete failures
Subscription Sensor Groups list delete failures
Subscription Destination Groups list delete failures
Destination Destination Groups list delete failures
Failed to delete Destination from Destination Group
Failed to delete Destination Group from Subscription
Failed to delete Sensor Group from Subscription
Failed to delete Sensor path from Sensor Group

Failed to get encode callback

Failed to get transport callback

O O O O O OO OO OO OO0 O0O0O0O00O00O00O0O00O0O0O0O0OOOOOOOOOOOOOOOOOOOOOOO OO

switch# Destination Database size = 1
Dst IP Addr Dst Port Encoding Transport Count
192.168.20.123 50001 GPB gRPC 1

show telemetry data collector brief

Zoawy NI, F—FEICET ML LeREHEREZR LET

switch# show telemetry data collector brief
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show telemetry data collector details

Zoawy Rk, TRXTCOB Y — R0 EEGTe, 7 — X WEICET D32 matE &%
FrRLET,

switch# show telemetry data collector details

150 0 sys/fm

show telemetry event collector errors

Zoawr R, ARy MUEICET I =7 —HEtE#REzF R LET,

switch# show telemetry event collector errors

APIC-Cookie Generation Failures -
Authentication Failures -
Authentication Refresh Failures -
Authentication Refresh Timer Start Failures -
Connection Timer Start Failures -
Connection Attempts -
Dme Event Subscription Init Failures -
Event Data Enqueue Failures -
Event Subscription Failures -
Event Subscription Refresh Failures -
Pending Subscription List Create Failures -
Subscription Hash Table Create Failures -
Subscription Hash Table Destroy Failures -
Subscription Hash Table Insert Failures -
Subscription Hash Table Remove Failures -
Subscription Refresh Timer Start Failures -
Websocket Connect Failures -

O OO O OO0 OOOOWoOooo oo

show telemetry event collector stats

Zoawy Rid, $XTOB Y — RAONREEGTeA X MUEICEET A2HHBEREE R L
ij‘o

W

switch# show telemetry event collector stats

Collection Count Latest Collection Time Sensor Path
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CToawrRiE, TULAN) AT T O HEREFRLE T,

switch# show telemetry pipeline
Main Statistics:
Timers:
Errors:
Start Fail =

Data Collector:
Errors:
Node Create Fail =

Event Collector:
Errors:
Node Create Fail
Invalid Data =

Memory:
Allowed Memory Limit
Occupied Memory

Queue Statistics:
Request Queue:
High Priority Queue:
Info:
Actual Size
Max Size

Errors:
Enqueue Error

Low Priority Queue:
Info:
Actual Size
Max Size

Errors:
Enqueue Error

Data Queue:
High Priority Queue:
Info:
Actual Size
Max Size

Errors:
Enqueue Error

Low Priority Queue:
Info:
Actual Size
Max Size

Errors:
Enqueue Error

show telemetry transport

stats

Node Add Fail = 0

= 1181116006 bytes
93265920 bytes

50 Current Size =
0 Full Count =
0 Dequeue Error =

50 Current Size =

Full Count =

0 Dequeue Error =
50 Current Size =
Full Count =

0 Dequeue Error =

50 Current Size =
0 Full Count =
0 Dequeue Error =

WIZ, RSN TN B TR Ttk y v a v OflEERRLET,
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switch# show telemetry transport

Session Id IP Address Port Encoding Transport Status

o 192.168.20.123 s0001  cem rec Comnected
% 29 : show telemetry transport (43X M 55t BH

(5 9°8 BLL

show FATH DT AT MMEFREFR R LET,
telemetry FUA N IEHREFR LT

AV N

FLARNIDNF U AFR— MEREZFRRELE
kR

session_id (AFvayv) ByiraID

stats (7> ay) §XTOF LA B UFKEHER
EERRLET,

errors (A7vay) T XRTCOTLA N =T —1F
HRAERRTLET,

SR HL Y B (FF>ay)

TABLE transport_info

(A7 ayv) FT U AR— ME#R

session_idx (F7vay) By g ID

ip_address (AFvav) PFTUAR—=FIPT FLA
port (FEE) FIAR—F FA—F

dest_info (AT a ) gk dR

encoding_type

(A Fvay) mva—F400 AT

transport_type

(A7vay) NTUAR—F ZAT

transport_status

(AFvay) PTUVAR—K AT —H R

transport_security_cert_fname

(AF7Fvay) FNFUvAFR—bEX2UT 4
77 A INK

transport_last_connected

(A7 ar) mRIH RSN b7 o AR —

~

transport_last_disconnected

(AT ay) ZOFEERRNEBICHIBRS
Pl
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EX &5 BA

transport_errors_count (A7 vay) NFZUAR—h=T7—%

transport_last_tx_error (A7vary) FTUAR— NOREDOEE
7 —

transport_statistics (F7>ary) BT AR— MEiHE#R

t_session _id (F7var) RS AR—FEYI 31D

connect_statistics (A7 a ) EemEHER

connect_count (A7 v ayv) B

last_connected (AT vay) BREEEROXA LAK T

Disconnect_count (A7 v ayv) Wk

last_disconnected (AT >ay) ZORERRDREZICHIERS
W=7

trans_statistics (A7vay) b7 AR— MEFHE®R

compression (A7 ay) EMAT—H A

source _interface name (A7 vary) EETXA U E—T A R4

source interface ip (AFvarv) #MExA L —7=AX1P

transmit_count (FFvar) EEEK

last_tx_time (AT ay) BefeitlZms

min_tx_time (AT ay) f/hEERR

max_tx_time (AT vay) EREERR

avg_tx_time (A7 va ) TG

cur_tx_time (A7 a ) BUEDEEHR

transport_errors (AFvary) RTZUAR—Fx=TF7—

connect_errors (AFvayv) oo —

connect_errors_count (A7vay) Bt —%

trans_errors (FFvay) PIFUARR—F =T —

trans_errors_count (A7 ar) hTUAR—F =T —¥
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last_tx_error (AFvay) REDINIT VAR—FTT—

last_tx_return_code (A7vay) REOEERY a—F

transport_retry_stats (A7 ay) FaITHEHE

ts_event_retry bytes (A7Fvay) AV EFRITNy 77 A
2

ts timer_retry bytes (AFvay) 2A4A~—Fi{T Ny 77 A
=

ts_event_retry size (AFvar) ARV FERITA v E—U%

ts timer_retry size (FFvary) A—FBRITA vE—V8

ts retries_sent (A7 ay) HEINTERITREE

ts retries dropped (A7 ar) Ryl SnizmFRirEEk

event_retry bytes (FFvay) AXVEFRITNy 77 %A
=

timer_retry_bytes (FATvary) FA~—H{IT Ny 77 YA
2

retries_sent (A7 a ) #ESh-maRITEE

retries_dropped (A7 var) FryZInmaliTRE

retry_buffer_size (F7vary) Ty 7y P4 X

show telemetry transport <session-id>

WD A< RTIE, BEDEEYE vy a Oty Y a VEEREREINET,

switch# show telemetry transport 0

Session Id: 0

IP Address:Port 192.168.20.123:50001
Encoding: GPB

Transport: gRPC

Status: Disconnected

Last Connected:
Last Disconnected: Never
Tx Error Count: 224

Last Tx Error:

switch# show telemetry transport 1

Session Id: 1
IP Address:Port

10.30.218.56:51235

Fri Sep 02 11:45:57.505 UTC

Fri Sep 02 12:23:49.555 UTC
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Transport: HTTP

Status: Disconnected

Last Connected: Never

Last Disconnected: Never

Tx Error Count: 3

Last Tx Error: Wed Apr 19 15:56:51.617 PDT

Iz, IPv6 = U OB~ L ET,

switch# show telemetry transport 0
Session Id: O

IP Address:Port [10:10::1]:8000
Transport: GRPC

Status: Idle

Last Connected: Never

Last Disconnected: Never

Tx Error Count: O

Last Tx Error: None

Event Retry Queue Bytes: 0
Event Retry Queue Size: 0

Timer Retry Queue Bytes: 0
Timer Retry Queue Size: 0

Sent Retry Messages: O

Dropped Retry Messages: 0

show telemetry transport <session-id> stats

WIZ, BEOEYEE Yy a OO a~y RERLET,

switch# show telemetry transport 0 stats

Session Id: 0

IP Address:Port 192.168.20.123:50001
Encoding: GPB

Transport: GRPC

Status: Connected

Last Connected: Mon May 01 11:29:46.912 PST
Last Disconnected: Never

Tx Error Count: 0

Last Tx Error: None

show telemetry transport <session-id> stats

WIZ, BEDESEY v a v OO a~vy RERLET,

Session Id: 0
Transmission Stats
Compression: disabled
Source Interface: not set ()
Transmit Count: 319297
Last TX time: Fri Aug 02 03:51:15.287 UTC
Min Tx Time: 1 ms
Max Tx Time: 3117 ms
Avg Tx Time: 3 ms
Cur Tx Time: 1 ms

show telemetry transport <session-id> errors

WD a~<y KT, BEDEYY vy a v O T — O ERNFRINET,
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switch# show telemetry transport 0 errors

Session Id: 0

Connection Errors

Connection Error Count: 0

Transmission Errors

Tx Error Count: 30

Last Tx Error: Thu Aug 01 04:39:47.083 UTC
Last Tx Return Code: No error

show telemetry control databases sensor-paths

WO TFNEIZ LV, KD show telemetry control databases sensor-paths =~ > N H 235 5
ET,

feature telemetry

telemetry
destination-group 1
ip address 172.25.238.13 port 50600 protocol gRPC encoding GPB
sensor-group 1
path sys/cdp depth unbounded
path sys/intf depth unbounded
path sys/mac depth 0
subscription 1
dst-grp 1
snsr-grp 1 sample-interval 1000

o< KT,

switch# show telemetry control databases sensor-paths

Sensor Path Database size = 3

Row ID Subscribed Linked Groups Sec Groups Retrieve level Path (GroupId)
Query : Filter

1 No 1 0 Full sys/cdp(l) : NA
: NA

GPB Encoded Data size in bytes (Cur/Min/Max): 30489/30489/30489

JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0

CGPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

Collection Time in ms (Cur/Min/Max): 6/5/54

Encoding Time in ms (Cur/Min/Max): 5/5/6

Transport Time in ms (Cur/Min/Max): 1027/55/1045

Streaming Time in ms (Cur/Min/Max): 48402/5/48402

2 No 1 0 Full sys/intf (1) : N
A : NA

GPB Encoded Data size in bytes (Cur/Min/Max): 539466/539466/539466

JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0

CGPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

Collection Time in ms (Cur/Min/Max): 66/64/114

Encoding Time in ms (Cur/Min/Max): 91/90/92

Transport Time in ms (Cur/Min/Max): 4065/4014/5334

Streaming Time in ms (Cur/Min/Max): 48365/64/48365

3 No 1 0 Self sys/mac(l) : NA
: NA

GPB Encoded Data size in bytes (Cur/Min/Max): 247/247/247

JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0

CGPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

Collection Time in ms (Cur/Min/Max): 1/1/47
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Encoding Time in ms (Cur/Min/Max): 1/1/1
Transport Time in ms (Cur/Min/Max): 4/1/6
Streaming Time in ms (Cur/Min/Max): 47369/1/47369

show telemetry transport sessions

wKDa<wy N, TRXRTOR T AR— by arzL—71L, |o0a<vy RTIEHREZH
HLET,

switch# show telemetry transport sessions
switch# show telemetry transport stats
switch# show telemetry transport errors
switch# show telemetry transport all

wIZ, TLARY FIvAR—F By aroflarLlEd,

switch# show telemetry transport sessions

Session Id: 0

IP Address:Port 172.27.254.13:50004
Transport: GRPC

Status: Transmit Error

SSL Certificate: trustpointl

Last Connected: Never

Last Disconnected: Never

Tx Error Count: 2

Last Tx Error: Wed Aug 19 23:32:21.749 UTC
Session Id: 4

IP Address:Port 172.27.254.13:50006
Transport: UDP

TLARYIDIASILARD b

TT 2 ATV ARV N R—FT5701I2, FiLinver— "2 72U FERBEIMISNE
Lize THUT 427 a0 T ONRAR N AN = U T EFEBZTHITE, RO
SRR LET,

sensor—-group 1
path sys/accounting/log query-condition
query-target=subtree&complete-mo=yes&notify-interval=1

TT 2 AT AR Y R—= T LEOMOE Y — NRFRDEBY TT,

sys/pim/inst/routedb-route, sys/pim/pimifdb-adj, sys/pim/pimifdb-prop
sys/igmp/igmpifdb-prop, sys/igmp/inst/routedb, sys/igmpsnoop/inst/dom/db-exptrack,
sys/igmpsnoop/inst/dom/db-group, sys/igmpsnoop/inst/dom/db-mrouter
sys/igmpsnoop/inst/dom/db-querier, sys/igmpsnoop/inst/dom/db-snoop

TLAR) O E FL—RIFHROERT
nJ& L —AEREFTT HITIE, IRONX-OSCLI 2~ REHEHLET,

TOZALYR—FTLAM)ERTE

ZDONX-OSCLIZ~> R, 77=hL P R—baln5TL AR o JONBTZNELF
T, ZOFITIE, a~r KEAINRT = 7T 920774 MV F A L7 bENET,
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switch# show tech-support telemetry > bootflash:tmst.log

tmtrace.bin

ZOBASH Y =/l <=2 RiZ, VALY FL—REZNELTHALET,

switch# configure terminal

switch (config)# feature bash
switch(config)# run bash

bash-4.2$ tmtrace.bin -d tm-errors
bash-4.2$ tmtrace.bin -d tm-logs
bash-4.2$ tmtrace.bin -d tm-events

il

bash-4.2$ tmtrace.bin -d tm-logs

[01/25/17 22:52:24.563 UTC 1 29130] [3944724224] [tm ec dme auth.c:59] TM EC: Authentication
refresh url http://127.0.0.1/api/aaaRefresh.json

[01/25/17 22:52:24.565 UTC 2 29130] [3944724224] [tm ec dme rest util.c:382] TM EC:
Performed POST request on http://127.0.0.1/api/aaaRefresh.json

[01/25/17 22:52:24.566 UTC 3 29130] [3944724224] [tm mgd timers.c:114] TM MGD TIMER:

Starting leaf timer for leaf:0xllel7ead4 time in ms:540000

[01/25/17 22:52:45.317 UTC 4 29130] [3944724224] [tm _ec dme event subsc.c:790] TM EC:

Event subscription database size 0

[01/25/17 22:52:45.317 UTC 5 29130] [3944724224] [tm mgd timers.c:114] TM MGD TIMER:

Starting leaf timer for leaf:0xllel7e3c time in ms:50000

bash-4.2#

N

GE)  tm-logs 47" v a2 VIILETH D720, T 740 FTIEEDI 2> T ERA,
tmtrace.bin -LD tm-logs I~ NS tm—Iogs %’f;ﬁ;{jﬂ: Li‘@—o

tmtrace.bin -LW tm-logs A~ ]\;’i’{fﬂq LT tm-Iogs %ﬁ;ﬁ&l Li‘a}

show system internal telemetry trace

show system internal telemetry trace [tm-events | tm-errors [tm-logs |all] =~ > Ni&, ¥ AT LD
WERT LA R R L—XEREFRLET,

switch# show system internal telemetry trace all

Telemetry All Traces:

Telemetry Error Traces:

[07/26/17 15:22:29.156 UTC 1 28577] [3960399872] [tm cfg api.c:367] Not able to destroy

dest profile list for config node rc:-1610612714 reason:Invalid argument

[07/26/17 15:22:44.972 UTC 2 28577] [3960399872] [tm stream.c:248] No subscriptions for

destination group 1

[07/26/17 15:22:49.463 UTC 3 28577] [3960399872] [tm_stream.c:576] TM STREAM: Subscriptoin
1 does not have any sensor groups

3 entries printed

Telemetry Event Traces:

[07/26/17 15:19:40.610 UTC 1 28577] [3960399872] [tm_debug.c:41] Telemetry xostrace buffers
initialized successfully!

[07/26/17 15:19:40.610 UTC 2 28577] [3960399872] [tm.c:744] Telemetry statistics created
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successfully!

[07/26/17 15:19:40.610 UTC 3 28577] [3960399872] [tm init n9%k.c:97] Platform intf:
grpc_traces:compression, channel

switch#

switch# show system internal telemetry trace tm-logs

Telemetry Log Traces:

0 entries printed

switch#

switch# show system internal telemetry trace tm-events

Telemetry Event Traces:

[07/26/17 15:19:40.610 UTC 1 28577] [3960399872] [tm debug.c:41] Telemetry xostrace buffers
initialized successfully!

[07/26/17 15:19:40.610 UTC 2 28577] [3960399872] [tm.c:744] Telemetry statistics created
successfully!

[07/26/17 15:19:40.610 UTC 3 28577] [3960399872] [tm init n%k.c:97] Platform intf:

grpc_traces:compression,channel

[07/26/17 15:19:40.610 UTC 4 28577] [3960399872] [tm init n%k.c:207] Adding telemetry to
cgroup

[07/26/17 15:19:40.670 UTC 5 28577] [3960399872] [tm init n9%k.c:215] Added telemetry to
cgroup successfully!

switch# show system internal telemetry trace tm-errors
Telemetry Error Traces:

0 entries printed

switch#

NX-API ZfERAL=T L A b)) DFER

Configuring Telemetry Using the NX-API

In the object model of the switch DME, the configuration of the telemetry feature is defined in a hierarchical
structure of objects as shown in the section "Telemetry Model in the DME." Following are the main objects
to be configured:

» fmEntity — Contains the NX-API and Telemetry feature states.
» fmNxapi — Contains the NX-API state.

» fmTelemetry — Contains the Telemetry feature state.

« telemetryEntity — Contains the telemetry feature configuration.

« telemetrySensorGroup — Contains the definitions of one or more sensor paths or nodes to be
monitored for telemetry. The telemetry entity can contain one or more sensor groups.

« telemetryRtSensorGroupRel — Associates the sensor group with a telemetry subscription.
» telemetrySensorPath — A path to be monitored. The sensor group can contain multiple
objects of this type.
« telemetryDestGroup — Contains the definitions of one or more destinations to receive telemetry
data. The telemetry entity can contain one or more destination groups.

« telemetryRtDestGroupRel — Associates the destination group with a telemetry
subscription.

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .



. Configuring Telemetry Using the NX-API

EFLEBBEIOIS5TEY T4 |

« telemetryDest — A destination address. The destination group can contain multiple objects

of this type.

« telemetrySubscription — Specifies how and when the telemetry data from one or more sensor
groups is sent to one or more destination groups.

* telemetryRsDestGroupRel — Associates the telemetry subscription with a destination

group.

« telemetryRsSensorGroupRel — Associates the telemetry subscription with a sensor group.

« telemetryCertificate — Associates the telemetry subscription with a certificate and hostname.

To configure the telemetry feature using the NX-API, you must construct a JSON representation of the
telemetry object structure and push it to the DME with an HTTP or HTTPS POST operation.

\)

Note
SDK User Guide and API Reference.

For detailed instructions on using the NX-API, see the Cisco Nexus 3000 and 9000 Series NX-API REST

Before you begin

Your switch must be configured to run the NX-API from the CLI:

switch(config)# feature nxapi

nxapi use-vrf vrf name
nxapi http port port number

Procedure

Command or Action

Purpose

The root element is fmTelemetry and the base path for

X5 w71 |Enable the telemetry feature.
this element is sys/fm. Configure the adminSt attribute
Example:
as enabled.
{
"fmEntity" : {
"children" : [{
"fmTelemetry" : {
"attributes" : {
"adminSt" : "enabled"
}
}
}
]
}
}
R w F2 |Create the root level of the JSON payload to describe the | The root element is telemetryEntity and the base path

telemetry configuration.

Example:

for this element is sys/tm. Configure the dn attribute as
sys/tm.
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Command or Action

Purpose

"telemetryEntity": {
"attributes": {
"dn": "sys/tm"

b

AT w73 |Createasensor group to contain the defined sensor paths. | A telemetry sensor group is defined in an object of class
Examole: telemetrySensorGroup. Configure the following
ple: attributes of the object:
"telemetrySensorGroup™: { * id — An identifier for the sensor group. Currently
"attr igutesié { only numeric ID values are supported.
" l " . " " ,
“rn": "sensor-10" * rn — The relative name of the sensor group object
}, "children": [{ . i
'] in the format: sensor-id.
} » dataSrc — Selects the data source from DEFAULT,
DME, YANG, or NX-API.
Children of the sensor group object include sensor paths
and one or more relation objects
(telemetryRtSensorGroupRel) to associate the sensor
group with a telemetry subscription.
XFw 74 |(Optional) Add an SSL/TLS certificate and a host. The telemetryCertificate defines the location of the
SSL/TLS certificate with the telemetry
Example: o -
subscription/destination.
{
"telemetryCertificate": {
"attributes": {
"filename": "root.pem"
"hostname": "c.com"
}
}
}
X w75 |Define a telemetry destination group. A telemetry destination group is defined in
telemetryEntity. Configure the id attribute.
Example:
{
"telemetryDestGroup": {
"attributes": {
"id": "20"
}
}
}
XFw 76 |Define atelemetry destination profile. A telemetry destination profile is defined in

Example:

"telemetryDestProfile": {
"attributes": {

telemetryDestProfile.
* Configure the adminSt attribute as enabled.

* Under telemetryDestOptSourcelnterface, configure
the name attribute with an interface name to stream
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Command or Action

Purpose

"adminSt": "enabled"

b

"children": [

{

"telemetryDestOptSourcelInterface":

"attributes": {
"name": "loO"

}

data from the configured interface to a destination
with the source IP address.

ATy T17

Define one or more telemetry destinations, consisting of
an [P address and port number to which telemetry data
will be sent.

Example:
{
"telemetryDest": {
"attributes": {
"addr": "1.2.3.4",
"enc": "GPB",
"port": "50001",
"proto": "gRPC",

"rn": "addr-[1.2.3.4]-port-50001"

A telemetry destination is defined in an object of class
telemetryDest. Configure the following attributes of the
object:

» addr — The IP address of the destination.
* port — The port number of the destination.

* rn — The relative name of the destination object in
the format: path-[path].

* enc — The encoding type of the telemetry data to
be sent. NX-OS supports:

* Google protocol buffers (GPB) for gRPC.
* JSON for C.

* proto — The transport protocol type of the telemetry
data to be sent. NX-OS supports:

* gRPC
« HTTP

* Supported encoded types are:
* HTTP/JSON YES

* HTTP/Form-data YES Only supported for Bin
Logging.

* GRPC/GPB-Compact YES Native Data Source
Only.

* GRPC/GPB YES
« UDP/GPB YES
« UDP/JSON YES
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Command or Action

Purpose

X w 78 |Enable gRPC chunking and set the chunking size, between | See Guidelines and Limitations section for more

64 and 4096 bytes. information.

Example:

{

"telemetryDestGrpOptChunking": {
"attributes": {
"chunkSize": "2048",
"dn": "sys/tm/dest-1/chunking"
}
}

}

AT w79 |Create atelemetry subscription to configure the telemetry | A telemetry subscription is defined in an object of class
behavior. telemetrySubscription. Configure the following attributes
of the object:

Example:

* id — An identifier for the subscription. Currently

"telemetrySubscription": { only numeric ID values are supported.

"attributes": {
"idv: "30", * rn — The relative name of the subscription object
"rn": "subs-30" in the format: subs-id.

}, "children": [{

} Children of the subscription object include relation objects
for sensor groups (telemetryRsSensorGroupRel) and
destination groups (telemetryRsDestGroupRel).

X w710 |Add the sensor group object as a child object to the

telemetrySubscription element under the root element

(telemetryEntity).

Example:

{

"telemetrySubscription": {
"attributes": {
"id": "30"
}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "5000",
"tDn": "sys/tm/sensor-10"
}
}
}
]
}
}
X T w711 |Create arelation object as a child object of the The relation object is of class

subscription to associate the subscription to the telemetry
sensor group and to specify the data sampling behavior.

Example:

telemetryRsSensorGroupRel and is a child object of
telemetrySubscription. Configure the following attributes
of the relation object:
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Command or Action

Purpose

"telemetryRsSensorGroupRel": {

"attributes": {
"rType": "mo",

"rn":
"rssensorGroupRel-[sys/tm/sensor-10]",
"sampleIntvl": "5000",

"tCl": "telemetrySensorGroup",
"tDn": "sys/tm/sensor-10",
"tType": "mo"

* rn — The relative name of the relation object in the
format:
rssensorGroupRel-[sys/tm/sensor-group-id].

 samplelntvl — The data sampling period in
milliseconds. An interval value of 0 creates an
event-based subscription, in which telemetry data is
sent only upon changes under the specified MO. An
interval value greater than O creates a
frequency-based subscription, in which telemetry
data is sent periodically at the specified interval. For
example, an interval value of 15000 results in the
sending of telemetry data every 15 seconds.

¢ tCl — The class of the target (sensor group) object,
which is telemetrySensorGroup.

* tDn — The distinguished name of the target (sensor
group) object, which is sys/tm/sensor-group-id.

* rType — The relation type, which is mo for
managed object.

* tType — The target type, which is mo for managed
object.

ATvT12

Define one or more sensor paths or nodes to be monitored
for telemetry.

Example:

Single sensor path

"telemetrySensorPath": ({
"attributes": {
"path": "sys/cdp",
"rn": "path-[sys/cdp]l",
"excludeFilter": "",
"filterCondition": "",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0"
}

Example:

Multiple sensor paths

"telemetrySensorPath": ({
"attributes": {
"path": "sys/cdp",

A sensor path is defined in an object of class
telemetrySensorPath. Configure the following attributes
of the object:

* path — The path to be monitored.

* rn — The relative name of the path object in the
format: path-[path]

* depth — The retrieval level for the sensor path. A
depth setting of O retrieves only the root MO
properties.

« filterCondition — (Optional) Creates a specific
filter for event-based subscriptions. The DME
provides the filter expressions. For more information
about filtering, see the Cisco APIC REST API Usage
Guidelines on composing queries. You can find it at
the following Cisco APIC documents landing page:
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Command or Action

Purpose

"rn": "path-[sys/cdp]l",
"excludeFilter": "",
"filterCondition":
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth" . "O"

wn
’

"telemetrySensorPath": {
"attributes": {

"excludeFilter":
"filterCondition":
"path": "sys/fm/dhcp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth" . "O"

wn
’

wn
’

Example:

Single sensor path filtering for BGP disable events:

"telemetrySensorPath": {
"attributes": {
"path": "sys/cdp",
"rn": "path-[sys/cdp]l",
"excludeFilter": "",
"filterCondition":

"eq (fmBgp.operSt.\"disabled\")",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0"

AT w 713 | Add sensor paths as child objects to the sensor group
object (telemetrySensorGroup).
X 714 | Add destinations as child objects to the destination group
object (telemetryDestGroup).
X T w715 |Add the destination group object as a child object to the
root element (telemetryEntity).
X w 716 |Create arelation object as a child object of the telemetry | The relation object is of class

sensor group to associate the sensor group to the
subscription.

Example:

telemetryRtSensorGroupRel and is a child object of
telemetrySensorGroup. Configure the following
attributes of the relation object:
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Command or Action

Purpose

"telemetryRtSensorGroupRel": {
"attributes": {
"rn":
"rtsensorGroupRel-[sys/tm/subs-30]",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

* rn — The relative name of the relation object in the
format: rtsensorGroupRel-[sys/tm/subscription-id].

* tCl — The target class of the subscription object,
which is telemetrySubscription.

* tDn — The target distinguished name of the
subscription object, which is sys/tm/subscription-id.

R w 711 |Create a relation object as a child object of the telemetry | The relation object is of class telemetryRtDestGroupRel
destination group to associate the destination group to the | and is a child object of telemetryDestGroup. Configure
subscription. the following attributes of the relation object:

Example: * rn — The relative name of the relation object in the
format: rtdestGroupRel-[sys/tm/subscription-id].
"telemetryRtDestGroupRel": { L .
"attributes": { * tCl — The target class of the subscription object,
"rn": "rtdestGroupRel-[sys/tm/subs-30]", which is telemetrySubscription.
"tCl": "telemetrySubscription", * tDn — The target distinguished name of the
: "tDn": "sys/tm/subs-30" subscription object, which is sys/tm/subscription-id.
}

X T w 718 |Create a relation object as a child object of the The relation object is of class telemetryRsDestGroupRel
subscription to associate the subscription to the telemetry | and is a child object of telemetrySubscription. Configure
destination group. the following attributes of the relation object:

Example: * rn — The relative name of the relation object in the
format:
"telemetryRsDestGroupRel™: { rsdestGroupRel-[sys/tm/destination-group-id].
"attributes": {
"rType": "mo", * tCl — The class of the target (destination group)
"rn": "rsdestGroupRel-[sys/tm/dest-20]", object, which is telemetryDestGroup.
"tClt: "telemetryDestGroup®, » tDn — The distinguished name of the target
"tDn": "sys/tm/dest-20", destinati bi hich i
NEType: Mmo™ ( estmatlon. grqup) 0 Ject,. which is
} sys/tm/destination-group-id.
}
* rType — The relation type, which is mo for
managed object.
* tType — The target type, which is mo for managed
object.
AT w719 |Send the resulting JSON structure as an HTTP/HTTPS | The base path for the telemetry entity is sys/tm and the

POST payload to the NX-API endpoint for telemetry
configuration.

NX-API endpoint is:

{{URL}}/api/node/mo/sys/tm.json

Example

The following is an example of all the previous steps that are collected into one POST payload

(note that some attributes may not match):
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"telemetryEntity": {
"children": [{

Configuring Telemetry Using the NX-API .

"telemetrySensorGroup": {

"attributes": {
llidll: llloll
}

"children":

[

"telemetrySensorPath": ({

"attributes":

"excludeFilter":

"filterCondition":

"sys/fm/bgp",

"secondaryGroup":

"secondaryPath":
won

"path":

"depth":

"telemetryDestGroup"

"attributes": {
"id": "20"
}
"children": [{
"telemetryDest":
"attributes":
"addr":
"port":

"

"proto":

{

nn
’

nn
’

non
’

nn
’

:

{
{

"10.30.217.80",
"50051",

enc": "GPB",

"gRPC"

"telemetrySubscription": {

"attributes": {
llidll: II3OII
}

"children":

[

"telemetryRsSensorGroupRel": {

"attributes":

"sampleIntvl":
"sys/tm/sensor-10"

"tDn":

}
b
{

{
"5000",

"telemetryRsDestGroupRel": {

"attributes":
"tDn":

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .
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NX-API ZERA L =T L A ~') DERI

BEADARY—ZI2F /WX

ZOFITIX, XA sys/cdp B LW sys/ipva AERAL1.2.3.4 F— b 50000 125 EITA b
V=274 T 2707y EERLET,

POST https://192.168.20.123/api/node/mo/sys/tm.json

Payload:
{

"telemetryEntity":
"attributes":

}l
"children":
"telemetrySensorGroup": {
"attributes":

}l

"excludeFilter":
"filterCondition": "",
"secondaryGroup": "0",
"secondaryPath":
"depth": "0"

"excludeFilter":
"filterCondition": "",
"secondaryGroup": "0",
"secondaryPath":
"depth": "0"

"telemetryDestGroup":

"sensor-10"
"children":
"telemetryRtSensorGroupRel": {
"attributes": {

"rtsensorGroupRel-[sys/tm/subs-30]",
"telemetrySubscription™,
"sys/tm/subs-30"

"telemetrySensorPath": {
"attributes": {
"path": "sys/cdp",

"path-[sys/cdpl",

wn
’

wn
’

"telemetrySensorPath": {
"attributes": {
"path": "sys/ipv4",

"path-[sys/ipv4]l",

wn
’

wn
’

{
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NX-API & L1=7 L A kU owss []

"attributes": {
"id": "20",
"rn": "dest-20"
}I
"children": [{
"telemetryRtDestGroupRel": {
"attributes": {
"rn": "rtdestGroupRel-[sys/tm/subs-30]",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

}
b A
"telemetryDest": {
"attributes": {
"addr": "1.2.3.4",
"enc": "GPB",
"port": "50001",
"proto": "gRPC",
"rn": "addr-[1.2.3.4]-port-50001"

}]
}
b A
"telemetrySubscription": {
"attributes": {
"id": "30",
"rn": "subs-30"
}I
"children": [{
"telemetryRsDestGroupRel": {
"attributes": {
"rType": "mo
"rn": "rsdestGroupRel-[sys/tm/dest-20]",
"tCl": "telemetryDestGroup",
"tDn": "sys/tm/dest-20",

"
’

"tType": "mo"
}
}
e A
"telemetryRsSensorGroupRel": {
"attributes": {
"rType": "mo",
"rn": "rssensorGroupRel-[sys/tm/sensor-10]1",

"sampleIntvl": "5000",

"tCl": "telemetrySensorGroup",
"tDn": "sys/tm/sensor-10",
"tType": "mo

"

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .



EFLEHETOSS5TEY T4 |
B vxar zEmLET LA Ry oS

BGP BHED 7 1 L2 &

KD A 17— FOBTiL, telemetrySensorPath MO @ filterCondition J&MEIZHE > T BFP f%HE
DN 7o TND X N Y H—Snb@MERENCLET, T —%1L10.30.217.80 F—F
50055 [CA R —I 7 SNET,

POST https://192.168.20.123/api/node/mo/sys/tm.json

Payload:
{
"telemetryEntity": {
"children": [{

"telemetrySensorGroup": {
"attributes": {
"id": "10"

}

"children": [{

"telemetrySensorPath": ({
"attributes": {

"excludeFiltexr": "",
"filterCondition": "eq(fmBgp.operSt, \"disabled\")",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0"

"telemetryDestGroup": {
"attributes": {
"id": "20"
}
"children": [{
"telemetryDest": {
"attributes": {

"addr": "10.30.217.80",
"port": "50055",
"enc": "GPB",
"proto": "gRPC"
}
}
}
]
}
}7
{
"telemetrySubscription": {
"attributes": {
"id": "30"

}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "0O",
"tDn": "sys/tm/sensor-10"
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"telemetryRsDestGroupRel": {
"attributes": {
"tDn": "sys/tm/dest-20"

FLARYEREDI=HDPostmana LY > 3 > DFEA

Postman = L' 7 > a > DfliL, 7L A b UBBEDOHEZ Bis3 27 HFiIETHY, 1 DD~
ABR—=RTTRTOT LA R CLIKHSET Db DEFETTEET, GFHDTHFA L =T 4
Z—uHLTARD Y 7 DT 7 ANEEFE L, XA n— Re=—XZH5DETHERL THh
5. Postman T2 L7 v a & HWTCaL sy a rBFEITLET,

DME®DTL A +Y ETIL

TLARN) T r—a 0%, ROWEEEFSDME TET UL EE T,

model
| ----package [name:telemetry]
|  @name:telemetry
| ----objects
|--=--mo [name:Entity]
| @name:Entity
| @label:Telemetry System
| ——property
| @name:adminSt
@type:AdminState

----mo [name:SensorGroup]

| @name:SensorGroup

| @label:Sensor Group

| ——property

| @name:id [key]

| @type:string:Basic

|

| -—=-mo [name:SensorPath]
| @name:SensorPath
| @label:Sensor Path
| -——property
| @name:path [key]
| @type:string:Basic
| @name:filterCondition
| @type:string:Basic
| @name:excludeFilter
| @type:string:Basic
| @name:depth
| @type:RetrieveDepth

----mo [name:DestGroup]
| @name :DestGroup
| @label:Destination Group

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
| | -——property
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B < 7xvxt 70— zommn

@name:id
@type:string:Basic

—-—-—--mo [name:Dest]
| @name:Dest
| @label:Destination
| --property
| @name:addr [key]
| @type:address:Ip
| @name:port [key]
| @type:scalar:Uintlé
| @name:proto
| @type:Protocol
| @name:enc
| @type:Encoding

----mo [name:Subscription]
| @name:Subscription
| @label:Subscription
| --property
| @name:id
| Q@type:scalar:Uint64
| -—---reldef
| | @name:SensorGroupRel
| | @to:SensorGroup
| | @cardinality:ntom
| | @label:Link to sensorGroup entry
| | --property
| @name:sampleIntvl
| @type:scalar:Uint64
|
|-—---reldef
|  @name:DestGroupRel
| @to:DestGroup
| @cardinality:ntom
| @label:Link to destGroup entry

TILFX YA 70— /NAOA[HEM

Z DHEBEIL. Nexus 3548-XL A A v F THATE 5, LERTRTOYALT Xy A MRELZT
JAR— T DFEEAZEMELET, =27 2AR—FTED, HF70—RNEETNDLEZEEET
T2 EDBNRADFELETEEEOFE W L —YE Y T o DR ENET,

Z OF%REIL, DME T~ TOMYRFHREART 22 L2 BMNE L TR, Ty vatT L
(V7 o277 FULARNY) £0T7ET (DMERESTZ =) oWFnng Lz
VVa—=/arybha—J T BATESLLIICLET,

ZOBBEOREIZRO LB Y T,
« 7 m— NRAD AL
cEEREOZOICT m—DOfE L IREEO T 7 AR — |k

e 2P =N T O — RRZ[ ST AL v F T eT Ny 7 a~vr REFITTEH LT
% Z LI K DRARIK D53 Hr
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TILFFrR b 70— RAOTRE .

MFDM (< /VF %+ & b FIB OHEFLOIE T, F LD aR—3%2 b b OIEREZTH
BL, SAVFXFXYAMERTLICA VTV Vo AR L THD, Ry a2 —~ s
ELET, Zhix, HWEEA DME & & bicdEasns a7y a U AR—x T3, MRIBIZL -
TSNS IEH & MFIBIC L - TIUE SN HEHERICE SN T, X TOVLFF v A K
REEA DME (287 w2 LT,

DME (%, vy a—~</ary ha—I0MEHATE 5 LT D2H0END DT X TOIEFRERF
TAHEODIEHINET, £/, ARV FR—2ADOBEANZYR—T5720, 77 w2
ERR. BBk, ZEESNDHT-NT, T LA R ~o@Edlpmdma Al L£7,

FL AN FatRI. DMEIZBREESN TWATRTOTF—F 5% ar 3 a—<ICA M) —=3
YITL, T2t T r—~y T AKREIEHWET,

TILFEXEYR L 70— /NROEREDT=6HD CLI

WIT, v LFF¥ A 71— NAO MO EHER R 2 RS 5 - 1T A S CLI %
ARLUFET,

e DME ~DIEHRO T 7 AR — N2 HNCT Bk~ K, 20O CLLE., VAT AMMIEE
THTRTONL— M LTI OMEEZ A LET,

switch (config)# multicast flow-path export
switch (config)# sh system internal dme run all dn sys/mca/config

« MFDM & DME (C/FfET DARBER DA M TF = v 7 % BT+ 2B EMETF = v 1 —D show
a<w R, Zoa<vy REFEHATDHE, BBty b7 v 7 TRESEZTIECL R
HTxFET,

switch# show forwarding distribution internal multicast consistency-checker flow-path
route

Starting flow-path DME consistency-check for VRF: default

(0.0.0.0/0, 230.0.0.1/32). Result: PASS

(10.0.0.10/32, 230.0.0.1/32). Result: PASS

(0.0.0.0/0, 232.0.0.0/8). Result: PASS

o« ' —/3)L72 show T~ R, ZOMEEEN S AT ATHDIR > TNDENE 5 a2l
THEDIERALET,

switch (config) # show forwarding distribution internal multicast global state
*x*x* MEFDM Flow PATH VISIBILITY INFO ***x*

Multicast flow-path info export enabled: Y
BE DME Handler: 0x11l7c3e6c
PE DME Handler: 0x117b955c

switch (config)# show forwarding distribution internal multicast fpv CC
PASS/FAIL (In case of fail, it will highlight the inconsistencies)
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B /svorcxr—nvormz7zFLAty

D20 FRT5—ILYIT o7 TLALY

D3O RT—=ILYVIT+2xT7 TLAR)IZTDONT

NX-OS UVU—AZ93(1) LI, Y7 b7 =7 7L A b VUL, Tahoe ASIC %f# 14 % Cisco Nexus
IITIRART—=N ALy FTHR—rahxzd, 2OV IV —AT, $#F7—hZNTNBHT T
U R R = AL v FIEL, ASIC & BEITHA Sz TCP/IP —_"—%Z KR A M LET, T
Wk, ZAL v FNEDT LA RNY F—=2DOLR— b2 A TE F4, ——%
TCPAR— R 7891 ZHLET, 7VA MY 77472 MIZOR— FTH——1THH L
T, HRKIOIVBTAN—Ro =T Do ¥ F—2 RS TE£7,

JT I RA—=V YT R T TLARNIZE, MBOY 74T 7 al T AE{ER LT
D, NX-OS U U—R931LIFEIZNY RLENTWDT 7AN DI FAT > N 7Tars T bk
HRLEZYTDFREMERHY £, 7 T4 T~ 7r 27 A%, Python2.7 LAFE, C, PHP 72
E. TCP/IP Y R— T HEEDO TV I7 IV VT SHETIERTEET, 7947~ 7y
TAE, ELWAYyE—Y 74—y NCTERTHZMERDH D 77,

NX-0S UV U—293() LIk, 75U R A7 —/L V7 ho=T 5L 4 b UHREIT NX-OS Tff
HAT&Ed, ZOMEEIZT 740 F TANT/R> TWAH T2, NX-0S89.3(1) LA A FEIT L T
LY R—FRBDOAAL v FTlE, ZOBREERHHATE £,

CloudScale V7 b x7 TLAKR) Avyvt—2DFK

CloudScale 7 U A M UIE, 7947 M AL vF LD TCPAP —"—f DOV R =A 7
THEVET, TOMIZIZTAT 2 MITCP V7Y "aN L CTHERERGLET, 7947
YhAvE—UE, 28y MEKTDOOTT, A vFIL, EOT 7 A —~vy hDOIT
HT—HraieAvb—UTRELET,

NX-08S U U—293(1) Tix, RDOAvt—Y 74—~y bR R—FSnTHET, HEHD
TIAT o NI T T LR T 2581E, 7 74T "G T 2 A vE—UNZD7 +—
< MIHEHLL TWD Z L 2R L T EEN,

RS BELET,

454 k A 1L N
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k< HELFET,
56 /34 K HER=NOT =2 Hit56* N1 b,

T =B DHK5634 K F v 7ix, ROLDOTHERENET,
24N, FDA U H—T oA AL
« 8N4 ROEE (TX) 7> bk
« 83 FDIEE (TX) /A b
*8 3 FDRAE RX) /7> b

« 831 FDXAE (RX) /A b

Guidelines and Limitations for Cloud Scale Software Telemetry

The following are the guidelines and limitations for the Cloud Scale software telemetry feature:

* For information about supported platforms for Cisco NX-OS prior to release 9.3(x), see the section
for Platform Support for Programmability Featuresin that guide. Starting with Cisco NX-OS release
9.3(x) for information about supported platforms, see the Nexus Switch Platform Matrix.

* For custom client telemetry programs, one message format is supported. Your client programs must
comply with this format.

* Beginning with Cisco NX-OS Release 10.3(1)F, software telemetry is supported on the Cisco Nexus
9800 platform switches.

TLARY IR SR

TLAR)INR SANIZTDONT

NX-0S U U —293(1) AR, BT ABERT L A N U IR &8R- hLET, 2R
TRNVEFHTDE, BEOY—ANET LA N T—F 2 —EICHICNETEET, 2D
HEEETIE, IEET DT LA N T—EDEATERETDE, T LA N UBREIZ X > THEED
RRANBEDT —ZPIESIVET, K, HRBIIERE | 2OFE SNHIT (A T
V) ITELET, ZOBKEEICEY . ROEENREIC/R D720, 7L A M) OFERARMHHRLS
ET,

» Cisco DME £ 7 /WZBI§ 2 2R < el 22 ik 2 F > TV E T,

NESNDARY FOEBEEDONRT U AZRO NG, EEO 7 = ZER L, YT A
7 )Ty a ANEEOARZ B ET,

« A v FMNELET LA MVEROEROF Yo7 ZNEL, AAEEHEEILLET,
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EFLEHETOSS5TEY T4 |
B 7 soz=zrg i~ roziE

RAFYUT, BT AVNDRE LA T 27 b XA TOEEDA L AZ L ATz, 7w
BEFIIAR FEWEL TRLET, N2 F-UL L, ROT VAN T —TF %Y R — b
L/i‘é—o
s Ty RE, BN, ALV A=R—=NRAW TA I RO —UERE
T U TTABRE,

T RTDA L HE—T 2 A AT E—L AT — B ADEREET=F Y L TT B H—
T A A,

DTV, querycondltlonﬂ’?/l\%ﬁﬂﬁbf INDT—F %RV IATTZD DFEF
FHDF—T— R 7 4V Z P R—FLET,

« UY—Z, CPUMHARSLAEIVMHARREDI AT L VY —AZ2E=F T T LET,

e VXLAN: VXLAN BT, VXLAN WU 4, VLAND DU V2 — BIUBGPYT 5—4 %
E¢r VXLANEVPN 2 =% U 7 LET,

T—RDEZRFRLIEFA R FDRIE

oY= TN—=T DY T AR L ST, TUA N T2 FTULTKESND T
BEEAAIVTPRED T, *JL‘/7°/I/F'35|7§ VT LAY T2 MRS D0 A
NUMPFEAELTLLEZIET VAN T—=22WET L LI TEET,

c T LA NIV UTUHEBAE v UADEICRESN TG, 7V A M) ESE T
NRPICEREE, A ¥ —7 = A X, BB, BEL O vxlan 7007 —F 2 EHRIIC
KELET,

T NMRAE I ESINTWDEGE, B, A ¥ —7 =4 A fFHREIN. vxlan
TV TEEIREEDO EH, BLOMODIER EHIBRNRAET D ET LA S UIEA N2 Ml
%H %%1!3 [/ji—gﬂo

T2 DEEEFIIZAEA N2 MIHAICHHIA T, NRA TV T LR EE A X b
BB LA B Y 2T E £

INA SRIVEESRIE L HIFEIR

T LAY NA TAUVERRICIE, ROERFHEHNFENR S 3,
« ZORKREIE, Cisco DME 7 —# #EILDOH 2 HR— h LET,
R — N —THNOEHEDDME N A L 2—HF U T f NAEBRESET—HSH
A EFTTEEYA, T2& 716:3(\ sys/intf E v H—TxAA (interface) ] ZlE LTV
“H‘ TN—TIHERRT D2 ElETEFERA, £, sys/intf L linterface (v ¥ —T =L

] TRV — I —T %Rt 52 LI Ta £ A, ZOWRENRE LA,
NXOSi%W%ETLi?O

* oper-speed X° counters=[detailed] 72 COa2—HP—T g N H—F—U— KL, (1r4—7=
A 2 (interface) 1 NAZKT L TCOIRYR—FILET,
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FoBEREARY FER—Y 25T o001 v 2—T 112 K20 [

. :O)*}%%ﬁléfi\ [ (depth) ]%"[74’/V§7‘—7’<ﬁ: (filter-condition) ]fﬁ k@ﬂﬁ@‘k h— R
AFTarEtriR— L TWERA,

e T LA BMY XA FTAYLIZIE, RR TV FICET AR OFIENRH Y 97,

« RILFLNLFRERIEND T2, INLFOT VT v 7 X show THlAAS 2 LE N
&)V)\i‘g—(]

5] : show version IZFF ] SLE T, 7272 L. SHOW version £ 7213 version (i ] T
A,

KDL FHEEDD Z LITTEEE A,
‘|

o if:cill

cROHFELETDDH I LT TEERA,
* telemetry

e conf't

* XA

T—R3FRFAREER—YTTEHHDA A —T o4 RINX
DIERL

A H =T 2 A ANRATYUT, TRTCDA U H =T 2 A A NI R EAT—HZADERE %
F=HV T LET, DAV H—T 2 A A XA TEYR—-FLET,

o« YE
W T B =T AR
o« EHL
s —T Ry J
* VLAN
« A—k FyxL
A B =T 2 A ANZ TV ERR LT, BT =2 2R—0 7350, A0 &

ZETHZENTEET, [F—FXOFEEE-I1IA 0 FOZE 4782—) | #BRLT
<TZEV,
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B 7 st xo b eRk—y 0580010 8—T 14 2 KROHH

FIEDHE

F IR D 48

\)

EFLEBBEIOIS5TEY T4 |

GE) TOFETNE, VY TA L E—T A A, N—T RNy 7 EFFITIVLAN OB 7 ZZPR— |k

LTWRWEdH, AR —AT U bINEREA,

configure terminal
telemetry

sensor-group sgrp_id

path interface
destination-group grp_id

ip address ip_addr port port
subscription sub_id

©CENSORWN A

dst-group dgrp_id

snsr-group sgrp_id sample-interval interval

ARV KRFERERETY VY

=)

ATy T

configure terminal

1

switch# configure terminal
switch (config) #

a7 4 Fal—varyE—RK2ANLET,

ATy T2

telemetry

1

switch(config) # telemetry
switch (config-telemetry) #

T VA N UBREOERE— RIZAD £97,

ATvT3

sensor-group sgrp_id
1 -

switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

FLARN) F—2pEoY— IA—FEER L E
-é‘O

ATvT4

path interface

1

switch (conf-tm-sensor)# path interface
switch (conf-tm-sensor) #

AUHE—=T o2 A INA TYLVERERCL T, D
BrDf P =Tz AZH LTI OOT LA R
T—2 VY EEEFETELHEICLET, TV
X, BEOA v H—T A AD T2 & 1 DITHE
LET, RIZ, TV A NIRRT —XZNEL, T
IR LET,

A=V THRBOBREFIEIISLT, /¥ —T =
A AT =2 ITEHNIC, TR F—T A AD
RRENEA T D - NTEESNE T,
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ko novansva—7x42 K20

AU RFERETIVa Y

B8

AT 75 | destination-group grp_id TLA NV N—T T E— RICAY | B
Bl - F TN —TE R L E T,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

Z 5w =6 |ip address ip_addr port port YT 27V TFoarDTF LA RN F—2 2L
i - T, H/ESHEIPT FLAER—=RMIA R —3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 LET,

50004
switch (conf-tm-dest) #

A 77 |subscription sub_id FULARN) B TR Y S g0 HTE—RIAY,
i - TVALN) B TRAZ VT a VMR LET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

R 7 8 |snsr-group sgrp_id sample-interval interval T — I N—TEBHIEOY T A Y S a
B - VI LT, TEOY T R (U BH
switch (conf-tm-sub)# snsr-grp 6 sample-interval {i)v‘ %E&“bei?—o Y7y \/{Fﬁ?&%&i‘ AL YT
5000 NT LA RN T—=252TEHIEET D, A
switch (conf-tm-sub) # B—Tx A AL IPIEAELTE L ZTEET D0

ERELET,
AT 79 |dst-group dgrp_id Bl I N—"7% 0% T A7 ) Fra izl vy

1

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

LEd, EETDEHE 7V — 713,
destination-group =~ > K Ca&E L 7= 8 7 /v —
TE—HTLMERHY T,

EEA DI EIDA A —T A4 XA INADERL

BrlSNDEEf o v v 2 —DhZRTHEMERSINEF—V— R 74 V2 &2l L T, A
VHE—T 2 ANRRA TGRYLEER TEET, 7 4 VX1 counters=[detailed] T,

TDOTANEEGRT L EICE0, A F—T =2 A RRIEHARERT X TOA & —
TxAAN T B —HNE L, WE LT —2 %7 ( VARBLLTh b, SR E2ZEMC
LET, 742 FFTvarThh, BRLRVES, ErEl v 4 —2&hd XToxh
VBN B —T oA A NRACFREINET,

FIEDEE

)

GE)

7 4 A ORI, BEERIZIE show interface mgmtO counters detailed & E{LL L T\ E9,

1. configure terminal
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FIRD

telemetry
sensor-group sgrp_id

destination-group grp_id
ip address ip_addr port port
subscription sub_id

©ONOUAWN

dst-group dgrp_id

EFLEBBEIOIS5TEY T4 |

path interface query-condition counters=[detailed]

snsr-group sgrp_id sample-interval interval

ARV KRFERERETY VY

=)

ATy T

configure terminal

1

switch# configure terminal
switch (confiqg) #

a7 4FXal—raryE—RKEANLET,

ATv T2

telemetry

1

switch(config) # telemetry
switch (config-telemetry) #

7 LA b UBEREOHER T — RICAY £9,

ATvT3

sensor-group sgrp_id

1 -

switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

FLAN) F—=EDv Y — T —FEER L E

o

ATvT4

path interface query-condition counters=[detailed]

1

switch (conf-tm-sensor)# path interface
query-condition counters=[detailed]
switch (conf-tm-sensor) #

A B =T 2 ANRA TV L, TXTo
A H—T oA ANEDOXalsoh & 2 —DIx
FRELET,

ATy TH

destination-group grp_id
1 -

switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

T LA NIRRT VT TE— RIZAY | B
T N—T a2 L £T,

ATvT6

ip address ip_addr port port
fi

switch (conf-tm-dest)# ip address 1.2.3.4 port
50004
switch (conf-tm-dest) #

TRV T a DT VAR T L
T, BEENTIPT FLAEFR—RMIA MY —3I
JLET,

ATy T17

subscription sub_id

1 -

TLARNI Y TR T g TE—RIZAD,
FTLARN) BT 27U F g o ERERLET,

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)
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BrEEEDS v a—7 42 <20

AU RFERETIVa Y

B8

switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

R 7 8 |snsr-group sgrp_id sample-interval interval oY — TN —FEBEOY T 27 ) g 02
) - YO LT, F=EOY T Y SR (S )R
switch (conf-tm-sub)# snsr-grp 6 sample-interval {i) @ Ebiﬁ Ty /7Fﬁ[§|¢1 I AT
5000 DT VAN T—2EBEHHNIEET D0, A
switch (conf-tm-sub) # B—T oA AAXY MPFELIZE ZITHEHET D)

ERELET,
R T 79| dst-group dgrp_id Bt e S N—T 2 O TR Y F gl vy

1 -

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

LET, e D807 /v — 71
destination-group =~ & R CaRE L 7o ki 71—
TEBTOMERHY £,

FEEEDS A —T T4 R INADIER

FIRDEE

HESNTZBEREDA L =T = ADH T X 5RTTE
LT, A F =Tz AA ANRZA TV EERTEET, 7 4/ H L oper-speed=1]
BEHE YA — b STV E T auto,

10M,

BHELDOXF—T— K7 4 )LH &l
T3, RD
10G. 40G. 200G, 3 L T400G,

100M. 1G.

DT ANEEERTDHZEICED, A U F—T 2= AR IHRESNTZEHEDA 4 —T = —

ADT VAN FT=HENEL, ZO/MREZEM

TESELET, TANKIIA ST 3T

T, FEHLZRWGA, BIEREICEFRRLS, 3XCOA X —T oA ADH T 2 INFEREN

£75

TANnZE, BROBREZ KV DY AR ELTRIFANDZENTEET, 2L

fi\ oper-speed=[1G, 10G]

. 1 BLN0Gbps TENET D4 v X —T A ADT T X B

LET, KO XFL LTEAZMEALRNTIZEIN,

)

GE) AVHE—TxARABAT HTA L E =T oA A A—T Ny 7 BILOVLAN (ZITEEEE
TaNRNT 4PN, TANZIIINEDA L EZ—T oA A XA TV R—FLERA,
1. configure terminal
2. telemetry
3. snsr-group sgrp_id sample-interval interval
4. path interface query-condition oper-speed=[speed]
5. destination-group grp_id
6. ip addressip_addr port port
7. subscription sub_id
8. snsr-group sgrp_id sample-interval interval
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F IR D EFH

9. dst-group dgrp_id

EFLEHETOSS5TEY T4 |

ARV RFERERTI VA Y

=)

R T w 71 |configure terminal a7 4F¥al—rvaryE—RFREANLET,
i
switch# configure terminal
switch (config) #

R T 72 |telemetry T LA N UBBEEORERE— FIZAY £77,
fi
switch(config)# telemetry
switch (config-telemetry) #

Z 5w 3 |snsr-group sgrp_id sample-interval interval oY= IN—TEBIEOY T A7 Y S a Y
- Y7 LT, F=20% 7Y o7 (2R
switch (conf-tm-sub)# snsr-grp 6 sample-interval 1i)w_ R L%ﬁﬂo -]j-:j_? Y V?Fﬁ?ﬁri‘ﬂi\ AL T
5000 MT VAN F—=2ZEMRNIEET o0, A~
switch (conf-tm-sub) ¢ B—T = f ALY R RAE LT & X ICHEIET B0

ZRELET,

R T w 7 4 | path interface query-condition oper-speed=[speed] AV B =T A NRRSYLEBRTEL, BEIN

i - T2 (Z OBIClE 1 Gbps & 40 Gbps D A) & FAT L
N . . - A

switch (conf-tm-sensor)# path interface Tb‘Z)/f /ﬁ 73:/(175)[5@7:7 ]7/& %'B'EKL/

query-condition oper-speed=[1G,40G] 357ro

switch (conf-tm-sensor) #

A7 75 | destination-group grp_id T LA NVEERE I NV—T VT E— RIZAY | B
Bl SN —TE AR LET,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

AT 76 |ipaddressip_addr port port YT RV T arDF VAN F—2 R L
i - T, FBESNEIPT RLALR—-FMIA MY —3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 LET,

50004
switch (conf-tm-dest) #

R T 77 |subscription sub_id TLARNI BT RI )Ty arHT7E—RIAD,
i - TLVARNY) TR7 YT a raikLET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

AT 7 8 |snsr-group sgrp_id sample-interval interval oY= I N—=TRBIEOY T A7) T Y

1

VI LT, T2 Y U TE ()R
i) #ZFBELET, o7V TRIEIT. AL vTF
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ARV RFEREET7TOVa Y B#Y
switch (conf-tm-sub)# snsr-grp 6 sample-interval MNFL A RY 5f*—5’%Eiﬁﬁ%éﬁblﬁéﬁiﬁ‘%>ﬁ>\ AV

:gggch (conf-tm-sub) # H—" :E/I) A /f ~N }\ 73\%%1% Lz & % W—’é{%ﬁ—é >
ZHELET,
AT 79 |dst-group dgrp_id Bl I N—T 2 DY T2 Y g vy
151 L9, ET DRI N—T1T,

destination-group =~ > K Ca&iE L 7= #&#i e 7 /v —
TE—ETHVLERLY ET,

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

BEOIT)IZEBAE3—T 4 R INADERK

AVHE—T 2 A ANRAFTYULDREI L7 =) FIFCH L TEEDO 7 4 V2 2T ET, £
DL, HHT AL DT 4 /L HZ 1L AND THREASEINET,

I Y FJMEDOKZT 4N B, ar~Z2H L TXEIY £9°, query-condition 21X, {EE DD
TANZERETEETN, BIMTDHT7AVERENNEE,| EROEADPKOND Z EITHER
LTL7ZEN,

FIEOHE

configure terminal

telemetry

sensor-group sgrp_id

path interface query-condition counters=[detailed],oper-speed=[1G,40G]
destination-group grp_id

ip address ip_addr port port

subscription sub_id

snsr-group sgrp_id sample-interval interval

dst-group dgrp_id

©WeONDAAWN=

F IR D

ATV REEEFETFTIOa Y Br
Z 3w 71 | configure terminal a7 4FXal—yaryE—KREANLET,
R

switch# configure terminal
switch (config) #

R Ty 72 |telemetry T LA N UBSREORE T — FIZAD £,
B -

switch(config)# telemetry
switch (config-telemetry) #
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EFLEHETOSS5TEY T4 |

ARV RFERETIVa Y

B8

R T 73 |sensor-group sgrp_id TLARNY F—=ZDOvrP— T —TEAE L%
{5 kK
switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

R 7 7 4 | path interface query-condition [[L 7 =) TEEOXKMEZMELET, 20T
counters=[detailed],oper-speed=[1G,40G] X, 7V IROE B ETFLUET,

i - « 1Gbps TEITESNTNAHAL L H—T 2 A A TH

switch (conf-tm-sensor)# path interface alSOh T —ZIREL TELET,

query-condition

co1lmters=[detailed] ,oper-speed=[1G, 40G] . 40 Gbps ’C?@f? é;}’b“(b \AA B —T 2 f AT

switch (conf-tm-sensor) # . .
BrlAos o o2 =2 ELTRLET,

R Ty 75 | destination-group grp_id TUA N V=TT E— RICAD P
Bl - T N—T L £T,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

A7 76 |ipaddress ip_addr port port PTR7 YT arDF VAN F—2 AR L
i - T, FBESNEIPT RLALR—FIA MY —3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 LET,

50004
switch (conf-tm-dest) #

Ry 71 |subscription sub_id FLARNIYTRZY T g0 HTE—RIAD,
i - TUVARNY T2 YT a v alkLET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

Z 5w = 8 | snsr-group sgrp_id sample-interval interval o= IN—=TERBIEOY T A7) T a Y
Bl Ly LT, FA OV T Y VR (3B
switch (conf-tm-sub)# snsr-grp 6 sample-interval {i)ﬂ %‘fﬁﬁ“ﬁfbi?‘o Y7y ‘/{FH?BI%61‘ AL T
5000 DT VAN FT—=R2E2EMIEET o0, 1
switch (conf-tm-sub) # B —=T 2 AAR IRFEELTZ L ZITHEHET H)

ERELET,
AT 79 |dst-group dgrp_id Bile N —T DY TR Y T a ) vy

1

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

LT, FEET 28R V—713,

destination-group =~ > K Ca%E L 7= 8 dc 7/ /v —
TE—EHTOINERDHY T,
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F—8E kA Ry b ER—) V7 s ooBrE2omHE [

T—R3FHIFARER—) VT TBE=ODRB/INADIER

BRI NSA UL, 77 v, BE, &R, AR L—Y A== AH T4 H—FKRED
Vr—IEREET=H VT LET, TLA M) TF=HEEHNIR—=) BN, AR
FRBAELZ L XICT =X 20515 X ) ICBRE S AZHA T £, FEc VWL, 7—

FIRDEE

FIRD

HDOEEETNTA N FOXIE

(478 X—) ZHRLTLEIW,

FEHIRRAR—U U T EIIA R MCESW T AT A Y Y —AFRZET LY I —A
NRABERETEET, ZONRXRETANEZ) T EYFER—FLTWERA,

configure terminal
telemetry

sensor-group sgrp_id

path environment
destination-group grp_id

ip address ip_addr port port
subscription sub_id

©WeONDAAWN=

dst-group dgrp_id

snsr-group sgrp_id sample-interval interval

ARV KRFERERETIVaY

=)

ATy T

configure terminal

1

switch# configure terminal
switch (config) #

Ay 7 4F¥al—raryE—RKEANLET,

ATy T2

telemetry

1

switch (config) # telemetry
switch (config-telemetry) #

7 LA MU BEREOHER T — RICAY £77,

ATvT3

sensor-group sgrp_id

1 -

switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

FLAN) F=EDv Y — T —FE2ER L E

o

ATvT4

path environment

1

switch (conf-tm-sensor)# path environment
switch (conf-tm-sensor) #

IO 2 DBREEA TV 27 hOT LA R F—X
BT UUIERTED LT DRE A 7L %
WA LET, 70T, EROF—F ANE 1 o0
HAHE LET,
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EFLEHETOSS5TEY T4 |

ARV RFERETIVa Y

B8

TR LT, BET —XIZA—V 7
FRICESWTA RN = 7 E&NE0, AV bR
FAELZEXICEESNET,

AT 75 | destination-group grp_id TUA N V=TT E— RICAD | ki
bl I N—T B LET,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

A7 76 |ipaddress ip_addr port port PTR7 YT arDTF LAY F—2ERER L
i - T, FBESNEIPT RLALR—FMIA MY —3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7LET,

50004
switch (conf-tm-dest) #

R 71 |subscription sub_id FTLARNIYTRZY T g FTE—RIAD,
i - TULARNY T2 YT va v allkLET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

Z v 7 8 | snsr-group sgrp_id sample-interval interval oY= IN—TEBIEOY T A7 Y S a
Bl Ly LT, FA OV T Y IR (3B
switch (conf-tm-sub)# snsr-grp 6 sample-interval {l)w %ﬁﬁbi\jﬂ" 4}:7 Y ‘/7‘ F%B%&i‘ AL T
5000 DT LA N F =2 & HNTEHET D0, BREEA
switch (conf-tm-sub) # Nk ﬁ)%é L7 L X @:;é{gj—é 73)%5%735* Li—g—o

AT 79 |dst-group dgrp_id Bl SN —T DY TR Y T a ) vy

1

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

LET, fHET DL LV —7 1%,
destination-group =~ > K Ca%E L 7= 8 dc 7/ /v —
TE—HTOIMNERDHY T,

BAFERE LS Y XU THEEDRMIL

FIRDEE

NX-0S U U —2Z 10.4.1(F) AR, Nexus 9000 3V —X A A v FOENEE BT 5720 DH
BERENEA SN TWET, T 74/ FTiE, ZOMEEIZT 4 B—7 LR >TWET, Z Ok
RREZANTT DL, ROFIEEZETLET,

1. [no] power usage-history

Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)
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gnuagEozs I

FlIED A
ARV RFEEETIVa Y B#
AT 71 |[no] power usage-history BHEAE N7 v IHREEZENCLET, 20

i)
switch# power usage-history
switch (config) #

FEBEZ IEZhZ T 51213, Zoa~<wr RO NO EXE
EALET,

BENHEREORT

BEAGEAEEBHORTITU R

B EBEMERE A AT D%, BAEHE N T v X U THREO AL (488 X—2)
EHL TS, A L=%,. show environment power history ZfEfH L CX £ &7
2 —0y NOBIERHEOHREERE R R LET,

avyU kR

RTAR

show environment power history { peak | target
1min | target 1hr | target 14 days | target 14days
day day no}

SEEERF =7y bOBEIME RN

av Y Kol

show environment power history peak =~ > K

switch# show environment power history peak

OFZTRITTRLET,

Power Output Power Peak Time Input
Power Peak Time
Supply Model Status (peak) (Output Power) (peak)

(Input Power)

1 N9K-PAC-3000W-B Ok
W 06/07/2023 10:54:59

2 N9K-PAC-3000W-B Ok
W 06/07/2023 10:51:44

switch#

Last lmin usage data would contain average

module-4# show environment power history t

334.30 W 06/07/2023 10:54:29 362.45

362.45 W 06/07/2023 10:53:29 425.80

usage in last 15secs, 30secs and 60 secs.

arget lmin

Power Output/Input Output/Input
Output/Input
Supply Model Status (15 sec) (30 sec)
(60 sec)
1 N9K-PAC-3000W-B Ok 330.78 W / 362.45 W 330.00 W / 362.00 W
330.00 W / 362.00 W
2 N9K-PAC-3000W-B Ok 358.94 W / 415.24 W 358.00 W / 415.00 W
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B =rszERo=s

358.00 W / 415.00 W
switch#

show environment power history target thr =~ > FOH 1 2RI LET,

switch# show environment power history target 1lhr
1 min avg data for 1 Hr for
slot: 1 Product Name: NO9K-PAC-3000W-B status: Ok
Output Power Input Power Time
331.00 W 362.00 W 06/07/2023 11:34:44
330.00 W 362.00 W 06/07/2023 11:33:44
333.00 W 362.00 W 06/07/2023 11:32:44
333.00 W 362.00 W 06/07/2023 11:31:44
331.00 W 362.00 W 06/07/2023 11:30:44

1 min avg data for 1 Hr for
slot: 2 Product Name: N9K-PAC-3000W-B status: Ok

Output Power Input Power Time
358.00 W 417.00 W 06/07/2023 11:34:44
358.00 W 417.00 W 06/07/2023 11:33:44
358.00 W 417.00 W 06/07/2023 11:32:44
358.00 W 417.00 W 06/07/2023 11:31:44
357.00 W 415.00 W 06/07/2023 11:30:44

show environment power history target 24hr ==~ > FOH & KR L £,

switch# show environment power history target 24hr
1HR avg data for 24 Hr for
slot: 1 Product Name: N9K-PAC-3000W-B status: Ok

Output Power Input Power Time
332.15 W 363.56 W 06/07/2023 12:50:44
332.13 W 363.66 W 06/07/2023 11:50:44

1HR avg data for 24 Hr for
slot: 2 Product Name: N9K-PAC-3000W-B status: Ok

Output Power Input Power Time
358.23 W 416.68 W 06/07/2023 12:50:44
358.35 W 417.05 W 06/07/2023 11:50:44
switch#

show environment power history target 14days =~ > KOFIZRITR L £,

switch# show environment power history target 1l4days
1 Day avg data over a period of 14 days

slot: 1 Product Name: N9K-PAC-3000W-B status: Ok

Day Output Power Input Power Date

1 332.17 W 363.61 W 06/07/23

1 Day avg data over a period of 14 days
slot: 2 Product Name: N9K-PAC-3000W-B status: Ok

Day Output Power Input Power Date
1 358.23 W 416.81 W 06/07/23
switch#

This CLI displays the average usage throughout the day for each day in last l4days. For
each PSU 14 days average usage 1s displayed. A detailed per hour usage for each day is
displayed when day number is given. Output for that is given in next slide.
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show environment power history target 14daysday 1 =~ > ROFZRIZRLET,

switch# show environment power history target l4days day 1
1 HR avg data for 1 Day

slot: 1 Product Name: N9K-PAC-3000W-B status: Ok
Day 1

Output Power Input Power Time
332.23 W 363.61 W 06/07/2023 13:50:44
332.15 W 363.56 W 06/07/2023 12:50:44
332.13 W 363.66 W 06/07/2023 11:50:44

1 HR avg data for 1 Day
slot: 2 Product Name: N9K-PAC-3000W-B status: Ok
Day 1

Output Power Input Power Time
358.11 W 416.71 W 06/07/2023 13:50:44
358.23 W 416.68 W 06/07/2023 12:50:44
358.35 W 417.05 W 06/07/2023 11:50:44
switch#
switch#

AR MFERIFET—22KR—=) 205 BH=HD)V—X INADERK

U —2 0%, CPURHARSCAE IV ERRREDOVAT LAY V=R =H T T LET,
TONRAERR LT, T VAN TF—HEEMNTET 20, A XV MRFELRE L ZITR
HETEFET, [F—FOBEFFIZIARL FOZE @18 —) | BB TLIFE,

ZONRAFTTANZ ) TP R—=F L TWEREA,

FIEDHE

1. configure terminal

2. telemetry

3. sensor-group sgrp_id

4. path resources

5. destination-group grp_id

6. ip addressip_addr port port

7. subscription sub_id

8. snsr-group sgrp_id sample-interval interval

9. dst-group dgrp_id
=3[k 2t

ARV FEREET7TIVa Y BHY

25w 7 1| configure terminal ar74Xal—varE—RFeANLET,

1

switch# configure terminal
switch (config) #
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EFLEHETOSS5TEY T4 |

ARV RFERETIVa Y

B8

R T v 72| telemetry T LA MY BERROMRE— FICAY £7,
1 -
switch(config) # telemetry
switch (config-telemetry) #

ATy 73 |sensor-group sgrp_id TLARN) F—=EDE Y — I —TF%ER L E
fi EE
switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

AT 7 4 |path resources BEOELE DY AT YY) —=ADT LAY F—
Bl - BaTYNZEETEDLLIITTHY V—R XA
switch (conf-tm-sensor)# path resources j7f{/v§fﬁ%ﬁil/?iﬁ_° EARGES %Eiﬁﬂ)f?*—§7)\j]
switch (conf-tm-sensor) # 1 OOHNITHEE LET,

FUoTAMBIIE T, VY —A T —Z IR -V
THIBIZEEDWTA M) = 7 &b, VAT
L AEUMN INotOK] ICEF Sz b Ik EEN
ij—o

Z 5w 75 | destination-group grp_id TUANIEHRE IV —T T E— RICAD, ¥
Bl 57 N—T EHR LET,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

A7y 76 |ipaddress ip_addr port port BTAI VT arOT VAN F—HEREK L
i - T, FBESNEPT FLAER—RIA R —3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 L/jETfO
50004
switch (conf-tm-dest) #

R T 71 |subscription sub_id FLARNIYTRZY P g HTE—RIAD,
i - TVALN) B TRAZ VT a CEMERLET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

R 7 8 |snsr-group sgrp_id sample-interval interval oY= I N—TEBEOY T AT Y T a
) - YO LT, FEOY T Y U URE (XU BH
switch (conf-tm-sub)# snsr-grp 6 sample-interval 1il %?ﬁib%ﬁ‘o %:7 Y ‘/?FE?BF%&:I‘ AL YT
5000 DT VAN F—=F 2 EHNEET 200, VY —
switch (conf-tm-sub) 4 A AR R LT & FICHEET B0 R IE L E

D
ATy 79 |dst-group dgrp_id PR N —T OV T AT ) Fra ) vy

1

LEd, fEET 28Rk V—713,
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ARy M EEET—8 ER— 25T 500 AN <ot [

AU RFERETIVa Y

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

By
destination-group =~ > K Cg&iE L 7= #&#i st 7 /v —
TE—HTHMERDY T,

ARV MEEEFET—2%2KR—) 209 5160 VXLAN /XX DIERL

vxlan /XA F~UL1E, VXLAN 7, VXLAN 7% —_ VLAN h 7% —_ BGP V7 5—
IR E AA v TFORBIEIE LAN EVPN IR T 2 M ARt L E 3, 2O TV AR

FIRDHE

F IR D 48

LT, EMMIC, AN PR BELZLEZICT VA MIBEREIETE LT,

E

DOWEENIA R FOZE 4718 2—2) | R LTI EEN,
TONRRFZTANEZ Y T R—FLTWERA,

configure terminal
telemetry

sensor-group sgrp_id

vxlan environment
destination-group grp_id

ip address ip_addr port port
subscription sub_id

©WeONDAAWN=

dst-group dgrp_id

snsr-group sgrp_id sample-interval interval

ARV KRFERERETY VY

B8

ATy T

configure terminal

1

switch# configure terminal
switch (config) #

a7 4 Fal—aryET—R2ANLET,

ATv T2

telemetry

1

switch (config) # telemetry
switch (config-telemetry) #

T VA N UBREOERE— RIZAD £97,

ATvT3

sensor-group sgrp_id

1

switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

FLARN) F—a2pEo Y — IA—TFE{ER L E
—é—o

ATy T4

vxlan environment

1

HEOE L2 D VXLAN A7 =27 hOFL AR
FT—=H BT YLIZEETE D L H12T 5 vxlan 73 A
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ARV RFERETIVa Y

B8

switch (conf-tm-sensor)# vxlan environment
switch (conf-tm-sensor) #

TOVEMER L ET, TR, RO T— 2 AT
Z1OOMNITHEE LET, V7RG T
T, VXLAN 7—Z IR —U » 7RI SN T A
M) =27 3NDh, AR IBRFELZE X
EEINET,

AT 75 | destination-group grp_id TUA NV V=T YT E— RICAY | Bk
Bl SN — T E R LET,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

AT 76 |ipaddressip_addr port port YT RN T arDF VAN F—2 iR L
i - T, HESHEPT FLAER—=NMNIA MY =3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7LET,

50004
switch (conf-tm-dest) #

A 77 |subscription sub_id TVLARNI Y TR T a B TE—RIZAD,
i - TVARNY) TR7 YT aikLET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

AT 7 8 |snsr-group sgrp_id sample-interval interval oY= IN—=TRBIEOY T A7) T g Y
i - VI LT, FEOY T Y IR (XU BH
switch (conf-tm-sub)# snsr-grp 6 sample-interval {i)w_ %E&hfﬁbi'ﬁ—o #:7 Y \/? %ﬁﬁ%ﬁi‘ AL T
5000 W7 LA N F =25 EWICEHET 5. VXLAN
switch (conf-tm-sub) # ARy BB LT & XSRS T B E R L E

—a—o
AT 79 |dst-group dgrp_id B /N —T R OV T AT Y T a i) vy

1

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LEd, faEd Dk 7 L —71%,
destination-group =~ > K Ca&iE L 7= #&#i st 7 /v —
TE—ETHVLERLY ET,

INR SR HERL HEER

WOThH, SNRATAABHERENTND Z L2 L. FATFOT LA MR EZFR L TE

FIRDEE

DIEZ R TE £7,

1. show running-config-telemetry
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Rz sAuEgoRT |

FED FH 4
ARV KRFERRETI a3 Y B

27 71| show running-config-telemetry FUA | Y DBREOIATN A TR L ET,
i - ZOBITIE, BrY— A= 41%, 1 BLV10
switch (conf-tm-sensor)# show running-config GbpS ’Ciﬁtéﬂfb\z)/]} HE—=TxA 7\75“5”2139\
telemetry HDHT o Z—2 LT D LIRS TWE

!Command: show running-config telemetry ?LO Y- TN—76 31 &40 Gbps Tiﬁié
'Running configuration last done at: Mon Jun 10 [FLCWVWAA LV H—T 2 AMBTXTDOH T H—
08:10:17 2019 ZINET D L O ITHER S L TVWET,

!Time: Mon Jun 10 08:10:17 2019

version 9.3(1) Bios:version
feature telemetry

telemetry
destination-profile
use-nodeid tester
sensor-group 4
path interface query-condition
and (counters=[detailed], oper-speed=[1G, 10G])
sensor-group 6
path interface query-condition
oper-speed=[1G, 40G]
subscription 6
snsr-grp 6 sample-interval 6000
nxosv2 (conf-tm-sensor) #

INR IRIVIEHRD TR

IR SRR FRATUKR
show telemetry usability =~ > R+ 5L, 7oV EZFITLICE AR TR ED

flil 2 DA ZRIRTEET,

AR RENE

show telemetry usability {all | environment | FTRTONRRA T DOTRTOF LA Y R

interface | resources | vxlan} 2 FFIFEE SN AR FAULOFTRTO
TULARNY NZA, Fe, BZIE BIAR
FEMR AR =V > 7 E i3 A R Mo
TT VA NY F=Z2RETONE D DR
SNET,
AU B =T 2 A ARATYUE, RE LT
F—U— R T4 NVZEEI ) LML EE
nEJ,

show running-config telemetry F LA N Y LIRS h I SR RO L,
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avy Fopl

\}

GE)

II Cisco

show telemetry usability all =~ > Ni%
TEAE L2 L DT,

TR Vg NREINTWAiADa~w L Rad X

show telemetry usability environment =~ > KOH Z RIZR L £,

switch# show telemetry usability environment

1) label name environment
path name sys/ch
query type : poll

query condition

Kpfﬂiﬂﬁ#hﬂ&JEQPGmxt%uinfﬁzmxts&tﬁe<&%s%qi&ﬂﬂd;e;ﬂﬁﬁo@e}t&pzﬂd;exﬁ%ueqiE:e;t%nnne}tﬁskt

2) label name environment
path name sys/ch
query type event

query condition

sw1tch#

show telemetry usability interface =~ > RO ERIZ R L £9,

switch# show telemetry usability interface

1) label name interface
path name sys/intf
query_ type : poll

query condition

2) label name interface
path name sys/mgmt- [mgmt0]
query_ type : poll

query condition

quﬂm}tshﬁﬁﬁE@%agtﬁﬁe&gmmMyﬂfahﬁhWpﬁ&gﬁﬂﬁﬁ%ﬁﬂ&qﬁﬂhﬁaﬂa&mﬂﬂhﬁiﬁsnmﬂﬂhmﬂﬂDLrmﬂﬂﬂnmnﬂﬂDL

3) label name interface
path name sys/intf
query_ type event

query condition

and(updated(ethmenthdIf operSt) eq (ethpmEncRtdIf.operSt, "up™))))

ethmenthdIf operSt down") ),

4) label name interface
path name sys/mgmt- [mgmt0]
query_ type event

query condition

WW@M@@@Q ,aestE() o Ero prite (it T qees) e (it T qea, "thl ) arol{ prbted (g TE. ey et TE.qeas, 1))
switch#
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show telemetry usability resources =2~ > KDOH & KIZAR L E 7,

switch# show telemetry usability resources

1)

label name
path name
query_ type

query condition

label name

path name
query_ type
query condition

resources
sys/proc

poll
rsp-subtree=full&rsp-foreign-subtree=ephemeral

resources

sys/procsys
poll

label name

path name
query_ type
query condition

resources

sys/procsys/sysmem
event

query-target-filter=and (updated (procSysMem.memstatus) ,h ne (procSysMem.memstatus, "OK") )

switch#

show telemetry usability vxlan =~ > KOF| 2RISR L E T,

switch# show telemetry usability vxlan

1)

5)

label name

path name

query type
query condition

label name

path name

query type
query condition
label name

path name

query type
query condition
label name

path name

query type
query condition
label name

path name

query type
query condition

vxlan

sys/bd

poll
query-target=subtree&target-subtree-class=12VlanStats
vxlan

sys/eps

poll

rsp-subtree=full&rsp-foreign-subtree=ephemeral
vxlan

sys/eps

event
query-target=subtree&target-subtree-class=nvoDyPeer

vxlan

sys/bgp
event

: query-target=subtree&query-target-filter=or (deleted(),created())

vxlan

sys/bgp
event

qEry-targeE=stresstarcet-—sitree-classsoglo, bodReer, aoheerAf, oo Do, ocReerAfFhtry oopQperRectr 1T 3, oopOper R, oopOper Rt iy, logesQperAfCer L

switch#
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—

P2 T4 T T—FFEET/NR
P2 T4 T T—REET/NRIZDONT

NX-OS7T LA NUIE, FFEDA L T TANT I F ¥ E2dT —F_X—RIZRES NN =2 —
FINTF—=EEETLTHIAAT AT T—F V=AY R—FLxT, RDOVIZ, R T+«
T F— ERETREHEATSE, A R—R U b ERIET UV =y a 27 v 7 LT, B
BHHRERET LAY AN —AIHHATEET, XM T 47 T—F BETORRIA T
TANTZ I FXIZBI WD, ZOMRRITERHMEZRZEEL, X477 77V r—ra ik
NX-OS 7L A MU EXEECE £,

FAT AT T—=FFEILANREHEHAT DL FFEOE I — NRTREKL T, ELT MLz
TLAN) T—HEZETEET, ZOMEEIZNX-SDK CHEEL T, IRO/NRNANLDT LA
K F—=2DARN) = T2V R—FLFET,

e IPL—F+DT LAY FT—H&EEET S RIB /XA,
cHABLIOEHMAC = YV DOT LA MY F—H%2%EET S MAC /R A,
«IPv4 & IPv6 BEBEDT L A N T — X% k5T D EBEEfR S X,

YT RA7 Y Fa B ERTHE, BIRLERADTRTOTF LA N F—FRHAEF L LT

ZEBEICA M) =T aNET, AEEOR, ANV MERMOBPZEHIZA ) =7
SNET,

FAT 4T T—=H BFEIXLNRNADA RN =T, RO a—T 47 XA TR —F
LET:

+ Google Protobuf (GPB)
« JavaScript Object Notation (JSON)

e 1737 K Google Protobuf (=2 > /X7 | GPB)

R A T4 T T—REETNNARAIZA N =I5 EINBZTLARY
T—A

WDOFRIE, K —=ARAZHONWT, T T A7 U TV a URNEINCERENT-LE (R—2 T4
V) EARY MBRHNFEELIZEEICA N = TSN ERERLTCWET,
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Path Type HBIRH1)T30 R—R5 (4R FEH (Event
4> Notifications)
RIB ATON— FDEE
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EFNBHEIOISIEYT 4 |

Path Type

H$ITRY YT R—X3F
12

AR @ (Event
Notifications)

A X hOER, BE BE
OHIBRIZEET 5 A X Ml
ZIEELET, KROfEIL. RIB
RADT VA M) EZAHLTT
JAR—FENFET

c XJANFBY T N—T 4
AL E

cFRITARNKYTDT
NS

« X7 ARy T DR
BAVHE—T A A

e X T ANKYTD

VRF 4

« X7 ARy T D
HE

« XT AN Ry TS OE
S

e X T AN IR YT DR
FU w2
cFTANKRYTDH
y

XTI ANKyTDOR
7 A b i

« X T ANKYTD b
VeV TlEs
c XTI ANKYTDh
PAYIZ % v

cFITARKYT HA
TDTTTDEy b
L ®O0R

LAV 3IDOAN—T 4T
THH A MREET D
«/L'— ~® VRF 4

— KTV T 4w
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AT 4T FaAERARAIR =20 snsF LAY F—5 |

Path Type HBIRH1)T30 R—R5 (4R FEH (Event
4> Notifications)
AT KL A

e — DA E

JL— DT A B
Ry 7T

o 4 X OFEE
s X I AN KT

MAC BB L O A F v 7 MAC | A X FoEhn, BB Lo
T FUIIZX L TDME 25 |BIBRICBET A1 X hdina
GETALL & FEITL £, EELET, ROEIR. MAC

INADT VAR EZ@EBUTT
JAR—FINET :

« MAC 7 L2 (MAC
address)

*MACT RLA ZAF
* VLAN%E 5
e AU H—T A AL
AN P

A Ry MEFITIE,

N EFALF Iy s = b Y

DGR IR—F SN THE
—a—O
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Path Type IR Y T3 R—X5 |4 R B (Event
A4 Notifications)

B 12 IPv4 33 X OVIPv6 BERERAGR (7 | A v R ooiB N, B L Ot
Vrytrv—) EEELE HIBRIZES 454 X M@
7, EELET, ROMER, B

BfR (7Vv kLI —) /32
DOTFTLVARN)EHBELTZ I A
A—hZNET:

«IP7 KL A
*MACT FL- A
AP =T A A
cWBERA B —T = A A
* VRF 4
YT F LA

s BREORE T

o BREERMR (T VvV
=) DT KL A 773
1

< BEREBALR T vk r
=) DARY N HAT

SR OV TIE, Github https://github.com/CiscoDevNet/nx-telemetry-proto % 2 L T < 7280,

N =
EEBRIELHINEIE
FAT 4T T —F FEETL SNAREICIL., ROFEEFHLHINFEERNH D 97,
*RIB, MAC, BXUBHEMEZR (TVxv vy —) ORAT 4 T FT—ZEETLAANLD A

M) = T O%E, Brh— 2 a7 ¢ OFEHIL, depth, query-conditiond 5\
X, filter-condition7e & DM A ¥ LHEHELZ V7 R— F LEH A,

W—T A VT BEBDRAT 4T T—REET/NADERK

URIBIZEENDTRTONL— MIBETHEREEET 2NV —T 4 V THERORAT 4 7 T —
HIEETANAZHER CE £, BT DL, REMITTXTOL— MEREXELE T, ~—
2G5 D%, A v FNYPR— T HV—F 427 Fr b aLon— FERFEIREECS
WCHEHMAEFE SNET, RIBEMTERFEINDGT —XIZOWTIEL, R T 47 T —FEET
NAFNZA NI =T ENDBT VAR =% (498 X—) ZERLTLEIN,

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)
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| EFLBBHRITOTIS<EY T4

1R BHHIIZ

T LA MUBSREZ BN LTV AR WA

N—T 4 VIR A T 4 T F—atER 2o ]

. ZZTHEBNZLET (feature telemetry)

FIEDHE
1. configure terminal
2. telemetry
3. sensor-group sgrp_id
4. data-source native
5. path rib
6. destination-group grp_id
7 ip address ip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB |
GPB-compact }
8. subscription sub_id
9. snsr-group sgrp_id sample-interval interval
10.  dst-group dgrp_id
FIED %
ATV RFEREETIVaY B

X5 w 1 |configure terminal a7 4 F¥al—arE—RFeANLET,
i
switch# configure terminal
switch (config) #

RTFwv T2 |telemetry T LA N UBREOHEE— FICAD £7,
i
switch (config) # telemetry
switch (config-telemetry) #

AT 73 |sensor-group sgrp_id Yo — I N—FEERLET,
£
switch (conf-tm-sub) # sensor-grp 6
switch (conf-tm-sub) #

RTw 74 |data-source native FEEDETNRT —H RN— AT, KA
i - TFAT T TV = arNA Y =L F—F &l
switch (conf-tm-sensor)# data-source native fﬁ??%ffml Oﬂ:\ 5?_—57£§T§7E%E;F/r€?/f:7GZEQﬁ§
switch (conf-tm-sensor) # L/jz7fo

RTFwv 75 |pathrib N—bEN—bF T 7T = MEREA N —I
Bl - 9% RIB S AZHER L £,

nxosv2 (conf-tm-sensor) # path rib
nxosv2 (conf-tm-sensor) #
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EFLEHETOSS5TEY T4 |

ARV FFEREETIVa Yy

S

A7y 76 |destination-group grp_id TLUA RNV V—T T = RIZAY | #
Bl Bese s =T E R LE T,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #
XFw 7 |ipaddressip_addr portportprotocol { HTTP | gRPC |97 227 U FL a0 dDF L A N FS—F % BT
} encoding { JSON | GPB | GPB-compact } SNEIPT RLAER—FMIA MY =374 3
151 LolcHE L., 5 —F% A M) —2D7Fu hajLk
switch (conf-tm-dest)# ip address 192.0.2.11 port] =~ 1 FEBIEL £,
50001 protocol http encoding json
switch (conf-tm-dest) #
i
switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #
11
switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #
A58 |subscription sub_id TLARNY YT Z7Y FvarPTE—RIIAD,
B - TLVARN) T2 Y TFva el LET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #
Z 5w F9 |snsr-group sgrp_id sample-interval interval oY= IN—=TEBIEOY T AT ) F g i
i - V7 LT, T—20Y 7Y oI (3 VE
L A== N ° YT » =3 N
switch (conf-tm-sub)# snsr-grp 6 sample-interval h{{A%EEXXEIJE%:rO %%Vii7 % «/5<E§Eﬂhi\ AL T
5000 MT VAN F—=F2EHRINCEET D0, A~
switch (conf-tm-sub) § B—T xR ARy R LT & FICEIET S
MEPRELET,
A7y 710 |dst-group dgrp_id Pt IN—T B DOV T AT ) T a Az v

1 -

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

LEd, fBET 2807 v —7 13,
destination-group =2~ > KT E L 7= 7 v —
T =T LHNENRDHY ET,

MAC 1BERD R A T4 T T—EET/NADIERL

MAC 7—7NVDFTXTOxT L M VIZETHEREEET D MACITERDO R AT 4 7 T — 4 i
B /NAEZHERTEET, BT H L, EEHEIZTXTOMACEHRZEELET, LEED
%, MACT RL AN, B, BIXOHIBRBIEO®MENEE SN E T, MACHAITER S
NDET—HIZOWTIE, XA T 47 T—FEEITANARIZA N =7 SnbT AN

F—X4 (498 ~X—)

EZRLTIIESN,
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FIRDEE

F IR D 8

MAC 5D+ 1 7« 7 F—2Em 20 [

\)

CE)  EHEIITHIERA ~ POBE, MACEAIL, 1P BEEMRZFFD MAC 7 R L AIZX LTO
HEE SET,

IR BRI
TUARNUEZ AN L TOWRWEEIX, 22 CTHMIZLE T (feature telemetry) .

configure terminal

telemetry

sensor-group sgrp_id

data-source native

path mac

destination-group grp_id

ip address ip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB |
GPB-compact }

subscription sub_id

9. snsr-group sgrp_id sample-interval interval
10.  dst-group dgrp_id

NOOAWN

o

ARV EFERETIVa Yy B &

ATy T

configure terminal Ay 7 4 Xal—varyE—R2ANLET,
i)

switch# configure terminal
switch (config) #

ATv T2

telemetry T L A N UBKBEORERE— RIZAD £7,
i -

switch(config) # telemetry
switch (config-telemetry) #

ATvT3

sensor-group sgrp_id oY — I N—TEERLET,
1)

switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #

ATvT4

data-source native BEDETFNROT —HZ_X— A2 VB2, %A
B - T4 T T TV r—varPNARN)—A T —H %l

- = 3 Y Y = S — Ry =
switch (conf-tm-sensor)# data-source native )EHT% CES o 7 5735’31.:.7[,6’7\/]) T A TISRGE
switch (conf-tm-sensor) # L/ji7fo
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EFLEBBEIOIS5TEY T4 |

ARV RFERETI3Y E]:g]
ATy 75 |pathmac MAC = kU5 X O MAC @A BT 2 w4 2
B - U =232 MAC S AZHERR L E T,
nxosv2 (conf-tm-sensor) # path mac
nxosv2 (conf-tm-sensor) #
AT w76 |destination-group grp_id TUARNVEEREI VT P TE—RICAD, #
Bl Wise 7 L — T B LT
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #
XFw 77 |ipaddressip_addr portportprotocol { HTTP | gRPC |47 227 U FL a v dDF L A N) F—F % BT
} encoding { JSON | GPB | GPB-compact } NPT RLRER—FMIA RN —I 743
- EoTHE L, 7= AP —LaDFm hane
switch (conf-tm-dest) # ip address 192.0.2.11 port] ::;/:1»—]¢%a§%ﬁ§L/j£7fo
50001 protocol http encoding json
switch (conf-tm-dest) #
1 -
switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #
11
switch (conf-tm-dest)# ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #
A58 |subscription sub_id FTLANIHTR7 YT ar$7E—RIZAD,
i - TLARNY FTR7 YT a il LET,
switch (conf-tm-dest) # subscription 33
switch (conf-tm-sub) #
R w9 |snsr-group sgrp_id sample-interval interval ‘o — IN—TEBREOY T AT VT a
i - Vs LT, T—=20F 7 7 (2 URE
AN == ~ © N a = w
switch (conf-tm-sub) # snsr-grp 6 sample-interval ﬁf{A%EEXXEIJE%:fO f*«i:7 % «/5iﬁﬂﬁmfi\ AL T
5000 WT LA RNY F—=2 2 BHRNCEET D0, A~
switch (conf-tm-sub) # H—=T o f A AR IR ELZEXITHETS
MaEPRELET,
A7 710 |dst-group dgrp_id Pt IN—T R DOV T AT Y T a ) vy

&1

switch(conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LEd, BET 28R 7 V—713,

destination-group =~ > R CE L 7= e 7 L —
TE—HTANENRDY ET,
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¥ RTHMACERD 1 7 1 7 F—2itlErw 2o [

FTRTHDMACIEERD KA T4 T T—FXET/AADIERL

LAY 3IBLRLA Y205, MACT—7NLDFTRTOT NICHETAIHEREEETS
MAC IO RA T 4 7 7 — 5 EEIL N AR CE E3, BT 5 &, REMEITTITO
MACTE# A2 XE L £, BUEHEDOHR, MACT FLADBM, FH., B L OHIFRERIED @A
EEENET, MACHEHMTEEESNDE T —ZIZOWTIE, R T 47 T—FEE T2 I
AR =T INDT VAR T—4% (498 X—2) SR TIEIN,

)

CE) BT £ 72IFHIBRA 2 hOBGE . MAC #AIE, 1P BRERRZ O MAC 7 R L AR LTO

HEESNET,

1R BHHIIZ

T LA NUBREZ B L T WA,

ZZTACLE T (feature telemetry)

FIEDHE
1. configure terminal
2. telemetry
3. sensor-group sgrp_id
4. data-source native
5. path mac-all
6. destination-group grp_id
7 ip address ip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB |
GPB-compact }
8. subscription sub_id
9. snsr-group sgrp_id sample-interval interval
10.  dst-group dgrp_id
FIED %
ATV RFEREETIVa Y B
A5 w 71 |configure terminal a7 4 FX2l—aryrE—FREANLET,
i -
switch# configure terminal
switch (config) #
ATy F2 |telemetry T LA N UBREORRE— FIZAD £7,
11
switch (config) # telemetry
switch (config-telemetry) #
RT3 |sensor-group sgrp_id Yo — I N—FEERLET,

&1
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EFLEHETOSS5TEY T4 |

ARV FFEREETIVa Yy

S

switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #

Z 7w 74 |data-source native BEEDET NRT — =R % S LI, A
il - TATTIVr—2a v BNA RN —A T —F%&ff
< N Y TRy s - 7 S
switch (conf-tm-sensor) # data-source native }ﬂ(% 5 J: ? L—‘ 7 53351;,75%2/]’7‘/( 7 AR
switch (conf-tm-sensor) # L/EEjro
A7y 75 | path mac-all FTRTOHOMAC =2 kU BLOMAC E@AIZBET 2
Bl - Tz A2 R Y—257 25 MAC SRR MK LET,
nxosv2 (conf-tm-sensor) # path mac-all
nxosv2 (conf-tm-sensor) #
A7y 76 |destination-group grp_id TLARNVEE I N—T BT E— RIZAY | B
Bl ey N7 R L E T
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #
RFwvw 77 |ip addre_ssip_addr portportprotocol { HTTP | gRPC |7 227V FL g dDF L A N F—F % BT
} encoding { JSON | GPB | GPB-compact } NPT RLRAER—FMIA RN —I 743
5l - KO L, 7—% AP =07 m fhartk
switch (conf-tm-dest) # ip address 192.0.2.11 port] BLL/:I»—]Q%EEQﬁgL/jzirO
50001 protocol http encoding json
switch (conf-tm-dest) #
151 -
switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #
1 -
switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #
AT 78 |subscription sub_id TLANI Y TR F g 72— RNIAD,
i - TLARNY) FTR7 YT a2l LET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #
R w9 |snsr-group sgrp_id sample-interval interval ‘o — IN—TEREOY T AT VT a

&1

switch (conf-tm-sub) # snsr-grp 6 sample-interval
5000
switch (conf-tm-sub) #

Yo7 LT, F—Z0% 7V o7 () BE
fr) ZFHRELET, Vo7V TR A v F
MT LA RN F—2EEMICEET D0, A
H =T f A AN IRREAELZE EITEETD
DEPRELET,
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PiEoR1 747 7—4 2o [

ARV RFERETI Y S

ATv 710

switch(conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

dst-group dgrp_id B SN —T R OV TR YT a4

LES, EETDERE 7V — 713,
destination-group =~ > KT E L=k 7 v —
TE—HTOINERDY T,

IPBEEDRA T 4T T—3 INADERK

AA v FOFTXTOIPv4 & IPv6 BEEICBIT D IEM ARG T 5 IP BRGSO A T 4 7 T—
HEETENAZRER CTE £, BT 2L, RUEMIT T X COBEEHZ2EE UL, AUEHE
D%, BEEEBRIEOBM, B, BLOHIBRICET 2 @MARE SN E T, BEEREM TEE
EINDT—HIZOWTUE, FAT 4T T—HEFILEANAMIZA NI —I T SnHT LA b

Y F—s (@8 —Y) EBELT AL,

48O SRS

T LA MUBSBEEZ BN L TWARWEEIX

. ZZTHZNZ L% (feature telemetry)

FIEDHE
1. configure terminal
2. telemetry
3. sensor-group sgrp_id
4. data-source native
5. path adjacency
6. destination-group grp_id
7 ip address ip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB |
GPB-compact }
8. subscription sub_id
9. snsr-group sgrp_id sample-interval interval
10. dst-group dgrp_id
Flgn
ARV EFEREEFT7IV3 Y B#
Z 5w F1 |configure terminal Ay 74 Xal—varyE—FREANLET,
11
switch# configure terminal
switch (config) #
ATy T2 |telemetry T LA N UBREORKE — FIZAD 7,
1 -

switch (config) # telemetry
switch (config-telemetry) #
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EFLEHETOSS5TEY T4 |

ARV FFEREETIVa Yy

S

RFwF3 |sensor-group sgrp_id vt — I —T 2 ER L ET,
11 -
switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #
AFw 74 |data-source native AT AT TTVr—varNA R —L T —H
1 - EERTE DL DI, FARRETERAT 4 T1E
' WELET
switch (conf-tm-sensor) # data-source native " °
switch (conf-tm-sensor) #
A7y 75 |pathadjacency IPv4 & IPv6 BEBAIC B 21582 2 R U — A 5B
. B AE R L ET,
nxosv2 (conf-tm-sensor) # path adjacency
nxosv2 (conf-tm-sensor) #
AT w76 |destination-group grp_id TUARNVEEREINV—T HTE—RICAD, #
Bl Wiy — T AR LET,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #
Z 5w 77 |ipaddressip_addr portportprotocol { HTTP | gRPC |7 27 )V FL a0 DF L A N F—& % 5%
} encoding { JSON | GPB | GPB-compact } NPT RLREFR—RMIA RN —I 743
i : EOTHEK L, 7% ARV —LOTa bank
switch (conf-tm-dest) # ip address 192.0.2.11 port] j;>/:1h<]€%EEQKEl/§E7fO
50001 protocol http encoding json
switch (conf-tm-dest) #
1 -
switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #
i -
switch (conf-tm-dest)# ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #
A5 78 |subscription sub_id TVLVANIH TR Y Py a s 7E—RIAD,
il - TLARNY) TR7 YT a a2k LET,
switch (conf-tm-dest) # subscription 33
switch (conf-tm-sub) #
25w 9 |snsr-group sgrp_id sample-interval interval oY= IN—TEBIEOY T A7) S a L

&1

switch (conf-tm-sub) # snsr-grp 6 sample-interval
5000
switch (conf-tm-sub) #

Vo7 LT, T—20W 7Y iR (YK
) #RELET, Vo7V o THRIE. A vF
DT LAY FT—=2EEHNEET D0, AV
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w1747 7—4 v—2 K2 fEm0ET |

ARV EEEET7Ia Y =)
H—T A A ARV PPRELZEXICEET S
MERELET,
A7 v 70 | dstgroup dgrp_id Ve IN—T % DY T A ) T a ) vy

1 :

switch(conf-tm-sub)# dst-grp 33
switch (c

LET, BT DERLE T NV — 713,
destination-group =~ > KT E L=k e 7/ v —
onf-tm-sub) # 70&*ﬁj”5%\£7533?) Y ijﬂo

2 T4 T T—2 V=X NREHRODEIRT

NX-0S @ show telemetry event collector =~ > REFEH LT, XA T 47 T—4% Y —A )RR
DOFHEHRE DD ¥, FlFe T — 2R RTEET,

MEHFERORT

show telemetry event collector stats =~ > RZFITL T, FXA T 47 T —F YV —A /RADHE
FHERE DD B ERIRTEET,

RIB /S 2 D#EFHEHR DB -
switch# show telemetry event collector stats

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 4 Mon Jul 01 13:53:42.384 PST rib (1)
switch#

MAC 7S A DffEEHE R OB -
switch# show telemetry event collector stats

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 3 Mon Jul 01 14:01:32.161 PST mac (1)
switch#

Bt < 2 OFLEHE B OB
switch# show telemetry event collector stats

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 7 Mon Jul 01 14:47:32.260 PST adjacency (1)
switch#

IS—HIVEDERT

show telemetry event collector stats =~ > R&ZEH LT, T XTORAT 47 T —% J—A N
ADTT—DHEFIERRTEET,
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EFLEBBEIOIS5TEY T4 |

switch# show telemetry event collector errors

Dme Event Subscription Init Failures -
Event Data Enqueue Failures -
Event Subscription Failures -
Pending Subscription List Create Failures -
Subscription Hash Table Create Failures -
Subscription Hash Table Destroy Failures -
Subscription Hash Table Insert Failures -
Subscription Hash Table Remove Failures -
switch#

O O O O O o o o

> %7 Syslog

TLARYJEDR R1)—= 2% Syslog [ZDULVT

CiscoNX-OS U U —2933) LARE, EF AEREVT L A R UIX, YANGZT —4% Y —A &L LT
EFHT DsyslogDA RN =7 h2YR—FLET, YT7RAZ VT a2 ELTLHE, T
TO syslog WHEHEE L L TZEHICA M) —I 7SN ET, ZOMHRRIL NX-SDK &E#f L
T, WD syslog 7SANHDAN)—I 7 syslog7 —# &P AR—KLET,

* Cisco-NX-OS-Syslog-oper:syslog

* Cisco-NX-OS-Syslog-oper:syslog/messages
FEMEE DRI, syslog A X MEHIOAZPZEEICA M) —I 7 SET, syslog 73AD A
M) =273, ROy a—=F 47 84 FeHR—FLET:

+ Google Protobuf (GPB)

« JavaScript Object Notation (JSON)

Syslog [EED 1=HD YANG T—45 V—RX INADIERK

FIRDHE

ALy FTHERINTT R TD syslog (ZBAT D15 H A 1515 T 5 syslog D syslog 7N A Z AR T &
F7T, YT R IATFTHELE, R=RT A EIT R TOBEFED sysloglF A EE L ET, ~—
AT A D%, WHEIEL, AA v T THERINTZH L syslog 1IZx L TOREEINET,

3B & BRI
T L A N UBBEEZ AT LTV 2041, feature telemetry =~ > RCTHIZ L £,

1. configure terminal

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)
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Syslog D 1= YANG 7—4 v—2 K20 [}

ip address ip_addr port port protocol {HTTP | gRPC } encoding { JSON | GPB | GPB-compact

2. telemetry
3. sensor-group sgrp_id
4. data source data-source-type
5. path Cisco-NX-OS-Syslog-oper:syslog/messages
6. destination-group grp_id
7
}
8. subscription sub-id

9. snsr-group sgrp_id sample-interval interval

10. dst-group dgrp_id

=3 k2 i
ARV RFERRTO Y E]:g]

ZF w71 |configure terminal Ja—N)yar74Xal—vay E— Naefllh
i LETS
switch# configure terminal

ATy F2 |telemetry TV AN OWLE— FIZAD £,
i -
switch(config)# telemetry

RTwF3 |sensor-group sgrp_id Ut — I —TEER L LT,
£l -
switch(config-telemetry)# sensor-group 6

RTw 74 |datasource data-source-type T =X — A& YANGIZHTE L. X1 T 4 7 YANG
Bl - AN =T ETNVEMEH L Tsyslogh A b Y —
switch (config-tm-sensor)# data source YANG 7 VC% L& 2 i Li'@‘o

RTw 75 |path Cisco-NX-OS-Syslog-oper:syslog/messages ZA o F CTHERENT syslog Z A h U —3 74
Bl - % syslog /XA &% E L7,
switch (config-tm-sensor)# path
Cisco-NX-0S-Syslog-oper:syslog/messages

A7y 76 |destination-group grp_id TLUA NG I N—T BT E— RICAY | #%
Bl Wiy v— T TR LE T
switch (config-tm-sensor)# destination-group 33

ZFw 71 |ipaddressip_addr port port protocol {HTTP|gRPC } |47 227 ) FL a L DF L A N F—X % $55¢

encoding { JSON | GPB | GPB-compact }
i -

switch (config-tm-dest)# ip address 192.0.2.11
port 50001 protocol http encoding json

1 -

SNEIPT RLAER—=MIANI—I 7T 5
koL, 57— A U —2D7Fa fhaid
T a—RERELET,
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B s ixorLaby F—52ry—325

ARV FFEREETIVa Yy E]:g]
switch (config-tm-dest)# ip address 192.0.2.11
port 50001 protocol grpc encoding gpb

A 78 |subscription sub-id FLANI ST 22 Y Foar b 7E—RICAD,
Bl - TLANY B TRZ YT a B LET,
switch (config-tm-dest) # subscription 33

Z T 9 |snsr-group sgrp_id sample-interval interval BT N—THEEDOT T AT YT a0l
1 YL, T=HF BTV T EOICERELT,
switch (config-tm-sub)# snsr-group 6 syslogi(/\“‘/ l\“ﬁi?ﬁi L/f:)& X|ZAA “/.?Z)ST LA
sample-interval 0 M) F—=FZ2EETHLIICLET, interval 12D

WL, 0 DBRDBZ T AN ATHEZRE T,

AT 710 |dst-group dgrp_id Ve I N—T % DY T A Y T g v

. LT, $RET 2L L — 71,

destination-group =~ > K CHEk L 7= ki e 7 v —
Ty TFTAHAMENRHY T,

switch (config-tm-sub)# dst-grp 33

Syslog \ADT LAY T—R RK)—22F

EETNAAT LI, WOT—T 0T, BT R YT a URROICIER SN D L&D [R_R—=
FA L] IZBWT, ZELTARY bOBRMNIEET D EXIT, EAREFEERNPA M) —I 7 X
NHMNERLTWNET,

INR HBIRD) T3y R=RF 4RV MEH
e

Cisco-NX-OS-Syslog-opersyslogimessages | 2 - F 23 BEEFO TR TD | AA » FTHA L= syslog D
syslogZ A R —X V7 LE |4 X MlHEEFELET,
EE » message-id

* node-name

* time-stamp

* time-of-day

* time-zone

* category

* message-name

* severity

¢ text
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syslog /X R FHRD TR

syslog S ADFEHER E 7 o5 FTZT T —%FK AT HITIE, CiscoNX-OS D show telemetry
event collector =~ > K& H L %9,

GRS
show telemetry event collector stats =~ > K& AJ19 5 & syslog /SR Z & OfaHE®RE 7
B FRTEET,

WIZ, syslog 7S A DFEFHEBMO B 27~ L £,
switch# show telemetry event collector stats

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 138 Tue Dec 03 11:20:08.200 PST
Cisco-NX-0S-Syslog-oper:syslog(l)

2 138 Tue Dec 03 11:20:08.200 PST

Cisco-NX-0S-Syslog-oper:syslog/messages (1)

IS—HAIVEDRT

show telemetry event collector errors =~ > R&fEHT 5 &, X TD syslog XADT T —DH
FERRTEET,

switch(config-if)# show telemetry event collector errors

Dme Event Subscription Init Failures -
Event Data Enqueue Failures -
Event Subscription Failures -
Pending Subscription List Create Failures -
Subscription Hash Table Create Failures -
Subscription Hash Table Destroy Failures -
Subscription Hash Table Insert Failures -
Subscription Hash Table Remove Failures -

O O O O O o o o

JSON H A D5l

Wiz, JISON oV Iz Rr LET,

172.19.216.13 - - [03/Dec/2019 19:38:50] "POST
/network/Cisco-NX-0S-Syslog-oper%$3Asyslog%2Fmessages HTTP/1.0" 200 -
172.19.216.13 - - [03/Dec/2019 19:38:50] "POST
/network/Cisco-NX-0S-Syslog-oper%$3Asyslog%2Fmessages HTTP/1.0"™ 200 -
>>> URL : /network/Cisco-NX-0S-Syslog-oper$3Asyslog%2Fmessages
>>> TM-HTTP-VER : 1.0.0
>>> TM-HTTP-CNT : 1
>>> Content-Type : application/json
>>> Content-Length : 578
Path => Cisco-NX-0S-Syslog-oper:syslog/messages
node id str : task-n9k-1
collection id : 40
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B «vers o nm

data_source : YANG
data :

"message-id": 420

"category": "ETHPORT",

"group": "ETHPORT",

"message-name": "IF_UP",

"node-name": "task-n9k-1",

"severity": 5,

"text": "Interface loopbacklO is up ",
"time-of-day": "Dec 3 2019 11:38:51",
"time-stamp": "1575401931000",
"time-zone": ""

KVGPB O t 71451

IZ KVGPB O il 7R LE 9,

KVGPB Output:
---Telemetry msg received @ 18:22:04 UTC

Read frag:1 size:339 continue to block on read..
All the fragments:1 read successfully total size read:339
node id str: "task-n9k-1"
subscription id str: "1"
collection id: 374
data gpbkv {
fields {
name: "keys"
fields {
name: "message-id"

uint32 value: 374

fields {
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name: "content"
fields {
fields {
name: "node-name"

string value: "task-n9k-1"

fields {
name: "time-of-day"

string value: "Jun 26 2019 18:20:21"

fields {
name: "time-stamp"

uint64 _value: 1574293838000

fields {
name: "time-zone"

string value: "UTC"

fields {
name: "process—-name"
string value: ""
fields {
name: "category"

string value: "VSHD"
fields {
name: "group"

string value: "VSHD"

fields {

name: "message-name"
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string value: "VSHD SYSLOG CONFIG I"
}
fields {

name: "severity"

uint32 value: 5

}

fields {
name: "text"
string value: "Configured from vty by admin on consoleO"

TOMDSEEH
Ehekeel

BEEIE B TZaTFILEA kL

VXLAN EVPN ®7 L A b U BB ORERKSF],  |[[VXLANEVPN Y U =2—32 5 OF7 L A KU &
B (Telemetry Deployment for VXLAN EVPN
Solution) ]
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https://pubhub.devnetcloud.com/media/nx-os/docs/telemetryvxlan/Telemetry-Deployment-VXLAN-EVPN.pdf
https://pubhub.devnetcloud.com/media/nx-os/docs/telemetryvxlan/Telemetry-Deployment-VXLAN-EVPN.pdf

529 =
OpenConfig YANG

« OpenConfig YANG (Z2W T (519 ~—)

* OpenConfig YANG O H A KT A > EHIREE (519 =—)
eBGP V—TF 4 T A AR ADHIRIZONWT (529 _2—)
* YANG ORFE (531 ~_—2)

« OpenConfig 7" — h DFEME (531 <—)

OpenConfig YANG [Z2D(LVT

OpenConfig YANG (%, B ESMOMBCET VB OE I L #ER & BHOox >y hU—%
Y7 DJFAIZ AR — K LTWET, OpenConfigid, X NV —2 DI EE=F 1 T DI
IR A —IBTFE LW T— 2 T et LET, 72, 727V Fvar b f U ME
AN =072k, FVETANL T v va BT ANOBITEXELET,

CiscoNX-0OS U U —29.2(1) LAFE, MRIAVEERE= Y 7 IZbh7/c o THAR— FRBEMES N TWET,
ZBiziE. BGP, OSPF, A v X —7 x4 AL2 & 13, VRF, VLAN, TACACIN & ENF T,

OpenConfig YANG DOFEHIIZ DWW CiE,  TOpenConfig YANG (22T S L T2 &0,

Cisco NX-08 9.2 (1) @ OpenConfig &7 /MZOWTIE, [YANG EF/L92(1)] 2#BMLTL
72 &y, OpenConfig YANG E 7 /Ui CiscoNX-0S U U — R T 27 N —T b EN TN S 728,
CiscoNX-OS V UV —AFE S NELT IS &, URL ORBOHINELINET,

OpenConfig YANG D /i1 K54 > L HIREIE

OpenConfig YANG (Zi&, IRDOHTA RT7 A 2 LHIRFEL H Y 3,

cIPVvA BEXUIPV6 7 RLADEAE, IP T KL A 7 4 —/L K (oc-ipiip BL
oc-ip:prefix_length) DO HIER & HIERIZ R CHEZ AL 2 0BR3 H Y 7,

il

oc-ip:ip: remove
oc-ip:prefix length: remove
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EFLEHETOSS5TEY T4 |
OpenConfig YANG D/ 1 K54 > & HIfREIE

«OSPFT7 7 v a A VU v 7 3BGPsetmed 7 2 /37 ¢ LV L8 & 5728, OpenConfig
NETCONF #/r L CRIC/L—F v~ 7RO A MY v 7 Z#EH L-set med & —#DBGP 7
73aryBELOOSPET 7 v a v ERETDHZ EIIHREINEE A,

2ODREAHN—F vy FEFEHLT, OSPF7 73 a > TA N v 7 53 ELET, M
Bo—h <y FZ2FEHALTBGP 77 >3 O F Tset-med 2 H L E9,

B—D~_XAfa— KT, BGPT77arDA M) v 7% OSPFT7T 7 v a  lEELTZY,
OSPF 77 v ava/l—h <y 7OBGP 77 a BB LEZY LEWZ E2BEO L
¥,

« VAT AID HF—& LTERA L ISIS @ lis-reachability] U —7 OESEHIZ, AT 4
7 DME (3 iR gE72 T X ChOx= > v IR L ET, 7272 L. OpenConfigiZ A ~V v /&
D RKOZ N &2 1 DT IRLET,

c X7 BGP A Y AZ U AEMEHT DL, BHEVAT A (AS)BEHEHRET HLERDH Y
F9, AS FZITT 7 /L MEDNFEIE L2\ =), NETCONF / OPENCONFIG THIFR L X
9 LT % L<asn>BGPA VAKX U AERHIFRLRWE, ROEHRF RSN T — A vE—
URFIRENET,

764
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:lea09de2-605e-46aa-984b-9dfdad03354d">
<nc:edit-config>
<nc:target>
<nc:running/>
</nc:target>
<nc:config>
<network-instances xmlns="http://openconfig.net/yang/network-instance">
<network-instance>
<name>default</name>
<protocols>
<protocol>
<identifier>BGP</identifier>
<name>bgp</name>
<bgp>
<global>
<config nc:operation="delete">
<as>100</as>
</config>
</global>
<neighbors>
<neighbor>
<neighbor-address>1.1.1.1</neighbor-address>
<enable-bfd xmlns="http://openconfig.net/yang/bfd">
<config>
<enabled>true</enabled>
</config>
</enable-bfd>
</neighbor>
</neighbors>
</bgp>
</protocol>
</protocols>
</network-instance>
</network-instances>
</nc:config>
</nc:edit-config>
</nc:rpc>
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##
Received:
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:lea09de2-605e-46aa-984b-9dfdad03354d">
<rpc-error>
<error-type>protocol</error-type>
<error-tag>operation-failed</error-tag>
<error-severity>error</error-severity>
<error-message xml:lang="en">invalid property value , for property asn, class
bgpInst</error-message>
<error-path>/config/network-instances</error-path>
</rpc-error>
<rpc-error>
<error-type>protocol</error-type>
<error-tag>operation-failed</error-tag>
<error-severity>error</error-severity>
<error-message xml:lang="en">invalid property value , for property asn, class
bgpInst Commit Failed</error-message>
<error-path>/config/network-instances</error-path>
</rpc-error>
</rpc-reply>

» OC-BGP-POLICY (Zi%, ¥K® OpenConfig YANG IR & U £7 -

o TV ay XA 7L, community-set BILWas-path-set (ZX L CTHEIZ AT
(permit) 1&M, WOarFHZHEHINET,

* /bgp-defined-sets/community-sets/community-set/
* /bgp-defined-sets/as-path-sets/as-path-set/
OpenConfig YANG (Z/%, community-set 3L Was-path-set ® CLIIZH D L 5

BT vary XA TOWELIHY FHA, LN -5 T, community-set BILW
as-path-set D7 7 v a v XA FILHIZ permit TI,

.

Z Oy T ik, RO OpenConfig YANG fillfR2N A S k4,
/bgp-defined-sets/community-sets/community-set/

CLI TI¥, community-list (Zi%, BEHELILIRD 2 SDDORR D7 A TRH Y £,
7272 L. OpenConfig YANG 7 /L Clt, community-set-name {ZZ D &L H 72X
LdH 0 XA,

OpenConfig YANG %l L C community-set-name Z{Ef T2 &, RO LN
HCRAELET,

« community-member 2MEE I (ASINN) DHE . community-set-name D
BT std VT 4 v 7 APRBIMSNET,

s community-member MNEERX (EHFH) DA, community-set-name
DRI _exp V7 4 v 7 ZADBIMSNET,

<community-set>
<community-set-name>oc commsetld</community-set-name>
<config>
<community-set-name>oc commsetld</community-set-name>
<community-member>0:1</community-member>
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<community-member> 1 </community-member>
</config>
</community-set>

2™ OpenConfig YANG #/%1X, kD CLIIZ~ vy 7 & ET,

ip community-list expanded oc_commsetld exp seq 5 permit " 1
ip community-list standard oc_commsetld std seq 5 permit 0:1

"

s ZOa T HIZiE. D OpenConfig YANG il BEAM#H v E 5,

/bgp-conditions/match-community-set/config/community-set/

OpenConfig YANG (X 1 DD aIa2=7 1 &y MDA~y B 7 TEETHR, CLI
Za3a=F4 By FOBEOA L ZZ A T—HTEET,

« CLI %4

ip community-list standard 1-1 seqg 1 permit 1:1
ip community-list standard 1-2 seqg 1 permit 1:2
ip community-list standard 1-3 seq 1 permit 1:3

route-map To LC permit 10
match community 1-1 1-2 1-3

* %9 % OpenConfig YANG A B — R{ZRDO E Y T,

<config>
<routing-policy xmlns="http://openconfig.net/yang/routing-policy">
<defined-sets>
<bgp-defined-sets xmlns="http://openconfig.net/yang/bgp-policy">
<community-sets>
<community-set>
<community-set-name>cs</community-set-name>
<config>
<community-set-name>cs</community-set-name>
<community-member>1:1</community-member>
<community-member>1:2</community-member>
<community-member>1:3</community-member>
</config>
</community-set>
</community-sets>
</bgp-defined-sets>
</defined-sets>
<policy-definitions>
<policy-definition>
<name>To_ LC</name>
<statements>
<statement>
<name>10</name>
<conditions>
<bgp-conditions xmlns="http://openconfig.net/yang/bgp-policy">

<match-community-set>

<config>
<community-set>cs</community-set>

</config>

</match-community-set>

</bgp-conditions>
</conditions>
</statement>
</statements>
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</policy-definition>
</policy-definitions>
</routing-policy>
</config>

[AI3EE5 & LT, OpenConfig YANG Z /1 L CHBD AT — M AV FEFO1HD0DaI
=7 4 ZAER L,

ip community-list standard cs_std seq 5 permit 1:1
ip community-list standard cs_std seq 10 permit 1:2
ip community-list standard cs_std seq 15 permit 1:3
route-map To LC permit 10
match community cs_ std

R @ OpenConfig YANG filfRAY Z D = 7 I S v E T,
/bgp-conditions/state/next-hop-in

OpenConfig YANG TlX, next-hop-in ZA 71X 1P 7 KL ATF 23, CLI CTiXIP 7
VI 4y AT,

OpenConfig YANG % /1 L C next-hop-in Z/ER T D8, IP 7 KL A X CLI&E T
[32) ~RA2 TV7 47 RACEHENET, H:

« LI'FiX. OpenConfig YANG <+ B2 — F® next-hop-in O#|T9,

<policy-definition>
<name>sc0</name>
<statements>
<statement>
<name>5</name>
<conditions>
<bgp-conditions xmlns="http://openconfig.net/yang/bgp-policy">

<config>
<next-hop-in>2.3.4.5</next-hop-in>
</config>
</bgp-conditions>
</conditions>
</statement>
</statements>
</policy-definition>

« UL FiZ. CLI TOlE UIFHoFI T,

ip prefix-list IPV4 PFX LIST OPENCONFIG sc0 5 seq 5 permit 2.3.4.5/32
route-map scO permit 5
match ip next-hop prefix-list IPV4 PFX LIST OPENCONFIG scO_5

» OC-BGP-POLICY (2%, kD NX-0S il H 1 £7°,

* /bgp-actions/set-community/config/method enum "REFERENCE" |3 " —
SN TWER A,

+ /bgp-actions/config/set-next-hop ?® OpenConfig YANG €7 /L CH AR — h &
T 5 enum "SELF" IV A — F S TWER A,
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» OC-BGP-POLICY D
4. /bgp-conditions/match-community-set/config/community-set I,
match community <community-set> stdZDH~V YT INLHDT, fHEHED
TADHBBIR—FEINET, IHRaIa=7 1y b~O—EIHFF—h éﬂ“(b\i*’@
oo

« X Ty NOEFRFLE Yy MIBHEFEEINTWRWZ®, match-tag-set DEHRITIE
HRA & 0 £7,

fﬁj’f: match-tag-set ZEX#Z 5 &, EHABMINET, match-tag-set ZE X #i
i, ENEHIBRL D, &9 —EfERLET,

« FIPS {Z1%. OSPF OpenConfig YANG D EFH I L ORI FHEAEH S v E T,

« OSPF T U 7THERRZAERR L CHIBR T2 &, HIBREN == U 7 (o> F V) 235 &
ftE DME ICERSnET, ZnbDdivw= U7 = UL OpenConfig YANG
GETCONFIG/GET tH/1icRr&EN £,

« OSPF " J ¥*—match ospf-area A ? OpenConfig YANG CTHR—hrxito =Y
71X 127213 T9, CLI Ti&, matchospf-area 100 101 72 &', kD= VU 72— 7 5
EIOICHETEE T, 727 L, OpenConfig YANG TlE, 1 2O 7 DA EHETE
F9 (/=& Z21E. match ospf-area 100) ,

CT YT LI BEOTEY T A H—T = A AR, B— R, ALY T Y
A RO FIEEL Z L TEERA, T T avTF ~f B— FER LA, m— R
DAY > ) YT oA Z—T g 2 YT e LTHELET,

« MDS5 FRAESCF41X, OSPF OpenConfig YANG TIIR C& ¥ A,
OSPF £7 /L ClE, BRI L CRRAEY A TR ER SN TNET,

leaf authentication-type {
type string;
description
"The type of authentication that should be used on this
interface";

}
OSPF OpenConfig YANG (%, fBFE/NAT— RFOF 7 v a a2 R —FLTHWERA,

« OSPF = U 7 iBIAMERII Y R — F ENTWER A, 7oL 21X, area 0.0.0.200
authentication message-digest IZ. OpenConfig YANG 7 HE%E T £ A,

e T T AN IDRY NT—T A AZATTa halarTFEEHBRLTHL, T 74
JV h® VRF (7= & 2%, router ospf 1/router bgp 1) Z7%%4 3 % OSPF/BGP A > A %
VAR ETHIFRSIVER A

!

« XIZ, OpenConfig ~2 ©— R & Cisco Nexus 9000 o > % —7 = A A VLAN 3% E (2R
TOREFHELGIRFHEA R LES,

e hTFVIV E—F AU HF—Tx=A AL T 7 VLAN %[A] U OpenConfig <A 17— R T
FRFICHER L LD &35, D IEFRIZET LEYA, 2121, ~AMu—F&5H
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LThI2 7 BE= R A F =7 oA ABREHNTEE SH. RIT KT 7 VLAN 3%
FEand e, MAUTERIZET LET,

CiscoONX-OSA v Z—T =2 A ATlX, A v Z—T = A A F— KDT 7 % /L MElZ access
TT, MU UBEOREZFEET DI, HIINZA X —T = A A E— F% trunk
WCEHE LT, 77 VLANFHIFHZRET 2 HLERH D £, T ORAUIT,
ERIDA B— R TIFNET,

WOFNE, FT 7 F—RE VLAN ®FHZRTET H7-ODOEB O, n— RKExRL
Tb\\i‘a_o

1, AV FZ—T A RENT 7 T— RIZBRETH M a—F,

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<edit-config>
<target>
<running/>
</target>
<config>
<interfaces xmlns="http://openconfig.net/yang/interfaces">
<interface>
<name>ethl/47</name>
<subinterfaces>
<subinterface>
<index>0</index>
<config>
<index>0</index>
</config>
</subinterface>
</subinterfaces>
<ethernet xmlns="http://openconfig.net/yang/interfaces/ethernet">
<switched-vlan xmlns="http://openconfig.net/yang/vlan">
<config>
<interface-mode>TRUNK</interface-mode>
</config>
</switched-vlan>
</ethernet>
</interface>
</interfaces>
</config>
</edit-config>
</rpc>

512, VLAN #HZ KT 21 v — K,

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<edit-config>
<target>
<running/>
</target>
<config>
<interfaces xmlns="http://openconfig.net/yang/interfaces">
<interface>
<name>ethl/47</name>
<subinterfaces>
<subinterface>
<index>0</index>
<config>
<index>0</index>
</config>
</subinterface>
</subinterfaces>
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<ethernet xmlns="http://openconfig.net/yang/interfaces/ethernet">
<switched-vlan xmlns="http://openconfig.net/yang/vlan">
<config>
<native-vlan>999</native-vlan>
<trunk-vlans xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
nc:operation="delete">1..4094</trunk-vlans>
<trunk-vlans>401</trunk-vlans>
<trunk-vlans>999</trunk-vlans>
</config>
</switched-vlan>
</ethernet>
</interface>
</interfaces>
</config>
</edit-config>
</rpc>

« OpenConfig YANG O FHC LYW, VLAN 2% &+ 5854, - 2— KN VLAN &
AV H =T 2 A ATTTICRESNTNSD VLAN & OMICEENH > TIR Y £
Mo A—r3—=F » TRFHET H5A. OpenConfig (2 L HDHERITAMLET, ¥ —
Tz AR Lmﬁéﬂfb‘é VLAN 7%, OpenConfig <A 17— K® VLAN & %7225 = &
ZHERLTLIEE W, #iPHNOBIE VLAN LT VLAN ICHHCIEE L TLE &0,

o ROEFEFIEE L OHIRIFETED OC-LACP ([Z#fH s hvE T,
e AR— FF ¥R ET— R

*OC-LACP #3425, A—hr"F xRNV A X —T 2 ATH—FF ¥/
T—RFEHRECEET, 72770, NXOS-CLI Z#@ LT, R—FF ¥/ E—FK
X, T RNV ITN—T = ROT 7T 4 7T EIIRNy T EFEHLTA L N—
A B —T 2 A ATHRESNET,

« OC-LACPIIR—FF ¥ R A v Z—T = A ATHR— K F ¥V E— FEBHRY
ICERE L E TN, R— FF v R A v HF—7 = A A TNX-0S show running-config
vy REFRITLTYH, BELIFETRVER— N ¥ 2V OFR— b F v FLE—
NRREIZR RS NEE A,

o AUN=DIR— FF ¥ RUITIEII S 41D & show running interface ethernet <>
TR —F Fr RV E— ROWME T v RV TNV—T F—ROT 77 4 7 £
Ny v 7 E LTERRENET,

\}

(GE)  OpenConfig #4T L TERR SN2 TR TOR— b F v x/ME, 51X
%X OpenConfig iIZ L > CTEHEINAILERNH Y £,

o IRN— T RIVORINE :
cR— FF v FVORREIL, A =D v MR ICOBLEETEET,

-OOUWP%@@ﬁHB?%?W”kfﬁ NX-OS LACP [ifgi%, &~— hF ¥ x
b AUNR=T40 T, ZOENIC . ROBWENRFREINET,
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« OpenConfig Z i/ L TR — M F v X VHRERET D L. A= FF ¥ X LD
FTRTOA U N—ZR URENEH S ET,
« OpenConfig Zffi [ L TR — M F v RVHRARER L, % TA L/ S—=2HK— |

F ¥ RUTBIMSNIZ5E, BREZHT LW A L AA—IZEHT 2123,
OpenConfig Z i L CHIMEEZ FFERET HILENRH D £,

« VAT AMACID :

e ZDVU Y —RATIX., CiscoNX-OS|IAR—FF ¥R LD system-id-mac v
PR—FLTWEFA,

c RD A X—IRET — 2 1%, A— FHEBE wp state IREED L EIZOAIFIEL T,
« LACP

e U H—T A
e fUH—T A

e A UN—

« OpenConfig YANG # /M L CA V' X —T = A AZBIML L H 95L&, OSPFV2 (T= T —Ii
BrhREETaEd, MENRAETDIE, A ¥ —T7 =14 ATBEMENT, RPCISEITITXK
DENZ TV A FDO>—IIZK L E LT (list merge failed) | EWVWO =T —NEENE
‘j‘o

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:39507023-8569-4cf8-869c-el9%aaf76a260">
<rpc-error>
<error-type>protocol</error-type>
<error-tag>operation-failed</error-tag>
<error-severity>error</error-severity>
<error-message xml:lang="en">List Merge Failed:
operation-failed</error-message>

<error-path>/network-instances/network-instance/protocols/protocol /ospfv2/areas/area/ interfaces/interface/id /error-path>

</rpc-error>
</rpc-reply>

* Hig (i) K — OO F 2 —A VIR — FSh T EH A,

c=F Yy AL, IAFFY AL, FLEFTER—RFFY AN Fa2—T0Ox Ty b E
eI A b, BEOR ey 7 X7y MIERRSNET A, OCIREIZERR SN DHEHE,
qos-group = & @ ucast, mcast, 35X WM bcast ¥ = —DHFHTT,

« OpenConfig YANG (X, VLAN L~V T &415 QoS R Y o —Dfiit AR — kLT
FHA

cOCEN L THETEDLA X 2— Ry 7 X, 77y F 74 —AIE L TATA A/
R— K Fa— LYLTHERTE FT,
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« LAFI&, switchport, shut/no shut, MTU, XU MAC 7 R L 2D OpenConfig #% i D 7 A
FZ A EflRTY,

e 24 »FiR— b, shutnoshut, MTU, BLOMACT FL AZRET DAL, ASCI
Vo— RBMNETT, A0 Va—RaedHd5 &, s ﬁibﬂiﬁ“o

cROWHE T FIE, A v F—T = A ZABM L ~UL D OpenConfig ACL IZFHS LTV E
ﬁ‘o

eacl/interfaces/state 27D
/acl/interfaces/interface/interface-ref/state,

e read-onlyoc-if:interface V—7®
acl/interfaces/interface/interface-ref/state/interface,

e read-onlyoc-if:subinterface U —7®
acl/interfaces/interface/interface-ref/state/subinterface,

CKDURT MR TV TF . AL VA, 0T A v AF— 5 E Cmotd- AT — T
CEESHTOET,

* /system/config/domain-name for
/top:System/top:dns—items/top:prof-items/top: Prof-1ist/top:dom-1items/top:name
container

* system/config/login-banner for
/top:System/top:userext-items/top:postloginbanner-items/top:message
container

e system/config/login-banner for
/top:System/top:userext-items/top:postloginbanner-items/top:message
container

« Cisco NX-OS U U — 2 10.3(1)F LABE, B LW —E O E/FIREE OpenConfig /XA A3, Cisco
Nexus 9000 'V —X AA v FTHHR—FEINTWET, ZHHDORRE, BEIZAF—
Vo 5EERET — Xy vy B T INET,

WIT. Z O LW—EOE/ERRE OpenConfig /< A (2 BI92 — i 7 18 F0HE & PR 1E
R LET,

/R T F—v U A EEBITIL, Bl L ~UL 0 XPath Tid7e < IEMe7e XPath Z#357E L
T\ ZOT—2ERETAIVNENHY 9, LD XPath 7 =V bEREL £
BRI r—= R TELNFER AL

* OpenConfig /X AL GNMI TD ZAH AR — k Z 41, Restconf £ 72 (Z NETCONF TiIH R —
FENEEA,

* OpenConfig /XA X, suppress-redundant AR — K L TWEH A,

* GNMI ON_CHANGE #7227 U 73 = %, OpenConfig /¥ A TILH A — kI T
FH A,
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« IRDOF LWOENEIRRE OpenConfig /X AN R — h S TWET, —H#D/ SR ZiE, RIDTR
TEMOFEEFHEFIRFENH Y £,

e /network-instances/network-instance/fdb/12rib/mac-table

« 2rib DL~ DZ U T, Rrib LAV THR— SN TWET, 72 & 213,
network-instances/network-instance/fdb/12rib F T/ =) T& F

T8, fdb L'~L D network-instances/network-instance/fdb Tit/ =
YTEERA,

* /interfaces/interface/routed-vlan/ipv4/neighbors/neighbor/state
* /interfaces/interface/routed-vlan/ipvé6/neighbors/neighbor/state

BTV DOHE AT TAN T I F T RTOY A MEROT N TOF—%
AL, 260V A NEAHOERD OF —Z 2 AT HERB Ny 72 R
EEINET, 2FV, AT TARNTFITFXITIINy I RERILTY Y —
B o — BT,

T ZE AT TR T FXITFFN= R DHBBHY Ny 7T RIZ
FFFT RY EET S N RHLGE, VAN U= TIE A7 T
T FXIFFHFHT L MY ZEDBEROBEFET DD T, AERBRT —ZITRY
£, BEOY V—ZATZORHIBRH 5 /3R

/¥, /interfaces/interface/routed-vlan/ipv6/neighbors/neighbor/state
BLIW
/interfaces/interface/routed-vlan/ipv4/neighbors/neighbor/state
TY, EERANSADIREINTWDEE, 7 — X IIEER & IO 5 D ARP
BLOND = FUMREENETN, BARABFESNTWLEETFHHN= b
UDIHPEENET,

* /retwark-instarces/retwark-=instarce/farotosol s/arotaml g/ riby/afi-safis/afi-safi /1 2varevay/lacrib/rates
* /network—instances/network-instance/protocols/protocol/bgp/rib/attr-sets
* /network-instances/network-instance/protocols/protocol /bgp/rib/communities
* /network-instances/network-instance/protocols/protocol /bgp/rib/ext—comunities
* /freork-instances/retworeinstanoe/camectianpoints/comectiarpoint /erdpoints/andpoint Axlan/endpoint-peers
* fretvorkirstarres/reokenstarre/arectiarpoints/arectiarmint/ardpoints/ardmointAxlan/erduointmnis

BGP )L—T 4 T 4 VARV ADEIKRIZDLNT

OpenConfig YANG v U —27 A 2% Z (OCND) %M LT, BGP/L—T 4 2 A
AH AR EHIRT 5O TIX7e<, T 74/ h® VRF ® BGP kO AZHIFRL L 9 &35
L. 7'a b3 L/BGP LT BGPIERDHIFRENR2NZ ERH Y 3, ZORWTIE, A
n— RICHBEV AT AEFE &7 a b a/LE7-1XBGP L~V THIBR2M T b &, BGP/L—
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FTAT A AR ARERBEIRENDS D TR L . T 7 4L D VRE OFRED DI S
nEJ,

PLUFIX, BGP @7 7 4 /v k VRF CHEZHIBRT D720 SN B31 v — FKOFITT,

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<edit-config>
<target>
<running/>
</target>
<config>
<network-instances xmlns="http://openconfig.net/yang/network-instance">
<network-instance>
<name>default</name>
<protocols>
<protocol>
<identifier>BGP</identifier>
<name>bgp</name>
<bgp xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
nc:operation="delete">
<global>
<config>
<as>100</as>
</config>
</global>
</bgp>
</protocol>
</protocols>
</network-instance>
</network-instances>
</config>
</edit-config>
</rpc>

FHEINDEME : BGP V—T 4 v F A U AX AR EHIRT 20BN H Y 9, it
no router bgp 100 & [F1%% T,

EMEDOEIME : 57 4/ b VRF © BGPHEKDO AR E ., AEOH —O CLIKKIZH V 8
/Uo

HIBRIRAERT O FATHERIIR D L B0 T,

router bgp 100
router-id 1.2.3.4
address-family ipv4 unicast
vrf abc
address-family ipv4 unicast
maximum-paths 2

HIBRIRIERR DO FATHERIIRD LY T,

router bgp 100
vrf abc
address-family ipv4 unicast
maximum-paths 2
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vane ot |
YANG O +%:E
YANG R EZBGET D121%, koa~vy RaifLE,
5 30: YANG 15T
av ok & EA
show telemetry yang direct-path HR—PFENTWARZREFRLET,
cisco-nxos-device

OpenConfig &/ R— F DEME

Jur7<wve s 4 =—x b (NETCONF, RESTCONF, # JLU'gRPC) T OpenConfig ¥
N— N2 HNEITEZT 521, [[no] feature openconfig)| Zi%E L F7, i :

switch (config

( # feature netconf
switch (config

(

(

# feature restconf
# feature grpc
# feature openconfig

switch (config
switch (config

\}

GE) Lo U Y — AT, mtx-openconfig-all RPM (ZEBNIZ X 7w — R L TA > A h—/L LT\
FLz, ZOAY v RiE, 102Q) VU —ATIEEIEESNTOHET,
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gRPC k>R )L

» About gRPC Tunnel, on page 533
EEHFEHEHIREHR (533 ~—)

« gRPC F U RVOFRGE (533 ~—)
« gRPC F RV OB (535 ~—2)

About gRPC Tunnel

This feature is intended to add the grpc-tunnel support on NX-OS. The grpc tunnel implements traffic
tunnels on top of grpc. For more information about grpc, see gNMI-gRPC Network Management Interface.

FEFEEFINER

gRPC b /LICIE, ROFEEFHEHKWFELAH Y £9,
s NNV DE =Ty MERITEEID Y THE2omABANE, Bella—F—IfEEnT
b\ij—o

s a—W—iI, =y FETOMAHAN B THLZ L 2R TOILENRD Y £,
HENRHY —27 7a—TX% =7y Ml FO—EBMEZH O O T22L2BEIOLE
—a—o

1 —
gRPC k> RILDEXTE
ZOFIATIE, gRPC F R Z AN L THERLT D HIEIC DWW TR L £ 7,

FIRDEE

configure terminal
feature grpc

[no] feature grpctunnel
[no] grpctunnel destination

b=
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B orecroromE

EFLEHETOSS5TEY T4 |

F gD FEH
ARV KRFERRETI a3 Y B

R w 71 | configure terminal Jua—\)ary 7 4 ¥al—3g )y B— REEG
fi L%,
switch# configure terminal

AT 72 |feature grpc HAXYINA LD gNMI A B —T = A X% R—

1

switch (config)# feature grpc

F4 % gRPC=—V = FEAMILET,

R 7 v 73| [no] feature grpctunnel grpe-tunnel HREZ A 20 E 721X SIS L E T,
& -
switch (config)# feature grpctunnel
AT v 7 4 | [no] grpctunnel destination grpe-tunnel #EREZ AN L £ 3, HEEELZ 0T 5

1 -

switch (config)# grpctunnel destination 1.1.1.1
port 8000 target testl type GNMI_GNOI use-vrf
management

Wi, Zoa<r KO no BN EEH L £,

e destination : (¥ A 7 : IPv4/IPv6 7 KL A £ 7=
IZAR A ML SCFH]) BRIV = R—DIP T
RURAETIEIAR A MM, AR MBRE ST
WAEAE. Bt — AV — N — i B
<7,

sport: (¥ A7 :tepport) bR/ H—rR—D
A— FE =,

starget : (XA 7 CFFN, mK 6451 1)
H—y NIDIISCFH T, PREAT—T —
R THOSTNAME] FELCEY, 22— —
NIDZZAUCHET D E, A Vv TIFAA v
FDOHRARNGTH =Ty hrEEfzxET,

stype: (Z A7 XFH, HlfR64 1 ) XA
1%, 10.32F U U —20 GNMI_GNOI DI %
PAR—hFLET,

cuse-vrf: (XA 7 : XFH]) AA v F R grpe b
VAN By a DX T MERT
% VRF 430551,

« (FFL 32) source-interface : (¥4 7 : A
VH—T = A AL LTFH) source-interface (3.
N RIVFESLDBED I EFEILIP T B L A &k
ETHREOIERINET, HETLHE, A
A vFIE, AV E—=T =2 A ZADFD ipv6 7
n—/ b a2=F% ¥y A N7 FLAZBRIRLE7,
TSN DGEIL, A X —T = A ZADipvd
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ARV RFERFTIVaY =)

=X Y AT RLRAZERLET, ZORE
. =T Ny I BIWsviA v F—T = A A
DHBZYR—LET, £ FZ—7 =4 R,
Lol0. Vlan100 72 & D EHE4A A THRET 54
ERH Y FT,

(AF>ay) cert: (A7 XFH]) b

ANY—N—FEHEZRFFTDH R T A MRA
b, FEELBRWEGS, —/N—ORGEXA ¥ >
TENET,

(X7 av) clientcert : (XA 7 : XFH)

74T MERAEFELZRFET L R T A FRA
Lo FEELZSGE. Ay FlTbrxn $—
N— L OHAFRIEEZFEITLET,

(7T av) targetvrf : (XA 7 SCF5)
02—V grpec —/N— X —Fy MIEET D
7o, FHE LT VRFAZMBHLET, fEELR
WA, vifXT A —Z LRICARTZFERH L E
9, 72 & zIE. grpctunnel ® X HIZHEE L 9,
use-vrffoo...target-vrfbar |Z, A A » F 3 vrffoo
DI b o RV B — =~ DFEGE A TfENL L E T
D, 1 grpe B3R % vifbar (ZFEET D2 — v
AA v F grpebr—"—ITHEET HZ LA EWL
EJ e

gRPC k > )L D& R
ROFNETIZ, b= "—MFEEITOTIZ b RADLEEZRET D HIEIZ OV T LE T,

switch # config t

switch (config) # grpctunnel destination 1.1.1.1 port 8000 target testl type GNMI_GNOI
use-vrf management

switch(config)# grpctunnel destination server.foo.com port 8000 target test2 type GNMI_GNOI
use-vrf management

WOFNETIE, = "—MEEZ1T> T h U RN DI EZRET 2 HIEC OV THALET,
RDOA~ FEFETLT, P A MRS MY ==t EFEEZA VR —F LET,

switch (config)# crypto ca trustpoint tunnel_server trustpoint

switch (config-trustpoint) # crypto ca authenticate tunnel_server_ trustpoint
input (cut & paste) CA certificate (chain) in PEM format;

end the input with a line containing only END OF INPUT :

MIIC3TCCACWgAWIBAGIJAO4xEeL+IrpuMAOGCSQGSIb3DQEBCWUAMBCXFTATBGNV
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BAMMDHENQYy1hZHMtNjAxNDAeFwOyMjA1MjYwMDE4MzBaFw0zMjA1MiMwMDE4MzBa
MBcxFTATBgNVBAMMDHNGYy1hZHMtNjAxXNDCCASIwDQYJKoZIhvcNAQEBBQADgGEP
ADCCAQoCggEBALudrG824XmW/4+BNd632CT3x47akV0QfjwAULlxBDScpAwIbrERO
YTLP9BxInbA+WAS+zGql 6nmBoZxbgqZZL/NVD81tLKYJJIxtDQHJIkqdX21URNMUFr2
9pyJQtuh/udq9hp8zGcEpbPayfIdHCnZgraWMLvk1WOmgAa7ek0iizIZNwKmU30oR
7CGQOxi8aMsAfH5iBsRTNURFdaXdJYTOjry0il+jBKT21F2Z23vGcB7ddTt+I7qrd
GjJIs4BI4a22Y3usYb/dnsEa0ZCFTFIq6Y2Pwc3DOuKalUhujSqisqfMDuqC34ATw
kWwLnHDWVu0iVaWndy3uvQZKDNv/bIIuoco8CAWEAAaMsMCowFwYDVRORBBAwWDOIM
c2pjLWFkcy02MDEOMASGA1UJEWEB /wQFMAMBA f 8SwDQYJKoZIhveNAQELBQADggEB
AIjNgq/paYfPtHDe9P1ZKzrmGz+UlUAx8saj2WHtrKgBj48J6£fYvz1lyTPWLKMPct
/5y+nhia6gR1V/navFcpiUUpQGpoZQnaa40/nkBMDvVxnTu619UCOWUAyTh217ec
BriY8yq3elpQWHZS4KRNmBH8 fuviAv4f0fzOAuNGeIuv7UGnfA8Ed/q/Z23£frQx0I
gNXr3vBBTptYTLwdrRMOaxagLéwaZgZyTFfFHpIXBPEtsXKb/5GuP4+ngXvtfkfe
d6P9jA4BKA/e6Gub6NAROIMOdmIeEF jMbg+uu8jghcRTcwRsGeb9DgPUL+5IsVg3a
dKMaZxyQFiRzOLyTqQtZmEQO=

END OF INPUT

Fingerprint(s): SHAl Fingerprint=D4:9D:79:5B:8B:38:D6:50:6D:46:89:A8:C4:41:AB:
C9:D9:9F:D1:66

Do you accept this certificate? [yes/no]:yes

ROA~ FERFETLT, PRV OBEREZRE L £,

switch (config)# grpctunnel destination 1.1.1.1 port 8000 target testl type GNMI_GNOI
use-vrf management cert tunnel_ server_trustpoint
switch (config)# show system internal dme running-config all dn sys/grpctunnel
{
"grpctunnelInst": {
"attributes": {
"childAction": "",
"dn": "sys/grpctunnel",
"modTs": "2022-12-02T12:57:37.891+00:00",
"status": ""
}I
"children": [
{
"grpctunnelTunnelMgr": {
"attributes": {
"childAction": "",
"dn": "sys/grpctunnel/tunnelmgr",
"modTs": "2022-12-02T12:57:37.891+00:00",
"status": ""
}I
"children": [
{
"grpctunnelTunnel": {
"attributes": {
"cert": "tunnel server trustpoint",
"certClient": "",
"childAction": "",
"dest": "1.1.1.1",
"dn":

"sys/grpctunnel /tunnelmgr/tunnel-[1.1.1.1]-port-[8000]-target-[testl]-type- [GNMI GNOI]-vrf-[management]",

"modTs": "2022-12-05T10:09:45.163+00:00",
"port": "8000",

"srcIf": "unspecified",
"status": "™,

"targetId": "testl",
"targetType": "GNMI_GNOI",
"targetVrf": "",

"vrf": "management"
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XMLEHEAS V23 —T 4R

cXMLEBA L H—T oA A (541 2—2)







591 =

XMLEHEA Z2—T 24X

o XML BHA X —T = A AIZHONT (541 =)

« XML HFHA X —T = A ZAD T A & ZEAF, on page 543

« XML BHA & —7 = A R EAHT 572D OIS, on page 543
« XML A % —7 = A A %AHH, on page 543

c T IVXML A P AZ AT DR (558 ~—2)

« ZDDZEEEL, on page 565

XMLEHEA VF3—TJ x4 RIZDWT

XMLEEAS VA —TJ 14 RZDOLVTODIEFR

XML EH A v H—T =2 ZAZHH L TT A AZHRTE £, A% —7 A AL XML
NR—=ADFy T —=I#E 71 k=2 (NETCONF) Z AL ET, Zhicky, 534 2%
FHL, AP —Tx2A AN LTXMLEHY =L EIZ7 v 7 I AE@BETEET,
NETCONF @ CiscoNX-OS HATiX, T XA AL D@EEICEF =27 =/ (SSH) Bty a v
EHEHTAMLENH D 7,

NETCONF (X, VE— bk 7By —U% a2—/L (RPC) A vE—TWICT /A AEREFREZE D
% Z LINT& D XMLSchema (XSD) #fH L TEASNET, RPC A vE—YHAND, T3
A RZFLTSH T a~vr ROF A 7IZ—59 % NETCONF#/ED 1 D% &R L £9°, NETCONF
EEHALT, N4 ATCLIa~vy RO® v MaREFHETE £9, NETCONF Off FIZ o0
TiX. NETCONF XML A > A% > ADAERL, on page 547 & RFC 4741 &ML T 12 &0,

SSH %4 L 7= NETCONF Of# JHDOFEMIZ DWW TCiL, RFC 4742 25 L T2 &0,
TR a it RO Ny 7 THERENTHET,

NETCONF L 1 ¥

W®DF —7 LI NETCONF L' A ¥ DY A K TY :
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XMLEEAS v2—Tx4R |
. SSH xmlagent

Table 31: NETCONF L A

L1y !l

KNI AR—bF 7a ban SSHv2

RPC RPC. RPC-reply
R get-config, edit-config
arruY

show ¥ 7213 configuration =< >

PAFiX. 4 2@ NETCONF L A ¥ DA T4,
eSSHET v AR—FFa bha)l: 77347 kY —_—[HORSbEm 242k U E 9,

eRPCH 7V : VI ZAREZMNLOWHEa~ R, FIUIHIET D XML — 3035 O JRE %
BALET,

« NETCONF #/E# 7 : fEpka~y FOX A Th R LET,
KN T 7 A — T DHERED XML REBLZ R L E T,

SSH xmlagent

TNA A YT R =T, SSH/N—Y 3> 2 #4 L72 NETCONF % %7K — k3% xmlagent &
MEEN D SSH h— B R &4k L £47,

)

Note  xmlagent " —t A%, CiscoNX-0S V7 b7 =7 TiE XML H— LB En £,

NETCONF over SSH (%, 7 7 A4 7> b & XML % —3[{D hello A v — DN HIEE D F
To WRHDOKZEDY,, 7 74T MEXMLERZIXF L, = NIXMLIGE THRELE T,
IIAT v e —NE, LFV—F U ASTEREIEEEZKR T LET, ZOXTFr—F A
L XML TIXETIERWZD, 7747 eV —NF A v =R T T 50 % fif IR
T, WEORMINHEREINET,

EHTE 2 XML A v AX L AR TERT D XML A F—~< 122\ Cld, NETCONF XML
VRS ADVERR, on page 547 TRtBA I T\ ET,
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| xmLg®s 2—0(4R
MLEES L 8—T 14 2051t 2EH [

XMLEEA VA—TJ A ADSA U RAEH

s SAEUREH

Cisco NX-OS XMLE#A L Z—T 2 —R|TIT T4 B AT
VEHY FHEAL, TABVA RN Fr—JI0E
FNTW2RWEEREIL Cisxo NX-0S DA A —
WA PranTiy, ot Ez 7,
NX-08 7 A & v 2 HFROFEMIC OV TIE,
['Cisco NX-OSLicensing Guide] %z L T<
ZEWY,

XMLEBEA V23— A REERT 5=-HDRIHEEH

XML EHA VX —T = AEFEHT DI, ROFIHEERERH Y £,
« 77 A7 FNPCIZSSHV2 A VA M—/LT BNMENH D T,

7 A7 > b PCIZNETCONF over SSH ## 4~ — h9 2% XML F#HY — /L% A A h—)L
TAHLERDY 7,

e TNA AD XML — U A7 g VERETHDLEND D 3,

XMLEEA V3 —T x4 XAE&ER

DB a TR, XMLEHA VX —T7 oA AZFETHER L CTHERT 2 HIEICOWTEL
HLET,

A\

Note S A 2DF 74/ FBRETCXMLEBA L ¥ —T oA 2AEHHALET,

CLIICKDSSHE LU XMLY—/I—F T 3 > DERK

F 7 4V hTSSH — =0 FI > CWEd, SSH 2T 28815, 7 I9A4 7 b
PC TSSH v a BB ARNCAEDCTAMNERH D 9,

XML Y — =7 g R LT, Ry a v OBET 7T 47 2y a DX A A
TURNEHETEET, XML RK¥ 2 A2 PORIEZANCL T, XMLty a2 T35
ZEHLTEET,
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B cuicszssHBsLBMLY— 13—+ T 3 Lo

ATy T

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy F1

ATvT8

ATvT9

ATv 710

\)

Note XML HF— 24 L7 NIT 2T 47 £oar P clics £,

SSH DR DFEMNZ DWW TIL, ZHEHADTZ v b7 4 —A D CiscoNX-0S ¥ = U 7 ¢ HERLA
A FEZRL T EEN,

XML 2= ROFEHZOWTCIE, ZHEADT T v b7 4 —2® CiscoNX-0S VAT A <R
AV NERRHTA RESRLTIIEEN,

Jo— ) ary7 4 FXal—ary E— REBBLET,

configure terminal

(A7 ay) XMLY—A_"—#lEBLOT7T 7T 4 7 XML Y —_—t v g BT AEREZFTFLE
T, avr FHEAOTEy Y a VBB LEHERTEET,

show xml server status
ESNEY—R"— kv arDXML R¥a Ay NefiE L1,
xml server validate all
FBELEXMLY— "ty g 28T LET,
xml server terminate session

(A7vay) F—2ARTEDHLIICSSH B—"—ZEHHICLET,
no feature ssh

SSH Y% — "N A 2—T NI LET, (TN FTITEDIR>TWHET, )

feature ssh

(A7 ayv) SSHY—"N—DARAT—H A5 FRLET,

show ssh server

HRENA XML F—_N—Dt v a VEERELET,

xml server max-session sessions

BN HHIX 1 ~8 T9, 7 7 4/V MEIL 8 TT,

XML ==ty a & TT5FETIFHETAREERELET,
xml server timeout seconds

AL 1~1200 T, T 7 4V ML 1200 B TT,

(A7 ay) XMLY—R—REBLIOT 7T 47 XMLV —_— o g AT IHEREZFETFLE
T

show xml server status
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ssiz v aromth [

ATYvIN  (EE) FT7ar 74 X2l —val 2 A — T v ary7 4 Xalb—ya VITRIELET,

copy running-config startup-config

Example

WROFNE, CLI Z# L T SSH & XML h—_— A7 v g Va2 HIEOHI %27 L
TWET

switch# configure terminal

switch (config)# xml server validate all

switch (config)# xml server terminate 8665

switch(config)# no feature ssh

switch (config)# feature ssh server

switch (config)# xml server max-session 6

switch(config)# xml server timeout 2400

switch (config)# copy running-config startup-config

SSHv2 = v < 3 > DEA

7747 NPCTSSH2 By va U ZBMET AR, ROLSssh2 a~vr REEHLE
7,

ssh2 username@ip-address -s xmlagent

RJA == TNAALADIPT FL A, #HT 50— 2% A LET, xmlagent ¥ —
AL, T A Y7 3727 T XML = N E MBI E T,

\)

Note SSH o~y RORSSCIZ, 7947 FPCOSSHY 7 h T =2 TICE->TRAEAZ LR F
—gqo

XML %—=/3025 hello A 2=V Z2Z{E Lighr oo Eid, ROFMHEEZHER L T IZS0,
« T8 AT SSH = WA X =T M/ > TOET,

o XML H—/ 30 max-sessions 17> 3 L, TN A~D SSH #c O AR — 50
W+,

c TNAA A LEDOBHR XML =ty g rO—HAEH S THWERE A,

hello X v E— MiE(E

P =P O ER 2 BT SR, hello A vE—TZ&FEH LT, ——IZHGOKIEE T
RAREA RTAVERSY £9, XMLV —"—~DSSHE v a v Z2hT5E, — %
F<IZhello A v E—TTINEL, —"—0OEEEZ 7 FA 7 MZBEHMLET ZOA vE—
DN, = N—DREER 7 T A T2 MM L E T, XML Y — N T EEAERE D 2 & YR —
FLTWDHDT, 7747 MTRHLTEH, EREROLDOYR— FE2BEL THET,
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UTE, == 7747 DO H 7D hello £ v E—I T,

\}

Note 4T XML R = A2 ~iE, J>]]> T T LT, SSH #H ¢ NETCONF TR YK — k
ENHEDITTHHLENRHY £7,

H—/—H 5D hello » vy E—

<?xml version="1.0"?>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>urn:ietf:params:xml:ns:netconf:base:1.0</capability>
</capabilities>
<session-id>25241</session-id>

</hello>]11>11>

D9S5AT7 5D hello A ytE—2

<?xml version="1.0"?2>

<nc:hello xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<nc:capabilities>
<nc:capability>urn:ietf:params:xml:ns:netconf:base:1.0</nc:capability>
</nc:capabilities>

</nc:hello>]]1>]1>

XMLRAFX—<TEE (XSD) 774 /LD

AT 71 switch# feature bash shell

AT 72 switch# run bash

AT 73 bash-3.28 cd /isan/etc/schema
ATV T4 LERAX—<EZRHFLET,

XML F&F a2 A2 bZE XML Y—NIZTEET S

A< RV TRWESSHE v a &/ LTXML R o A > b % XML 3 — N2k ET
DX, =T 4 X =5 XML 7% A ha2ab’™—L T, SSHE v g it £9, @
. XML R =2 A2 F &2 XMLY—NZEETHITEEMb SN A Yy REMH L E 308,
Zoav—LEREn fHFIic Xk A HEEFE X, XML —/3~0 SSH i 2 il T £ 9,
XML RF¥ = A2 h& XML B—NEETDIHEOHTA FIA4 3Rk EED T,

e v R Yz /L) THello A vE—Y THRAMEMALT, SSHE Y V3 U ZBHIEL
7ZEZIC XML — 3 Hello A v —V 2R E LI E2MRELET,
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| xmLgES22—Tx4R
NETCONF XML 1 > X & > R DYERK .

e XMLELRZE(ETAHINC, 7 TI7A T FDOHello XA v —Y %K ELET, 7947k
R Hello * vE—Y%EET DL, XML V— N3 Hello )0 EZEHIZEE L. BINOIGE
IFEE LN SICEELTL &N,

XML RF =AY MIFICLF—7 AP TRTLET,

NETCONFXML 1 > X & > ZAD1ERK

NETCONF XML A > A% > A%, RPC # 7' % L UO'NETCONF #:{E¥ 7 C XML 5 /34 AZEFHE
ZHTeZ LICEVIERTE £, XML 75 ABEHR L, MiHAFEZ: CLI =< K% XML
T x—<v D TCHDHBEERN—Z0D XML A% —<E#%H (XSD) 77 AL TERZBSINET,

PIFIZ, 7b—A2TU—27 a5 HF A RONETCONFXML V7 = A N CERAESND ¥ 7 TT,
BT FANFRDLE— a— R Ty —IF L TEINTHET

X — XML EE
*R—RPC UV AKX
« N — NETCONF #/E# 7

e D—FTNRARAHKT

NETCONFXML 7 L—LT—7®a TxFX b

<?xml version="1.0"?>

<nc:rpc message-id="1" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:nfcli”>
<nc:get>

<nc:filter type="subtree">

<show>

<xml>

<server>

<status/>

</server>

</xml>

</show>

</nc:filter>

</nc:get>

</nc:rpc>11>11>

W ZZ00UU0U0UuUououzZzZ ™I X

%

Note (LEDXMLTZFT A X FFITXMLEH A L X —T oA AV —)LEZFEHLT, XML A v A&
AEAERRT D HERH Y £,

RPCUHITRKAY

9T NETCONF XML A > A X AL, RPC Y 7 A N X7 <rpe> CHMAT 2 MLENRNH Y
FI, <epe> BHRITIL, A v E—TID (message-id) BENH Y F9°, message-id BT,
<rpc-reply> WIZHEHIZ L, U7 =R N EREZBEEMTHDIEATEET, <pe> /— K
HEL, KO XMLARTZEMES bEENLTVET,
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* NETCONF £ HijZEf1'E S : urn:ietf:params:xml:ns:netconf:base:1.0 £ HiiZEM
TEFEIN TS <rpe> & NETCONF # 71, netconfxsd A¥—< 7 7 A W IFELE
j—O

« TNA ADLRIZEMES : <tpe> & NETCONF % 7 (2L > ChH 7w ENTZT /A A H
70, MOARTEM TERINTWET, 73 ADOARTZERIFHREFS 7 TF, Cisco
NX-OSH§HE X 713, SE S ERAREMTER SN TWET, RPCYU V=& b ¥ 7 <rpc>
I%. NFCLI#REDMEAFITT, Zhid, 754 ZDAFTZE/M A
xmlns=http://www.cisco.com/nxos:1.0:nfcli THHILEZEHESLTWET,
nfcli.xsdlZid, ZTOAATZEROERNEZENTWVET, FEMITOVTIL, XML A% —
~iEF (XSD) 7 7 A /L DEAT, on page 546 L T Z &0,

1

RPC) Y TRk A% <rpe>

<nc:rpc message-id="315" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns=http://www.cisco.com/nxos:1.0:nfcli">

</nc:rpc>]11>11>

BRI IR b+

<?xml version="1.0"?>
<nc:rpc message—-id="16" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:1f manager">
<nc:edit-config>
<nc:target>
<nc:running/>
</nc:target>
<nc:config>
<configure>
<__XML_ MODE__exec_configure>
<interface>
<ethernet>
<interface>2/30</interface>
< XML MODE if-ethernet>
< XML MODE_if-eth-base>
<description>
<desc_line>Marketing Network</desc line>
</description>
</ XML MODE if-eth-base>
</ XML MODE if-ethernet>
</ethernet>
</interface>
</ XML MODE exec configure>
</configure>
</nc:config>
</nc:edit-config>
</nc:rpc>11>11>
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nerconrentes o [l

Note

XML _MODE # Z'1%, NETCONF =— = MZ k> THEICHE S Ed, —

HOX 71X, FFED XML _MODE O & LTORFELE T, AF—~ 77 AL
Z#RHE, XML TCLI 2~ RERTZZIZORNBLELWE— R X7 & ADF

HLIENTEET,

NETCONF &4 &

NETCONF %, RO EEA AL £,

Table 32: Cisco NX-0S 0> NETCONF 1%

NETCONF Ei1E

FiBA

1

close-session

XML Y —_—+F v g %
E\ijqo

NETCONF 71— & v i3
VA AKX, on page 558

commit

AT AR O BUE O A % F24F
e LTRIELE T,

NETCONF @23 » |k A R H

VA AR RS RE, on page
563

confirmed-commit

FRE ST e A AR % e
THIZDDINT A —XEIRTE
LET, ZOBIEDOHD, fif
WA LT NN =
v MM T o izl
A WERRIT = 2y MR ERE
DORIOREEITHE Y 5,

NETCONF i+ =2 X >~ b
A AKX, onpage 563

copy-config

EE IR T — % A N T OW
BoeH—F v N T—HALT
Car—LEd,

NETCONF TOREREA v A Z
A D= B —, on page 559

delete-config

BERYR—hShTHEE
hoe

edit-config

TS ADEITHERL DR RE
MR LET., ZOEMEX
configuration =~ > RiZfli H
LET,

NETCONF Edit Config - > X #
o~ A, on page 560

NETCONF Rollback-On-Error
VAKX, on page 564

get

TINA A SIERRIE A ZAE
LE7, ZO#EAfEILshow =~
YRIZERLET, 7—%0
V—AFEfTa 7 s ¥
L— 3 2T9,

NETCONF XML A > A& A
DYERK, on page 547
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TFINARBZY

XMLEEAS v2—Tx4R |

NETCONF E/E B 151
get-config R ORRE 1T 5% S |[NETCONF XML A > A X A
LET, DYERK, on page 547

kill-session fE8E L7 XML #—/3— & > |NETCONF ##il#& Tt v 3
varxzftEd, BHD v A AKX A onpage 558

tyvaryzZMLLSZLTT

EH A,

=4 TIAT v MINT /A ZADORE INETCONF 11 v 7 A LV AH
AT LEkm ey 7 TED LK | A, on page 562
I LET,

unlock Yo va UNITLIEMERE |NETCONF & v 7 g A o &

2y 7 B L ET, X A, on page 563

i Wk % 7 8 22 M3 2 A | NETCONF fRRERERE A o R &
2, HERERORESC=F —3% | > A, on page 564
T~ T4 AT —%
?1‘)7 Li'g—o

XML 734 ABF#E T, FHARE/ CLI 2~> K% XML 74—~~~ N CELET, HiEEH
DAF—~< 77 A NI, FOREDOKEED CLI 2~ RO XML # VR EENTWET,
XML A% —~7EF# (XSD) 7 7 A /LDHA, on page 546] Z#ZML T Z&W,

TDOAF—<ZMHH LT, XML AV AX L ALY 52 LN TE £7, NETCONF A > A
KU ADE I RIZEEH &7z nfclixsd Ax—~ 7 7 A /LOFEEES T, (NETCONF XML
A AH v ADVERKL, on page 547 = Z )

xml TINARATERRLET,

<xs:element name="show" type="show type Cmd show xml"/>
<xs:complexType name="show_ type Cmd show_xml">

<xs:annotation>

<xs:documentation>to display xml agent information</xs:documentation>
</xs:annotation>

<xs:sequence>

<xs:choice maxOccurs="1">

<xs:element name="xml" minOccurs="1" type="xml type Cmd show xml"/>
<xs:element name="debug" minOccurs="1" type="debug type Cmd show_ debug"/>
</xs:choice>

</xs:sequence>

<xs:attribute name="xpath-filter" type="xs:string"/>

<xs:attribute name="uses-namespace" type="nxos:bool true"/>
</xs:complexType>

Y—N—RT—BRXATNAR BT

<xs:complexType name="xml type Cmd show_ xml">
<xs:annotation>
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74257 |

<xs:documentation>xml agent</xs:documentation>

</xs:annotation>

<xs:sequence>

<xs:element name="server" minOccurs="1" type="server type Cmd show xml"/>
</xs:sequence>

</xs:complexType>

<xs:complexType name="server type Cmd_ show_xml">

<xs:annotation>

<xs:documentation>xml agent server</xs:documentation>

</xs:annotation>

<xs:sequence>

<xs:choice maxOccurs="1">

<xs:element name="status" minOccurs="1" type="status_ type Cmd show xml"/>
<xs:element name="logging" minOccurs="1" type="logging type Cmd show logging facility"/>
</xs:choice>

</xs:sequence>

</xs:complexType>

TINARB T DIEE

<xs:complexType name="status type Cmd show_ xml">

<xs:annotation>

<xs:documentation>display xml agent information</xs:documentation>
</xs:annotation>

<xs:sequence>

<xs:element name="_ XML OPT Cmd show xml  readonly " minOccurs="0">
<xs:complexType>

<xs:sequence>

<xs:group ref="og Cmd show xml  readonly " minOccurs="0" maxOccurs="1"/>
</xs:sequence>

</xs:complexType>

</xs:element>

</xs:sequence>

</xs:complexType>

<xs:group name="og Cmd show_xml readonly ">
<xs:sequence>
<xs:element name="_readonly " minOccurs="1" type="_readonly type Cmd_show_xml"/>

</xs:sequence>

</xs:group>

<xs:complexType name="_readonly  type Cmd show xml">

<xs:sequence>

<xs:group ref="bg Cmd show xml operational status" maxOccurs="1"/>

<xs:group ref="bg Cmd show xml maximum sessions_ configured" maxOccurs="1"/>
<xs:group ref="og Cmd show xml TABLE sessions" minOccurs="0" maxOccurs="1"/>
</xs:sequence>

</xs:complexType>

N

Note. [ XML OPT Cmd show xml readonly | #7347 a T, ZOXTHEEEZEL

FT, IWEDOFEMIZOWTIL, RPCIGE X 7, onpage 556 ML T2 & 0,

<get> BEE FATT D1 DIHEATEL X V2 RO 570D | XML AT v a v 2T %
T UTNIXIXMLA 7> a v OB T, ZOFITIX, ZOT A A THRIEEZFATT 572004,
AIZEMTFE X 778 http: //www.cisco.com/nxos:1.0:nfcli THY ., BEROENL K=
OiZnfelixsd 7 7 A NVEEHTE L Z &30 £,

NETCONF #fE% 7L T /34 A % 7% RPC ¥ 7 CHTr Z LN TE £ 9, <hpe> T ¥ 7 D%
I XML & T XT3 —r v A& £,
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XML D451

Switch#> show xml server status | xml

<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:nfcli">
<nf:data>

<show>

<xml>

<server>

<status>

< XML OPT Cmd show xml  readonly >
<__readonly >

<operational status>

<o _status>enabled</o status>

</operational status>
<maximum_sessions_configured>
<max_session>8</max session>
</maximum_sessions_configured>
</__readonly >

</ XML OPT Cmd show xml  readonly >
</status>

</server>

</xml>

</show>

</nf:data>

</nf:rpc-reply>

11>11>

PigE & 1= NETCONF D124k

Cisco NX-OS |, <exec-command> &\ 9 A RiD<rpe> FfEZ VAR — K~ LET, ZOEIEICX
D, 2I9AT s T7Vr—va I CLIO #Ra~y RERTaI~ U REXREL, Fhb
Dawy R~DIEE%E XML ¥ 7L LTRZETEET,

LT, A S =T =2 ADWRICER SND X 7 OFITY, 47 74 3ROV — a—
Rev—s %y 7 ESNTOET :

X — XML EZ
*R—RPCUVZxTANHXT
* EO — LR E

ROFIZ, BAEZ 7 OFEMeHHZ R L ET,

Table 33: 12152 &'

29 A

<exec-command> CLI =~ FDOFEFT
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ek = nt- NerconF ozt [l

29 B

<cmd> CLIZz~Y FRFENTWET, a~r R,
RREFIIBRE o~ RO, EEOMK =
< R, BEIavy () BEHALTXYY
*94. B Oshow =~ RigVFE—rEn<T
WEREAD, HE O~ RERR D
<ecmd> Z 7 EHT, RLERD—FLE LT
EETLZEIFTEET, FEMIC O VT,
<exec-command> % i L C 415 S DMk CLI
a<vy FORIEZR L TTEIN,

ENLCEE SN T~ FADIRE <emd> # 713K D L B0 T,
« <nfiok> : T configuration =~ > RN IEFICEITSNE LT,

« <nfirpc-error> : —#D A~ RBKM L E L7z, BIEITRMO=T —TEIL L ET,
<nfirpc-error> %7 U —{X, KL LTI DWW TEEMIER A2t LEd, KL=~
v FORNTET SMARIE, EITERICEH SN THD Z EICEEL T EE N,

<exec-command> Z@ L TEESNBERCLaT UK

show =< RiZ, ROBNIRT XL DI, N HMKED <exec-command> 1 > A ¥ > AT
GHOTEETHILERDY £,

X <?xml version="1.0"?>

R <nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="3">
EO <nxos:exec-command>

EO <nxos:cmd>conf t ; interface ethernet 2/1 </nxos:cmd>

EO <nxos:cmd>channel-group 2000 ; no shut; </nxos:cmd>

EO </nxos:exec—-command>

R </nf:rpc>11>11>

<exec-command> & L TEEFE SN CU I FADIEE
EEEREICKTT 2ISEITRO LB Y TT,
<?xml version="1.0" encoding="IS0-8859-1"7?>

<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="3">

<nf:ok/>
</nf:rpc-reply>
11>11>

<exec-command> & L TEESIN=FRKCLUaTF

W DOFNL., <exec-command> Z il L TEE &N 5 show CLI =< RKiIZk»ToF—4 %
BT 5 HEERLTOWET,
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<?xml version="1.0"?>

<nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="110">
<nxos:exec-command>

<nxos:cmd>show interface brief</nxos:cmd>
</nxos:exec-command>

</nf:rpc>]11>]11>

<exec-command> #if L TEESNRRCLU I Y FADILE

<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0"
xmlns:mod="http://www.cisco.com/nxos:1.0:1f manager" message-id="110">
<nf:data>

<mod:show>

<mod:interface>

<mod: XML OPT Cmd show interface brief  readonly >
<mod: readonly >

<mod:TABLE interface>

<mod:ROW_interface>
<mod:interface>mgmt0</mod:interface>
<mod:state>up</mod:state>

<mod:ip addr>192.0.2.20</mod:ip addr>

<mod: speed>1000</mod: speed>

<mod:mtu>1500</mod:mtu>

</mod:ROW interface>

<mod:ROW_interface>
<mod:interface>Ethernet2/1</mod:interface>
<mod:vlan>--</mod:vlan>

<mod: type>eth</mod:type>
<mod:portmode>routed</mod:portmode>
<mod:state>down</mod:state>
<mod:state rsn desc>Administratively down</mod:state rsn desc>
<mod: speed>auto</mod: speed>

<mod:ratemode>D</mod: ratemode>

</mod:ROW_interface>

</mod:TABLE interface>

</mod: readonly >

</mod: XML OPT Cmd show interface brief readonly >
</mod:interface>

</mod: show>

</nf:data>

</nf:rpc-reply>

11>11>

HRET 2 DR

<?xml version="1.0"?>

<nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="3">
<nxos:exec-command>

<nxos:cmd>configure terminal ; interface ethernet2/1 </nxos:cmd>
<nxos:cmd>ip address 192.0.2.2/24 </nxos:cmd>

<nxos:cmd>no channel-group 2000 ; no shut; </nxos:cmd>
</nxos:exec-command>

</nf:rpc>11>11>
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<?xml version="1.0" encoding="IS0-8859-1"7?>

<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="3">
<nf:rpc-error>

<nf:error-type>application</nf:error-type>
<nf:error-tag>invalid-value</nf:error-tag>
<nf:error-severity>error</nf:error-severity>
<nf:error-message>Ethernet2/1: not part of port-channel 2000
</nf:error-message>

<nf:error-info>

<nf:bad-element>cmd</nf:bad-element>

</nf:error-info>

</nf:rpc-error>

</nf:rpc-reply>

11>11>

aw ROETICEY, A F—T 24 ADIPT FLRAITHRESNE T2, EFHIRGE
FEFEENETA (noshut =~ RIIETINETA) . FEREIEE IRV
HZ. no port-channel 2000 =~ > KRR T —|Z7/2 57 TT,

Z @ <rpe-reply> 1X, &5 show =~ KA, ZdD show =~ KO XML H % & i
<emd> ¥ 72 X o TEE SRR T,

Mo~y FeFRa~sy ReR CICHAGDED 2 &13TE £ A<exec-command>
A VAL A, WiE, AL A v AZ AT eonfig 2~ > K& show =~ KBRS
banlzflzrLTHET,

BRI FERTATY FOBAEDE

<?xml version="1.0"?2>

<nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="110">
<nxos:exec-command>

<nxos:cmd>conf t ; interface ethernet 2/1 ; ip address 1.1.1.4/24 ; show xml
server status </nxos:cmd>

</nxos:exec-command>

</nf:rpc>]1>]11>

<?xml version="1.0" encoding="IS0O-8859-1"?>

<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="110">
<nf:rpc-error>

<nf:error-type>application</nf:error-type>
<nf:error-tag>invalid-value</nf:error-tag>
<nf:error-severity>error</nf:error-severity>
<nf:error-message>Error: cannot mix config and show in exec-command. Config cmds
before the show were executed.

Cmd:show xml server status</nf:error-message>

<nf:error-info>

<nf:bad-element>cmd</nf:bad-element>

</nf:error-info>

</nf:rpc-error>

</nf:rpc-reply>

11>11>

<exec-command> @ L TEESIN-RRCLUIaT U F

<?xml version="1.0"?>
<nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
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NETCONF /i 25

RPC &5 Y

XMLEEAS v2—Tx4R |

xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="110">
<nxos:exec-command>

<nxos:cmd>show xml server status ; show xml server status </nxos:cmd>
</nxos:exec-command>

</nf:rpc>]1>11>

<?xml version="1.0" encoding="IS0-8859-1"7?>

<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nxos="http://www.cisco.com/nxos:1.0" message-id="110">
<nf:rpc-error>

<nf:error-type>application</nf:error-type>
<nf:error-tag>invalid-value</nf:error-tag>
<nf:error-severity>error</nf:error-severity>

<nf:error-message>Error: show cmds in exec-command shouldn't be followed by anything
</nf:error-message>

<nf:error-info>

<nf:bad-element><cmd></nf:bad-element>

</nf:error-info>

</nf:rpc-error>

</nf:rpc-reply>

11>11>

II3AT v ML TEREENDTTO XML ERIZx LT, XML $#—/3—{X RPC L& #
7" <rpc-reply> THHE 72 XML & %55 LE T,

WOFE, RPC ILEH 7 <rpe-reply> %7~ L CUWVET,

RPC 5% 2 7 <rpe-reply>
<nc:rpc-reply message-id="”315" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns=http://www.cisco.com/nxos:1.0:nfcli">

<ok/>
</nc:rpc-reply>]11>11>

RPCIEETL Ak

<ok>, <data>, & L C <rpc-error> D H 3 |I RPC ILEICE RS NDAREMERH W £5°, ROFE
L. <rpc-reply> # Z\ZHLiL D AIREMED & % RPC IGEEFZEIZHOW T L CWET,

Table 34: RPCIGET L A U +

L A

<ok> RPCERIFIEEFIZE T LE Lz, ZOHEFEIL,
JSETT — 2P I N2 WA IERA S E
TO

<data> RPC ERIFIERIZ52T LE L7z, RPC BERI|Z
B#E 55— Z %, <data> EHEEE-> T\ E
7,
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>F—

F—a agizhFunteshr-2souR [

CE S EHEA
<rpc-error> RPC ZRMNWKM L F Lz, =7 —FHiL,

<rpc-error> B3,

B RTIZhTEEENT=52 T DER

<data> % T NIZH 7B MESNT=T A A 2 7021%, BREZCRESISEREENET,
WOFNCETRINTWD LI, 7 FAT L N 77U r— 3 id, <readonly> % JHID X 7
ERTERICEHATEET

RPCCET—4

<?xml version="1.0" encoding="IS0-8859-1"7?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:if manager">
<nf:data>

<show>

<interface>

< XML OPT Cmd_show interface brief  readonly >
<__readonly >

<TABLE interface>

<ROW_interface>

<interface>mgmt0</interface>

<state>up</state>

<ip_addr>xx.xx.xx.xx</ip_addr>

<speed>1000</speed>

<mtu>1500</mtu>

</ROW_interface>

<ROW_interface>

<interface>Ethernet2/1</interface>

<vlan>--</vlan>

<type>eth</type>

<portmode>routed</portmode>

<state>down</state>
<state_rsn_desc>Administratively down</state_rsn_desc>
<speed>auto</speed>

<ratemode>D</ratemode>

</ROW_interface>

</TABLE_interface>

</ readonly >
</__XML__OPT_Cmd_show_interface brief  readonly >
</interface>

</show>

</nf:data>

</nf:rpc-reply>

11>11>

\)

Note

< XML_OPT*> & < XML BLK*>[ZV AR RIZRRSN, VI =X NTHEH
SINHZEEHVET, TNHDOX ZIEINETCONF =— = MI o> TEH 4,
< readonly > % 7 OHDIGEITHFELET, ZHHITERNTUHATHY, A% —
~ 77 AWNHES TEBM LT, CLI 2~ > RERT XML ¥ 7 &6l 2 08X H D
E3u e
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B v xsoxizmy siEa

HOTILXMLA D RA D RIZEET B1EHR

XML A VX5 2 XD
ZOk7varTIE, RO XML A AL ADHZRLET

* NETCONF 7 o —X Ev i 5 A AKX A, onpage 558
* NETCONF W#&ilif& T8 >~ a v A A ¥ 2 X, on page 558
« NETCONF TR A o A X > A D 21— on page 559
« NETCONF Edit Config / > A # > A, on page 560
* NETCONF @ Get Config 1 > A% > A, on page 561
* NETCONF & 7 A A X A, on page 562
« NETCONF = » 7 figlizA . A % A, on page 563
«NETCONF =1 v |k A VA Z A At B BE, on page 563
« NETCONF ffadifs# =2 X v b A 2 A X /%, on page 563
« NETCONF Rollback-On-Error - > A % A, on page 564

« NETCONF HRFEHEREA > A Z A on page 564

NETCONF/V O—X £y a VA VAREZ VR
WDBL, close-session Z3R & ZFUIZHE< close-session )i &K L CWVET,

so0—X+tyvd g ER

<?xml version="1.0"?>

<nc:rpc message—-id="101" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0">

<nc:close-session/>

</nc:rpc>]11>11>

oP0—X vy a v’
<nc:rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0" message-id="101">

<nc:ok/>
</nc:rpc-reply>]1>]11>

NETCONF 2%l Ty a3 A VXAF VR
ROBIE, BHETE Y > VERE, BEK Ty Y a VIREERLTOET,
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NETCONF To#R A > 24 > 20atE— [

BEETEY Y 3 VEKR

<nc:rpc message-id="101" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0">

<nc:kill-session>

<nc:session-i1d>25241</nc:session-id>

</nc:kill-session>

</nc:rpc>]11>11>

BERTEY a3 VIEE

<?xml version="1.0"?>

<nc:rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0" message-id="101">

<nc:ok/>

</nc:rpc-reply>]11>11>

NETCONF TO#MA VA2 VAN E—
Y

Note <startup/>(, YV —AE7FH—7 v hOF—F AT L LTHR— SR T EH A, copy
running-config startup-config =~ > K& AJ)7 %72 & L T startup-config T = & —#{E 4 F4T
T 5HIZ1E, <exec-command>A YV v RIZT7 +— Ny 73T HMERH Y £,

WIZ, MR a B —DER E TUTHES MK =2 E—DISE D 2R L £ T,

BRaOE—DER

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<copy-config>

<target>

<running/>

</target>

<source>
<url>https://user@example.com:passphrase/cfg/new.txt</url>
</source>

</copy-config>

</rpc>

BRIE—DBE
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>
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B netconF Edit config £ 25 2

NETCONF Edit Config 1 > X % >
N

Note ftiis — & 2 b7 Z{H 19 % XML edit-config |£, /S— = > 1.0 O XML B3R TIEH AR — h &
NTnEFA, V= Txml ZFEHLTERTEZLIH LWV 3 VTORYFR— FERE
—g—o

W OHIIE, NETCONF edit config Dffi Fl 5152~ L CVET,

Edit Config 3K

<?xml version="1.0"?2>

<nc:rpc message-id="16" xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:1f manager">
<nc:edit-config>

<nc:target>

<nc:running/>

</nc:target>

<nc:config>

<configure>
<__XML_MODE__exec_configure>
<interface>

<ethernet>

<interface>2/30</interface>
<__XML_MODE_if-ethernet>
<__XML_MODE_if-eth-base>

<description>

<desc_line>Marketing Network</desc line>
</description>

</__XML_MODE_ if-eth-base>

</__XML_MODE if-ethernet>

</ethernet>

</interface>
</__XML_MODE_ _exec configure>
</configure>

</nc:config>

</nc:edit-config>

</nc:rpc>11>11>

Edit Config i5&

<?xml version="1.0"?2>

<nc:rpc-reply xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns="http://www.cisco.com/nxos:1.0:if manager" message-id="16">

<nc:ok/>

</nc:rpc-reply>]11>11>

edit-config O operation JEMEIL, 5E SNTEBIENETIN DML DO R A » P ZFEEL
£9. BIERMEDBIEE S TWARWEE | MRIIBEFOET —% A hTICv—V &
NWET, BERECIE, ROMEZHEETEET,

* create

* merge
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NETCONF > Get Config £ > 22 > % [

* delete

Edit Config : HIFRIEIEER

WOHNE, FATHERR DS A Z—7 = A X Ethernet 0/0 DAERL Z BT 5 HiEE R LT
b\i‘a—o

xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>

<target>

<running/>

</target>
<default-operation>none</default-operation>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<top xmlns="http://example.com/schema/1l.2/config">
<interface xc:operation="delete">
<name>Ethernet0/0</name>

</interface>

</top>

</config>

</edit-config>

</rpc>11>11>

Edit Config I&Z : HIIBRIEME

WOFNL, FATRERR DA > % — 7 = A A Bthernet 0/0 DREFR A M4 % HiEZE R LT\
ij‘o

<rpc-reply message—-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>]11>]11>

NETCONF @ Get Config 1 > X2 > X
WOBE., NETCONF @ get config D i ik~ L CTWET,

YTV —2EEIIFT 518D Get Config E3K

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>

<source>

<running/>

</source>

<filter type="subtree">

<top xmlns="http://example.com/schema/l.2/config">
<users/>

</top>

</filter>

</get-config>

</rpc>]11>11>
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B veconeous rozsx

91 OFERZEETD Get Config [H &

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>

<top xmlns="http://example.com/schema/l.2/config">
<users>

<user>

<name>root</name>

<type>superuser</type>

<full-name>Charlie Root</full-name>

<company-info>

<dept>1</dept>

<id>1</id>

</company-info>

</user>

<!-- additional <user> elements appear here... -->
</users>

</top>

</data>

</rpc-reply>]1>]11>

NETCONFO v o 4 VX2 R
WL, vy 78R, RODIEE, BLXOKKLEZRIT~DIEE 2R L CWET,

Ay EKR

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<lock>

<target>

<running/>

</target>

</lock>

</rpc>11>11>

Ay OREICHRNLEEEDLE

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/> <!-- lock succeeded -->

</rpc-reply>]11>11>

Ay DREICKBLESEEDGE

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<rpc-error> <!-- lock failed -->
<error-type>protocol</error-type>
<error-tag>lock-denied</error-tag>
<error-severity>error</error-severity>
<error-message>

Lock failed, lock is already held
</error-message>

<error-info>
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| xmLg®s 2—0(4R

<session-id>454</session-id>

<!-- lock is held by NETCONF session 454 -->
</error-info>

</rpc-error>

</rpc-reply>]1>]11>

NETCONF O v & fZfRA VA2 VR

W DFIL, NETCONF v v 7 fiifrDER FiEEZ R~ L TOET,

A 7 ERER

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<unlock>

<target>

<running/>

</target>

</unlock>

</rpc>

Ay REERANDLE

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

NETCONF O X v b 4 VR A2 VR {RAHIE B EE

WO, 2y MfEE Iy MNEEEZRLTWET,

BEEZazv K

<rpc message—-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<commit/>

</rpc>

RIEEFaI Yk

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

NETCONF ##ERRFAIZI v A VX AZ VR
WOBIE, WRHHD =X MRELHRHEHD = <y NEEERLTOET,

NETCONF 0 v 2 i1 v 2522 [}
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B neTconF Roliback-On-Error £ © 2 2 > 2

HRINn-a3Iv YU ITRX b

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<commit>

<confirmed/>
<confirm-timeout>120</confirm-timeout>

</commit>

</rpc>11>11>

HREIna3y b RBE

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>11>11>

NETCONF Rollback-On-Error 1 > X2 > R
woOBL, =T —oa—nL Ny 7l ZOER~DOISEEZHENRT D TEERLTONET,

Rollback-0n-Error D #%EE

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>

<target>

<running/>

</target>
<error-option>rollback-on-error</error-option>
<config>

<top xmlns="http://example.com/schema/l.2/config">
<interface>

<name>Ethernet0/0</name>

<mtu>100000</mtu>

</interface>

</top>

</config>

</edit-config>

</rpc>]11>11>

Rollback-On-Error ~D &%

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>]11>]11>

NETCONF #REEH4REM A2 VR

ROBFIIL, NETCONF BREBED 2R L TWEd, U751
urn:ietf:params:netconf:capability:rollback-on-error:1.0 (%, NETCONF fRilfrE A 5 E L £,
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REEZE K

xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<validate>

<source>

<candidate/>

</source>

</validate>

</rpc>11>11>

BREEERANDEE

<rpc-reply message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>11>11>

T DhDSE &R

ZIZTIE, XML B A ¥ —T oA AOFEEEICEET 2 BMERICOWVTHALET,

RFC

RFC 24 ML

RFC 4741 NETCONF Configuration Protocol

RFC 4742 ¥ 27 =/l (SSH) #%H @ NETCONF ##%
7w kAL OfEH]

Cisco Nexus 9000 > ') —X NX-08 745 S<EY T4 HA4 K, 1) 1J—Z104(x) .


http://tools.ietf.org/html/rfc4741
http://tools.ietf.org/html/rfc4742
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B otos=as
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1 A

A= T TLAM)DEER

AN =T T LA BUIZONT (567 ~—2)
* Guidelines and Limitations, on page 567
« 7 LA NYTHIHAARERT =% (567 ~—2)

AR)—=25FLARMYIZDOT

CiscoNexus A A v F DA M) —I 7 7L A FUEREIZ. Xy b —7 b5 —X ZfkRY
WA RN =S LTIIAT v ML, E=Z U v I F—F~DIZEY TILEZA LDT
AR LET,

Guidelines and Limitations

Following are the guideline and limitations for the streaming telemetry:

* For information about supported platforms, see the Nexus Switch Platform Matrix.

* Cisco Nexus switches with less than 8 GB of memory do not support telemetry.

TLAKN)THRARELGET—4

aVR—=R N IN—TF T L2, NX-APIDME®5/V U 7 7 L > ADFHRICH 554 (DN)
X, —BRREINETaRNT 45T LA RNIOT =X L LTIRETE 4,
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https://www.cisco.com/c/dam/en/us/td/docs/Website/datacenter/platform/platform.html
https://developer.cisco.com/site/nxapi-dme-model-reference-api/

ALY—ZVT FLARYDEET
B -1 rucnmanr—s
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1 B

Websocket 7 X9y T g

« WebSocket 7 A7 ) 7F'irg v (569 ~X—)

WebSocket X5 1) T 3>

CiscoNX-OS i%, BRIV T AT TANAAL v FBBHNET v 2aTEHLHCTHA
B —T7 = A AKEREZHRMIE L E4, NX-API WebSocket f % —7 =A A& LT, 707 T L
Loy Fa—HF—3AAS v FOSIEIERREEICET 2@ E2ZETE 570, EMIA
K=V T OMENRL 72D £,

CiscoNX-APIREST A > ¥ —7 = A AZfEH L TAPI 7 =V #7956, FFEOZ/ =YD
FERICBUT A EROEE T2 T A7 U Py a v 2ERT A4 7 a v RNby £, 22—
P—FII AT AL VBBENTET 7 a ko T, ATV 227 b (MO) 2MERL.
EHE FREHBRSND E, AV IRERESNET, ZELEARXVIRY TR T4 T
HBDU T DFEREZEFESLHE, AL v FIIVTRA2 VP a U EERLIZAPLY 947 2 b
~DT v ai@iE AR LET,

WehSocket % Ff <

APL %7 27 U 73 g UKEREIL. WebSocket 712 k =1/ (RFC 6455) ZfH LT, API 7 54
Ty heOREMEERRAEFEELET, ZOXOITL T, APHFIEETEROEBEMA v —T %
7747 v FARICEHETEET, BT ¥ RLEHILT DL, ETEREND APL O
WebSocket #fii & 4 — 7 L T HUERH Y 5, FAA v TFNTEEO I/ =) 727 VT
VavEYR— T BTN ET WebSocket #55i1E 1 D721 T3, WebSocket #5#t1% (b —
JURREEIC L 2 TC) APL By v a VEERICIKTEL TBY ., APy v a UK TT LML E

D

WebSocket #f5t & B < HIEIZW L D& D £9°, Python” 74 7 & MIKD L D IZFIRTE %
D

from websocket import create connection

connection string = "ws:// 10.1.2.3/socket{0}".format (token)

ws = create connection(connection string, sslopt={"check hostname": False})
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Websocket T 245 1) T3> |

. Websocket TR 45 1) T3>

URI TliL, F—27 VIFBEDAPIE Y3 bh—2 2 (7 v¥x—) TT, ®IT., h—2 A4t
X ® URI DB &R LET,

ws://10.1.2.3/socketGkZ15NLRZJI15+jgqChouaz9CYjgE58W/pMccR+LeXmdO0obGIONB
IwolVBo7+YC1oiJLImS6I9gh62BkX+XddheO0JYrTmSG4JcKZ4t3bcP2Mxy3VBmgoJjwz76Z0uf 9VIADGX
1831yoR4bLBzgbSSUIR2NIgUotCGW]jZt5IX6CIFO=

YITRY YT a vDERK

VNI T A7 YT a U EERT DX, 47> 3 > [subscription=yes| T2 =V %37
LET, ZoOfITiE, JISON XD sys/intt/phys-[eth1/1] D7 TV ~DH T A7 ) 7L g o &1fE
E‘Zl./\iﬁ—o

GET http://10.1.1.1/api/mo/sys/intf/phys-[ethl/1].json?subscription=yes

JZVIREIZIE, YT ATV T a 0T THD subscr1pt10nId73>.z.i7}’L“Cb\iT WA
7Ty arEEHL, FEOYT A7 U Ty a inbOAS%OBMEBRNT 5 oI HT
=FET,

{"totalCount":"0", "subscriptionId":"18374686685813276673","imdata":[]}

ZiE @A

YVITAT VT arPbDA Xy MERTE, 37 A7 Y7 21D &EMODOHAZETLT —
ZEEN RS IVE T, ZDISON OFITIX, sys/intf/phys-[eth1/1] DFEHIAS Ttest] 1T I
T 1/ A i hd‘o

{"subscriptionld":["18374686685813276673"],"imdata":[ {"11PhysIf": {"attributes": {"childAction":

" "descr": "test","dn": "sys/intf/phys-[eth1/1]","modTs": "2019-10-18T19:42:29.446+00:00","rn
" "status": "modified"}}}]}

BED T I L TCEBOT 7T 4 7R T A7) 7 a UNFET DAREMNH D12
BENCIT FRROF L RIEERY T 227 ) o a v IDZBEBOEDHZ LN TEES, BT
JSON F721E XML 74—~ v b THAR— M I TWNET,

YITRO YT avDEH

A Ry MEMEZE LRI BT, APIE v g VHICAY T R0 U Y g v a2 EIRICE
THBRENRHY ET, YT R7 VT a 2884512, Bl X 912, subscriptionId (256
LUWWRT A—H iq ;&{fﬁﬁ L . HTTPGET A vt&— /%f API A YV v R subscriptionRefresh e
EELET,

GET http://10.1.1.1/api/subscriptonRefresh.json?id=18374686685813276673

YT 27N T a UHRBIREINIC > TR, APHIZY 7Ly o A v bB—UIZZED
EERLET,

\)

=)

WebSocket ' 727 Vv a DX A LTy MBI, T 740 T KBTI, W@EINKD
NAENEITTAHICEL, 727V P a3 DV 7 yia Avbe—T%0R< 0908
CIWCEETHILELRDH Y 7,
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| Websocket TR 1) T3>
Websocket 5 T X 5 1) T3y .

BT 5 &, WebSocket 1Z. NX-OSRESTAPINTA Xy N $ 727U Fg0037)
V=LV T R TANEOBEEFRRICTA® Y — N R0 EET,
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. Websocket TR 45 1) T3>
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1 % c

JO495<EY) 74129 % RFC

sy I< VT IZT D RFC (573 X—7)

JO455<EY) T 4129 % RFC

WDFIT, RFC HERUEHEA /R L E T, 4 RFC OFFMIZ OV TIE, www.ietforg #5 M L TL 72
él/\o

£ 35: RFC ZEHUT#E

RFC 4 ML

RFC 5277 NETCONF A X g

RFC 6241 F v hU—27#%E 71 k2L (NETCONF)

RFC 6243 NETCONF @ With-defaults #4E (report-all TO AR — 1)
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FayS<EYF 4T SRC |
B ovs~<cvs =@y R

. Cisco Nexus 9000 > ') —X NX-08S 7O45S<EY T4 H4 K. 1 1J—X104(x)



% 5l

B NX-API (¢ %)
FHa<ws R 222
bash 17,20 A y—UR 218
roa 1 S =T A 267,282
H4HE bash > =L 17 VT hEE 2%
% 20
bem-shell 89, 91, 93
CLI 89 P
777V y7 AL path Cisco-NX-OS-Syslog-oper:syslog/messages 513
il 93 Python 97, 99-105
bem /=L 93 Cisco Ny r— 91
74— 93 CLI =~ > K API 99
embedded event manager (EEM) 103
D NX-0S %= U7 1 108
o NX-OS Xy NU—7 f v H—T x4 A 104
destination-group 513 25 YT~ 9]

dst-group 513-514 non-interactive 102

dst- 436 .
&P TRT A=~ OB 101
FEONHE L 100
F
feature grpc  370-371 S
G show telemetry control database 448

show telemetry control pipeline stats 448

show telemetry control stats 448

show telemetry data collector brief 448

show telemetry data collector details 448

show telemetry event collector errors 448

show telemetry event collector stats 448

| show telemetry transport 448

show telemetry transport <session-id> 448

show telemetry transport <session-id> errors 448
show telemetry transport <session-id> stats 448

grpc certificate 371
grpc gnmi max-concurrent-call 371
grpc port 371

ip address 436

N snsr-group  513-514
snsr-grp 436

NX-API 217-219, 222, 236, 243, 248, 260, 267, 282
CLI 219 T
Cookie 218
Jog = — 248 tel 109-112, 114
JGEESR 243 ci=~> K 110
TN A7 YT N 260 telquit =~ > K 111
tX=2U7 0 218 FFar 1M

N UAR—=NE 217
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tel (1 %) §ca
gy RORKEY 1M1
references 114 Begde 7 v—7" 436
P RFRy 7 A2 112 oY= —7 436,513
TXx=2U7 40 12
KIFERIA~V T 3720 109 T
X 7Hfize 110
28 1M F—X J—A 513
history 110 TI =IOV BR—F TL AR ZFR 459
Tool Command Language, ZHRSE @ tcl telemetry 429, 436, 513
M 429
=3
(&

feature telemetry 436
path 436

&

subscription 436, 513-514
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