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P—ZFWR L RN, ZOFRERE L TAL v FORMIZKRLET, Le>T, X
AyTFEary b —JICL R EE5720I12, SNMP 22— — [ ZHRAVITIER S 41 5 &
3 d D £9, DCNM #ERE & LI IEFMIME CLI 235 Z & 136810 L £ A, A
W22V TIE,  [CiscoNexus9000 NX-OSSecurity Configuration Guide] #Z ML T 72 &0,

SSHBE LU Telnet DT 7 4 )L FERTE

WDFIZ, SSH B LW Telnet XT A—FX DT 7 )V MR ELZ R LET,

Table 1: T 74+ JL kD SSHE K U Telnet 135 A —4

INTA—4H TIAILE

SSH #—/3 A Z—T )L

SSH #—/3 F— 1024 £ N THERK S 4L RSA F —
RSA F—4Apt > MK 1024

Telnet H—3 Fov—T

Telnet N — F &5 23

SSH 2 7' A > O Kk THE% | 3

SCP #—3 T4 =T

SFTP H#—/3 Fo4E—T

SSH DERFE
Z ZTIE. SSH OFEEFIEIZOWTHHAL ET,

SSH H—/\ X+ — M 4ERL

X2 T 4 BHICESWTSSHY— NN F—%2 AT Ed, T 74/ FDSSH P —/ F—
X, 1024 £ N CHERR SN D RSA F—TT9,

Procedure
Command or Action Purpose

R Fw 71 |configureterminal Ja—r\L Ay T 4 X e L— g
Example: E—RFZBRBLET,
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Command or Action

Purpose

switch# configure terminal
switch (config) #

ATvT2

no feature ssh

Example:

switch(config)# no feature ssh

SSH % ME5hiZ L %4,

ATvT3

ssh key {dsa [force] | rsa [bitg[force]] |
ecdsa [bits[ force]]}

Example:
switch (config)# ssh key rsa 2048

SSH r— " F—% A LET,

bits3 %121, RSA ¥ —D ARk
HEy MEERE LT, AP
768 ~ 2048 T, T 7 AL ML 1024
<7,

DSA X —DH A XEHEETEER A,
THUTEIZ 1024 By MICRESNE
j—o

O —%2E X2 28413, force
F—U—FEHEHALET,

Note ssh key dsa X ET %6
I, OB EZAT O
BN H Y £7 : sshkeytypes
all 3 & T ssh kexalgos all

ATvT4

ssh rekey max-data max-data max-time
max-timei
Example:

switch (config)# ssh rekey max-data 1K
max-time 1M

F—HAERNTA—FZRELET,

ATvTh

feature ssh

Example:

switch(config)# feature ssh

SSH # Bz LET,

ATvT6

exit
Example:

switch (config)# exit
switch#

Ja—)L a7 4 F¥Falb—g v
£ }“%‘—f%gT L/jzjﬂo

ATy T1

. SSH & & U Telnet D&%

(Optional) show ssh key [dsa|rsa|ecdsa)
[md5 ]

Example:

switch# show ssh key

SSH #— F—%F/R L £,

Zoawr Rk, 774 /v h TSHA256
R TT7 4 v =7V heFRLE
7. SHA256 I%, BARIDOT 7 4L kD
MD5SFEA LV &4 TT, 7275, 7+«
V=7V b MD5 B THERT D



| SSH & & U Telnet 3%

a—#7hye rAssHamF—oke |

Command or Action

Purpose

VBN S BGE D AL ABIED - D1,
md5 47> g UNBIMENTWHWET,

ATvT8

show run security all

ATvT9

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FlTar 7 4 Fal—rah, AX—
Ny a7 Xal—rgila
[:0_ Lij—o

A—HY 7Hho 2 FASSH 2R+ —DHEE

SSHABF—%2HETHE, NWAU—REZEREINDZ LR, SSHZ FA4 T b EMFHLT
nJ7 A4 TEET, SSHAMF—IX, ROWTNNDOIEXTHRETE £,

+ OpenSSH

« Internet Engineering Task Force (IETF) SECSH &=

IETF SECSH 7212 & 5 SSH AFF—DIETFE
2—W 7 H v MHIZIETF SECSH AT SSH A F— %2 ETE £,

Before you begin

IETF SCHSH & SSH AR —ZEpk L 9.

Procedure

Command or Action

Purpose

&M

copy server-file bootflash:filename

Example:
switch# copy

tftp://10.10.1.1/secsh_file.pub

bootflash:secsh file.pub

H— 3735 IETF SECSH JE R0 SSH & —
EHEL Ty ANEL T a— RLET,
#— 3L FTP, Secure Copy (SCP) .
Secure FTP (SFTP) . F 72X TFTP ®\»
TN EMEHATEET,

ATy T2

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja— ) a4 Fal— gy
T— REMBLET

ATvT3

user name username sshkey file
bootflash:filename

Example:

IETF SECSH JEz.0D> SSH ZABH & — & 3% /E
LE7,

SSH s & U Telnet DEE [
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Command or Action

Purpose

switch (config)# username Userl sshkey
file bootflash:secsh file.pub

ATvT4

exit
Example:

switch (config)# exit
switch#

Ju—)ary7 4 Xal—gy
T FEHKTLET,

ATvTh

(Optional) show user-account

Example:

switch# show user-account

A=Y T Y FOREEFRTLET,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FETa 7 4 Fal—rark, AX—
NPy ar7 4 Xal—rgila
E—L £,

OpenSSH i2=X D SSH A FF—DIEE
2—H 7T H 2 I OpenSSH JER D SSH ABF —#fEETX £,

Before you begin

OpenSSH £ SSH AR — & 1Bk L £9,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (confiqg) #

Ja—nR_) a7 4 F¥al— g
E— FEBBLET

ATy T2

username username sshkey ssh-key

Example:

switch (config)# username Userl sshkey
ssh-rsa

ARPENCly AR TR 1 06 7] 953 XA A On P
OBl GV TN/ e Ny B/ oS OV EREY/ G NI Y B 30546
XN B 7oV IAL MO QXY s S i HIUD MKy Zi FNS AT <8=

OpenSSH B SSH AR % — %7
£

L

R
i

ATvT3

. SSH & & U Telnet D&%

exit

Example:

Ja—nR_)L a7 4 F¥al— g
E—FEETLET,
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ssh oo 4 vtirosxEungE [

Command or Action

Purpose

switch (config)# exit
switch#

ATv74

(Optional) show user-account

Example:

switch# show user-account

a—=HFTH T FOREEFFLET,

ATvTh

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FfTary 74 Fal—varkhk, AX—
Ny a4 ¥alb—vg iz
I:O*‘[/ji—g«o

SSHOJ A4 UEHITORKEIHDEETE

SSH v 7' A ViRITORKEEEZFHETE ET,

varynuirEanEd,

)

AR SN TORKEEZBRA D L, By

Note

EX—2D

17 A AT OEFHEEIZIE,

INBA 2 —RERE,

AEE =20

e, ALK A EE L= 2 L2 RT A v b= VRRRENET,

Procedure

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 FXalb—g
E— N&LPABLES,

ATv T2

ssh login-attempts number

Example:

switch (config)# ssh login-attempts 5

I—¥NSSHEY Y ar~pa s A
EEATCE DR KB ERELET, =
TA LBITOT 7 v S D KEEIL3
<9, [EOHHIX 1~ 10 TT,

SSH s & U Telnet DEE [

WA, BLUOVIAT— F— 2
DRRIEHE LI ARG ENET, A F— TSR TOBEAE. A Y —Ra B &
NET, FEFER—RLART — R X=X ORI A F—T M SN TV DAL,
RIAMELESNET, TNBTRTOFET, 0/ VITORE SN KA B
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Command or Action

Purpose

Note Zoa<wy ROnofERAafE
M3 2&, Liaiow 7 A >
AITOMEDHIFRS L, v
A URATORKEE DT

T AV MEDZITERESN
*7.

ATvT3

(Optional) show running-config security
all
Example:

switch (config)# show running-config
security all

SSH & 7' A L 3RITORRIE S =i K(E
BaFRLET,

ATvT4

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

HEE) #Mrar74F¥al—var %
AH—= KT o a7 4F¥al— g
NZabv—LFET,

SSH v <3 DB

CiscoNX-0OS T /34 A5 IPv4 £7213 IPv6 2L CSSHE v v a U &2BBL, VE—F T
NA AR LET,

Before you begin

UE—k FALAORA M ETRE L, BERL, UE— | FAL AO2—F 4 bRE L E

‘jﬂo

UE—h T 2D SSH F— &2 HH L ET,

Procedure

Command or Action

Purpose

ATy T

ssh [username@]{ipv4-address| hostname}
[vrf vrf-name]

Example:
switch# ssh 10.10.1.1

IPvAd ZHEHALCYVE—F TRALRAED
SSHIPV4A B a v H{ER LET, &
7 %)V ~® VRF (X7 7 4/ b VREF T
—g—O

ATy T2

ssh6 [user name@] {ipv6-address | hostname}
[vrf vrf-name]

Example:
switch# ssh6 HostA

IPv6 AL TYE—F FAL 2D
SSHIPV6 & a v & IE L ET,

. SSH & & U Telnet D&%
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J—rE—rronssHty o [

TJ—FE—FHMSDOSSHE Y 3 DA

SSHE v arix, VE—b T3 AZEHe T 5 Cisco NX-0S T /3A ADT— k T— Kb
BIthCx ¥4,
Before you begin

VE—hFALADRR M ERIG L, BERS, UE— TS RO P4 B L E
—é—O

UE—F 781 2D SSH h—E {8 L ET,

Procedure
Command or Action Purpose
ATy 71 |ssh [username@]hostname JE— R FNRALA~DSSHE v 3 v
Example: 7’8\ CiscoNX-0S '7:/{/1) 1@7“— }\ £
switch (boot)# ssh user1@10.10.1.1 R BAERL L9, 77 4 /L b VRF 33
WIFEHINET,
Ty 72 |exit T—hkET—RELTLET,

Example:

switch (boot) # exit

2T 7 3 | copy scp://[username@]hostnameffilepath |+ =7 2 v°— 71 =2/ (SCP) %

directory LT, 77 A /L% Cisco NX-OS 7
Example: NRAZAMBYE— K TNA A~ —
switch# copy LE7, 5 7 4V~ VRF NVEICHE A &
scp://userl@10.10.1.1/users abc %ngjfo

SSHDN\RT—FRRELZT74)L AE—DEE

CiscoNX-OS 7734 A7) Secure Copy (SCP) #—/3F 71X Secure FTP (SFTP) #—/ 32, /X
AU—=FRRLTT 7 ANVEZAE—T 52 ERTEET, THEITH I, SSHIZ X HFFEM D
ANBF— L EX—TCHRIND RSA ELIEDSADT AT T 47 4 ZERTH2HERH Y
i—a‘o

Procedure
Command or Action Purpose
R 71 | configureterminal Ja— ) a7 4 ¥z l—3a
Example: EF—FEBLET
switch# configure terminal
switch (config) #

SSH s & U Telnet DEE [
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Command or Action

Purpose

ATvT2

[no] username username keypair gener ate
{rsa[bits[force]] | dsa [force]}
Example:

switch(config) # username userl keypair
generate rsa 2048 force

SSH D AR % — & b — 2 Ak L |
FBE LT —H D Cisco NX-0S 7/ A
ADHE—HT 4 L7 K
($HOME/.ssh) {ZH#&#9 L ¥ 9, Cisco
NX-O8S 7314 A TlL, TNHDxF—%
FELTCUE—hF w32 D SSH #—
LWELET,

bits 51 iz i%. F—DERKIERT S
ey MEERTELET, Ah7esHIx
768 ~ 2048 T, T 7 AL MEIX 1024
<7,

BEfFOx—%E X iz 53551%, force
F—U—RFRE2HEHALET, forceﬂF 7 —
RZ280 L7356, SSH F—MnN9 TiZ
FE L CWOUE, SSH F—3AEm S
FH A,

ATvT3

(Optional) show username username
keypair
Example:

switch (config)# show username userl
keypair

BELI2—VOARF—2RRLE
ﬁ‘o

Note X2 U7 0 EOEHBN
H, ZOa<w R THE

—lIFFESNEEA,

ATV

. SSH & & U Telnet D&%

Required: username username keypair
export {bootflash:filename |
volatile:filename} {rsa|dsa} [force]

Example:

switch (config)# username userl keypair]
export bootflash:key rsa rsa

Cisco NX-OS 7 /3N ADHR—L T 4
7RI, BELLET—b 7Ty ia
T4V N ERIT T4 L7 MY
I, A% — LR —% 7 AR — |
LET,

BEfF DX — %@z 52551%, force
F—U—RKEFEHLET, forcex—U—
RZEmE L7254, SSH ¥ —7239 ClZ
FAELTOUE, SSHEF — (T 7 AR—
MENFEFA,

AL — T 4227 AKR—1+T5
L&, EXF— ST AT L—
R ANTT DLk LNET,
—i%, fBELIZ 7 A& LTI R
A—bF &I, AFEF—IE FAC7 7141
21T pub JEEE 2T CT= 7 AR — k
INET, ZNT, ZOF— T %L
H D CiscoNX-0S 7 /341 AlZa b —1L,
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Command or Action Purpose

SCP & 7214 SFTP #fEH L TH— D
R—ALT 4V 7 MUIZARFY— 774
b (*pub) ZaE—TX5 X5/
£7

Note TX= U7 4 EOBEBEN
5, Zoa<wy RFra—
SN ary 74X lb— g
v E-RTLMETTEE
A,

Z 7 7 5|Required: usernameusernamekeypair  |$5iE L7~ k7T via Fo LY K

import {bootflash:filename | VEIE T L2 R U b, Cisco
volatile:filename} {rsa|dsa} [force] NX-08 /34 ADHK—AF 417 kY
Example: 2. =7 AR— N LTZ AR — & fbE

switch (config)# username userl keypair] F—%A VIR — I LzEE’?}

import bootflash:key rsa rsa

BFOF—2E 2 2561%, force
F—U—REHFEHLET, forcex—U—
R&EMW L2858, SSH F—23 9 TIZ
FEL TOiUE, SSH F—(3A AR —
FENEEA,

ERR LI — T R—T5L
&, WEXF—ZESLT AT L —X
EANTDHEITROENET, WE
FIRELLL T 7 AV E LTA AR —
&, ABRF—IIRTCT7 7 A V41T
pub LR ZHF TA VAR — FEvE

7

Note X2V T 4 LOBEED
5., Zoawy Rl a—
NV ar 74Xl —g
U E— R TLMMFETTEE
A,

Note IRAT— R LT —C

TIREATELDE, —
STR—BRESH TS
2= FOHTT,

What to do next

SCP H— S FE 72X SFTP H— T, kD a~<r RaEMHA LT, *pub 7 7 A (=& 2iE.
key rsa.pub) (ZH&GHN X 4172 /ZABH % — % authorized keys 7 7 A /VITBAN L £7,

SSH s & U Telnet DEE [



B scpv—sesPpo—nomE

$cat key_rsa.pub >>$HOME/.ssh/ authorized_keys

TN, FERED SSH 2~ FEBLOSCP 2~ RA2FH L TR — RAEHEELARL ThH.
Cisco NX-OS T/3A AN —NCT7 7 A L Ea ™ —Tx£9,

SCP H-—/\ & SFTP H—/ DR FE

VE—FTNRA ALDB T 7 ANV EaE—T&5 X 91T, CiscoNX-0OST /31 A TSCPH—
NEIISFIP YV —REZRETEE T, SCPY— "FIISFTP— %A R—T7 T LT,

CiscoNX-OS T/XA AL DB TT7 7 A NV E I —F57-0DIT,

IZ SFTP 2~ R&FITTEx £,

)

SSH & & U Telnet DR E

UE—h 54 ZATSCP 7=

Note

arcfour 3 X UY blowfish cipher 47" 3 1% SCP H— X TlidH R — S FH A,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—rVEREE— K2R LET,

ATy T2

[no] feature scp-server

Example:

switch (config)# feature scp-server

Cisco NX-OS 7 /34 A | SCP #—°
A F—TNVEITT 4= M LE
7

ATvT3

Required: [no] feature sftp-server

Example:

switch (config)# feature sftp-server

Cisco NX-0OS T /34 A |- T SFTP #—
EAX—TNERIEIT =TV LE
b@‘o

ATvT4

Required: exit

Example:

switch (config)# exit
switch#

Ja—)L a7 4 Falb—g v
t— F%%@T Li—g«o

ATvTh

(Optional) show running-config security

Example:

switch# show running-config security

SCP #— 3L SETP " — RDHIEAT —
BAERRFLET,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

T T 4 ¥l —T gk, AX—
Ny ary7 4 F¥Fal—grila
I:O%L/i—é—o

. SSH & & U Telnet D&%
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X.509v3 SEEHEAR—X D SSH 2RI DR FE

X.509v3 AEAAE A9 5 SSH iRFEA X E C& £9, Cisco NX-OS /X, U E— F TACACS &
FEEYAR—FLTWERA,

1R BHHIIZ

UE—h T840 2D SSH — 3% A 11—

FIE

x 5003 sEB3E~—2 0 ssH @iEnEE [

T LET,

ARV FFEREETIVa Yy

Sl

ATy T

configureterminal

1 -

switch# configure terminal
switch (config) #

Jua—\)Lary7 4 Xal—g v
EF— Nz LET

ATvT2

username user-id [password [0 | 5]
password]

1

switch(config)# username jsmith
password 4Tyl8Rnt

2—PF THU U M ERELET,
user-id 515%, fek 28 SCF O BT
T, RXFEPLFNPRBIEIET,
FRETE LTI A~Z DFERI
F.oa~zDF/NLF, 0~ 9 DT,
ATy () BUAR (), TV
F—2ay (), TT7A/E (+)
BLO%EE =5 T, 7y h~w—7
(@) 12V E— b 2—YLTIIHEHT
EETAR, v—H b a—VL TIIfEA
TEEHA,

L— W DRI R F T E DML E

F 7 hRAT— RITEHZSIHL T
F¥A, AT a D0, RNAT—
KRBRZ VT THARTHY, 51F/3A
J— R EN TV D Z & &2k
LET, 7740 0MF0 (VT TF%
A K) TY,
GE) INAT — REFRE LR D -
=546 . =—YiL Cisco
NX-0S 7/31 Az 7' A
CTEER A

SSH s & U Telnet DEE [
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SSH & & U Telnet DFE |

av Y REEEFET7THIYa Y =]
GE) At/ SAU— K472 3
VEMBHAL =T H Y
¥ M EERT DA, Xk
4% SNMP = — Y| IERL &
WEHE A,
G¥) FERIH CLI AN 72 » T

WAHYE, a—F—=T
v REERLTYH, WS
% SNMP = —H — | I/ERR &
nEHA,

ATvT3

username user-id ssh-cert-dn dn-name
{dsa|rsa}

&1

switch (config)# username jsmith
ssh-cert-dn "/O = ABCcompany, OU =

ABC1,

emailAddress = jsmith@ABCcompany.com,
L = Metropolis, ST = New York, C =

US, CN = jsmith" rsa

O —Y 7 H oy FRBRE
% SSH X.509 FEAHE DRk AI4 & DSA T
NI XLERELET, 4 TR
K512 7T, BlTRTIRITHE S &
ERHVET, ETA—NALT RLRE
PREENZLZF 4 emailAddress & ST IZ
WESNTWAZ L 2R LET,

ATvT4

[no] crypto catrustpoint trustpoint
i

switch (config)# crypto ca trustpoint
winca
switch (config-trustpoint) #

NI ARKRA Y MEFRELET,
GE) Zoa<wy RO nofE%E
BHALTRZ A RKA b
ZHIBRT R0, £7
deletecrl 35 . OY delete
ca-certificate =~ > R Z&{#
LT, CRLEBXUCAGE
HELHIFRT 5 MLERH Y
£7,

ATvTh

crypto ca authenticate trustpoint

1 :

switch (config-trustpoint)# crypto ca
authenticate winca

K2 RARA > F D CA FFHEZRIE
Liﬁ‘o

GE) CA FEHZEZHIBRT 212
T, RZAMKRAS L Fav
T4 FX2l—varE—FR
T delete ca-certificate =~
Y READLET,

ATvT6

. SSH & & U Telnet D&%

(f£7%) cryptocacrl request trustpoint
bootflash:static-crl.crl

51

ZOHEIIA T g TR, AL
ENFET, FTARKA L FOFEAE
Kzh) A b (CRL) &% LEd, CRL
TrAME, NTARRAL Y ML
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LAiv—ssH7 LTy 2L sx—roiE ]

ARV FFEREETIVa Yy

E:)

switch (config-trustpoint)# crypto ca
crl request winca
bootflash:crllist.crl

TR UIZGEHED Y R FDRF v
Yay hTE, TOAXT 47 CRL
U R ML, #AER (CA) BT /3A A
WCFETcavr—ahnxd,

GE) AHT 4 w2 CRLIZ, ¥
R—hrENTWVWEMHE—DLk
hF =7 AT,

GE) CRL % HIBRT D121,

deetecrl =~ REZ AL
N

ATy T17

(&)
1

switch (config-trustpoint)# show crypto
ca certificates

show crypto ca certificates

RESNTWDIEHFE T F =—
&L BEMFTHNTWD BT A RARA
Y hEERRLET,

ATvT8

(f=5)
151

switch (config-trustpoint) # show crypto
ca crl winca

show crypto cacrl trustpoint

BELEZFIARKRA L FOCRLY R
FOWEEFTRLET,

ATvT9

({£-7&) show user-account

51

switch (config-trustpoint)# show
user-account

RESNTca—F Ty FOFEME
FRLET,

ATy 710

(f£E) showusers

51

switch (config-trustpoint)# show users

TARALAZ R T LTINS 22—
TRENET,

ATy 7N

(f£&) copy running-config
startup-config
1

switch (config-trustpoint)# copy
running-config startup-config

FTar 74 Xalb—va vk, A
A — K T T a7 4F¥al— g
WZabve—L%E1,

LA —SSH 7)LT ) XL HR— FDEFE

LHY—SSHEXF 2 US4 TAITY XA, Avbe—Uira— R (MAC) .

LUMEBOYH— FERETEET,

=S4T B
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FIE

SSH & & U Telnet DFE |

ARV RFEEETIVa Y

=)

ATy T

configureterminal

fi
switch# configure terminal
switch (config) #?

Jua—N)L a7 4 FXal— g
T— F&EBHEBLET,

ATv T2

(f£&) sshkexalgos(all ]
1 -

switch(config)# ssh kexalgos all

it = & OF—DERICHEN SN D F—
BESH XN THD, PAR—hSNTWn5HT
TP KexAlgorithms ZHZHZ T 52
I, al ¥ —U—R&EHLES,

HAR— k&5 KexAlgorithmn (FIR D &

B TT,

* curve25519-sha256

» diffie-hellman-group-exchange-sha256

» diffie-hellman-group1-shal

GE) ZoTNna Y XLF,

CiscoNX-0S U U —=
9.3(5) LABE TlI AR — b
SNTWEHFA, SSH
IIAT U NET v
JL—RLET,

» diffie-hellman-group14-shal

» diffie-hellman-group1-shal

* ecdh-sha2-nistp256

* ecdh-sha2-nistp384

* ecdh-sha2-nistp521

ATvT3

(f£&) sshmacsall
B -

switch (config)# ssh macs all

N7 4 v ERORBICHEHASND
Ao —UiEa—RThsb, PAR—F
ENTWVWELTXTOMACEAEICLE
‘é‘o

YAR—FEIND MACITKDOEEBY T
T,

* hmac-shal
* hmac-sha2-256
* hmac-sha2-512

. SSH & & U Telnet D&%
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HHR— L ENBTLTYZL  HPE— FaEnoss |

AU RFERET7TIV3 Y B#)
ATy 74| ({E&E) sshciphers[all] PHR—FINTWVDETRTOREZEHZ
i - LT i Sk 21k, all F—

U—REHEHLET,
YR — bRt OREE R
* aes128-cbc

switch(config)# ssh ciphers all

* aes192-cbc
* aes256-cbe
* aes128-ctr
* aes192-ctr
* aes256-ctr
* aes256-gcm@openssh.com

* aes128-gcm@openssh.com

ATv 75| ({LE) sshkeytypesall PN T TA T MK L THSE 23
- AT B I T HAME— T
FYRXLTHD, PAR—FENTNDHT
~X"C @ PubkeyAcceptedKeyType & H 22
LET,

PR—=—FENLDF— AT EFRDOLE
n <Y,

* ecdsa-sha2-nistp256

switch (config)# ssh keytypes all

* ecdsa-sha2-nistp384
* ecdsa-sha2-nistp521
* ssh-dss

* ssh-rsa

YR—bEN37ILTU XL IPE— FAFHDIGE
FIP € — RBENRBHICT A= R ENDHTLITY XADY A MIKRD LB TT,

SSH s & U Telnet DEE [



B 7o rossiy—nk—rozE

SSH & & U Telnet DR E

£ 2:9HK— FERBTILTY XL - APE— FAEHOBE

7IL3yxX
Ly

HH— kR

HR— bR

ciphers

* aes128-ctr
* aes256-ctr
* aes256-gcm@openssh.com

* aes128-gecm@openssh.com

* aes192-ctr
* aes128-cbc
* aes192-cbc
* aes256-cbc

hmac

* hmac-sha2-256
e hmac-sha2-512

* hmac-shal

* hmac-sha2-256-etm(@openssh.com
* hmac-sha2-512-etm(@openssh.com
* hmac-shal-etm@openssh.com

kexalgo

* ecdh-sha2-nistp256
* ecdh-sha2-nistp384
* ecdh-sha2-nistp521
+ diffie-hellman-group16-shaS12
» diffie-hellman-group14-shal
+ diffie-hellman-group14-sha256

* curve25519-sha256
* curve25519-sha256@libssh.org

keytypes

* rsa-sha2-256

* ecdsa-sha2-nistp256
* ecdsa-sha2-nistp384
* ecdsa-sha2-nistp521

ssh-rsa

TI74ILEDSSHY—/NR—+DEHE

Cisco NX-OS Cisco U U — % 92(1) LAK: Tl&, SSHV2 DR — & F%E2TFT 7 4 /v hDR— +F S
WMNHBERERTEET, T74/L D SSHAR— FOEFRIHEH SN ESic LY., Lok
N TTANRN =Ly a VEBEAMEEYR— T8RN FEH L 9,

FIE

ARV RFFERERTIVa Y

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Juau—n)aryZ 4 FXal—gy
T—FZhn L £,

. SSH & & U Telnet D&%
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7o+ 0rossHy—nH—rozE [

AU RFERETOVa Y

B8

ATv T2

no feature ssh

1

switch(config)# no feature ssh

SSH Z 22 L £,

ATvT3

show sockets local-port-range

1

switch (config) # show sockets local port
range (15001 - 58000)
switch(config)# local port range
- 63535) and nat port range
65535)

(58001
(63536 -

switch# show sockets local-port-range

Kstack local port range (15001 - 22002)
Netstack local port range (22003 -
65535)

e AN — M EPH 2 Fon L £,

ATvT4

ssh port local-port
{5

switch (config)# ssh port 58003

R—bhaeRELET,

GE) POV U —2An5 Y J—
Z93(1) UUED Y U —2|Z
Ty T T — NI H5E
X, 2 —WEFKD SSH R —
I 2 A 3 2 BERE S TR O
FNICH D Z & &R LT
<TEEW,

cJU—293(1) BLIW
U U —2=Z932) D
4 : Kstack = —1 L
A— b OFIPFHIE 15001
— 58000, netstack = —
BV R— b OFFHIL
58001 — 63535, nat
N—  OHEIFHIX 63536
— 65535

U U —2Z 93(3) LA :
Kstack @ — /LR — K
OFEFEIE 15001 —
58000, netstack @ — 7%
b AR — s O
58001 — 60535 . nat
N— N OHIPHIZ 60536
— 65535

SSH s & U Telnet DEE [
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AU RFERET7TIV3 Y B#
AT w75 |featuressh SSH Z Az L £,
1 -
switch(config)# feature ssh
AT 76| exit Jua—srary7 4 Xal—v gy
15“ : £ ]\v%%gT L/i‘j—o
switch (config)# exit
switch#

ATv 71| (LE) showrunning-configsecurityall | %= U7 f OREE R R LET,
fA

switch# ssh port 58003

AT 78| ({£&E) copy running-config FiTar74Xal—vark, AX—
startup-config NPy arr7 s XalL— gl
f E—LET.

switch# copy running-config
startup-config

SSH RA LDV )7

P— XS SCPELILISFTP 2L C 7 7 ANV EE o n— RT3, £ 207 34
A)B Y E— K RAMISSH v a r&BET 585681203, OV — NL{EfHTE % SSH
BE i snEd, =2—H 7 b, FEHTEXSSSHY— DY A MNIZ U TT5HZ

ENRTEFET,

Procedure
Command or Action Purpose

AT 71 |clear ssh hosts SSHARRA M By arBIOBEmDOR
Example: AL TrANEZ YT LET,
switch# clear ssh hosts

SSH Y —/\DT 14 E—T )L

CiscoNX-OS TliE, T 7 # /L b TSSHY— "0 A X—T Wl o TCWEJ, SSHY—%TF
=Nt B L, SSH CAAL v FIZT 78 AT 252 &1 TE£4,

. SSH & & U Telnet D&%
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Procedure

ssh— 3 x—oti ]

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— gy
E— FEBBLET,

ATy T2

no feature ssh

Example:

switch(config)# no feature ssh

SSH #=EZhic LE T,

ATvT3

exit
Example:

switch (config)# exit
switch#

Jua—n)ar7 4 Xal—rvay
E—FZETLET,

ATvT4

(Optional) show ssh server

Example:

switch# show ssh server

SSH r— O EEFRLET,

ATvTh

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FlTar 7 4 Fal—rarh, AX—
NPy a7 Xal—rgila
[:0_ Lij—o

SSH H—/\ X—DHIBx

SSH #— %5 4 v—7 /2 L=, Cisco NX-0S /34 Z D SSH #— N F— 2 HIETX

i@—o

)

Note SSH % FE A % —7MZT 51, £9°, SSH Y — NN F—%2 AT 508N H Y £7,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATy T2

no feature ssh

Example:

SSH =Nz LE T,

SSH s & U Telnet DEE [
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Command or Action Purpose

switch (config)# no feature ssh

AT 73 |nosshkey[dsa|rsa |ecdsa] SSH #— % F—ZHIpr L 7,
Example: T 7 4V N TiE, TXTO SSH F— 73
switch (config)# no ssh key rsa ﬁ”&%E§ﬁIEETfO

AT w74 |exit sa—r\ ) aryz 4 Fal—ig v
Example: T—FERTLES,
switch (config)# exit
switch#

R T 75 | (Optional) show ssh key SSH #— " F—DREE R R LET,
Example:

switch# show ssh key

R T 7 6 | (Optional) copy running-config Fl1ar74Xalb—vark, AF—
startup-config Ny a7 Xalb—v g0z
Example: E—-LET

switch# copy running-config
startup-config

Related Topics
SSH #— 3 F—n Ak (5 <—)

SSHEv> a3 Dy U7

Cisco NX-OS /34 26 SSHE v a v &2 7 V7 TEF£1,

Procedure
Command or Action Purpose

ATy 71| show users 2Py va UERERRLET,
Example:
switch# show users

AT 72 |clear linewty-line a—H¥SSHE v a2 27 U7 LET,
Example:
switch(config)# clear line pts/12

Telnet D% E

Z T, Cisco NX-0S T /34 AT Telnet Zi% &9 5 FNEZFHHAL E7,

. SSH & & U Telnet D&%
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Telnet H—/\D A = —

JILE

Telnet #—/30 4 2— T Lt ]

Cisco NX-OS 7 /3A A LT Telnet — 3% 4 X—T7 M TE&ET, T 74/ hTiE, Telnet i%
F A4 =T TT,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ju—)aryZ7 4 Xal—gy
F—FzfmL£7,

ATy T2

featuretelnet

Example:

switch (config)# feature telnet

Telnet — % A4 X —7 M LET, 5
TR TIET A =T Mo TV E
R

ATvT3

exit
Example:

switch (config)# exit
switch#

Ja—R_) a7 4 F¥al— gy
E—RFEHKTLET,

ATvT74

(Optional) show telnet server

Example:

switch# show telnet server

Telnet ' — "OEEEFRLET,

ATvTh

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FETar 7 4 Fal—rarh, AX—
NPy a7 s Xal—vgila
E—LE7,

JE—F TN R ED Telnet v < 3 VDRI

CiscoNX-OS T34 A SSHE v a VEBIBL T, VE—F TS ARG TEET,
IPv4 £721X IPv6 OWT &AL T Telnet ¥ v o 3 V&BAETE £17,

Before you begin

VE— K FNRAZADERARMELIZIP T LR E, BEREASITZY ET— F T4 2D —H
ZERELET,

Cisco NX-0OS /31 A |- C Telnet " — N FZZ L E T,

UE—h T30 A LT Telnet V—ZHHZLET,

SSH s & U Telnet DEE [
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SSH & & U Telnet DFE |

Procedure
Command or Action Purpose
R 7w 71 |telnet {ipv4-address | host-name} IPv4 Z#E L TYE— K 54 2 & D
[port-number] [vrf vrf-name] Telnett v+ 3 L A LET, 57+
Example: v DR — FEFIL 23 T, O
switch# telnet 10.10.1.1 X 1~ 65535 C4, 57 %/ D VRF
X7 7 /L~ VRF T,
R T 7 2 |telnet6 {ipv6-address | host-name} IPv6 ZHEH LTV E—F A XL D
[port-number] [vrf vrf-name] Telnet v+ 3 L A LET, 57+
Example: v DR — hEFIEL 23 TT, HOHIPA
switch# telnet6 2001:0DB8::ABCD:1 vrf| (L 1~ 65535 TF, 774 /L F D VRF
management 1Z7 7 /v k VRF T9,

Related Topics

Telnet h— 3D A X —7 4k (25 X—)

Telnety> 3 >nDo )7

Cisco NX-OS T4 A5 Telnet v > a &7 V7 T&E£9,

Before you begin

Cisco NX-0OS 5 /31 A T Telnet — "% A X —7 I LET,

Procedure
Command or Action Purpose

R T 71| show users =Py va UERERRLET,
Example:
switch# show users

R T 72 |clear linevty-line A=Y Telnet kv ara7 V7 LE
Example: o
switch(config)# clear line pts/12

SSH # K U Telnet M &% E DFEEE

SSH B XU Telnet DR TEIEME Forn 4 2121E. KOWTHNHDOIEEEITOE T,

. SSH & & U Telnet D&%
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ssnozen |

avy kR

=)

show ssh key [dsa | rsa] [md5]

SSH #— F—%FRLET,

CiscoNX-0S U U — 2 7.03)I4(6) 3 L O 7.03)16(1) LAFED Y U —
AT, ZOa~ry Rix7T 74/ hTSHA256 BT 1 >
H—7V v haeFrLET, SHA256 1, LLRTOT 7 4/ b D
MDSHER L D b ZRTY, 72720, 74—V hEMDS
A TERTDIMEND D56 O L AHEMEOT=9H12, md54
FrarPEBENEINTHVET,

show running-config security
[all]

ETar 74 X¥al—valNOSSHEa2—HF TH T b
HEFFRLET, adl ¥—U—F&2HEETH L, SSHB LW
a2—F T AL bOFT L MERFTRINET,

show ssh server

SSH#— DO EEFRLET,

show telnet server

Telnet ' — "OEEEFRLET,

show user name username
keypair

RELIca—VOARF—2F R LET,

show user-account

RESN2—F T AT FOFEMERRFLET,

show users

TFNRAAZa T F L LT a—FRFRINET,

show crypto ca certificates

X.509v3FE EAR— R DSSHEFEIZFRE SN 7-CAFEFAER L
gD TR MRS FEERLET,

show crypto cacrl trustpoint

BELEZFI7AMRA L FDOCRLY A NONEEZFRLET,

SSH D&% TE

WOHFE, OpenSSH F—2%{# [ LT SSH #5%ET 5 HiEE R L TWET,

ATy T

ATy T2

Procedure

SSH r— %5 4 &—T7 /W LET,

Example:

switch# configure terminal

switch (config)# no feature ssh

SSH — R F—Z A LE T,

Example:

switch (config) # ssh key rsa

SSH s & U Telnet DEE [
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B ssio s zxo—knFBLT 7 4L 2E—DBEH

ATv74

ATy TH

ATvT6

generating rsa key (1024 bits)......
generated rsa key

SSH #— "% A X —7 /LT LT,

Example:

switch (config) # feature ssh

SSH #— F—%FKR-LET,

Example:

switch (config)# show ssh key
could not retrieve dsa key information
R R IR Ik Ik b b b b b b b b b b b b b b b b b b b b b b b b b b b i

rsa Keys generated:Tue Mar 14 13:13:47 2017

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAAAGQDh4+DZboQJbJtl10nJhgKBYL5101hsFM20ZR19+JgEU
GA44I9ej+ESNIRZ1x80hIt6VxIEL5csO7Pw72rjUwR3UPMUAM79k7I/SyLGEP3WUL7sqgbLvNEF5GgKXph
ogMT075WUdbGWphorA2g0tTObRrFIQBIVQOSSBh30EaaALgYUQ==

bitcount:1024
fingerprint:
SHA256:V6KAeLAiKRRUPBZM1Yg3rl16JW7E07vhLi6CXYxnD/+Y

R IR Ik kI Ik b b b b b b b b b b b b b b b b b b b b b b b b b i

R IR Ik kI kb b b b b b b b b b b b b b b b b b b b b b b b b b i

OpenSSH £ SSH AR ¥ —%f5E L £7°,

Example:

switch (config)# username Userl sshkey ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAY190F6Qazl9G+3£f1XswK30iW4H7YyUyuA50r
v7gsEPjhOBYmsi6PAVKuilnIf/DQhum+1JINqJP/eLowb7ubO+1VKRXFY/G+1JINIQ
W3g9igG30c6k6+XVn+NjnI1B7ihvpVh7dLdAMOXwONnXHYshXmSiH3UD/vKyziEh5
4Tplx8=

REZHRFLET,

Example:

switch (config)# copy running-config startup-config

SSHONRT— KRR EBEL T 74A4I)L A E—DHEH

IZ, CiscoNX-0OS 7 /31 ANy 6 Secure Copy (SCP) $—/NF721% Secure FTP (SFTP) H—3
W2, NAU—=RR LTI 7 ANV Eat =3 50laRLET,
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Procedure

AT v T 1 SSH DARF— L x— 2Lk L, 48 L7222 —H D Cisco NX-0S 7 /34 ADR—L 7 4
L7 R UKL £,

Example:

switch# configure terminal

switch(config) # username admin keypair generate rsa
generating rsa key (1024 bits)......

generated rsa key

ATYT2 HELIa—VOARY—2FK R LET,

Example:

switch(config)# show username admin keypair

R Rk Ih 2k I kb b b b b b b b b b b b b b b b b b bk b 2k b kb ki

rsa Keys generated: Thu Jul 9 11:10:29 2013

ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAxXWmMJIT+oQhIcvnrMbx2BmDOP8boZE1TfJ
Fx9fexWp6rOiztlwODtehnjadWc6A+DE2DvYNvgsrU9TBypYDPQKR/+Y6cKubyFW
VxSBG/NHztQc3+QC1lzdkIxGNIbEHyFo0ajzNEOSLLOVFIMCZ2Td7gxUGRZc+fbg
S33GZsCAX6v0=

bitcount:262144
fingerprint:
8d:44:ee:6c:ca:0b:44:95:36:d0:7d:£2:05:78:74:7d

R IR Ik Ik kb b b b b b b b b b b b b b b b b b b b b b b b b gk b gk i

could not retrieve dsa key information
R IRk Ih 2k Ik b b b b b b b b b b b b b b b b b b b b b b b kb gk i

AT Y T3 CiscoNX-OS THA ADKR—L T4 L7 UG, ELLET— 7T yvaT 4L MY
W2, BAF—EMEXF—Z2 7 AR —FLET,

Example:

switch (config)# username admin keypair export bootflash:key rsa rsa
Enter Passphrase:
switch (config)# dir

951 Jul 09 11:13:59 2013 key rsa
221 Jul 09 11:14:00 2013 key rsa.pub

AT T4 ZNH2O0D7 7 A LEMO CiscoNX-OS 7 /314 A~a & — L7-t. copyscp % 7=1% copy sftp
a<y RE[MA LT, CiscoNX-08S 7T /31 ADFK—L T 4 L7 hUIZA U R—KMLET,

Example:
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B xsoosirsE~—= 0 ssH RO RS

ATy TH

ATvT6

switch (config) # username admin keypair import bootflash:key rsa rsa
Enter Passphrase:

switch (config)# show username admin keypair
R R Ik Ik Ik Ik b b b b b b b b b b b b b b b b b b b b bk b b b b i

rsa Keys generated: Thu Jul 9 11:10:29 2013

ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAXWM]JT+oQhIcvnrMbx2BmDOP8boZELITET
Fx9fexWp6rOiztlwODtehnjadWc6A+DE2DvYNvgsrU9TBypYDPQKR/+Y6cKubyFW
VxSBG/NHztQc3+QC1lzdkIxGNIJbEHYyF0ajzNEOSLLOVFIMCZ2Td7gxUGRZc+fbg
S33GZsCAX6v0=

bitcount:262144
fingerprint:
8d:44:ee:6c:ca:0b:44:95:36:d0:7d:£2:05:78:74:7d

R IR Ik Ik kI kb ik b b b b b b b b b b b b b b b b b b b b b b b b i
could not retrieve dsa key information

R IR I kI Ik Ik b b b b b b b b b b b b b b b b b b b b b b b b b b i

switch (config) #

SCP $—/3F /=1L SFTP % — 3T, key rsa.pub (A& S 41T DA% — % authorized keys
77 A MTEMLET,

Example:
$ cat key rsa.pub >> $HOME/.ssh/ authorized keys

IHT, EBHEDSSH a2~ RBEXNSCP a~v > REAHEAL TSR —RERELRLTH,
Cisco NX-OS T A AMBH Y —RNZT7 7 A NV a b —T&x £,

(Optional) DSA F—IZOW T ZDOFIEZ# VIR L 7,

X.509v3 SFAAEAR— X ) SSH SREE D% E 4

wORFNL, X.509v3 SEFAEZ 42 SSH RGEOREHEEZ TR L TWVET,

configure terminal

username Jjsmith password 4Tyl8Rnt

username Jjsmith ssh-cert-dn "/O = ABCcompany, OU = ABCI,

emailAddress = jsmith@ABCcompany.com, L = Metropolis, ST = New York, C = US, CN = jsmith"
rsa

crypto ca trustpoint tpl

crypto ca authenticate tpl

crypto ca crl request tpl bootflash:crll.crl

show crypto ca certificates
Trustpoint: tpl

CA certificate 0:

subject= /CN=SecDevCA

issuer= /CN=SecDevCA
serial=01AB02CDO3EF04GHO5IJ06KL0O7MN
notBefore=Jun 29 12:36:26 2016 GMT
notAfter=Jun 29 12:46:23 2021 GMT
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SHA1l Fingerprint=47:29:E3:00:C1:C1:47:F2:56:8B:AC:B2:1C:64:48:FC:F4:8D:53:AF
purposes: sslserver sslclient

show crypto ca crl tpl
Trustpoint: tpl CRL: Certificate Revocation List (CRL):
Version 2 (0x1)
Signature Algorithm: shalWithRSAEncryption
Issuer: /CN=SecDevCA
Last Update: Aug 8 20:03:15 2016 GMT
Next Update: Aug 16 08:23:15 2016 GMT
CRL extensions:
X509v3 Authority Key Identifier:
keyid:30:43:AA:80:10:FE:72:00:DE:2F:A2:17:E4:61:61:44:CE:78:FF:2A

show user-account
user:userl

this user account has no expiry date

roles:network-operator

ssh cert DN : /C = US, ST = New York, L = Metropolis, O = cisco , OU = csg, CN
= userl; Algo: x509v3-sign-rsa

show users
NAME LINE TIME IDLE PID COMMENT
userl pts/1 Jul 27 18:43 00:03 18796 (10.10.10.1) session=ssh

SSH &5 & U Telnet IZRH9 5 EMTEER

T Z T, SSH B LU Telnet D FEIEZ RIS 2 BMTERIC OV TR L E 3,

BEEIEE T=aTFILRA I

CiscoNX-OS DZ A > A |CiscoNX-OST7 A & A HA K

VRF 27 ¢ ¥ a2 L— =2 | [Cisco Nexus 9000 Series NX-OS Unicast Routing Configuration
Guide]

RFC

RFC 24 bL

RFC %27 ¥ = /LERFE O X 509v3FEY]
6187  |==

=
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http://www.ietf.org/rfc/rfc6187.txt
http://www.ietf.org/rfc/rfc6187.txt

SSH & & U Telnet DFE |
B sst 55U Telnet <7 28 miER

MIB MB®')>Y

SSH 3 L 8 Telnet IZBFE#E T | HR—FENTWVWAMIBERELB I OF 7 v — N+ 5I1213.
% MIB WHOURLIZT 7 AL TLIEE N,

ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/
Nexus9000MIBSupportList.html
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