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TCPH LTNUDP N5 7 4 v 7 DIPACL/L—/LTCld, SRBIHE 2R L T, R— &K
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LOU 23S N E 8 A,
gt

1LOU ZfFH L %7,
It

1LOU ZfEH LET,
neq

ILOU 2 LET,
range

ILOU Z#fEH L ET,

)

Note

HPHH A T O%A . LOU LEVMEMALZHEH LT, ACL =2 kU 24T 2 & IR — Ml
FAET A HEEZHIE L9, ACL L— /L OISR S LEWEEB X7~ L X2 LOU
HEREF 2 A4 5854 1%. hardware access-list lou resourcethreshold <x> ==~ > R&E{TL %
T, T2 T<x> X LOU LEVMEIZET ARTNICHEHA Z3LD ACL L— L O ERLET, <x>

IPvAACLOX >4

P i) 0

DOEHFEMEIZ 1 ~50 T, LOU LEVWEDT 7 4V MiiL 5 TF,

IPv4 ACL 2 X JHSBEIZ, IPVAACL D7 rn—%2F=X% L, ¥Rz o 2L £4,

Ta—L, FEEIAF—T oA A, Tabas, FEILIPT RUA, EEFLAR— b, 5k
IP7 RUA, 38R — MEIZE > TERSNE T, 7o —0OfEHERITIE, BRI 7y
F (ACL = MU OFFRIEMFIC T 5% 7 —) BLOWNey a7 v b (ACL =
VY OBEERMIC—HT A& T —) OBREERET,

FERI#EFH 2 LT, ACL/V— A DBEMNIR bR cE £, e xid, /1 ¥ —7 =
ARERBT DN T 74 v 7 ITRED ACLZHHT D LT A AL, ZOACLDOH S
N— )V ORFFH NG > TOWRWEE, TAA AL, b T 74 v 7 2ZDNL—LERE
LERA, T/ AL, TOFT AL ZAD 7 1 7 (2SO CHREMHPH 23860 L £3,

REEIREDH 2 %5 ACL 2T 4% & . 7734 ZTF D ACL TER S 15 FE#DH 0 Bl 4R
FEIEKRTRICEETAIVOE  2a— Va2 T v 75— LET, FHFEEHICL > THBEINS
T TTF—MIRA M T3 — NMIOTT A4 T 4 TIEITENET, BERFHEMHEICE->TT v
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TT = IR ELT L T A ADRBARIDIER @ GE. T3 AET v I T — Mk
REWHEESEDLZ 0D £7,

IPv4, IPv6, B ELO'MAC D45 ACL IZFRFMFHAAZ YR — ML TWET, TXAANRIT T 4 v
JIZACL T 256, A — v idiko &0 T,

« B FEHE R E STV AR NS R_RToO/L—)L

e TNRAAMZTDACLE bT 7 4 w7 ZHA LS (B)) 23FEEIAICE T T b r—
V%

LIS DR RER IR CE £9, < D ACL V— V2R ET 2561, R
PHAZ AR C—ERETIUIE A E T, FFREEOAFNIRK 64 DHRLTFTHREL T,

R, 1 DERIFEEONLV— L THEINET, 26O/ —/V 3RO 2 BRI ¥
T&EET,

st

HrEDBRR AR, K THEM, ZOWMAFZ2E - L—L, FRI3FOEL L BE-R2 0L —
Jbo HERTBEEIH O —LINT 7T 4 T3 E 9T, B A B E 7213 T B R A 42
XoT, DX H kT 9,

BHIA AR LT AN S E SN TWD @« Z ORFM& /L —/VI, BUEDORZ 2B
AHEFL D QR TR THEEL Y QRIOGEICT 7T 4 71220 £,

« BRA HIEMEE S 4L, BT BIRIFE STV RV« ZORFREFHA—/WT, BIED
RFZIBAAE ARF L W B THLIGEICT 77 4 7120 7,

cBAHRHIRE ST, BT HRPMEESNLTVD « ZORMEFAL—/UWT, BIED
B3 TR L D bRTTH D5 EIIT 77 4 712720 £,

B ARF BT HERF B FEE SN TWRY © ZORFR#EH/L—/WXHEIZT 77 4 7T
ﬁ‘o

L ZFE LW TRy haDT 7B RZFFATLE IRy NV =7 ZRET D%
B XZOV TRy Ned T4 NCTHTERADEERNLT 78 A&7 T 5 & 9 720
M#iHZHEE L. ZoRMEMEZ 2oV 7%y MI#EHT 25 ACL b— /WAL ET,
TNAAZZON— Nz Eie ACL M 256, PMARNEE 2 &, 2 ORFH#H
AT 2 — O & HEIRIZBA L £

LA LT 77 4 T b v—b, T2 2IE, EHEEEEEZER TS L. CAOE
RS0, FRBEOV TRy MIT 7|8 ATEAX 00T ENTEET, T34
AL, FON—VEET ACL BEH SN TWT, RSN T 7 T 4 77810207,
Z ORI AT 5 ACL LV —/L % BEICEH L E 9,
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Note 5= < 2%, WEREEPHN O — L OIEFICBFR 7 < . WBFRIFPHA T 7 7 4 778 5 vk L
¥4, Cisco NX-OS %, BRI ZRETE 5 X O ICHBFmENIC Y — 7 v 2B 552 ANE
j—o

RFRIEEHIC I B 2305 Z L b TS ET, MBELMMT L L, BF#EMHIC= A FE2FHAT
T ET, HEIE KRR 100 LFORBEFTHREL T,

T A TR OTFVE TR RPN T 77 4 T E D At L7,

o BRIHEEICHERS L — V28 | D ETIFEBE E TV D - BUEDRZS 1 D 72T O
K=V OFHNTHIUT, T ORMEEMIET 77 « 7 TF,

o FFHHREDRISEW L — L3 1 S EIFBEE T D - BUEORZIN 1 D F 723D E
W —nNOfEHNTHIUT, £ ORREMIET 77 « 7 TF,

« B ICH o L — L S EIIL— VRl E E N TV D BIEORZ N 1 S F 721385 D
Mk — & 1L EOERIL— L OFEFANIZH DA, FORBEILT 77 4 7 T
ﬁ—o

FRERE I L — L & BN — A NH T EEN TV DEE. THMA—LVNT 7T 4 712 b
DL, K 1 DOV —A N T 7T ¢ TSI T3,

R —A~A—ZX ACL

T AEAR Y > —~_—RAACL (PBACL) #HHA—FLTWET, PBACLEMHT S L, 4
T2 NN —TRIRIZT VA aryhuo— LR —FEATEET, ATV NS
N—F1E, IPT7T RLADIN—TFF72ETCP A — b LLIZ UDP R— F D7 —7T1,
= AERRIFIZ, IP T RV AR — MERET 5D TIERL, 7V =7 N I V—T%EE
TEET,

IPv4 £721X IPv6 D ACL OREICAT V=V N V=T 52T L, V—NLOEETER
IFFEEICH LTT R AE TR — N OBIMCHIBR AT 5 HA12. ACLZHICT v 77— b
TEET, HE2IE 3OOV —=ANRELIPT RLA V=747V x7 hEBRLTND
AL, 3200FT R TOAL—LVEEB LR TH, 7Y =7 MIIPT RUAZBNTIULHE
HET,

PBACLZHLTH, A v F—7 =14 AZACLEZHEHTABUCZDOACL NI LS5 V) —
A £ A, PBACLO#E MK, F7/213 3 Tl SN TWSPBACLD T v 75— MR
X, TAREIAT V2V N ITNAN—T5RSRTLHENV—NVERAL, JAV—THNO{EAT V=
7 FEACL= PN I 12D E9ICLET, HDHL—T, BETEmENT T &b
FT 2 N TN—TE LTHREINTWDESE. 2O PBACL Z#HT AFRICI/0OEY 2 —
JTHERR SN D ACL = b U OBUL, EIETLI/N—TRNOA TV =7 MRS 7 V—T N
DAT T x 7 NMEEPTIEIZRY £77,

AR— K. /—%_ Policy-Based Routing (PBR) . VLAN ACL (ZIZ, RDOA 7V =2 b T —
T A TREAENET,
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IPvA7 FLA ATz b TIL—7

IPv4 ACL b — /L CREE T 21356567 FL ADIEEICHEH TE 4, permit =~ K
72l deny o~ REFEHL TL— V2R ET DRI, addrgroup ¥— 7V — REFEHT5
L BEETERIISEDA T =7 N S —TERIEETEET,

IPV6 7 KLR ATz H b TL—7F
IPv6 ACL b —/L CEE 0 E 721350567 RL ADIBEIHEM TE £9, permit 2= FE
Toiddeny 2~ R L OL— L& ET DBRZ, addrgroup ¥ — U — &3 %
EL EEILERIEEOF T V2 N =T HRETEET,

JOraALR—bFATSzHO R TL—F

IPvd 35 L O IPV6 @ TCP 33 £ OV UDP L— /L CRHE e 72 1355 5 0 A — F s & io il ¢
=E9, permit £/oiddeny a2~ REEH L OLV— 23 ET HEEIZ, portgroup —
U—REHEHATLE, EELEFEEDFTT V=2 N I V—THEETEET,

)

Note ;KU —~_—2L—F 1% (PBR) ACLIE, NL— L& HETH720Ddeny” 7 £ A= |
g—/x s (ACE) F7iddenyma~> FEHVFR—FLTWERA,

A—=xIL A& v ACL

H—F) A% 7 ACLIZ, £ RN RaviR—x "7 MU RaryR—xr N2ER
T 572D ACL 2T 2720 0— 72 CLIA > 7 7 A T 7 F % T,

H—F) AH 27 ACL %, NX-OSACLCLI #fiff L C, BB IV 7 o k X%/l HR— b
LoEET IV —a AR ELET, BH—D ACL 2R ETHZ L T, NX-0S8 o4 T
DEBT TV r— g VERETEAIVNERDHY 7,

=) A% 7 ACL X, 22— —DFENMTAZEEL, ACL 23 mgmt0 > F—7 = A R
WCHEA S D & ZiTiptable = MY A HBIC T 0 VT AT Ha R —y M TT,

LRI, —x/V A% w7 ACL %9 %6 T9,

swtich# conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# ip access-list kacll

switch (config-acl)# statistics per-entry

switch (config-acl)# 10 deny tcp any any eq 443

switch (config-acl)# 20 permit ip any any

switch (config-acl)# end

switch#

switch(config-if
switch (config-if
switch (config-if
switch(config-if

interface mgmtO
ip access-group acll in
ipvé traffic-filter acl6 in

H= H FH 3

)
)
)
)
switch# sh ip access-lists kacll
IP access list kacll

statistics per-entry
10 deny tcp any any eq 443 [match=136]
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20 permit ip any any [match=44952]
switch (config) #

PUTFIE, HERRIZ DUz iptables =2 R Y D —F )V A X w7 T 4 VZ Y 7 TH,

bash-4.4# ip netns exec management iptables -L -n -v --line-numbers
Chain INPUT (policy ACCEPT 0 packets, 0 bytes)

num pkts bytes target prot opt in out source destination

1 9 576 DROP tcp -- * * 0.0.0.0/0 0.0.0.0/0 tcp dpt:443

2 0 0 ACCEPT all -- * * 0.0.0.0/0 0.0.0.0/0

3 0 0 DROP all -- * * 0.0.0.0/0 0.0.0.0/0

Chain FORWARD (policy ACCEPT 0 packets, 0 bytes)
num pkts bytes target prot opt in out source destination

Chain OUTPUT (policy ACCEPT 0 packets, 0 bytes)
num pkts bytes target prot opt in out source destination
bash-4.4+#

=N A% 7 ACL ¥R — hDOHIRITIRD &1 T,

« ZOMREIE, mgmtOAf X —T = A ATOHYR—FSh, oA RN R 2 —T =
A ATEHYFR—FSNEREA,

cACL=> KU ® 520 % 7L (protocol, source-ip, destination-ip, source-port, 33 &
destination-port) |3, iptables (7' 1277 LI TWET, ACL=> bV TR 55K
DA 7 avidiptables TR T T AINTELT, 0K I BRGEITEE D syslog & A
m—LET,

7~ 213, T84S —o ACL 473 3 idkstack TIIHR— FENTWERA, M
RN —IVDIINA A —LENFET, |

« TNA A =W =R A K bash 77 B AL FF > TV D %G, = — P —1XFH) T iptables
EREHCTEXET, ZOFEHLY, v r T AZH TS iptable L— /L3R 32 FIHENE
VARV o/ RS

« RAES D ACE DRRIKIE, IPv4 T 7 4 » 7 DAL 100, IPV6 77 4 v 7 OEE
[TMATESBHIZI00TY, ZDOAF—ALUEEENT L, AV—T7y MNCEBEEHEZD
FREMED B Y £,

#atiE#R & ACL

ZOF A AL IPv4, IPv6, 35 L TNMAC O ACL IZRRAE L=/ — LD 7 0 — L3 % 3
FFCEET, 1 DDACLBEHDOA v ¥ —7 =4 AZHA SN D56, V—AfEHTIE, 20
ACLBEH SN T _XTOA o F =T =2 A AL —8T D (b D) Ty FOEFHNE
FFEhx7d,

N\

Note (. % —7 > RL~LD ACLFEFHITHFE—FINTOERA,

IP ACL D& E
|
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B romicacLo7 v 77—+

BIET DHACL Z L2, 0O ACL OFEFHESRE T /3 ADRMERFT 2 EOnERETEET,
THICEYD, ACLICEA N T 7497 74V F U THRMENE D NS UTACLHEFTOA
V. ATEBETEET, £, ACLRED N F TNy a—T 4 TICHHELLET,
TN AZ1X ACL ORFBRL— L OFEFHERITHEFF S EF A, 72 & 212 3 TD IPv4 ACL
DRI HHEEO denyipanyany L—/L & =T 537y DT 7 2 MET /A ATHERF S
NERE A, BEL— L OMEHEREMERFT 25613, BEL—/L & UL—/L & FEE L7- ACL
EURIICERET D HERH D £77,

Related Topics
IP ACL OftEHERDE=FV 7L 7 VT (719 ~—2)
IP ACL 5 L U'MAC ACL ORFERL—/L (6 X—7)

Atomic ACLD 7 v 75—k

77 L hTl&, CiscoNexus 9000 & U —AD T /A ZAD A —/8—_4f Y £ 2—/L T, ACL
DEHRZ O ETY 2—/VIT v 77— b DL, Atomic ACL DT v 7’75 — haS4TLE
T, Atomic 7 v 7T — R TlE, Ty 7T —FENDACLPEHEND bT 7 ¢4 v 7 il
HHERBHY EHA, LML, Atomic 7 v 7T — K Tlid, ACLDOT v 75— N &% TS
/0 Y a—MZ, BfRT 25 ACL ODBEFEOTXRCOZ MIIIMAT, 7Ty TF—FEhi-
ACL=> RV 75:1%?“?“250) e ) Y —ARH D ENRMETT, Ty ST — Fa¥MfThhvke
%, Ty 7T — MUERINEY Y —REFRKENET, VO EY 2 — M55 Y — AR
RWERIFE, T ANLTT— Ave—URHhEN, 2O 10 EY 2 —/IxT 5 ACL
DT v 7T — MIRBLET,

/0 &Y = —/VIZ Atomic 7 > 7T — MIMLFER Y Y — AN WEATL. nohardwareaccess-list
updateatomic =~ > FZEH LT Atomic 7 v 77— haT 4 =T MITHZ ENTEET
D, THAAATHEFOACLEZHIFRLC, 7 v 77— &N ACLZEAT 5121, 200k
MW 9, ACLBNEHEND VT 7 4 v 71k, 774V TRy ERET,

ACL 73§5_)5H INDTRXRTONT 7 4w 7 ZFAIL, FRICIE Atomic 7 v 77— F&ZA5T 5
\Z9 5 121%, hardware access-list update default-result permit =~ > R&2#H L T 72 &

I/\o

WOHITIE, ACLIZXT D Atomic 7 7T — b aT 4 B—TNMIT B HEEZRLET,

switch# config t
switch (config)# no hardware access-list update atomic

WOFITIL, FE Atomic ACL 7 77— bOFEIZ, BT D N7 7 4 v a3 5 HikEmR
L/iﬁ‘o

switch# config t
switch (config) # hardware access-list update default-result permit

WOFITIL, Atomic 7 v 77— M HFRUITE S HiEERLET,

switch# config t
switch(config)# no hardware access-list update default-result permit
switch (config)# hardware access-list update atomic
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IP ACL (=13 % Session Manager (D 7R— ~ .

IP ACL (213 % Session Manager D4 7R— b~

Session Manager /& IP ACL 3 X U'MAC ACL DR ELX AR — ML TWET, ZOea M7
HE, ACLOREZFRT, TOREICKLELINDY Y —ARFIHFARETH L0 E ) 0k,
VY —REFfTar74Falb—railaly NI ORNCHRTEET,

ACLTCAM 'J—2 3 >

/N— K17 =7 @ ACL Ternary Content Addressable Memory (TCAM) U — 3 »OH A X& KWK
TEET,

Cisco Nexus 9300 35 . TV9500 & U — X 2 A F & Cisco Nexus 3164Q. 31128PQ. 3232C. B L
3264Q AA v F Tidk, HF TCAM ¥4 XX 1K T, 4 5D 256 =2 bV IZHE SN £,

Cisco Nexus NFE2 %[t~ 7 734 A (Cisco Nexus 3232C 38 LN 3264Q A A v F 72 L) Tik, AS
TCAM %A RE 6K T, 12fHD 512 AT A AZHEISNET, 3DODATA AN DD T )L—
TZEENE T, M CiscoNexus 9300 3 L TN9500 » U — R AA »F, 3164Q I L X31128PQ
ZA v FTlE. AJJTCAM HA XL 4K T, 8 DD 256 AT A AL 45D 512 2T A ATHE|
ENFET, ATA ATEV Y TOHENTT, 1 DDRATA ZEZEV Y THZLENTEXHDIE1
OOV =V a Tt EziE VA XDRS5R2DORTA AEFH LT, 14 ARNENTH
256 D2 OORERRET D LIXTEEHA, RERIC, 256 T4 XDAT A Z&EH LT,
P A RINZENZEI 128 D2 ODOMAEZ R ET HZ LIXTEEHA, IPVATCAM U —V 2 ik
T IVIETYT, IPv6, QoS. MAC. CoPP, BL UV AT ATCAM U — g NI & 7 IVIE T,
WMELTCAM = R Z2fEHEE LET, & xiE, A4 X256 OfgE Y —Yar = FU R
EEITIHE T HWELTCAM = > kU % 512 T,

IPv6, R— k ACL, VLAN ACL, B X UUL—% ACLZER TZ. QoS ® IPv6 & MAC 7 R L
A%BAETEET, 72721, CiscoNX-OS8 TIET R CERFHIYR— 52 L ixca s

Ao Ipv6, MAC, BLRZDOMAHLD TCAM U — a2 EHNIT 5I121E, BEFD TCAM

U—ay (TCAM AI—E v ) OV A REHIREITHT A2 LERH Y £3, TXTO
TCAM U —V a3 Y O%E 2~ RTIE, #HiTo2EH % TCAM IS AIATe Z & BN TE 0% 5
fliLET, TEARWVWESIEZ, =7 —2@EL, a~vr NIEEESNET, BEFED TCAM U —
Va DA ZEHIREZITHIRL T, T LWEHEOTZD D AR— R LR T DMERH D F
D

Cisco Nexus 9200 >V —X 2 A » FTiL, )1 TCAM H1 XL 2K, AJJ TCAM ¥4 X% 4K
T9, TCAMAZ A ZAB LN v I VE E X T VIEOEEOE ST, 2D DAL v T2
AahvEdA, =& 21X, ing-ifacl Y — 3 1%, IPv4, IPv6, E£ZIEIMACH A 7D
ZRAFNTEET, IPMBLIOMACZA 7L 1 OO TCAM = U &2 5L, IPv6 A 7
X250 TCAM = b 2 5F L £,

N9K-X9636C-RX Tli%. PACL 234 i TCAM V — a3 U &2 A4 5856, WNEF TCAM i ifacl
W2 2K T 28R H Y . AT RACL-IPv4 I35k 2044 2 T& %9, H /1 PACL 4N
TCAM YV —V a U EFEHAT 25513, B0 450 N BUETT,

ACLTCAM V —> 3 v A XX, ROFEFHEGHRIFELIH Y £,

o BEFD TCAM V —3 2  CRACL £721F PACL & A X —7 /UL BI11%, 12,288 i %
H5TCAM YV —T g v EETH0LENRHY 97,

IP ACL D& E
|



B Actreamy—va>

. IPACL DE%E
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Cisco Nexus 9300 >V — X A A v FTld, X9536PQ. X9564PX. LT X9564TX T A v
J— RZEMH LT, 40GAR— MI#EH NS QoSHEEAY »—Z2EH L ET, Z 2Tl
256 = R Y DRIETOHI—E L ZIHEHTE 5 768 D TCAM = h U BFIHFIHETT,
N0 =Y a ATV T 4w 7 R Tns-] BT HIVET,

X9536PQ. X9564PX., B LNX9564TX T A > 51— RO, IPV6 TCAM U —2 3 D
BEEOZ N AEELET, o TCAM UV — 3 03, Yo o=y U 274
BLET,

VACL Y =2 a v Z2RETHHEAITL. ANBIOHAFLHEOM G TR UV A ARRE S
9, U=V A ADNWNT O FHENSH G TERWVWREITES SN ET,

Cisco Nexus 9200 > U — XA A v F TlE, ing-sup FHIKD/NYA XX 512 =2 h U T,
egr-sup U — 3 VORI A X1T256 = R TT, INHDOY —T 3 UE/PNSUVMEICE
ETHZ LI TEERA, EEDOY —Va A X%, 256D K O kU OfEZITT
U352 R TEET (72720, spanV — ¥ 3 NI51206E8 0= kU THIY 431)
HLTENTEET) &

RACL v6., CoPP, BL U~/ FF¥ A hD TCAM YA X1ZF 7 # /L METT, LLFD
Cisco Nexus 9504 33 L. U8 Cisco Nexus 9508 7 A > I — RTiE, Ve—FKHico A4 h— 1K
EENFELRNEIIC, 205D TCAM A A2 B oSN T 5 0ENH D £3,

« N9K-X96136YC-R
« N9K-X9636C-RX
« N9K-X9636Q-R

« N9K-X9636C-R

71 RACL 28 4K Z 8 % 536, TCAM #—E v 73 E Tlx, AJJRACL (RACL) +
JJRACL (e-racl) D& 20480 ([T 2 M4ENH Y £9, RO TCAM I —t > 7 D%
ZH LT EE0,

hardware access-list tcam region ifacl O

hardware access-list tcam region ipvé6-ifacl 0

hardware access-list tcam region mac-ifacl 0

hardware access-list tcam region racl O

hardware access-list tcam region ipvé6-racl 0

hardware access-list tcam region span 0

hardware access-list tcam region redirect v4 0

hardware access-list tcam region redirect v6 0
hardware access-list tcam region e-racl 20480

IPv6 RACL % IPv6 IFCAL Ty EA T £9, ZHld, NIK-X96136YC-R,
NIK-X9636C-R, NIK-X9636Q-R, I L TUINIK-X9636C-RX 71 » H1— K% #5# L 7= Cisco
Nexus N9K-C9508 33 L TN N9K-C9504 (i fH S E 9,

NIK-X9636C-R 35 L N NIK-X9636Q-R 7 A > B — Ri%, K 12K D TCAM ) — 5 > ¥
ARXEYHR—FLFET, LVKRERBEFRTELTH, TCAM UV — 3 03 RKICERES
nEJ,

NIK-X96136YC-R 35 L TINIK-X9636C-R 7 A1 > 71— Rix, 2K DHJJRACL ZH AR — b L
£
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accteam y—>a> i

« N9K-X9636C-RX 71 > #— Kix, 12K ##2% TCAM V) — 5 > A ReHHE— kL

F9, RACLIPV4TCAM U — 2 > % 100K I\ZRE L2 E XD TCAMY — 3 > O A X
IE. NIK-X9636C-R 5 L U'NIK-X9636Q-R 7 A > 71— ROLEIL 12K 1T, NIK-X9636C-RX
TA 2 = FOEGHEIX 100K IR ESNET (o< TO TCAM Y ~“/a VIR E S
NTED, NIK-X9636C-R 1 L TN NIK-X9636Q-R 7 A > H1— KAIZ 12K 125t 57207
DAN—=ANHDHZ ExFEMEELET) |

* N9K-X9636C-RX 7 A > H— KT, NEFTCAM N2 T, 128K D4 TCAM %1 T

E7,

ORI, FEDHKELIMNESELTEDICHET OBERDHL ) —VarefwEd, V—
Vary A XE FEDOKEED R — VEAHTESWTERT 2BERH D £,

R 2:ACLTCAM ') —2 3 > T & DHERE

1

&b

HAe

y—304%

iy

o

M ACL ifacl : IPv47~— N ACLH

ifacl-udf : IPv47"— k ACL ® UDF H
(Cisco Nexus 3232C 3 £ 13264Q A
Ay FDH)

ing-ifacl : AJJ IPv4, IPv6, LW
MAC "— k ACL A1 (Cisco Nexus
9200, 9300, ¥ XL TN9300-EX VU —
R AA »FDH)

ing-ifacl : AJJ IPv4, IPv6, MAC
AN— K ACL, BELUMAC &A— h
ACL @ UDF ] (Cisco Nexus 9200,
9300, FL9300-EX > U —X A
A v F D)

ipv6-ifacl : IPv6 7~— ~ ACL H

mac-ifacl : MAC -"— ~ ACL A

IPACL DERFE .
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IPACL DERE

HaE

iy

y—o3 v

A—F QoS (LA ¥ 2HR—=FFELIEFFR—F F ¥R
HWHEND QoS /AR v —)

qos. qos-lite, rp-qos. rp-qos-lite,
ns-qos, €-qos, % 7z1¥ e-qos-lite : IPv4
Ny NoyrEH

ing-12-qos : AJJLA ¥ 287y FD
43¥8H  (Cisco Nexus 9200 U — &
2A FDIr)

ipv6-qos, rp-ipv6-qos. ns-ipv6-qos.
F 7213 e-ipv6-qos : IPV6 /377 > R4y
Y

mac-qos, rp-mac-qos, ns-mac-qos, %
7213 e-mac-qos : FIEIP /N7 > R dH
bl

GE) Cisco Nexus 9300 U —
KX AA v FD 40G R—
NCHETOHVNERD D
NZ 7 4 w7 OBETE,
qos U — 3 v Exbind
% ns-* qos Ik A 73 HI9

. IP ACL ®

HULENHY FT,
VACL vacl : IPv4 /X7 v N H
ipv6-vacl : IPv6 /3%~ k]
Mac-vacl : FEIP /N7 > ~ A
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accteam y—>a> i

y—o3 v

VLAN QoS (VLAN (Zi#f S415 QoS #3¥E+R U v —)

vqos F 721 ns-vqos : IPv4 /X7 |
D5yFEH

ipv6-vqos &% 7213 ns-ipv6-vqos : IPv6
Ny h O

ing-13-vlan-qos : AJJ LA ¥ 3,
VLAN, BIXUSVIQoS /X7 v ~D
53 (Cisco Nexus 9200 2 U — X
AL F D)

mac-vqos or ns-mac-vqos : FEIP 737 v
~ D5 HH]

(GE) Cisco Nexus 9300 > U —
R AA v F D 40G HR—
N CHET OMERD D
N7 7 14y 7 DBEIE,
qos FEIEk & X9 % ns- *
qos FEI 2 73 B4 2 B
N ET,

RACL

egr-racl : /7 IPv4 3 X UV IPv6 RACL
A (CiscoNexus 9200 U — X A A v
FDH)

e-racl : 7] IPv4 RACL H
e-ipvé-racl : 1) IPv6 RACL H

egr-racl : {1177 IPv4 35 L TN Pv6 RACL
A (CiscoNexus 9200 'V — X & A v
F D)

racl : IPv4 RACL D54

racl-lite : IPv4 RACLH (Cisco Nexus
3232C 35 L U8 3264Q A A v FDH)

racl-udf : IPv4 RACL ™ UDFH
(Cisco Nexus 3232C 3 £ 13264Q A
A v F D)

ipvé6-racl : IPv6 RACL D55

IPACL DERFE .
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B Actreamy—va>

L )—U3al

LA¥3QoS (LAF¥ 34— FELIFA—F F¥ >/ [L3qos, 13qos-lite, F721% ns-13qos :

WM S5 QoS A Y v—) IPv4 /™7 - D535

Ipv6-13qos % 7213 ns-ipv6-13qos : IPv6

Ny h O

GE) Cisco Nexus 9300 > U —

R AA v F D 40G H—
FCHET HHENR DD
N7 7 4 v 7 DA,
qos FEI & %fIi 3% ns- *
qos TEI & 43 EIT 5 B
N0 ET,

VLAN E#{ETL £ 721X VLAN 7 ¢ /L' Z SPAN (Cisco Nexus | span
9500 £ 77139300 > — X Z A v FH)

40G 7" — b @ Rx SPAN (Cisco Nexus 9300 'V — X &
A v FDH)

. IPACL DE%E
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accteam y—>a> i

HaE

iy

y—o3 v

SPAN 7 1 )L Z

Ifacl : LA ¥ 2 (RAA vF F—F)
EETA L EZ—T oA ATDOIPVS |k
ST 4w I DT ANEY T,

ifacl-udf : IPv4 K — ~ ACL @ UDF
(Cisco Nexus 3232C 3 L 83264Q A
A FDRH)

Ipv6-ifacl : LA ¥ 2 (RAA v F F—
K EETXA L E—T A ATD
IPV6 " T 74 I DT 4 NEY T
Ho

Mac-ifacl : A ¥ 2 (AA v F HR—
K EETA L E—T =2 ATDOL
AVY2I T T4 DT 4NEY
ﬁ\)EHO

racl-udf : IPv4 RACL @ UDF

(Cisco Nexus 3232C 3 L 83264Q A
A v F D)

vacl : VLAN 256D IPv4 7
T4 T ETANEZY T LUET,

ipv6-vacl : VLAN =500 IPv6 7
T4 I ETANE) T LET,

mac-vacl : VLAN i2EcD L1 ¥ 2
NG T7 407 BT A4NE2Y T LE
j—o

Racl: L A4 ¥3 A4 H—T A AT
DIPV4 8T 7 47 DT 4 NVE Y
7\)ﬂ0

Ipv6-racl : LA ¥ 3 A X —T A
ATDIPV6 N T 7 47 DT 4 )V H
V7

ing-12-span-filter : A7J L 1 ¥ 2 SPAN
NFT 4T DT ANEY T
(Cisco Nexus 9200 U — X I LN

9300-EX ¥ U — X A A v F D)

ing-13-span-filter : AJjL A ¥ 3 B L&
U'VLANSPAN 77 4 w7 D7 4
AU 7 H (CiscoNexus 9200 35 -
M9300-EX ¥ U —R AA v FDH)

IPACL DERFE .
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A J—T 3%
SVI oo svi
GE) ZOMEIX, LAY 3SVIA L H—T = A
2Dy N BT R BRI LET,
BFD, DHCP U L —_ %72/3 DHCPv6 U L — redirect
GE) Cisco Nexus 9200 >V —

R AA v F O, BFD
L ing-sup UV — 3 %
ffiff L. DHCPv4 Y

L —, DHCPv4 A X —F
v, BIO'DHCPv4 7
Z A 7 > Mid ing-redirect
V—yarzlHALE

R
CoPP copp
(GE) V—=Ya A X%012
THZELIITEEYA,
VAT LEPACL system
GE) SRR A RITAECTE &

A,

VPC 2 R—T xR

GF) Z O, vPC UV I MF L, bT
T4 BTV 7V XA VT T 5
WEN S HGHEIZ 3 N—T = v AR &
HEnsEEd,

VPC 2/ R—T 2 R

GE) Z OREEY A X & 0%
ETHE, VPCY Y
EDaLN—D xR
M%) 5 AHeElE
BHDFET,

777V 2y AT K (FEX)

fex-ifacl, fex-ipv6-ifacl,
fex-ipv6-qos, fex-mac-ifacl,
fex-mac-qos. fex-qos. fex-qos-lite

HAF I ARP A A7 3 (DAID) arp-ether
IP Y —2Z J—F (IPSG) ipsg

~/LF % ¥ A b PIM Bidir

mcast_bidir (Broadcom ~~—Z @ Cisco
Nexus 9000 > U — X 2 A v F D &)

AR T 4 v MPLS mpls
Sy hT—2 7 RLAZH (NAT) nat

. IPACL DE%E
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AcL 5 1 FTyf— b xhdBAS L H1X [}

L )—2al4g
NetFlow ing-netflow
OpenFlow OpenFlow
sFlow sflow

AR R P TV 2 — )b egr-sup : /) A —/3— 34 % (Cisco

Nexus 9200 > — X A A F D)
ing-sup : AJJA—/3—,31 4% (Cisco
Nexus 9200 & U — X A A v FDFr)

BMELEYY
ACLTCAM V —Y g v H A XOERE
TCAM B — B VT OHETE (56 ~—)

(42 =—2)

ACLZ A TTHR—FINEZZRINILHA X
CiscoNX-0S 21 v Fit, e dTDACLY A T LTIRD T~ YA &P R—kLET,

RIVACLZATERRIRNIL YA X

ACLZ AT AT (Direction) | 5L (Label) |SR)LEA T
RACL/PBR/VACL/L3-VLAN QoS/L3-VLAN | (= 62 BD

SPAN ACL

PACL/L2 QoS/L2 SPAN ACL (2] 62! IF
RACL/VACL/L3-VLAN QoS SEFE 254 BD

L2 QoS A 31 IF

' hardwareaccess-list tcam label ingifacl6 2~ REANLTAAS v TFEYVa—FT5H &,
TV YA X 2 IR Z LN TEE T, CiscoNX-0S U U—293 (6) LARETIE,
har dwar e access-list tcam label ing-ifacl 6 =~ > R738 A &1, Cisco Nexus 9300-FX 77 &
74— AL v FICOREH S NET,

IP ACL DRIREH

IP ACL DRIIEGLMEITRD LBV T,

«IP ACL Z5%ET D=1,
9,

s ACLZRET AA L Z—T A A XA TIZONTOHBEPLIETT,

IP7 Ry 78X 0 b VBT 2N 0HET

IPACL DERFE .
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B racoxssEcnnss

IPACL D;F =18 & HIHN=I1E
IP ACL OFREICET A2 HEEFHELFHFHEIIRO EBY T,
A\

GE) VU —R703)7()MNHHAEDY V) —AFE TO I F S FE2HRE% V7R — F 75 Cisco Nexus 9000
V=X T Ty b T —b AL v FOFEMMIOWTIL, Nexus AA vF 7Ty v 7 x—h
A—=F <~ ) w7 AEZBZML T I,

CiscoNX-OS U U—2 102 (1) FLIK&E, HiJ) PACL I% N9K-C9364D-GX2A 5 LN
N9K-C9332D-GX2B 75 v h 7+ —Lh AA v FTHR—FENET,

H 73 PACL & /I VACL 2R U A v X —T = A AZERETHE. ) VACL FIFRED
W20 £,

ACL O EIZIL Session Manager #5252 L 2 #5294, ZOHREIC L > T, ACL
DREZEMRL., RELXZFITa L 74X 2b—railasy MTHEIC, TORENG
BWLT DY Y —=ANFIHAREN L D AR TE 9, oM, 1,000 L Eor—
DEFNTWD ACL (23 L CTHRAICHESE XU E§, Session Manager D FEMIZ DU T,
[Cisco Nexus 9000 2 U — X NX-OS 3+ A7 MEHEREHN A N 2B LT EEW,

12K — 64K DO#iFHD IPv4 PACL DR TEIZ. -RX 5 A »F— RZ$58 L 7= Cisco Nexus 9500
V=X AL v FTHR—FEINFET,

BBy —lr o ARBEEHOTEBHE LI ACL Y MU T, BRETHITEINET, =770,
INHDOEMET N)IIN—FRU =27 TI7RA VA NMITarl I L530NEEA,

RK62D—HDACL ZRETEET, FACLIE, 1 20T~V EFHET, [FL ACL
DDA L F—T 2 A ATRESNDIGE, AT~ EFInEd, 2720, %
ACL N —E D=z b ZFOHA. ACL D7~V VIfgand., 2o 7-~ro LRI 62
T9, Z X, CiscoNexus 9500 > U — & A A v F I L Cisco Nexus 3636C-R A A » F
WITEH SN ER A,

WEL. PNy Mt T A ACLAUEIZ /O EY 2 — /L ETIITENET, ZaldiE, ACL
WERZINEL T D N— R =T 2 FEH L ET, LBHICEoTUE, A== RS HFEV2—
NTHHEIREITESND Z LBV £T, ZOBHE, FHIEHEOL—ARHFRESNTND
ACL Z VR4 BB, B ENELS 2D 2 0830 4, BHA VX —T A A |k
ST 49 71F WA= P ED 2 — LT ENET, ROBT Y ONFhn
BT APy R AYIAL L E—T 2 A ZAMBHEEE. ZHHD/7 y MIA—
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WRWRY . AL v TF N T 7 A NERET T ha Wl o T 7 7 ANV 2o —4 50520k
L/\gz—g—o
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« Cisco NX-0S U U —% 10.1(2) Tl%., N9K-X9736C-FX., NIK-X9788TC-FX,
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Tr—h A v FTRESNET,

* CiscoNX-0S U U —Z 10.3(1)F LAF%, ACL#EGMF = v 7 — @K — KX Cisco Nexus 9800
7Ty N7 — b A v F RSN ET,

* CiscoNexus 9800 77 v b 7 #—2I AA » FIZi%, ACLSUP YR — MBI L CTHROHIBRMN
HYET,
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EHEINFET,

« UDF (I A —bhShThERA,

cLOU ITHAR—F SN TWVEHA,
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. IPACL DE%E



| PACLOEHE

pacLozeEEssinsEE

*ODM ¥~ — VI H R —F SN THEEA,

o IPv6 DIRD~> Z—D—FT, HbNUORD~y F——F L, A FF A IR
rexsd,

« —HEONR—2 ME (16f#) OBYR—FENTWET, Z0d, 2—F =1L
o= ML, Jbirv 2 EE R/ 64 2 HIcK 65536) 12~ > 7 SIVET,

* % IPv6 ACL 11,0008 > ACE IZHIfR S E T, ZiiE, X TDIPv6 ACL (RACL,
QoS E72ILSPAN 7 4 L&) (M ESNET, DX 5 72 filBRI% IPv4 ACL 1213 H
ShEHA,

* Cisco NX-0O8 U U —Z10.3(1)F LAK#, Cisco Nexus 9800 7*7 v K7 4 — 2 AA v FTIL,
HEFtHS = @ RACL (Ingress-IPv4/IPv6 35 &2 TN Egress-IPv4/IPv6) 3R — h SiuCWET, 7=
72 L. UDF [Z¥FA— &R TWEHA,

» Cisco Nexus 9800 77 v F 7 +—2L AA v F O ACL it & £~ 2121%, hardware
access-list tcam per-entry-statstemplateracl =~ > K2 AN THXERH Y . hardware
access-list tcam per-entry-statstemplateracl =~ > K& LB ICAA v FO Y v— K
73““\‘%'@‘?—0

* Cisco Nexus 9800 75 v b 7 4 —2 A A wFIZiL, CoPP ¥R — MMZBH L TROFIEN &
D \iﬂ—o

AT =V, AT —V2, BEUOAT—Y3DCoPPAR Y H—HiHIPPSIZH Y £,
« AT =V 2MINILC/EY 2 —)b LUV T, AT — U 3 /I SUP/CPU L~ L T,
e HAH AL CoPP TliE, WUV — L —1h & cos DEENRYR—FINTWET,

« 777V I/EMIFA R R ARRICEENE T A,

s CoOPPEAMT = v I —FHFFR—FEINTVEEA

« FAR— K END CIR D/ MEIE 125 PPS T,

*CIRO ¥ HAR—FINTWET,

*CoPPACL = hV D=2 ) ZTLOMFHITIH Y A,

* MACsec /37 >~ MEBPDU Fa—|Z~v v BV 7 ENET,

« —BONR—ZFF (16fH) OHVR—FENTHVET, 07D, 2—F—RDREL
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IPACLDT 7+ )L FERTE

WDFEIZ, IPACLXT A—ZDF 7 )V FiREZEZRLET,

Table 4:IPACL/XS5 A — 3 DT 7 4L ME

INT A=A TI+I bk

IP ACL T 74N FTIXIP ACL IZFHELEH A,
IPACL—> 1024

ACL /L— b 9 _TO ACL IR O L — L3 @A S hvE T,

FT 2 N ITN—=TN T I AN NTEA TV = N T A—TIIFELE A,

HF ] i D 77 &b b IR R IIFE L EE A,

Related Topics
IP ACL 5 L OMAC ACL ORFERL—L (6 X—)

IP ACL D&% E

IP ACL D {ERK

T34 AT IPv4 ACL 7212 IPv6 ACL Z1EA L. A/ — L& BN £9,

Before you begin

ACL OFXEIZIL Session Manager 325 Z L A HIE L 4, ZOEREIZ L 5T, ACL D%
EEERL, HEZFITa 74 Falb—railaliy NTHHIC, TOREDPNLELTH
U Y —=ZFNHFEENE O P E MR TE £, ZOERIZ. £ 1,000 L EDO/L— L35 Ei1T
W2 ACL it L THRIICEZN T,

Procedure
Command or Action Purpose
ATy I1 configureterminal rTa— ) ar7 4 ¥al—ay
Example: F— FEBLET,
switch# configure terminal
switch (config) #

. IPACL DE%E
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wpact otes [l

Command or Action Purpose
ATv7T2 |[KROWThhrDavr REASLE  |[IPACL #1EK LT, IPACL =27 ¢
7 XFal—raryE—RelELET,
« ip access-list name names | B 64 SCFUNTHRE L £ 7,
* ipv6 access-list name
Example:
switch(config)# ip access-list acl-01
switch (config-acl) #
A7 w73 |(Optional) fragments {permit-all | MHRIE TR W T T T A v T TS
deny-all} A v MLERZ FEfk L £, fragments
Example: g RBREFENTWSACL BT A
switch (config-acl) # fragments AN EHTHRT 7 A7 Kﬁﬁﬁ é nasd
permit-all B, fragments =2~ > RIZWIHRAE
TRWIZFZ AN (ZDT T TR
RiE. ACL N ¥ DR permit
a<wy RERIT deny a2~ REdh—
HLEEA) OHE—HLET,
AT w4 |[sequence-number] {permit | deny} IPACLNIZ/V—VEERC L £ 3, 23
protocol {source-ip-prefix| source-ip-mask} | ¢ L — L % ek T X £,
{destination-ip-prefix | destination-ip-mask} sequence-number B13KIZIE. 1~
Example: 4294967295 DK ZEE L £,
OIS I L R R permit e & deny v RICH,
NI T 4 7 EBNT DD D
FTEPHE SN TWET,
IPv4 33 L OVIPv6 77 A U A D
AL EEIC LSS D IPv4 721X IPv6
TVT7 4y 7 AEEETCEET, I
X, BAIOERET 5y hTOH—E
LET, £720F, 7 FL2OWThn
DE Y M—ET 2E 0 L5k
IPv4 £7213XIPv6 VAV N I— < A
7 EfRETEET, IPv6 VAV R —
F <2273, Cisco Nexus 9200,
9300-EX, I X T 9300-FX/FX2/FXP A
A & CiscoNexus 9364C A1~ F T
PR—FINET,
AT 7S5 |(Optional) statistics per-entry ZFDACLDON—)L b =T %37 b

Example:

switch (config-acl)# statistics
per-entry

DT a =NV e T S AR
HEINTHELET,

IPACL DERFE .
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IPACLDEE |

Command or Action

Purpose

Note CiscoNX-0S U U — =
9.2(3) LA TlX, -R 74 >
71— R %A{# % 7= Cisco Nexus
9500 A A » FDHR— k3
BIIENTWES, Cisco
Nexus 9500 77 » b 7 4 —
AAAL v FEMFEHLTND
e, ZHUIMAEAOFIET
R

R w76 |hardware profile acl-stats module xx N TCAM & 445 TCAM DO 55 ¢
Example: ACLTCAM =2 N U DA X &%)
switch (config-acl) # hardware profile (z LiTO

acl-stats module 10 Note “pDawy ]\ﬂi‘ REIOD
-RX 7 A > J— K& Cisco
Nexus 3636C-R 35 LT}
36180YC-R A A v F % fifi 2.
7~ Cisco Nexus 9500 7°7 v
N7 —LAA v FITDH
HHENET, hIvo sz
BT 5L, VLAN &
SVI Ot O E
R

27w 77 |reload modulexx 24 v FEYr—RLET,

Example: Note Cisco Nexus 9500 777 » b

switch (config)# reload module 10 7j——,L\ 2,]’ ‘)7‘@%{5\\
Zoavwry NI4T va v
TH Y. hardwareprofile
ac-stats 73 H S 41T\ %
TV a—VOHZEYa— R
TLOMENDY 7,

RTwv 78 |ignorerouteable Cisco Nexus 9300-EX 33 & 18 9300-FX 7
Example: TR TH— DAL v FTNLTF ¥
switch (config)# ignore routeable A I\ }\ 77 1> 707 A U U ‘\/7%

AL ET,
ATw 79 | (Optiona) IRKDOWTNnDa~ Ka A |IPACL DFEEEF R LET,

. IPACL DE%E

jj L/jz—g—o

« show ip access-lists name
« show ipv6 access-lists name

Example:
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IPACLDZEH

raccozz [
Command or Action Purpose
switch(config-acl)# show ip
access-lists acl-01
X w710 |(Optional) copy running-config FHTar 74 Xalb—rvarE, A
startup-config B Ty Far7 4 Fal—ay
Example: WZav—LET,
switch (config-acl)# copy
running-config startup-config

BEAED TPv4 ACL £ 7213 IPv6 ACL O /L— L D3EIN L HIRIZEITTE £92, BFEOL—L %
TEFTHZ LI TEERA, V=L EEFTHITIE, TOL—LEHRLTNS, BEEZINZ
To— N EFAER L £,

BEfF DN — L DRINZHT LWV — L EF AT D LEN D D55 T, BIIEO LV — 7 v AFFD2EX
PRI TIHTRTEHFATE 2N E 1T, resequence~ > REFEH L T —7 v AK 52 HEH
DBTLET,

Before you begin

ACL OFEIZIE Session Manager Z{HHT 5 Z L ZHELE L £9, ZOWEZMHHT S L. ACL
DREEFRT, ZTOREIHKEL IND ) Y —ARFHTETHLNEInE, VY —2%
FTar74¥ab—aAlaly MTOENCHER TE L. Z o, £ 1,000 LA Eo
L=V NEEINTWD ACL K L CTHREICHZI T,

Procedure
Command or Action Purpose

R 71 | configureterminal Jsa—)ar7 4 Fal—g
Example: E—FZBBLET,

switch# configure terminal
switch (config) #

ATy T2\ kOWTNOa<wr REANTLET, |4BTCTHELZACLOIPACL =2 7 ¢

« ip access-list name Fal—varyE—FahlLET,

* ipv6 access-list name

Example:

switch(config)# ip access-list acl-01
switch (config-acl) #

R T 7 3| (Optional) [sequence-number] {permit | |[P ACL NIZ/L— /L Z{ERR LEd, v —
deny} protocol source destination by AT A EES A L . ACLIND L —
Example: JARMNIEZIEETEET, v —F A

switch (config-acl)# 100 permit ip FrrfELRWE, L—/LT ACL D
192.168.2.0/24 any

IPACL DERFE .
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IPACLDEE |

Command or Action

Purpose

KEIBME N E 7, sequence-number
BIUZI. 1 ~ 4294967295 DK A ¥5
ELET,

permit =~ K& deny =~ RIZiX,
NI T4 BN DD DI
ERHEINTWET,

ATvT4

(Optional) [no] fragments {permit-all |
deny-all}
Example:

switch(config-acl)# fragments
permit-all

WHREE TN T T T A "D T T T A
v MR ROt L E 9, fragments =
<~V RREENTWD ACL BT /31 A
LTI 74 w7 SNDY
4. fragments =~ > RIZWIHIRRE T
WIZ T T AN (ZDT7T 7 A M,
ACL N EDW7RIY7: permit =2~ o K
Floiddeny a~vr REL—FLEH
) DI E—FLET,

not7varEEfTse, 7774
v MLUB O EE L HIBR S NV E T,

ATvTH

(Optional) no {sequence-number | {per mit
| deny} protocol source destination}

Example:
switch(config-acl)# no 80

FBELI-L—1L%ZIPACL 2 BHIFRL F
KR

permit =< > K& deny 2~ > NI,
NI T4 v @AY D200 D
EPHESNTVET,

ATvT6

(Optional) [no] statistics per-entry

Example:

switch (config-acl)# statistics
per-entry

ZD ACL DIL—)L & —F T 537 b
DT —r U T S ZADERFT D
EIOCERELET,
not7varEffdTase, 734 R
IXZ D ACL O 7 v — S )UfEEt OMERi %
=ik LET,

ATy T1

(Optional) IKOWTNND A~ Ka A
JILET,

« show ip access-lists name
* show ipv6 access-lists name

Example:

switch(config-acl)# show ip
access-lists acl-01

IPACL OFEEF R LET,

. IPACL DE%E
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vivacLo#it I

Command or Action Purpose
R 78 |(Optional) copy running-config FTar 74 Xal—ark, AX—
startup-config "Ny arvr7sXal—3aila
Example: E—L %7,
switch(config-acl)# copy running-config
startup-config

Related Topics
IPACL WD —4 v AF G DEF (40 ~—)

VTY ACL D 1ERK

AN EZIZH ST EOLVTY BFE T, T_XTOIPvE L7213 IPv6 8T 7 4 v 7 ~DT 7
TARAEHIETHZ EI2ED, VIYACL #RETEET,

Before you begin

TRTOFEAREFRIC 2 — PR TE D720, TR TORASREFRIZF CHl 2% E S
DWEN DY £,

ACL OFEIZIE Session Manager Z{HHT 5 Z L ZHELE L £9°, ZOMWELZMHT S L. ACL
DERELZTNT, ZOREICKEE IND ) Y —=ARFMARETHLNE I gk, VY —2%
FTar74Falb—rariialy b ORNCHRR TS, FFITH 1000 L OV —1 25T
ACL (T H £ T,

Procedure
Command or Action Purpose

R w71 |configureterminal Ja—r )L ary 7 4 Xal—g
Example: T FEBLET,
switch# configure terminal
switch (config) #

RTw F2|{ip|ipv6} access-ist name ACL Z1ERE L. D ACLDIP 77 &
Example: AVAParzZ s Falb—igrE—
switch (config)# ip access-list vtyacl }\%Eﬁﬁébiﬁ‘o namegl;&@%jtﬁ{i

64 L7 T,

AT 73| {permit |deny} 7'& b 3L PE{E 0 B | ACL L— L AERR L, F8E L7245 T
¢ [log] [time-range ] EDTRTOTCP T 7 4 v 7 %A
Example: LET,
switch (config-ip-acl)# permit tcp any

any

ATy 74| exit IP727%A VAN a7 X2l —

Example: TaryE—RERKRTLET,

IPACL DERFE .
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Command or Action

Purpose

switch(config-ip-acl)# exit
switch (config) #

ATvT5

line vty

Example:

switch (config)# line vty
switch (config-line) #

A EfREL, 74> a7 4% a
L—yayT—RFERBELET,

ATvT6

{ip | ipv6} access-class name {in | out}

Example:

switch(config-line)# ip access-class
vtyacl out

FRESNIZACLZHERALTIToH

VTY [RIFRIZxET 5 515 F L OV (5 HEke
ZHIR L ET, name s O KE I 64
LT,

ATy T1

(Optional) show {ip | ipv6} access-lists

Example:

switch# show ip access-lists

2D VTY ACL %59,
ACLZRRLET,

REINT

ATvT8

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

a7 4 Xal—yark, AE—
Ny a4 Fal—vgilz
I:O*‘[/jz—g«o

IPACLRD L —4 o ABEBENDESR

IP ACL NONL— VAT BN dT_R Ty —r o AR FEERTTEE T,

Before you begin

ACL DRIE

|Z1% Session Manager 5 Z & A HELE L £, Z o2 EH+ 5L, ACL

DEREETRNT, TORTIINELIND ) Y —ANFHFERTHAINE I e, VY —A%
EfFar 74 FXal—raizaly FTBREIC
L= NEFEN TS ACL I L THHZAEZ T,

Procedure

WTEXFET, ZOMEEIX. 51,000 LLED

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 F¥Falb—g v
E—RFZBBLET

ATvT2

. IPACL DE%E

resequence {ip | ipv6} access-list name
starting-sequence-number increment

Example:

ACL NIZRB ENTWNBL—U I —
TUABFEMATET, FRE LIRS
U=l AT DI D IV — VAT B
WET, BFEOK /L —/VITIX, ERID
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IP ACL () HIBR .

Command or Action

Purpose

switch (config) # resequence access-1list
ip acl-01 100 10

D=0 HEREWESHFITENE
T, HORIRRIL, fEE LTSI k-
TWREDY £9, starting-sequence-number
Sl & increment 5130E, 1~
4294967295 DEHTHRE L 7,

ATvT3

(Optional) show ip access-lists name

Example:

switch (config)# show ip access-lists
acl-01

IPACL O EEFRLET,

ATvT4

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

EfFary 74 Fal—ark, AX—
T w7 a7 44Xl — g0l
I:O*‘L/ji—aﬂo

IP ACL D HlIB&

IP ACL 5 /34 ZAMBHIBRCTX £,

Before you begin

ZDACL WA v H—T oA AZHEHINTW DL E I »EHERLET, HIFRTX 501, Bl
EEHAENTNDACLTY, ACLEZHIFRLTH, ZOACLBEA SN TWief v ¥ —T7 A
ADFEFEBEEZ T ET L, T35 AFHIBRS L2 ACL 2252 ThDH L 7e LET, IPACL
NHEESNTNDA U H—T oA A&ETITI1E, show ip accesslists =~ > K721

show ipv6 access-lists =~ o K & —#£IZ summary ¥ — 7V — RZfEH L £7°,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR)L a7 4 F¥al— g
T FEIBLET,

ATv T2

WOWTNhDa~r REASLET,
* noip access-list name
* NO ipv6 access-list name

Example:

switch (config)# no ip access-list
acl-01

AETCHE LI IPACL #3727 4
X2l — g bl LET,

IPACL DERFE .
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B aciteam y—vaL v axomE

Command or Action Purpose

AT 7 3 |(Optional) IKOWTnD -~ KaE A |IPACL OffEEF R LE T, ACL 3 A
NLET, VH—T A ATHIEHEE W ST
» show ip access-lists name summary DI, A VS =T = ARFRS I
* show ipv6 access-lists name ESER
summary
Example:

switch (config)# show ip access-lists
acl-01 summary

A 5w 7 4 | (Optional) copy running-config FATar74Xal—vark, AY—
startup-config NPy ar7 4 Xal—vgila
Example: E—LET,

switch (config) # copy running-config
startup-config

ACLTCAM ) —> 3> A4 XDEKRTE

/N— R =7 @ ACL Ternary Content Addressable Memory (TCAM) U — 3 > DA X4 H
T&ET, TCAM I —E U 7RICIE, REEZRIFLTAS v T2V u— 0813 H Y £
To AA Y FIEEOHDEY 22—V HLHEIL. REDRIFIZRER 2020 97,

ZOFNEIL, NFE2RIET /3A A (X9432C-S 100G T A > 11— KX°C9508 -FM-S7 7 7' U v 7
Ya—)) | TCAM7 > 7L — FZ{EHA L CACLTCAMY — Y g YA XaRETHLEND
D EJ, TCAMT > 7' L— O FIEOFEHICOWTIX, 77— & L7ZACL
TCAMY — Y a YA AORE] 2SR L TITEI0,

\}

GE) e (BEHLTC) o7 L—Lba2EHATHE. ZDET ¥ 3 »Dhardware access-list tcam
regiona v NIIBREL ¥ A, 707 Lb— M2/ L7 ACLTCAM U —Y 5 v A4 X
DFRE (54 =) a~xry REFHTLIE,. 77— b2a 3y MERT 2 HLER
% D iﬁ‘o

e ¥ /LT % ¥ A | PIM Bidir #8E D hardware access-list tcam region =~ > R|Z, Broadcom
~—2Z? Cisco Nexus 9000 & J — X A A » FIZOHGEHA S E T,

* QoSTCAM 1 —E > 7 DR EIZOWTIL,  [CiscoNexus 9000 SeriesNX-OSQuality of Service
Configuration Guide] #ZM 1L T3V,

. IPACL DE%E
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acLtcam y—> a3 44 20%z |

FIE
ARV KRFERRETI a3 Y B
AT w 71 | configureterminal Jua—\)ary 7 4 X¥al— gy
1l - E— NEBABLES,
switch# configure terminal
switch (config) #
R w 72 |[no] hardware access-list tcam region ACLTCAM U — gy A XEEHEL

region tcam-size

f
switch (config)# hardware access-list
tcam region mpls 256

9, FEHARER ) —Va ikt B
nTT,

« n9k-arp-acl : CPUIZ[f]7)> 9 & TA
YR —=T A AIANDARP N Y |
D L— MillRZEEE L E T, arp /¥
7y RRE ST L— MCHEL
LI AE—T A AT LI
DL — MR &R ET D LN H
0 ET,

arp-ether : ARP /L -¥2 Ethertype
TCAMY —¥ 3 v DA R&FHEL
7.

copp : COPPTCAM U — = > A
R E LET,

E-rad - H#Ah7O—: HAh7u—%
LR TCAM Y — V3 v A4 X%
WELET,

copp : CoOPPTCAM U —> =z > %A
RERELET,

egr-racl : {177 1Pv4 F£ 7213 IPv6 /L—
% ACL (RACL) TCAM U — 3 v
YA X E L FET (Cisco Nexus

9200 A A v FDH) |

s egr-sup : /1A —731 % TCAM
V=g A R ERELET
(Cisco Nexus 9200 A A~ F D

)

* e-ipv6-qos : IPv6 (/) QoS TCAM
U—Vay A XEBHELET,

IPACL DERFE .
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IPACL DERE

ARV RFERETIVa Y

B8

. IPACL DE%E

s eripv6-racl : IPv6 (H/)/v—% ACL
(ERACL) TCAM V — 3 > ¥4
ReRELET,

« emac-qos : MAC QoS TCAM U —
Var YA XeELET,

 e-qos : IPv4 {177 QoS TCAM VU —
Var A XERELET,

« e-qos-lite : IPv4 17/ QoS Lite TCAM
V—Yar A REHELET,

«eracl : IPv4 {1 7)L—% ACL
(ERACL) TCAM U —¥ = & ¥ A
RaBELET,

- fex-ifacl : FEX IPv4 78— I ACL
TCAM U — =5 & 4 REFEL
£

» fex-ipv6-ifacl : FEXIPv6 i~— k ACL
TCAM V — 5 > B A Z&FREL
i‘a‘o

« fex-ipv6-qos : FEX IPv6 78— bk QoS
TCAM U —Y = v A XEFHEL
\i‘a_O

« fex-mac-ifacl : FEX MAC A— k
ACLTCAM UV —> 3 > A Xaik
T LET,

» fex-mac-qos : FEXMAC " — k QoS
TCAM YV —V 3 v A REBRE L
£

» fex-gos : FEX IPv4 78— k QoS
TCAM V — 5 B A Z&FREL
iﬁ‘o

s fex-qos-lite : FEX IPv4 78— I QoS
TCAM V —Y 3 v A Z&aREL
\iTO

sfhs: thsTCAM U — a3 D% A X

iR LFE I, Cisco Nexus 9300 13
F 9500 >V — X A A v F D fhs
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acLtcam y—> a3 44 20%z |

AU RFERETOVa Y

B8

J— g3 VI TCAM #RETE £
TO

oflow: AJy7a— B4 TCAM
V=g A R eHRELET,

e ifacl : IPv4 "— ;b ACL TCAM U —
Vary A XERELET,

« ifacl-udf : IPv4 i"—  ACL = —¥°
EFZ 4+ —/V K (UDF) TCAM Y —
VarDP A XEFRELET (Cisco
Nexus 3232C 8 L 183264Q A A v F
D)

s ing-ifacl : AJ) IPv4, IPv6, F721%
MAC 'R— h ACLTCAM U —' 3
VA XEFE L E T (CiscoNexus
9200, 9300, 9300-EX AA v F D
) o

GE) a—YEFZT 4 —I/L KR

(UDF) # ing-ifacl
TCAM Y — 3 = ZhF
ML T, UDF X—2AD
IPv4 F 7213 IPv6 " — b
ACL ZETEET,
UDF ~X— & D IPv6 iR —
F ACL /%, CiscoNexus
9300-EX A A wFTD
HAHR— S ET,
FEMZR I S L ONRE
DFNEIZ OV TIE,

[UDF ~_X— A& 7R— |
ACL OFE (64 ~—
V) | BZRLTKE
YN

*ing-12qos : AJJ LA ¥ 2QoS TCAM
V—Vary A XeRELET
(Cisco Nexus 9200 A A~ F D
) o

s ing-12-span-filter : AJJjLA1 ¥ 2
SPAN 7 4 /L% TCAM YV — 3 v
P A X% E LET (Cisco Nexus

IPACL DERFE .
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B aciteam y—vaL v axomE

ARV RFERFTIVaY =)

9200 35 £ U1 9300-EX A A F D
%L) o

s ing-13-span-filter : AJJL A4 ¥ 3%
J X VLAN SPAN 7 /L% TCAM
V=g A XeRELET

(Cisco Nexus 9200 33 L T) 9300-EX
AL TFDOH)

e ing-I3-vlan-qos : AJjL A ¥ 3,
VLAN, B L OSVIQoSTCAM VU —
Var A X&sE LET (Cisco
Nexus 9200 2 A FDH)

« ing-netflow : NetFlow TCAM U —
Var A X ERELET,

sing-racl : IPv4 ¥ 72X IPv6 AJj/L—

4% ACL (RACL) TCAM J — =3 >
YA X%FHELET (Cisco Nexus
9200 >V — R ZA v FDH)

s ing-redirect : DHCPv4 U L —,
DHCPv4 A X—t' 7 BIW
DHCPV4 7 AT v DY XA LY
KN TCAM U — 3 > A X% E
L ¥ 7 (Cisco Nexus 9200 A A1 » F
DIH)

s ing-sup : AJSJA—,8—31 ' TCAM
V—Yar A XEHELET
(CiscoNexus 9200 > J — & A A
FOH)

sipsg : IP Y — A #— K SMAC-IP /N
AT 47 TCAM Y —Y 3 D
YA XEHELET,

s ipv6-ifacl : IPv6 7" — ~ ACL TCAM
V=g A XERELET,

* ipv6-13qos : IPv6 L 1 ¥ 3 QoS
TCAM Y —Y g v A AZREL
7,

« ipv6-qos : IPv6 7" — b~ QoS TCAM
V—Yar A XEHELET,

. IPACL DE%E
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acLteam y—va v 44 2oxE [

AU RFERETOVa Y

B8

e ipv6-racl : IPv6 RACL TCAM VU —
Vary VA XERELET,

e ipv6-vacl : IPv6 VACL TCAM Y —
Var A XERELET,

* ipv6-vqos : IPv6 VLAN QoS TCAM
V—Yar A XERHELET,

+13qos : IPv4 L £ * 3 QoS TCAM
V=Yg A R/ ELET,

* 13gos-lite : IPv4 L 1 ¥ 3 QoS TCAM
V= a A XxRELET,

» mac-ifacl : MAC i"—  ACL TCAM
V=Yg A XERELET,

» mac-13gos : MAC L1 ¥ 3 QoS
TCAM U —Y a3 v Hf XEFHEL
\i‘g_O

» mac-qos : MAC 7~ — F QoS TCAM
V=Yg A XERELET,

mac-vacl : MAC VACL TCAM U —
Tary A XERELET,

mac-vqos—Configures the size of the
MAC VLAN QoS TCAM region.

mcast_bidir : ¥/ F % ¥ A hPIM
Bidir TCAM Y —¥ 3 D% A X%
RELET,

mpls : MPLS TCAM U —> 3 > ¥
A RXEHRELET,

at : v bJ—% : networkaddress
translation (NAT) TCAM U —<0 3
VYA XERELET,

ns-ipv6-13qos : X9536PQ,
X9564PX, I L UX9564TX T A
1 — R L OMI2PQILAYLIEE
Y a—/ (GEM) DIPv6L A ¥3
QoSTCAM VU — a3 ' DH A X%&7%
ELET,

IPACL DERFE .
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AU RFERET7TIV3 Y B#

* ns-ipv6-qos : X9536PQ., X9564PX,
BILOXIS64TX T A A — RB LW
MI2PQILHHEHRE Y = — /L

(GEM) ODIPv673— QoS TCAM
V=2 a DY A RERELET,

* ns-ipvo-vqos : X9536PQ, X9564PX.
BILOXIS64ATX T A o — RB LW
MI2PQILFLIRE ¥ = — L

(GEM) ®DIPv6 VLAN QoS TCAM
V= arD¥ A XERELET,

* ns-13qos : X9536PQ. X9564PX. 15
L OXI564TX T A 1 — FB I
MI2PQILAERE Y =2 — /L

(GEM) DIPv4L A ¥ 3 QoS TCAM
V= a DA RAEHELET,

* ns-mac-13qos : X9536PQ,
X9564PX, I L TUX9564TX T A &
1 — R L OMI2PQILHYLEE
a2 —/b (GEM) OMACL A ¥3
QoSTCAM VU —¥ g > DA REi%
ELET,

* ns-mac-qos : X9536PQ. X9564PX.
BLOXSATXT A 1 — FB LD
MI2PQILAIEIEEY = — v

(GEM) OMACK— ~QoS TCAM
V=Y a v OV A RERELET,

* ns-mac-vqos : X9536PQ. X9564PX.
BLOXIS64ATX T A 1 — FB LW
MI2PQILAIEIEE Y = — L

(GEM) ®MAC VLAN QoS TCAM
U= arDh A XERELET,

* ns-qos : X9536PQ. X9564PX, ¥ K&
OX9564TX T A > /1— FB LW
MI2PQINAHEIRE Y 2 — /L

(GEM) DIPv4AR— QoS TCAM
V=T a DY A ReRELET,

* ns-vqos : X9536PQ., X9564PX. ¥
K UXI564TX T A I — FB LW
MI2PQINHPEIRE Y = — /L

. IPACL DE%E
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acLtcam y—> a3 44 20%z |

AU RFERETOVa Y

B8

(GEM) ®IPv4 VLAN QoS TCAM
V—Va oA AR ELET,

« openflow : OpenFlow TCAM Y — <7 3
YDOYA RERELET,

*qos : IPv4 7"— K QoS TCAM V —
Var YA XeHRELET,

s gos-ite : IPv4 7" — I QoS lite TCAM
V=V ar A X=RELET,

eracl : IPv4 /L' —% D ACL (RACL)
TCAM UV — g v A XEBEL
\i‘g_c

e racl-lite : IPv4 /L'— % ACL
(RACL) Lite TCAM U —% 3
(Cisco Nexus 3232C 5 &2 U8 3264Q

AL o F) O A ReFEELET,

e racl-udf : IPv4 /L'—% ACL
(RACL) = —H%EHK7 4 —/IL
(UDF) TCAM U —< 3 > (Cisco
Nexus 3232C B LT 3264Q A A v
F) OV A XERELET,

sredirect : V#4127 N TCAM U —
Va4 R ERELET,

s redirect-tunnel : VXLAN Z4r L 7=

BFD IZfEHEN DY XA L7 K b

YEIWVTCAM U —2a D% A X

ERELET,

3 SOERSANES
TP_SERVICES PKG 7
AV ANA VA N—
LENTVBHFEICD
HYHR—hSET,

* rp-ipv6-qos : 100G 9408PC 7 1 >
71— R L TUN00G M4APCIHLH L3R
Y a—/L (GEM) ODOIPv6R— k
QoSTCAMY — a3 DY A XE&X
ELET,

IPACL DERFE .



B aciteam y—vaL v axomE

IPACL DERE

ARV RFERETIVa Y

B8

. IPACL DE%E

¢ rp-mac-qos : 100G 9408PC 7 1 » F7 —
K $ L TOM00G MAPCIRLAYETEE
Ya—/L (GEM) OMACHE— FQoS
TCAMY —2 5 DY A REHREL
EJaN

rp-qos : 100G 9408PCZ A > /1 — K
B L TVN00GMAPCIHLHANEIEE ¥ = —
b (GEM) ODIPv47R— QoS TCAM
U= a DA X5 ELET,

rp-qos-lite : 100G 9408PCF 1 > 1 —
K X 000G M4PCILHYLETE

¥ a—/ (GEM) DIPv47R— FQoS

Litt TCAMY — 2 g OV A A&k
ELET,

sflow : Cisco Nexus 9332PQ,
9372PX, 9372TX, B L 193120TX
AA v FEF, NIK-M6PQ %721
NIK-M12PQ generic expansion module

(GEM) #53 Cisco Nexus 9396PX,
9396TX, B L UNI3I28TX A A v F
01} sFlow TCAM U — = & A
A E LET,

span : SPANTCAM Y —> = >
A RaixE LET,

svi: AJJSVI AT % TCAM U —

Tarv YA RXERELET,

evacl : IPvd VACLTCAM V) —v =
YA XEHELET,

* vpe-convergence : VPC 2 /3— =

VATCAMY — g DY A Reik

ELET,

* vqos : IPv4 VLAN QoS TCAM Y —
Var A X ERELET,

vqos-ite : IPv4 VLAN QoS lite TCAM
U—=Vary A REBRELET,

e tcamsize : TCAM VA X, A X%
256 DEETT, YA X03256 L9
REWESIT. sROEHETRITR
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acLteam y—va v 44 2oxE [

AU RFERETOVa Y

B8

X720 £ A, FHS O, #ilH
1304096 T3,

Zoa<wryRFonEXEEHALT, T
TNV EDTCAM Y —2 3 > ¥ A X|T
RLET,

GX) hardwar e access-list tcam
region {racl | ifacl | vacl}
qualify udf udf-names ==~ >~
K& H L CIPv4 = —HE
#74—/VF (UDF) %
racl, ifacl. 3 & vacl
TCAM J —T g T ¥ v
F L T, IPv4UDF X— 2D
ERSPAN Z 3% L £7,
har dwar e access-list tcam
region {ing-ifacl |
ing-12-span-filter |
ing-13-span-filter } qualify
veudf veudf-names =< > K
Z{EfH LT, IPv6 UDF %
ing-12-span-filter and
ing-13-span-filter TCAM (Z 7"
& v F L, IPv6 UDF X—
A D ERSPAN Zi%E L &
T, FEAEEREFRRIZ O
Tli%. [CiscoNexus9000 >
) — A NX-OS ¥ AT LEH
wiE] #ZRLTES
AN

ATvT3

copy running-config startup-config

1 -

switch(config)# copy running-config
startup-config

FEifTar 74 FXal—arir, AX—
Ny a7 40Xl —3 g 0la
vE—LEd,

ATvT4

({£&) show hardware access-list tcam
region
1 -

switch(config)# show hardware
access-list tcam region

TNA ATHRD Y v— REFZHEA IS
TCAM %A X&Fm LET,

ATvTh

har dwar e access-list tcam label vrf-nat

1

VRF TITD NAT Z#HE L £7,

IPACL DERFE .
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B aciteam y—vaL v axomE

ARV KRFERIETI Va3 B#

switch(config)# hardware access-list (/I) Cisco NX-0S U U — 2

tcam label vrf-nat . .
103(DFLIRE, Zp =~ R

% Cisco Nexus 9300-GX A

A v FTHFR—brIE

ﬁ‘@
AT w76 |reload TARAARY) m— FShET,
11 GE) B LW XDfEIL. copy
switch(config)# reload running-config startup-config

+reload Z A 1450, F
NTCOTZA =R E
Va—nNEYue— KL%
\ZDORFIZRY £,

151
KIZ. Cisco Nexus NFE %A A v F CRACLTCAM UV — 3 VDY A A2 BHET5H
Bz~ LET,

switch (config) #hardware access-1list tcam region n9k-arp-acl 256switch(config) #copy r s
switch(config)# reload

Configuring storm-control-cpu:

switch (config)# interface ethernet 1/10switch

switch (config-if)# storm-control-cpu arp rate 150

switch (config)# show access-list storm-control-cpu arp-stats interface ethernet 1/10

slot 1

&Iz, Cisco Nexus 9500 >V —X AA v F TRACLTCAM V —Y g DY A XA EH
THHERLUET,

switch (config)# hardware access-list tcam region racl 256
[SUCCESS] New tcam size will be applicable only at boot time.
You need to 'copy run start' and 'reload'

switch (config)# copy running-config startup-config
switch(config)# reload

WARNING: This command will reboot the system

Do you want to continue? (y/n) [n] y

WIZ, BEEZWHERTHIZDIC, TCAM Y —2 3 OV A xR+ 50%2rLET,

switch (config)# show hardware access-list tcam region
TCAM Region Sizes:

IPV4 PACL [ifacl] size = 512
IPV6 PACL [ipv6-ifacl] size = 0
MAC PACL [mac-ifacl] size = 0
IPV4 Port QoS [gos] size = 256
IPV6 Port QoS [ipv6-gos] size = 0
MAC Port QoS [mac-gos] size = 0
FEX IPV4 PACL [fex-ifacl] size = 0
FEX IPV6 PACL [fex-ipv6-ifacl] size = 0

. IPACL DE%E



IP ACL D3
acLTeam y—v 3> w4 ZngE [

FEX MAC PACL [fex-mac-ifacl] size = 0
FEX IPV4 Port QoS [fex-gos] size = 0
FEX IPV6 Port QoS [fex-ipv6-gos] size = 0
FEX MAC Port QoS [fex-mac-gos] size = 0
IPV4 VACL [vacl] size = 512
IPV6 VACL [ipvé6-vacl] size = 0
MAC VACL [mac-vacl] size = 0
IPV4 VLAN QoS [vgos] size = 0
IPV6 VLAN QoS [ipv6-vgos] size = 0
MAC VLAN QoS [mac-vgos] size = 0
IPV4 RACL [racl] size = 512
IPV6 RACL [ipvé-racl] size = 0
IPV4 Port QoS Lite [gos-lite] size = 0
FEX IPV4 Port QoS Lite [fex-gos-lite] size = 0
IPV4 VLAN QoS Lite [vgos-lite] size = 0
IPV4 L3 QoS Lite [l3gos-lite] size = 0
Egress IPV4 QoS [e-gos] size = 0
Egress IPV6 QoS [e-ipv6-gos] size = 0
Egress MAC QoS [e-mac-gos] size = 0
Egress IPV4 VACL [vacl] size = 512
Egress IPV6 VACL [ipv6-vacl] size = 0
Egress MAC VACL [mac-vacl] size = 0
Egress IPV4 RACL [e-racl] size = 256
Egress IPV6 RACL [e-ipv6-racl] size = 0
Egress IPV4 QoS Lite [e-gos-lite] size = 0
IPV4 L3 QoS [1l3gos] size = 0
IPV6 L3 QoS [ipv6-13gos] size = 0
MAC L3 QoS [mac-13gos] size = 0
Ingress System size = 256
Egress System size = 256
SPAN [span] size = 256
Ingress COPP [copp] size = 256
Ingress Flow Counters [flow] size = 0
Egress Flow Counters [e-flow] size = 0
Ingress SVI Counters [svi] size = 0
Redirect [redirect] size = 512
NS IPV4 Port QoS [ns-gos] size = 256
NS IPV6 Port QoS [ns-ipv6-gos] size = 0
NS MAC Port QoS [ns-mac-gos] size = 0
NS IPV4 VLAN QoS [ns-vgos] size = 256
NS IPV6 VLAN QoS [ns-ipv6-vgos] size = 0
NS MAC VLAN QoS [ns-mac-vgos] size = 0
NS IPV4 L3 QoS [ns-13gos] size = 256

1
]
1
1
1
1
1
1
NS IPV6 L3 QoS [ns-ipv6-13gos] size = 0
1
1
1
1
1
]
1
1

NS MAC L3 QoS [ns-mac-13gos] size = 0

VPC Convergence [vpc-convergence] size = 256
IPSG SMAC-IP bind table [ipsg] size = 0
Ingress ARP-Ether ACL [arp-ether] size = 0
ranger+ IPV4 QoS Lite [rp-gos-lite] size = 0
ranger+ IPV4 QoS [rp-gos] size = 256

ranger+ IPV6 QoS [rp-ipvé-gos] size = 256
ranger+ MAC QoS [rp-mac-gos] size = 256

NAT ACL[nat] size = 0

Mpls ACL size =

Ingress IPv4 N3K QoS size =
Ingress IPv6 N3K QoS size =
MOD RSVD size =

sFlow ACL [sflow] size =
mcast bidir ACL size =
Openflow size =

O O O O o o o

Wz, T 74/ D RACLTCAM V— g v A XICETHIZ R LET,

iPAcL DEE I}
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B 77— rzsmLEAlTAM y—C 3 Y 44 RDBE

switch (config) # no hardware profile tcam region racl 512
[SUCCESS] New tcam size will be applicable only at boot time.
You need to 'copy run start' and 'reload'

switch (config) # copy running-config startup-config
switch(config)# reload

WARNING: This command will reboot the system

Do you want to continue? (y/n) [n] y

FUOTL—FEFEAL-ACLTCAM |)—> 3> A4 XDHEFE

HAL LT T —bEFER, /B, BLOWEHITHZL T, ACLTCAM Y —Yar A4 X
ERECTEET,

F_TD Cisco Nexus 9200, 9300, F5 L9500 > Y — KX A1 »F & Cisco Nexus 3164Q,
31128PQ. 3232C, FBLU3264Q A A v F Tix, ZOFIEE -1 TACLTCAM U — 3 >
A RADEE] FMEEZFHLTACLTCAM V—Y 2 v A RERETEET, 7272 L, NFE2
KT 734 A (X9432C-S 100G 7 A > F1— KR C9508-FM-S 7 7 7' U v 77 EV a—/L7g &)
I%. hardwareaccesslisttcamregion =~ > K& ¥ AR — kLT, ACLTCAM U — =
VYA RERETLHLENRDH Y T,

\}

GE) «TCAM 7> 7' L— h &5 H7 5 &, hardware access-list tcam region =~ > RiZf§EE L £
Fh, a~vr REFERTICE, 77— e2ay MEBRTHILERH D 7,

* QoS TCAM 1 —E > 7 DR EIZO>WTIiL, [CiscoNexus9000 3 U — X NX-OSH— b & i
HRETA R 25 L TS0,

cTCAM 7' a7 7 A )T 7 L— KX, CI508-FM-S7 77 U v EY 2— /)L TIEHHR— |k

SNEHA,
FIE
OV RERETIVa Y BHY
X w 71 | configureterminal Ja— )L a7 4 FX¥al—3a
Bl T REHLET
switch# configure terminal
switch (config) #
Z 5 72 | [no] hardware profile tcam resour ce ACLTCAM U —V 3 v YA RERET
template template-nameref-template {nfe| z . 1 — 2Bk U £+,
|nfe2| {12-13|13}}

| nfe : Network Forwarding Engine (NFE)
Bl - %ty Cisco Nexus 9300 33 L TV9500 &V —
switch(config) # hardware profile tcam| » 3164Q. L Tr31128PQ F N AD

resource template SR _MPLS CARVE . _ ,
ref-template nfe2 T 74N TCAM T 7 L— |k,

switch (config-tcam-temp) #

. IPACL DE%E
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| PACLOEHE

FUTL— hEEALEACLTCAM Y—S 3> H1 X0z [

AU RFERETOVa Y

B8

nfe2 : NFE2 %}/ Cisco Nexus 9500 > 1 —
A 3232C, BLU3264Q T /A ADT
74V F TCAM 7 7L — |,

[2-13 : Cisco Nexus 9200 > U — & A A v
FTLAY2RBEIRL AV IKREDT
TH VN TCAM T 7 L— K,

I3 : Cisco Nexus 9200 >~ — X A A v F
DAY IFREDT 7 +/v ~ TCAM 7
77—k, VAY¥ITCAMT 7 L —
FiE. Cisco Nexus 92003 ) — XA A v
FOT T 4N T T L= RTT,

ATv73| ({EE) regiontcamsize VHERTCAMY —Y a v & 2DV A X%
B - %ij~bKﬁWLifo%yfv%
switch (config-tcam-temp)# mpls 256 Mz Ej‘m—gﬁé J-varliiclo :“?

Y REANLET, MHRERY —Va
YDY A MIONTIE, TACL TCAM
V=V a ¥ XORE] 2ZRLTL
72 &\, http://www.cisco.com/c/en/us/td/
docs/switches/datacenter/nexus9000/sw/7-x/
security/configuration/guide/b_Cisco Nexus
9000 Series NX-OS Security
Configuration Guide 7x/b_Cisco Nexus
9000 Series NX-OS Security
Configuration Guide 7x chapter
01001.html#task

05981 BEEC92441 AF9F4BBCSE097B51CE

ATy 74| exit TCAM 7 v 7 L—bh a7 4 Fal—
i - var ' —RNERTLET,
switch (config-tcam-temp) # exit
switch (config#)

R 75 |[no] hardware profile tcam resource FTRTCOIFA LV H—FRBLOR777 U v
service-template template-name I a— I H AR AT T L— N
i HWHLET,
switch (config)# hardware profile tcam

resource service-template
SR_MPLS_CARVE
ATv 76| ({EE) showhardwareaccesslist tcam|9XCT?D TCAM 7 > 7 L — k72 (34F

template {all | nfe| nfe2 | 12-13]13]
template-name}

1

EDT T L — NOREXFRLULET,

IPACL DERFE .
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IPACLDEE |
B cwvsr—covoms

ARV RFERETIVa Y =)
switch(config)# show hardware
access-list tcam template SR_MPLS CARVE

ATv 71| ((£E) copy running-config FiTar74Xal—vark, AF—
startup-config Ny arrzsFalb—varila
fil E-LET

switch (config)# copy running-config
startup-config

X5 78 |reload TANA AN m— RENFET,
i) : GE) Z OBGEIL, copy
switch(config)# reload running-config startup-config

+reload # AJ) L7=1%12D
BN F£97,

TCAM h—E T DHTE
T 74N FDTCAMY —V 3 VERIEILZT 7y 7+ —AICL-oTERY, §XTHOTCAMY —

TalIZHIE L TWADITTIEH Y A, HLEOV —Ta rEFINITHITIE, 12D —
VarDTCAM VA RERHLTHH, MEDY —V 3 0O TCAM A Xae L £,

GE) QoS TCAM 1 —E 7 DFEIZ>WTIL, [Cisco Nexus 9000 Series NX-OS Quality of Service
Configuration Guide] #Z ML T 72 &0,

GE)  CiscoNX-0S U U — % 10.3(1)F LAFE:. %D TCAM DIFRAS Cisco Nexus 9800 77 » k7 4 — A
A v FTHEHAINET,

s TCAM A — BV IV AR — F SN TWERA, 2L, flx OBRBICEEE D 4 THRT
WD TCAM 2 FRTE 7, BIEFHIV Y THRTWD TCAM % £/r9 5HI121E, show
hardwar e access-list resourceusage =~ > &M H L £,

o« L TCAM XY R—FENTWET, 7272L. AJTACL L HJ1 ACL oW F TG En
*9,

WDOEIZ, BB 7T 74 —L2DAHNITCAM Y =2 a o DOF 740 s A4 R&Es LE
-éAO

. IPACL DE%E



| PACLOEE

R5:TIHILETCAM ) —> 3 VEE (AH)

: Cisco Nexus 9500 ') —X R4 v FH

eamr—ev gz |

)—23 4 Y4 X iz At X
IPv4 RACL 1536 1 1536
IPv4 L A ¥ 3 QoS 256 2 512
SPAN 256 1 256
CoPP 256 2 512
VAT A 256 2 512
V&ALV bk 256 1 256
VPCa o R—T = % (512 1 512

4K
£6:TIHILTCAM ) —> 3 VERE () : CiscoNexus 9500 ') —RX XA v FH
)—2 3 414X ] At X
IPv4 RACL 768 1 768
AT A 256 1 256

1K

R7:TITHI LD TCAMY A X : Cisco Nexus 9504 £ =V 9508 TS5 b T+ —L R v F

Hhigk Y4 X (Size)
MAC PACL [mac-ifacl] 1952

IPV6 78— b QoS [ipv6-qos] 256

PV6 L3 QoS [ipv6-13qos] 256

SPAN [span] 96

Ingress CoPP [copp] 128

VAL LT b IPv4 2048

VA4 L2k IPV6 2048

RE:TIHILETCAM ') —2 3 VEE (AH)

: Cisco Nexus 9300-FX ') —X A4 v FH

J—oavtk HA4 X ] CERE S
IPv4 RACL 2304 1 2304
LA ¥ 2 QoS 256 1 256

IPACL DERFE .
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B cwvs—cers0z

kg
it

)—oav4 a4 X e B4 X
LA ¥ 3/VLAN QoS |512 1 512
VAT A 512 1 512
LA ¥ 2SPAN 7 ¢ /L |256 1 256
v
LA ¥ 3 SPAN 7 ¢ /L |256 1 256
v
SPAN 512 1 512
NetFlow/Analytics 7 « | 512 1 512
i

5K

R TIHIETCAM')—2 3 VERE (HH) : Cisco Nexus 9300-FX ') —X XA v FH

JES DY 4 X g &EHA R
IPv4 RACL 1792 1 1792
VAT A 256 1 256

2K

R10: T+ ETCAM')—> 3 VRE (AHA) : Cisco Nexus 9300-EX ') —X XA v FH

)—23 Y4 X ] BEtHA4X
IPv4 RACL 1792 1 1792
L4 ¥ 2 QoS 256 1 256
LA ¥ 3/VLAN QoS |512 1 512
VAT A 512 1 512
L1 ¥ 2 SPAN ACL |256 1 256
L A ¥ 3/VLAN SPAN |256 1 256
ACL
SPAN 512 1 512
4K

RNMN:TIHIETCAM')—> 3 VRE (HH) : Cisco Nexus 9300-EX ') —X XA v FH

J—2arvsd R N & BEtHA4 X
IPv4 RACL 1792 1 1792
VAT A 256 1 256

. IPACL DE&RE



| PACLDE

eamr—ev gz |

)—23a3 4 a4 X e B4 X
2K
R12:TITHILETCAM ') —2 3 VE&TE (AAN) : Cisco Nexus 93003 ') —X XA v F
)—23 4 Y4 X e aitt4 X
IPv47R— N ACL 512 1 512
IPv47R— 1~ QoS 256 2 512
IPv4 VACL 512 1 512
IPv4 RACL 512 1 512
SPAN 256 1 256
CoPP 256 2 512
ACIY —7 J A 13— |256 1 256
R ®IPv47R— h QoS
ACIY —7 J A 71— |256 1 256
K ®IPv4 VLAN QoS
ACIY —7 A 91— | 256 1 256
ROIPv4 L A 3 QoS
VAT I 256 2 512
UyxA L7k 512 1 512
VPC a2 /83— = A 256 1 256
4K
R13:TITHILETCAM ') —2 3 VE&TE () : CiscoNexus 93003 ') —X XA v F A
)—23a3 4 H4 X e Bt 4A4 X
IPv4 VACL 512 1 512
IPv4 RACL 256 1 256
VAT I 256 1 256
1K

RU:TIHILETCAM ') —2 3 VBE (AH)

: Cisco Nexus 92003 ') —X XA v FH

LAV 2~ LAV 3IRE

Jy—oa v H4 X = it 14 X
A1 NAT 0 1 0
AR — k ACL 256 1 256

IP

ACL DERE .



B cwvs—coro

-
%

IPACL DERE

)—23a3 4 H4 X ] Bt a4 X

AJJ VACL 256 1 256

AJJRACL 1536 1 1536

AST A% 2QoS 256 1 256

AJjLA ¥ 3VLAN |256 1 256

QoS

A A —r =3B | 512 1 512

A1 A% 2ACL 256 1 256

SPAN

AF1v A% 3 ACL 256 1 256

SPAN

AR— F_X— 2D SPAN | 512 1 512
4096

RI15:TIHILETCAM ') —> 3 VRE (HAH)

: Cisco Nexus 92003 ') —X XA v FRHL A ¥ 2~ LAV IRE

Yy—Uarg ¥4 X L BEHYAX
1) VACL 256 1 256
71 RACL 1536 1 1536
H o 2 — %= 256 1 256
2048

R16:TITHIL L TCAM')—2 3 VEEE (AN)

: Cisco Nexus 9200 ') — X XA v FHLA Y 3%

)—23a3 4 H4X e S
A7) NAT 0 1 0
AJJR— K~ ACL 0 1 0
AJ7 VACL 0 1 0
AJJ RACL 1792 1 1792
AT A% 2 QoS 256 1 256
AV A ¥ 3VLAN |512 1 512
QoS

AF A —r8— 3 | 512 1 512
AT A ¥ 2 ACL 256 1 256
SPAN

. IPACL DE&RE
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eamr—ev gz |

)—o 3 4 H4 X ] Bt a4 X
AN A% 3ACL 256 1 256
SPAN
R— h_X— 2 SPAN | 512 1 512
4096

R17:TIHILETCAM ') —2 3 VRTE (HA) : CiscoNexus 9200 ') —X A v FRALA Y IRE

y—Tav#g B4 X 2 BEHA X
t17) VACL 0 1 0
/1 RACL 1792 1 1792
i A — SN [256 1 256
2048

KIZ. Cisco Nexus 95003V — X 2 A+ F TIPv6 RACL TCAMM A X&256\1C%ET AFl %A= L
£, YA X256 D IPv6 RACL 1L, IPv6 NEZ TR TH L7, 512 = F U 2L £
ﬁ‘o

)

GE) BV —Ta DOTCAMREZZEFE LY, BT /NS ADOTCAMREEZZEE L0 T 5IT
WX, RO FNEIZEVFE T,

Cisco Nexus 9500 >V — X A2 A v F TCASTIPV6 RACLTCAM V) — 3 OV A REHRET D
12X, 22o0F 7T aronTFnmnl 22 ETLET,

FFoav#
AJTIPVvARACL % 1024 = R U S L (1536-1024=512) . AJIIPv6 RACL # 512 = k
VR LET, ZOF T a UBNMELEISNET,

switch (config)# hardware access-list tcam region racl 512

Warning: Please reload the linecard for the configuration to take effect
switch (config) # hardware access-list tcam region ipvé6-racl 256

Warning: Please reload the linecard for the configuration to take effect

& 18:IPv4RACL (AH) &5 LI-EDEHF SN TCAM ') —2 3 V%

)—Ta v Y4 X ] At X

IPv4 RACL 1024 1 1024

IPv6 RACL 256 2 256 fHO= FY 2T
A ZAMEHTE W
. 1024 {5 02

IPv4 L 1 ¥ 3 QoS 256 2 512

SPAN 256 1 256

IP ACL D& E
|
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IPACL DERE

)—oav4 H4 X ] Bt a4 X
CoPP 256 2 512
VAT A 256 2 512
VEA V7 bk 256 1 256
VPC o=z A (512 1 512
4K

Zx512 Ty N AT A ANREY ST HNET,
TFoar#w

IPv4 3 QoS DH A X% 0128 5 L THIFR L., AJIIPV6 RACL #BMMLET, T4 a v

X, IPv4 L4 ¥ 3 QoS ZfEH L CW WA IZERATE £9,

switch (config)# hardware access-list tcam region 1l3gos 0

Warning: Please reload the linecard for the configuration to take effect
switch (config)# hardware access-list tcam region ipvé-racl 256

Warning: Please reload the linecard for the configuration to take effect

£19: 014V 308 (A1) ZHIBRLI-ZOEHF SN TCAM') —2 3 VERE

)—oav4 H4 X ] Bt 4A4 X
IPv4 RACL 1536 1 1536
IPv6 RACL 256 2 512
IPv4 L A ¥ 3 QoS 0 2 0
SPAN 256 1 256
CoPP 256 2 512
VAT L 256 2 512
VEA V7 bk 256 1 256
VPC o= A (512 1 512
4K

P X256 DHS) IPv6 RACL %A R —T7 W29 5HI2iE, 7 IPv4 RACL % 256 (296 L., H

J11Pv6 RACL B L £,

switch (config) # hardware access-list tcam region e-racl 256

Warning: Please reload the linecard for the configuration to take effect
switch (config)# hardware access-list tcam region e-ipvé6-racl 256
Warning: Please reload the linecard for the configuration to take effect

. IPACL DE%E
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eamr—ev gz |

= 20:IPv4RACL (HiH) EFL LI=EDTI+ILETCAM ') —2 3 UERE

J—Yara Y4 X U=} BEt4 X
IPv4 RACL 256 1 256
IPv6 RACL 256 2 512
VAT A 256 1 256
1K

R2A:TI4I D TCAM A X : Cisco Nexus 9800 75y kT4 —L RA v FDIFE

HaE

iy

Y4 X (—RT)

ANJ1RACLv4

A 77 QoSv4

AJ1SPAN 7 4 L% v4

H 77 RACLv4

AJJ SUP

9216

AJ1RACLvV6

A 77 QoSv6

AJJ SPAN 7 4 L& v6

77 RACLvV6

4608

A\

GE¥) 4 IPv6 ACL i 1,000 ACE IZfiIfREn w4, Ziid, +3T?D IPv6 ACL (RACL, QoS.

F77IFESPAN 7 4 %) ICHEASNET, 20k 9 2HIRIZ IPv4 ACL IZIT#EH S NERF AL

TCAM V — 3 > O YA X% i{#& L7, show hardware accesslist tcam region =~ > K% A
1L T, T3 ZADK[ENY v — REFIZ#EH ATE72 TCAM VA X2 RR LET,

A

EB T ARNTOEY 2 —AORPZHMERT 2123, TXTOIA D= FEVa—NE Y n—FT5
7>, copy running-config startup-config+reload Z# AJJ L CTTF/3A 2% U o — RT 50BN H Y

¥4, TCAM Y —Y =3 DEETH-TH, Vu— RT3 LERHDDIE BT TT,

Ean==4

ax A&

TCAM U =2 a VREDPT R TCETTLDE[HF->ThD, T34 Az n— FTEET,

RIEIL L >TE, TCAMY A ALY, ATAAPRRLIEVTHZLBHY £,

IPACL DERFE .
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B vorc—x K-+ acLomE

TCAM U — 3 VOORERIZ, T _XTOTCAM YV —2 a3 D 4K ANHIBEBZ 5 L. (kRO
Av—UnEREINFET,

ERROR: Aggregate TCAM region configuration exceeded the available Ingress TCAM space.
Please re-configure.

ATAADBEBAD L, MDA v E—URFREINET,

ERROR: Aggregate TCAM region configuration exceeded the available Ingress TCAM slices.
Please re-configure.

TCAM U —< 3 VOORERIZ, T XTOTCAM YV —Y 3 >0 IK HA#KIBEB2 5L, (kD
Ao —UNERENET,

ERROR: Aggregate TCAM region configuration exceeded the available Egress TCAM space.
Please re-configure.

HE DORSBED TCAM BRE SN TWARVVREET TCAM I — Y v 7 2B & T HREREZ A L
L2ETBE, MOA v E—URERINET,

ERROR: Module x returned status: TCAM region is not configured. Please configure TCAM
region and retry the command.

)

CE) 256 EWIHT T4V DY EA L7 FTCAM U — 3 > A4 XL, %% BFD £ 7-1% DHCP
JL—tyrvalrZ2EITLTWAEEIT o TRruWalgEERHY £, L% DOBFD £/
IZDHCP V L— & v ¥ g ST D720, TCAM YA X% 512 IZHETLEND D HE
NV £9,

)

GE)  NIK-C9508 (Fretta) AT Ll 72< &1 1 D0 INIK-X9624D-R2) 71 » I — KR H D
& Tle-racl) tcam fEIkY 1 RIIfHx K 16K T,

BErEYY
ACLTCAM V —Y g v YA XDORE (42 2—)

N o N —
UDF X—X 7;R— bk ACL DEXE

UDF _X—A®A— ~ ACL I'%. Cisco Nexus 9200, 9300, LW 9300-EX > U —X A A wFIT
SHLTHRETEET, ZOHEREICEY., T, R Fa—VEHEZ 4 —/L K (UDF) TO~ v F
VI EITW, v F LIy FEIPVA AR— N ACL ICEF T £97,
UDF _X—Z DR — FPv6 ACLIZ. Cisco Nexus 9300-EXA A v FITH L TCRETEET, 20D
HREIZ X0, T4 RIZH LWUDF T~ v F o 7 &7\, =vTF LI=37 v b IPv6 R— b
ACL IZHEHCTE £7,

. IPACL DE%E
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uof ~—2 #K—+ acL oz I

FIg
ARV KRFERRETI a3 Y B
R w 71 |configureterminal sa—\)aryz 4 Fal—ra v
%l - E— N&BLES
switch# configure terminal
switch (config) #
Z v = 2 | udf udf-name offset-base offset length WDEHIZUDF #EHZLET,
f « udf-name : UDF 04 i€ L £
switch(config)# udf pktoffl0 4, AENIEEK 16 CFEO T T
packet-start 10 2 75_’]\7'7’(35 ij—o
f :
1ﬂt h( fig)# udf pktoffl0 head -offset-base:UDF7f7%Z~yl\/\“—X
outer 15 20 2 ’ ZUTOESIZHEELET, 22T
header (X, &7t~ h&HE L=
INT NNy B =T,
{packet-start | header {outer | inner
{13114} }.
A7y b A TEY b RX—Z0
LbOF Ty b A MIUERREL
£, A7y h X=X (LAF
/LA YAy Z—) ORAID/A
FERETHITIE, A7y FEO
IZRRE L ET,
RS ATEY B FOEK
EERELET, 1ELE2.31 b
BN AR — RS TWET, BIID
N MBS D010, #5K
® UDF ZE#KT D0 ENH Y £
R
BH D UDF #ERXRTEETN, v A=
[3Z272 UDF OHEFKRT H 2 & A HEE
L/\i‘g—(]
R v 7 3 | hardwareaccess-list tcam region ing-ifacl | [Pv4 % 7= 1% IPv6 18— ~ ACLIZi#E 3 %

qualify {udf udf-name| véudf v6udf-name}
{5l

switch (config)# hardware access-list
tcam region ing-ifacl qualify udf
pktoffl0

ing-ifacl TCAM Y —< = »|{Z UDF &7
HyFLET,

TCAM YV — = \THEfkt T& % UDF O
Bix, 77y b7+ —LITLoTHRRY
F 9, Cisco Nexus 9200 A A ~ F DA
135 K 2 >?D UDF, Cisco Nexus 9300 A

A v FOEAIIHEK 8 DDUDF, Cisco

IPACL DERFE .
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IPACLDEE |

ARV RFERETIVa Y

B8

Nexus 9300-EX A A v FDEE1L IPv4
A— bk ACL (2%t L TH K 18 @ UDF,
F721X IPv6AR— b ACLIZH LT 72D
UDF Z#&ft CE £,

GE) UDF E&ffi - 73BN d
. TCAM U —v 3 3y
> IVIRD BASIRIZHER L
9, toREEANR—X
WnHZ e afR LT
SV, ENLSOSGEZ D
avw FIFESESNET,
VERGE. RMEMOY —
Vg b TCAM AR— A
DY £FTDT, Zoaw
Y REBASNLET, FEM
\ZoWTiE, [ACLTCAM
V—Vay A XORE
AL TLLIEEN,

G¥) Zoa<y FOnoBRIT,

UDF % TCAM U — 3 M

OUIVEEL, V—ya &

T MBIZR LUET,

ATv74

WZA: copy running-config startup-config
{5

switch (config)# copy running-config
startup-config

V7 —rBIOY R¥— MNERZETa
T4 FXa2alb—valrBARAEZ— T v
a7 4 Fal—vgilab—L T,
T & SR L E T,

ATy Th

W28 reload
1 -

switch (config)# reload

FALABY m— FSHET,

G¥) UDF X &1 copy
running-config startup-config
+reload & A7) L72#% DI~

B0 £9,

ATvT6

ip access-list udf-acl

1 -

switch (config)# ip access-list udfacl
switch (config-acl) #

IPvda 77 ®A a3 ha—)L J &K
(ACL) #/ELC, IPT7Z7k&A U A
hary7 4 Xalb—var E— NEH
HBLET,

ATy T17

. IPACL DE%E

KOWTHhOa<wy REASLET,
* permit udf udf-name value mask

ACL%ZFRE L. UDF (fl1) TOH, F
71X v 7 44—V RIZ2DW T

HEOT /¥R arybao— b
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r—sacLe Lo racoaEs

AU RFERETOVa Y

B8

* permit ip source destination udf
udf-name value mask

1 -

switch(config-acl) # permit udf pktoffl0
0x1234 Oxffff

1

switch(config-acl)# permit ip any any
udf pktoffl0 0x1234 Oxffff

(ACE) &8 TUDF T—H 4% XK
INCHRELET W2) L~ 7 DF|
D& L 0x0 ~ 0xFFFF T4,

7V ACL 1L, UDFIRH D4 & 7
WSO TS, ACEZAT5Z &
NTExET, % ACE I —&%+ 5 %%
%A UDFE 74—V KRB 50, TXTD
ACEZ UDFOR U U R MZ—E &5
ZENTEET,

ATvT8

(f£&) copy running-config
startup-config
f

switch (config) # copy running-config
startup-config

FETar I 4 Fal—arh, AX—
Ny a7 X2l — 30l a
v—LEd,

JL—% ACL & L T® IP ACL D:EF

IPv4 ACL 7213 IPv6 ACL i, ROXZ A T DA L F—T = A ATHEHATEE I,
WHEI A L H—T A ABLIOY T F—T oA R

L AXYIA—Y XY P AR—=F FrRL A =Tz AA

*VLANA V' Z—T = A A

A LA —T 2 [ A

INEDA L H—T oA A XA TZHHI N ACL 1Z/V—4 ACL & R7ed3nFE7,

\}

Note

7 W= FTIEYR—FENEHEA,

HhOv—% ACLIZV 7 A v Z—7 A A&, CiscoNexus 9300 >V —R AA v F 7T w7

Before you begin

WHT 2 ACL FEEL, BBGNCTE N T 747 T4V F ) U TRRESINTNWDE I L%

R L ET

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

Ja—)L a7 4 Falb—g v
£ }“%Eﬂﬁébjﬁj‘o

IPACL DERFE .
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IPACL DERE

Command or Action

Purpose

switch# configure terminal
switch (config) #

ATvT2

ROWT DA~y Re AT LET,

« interface ethernet slot/port[ . number]
« interface port-channel
channel-number

* interface vlan vian-id
* interface mgmt port

Example:

switch (config)# interface ethernet 2/3
switch (config-if) #

switch (config)# interface ethernet
2/3.1
switch (config-if) #

BELIEA v ZA—T oA A XA T D=
V74 X2l —varE—RFEHBL
ij‘o

ATvT3

(Optional) encapsulation dot1q 21

Example:

switch(config-if)# encapsulation dotlq
21
switch(config-if) #

Note ZPOa<wy RiE, V1% 3
YTA B —T =2 RTD

BT,

ATvT4

WOWTIDa~r REASLET,
* ip access-group access-list {in | out}
« ipv6 traffic-filter access-list {in | out}

Example:

switch (config-if)# ip access-group acll
in

IPv4 ACL £ 721X IPv6 ACL %, $8E 711
DT T74 v T7DLAVIA L F—Tx
AABIOY T A 2 —T = A ZIZHH
L9, &H/L—% ACL & 1 Ol
HT&xET,

ATy TH

ip access-list match-local-traffic

Example:

switch(config-if)# ip access-1list
match-local-traffic

o—ANTCERENEZ—HTH T
T4l EFERLET, AL vTF %
WBRTH T 740 v 7T ELER
/Uo

ATvT6

(Optional) show running-config aclmgr

Example:

switch (config-if)# show running-confid]
aclmgr

ACL DREEFRLET,

ATy T17

(Optional) copy running-config
startup-config
Example:

switch (config-if)# copy running-config]
startup-config

FETar 74 Fal—vark, AX—
Ty a7 40Xl — g0l
v—LEd,

. IPACL DE%E
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Related Topics
IP ACL OfERL (34 =—77)

R— k~ ACL & L T® IPACL DiEF

IPv4 ACL £7213Ipv6 ACL (X, LA ¥ 2 A ¥ —T A A (YA —FETHR—F Frx
V) ICHEATEET, b U F—T oA A XA T ITHEM S ACLIX, R— hACL &
RicsnEd,

)

#—racLeLcoracoaEs

Note

A B —7 = A A% mac packet-classify TaXET 5% 1L. mac packet-classify =~ > K& A
VH =T 2 A ARENOHIRT HE T, PAR—FMACLZA V¥ —7 oA ATHEATE A,

Before you begin

WHT 2 ACL WFEEL, BB LT N T 7 47 T4V F ) U ITRFRESINTNWD I L%

B L £

Procedure

Command or Action

Purpose

ATy T1

configureterminal

Example:

switch# configure terminal
switch (config) #

Jua—\)L a7 4 Xal— gy
T—FzfnL£7,

ATy T2

wrOWTNND < REATLET,

« interface ethernet sot/port
« interface port-channel

channél-number
Example:

switch (config)# interface ethernet 2/3
switch (config-if) #

BELIEA Vv EZ—T 2 A XA TDa
YT R —vay B FERGL
9,

ATvT3

RONTNLD A< Re AN LET,
* ip port access-group access-list in
* ipv6 port traffic-filter access-listin
Example:

switch (config-if)# ip port access-group
acl-12-marketing-group in

IPv4 £721ZIPVOACL 2 A VX —T = A
AETNIAR— M TFr 2T LET,
AR—HFMACL CTiX, 1 T K7 41
XU TR R— SR TWET,
12D H—T A A1 ODFR— K
ACL ##H TE £,

ATv74

(Optional) show running-config aclmgr

Example:

switch(config-if)# show running-config

aclmgr

ACL DB EERRTLET,

IPACL DERFE .
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IPACLDEE |

Command or Action

Purpose

ATvT5

(Optional) copy running-config
startup-config
Example:

switch(config-if)# copy running-config
startup-config

FlTar 7 4 Fal—rarh, AX—
Ny ar7 4 Xal—rgila
[:0_ Li‘ﬂ—o

Related Topics
IP ACL OfERK (34 ~—2)
MAC /37w N¥ED A 32— T b F 72 i3m0k

IPACL®D VACL & L TO&EA

IPACL X VACL & L CEHATE £,

Related Topics
VACL D% E

IPVAACLOX T DEETE

Ipv4 ACL ¥ 7 7 ak A ZRET DL, BANCT 78 A VA RMEERLTrL, RES
NIZACLEHHALCA L —T oA ALEDIPVE N T T 4 DT 4 NE Y T A F—T )L
WL, BICACLO XU 7 T uatv A RTA—F 2R ELET,

FIE

ARV RFEEETI 3y

=)

ATy T

configure terminal

1 -

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— g
E— FEBRBLET,

ATy T2

ip access-list name

&1

switch (config)# ip access-list
logging-test
switch (config-acl) #

IPv4 ACL Z{ER L. IPACL =27 ¢
Xal—arE— REEBLEST,
name s |4 64 LT-LINTHRE L £,

ATvT3

. IPACL DE%E

{permit | deny} ip source-address
destination-address log
11 -

switch(config-acl)# permit ip any
10.30.30.0/24 log

KT HIPVA T T 4 v 7 B
" FEITHEST S, ACLOAL— L %&E
RLET, VAT ARL— 5T
L8y MIET D EHe X7

Ayb—VEERTEDLIICTBIC
L, log¥—U— RZEDL0LENH Y
7,



cisco-nexus-9000-nx-os-security-configuration-guide-103x_chapter13.pdf#nameddest=unique_412
cisco-nexus-9000-nx-os-security-configuration-guide-103x_chapter14.pdf#nameddest=unique_414
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puactox>snzz [

ARV FFEREETIVa Yy

E:)

Source-address 33 & UF destination-address
SIEICIZ, IPT RL AL Ry hT—2
TANEREH—FR, IPT7 KL R LAERE
TRy bR RARNT RLA,
EAMEZE DT RL A Z$EET 5 any
RENHY ET,

RATv 4 |exit REEFEH L, IPACLaY T (X
B - L—vary E—RFEeTLET,
switch (config-acl)# exit
switch (config) #

RTw 75 |interfaceethernet slot/port A H—T A AFRET— REHLAL
{1 ESR
switch(config)# interface ethernet
1/1
switch (config-if)#

AT 76 |ipaccessgroup namein FBESINTZ ACLEZEHLTA v 7 —
Bl - TxAAXALEDIPVA T T 4 I DT 4
switch(config-if)# ip access-group /Eﬁ? 2»>/57%f/f;ﬁb—t7/DL;I/EETf° %5
logging-test in NI 74 v ZIZACL ZEHTE F

‘a‘o

AT ST |exit REEZEH L, A F—T = AT
B - TJA4FXal—varE—RERTLE
switch (config-if)# exit EE
switch (config) #

Z5 w78 |loggingip access-list cacheinterval ACLu X2 7 FatAonu 7 HEiE
LAC (FPHf) 2RELET, T 741 b
i - fiE1 300 F T3, HPHIL 5 ~ 86400 £
switch(config)# logging ip access-1list TFTfO
cache interval 490

AFw 79 |loggingip access-list cacheentries ACLEX/ 7atv A TCE=FTH7
number-of-flows B—DRKEERELET, T
- MEVE 8000 TH, YAR— F ENDHED
switch (config)# logging ip access-1list] %ﬁ(i 0 ~ 1048576 Tﬁ_O
cache entries 8001

25w 710 |logging ip accesslist cachethreshold | 75— hIIRASEIR B RTIC. 4 S 1

threshold
1 -

switch(config)# logging ip access-1list
cache threshold 490

T2 NS v U R ST B
T, Syslog A vE—U N EREINE
j—O

IPACL DERFE .
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IPACLDEE |

ARV FFEREETIVa Yy

S

ATy 7N

logging ip access-list detailed
1 :

switch(config)# logging ip access-1list]
detailed

show logging ip access-list cache =~ >
RO ST TERRENDRDIEHRZFX)
WLET, 77 8AFIEH= R
(ACE) v—% v A% %5, ACET 7
v =, ACL4. ACLJ, ACL~7 4
NBBAT BIOACL#EHA v % —
TxA A,

AT T12

hardwarerate-limiter access-list-log /¥
7 b

&1

switch(config)# hardware rate-limiter
access-list-log 200

ACL B X2 7 DI A—7 =31
EVa—Mlat—nNb3 7y D
L— hlBR % pps TRRE L £9, #ipH
1% 0 ~ 30000 T,

ATy 713

acllog match-log-level severity-level

51

switch (config)# acllog match-log-level
5

ACLDO—E &7k T DR/ 77 1
(ERE) LLEEELET, 7
74V M6 (fFH) <3, #PHILOo
(B2 ~7 (F\v7) TY,

ATy 714

(f£#&) show logging ip access-list
cache [detail]

1 -

switch (config)# show logging ip
access-list cache

EEICIP B RO IP T R L X
EEITLA— B X OB AR — M
W, BETA AT A AIRE T
7T 4 Tha s 7a—lEtT51EREY
FRLET, TI/T 4T u—0D%F
DDOIFEHRTIX, FrlTHR— &N T
WARWTRTOA T v g NEFRREN
FHA,

logging ip access-list detailed =~ > K%
ANT5L, B, 7T/ RAay
ra—nx U (ACE) O —4
A& S, ACEDT 7 a v, ACLD4
Ai. ACL ®5m, ACLD7 4 /)4 X
A7, BEXOACLOBEMA v % —7 =
A ADEFERbEENET,

BREYZALY T BEHDOHTIP AV vy FIZ& 5 ACL DERE

BEDOHTITP A Y v FERITZEL. BEOFR— MIEREIN WA —NIZY XA L7 T
HEIICACL ZRETEET,

WO HTTP A Y v R&EU XA LI hT&ET,

* connect

* delete

. IPACL DE%E
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BREUSA LY LT BHDOHTP * vy Kizk 5 AL 0zz [

. get
* head
* post
* put

e hL—XA

1 H B HIIC

har dwar e access-list tcam region ifacl 512 double-wide =~ > Kz i L C. IFACL fEIKDOfEhE
TCAM ZH#CLET, Zoavr RiE, Ze— b aryysFalb—va ilEfansg
To TOREEFANTDHITE, AMvTFEIr—RLET,

Flg
AU REEET7TI 3 Y B8
AT w 71 | configureterminal JTa— ) a7 4 ¥z lb—3a
15“ : Tt — F‘%B"ﬂﬁé\bij‘o
switch# configure terminal
switch (config) #
AT 72 |ipaccesslist name IP ACL #{ER LT, IPACL =27 ¢

E Falb—rarxT—FahmLET,
name 5| ¥ 64 SLF LN THIE L £7,

switch (config)# ip access-list acl-01
switch (config-acl) #

R F v 7 3 | [sequence-number] per mit protocol source | 552 D HTTP A Y v K&V — 2 XA

destination http-method method L2 F5 X 9T ACL 2% E LET,

[tcp-option-length length] [redirect

interface] ROHTTP A Y v R YHR— T
ij‘o

i -

switch (config-acl) # permit tcp « connect : CONNECT # V> F

1.1.1.1/32 any http-method get [0x434f4ed4e] T HTTP /X7 v F & [

/El\ Liﬁ‘o

* delete : DELETE # v N
[0x44454c45] THTTP /34 v b %R
HLET,

« get : GET A Y v K [0x47455420] C
HTTP N7 > FEBELET,

* head : HEAD A YV v K [0x48454144]
THTTP X7y FERALET,

s post : POST £ Y v K [0x504f5354]
THITP N7 v bERELET,

IPACL DERFE .
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ARV RFERETIVa Y

B8

e put : PUT A Y v K [0x50555420] C
HTTP /N7y b & BELET,

e trace : TRACE * Y v K
[0x54524143] THTTP /347 v k% W
/EI\LiTO

tcp-option-length 47" = %, "y
FANDTCP A7V a vy ~y X —DFES
FEELET, 77X arbo—L
> hU (ACE) (Z1E, H&K4>DTCP
FTva vk @A OEH) BRGE
T&EEd, RSOHEPMIL 0~ 40 TY,
IOFTvarEHRELRWES, BX
X0 ESN, TCP AT v a v~y
X —D7p\ Ry N2 ACE & —3
LEd, 2047y a2t 5 L,
AERTCP A a vy ~y X —&F>
Xy TH HTTP A ATE £
7

YEAL LY b ATy ad, BEDOR—
M STV 5 — 32 HTTP A
Yy REVXA L7 NLET, HTTP U
A LU MEREIX, LA Y3R—FTIX
HRE L £H A,

ATvT4

(f£&) show ip access-lists name

1

switch (config-acl) # show ip
access-lists acl-01

IPACL OFEHEF R LET,

ATvT5

(f£&) show run interfaceinterface
slot/port
B -

switch (config-acl)# show run interface
ethernet 2/2

A B =T ADEREXFZRLET,

1

ROFITIZ, 7y FOTCP AT v ary ~yv A —DESEEEL, R—k Fy xR
4001 [ ZHEE SV TV DB — N2 post HTTP A Y > K& U XA L7 FLET,
switch(config)# ip access-list http-redirect-acl

switch (config-acl)# 10 permit tcp any any http-method get tcp-option-length 4 redirect
port-channel4001

. IPACL DE%E
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switch (config-acl)# 20 permit tcp any any http-method post redirect port-channel4001
switch (config-acl) # statistics per-entry
switch (config) # interface Ethernet 1/33

switch(config-if)# ip port access-group http-redirect-acl in

IPv6 P35~y 4 —®D ACL DEETE
ZOFINEX, ROT AL AZORHEA I ET,

« Cisco Nexus 9504 35 LN 9508 E2 =7 v ¢ —3 (NIK-X9636C-R, NIK-X9636Q-R,
N9K-X9636C-RX., # LU NIK-X96136YC-R)

* Cisco Nexus 3600 77 > 7 4 —2A ZA v F (N3K-C36180YC-R 5 L TN N3K-C3636C-R)

CiscoNX-0S U U —2 93(7) LAETIZ, Z 212U A FENTWAHTF /A 2T IPv6 ACL Z 3R E
THEA . YR~y X —ZET IPv6 /37 » FDOFRIZBET 58 LWL — L2 E 0 5 LEN D
D F9, IPv6 JEIE~ Y X —DFEMIZ OV T, [CiscoNexus9000 o U — X NX-OS . =% v A
M= 4V TREHNA K] ONX-08 U U —293(x)LUFED [fHFE(L LIZIPv6 /N7 vk~
H—| BB LTSN,

)

GE) ZOFRNETERN LRI — L FEITESL— VT, X7y hOMD 7 4 —L Rio—ET 54
D ACL )V— VIR 72 <, D7 &b 1 DOYEIE~ Y X —% KD IPv6 /N7 v NI S E

R

Fig
ARV FERET7IV3 Y B

R T w 71 |configureterminal Jua—\) a7 4 ¥al— gy
% - E— FERBLET,
switch# configure terminal
switch (config) #

AT 72 |ipv6 accesslist name MAC ACL ZfF LT, ACL =27 ¢

1 Fal—rarE—FReBLET,

switch (config)# ipv6 access-1list acl-01
switch (config-acl) #

AT w7 3| extension-header {permit-all [deny-all} | —& 7= % v MIUERT 7 v a %
{5“ : 'E_gj:ﬂ LZE ‘j‘o
switch(config-acl)# extension-header s permit-all : b7 < &b 1 DOPLIE

permit-all " ° i N
switch (config-acl) # ~v A EFFOIPv6 /37 v b RET
AIENET,

IP ACL D& E
|
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IPACL DERE

ARV RFERFTIVaY =)

e deny-all : V72 < &b 1 DOPLEE
N~y B =% RO IPv6 /Ny R KR
2y 7FEINET,

IP ACL &% 7E D HEER

IP ACL DR ERFWME FRT 5120, ROWTNOEEEZITVET,

avy kR

S0

show hardwar e access-list tcam region

FRA ZATRD Y 1 — R
WH IS5 TCAM %A X &%
R~LET,

show hardwar e access-list tcam template {all | nfe| nfe2 | [2-13 |
I3 | template-name}

T_RTCOHOTCAM T > 7 L—k
FIIBEDOT L — D
REEFTRLET,

nfe : Network Forwarding Engine
(NFE) xfits Cisco Nexus 9300
BELU9500 >V —X|
3164Q. I L T31128PQ HiH
3 OFT 7 44k TCAM 7
7'L—h,
nfe2 : NFE2%f/it~Cisco Nexus
9500, 3232C, L U3264Q7
INA ADT 7 4 v NTCAMT
> 7— 1k,
12-13 : Cisco Nexus 9200 > U —
RAA v TFTLAF2EIV
LAY 3IREDT 7 # /v k
TCAM 7> 7' L— |k,

I3 : Cisco Nexus 9200 >/ J — X
AA v FTLAYIREDT
7 %)V TCAM T 1L —
}\O

show ip access-lists

IPv4 ACL DFREx T LE
7,

show ipv6 access-lists

IPv6 ACL DR EEF R L E
ﬁ‘o
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avy kR

S

show logging ip access-list cache [detail ]

EELIPI L O%EEIPT R L
A EFIEAR— B L U%EL
A— ME®R, FEILA v F—
Tz ARRE, TIT 4 TR
07 7u—ET 5 REER
R~LET, TIT 4T

2 —D % DMOTFRTIX, FF
WZHAR— I THhRng
TOF Ty a NIFRENE
A,

logging ip access-list detailed =
~V RaEANT5E. B
. 772 aryhfe—Lx
»RFY (ACE) DY —/r A
HZ. ACEDT 7+ a,
ACL 4 Hii, ACL O],
ACLOZ7 4 VE ZAT, B&
WNACLOBEHA v 2 —7 = A4
ADIEHRbEENET,

show logging ip access-list status

B 7 vm— Ok, BAED
Ahien ZTHNE, LBAEDOH
ip LEWVEZ RN LR T,

show running-config acllog

ACL Ou JETREEFRL
*9,

IPACL DERFE .
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avy kR

S

show running-config acimgr [all]

IP ACL OF%ER L VP ACL
NEHINDA v H—T = A
AZEW T, ACL DFEfr=
T4 X2l —v g EERL
7,

Note oo~y N,
FEfTa 7 4 ¥ =
L—3arpDa—
PEE ACL % %
A~LET, alF7
varEFERTS
. FHrarog
Xl —Tg00
774/ & (CoPP
WE) Ea—E
F#IZLD ACL D
W NERRSNE
7

show startup-config acllog

ACLOa JAH— T v i
TErEFRLET,

show startup-config aclmgr [all]

ACLOAX— K T v o
TA4X¥ a2l —yarEFRRL
*9,

Note Zoa<wr ik,
AF— T v 2
V74 F a2 lb—
TarOa—WE
E ACL # %R L
F9, dl4F 73
VEMRHT D L
AL— KT v a
V74X 2 b—
TaryDT T F v
I (CoPP % 1E)
La—HERICE
% ACL D J7 53
FRINET,
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ipacL o#EtEROE=2 U507

avy kR

S

detail

show hardware access-list interface ethernet X/Y input entries | )>\— R =7 ACL A > X —

Tz ADAN= > N DFf

MAFRRLET,

Note 9500-R LIgt >~
7 M7 4 —ALT
X, = bV R

B L CHHBEN x
yDEIITERES
nE7,

9500-R Mt S5

permit tcp 100.1.1.0/24 eq
10006 100.1.1.0/24 eq
Ox4e24/fffe [0]

9300-FX3S ) & H1451 -

permit tcp 100.1.1.0/24 eqg
10006 100.1.1.0/24 range
20004 20005 routeable 0x1l [0]

IP ACL D#EEHIEHRDE=2 U T LV UT

IP ACL OfEHEROE=F 72137 V7 Z4T 5121, ROKRITRT A<y RKOWT Iz

MALET,

avy kR

E:)

show ip access-lists

IPv4 ACL D% E %~ LE T, IPv4 ACL IZ statistics per-entry
a<w Y RREENTWDEAIE, showip accesslists 2~ KD
Wz, &—nt =B L7y FOBREENET,

show ipv6 access-lists

IPv6 ACL D% E % Fr L £, IPv6 ACL | statistics per-entry
a<r RREENTWDEAIE, showipv6 accesslists =~ > F
OHINZ, HEA— =B L=y FOHEBEDLNET,

clear ip access-list counters

G _XTD IPvd ACL F7-1ZKED IPv4 ACL DfcEtEHRaE 7 VT
L/\i?—()

clear ipv6 access-list counters

T _TO IPv6 ACL £ 721345 E D IPv6 ACL OFEEHEHRAE 27 UV T
LET,

IPACL DERFE .
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IP ACL 0D 5% %€ 5

acl-01 LW O LRID IPvA ACL Z1EfK L, 2N AR —MACLE L TCA—Y Ry b A X —T =
A 221 (bAF¥ 24 F—TxAR) ICHATHHEZEZRLET,

ip access-list acl-01

permit ip 192.168.2.0/24 any
interface ethernet 2/1

ip port access-group acl-01 in

acl-120 £ WO A RTOIPVOACL Z/E L, ZhE/NL—ZACLE LA —V Ry A H—T =
A R223 (A F¥3A v H—ToAR) ICHATAHHERLET,

ipv6é access-list acl-120
permit tcp 2001:0db8:85a3::/48 2001:0db8:be03:2112::/64
permit udp 2001:0db8:85a3::/48 2001:0db8:be03:2112::/64
permit tcp 2001:0db8:69f2::/48 2001:0db8:be03:2112::/64
permit udp 2001:0db8:69f2::/48 2001:0db8:be03:2112::/64
interface ethernet 2/3
ipv6 traffic-filter acl-120 in

RIZ, single-source & V) £ RITD VIY ACL Z1ERL L, 4% VIY [E#E EOATNIP 77 1w
IR L CHEAT 20 &2~ LET, ZDOACLIL, B#ETHTXTHOTCP b7 7 1 v 7 &FFa]
L., ZOMOFTXTOIP 774y 2% Ry LET,

ip access-list single-source
permit tcp 192.168.7.5/24 any
exit
line vty
ip access-class single-source in
show ip access-lists

WIZ, IPv4 ACL B X2 7 OREFE TR LET,

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# ip access-list logging-test

switch (config-acl)# permit ip any 2001:DB8:1::1/64 log
switch (config-acl) # exit

switch (config) # interface ethernet 1/1

switch (config-if)# ip access-group logging-test in

switch (config-if)# exit

switch (config)# logging ip access-list cache interval 400
( logging ip access-list cache entries 100

( logging ip access-list cache threshold 900
( hardware rate-limiter access-list-log 200
( acllog match-log-level 5

)
switch (config)
switch (configqg)
switch (config)
switch (config)

#
#
#
#

PATFIZ, UDF RX—RZ R— ~ ACL ODEEFZRLET,

switch# configure terminal

switch (config) # hardware access-list tcam region ing-ifacl 256

switch (config)# udf pktoffl0 packet-start 10 2

switch (config) # udf pktoff20 packet-start 10 1

switch (config) # hardware access-list tcam region ing-ifacl qualify udf pktoffl0 pktoff20
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switch# configure terminal

switch(config)# ip access-list udfacl

switch (config-acl) # statistics per-entry

switch(config-acl)# 10 permit ip any any udf pktoffl0 0x1234 Oxffff

switch# configure terminal

switch (config)# interface Ethernetl/1
switch(config-if)# ip port access-group udfacl in
switch (config-if)# switchport

switch(config-if)# no shutdown

OARATLACLIZDINT

Cisco Nexus 9500 &'V — X A A v FTIiE, RBLVPRXTA YV W—FREFEHL T AT A
ACLEZRETEET, VATALAACLEHTHE, AL v THORILT Z7EAY A &R
TRTCOR—MMILA¥2HR—FACL (PACL) 2% ETEET, VAT ALAACLEZRET D
L. TCAMOEREMEF L, AV > —0mA E /23R E XY OFEHEMET L
3

VAT A ACL OFEEIWCHDOWTIE, ROFEEFHELFHIRFHEEZZHML TSI,
e VAT LPACLIE, LA Y24 H—T 2 ATOLYR—FINET,

e R T4 I— FZ{§z 7= Cisco Nexus 9500 > V) — X A A v F TAA v FNEENTH7-90
12 TR TOEARMEEE TR 10K D ACEN Y R—FENFET, RXTA 2 I—F%
#53# L 7= Cisco Nexus 9500 > — R A A v F DO/ N— K7 = 7K EIL 64K ACE T,

« N3K-C3636C-R 3 L TXN3K-C36180YC-R 7 A » 7 — R Z## L 7= Cisco Nexus 3600 77
74— AL v FTUVATAACLERETHZ L TEE T,

¢« IPvAPACLTCAM V — 3 > (ifacl) & -R 54 » I— ROEEHE TCAM &% (12k)
FOEELBETHE, RIAY I— ROLDOERNPEIM S ET,

¢ ACE #3HEHIZ. AT A ACL TIIEAYR—FENTWER A,

¢ IPv6 1. AT AACL TITELEVAR—F SN TWERF A,

e VAT AACLIEZ, 7L —2T7 U M AR—FTHEHEPFR—FINFEEA,

e RVU—R T A F— RE##H L7 CiscoNexus ¥ U — X A A F TO Quality of Service,
ACL. F7-1Z TCAM 1 — By V3125 Tld.  [Cisco Nexus 3600 NX-OS Quality of
Service REAA R, VU —R7x] #ZRLTIZ3W,

T PI VIR, TRTOIN T T4y I E Ry TERIFFFAILET, 774 R T
E. ET Py 7 EHITACL EHNE T T H2ETIRTORNTI 7 v o7& Ry LE
3, FET7 v 7 ACL EHEIEIL. hardware access-list update default-result permit CLI
avy REFEHALCHIECE £9, ZOCLIE, WEAR— ML TOREREL 9. &
OF B LT IEEN,

hardware access-list update default-result permit => #Allows all the traffic
during ACL updates. There may be < 10secs traffic drop.

IPACL DERFE .
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no hardware access-list update default-result permit => #This is the default
behavior. It denies all the traffic during ACL updates.

¢ Cisco NX-0S U U —2922) LLlid» Y UV —ATlEL, 7 b v 2 ACL ®H T Cisco Nexus -R
V=X T = RTEYR—FENTOEEALN, FET7 F 2 v 7 FH hardware
access-list update default-result 73 CiscoNexus -R &V —X 74 > B — R CTHR—hEhF
R

TCAM ') —2 3 > D5 &l

AT A ACL R ETHENC, FTTCAM UV —2 3 o2 5E L4, 1k KD ACL 3 7E
THEAIL. TCAM Y —2 3 U &2 5EITHLENRRNWT SICEE L TLEE VY, MoV T
IZ. TACLTCAM V—> 3y %4 ZOFRE 42-X—2) | ZBRLTLEE N,

)

() CiscoNX-0S U U — 2 7.03)F3(4) LA TiX, PACL IPv4, RACL IPv4, 35 J (NRACL IPv6 %
12k X CHRECTEET,

S RT L ACL DERTE
IPv4 ACL Z1ERE L7205, Y AT LA ACLZREL £,

1R BRI
FNA AT IPv4 ACL Z1ERX LE T, ZEMICOWTIE., [IPACL OfERE (34 2—3) | =&
LT IEEN,

FIE

AT RFEERETIVa Y Br
AT w71 |configt a7 4 X al— gy B— NERLG
L/i‘g—o

AT 72 |system acl VAT AACLEZRELE T,

AT 73 |ip port access-group <pacl name>in Ay B —T x4 AT A ¥ 2PACL % il
HALET, "— bk ACL Tit, 1 3y
VR TZANE Y TR R— X
NTWET, 1ODAf X —T A AT
1 >OAR—F ACL il T& £,

VAT LACL DERFEE &K U show a7 2 FDF

AT I ACL Dshow 2= > RIZDOWTIL, ROFREF L T 7Z &V,
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1K A7 —ILD Y AT L PACL DERTE

AT L ACL DERTEE & U show 37 2 FDHF .

(T4 TCAM Z{FER)

1K 27— LD 25 A PACL DFEEIZHOWTIE, WOHFIEZSBLTLLEFEEW (F741 F

TCAM Z1#ifH)

A5 w71 : PACL Z1ER L £,

config t
ip access-1list PACL-DNA
10 permit ip 1.1.1.1/32 any
20 permit tcp 3.0.0.0/8 255.0.0.0 eqg 1500
25 deny udp any any eq 500
26 deny tcp any eq 490 any

1000 deny any any

AF 2 PACLAH VAT A L-ULICEMA L ET,

configuration terminal
system acl
ip port access-group PACL-DNA in

AL o FICRESINLTND

2L ET,

switch# sh run aclmgr

system acl

ip port access-group test in

switch#

sec system

DY AT A ACLZERGET 521X, shrunaclmgr | secsystem =2~ N

AA » FITERE SHL TV D PACL ZFREET 5121, ship access-lists <name> [summary] =~ >
NEFERHLET,

switch# sh ip access-lists test

IP access list test

10 deny udp any any eq 27
20 permit ip 1.1.1.1/32 100.100.100.100/32
30 permit ip 1.2.1.1/32 100.100.100.100/32
40 permit ip 1.3.1.1/32 100.100.100.100/32
50 permit ip 1.4.1.1/32 100.100.100.100/32
60 permit ip 1.5.1.1/32 100.100.100.100/32
70 permit ip 1.6.1.1/32 100.100.100.100/32
80 permit ip 1.7.1.1/32 100.100.100.100/32
90 permit ip 1.8.1.1/32 100.100.100.100/32
switch# sh ip access-lists test summary
IPV4 ACL test
Total ACEs Configured: 12279

Configured on interfaces:
Active on interfaces:
- ingress
- ingress

switch#

iPAcL DEE I}
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PACL IPv4 (ifacl) TCAMY —< 3 » YA X&HRFET 5 121%. show hardware access-list tcam
region =~ RZHEHALET,

switch# show hardware access-list tcam region

Kk kkkkkkkkhkxkkhkkhkkkhdkhkkkhxk kA PWARNTNGH * * x K K &k sk ok ok ok ok ok ok ok ok kb ko kb koo ok okokok ok ok
*****************The Output ShOwS NFE tcam region info******************
***pPlease refer to 'show hardware access-list tcam template' for NFE2***

R R R R e R R

IPV4 PACL [ifacl] size = 12280

IPV6 PACL [ipv6-ifacl] size = 0

MAC PACL [mac-ifacl] size = 0

IPV4 Port QoS [gos] size = 640

IPV6 Port QoS [ipv6-gos] size = 256

MAC Port QoS [mac-gos] size = 0

FEX IPV4 PACL [fex-ifacl] size = 0
FEX IPV6 PACL [fex-ipv6-ifacl] size = 0
FEX MAC PACL [fex-mac-ifacl] size = 0
FEX IPV4 Port QoS [fex-gos] size = 0
FEX IPV6 Port QoS [fex-ipv6-gos] size = 0
FEX MAC Port QoS [fex-mac-gos] size = 0
IPV4 VACL [vacl] size = 0
IPV6 VACL [ipvé6-vacl] size = 0
MAC VACL [mac-vacl] size = 0
IPV4 VLAN QoS [vgos] size = 0
IPV6 VLAN QoS [ipv6-vgos] size = 0
MAC VLAN QoS [mac-vgos] size = 0
IPV4 RACL [racl] size = 0
IPV6 RACL [ipvé6-racl] size = 128
IPV4 Port QoS Lite [gos-lite] size = 0
FEX IPV4 Port QoS Lite [fex-gos-lite] size = 0
IPV4 VLAN QoS Lite [vgos-lite] size = 0
IPV4 L3 QoS Lite [l1l3gos-lite] size = 0
Egress IPV4 QoS [e-gos] size = 0
Egress IPV6 QoS [e-ipv6-gos] size = 0
Egress MAC QoS [e-mac-gos] size = 0
Egress IPV4 VACL [vacl] size = 0
Egress IPV6 VACL [ipvé6-vacl] size = 0
Egress MAC VACL [mac-vacl] size = 0
Egress IPV4 RACL [e-racl] size = 0
Egress IPV6 RACL [e-ipv6-racl] size = 0
Egress IPV4 QoS Lite [e-gos-lite] size = 0
IPV4 L3 QoS [l3gos] size = 640
IPV6 L3 QoS [ipv6-13gos] size = 256
MAC L3 QoS [mac-13gos] size = 0
Ingress System size = 0
Egress System size = 0
SPAN [span] size = 96
Ingress COPP [copp] size = 128
Ingress Flow Counters [flow] size = 0

switch#

ACL BiED T 7 =J1)v AR — MEHRZ R T HI21E, show tech-support aclmgr 5 & O show
tech-support aclqos =~ > R&fEH L £9°,

show tech-support aclmgr
show tech-support aclgos
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T2 b TIL—TDEE

IPv4 ACL 3 L OVIPV6 ACL DL — L ZEETL L 5D T FLAB L0 n oL B— &
ETDHEIC, AT V=0 b IN—TEfEHTEES,

ATy b JIL—TIZxT % Session Manager D H7R—

Session Manager |34 7Y =27 b V=7 DR ELZ Y R—FLTWET, ZOWELHEHT S
L BRERYyVaYEERL, ATV NN —TOREEEEFITAL T 4 Fal— g
NZa Xy M ARNCHEGR TE £, Session Manager DFEFMIZ DU Tik,  [Cisco Nexus 9000
Series NX-OS System Management Configuration Guide] % & L CT< 72 &0,

P77 FLR AT M TIL—TDERELUVER
IPvd7 RVA TN—T 47V =7 FOERBLOEE LR TTEET,

)

Note  Cisco Nexus U U — A 7.03)I5(2) LAKETiZ. nohost IPv4-address =< > PR — k& T
FtH A, DME %74 — FTid, nosequence 2~ REFHLARWVHIBRIZY A— FENTWER

}Vo

Procedure
Command or Action Purpose

AT w 71 | configureterminal Jua—\)ary 74 X¥al—3gy
Example: T— FERHBLET,
switch# configure terminal
switch (config) #

ATy 72 |object-group ip address name IPva7 RLAFT V=l 8 T N—T"%

Example: ERE L. IPV4 T RL A F 77 N
switch (config) # object-group ip address =T arz A Fal—raryE—FNK
ipv4-addr-group-13 ZBAME L £9,

switch (config-ipaddr-ogroup) #

AT T3 ROWTN PO a~vr REANLET, |7 V=2 b Zr—70xr b %E
* [sequence-number] host |Pv4-address PRLET . BRI 5= P 22T,

« [sequence-number] hog =~ REMEH L CTHE—-DOKRA R &

| Pv4-address/prefix-len RET LM, £lidhost a2~ F&4H

* [sequence-number] | Pv4-address BLTARRFDORy N —27 Z4EE L%
network-wildcard R

Example: IPVAE T2 NI N—T DT VT v

I ARERETEEY, Zhd, &HIIDO

IP ACL D& E
|
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Command or Action

Purpose

switch (config-ipaddr-ogroup) # host
10.99.32.6

ey b TR~ LET, £,
T RLADIEEDOE y hT—HT5U 4
VR —R~2A 7 ZETEET,

ATv74

wkOWTNIHDa~ RE AT LET,

* NO [Ssequence-number]

* no host IPv4-address

* no |Pv4-address/prefix-len

* no | Pv4-address networ k-wildcard

Example:

switch (config-ipaddr-ogroup)# no host
10.99.32.6

AT N I—T D b EH
BRLET, 7227k Z—F05
HIERd 2= F Y Z &2, nofElo host
avr REMEHLET,

ATy TH

(Optional) show object-group name

Example:

switch (config-ipaddr-ogroup) # show
object-group ipv4-addr-group-13

F T2 N TN —TOREEF L
F9,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config-ipaddr-ogroup) # copy
running-config startup-config

FElTar 7 4 Fal—rarhk, AX—
Ty a7 4¥al—g0la
vE—LEd,

N

IPv6 7 FLR A7

v I

98 GIL—TDERSELUVEER

IPV6 7 RLVA T N—TF 3TV F"OERB L OEFL2EITTEET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR) a7 4 F¥al— gy
T FEIBLET,

ATv T2

object-group ipv6 address name

Example:

switch (config)# object-group ipvé
address ipv6-addr-group-A7
switch (config-ipv6addr-ogroup) #

IPv6 7 RLA X T2l N T N—T%
B L, IPV6 7 RLAF 7V 7
N—F a7 4 FXal— 3y F—F
ZHMG L ET,

ATvT3

. IPACL DE%E

WOWTNNDOa<wr ReE AN LET,
* [sequence-number] host 1Pv6-address

F T N ITNA—TF D N EBE
BLET, fEkT2 MU ki,
hot 2~ F&EFEH L CHE—DKRA M
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Forarf—r 4724k vu—TokmssvzE

Command or Action

Purpose

* [sequence-number]
| Pv6-address/prefix-len

* [sequence-number] IPv6-address
network-wildcard
Example:

switch (config-ipvé6addr-ogroup) # host
2001:db8:0:3ab0::1

Example:

switch (config-ipv6addr-ogroup)# 10 1::1
2::2

FBET B, Fioidhost a2~ FEAH
L CHRA ROy NT—V HfEELE
7,

IPV6A TVl N TN—T DT VT 4>
JAREEETCEET, U, &PIO
ey NTOA—FELET, £k,
7 RUVADIEEDOE Yy he—ET 574
N RA— RZEEETEET, IPv6 VA
)V R — K =X 7%, Cisco Nexus
9200, 9300-EX, B I
9300-FX/FX2/FXP A A » F & CiscoNexus
9364C AA v FTHR—bFINET,

ATv74

KOWTPDa~y REANLET,
* NO sequence-number
* no host IPv6-address
* no IPv6-address/prefix-len
* no | Pv6-address networ k-wildcard

Example:

switch (config-ipv6addr-ogroup) # no host
2001:db8:0:3ab0::1

FT 2 N ITNA—T b ) &
IR LET, #7227 h ZL—F
SHIBRT 2= Y Z L2, no XD
host =~ > R&MAL £,

ATvTh

(Optional) show object-group name

Example:

switch (config-ipvéaddr-ogroup) # show
object-group ipvé-addr-group-A7

FTx2 T N TN—TOREERRL
=7,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config-ipv6addr-ogroup) # copy
running-config startup-config

Frar 74 X¥al—ark, AX—
NPy a7 40 Xalb—g 02
tob‘bgijﬂo

JORALNKR—b ATz R ITIL—TDERELVER

T RN R—F TV v I —TOERBLOEE > FTTEET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

Ja—)L a7 4 Falb—g
£ F%Fﬁlﬁﬁé\bij«o

IPACL DERFE .
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Command or Action

Purpose

switch# configure terminal
switch (config) #

ATvT2

object-group ip port name

Example:

switch (config)# object-group ip port
NYC-datacenter-ports
switch (config-port-ogroup) #

abharviR—rFTT=T N T—
TEREKRL, R—hAT =7 b7

N—F a7 4 Xal—vgFT—F
R LET,

ATvT3

[sequence-number] operator port-number
[port-number]

Example:
switch (config-port-ogroup)# eq 80

AV E /AN Iy Ap = NY - (=
BLUET, /BT 2 b ZEIC, &
DOEHEFa~ ReE 1 >FHALET,

ceq: FHELTEAR— FE I HLE
JFET,

cgt: FRE LA —FEZLDREW
(FELWHDITEERY) R— ME
FIZ—BLET,

Mt FEELEAR—FEFESILD/HAEWN
ELWHDIEFEFERV) R— b
8L E T,

eneq : FRE L2 — FEELSL O
NTOFR— FFEFIC-BEHLET,

srange: fHE L72 2 DDFR— R &R
&L EOMOFFHDOR— FEFIZ—
®LET,

Note range 21~ R7ZT1E, 22
@ port-number 5|45 % 22 &

LET,

ATv74

no {sequence-number | operator port-number
[port-number]}

Example:

switch (config-port-ogroup)# no eq 80

FT 2 N ITNA—T bz b &
HIBRL 9, HIBrRT 2= hU T LT,
T A o~ R noflBa Tl
HALET,

ATvT5

(Optional) show object-group name

Example:

switch (config-port-ogroup) # show
object-group NYC-datacenter-ports

FT 2 N I —TOREETF L
i‘a‘o

IP ACL D% TE
88
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Command or Action Purpose

ZFw 76 |(Optional) copy running-config FITar7 4 Xal—vark, AL—
startup-config FT YT Ay 4 ¥al—vaica
Example: E—L %7,
switch (config-port-ogroup)# copy
running-config startup-config

AT b TIL—TDHIKR

IPV4T RVAFT V=2l b JNV—=T IPV6 T RVA AT V=7 b V=7 37w b
AN R= ATV xs b IV=TEHRTE LT,

Procedure
Command or Action Purpose

R 71 |configureterminal SH— L a7 4R L—g
Example: T—FEMLET

switch# configure terminal
switch (config) #

R T 72 |noobject-group {ip address|ipv6address| {547 Y = 7 k Zv—T & HIBRL
|ip port} name i
Example:

switch (config)# no object-group ip
address ipv4-addr-group-A7

R 7 3 |(Optional) show object-group TRTOFT V=7 b IN—T%FRKR
Example: LET, BlkkEhiz47Y =2 b7 —
switch (config)# show object-group TiEFERSEE A,

R 7 4 | (Optional) copy running-config FTar 74 FXal—vark, AF—
startup-config KTy ary7 4 ¥alb—grila
Example: E—LEd,

switch (config)# copy running-config
startup-config

AT TIL—TDHEREDEDR

FTV 2 N TN—TOREFRERSRT DL, ROWTnoa~xy REEHLET,

avw vk =E]:g]

show object-group I T2 N IN—TOREEERLET,

IP ACL D& E
|



B snesons:

IPACLDEE |

avy kR

Sl

[expanded]

show {ip | ipv6} access-lists name

ACLERE DILEREHE B A Form L E T,

show running-config aclmgr

FTx T N IN—TEED T, ACL DEREEF
R~RLET,

Fey i) 2 B OD 3% 7€

FrREEEE 0D Session Manager Y-7k— k

Session Manager |ZFFMFEPHOR ELZ AR — R L TWET, ZOKEEHFEHITLE, REE Y
arvEERL, BEESHOBRELERL2FEITa L 7 X2 b—a a3y b DANCHER

T&E£7, SessionManager DFEANIZ DUVNTIL,

Configuration Guide] #ZMB 1L T &V,

B i) &0 BE 0D 1B Rk

[ Cisco Nexus 9000 Series NX-OSSystem Management

T A ETCRMESEZER L. 2 — vz BNTE £,

Procedure

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Jua—n)ary7 4 Xalb—g v
E—RFZBRBLET,

ATvT2

time-range name

Example:

switch (config)# time-range
workday-daytime
switch (config-time-range) #

FEfIgFA 2 ER L, s a7 o
Xal—gry ET—RFEHBLET,

ATvT3

(Optional) [sequence-number] periodic
weekday time to [weekday] time
Example:

switch (config-time-range)# periodic
monday 00:00:00 to friday 23:59:59

FEERMA A FF LT BEFORM (Mima &
D3) O1ALEOHERGE LR E
N 72D KD @I — IV EAER L E
KR

ATv74

. IPACL DE%E

(Optional) [sequence-number] periodic
list-of-weekdaystimeto time

Example:

list-of-weekdays 5 [#{ CHIE S L7 H
O, FEEBMGIREZ &R TRZI O™ (Wi
EETe) AN D LS REHL—
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Command or Action

Purpose

switch (config-time-range)# periodic
weekdays 06:00:00 to 20:00:00

NEVERL L £, list-of-weekdays 513D
BEITIFRDOF—T — R LR TE £7,

< daily : 1 EREOT T ORHA
* weekdays : HIZH " HaMEH £ T
eweekend : TLHEH/OLHMER X T

ATvT5

(Optional) [sequence-number] absolutestart
time date [end time date]
Example:

switch(config-time-range)# absolute
start 1:00 15 march 2013

start ¥ —V— RNO%AIZHRE L7z B
NOHAN e HHExHERETO L — L ZE
KLFET, endF—U— REHMELT=%
By TON—)VITBIIE AR AR E 5 & H
WZHNZR D £77,

ATvT6

(Optional) [sequence-number] absolute[start
time date] end time date
Example:

switch (config-time-range) # absolute
end 23:59:59 31 may 2013

end¥—7U— ROBAITHEE LIz HRFE
THN 72 HaRHHEAET DL — L E R
LET, gartF—U—RKaEHT 5L,
ZON—VIHTHRZBEHETT -
EHENTT,

ATy T17

(Optional) show time-range name

Example:

switch (config-time-range) # show
time-range workday-daytime

IFFRIEEDH OB E 2 2R LE T,

ATvT8

(Optional) copy running-config
startup-config
Example:

switch (config-time-range) # copy
running-config startup-config

FETar T 4 Fal—rah, AX—
Ny a7 X¥al—vgila
[:O— Lij—o

RS DL R

BEAF ORFRI&EH O L — L OB L OHIBRZFEIT e 3, BEFOL— VIEF X EHA,
=V EEETHIZIE, FONL—LEHIRLTHE, BEEZMZ AV —LVEEER L ET,

BEAFDON— NV ORIZE LWL — V2 AT D UERH L 5E T, BUED Y — 7 L ARG DIEE

KU TEFANTEHATE 2L (T,

DETLET,

Procedure

resequence 2~ > K& L Co—7 v AEK 5% HE

Command or Action

Purpose

&

configureterminal

Example:

Jua—)LaryZ7 4 Xal— g
£ — F%Fﬂlﬂﬁébi\j‘o

IPACL DERFE .
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Command or Action

Purpose

switch# configure terminal
switch (config) #

ATvT2

time-range name

Example:

switch (config)# time-range
workday-daytime
switch (config-time-range) #

FEE ORFEHEPH ORFHEHE =2 > 7 0 ¥ =
L—ay ®—RE20BLET,

ATvT3

(Optional) [sequence-number] periodic
weekday time to [weekday] time
Example:

switch (config-time-range)# periodic
monday 00:00:00 to friday 23:59:59

FEERMA A FF LT BEFORM (Mima &
D3) O1ALEOHERG LR E
N 72D KD @I — IV EER L E
—g—O

ATv74

(Optional) [sequence-number] periodic
list-of-weekdays timeto time
Example:

switch (config-time-range)# 100 periodic
weekdays 05:00:00 to 22:00:00

list-of-weekdays 5 |$t CHIE S L7 H
O, FEEBRMGRZ &R TRZI O™ (Wi
EET) IEUENIR D LD rERL—
NEAERL L £, list-of-weekdays 513D
EZIIROF—T— PR TE £,
e daily : 1 OTXTOHREH
« weekdays : HIEA 2264 H £ T

eweekend : LMEHZNLHMEH £ T

ATvTh

(Optional) [sequence-number] absolute start
time date [end time date]
Example:

switch (config-time-range) # absolute
start 1:00 15 march 2013

start ¥— VY — FOH%AIHE L7z HiR
O e Dt FEHET O N — L 2 AE
KLET, endF—U— RE2HMELT=%
By ZTON—)VITBE AR E 5 & F
WZENTR D £,

ATvT6

(Optional) [sequence-number] absolute
[start time date] end time date
Example:

switch (config-time-range)# absolute
end 23:59:59 31 may 2013

end ¥ — VU — ROZAITHEE LT AR E
THN 72 HaRHEAET O/ — L EERK
LET, dartF—U—RKaHHT 5L,
ZON—)VIHE T HRZIBE 5 E T -
EHNTT,

ATy T17

(Optional) no {sequence-number | periodic
arguments. . .| absolute arguments. .. }

Example:

switch (config-time-range)# no 80

FERIHE D R/EDONL— LV EZHIFR L E
7,

ATvT8

(Optional) show time-range name

Example:

switch(config-time-range)# show
time-range workday-daytime

IFfRIAEPH D RE 2 Fos L £,

. IPACL DE%E
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Command or Action

Purpose

ATvT9

(Optional) copy running-config
startup-config
Example:

switch (config-time-range) # copy
running-config startup-config

FlTar 7 4 Fal—rarhk, AX—
NPy a7 Xal—rgila
[:0_ Li‘ﬂ—o

Related Topics

BRI D S — 4 v ZAF/ S DETH (94 =—2)

F<y i8] 2 B 0D Bl B

TS R bR &2 HIBR T & £,

Before you begin

Z ORFHIHIPA ACL L — /L OWTNMEH SN TV ENE I AR LET, HIFRTE S
DL, ACL b— VT STV 5 IRFfEIGEPH T, ACL /L—/WIZfl H & 41T 2 e i 2
HIBRLCH, ZTOACLBEAHIN TWNDA VX —T oA ADBRTEITITHELETEA, T3A
ATHIBR S R 95 ACL V— 2B ThDH L R LET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,

ATv T2

no time-range name

Example:

switch(config)# no time-range
daily-workhours

AT FEE LR EH 2 HIBR L £

ATvT3

(Optional) show time-range

Example:

switch (config-time-range) # show
time-range

TN T ORI OREZ FR LET,
HIIFR S U7 R RRISEDH I I ZOR S E R A,

ATvT4

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

ETar 74 Xal—ark, AE—
cNry 7 aryz4¥alb—vaila
to"—'[/ijqo

IPACL DERFE .
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BEEsmEOY— o RABEBEDESR

REEH O — B D B THENTWAE TR TDY—Fr  AFEEEFRTEET,

Procedure
Command or Action Purpose

AT w 71 | configureterminal JTa— )L a7 4 ¥z l—3a
Example: F—FEBLET
switch# configure terminal
switch (config) #

25w 72 | resequencetime-range name BE &GP D V— U o — v A F S 2 E
starting-sequence-number increment VMTES, FBELEBBY— s 2%
Example: BT DON—AZEI D JTHNET,
switch (config)# resequence time-range @é%ﬁg)éé/V*A/VGZIi\ EiﬁﬁOD/b*‘/L%k D

daily-workhours 100 10 L REWEELRfTFoNnET, HEOM
itch £i — - ;
switen(contio)f WRIE. HRE Lo k> Tk 0 &
ﬁ—o

R T v 7 3| (Optional) show time-range name IF I HLPH DR E 2 2R L £,
Example:
switch (config)# show time-range
daily-workhours

AT w 7 4 | (Optional) copy running-config FEiTar 74 Xal—ark, AX—
startup-config NPy 7 ar7 4 ¥al—varica
Example: E—L %7,
switch (config) # copy running-config
startup-config

by 2] 8 B 2% TE D 22

PP OBOEF 2 KR 2123, ROWTRDLOIEEZITVE T,

avU R =E]:g]

show time-range R O E 2 FR LET,

show running-configaclmgr | 4~ ~=C ORI 2 H T, ACLOEZEEF T LET,

. IPACL DE%E
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IP ACL (ZBH9 41BN

EpER=
BEEIEE TZaTFILEA I

TAP 7 7'V /7 —3 = | [Configuring TAP Aggregation and MPLS Stripping]

IP ACL D& E
|
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