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» match exception ip option

* match exception ipv6 option
* match exception ttl-failure
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+ match exception ipv6 icmp unreachable
* match exception ip icmp unreachable
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* acl-mac-12-tunnel
* acl-mac-13-isis
* acl-mac-lacp
* acl-mac-lldp
* acl-mac-sdp-srp
* acl-mac-stp

« acl-mac-undesirable

« 70 b ANNR=ADALZT {7 CoPPACLY 7 A R 7
* acl-dhcp
* acl-dhcp-relay-response
* acl-dhcp6
* acl-dhcp6-relay-response
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CiscoNX-OS 7 /34 2 DNEEEENRFIZ, DoS BEEND A— /"= NA P EV 2 — NV ERi#T DT
HDT 7 F IV kD copp-system-p-policy-strict 75 U —72% CiscoNX-0S V7 b7 = 72XV A >
Ab=NENET, BHIOEY NT v T 2—7F 4 VT 4T, ROWVTINDND CoPP KU v—
FTvarwBRRTHILICLY, RELINVERETEET,

e Strict : ZDORIY —lX1 L—bF, 2HF—T9,

e Moderate : ZDOHR Y —iX1L—k, 247 —TF, BEI T AD/N\—RA k %A X[ strict
A=Y REL, lenient KU — LD/ 2D FEF,

e Lenient : ZDORY > —X1b— b, 2HF7—TF, BEEY T AD/3—R ; YA XX moderate
A=Y RKREL, dense RV > — LV /hEL Y F9,

eDense : ORI v —iF 1 b—h, 2HF7—TF, RNUH—o CIR fliZ, strict NV > — k%
D HIRLS 720 £,

«Skip: = hr—L FL—r R v—F#EHInEEL, Xy bUV—r0arbo—
=BT D20, Skip A7 Y a VOERITHER S EEA)
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1. strict RY o REAINET, strict RY = HHB L. HEIZS T T, CoPP AR
V—RERTHI L EHERLET,
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Note pPOAP Zfli 424, T 7 4 /b b TIIEHE 2R Y o o 735 S 7=, CoPPAR Y 2—
ERETDHULENDY T,

copp-system-p-policy R U o —IZ1%, FEARMRT NA ABAEICR b LIZESRE STV E

T BT D DoS 1T T DIREELHITHE T DL O FEDY FTARLT 7R ar br—L
YA K~ (ACL) ZEMNTLH2MLENRHYET, 774V FCoPPARY >—, Y7 hy=T%

Ty 77 —=RFLTHERINEEA,

A

Caution  gkip 47 3 AN L, Z DI CoPP il & % E L TV 724, Cisco NX-0S 7 /31 A
(3 DoS ZrEEx} L THEgs 7RI 70 v £97,

CLI 7u 7 bbb saup 2~ REFEITLTHEY Yy N v 2—7 4 VT 4 ZEBET 5
M, F721X copp profile 2~ RZEFHEHA LT, CoPP DT 74 /v b R —%FEY Y TTX
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Related Topics
T 74 /V h® CoPP AR Y > —DER F /2 I3HEN 31 X—)

TI2ANWEISRAIYT
copp-system-class-critical 7 7 A DR EITRD L Y TT,

= B ooro— L IJL—rRYLUIDHE



| avro—n JL—2KYy

Fornt5522v7 |

class-map type control-plane match-any copp-system-p-class-critical
copp-system-p-acl-bgp
copp-system-p-acl-rip
copp-system-p-acl-vpc
copp-system-p-acl-bgpb
copp-system-p-acl-ospf
copp-system-p-acl-rip6
copp-system-p-acl-eigrp
copp-system-p-acl-ospf6
copp-system-p-acl-eigrp6
copp-system-p-acl-auto-rp
copp-system-p-acl-mac-13-isis

match
match
match
match
match
match
match
match
match
match
match

copp-system-class-exception 7 7 A D

access-group
access-group
access-group
access-group
access-group
access-group
access-group
access-group
access-group
access-group
access-group

name
name
name
name
name
name
name
name
name
name
name

Eun
54

i

E

IFRD EFD TT,

class-map type control-plane match-any copp-system-p-class-exception

match
match
match
match

copp-system-class-exception-diag 7 7 A D

exception
exception
exception
exception

ip option
ip icmp unreachable
ipv6 option
ipv6 icmp unreachable

RETKRD EFBY TT,

class-map type control-plane match-any copp-system-p-class-exception-diag
match exception ttl-failure
match exception mtu-failure

copp-system-class-important 27 7 A D

=N
AxX

=3

rE

IFRD EFD TT,

class-map type control-plane match-any copp-system-p-class-important
copp-system-p-acl-hsrp
copp-system-p-acl-vrrp
copp-system-p-acl-hsrp6
copp-system-p-acl-vrrp6
copp-system-p-acl-mac-11dp

match
match
match
match
match

copp-system-class-12-default 7 = A D

access-group
access-group
access-group
access-group
access-group

name
name
name
name
name

Ean
AX

=

rE

IFRD EFRY TT,

class-map type control-plane match-any copp-system-p-class-12-default
match access-group name copp-system-p-acl-mac-undesirable

copp-system-class-12-unpoliced 7 7 A D

Ean
AX

EFTRD &Y T,

class-map type control-plane match-any copp-system-p-class-12-unpoliced
copp-system-p-acl-mac-stp
copp-system-p-acl-mac-lacp
copp-system-p-acl-mac-cfsoe
copp-system-p-acl-mac-sdp-srp
copp-system-p-acl-mac-12-tunnel
copp-system-p-acl-mac-cdp-udld-vtp

match
match
match
match
match
match

copp-system-class-13mc-data 7 7 A D

access-group
access-group
access-group
access-group
access-group
access-group

name
name
name
name
name
name

Enn
AX

==

JE

FRD LBV TY,

class-map type control-plane match-any copp-system-p-class-13mc-data
match exception multicast rpf-failure
match exception multicast dest-miss

copp-system-class-13uc-data 7 7 A DR EITIRD L Y T,
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class-map type control-plane match-any copp-system-p-class-13uc-data
match exception glean

copp-system-class-management 77 7 A D EIFIRD &Y T,

class—-map type control-plane match-any copp-system-p-class-management

match access—-group name copp-system-p-acl-ftp
match access—-group name copp-system-p-acl-ntp
match access—-group name copp-system-p-acl-ssh
match access—-group name copp-system-p-acl-http
match access-group name copp-system-p-acl-ntp6
match access—-group name copp-system-p-acl-sftp
match access-group name copp-system-p-acl-snmp
match access-group name copp-system-p-acl-sshé
match access—-group name copp-system-p-acl-tftp
match access—-group name copp-system-p-acl-https
match access-group name copp-system-p-acl-snmp6
match access-group name copp-system-p-acl-tftp6
match access-group name copp-system-p-acl-radius
match access—-group name copp-system-p-acl-tacacs
match access—-group name copp-system-p-acl-telnet
match access-group name copp-system-p-acl-radiusé6
match access-group name copp-system-p-acl-tacacsé6
match access-group name copp-system-p-acl-telneté6

copp-system-class-monitoring 7 7 A DR EIZIKD LB Y TT,

class-map type control-plane match-any copp-system-p-class-monitoring
match access-group name copp-system-p-acl-icmp
match access-group name copp-system-p-acl-icmp6
match access—-group name copp-system-p-acl-traceroute

copp-system-class-multicast-host 7 7 A DX EILIRD & Y TH,

class-map type control-plane match-any copp-system-p-class-multicast-host
match access-group name copp-system-p-acl-mld

copp-system-class-multicast-router 7 7 A DR EITIRD &0 TT,

class-map type control-plane match-any copp-system-p-class-multicast-router
match access-group name copp-system-p-acl-pim
match access-group name copp-system-p-acl-msdp
match access-group name copp-system-p-acl-pimé
match access-group name copp-system-p-acl-pim-reg
match access-group name copp-system-p-acl-pimé-reg
match access-group name copp-system-p-acl-pim-mdt-join

copp-system-class-nat-flow 27 7 A DFEITIRD LY T,

class-map type control-plane match-any copp-system-p-class-nat-flow
match exception nat-flow

copp-system-class-ndp 27 7 A DFREITIRD L0 T,

class-map type control-plane match-any copp-system-p-class-ndp
match access-group name copp-system-p-acl-ndp

copp-system-class-normal 77 7 2 DFREIFIRD & Y TT,
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strict 7 74 1L CoPP KU o — [

class—-map type control-plane match-any copp-system-p-class-normal
match access—-group name copp-system-p-acl-mac-dotlx
match protocol arp

copp-system-class-normal-dhcp 77 7 A D EIIIRD &1 T,

class—-map type control-plane match-any copp-system-p-class-normal-dhcp
match access—-group name copp-system-p-acl-dhcp
match access-group name copp-system-p-acl-dhcp6

copp-system-class-normal-dhcp-relay-response 7 7 A D EILIRD &£ BV TT,

class—-map type control-plane match-any copp-system-p-class-normal-dhcp-relay-response
match access—-group name copp-system-p-acl-dhcp-relay-response
match access-group name copp-system-p-acl-dhcp6-relay-response

copp-system-class-normal-igmp 7 7 A DR EIFRD LBV T,

class-map type control-plane match-any copp-system-p-class-normal-igmp
match access-group name copp-system-p-acl-igmp

copp-system-class-redirect 27 7 A DFXEILIRD & B T,

class-map type control-plane match-any copp-system-p-class-redirect
match access-group name copp-system-p-acl-ptp

copp-system-class-undesirable 7 7 2 DEEITIRD &0 TH,

class-map type control-plane match-any copp-system-p-class-undesirable
match access-group name copp-system-p-acl-undesirable
match exception multicast sg-rpf-failure

copp-system-class-fcoe 7 7 ADFEITIRD &V T,

class-map type control-plane match-any copp-system-p-class-fcoe
match access-group name copp-system-p-acl-mac-fcoe

)

(GE)  copp-system-class-fcoe 77 7 AL Cisco Nexus 9200 2V — X AA v FTIIHAR—F I TV EH
Ao

strict 7 74 JL k CoPP7R!) & —
Cisco Nexus 9200 >V — X A2 A v F DA, strict CoPP R U > —DREITRDO LBV T,

)

GE) HLWA A=V T v 77— FT5RIOEGFOa—FE I AKX L CoPP 7' 7 7 A )LD
CIR fEiZ. LIHT &R U CIRMEIZZR D ET, FILWAA—=DT 740k a7 7 A )uhba
E—&N7=H LW CoPP 7 7 7 A /L Tlit, H LW CIREIZ/2 Y £,

policy-map type control-plane copp-system-p-policy-strict
class copp-system-p-class-13uc-data
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strict 7 7+ )L b+ CoPP /K1) & —

set cos 1

police cir 800 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 36000 kbps bc 1280000 bytes conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 2500 kbps bc 1280000 bytes conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 2600 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 10000 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 1000 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 2400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 2200 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 1300 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 1500 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 3000 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 280 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 150 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 150 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 150 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 50 mbps bc 8192000 bytes conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 800 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 400 kbps bc 32000 bytes conform transmit violate drop
class class—-default

set cos 0

police cir 400 kbps bc 32000 bytes conform transmit violate drop
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Cisco Nexus 9300 & 9500 U — X B LN, 3164Q. 31128PQ. 3232C., B LU3264Q A A v F
DA, strict CoPP R U ¥ — DR EITRDO E BV TT,

policy-map type control-plane copp-system-p-policy-strict

class copp-system-p-class-13uc-data

set cos 1

police cir 250 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 19000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 3000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 3000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 3000 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 2000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 3000 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 1500 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1500 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 300 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 400 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 6000 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 1500 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 50 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 50 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 300 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 20000 pps bc 8192 packets conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 15 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-fcoe

set cos 6

police cir 1500 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 100 pps bc 64 packets conform transmit violate drop
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class copp-system-p-class-12-default

set cos 0

police cir 50 pps bc 32 packets conform transmit violate drop
class class—-default

set cos 0

police cir 50 pps bc 32 packets conform transmit violate drop

moderate 7 27+ JL & CoPP 7R!) o —
CiscoNexus 9200 'V — X A A v F D4 . moderate CoPP AR U o — DR EIZRD & B Y TY,

policy-map type control-plane copp-system-p-policy-moderate

class copp-system-p-class-13uc-data

set cos 1

police cir 800 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 36000 kbps bc 1920000 bytes conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 2500 kbps bc 1920000 bytes conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 2600 kbps bc 192000 bytes conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 10000 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 1000 kbps bc 192000 bytes conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 2400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-normal

set cos 1

police cir 1400 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class—-ndp

set cos 6

police cir 1400 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp

set cos 1

police cir 1300 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 1500 kbps bc 96000 bytes conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 3000 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 280 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 150 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 150 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 150 kbps bc 192000 bytes conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 50 mbps bc 8192000 bytes conform transmit violate drop
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class copp-system-p-class-undesirable

set cos 0

police cir 200 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 800 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 400 kbps bc 48000 bytes conform transmit violate drop
class class—-default

set cos 0

police cir 400 kbps bc 48000 bytes conform transmit violate drop

Cisco Nexus 9300 & 9500 U —XE LT, 3164Q. 31128PQ. 3232C., B LU3264Q A A v F
DA . moderate CoPP AR Y o — DR TEIIRD E B TI,

policy-map type control-plane copp-system-p-policy-moderate

class copp-system-p-class-13uc-data

set cos 1

police cir 250 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 19000 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 3000 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 3000 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 3000 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 2000 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 3000 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 1500 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1500 pps bc 48 packets conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 300 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 400 pps bc 96 packets conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 6000 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 1500 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 50 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 50 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-monitoring
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set cos 1

police cir 300 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 20000 pps bc 8192 packets conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 15 pps bc 48 packets conform transmit violate drop
class copp-system-p-class—-fcoe

set cos 6

police cir 1500 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 100 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 50 pps bc 48 packets conform transmit violate drop
class class—-default

set cos 0

police cir 50 pps bc 48 packets conform transmit violate drop

lenient 7 74 JL k CoPP 7R') & —
Cisco Nexus 9200 >V — X 2 A v F D4 . lenient CoPP R U S —DEEITRDO LB Y T,

policy-map type control-plane copp-system-p-policy-lenient

class copp-system-p-class-13uc-data

set cos 1

police cir 800 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 36000 kbps bc 2560000 bytes conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 2500 kbps bc 2560000 bytes conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 2600 kbps bc 256000 bytes conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 10000 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 1000 kbps bc 256000 bytes conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 2400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-normal

set cos 1

police cir 1400 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class—-ndp

set cos 6

police cir 1400 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp

set cos 1

police cir 1300 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 1500 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 3000 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-redirect
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set cos 1

police cir 280 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 150 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 150 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 150 kbps bc 256000 bytes conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 50 mbps bc 8192000 bytes conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 200 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 800 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 400 kbps bc 64000 bytes conform transmit violate drop
class class—-default

set cos 0

police cir 400 kbps bc 64000 bytes conform transmit violate drop

Cisco Nexus 9300 & 9500 U —XEB LN, 3164Q. 31128PQ. 3232C., B LU3264Q A A v F
DY, lenient CoPP AR U 3 —ORREITIRD £35Y TT,

policy-map type control-plane copp-system-p-policy-lenient

class copp-system-p-class-13uc-data

set cos 1

police cir 250 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 19000 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 3000 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 3000 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 3000 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 2000 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 3000 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 1500 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1500 pps bc 64 packets conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 300 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1
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police cir 400 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 6000 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 1500 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 50 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 50 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 300 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 20000 pps bc 8192 packets conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 15 pps bc 64 packets conform transmit violate drop
class copp-system-p-class—-fcoe

set cos 6

police cir 1500 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 100 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 50 pps bc 64 packets conform transmit violate drop
class class—-default

set cos 0

police cir 50 pps bc 64 packets conform transmit violate drop

TURTIAILECPPRY &—
Cisco Nexus 9200 >V — X A A v F DG, dense CoPP R U —DREIFKRD LBV TI,

policy-map type control-plane copp-system-p-policy-dense

class copp-system-p-class-13uc-data

set cos 1

police cir 800 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 4500 kbps bc 1280000 bytes conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 2500 kbps bc 1280000 bytes conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 370 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 2500 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 2

police cir 300 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 600 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-normal

set cos 1

= B ooro— L IJL—rRYLUIDHE




7!

| avro—nJL—rRyLoTnHEE
o270k coPP Ky S — [

police cir 1400 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-ndp

set cos 1

police cir 350 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 750 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 750 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 1400 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 150 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 50 mbps bc 8192000 bytes conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 100 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class class—-default

set cos 0

police cir 200 kbps bc 32000 bytes conform transmit violate drop

Cisco Nexus 9300 & 9500 U —XF LT, 3164Q. 31128PQ. 3232C., B LU3264Q AA v F
D5, dense CoPP 7N U ¥ —DFEIFRD &Y TT,

policy-map type control-plane copp-system-p-policy-dense

class copp-system-p-class-13uc-data

set cos 1

police cir 250 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 2500 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 1200 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 1200 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 1200 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 2

police cir 1000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 1200 pps bc 32 packets conform transmit violate drop
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class copp-system-p-class—-normal

set cos 1

police cir 750 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-ndp

set cos 1

police cir 750 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 150 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 200 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 2500 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 1500 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 50 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 50 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 50 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 20000 pps bc 8192 packets conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 15 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-fcoe

set cos 6

police cir 750 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 25 pps bc 32 packets conform transmit violate drop
class class—-default

set cos 0

police cir 25 pps bc 32 packets conform transmit violate drop
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Procedure

ATYF1 dassmapa~ 2 REHALT, NI 7 497 77 A%ERLET, VT 74007 7T RIZ
7T 4y 7 DPEIEMR L ET,
RIT, copp-sample-class & FHENDH LW\~ » T EAERT 262 R L £T,
class—-map type control-plane copp-sample-class

RTw T2 policy-map =2~ REHEMLT, N7 74w 7 KV —%2EHRLET ., T 710927 K
V= (R v—~o ) WE NI T4y ITRE NI T 4T JTAICEHATS 1O
ETIFTEED CoPP REZ B E T, M T 7 1 v AU —ND CoPP DRERE T, ST
N7 74w 7 DRERFIEPRRED £,

AT w73 control-plane =2~ K B LW service-policy 2~ > FEHEHALT, FT7 74 v 27 KU — (K
Jo—~<v/) Zarbo—L FL— BB LET,
Wiz, avyira—n FL— AR =~y T 50 E R LET,

control-plane
service-policy input copp-system-policy

Note copp-system-policy [T IZFRE S 4L, WHINET, ZOa~y FEPIRAIHEH T
LHEIH Y FHE A,

CoPP Lt EEEA A —T (4R

Cisco NX-OS 7 /31 A%, BHA VH—T7 24 A2 (mgmt0) Z#HHR—hkLZWWN—RU=7
NR—=ZAD CoPP 12V R—FLET, 77U FF 7 Rmgmt0 A ¥ —7 = A AL CPU T
ERERERET B 720, CoPPRFEINTNEA VNV R T T 4w 7 =Ry =T Ti@EL £
A,

mgmt0 > 7 —7 = A AT, ACLZREL T, MEXATDNTT 4 v I ~DT 7 &A%
AIEIFEST L2 ENTEET,

Related Topics
IP ACL DR E
MAC ACL D& E

CoPP MJEEFIH L HIFIEIR

CoPP (283 2 1EEHIH L HFFHIIRDO LBV T,

o T strict T 7 4V FCoPPARY v—%fERA L, T, —F B Z—BIOT 7V r—
va OBEMIZHESNT CoPP R V—%BHESTHZ LML E9,

avrao—LFL—rvRysoioEE |}


cisco-nexus-9000-nx-os-security-configuration-guide-103x_chapter12.pdf#nameddest=unique_42
cisco-nexus-9000-nx-os-security-configuration-guide-103x_chapter13.pdf#nameddest=unique_439

avra—LIL—rRYLUI0EE |
B crrozssEesinsm

o %5 1 X CiscoNexus 9000 > U — & A A v F (FEEX/FX/FX2) 1. EETLX— A D CoPP
EHAR—FLTWERA, ZOHIEIZ. 7T 7 K 24 —LdD ASIC ~<X— 2D (Cisco Nexus
ALy FIITHFEELERA,

e match-all 7> 3 X CoPP 7 7 A~ v 7 TlI¥AR— b7, i match-any 47 =
VNXT 7 AV M0 £9,

¢« COPPD N A X~ A RiIMiH72 7 v A TY, CoOPPERTET H & &L, FEDERET
RIS 71 haVOEREDO A BT, P — NBREEICHM B e A —X— o PHEEEZ B R
THLERHDET, 207 e ha/LoMiEREREINZS, CoPP 2 EF T A ME
NH Y EJ,

+ CoPP ZffiMIICE =X T D L AHELET, Fu vy 70BN AELEEAIE. CoPPA h T
T4 T EBo T Ry L=Dd, FIGE8 ECHBIISE L TRy Lok
HELTLZEW, WTFNRoHES, RESoH L, CoPP R o —%ABH T 5 MH %57

DI TA Ty T THRELRWIN T 7 4 v 73T T, KEDI TR (FT740 7T
Z) CREINET, ZOZF7ARDO ey 72EF=2 L, ZN6D Ny TRLEDR
WET T4y ZIZHESNTND DN, FTTRIE SN TWRWIZOITBIND MBI RE D
MRTHDLINE I PEMELET,

T A br—/L URAK (ACL) ZHEBLCLV—% TatyHicV XA L7 T 54

EOHH/Nry b (& 21X, ARPB I O'DHCP) ZHET 572012, §_XTHTa— R
XY AN BMI T4 TNCPPRY 7 2 BLTCEEINET, VA L7 FTEHEHLED
BRNTa—REF Y A FT 7 4 w7 ZCoPP Yy Z71Tx L THRA S, HEILLZ N7y
MEERX LAy OB HENRAN—R T2 T7NTHI T FENFETHR, CPUILITEE SN
FHA, CPUILEE LRTNERS20WTr—RE¥y A s v T 7 4 v7 L, CPUICERE
TOUEDRNTa—RNXY A N7 4 v 7 a2 RRD 77 R IHMET H0ERDHY E
7T

sCoPPEHTELTtk, W7 TRy IPROREHON—T 4 7 7a harhl S
NTWERNEDETRTHIBRL T ZE0,

sCoPPRY v —IZLoT, V=T 47 T bharpEOr VT AN NTT 47,
FTNET AN ANDA BT I T 4 TIRT IV VANTANEZ Y T ENRNEHICEEL
TLEEN, ZTONT T4 I 5T 4NE Y 7T B E, CiscoNX-OS T /34 A~D Y

E— N T BABREELIN, 3 Y VRPN EIZR D50 £7,

« CiscoNX-OS V7 b7 =7 (%, tHJJCoPP &Y A L b E— R&HAR— b LEFA, CoPP
. ANNTORYFR—FENET (v bhe—L FL—r X —T A AKX LT
service-policy output copp =2~ > RidfEHATE EHA) .

e N—KRy=T7DOT7EAarba—/L ) (ACE) t v h B HiE, ACLmEE
JTHEMATEET, CPUD T 7 4 v 7 Z2iHliT 2I121%, Y7 hY=7DACEE v b 7
7 L & L show access-lists F J UF show policy-map type control-plane =~ > R &2 L £
ﬁqo

¢ CiscONX-OS FXA ZADN— KT =2 T7%, T+ T—F 47 =Y HALT CoPP 25T
LE¥Ed, CoPPIIHEARY > —%2 YR —FLTWEHA, LEN-T, L— h2EIRT D

= B ooro— L IJL—rRYLUIDHE
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A, B NT 7 4 vV TR NN FED a0 — VBRI BARENT D D7
EIZ LT &V,

cEHDOTa—NEL T TR BT ENDHEE. HaxD 7 a—OREHERIIMEH X
FH A,

» CoPP HHEA 7R — h 9% CiscoNX-0OS U U —ZAMnb, FrLnwr'm harozomors 7
A %t CoPP HEREA VAR — R 95 CiscoNX-0S U U —R(ZT v 77 L— KT 5481%
CoPP O LWI T AEMERAFRRICT 7201y T v 7 2—F7 4 V7T 4 % setup 2~
v R TEFTT 57 copp profile 2~ > REZFITTHMENRH Y £,

carbr—FL—r RIU T (CoPP) HEREZ YR — L TU% CiscoNX-0S U U —
A5 CoPP #REZ V7R — b L TWRWELETD CiscoNX-OS U J —ZA~DF T 7 L— K
% F1T9 DI, show incompatibility nxos bootflash filename =~ > K& H L C A #ME
ERER L TBLERDH Y £7, AR NEET 58T, Y7 hv=T 250
T —RT LRI, XU TL—RA A=V L ET@@#EW’&E Ex T NTHEEYLL T2
0,

« CoPP IZEZNC CEEH A, TNEEHICLLY ET5L. 7y M50y MNib,

* AF YT CoPPRY = AT a g, Xy NI—=rOar bu—L 7 L— I
250 8EMENH D720, Cisco NX-OS #IHIFREL—T 4 VT 4 B HIBRESNE LT,

» Cisco Nexus 9200 V) — XA A » F L, 10 kbps D5 TDFHCoPPAR Y H— 1L — k& ¥ —
FLET, 10kbpsDfEFH TRV L — FBRRESNTWDHEG, TOL— MITVETHR
F9, 7oL xE, S5Kbps DL — R EFHELTH, AA v F L 50kbps i H LET,

(show policy-map typecontrol-plane =~ > R CF/RE N5 DIF2—HFHED L — KT,
FEMIZOWTIL,  [CoPP OREDHER (37 ~—) | #ZRLTIZIW) .

» Cisco Nexus 9200 2 U — X XA » FTiL, ip icmp redirect, IPv6 icmp redirect, ip ICMP
unreachable, ipv6 icmp unreachable, 35 & O mtu-failure (%[ U TCAM = F U ZfEH L,
INDERTRTHEIND Y T A~y T THERY —HIZRYOFEISPITFEL £3, CoPP
BT 07 7 A VT 77XW%77X7/7LA%éhi¢ A CoP PARY o —T
X, OOBINNEI2 D 7 T A~ v (T2 2L, class-exception-diag) (2 DGHA. 7D
DOEFMIFR L7 7 A~ > FITEINET,

* copp-system-class-fcoe 77 7 A% Cisco Nexus 9200 'V — X A A & FT{IHHA— FI T
EFH A,

« AZT 4 w7 TCoPPACL IZIX. IROTA RIA v EHIBRFENIBEHSNET,
* Cisco Nexus 9200 'V — & A A v FDIHNAXT 4 v CoPP ACL ZfifH L £,
o« AHX T 4 w7 CoPPACL I%. BI® CoPP 7 7 A CH~ vy VL 7 TEE£4,

« AXT 47 CoOPPACLOT 7R a2y he—n Y (ACE) 134 E F7-13H
RTXEHA,

¢« COPPACLIZAXT 4 v 7 ACLOYV T AR UV ITMBBBE, TOXALTDRNT T 4w
7L C~vy B ranEd, =& 21X, ACLIZ acl-mac-stp 7 A2 U v 71 E
FNTWAEES. STP F T 74 v 732D ACL DV F A ~ v FICHBEINET,

avrao—LFL—rvRysoioEE |}
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« AX T 4 v CoPP ACL X, CoPP RV L —NTONE, ESNDIERF, BIW
show policy-map type control-plane =~ > KO I TOERIZEFR2LS, #A4FI >
27 CoPP ACL L0 bR ENET,

e CoPPRY o —I|ZAHT v 7 CoPPACLNMLETY, INxirbne ., CoPPARY
UIXESREINET,

» Cisco Nexus U U —2% 9.2(2) LAK&, Cisco Nexus 9300-EX, Cisco Nexus 9300-FX +/ U — X &
A v F. BE N CiscoNexus 9500 77 v h 7 +—2I=b AA v FiX, 7a b=z ACL 7 4 /v
YT kY R—RFLTWET, ZDU U —ATE, IPv6 ACL [TV HAR—hINTHEH
Ao

* Cisco NX-0OS U U —2 9.2(3) LA ClE. Cisco Nexus 9300-EX, Cisco Nexus 9300-FX +/VJ —
R AA »F, BLO CiscoNexus 9500 77 > 7 4 —L AL v F DX AF I 7 CoPP T
IPv6 ACL 3 AR — F SN TWNET,

¢« /7 CoPP DO k)L ACL 7 4 V& V) 71T, IROFIRRH Y £,

« H/JCoPPACLZ EFHET A L. BFEONL— LA BMEIZHIBTE A< 0 ET, =
. HSICoPPACLIZAHINENT= TR TCHO I T Ay TR —~ v FITHEA S
NEJ,

cBEfFDOH I CoPP T LWARY o —TEEEXTAHZ LITTEERAL, FTLWLKRY > —
ZEINT AR, BEFEDOH S CoPP ZHIBT 2 MERH Y 9,

LT 7 a T ENERY AL

e T RTOTY FVIZITCAM T I h08n, MLy M) ZFH2250OMAC F7-
IZIP ACL MERR SN, RUERIERR D7 T A< v T2,V RENTWBEA.
H72 D TCAM A_R— A %fEHA L E9,

« 11 CoPP THR—F &5 TCAM I —E L VORKREIZ128=> FY T, 24
YRV TPHRIEASAT, FED O 104 =2 bV XH S CoPP T, T _XTHIE T, Zh
X, 52 (Ipv4. mac, Ipv6) =2 b U DWT NI F£9,

AR Y —ZFHHTAELE, cirkbustZ0ICLT, NI 74 v 7RI Ry I TE
F9,

*« SNMP MIB (%, AHA— kSN FEHFA,

« 7y REER O BN SR E T LT D855, CoPP X CoPP ACL 23E%E S LTV D JIE
FIZESNWT Ay FEREL, B—D 7 7 AKX L TORBRELET, U THEh
7= CoPP Ei{E T,

Cisco NX-OS U U —2 9.3 (4) LAKETi%, UC FIB MISS #il$hE CoPP 7 7 A
(copp-system-p-class-exception) (ZXfLCH D FEZET, L7z >T, ~7 vy MITIL
(accounted user class copp-system-p-class-exception-diag) & UC FIM MISS %4k Ot 5 73 &

Y6, UCFIBMISS #il4h & RcEnFE 4, ZOEMEIX. copp-system-p-class-exception 7

7 ADNEF73 copp-system-p-class-exception-diag 7 7 A £ 0 &\ CoPP 7 7 A DINENLD 7=

= B ooro— L IJL—rRYLUIDHE
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OIZFAELET, NX-0S U U—2934) LVHETDONX-0S VU —2TiL, UCFIBMISS
AME CoPP L— LIZ K> THIZRIGIZALB S EF AT LT,

« CoPP ALBRIL 2 DO B THERL S IVE T, BAIDERETIL, &7 7 AR Y o —THEEON
Ty N A ZXBHFRHEINETE, X7y FR2FHOBEMIIASL L, 44 34 FONES
ANy X —=PEMESNET, ZAUTED, TXTD CoPP 7 7 ADHAERY ¥ —E£ 72 ITEK
R —PEFRINET, ZOHIfRIX, Cisco Nexus 9300-FX. Nexus 9300-FX2, Nexus
9364C, Nexus 9332C, BLU9300-GX 7T v 7+ —Ah AL v FIZHHA I ET,

« Cisco NX-0S U U — 2 10.1 (2) BAKE. CoPP I N9K-X9624D-R2 #5 L UF N9K-C9508-FM-R2
TTy "N T H—b AL T THR—FEINET,

« CiscoNX-0S U U — 2 10.1(2) LI, CoPP i3 N9K-C9364D-GX2A 35 £ TXNIK C9332D-GX2B
Iy N T F—b AL v FTHR—FEINFET,

* CiscoNX-OS U U — 10.3(1)F LAF&, Cisco Nexus 9800 77 »» k7 4— 2 AA » F T CoPP
ACL ’HHR—hanE7d,

* Cisco Nexus 9800 7'J v b 7 —2 AA v FIZ1E, SUP CoPP ACL VA" — MIBEITHKD
HIBRA S 0 F9,

e RYH— L— NI, ZF— 1 T 161 PPS O T,
AT =0T = — =N H Y FHA,

e AT =V 2OHINILC/IEY 22— LYL T, A7 —Y 3 O 7)1 SUP/CPU L~L
<7

e 77TV IFMIE, AN R RAZEELEEA,
AT —U 1, AT —V 2. BIURRAT—3® CoPP R Y 2 —IL PPS T,
e HAZ L CoPP TlE, RUY— L—  NOEEDOLNYFR—NENFT,
s NT T 4w DD NT T 4 v 7R ERRET 5 (21E, Cisco Nexus 9300 GX,

FX/FX2/FX3, N9K-C9504-FM-G ¥ & TN N9K-C9508-FM-G A A v F, 335 L UV NIK-X9716D
-GX 74 71— R7C CoPP 7 7 ADi@% ® CIR fE% 2200 kbps (2L L £ 7,

* CiscoNX-0S U U — R 10.3(2)F LAKE, R/RX 7 A > #— K% 2. 7= Cisco Nexus 9504 35 L
9508 AA > F T, CoPP D V—A [P X—ADT7 4 /LX) TDYR—rPBMENEL
7=

\}

GE)  IPv6 DA, V—RAIPR—ADT 4 )LEZ U L. 24bMSB F
THR—brENFET,

avrao—LFL—rvRysoioEE |}
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CoPP DT 7 A+ )L FEXTE

CoPP D%

a2 kA—)L

WRDFEIZ, CoOPP RTF A —ZDF 7 4 )V "NREEZ R LET,

Table 1: COPP /X5 A — 32 DT 7+ )L F&RTE

NS A—4H TI7AILE

F7 4L kB Y L — |strict

FIFNL IR —|9RY S — xR

Note BT 57 52~y P THR—-FENDHRY —DRRE
1T 128 T,

2 r—)L 7 7 7 5 [ 1.00

—
~E

Z Tlid. CoPP OFEEHIEIZ DWW TEHH L ET,

O I — O - I_I_I
TL—V DT RTYTDEE
aryha—LFL—r R —Dary ta— LS —r VTR FEBRETAHLENRD Y
ij_o

NT T4y 7 2T DI BFEO ACLICESHN Ty F2lRE LET, ACL ¥ —U—
R permit 35 X O deny (X, MAKHZIFEY S E T,

IPX—T a4 (IPvd) BEIOIP N—=T 306 (IPve) O3y MZXLTHRY —%RET
xET,

Before you begin

77%7/7WTMEE/%ﬁ7/&%E%¢6 AlZ. IPACL DR TELTHDHZ & &k
mu L/ i j—o

Procedure
Command or Action Purpose
ATFv 1 configure terminal rTa— ) a7 4 Xal—3a
Example: T FEBIBLET,
switch# configure terminal
switch (config) #

= B ooro— L IJL—rRYLUIDHE
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avkA—LTL—2 IS5RATY TDRE .

Command or Action

Purpose

ATvT2

class-map type control-plane [match-all
| match-any] class-map-name

Example:

switch (config)# class-map type
control-plane ClassMapA
switch (config-cmap) #

ayvha—L L —r VT ATYS
EHEL, /7 I7A~y T ary7 4Xa
L—yay E—REfBLET, 7
7 4V F D7 T A—EE match-any T
T ARNTIRK 64 T T, RILFE /N
SCFIFRAIE I ET,

Note class-default, match-all, =

7213 match-any % 7 7 X
~ Y TRIHERTEEY
/1/0

ATvT3

(Optional) match access-group name
access-list-name
Example:

switch (config-cmap) # match
access-group name MyAccessList

IPACLDO~ v F U 7 HEBELET,

Note ACL ¥—Y — K permit 3
L O'deny 1L, CoPP v v F

YRR ERE S L E T,

ATvT4

(Optional) match exception {ip | ipv6}
icmp redirect
Example:

switch (config-cmap)# match exception
ip icmp redirect

IPv4 F 721X IPVv6 ICMP U XA L 7 ~4i
HNolry hDO~yF U T ERELE
KR

ATy TH

(Optional) match exception {ip | ipv6}
icmp unreachable
Example:

switch (config-cmap) # match exception
ip icmp unreachable

IPv4 % 7-1% IPv6 ICMP F5EAREFISR %
ro b~y FUTERELET,

ATvT6

(Optional) match exception {ip | ipv6}
option
Example:

switch (config-cmap)# match exception
ip option

IPv4 F 721% IPv6 ICMP A 73 = 4}k
Rry Oy F o TEHBBELET,

ATy T17

match protocol arp

Example:

switch (config-cmap)# match protocol
arp

IP7 RL A7 k=L (ARP) B
FOWT RV AR T v fan
(RARP) /X7 v b~ v F o T a g
ELET,

ATvT8

exit
Example:

switch (config-cmap) # exit
switch (config) #

I A~wy S ary7 4 Xal—g
E—RFEKTLET,

avrao—LFL—rvRysoioEE |}
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Command or Action

Purpose

ATvT9

(Optional) show class-map type
control-plane [class-map-name]
Example:

switch (config)# show class-map type
control-plane

ayvira—)L FL—r TR <y S
DREEFARLET,

ATy 710

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

EfFar 74 X¥al—Tark, A
R— T v Slary7 4 Falb— a3y
IZar— L%,

avkA— )L JL—2FRYO—TwTD

CoPPORY v—~<v 7%

A

axX B
RETHLERHDET, N —<oAUIRY T RT A —

ZHaHOET, 7 T7ADORY Y —2RELRN-THE. ROT 74V FRREINET,

«50 /3% NEY (pps) . 32737 RdD/N—Z bk (Cisco Nexus 9300 33 J 189500 + U — X
3164Q, 31128PQ. 3232C, FB XV 3264Q AA v T DFH)

«150 ¥ = &y ~MF (kbps) . 32,000 /31 kD/S—Z K (Cisco Nexus 9200 'V — X A A v

F b

)

Before you begin

gy b= L= VAR TINRELTHDZ EEMERLET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 FX¥al—g v
TNzl £7,

ATy T2

policy-map type control-plane
policy-map-name
Example:

switch (config)# policy-map type
control-plane ClassMapA
switch (config-pmap) #

aviro— FL—r R — <y
TEEEL, RV —~wyFar7g
Xl —grE'—REBBLET,
RNY ¥— vy T4 EK 64 LT T,
RICF LD LFIERB SV ET,

ATvT3

class {class-map-name [insert-before
class-map-name?2] | class-default}

Example:

= B ooro— L IJL—rRYLUIDHE

ayvhka—) L= TRy
HFEINZI TAT 74V NEFREL,
ayha— V= I TRaALT 4
Xal—aryev—FEBBLET,
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Ay kA= TL—rRY =3V TORE .

Command or Action

Purpose

switch (config-pmap)# class ClassMapA
switch (config-pmap-c) #

class-default 7 7 A < v 71X, T KV
V=N T DI TATYy T UARD
KEIHLE LET,

ATv74

KOWTNILDOa<r REANLE
K

* police[cir] {cir-rate [rate-type]}

* police[cir] {cir-rate [rate-type]} [bc]
burst-size [burst-size-type]

* police [cir] {cir-rate [rate-type]]}
conform transmit [violate drop]

Example:

switch (config-pmap-c)# police cir
52000 bc 1000 packets

Example:

switch (config-pmap-c) # police cir 3400
kbps bc 200 kbytes

HEHBHRL— b (CIR) ZHEELET,
L— M ZRIZR L ET,

+ 0 — 268435456 pps (Cisco Nexus
9300 33 L1V 9500 ¥ U — X
3164Q. 31128PQ, 3232C, B LW
3264Q AA v F DA

* 0 — 80000000000 bps / gbps / kbps /
mbps (Cisco Nexus 9200 /' J — &
AA v FOHE)

Note CIR L' — FOHHIZ 0205
WMEY ET, LRI U —
A TlE. CIR L— h DO#ipH
1B EVET, 0O
ETEATYy PR ey
LET,

committed burst (BC) &iHIZR D X 9 12
™Y ET,

+1—107374173/7 > I (Cisco Nexus
9300 33 L1V 9500 2 U — X
3164Q. 31128PQ, 3232C, B LW
3264Q AA v F DA

* 1— 512000000 /XA | /kbytes /
mbytes (Cisco Nexus 9200 > J — X
A v FOHE)

BEREET Vv aid, Xy FEk
FELET,

Note [@ U CIR |2 BC & —%
(conform) 77 v a v %

fRETEET,

ATy TH

(Optional) logging drop threshold
[drop-count [level syslog-level]]
Example:

switch (config-pmap-c)# logging drop
threshold 100

ey 7SI 7y hoLEWEE
BEL, Fry 7HRRELZLEWD
ExB 2 7-54. Syslog #4EK L E
7, drop-count 51 DEIPAIE 1 ~
8000000000 /34 kT, sydog-level 3|

avrao—LFL—rvRysoioEE |}
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Command or Action

Purpose

Bo®MI1I~7THY, T7H1 b
LLid 4 T,

ATvT6

(Optional) set cos cos-value

Example:

switch (config-pmap-c)# set cos 1

802.1Q CoSfEZfEE L £, #iPHIZ 0
~7T¥, 77/ MEIZOTT,

ATy T17

exit
Example:

switch (config-pmap-c)# exit
switch (config-pmap) #

RV —~wy 732 a7 X
L— gy FT—REKTLET,

ATvT8

exit
Example:

switch (config-pmap) # exit
switch (config) #

Ry —<~w a7 4 Fa2l—3
v E— F‘%%gT Lij—o

ATvT9

(Optional) show policy-map type
control-plane [expand] [name
class-map-name]

Example:

switch (config)# show policy-map type
control-plane

ayvihe—)L FL—r Ry — <y
TOBREEFRTLET,

ATy 710

(Optional) copy running-config
startup-config
Example:

switch(config)# copy running-config
startup-config

ETar 74 Xal—Ta %k, R
H— K N7y a7 Fal—av
IZar—L%Ed,

Related Topics

aryhe—N L= TRy TORE 24 —)

ayvkO—)L JL—2

H—EX R O—DEK

=

X

CoPP#—E A RY L —IZK LTI DFERITIEHORY > — v 7E2RETEET,

= B ooro— L IJL—rRYLUIDHE
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avro—n Fr—rH—ex Kyv—nxz [

\)

Note CoPPRU L —%2LEHL CoPPOHIAX LRI —%WHALELY ELEESE, "—FU=TH
TIHIET FI v 7 ELTHRESIN, MDA v E—UNRERINET,

This operation can cause disruption of control traffic. Proceed (y/n)? [no] y

2013 Nov 13 23:16:46 switch $ACLQOS-SLOT24-5-ACLQOS NON ATOMIC:
update done for CoPP
2013 Nov 13 23:16:46 switch $ACLQOS-SLOT23-5-ACLQOS NON ATOMIC:
update done for CoPP
2013 Nov 13 23:16:46 switch $ACLQOS-SLOT21-5-ACLQOS NON ATOMIC:
update done for CoPP
2013 Nov 13 23:16:46 switch $ACLQOS-SLOT25-5-ACLQOS NON ATOMIC:
update done for CoPP
2013 Nov 13 23:16:46 switch $ACLQOS-SLOT26-5-ACLQOS NON ATOMIC:
update done for CoPP
2013 Nov 13 23:16:46 switch $ACLQOS-SLOT22-5-ACLQOS NON ATOMIC:
update done for CoPP
2013 Nov 13 23:16:46 switch $ACLQOS-SLOT4-5-ACLQOS NON ATOMIC:
update done for CoPP

Non

Non

Non

Non

Non

Non

Non

atomic ACL/QoS policy
atomic ACL/QoS policy
atomic ACL/QoS policy
atomic ACL/QoS policy
atomic ACL/QoS policy
atomic ACL/QoS policy

atomic ACL/QoS policy

Before you begin

arvyhe—L L= R =< RRELTHDL I 2R LET,

Procedure
Command or Action Purpose

AT w 71 | configureterminal Ja—r)L Ay 7 4 Xa L— g
Example: EF—RFEBLET
switch# configure terminal
switch (config) #

R 72 |control-plane 2y hr— FlL—r a7 4 ¥a
Example: L—y gy B—REHBLET,

switch(config)# control-plane
switch (config-cp) #

AT 73 |[no] service-policy input policy-map-name| A k7 7 ¢ v 7 DAY >— v v 7%

switch (config-cp)# service-policy input]

Example: ELES, R == v TR EEDH 5
BEE. ZOAT vy T EBVIELET,

Foltevtian COPPIZT 1 & —F M T £ A, =
Da~vr ROonEREATHE, X
4y ME 50 2%y M,
ATy 74| exit aybha—L FL—r a7 4 ¥a
Example: L—yay E—ReTLET,

switch (config-cp)# exit
switch (config) #

avkaO—)LTL—r Ry

g0

#t B
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Command or Action

Purpose

ATvT5

(Optional) show running-config copp [all]

Example:

switch (config)# show running-config
copp

CoPP A EEFR T LET,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

T T4 F¥al—T gk, AX—
Ny a7 4 F¥Fal—gila
to“*[/ij—o

Related Topics
arvir—L FL—r RY— <y FTORE

(26 X—2)

SAH—FKZTEDCPP DR —IL T 79 BDKTE

FGALVH—RITEDCOPP DAY —)v 777 X%

RETEET,

ARr—)v 7 7 7 X DORET, FEDTA > H— RIZ#H Sz CoPP DR Y v —DR Y H—
L—bhDR—Y U ZIERHESNET, ZITAIEIL0.10 ~2.00 T, FEDTA L — K
Wk U CTHED CoPP AR Y —2EHEFIZ, AU — L— s E2#EINEITHcEEd, £
FIx T <ICHEDE 25720, CoPP AR > —%2HEATILEIH Y FHA,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—R_) a7 4 F¥al— g
E— FEBRBLET

ATy T2

control-plane

Example:

switch(config)# control-plane
switch (config-cp) #

ayhka—)L L —r a7 4 F¥a
L—yarET— RREBLET,

ATvT3

scale-factor value module
multiple-module-range
Example:

switch (config-cp)# scale-factor 1.10
module 1-2

= B ooro— L IJL—rRYLUIDHE

FA v H—=RITLICRIY— 1L —L+ %
BELET, FAISNTERAT—1 77
7 BAE1%0.10 ~2.00 TF, AAFr—/L
Ty 7 ZENREREINTWDEAE, R
U TEICIZEY 2 — O3t B A
=)V 77 7 ZENRERE S, BED
EFEV 2T R T IV T SNET,
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740 0 CoPP Ky v—nzEE-aEER

Command or Action

Purpose

FIFINVRDAr—)v 77 7 ZE 1.00
\ZER97121%, noscale-factor valuemodule
multiple-module-range =~ > K % 19"
57>, scalefactor 1 module
multiple-module-range =~ > R & L
THRBIZT 7 4V hDARr—)L 7 7
72 THDHIE 100 IZERELET,

ATvT4

(Optional) show policy-map interface
control-plane
Example:

switch (config-cp)# show policy-map
interface control-plane

CoPP RV v —23 @ S 5 6125w A
SNBARTF—)V 777 FZEERRLE
—g—O

ATvTh

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

FEifra 74X al—arhr, AX—
Ny a7 40Xl — g0l a
vE—LF9,

TI7AILEFDCPP R O—DEEF-IIHEEH

BIDT 74k CoPPARY —IZEF LY, WLT 74/ bk CoPPARY —2fEA LY
TEHZLENTEET,

Procedure

Command or Action

Purpose

ATy T

(10l'11]nocopp
profilestrictmoderatelenient dense

Example:

switch (config)# copp profile moderate

COPPRANT T I7FT 4 AR I —%i#
HLET,

CoPPIZT A E—7 MZT&EEFH A, =
Da<wr RZno 7 4+—b&x AT 5
Gy Ty MI1TEHZY 50 37 > K
IZiZb— MRS v E T,

ATy T2

(Optional) show copp status

Example:

switch (config) # show copp status

% OB TEMEBLOEDRAT —H A2
E. CoPP DAT—H ABFRLET,
ZDavwy R&EFITT 5L, CoPP A
NS0T 4 AR —narba—
N T — T EyTFINTNWAHI L
EWRTIHZ B TEET,

ATvT3

(Optional) show running-config copp

Example:

FEiTar 7 4 F 2 b—3 3 NO CoPP
BREEHFTRLET,

avrao—LFL—rvRysoioEE |}
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Command or Action Purpose

switch (config)# show running-config
copp

Related Topics
By Ty T a—=T 4 U T 4IZLDT 74NN CoPPARY O —DERE-IIFEN (43
A=)

COPPRR + TS0 T4 R ARYL—OaE—

CoPP A NTZ 7T 4 AR —FHA RV EHTT, TOREE2EETHHAIT. Thvze
A —FTHMNERHD ET,

Procedure
Command or Action Purpose

AT 71 |copp copy profile {strict | moderate | CoPP XA NTFF 77 4 AR —D=
lenient | dense} {prefix | suffix} string [ Y = AT
Example: CoPP /L, f8ELT T VT 4 v 7 AE T
switch# copp copy profile strict prefix] @i‘ﬁ_7 P 4 X@‘ﬁ—/\f@ﬁ 5 2 <

b
e FREOKRY v— ~ v FOLHEET
LET,

R T 72 |(Optional) show copp status R DOBREMEL L OED AT —H R
Example: £, CoPP O)X?—f)" 2EFERLET,
switch# show copp status Zpavy ]\ %%{T‘a‘é & - E— éh

R —Nay ba—) L —02
TH T ENTN W EEERT L2
EHTEET,

AT 73 |(Optional) show running-config copp aA—ENRY —REE G, FT
Example: 2T 4 Fal— 3 N CoPPHE
switch# show running-config copp %3?§ﬁ%L/EETfO

HAOCPPO 7O RIJLACL D 4 LB Y

HIJCoPPD 72 = )LACL 7 4 V&2 ) 7020, NX-OS AA v F L, &~ A MAC, IPv4,
BIOIPv6 7 FLARZESWTaryre—L FL—r DT _XTDORNT T4 v T 5T 4 VE
Vo rcxEFET,

171 CoPP @ ARPACL 7 1 JLA 1) VU DR

H 71 CoPP C, MACACL 7 4 V2 ) v TR TE F7,

= B ooro— L IJL—rRYLUIDHE
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Before you begin

Ay b= FL—r R =2 TPRRELTHDL LB LET,

Procedure

Hi7 CoPP 0 ARPACL 7 1 L5 U w o otER |

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—n\) a4 FXal—g
FT— REHBELET

ATvT2

[no] hardwar e access-list tcam region
erg-copp size
Example:

switch (config)# hardware access-list
tcam region erg-copp 128

CoPPTCAM V — g o 3 Af R&ERE
Liﬁ‘o

ATvT3

copy running-config startup-config

Example:

switch(config)# copy running-config
startup-config

FiTar 74 Xalb—va Lk, A
H— T a7 4 Xal—a
WZabve—L%E7,

ATV

reload

Example:

switch (config)# reload

FNRA AN m— REnFET,

Note LW A XDOfEIL. copy
running-config
startup-config+reload % A
NT B, FRTOTA
H—FREY2—L%)o—
R U7 ICOBREMN/2 D
9,

ATvTh

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al—g v
TNzl £7,

ATvT6

mac access-list mac-foo-1

Example:

switch# mac access-list mac-foo-1
switch (config-mac-acl) #

ATy T1

class-map type control-plane [match-all
| match-any] class-map-name

Example:

switch (config)# class-map type
control-plane match-any c-map2
switch (config-cmap) #

ayvha—LVFL—r I I5ATYS
EHEL, /7 I7A~Sy T ary7 X
L—vay E—RefttLES, 7
7 F v b D7 T A—FE match-any T
T ZENTIRK64 LT T, RKLFLAN
SCFIEFRAE I ET,

avrao—LFL—rvRysoioEE |}
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Command or Action

Purpose

ATvT8

(Optional) match access-group name
access-list-name
Example:

switch (config-cmap) # match
access—-group name IP-foo-1

ATvT9

policy-map type control-plane
policy-map-name
Example:

switch (config)# policy-map type
control-plane ClassMapA
switch (config-pmap) #

ayvha—L L= R — <y
TEETEL, RV —~v Tl a7y
XFal—agrET— RePBLET,
RY v— < T HITRK 64 LFT,
KILFE/NLFIEEBNENET,

ATy 710

class {class-map-name [insert-before
class-map-name2] | class-default}
Example:

switch (config-pmap)# class ClassMap?2
switch (config-pmap-c) #

ayvha— FL—r VT ASyS
BETNTI TAT 74V NERE L,
ayhkag— )L =7 TRAarT 4
Fal—varyrE®—RFefBLET,
class-default 7 7 2 = v 7%, #THRY
V=R TDITAST JARD
KRBIZOE L E T,

ATy TN

KOWTNIHOa~<wr REASTLE
KR

* police[cir] {cir-rate [rate-type]}
« police[cir] {cir-rate [rate-type]} [bc]
burst-size [burst-size-type]
* police [cir] {cir-rate [rate-type]]}
conform transmit [violate drop]
Example:

switch (config-pmap-c)# police cir
52000 bc 1000 packets

REHHRL— b (CIR) ZHEELET,
Lr— ]“%ﬁ%yj/—\'ﬁ:ﬂ? L/jz—g—o

WEN—A N (BC) O&EFAITKRD B
D ‘/C:‘TO

ATvT12

control-plane Dynamic mode

Example:

switch (config)# control-plane dynamic]
switch (config-cp-dyn) #

HE7 L — @ a s 7 ¥ 21—
vary E'T—FKNICAY ET,

ATy 713

service-policy-dynamic input
policy-map-name
Example:

switch (config-cp-dyn) #
service-policy-dynamic input
PolicyMapl

ANT T4y 7 DORY —~ v T g
FELET,

= B ooro— L IJL—rRYLUIDHE
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7 CoPP D IPACL 7 1 LA 1) 2 DIERL

H' 71 CoPP TIPACL 7 4 VEZ UV T RBRETXET,

1R BRI

wHcoPPIPACL 7 1 sy v oot |

arviha—nL L= R o= RRELTHDL I LR LET,

FIE

ARV EFERETIVa Yy

S

&

configureterminal

1 :

switch# configure terminal
switch (config) #

Ja—) a7 4 F¥al— g
E— REBBLET

ATvT2

[no] hardwar e access-list tcam region
erg-copp size

&1

switch (config)# hardware access-list
tcam region erg-copp 128

CoPP TCAM U —¥ = O # A X
ERELET,

ATvT3

copy running-config startup-config

51

switch (config)# copy running-config
startup-config

Firary 74 ¥l —arEkE, A
H—= KT oFar7 4 FXal—av
IZar—L%E9,

ATvT4

reload
) -

switch (config)# reload

TNRAANY m—RSNET,

G¥) B LW A XOfEIL. copy
running-config
startup-config+reload % A
HT20 TXTOITA
H—RKEY2—L% ) a—
R L7IZBICDOBENZ72D
£

ATy Th

configureterminal

&1

switch# configure terminal
switch (config) #

Ja—) a7 4 FXal—Tg
F—FZfmLET

ATvT6

ip access-list IP-foo-1

51

switch# ip access-list mac-foo-1
switch (config-acl) #

ATy T1

permit tcp access-list | P-foo-1 eq bgp

avrao—LFL—rvRysoioEE |}
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ARV FFEREETIVa Yy

S

1 :

switch (config-acl)# 10 permit tcp
10.1.1.1/32 10.1.1.2/32 eq bgp

ATvT8

class-map type control-plane [match-all
| match-any] class-map-name

&1

switch (config)# class-map type
control-plane match-any c-map2
switch (config-cmap) #

ayho— N F—r TR TS
EHEEL, V7I7AYy S ar7 4 ¥a
L—vary = RERBLET, 7
7 4 v FD 7 T A—E L match-any T
o ARNTRK64LF T, KILFL/N
CFIFRAIE I ET,

ATvT9

match access-group hame access-list-name

151

switch (config-cmap) # match
access-group name IP-foo-1

ATy 710

policy-map type control-plane
policy-map-name

1 -

switch (config)# policy-map type
control-plane ClassMapA
switch (config-pmap) #

ayvha—) FL—r R — vy
TEREEL, RV —~wyFarry
Xl —grEB— REBBLET,
WY v— ~ >y F4ITEK 64 LFT,
RKICTF LD LFIERBI SV E T,

ATvIN

class {class-map-name [insert-before
class-map-name?] | class-default}

&1

switch (config-pmap)# class ClassMap?2
switch (config-pmap-c) #

ayvha—L L= I TATYS
HETIFT TAT T4V NEREL,
aryrer—nNFL—r I TR T 4
Xal—aryeT—FEBBLET,
class-default 7 7 2 < v 71X, TR Y
V=T DI TATyT VARND
REINAELET,

AT T12

ROWTIIDa~ s R AT LE
j‘o

« police[cir] {cir-rate [rate-type]}

* police[cir] {cir-rate [rate-type]} [bc]
burst-size [burst-size-type]

* police [cir] {cir-rate [rate-type]]}
conform transmit [violate drop]

&1

switch (config-pmap-c)# police cir
52000 bc 1000 packets

1 -

switch (config-pmap-c) # police cir 3400
kbps bc 200 kbytes

SEFE#RML— B (CIR) ZfEELET,
L— MEPHEZRIZR LET,
BEN—A - (BC) D#&FHIZKRD LB
nTT,

= B ooro— L IJL—rRYLUIDHE
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corp EE0HE |

ARV KRFERETIVa Y EL:Y
2w 713 |control-plane Dynamic mode HIE 7L —r @ 7 X2 L—
15” . :‘/5 v B ]\“ﬂlﬂ@ ijﬂo

switch (config)# control-plane dynamic]
switch (config-cp-dyn) #

A5 714 |service-policy-dynamicinput ANT T4 I DRY —~v T hfR
policy-map-name ELET, #&T
£l

switch (config-cp-dyn) #
service-policy-dynamic input
PolicyMapl

CoPP D& TE DR

CoPP O EERETRTRT HITIE, ROWVTNDHDOIEEZITVET,

avy kR B&Y

show policy-map type control-plane [expand] [ hame ayvhka—) FL—r R

policy-map-name] vy T EEET S T A
~v 7, BLOCIR &£ BCO
fEx£RRLET,

avrao—LFL—rvRysoioEE |}
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avka—L Fr—rvRysrrnEE |

avy kR

S

show policy-map interface control-plane

RY—OfEE BT %7 Z
A< BLORY —Z
LERR I TA T TED
Fa vy 7BRERINET, F
72, CoPPR Y —m@H &
TWAEEIE, A —n 77
JAEbFRRINET, A
r—)v 77 7 BEINT T v
~ (1.00) OEEITFERINE
NEUR

Note RIr—)L T 7 I X
. CIR & BC ®
fEEHKEY 22—
THEIIZEE L
EFTN, TA4RT
VAR IRSIND
DIx, FEINT
CIR & BC DfE®D
HTT, EVa—
JAZ FEBRITHH &
AL, Ar—
VT 7 7 RITERE
ExE BT 72T
7,

show class-map type control-plane [class-map-name]

DI TAZyTNIIANAL R
SNTWHACLEE YD, a v
fe— L FL—r T T A<y
TOREERRTLET,
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av YR S]]

show copp diff profile {strict | moder ate | lenient | dense} 229D CoPPRA KT T 75 4
[prior-ver] profile {strict | moderate | lenient | dense} show copp | z # 1) o — &N A FE 5 L E
diff profile 4+

prior-ver 47 3 U EAFRE L
RWEE, Zoawy Rk,
BIEEH S TS 2 507
7 %V @D CoPP DA | 7
FIT 4 AR — (BEE
AEn T D E LR >—
EHBITEEH STV D R
DRY =72 &) DFERER
~LET,

prior-ver 7' a U EFRE L
A, Zoawr R, B
HEHEA SN THWET 740 b
D CoPP XA N 7T 75 4 A
RY — DRI LieT
7 4/ D CoPP XA~ 7 Z
T 4 AR —DENE R
ALET BUEEH STy
LR IR ) o— & LLR#E
L7zfWAR Y =72 8)

show copp profile {strict | moderate | lenient | dense} IJIABLORY—fEE &
HiZ, CoPPXA N ST 7 4
2R —OFfl e F£R L E
R

show running-config acimgr [all] Eitar 7 4 F¥Fal—v g
Da—PHREICLDT 7 A
= hfue—1 U XK~ (ACL)
ERRILET, Al 7= v
T L, Elrar T4
Xal—varOFr 74/ E
(CoPPEXIE) & —HERIC
&% ACL D7 i3EFER S vE
R

show running-config copp [all] FTaryv 4 X¥alr—rvar
WD CoPP X E & FR L £,

avrao—LFL—rvRysoioEE |}
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S

show startup-config aclmgr [all]

AH—= T oS a7 ¥
L—yaryDa—PREICL
HT kA ary bha—)LJ R
F (ACL) &/~ LET, all
FTvarEERTLE. A
A—h T v T a7 4¥a
L—yarDOF 74/ b
(CoPPRRE) L a2—HERHIC
XD ACLOW SRR RS IE
7

CoPP SR ERT—F ADEXR

Procedure
Command or Action Purpose
AT 71| switch# show copp status CoPP HEREDFRTEA T — X A% FKR L E
R
Example
RIT, CoPP REAT —H A% KT LB %R LET,
switch# show copp status
— ~ »
CoPPDE=HZ') 2D
Procedure
Command or Action Purpose
25w 7 1 | switch# show policy-map interface 7 X7z CoPP K U & —D— T 5

control-plane

TARTOI7 T AEHLT, "y b b
L DOREEHERZ R R LET,

HEHEHIL, OutPackets (2> hm— L
T L= LTCHFA SN T v )
& DropPackets (L — FHIIRICE > TR
By ZINe Ty ) ICBELTHREL
£

= B ooro— L IJL—rRYLUIDHE
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snmp <o coPPpE=421 > |

Example

WIZ, CoPP =41 202 RLET,

switch# show policy-map interface control-plane
Control Plane

Service-policy input: copp-system-p-policy-strict
class-map copp-system-p-class-critical (match-any)
set cos 7
police cir 19000 pps , bc 128 packets
module 4 :

transmitted 373977 packets;
dropped 0 packets;

SNMP TD CoPPDE=421) 5

CiscoNexus U U —29.2(3) LAF%, CoPP /% Cisco 77 7 A-X—Z QoSMIB (cbQoSMIB) % HR—

FLEJ, CoPP EHEITT T, SNMP ZfiH L TE=XTEH LRV ELLE (ZELE
FIXRA) o ZOMEEIX, o he— L L —INIT X v FENTER =P TER (/T
A, —BLv—, By N T a s l) LorEHIET, 2 hr— S L—Tff
HINTHWRWARY —DBFRE(E, SNMP TIER X EH A,

WD cbQoSMIB 7 — 7 /LN R— h &L E7,
* ccbQosServicePolicy
* cbQosInterfacePolicy
* cbQosObjects
* cbQosPolicyMapCfg
* cbQosClassMapCfg
* cbQosMatchStmtCfg
* cbQosPoliceCfg
* cbQosSetCfg

\}

GE)  SNMPMIB . #1473 v 7 CoPP TIEVAR—FENTWEEA,

avrao—LFL—rvRysoioEE |}
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CoPP #EHE®RND Y 1) 7

Procedure
Command or Action Purpose
AT 71 |(Optional) switch# show policy-map BIAEL ] 41TV 25 CoPP AR U v —3 &
interface control-plane B/ 7 A2 L OFEHTRERT LET,
AT w 7 2| switch# clear copp statistics CoPP #atE a7 U7 LET,
Example

WIT, A X —T oA ABEET, CoPP KieHEHREZ 27 V7T 5H%E R LET,

switch# show policy-map interface control-plane
switch# clear copp statistics

CoPP D&% 5E 5

CoPP D% EH

Z ZTlE. CoPP OFEHE R LET,

WIZ, IPACL & MAC ACL #fiH9 2 CoPP ZRET HHl %~ LET,

configure terminal
ip access-list copp-system-p-acl-igmp
permit igmp any 10.0.0.0/24

ip access-list copp-system-p-acl-msdp
permit tcp any any eqg 639

mac access-list copp-system-p-acl-arp
permit any any 0x0806

ip access-list copp-system-p-acl-tacas
permit udp any any eqg 49

ip access-list copp-system-p-acl-ntp
permit udp any 10.0.1.1/23 eq 123

ip access-list copp-system-p-acl-icmp
permit icmp any any

class-map type control-plane match-any copp-system-p-class-critical
match access-group name copp-system-p-acl-igmp

match access—-group name copp-system-p-acl-msdp

class—-map type control-plane match-any copp-system-p-class-normal

= B ooro— L IJL—rRYLUIDHE
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£y Py T 1—FAUFAI2EBFIAL b CoPPRY L—nzEE-EER [

match access-group name copp-system-p-acl-icmp
match exception ip icmp redirect

match exception ip icmp unreachable

match exception ip option

policy-map type control-plane copp-system-p-policy

class copp-system-p-class-critical
police cir 19000 pps bc 128 packets conform transmit violate drop

class copp-system-p-class-important
police cir 500 pps bc 128 packets conform transmit violate drop

class copp-system-p-class—-normal
police cir 300 pps bc 32 packets conform transmit violate drop

class class—-default
police cir 50 pps bc 32 packets conform transmit violate drop

control-plane
service-policy input copp-system-p-policy

CoPP 7 7 A% AER L. ACL ZBHHEAIHT 21213, kO X H I LET,

class—-map type control-plane copp-arp-class
match access-group name copp-arp-acl

CoPP ARV ¥ —|27 T A& EBMT A1, kDX H>ICLET,

policy-map type control-plane copp-system-policy
class copp-arp-class
police pps 500

Yy b7 TA—TFT 4T 4I2&BTIHILFCPPR) O—DEE

- IXBER

Yty b TS 2—F 4 VT 4 &R LTCoPP OF 7 4 /v b RV > —% A4 5 6% ki
RLUET,
switch# setup
---- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of

the system. Setup configures only enough connectivity for management
of the system.

*Note: setup is mainly used for configuring the system initially,
when no configuration is present. So setup always assumes system
defaults and not the current system configuration values.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

Would you like to enter the basic configuration dialog (yes/no): yes

avrao—LFL—rvRysoioEE |}
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Do you want to enforce secure password standard (yes/no) [y]: <CR>
Create another login account (yes/no) [n]: n
Configure read-only SNMP community string (yes/no) [n]: n
Configure read-write SNMP community string (yes/no) [n]: n
Enter the switch name : <CR>
Enable license grace period? (yes/no) [n]: n
Continue with Out-of-band (mgmt0) management configuration? (yes/no) [yl: n
Configure the default gateway? (yes/no) [yl: n

Configure advanced IP options? (yes/no) [n]: <CR>

Enable the telnet service? (yes/no) [n]: y
Enable the ssh service? (yes/no) [y]: <CR>
Type of ssh key you would like to generate (dsa/rsa) : <CR>

Configure the ntp server? (yes/no) [n]: n

Configure default interface layer (L3/L2) [L3]: <CR>

Configure default switchport interface state (shut/noshut) [shut]: <CR>

Configure best practices CoPP profile (strict/moderate/lenient/dense/skip) [strict]:

strict

The following configuration will be applied:
password strength-check
no license grace-period
no telnet server enable
no system default switchport
system default switchport shutdown
policy-map type control-plane copp-system-p-policy

Would you like to edit the configuration? (yes/no) [n]: <CR>
Use this configuration and save it? (yes/no) [yl: y

switch#

CoPP 2B 9 & EMNIFHR

Z ZTlX. CoPP ®EEIZET HBIMERIZOWVWTIHIAL £,

#n

EEH
BEEIER |v=aTFIL A4 kL

T7A4 L A|CiscoNX-OST7 A B R A K
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i
R E

24 FIL

RFC2698

['A Two Rate Three Color Marker.]

copP (B8 S 2iemiEsk [
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