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VPCOFEAIZ DUV TIE,  [Cisco Nexus 9000 Series NX-OS Interfaces Configuration Guide] [Cisco
Nexus 9000 Series NX-OS Interfaces Configuration Guide] [ Cisco Nexus 9000 Series NX-OS Interfaces
Configuration Guide Cisco Nexus 9000 Series NX-OS Interfaces Configuration Guide] % ZHi L T <

72 &\, https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/92x/interfaces/
configuration/guide/
b-cisco-nexus-9000-nx-os-interfaces-configuration-guide-92x.htmlhttps://www.cisco.com/c/en/us/td/docs/
switches/datacenter/nexus9000/sw/93x/interfaces/configuration/guide/
b-cisco-nexus-9000-nx-os-interfaces-configuration-guide-93x.html

T RLVAT—=7ME, "= KR =2T7DI0EY 2—/LIZGE L TEHOMACT KL A = R
EICEET, T RIL, RERRRD -V I XA ~v—IlLoTERINDIZ—V T
ARNZALEHEHLTWSTeH, 7 RUANRET 77 4 7T7REO F EHERERM (B) 28
THE, FOT RLAET FLA T—7ANGHIBRENET,
RA—=—N—NAHFBELVED21—)ILET—ELEMACT LR T—T L
BEV2— VDT RXTOMACT RLAT—T NN, A== AH LEDOMACT KL A LIE
elZ—E7 2 ONEAEPYCTJ, show forwarding consistency 12 =2~ > K& 7213 show
consistency-checker 12 =~ > FEZ A T5 &, A—E, R¥E, BLORGOMACT RLA
Y NUBERRINET,
LAY3IRE2T4 Yy MACT FLX
ABT 47 MACT RLRZ, MODLAXYIA U H—T oA ATRETEET,
L AVYIALHE—T (A
LAV IVTA U H—T =2 AR
s LA ¥ 3IKR—F Fy¥HL
*VLAN xv hT—27 f 2 —T x4 R

Cisco Nexus 9000 NX-0S L 1 Y2 XA vy F U JERAA K. 1)) —Z10.3(x) .


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/92x/interfaces/configuration/guide/b-cisco-nexus-9000-nx-os-interfaces-configuration-guide-92x.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/92x/interfaces/configuration/guide/b-cisco-nexus-9000-nx-os-interfaces-configuration-guide-92x.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/92x/interfaces/configuration/guide/b-cisco-nexus-9000-nx-os-interfaces-configuration-guide-92x.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/interfaces/configuration/guide/b-cisco-nexus-9000-nx-os-interfaces-configuration-guide-93x.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/interfaces/configuration/guide/b-cisco-nexus-9000-nx-os-interfaces-configuration-guide-93x.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/interfaces/configuration/guide/b-cisco-nexus-9000-nx-os-interfaces-configuration-guide-93x.html

LAv2z4vFo508E |
B o7 v0ng7R056054

\)

GE) Mo RN A B—=T 2 A RNEAZT 4 v 7 MACT RLAZRETETEEA,

RAYFUTDINA TRASE) T4

kDA —H Ry NAL T 7T, V7 NI 2TDOT v 7 — REFIFF T T L —
Ra—AVAZEITTEET, LA Y3IA X —T oA ALICAXT 4 v 7 MACT RLA
ERELTWARES., Y7 a7 &2X 00 7L —RT57=DI0, ZNHDKR— FORE L
BRTHAMENRHY 7,

\}

Note /\f 7_A J YT 4 BEREDFEMIZOWTIE, RESRL T 7ZEV, CiscoNexus9000 Series
NX-OSHigh Availability and Redundancy GuideCisco Nexus 9000 Series NX-OS High Availability and
Redundancy GuideCisco Nexus 9000 Series NX-OS High Availability and Redundancy Guide

MAC 7 F L RE&TE DREITRFEH
MAC 7 R L ZZIZROFHESRE R H 0 £,
cTNRA R T A LTNDHI L,
MBS UT, TRAVAR Y —EZDIFA B A% A VA —L LET,

LAN2RAYFUOIDTIAILLEE
WDEIZ, VATY2LAAL v TF U T DRI A—=EDT 75V NiREERLET,

R2ZLANV2RAYFUT INSA—BDT I+ ME

INSA—4H FI+I
~

T—U T XA 5|1800 B
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| vavezxqsyFoimEE
Lav2zsvrosniesE [

LAN2RAL v F T DETEFIE
A\

(GE)  CiscolOS @ CLIIZEN TWA A, Z ORERED Cisco NX-0S =~ > RIIHER D CiscoI0S =1+
VREERLGAEDRD AT ENMLETY,

AZT4v%9 MACT FLADERTE

ALT 47 MACT RLREMHEND, THAA A LOEEDA V2 —T 2 A AT EAH
T4 YR TMACT RLAZHRETEET, AXT 4 v I7MACT RLARIZ, A H—T =
AALTHAFT IV ZICFEESNIZMACT FRLAZTRTESHRIAES, 7u—FFy 2 b
FLF~IATFIFYAIDT RLRX, AT 4 v 27 MACT RL AL LTRETEEEA,

SUMMARY STEPS
1. configt
2. macaddresstablestatic mac-addressvlan vian-id {[drop | interface {typedot/port} | port-channel
number]}
3. exit
4. (Optional) show mac address-table static
5. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
RTw 71| configt AT 4 Falb—rar T FIADET,
Example:

switch# config t
switch (config) #

R w 72| macaddresstable static mac-addressvlan vian-id LAY 2MAC 7 RL R F—T BT 5 A%
{[drop | interface {type sot/port} | port-channel F 4w 7 MACT FL2ZHELET,

number]}
Example:

switch (config)# mac address-table static 1.1.1
vlan 2 interface ethernet 1/2

AT v 73| exit 2y 7 4 FXa2l—varyE—REKTLET,
Example:

switch (config)# exit
switch#

R 7 4 |(Optional) show mac address-table static ALT 47 MACT FLAZFIRLET,

Example:
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Command or Action Purpose

switch# show mac address-table static

R w 75 |(Optional) copy running-config startup-config FEfTar74Xalb—Tarvk, AF¥—hrT v

Example: V74 Xal—vavilar—LEd,

switch# copy running-config startup-config

Example

WIZ. LAY 2MACT RLARAF—TNINIAEZ T 47 2 N B ATTBE %L
ij‘o

switch# config t
switch(config) # mac address-table static 1.1.1 vlan 2 interface ethernet 1/2

switch (config) #

LANIAA—DTDITAARAEDRET v MACT7 KLADKTE

LAY3A L HF—T2AAADAET (7 MACT RLAZHRETEET, 7u—FFxy Xk
FRE~ALTFHRYANDT FLRE, AXT 497 MACT RLALELTHRETEEEA,

\)

Note Lo /L Ao &—TxAREICIE, A¥T 497 MACT RLAZRETXEHA,

Y

Note - DEEIL. 16DVLANA V¥ — 7 = A AZHIBINET, SBIMOVLANA X% —7 = A AT
REEZBATDE, N— R 2T 7Tl T ANKR LT, v F—T 2 ARZ 7 REEICAR D
£, AT—H A,

SUMMARY STEPS
1. configt
2. interface [ethernet dot/port | ethernet slot/port.number | port-channel number | vian vian-id]
3. mac-address mac-address
4. exit
5. (Optional) show interface [ethernet slot/port | ethernet slot/port.number | port-channel number
| vian vian-id]
6. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Z - 71 |configt a7 4 Fal—ar ET—RIAYET,
Example:
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mac 7—Innz—oo 5 24 LoEE |

Command or Action

Purpose

switch# config t
switch (config) #

ATvT2

interface [ethernet slot/port | ethernet slot/port.number
| port-channel number | vian vian-id]

Example:

switch(config)# interface ethernet 7/3

LAXY3A L H—T A ABZH/EL, f ¥ —T =
AAAYyT 4 FXalb—rarE— Rt LET,

Note AZT 4w MACT KL R%EEIY YT
AENZ, LA ¥3A L —T A4 A%
KT HHLERH Y £,

ATvT3

mac-addr ess mac-address

Example:

switch(config-if)# mac-address 22ab.47dd.f£89
switch(config-if)#

LA V3IA L EZ—T 2 A RGEMTERAET 4 v
MAC 7 L A& EELET,

RATvT4

exit
Example:

switch (config-if)# exit
switch (config) #

A B —T 2 A AET— REKTLET,

ATvTh

(Optional) show interface [ethernet slot/port | ether net
slot/port.number | port-channel number | vlan vian-id]

Example:

switch# show interface ethernet 7/3

LAF3IA =T =2 ACETHIEREFRLE
ﬁ—o

ATvT6

(Optional) copy running-config startup-config

Example:

switch# copy running-config startup-config

Frar 74 Xal—vark RAE—FT v S
Y74 F¥al—varilar—LET,

Example

wiz, 2ay b7, A= Fr3 EOVAVIAL L H—T 2 A AZAZT 47 MACT K

VAZRET DBl e LET,

switch# config t

switch (config) # interface ethernet 7/3

switch(config-if)# mac-address 22ab.47dd.f£f89

switch (config-if) #

MAC T—JILDI—29 34 LDETFE

MACT7 KL Az MY Oy FOEETMACT RLABLONry &2 H LZAR— 1)

. LAV 2EREETD MAC 7 —7 1

TR L TRSFRZBRETE £7,
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\)

Note MACT7 RLADT—I 07 A LT bORKERIL, RESNTZMACT RLA T—7 L
DT—0 0 BA LT RO 22TT,

\)

Note (> % —TrfRar 74 FXal—aryEF—REFRFVLANIL 74X 2lb—T gy F—
RTMACZ—V U T H A LERETHILELTEET,

SUMMARY STEPS
1. configt
2. mac address-table aging-time seconds
3. exit
4. (Optional) show mac address-table aging-time
5. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
AT 71| configt Ay 4 Fal—varyE—RIADET,
Example:

switch# config t
switch (config) #

Z 7 7 2 | mac address-table aging-time seconds T M URHIREINICR Y LAV 2MACT F L
Example: AT =T NVINBBEREINDANC =TT F A L
ZHRELE T, FRETE SHPHIT 120 ~ 918000 £
TY, 774/ MI1BOMTY, 02 ATDE,
MAC ==V U I NT 4B =T 2720 7,

switch(config) # mac address-table aging-time 600

RT w73 exit Ay 7 4F¥al—rarT—RERTLET,
Example:
switch (config)# exit
switch#

R 7 4 | (Optional) show mac address-table aging-time MAC 7 RL AZ R4+ 52— 7 XA LR ER
Example: FRLET,
switch# show mac address-table aging-time

R w 75 | (Optional) copy running-config startup-config FEFar 74Xl —vark RAEX— | T v
Example: Y74 X2l —vasilar—LET,

switch# copy running-config startup-config
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Example

WIZ, VAV 2MACT FLAT—7 LDy NI D=—0 7 X4 L% 600F (10
7)) WCRET DR LET,

switch# config t
switch (config) # mac address-table aging-time 600
switch (config) #

MAC7 FLR T—JIILDEESHRE

A= R= AP EOMACT FLAT—T N TR TCOEY 22— NVD—BEHRTXH LT

D FELL,
SUMMARY STEPS
1. show consistency-checker 12 module <slot_number>
DETAILED STEPS
Command or Action Purpose

R w 71 | show consistency-checker 12 module <slot_number> A== RA P LEEDE 2—LOMD. FE.

Example: TR, BB MACT FL2AZERLET,
switch# show consistency-checker 12 module 7
switch#

Example

RIZ, A= R—NA P LEEODEY 2—LDMD. MACT RL A F—T LINDOFIE.
R, Ruhzr M) BFRTHHE2RLET,

switch# show consistency-checker 12 module 7
switch#

MAC T—JILDoDEAFIV I 7 RLADYI YT
MACT RLAT—=T7MZoHDH, TXTDFAFT Iy bA¥2x2 b a2 VT TEET,
FEELIA L F =T =2AA ZAETFIVLANIZED = MU E7 VT 520 TEET, )

SUMMARY STEPS

1. clear macaddresstabledynamic {address mac _addr} {interface[ethernet dot/port | port-channel
channel-number]} {vlan vian_id}

2. (Optional) show mac address-table

Cisco Nexus 9000 NX-0S L 1 Y2 XA vy F U JERAA K. 1)) —Z10.3(x) .
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DETAILED STEPS

LAv2z4vFo508E |

Command or Action

Purpose

ATy T

clear mac address-tabledynamic {address mac_addr}
{interface [ethernet slot/port | port-channel
channel-number]} {vlan vian_id}

Example:

switch# clear mac address-table dynamic

LAVY2DOMACT RLAT—T b, XA
Ry T RVAZ RN EZ YT LET,

ATvT2

(Optional) show mac address-table

Example:

switch# show mac address-table

MAC Address Table Z#F/~r L £,

Example

wIZ,
~LET,

LAY2MACT RLVAT—=TNANOEAFT Iy 2 N 227 U T T 561%

switch# clear mac address-table dynamic

switch#

MAC 7 k L X HIRDEXTE

SUMMARY STEPS
1. configt
2. mac addresstablelimit vlan vian-id limit -value
3. exit
4. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

ATy T

configt

Example:

switch# config t
switch (config) #

a7 4 Xal—r gy E—RICADET,

ATvT2

mac address-table limit vlan vian-id limit -value

Example:

switch (config)# mac address-table limit vlan 40
108

VLAN Zi#EMT <X MAC 7 RL RHIBICHEELE
j‘o

ATvT3

exit

Example:

a7 4 Fal—LaryE—RERTLET,
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Command or Action Purpose
switch (config)# exit
switch#
R 7 4 |(Optional) copy running-config startup-config FfTar74Xal—Tarvk, AF¥—hLT v
Example: Y74 Falb—varilar—LET,

switch# copy running-config startup-config

RAE—E—FDHTE

COMEEOHMX., oL A~ —F L —ESEL, FPEZ AL NN—RKT 2T UV —
ZDENV B TELEEL, LEREIEH T L — OEEXITH 2 & THED 96k MAC 7 KL AD
A=)V % 200k (ZHEIN S, ISSU BT AN ERFR A r— Ve R— 452 & TY,

avw YR E:]
sh system routing mode REFHBLOBEMFEAE— FEFRRLET
system routing template-12-heavy 200K MAC % A %2 —7 /M2 LET, 200K MAC

1T, ZOF—FRFEIN, VAT LB n—
R EINTHEICORFE/R Y £,

GE) Cisco NX-0S U U — 2 10.2(2)F L4
F&. MAC I Cisco
NO9K-C9332D-GX2B 77 =~ bk
T —L AL vy FTHR—FEN
£7

shrun i system HWHEHDE—F2EITLET,

HA RS54 B LVHIREE:

s ZOMRBIZILA V2D I RITTAT—NDHYR—FLET, SVI, LA ¥3 A F—T =
A A, BEXOVXLAN VLAN 3V R —FEnFEH A,

* CiscoNX-OS U U —RZ92(3) LA, = DOFERE 13 NIK-C9264PQ, NIK-C9272Q. NIK-C9236C,
NIK-C92300YC., NIK-C92304QC, N9K-C9232C, NIK-C92300YC. I L TUN9300-EX D4~
Ty N7 —LEBFR—FLTWVET,

« Cisco NX-0S U U — 2 10.2(2)F LK. 200K MAC /% Cisco N9K-C9332D-GX2B 7' » |k
7 — A AL v FCHE— P ENET,

wiL, L2 ~E— F— FOREDFIZFRLET,

switch (config)# sh system routing mode

switch# Configured System Routing Mode: L2 Heavy
switch# Applied System Routing Mode: L2 Heavy
switch# switch# switch# sh run | 1 system
switch# system routing template-12-heavy
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LAXN2RA Y F VT REDHEE

LAY2AAL v F T D

EIL‘,\

LAv2z4vFo508E |

REHMEFRT DI, WOWTNNDIEELITVET,

avyU kR

S]]

show mac address-table

MACT RV AT —7 VB4
HIEMERRLET,

show mac address-table limit

MAC 7 R LA T —7 LOHIIR
REICHAT HEHRER R LE
R

show mac address-table aging-time

MACT KL R F—7IUIZERIE
ENnTWAh—0 7 A A
DIFEREFR I LET,

show mac address-table static

MACT RL AT —TILDALR
T4 vy T ) DERER
%Li‘d‘o

show interface [interface] mac-address

A B —T A ADMACT K
LVAENR—=V A VMACT R
LVAEFRRLET,

show forwarding consistency |2 {module}

TV a— L A— = (W
OT—TNHOAR—EK, R
B, BXOEMOMACT KL
AuFrLET,

LAN2RA Y F VT DETE

wIZ,

1

VT A NEEET LP R LET,

switch# configure terminal
switch (config) # mac address-table static 0000.0000.1234 vlan 10 interface ethernet 2/15

switch (config)# mac address-table aging-time 120

. Cisco Nexus 9000 NX-0S L 1 VY2 XA v F U JERAA K. 1)) —Z10.3(x)
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LAx 224 vForoEmER cusi—va) [

LAY2RAyF oI DEMRR (CLI/NA—2 3 )

BEEIEE TZaTFILEA I

AHT 47 MAC T KL A | [CiscoNexus 9000 Series NX-OS Security Configuration Guidel

A BF =Tz AR ['Cisco Nexus 9000 Series NX-OS Interfaces Configuration Guide]

e A ['Cisco Nexus 9000 Series NX-OS High Availability and Redundancy

Guide]

AT LN [ Cisco Nexus 9000 Series NX-OS System Management Configuration
Guide]
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Flex Link D% E

Z OE T, Cisco NX-0S 9000 > J — X A A +»»FC Flex Link ZfRE T 5 HFIEIZOW TR L
F 9, FlexLink (ZHHAEN Y 7 7 v P52 MT D14 X —T =24 ADXT TY,

oL, WOEAZRY LF £,

e Flex Link {Z2>WT (25 =—3)

« A RTA v EHFIEE 27 X—)
T 74V FERE (28 N—)

s Flex Link OF%E (29 ~X—)

F'X/\L@ﬁ%wh (33 N— C/)

Flex Link [ZDUNT

OB VaE, RO My 7 THEERENTWET,

Flex Link

Flex Link (ZV A ¥ 2 A4 v H—T =2 A (A v FR—bEEITIFR—F Fr ) OXTTH
D, RiDoA L E—T oA AT O 7T v 7L LTEET S LI ICRESNTWVET,

ZOMREIX, A=Y ) — T a b3k (STP) OV Y 2—3 g & LTRSS .

—HRSTPZAZIZLTH, AN 7RISR SNET, BFE., VAX~v—D2RA
A v FTSTP ZF(TLARNFK Y FU—2 D Flex Link Zi%E L £9, AA vF TSTP ZiXET
L6, STPIRTTIZU 7 LV TLEME 33y 7 7 v 72424 L TV % O CTFlex Link

DBREFTLED Y £ A,

Q%
e

G¥)  STPIXZ. *vy hU—2 /) —FR AL H—=T A A (NNI) ET, F74/VTAR—TIVITHEE
ENTWET, HIEERYy U —J A Z—T x4 A (ENI) TlET 4 B—7/WIHRESHL TN
FTH, A RX—TNMCTEET, STPIL, =2—HF Ry NU—27 A Z—T7 A A (UNI) TiL
PHR— IR TOERA,
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Flex Link D57 |

BIOLVAY2A X —Tx2A A% FlexLink £72013y 7 77 Vo7 LTEINDYTHZ L
T, 12D AY2A4 4 —Tx2A A (TI7T7 47 V>7) |[ZFlexLink Z5ELET, U
IDIONT v T ThIT T4 w7 BIHELTNDEEE, LI —FHDY I NRAK N, F—
KT, 2OV IRy hED UV LERARIZ N T 7 0 v 7 OEREZRHIETE D L9128 L
TWET, FORRETH, 12D, F—T oA ADHBNR) I T v T AT = ThIT 7 4 v
JHEELTWET, 7IA4~Y Vo oRnvyy MEyInDE, AZNAL Y IR b
ST 4y I OBEEERGLES, 727747 Vo N7 v PR ERAEA L " T
Rz, V774 v 7 PNk EnE¥ A, STPILFlexLink f V' #—7 2 A TT 4 &—7
ITT,

KOO FlexLinksaA Y74 FaLb—23a>®f T, ADKR—F1E2EFT v TV T ALy
FBECIZERINTWVWET, FNHIEFlexLink & LTHRESNTWAEED, [ F—T =
AZADIHBIDLETN T T 4 v 7 ik L, TOMITAZ AL F— IR E£F, A—F
IBT 2T 47 VoI THDIEE. "— M1 EAALYTBEDETET 7 4 v 7 OHERENBILE
SN, A—F2 Ro 7oV r) EALvTFCLEOBRDOY 7 TiE, NF7 4 v 7 idds
EENFRA, R=FMIBETT5E R=F2087 v 7IREIZ/R>TAAL v FC~D T
T4 w7 OEEEERGLET, A— M1 BFOT v 7REIZK S THAX N, E— Rk
D, NI T4 v EBEIELERA, D=L 2N NTT7 4 v I7EREEFITET,

JYyroJiay

TILFX+ R

Flo. BELTEF I 74 v 7 OWRIHEAT 2R—F2EEL T, V2o Frar AN=X
LERETHIELEHTEET, WOMT, 72L& 2E, FlexLink X747 =7 'vay £—
RTHRETEET, ZOVTIUATIE, A=F1I Ry T v REIC Rl &, R—H1
ORI AR — R 2 K0 b REWEE, A— b 11T 35 BRICEEEEZBB L, A—h 2132 %
VAT EF, IThEIT O IZIE, switchport backup interface preemption mode bandwidth 33 X
U\ switchport backup interface preemption delay f > % —7 =4 A a7 4 Fa b — gy aw
Y RFEANILET,

1: Flex Link D% E 51

Uplink Uplink
swilch B - switch C

Fart 1 Port 2
Swilch A e
T (%) FRIFV L IRETLTEE FT v ICLo TRy hT— I ERAT —
Ta UANEMEZITET, Flex Link (2 LA ¥ 2 R— FBLOKR— b F¥ FAETTHR— b
EfE¥, trunk accessVLANE 72 (L LA V3R — F TlE#FR— F SN EHA,

~

Flex Link f ' Z—7 = A A mrouter h— ~ & LTFEHEIND L, Vo 7T v LTW58%
B AN, (FEERE) S X —T A AH mrouter R— & LTHAESREINET, 2D
HESEE, WY 7 b =T DATF— b AT F U AATHY . vV F X X ko

. Cisco Nexus 9000 NX-0S L 1 VY2 XA v F U JERAA K. 1)) —Z10.3(x)



| FlexLink mE&%E
#4154 v ennsm ]

NV VAR =TV TIROIRY | IGMP BIfE £ 7213 — R o = TRk LR T
HOVFEFA, SATFXFYRAINHERI LRV 2V RAERET H & FARFE I L7z mrouter 18—
IR HIZN— Ry = 72BN E L E T, FlexLink TiE, IPv4IGMP O~ /LF % v A | &
ANV 2 AT R—F L TOVET,

HA RS540 EFIREIR

Flex Link Z5% €T 25 A81%. ROTA FI7 A4V BIOHIFFELZE L T ZE0,

e Flex link 13k 7~ b 7 #— L TH R — b I3 FE J7: Cisco Nexus 9300-EX. 9300-FX,
9300-FX2. C9364C A A v T

¢ Flex Link (&, TPv4 /L F % ¥ & I @D CiscoNexus 9300-FX, 9300-FX2, I L 119348GC-FXP
AA v FTHR—FSNET,

*FlexLink f > % —7 = A AT, AXX=27 V—7n ba/VIHRMIZT =T 0Z
o TWAHTeH, AL MR Y —TZDMDILERAZHE L TL—T 2R EIERN K
INTHER LT 72 &V, F72, spanning-tree "— b ¥ A T OEREa -~ REEH LT,

Ty TARN) =L AAL o FITHIETHY 7 ZFELET, THUTE Y. Bridge Assurance
W&o TT7ry 73 nE oz £7,

« FlexLink |37 v 7'V 7 A 2 —T = A AMIFITHFFSNET, ZHUTEFE R T 7 R—
FeLTRESNET, Vo2 RNyl 7 v AH=ALL LT, Flex Link <7 |L[F] Ui%
EONE (FACAAL »FR—F T— RFEBEIOFFAEHR VLAN DU X K) Z2EOVNERD
Y ¥4, Port-profile |& Flex Link X7 O ER EZT v 7T 5720 DEF| 7Y —TF,

Flex Link TiX, 2 2DOA v X —7 =2 A ARFLEETHH Z EIIMNEATEDH Y A, 2
L, HENEMBEAR-HTHLIZLE 74— T T 4 VORI, BT 7 A VA —
N—OFIZ, RENECAREERH Y 97,

* Flex Link I%, IRDA VX —T 2 A A XA T THRETEET A,

L AF¥IAHE—T AR

« SPAN %65t

e AR— N Fr R AL N—

¢« 77 A _X—F VLAN 2 L CRRESNTWDHA V¥ —T = A A

TV R J—RE—ROAL L H—T =R

o LAY 2= LTFR2AL
AEBEDT 7T 47 U 71Tk LCRRERREZR Flex Link N 77 > 7 ) 7131 D12
T TIT4T A BT oA AEBRRDLA L F—T oA ATRIFNITR D FH A,

e AU H—T A ADFBTE S Flex Link X713 1 272174, 20, A& —T =4
ANZNODT 7T 4T V7R LTRSS, Rt T vl Vo 7ilhbl LR TEET,
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c 550 7 %, EtherChannel IZJE T 54— MIFEHETEEHA, 27EL, 2O0DH—
I ¥+ %/ (EtherChannel 35FEA( > ¥ —7 =4 A) % FlexLink & L THRETX, ~—k
F v FNVBLOWEEA  #—7 = A% FlexLink & L THREL T, A—F F¥ R
AL HE—T 2 A ADELLNET VT 47 Vo JIZTHIENTEET,

Ny T T VTR TIT 4T VI ERICAAT (B b A= Ry bEIIF—
FFy ) ICTBMNBEEEHD ETA, 2750, AF NS, VTR NTT (v JHEE
ZRIMG LI B ICA—T R AE LV EIERETR LZY LXK H1Z, 5D Flex Link
Z RO CRET HALENH Y 77,

e STP |Z Flex Link ;R— F CF 4 B—7 T4, A~"— b Li2dH D VLAN 28 STP HIZERE I 1L
TWAEAETH., Flex Link In— ME STPIZEIMLEH A, STP "4 X — 7L TRWES
X, BESNTWAS MR TA—7NEELNWE ST LTLFEN,

N

Jx IV bk

GE)  STP ZMH T HDIX, NNI £7213 ENI E721F TF,

« STP #fE (7= & %1%, PortFast. 3L BPDU & — ) #% Flex Link R— F THRE LW T
<TZEWY,

*Flex Link X7 CTF 74V b A X —Tx2A ACLI (T T4 T7TBLOAKX L 3A) (TY
A= RENTWERA, T =TT NADOWNTUNNT T~ £ AT A
AU H =T 2 ATEITEIN TS A, Flex Link i% BRI E T,

¢ vPC IV HR—FENTWEH A, Flex Link 1%, REDHF N RDO BN, T 72T 4 T-T
75 4 T NEOMLEMEN 72D vPC O 0 IR S E T,

* CiscoNX-0S U U —2 10.2(2)F LAF&, PVLAN & Flex Link ##E (3 Cisco N9K-C9332D-GX2B
TT7y N T H AL Y FTHR—NINET,

NFA—4 TIAIE
Flex Link F4E—T
Multicast Fast-Convergence Faev—T
Flex Link”7"V = 7> a3 »E— R 7

Flex Link 7" U =2 7'y 3 LR 4E 35
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Flex Link D& FE

FlexLink D% E

LAXY2A 0 H—T 2 A A (AA v F R—=FFEZIIR—K F¥y L) OXT %, 1 DDA
B =Tz A ANRE I —FHDONRy 7T v UTHEEET 5 L D IR E S LTV 5 Flex Link 1 &

FIRDEE

FIRD

Z =T A AL L THRETEET,

Flex Link D&z [

(A T4 v EHKFEZSRL

1R AR

B, ZOBRBOTA K74 B LORIRFETT,

TLEE, )

1. configureterminal

2. featureflexlink

3. interface{ ethernet dot/ port | port-channel channel no

4. switchport backup interface {ethernet slot/ port | port-channel channel-no} [multicast
fast-convergence]

5. (&) end

6. (f£&) show interface switchport backup

7. (f£#&) copy running-config startup config

ARV KRFERERETI V3 Y

=)

R 71 | configureterminal PH—sUL a4 R e L—a s e FA B
LET,

Z 5w 2 |featureflexlink Flex Link % A %2 —7 /W2 L £7,

R 7 3 |interface{ ethernet slot/ port | port-channel channel no | . —%- % v FEZITHR—F Fr XL A X —T =
A AEWEEL, /X —Tx2A A2 T {Fal—
YarE®E—REMmLET,

R w 74 | switchport backup interface {ethernet slot/ port | FlexLink X7 DN I TS L X —T = AL L

port-channel channel-no} [multicast fast-convergence]

THHELA Y24 2 —T =24 A (=P 3y bF
TZIEAR—=F Fyxn) ZHEELET, 10U 7
MET T4 v 7 BEELTWHWDEE, b9 —HDA
V=T 2 RAFAK N, = T,
« ethernetslot/port : /N 77 v 7 A —HR v kA
VH—T A AEEELET, Any MESIX
1~2, RN— FFZIL1~48 TT,
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ARV RFERETIVa Y

B8

s port-channel port-channel-no : /3v 7 7 v 7 A"—
FFx RN A B —T oA AERELET,
port-channel-no D& (3% 1 ~ 4096 T,

s multicast : ¥ /LT X ¥ A K XT XA —HEFEEL
iﬁ—o

» fast-convergence : Nv I T v S A L H—T = A
ADEHEI L N—=V 2V AEFRELET,

ATFv 75| (&) end Fi#E EXEC E— RIZIR D £7,
ATw 76| ({£E) show interface switchport backup RIE Z s LET
ATFw 71| ({E&) copy running-config startup config AAVTFDAZ—T v a7 4FXalb— g

T ANMICEEERGT LET,

il

KOBNL, A=Yy b AL v FHR—=h NI T v TOXT (A—=%Fy M IBT
ITA4TBRAB—=T A ATHY, A =Ry N2BPNAN I T v T A F—T =
AATHD) ZRETHHEZRLTWET,

switch
switch

switch
switch

config)# feature flexlink

config)# interface ethernet 1/1

config-if)# switchport backup interface ethernet 1/2
config-if)# exit

switch(config)# interface port-channel300

switch (config-if)# switchport backup interface port-channel3Ol
switch (config-if)# show ip igmp snooping mrouter

Type: S - Static, D - Dynamic, V - vPC Peer Link,

I - Internal,C - Co-learned, U - User Configured
Vlan Router-port Type Uptime Expires
200 Po300 D 13:13:47 00:03:15
200 Po301 DC 13:13:47 00:03:15

WOFNE, v~V F Xy A MEHI L NR—T 2 ZEEH L, R— K F ¥R AL >
FR—=F R I T v T OXT R ETDHFHiEEZTRLTOET,

switch (config)# interface port-channellO
switch (config-if) # switchport backup interface port-channel20 multicast fast-convergence

WOFE, Flex Link £ > % —7 =4 Z (po305 & po306) Dv/LFHx A | a1 /3—
Ve ADRERLET, po305 Tk =) —E%ZET 5 &, mrouter N — bk & po306
PHAEZEESET,

switch (config) # interface po305

Switch (config-if)# switchport backup interface po306

switch# show ip igmp snooping mrouter
Type: S - Static, D - Dynamic, V - vPC Peer Link, I - Internal, C - Co-learned

Vlan Router-port Type Uptime Expires
4 Po300 D 00:00:12 00:04:50
4 Po301 DC 00:00:12 00:04:50
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FlexLink 7Y T> 723 v DHTE

Flex Links X7 (727747 VoI BIXONy I T 7 V) OFV 2T orary Ax—

FIRDEE

F IR D FH

LERELET,

1R BHHIIZ

FlexLink 7)) T> 7L 3 U DHEE .

INBiE, ZOKEOTA R4 v BIUHIRFHETY, (FA FT7A4 2 LHIKFHESRL

TLIEEVY, )

Flex Link D E#% ¥ L OFH @k (FlexLink @

REZZRLTIIZEN, )

Bl Y THR=IDRHIEE, 7V T vary B— FONEERDTLLEED, (F)x

Tvary EBZRLTLEIN, )

configure terminal
interface ethernet slot/port

(L&) end

®NO oA WN A

switchport backup interface ethernet slot/port
switchport backup interface ethernet slot / port preemption mode {forced | bandwidth | off}
switchport backup interface ethernet slot / port preemption delay delay-time

(f£7) show interface switchport backup
(f£3) copy running-config startup config

ARV RFERERTI VI Y

=)

ATy T

configureterminal

Ja— ) a7 4 Xal—r gy E— NeBEls
L/iﬁ—o

ATy T2

interface ethernet slot/port

AE=T A REEEL, AV F—T=Af XA
T4 X alb—varE—RERBLET, f 0 ¥—
Tz A AIPEL AV 2 A U F—T = AETIT
K= F v GEA > F—7 = R) ITHET
xET,

ATvT3

switchport backup interface ethernet slot/port

ML A Y242 —T A A (F2FF—FF ¥
FV) e, A U H—T = A A& L7 Flex Link <
TO—HMELTHELET, 12OV IR KT
T4 HEELTVWDLSGE, ) DA Z—
T A AIAZ N, F— R TT,

ATvT4

switchport backup interface ethernet sot / port
preemption mode {forced | bandwidth | off}

WL AY2A4 A —T AR (A—HY %y FET-
IR — K F ¥ %) %, FlexLink X7 O—F L LT
RELET, 12OV IR NTT 4 v HERIEL
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Flex Link D&%

ARV RFERETIVa Y

B8

TWAHEA. bI—FHDA v BZ—T A ATAZ
NA F— KT,

s preemption : N VT v A L EF—T = A AN
TOF)r T g Ax—LEERELET,

emode : V= Fva s E—REHEELET,

FlexLink f > X — X7 DOF Vo Fray A=

ANETV Ty a VIBEERELET, ROT

Vo 7o ayE—ReERETHIENTEET,
sforced : 77T 4 T A B —T = A ADNFIT N
IT T A H =T ALV RIHERHINE
ﬁ‘o

« bandwidth : X 0 KEWHIRIED AL > X —T =
AAWNEICT VT AT A E—T 2L AL LT
#EL £,

Off : TIOT AT MENRY I T T ~DT Y
FraIRALERA,

GE) BIIE ) = g v E— ROR,
WIEOETOANEESNE T, HE
OEF IR S FE T,

2w 75 | switchport backup interface ethernet slot / port
preemption delay delay-time

RN— PR OR— L0 EICHE R SN D £ TORIE
FER 23 E L3, delay-time OFIFAIL 1 ~ 300 7
T+, TN NOFY =S g L 35 B
<,

GE) WEIERF O EIL. forced T— FB LW
bandwidth &=— R COAHFETI,

ATv76| ({EE) end

HrME EXEC E— RIZEREY 97,

ATw 71| ({EE) show interface switchport backup

RIEEMES LET

ATw 78| ({£&) copy running-config startup config

AL Y FDAZ = T v T ar7 s Fal—ay
77 A MIREERGFELET,

il

Wiz, V7 a v '— REim
BT HEORERLET,

 CiscoNexus 9000 NX-0S L 1 ¥ 2 XA v F U TR A A K.

THRE L., BIERMA 50 ICRE L. RELTHE
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config)# configure terminal

config)# interface ethernet 1/48

switch (config-if)# switchport backup interface ethernet 1/4 preemption mode forced
switch (config-if)# switchport backup interface ethernet 1/4 preemption delay 50
switch (config-if)# end

switch# show interface switchport backup detail

switch
switch

Switch Backup Interface Pairs:

Active Interface Backup Interface State

Ethernetl1/48 Ethernetl/4 Active Down/Backup Down
Preemption Mode : forced
Preemption Delay : 50 seconds
Multicast Fast Convergence : Off

Bandwidth : 10000000 Kbit (Ethernetl/48), 10000000 Kbit (Ethernetl/4)

% TE DHEED

avw vk BrY

show interface switchport backup FT_RTCHDAA vF RB—h Flex Link { > X —7 = A AT
BT otEmaRrLET,

shovx_/ interface switchport backup |4+ <THD 2 A v F & — F FlexLink f > % —7 = A AD
detail PR R LET,

show running-config backup NI T T A H—T 2 ADFE[FaL 7 4 Fal—
YA T rANERFIAS = NT T ar 7 4 ¥ ab—

show startup-config backup
valrwFRLET,

show running-config flexlink FlexLink f > % —7 = A ADFE[TFar 7 4 F¥al— 3
VI FANFETNIAF = NT v T a7 X alb— 3

show startup-config flexlink
CERRLUET,

WOENL, Flex Link X7 D%~ —FHEEZRLET,

9k-203-Pip (config) # show interface switchport backup

Switch Backup Interface Pairs:

Active Interface Backup Interface State

Ethernetl/9 port-channell03 Active Standby/Backup Up
Ethernetl/12 Ethernetl/13 Active Up/Backup Standby
Ethernetl/21 port-channel203 Active Up/Backup Standby
Ethernetl/24 Ethernetl/25 Active Up/Backup Standby
port-channel301l port-channel302 Active Down/Backup Up

k-203-Pip (config) # show interface switchport backup detail
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Switch Backup Interface Pairs:

Active Interface Backup Interface State

Ethernetl/9 port-channell03 Active Standby/Backup Up

Preemption Mode : bandwidth

Preemption Delay : 1 seconds

Multicast Fast Convergence : On

Bandwidth : 1000000 Kbit (Ethernetl/9), 2000000 Kbit (port-channell03)

KOHNE, T_XTHDAAL vF BR— |k FlexLink £ > Z—7 = A AT AEREZ R L
ij—o

switch# show interface switchport backup

Switch Backup Interface Pairs:

Active Interface Backup Interface State

Ethernetl/1 Ethernetl/2 Active Down/Backup Down
Ethernetl/8 Ethernetl/45 Active Down/Backup Down
Ethernetl/48 Ethernetl/4 Active Down/Backup Down
port-channell0 port-channel20 Active Down/Backup Up
port-channel300 port-channel301 Active Down/Backup Down

WOFNE, T _XTHDAAL vF BR— K FlexLink £ > Z—7 = A ZADFMAE R~ LET,

switch# show interface switchport backup detail

Switch Backup Interface Pairs:

Active Interface Backup Interface State

Ethernetl/1 Ethernetl/2 Active Down/Backup Down
Preemption Mode : off
Multicast Fast Convergence : Off

Bandwidth : 10000000 Kbit (Ethernetl/1), 10000000 Kbit (Ethernetl/2)

Ethernetl/8 Ethernetl/45 Active Down/Backup Down
Preemption Mode : forced
Preemption Delay : 10 seconds
Multicast Fast Convergence : Off
Bandwidth : 10000000 Kbit (Ethernetl/8), 10000000 Kbit (Ethernetl/45)

Ethernetl/48 Ethernetl/4 Active Down/Backup Down
Preemption Mode : forced
Preemption Delay : 50 seconds
Multicast Fast Convergence : Off
Bandwidth : 10000000 Kbit (Ethernetl/48), 10000000 Kbit (Ethernetl/4)

port-channell0 port-channel20 Active Down/Backup Up
Preemption Mode : forced
Preemption Delay : 10 seconds
Multicast Fast Convergence : Off
Bandwidth : 100000 Kbit (port-channell0O), 10000000 Kbit (port-channel20)

port-channel300 port-channel301 Active Down/Backup Down
Preemption Mode : off
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Multicast Fast Convergence : Off
Bandwidth : 100000 Kbit (port-channel300), 100000 Kbit (port-channel301)

KOG, NI T v A E—T oA ADFETFaLy 74 X2l — a5 0LE
—g—O

switch# show running-config backup

!Command: show running-config backup
!Time: Sun Mar 2 03:05:17 2014

version 6.0 (2)A3(1)
feature flexlink

interface port-channellO
switchport backup interface port-channel20 preemption mode forced
switchport backup interface port-channel20 preemption delay 10

interface port-channel300
switchport backup interface port-channel301

interface Ethernetl/1
switchport backup interface Ethernetl/2

interface Ethernetl/8
switchport backup interface Ethernetl/45 preemption mode forced
switchport backup interface Ethernetl/45 preemption delay 10

interface Ethernetl/48
switchport backup interface Ethernetl/4 preemption mode forced
switchport backup interface Ethernetl/4 preemption delay 50

WOHNT, NI T T AL E—T 2 ADAX— T v a7 4FX¥al—ay
EERRLET,

switch# show startup-config backup

!Command: show startup-config backup
!Time: Sun Mar 2 03:05:35 2014
!'Startup config saved at: Sun Mar 2 02:54:58 2014

version 6.0 (2)A3 (1)
feature flexlink

interface port-channellO
switchport backup interface port-channel20 preemption mode forced
switchport backup interface port-channel20 preemption delay 10

interface Ethernetl/8
switchport backup interface Ethernetl/45 preemption mode forced
switchport backup interface Ethernetl/45 preemption delay 10

WOHNT, NI T T AL E—T A ADARX— T v a7 4Xal—ar
R LET,

switch# show startup-config backup

!Command: show startup-config backup

!Time: Sun Mar 2 03:05:35 2014

!'Startup config saved at: Sun Mar 2 02:54:58 2014

version 6.0 (2)A3 (1)
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feature flexlink

interface port-channellO
switchport backup interface
switchport backup interface

interface Ethernetl/8
switchport backup interface
switchport backup interface

port-channel20 preemption mode forced
port-channel20 preemption delay 10

Ethernetl/45 preemption mode forced
Ethernetl/45 preemption delay 10

WDOHENX, FlexLink DEfTa 7 4 Fal—a 2R L TWET,

switch# show running-config flexlink

!Command: show running-config
!Time: Sun Mar

version 6.0 (2)A3(1)
feature flexlink

interface port-channellO
switchport backup interface

interface port-channel300
switchport backup interface

interface port-channel305
switchport backup interface

interface Ethernetl/1
switchport backup interface

interface Ethernetl/8
switchport backup interface
switchport backup interface

interface Ethernetl/48
switchport backup interface
switchport backup interface

flexlink

2 03:11:49 2014

port-channel20 preemption mode forced

port-channel301

port-channel306

Ethernetl/2

Ethernetl/45 preemption mode forced
Ethernetl/45 preemption delay 10

Ethernetl/4 preemption mode forced
Ethernetl/4 preemption delay 50

Flex Link D57 |

WOHIL, FlexLink DAZ — "7 v a7 4Xal—TarzEZRrLTWVET,

switch# show startup-config flexlink

!Command: show startup-config
!Time: Sun Mar
!Startup config saved at: Sun

version 6.0 (2)A3(1)
feature flexlink

interface port-channellO
switchport backup interface
switchport backup interface

interface Ethernetl/8
switchport backup interface
switchport backup interface

flexlink

2 03:06:00 2014

Mar 2 02:54:58 2014

port-channel20 preemption mode forced
port-channel20 preemption delay 10

Ethernetl/45 preemption mode forced
Ethernetl/45 preemption delay 10
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growz I
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GE) ZEATARNC. T TOFlexLink 27 DR EZ MM+ HLENH Y £3, nofeature

flexlink
T OTeDIC, ROXDITHEITT D LR A v E— Y NFER SN ET, nofeature
flexlink
"WARNING!!! Please remove all flexlink configuration before disabling feature flexlink.

Failure to do so may put ports in inconsistent state. Do you want to proceed? Y/N :"
ZDAyE—=VF DMER Y AT ATHEDI/R> TS GRIZOAFRENET,

S PRI Oay RERTT 5T L BRI UESA, 7Ly s 2 L) BT RER
FTar74¥ab—ra ik £,

ZHUT LY, FlexLinkiRED —ETIH DR — F TY AT LOREE NI4T S AJREME
N ET,

VAT LN REGIREBIZR D & 22— PFIEXV AT AEEETOILENH Y 7,

EIET LI, 2~ REEHLTHEREL, a~v o FEHLTE A 4 —T oA
AT OREEHIRT HLENH Y 9, featureflexlinkno switchport backup interface
Ethernet x/y

TRTCOXTHRENVHIBREND &, 22—V ILFEITT& £, nofeatureflexlink
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VLAN D% E

* VLAN (22T, on page 39

« VLAN 3% E O HiTf2 5%+, on page 44

* VLAN OB EIZET 504 RT7A4 B LOHHIFE (44 =—)
* VLAN OF 7 /L h iR 7E, on page 45

« VLAN DX E, on page 46

« VLAN D% E DOHERR, on page 55

« VLAN #tatE O£~ & 7 U 7, on page 56

« VLAN D% E i, on page 56

« VLAN [Z B9 2 18015 #, on page 56

VLAN [CD VT

VLAN D#i 2

VLAN 45 ¢, Xy hU—2%, LAY 2 L-ULDEBOFHIEER S L ToElca
9, VLANIZT7 a—R¥¥y A b RAS UV ERRTZELTEET,

EOX AL T AR—FTHLVLANIZBT Z &N TE, 2=F v A, 72— ¥y Ak,
VN F XY A RNONRT Y NI, £ VLAN IZBE T DAL ITICIREELIZ 7 T v T 4 7 &
NET, % VLAN [FiwEir vy b T —27 LR &I, VLAN IZB S8 VWAT —3 3 U5 TO/N
oy NI —4 THRET DM ERH Y £7,

VLANIL, —VFOYERRGATICBEGRe < WX 721X 7 Fr— a Ui X - TaBiic
v A MEENABAAL v T K Xy MU=V NDOERO 7 V—7"TF, VLAN X, B LAN
CRIUBMEZ TR THZTWETA, [F L LAN 7 A2 MIHERICEE ST gno
K 2AF—varb i A—bTcxEd,

EDL /AL v TFR—FTCHLVLANIZETZ ENTE, 2=F ¥ A b, 7B—FFx XK,
VNN FFx A RO/ M, EO VLAN IZB T DMK IZTICIBEE X7 T v T 4 v 7S
NET, % VLAN T 1 DOfER Y NU—27 ThHDH ERZRSNET, VLANIZE L TWH2RWN
AT =2 a VE Oy ME, V—HFERHA L TERETHILENH Y £, ROKIT, i
Fy NU—=Z7 L LTOVLAN ZHR LD TY, = P=T Y TR T— g 0,
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VLAN 0E |
B vwwowrE

=TT 4 Y TEHAOAT—ay, BLOKHEFAO AT —2 a FEnEFNpo VLAN
WZE LM THENTWET,

Figure 2. HEBRICEZE SNy FT—9 L LT VIAN

VLAN (Hi@%, IP V7 3%y hU—Z BT ST 20E, BFEOIP 73y MC
FNDHZUR AT =23 3T _CHELE VLAN IZ)E LE7, VLAN B ClfE4 5121, b
T4 T EN—T 4 T THVEND D £,

T 7 v N T, FHICER S L7 VLANISEMERBE T, 2 £ 0, FiHUC/ER S 72 VLAN
X, FEV Yy MU UCORIEICZRV ET, £, NI T4 v EBRISELT VT 4T AT —
h, F72033r Y MEEBESERWV—EEE 27— M, VLANZRET L2 &6 TXF7,
F7 4N ETIE, VLANIIT V747 AT —FChI7 74 w7 @St Ed,

=)
7

VLAN A V' Z—T = A ZAF 7203 AA v FRABA v F—7 = A (SVD) 1. VLAN B Dia@{E A
LR END LA Y3IA X —T 24 ATT, VLANICrIT 74w 7 2 N—TFT 0 7T

HI2iE, S VLANIZVLAN A X —T = A AZ{ERR LT, RETHLENDH Y £, 4 VLAN
IZMEL2 VLAN A v Z— T = A 2%, 1 271 T,

VLAN o) &G B
\)

Note  (Cisco Nexus 9000 73+ 2 TlL, HET 2T A ID NI HEIMIZA 2 — 7 L2 0 37,

Z DT /3A AL IEEE 802.1Q f=HEIZHE - T, K 4095 D VLAN ZHAR— L LET, ThbHo

VLAN{E, Y7 b7 = TI2 L o T OO oHE S, #EHICE > THER D LT o5
20 F9,

REDHIFRIZOWTIX, THEHADAAL v FORGEEHADILIRMEDOHIRICETo~=2 T V525
LT &0,
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FroFEavan =oLT ]

ZDOFTIX, VLANFFHIZOW T L £97,

Table 3: VLAN ) £

VLAN D& S | St D& E %

T e SAADT T H) R TT, TOVLANIIEHATX E42n, £H &
HIERIZT T 8 A,
2 ~ 1005 2L UE I 5O VLAN (3B, i, 2%, BXUHIBENR TE £7,
1006 ~ 3967 | $IL3E ZNHOVLAN [XERK, 4., RN TEET, ITFTD/8T 2 —

SIEETEE A,
C AT = MABT, T T 4T T,

* VLAN #1124 F—7 L TF, ZHHD VLAN v v v b
X TExERA,

3968 ~ 4095 | NEEIV Y | 2B D TR VLAN T, NET SA R X B HO - DI2E 0 Y

~A

THRTWET,

F49;%F A VLAN [Z2D UV T

THIFTEAVLAN (3968—4095) (2B A 1EEFHAZKIZRLET,
c ZDY 7 bUxTE, WE VLAN O E2 ML 5 < 1F %+ X Mozl & DEE

FIZ, VLANE SO I N—T2E 0 B CTES, T 74/ FTiE, ZOL I NEMEHD=
WIZ 128 DFHIF I VLAN (3968 ~ 4095) B n7m vy 7 nNEI B THENET,

s THRIFEAVLANDOHIFHIX, system vlan-id CEE TX £7, vlan reserve 2~ REEH L

9, Tk, BR2FHMEOVLANEZ FRFEAVLANE L THEAT A XD ICHRETE
F9, BIRLAVLANIZ, 12807 L —FCTFRTAHLERH Y £,

o > BB TVLAN 3968 —4092 % R E T £7°,
* VLAN 4093 —4095/ X F (ZNEEHA D720 PRI TEBY . o BICIIfEHATcE F
A,

WO EBEIZL T EEN,

system vlan 400 reserve

VLAN 400-527% T L £,

FLWTREEIL, ETar7 X2 b—Ta UBMRESH, 720 AR B— Raiuiz
RICHZNT 20 £,

* VLANs 4093 ~ 4095 [ X FICNEMFERHIC TR ST T, 20O BMICFEHTEEE
Ao
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B v 300

ZOFETIX, Iy FOFEE, VLAN400—52703 FH &3, VLAN4093—4095 % T
SnET,

e nosystem vlan vian-idreserve= v > ik, 754 ZAD Y v— R#&IZ, FHIFEAVLANODEHE
DA% 7 4 /L b D3968—4095 DHEIPHIZAT L £,

- show systemvlanreserved =~ > REZfEH L, v FE2HHL T, BIEL LOWROT
HIPE A VLANELFH OFEH 2 sl L £ 9,

VLAN F£9 D151
®iX., VLAN P (f A=Y DV ra— KDRi#E) OREDHFZRLET,

R Rk ke h b b b b kb b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b 3k b b b 3

CONFIGURE NON-DEFAULT RANGE, "COPY R S" AND RELOAD

R Rk Ik b b b b kb b b b b b b b b b b b b b b b b b b b kb b b b b b b b b b b b b b b 3

switch (config)# system vlan 400 reserve
"vlan configuration 400-527" will be deleted automatically.
Vlans, SVIs and sub-interface encaps for vlans 400-527 need to be removed by the user.
Continue anyway? (y/n) [no] y
Note: After switch reload, VLANs 400-527 will be reserved for internal use.
This requires copy running-config to startup-config before
switch reload. Creating VLANs within this range is not allowed.

switch (config)# show system vlan reserved

system current running vlan reservation: 3968-4095
system future running vlan reservation: 400-527
switch (config)# copy running-config startup-config
ik N ON O

switch (config)# reload
This command will reboot the system. (y/n)? [n] y

Kok ok Kok kK ok kK Kk
AFTER RELOAD

R R R Rk ki ik i

switch# show system vlan reserved

system current running vlan reservation: 400-527
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vian o, Hig. 22 ]

VLAN O1ERk. BlfR. B

N\

Note

<7

T 7 )V b TliE, TXTD Cisco Nexus 9504 35 X U Cisco Nexus 9508 iR — ~I LA ¥ 3 H— |k

‘/C‘\‘a_o

7 )L hTliX, 3T Cisco Nexus 9396 3 L T8 Cisco Nexus 93128 IR — I LA ¥ 2 R— k

VLAN [Z1E 1 ~ 3967 OFZVMFT HNES, A4 v F A= & LTHELER— MITA
T, LAFV2FALZRL LTDOAAL v FOYERENEZ, 57 4/ F VLAN IZE V4 TH
9, 7 74/L h VLAN (VLAN1) 1Z7 7 4V MEZIT 2R L, 774V K VLAN TT7 7
T4 BT 4 OFERL, HIBR, —FHEILZIT) Z L IXTEERA,

VLAN (X, FHEZHV Y THZ LTI TERLET, fERkk L7z VLAN IZHIBRL7ZD . 772
TAT AT — "D H—RHEIEAT — MIBIT LY T E9, BEFD VLANID ZfEH L T
VLAN Z1ERK L L9 E3 5L, /234 AT VLAN 7% — FARBBENE T, [7 L VLAN
I ER SN EE A,

HHIUCA/ERRL L7 VLAN X, Z® VLAN [Z LA ¥ 2 R— FAEI D YT o5 F TIEREHOR
BlIZRVFET, T XTOR—FMIFT 74V FTVLANLIZEID S THNET,

VLAN O#IFHIZ LY . IRD/F A—F % VLAN FHICRETXET (5741 k VLAN %2 [%
<) o

« VLAN 4
« VLAN 27— |
VY MU UERIFIHEV Yy RE T

BRI128LFOVLAN B> 7 R— L BRETEET, VLAN v 7 R—ALEEET HITHE,
VIPRFIFLART LY N E— R THAHMLERHY 1,

Y

Note

VLAN 7 7 A R—FEE R 707 A= R E LTOR— FOFEL, VLAN ~DHR— LD
F Y Y TOFERIZ OV T, [Cisco Nexus 9000 Series NX-OS I nterfaces Configuration Guide] %

ZRLTIEE Y,

FEEDVLAN ZHIBRT 2 &, ZOVLANIZBE#E T 5K — NIFET 77 4 7120, T 7 4 v
73N 7209, FT U7 K— EMOFFED VLAN ZHIRT 5 &, £® VLAN 7212
Yxw MEUCL, N7y ZiERIERE, T R— MEATHOTTO VLAN E
THE SN E T,

7277 L. Bl L7 VLAN @ VLAN ¢ R— hDO~ v B I AT A RIZT_RTEREL TS
72, E® VLAN % A 2 —7 )AL E X HERT 5 &, wOR— MREDHBERIZZ D
VLAN IZEENFET, VLANODARZT v 7 MACT KL A Lx=— 07 X A4 AE, VLAN %
BHAX—7 ML THETLINERE A,
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VLAN 0E |

B vwwon 7re5Ey54

\)

Note

VLAN 2 7 4 Falb—v g B T7E—RTAN LZa~vry RZTSIRETEINERA, &
HAKMT A2, VLAN 2 7 4 X2 l—3ary 72— REERTTALERHY 5,

VLAN D/ FRASE!) T+«
Z. VLANORAT— 7 LVBLIRAT—FL R

IOV T7 M7 TR, I—V K U T — RMERRZ
DOEFOFEIHNT, " T ATV T AN R—FINFET, A7 — M7 NRFIRLEICIX

BRI EOFRITNY R — S Ed, FHEEND 10 WUWNIZ 4 B EOFRITEITH &

A== NP EPa— AR Y m— FERET,

VLANZFEH L TWA ExiC, Y7 b7 D7 v 77— RERFIFU L — a2y —DA
VAIZEITCEET,

N

Note ot 7o T YT 1 HREDFEMIZ OV T,
and Redundancy Guide] #Z M L T 7230y,

[ Cisco Nexus 9000 SeriesNX-OSHigh Availability

VLAN &% 7 DRI TR &4
VLAN [T/ DORHRRAENH Y £7,
e TNRARIIBT AL LTND I L,
* VLAN ZZEHE 3 5121, £ VLAN BER SN TV A RERH Y £7,

VLAN QERFEICEET H2H4 K54 0B L UVHIFNEIE

VLAN SREEDOH A FT 4 v LHIBFHE IR L BY T,
o F— T — RN TWB show 2= NI AR — SN TWEH A, internal

«1 DM VLAN F 7213 VLAN #H 2R ETCE 9,

ZH D VLAN R ET HEA1F. HMicvlan 2~ R&2fEH LT VLAN Z2/Ef L £9
(7= & 21, vlan 200-300, 303-500) ., . VLAN BIEFIZ/ERL S -, 245D VLAN

WIEZ AR 2T 208 @ L £,

s NEMER O DIZ TR &7~ VLAN Z/L—7ND VLAN 1Z. {ERk. 8. F7-13H7
HZ LIITEEEA,

*« VLANL IZ. &7 #/V F VLAN T, Z® VLAN D{ERK.
Po

EH, FFHBRII T EE
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vano 7o b [l

« VLAN 1006 ~ 3967 (X T 7T 4 7 AT — DT, WA X—TNLTT, ZhbDd
VLAN DAT — h 2 —MEIEEFIFT vy FE T T332 TEET AL

e ANR= YY) — = REEETDHE, LAY 2VLAN L[RIU VLANID 2345925 LA

Y3HT7 A% —7 x4 A VLAN I,

N—RT 2T OHEFa T I TOREL LT3k

ETD~A 70D T T4y Ny T OREZZT 5N H Y £7,

« 5 7 # /L F T VLAN 3968 ~ 4095 lZNFT A A TR I THET,

* CiscoNX-0OS U U — 2 9.2(3) LI T, VLAN % vn-segments Z Ff O L ) ICRETE T,

« QOS/ACL/SPANIIFEX HIF ClI#H— F S FE® A,

VLAN DT 7+ )L FERE

WDFEIZ, VLAN RF A —ZDF 7 4 )V N EEX R LET,

Table 4: VLAN /35 A —2 DT 7+ )L MME

INSA—4H T4k

VLAN A

VLAN VLAN1 : A4 v FHF—hr &L
THREL7=AR— ME. VLANI
WZED Y THENnET,

VLAN ID 1

VLAN 4 « 77 4/~ VLAN

(VLAN1) - default

e {3 TP VLAN :
VLAN vlian-id

VLAN A7 — h

TIT 4T

STP

A F—7 /) : Rapid PVST+ 7%
A4 X =TI

VTP

T 4=

VIP R—T a3 v

1
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VLAN 0E |
B vwnomsz

VLAN D%

Note VLAN ~DLAY2A 2 H—Tx2AADEY YT (T vAERITNT 7 F— 1) OFEH
(22O CiE,  [Cisco Nexus 9000 Series NX-OS Interfaces Configuration Guide] & L CL 72 &
W, T ANETHE, TRTOA v H—T A AN VLANLIZEI D Y ToHRET,

Note  CiscoIOS @ CLIIZIEN TW DA, Z OERED Cisco NX-0S =2~ > RIZHERD Cisco I0S =2~
:/ }“ k Efcﬁ 5 /ﬁﬁi&) 5 f: y)?ff%‘%ﬁ§%\gf\j—o

VLAN O ek £ HIBR (CLI/N—2 3 V)

7 7 4/ E®D VLAN 3 X O S ZAHICHEICEN Y 4T H v VLAN DIANE, X To
VLAN ZAERRE 72ITHIBRTE £,

VLAN Z1ERT 5 &, DO VLANIZBEEIMICT 77 47 A7 — M2 0 7,
A\

Note VLANZHIBRT 2D &, £OVLANIZEE T DR — MIFET 77 4 71220 £9, LEn-T,
BEINDG T 74y 7 77— "0y MIb O EHA, FT U7 F—FDOHEE, A— MZ
F =T LIl E £ T, HIBR L7 VLAN ZER< D3 _XTD VLAN 2B D ~ 7 7 1 > 7 H35|
xR INET,

YERR 33 VLAN OFFHNIC/ER TX 72V VLAN BREENTWA & fERRTX 720 VLAN 23 U
ARNSINTEA v E—UREINETE, FBEEHGANOMD VLAN 1T T X TER SN ET,

\}

Note VLAN =V 7 (Fal—3 32 H7E—FTVLAN OFER EHIRAITY) Z &b T £ T,

SUMMARY STEPS

config t

vlan {vlan-id | vian-range}

exit

(Optional) show vlan

(Optional) copy running-config startup-config

apwbd-=
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DETAILED STEPS

VLAN O 1ERL & HIBR (CLI/N—2 3 )

Command or Action

Purpose

ATy T

config t

Example:

switch# config t
switch (config) #

a7 4 F¥al— gy E—RIADET,

ATy T2

vlan {van-id | vian-range}

Example:

switch(config)# vlan 5
switch (config-vlan) #

VLAN % 721X VLAN O#iH 2 Epk L £ 97, #10 H4T
#HD VLAN F 52 ANJ1T %5 &L £0D VLAN O
VLANZ V7 4 Falb—va 75— RARKBE
ET, HREEIZEID B THTWD VLANIZED
BTHONTWEHEFEANTLE, =T — Ay tE—
UK EET, VLANOFIPHZ AT L, $5E VLAN
D1 2LL EA, WNEHIZE Y 24T H 47z VLAN Ofi
FSNTH DA, 2~ NIZHEPS O VLAN 21T T
B2 £, FBETE HHEMIT2~3967 TT,
VLANI 125 7 4 /L k VLAN TH Y . 1ERSCHIRIX
T FEH A, NEEHDOZOIZ TR SN TV 5 VLAN
DIERSCHIBRIZT TE R A,

ATvT3

exit
Example:

switch (config-vlan)# exit
switch (confiqg) #

VLAN E— F&#&TLET,

ATvT4

(Optional) show vlan

Example:

switch# show vlan

VLAN OERB L OATF—X 25 Fr LET,

ATvT5

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

HTar74Xal—vark, A4—LT v =
Y74 Xal—vailar—LEd,

Example

Y/ <L

switch# config t

switch (config)# wvlan 15-20
switch (config-vlan)# exit
switch (config) #

15 ~ 20 O#iF T VLAN Z{ERT 2 HiEE R L TWET,
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B ovwooo xar—vavyrE—roms

VAN >4 Fal—>3r Y TE— FORA
VLAN OIRD/NT A —=Z DFEETNIELZITOITIE, VLAN a7 4 Falb— g 7
E— FZBBTL20LERH Y 7,
« £ Wi
« AT —H A

I S g

SUMMARY STEPS
1. configt
2. vlan {vlan-id | vian-range}
3. exit
4. (Optional) show vlan
5. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
AT v 71| configt a7 4 F¥al—rary E—RICAYET,
Example:

switch# config t
switch (config) #

AT 72 |vlan {vian-id | vian-range} VLANREV 7E—RICLET, ZOHTE—FT
switch (config-vlan) # K 5'7‘/%92??'(?:—( jz—g—‘o

VLAN1 F 7213 NERAYICEI V 24T 5472 VLAN (Zxf
LTI, TNHOEEZEETEEEA,

ATy 73| exit VLAN 2> 7 4 Fal—vay E—RaefTLE
Example: kK

switch (config-vlan)# exit
switch (config) #

A5 7 4 |(Optional) show vian VLAN O @B LR TF— X 2% FRLET,
Example:

switch# show vlan

R 75 | (Optional) copy running-config startup-config EIFaL T4 Rl —v gLk, AF— T w7 o
Example: VI 4 Fal—varicar—LET,

switch (config)# copy running-config startup-config
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VLAN @

VLAN DE%E .
Example
WIZ, VLAN a7 4 Fab—var B 7E— FEfm LT, & TT2012RLE
D

switch# config t
switch(config)# wvlan 15
switch (config-vlan) # exit
switch (config) #

S

ax AE
VLAN DR D/RT A—H OB EETITEEEZITOICIE, VLANa L 7 4 Falb— gy $7
ET— FEHEBETAIVNERH Y 97,

* 2l
« AF—H X

sy vy RADY

N

Note 7 +)L | VLAN F7213NEAICEID 25T o 7= VLAN OFERR. Bk, ZEITTXEHA,
F7-. —EBD VLAN TIZEE TERVWWRTI XA —E0"H D £,

SUMMARY STEPS
1. configt
2. vlan {vlan-id | vian-range}
3. namevlan-name
4. dtate {active| suspend}
5. noshutdown
6. exit
7. (Optional) show vlan
8. (Optional) show vtp status
9. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
AT w71 |configt a7 4 FXal—varE—RIADET,
Example:
switch# config t
switch (config) #
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VLAN 0E |

Command or Action Purpose

Z 5w 72 |vlan {vlan-id | vian-range} VLANZREY 7 — Rz LEd, BEfED VLAN T
Example: RVEA . FEE L7Z VLAN AMERK &4, VLAN =2
switch (config)# vlan 5 7 A ﬂ?l b—var %7“%_ Fﬁ)ﬁﬁﬁééﬂij—o
switch (config-vlan) #

AT 7 3 |namevian-name VLAN IZARTZ T £9, 32 0FE TOREFZ A
Example: jj LT VLAN é:%ﬁﬁ%"fﬂl‘aj’é Z k ZJ§T% jz—a—o
switch (config-vlan)# name accounting VLANI1 ifl@iﬁ%gﬁﬁ&:%” V)%T 6“(1/‘;:) VLAN

TV, xxxx L. VLANID F5 &% L 4 HrDHK

T EirEebEt) ARLET,

Note 128 LFOARINYR— F S ET
(VLAN 7 7 R— 1)

AT 7 4 | state {active | suspend} VLAN D AT — |k (777 4 7 £33 —FHE1E) %
Example: %&Hﬂiﬂbij—o VLAN X%’A }‘ %QE#'f’;E:JJ:a:j—é k N
switch (config-vlan)# state active %ODVLAN KE'GEJ@HH [5“71'17»]'\9"“ f\ 75‘3'577 ava A 7

2720 VLAND R T 7 ¢ v ZE5EMEIE L ET,
F 7 %)V~ A7 — M active T, 74/ bk
VLAN $ X T VLAN 1006 ~ 3967 O AT — k % —HF
BRIz T A LT TEERT A,

A Fw 75 |noshutdown VLAN %A 2 —7 /M LET, T 74 /b MEIZ no
Example: shutdown (/l) *%7\\/]/) T—g—o ?ﬁjj‘/l/ I\ VLAN ®
switch (config-vlan)# no shutdown VLANI, i f: bi VLAN 1006 ~ 3967 %j:‘:/ﬂ? ~ }\ ﬁlj

CTEER A

AT 76 |exit VLANZ U 7 4 Fal—i g7 E— REeKTL
Example: E3
switch (config-vlan)# exit
switch (config) #

A5 77 |(Optional) show vlan VLAN OfE#REB L ONAT—X 2% F R LET,
Example:
switch# show vlan

AT 7 8 | (Optional) show vtp status VLAN b7 %27 7ua haj (VIP) OIE#HRE X
Example: OAT —H AZFRRLET,
switch# show vtp status

X7 79 |(Optional) copy running-config startup-config FTar74Xal—Tarvk, AF¥—hLTvSa

Example:

V74X al—vailar—LEd,
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van esano vian g [l

Command or Action Purpose
switch (config)# copy running-config startup-config| Note VLAN 2> 7 ¢ Fal—I gy _3-7;;&%
RTAS Liza~y Fid 7 <IZETEN
FtA, BEZMMT 521X, VLAN =
V74X alb—vary T RNEK
TTLO20ERDY 7,
Example

WOFNL, VLANS DA 7> g NI RXA =R ERETHHEEZRLTWET,

switch# config t

switch(config)# wvlan 5

switch (config-vlan)# name accounting
switch (config-vlan)# state active
switch(config-vlan)# no shutdown
switch (config-vlan)# exit
switch (config) #

VLAN EfHIT O VLAN E%7E

VLAN Z1ERKT B H1IZ, VLAN 2% ETE£9, ZOFEZ, IGMP A X—E > 7 VIP, B
LM OB EIHERH S ET,

\}

(G¥)  showvlan =~ RTiE, vilan 2~ REHEH L CTENEER LZWIEY . 25O VLAN (&
BRENFHA,

FIEOHE

1. configt
2. vlan configuration {vian-id}

FIRD

aAv U RFEEE7TIVa Y B8
Z 5w 71 |configt a7 4 FXalb—vary ET— KA ET,
1

switch# config t
switch (config) #

A7 F 2 |vlan configuration {vian-id} ERRZ NS ZER LRV TVLAN 2 ETE 5 X
ﬁ“: 5 C[/jij«

switch (config)# vlan configuration 20
switch (config-vlan-config) #

Cisco Nexus 9000 NX-0S L 1 Y2 XA vy F U JERAA K. 1)) —Z10.3(x) .



VLAN 0E |
B vwwosuwasiorx2—Iuik

451
Wiz, ZNEIERT DHIC VLAN 2% ET 502 R~ LE7,

switch# config t
switch (config)# wvlan configuration 20
switch (config-vlan-config) #

VLAN DR WREID A =*— T It
KR 128 LFD VLAN 1 > 7 X — A EHRETEET,

N\

() XA 272 (When) system vlanlong-name Cisco Nexus 90003 Y — X A A v F|IVTPA 7 E—
FCE#E L £,

VIP F S LV ART LY k B— FOALML:

1. VTP Ok
2. HIE® system vlan long-name from the start-up configuration

3. VIPOEAERME

4R HREIIC

VIPIZ T AT LY FEFRITIA T E— R THLALERHY 4, VIPIX., 7947k
FE =R T RFIZTBHZEIITEEEA, VIP DFEMIZOWTIL, VIP OFFE (59 ~—
V) BTN,

FIEDHE
1. configureterminal
2. system vlan long-name
3. (fE&) copy running-config startup-config
4. show running-config vlian
=3 k2 i
ARV KRFERRETI a3 Y B#J
AT w 71 | configureterminal Jua—\)ary 7 4 ¥alb—3g )y FT— REElh
15'] : ]\/\iﬁ—o
switch# configure terminal
switch (config) #
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FS 2o R— F TOREVLAN 5 £ U VAN T v Ev v oRE ]

ARV REEET7IVa Y B

R T 72 |system vlan long-name 128 LFE THO VLAN L & A F—T I TEET,
U TOHREER T 4 E— T T BICIE, Zoavw R
switch(config)# system vlan long-name Onofe a2 fEHLET,

ATw 73| ({EE) copy running-config startup-config V7= BLOY AX— RFZEfTa 7 4 K=
51 L=y g B AS— Ty 7 ar7FXal—g

switch (config)# copy running-config startup-config

AT =L T, ARz RAF L E T,

ATvT4

show running-config vlan S 25 1 VLAN O 1 > 7 S MEEER A F— T L
E Thd I Lz2MBLET,

switch(config)# show running-config vlan

!l
KIZ, VLAN B 7 R— LA X =T M 56l Rm L ET,

switch# configure terminal

switch(config)# system vlan long-name

switch (config)# copy running config startup config
switch (config)# show running-config vlan

S 29 R—FTOREVLAN B EUHNEVLAN T Y EV T DEERTE

INEB VLAN 3 L OWhE VLAN 7SR — hom— b (Z5H4E) VLAN ~0 VLAN Z544 % 2% 7
T&EFET,
N VLAN 35 L UM VLAN < » B2 2 B4 AR A

s VLAN EH (v B0 7) X, Xy NU—F 73 U—FT 47 =Y (NFE) ###
L 7= CiscoNexus 9000 > ) — X A A v F THiR— b EZNFEFJ, . VLAN EH#iT Cisco Nexus
9300-EX AA v F THAR—FENET,

« NIBEB L O VLAN 12, CHORRESNTVAER—FD M T 7#FR Y A2 MIED
HIEITTEEREA,

RICHI 2R L ET,

switchport vlan mapping 11 inner 12 111
switchport trunk allowed vlan 11-12,111 /***Not valid because 11 is outer VLAN and
12 is inner VLAN.***/

s [WLAR—FET, 2200~y 7 (EH#) HEIZ, RICAROHE (HDHWNEAY )
L) VLAN & U< I35 HSE VLAN 2505 Z L3 TE £ A, BEONE VLAN BL W
S VLAN D= > B VR EIZOW TR, RIUATH VLAN 2505 2 ENTEET,
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B 500 A= rconmvAN SEUNEVAN T v EL T DEE

RICHIZR L ET,

VLAN 0E |

switchport vlan mapping 101 inner 102 1001
switchport vlan mapping 101 inner 103 1002 /***Not valid because 101 is already

used as an original VLAN.***/

switchport vlan mapping 111 inner 104 1001 /***Not valid because 1001 is already

used as a translated VLAN.***/

switchport vlan mapping 106 inner 102 1003 /***Valid because inner vlan can be the

same.***/

s N7 R—FTOHR— K VLAN = » &' 7L, Network Forwarding Engine (NFE) 45 ™
Cisco Nexus 9000 & J — X A A »F_ CiscoNexus 9200, 9300-EX. 9300-FX. ¥ LZEX/FX
A v F— REHD Cisco Nexus 9500 77 > b 74— AL v FTHER—FSET,

« VLAN ZE#a13 VXLAN % VLAN TIEH9 R — b ENEH A,

FIEDHE
1. configureterminal
2. interfacetype port
3. [no] switchport modetrunk
4. switchport vlan mapping enable
5. switchport vlan mapping outer-vlian-id inner inner-vian-id translated-vian-id
6. ({E£E) copy running-config startup-config
7  ({EE) show interface [if-identifier] vian mapping
FIED ¥
ARV KRFERETY a3 Y B#J
2w 71 | configureterminal JFa— ) ary’ 4 Xab—ay E®— Neh

LE7,

AT 7 2 |interface type port AVHE—T x4 AFREE— FERBLET,

AT 73 |[no] switchport mode trunk KT a7 4X¥alb—ay Ew— RERBL
i‘é‘c

AT 7 4 | switchport vian mapping enable ZA wF R— FTO VLAN ZEH#az A 12— NI L
F9, VLAN BT 74V F CTTF 4 &—7 1T
R

G¥) VLANZ 2 BEH2 3 HI121F, Zoa~
VRO noBRXEHEHLET,
A Fw 75 | switchport vian mapping outer-vian-id inner P VLAN 35 L OWRES VLAN % fho> VLAN (25 #a
inner-vlan-id trandated-vlan-id LET,
AT 76| ({EE) copy running-config startup-config Firar74Xal—rark, AX—F T vra

V74X al—v g lat—LET,
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| viAN o
vian ooz |

aAvYRFERET7IOIY BRI

GE) AA v FR—PEMWET A T F—
NMZ72 5 F T, VLANZEHER EIT AT
20 FH A

ATw 71| ({E&E) showinterface[if-identifier] vian mapping | A > % —7 = A ZADOHFMHEZIIHFEDA X —T =
A AIZHOWT, VLAN = v BV 7R &2 FR L E
D

1

ZOFITIEH, TNV X T VLAN bF 7 ¢ w7 (N¥ VLAN 12, M58 VLAN 11) 225
VLAN 111 ~OEWERTET D HiEERLET,

switch# config t

switch (config)# interface ethernetl/1

switch (config-if)# switchport mode trunk

switch (config-if)# switchport vlan mapping enable

switch (config-if)# switchport vlan mapping 11 inner 12 111
( ) # switchport trunk allowed vlan 101-170

( ) # no shutdown

switch (config-if
switch(config-if

switch (config-if)# show mac address-table dynamic vlan 111

Legend:
* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False

VLAN MAC Address Type age Secure NTFY Ports

————————— e e e

* 111 0000.0092.0001 dynamic 0 F F nvel (100.100.100.254)

* 111 0000.0940.0001 dynamic 0 F F Ethl/1

VLAN 0% DR

VLAN O EFEHREXRT HITIE, ROWTNNOIEEEITNET,

avw ok =LY

show running-config vlan vian-id VLAN {E#R & Fr L7,

show vlan [all-ports| brief | id vian-id | name name | dotlq tag | VLAN [F# 4 #x L $9,
native]

show vlan summary VLANE#HROER ZFRR L ET,
show vtp status VTP [f#a R LET,
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VIAN zEE |
B vwwasggossesy7

VLAN #fisHiEsHRDRT<ET )T

VLAN OBEFHRZ FRT 21203, ROWVTRLOIEEZITVET,

avU R =)

clear vlan [id vian-id] counters| 4-~T o VLAN £7213#6E L= VLAN DA 7 Z %27 U T L
iﬁ‘o

show vlan counters ZVLAN DL A Y2307y MERERRLET,

VLAN 0% 7E 1

W2, VLAN Z1ER L CARiZfRE L, AT — &7 27T 4712 T, B EOT v FITHEE
THEERLET,

switch# configure terminal

switch (config)# wvlan 10
switch(config-vlan)# name test
switch(config-vlan)# state active
switch (config-vlan)# no shutdown
switch (config-vlan)# exit
switch (config) #

VLAN [CE 9 & EMN1F#R

RAEIEE I=ZaTF7ILEA ML

NX-OS LA ¥ 2 24 vF o T OHRIE [Cisco Nexus 9000 & U — X
NX-OSLayer 2 A1 v F > J#%
EHA K]

A B —T7xA4 A, VLANA VX —7 A A, TP 7 KL A$5| [Cisco Nexus 9000 Series

E. A—k FyrxL NX-OS Interfaces Configuration
Guide]

IV FXXY AN N—TFT 4 ['Cisco Nexus 9000 Series

NX-OS Multicast Routing
Configuration Guide]

NX-0S P £ fitk ['Cisco Nexus 9000 Series
NX-OS Fundamentals

Configuration Guidel
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| viaN oz

vian e s ziemiEs [

EEER X=aT7ILAEA L
i Al A ['Cisco Nexus 9000 Series
NX-OSHigh Availability and
Redundancy Guidel
AT L ['Cisco Nexus 9000 Series
NX-OS System Management
Configuration Guidel
1R
R 24+
v

ZOBRRETY R — F SN OFROEREL I ITEE SNFETH Y A, £, |—
BFEOEEOY R— FILESN T ER A,

MB®D')>Y

CISCO-VLAN-MEMBERSHIP
MIBIZIZ, RO L DB EENF
ﬁ‘o

« vmMembership Table
* MIBvmMembershipSummary Table
* MIBvmMembershipSummary Table

MIB Z B LU v m— FF5I2iE, RO URLIZT 7 EALT
W,
ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/Nexus9000MIBSupportL
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VIAN 0z |
B vian e 2 EmiEs
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i

VTP D& E

« VIP OREZE (59 ~—2)

« VIP O EIZET 5 R SIS L ORI FE (61 ~—2)
« 7 7 4V NERIE, on page 61

« VTP D% JE, on page 61

VTP D=
PR—=FENTWD VIPIL, VIPX—V a1 BIN2 TT,
A

GE)  SEREIZ VLAN Z/ERLEJC VLAN Z5%ET& 9, FEic DWW TiL, VLAN {ER&HT O VLAN
RE (51 =) 2L T IV,

VTP

VTP I%, VTP KA A > N® VLAN OB, HIbk, £aiZELZEHT 52 & TVLAN O—BME
EHERIT A LAY 2 A =0 P ha T, VIP RAA Uik, BIU VIP RAA Y
HEAEL, VT AU —T oA AL CERESND, 1L Eoxy T — 7 3E
TR SNE T, £32y NU—ZEERE L, 1ODVIP FAA VIEFICET 52N TEE7,

LAY2 T o 7 Ao B —T oA A, LAF2HR— b Frxl, BLOEAR— b Fv 1L
(VPC) 1%, VTP HREAZ V- R— ML TCWET,
VIP X, T 74/ N TIETF A A TTF 4= N> TWET, VIPE2A X —7 I LT

WRETDHITE, a~vr RI4 A0 F—T7 x4 A (CLI) 2ALET, VIPET 4 E—T /L
2T 5L, FRALAATVIP 7a bab X7y BRI ET A,

)

Note VTP /% Cisco Nexus 9000 > U —R F /34 A ThT VAT Lk £— RETTEEL, TN
A AERIZ VTP RAA LV ZHRRTE £,
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B vros=

VIP D2

VIP £E— +

ViP oEE |

FRAAMVIP TV AT Ly hBT—ROEE, TAAAF T2 R—F ETZELE
TRCOVIP v faiL ry hEMOTXTO T 7 R— MNMIHf#LET, VIP F 7
ART L R E— RO VLAN Z{ERETIFEETLH L X, ZNOHDO VLAN OEHE L, v—7
JVTFRA APPFITHELEST, VIP I AT Lo b Xy hU—27 530 21X, VLAN &%
ExhT RNZARXET ZE LT RANZ A RZHESWCREET 22050 T8 A,

)

Note

F v hT—7 TVIP BYR— b SN TVDHE, AL v FOMAHRICHH ST~ TO
727 K= FTVLAN 1 BRLETT, ZhHDOR—=EDOWFhpinb VLAN L 27 1 & —

TINZT DL, VIPIZIERWITHERE L7 < 72 $7°,

VTP L, HEN—HF ETNLILANT NA AN KT U7 = DT L—ATT RNRNF A XA N
RETHILEZARICLET, 26D T7L—AL, T _XTORA N—F A A TZETED
“NTF XY ART RLRAZEESINET, ZNBTEEOT Y v 7OFRIETIEIRE SN E
Bl T RREZAL XA ME, EEUT AL ADOVIPER KA AL L BEDY BV a &=,
ik L CU D VLAN, BEFNOD4 VLAN OFFED/NT A —F ZRm LET, THDT RRZ A
AA L FOBRFIZE T, RUEHRRAAL UNOTRTOT A AL, BIET /A A TRES
NTWDEIHLWVLANICOWTHEELET, 2ot xid, BHEFAALAUCHNDO 1 BOEE
ZETIZH LU VLAN ZERR L, BRETEXE T, £20%, FUEHRAA P NOMOF~
TOTNA AL > THEHRD BB FE I ET,

TR AN VLANIZOWTHEETH L TARALAIT 74NV I TR T 7 K= HZ2D
VLAN EOFTRTOT7 L —AL%EZEFEL, REIZLUT, o R T 27 R— b ~ZEN5 2Rk
LET, 207t RE, RERVLAND NI 7 4 v VT AL AZEBEENIDORGEE
7,

VTP %, Cisco Discovery Protocol (CDP) 72 Efhd 7t A CTHARD Z LN TE HhFm—
BN T —=HRXR—=ZA T, FAALUBIOE— RIETIHERE AT v LET,

VTP (3K DE— R THHR— SN ET,

s FIUART LU b O FTRTO T U7 R M P T F— b ETRAE LT
TOVTP 7' a a2 "y Nefifkd 52 ERAEETT, VIP h 7 VAT Lk E—
KD VLAN Z{ERETIFEETH L&, DD VLAN O, a—H)L T34 A2
FIZEBLET, VIP hTZUART LU N Ry U= T3( RE, VLANZEEZT K
NWNEARXET, ZELTET RAZ A XZESWTEREET 220 H 0 THA,

VIPR R T U AXT Ly b E— ROLE, K I128LFTDOVLAN B YV R— AERETEE
@—O
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| virosE
1va—7z4z28tnvie [

A 23— x4 XEMD VTP

VTP T, VIP 77« v 7 ZHiliflid 5720I2, A— FHALTVIP ' 1 f =LA R—T )b,
FFT AT NMITDHIENTEET, NTUIBRAAL vy FEITT Y RT3 AT
ENTWDHIFA, BEEVIP Xy ra2 R ay 7L, ZORKED T 7 TVIPT RARXA X
AV NEBEET, T 74V F T, VIPIZTRTOAL vF R— FTA X —T IR F
7

VIP D EIZCET 5 FTEFEL L UHIHNEIE

VTP #ZERFOEEFIH & HFEIIRO LB T,
sshow 2= K (internal ¥ —7U— Ff+Z ) 3 FA— SN TWWEFA,

« SNMP Tl&, VTP BEREMN A K — 7 L7 E 9 7373 vlanTrunkPortVtpEnabled 47 ¥ = 7 ~Z
Ko TRENFET, vianTrunkPortVipEnabledd 7' = 7 b D A7 —4 A%, showvtptrunk
interfaceethalb =~ > R&EHEH L £,

e VIP 7 RARHZ AL XA M, CiscoNexus 77 7 U w7 TF7 AT U ZDR— b HILEE
EnFEHA,

TI74IL EERE

WDFEIZ, VIPRTA—=HDT 73 )V bR TEE R LET,

Table5: T 7 A )L kD VIP IS A —4

INTGA—4H T4+

VTP Fa4v—TN
VIP £— K T AT L b
VTP KA A > EARE|

VTP R—3 g 1

A B —T = A ZHELD VTP £7%h (Enabled)

CiscoNexus 9000 /34 A CVTP ZRETE £,
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B vroz:

\)

ViP oEE |

Note

\)

VIP ARy RU—TDRT AT L R E— RTHEHINTWDLEE, A v T OMAER:
BIHHEINDTRTO T2 AR— FTVLAN 1 BZULETYT, ZNHDKR— OV
MHVLAN 1 57 4 B—7 2t 5L, VIPIZ R T VAT L b — R CHRUNCHERE L7
<70 EF,

Note VTP 23HET S DI, h T AT LY b ®F— RETTT,
SUMMARY STEPS
1. configt
2. featurevtp
3. vtp domain domain-name
4, vtp version {1]| 2}
5. vtp filefile-name
6. vtp password password-value
7 exit
8. (Optional) show vtp status
9. (Optional) show vtp counters
10. (Optional) show vtp interface
11.  (Optional) show vtp password
12. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
A7y 71 |configt a7 4 Fal—varyE—RICADET,
Example:

switch# config t
switch (config) #

RT7vF2 |featurevtp THNAAD VTP A F—T W LET, 77 4/V
Examp'e: ]\ fﬂiﬁ;ﬁ]a:fiofb\iﬁ‘o
switch (config)# feature vtp
switch (config) #

AT7w 73 |vtpdomain domain-name ZDTNA AEIBMT D VTP KA A D4 Ri% 1
Example: ELET, 7740 MIZEETT,
switch (config)# vtp domain accounting

ATwv 74 |vtpversion {1|2} HHTS VIP A=V a VEBRELET, T 741
Example: MIN—=T a1 TY,

switch (config)# vtp version 2
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| virosE

VTP DERE .

Command or Action

Purpose

RT7v 7S5 |vtpfilefilename VTP R EERIFTDHIFS 77 ANV VAT L 77 A
Example: D ASCIL 7 7 A ML ZHEE L £ 7,
switch (config)# vtp file vtp.dat

AFw 6 |vtp password password-value VIPEH RAAL VHONRAT— REREELET,
Example:
switch (config)# vtp password cisco

25w ST |exit A7 A4 X2l —va Y TE-REKTLET,
Example:
switch (config)# exit
switch#

ZFw 78 |(Optional) show vtp status NR—=Tgr, =K, VEDa BERE, T34
Example: A EDO VTP REIZET AEHREF R LET,
switch# show vtp status

AT 79 |(Optional) show vtp counters FRA A LD VIP 7 RARZ A XA MBS D HE
Example: AHEHRAEFRRLET,
switch# show vtp counters

AT w710 |(Optional) show vtp interface VTP-enabled f > ¥ —7 = AD Y A NEFRLFE
Example: R
switch# show vtp interface

A7 711 |(Optional) show vtp password BIRVIP RAA VHDNRZAT— RERFLET,
Example:
switch# show vtp password

AT w712 |(Optional) copy running-config startup-config EFary 74 Xal—Tarvik AX— T v

Example:

switch (config)# copy running-config
startup-config

a7 4 Fal—yglabt’ —LET,
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=% =R

NX-08 Z{#EHA L1=7 54 X— ~ VLAN D%
E

s 7Z A4 ~— | VLAN IZ-D\ T, on page 65

« 77 A4 ~X— I VLAN OH{[#251F, on page 74

« 7T A _— | VLAN ORECHT 2H A BT A B LOHIKFE (75 2—2)
« 77 A4 ~_X— | VLAN OF 7 4/ h &% &, on page 78

« 77 A4 ~_— K VLAN DOF%E, on page 78

« 77 A ~— | VLAN & E O, on page 99

« 77 A ~— | VLAN O#titE#®OE R E 7 U 7, on page 99

« 77 A ~<X— | VLAN OFREHI, on page 100

« 77 A4 ~_— | VLAN OEM{E#H (CLI/S—"= ) , on page 100

JZ4_X—FVLAN [2DUVT

Cisco Nexus NX-OS 7.03)11(2) LAKE, 7" F A ~<X— h VLAN #fEN AR — b S CnEd,

Note - DEEEARET DAIC. 77 A <X— I VLAN BBER A 32— 7 /U T 20 ERH D £,

Note | (¥ 2HR—KI rT7v7 R—b, T7E8RAKR—=F, EHETTA =k VLANK— k&
L THEREL =97,

FIEED > AT A CEBEE T2 HENRWEEDRMTIX, 7714 X—F VLANIZ LD,
LAY 2 L\ VOR#EEZRILTEE T, 74— F VLANIZ, 774~V VLAN L&
AU VLAN ORFEfHT T,

774~V VLAN X, B ¥V VLAN ZEfHT 5 70— R¥vy A b AL U E2ERLE
T, B Z Y VLAN X, S VLAN £7213 23 =2 =5 f VLAN OWTNhOEERH 0 £
4, JSE VLAN _EDOFR A ME, 754~ YU VLAN W CRhEfHT 7 2R AR — N & 75158

Cisco Nexus 9000 NX-0S L 1 Y2 XA vy F U JERAA K. 1)) —Z10.3(x) .



NX-08 ZfEf L1=F 54 *—  VIAN DEE |
B 5 ~<—rvanosz

fELET, 2I=2=7 4 VLAN EDOFRA ML, FILaI==7 1 VLAN EOFX FEHE LY
BT B EZERAR— M T E L, MY AR — M ERIE o2 I 2 =5 ¢« VLAN NOD
A—FEITEELEEA,

MEAAL v F U TBION—T 4 VB EEHT 2207 4 X2 —2a 0Tl 794
NR— K VLANIZHE—DLVAY3VLAN *v NU—7 f 2 H—T =24 A%ENHETHZ LIZK
D, V=T 4T aERTEEST, VLANRXY NIV —27 A F—T =2 A XX, 774~V
VLAN FiCERR L E3, 2o kos%par 74X a2l —rvarTid, BH 24U VLAN (T3
T, 774~YU VLAN EOVLAN X v hT—2 A X —T A AL DO~ ELTIZED, b
AY 3 TORBELET, EH %V VLAN EOBEEDO VLAN 2y NI —27 4 L H—T = A
21, TARTH—E2FIRREBIZ AR D £ 7,

754 R— ~ VLAN D E

THNA ATT T A= b VLAN BEREZ B 21213, 774 ~— |k VLAN A 2 —7 /1T T
DUERDHY ET,

77 4=k VLAN £— RCEIEL TV AR — BT NAA ACHESNTWDEEIT, 77
A _X—KVLAN 25 4 =7 MCT D2 EIXTEEH A,

)

Note 45D VLAN 27T A4 <) £72dB o ZVDOELLEND T T A _X—F VLAN & L CRET
HI2iX, FRMNC VLAN ZER L THELSLERH Y £,

TSAR—FVIAND TS 4 <) VLAN &+=H > % 1) VLAN

75 4 _X— |~ VLAN #4RE T, VLAN OfF R — N EET 5 2 >OMBEICRHLTX F
—g‘o

« % VDC IZ. K 4096 D VLAN ZVR— b LET, FEHAX~—|Z 120D VLAN ZE|»
WBCHE, =R TS X =N R—NTEBEHAF~—EITHIBINET,

CIPN—T 4 T A FX—TNZTDHIZIE, & VLANICH T Xy b 7 RUVAZEMEZIEZT
FLA 7oy %2808 CTET, ZHCEOVRBEHDIP 7 RUAREEKIZRY, IPT KR
VADEBICHENE L ET,

7T A_X—KVLAN 2ffFHT2Z L2k, R —J U7 ¢ OREIMER S, IPT KL
ADEBNEGIIRY, DAFZ<—IZbA V28X T o NREENnET,

774 _X— |} VLAN O, VLANDOL A ¥ 2 70— Xy A~ RASL VAV T RAAL
WZpEcExET, YT RALUE, T4~V VLAN & D> XU VLAN THR S D 77
A _X— K VLAN OXT7 TCRINET, 74—k VLAN KA A NZITEH DT T A4 ~— |
VLAN DT ZFHETE, TNENDOXT KT T RAAL AZEIV Y THZenTEET, 7
Z7 A ~_— K VLAN KA A UHNDOFTRTHVLAN <71%, FICLF 74~V VLAN 34 L £

T, B XU VLANID IE, &7 KAAL ORFNZHEH S E T,
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| NX-0S ZERALETS5A _— VAN DEFE
754 ~—tvan£—+ [l

\)

Note 5 ¢ ~N— K VLAN RAA ZiE, 54~V VLAN B 1 DOBLEFNTWET,

v h %) VLANIZ, RC 7T 4=k VLAN NOKR— 2L A Y2 THEELES, 74
<~ U VLAN NDOE D Z Y VLAN 2%, IRD25DZA TR0 £,

o N7 VLAN : JE3. VLAN NODR— ME, LA ¥ 2 LUV TIIMAIGEE TS EHA,

e 23227 ( VLAN: 23 2= ¢ VLAN NOR— MIHEIZEETEETN, LI1Y
2L LD a2 X 2 =7 ¢ VLANNFE 7213 VLANNO R — k S IT@E TE EF¥ A,

754 R— | VLAN 7R—
\

Note =3-=5¢ 754 ~_X—|FVLANBIUOML 7T A ~_— F VLANDR— M, Wb PVLAN
RARR=FEWI TARHTFHENET, PVLANK R b iR— RE, BEM TSR TWDE
2 H Y VLAN DHF A Sk > T, 23 2=7 4 PVLAN 7R— | F 721332 PVLAN AR— kD
ELoLmcen £,

T _X— |k VLAN R— s DX A F1&, RO LBY TT,

o HEERIR— b HEERIR— ME, 774~V VLANZE L E9, SRR — ML, M
BIR—hET7TVm— SN TWHEL U VLANIZEL, 7714~ U VLAN &7V
I—RENTWVD, TRTDA U EZ—T oA ZALBETEX, ZOBETRERA VX —
7:41&1 AIa=T 4R —FEMMIARRX MFAR—FbLEENET, 774?)WAN
TiE. BEOEERNR— N 2EDD5 I LN TEET, FEENR— MIE, A— M7

/I—Féﬂfwé\@ﬁ@tﬁ/&)WAN%abé;kﬂf%\it\ﬂﬁ/&)
VLAN Z#&H7anWZ b TaEd, BENAR— et Z Y VLAN BRI U T T4~
VLAN (IZH DRV | BH %Y VLAN L, #EOEENFR— T Y vz— 452 L
NTEFET, 27V —ravit, e— AR U PRI EEOT- DI
5L TExET, B XU VLAN ZHEZRAR— MIBEMT 22 &b TE ET23,
ZTOHAE, B Y VLANIZLA V3L v F—T A4 ALBETETERTA,

N

Note N2 RF50F4RLLT, 794 )DTRTOEILHZY
R—rZwv b7 LT, bT7 4 v 7 OEKERNRICHZS
VENRHD £77,

HEFERNT LY DT T A~V VLAND N5 7 v 7 ZnikT b Xk 9 ICEER] RS
VIR FERETEET, TTIARX—=FVLANDT 74~V VLAN BLOT_RTE7=
IR L2 BRI Bl VLAN 2 2R R Z 0 7 R—RMNi~vy 7 LET, &7 74~
U VLAN & BEAHT Sz 1 DO A XY VLAN (77 A4 ~X— K VLAN OX7 L7210
9, £, FEEHNNT 7 R— MIRK16 DT T A ~X— | VLAN DT 23 E T
E3
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NX-0S £ L1=F 54 X— h VIAN OEE |
B 5~y mu 8&033225¢ F51A— AN

\}

Note 75 (<1U 754 ~_— | VLANIZIIZ., FE#D VLAN TH 75
A _X— K VLANEZER T 7 R—FThF7 4 v I NMaES
nEJ,

o N — b MNLAR— ME, B X UM VLANICE T 5B A hdR— hTF, ZDHR—

MEFE—7"F A4 ~X— kK VLAN RAA VHNOZDMDOR— FinDH LA ¥ 2 THREIZHHES
NTCOETA, BEAMT SN EERR— F & iddfE & £4, 7714 — K VLAN [T,
ERR—INOED NT 7 4 v 7 &ERE, MMA— M DO N T T 4 v 72T _XTTay s
LET, MILA—IDOZESNTENT 7 4 v 7IiE, BENF— MIETEEIRET,
FEE DAL VLAN IZHEELOMNI AR — M ZFE L, £ OMSL VLAN N THAR— M &3
RTOR— ENBERIZHBECE 7,

ML NF T ERITEI LY KT @ﬁ@@jWAN@F?74y7%ﬁ%¢é
INIMNE N T 7 R— FERETEEST, M FT7 7 A— DK &I %Y VLAN

X, Blx D7 Z7 A4~V VLAN IZBHERM T D LERH Y £3, RIL77 4~ Y VLAN (2B

WA N2 o0 F Y VLAN L, 1 DOMSE 77 R— MII T A,

%7541 VLAN & BT bz 1 >DE B4 U VLAN (375 A ~_X— ~ VLAN O

«7&&0&# Flo, BMN ST 7 R— MR K16 D7 T A ~<— K VLAN DT %
WETEET,

)

Note + . %Y 754 ~_— |k VLANIZIZ, E¥#D VLAN Th 75
A _R—KVLANMSN. v 7 IR—FThT 7 4 v I DMBEIN
F7,

caIa=F 44 A —h:AI2a=7T 4 K—HMNI, 120aIa2=71 I ¥ VLANIZ
BTO5HRANAR—FCTY, 232=F 4 FA—hMI, FALaI2=7 1 VLANIZH LMD
A= bFBLOT Y= FENTWAHEERNFR— N EBELET, 2L —T =
A A, DI 2 =T A IZHIMDTRTDA L F—T 2 AB LT T A X— F VLAN
RKAAADOTRXTOMSIA— "D, LAY 2 CHBfsnTHET,

Note 5o 7%, #ER MY, BIORaIa2=F 4 OFR— MNEAD NF 7 1 v 7 Z{5%T %5 VLAN
A R—FTEXLHDOT, MR- ea3a=F 4 R—F D F T4 v 7F T T A H—
Tr2A AERALTTNAS REEZEENDZZENHY £7,

TS54<), WL, BLUPaZIa2a=F1 754 ~X— | VLAN

794 <Y VLAN IZIZLA V3 X — U2 A BHLHDT, 774 X— |k VLAN OHER L @1fE
T25II201%, B &Y VLAN #7514~ U VLAN IZBEERT£4, 794~ VLAN B L
2FEFEDOE L F ) VLAN (N VLANB LU= 2 =2 =5 ¢ VLAN) (21, (ROBENRH Y F
7,
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I54%Y. B, $&Ua32=7+4 F54~— VAN |

¢« 774~ VUVLAN : 774~ VU VLAN L, BEEJR—F05 MBI aIa=7 1)
FAA R A= FBIUOMMOEER R — b ~D T 7 4 v 7 5k L ET,

o JUSZ VLAN : 37 VLAN (X, A DS EERIR— FBLI RV AP3IF— T A ~D
HERT v TARN)—A NTT7 4 w7 B5ikTDH5EH XY VLAN T, 7714~V
VLAN (2% 1 DOMSE VLAN 5% E CTE £9, £/, ML VLAN ICHEE O A — |k
EREL, BMIA— PO D T 7 4 v 7 ZERICHHT 22 b TEET,

e 232=7 4 VLAN: aI2=7 (¢ VLANIZ, Tv7ANI—A T T4 v %I 2
=T A4 R — IO ERNR— N = F A BLOFE LI 2=7 f NOMODKRA R R—
MBS DB Z Y VLAN TF, 7T A ~X—hk VLAN (21X, #EHEOaIa2=7 1
VLAN #3%ETEET, 1 203 I 2= 4 NOFR— MIHAICEETEETH, b
DOAR—MI, oaIz=T4IlbHbF— b, 7T A X— K VLANIZH HIM VLAN
Eh, BETEXERA,

Figure 3: 75 A R— M VIANDLAY 2 +574w4 70—

KON, 794~V EFITTTIA_X—FVLANHNDOLAY2 FTF 74y 7 7u—, BLO
VLAN D% A T L R— b+ DHA T HmLET,

N\

Note 75 (_X—KVLAND LT 7 4 w7 7a—(F, KA R— DS EERR— F ~DHEIF[HT
T, WMEFIFR—IPOHENDEND VT T7 4 v 713, BEVLANHND ET 7 4 v 7 & RERIZAL
., BEMT N8 FY) VLAN TR T 7 4 v I BNGBESND Z 2 13H 0 £H A,

MEERIR— MEI 12O 7 A~V VLAN OBHAR— MZ7e b 303, EEOMAL VLAN 5 X
OOl 2=7 1 VLAN CHEHATEET (LA V35— buoAI%, EERHAR—FE2L
TT A RACE S NE T, ) WERIR— hTIX, JAFPHRT A A% 77 A4 ~<— Kk VLAN ®
TIRARL L MELTHERCTEET, HExE, XCTOT T A~k VLAN H——%
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B 75 =vvaneens 5y vian ozt i+

BEHT— I AT = a U DOER LUy 7Ty LT 0T 5010, EERR— N E2FEHT
xFET,

\}

Note 5 (. _— | VLAN OEERB IO T 07 R— b 2RETEET, 25 DMmEER] |
TG R—=REMSE ST 7 R— NI, BE¥EDO VLAN Iz, BEOT7IA4~ ) BLIOES
VHEYVLAND T 7 4 v I BARIETEET,

774 <V VLAN I3 OEAERN R — 2R ETEEIN, 77 A4~V VLAN ITRET
XHLAYI = U A1X 1 DETTY,

2 o F U TRETIE, frxon KR 2AT7T—va iz, £RER@EIsI -0 K 25—
Ta iz, @O 7T A _X— K VLANX, BET AP 7Ry FEFIVYTHZLNTEE
To TYRAT =2 a BT 740N S = U LOBEETHIETT, 7I74—=h
VLAN OB EBETHZ LN TEET,

)

Note L (¥3%5—h=dZBRETHITIE, VLANA X —7 = A ZRER A F— 7 /M L THL
VERHY F9, VLANR Y NT—F f 2 —T A ALIPT R LUAREDFEMIZ OV TIL,
['Cisco Nexus 9000 Series NX-OS Interfaces Configuration Guide] =& L T 7230,

TZ4 <) VLAN &+ 5 > &1 VLAN OBE&E T (1

T Z ) VLAN NOKRA N IR— K TT T4 _X— K VLAN S EGlBIET HI2iE, BEH o2

VLAN % 77 A~V VLAN ([ZBS#fHT 28RS 0 97, BIEfHT A EFIZEEL Ty
e, B F Y VLANDOKRA R iR— bk AR — FBEXOala=7 4 KA—hK) ¥ v
AT — MZ7e 7,

\}

Note . %1 VLANIZ. 1 ODFF A4~V VLAN DRIZT Vo — 52 LNTEET,

TV I—a COBEEFTRBIZT IR, ROFMEETE T HERH Y £,
« 774~V VLAN BMFET 5,
« & H YU VLAN MFET 5,
« 774 ~VU VLANAZ 74~V VLAN & L TRESNL TN D,

Ein==4

e AU VLAN 28, M7 VLAN £33 2= 4 VLAN L LTCRESNTWS

N

Note EsfifHiF NEIEL TV A Z & A HERT AT, show =~ > RO D EFFHFET, BEEFTFN
BIEL T\ Th, TT7— Avb—I3RITENETA
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FS5ARA— FVANEOTO—FFv 2k +5719%5 [

774~V VLAN £7-213t 0 > %Y VLAN ZHIBR9 5 &, £ VLAN ([ZBEHEAHT Sz R —
MIFET 7T 4 712720 £9, FEED VLAN 275 A _X— | VLAN E— NIZELHT S L
DT IV m— g UBNETLSNET,

BB T4 _X—k VLAN F 527 R— K TEMEL TWARWES., A— FaRIZE
PN, EDVLAN 208 Z o LET,

noprivatevlan =~ > K& AJJ9 % &, VLAN (F#i% @O VLAN E— RIZREY £9, £ VLAN
FOBEMTIET R T REILSNETR, A v F—T oA AXT T A ~X—F VLAN E— R
DFEFITRY T,

774~V VLANIZXf L CTnovlan 2~ > R&Z A )T 5 &, £ VLAN IR T Sz 3
T@f?%N—FWANM%bﬂifotﬁb v H &Y VLANIZX L Chnovlan =< K
EANNLTESE. £DVLAN & 7 F A ~_— | VLAN OBEA 1T —FiE ik L£4, Z D VLAN
%ﬁwmbfﬁw/&JWAN&Lf E#é&m_abiﬁ

\}

Note

\)

Z OEMEIL, Catalyst 7 /51 ZADQEWEL Bp ) £,

Note

(noprivate-vlanprimary =~ > R&¥{7LC) 774~ VU VLAND ¥ A 7 %@/~ —HFVLAN
WCEETHE, 2O7 T4 IUVLANDO FTOTRTOT Vo —ya UREIEREICR Y £
9, 7272 L. R CVLAND ¥ A 7 %5/ —FVLAND B 77 A4 ~ U VLANIZEH L7254
B A TERRIZT T A~V VLANTHHFE SNRWVRY . 774~ UVLANTOT VY v=— 3
NI EREEEL A,

Y% Y VLAN & 77 A ~ U VLAN OB 22345 12id, BUEOREA T Z2HIBR L
THhH HoOBEA I 2Bm L £97,

TSAR—KVIANAD TAO—FFv¥ A b+ FS5S7495

T _XR—= K VLANIZHDLHBR— oD 7Ta—RExvy AN T 7 4 v 2713, (RO X SN
F7,

e 70— KRK¥y AN T T4 v 7%, TRTCOEERR—FNHT T4~ VLAN NDOT

NTCOR— MIFHENET, 2O a—K*xy A~ 774 v 7%, 774k VLAN
NRIA—ZTREINTWRWWKR—F2ED, 774~ VLAN NOTXTOR— M
BliE SNET,

¢« TRTOMNR— IMNHEDTa—REY A+ v T 7 4 v 7%, FOMIIAR— NIEEMT

HILTWD T T A4~ U VLAN OMEZER|R— MI7ZTERE I ET,

e AIa2=T AR INEDTR—RXY AN NI T 47, FOR—bDAI2=T ¢

NOTRTOR—F, BIOFOaI2=T 4 A— MIEEMTON TN T RTOEE
BIAR—MIEESNET, 207 —F%x¥ 2~ X7y M, 774~ U VLAN RO,
DA z=F 4 E£FMA— MTBME SN EE AL
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. 754 A— k VLAN B— D5 B

754 R— K VLAN ;R— DB
TTA =K VLAN 2925 L, WOXLIIZ, =2 R AT =2 ar~OT7 78 AT
=FT,
TV RRT =g VITERRENTWAAS U H—T = AR L THINYAR— & L TRE
L., VA Y20EEZLAEVWEIICLET, mExiE, =V RAT—2 3 VR —10l
By ZOREICLVF—AEOL AV 2HWENTERIARY ET,

T ITFNN = NI oA BIOBRR L R AT =gy (Nl T v HF—nN—7p
E) IR EINTWAA v H—T o2 f AZBERR—FE L THREL, T X3CTHT L KA
F—a VN TFIFAN N T — NI ATV EATEARLHICTLET,

TSAR—FKVIANBELUVIANSA V4 —T (4 R

VA Y2VLAN ~D VLAN A X —T = A AL, AA v TFFAEA X —T7 A4 & (SVD) &b
MEENFET, LAYV 3T A%, B Z U VLAN Tl 774~V VLAN 7217 &4
LTCFIA4X— bk VLAN ¢ @ELET,

VLAN X N =07 f 2 —T =2 A XX, 774~V VLANZZIFICR LTHRELET, &S
Y Z YU VLAN IZIX VLAN A V¥ —7 = f A%ZFHE LRV TL ZEW, VLAN B2
VLAN & L CRHRESNTWDEEA, EH o ZY VLAND VLAN * v b —7 f 2 —T = A
2NIFET 7T 4 7D £, VLANA V F—T =2 A ZAORENE L RWES. kRO L H 7
W70 £,
TV T 4 TIRVLAN 2y NU—7 A U H—T 24 ANRKESNTZ VLAN &t h &V
VLAN L LCEELLI ETDHE, VLANA U X —T =2 A AT 4 =T NWIZTHET
I, REDPTFAIINEEA,

e H L HF YU VLAN & L TRESNTWS VLAN F CVLAN Xy hU—F f U H—T = A
AEERLTA F—T M LEIETDHE, EOVLANA VX —T oA AT 4 &B—T
IADEET, VAT ANLT T —NEENET,

7Z 4~V VLAN 3t > % U VLAN IZBH#fHT B, ~ v B 7 EnTWaigGse, 774
< U VLAN EOTRCTOBREN D F Y VLAN I ESNET, e xiE, 7794~
VLAN EDO VLAN %y hU—27 A L A =T =2 AA AP TRy FEFEIVYETHE, 20T
X MI7TF7A4_X—=F VLAN 2ED P73y b 7 KL AIZRY £,

\}

Note VLANA L Z—7 x=A ZAZRETDHITIZ., VLANA VX —7 = A AR A F—T N2 L TH

SHERHY ET, VLANA H—T =2 ABLOIP 7 KL ADFREDZERM OV T,
['Cisco Nexus 9000 Series NX-OS Interfaces Configuration Guide] #Z B L T 72 &0,

BHOTNARIZERLD S TZ4 X— ~ VLAN

BEDOT A R Th=5 K912 F T4 _X— |k VLAN Z4L3ET 521X, 77 A~ U VLAN, i
3. VLAN, BEXO'aIa=7 1 VLAN &, 774 _X— |k VLAN 2% KR— T 50T /1 X
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WEVLAN 2 5 28555754 ~—hvian [l

Wh7oX 7 LET, 7ITA4AX— M VLANREDOEX 2T 4 2 REFLT, 774 —F

VLAN & L CRE &2 VLAN Mo HEIZEA SR nwE 2123512, 774 —F

VLANR— FDREE SN TWRNT N, ZA G0, TXTOHRMT A AT T A ~<— K VLAN
RELET,

MNELVLAN 2 T 2R3 5T 54 ~— k VLAN

Cisco NX-OS U U —Z 102(3)F L%, 71— 3L system dotlg-tunnel transit <vian> %4k L
TWAEER T Yy h ARy 7 AL LTHREET 2 U4 — b &4 T 5 Cisco Nexus A1 v F T
awry REETTDHE, 20U EDY VS HEFST T A _— | VLAN h 77 R— MIERET
LNy NERFFS L, WY 7 2HIBRETICEE S ET, Zoa~y ROFEMIZOWT
I%. cisco.com ORFEH Y U — 27 [Cisco Nexus 9000 Series NX-OS|nterfaces Configuration Guidel
EHRRLTLZEN,

A

GE)  PVLAN & QinQ 23] UAR— N CRE SN TWEEE, WEY 7 ORFIIEEEL THA,

WORIE, 737y RIAPVLAN B XU NZ 275 PVLAN R N Z 7 ICBE LT
D, ZOMIZEEILZD T &0, AR — b XT3 Cisco Nexus A1 v F TONEZ 7

DRFiZRLTWET,
PVLAN trunk PVLAN trunk
secondary promiscuous

L. L.
- >

PVLAN trunk PVLAN trunk

secondary promiscuous
Primary 10 8
Isolated 11 &

P TNEEERITT LET,

vlan 10

private-vlan primary
private-vlan association 11-12
vlan 11

private-vlan isolated
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vlan 12
private-vlan community

interface Ethernetl/1

switchport

switchport mode private-vlan trunk secondary
switchport private-vlan association trunk 10 11
no shutdown

interface Ethernetl/2

switchport

switchport mode private-vlan trunk promiscuous
switchport private-vlan mapping trunk 10 11-12

no shutdown

(config)# system dotlg-tunnel transit vlan 10,11

FEXRR A VB3 —T 24 AR—F LD TS5 4 RX— FVLAN

7.0 (3) 12 (1) LR, Cisco Nexus NX-OSiZ. CiscoNexus20007 7 7V v 7 =7 X5 XDk
A MilZAR— » (FEXHIFA— k) T 74— FVLAN (PVLAN) ZH¥3HR—hLFET,

PVLANIE, B8R A P B L OB —EHFEX HIFXE TR — I NET,
A\

(G¥)  FEXHIFPC/VPC (R— +F ¥ RNUNIER— FF ¥ xV) BLXOFEXAA (72T 47/T7 7
T47) BREFVAR—=FINTWETA,

TS5AR—FVIAND/NAf FRASE T+«

IOYT7 My =TiE, 2= K UT— KR, 7T A=K VLAN DAT— 7 LEBILOA
T— RV ADEFOFEIIEBNT, " TA TV T 4R —FLTWVET, AT —F
TN EHEREI T, R 3EOHEBITNAT ARSI ET, HEENS 10 PLANIIZ 4 B2 E
DEHFAITEITY) & A== AP EV 2RV er—RNINFET,

Note 735 (X— | VLAN REESNTWDEA (7.0 3) 11 2) LURIOEA) . Cisco NX-OS D
LI NR—=T g v ~DE 7 7 — RiEdR— &R TWEE A,

Note .~ 7 (T YT ¢ BERE. DFEMIIC OV TIL,  [CiscoNexus9000 SeriesNX-OSHigh Availability
and Redundancy Guide ] # &ML T 7230y,

754 R— |k VLAN ORR &

7T A _X— k VLAN [ZIZR DOFHESEERH Y £,
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e TNRARIZOTA L LTND I L,
¢« 774 X— K~ VLAN #BEZ A R —T N T BDRLERH D 7,

T5AR—KrVLAN DEFEIZETEHIHA KSA LY
H#EIE

TF A _X— K VLAN REROH A R A L HIFEHE PVLAN IR D L B0 TT,
eshow =< K (internal ¥—U— Fff& ) IV R —FENTWEREA,

¢ T/NA ATPVLAN HEEZ A TEX 2 L H 12T 5I12iE. H502 L PVLAN &A1 2—7 /L
WL TEBLMLERZDHY F7,

* PVLAN |Z. CiscoNexus 9200, 9300, 9300-EX. 9300-FX U —X ZA v, I W Cisco
Nexus 9500 U — & A4 »F (NIK-X9432C-S ZR< T _XTDHTA > H—FK) OvPCE
FOR =k F¥ 2L THER— I FET, PVLAN I, Cisco Nexus 3232C 35 L TF 3264Q
ZA v FDOVPCBIOR— K Fr RV TEYR—FSnEHA,

e FNRARATZOMBEZ AT 5I121%, VLANA X —7 = A AREE A X —T W D0k
ERH Y FT,

s Y VLAN 2R T T HHIIC, B &) VLAN & LTRET D TXTD VLAN O
VLAN %2y NT—27 f v F—T A A% vy NET L LET,

« AXZT 4 w7 MAC 2@ D VLAN TYERL &, £ ® VLAN 28t > %Y VLAN (24544
b L, CiscoNX-OS (Tt %) VLANCRE SN/ MAC ZAX T 4 7 MAC &
L CHEEFL £,

*PVLAN (X, KD X S IZPVLAN AR — F E— F&ZHR—FLET,
e B IAF YR
« BRI T T
« RA MELGEET D
s MNEARARNNT 7,

eI Ia=F 4R b,

* Cisco NX-0OS U U — % 92(1) LAF&, PVLAN |Z VXLAN Z ¥R —F LET,
« 774 ~_X— K VLANILX, A— K FrRXVOR—F T—REZH$R—-—MLET,

e 774 _X—F VLAN L, KRR —+F ¥ (WPC) f v H—T =2 ADKR—h T—F
PAR— FEERAE L FE T,

« PVLANMEZERI] & 7 7 £ 72 1IPVLANMSZ b 7 0 7 2% ET 25414, IDTHRES Y
A N TIEPVLANZFFA[ 5 Z L 2 H4EL5% L E 9, switchport private-vian trunk allowed =
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B 5~ AN DOBEEICET 341 F54 VB L UHKEE

~ > REHEHLET, PVLANIZ, PVLANF 7 07— RIS U T~ v Vo 7 F 7213 B
fHFsnFEd,

» system private-vlan fex trunk =~ > N{%, Cisco Nexus 9300 -FX, -FX2, -FX3 77 v |
TH—L AL v FTHR—FSINTWEFA, KO PVLAN E— RiL, V7R —2A
FEX # D FEX R— FB LR — K F¥ XAV TOLYR—FINET (AA £/ ST
VPC E— FTCIEI¥FR— SN EHA) .

* Isolated host
* Community host

« Isolated trunk

INEOE—RiE, v NE—LFEX KD FEX A — F B ILOKR— K F¥ XL TDH
HR—FENET (AA E721LSTVPC E— RTIFHR—FENFEHAL) o

« PVLANI/ZPACLE L UNRACLZ AR — L £,
« PVLANIZIR D L 9 IZSVIZ YR — K LET,
« 774~ VUVLAN EDSVI,
SVID FITA~VBIOELZYIPT L X,

« 7°Z A < U SVIOHSRP,

* PVLAN{Z L A Y2iRE 2R —FLET,

* PVLANIZR D X 5 1ZSTPEZ VAR — L ET,
« RSTP
« MST

* PVLANIL, BHDO b7 7 R—=F a2 LTAAS v FETHR— M SN ET,

* PVLANIZ. CiscoNexus9396PQi3 . 193128TX A A v FD10GHR— h THHR— I FET,
« PVLANGE I, CiscoNexus93003 Y —RXAA v FDALER— h TIEHR— N EHA,
* PVLANAR— FE— RF}&, Cisco Nexus 3164QA A v F CTiIV R — hEINTWERA,

» Network Forwarding Engine (NFE) Ti%, PVLANIZ7 L —2 7 U F&HHR— b LEHA,
« PVLANIZE, VPCET2IEAR— M F v X /VFEXAR— F TIEHAR— FILEH A,

* PVLANIZ, IP¥/VF ¥ v A N ELILIGMPAX —E U 7 & YR — K LERA,

* CiscoNX-OSVU U —293 (5) LI, PVLAN{ZIDHCPA X —t' > 7 ZHR—F LET,

s PVLAN/ZPVLAN QoS% ¥R — F LEH A,

« PVLANIZVACLZ 7 R— s LEH A,

« PVLANIZVTPZ #7R— h L £ ¥ A,
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«PVLANIZ F oL ZHAR—F LEF A,
* PVLANIZVXLANZ VR — F LEH A,
« E{EITCAPVLAN VLAND A . PVLANIZSPANZ 7R —  LEH A

* PVLAN O—BIZ72 5 X OICHA A v 4 —T = A AR ETEEH A, SOV T,
['Cisco Nexus 9000 Series NX-OS Interfaces Configuration Guide] =& L T 72 &0,

« Cisco NX-OS CLITi%, PVLANZ /L — 7 Z L IZHEI OMSIVLANR E X R ETE £33,
DX RBFEEITIVR—FENTWERA, PVLANZ L—71T1E, R TIOOMIIVLAN
ERETEET,

Cisco NX-OS Release 7.0 (3) 15 (1) LI Ti%X. VLANTOPVLANT VI o—3 g idY
A= hrENTWERA,

ZDavy RIZLY, PVLANTOT Yy m—1a URET 77 4 712720 £9, no
private-vlan primary %ftD 2~ > R&R{TLTH, PVLANTO 7Y Vo= — 3 UT#EfE
AREIZ 72 Y £ A, privatevlan primary PVLANCHE T Voo —3 g U 2+ 2 03
N0 ET,

7T A RX— kiR — b E— RZFEPVLANAKR— b — RIZEE I 5I121%. defaultinterface 2 <
Y REANL, £ ¥ —7 = A ATHPVLANKR— hE— RERELET,

PVLAN (Z, N9K-X9636C-R, NIK-X9636Q-R, NIK-X9636C-RX 71 > J1— K S LT
Cisco Nexus 9500 Series A1 v F TV HR— FZINTWWEH A,

CiscoNX-OS VU U —210.1 (2) LA TiX, vPCINZAR— h TOPVLAN & portSectAE D7
BB, 7 E b H—EToOE AeMacFEHICHIR2H Y 3,

Cisco NX-OS Release 10.2(2)F LA, R OFEHED Cisco N9K-9332D-GX2B 7*F v b 7 4 — A
AA v FTHHR—FENET,

* PVLAN # L U} Flex Link

*« VPC

« 3RAY QinQ

o v LVF )L T u A Z VLAN %% L7238 IR QinQ

CiscoNX-0OS U U —2R 10.2(3)F A& TliL, 7 v—/3L system dotlg-tunnel transit =2~ K
MET70 Yy bRy 7 AL LU THRRET D Nexus A1 v F THREINNTWBILE, /Ny
RN 2O ED & ZTHEETH L. NE VLAN 28557 5 A ~— | VLANZ Z{RA(ERERE
IZE D, PVLANOWNESZ 7 2 pfF C&E £9, ZOHRRIL. EX. FX, FX2, FX3, GX. ¥
LN GX2B ~X— 2 @ Cisco Nexus 9000 > — X TOR A A v F TCOIZYR—FINTNFE
T

* PVLAN & QinQ M [A LA — MIRE SN TV DI5E, WEY 7 ORFHIEIEL 8 A,
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B s ~—rvanoForrrzs

TS5SAR—KVLAN DT 74U FERTE
WDFRIZ, 7TAX—K VLAN DF 7 3V hi®E&ZRLET,

Table6: 754 R— b VLIAND T 7 # )L ERFE

NS A—4H TI7AIE

754 _X—KFVLAN |5 4 & —7
V%

O > = |
754 ~N— |k VLAN DX TE
FEE L72 VLAN % 77 A4 ~X— k VLAN & L CHE| Y Y4TSR, VLAN Z{ER L TR < BB
HYET,

VLAN A > # =T = A ZA~DIP T R L ZADEID B TOFEMIZ OV TIE,  [Cisco Nexus 9000
Series NX-OS Interfaces Configuration Guide] =2 1L T 7230y,

N

Note  CiscoIOS @ CLIIZIEN TV DA, Z DHERED Cisco NX-0S =1~ > RIZHER D Cisco I0S =1~
VRERLDENRHDTZOEENRMLIELTT,

T34 R—KVLAN DA *—7T )L (CLU/N—2 3 )

7T A ~N—~ VLAN EEAZ T 2121%, T34 A LETF 74—k VLAN & A Fr—7/L{Z
THILERHD FI,

\)

Note 5 (. _X— K VLAN =<2 Rid, 774 — F VLANBREZ A R — T LICT H £ TEREN
FH A,

SUMMARY STEPS

configt

feature private-vlan

exit

(Optional) copy running-config startup-config

b=
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F54 R— VAN & LTOVIAN O3z (cUi—>32)

DETAILED STEPS
Command or Action Purpose

Z 5w 71 |configt a7 4FXal—yar ET—RIAY £T,
Example:

switch# config t
switch (config) #

AT 72 |featureprivate-vian FTINA A ETT T A _— h VLANHERER 4 2 — T )L
Example: (CLET,
switch (config)# feature private-vlan Note nofeatureprivate—vlan:lf\?‘/ }\f(\_’){ffﬁ L

switch (config) #

TSI A4 _— FNVLANBERER T 4 & —7
JVIZT DHENC, PVLANGRE & 52212 Hl
brRIT20ENHY E£3, LAioY 7 K
7 =7 U U—XTiL, nofeature
privatevlan =~ > R %3 f 9 5 A,
T _RTOPVLANK— hZ@ELEZ 7
WREIZT 2R H Y 7,

AT w73 |exit S T4 RaL— gy B REKT LET,
Example:
switch (config)# exit
switch#

Z 5w 7 4 | (Optional) copy running-config startup-config Firaryr74FX¥alb—vark, AF¥— T v 2
Example: Y74 Fal—vailar—LET,

switch (config)# copy running-config startup-config

Example

WIZ, TNRAAETT T4 _X— |k VLAN e % 4 2 — 7 M T 5612~ LET,

switch# config t
switch (config) # feature private-vlan
switch (config) #

TZ54R—KVLAN & LTDOVLAN DEEFE (CLI/N—2 3 )
~

Note VLANZEH L AU VLAN (-OFV ., 223 2= ¢ VLAN F 71357 VLAN OWFhn) &
LTCRET AN, FTVLANARY hTU—F A U F—TxAf A% Y% v b T3 NN
HHFI,

VLAN [X, 774 X— kK VLAN & L CRETE £,
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NX-08 ZfEf L1=F 54 *—  VIAN DEE |

75 A4 ~X— |k VLAN Z{ERET H1TIE. H#IIC VLAN 2Rk LT, #® VLAN 27 5 A ~— |

VLAN & LCRELET,

774 ~X—KVLANNT, 774~V VLAN, 22X =2=7 1 VLAN, F723M7 VLAN & L
THAT T RTOVLANZER LE T, TOHE T, BEOMN VLANB I OMEH O =
=7 4 VLAN % 1 DD 77 4~ U VLAN I[ZBH#fT 1T £3, #0771~ U VLAN & Bdiff
JZERETEET, 2FEV, HEOT 74 X— K VLAN ZRETE £,

7Z 4~ VLAN £7213 4 # U VLAN ZHIR9 5 &, £ VLAN [ZBEEA T SR —

MIFET 7T 4 71270 £9,

P54 RXR—KVLAN F T v 7 R—F ETEDIF U VLAN 721375 4~ U VLAN DWW 4

MNEHIR LSS, ZFOEED VLAN PR IET 757 4 7Tk,

N R—=NET v

LIcEETT,
SUMMARY STEPS

1. configt

2. vlan {vlan-id | vlan-range}

3. [no] private-vlan {community | isolated | primary}

4. exit

5. (Optional) show vlan private-vlan [type]

6. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

RFw 71| configt ary 74 Xal—varE—RICADET,
Example:
switch# config t
switch (config) #

R T 72 |vlan {vlan-id | vian-range} VLAN #EH 7E— I LET,

Example:

switch (config)# vlan 5
switch (config-vlan) #

ATvT3

[no] private-vlan {community | isolated | primary}

Example:

switch (config-vlan)# private-vlan primary

VLAN %, =12 = =7 ¢ VLAN, 3. VLAN, 7=
X774~V 79 A4~_—FVLAN L L CHELZE
9, 7T7A_—hKVLANIZIZ, 1 DDF T A<V
VLAN 2R ETHLENH Y 9, ko aIa=
7 4 VLAN 57 VLAN 2R ETHZ ENTEE
7

ER

FaE L72 VLAN 725 77 1 _X— k VLAN ORE %
IR L. BEDOVLANE— RICELET, 51~
U VLAN 7213t 7%V VLAN 2§35 &,

. Cisco Nexus 9000 NX-0S L 1 VY2 XA v F U JERAA K. 1)) —Z10.3(x)
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THUFYVLIAN £ TS50 TS5 4 R— kVLAN OBEER I+ (CLIN—23Y)

Command or Action

Purpose

Z O VLAN B A I SR — MIFET 774 7
W70 £,

ATvT4

exit
Example:

switch (config-vlan)# exit
switch (config) #

VILIANZ Y 7 4 Xalb— g BT E—REKTL
F7,

ATy Th

(Optional) show vlan private-vlan [type]

Example:

switch# show vlan private-vlan

754 _X— K VLAN OFEEXFH < LET,

ATvT6

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

FEfTar74Xalb—Tarvk, AF¥—hNT v
Y74 Fal—varilav—LET,

Example

WOFNE, VLAN5S 275 4~V VLAN & LTF T A4 X— k VLAN IZE| Y BT L HE

ZRLTWET,

switch# config t
switch(config)# wvlan 5

switch (config-vlan) # private-vlan primary

(
switch (config-vlan)# exit
switch (config) #

THUFYVIAN E TS5 47 T34 ~—  VLAN OBE&EH (+ (CLI
N—23 V)

v XU VLAN % 7T A < U VLANIZBEESHT 5 & &3, ROFEEFRIIES TS E I,

» secondary-vian-list /X7 A —Z(Z1%, A= EEGDRNTLLIEIWN, Do~ TRYU-~7-1H
BOHEAEEDDLZENTEET, FHEAF, H—0®v b & VU VLANID, 7213t h
VA Y VLANID A 7 TORWEHEHIC T £7,

« secondary-vian-list /X7 A — & |Zi%, D=2

LIENTEET,

= =7 4 VLANID & Ji157. VLANID %4 &

« secondary-vian-list # A )3~ % 7>, add % — 7 — K secondary-vian-list ;8L T, 774~
U VLAN &t >4 U VLAN OBE#EM T 217V ET,

s remove # A ) L &7 ¥ —7U — R secondary-vian-list # |k L T, €% VU VLAN &£ 7 F
A~ VU VLAN & OF#ff 1T 27 VT LEd,
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B o7 svvane 7507y 754 <~k VAN OBSER 1T (CL/A—U32)

e B Y VLAN £ 754~V VLAN L D7 Vi o— g U EEETHI2i%, BBFEOT
Vyvx—varyEHIBRL, RICKRERT VY vo—varywzBMLET,

774~V VLAN 7213 W%V VLAN ZHIfr7T 5 &, £ VLAN [ZBEAHT Sz R —
MIFET 7T 4 712720 £,

noprivatevlan ==~ > K, VLAN L@ ® VLAN £— RIZREY £9°, £ D VLAN Lo BHift
FITT_RTC—WEIEESNETHD, A ¥ —T oA ATTFA4X—F VLAN E— RO F FIT7
D i‘g—o

FEED VLAN 27 7 A _X— h VLAN T— NIZHE#T L L, TOT Vo — g UNETLE
ET,

novlan =< Fix., 774 < VU VLANIZX LT, @ VLAN IZBEEMIT ENTHDTTO
754 _X—KVLAN DD ES, 271, B4 U VLANIZX L Thnovlan =~ > R& A
HUEHE. #O VLAN & 75 4 ~X— | VLAN OB EMFIZ—MiE - LEd, 20 VLAN %
FAER L TR A 2 Y VLAN & LTCHRETH L TICREY £,

Before you begin

7T A4 _— k VLAN BREDR A X —T L THAZ L 2R LT E W,

SUMMARY STEPS
1. configt
2. vlan primary-vian-id
3. [no] private-vlan association {[add] secondary-vian-list | remove secondary-vian-list}
4. exit
5. (Optional) show vlan private-vian [type]
6. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose

AT w 71| configt

Example:

switch# config t
switch (config) #

a7 4 F¥al—arE—RIADET,

R 5w 72 |vlan primary-vian-id 774 X— |k VLAN OREIEEE2ITH)> T T4~

Example:

switch(config)# vlan 5
switch (config-vlan) #

VLAN OFZ &% AL ET,

R 7 3 |[no] private-vlan association {[add] secondary-vian-list| =< R 1 >OFREHEH L T,

| remove secondary-vian-list}

Example:

switch (config-vlan)# private-vlan association
100-105,109 EJ B

tH &Y VLAN %77 A <1 VLAN (2B fH T
i‘a‘o
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FSATUVIANDVIAN f © 2 —T 24 AADEAVE Y VANOT v EVS Un—a>) [

Command or Action Purpose

774 < U VLAN» 6T X TOREM T ZHIBR L,
EHE O VLAN F— RIZELET,

ATy 74 |exit VLANZ Y 7 4 Fa2l—Tar 72— FREKTL
Example: 7

switch (config-vlan)# exit
switch (config) #

R T w 75 | (Optional) show vlan private-vlan [type] 754 _X— K~ VLAN OREAXF = LET,
Example:

switch# show vlan private-vlan

R 76 |(Optional) copy running-config startup-config EfFar 74 Xal—Tarhk, AFX— KT vS
Example: Y74 Fal—vailar—LET,

switch (config)# copy running-config startup-config

Example
RIZ, =X =2=7 1 VLAN 100 ~ 105 38 K OYMHISZ. VLAN 109 277 A ~ U VLAN 5 |Z
BEAHT AR LET,

switch(config)# wvlan 5

switch (config-vlan) # private-vlan association 100-105, 109
switch (config-vlan)# exit

switch (config) #

TS5ATYVIANDVLAN f B3 —T x4 A~NDEHSF 1) VLAN D
TvEYY CLU/N—T3Y)
Y

Note 75 (_X—KVLNODZFA4 <Y VLAN ® VLAN A > Z —T = A ZA~DIP T KL ZADE|IV Y4
TOFEMIZOW T, [Cisco Nexus 9000 Series NX-OS Interfaces Configuration Guide] % & L
TLIEEY,

T HHY VLANZ, 774~V VLAN D VLAN A V' Z—T = A A~y 7 LET, M
SNVLAN BEL U2 2 =7 ¢ VLAN X, £ bicEH % U VLAN EFEENET, 77 A X—
FMVLAN DA ST 7 4wV %L AY 3 TUETDHIZIE, B XY VLANEZ T T A<
VLAN ® VLAN X hU—27 f B —T oA AZ~v v L7 LET,
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B s =yvanovaN o8- T4 ZADEALF U VAN DT Y EL Y (CUA—Ta )

\)

Note VLAN %v hU—2 AL H—T =2 AERETHANT, VLAN X hU—27 A H—T = A
Al A F—=TNWZTDHDHLENRHY T, 774~V VLAN ([ZBEM T Ol 2 =T ¢
VLAN F 721357 VLAN FD VLAN % bV —27 A v Z—T = A XX, 77~ 7 H—t
2220 £, BT L5D1E, 774~V VLAN EDO VLAN X hU—F f LV Z—T = A A
72T,

Before you begin
« 7J A4 _— | VLAN e 2 1 R —7 Wi T 2,
« VLAN A VX —7 = A Afffe" A X —7IVIZT D,

BN HY VLAN DY vy B 7R D TELWT T A~ VLAN LA ¥ 3 A 4 —T =

A ATEEZ LTS Z L,
SUMMARY STEPS
1. configt
2. interfacevlan primary-vian-1D
3. [no] private-vlan mapping {[add] secondary-vian-list | remove secondary-vian-list}
4. exit
5. (Optional) show interface vlan primary-vian-id private-vlan mapping
6. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
R 5w 71| configt ar74Fal—varyE—FIADET,
Example:

switch# config t
switch (config) #

R T w 72 |interface vlan primary-vian-1D 75 4 _X— ~ VLAN OB EIEEEITH T34~
Example: VLANDF 52 AN LET, 774~ U VLANDA
switch (config)# interface vlan 5 :/&_71/( A AT A ﬂ?; b—vart— ]\\‘7}§
switch (config-if) # Bt SN E T,

R 7y 7 3 |[no] private-vlan mapping {[add] secondary-vian-list| | % > %Y VLAN %, 774 <Y VLAN @ SVI %
remove secondary-vian-list} AL AX3IA L H—T oA Ry BT LE
Example: T, Tk, T4 =K VLAN ASJ T
switch (config-if)# private-vlan mapping 100-105,| 7 A > TDLAYIAA YTF U TNAGEIZR D F

109 4,
e

. Cisco Nexus 9000 NX-0S L 1 VY2 XA v F U JERAA K. 1)) —Z10.3(x)



| NX-0S ZERALETS5A _— VAN DEFE
FSAR—FVIANKR h R— k& LTOLA v 21 v2—T 1 20%E [

Command or Action Purpose

v h &) VLAN & 754~ VLAN D LA ¥
3AVHE—T 2 A~DV T RBEELET,

ATy 74 exit A B =T A AT 4Fal—g F—R
Example: T LET,

switch (config-if)# exit
switch (config) #

R T w 75 | (Optional) show interface vlan primary-vian-id A B —T 2 A ADT T A ~_— |k VLAN [ % Fr
private-vlan mapping LET,
Example:

switch (config)# show interface vlan 101
private-vlan mapping

X7 76 | (Optional) copy running-config startup-config FITar74Xalb—Tarvk, AF¥—hLTvSa
Example: V74 Fal—varilar—LEd,

switch (config)# copy running-config startup-config

Example

WIZ, BHZ YU VLAN 100 ~ 105 8L TN109 %2, I A4~V VLANS DL A ¥ 3 A
VR —T 2 Ay BT AR R LET,

switch #config t

switch(config)# interface vlan 5

switch (config-if)# private-vlan mapping 100-105, 109
switch (config-if)# exit

switch (config) #

TS5AR—FVIAN;RR F  R—FELTOLANV24 23— (4R
DEXTE
LAY 240 H—T 2 A A% T TA_X—F VLANDHRZA F R— & LTHRETEET, 77

A4 ~X— K VLAN TiZ, A M R =D Z U VLAN OD—FT9, Bh % U VLAN I,
23 2= 4 VLAN F 721332 VLAN OWT N T,

)

Note RAXFNR—FELTHRESNTWVWBRTRTOAS L X —T A AT, BPDUH— K& A x—T )L
T2 LRl ET,

WIZ, RA N R—Fr&%, 7914~V VLAN £t h %) VLAN Ol Fic7Vy=— L LE
ﬁéo
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Before you begin

NX-08 Z#R L7754 X— k VLAN D& E

7T A N— | VLANBERENA X —T NV ThDH I L AR LTI IV,

[no] switchport private-vlan host-association {primary-vian-id} {secondary-vian-id}

SUMMARY STEPS

1. configt

2. interface typedot/port

3. switchport mode private-vlian host

4,

5. exit

6. (Optional) show interface switchport

7. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

ATy T

configt

Example:

switch# config t
switch (config) #

ary 74 Fal—varE—KRIAYET,

ATvT2

interface type slot/port

Example:

switch(config)# interface ethernet 2/1
switch (config-if) #

7T A4 ~_X—hK VLAN KA b R— R & LCRET D
LAY 2AR— e BRLET,

ATvT3

switchport mode private-vlan host

Example:

switch (config-if)# switchport mode private-vlan
host
switch (config-if)#

LAV2HR— b 27T A4 ~X—KVLANDKR R k R—
FeLTERELET,

ATvT4

[no] switchport private-vlan host-association
{primary-vian-id} {secondary-vian-id}
Example:

switch (config-if)# switchport private-vlan
host-association 10 50

VAY2HRANFR—L%&, 774 ~X—hK VLAN ©
7FA4<Y VLAN BX Ot % U VLAN (28
iy E£9, B & U VLAN I, 57 VLAN £7=
T2 2=F 4 VLANOWTNNE L TRETEE
7

ER 8

774 _X—=hFVLANDT Y vx—3 g UEkR— kn
SHIBRL £,

ATvTh

exit
Example:

switch (config-if)# exit
switch (config) #

Ao H =Tz A AT 4Fal—rarET—F
ERTLET,
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TS5 R— FVIANBIZ RS54 R— ke LTOLA Y21 v8—T7 1 20%% [

Command or Action Purpose

R w 76 | (Optional) show interface switchport ZA S FR—FE L THRESNTVAETTOA
Example: 2 =T A AT HIEMER R LET,
switch# show interface switchport

R 71 |(Optional) copy running-config startup-config FTar7 4 FXal—ark, AF— Ty A
Example: V7 4 FXal—Tgilat—LFET,

switch (config)# copy running-config startup-config

Example

I, LAV2R—=F21 %7 T7A4A_X—=KVLANDHKA N R—FLLTREL, 77
A~ U VLAN 10 5 X O U > & U VLAN 50 ([ZBEfHT 5614~ LET,

switch# config t

switch (config) # interface ethernet 2/1

switch (config-if)# switchport mode private-vlan host

switch (config-if)# switchport private-vlan host-association 10 50

switch (config-if)# exit

switch (config) #

T34 R—FKVLANRIL S V9 R—FELTDLAYV24 052 —D
4 ZADERTE
LA ¥2A 0 H—T 2 A AT TA_X—KVLANMS. T VA R—FE L THRETEET,

THHDOMSENT o7 R— NI, BEOE A F Y VLAN L EEDOVLAND N7 4 v 7 %
Bl LET,

\)

GE¥) 7I9A4~VUVLAN Bl # VU VLANIL, 7J A X— F VLANJSL b Z 7 R— b ECTEifE
FREIZ 7R D RN BEAH T AL ENRH Y £97,

1R BHEIIZ
TT7 A _X— K VLANBEREN A X —T N TH DI 2R L TLEE N,

FIRDEE

configt

interface {type dot/port}

switchport

switchport mode private-vlan trunk secondary

ahwN=

() switchport private-vlan trunk native vian vian-id
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B s~ rvansmsrSo s K—beLTOLA Y240 8—T A RDEE

6. switchport private-vlian trunk allowed vlan {add vian-list | all | except vian-list | none | remove

vian-list}
7 [no] switchport private-vlan association trunk {primary-vian-id [secondary-vian-id]}
8. exit
9 (f£&) show interface switchport
10. (&) copy running-config startup-config

FIED F¥H
AU RFEREETIVa Y B

ATy 71 |configt Ay 74 Fal—varET—RICAYET,

i
switch# config t
switch (config) #

RFwF2 |interface {typeslot/port} 7FF4~_— K VLANMSL h T2 27 R— k& LT
5l - ETH LAY 2R P AR LET,
switch (config)# interface ethernet 2/11
switch (config-if)#

RTwvF3 |switchport LAY2R—FaAAf v F R—FL LTHELE
11 kR
switch(config-if)# switchport
switch (config-if)#

R w74 |switchport mode private-vlan trunk secondary LA¥2ER— &, BEHOMSTIVLAND N5 7 4 v
- T EARET DM N T T R—FELCEHELE
switch(config-if)# switchport mode private-vlan 7r°
S;jgi(jjigjgfg) ] GE) 2Ia2=F ¢ VLAN 3T N5 o7

A— MIITEERA,
ATy 75 (f£#&) switchport private-vlan trunk nativevian [802.1Q k7> 7 ®DF*A 7 4 7 VLAN 2% E L £,

vian-id
&1

switch (config-if)# switchport private-vlan trunk]
native vlan 5

BHMEDOFPHIL 1 ~ 3968 35 L (84048 ~ 4093 T4,
T 7 4V MEIZ 1 T,

G) 7F A _X— K VLAN ZJhs7 k5 o7
R—h~DFAT 7 VLAN & L T H
LTWAEEIE, BEH 4 U VLAN F
ToITAENE VLAN OfEE 2 A ) 5 LB
bV EdT, 774~V VLAN Z A
747 VLAN £ LCRETHZ EIET
xFEHA,
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IS4 R—FVIANBIT RS9 K- beLTOLIv2428—T 1 20EE |

ARV FFEREETIVa Yy

E:)

ATvT6

switchport private-vlan trunk allowed vlan {add
vian-list | all | except vian-list | none | remove vian-list}
1

switch (config-if)# switchport private-vlan trunk]

allowed vlan add 1
switch (config-if)#

FF5A_X—RFVLANMS. NS 7 f B —T A
ADFHR VLAN 2% E LE T, HMEOFMIT 1
~ 3968 ¥ L TN 4048 ~ 4093 T,

TIARX—=FTTF7A4<Y VLANBIOED L ZY
VLANZMS. F T 7 R— MIw oy B 735 L,
TR_RTCDT T4~ VLAN X2 DOFR— FDOFFA X
A5 VLAN U X MZHBIISEM S E T,

G¥) FA T 47 VLAN 233 7] £415 VLAN
UAMIEENRTWDLZ L 2R LE
T, ZOa~vr KT, 774/ KT
DA H—T x4 A LD VLAN NFF
AlENRWied, *A 7 47 VLAN h
TT7 4 w7 BRI EDHITIE, RA T«
7 VLAN Z#F Rl &415 VLAN & L Tk
ETHMERSHY £3 (BE#7 5 VLAN
E L TCEMEATROWNES)

ATy T1

[no] switchport private-vlan association trunk
{primary-vian-id [secondary-vian-id]}

&1

switch (config-if)# switchport private-vlan
association trunk 10 101
switch (config-if)#

VAY2MS N T 7 R— &, T4 X—F

VLAND 7 74 <1 VLANEB X Ot & U VLAN
(BT £, B & Y VLAN 13557 VLAN
ThHhoOLENDY £3, HFMIL T 7 R—HZ
*L, KI16HDOTF7 A=K VLANDT T A~
V&Y o7 ZEEMT onET, (EET
DTZF7 A<V VLAN L& %Y VLAN OX7 2
Lo, avr REHANTHARERDY £,

GE) ML hT 7 R—bOKEI X
VLAN /L, %% D7 F A <Y VLAN IZ
BEfT A MERHY T, RUTT
A~ U VLAN [CBEfH T Bz 2 5D
BSLVLAN %2, 7°F A ~<— K VLANH
ST R— NMCBHET S Z X T
TEHA, INEITSTHE. BTO
T R UNEIOT Y A2 EEXLE
7

E

7T A _X— K VLANMN. hT 7 R— b b7 T
A ~X—  VLAN OBIE#EA T ZHIFR L £,

ATvT8

exit

A B =Tz A AT 4 Fal—aryFT—FR
T LET,

1 -
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B s~ rvangEgsk—reLToL v2408—T 1 ROEE

ARV RFERETI Y S

switch (config-if)# exit
switch (config) #

ATv79 CE=N)
1 :

switch# show interface switchport

show interface switchport AA Y TFHR—FELTHREINTNDTXTOA
S —7 A RIHETHIEREERLET,

ATvT10 | (EE)
1 -

switch (config)# copy running-config
startup-config

copy running-config startup-config EfTar74Xal—vark, A¥— TS
AT 4 Fal—Talat—LET,

1

WIZ, VAV2AR—b21%, 3D50ORNDE7T7 4~V VLAN L BEE %Y VLAN
WCBHEA T 6= T A X—FVLANMSN. F T 7 R—FE LTHRETHHZRLF
KR

switch# config t

switch (config) # interface ethernet 2/1

switch(config-if)# switchport mode private-vlan trunk

switch (config-if)# switchport private-vlan trunk allowed vlan add 1
switch (config-if)# switchport private-vlan association trunk 10 101
switch (config-if)# switchport private-vlan association trunk 20 201
switch(config-if)# switchport private-vlan association trunk 30 102
switch(config-if)# exit

switch (config) #

#
#
#
#

TI53AR—FVIANEBERIR—FELTOLAIV2422—T (4R

oA

ax AE

SUMMARY STEPS

LAY2A L H—T2A A% T T ~_X— h VLAN OEZERR— K & LTHREL., FOEE]
R—hr%2774~1) VLANBIOED Z U VLAN IZBERM T2 Z &N TEFET,

Before you begin

7T A4 _X— |k VLANBEREN A R — T NV ThHhDHZ L aEd LT 7Za,

configt

interface {type slot/port}

switchport mode private-vlan promiscuous

[no] switchport private-vlan mapping {primary-vian-id} {secondary-vlan-list | add
secondary-vian-list | remove secondary-vian-list}

5. exit

pPwDb=
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6. (Optional) show interface switchport

7. (Optional) copy running-config startup-config

DETAILED STEPS

Command or Action

Purpose

&M

configt

Example:

switch# config t
switch (config) #

a7 4Fal—ar EB—RIAYET,

ATvT2

interface {type slot/port}

Example:

switch(config)# interface ethernet 2/1
switch (config-if) #

7T A N— K VLANEER|R— R & LTHRET D
AV2AR—FEBRRLET,

ATvT3

switchport mode private-vlan promiscuous

Example:

switch(config-if)# switchport mode private-vlan
promiscuous

LA ¥2HR— %774 ~X— K VLAN O] KR —
MELTHERELET,

ATv74

[no] switchport private-vlan mapping {primary-vian-id}
{secondary-vian-list | add secondary-vian-list | remove
secondary-vian-list}

Example:

switch (config-if)# switchport private-vlan mapping
10 50

LAY 2AR— FEEERR—-FE L THEL, 2D
R—1+%2774~<) VLANBIOSEIR L= b &
U VLAN ® U 2 MZBEM T ET, B
VLAN (&, 52 VLAN £721%=2 I = =7 ¢ VLAN
DWTHNE L TRETEET,

EJ S

FIAR—=hVLANDD, v v 7% 27U T LE
ﬂ—o

ATy TH

exit
Example:

switch (config-if)# exit
switch (config) #

A B =Tz AT 4 Fal—varyE—FK
ZRTLET,

ATvT6

(Optional) show interface switchport

Example:

switch# show interface switchport

AA vy FR—=FELTRESNTNLTXTOA
=Tz A AZETHERERTRLET,

ATy IT17

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

Frar 74 F¥al—vark, AX—FTv7a
Y74 F¥al—varilav—LET,
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Example

wIZ, VAV 2R—F2Ul ZEERFR—FELTREL, 7714~V VLAN10 L& h
v & ) AST VLAN 50 (ZBEEAHT A2~ LE T,

switch# config t

switch (config) # interface ethernet 2/1

switch(config-if)# switchport mode private-vlan promiscuous
switch (config-if)# switchport private-vlan mapping 10 50
switch(config-if)# exit

switch (config) #

T53A4AR—KVIANEEZR S R—rELTOLAYV2A4 05—
T4 ADEKTFE
LAY2A B —Tx2A A% TF5A_X— K VLAN DIEZER 7 R—RhE LTREL, £
DEEZERN T 7 R— b E2EBEDO T T4~V VLANICEET S Z N TEET, 260

MEER T 7 R— NI, DT T4~ VLAN ClHE DO VLAN D T 7 (v 7 Zaik L
9,

)

GE¥) 7I9A4~VUVLAN &L #U VLANIL, 77 A ~X— h VLAN #ER |~ 5 7 R— h ETH)
YERERIC 72 D RN BEEAHT 2 LN H Y £,

1R BHHEIIZ
7T A _X— K~ VLANBEFENRNA 2 —T N ThHH I L AR LT 7ZE,

FIRDHE

configt
interface {type dot/port}
switchport
switchport mode private-vlan trunk promiscuous
(f£&) switchport private-vlan trunk native vlian vian-id
switchport mode private-vlan trunk allowed vlan {add vian-list | all | except vlian-list | none |
remove vian-list}
7 [no]switchport private-vlan mapping trunk primary-vian-id [secondary-vian-id] {add
secondary-vlan-list | remove secondary-vian-id}
8. exit
(f£&) show interface switchport

10.  (f£&) copy running-config startup-config

o0 pwDd-=

©
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TS R— FVIANEZT L5 8 K—hELTOLA V242 8—T x4 20%%E [

FED FH 4
aAv U RFEREEFET7TIVaY By

ATy 71 |configt AT 4 Falb—var E- AV ET,

i -
switch# config t
switch (config) #

AFwF2 |interface {typeslot/port} 77 A4 _X— K VLAN EER N7 7 R—KrE LT
5l - BIET D LAY 2 K= P EBRLET,
switch (config)# interface ethernet 2/1
switch(config-if)#

AFw 73 |switchport LAVY2HR—F2AAL v F R—FE LTHRELE
1 - kR
switch(config-if)# switchport
switch (config-if)#

R w74 |switchport mode private-vlan trunk promiscuous LAFXY2R— 2, BHDTF5 A4 ~—] VLAN &
Bl - HWHEDVLAN O N T 7 v 7 Zimik T 272 DO
switch (config-if)# switchport mode private-vlan ;E)DJIJ hZe7 A=k LTE&ELE‘@‘O

trunk promiscuous
switch (config-if)#

ATvT5 (&) switchport private-vlan trunk nativevian [802.1Q k7> 7 ®*A 7 ¢ 7 VLAN Z&EL 7,
vian-id BMEDHFPHIL 1 ~ 3968 35 L 184048 ~ 4093 T,
Bl - 7740 Ml 1 T
switch(config-if)# switchport private-vlan trunk] (GF) 7 A4 ~_X— |k VLAN ZHEZER ] N5 7

native vlan K—hDRAF 47 VLAN & LTl
LTCWAEAIE, 774~Y VLAN £
ToI3HEHE VLAN OfE % A )4 2 B
bV ET, W XU VLAN Z 1A
747 VLAN £ L CHETHI LIXT
XFEH A,
RFw 76 |sSwitchport modeprivate-vlantrunk allowedvlan {add | 5 4 X— s VLAN fE#=ER| NS 7 f o X —T =

vlan-list | all | except vian-list | none | remove vian-list}

&1

switch (config-if)# switchport private-vlan trunk]
allowed vlan add 1
switch (config-if) #

A ZADFFF VLAN 2R E LFE9, AZEOHHIX
1 ~ 3968 35 k184048 ~ 4093 T,

TITANR—F T T4~ VLANBI O 2
VLAN Z £ N Z 7 R— MNI~v v 735
L. TRTCOT T4~V VLAN N2 DR— hDOFF
Al SI4L%5 VLAN U 2 MZBHBEIRIZEMSVE T,
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ARV FFEREETIVa Yy

S

G¥) FA 7 47 VLAN FFr 1% VLAN
UAMIEENRTWAZ L 2R LE
T, ZOaA~vr KT, T4V T
DA H—T x4 A LD VLAN NFF
AIENRWied, x4 7 47 VLAN b
T4y EERSEDLITIE, AT 4
7 VLAN Z#Frl &415 VLAN & L Ta%
ETHMENRHY £ (BhE7T 5 VLAN
E L TCEBMEATROWNEGES)

ATv 71 [n'O]SWi'[ChPOf_t private-vlan mapping trunk WEN NI 7 R—Fe, T4~V VLANE X
primary-vian-id [secondary-vian-id] {add OB LZ#T 5% VLANDO U A L %
secondary-vlan-list | remove secondary-vlan-id} ey B I B L TR LT, Eh
1 - Z 1) VLAN (%, 3. VLAN £7/2013232=7 4
switch (config-if)# switchport private-vlan VLAN@l/\fhﬁ‘& LVC%&L‘EVC% i‘j—o N A4
mar?PiEg trl;r}k ‘}f5# J @il S e 51X, 774~ VU VLAN &k v
switeh(configmif) 4 VLAN ORI 7 5 A ~— k VLAN OB+ T

DEMET DM ENH Y 3, FHER KNT 7 F—
MZxt L, K 16HD T F A _— K VLANDZZ
A~V eI HF)VORT B~y 7 TEET,
EELTWAH T I 4~V VLAN TnZ2hicx LT
av U REFBANTHILERNHY £,

EJ s

A B =T 2 A ANBHT T A ~X— k VLAN {25
cNov 7 =T EEIRLET,

ATFvT8 |exit Ao A —Tx2Af A AT 4F¥alb—Tay ET—R
%l - BT LET,
switch (config-if)# exit
switch (config) #

ATv79 (f£&) show interface switchport AL v FR—FELTREINTNDHLITRTOA >
1 - B —T A AT HIERERTLET,
switch# show interface switchport

ATFv 7710 | ({EE) copy running-config startup-config FiTar 74 Xal—vark, AEA— T oS
B - a7 4FXal—valat—LET,

switch (config) # copy running-config
startup-config
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il

WIZ, VAV 2R—=121%, 225077 4<Y VLAN & ZIIEHET LX)
VLAN [ZEBEfT T B EER T o7 R—hE LTRET DH2 R L £,

switch# config t

switch (config) # interface ethernet 2/1

switch (config-if)# switchport

switch(config-if)# switchport mode private-vlan trunk promiscuous
switch (config-if)# switchport private-vlan trunk allowed vlan add 1
switch (config-if)# switchport private-vlan mapping trunk 10 20
switch(config-if)# switchport private-vlan mapping trunk 11 21
switch (config-if)# exit

switch (config) #

FEX k5 > %2 T® PVLAN O FE 1L

77 4/ b TlX, PVLAN [ZFEPVLANFEX F 77 TH U LTWET, RO T a2 — L%
ETl%. #EPVLANFEX 7.7 CTPVLAN ZE# T £9,

)

G¥) FEX Fo527 FEOPVLAN (%, V—7 2,814 =Y (LSE) w4 % FEX Cli¥H—

M EFER AL,
FIEDHE
1. [no] system private-vlan fex trunk

FED FF

ARV FEREET7TIVa Y B
AT 71 |[no] system private-vlan fex trunk FEX k77 ® PVLAN R E & HIZ L £,

1

switch (config)# system private-vlan fex trunk

TS5AR—FVIAN KRR 7/ R—FELTOLANV2FEX A V5% —D
A4 ADHRTE
WIZ, PVLANAR A hE— REHRART VY om—3 9 UPVLANSRT 2R E L £,

SUMMARY STEPS

1. configt
2. interface typedot/port
3. switchport mode private-vlan host
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exit
(Optional) show interface switchport

No oA

DETAILED STEPS

[no] switchport private-vlan host-association {primary-vian-id} {secondary-vian-id}

(Optional) copy running-config startup-config

Command or Action

Purpose

ATy T

configt

Example:

switch# config t
switch (config) #

ary 74 Fal—varE—KRIAYET,

ATvT2

interface type slot/port

Example:

switch (config)# interface ethernet 110/1/1
switch (config-if) #

7T A=K VLAN KA R—h & LTRET D
LAY 2R— FEBIRLET,

ATvT3

switchport mode private-vlan host

Example:

switch (config-if)# switchport mode private-vlan
host
switch (config-if)#

LA¥2HR— b7 T7A4X—KVLANDKR R k R—
e LTRELET,

ATvT4

[no] switchport private-vlan host-association
{primary-vian-id} {secondary-vian-id}
Example:

switch (config-if)# switchport private-vlan
host-association 10 50

7T 4 < U VLANB L OBE ST -2 U
VLANDOR— N THRA N7 VI m=—3 3 »PVLANA
TERELET,

ATy TH

exit
Example:

switch (config-if)# exit
switch (config) #

AR =T xR T 4 Falb— g F—F
ERRTLET,

ATvT6

(Optional) show interface switchport

Example:

switch# show interface switchport

AA v FR—=FELTRESNTWVDTRNTDA
H—T oA AZEHTHEREEZ R LET,

ATy T17

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

Fprar 74 Xal—vark, A=+ T v
V74X al—valat— LT,
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TS R— VAN F 529 R— k& LTOLA v 2FX A 22 —T 14 20EE [

TS5AR—KVLANJRIL FS 2O R—FELTOLANV2FEXA V3 —
2714 ADETE

WIZ, B Z v 7 R— k&R A FBEAT T PVLAN X7 2% E L £,

FIEDOHE
1. config t
2. interface {type dot/port}
3. switchport
4. switchport mode private-vlan trunk secondary
5. (&) switchport private-vlan trunk native vian vian-id
6. switchport private-vlan trunk allowed vlan {add vian-list | all | except vlan-list | none| remove
vlan-list}
7 [no] switchport private-vlan association trunk {primary-vian-id [secondary-vian-id]}
8. exit
9 (&) show interface switchport
10.  (f£&) copy running-config startup-config
FIED %
ARV KRFERETIVaY B#)
RTFwv 71 |configt ar74Xal—varE—RICADET,
11
switch# config t
switch (config) #
RFwF2 |interface {typeslot/port} TTA_X—RFNVLANMS. v T 7 A—F& LT
5l - ETHUA Y 2 R— FEBIRLET,
switch (config)# interface ethernet 2/11
switch (config-if)#
RTw 73 |switchport VAV2R=PEAL v F R—hL LTRHELE
i) EE
switch(config-if)# switchport
switch (config-if)#
AT w74 |switchport mode private-vlan trunk secondary LA¥2ER— &, BEHOMSEVLAND 57 ¢ v

&1

switch (config-if)# switchport mode private-vlan
trunk secondary
switch (config-if)#

JEARIET DM N T 7 R— L LTHELE
—640

G a3 =2=7 4 VLAN ML~ 7
A= MIIITEEHEA,
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S

ATvTh (f£#&) switchport private-vlan trunk nativevian [802.1Q k7> 7 ®*A 7 4 7 VLANZHE L £7,
vian-id BIMEDOFPHIE 1 ~ 3968 35 L 104048 ~ 4093 T,
R 774V MEF 1 T
switch (config-if)# switchport private-vlan trunk| (F) 77 A ~_X— Kk VLAN &Mt v 7
native vian 5 H— R D*AF 47 VLAN & LClHEH
LTCWBHAIE, B &Y VLAN %
T ITAEYE VLAN OfEZ AT)9 5 26BN
b EY, 74~V VLAN Z*A
747 VLAN & L CRETHZ LT
TEHEA,
RTFw 76 |switchport private-vlan trunk allowed vlian {add FFGAR—KVLANBY NS 7 A X —T <A
vian-list | all | except vian-list | none | removevian-list} | z 458 VLAN 23 & L4, A2MEOFFIT 1
B - ~ 3968 5 L TN 4048 ~ 4093 T,
switch(config-if)# switchport private-vlan trunk 54 RXR—F 754U VLANB IO tD :/g“ )
allowed vlan add 1 . — ° o N
switch (config-if)# VLANZMN. T 7 R—MIvw vy B IT5 &,
FTRTOTT7A4~Y VLAN BZDHR— FDOFF A S
A% VLAN U 2 MZHEIIZEMShE T,
GE) XA 7 47 VLAN RFFr[ S 415 VLAN
VRAPMNIZEENLTWDZ LEMHRLE
T, ZOa<wr RNTE, 774/ KT
DA B —T A A LD VLAN BFF
AISNRWNTZD, AT 47 VLAN b
T7 4y BRI EDITIE, AT A
7 VLAN Z#F 7] £41% VLAN & L T
ETOMERHY T (Bh#ET 5 VLAN
L LTEIMBEATRWEGS)
R w77 |[no]switchport private-vlan association trunk 75 4 <V VLAN Iz — k B2 5 o7
{primary-vian-id [secondary-vian-id]} PVLAN X7, 3 X OB St b &)
1 - VLAN #3% & LET, &4 %Y VLAN [FHHAL
switch(config-if)# switchport private-vlan VLAN T 6"%gﬁ)gb Y SETO
association trunk 10 101
switch (config-if)#
RATvT8 |exit A B =T Af A ALy T 4FXal—ar F—F
i - BT LET,
switch (config-if)# exit
switch (config) #
ATv79 (f£&) show interface switchport AL v FR—FE LTRESNTNDLTXTOA
1 - S =7 A AT DERERRLET,
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switch# show interface switchport

ATFv 710 | ({EE) copy running-config startup-config Frar74Falb—vare, AI—+T v
- a7 4 Xal—vailar—LF7,

switch (config)# copy running-config
startup-config

754 RX— | VLAN 5% D &R

77 A ~— b VLAN OFREHHRE X AT DT ROWTRLOIEEEITVET,

= - N ]3]

show running-config vlan vian-id VLAN fF#AE &R LE T,

show vlan private-vlan [type] 77 A4 ~_X— K VLAN I[ZBH9 %
FlERTLET,

show interface private-vlan mapping 7 A4 ~_X— K VLAN ¥ v '
TDA B —T A4 ZADWER
ERRALET,

show interface vlan primary-vian-id private-vlan mapping 7S5 4 ~_— K VLAN = v B
TDOA B —T A ZADNEH
ERRILET,

show interface switchport 24 v FHR—hFELTRHRES
NTWVWBETRTDA o H—
7 = A ZZHAT D EHRE RN
LET,

754 X— k VLAN O#fistEsRDERREI U T

7'F A ~— b VLAN OREFHRE AT DI21E. ROWTRLOIEEEZITOET,

avU R =E]:g]

clear vlan [id vian-id] counters| 4-~=T o VLAN £ 7213 E L= VLAN DA 7 2% 27 U T L
7,

show vlan counters B VLAN O LA Y287y MEREFRLET,
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754 R— k VLAN D& E I

WIZ, 3FEFHDO T 7 A4 X— K VLAN Z{Ek L, 4%V VLAN # 77 A~ U VLAN (Z B8
i, 77 A4 ~X— 1 VLAN OFHR A b AR— b & BEERIAR— k&2 /ERk U Ci1E72 VLAN (2 BE )
J. VLAN A v Z—T = A4 ZAFE 7T SVI ZER LT, 774~ VU VLAN ARy hU—7 2K
LBETEXALICHET DM ZRLET,

switch# configure terminal

switch (config)# vlan 2

switch (config-vlan)# private-vlan primary
switch (config-vlan)# exit

switch (config)# vlan 3

switch (config-vlan)# private-vlan community
switch (config-vlan)# exit

switch(config)# vlan 4

switch (config-vlan)# private-vlan isolated
switch (config-vlan)# exit

switch(config)# wvlan 2
switch (config-vlan)# private-vlan association 3,4
switch (config-vlan) # exit

switch (config) # interface ethernet 1/11

switch (config-if)# switchport

switch (config-if)# switchport mode private-vlan host

switch (config-if)# exit

switch (config)# interface ethernet 1/12

switch(config-if)# switchport

switch (config-if)# switchport mode private-vlan promiscuous
switch (config-if)# exit

switch (config) # interface ethernet 1/11

switch (config-if)# switchport private-vlan host-association 2 3
switch (config-if)# exit

switch (config) # interface ethernet 1/12

switch (config-if)# switchport private-vlan mapping 2 3,4
switch(config-if)# exit

switch(config)# interface vlan 2

switch (config-vlan) # private-vlan mapping 3,4
switch (config-vlan)# exit

switch (config) #

754 ~— k VLAN O:EMiEHR (CLI/A—2 3 Y)

BEEER
BEEIEH TZaTFILEAL I

VLAN A % —7 A A, IP7 K1 | [CiscoNexus9000 Series NX-OS Interfaces Configuration
AHRE Guide]
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F54 A— VAN osamiEg cui—oa) ]

EEER I=aT7ILEA L

ABZT 47 MACT FLA, & ['Cisco Nexus 9000 Series NX-OS Security Configuration

XaUTF g Guide]

Cisco NX-OS D g ['Cisco Nexus 9000 Series NX-OS Fundamentals
Configuration Guide]

e A ['Cisco Nexus 9000 Series NX-OS High Availability and
Redundancy Guidel

VAT NG ['Cisco Nexus 9000 Series NX-OS System Management
Configuration Guide]

FA LA ['Cisco NX-OS Licensing Guide]

JYy—x/—F [ Cisco Nexus 9000 Series NX-OS Release Notes]

B
FE 24k
1%

ZOMRETH R— N ENDIFHROEREE - IZLE SN ERETH Y A, -, | —
BEFEOEEDO YR — MIZFE I TWEE A,

MIB MB®D') >y

* CISCO-PRIVATE-VLAN-MIB | Z£41Z DN T, fip:/ftp.cisco.com/pub/mibs/supportlists/mexus9000/
Nexus9000MIBSupportList.htmlz 2/ L T 7280,
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9.
=% =R

AAYFUT E—FDHRTE

s AA v F 7 E— RIZHETHHEHR (103 X—)

e AA v F T BT—RIZETHHA FT7A4 0 EHIREE (104 =*—)
e AA F U EFT—FRDOTFT 7 L FRE (105 2—3)

c AAf v F 7 EF—RFOFE (105 —)

AAYyF U E— FICET D1EH

AA T2 T FT—RliE, AA v T By b S~y X —OF O ME AR -T2 53 <7
U — AR EBIAGET B, Floii7 v—2 2k EZE LT, KETEHRAE (CRC) T=I7—%
FrxvZ LTHBRy NT—=7~DT L—AEREZET 200 % 0E LET,

A2 v F T ET—RiI. "— RO 2T 2N LTAAL v FEHITIN—T 4 T ENDTXTONR
oy MBS, V7 — FROEEEIR S KBEIICRTETE 7,

AL T, WDAAL v F 7 T— ROWTRNTEELET,

By FPRIL—=—RAYFUT E—F

By hAN— AL v F T T—RET 74V FTA RF—T I IRo>TWVET, v b AL—
AA v F U7 B—=RTHET DAL vFiE, "y b~y X —O3E05EM &R A R -T2 5
T T L—LDEEERHBLET, Ty hRAL—F—RDORAAL vFiI, 7L —L2EKDZE
5 T ARNST — X ik LET,

B RAN— F— RDAA vF o 7 HEIL, Store-and-Forward A A v F 7 F— KD AA v
FUTHEELVELS Y F9,

Store-and-Forward R / v F 45 £— K

Store-and-Forward A A~ F L TR A X —T NVDFH. AA v FIIL 7 L —L2OKEITNEHRA
(CRC) =7 —%F=zv 7 LTb, xy NT—JIT7 b —L%HELET, &7 L —AI%,
TL—AR2REZE L TT v INDHDETHRESINET,

T =LA EZE L TTF v 7 ENDETT L —L0EEIIEBIREIZ R 5720,
Store-and-Forward 2 >~ F > 7 E— RDAA v F U TEEL, Iy bALV— AL vTF T E—
ROAAL v F o THELDELS 2 F7,
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WY FPRIL—RAYFUT E—FKRIZEATEZHAM4 FS A4 0B L UHIFHEIE
eshow 2~ F (internal ¥ —7— FfF& ) (I AR— PSR TWET AL
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*FCS =T —0H 537w I, SPAN BDHRESNTWAESILII T—V v IS EH A,

« 1y NANV— AL v F U TIE, 9636PQ T A 1 — K% 2.7 Cisco Nexus 9500 > U — X
AA v FTHR—FEINET,

« By hAN— AL v F 71X, 40G R— bk (ALE ASIC) 75 10G A"— bk (NFE ASIC)
DFTZ7 4 w7 HDCiscoNexus 9300 ) — X 2 A »FTHR— b EINFET, £/, Ny
77 7 — MR X =T NN TR WG O, 10G A— bk (NFE ASIC) 7205 10G R— h

(NFEASIC) WD h7 7 4 v 7 ThHAR— I ET, 10GH— b (NFEASIC) b
40G AR— F (ALEASIC) O N7 7 ¢ v ZIXFIZRIES AL, TriE S VLT,

* CiscoNexus 31128PQ A A v FIIA—/N—HT A7 T4 7 F— R TOLENET D720, T v
NAN— AL T 7 T—REeYR— T HZLNTEEEA,

Store-and-Forward R v F 45 E— FICET 584 K54 B K UHIHEIE
eshow =¥ | (internal ¥ —7 — Fff& ) [IVR—FEHTWEE A,
*FCS =7 =3B/ 7y MIFuy7ShEd,
*FCS =7 =302 /3 7 v ME, SPAN BPRESNTWLERIFI TV 7 anEdA,

» CPU R — ML, 1T Store-and-Forward £— R CEIfEL £9°, CPUIZEEEIN/ZFCS=F —
NHDBNRTy MITRTReyXEnET,

s Store-and-Forward £ — FTlX, &"— FRA—NR—HY TR 54 T ZNTWT, AJjL—F

MHAR—=DDAAL v F L IRBEBZTCND I EE AL v FRKERT D EZDHR— IR
HEWNICT 77 40 720 9, mexiX, F—FDOANLV—FR 10X HE > T, H
NR—=FDAAL v F U ITEEN1XHE Y NOBETT,

N

GE) Ja—)L a7 4% 2 L—3 3 0%, Store-and-Forward T— K
WA= NR—=HP TR F AT R—=MIXHLTT T 4TI o>TW
TH, BEINERH A,
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By NAN— AL v TF U TE, T 74NV BT, RF—T IR TNET,
N N EE rJ-1
ARAYVFT E—RFDHRTE

Store-and-Forward X 1 v F 5 DA *r—TJLik
Y

(GE)  Store-and-Forward A A v F > 7 F— K& F—TMIT DL, R"—F DAL v T v 7 DRIE
WCHEBERIETZENH £,

FIEDHE
1. switch# configureterminal
2. switch(config) # switching-mode store-forward
3. ({EE) switch(config)# copy running-config startup-config
Flgn
=l VN N3 il = A7 = B#Y
R w 71 | switch# configure terminal Jau—)L a7 4 Xal—ay T— &G
LET,
AT 7 2 | switch(config) # switching-mode stor e-forward Store-and-Forward A v 5> 7 &— K& A F—T7 )b
ZLET,
AT T3 ({EE) switch(config# copy running-config V7= FBLNY A — MRIZFITa 7 ¥
startup-config L—arvmaAA— T v Fary7 4 ¥l —3 g
A — LT, BREEMERICRELE T,

451
Iz, Store-and-Forward A A v F o 7% A X —T M T 50 E2R7LET,

switch# configure terminal
switch(config) # switching-mode store-forward
switch (config) #
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I 7B A F—7 MET 521X, noswitching-mode store-forward JEX Tl L 97, =2~

Y REEHLES,
FIEDHE
1. switch# configureterminal
2. switch(config) # no switching-mode store-forward
3. (f£E&) switch(config)# copy running-config startup-config
FIED F%HH
OV RFERETIVa Y B#
R T w 71 | switch# configureterminal Ta—r ) ar7 4 Xal— gy T— NEh
LET,
R T w 7 2 | switch(config) # no switching-mode store-forward Store-and-Forward 2 1 v F > 7 F— R&F 1 &—7
MILET, By hARL— A v F o7 F— %
A X =TV LET,
ATw 73| ({£E) switch(config)# copy running-config V7= BLOY AZ — RMRFIZETa 7 4 K=
startup-config L—y g B AR — "Ny a7 40Xl — 3
SN — LT, BRE AR RIT L E T

151
WIZ, Ty PANV— AL TV TeHEAX—TMIT D0 E2RLET,

switch# configure terminal

switch(config) # no switching-mode store-forward
switch (config) #
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LAY2%y NU—7 ECREONL—T7 1) — R2AEH B LET, LA VY2LANKA— MESTP
ZL—h (FVyy Fabarsr—4% 2=y (BPDU) ) % —EOFRMMRETEZELE
T Ry NT—7 FAL AT, ZNHDT L —AEEEEPIC, 7L—A%HEHLTL—T7
U— NRAEREELET,

TR ART—va VBB EOT VT 4 T RNARSLE Xy NI NTIL—T7RN3ET
LHFEMIZR £F, Xy NT—=JICA—TPFET LG, =0 R AT —va UBREHLE
Ave—VEZELEY, Xy NT—7 THRAAPEEDO LAY 2LANAKR— K LT R X
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STPiZ, »—F 7V o VBIVCFOL— DL LAY2Xy NU—7 EOTRTORy hU—
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AR —FEBEELET,
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Note  mac-address bpdu sourceversion 2 STP 7387 LV 2 2 2D MAC 7 K LA (00:26:0b:xX:XX:XX)
Z, VPCAR— FTAM S D BDPU OFRIEILT RL AL LTHMATE S X 512220 97,

Zoa<wy REEHATAHICIE. WHFDOVPCET AL v FFHIIE T ORENF—Th S ME
NH Y EI,

STPARIEAITIERT L N T 7 4 v 7 O E/NRICINZ D720, ZOa~y REEITT 5]

12, =Y T8, AD EtherChannel 7 — R %5 4 B —7 WM d 52 L2 BEIOLET, M
FOET OEHFH#IZ, EtherChannel ' — REFOIA X —7 /I LET,
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PVST+ IZHRAZITIBIR S D LAN R — MIIKREWT T4 4V T 4 fEEZEHID Y TET,

TRTOLAN R— MZRI LTIV T A EREID Y THNTWDHEE, Rapid PVST+ I,
LAN R— F B SN ER/ND LAN R — h &2 7 U —F 4 7 A7 — MZ L, i) LAN R— %
a7 LET, HEMRRTIA4AY T ¢ OFHIZ0~224 (77 4L biT 128) TW)
NELTHRETEET, T4 AXLANKR— BT 7 A R—FE L THESNTND
WIEAR— N 7744V T 4 fliEFEHAL, LANKR—FR T 7 R—h & Lfaﬁiéﬂﬂw
BAIWIXVLAN AR — b 7744V 7 o5& R L E9,

Rapid PVST+ & IEEE802.1Q 5 > %

802.1Q F T 72Xk » T, F v FU—27 DOSTP OREEFTIEIC, WL OhOFIFINGREEN £ 7,

802.1Q F T v 7 AL THGE L TWAHBL AaDF Ry NT—27 TN, A& L%y FU—
T, XY NT—2 TNRAAN KT 7 ETHARIND VLAN ZLI121 DD STP A VA X
VAEMERFLE T, Lol iAo 802.1Q x v U — 7 #ETIL, 77 ETHRIN
53 _TOVLANIZXLT1 20D STP A A ¥ A (Common Spanning Tree (CST) ) L2
FahEwi,

802.1Q hT v 7 Z LTI AaDFRy hU—27 FAL ZA&MAEROR Y FU—27 TR X
WCHE T D%, Y AIORy NU—2 T8 AX, M7 7 D 802.1Q VLAN @ STP A > A
B Ak MAELD 8021Q Ky NT—2 TNA ADA ALV ALFEELET, 2L, ¥
AaADFy b T — 7 3EEIZ L > THERFS LD VLAN Bl STP fE#IE T, lirtfo 802.1Q
Fw NT—273E@EDO 7 T RIZkoTUIVEtESNE T, vAaoxy NI —73E@EEFET TN
HAALELD 802 1Q BEED 7 T v Rk, Fv U —ZHEEROBE—~~F 7 Uo7 & L THE
SNET,

802.1Q F 7 > 7 OFEMIIZ W TIE,  [Cisco Nexus 9000 Series NX-OS Interfaces Configuration
Guide] ZZfL T 7Z&W,
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| Cisco NX-0S %A L 7= Rapid PVST+ D%
Rapid PVST+ O L /i & — 802.1D STP & O AAEEH .

Rapid PVST+ ® L /72— 802.1D STP L M+EH ER

Rapid PVST+{Z, LA —802.1D 71 h /L ABME L TWHT A XA LA AEEM T £,

TNA AL, BPDUNR—Y 3 U 0%2%2ET 5L, 802 1D ZF(TL CWH SR EFHATEH LT
%2 L &R L E T, RapidPVST+® BPDU (/83— 2 22 TF, %[5 L7ZBPDU S, {257
T T ERRE LT 8021w BPDU R—V 5 2 THEHEE., T34 A IZOMT X TOR— kR
UL L% CTEEA vE—T%2%E L E9, BPDU A 802.1DBPDU X—V 3 0 THHY
B TS RIRR T T V2R EET, R— FOITBEEBESY A ~—ZBBLET, HLVLIL—
FAR—FTIE, 74T =T 4 VT AT — MNIBATT D7D, 265 DIRERIERFF A3 B L 7
nE9,

FRAL 2 F, RO, VH—802.1DF A AL FEEHLET,

« J{%0 : 802.1D BPDU & 13472V 802.1w iX, TCNBPDU ZfEH L FH A, 7272 L. 802.1D
TONA A EFEERAMZ R OT=DIT, T3 A1X TCN BPDU QUL & Ak 21TV E 9,

s HEFRIGE £ 802.1w T /34 AL, 802.1D T /34 AMBIRER— F TTCN A v — T &%
T5H5E. TCAE Y FAHELT80RIDIY 7 4 ¥ 2L — 3 BPDU TRELET, 7=
721, 802.1D T /34 AZHikE L TV D /b— k AR— kT TC While # 1 ~— (802.1D ® TC
HA~—¢EEIL) WTI7T 47 THY, TCAZRELT-a7 4 ¥ =L —3 3 BPDU
%55 LT2A. TC While # A ~—(3 U &> & E T,

Z OEMET I 802.1D T84 ATENF TSI L 72 £, 802.1wBPDU Tid, TCAE v b
IRESNEEA,

7a k3BT 802.1D TNA AL D AL HEMED -, 802.1w 1L 802.1D = 7 (X =
L—3 3 BPDU B L O'TCN BPDU # 7R — b Z L IEBIRAICERFE LE T,

R— F B SN D & BATIEIES A ~— (802.1w BPDU 7233418 & 5 e/ Np ] 2 45
E) BEAE S, 802 1wBPDUNEE SNET, DX A ~—BT /T 47 THHME. T
NA ANTFDR— N TZELT-TXTOBPDU AL, Fu o)L Z 4 P8R L F
7,

TN AE, B— MEATEIE Y A ~— O T #12 802.1D BPDU #5135 &, 802.1D 7
A AT SN TWD & 772 LT802.1DBPDU ST 2 LiGH £, 72721, 802.1w
T34 A3 802.1D BPDU #4A— F CHEHALTEY, A ~—0iii T 1412 802.1w BPDU %
ZET DL, 8021w T3 R IX A ~—% B L. 802.1wBPDU # % DAR— FTEH L

B ET,

\}

Note [HULANEZ AL R EOTRTOTFARA AT, Ao X —T oA AT L2700 k3w Fyi
T 5354 1%, Rapid PVST+ Z AL 2 LR H D £,
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Cisco NX-0S % {§ /i L 7= Rapid PVST+ D E |
B revid PusTe 0 80215 MST L D EER

Rapid PVST+ ) 802.1s MST & M#EEEA

Rapid PVST+ |%, IEEE 802.1s ¥ /L F A X=> 7" U — (MST) Mk & — AL AIZH HIEH
ENEd, 2—FICLHARFEFIARETT, ZO—ALARHAEREZT 4 E—7 2T 51
¥, PVSTY 2 = b—ya v aALET,

Rapid PVST+ D /N1 ZFRALSE T4

Y7 b7 = 71X RapidPVSTHIZK L TNA TRA F YT 4 A R— ML TWET, 72720,
Rapid PVST+ Z# FilLE) L= 4. HiHEMB I ONF A ~—1dE xS EH A, 2 A ~—13kl)
OGS, FEHEBRIZ I By hERET,

)

Note .t 7( 55U T ¢ BEREDZEMIC SV TIE,  [CiscoNexus9000 SeriesNX-OSHigh Availability
and Redundancy Guide] #ZH L T 7230y,

Rapid PVST+ ZE&E 9 =D DRIRSE M
Rapid PVST+ ([ZIX R DORHESRENH Y £,
e FNRA AT AL LTSI &,

Rapid PVST+ DR FEICET 344 RS54 U B L UHIHEIE

Rapid PVST+ R ERFDOH A KT A > LHIRFEEHITKRO LBV T,
eshow =~ K (internal ¥— 7 — Ff}& ) IV AR—FSnTHEHA,

« VLAN % EHIBRIZ 2Tl [Cisco Nexus 9000 Series NX-OS Verified Scalability Guidel] %%
L TL7ZE0,

e R—FNF¥ RV T B—hF Fr XN R, B—FR— R INET, B—F
A MI, FOF ¥ XMCED LY TENTVDEAREFADTXTOR—F 2 A MDOFET
7,

cLAY2ARAMIBEHINTETNTOR—FZSTPTy VY R— L LTRETDZ L&
HEIEL £,

e STPIXHIZA X—7 VDO EFIZLTEE E 1,
e HAT—ITERELRNTL SN, BEMEBMRTTA2Z 08V 7,

ex—W FT T 4 v I REFEHVLAN IZHN2WNWE I LT, BHEVLAN L o2—V F—F %
WIS 2 Lol LT &N,
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| Cisco NX-0S %A L 7= Rapid PVST+ D%
Rapid PVST+ O 7 7 + JL b EEE .

e TITAR VBB FY — K AL v TFOHHELT, T4 AN Ea—Tar b
A¥YEBLOaT LAY &EBRLET,

©802.1Q T 7 ENLT2EDV A TS AEEEHRTDHE, VT 7 ETHREIND
VLAN Z & CANR= 7Y ) —BPDU RS ET, T 7 DxRAT 47 VLAN k
DO BPDUIE, # 772 LOWKRET, THIFEA802.1D A= 7Y J— < /LF Fx 2 s MAC
7 KL A (01-80-C2-00-00-00) (ZEESNET, N7 7 DOFTXTO VLAN £ BPDU
I, Z 7 ZOIREET, THIPE A Cisco Shared Spanning Tree Protocol (SSTP) ~/LF %+
Ak MAC 7 R LA (01-00-Oc-cc-cc-cd) (ZiXE SN FE T,

Rapid PVST+ D7 7 #+ JL FERTE

WDFIZ, Rapid PVST+ /3T A —X DT 7 )V "X EZE R LET,

Table 11: 7 7 #+ )L & Rapid PVST+ /X5 * —4

NS A—4H T4+
AN Y — 4 _TOD VLAN TA R—T7 )L
2ANR= VY — F— R Rapid PVST+

Caution 2 8=2 7YY —F— FELEETDHE, F2CO
AR I — [V AE U ADREIOE— R T
IELTHRE— RCHtASNDTD, T 74>

I RHErEsnE T,
VLAN VLAN 1 IZEID B ToHNZT_XTOR— b
LIRS X5 A 1D WA =T

MACT RL AR VX7 gy |8 x—T

TV oD T IAF YT 4 |32769 (F7 4V VLAN1 DT 73k 7V v 7T A%
U 4 IZHEIES 25 A IDEIN R T-E)

H—bDOAT— | TRYFLT (AVA—T 2 U ARRETD L, HIBICEE
sns)
R— bk m— BE (o N—V o ARRET DL, BHIND)

A—NVLANZ 7 A4 A4V 7 ¢ 128

N2 a X [EE TR short
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Cisco NX-0S % {§ /i L 7= Rapid PVST+ D E |
B repidpvse o

INT A—45 TIHIE
AN— K/VLAN =2 A Auto

TI7FNBEDR—=F aAMI, ROLDIT, AT 4 THEE
FOR2ax PRGN SHBI S E T,

CIFXHEY hA—FFv b
eva—h:4
e 127 120,000
c10FTEY b A —=%Fy b
eva—h:2
e 1227 12,000
40X HE Y b A —H Ry b

ea—bh:1

17 1500
hello % A A 2%
R I8 AL R 15 %
RKRT—D 7 2 A N 20 b
Voo 247 Auto
TIFNR VT ZATE, ROEITT 2T Ly 7 Anb
RS ET,

e BETH KRA LMY —HRA LMY S
T H L AFY LY

Rapid PVST+ D& E
PVST+ 7’1 k 21/L(Z 802.1 w #E#E 43 ] L 7= Rapid PVST+ 23, 7 /3A ADT 7 4 )L k@D STP
RETT,

Rapid PVST+ X VLAN Z & 24 R—T7 /M LE T, 7734 AL VLAN Z & (2@l STP A
AR AEMFFLET (STP 27 4 B—T7 /MR E L7 VLAN ZfR&E £¥) . 774/ T
Rapid PVST+ %, 77 #/V bk VLAN &, {Ei L7245 VLAN TA X —7/WIZ7R2 0 9,
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| Cisco NX-0S %A L 7= Rapid PVST+ D%

Rapid PVST+ 01 2— T Lt (CU—a>) [

Rapid PVST+ D 1 r— 7 )Lk (CLI/X\—2 3 V)

Rapid PVST+ %7 1 E—7 /Lt L7z VLAN 235 5351, $57E L 7= VLAN T Rapid PVST+ %
BEARX—=TMIT ORERDH Y T, 754 ATMST A 2 —7 V722854512, Rapid PVST+
AT 5I121E, £DOF 34 AT Rapid PVST+ & A F— 7 /I THMLERH Y 3,

Rapid PVST+ 37 7 4/ k@ STP £— R T, [A L+ —3 LT MST & Rapid PVST+ Z [A]ikF
WCETTDZ LI TEEREA,

N

Note 2 =27V —F—REEFTLHL, TRXTOAR=ZU TV Y — (VAL ARHTDOET—
RCEILELTHRE— RTHBEINDZD, NI 70 v 7 0nHEInET,

SUMMARY STEPS
1. configt
2. spanning-tree mode rapid-pvst
3. exit
4. (Optional) show running-config spanning-treeall
5. (Optional) copy running-config startup-config

DETAILED STEPS
Command or Action Purpose

Z 5w 71 |configt a7 4FXal—yary ET—RIIAY £T,
Example:
switch# config t
switch (config) #

AT 7 2 | spanning-tree moderapid-pvst F /34 AT Rapid PVST+ &4 X — 7 VIZ LT,
Example: Rapid PVSTHIZT 7 4 /L F DANR= 7V ) — F—
switch(config)# spanning-tree mode rapid-pvst }57?7r0

Note ANR= TV ) —F— RELERT DL,
EHFIOFE— RDODANR= TV — A
VAL AP TRTUUEIESATH LW
E— RCEEISNDLGTED, VT T4 v 7
INHWrT 25 a R0 7,

AT w73 |exit a7 4 Fal—aryET—REKRTLET,
Example:
switch (config)# exit
switch#

Z w7 4 | (Optional) show running-config spanning-tree all BB L CWASTPa Yy 7 4 X2 L—3 3 D
Example: WERTLET,

Cisco Nexus 9000 NX-0S L 1 Y2 XA vy F U JERAA K. 1)) —Z10.3(x) .



Cisco NX-0S % {§ /i L 7= Rapid PVST+ D E |
B revidPusT: O VAN BETOF 4 E— T EREA F—T L CUA—T )

Command or Action Purpose

switch# show running-config spanning-tree all

X 75 | (Optional) copy running-config startup-config FITar74Fal—vark, AF— T v a
Example: V74 Xal—vavilar—LEd,

switch# copy running-config startup-config

Example

WIZ, T34 A T Rapid PVST+ % A 2 — 7 M T B0l L ET,

switch# config t

switch (config)# spanning-tree mode rapid-pvst
switch(config)# exit

switch#

\)

Note  Rapid PVST+HET 7 4 /L F THINCZ 2> TWAH 7=, show running i it 4 S 4
% 72|z showrunning =7+ > K& AJJLCTH, RapidPVST+ % A X —7 /LT 5H72HIZA
JiLiza~y RiEERRINEREA,

RapidPVST+ DVLANE I TOD T« t—TJILLF=I1E4 *—T )Lt (CLI
N—23 V)
Rapid PVST+ [, VLAN Z & 24 F—TNEET 4 B—T M TEET,

)

Note  Rapid PVST+ %, 7 7 4/L k VLAN & {EK L7292 T®D VLAN CTF 7 4 /L h TA 3 —7 /L

(2720 £,
SUMMARY STEPS
1. configt
2. spanning-treevlan vlan-range or no spanning-treevlan vian-range
3. exit
4. (Optional) show spanning-tree
5. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Z 5w 71 |configt a7 4 F¥alb—vary E— KA ET,
Example:

. Cisco Nexus 9000 NX-0S L 1 VY2 XA v F U JERAA K. 1)) —Z10.3(x)
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Rapid PVST+ 0 VLAN B TOF 1 £— T Lt i34 2—T ik cusi—va) [

Command or Action

Purpose

switch# config t
switch (config) #

R w 72 |spanning-treevlan vlan-range or no spanning-tree
vlan vian-range

Example:

switch(config)# spanning-tree vlan 5

* spanning-treevlan vian-range

VLAN Z &2 Rapid PVST+ (5 7 4 /L k STP)
A X —T M LET, vianrange DIEIL, 2~
3967 DHFPH TS (FHIFE D VLAN OfE % [
< ) o

* no spanning-treevlian vian-range

FE%E VLAN T Rapid PVST+ %7 4 Z—7 /LI L
F9, Zoaxr NZET LM OV T,
EEEZRLTIEIN,

ATy 73| exit
Example:

switch (config)# exit
switch#

arv 74 F¥al—varE—REKRTLET,

R w 7 4 |(Optional) show spanning-tree

Example:

switch# show spanning-tree

STP DR EEF R LET,

X 75 | (Optional) copy running-config startup-config

Example:

switch# copy running-config startup-config

FEfTar74Xalb—Tarvk, AF¥—hLT v a
V74X al—vailar—LEd,

Example

WOHIL, VLANS TSTP 24 2 —TNIZT D5 HEEZRLTWET,

switch# config t

switch(config)# spanning-tree vlan 5

switch (config)# exit
switch#

\}

Note VIAN DF_RTDARAL v FBEIOTY v P TANR=ZU IV Y —RF 4 B—T VIR
TWRWEAIE, VLAN TRANR=U Y U —%2F =TI LN TSN, R
W=7V Y=L, VLAN D—DAA v FEBLRT Y vV TT 4 =7/ LTE
TN 5, VLAN DZDMDAA v FBIORTY vV TARX—7 ML TEL I L
TEERA, AN IV =2 R—T NI LA v F LT w2, Ry hT—
7 OMEL R R e VICET AARERRE RN EEND Z LI DHD T, ZOMERIZ X5
TTHEAORER LD ERH Y FT,
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Cisco NX-0S % {§ /i L 7= Rapid PVST+ D E |

B r-rouocnoz

A

Caution WPREY/ 0L —F NNV R RE D ThHoTh, AN TV —%2F 1 B—7 LT L7

WZ L BHRELET, A=Y U —d, REOEY B OO Y 1T 5 &
EFEL LTEIELE T, VLAN NIZ B R L — T INFE LIRWZ & 2 RIETE 5
BAELAMNE, VLAN TAR= IV ) —2F =T M LRV TL &N,

\)

Note STP|XF 7 4/L b THNI /2> T 572, show running & EfE H2 BRI 57201

show running 2~ > REZAJJLTH, STP A F—TNTHDICAN Licav s R
IFFRRINEE A,

IL— K Ty IDDERE

SUMMARY STEPS

T 3A AL, Rapid PVST+ 3 HEN/2T 77 4 7 VLAN Z L2, STP A A X v A ZAH BN HERT
L9, VLAN Z &, /o7 vV ID ZF5Fy hU—27 T84 AR, £D VLAN D
—hk TV oI E£9,

BED VLAN A VAR AP)— K TV oI b LHICRET DL, 207 ) v
FAF VT 4 %T 730 Ml (32768) L0720 /NSUMEICEE LET,

WDa~ R& AJ13 % &, spanning-treevlan vian-rangeroot primary =~ > R% 24576 &\
IETT A ZADBFEE VLAN O/L— NI 5356, T3 AXEEVLAN DT ) vy 754
FIVTF 4R ZOEICRELET, IBEVLANDOL— K 7TV w207 Y v IS5 4D F 4 M0
24576 LV /NSWE, TAAL RTERNT Y v T ITAF VT 0 LD 4096 /N S VWVEIZHRE
VLAN D7V v 774 F VT 4 HRELET,

A

Caution STP DAL ZAZ L ZTLDNL—F TV oD, Ry VR —VFERIITFAA NI Ea—y g

=

TNAATHDIULENDNET, T78ATNRARE, STPOT 74~ L—k & LTETE
L2 TLEE0,

)

Note L — K 71U oL L TRHERESNTZT /S AT, spanning-treemst hello-time % {# /] L T hello #
A L, BEEREIEREHE, R —Y 7 A LA FETHRE LRV T Z XV, |, spanning-tree
mst forwar d-time, and spanning-tree mst max-age 7 2 —/ 3Lk E 2 < R,

config t

spanning-tree vlan vian-range root primary
exit

(Optional) show spanning-tree

pPwODN=
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EHAUFEY L=k TYYDOHE CUNR—D3Y)

5. (Optional) copy running-config startup-config

DETAILED STEPS

Command or Action

Purpose

ATy T

configt

Example:

switch# config t
switch (config) #

a7 4 Fal—arE—RIAYFET,

ATy T2

spanning-tree vlan vian-range root primary

Example:

switch(config)# spanning-tree vlan 2 root primary

ANRZYTIY=DON— |} TV POTY v T
TAXY T A ERELET,

ATv73

exit
Example:

switch (config)# exit
switch#

a7 4 X2l —yary EBT—FRFEKTLET,

ATv74

(Optional) show spanning-tree

Example:

switch# show spanning-tree

STP OFEEFK R LET,

ATy TH

(Optional) copy running-config startup-config

Example:

switch# copy running-config startup-config

FFar T4 Fal—vark AF—LT v S =
V74X al—varila—LET,

THUFYIIL—k TYTmn

Example

Wiz, 7/ A= F T Y VLT

switch# config t

RET OB R LET,

switch (config) # spanning-tree vlan 2 root primary

switch (config) # exit
switch#

N

=JLr=2=o

ax AE

(CLI /x— 3 )

TNRAAw I F) —RELTEHETDHE, STPT7 Y vV FI7A4F VT 4 1XT 740 b
i (32768) MHEHLINFET, TORE., 774~V — TV v VICEENPRELIZGA
W (R R LRy NU—JHEBERT 74V DTV v T T4 4V T 1 32768 %
FEHLTCVWDERELT) . ZOT A ABE SLZ VLAN Ov— bk 7 U » D273 5 AlHE
PERE LR £F, STPIZED, 7V wy 7I7A4F VT 4828672 ICRRESNET,

diameter x AHJLEFT LA V2 1y FUV—27DEE (LA Y2xy FU—27 LOEED2HED
IARMICB T 27 Y vV Ry TORKE) ZHETHITE, F—U—FE2EHALET, *v
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Cisco NX-0S % {§ /i L 7= Rapid PVST+ D E |

N =V EREZHRET DL, TOEEDR Y b U —7 (T2 hello Z A I, BRRERUERFH
RRT =D 7 2 A LBHBICERSNET, UKD, STP a3 =T = ZDRFE )
KIFIZHIR S LE T, hellotimez AN TE %4, F—U—F2EH LT, BEMIZFHRE S
% hello # A Lxd—"—F 4 R TE X7,

TDOHET, BEOT AL REBON 7T v P N—F TV o DERETEXET, 94
< N—=hr TV o UOREFIHFEHLIZMEER U Ry hT—2 ERL hello ¥ A LDOfEE AT

L/ij—o

\}

Note )L — K 7V oL L TRIESNTZTNA AT, spanning-treemst hello-time i il L T hello %
A A, BEREBEIEREE], R —T v 7 A AEFETRE LR T EIV, |, spanning-tree
mst forwar d-time, and spanning-tree mst max-age 7' 2 —/ 3Lk E 2+ R,

spanning-tree vlan vian-range root secondary [diameter dia[hello-time hello-time]]

SUMMARY STEPS

1. configt

2.

3. exit

4. (Optional) show spanning-treevlan vian_id

5. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

Z - 71 |configt a7 4 FXal—Yary ET—RIIAY £T,
Example:
switch# config t
switch (config) #

R T w 7 2 | anning-treevlan vian-range root secondary [diameter | F 4 25 H L FY L— K TY oL LTEHRE
dia[hello-time hello-time]] L9, vanrangeDfilx. 2~ 3967 O#FH T (F
Example: 1WA D VLAN OfEZR<) o dad7 7 4V M
switch (config)# spanning-tree vlan 5 root 7 T9, helo-time D#EFHIZ 1 ~ 10 T, 7 F )b
secondary diameter 4 ]‘ﬁ§6j22 %97?7ko

RT w73 exit ary 7 4 Fal—varE—RKEKTLET,
Example:
switch (config)# exit
switch#

R T 7 4 | (Optional) show spanning-treevlan vian_id FEESN/ZVLANDSTP 22 7 4 ¥l — g v

Example:

switch# show spanning-tree vlan 5

ZFRRLET,
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VLAN 0> Rapid PVST+ T 1) v 7544 U 7+ D%z [

Command or Action

Purpose

ATvT5

(Optional) copy running-config startup-config

Example:

switch# copy running-config startup-config

Frar 74 Xal—vark RAE—F T v S
Y74 F¥al—varilar—LET,

VLAN 0> Rapid

Example

W2, TNA AEZVLANS OB DL XY —FK T U oL LTHREL, Xy hT—7

EfEZ 4 ITRET Dl 2R LET,

switch# config t

switch (config)# spanning-tree vlan 5 root secondary diameter 4

switch(config)# exit
switch#

~

PVST+ DT v

T4 )T74D

=JL ==

ax ;&

VLAN ® RapidPVST+ D7V v ¥ FI7AF VT 4 ZRETEET, ZOHET, =7V vy

CEBETHI L TEET,
A\
Note -~ DR EAMEMT 2 L XITEENLETT, TV v FIA4FV T 4 2EFTHI2FE, 774

TV A= rBROEDFY V=P ERETDHZ LR LET,

SUMMARY STEPS
1. configt
2. spanning-treevlan vlan-rangepriority value
3. exit
4. (Optional) show spanning-treevlan vian_id
5. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

ATy T

config t

Example:

switch# config t
switch (config) #

a7 4 Xal—rarE—RIADET,

ATy T2

spanning-treevlan vlan-range priority value

Example:

switch (config)# spanning-tree vlan 5 priority 8192

VLANO T Y v FI5A4F VT4 2R ELET, A
Zh72MENE 0, 4096, 8192, 12288, 16384, 20480,
24576, 28672, 32768, 36864, 40960, 45056,
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Cisco NX-0S % {§ /i L 7= Rapid PVST+ D E |

B revidpustiR—F TSqFUF0BE CUA-Ua)

Command or Action Purpose

49152, 53248. 57344, 61440 T¥, ZOMOEITT
NTHEEINET, 7 7 4/V MEIL 32768 TY,

AT v 73 |exit a7 4FXal—vary EBT—REKTLET,
Example:
switch (config)# exit
switch#

AT 7 4 | (Optional) show spanning-treevlian vlan_id FEEENIZVLANDSTP 2> 7 4 Fal— g
Example: %%ﬁ_\‘ L/i‘g—o
switch# show spanning-tree vlan 5

R 75 | (Optional) copy running-config startup-config FTary 74 F¥al—Tark, A=K7 vz

Example:

switch# copy running-config startup-config

Y74 F¥al—varilav—LET,

Example

wOFNE, ¥TEY b A=V Xy b dR—1F1/4 TVLANS DT A4V T ¢ % 8192
ICRRET D HFEE TR LTOVET,

switch# config t

switch (config) # spanning-tree vlan 5 priority 8192
switch(config)# exit

switch#

Rapid PVST+ /R— b TS5 44 ) T4 DEE (CLI/N—2 3 )

SUMMARY STEPS

Rapid PVST+ [ZHAMNTIBIR S D LAN R — MIUINSWT T A4V T ¢ fEEEID 4T, Rapid
PVST+ ICHZITIBIRSE D LAN R— MIUIKREWT ITAF VT A BEZHIV Y TET, TC
DLANFA— MIRI U7 T7A 4V T A ERE Y Y THN TV DA, RapidPVST+iE, LAN AR —
FNESPER/ND LAN R — "2 7 4T —FT 47 AT —FMIL, O LANK— 2T v
LET,

FTNRAZILAN R — FRT IV ERAR—=FE L TRESNNTWAEAIZIEIR—F 7T 44D
TAEEZEHAL, LANAR— IR+ T70 7 R—hE LTEHREENTWABEAIZIZ VLAN R— k
TIAF VT 4 fHEFHLET,

configt

interface type slot/port

spanning-tree [vlan vlian-list] port-priority priority

exit

(Optional) show spanning-treeinterface {ethernet dot/port| port channel channel-number}
(Optional) copy running-config startup-config

o prwbdA
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| Cisco NX-0S % L 7= Rapid PVST+ M

&
itk

DETAILED STEPS

Rapid PVST+ R— ~ 544U T 1 DFE (CLNA—D3)

Command or Action

Purpose

ATy T

config t

Example:

switch# config t
switch (config) #

Ay 7 4 FXal—rarE—RIZADET,

ATy T2

interface type sot/port

Example:

switch(config)# interface ethernet 1/4
switch (config-if) #

BMETAA LA —T oA AEZEELET, A X —
ToA A ALy T4 X2l —Tay T— RERIEL
ij—o

ATvT3

spanning-tree[vlan vlan-list] port-priority priority

Example:

switch (config-if)# spanning-tree port-priority
160

IANA VH—T 2 ADKR—K~ 534 F VT 1 %
FRELE 9, priority OfEIX 0 ~ 224 O#FHATY, fE
PINSWIEE, 7I9A4 3V T 03\l Ed, 7
TAF VT Al 0, 32, 64, 96, 128, 160, 192,
24 TY, TOMOIEIZTTRTHESINET, 774

JL M 128 T,

ATv74

exit
Example:

switch (config-if)# exit
switch (config) #

A B —T 2 AFT— FREKRTLET,

ATvTH

(Optional) show spanning-treeinterface {ethernet
slot/port | port channel channel-number }

Example:

switch# show spanning-tree interface ethernet 2/10

BESNTA A =T =24 ADSTP 27 4 ¥ =
L—a v ERRLET,

ATvT6

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config]

FTar 74 X¥al—varvk, AEZ—F T v
V74X al—valat— LT,

Example

WOWNE, A —H Ry N TI7EAR—RMADR— FI5A4F VT 4% 160 IR ET

LI EERLTVET,

switch# config t
switch (config)# interface ethernet 1/

4

switch (config-if)# spanning-tree port-priority 160

switch (config-if)# exit
switch (config) #
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Cisco NX-0S % {§i i L 7= Rapid PVST+ D55 |
B repidPusT: SRR FARBEUA— b 2R FOBE (CUA—T )

RapidPVST+ /SR O X FARBE L UR— kTR FDEETE (CLI/N—2 3
V)
F 7R R b T, R b ECH— k3R hEE N TH I LN TEET, Ty R

FTlX, VLAN Z &R —h A MEED Y TR ENTEET, FT 7 EOTTO
VLAN IR UAR—F oA MERETEET,

N

Note RapidPVST+E— RTIE, v a—bERFn s 7 2 ax b FREHHTEET, SRa X b
FROBREF, AV F—T A AV TE—RELFIr 74 FX¥alb—var B 7E— RNTIT
WET, 7740k SR ax bERTa— T,

SUMMARY STEPS

configt

spanning-tree pathcost method {long | short}
interface type slot/port

spanning-tree [vlan vian-id] cost [value | auto]
exit

(Optional) show spanning-tree pathcost method
(Optional) copy running-config startup-config

NOOAWN

DETAILED STEPS

Command or Action Purpose

25w 71 |configt a7 4 Fal—vary ' —FRIIAY ET,
Example:

switch# config t
switch (config) #

AT 72 | spanning-tree pathcost method {long | short} Rapid PVST+ /3 2 2t A hEHRICEH S % i
Example: WLFET, 77+ b FRUL short BLTT,

switch (config)# spanning-tree pathcost method long|

R v 73 |interface type slot/port PETAIA L E—T oA AEEELET, AL X —
Example: TxA A AT 4 Falb—vary T— Nzl
£

switch (config)# interface ethernet 1/4
switch (config-if)

R 7 4 | spanning-tree[vlan vian-id] cost [value | auto] LAN A X —T7 2 A4 ADKR—h I A MEHELE
Example: T, BA— bk a3 A MEIZ, SRz MEHEFRIOES
LT, ROMMZIRETEET,

e v a— M 1 ~ 65535

switch(config-if)# spanning-tree cost 1000

e 1L 1 ~ 200000000
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| Cisco NX-0S %A L 7= Rapid PVST+ D%

VLAN O Rapid PVST+ hello % 1 LDE&E (CLI/A—2 3 2)

Command or Action

Purpose

Note ZONRGA=RT, TIVERAR—FD
A— Al BEXORF 2 B— ko

VLAN BIZERE L9,

T 7V hOauto Tix, AR MHEAEFAB IO
AF 4 TREICESNTHR—F a2 MRREENE
—g—O

ATvTh

exit
Example:

switch (config-if)# exit
switch (config) #

Ao B—T oA R T REHET LET,

ATvT6

(Optional) show spanning-tree pathcost method

Example:

switch# show spanning-tree pathcost method

STP RAa A M EFERLET,

ATy T1

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

Frar 74 Xal—vark, AX—LTv7a
V74X al—varilar—LEd,

Example

KOFNE, A=V 2y N TIZ7EBAFR—F1/4DOR—F X & 1000 IZHET D HTE

ZRLTWET,

switch# config t
switch
switch

(config) # spanning-tree pathcost method long
(config) # interface ethernet 1/4

switch(config-if)# spanning-tree cost 1000

switch (config-if)# exit
switch (config) #

VLAN O Rapid PVST+ hello % 4 L DFEE (CLI/A—2 3 V)

VLAN @ Rapid-PVST+ hello % A L& FRETE £9,

\)

SUMMARY STEPS

Note - DFREZMHHTIHEAIT. BHELTLKEESY, 2= 7Y ) —nhiiSns 2 03H 0 %
T, AT EAEDEAE, TIA~V —h v FY L— FEFRELT, hello ¥ A LEEH
THZEEHELEL FT,

1. configt
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B VAN 0 Rapid PUSTs ERtBERRIORE (CL/A—U32)

exit

o wNd

DETAILED STEPS

Cisco NX-0S % {§ /i L 7= Rapid PVST+ D E |

spanning-treevlan vian-range hello-time value

(Optional) show spanning-treevlan vlan_id
(Optional) copy running-config startup-config

Command or Action

Purpose

ATy T

configt

Example:

switch# config t
switch (config) #

ary 74 Fal—varE—KRIAYET,

ATvT2

spanning-treevlan vlan-range hello-time value

Example:

switch (config)# spanning-tree vlan 5 hello-time
7

VLAN @D hello % f L %% TELET, hello ¥ A LD
BOFEIZ1 ~ 10T, T 740 ML 2B TT,

ATvT3

exit
Example:

switch (config)# exit
switch#

a7 4 Fal—arEF—RERKRTLET,

ATv74

(Optional) show spanning-treevlan vian_id

Example:

switch# show spanning-tree vlan 5

STP2> 7 4 ¥ =2l —3 3% VLAN BT CHFR L
F9,

ATy Th

(Optional) copy running-config startup-config

Example:

switch# copy running-config startup-config

Effar 74 F¥al—vark, AX—hT v =
Y74 X2l —valat—LET,

VLAN 0> Rapid PVST+ 5:% @RI

Example

WOHNEL. VLANS D hello # A 2% THICRET D HEEZ R LTWET,

switch# config t

switch (config) # spanning-tree vlan 5 hello-time 7

switch (config)# exit
switch#

=R
=34

=

EF (CLI/N\—23Y)

Rapid PVST+ O fiFFZ, VLAN Z & ([CER s B IERF I 2 7% CT& £9,

SUMMARY STEPS

1. configt
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| Cisco NX-0S %A L 7= Rapid PVST+ D%

VLAN O Rapid PVST+ AT — V4 24 LDOHRE (CLUA—3Y)

exit

o wNd

DETAILED STEPS

spanning-treevlan vlian-range forward-time value

(Optional) show spanning-treevlan vlan_id
(Optional) copy running-config startup-config

Command or Action

Purpose

ATy T

configt

Example:

switch# config t
switch (config) #

ary 74 Fal—varE—KRIADET,

ATvT2

spanning-treevlan vlan-range forward-time value

Example:

switch (config)# spanning-tree vlan 5 forward-time
21

VLAN D55 RIER ] 238 E L E 9, HRos Bt rri]
DIEDOHFPHIL 4 ~30 T, T 74/ MIISHT
K

ATvT3

exit
Example:

switch (config)# exit
switch#

a7 4 Fal—arEF—RERKRTLET,

ATv74

(Optional) show spanning-treevlan vian_id

Example:

switch# show spanning-tree vlan 5

STP2> 7 4 ¥ =2l —3 3% VLAN BT CHFR L
F9,

ATy Th

(Optional) copy running-config startup-config

Example:

switch# copy running-config startup-config

Effar 74 ¥al—vark, AX—hT v =
Y74 X2l —valat—LET,

VLAN @ Rapid PVST+ R KT —2 2T B A LD

Example

WOBHNL. VLAN 5 OEREELERR % 21 BICRET D HEE R LTV ET,

switch# config t

switch (config)# spanning-tree vlan 5 forward-time 21

switch (config)# exit
switch#

BRE (CLlN—23 V)

Rapid PVST+ O fFFIZ, VLAN Z & ICi KOBRFE 2% E T& £,

SUMMARY STEPS

1. configt

Cisco Nexus 9000 NX-0S L 1 Y2 XA vy F U JERAA K. 1)) —Z10.3(x) .



B repidpvs 00Uy 54 TotEE CUA—T )

exit

o wNd

DETAILED STEPS

Cisco NX-0S % {§ /i L 7= Rapid PVST+ D E |

spanning-treevlan vian-range max-age value

(Optional) show spanning-treevlan vlan_id
(Optional) copy running-config startup-config

Command or Action

Purpose

ATy T

configt

Example:

switch# config t
switch (config) #

ary 74 Fal—varE—KRIAYET,

ATvT2

spanning-treevlan vlan-range max-age value

Example:

switch (config)# spanning-tree vlan 5 max-age 36

VLAN DR R —I0 7 2 A LDERTELET, B
PR OEO®mEIX 6 ~40 T, T 7 4V M
20 ¢,

ATvT3

exit
Example:

switch (config)# exit
switch#

a7 4 Fal—arEF—RFERKRTLET,

ATvT4

(Optional) show spanning-treevlan vian_id

Example:

switch# show spanning-tree vlan 5

STP=> 7 4 X2l —3 3% VLAN B THERL
F9,

ATy Th

(Optional) copy running-config startup-config

Example:

switch# copy running-config startup-config

Effar 74 ¥al—vark, AX—hT v =
Y74 X2l —valat—LET,

Example

WOBNEL, VLANS DIg KR=— 0 7 2 A A& 36 IR ET B HEEZ R LTWET,

switch# config t

switch (config) # spanning-tree vlan 5 max-age 36

switch (config)# exit
switch#

Rapid PVST+ D ') >4 24 TDEFE (CLI/NN—2 3 )

Rapid Dt (802.1w BikE) X, RA L Y —RA L bDV 7 ETORETSNET, U
I BATNE, TIZHNVEITEH, AV F—T 2 A ADT 2T Ly 7 A E— RKnbifliflanE
T, BTEHR— MIRA L BNV =R U MERTH D L RS, D EAR— ML AE R T

boHERLINET,
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| Cisco NX-0S %A L 7= Rapid PVST+ D%

VE— h T ZAOHE—KR— ~Z,

Rapid PVST+ D 1) >4 %A TDIRE (CLUA—3Y)

RA Y MY —iRA 2 TR R SN TCWA Y "HE Y

YIMBDIEGE, VI XA TDOT 7 4V MREE FEE L TEEBITEZA F—T /M TEE

B

Voo dHICHETHE, STPIX802.IDIC T +—/L Ny 7 LET,

SUMMARY STEPS

1. configt

2. interface type slot/port

3. spanning-treelink-type {auto | point-to-point | shared}

4. exit

5. (Optional) show spanning-tree

6. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

&

configt

Example:

switch# config t
switch (config) #

Ay 7 4 Xal—r gy E—RICADET,

ATvT2

interface type sot/port

Example:

switch (config)# interface ethernet 1/4
switch (config-if) #

BETDHDA LB —T oA AEZEELET, A X —
ToA A AL T 4Xal—T gy T— NERGL
i‘a‘o

ATvT3

spanning-tree link-type {auto | point-to-point | shared}

Example:

switch (config-if)# spanning-tree link-type
point-to-point

Voo BT %, RAVRNY—KRA L M AT F

TEEF Y ZICERELET, T 740 MEIZT A
A AP LFEAR b, T EmY 23, &
“BHBIYIVIEIFRA N —=RA NTT, VT &
A THREFDOHA . STP X 802.1D 27 #+—/L RNy
J7LET, 74 MIanto T, S HX—T A A
DT 27V 7 AREBIZIESNTY 7 XA TR
EINET,

2T 74| exit A B =Tz AT FERTLET,
Example:
switch (config-if)# exit
switch (config) #

AT w 75 | (Optional) show spanning-tree STP O} EEF R LET,

Example:

switch# show spanning-tree

ATvT6

(Optional) copy running-config startup-config

Example:

FTar 74 ¥al—varvk, AEZ—F T v
V74X al—valat—LET,
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Cisco NX-0S % {§ /i L 7= Rapid PVST+ D E |

Command or Action

Purpose

switch (config)# copy running-config startup-config

Example

WoBNE, Voo ZATHERA L NV —KRA L NI 7 ELTRETDHEEZRLT

WET,

switch# config t
switch

(config) # interface ethernet 1/4

switch (config-if)# spanning-tree link-type point-to-point

switch (config-if)# exit
switch (config) #

Rapid PVST+ B 7’0 ko /)LD BE#HAME

Rapid PVST+ B35 7 U v DIV B — 7 U » VRSN TV DA, 1 DDOR— b
75 802.1IDBPDU # 45 C& 9, 7272L., STP 7 harazBIiTLThH, LHY— T3
ANPREAAL v FTRONED LT =T A ARY 7 IBHIBRE T E 2 a3
HTEETEERA, TAAALKRT, FRIFEEINTA X —T A AT, 71 hajx
IvT—va YEFPEET S (XA N—T S R LRI R T =g U E(TY)

EWTEET,

SUMMARY STEPS

1. clear spanning-tree detected-protocol [interface {ethernet slot/port | port channel

channel-number } |

DETAILED STEPS

Command or Action

Purpose

ATy T

clear spanning-tree detected-protocol [interface
{ethernet dot/port | port channel channel-number} ]

Example:

switch# clear spanning-tree detected-protocol

FNRAAEDTRTOA L HZ—T A A, £-13F5
EENT-A 2 —T = A AT, Rapid PVST+ % FA4]]
L x99,

Example

W, Ay h2DA—HFy b A F—TxA X RK— k8T, Rapid PVST+ % 4]

e+ 2612 R LET,

switch# clear spanning-tree detected-protocol interface ethernet 2/8

switch#
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| Cisco NX-0S % L 7= Rapid PVST+ D&
Rapid PVST+ D% E DFER .

Rapid PVST+ DX E DFEER

Rapid PVST+ OB EF R E FK AT DL, ROWTNNDZ A7 2 FTLET,

av v R ]3]

show running-config spanning-tree| all] STP [5# A F R L FT,
show spanning-tree summary STP DA FK R L £,
show spanning-tree detail STP OFff A KR L ET,

show spanning-treeshow spanning-tree{vlanvlian-id | VLAN F7=13 1 > ¥ — 7 = A A B{7D STP

| interface {[ethernetslot/port] | BHAFRLUEST,
[port-channelchannel-number]}} [detail ]

show spanning-tree vlanshow spanning-tree vlian STP 7V v PO HR A2 F R LET,
vlan-id bridge

Rapid PVST+ #isHEHRDRRE LUV U7 (CLU/N—2 3
)

Rapid PVST+ 3 7 4 F = L—v a UFREFRT 2121F, ROWTNIDZ A7 2 FITLE

—é—O

avUFk B #

clear spanning-treecounters[interfacetypedot/port|STP O H 7 o %% 27 U7 L1,

| vianvlan-id]

show spanning-tree {vlan vian-id | interface EZEEINTBPDU 72 &0 STP [E8i%4 . A
{[ethernet slot/port] | [port-channel VH—T x4 AET1E VLAN BlIcE R LE
channel-number]}} detail +

Rapid PVST+ M 5% & 45

WIZ, Rapid PVST+ D% ER 2~ L £,

switch# configure terminal

switch (config) # spanning-tree port type edge bpduguard default

switch (config)# spanning-tree port type edge bpdufilter default
switch(config) # spanning-tree port type network default

switch (config) # spanning-tree vlan 1-10 priority 24576

switch (config)# spanning-tree vlan 1-10 hello-time 1

switch (config)# spanning-tree vlan 1-10 forward-time 9

( ) #

switch (config spanning-tree vlan 1-10 max-age 13
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Cisco NX-0S % {3 /i L 7= Rapid PVST+ DX E

switch (config) # interface Ethernet 3/1 switchport
switch(config-if)# spanning-tree port type edge

switch (config-if)# exit

switch (config)# spanning-tree port type edge
switch (config-if)# switchport

switch
switch (config-if)# exit
switch (config) #

Rapid PVST+ )& fin{&4R

(
(

switch (config-if)# switchport mode trunk
(config-if) # spanning-tree guard root
( )
(

(CLI/N\—< 3 )

MERR RX=aTFILARA L
VA¥24 24 —7xAA| [CiscoNexus 9000 Series NX-OS Interfaces Configuration Guide]

Cisco NX-OS @ Fhfk

[ Cisco Nexus 9000 Series NX-OSFundamentals Configuration Guidel]

VAT NEB [ Cisco Nexus 9000 Series NX-OS System Management Configuration
Guide]
R
RE 24+
L

IEEE 802.1D. IEEE 802.1t

IEEE 802.1Q-2006 (IH#: IEEE 802.1s) . IEEE 802.1D-2004 ([H#: IEEE 802.1w) . |—
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s 11 =

Cisco NX-0S #{&FH L 1= MST D& E

* MST (22 C, on page 147

« MST DHiifE41F, on page 156

« MST ORGEICET 24 A R 714 B LOHIRIFER (156 ~—2)
« MST ®OF 7 /b h &% iE, on page 158

* MST D% 7E, on page 159

« MST D& E DFfEqd, on page 185

s MST #EHEHROERB L7 VT (CLI/X—Y = ») , on page 186
« MST D& &, on page 186

« MST OBENME#H (CLI/S— 3 2) , on page 188

MST [CDIVT
A\

Note | (v2 /(L% —7x A ADIERDEEMIZOVWTIE,  [Cisco Nexus9000 Series NX-OS|nterfaces
Configuration Guide] #ZM L T 72 &0y,

IEEE 802.1s %D MST i3 5 &, A= 7Y U — f VA X 2 AT D VLAN % E|
DUTHZENTEET, MSTIE, 774NV DANR= 7Y ) — F—RTEHY XA,
Rapid per VLAN Spanning Tree (Rapid PVST+) 237 7 4 /L f E— RT3, MST A " A ¥ X
X, AC4RI, VEYar&ES, VLANDOLA VAF UV ANDY v BV T EMABAEbENT,
MST FEI AL S AL E T, MST sk, SN DA NR=0 7Y ) —RE~DOH—DT ) v
L LTEREINET, MST BRA X— T 31 A5 IEEE 802.1D A= 7Y ) — J'm ha
v (STP) Ayt —VaZETLHE, U THAN X —T oA ALOBERPIERINET,

\)

Note - <=7/ Ci%. IEEE802.1w 3 L NIEEES02.Is 5+ HEEL LT, (A= 7V —)
PHEHALET, Z2O~v==2F7 /L TIEEES02.ID A =27V ) — 7 /L2 L4 3%
AT, BARMIC 802.1D RSN E T,
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Cisco NX-0S Z{EM L= MST0HE |
B vsrom=

MST D#IZE
~

Note MST %A X —7 M T HMENH Y £9°, Rapid PVST+ L, T 7 4/ hD A= 7Y ) —
%_ I\\‘/C“ﬁ‘o

MST 13, B VLAN 2 ANR= Y )= f VAL LRIy BV T LET, HA U AZ Y
A2 MDANR= T ) — A VAR AL FRIOANR= T Y — FRu YR Y T,
DT —=X%T I F X T, T—HX b T 74 v 7K LTHEBEO T T —T 4 VT NZARHY |
n— R NZ UV TRARETT, ZAUS L o T, FEFICEED VLAN Z 33— T B BRI
TR STP A VAKXV ADE AR TE £, MST TiE, 1 DDA AKX A (HEE/SR) T
PEENFEAEL THMOA P AX R (BRE/SR) IZEBE LW, Xy NT—T DT +—)b
M rLSoaRmELET,

MST TlZ, 4 MST A > A X > ATIEEE 8021w 2R H 95 Z L iz ko T, RN
RS oA 712 X A BRI A FIRE/ R 7=, 802.1D BESBIEN 2 20 . A—h 7Y v ¥ R—
MEFEER— IR REIZ TV —FT 47 AT — MIEDLY £

FRA ZTIEFHICMACT RL A U E 7 a3 B 32— 0T, ZOEEIZT 4 BE—70IC
ITEEHA,

MST Tl A NR=2 7 Y U —DOEERSEI L, RO STP N— 3 & O FALEHVEZ HERF L
TUWET,

¢ LD 802.1D A/ N= Y Y —

* Rapid per-VLAN A/ %=1 7" I — (Rapid PVST+)

\}

Note « IEEE 802.1 |, Rapid Spanning Tree Protocol (RSTP) TiEF X1 C. IEEE 802.1D (ZHHAIA
E g= O

« IEEE 802.1 | MST TE# &4, IEEE 802.1Q IZHAGAF L E LTz,

o

MST 51

MST A VAR AT A ZABBMERDHITIE, HICHEC MSTREFTREALEH L TF A 2
ERETDHVENH Y T,
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Table 122 7 7 # )L D MST/X5 * —#4

INT A=A TIAILEbE
ZR= Y — #7%) (Enabled)
ZAR=Y S VY — e R Rapid PVST+ 285 7 4 /L k TA F—F /L

Caution AR TV —F— REEFETH L,
FTRTCDODANR=Z TV — A VAR A
DETOTE— FTEIE L THEE— KT
HmENDTZD, bT 7 4 v BRHErEn

£
4 il 22D LT
VLAN = > B 7 T _XTDVLAN % CIST A Y AZ Ay BT
BE 0
[ > A% A 1D (Instance ID) ] AV AH A0, VLAN 1 ~ 3967 127 7 /v h CA

VAR LAy BT ENET,

MST %15 & 7= 0 & MSTI %% 65

TV TITAF VT 4 (CISTAR— | |32768
BN TRRE A RE)

ANR= IV —R_R— kK FF704D |128
7 4 (CIST AN— B\, C&E " HE)

A=y 7Y Y —R—h a2 A L (CIST | Auto

A b AL CREE ATHE) FI 4 hOFE—=F ax ML, kO ic, F—k
S 7 6 R S E T

1 FTEY b A =%y k20,000
c10FHE Y b A—Hx> 2,000
A FAE Y b A =¥ b 500

hello % 1 A 25
S 18 R AEE By ] 15 %
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B

axX JE

MST D% 5E .

INTG A=A TIHIE
BRRT—V0 7 B A L 20 7
BRE YT Tk 20 Ky 7
Voo 7247 Auto

TIFNEV T ZATE, ROEIICT a7 by
7 AMMBHBI S ET,

e RTH ARA LV IINY—=KRA LN T D
ETH HFY LY

MST D&% E
)

Note

CiscoIOS @ CLIIZEN TWAEES. ZOMEED 22 Y7 Ny =T a2 N3Pk Cisco
I0S 2~ REBRLBEND DT-DEENPNLETT,

MST DA r—T)LiE (CLI/XA—2 3 V)

MST & A X —7 /M T&EET, 7 7 4/V ME, Rapid PVST+ T,

)

Note 2 =27V —F—FELEFTIHLE, TXTODAR=U TV Y — A L AH L ANHTDE—
RCELELTHHRE- FCTHRASND D, N7 7 0y 7 3hErsinETd,

SUMMARY STEPS

1. configt

2. spanning-tree mode mst ¥ 7213 no spanning-tree mode mst.

3. exit

4. (Optional) show running-config spanning-treeall

5. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action Purpose

AT 7 1|configt

Example:

a7 4 F¥al—aryET—RIADET,
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B ovstoooixa—vas z—romm

B

ax ;&

Command or Action Purpose

switch# config t
switch (config) #

ATvT2

spanning-treemodemst & 72 (% nospanning-treemode|  * Spanning-tree mode mst

mst. TNA AD MST e A F—T7 M LET,
Example:

* No spanning-tree mode mst
switch(config)# spanning-tree mode mst

PVST+IZER LT,

TNAALETMST%7 4 £—7/LZ LT, Rapid

2T w 73| exit a7 4 Xal—varyE—REKTLET,
Example:
switch (config)# exit
switch#

R w 7 4 |(Optional) show running-config spanning-treeall BB L TWASTPa L 74 Xal—aridR
Example: RLET
switch# show running-config spanning-tree all

AT w 75 | (Optional) copy running-config startup-config FEfrar 74 F¥al—Tark, A=K T v/
Example: Y74 Falb—varilar—LET,

switch# copy running-config startup-config

MST O >

Example

WIZ, T34 A ETMST 24 F—7 T 502 R LET,

switch# config t

switch (config)# spanning-tree mode mst
switch(config)# exit

switch#

J4Xa2L—3> EF— FOFLA

FNA AT MST 4. VLAN/A VAZ VA <oy BEOMSTY B g VB2 ET

AIZIE. MSTay 74 X2l —3v gy B— REBBLET,

BE DT A ZANE U MSTHEBNIZH 2EEIE. ZnHDOT /34 ADOMST4 ., VLAN/A VA

BRoAy LS BEXOMSTY EY g v BRI —ICTA0LERH Y 1,

)

Note <> RBMRITIZLY. MST:/74#;V~\‘/§1/%—I\’C%B}’¢'@ TR E
NET, 62, RETOFEEEEICLY . BUEOFEBEENRM SN ET,

DMERK S
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MSTa T 4F¥alL—2ar E— FORRK .

SUMMARY STEPS
1. configt
2. spanning-tree mst configuration ¥ 7213 no spanning-tree mst configuration
3. exit £7id abort
4. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
7(7_"y7°1 Configt a7 4 Falb—varET—RIADET,
Example:

switch# config t
switch (config) #

AT 72| spanning-tree mst configuration % 7213 no * spanning-tree mst configuration

spanning-tree mst configuration S 25 T, MSTEEH 7 E— FABS L%

Example: T, RO MST RE/NT A—HF ZHV Y THIT
switch (config)# spanning-tree mst configuration ﬂi\ MST%&E“ﬁ_j‘:E‘— }‘%F}ﬂﬁ‘é L/VC?S < %\%ﬁ
switch (config-mst) # HoE4

* MST 4

* VLAN/MSTI = » &> 7

*MST U BV a v &&

* N0 spanning-tree mst configuration

MST VU —> a VERTEEIRDT 7 4/ MEIZE L
\iTO

o GEIRA X ZED CTFANC TR D F 9,

« VLANIIMSTIIC v v B 7 EnEd A (9
RTOVLAN L CIST A V AZ VAT~ v
vesangd) ,

s BV a &S0 TT,

AT 73| exit £7-1% abort . exit
Example: TRTOEREZaIy L, MSTREDT 7 E—
switch (config-mst) # exit ]\%ff@T Lij‘o

switch (config) #

- abort

WTFNDOEEL Iy M52 E72<, MST#&
EV 7T E'T— REELETLET,
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Command or Action

Purpose

ATvT4

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config]

Frar 74 Xal—vark RAE—FT v S a3
Y74 F¥al—varilar—LET,

Example

wIZ,

switch# config t

FNRAATMSTa2 Y 7 4 Falb—a 75— R2lET 502" 0ET,

switch (config)# spanning-tree mst configuration

switch (config-mst) # exit
switch (config) #

MST D& HIDIEE

TV DIHEEA ERETEET, H#EOT Y v UNREU MST ##IENICH A 5E1F,. b
DT D MST4., VLAN/A Y AZ A<y BEIOMSTY Y a v FERE%F—

T H0ERH Y F£7,
SUMMARY STEPS

1. configt

2. spanning-tree mst configuration

3. name name

4. exit 7213 abort

5. (Optional) show spanning-tree mst configuration

6. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

ATy T

configt

Example:

switch# config t
switch (config) #

a7 4 FXFal—grET— RICAD ET,

ATy T2

spanning-tree mst configuration

Example:

switch (config)# spanning-tree mst configuration
switch (config-mst) #

MST =227 4FXal—i gy 75— REBtEL
£7,

ATvT3

name name

Example:

switch (config-mst)# name accounting

MST fEI DA R ZH8E L E 7, name LT DK
DEINENXFTHY ., KLFLE/NLFRXAS
NET, 774V MIZEDOLFHTY,
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msTED U EvavEsnEE |

Command or Action

Purpose

ATvT4

exit £ 721 abort

Example:

switch (config-mst)# exit
switch (config) #

* exit

TRTCOEFEZ=aI v L, MSTREY 7 E£—
FEKT LET,

- abort

WTFNOEEL Iy b T5ZL7<, MST#%
EYTE— RERTLET,

ATvTh

(Optional) show spanning-tree mst configuration

Example:

switch# show spanning-tree mst configuration

MST OEEERRLET,

ATvT6

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

FiTary7 4 Xal—vark AF¥—F Ty a
V74X alb—valat— LT,

MST

Example

WOBIL, MST U — 3 » DARTORRE

switch# config t
switch (config) #
switch (config-mst)# name accounting
switch (config-mst) # exit

switch (config) #

BREDIVED I VESDIEE

FiExER L TNET,

spanning-tree mst configuration

VevarFEad, 7V vV EICEELET, EEOT7 Y v UnE L MST 8N H 2565
X, 2507 Y v PO MST 4., VLAN/A Y AZ LA <oy BEXORMSTYEY 3>

oz Il T 20ENRDH D £,

SUMMARY STEPS

config t

spanning-tree mst configuration
revison version

exit F 7213 abort

o0kl wbh-=

(Optional) show spanning-tree mst configuration
(Optional) copy running-config startup-config
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DETAILED STEPS

Cisco NX-0S Z{#/ L 7= MST D& E

Command or Action

Purpose

Z 5w 71 |configt a7 4 FXal—yar ET—RIAY £T,
Example:
switch# config t
switch (config) #

R 7y 7 2 | spanning-tree mst configuration MST 227 4 Falb— gy $7E— REREL
Example: £7,
switch (config)# spanning-tree mst configuration
switch (config-mst) #

AT w73 |revison version MSTY —YarpYbeyarEeraElLEd,
Example: PHIZ 0 ~ 65535 T, 7 7 #/L ML 0 TY,
switch (config-mst) # revision 5

AT v 74| exit £721% abort - exit
Example: TRTOEREZ=2Iy L, MSTREY 7 E—
switch (config-mst)# exit ]\%%T L/jijﬁo
switch (config) #

- abort
WFROEEL Iy b5 E7<, MST#&
EFTE—REKETLET,

R w 75 | (Optional) show spanning-tree mst configuration MST DR EEF R LET,
Example:
switch# show spanning-tree mst configuration

R 76 | (Optional) copy running-config startup-config FTary74F¥al—rark, A=K7 vz

Example:

switch (config)# copy running-config startup-config

Y74 F¥al—varilar—LET,

Example

WIZ, MSTIFEIR D U BV a v FBHE SICRET HH 2R LET,

switch# config t

switch (config) # spanning-tree mst configuration

switch(config-mst)# revision 5
switch (config-mst) #
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msT J—vavcoiEnkz [

MST!)—> 3 U TOREDIEE

2B EDOTRA R Z[E— MST fEIPICAEE S EDHI121E, [H L VLAN 3B A U AZ L A~D
~ v BT RUERY) BV a v FE, BLXOE U MST DLRINERE SN TODLERSH D
ij‘o

FEIRICIE, WU MSTRRIED 1 DDA ANELITEBDOA VAR EFESEDL N TEET,
K AL /3 T, IEEE802.1wRSTPBPDU Z LR CEX 2 M E R H Y £7, F v T —27 NOMST
V=3 02id, BofIRIZS Y FEAN, £V —2a Tl K65 EFTOA L AF A
ZYR—FTEET, VLANIZ, —EHIZ 1 DODOMST A LV AZ L AR L TOLREY LB TSHZ

ENTEET,
SUMMARY STEPS
1. configt
2. spanning-tree mst configuration
3. instance instance-id vlan vlan-range
4. name name
5. revision version
6. exit £721% abort
7. show spanning-tree mst configuration
8. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
RTw 71| configt a7 4Falb—var EF—FIAYET,
Example:

switch# config t
switch (config) #

R T 7 2| spanning-tree mst configuration MST a2 7 4 Xalb—ary 77— RERKBL
Example: £7,

switch (config)# spanning-tree mst configuration
switch (config-mst) #

25w 73 |instance instance-id vlan vian-range VLAN % MST A VY AX v A2~ v B 735 FIA
Example: E. RO LEBY TT,
switch (config-mst) # instance 1 vlan 10-20 « instance-id @%ﬁ@i 1 ~ 4094 «C‘w@—o

« vlan D4 vian-range D #iPHIX 1 ~ 3967 T,
VLAN % MSTIIZ~ v 75848, ~v b7
NS, a~r RICHE L7 VLAN X, DL
Hi~ > B 7 LIZVLANIGEBINEN S s, 2
NHHIBRSNET,
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Command or Action

Purpose

VLAN #ifHZ 8 ET 2561, "M 7o 2L E
¥, /=& z2iE, instancelvlan 1-63 £ =2~ K& A
F1+5HE. MST A > AKX A 12 VLAN 1 ~ 63 3
~ v BT ENET,

BED VLAN ZI8ET 558130 o~ TREID £
4, 72 &z, instancelvlan 10, 20,30 L {EET S
L. MST A A& A 1IZVLAN 10, 20, BIW
30Ny BT ENET,

ATvT4

name name

Example:

switch (config-mst) # name regionl

A VAR AL ERELET, name A M U7X
BRI LFFEFTHATE, KXFE/NLFNXH]
INFET,

ATy Th

revision version

Example:

switch (config-mst)# revision 1

REVEVa rF5efE L ET, #PHIT0~65535
‘(“j—O

ATvT6

exit F 721 abort

Example:

switch (config-mst)# exit
switch (config) #

* exit

TARTOETES Ty b L, MSTRES 7 E—
RAT LET,

- abort

WTHOER LIy M52 L7< MST#
EYVTE—RER&RTLET,

ATy T1

show spanning-tree mst configuration

Example:

switch# show spanning-tree mst configuration

(EE) MSTREZF R LET,

ATvT8

copy running-config startup-config

Example:

switch (config) # copy running-config startup-config

=2

() E7ar 74 Fal—TarEBAX—h
Ty ar74FXal—ailar’—LFET,

Example

WoFZ, MST 2> 7 4 Xal—3 3> F— NEZEAE L. VLAN 10 ~ 20 % MSTI 1
W~y B 7L, V—Vavilragionl E WO ARTEMIT T, REYV EV a & IR
EL, RETORELZERL, PELXZEA L Zo—Lar 74 Xab— g0

T— NZRD FEEZRLTVET,

switch# config t

switch (config) # spanning-tree mst configuration
switch (config-mst)# instance 1 vlan 10-20

(
switch (config-mst)# name regionl
switch(config-mst)# revision 1
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VLAN £ MSTA YR8 VRO v EVTHEUR v EV TR curi—va) [

switch (config-mst#) exit
switch (config) # show spanning-tree mst configuration

Name [regionl]
Revision 1

Instances configured 2
Instance Vlans Mapped
0 1-9,21-4094
1 10-20

switch (config) #

VLIAN E MST A U RBAVADIYE T ELUTYEVY#RR (CL

N—3Y)

B D7V v PNE U MSTHEEBNICH 285E81E. b7 Y v POMST4. VLAN/A > A
HUA<oE T, BEOMSTI B a B ezE —IlTA0ENRHY F9,

VLAN 3968 ~ 4095 [ZMST A V' A X L AL v B 7 TxFEHA, 25D VLAN i, T
A 2N K ARNEFEHADOT-DIZFRIENTWET,

\}

Note VIANMSTI~ v VL7 EERTLHE, MSTHAH I A=V A ESNET,

\)

Note MSTIIZF 4 E—7LICTXEHA,

SUMMARY STEPS
1. configt
2. spanning-tree mst configuration
3. instance instance-id vlan vian-range or no instance instance-id vlan vlian-range
4. exit 7213 abort
5. (Optional) show spanning-tree mst configuration
6. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose

RTw 71| configt

Example:

switch# config t
switch (config) #

a7 4FXal— a3y EB—RICAY T,
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B vanemstoozsoznvvessBEURyELTRE (CUA—Da)

Command or Action

Purpose

ATvT2

spanning-tree mst configuration

Example:

switch (config)# spanning-tree mst configuration
switch (config-mst) #

MST2 7 4 FXal—ary B 7Ee— NE2EREL
iﬁ‘o

ATvT3

instance instance-id vlan vian-range or no instance
instance-id vlan vian-range

Example:

switch (config-mst) # instance 3 vlan 200

« instance instance-id vlan vlan-range

VLAN % MST A vV AHX A~ B 715
FEIZ, kDOEBY TT,

« instance id OFIPFHIL 1 ~ 4094 T3, A > A
2201, HEMST U —2 3 o TOIST
Al TFRHEnTnET,

* vian-range O &IF L 1 ~ 3967 T,

VLAN Z MSTILIC~ vy B 745, v
VU T3 ESTTEITS, av Y FTHEE
N7z VLAN B, Ui~y e anr-
VLAN [ZBINFE 721X VLAN 2> S HIBR S E
T,

* noinstance instance-id vlan vian-range

BELEA LV AX U AZHIBR L, VLAN 2, 5
74V h MSTI T& 5 CISTIZE L £,

ATvT4

exit £ 7213 abort

Example:

switch (config-mst)# exit
switch (config) #

. exit

TANTOLEZ=I v bL, MSTRES 7 E—
RETLET,

« abort

WTFNOER LIy h 52 7K, MST#
EVT7E'—RELTLET,

ATvTH

(Optional) show spanning-tree mst configuration

Example:

switch# show spanning-tree mst configuration

MST OEEEFRRLET,

ATvT6

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

FTar 74 Xal—vark RAE—FT v S 3
Y74 F¥al—varilav—LET,

Example

wOHIL. VLAN 200 2 MSTI3 |2+ > &

YT EER L TVET,
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r—rIvvvonz ]

switch# config t

switch(config) # spanning-tree mst configuration
switch(config-mst)# instance 3 wvlan 200

switch (config-mst) # exit

switch (config) #

I—bk TUwODEKRTE

SUMMARY STEPS

MST /V— bk 7V o DR DT A ALHRECTEET,

spanning-treevlan vian_ID primary root /b— b 7 U v 72 D T2 DI B E A 4096 L 0 /)
SWGEAIE, Zoavr R LEYA, Y7 =T TT VI T7A4 4T 0 2Z L
HELSTERWES, T30 RATROA v E—VHIRLET,

Error: Failed to set root bridge for VLAN 1

It may be possible to make the bridge root by setting the priority
for some (or all) of these instances to zero.

\)

Note X MSTIDONL—F 7TV v iF, Nl R—rFRFTF 4 AN Ea—ary FRALATHS
VIERBDET, TIVERFTNAAL R L, A= V) —DF T4 <) L—K 7YoL L
TERELRNTLIEE N,

diamegter Z AJLET LA Y21y NT—ZDEE (LA Y2Xy NU—2 EOEED2HD
WARMICBIT ARV A V2R W ) ZFEETHITIE, MSTIO (IST) HHOX—
J—FREANLET, Ry NT—JERERETDLE, T AF, TOEEZORY hT—7
THIEZS hello Z A A, EESRIERR], le ko —2 0 7 2 A 22 HEWICHREL, Zhick-
TR 2 KIS I S ET, hdloF—U— RZ2HHA LT, HERIZFHE S5 hello #
A LB — =T NTEXFET,

\)

Note L— | 70 o PL LTRESNETAAAT, UFOa~y REfA LT, hello ¥ A A, 5
EBIERETE], R —T 0 7 A L& FH)THE LRV T ZEV, spanning-tree mst
hello-timespanning-tree mst forward-time, 35 X UF spanning-tree mst max-age 7 = —/3)L @1/
Z4F¥alb—vary avr R,

1. configt

2. spanning-treemst instance-id root {primary | secondary} [diameter dia[hello-timehello-time]]
or no spanning-treemst instance-id root

exit ¥ 7213 abort

(Optional) show spanning-tree mst

5. (Optional) copy running-config startup-config

Ppw
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DETAILED STEPS
Command or Action Purpose
Z 5w 71 |configt a7 4 FXal—yar ET—RIAY £T,
Example:
switch# config t
switch (config) #
R w 72 |spanning-treemst instance-id root {primary | * spanning-treemst instance-id root {primary |
secondary} [diameter dia[hello-timehello-time]] or no secondary} [diameter dia [hello-time hello-time]]
anning-treemst instance-id r oot . . . . -
spanning KD E S — kT vk LTF AL A%
Example: ELET,
switch (config)# spanning-tree mst 5 root primary . . .
e instance-id (Z1%, H—DA AZ A N
A7 TRUIBNTZFHAD A o AF X
FlT A~ TR GNTZ DA S AH
CAEYRE LET, #PHIE1 ~4094 TT,
« diameter net-diameter |Z1%, EED2H>D =
VRAT—=va it ARy SO
KEAEEELET, 774/ MITTT,
ZOF—T—RiE, MSTI AV AFZ A0
DEGEITORMEHTEET,
« hello-time{Zi% seconds (2, /— K 7 U »
UNBREA v =V BAERT DA =N
NVEFDHENLCHRE LET, AREMEIT 1~
10T, T7x/VMI2BTT,
* no spanning-treemst instance-id root
ALy FOTFAFYT 4, &, hello ¥ A A
T 74V MEIZRELET,
AT w73 |exit £7-1% abort . exit
Example: TRTOEFEZaIy L, MSTREY 7 E—
switch (config)# exit ]\ffi(f@T Liﬁ‘o
switch#
- abort
WTNOEE a2l v b5 L7, MST#
ET7TE—REKRTLET,
R 7w 7 4 |(Optional) show spanning-tree mst MST OFEEE R R LET,

Example:

switch# show spanning-tree mst
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msTeho sy —k Ty vsonz [

Command or Action Purpose

R 75 | (Optional) copy running-config startup-config FfTary74F¥al—rark, A=K7 v/

Example:

switch (config)# copy running-config startup-config]

v 4Fal—Yailar’—LET,

MSTEAHVH

Example

WIZ, T34 A% MSTL5 DL— |k AA v FIZRET D021~ LET,

switch# config t

switch (config)# spanning-tree mst 5 root primary
switch(config)# exit

switch (config) #

JI)L—k TYyDERTE

DNy 7T T — K TV o UERRETDHIIE, BHOT AL ATZDa~vy Rl
LF9, spanning-treemst root primary 7 a2 — )L 27 4 ¥ b— gy avwy RTH I
AV N—=F TV o VEFRELILEZIMHEHLIEZO LR Ry NU—Z B L hello Z A LD
a2 AL ET,

SUMMARY STEPS
1. configt
2. spanning-treemst instance-id root {primary | secondary} [diameter dia[hello-time hello-time]]
or no spanning-treemst instance-id root
3. exit
4. (Optional) show spanning-tree mst
5. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose

AT w71 |configt

Example:

switch# config t
switch (config) #

a7 4FXal—3 a3y EB—RICAY ET,

R w72 |spanning-treemst instance-id root {primary | * spanning-tree mst instance-id root {primary |

Example:

switch (config) # spanning-tree mst 5 root secondary]

secondary} [diameter dia[hello-time hello-time]] or no secondary} [diameter dia[hello-time hello-time]]
spanning-treemst instance-id root

KOEHcEh 2 v—hK Ty e LT
TN A% RELET,
e instance-id 121X, H—DA L AX A N

A 7 TCREIGNTZEHOA AL A
FIA TR LN —E#HDA S AH
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Command or Action

Purpose

VALBETEET, FHAIE 1 ~ 4094 T
R

« diameter net-diameter (213, fEED2>D=T
VRATF—va VA Y 2Ry T DR
K¥aEBELET, 774/ MXTTT,
ZOF—U—FiE, MSTIA VA HF X0
DHEEIZOMEHTEET,

« hello-time{Zi% secondsiZix, /L—hk 7V »
UNRREA v E—VEERTDHA v H—
NEFVEALCTHRELE T, A2h&EE 1 ~
10T, 75/ ME2BTT,

* No spanning-treemst instance-id root

AA Y TFDTTAF YT 1, #ibH, hello ¥ A A
T 7 4V MEIZRLET,

ATvT3

exit
Example:

switch# exit
switch (config) #

a7 4 FXalb—varE—RERTLET,

ATvT4

(Optional) show spanning-tree mst

Example:

switch# show spanning-tree mst

MST OEEERRLET,

ATy Th

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

ETary 74 Xal—yarry, AX— T v S o
V74 Fal—Y g iiar—LET,

Example

WIZ, TNRA A MSTIS DB Z Y b—bh AL v FICRETDHHE R LET,

switch# config t

switch (config) # spanning-tree mst 5 root secondary

switch (config)# exit
switch#

. y = —_ L
MSTRAYF T5AF ) T14DETE
MSTA VAR ADAAL v F TITAF VT 4 ZRE L. HBET A ABNA—F TV v b L
TEIREINDAREMEEODL LN TEET,
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MsT24 vF 7544y 5 s 08E [

\)

Note spanning-treemst priority =~ > R&ERAT 25 L X FEELTLEE Y, a~vr FelHALE
T, & A EDHA . spanning-treemst root primaryz A5 2 L AHER L E4, BIO
spanning-treemst root secondary A A v F I A F VT 4 HZEET L7207 10— SR IE A
v REERLETS,

SUMMARY STEPS
1. configt
2. spanning-treemst instance-id priority priority-value
3. exit
4. (Optional) show spanning-tree mst
5. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
RTw 71| configt AT 4 Falb—rar ET—FIADET,
Example:

switch# config t
switch (config) #

X v 72 |spanning-treemst instance-id priority priority-value |k X H5ICFASAA A FIAFVF 4 BB ELET,

Example: s instance-id IZ1X, HL—DA LV AF A AT
switch (config)# spanning-tree mst 5 priority 4096 VXY ghf:%ﬁ@/f \‘/15‘/}\ EN A EV]
VY TCRUIGNT DA AL S AERIRET
EET, &I 1~ 4094 TT,

* priority-value ®&EHIZ 0 ~ 61440 T, 4096 >

HmMLES, 7740 MEIX 32768 TH, Bl
EINSLKTHE N—FT UL LTT A
ADEIR SN D AR m < R0 £77,

EFATREZR I, 0. 4096, 8192, 12288,
16384, 20480, 24576, 28672, 32768, 36864,
40960, 45056, 49152, 53248, 57344, 61440 T
T, VAT ATIE, MOTRTOENESSH
e

AT 73 exit a7 4 FXal—rarET—RERKRTLET,
Example:

switch (config)# exit
switch#
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B vst—r I50ru5c0mE

Command or Action

Purpose

AT 7 4| (Optional) show spanning-tree mst MST DR EE KR LE T,
Example:
switch# show spanning-tree mst
R w 75 | (Optional) copy running-config startup-config ETar 74 X2l —3arik, RAE¥— | T v

Example:

switch (config)# copy running-config startup-config

V74X al—valat—LET,

Example

WOBENEL, MSTIS DTV v DT T7AF VT 4% 4096 IZRET D HEEZRLTWVE
7,

switch# config t

switch (config) # spanning-tree mst 5 priority 4096
switch (config)# exit

switch#

MSTHR— bk TSA4FY) T4 DEFE

N—TBRET LA, MSTIX, 74V —T 4 V7 AT —RMNITHA X —T7 = A A% %R
THEE, A= T TAF VT4 Z2HEHLET, NSRRI TS A V¥ —7 = A ATIHEW
TIAFT VT 4 OEEEID YT, REZIGBIRS G4V F—T = A AEIENTTA AV T 1
DEEE VY CTEZENTEET, TRXTCDA X —T 2 ZADTT7AF )T 4 fENE—TH
L2846 MSTIZA v X —T 2 A AB GNP BB, v H—T oA AT+ T —T 4 T AT —

MZLT, ZOMDA L H =T = 2Ty 7 LET,

SUMMARY STEPS
1. configt
2. interface {{type dot/port} | {port-channel number}}
3. spanning-treemst instance-id port-priority priority
4, exit
5. (Optional) show spanning-tree mst
6. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

ATy T

configt

Example:

switch# config t
switch (config) #

ary 74 Fal—varE—KRIADET,
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msti—+ 751405 s 0%z |

Command or Action

Purpose

ATvT2

interface {{type dot/port} | {port-channel number}}

Example:

switch (config)# interface ethernet 3/1
switch (config-if) #

RET DAL E =T 2 A ABEEL, AV F—T =
A Ay T 4 FXalb—rarE— Rt LET,

ATvT3

spanning-treemst instance-id port-priority priority

Example:

switch (config-if)# spanning-tree mst 3
port-priority 64

KDEHZ, R=b DT T4 AV T 4 ZRELE
7
e instance-id 121X, 1 DD MSTIL, = Fh iz A
7 TR 5 7= MSTI O#iH, 7213~ T
XY 7-—H#D MSTI Z#f5ETE £9, #PHIX
1 ~ 4094 T,

« priority OFiFHIL 0 ~ 224 T, 32 ¢ 28ML F
I, T 7 A0 MEIX 128 T, BN/ NS WIE
E. TI9AF VT 4o BENZ EERLET,

TI7AF VT ol 0, 32, 64, 96, 128,
160, 192, 224 T%, ¥ AF ATE, o4~
TOENEESINET,

ATv74

exit
Example:

switch (config-if)# exit
switch (config) #

A B —T A AET— REKTLET,

ATy Th

(Optional) show spanning-tree mst

Example:

switch# show spanning-tree mst

MST OEEERRLET,

ATvT6

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

FTar 74 Xal—vark AEX—FT v S
Y7 4Xal—vailar—LET,

Example

WOBNE, A =%y b AR—=F3/1 TMSTI3OMSTA > H—T = A R—K 77F
AF VT 4 % 64 ITRET D HEERLTOET,

switch# config t

switch (config)# interface ethernet 3/1

switch(config-if)# spanning-tree mst 3 port-priority 64

(
switch (config-if)# exit
switch (config) #
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MSTR— bk OX FDEE

MSTR—hF A FDTF 75 /0 MElZ, f v X —T = ZADAT 4 THENOHIH SN ET,
N—TINFE LTSS, MSTIL, 2 A MEH LT, 74V —T 47 AT —hMNZTHA
B —T oA AERIRLET, BRUNSGBIRSEDLA VX —T = AT NPEZ a2 FOfEEEY
UT, RBIOBRESEDA =T =2 ADEITITIRENARNEEHDHTLZLENTEE
T, TRTCOA v HZ—T 2 A ZAD A X MENRFR—THL5E. MSTIIA v X —T = A A&
DEROBEWAS =T 2 A RT3 TV —FT 4 T AT —MIL T, ZOMMDA L H—T oA A

E7uy s LET,

\)

Cisco NX-0S Z{EM L= MST0HE |

Note MST (km o2 RRxax MatRFREHEHLET,

SUMMARY STEPS

1. configt

2. interface {{typedot/port} | {port-channel number}}

3. spanning-tree mst instance-id cost {cost | auto}

4. exit

5. (Optional) show spanning-tree mst

6. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

&

configt

Example:

switch# config t
switch (config) #

ary 74 F¥al—varE—KRIAYET,

ATvT2

interface {{type dlot/port} | {port-channel number}}

Example:

switch# config t
switch(config)# interface ethernet 3/1
switch (config-if) #

RET DA B =T =4 ARFHEL, AV F—T =
A AT 4 Fal—arT—FEBBLET,

ATvT3

spanning-tree mst instance-id cost {cost | auto}

Example:

switch(config-if)# spanning-tree mst 4 cost
17031970

TARERELET,

=T HRAE LTSS, MST (3782 22 & | &M H
LT, 74T 4T AT —hMNITDHA X —
Tz ARAEERIRLET, N2 3 X RPN WNEE,
EEHENENZ LE2RLET,
einstance-id IZ1%. H—DA LV AX AR, AT
YTCREIGNTEHDA AKX R FEH
YR TREUIGNTE DA A E A EIRET
= F9, #@EIX 1 ~ 4094 T,
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ST hello % 1 L0i5E ]

Command or Action Purpose
« cost D#EFHIZ 1 ~ 200000000 T, 7 7 A+ /L k
fElXauto T, A v H—T A AD AT ¢ T HE
OGNS bOTT,
ATy 74| exit AV B =T 24 A ET—REKRTLET,
Example:
switch (config-if)# exit
switch (config) #
R T 75| (Optional) show spanning-tree mst MST DR EEE R LET,
Example:
switch# show spanning-tree mst
R w 76 | (Optional) copy running-config startup-config FHrarr s Xalb—Tvark, A¥—LKT v
Example: Y74 Fal—valar—LET,
switch (config) # copy running-config startup-config

Example

WOBNE, A —HF v bR —13/1 TMSTI4DMST A >V F—T = A A K—h 2 A
NERRET D HEEZRLTWET,

switch# config t

switch(config) # interface ethernet 3/1

switch (config-if)# spanning-tree mst 4 cost 17031970

switch (config-if)# exit

switch (config) #

MST hello 2 £ LDELTE

FNRAZALOTRTOAL L AZ LRI L TA— 7Y OIMERT BHREA v E—ORE
ERTETHITIE, hello XA LEEHFLET,

\)

Note spanning-treemst hello-time =t~ > RZMEAT 5 & ZFER L TSN, 1FEAEDHA,
hello % A L% H 4 5I21%, spanning-tree mst instance-id root primary 5 X OF spanning-tree
mst instance-id root secondary 7 m— 3L a7 4 F o b—3ay awy ROMEHZHEEL

EJrae
SUMMARY STEPS
1. configt
2. spanning-tree mst hello-time seconds
3. exit
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B vstaxEmsmon

4. (Optional) show spanning-tree mst
5. (Optional) copy running-config startup-config

DETAILED STEPS
Command or Action Purpose

RTw 71| configt ar74Fal—var E—FIAYET,
Example:

switch# config t
switch (config) #

AT 72 |spanning-tree mst hello-time seconds FT_RTDMST A v AZ 2 ZZHONWT, hello Z A A
Example: ZRELET, hello ¥ A K, L—F 7Y v IR
switch (config)# spanning-tree mst hello-time 1 %ﬁﬁ)‘ /t*?%i}ﬂi?éﬁ#ﬁﬁﬁfﬁ—o :Z"L%@f b
TV T ABEEL TS Z L AR LE

7, seconds D#IPHIT 1 ~10 T, T 74V I 2#

T

ATy 73| exit a7 4 Fal—aryET—REKRTLET,
Example:
switch (config)# exit
switch#

AT 7 4| (Optional) show spanning-tree mst MST O EEF R LET,
Example:
switch# show spanning-tree mst

R w 75 | (Optional) copy running-config startup-config Frar 74 F¥al—Tark, A=K T v/
Example: Y74 Falb—varilar—LET,

switch (config)# copy running-config startup-config

Example

WIZ, TNA AD hello ZA L% | BICRET AW aE R LET,

switch# config t

switch(config)# spanning-tree mst hello-time 1
switch(config)# exit

switch#

MST 5555 1 S ] D 2% 7€

TR ZADTRTOMST AV AH v ADEREELEREZ 1 DOa<wy RTRETEET,

SUMMARY STEPS
1. configt
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DETAILED STEPS

msTBRAT—U> 5 24 LoBE [

Purpose

ATy T

ary 74 Fal—varE—KRIADET,

2. gpanning-tree mst forward-time seconds

3. exit

4. (Optional) show spanning-tree mst

5. (Optional) copy running-config startup-config
Command or Action
configt
Example:

switch# config t
switch (config) #

ATvT2

spanning-tree mst forward-time seconds

Example:

switch (config) # spanning-tree mst forward-time 10

FT_TOMST A AZ L RITDONWT, Rk %
E LET, REEEX, A=Y =Ty
XU AT T T AT — "IN T F T —

T4 T AT — MIEFETDHHNI, FA— hREEo0
¥ 9, seconds DEIFHIL 4 ~ 30 T\ F 7 3 M
15#C9,

ATvT3

exit
Example:

switch(config)# exit
switch#

a7 4 F¥al—varyET—REKTLET,

ATvT4

(Optional) show spanning-tree mst

Example:

switch# show spanning-tree mst

MST OFREEF R LET,

ATvTh

(Optional) copy running-config startup-config

Example:

switch (config) # copy running-config startup-config

ErarraXal—vark A4—krTv7a
Y74 F¥al—varilar—LET,

MST KT —

Example

WIZ, T3 ADE&ERIERER] %2 10

switch# config t

(CRIET DPlE R L ET,

switch (config) # spanning-time mst forward-time 10

switch (config)# exit
switch#

N

v

=JL ==

5 34 LDHTFE

FNRAZADTRTOMST AV ABZ LV ADBERE— T Bf~v—%1oDa~v RTEHETE

IS

EFET (R —I 07 AP EHEINDDIXIST DA TY) o
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Cisco NX-0S Z{EM L= MST0HE |

WRT =V T IA~—E, THARAPRANR=Z T ) —REA v — V2G5 TICHRE

ZRATT O X TR DT

SUMMARY STEPS

1. configt

2. gpanning-tree mst max-age seconds

3. exit

4. (Optional) show spanning-tree mst

5. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

Z 5w 71 |configt a7 4 Fal—arET—RNIADET,
Example:
switch# config t
switch (config) #

AT 7 2 | spanning-tree mst max-age seconds T _RTO MST A VAL L AZDNWT, I KRRy

Example:

switch (config)# spanning-tree mst max-age 40

MaRELET, RKZ—VU 7 ¥ A LT, TA
AMANRZY T Y —REA v —VEZFEETIC
FRREZRITT 5 £ T 2B TJ, secondsd
HiPHIZ 6 ~40 T, 774/ MI 20T,

ATvT3

exit
Example:

switch(config)# exit
switch#

a7 4 F¥al—raryET—REKTLET,

ATvT4

(Optional) show spanning-tree mst

Example:

switch# show spanning-tree mst

MST DR EZFR L ET,

ATvTh

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

Erarr4X¥al—vark AL4— KTy o
v 4Fal—Yaiiar'—LET,

Example

W, THAA ZADIRT—=V T I A~ —% 40 ICRET D612 " LET,

switch# config t

switch (config)# spanning-tree mst max-age 40

switch (config)# exit
switch#
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msTExAy 7 hoy roEE [

MST&KHRY T hor FDKRE

FEIRN DI RFE v 7HFRE L, TNEZTOHEENICH D ISTBIONTXTOMST A AKX v
2z TEEST, MSTTIE, ISTY —YaF b b— k@D A 3 A b & P OFFER ] HERE
fl (TTL) AD=XLZFEE LRy T T AA=XAD, FHESNET, "y Y
VREBRETDHE, AvbE—V—UERERET DD EFEEOERIEONET (FHERD
BAtAIF I 2R E L ET) o

SUMMARY STEPS
1. configt
2. spanning-tree mst max-hops hop-count
3. exit
4. (Optional) show spanning-tree mst
5. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Z 5w 71 |configt 27 4 Fal—vary ' —FRICAY FT,
Example:

switch# config t
switch (config) #

R T 72 | spanning-tree mst max-hops hop-count BPDU AFEHE X L. B— MIHEE SN T BEHEMN
Example: HWIRRINIZ 5 £ T, BN TORy 7 ho v
switch (config) # spanning-tree mst max-hops 40 ZfE%E L £7, hop-count DHPAIL 1 ~255 T, 7

7 4V MEIL 20 7 > 7T,

ATy 73| exit AT 4 XL —T ey T— FEKTLET,
Example:
switch (config-mst) # exit
switch#

A w 7 4 | (Optional) show spanning-tree mst MST OREEF R LET,
Example:

switch# show spanning-tree mst

ATy TH

(Optional) copy running-config startup-config EfFar 74 Xal—Tark, AX— KT v o
Example: V74 Xalb—varicat—LET,

switch (config)# copy running-config startup-config

Example

WROBNE, KBy T U M40 ICRES D HEEZRLTHVET,

Cisco Nexus 9000 NX-0S L 1 Y2 XA vy F U JERAA K. 1)) —Z10.3(x) .



Cisco NX-0S Z{EM L= MST0HE |
B ocrmemsr 4 o t—CESEMRIET 54 08— T A ROBE (CUA—D3)

switch# config t

switch (config) # spanning-tree mst max-hops 40
switch (config)# exit

switch#

FLITIBEMSTP A v E—VFFRINIEETHAIA—T 214 ADHKRTE
Ccu/N—>3Y)

F 7V T, MST ZEITHDOT A A LEDA B —T oA A, BIOA B —T = A A
DIATIFMEMSTP X v — V2 %(5 Lch &, BEHETIL R S BATIEAED MSTP A v & — U %k
BLET, A ¥ =T AEREL T, LITELED MSTP A v — V2 HFNCEFTEE
T, DFEV, FBEINIA LV F—T oA AX, FATIEMEMSTP X v & — Y OZEEFHET D4
PR, ZOREDA o Z—T7 = A R THITHATEREMSTP A v —VE2EEFELET,

SUMMARY STEPS
1. configt
2. interface type dot/port
3. spanning-tree mst pre-standard
4. exit
5. (Optional) show spanning-tree mst
6. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
RTw 71| configt AT 4 Falb—rar T FIADET,
Example:

switch# config t
switch (confiqg) #

R 72 |interface type slot/port BETEA LA —T oA AEFBELET, A X —
Example: Tz A Ar7 4 Falb—varE— Rzl
switch(config)# interface ethernet 1/4 EEij

switch (config-if) #

25w 73| spanning-tree mst pre-standard A VB =T = A AP MSTPIEHEEA TiI/e <, 1T
Example: IEHEEA D MSTP A v b — V2 WICKET 5L 91
switch (config-if) # spanning-tree mst pre-standard *Eigl“zijfo

AT 74| exit A B =T x4 R ET— NEKTLET,

Example:

switch (config-if)# exit
switch (config) #
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MSTOYU >y 24 FotEE cuii—va) [

Command or Action Purpose
A7y 75| (Optional) show spanning-tree mst MST OREZ s LET,
Example:

switch# show spanning-tree mst

X 7 6 | (Optional) copy running-config startup-config FTar7 4 FXal—ark, AF— Ty A

Example:

switch (config)# copy running-config startup-config

V74X al—valat—LET,

MST®D!) >

SUMMARY STEPS

Example

WIZ, MSTP A vt — U & HIZiTIEER X CHRETDH L O, MSTA v X —T7 = A
AEBRETHHERLET,

switch# config t

switch (config)# interface ethernet 1/4

switch (config-if)# spanning-tree mst pre-standard
switch(config-if)# exit

switch (config) #

24 TDHEE (CLIN—D32)

Rapid O#GeME (802.1w Bikg) X, AV FY—RA L bD Y v 7 ETORMEESNET, VU
VI EALTNE, TIANITE, AV F—T 2 ADT 27 by 7 A E— ROl SnE
T, BHA— MIRA U MY —RA U MR TH D & AR I, P EmAR— MIEER T
boHERRINET,

VE—hFNA ZAOE—FR— I, ALY NV —RA 2 F TR SN TWAE EHY
YIMBDLEGE, VI XA TDOT 7 4V MREE FEEX L TEEBITEZA F—T /M TEE
@—O

Vo dHICHETHE, STPIX802.IDIC T +—/L Ny 7 LET,

config t

interface type slot/port

spanning-tree link-type {auto | point-to-point | shared}
exit

(Optional) show spanning-tree

(Optional) copy running-config startup-config

oaprwdA
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DETAILED STEPS

Cisco NX-0S Z{#/ L 7= MST D& E

Command or Action

Purpose

ATy T

config t

Example:

switch# config t
switch (config) #

a7 4 Xal—rarE—RIADET,

ATy T2

interface type sot/port

Example:

switch(config)# interface ethernet 1/4
switch (config-if) #

BMETAA LA —T A AEZEELET, A F—
ToA A ALy T4 X2l —T gy T— RERIEL
ij—o

ATvT3

spanning-tree link-type {auto | point-to-point | shared}

Example:

switch (config-if)# spanning-tree link-type
point-to-point

Vo AT %, RAVIY—KRA AT F
TIEHFY o VICRELET, T 740 MEET A
A A PO HA O, FEY o3 EE &
“HI)UIIEFIARA L N —=RA L NTY, VT X
A TINHG DA, STP X 802.1D (127 +—/b /Ny
JLET, 74N MIawto T, £ HF—T A A
DT 2TV I AFREIZFESNTY 7 XA TR
EINET,

ATvT4

exit
Example:

switch (config-if)# exit
switch (config) #

AV HE—T 2 A AFT—REKRTLET,

ATy Th

(Optional) show spanning-tree

Example:

switch# show spanning-tree

STP DK EEFK R LET,

ATvT6

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

EfTar74X¥al—Tarvk, AF¥—hNTvra
Y74 F¥al—varilav—LET,

Example

WOENL, Voo BATERA L Y —RA LMV 7 E LTHRETDHEEZRLT

b\iﬁ—o

switch# config t

switch (config)# interface ethernet 1/4
switch (config-if)# spanning-tree link-type point-to-point

switch (config-if)# exit
switch (config) #
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mstE0 70 Farosast |

MST Ao 70 +a/)LOBEHE

MST 7' U » ¥ TliX, VAT —BPDU £33 % Y — a ZBEfHT 54TV % MSTBPDU
EZETLHEEIC, R—MR)—Va VoBERCHLZ xR TEES, Z7ZL, STP =
FaEBITLTH, L H Y — 5354 & (IEEE 802.1D 723 SBEI ¢ 55 /314 A) HMUFE A
AV FTROWNEY LI —FT R AN I NOHIRENTZNE I &R+ 5 Z LIET
EFE¥A, THAAARIET, B EINTA VX —T=2A AT barxrdyxz—3
CEBEAMETS (RAR=TFT RS AL OFR A= g U EBRHINICIT)) 12X, ko=
~V REATILET,

SUMMARY STEPS
1. clear spanning-tree detected-protocol [interface interface [interface-num | port-channel]]
DETAILED STEPS
Command or Action Purpose
R w 71 | clear spanning-tree detected-protocol [interface FNA ABREF- T EINEA v X —T = A A&
interface [interface-num | port-channel]] <. MST % E91L LE4,
Example:
switch# clear spanning-tree detected-protocol

Example
W, 20y R2DA—H Ry h A v B —T A ZADOKR— k8§ T, MST ZFHHIHI{L7
L& LET,

switch# clear spanning-tree detected-protocol interface ethernet 2/8

MST D% 7€ DFEEE

MST RE A FRT 5 123, ROVTROOIEEEFTLET,

avw ok EL:Y

show running-config spanning-tree [all] STP i A=+ LET,

show spanning-tree mst configuration MST [ A FE R LET,

show spanning-tree mst [detail] MST A VA% U ADIEREFR R LET,

show spanning-tree mstinstance-id [detail] FRE ST MST A A& ZIZBT 2 1
ERFLET,
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avy kR

S

show spanning-tree mst instance-id interface
{ethernet dot/port | port-channel channel-number }
[detail]

BELIEA LV E—T A ABLOAL AR
AD MST [ EFR R LET,

show spanning-tree summary

STP D EE KR L FT,

show spanning-tree detail

STP Dl &R LET,

show spanning-tree {vlan vian-id | interface
{[ethernet slot/port] | [port-channel
channel-number]} } [detail]

VLAN F7-13A1 v ¥ —7 = A AHELIDOSTP 1
HEFRRLET,

show spanning-tree vlan vian-id bridge

STP 7'V v U DIEHREFR I LET,

MST iEEHEHRDORTE L VI VT

(CLI/N\—> 3 )

MST BEFHRZZ R T DITIE, ROVWTILOEEZFATLET,

avU kR

S

clear spanning-treecounters[ interfacetypedot/port

| vianvlan-id]

STPOH T 2% 7 )T LET,

show spanning-tree {vlan vian-id | interface
{[ethernet slot/port] |
[port-channelchannel-number]}} detail

EZEENTZBPDU 2 & D STP [El A, A
UH—T 2 A AE7=1L VLAN BICE R L E
ﬁqo

&% i€ 151

Wiz, MST % ET HHl 2R LET,

switch# configure terminal
switch (config)# spanning-tree
switch (config)# spanning-tree
switch (config) # spanning-tree
switch (config)# spanning-tree
) # spanning-tree

mode mst

switch (config
switch (config) #
switch (config-mst) #
switch (config-mst) #

(
(
(
(
( spanning-tree
(
(
switch (config-mst
(
(
(
(
(
(
(

name cisco_region_1
revision 2

)

)# instance 1 vlan 1-21
switch (config-mst)# instance 2 vlan 22-42
switch(config-mst)# instance 3 vlan 43-63
switch (config-mst)# instance 4 vlan 64-84
switch(config-mst)# instance 5 vlan 85-105
switch(config-mst)# instance 6 vlan 106-126
switch (config-mst)# instance 6 vlan 106-126
switch(config-mst)# instance 7 vlan 127-147

port type edge bpduguard default
port type edge bpdufilter default
port type network default

mst 0-64 priority 24576

mst configuration
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mst ozl I}

instance 8 vlan 148-168
instance 9 vlan 169-189
instance 10 vlan 190-210

switch
switch
switch

config-mst
config-mst
config-mst

switch (config-mst instance 11 vlan 211-231
switch (config-mst instance 12 vlan 232-252
switch (config-mst instance 13 vlan 253-273
switch (config-mst instance 14 vlan 274-294
switch (config-mst instance 15 vlan 295-315
switch (config-mst instance 16 vlan 316-336
switch (config-mst instance 17 vlan 337-357

instance 18 vlan 358-378
instance 19 vlan 379-399
instance 20 vlan 400-420
instance 21 vlan 421-441
instance 22 vlan 442-462
instance 23 vlan 463-483
instance 24 vlan 484-504
instance 25 vlan 505-525

switch
switch
switch
switch

config-mst
config-mst
config-mst
config-mst
config-mst
config-mst
config-mst
config-mst

switch
switch
switch
switch

switch (config-mst instance 26 vlan 526-546
switch (config-mst instance 27 vlan 547-567
switch (config-mst instance 28 vlan 568-588
switch (config-mst instance 29 vlan 589-609
switch (config-mst instance 30 vlan 610-630
switch (config-mst instance 31 vlan 631-651
switch (config-mst instance 32 vlan 652-672
switch (config-mst instance 33 vlan 673-693
switch (config-mst instance 34 vlan 694-714

instance 35 vlan 715-735
instance 36 vlan 736-756

#
#
#
#
#
#
i
#
#
i
#
#
#
#
#
#
#
i
#
#
i
#
#
#
#
i
#
switch #
i
# instance 37 vlan 757-777
#
#
#
#
#
#
i
#
#
i
#
#
#
#
#
#
#
i
#
#
i
#
#
#
#
i
#
#

switch
switch
switch
switch
switch

config-mst
config-mst
config-mst
config-mst
config-mst
config-mst

instance 38 vlan 778-798
instance 39 vlan 799-819
instance 40 vlan 820-840

switch (config-mst instance 41 vlan 841-861
switch (config-mst instance 42 vlan 862-882
switch (config-mst instance 43 vlan 883-903
switch (config-mst instance 44 vlan 904-924
switch (config-mst instance 45 vlan 925-945
switch (config-mst instance 46 vlan 946-966
switch (config-mst instance 47 vlan 967-987
switch (config-mst instance 48 vlan 988-1008
switch (config-mst instance 49 vlan 1009-1029

instance 50 vlan 1030-1050
instance 51 vlan 1051-1071
instance 52 vlan 1072-1092
instance 53 vlan 1093-1113
instance 54 vlan 1114-1134
instance 55 vlan 1135-1155

switch
switch

config-mst
config-mst
config-mst
config-mst
config-mst
config-mst

switch
switch
switch
switch

switch (config-mst instance 56 vlan 1156-1176
switch (config-mst instance 57 vlan 1177-1197
switch (config-mst instance 58 vlan 1198-1218
switch (config-mst instance 59 vlan 1219-1239
switch (config-mst instance 60 vlan 1240-1260
switch (config-mst instance 61 vlan 1261-1281
switch (config-mst instance 62 vlan 1282-1302
switch (config-mst instance 63 vlan 1303-1323
switch (config-mst instance 64 vlan 1324-1344

)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)

switch (config-mst exit
switch (config) # interface ethernet 3/1
switch (config-if)# switchport

switch(config-if)# no shutdown
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switch (config-if)# spanning-tree port type edge
switch (config-if)# exit

switch (config) # interface ethernet 3/2
switch (config-if)# switchport

switch (config-if)# switchport mode trunk
switch(config-if)# no shutdown

switch (config-if)# spanning-tree guard root
switch (config-if)# exit

switch (config) #

MST DEMFEHR (CLI/N—23 )

ESPERES T=aT7IL AL L
VA¥24 24 —7xAA| [CiscoNexus 9000 Series NX-OS Interfaces Configuration Guide]
NX-0S D F:Af [ Cisco Nexus 9000 Series NX-OSFundamentals Configuration Guide]
i A MR ['Cisco Nexus 9000 Series High Availability and Redundancy Guide]
VAT LEH ['Cisco Nexus 9000 Series NX-OS System Management Configuration
Guide]
R
T 24+
U

IEEE 802.1Q-2006 (IR#r IEEE 802.1s) . IEEE 802.1D-2004 (IH#%s IEEE 802.1w) . |—
IEEE 802.1D. IEEE 802.1t

MIB MB®D!') >y

CISCO-STP-EXTENSION-MIB | MIB Z # i 45 L OV 7 o — R$5120%, (RO URLICT 7 AL TL 2
BRIDGE-MIB o
ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/Nexus9000MIBSupportList.hti
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5 12 =

Cisco NX-0S Z#{&EF3 L /= STP #L.5R D% TE

* STP JEFEFEAREIZ DU T, on page 189

* STP HL5EHERE D HIFESRF, on page 196

o STP JEARISRE DRRE BT D A K74 VB X OHEE (196 =—)
* STP JLIEHERE DT 7 4+ /L M A AE, on page 198

* STP HLiEHERE DO FX E FIH, on page 198

o STP YEIERERE DFR TE D HERD, on page 218

* STP JLHRIERE D% E 1, on page 219

o STP JLiERERE DB H (CLI /3—3 = ») , on page 219

STP L3R IEEI= D LN T
N

Note | (p2 1% —7 A RDEROIEMIZHOVTIE.  [Cisco Nexus 9000 Series NX-OSInterfaces
Configuration Guide] ZZM L T 7Z& 0y,

N—TEEEEL, 2—FICKDIREI AZH L, 7'a b3 RT 2 —2 Ol 4 m L3
H72IC, A X STPICIREMREZ B L E L7z, IEEE802.1w M A/ =2 7Y ) — 71
k=L (RSTP) BIKRICIFAREDIERE N A SN TWDHZ B EBEZONETA, ZZTHENTS
TEREE AT A2 LA HERLET, PVSTU I 2 b—a U 2BRE, 2D OFLEMAEIX
F T, Rapid PVST+EB L UMST Dli 5 CEHTEET, PVSTV I 2 b—va v TS
BDIE, MST 7217 T,

AT DIEHEREIL, A= 7Y ) — 2y U R— bk (€D PortFast OFERE & 2fk) |

7'V w UARGEE, BPDU A — R, BPDU 7 4 VX U7 —TF J— K, J— |k H—F, B
OUPVT V2 2 b—3 3 TF, INHOEREDORE ML, ZFu— UL, FRI3REAS v ¥ —
T oA ATHHATEET,

)

Note - (<=2 7/LCiZ., IEEE802.1w 3 L NEEERN2.Is ¥ 5T HFEL LT, (A= 7Y U —)
2 LE 9, IEEE 802.1D STP {Z W THEEH L CTWA AT Tl 802.1D EHRE L £7,
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B osrr—trs107

STPR— k%247

ANR=Z TV Y —R—ME, Ty A=, Xy FT—7 R— b, FLITEHER—-FLE LT
BERTEET, A—MI, H5—HUIBWNT, 2602 b0l DOREEZ LD F
T, TIFNVIDARNR= T V) —R— b XA 7% EURE) T4,

LAY2EAMIERTDI DYy R—MI, 778AR—=F ERIF T 7 R—FDEBL S
TR0 £97,

)

Note | (v22A v FELITT Y v DR LTVWAR— 2y PR—FELTHRETHE, 7
VoD T N—TWBETHZERHD £,

Ay FU—=7 R=FME, VA Y2AAL v FEREFTY) v PR TITHER LET,

)

Note 1L {2 /K% Mitiz/‘/“?‘/wxa:%ﬁéhtﬂ—f—M’f PO TANR= Y ) — XKy
FI—27 R—=FL LTRELILGE, ZULHDOR— MIBHMIITn yF 7 27— MIB
ITLET,

STPTy o R—

STP=y VAR— NI, VA P2HRANFICERLET, Ty UV R—b ¥ —T =1 AF
TayX T AT — T == T AT ERBETAHI LR, TA V=T 4T AT —
MIEBEBITLET (ZOEEBITIMEX. DIENE. A 2l H OREBE PortFast & L TREE L
TWELK) &

LAY2ARA MR LA VA —T 24 ATIE, STPOT Y v Fa ha)LF—F o=y
r (BPDU) ZZfELARWVWESICLET,

Bridge Assurance

Bridge Assurance Z i35 &, xv NU—2WNTT Y v 7 V—T DK & 72 5 EO%
EEBGSZENTEET, BRMIZIE, Bridge Assurance ZfEfH L C, H5m Y v 7 EEE =
oY 7 b = TREE, BLXOAR= 7Y =T AT RAOEILE LT =X NT 7 4 v
I EE LT TWAT NA ANG, 2y T —27 2L F7,

\}

Note  Bridge Assurance (X, Rapid PVST+ 3L OVMST 7217 THAR— &N TWET,
Bridge Assurance |30l U > 7 TOAFENZ 270, VPC 7 U > 7 TIX 84 LU 200 £,

Bridge Assurance |37 7 4 /L F TA X —T /I > TR, F7a— VBN TRETT 42 —7
VIZT& £¥, F72. Bridge Assurance A X —7 /LI TELDIX, KA MY —RA Y
VIR SN ANR= TV ) — Xy NU—7 R— F2IFT7, Bridge Assurance (34477,
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Bridge Assurance .

V27 Ol TA X =T MITH20ERHY 3, V7 O80T 731 AT Bridge Assurance
NA =TI ThH->Th, DT /3A A2 Bridge Assurance % % 7R — ks LTV 72\, F720X
Bridge Assurance 231 Rr— 7 /L TIER2 WA, B — MIvne v 7 ShEd,

Bridge Assurance % 1 1 —7 /L2325 &, BPDU A hello # A A Z &2, BI{EFDOTXTOR v
=27 R—=F (RER—RIEARy 77 o7 K= bagdl) CRHENET, FrEOHR
BPDU #%(E LRVWWAR— NI, 7avF 7 27— MIBITL, /L— bk R— s OPREITHH
SN0 ET, BPDUZHEZETLLOICRDE, TOR— N THFEDANR= T
U —IREEER N EHE SN E T,

Figure 15: sB3407%5 STP F RO SOy kT—2

WOKIL, 1EYER 72 STP P AR PR L TVET,

Figure 16: Bridge Assurance % £1T L TL\VELVR Y T — OERE

WO, Bridge Assurance & EIT L TWRWEE, 7341 ADEERAERFICK Y hU—27 T

AT DAREME D & L Z R L T E T,

Figure 17: Bridge Assurance #3417 L TW\5 Ry kT7—45 ® STP +RA D

WO, Bridge Assurance 734 R —7 LI/ >TWAH Ry NU—27 T, +XTDSTP X v k
U—7 A= F 2 BMITIE BPDU 2 FEAT S5 — A7 STP AR R P 27R L TVET,
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Figure 18: Bridge Assurance |IZ& % v b7 —% L OREED [E15

WO, #* v kT —72 kT Bridge Assurance % 1 r— 7 /WZ L7zHEIZ, Fy hU—27 LD

FIEN A LR WHERZR L TWET,

BPDU H— K& A 32 —7 WD L, BPDUEZZELIZEEIZEFDA X —T oA ARV ¥ v
M ENET,

BPDU /' — RFiZA v Z—T =24 A LYV TCHETZXET, BPDUT—REAS X —T A A
LUV TRET D &, ZOR— MIKR— b X4 TRECH1DLT BPDU 2%+ 5 L3 <
vy y MEUERET,

BPDU % — RZ& 70—/ S)VB CTRET H &, BEFORA =0 7Y ) — 2y R—F B2
JTEERD ET, ARHEETIE, VA Y2LANT Y f ¥ —7 =4 AL BPDU %%
FELEHA, VA VY2LANT Y 4 X —T = AN BPDU 2% L7284, FashTn
TRUNT A A DB L [FIRRIC, WhRaRE s LClMmENnET, BPDUS— R& 7 o — 3L H
FETA F—TMZTHE, BPDUEZZE LT R TOANR= Y ) —2y UR— MRV ¥ v
M ERET,

BPDU %' — R Clid, e ENBMINTELGE, VA VY2LANA V¥ —7 = A A% FEICH
EE ST LMENRH LD T, B EICK L TER|ICHIGTE £97,

\}

Note BPDU H— F%& 27 0 — VB TA R—7 NI T B L, BfEFOTRTHOANR= 7Y T —

Ty AE =T A RATHEHINET,

BPDU 7 4 LAY VY

BPDU 7V 4 WX U T aERTHE. T4 ADEDR— N ETCBPDUNERE I NRWE D
12, F7XBPDU ZZE L2V E D ICRETEET,
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V=T H—F .

7D%NWuﬂﬁéﬂﬁmmU74W&)/7i @W$@¢AT@XA%/7/J%I/
VAR—MIEHINET, =y YR —MIAR L W LT 2 &V, AR A N CILIEH .
BPDU [IFE S E T, BEfFF DR = /7/J~I//T F2SBPDU #3575 &, =
EHIHEREDANR= 7Y ) — K= XA IR, @E DR — MIREE %@#ﬁbhi#
FTOFE, UEAR—FTBPDU 74V H ) T T 4 2—=T R0 A= 7Y —
Yo7, [FFR—FTOBPDU ODXELRHREINET,

BPDU 7 4 VZ VU TNE, AV H—T 2 A AZEICHRETHIEHTEET, BPDU 7 4 L X
Vo T aREEDOR— MIHRWIZRET D &, £OFR— MIBPDUZEH L2220, ZFL
7ZBPDUATRXTRr Yy LET, FFEDA VX —T oA RAERETDHILIZE-T, flxd
e EOT7a— L BPDU 7 4V E Y VT ORELXZEEMIIC EEXTEET, Z0XIIC
AUE =T oA AR L TETSNIZBPDU T A W FZ Y T, EDA L Z—T 2 A AR KT
VX UTTHDOINEICEBRRL, A VA —T oA ABRITEASNET,

A

Caution BpDU T 4N EZ VL T h AL B —T 2 A AT LIZRET D & XITEBENMLE T, KA MM
FSNTWRWAR—MIBPDU 7 4 V& U U T HARIIICRET D &, 7Y w7 v—F
WD ATREMER H Y £, ZDOX I RAR—MIZEL/BPDU 2T _RCEMHLT, 74T —
F AT AT — MIBITT D5 TT,

ORI, TXTHOBPDU 7 4 VEZ ) T OMABELEERLET,

Table 13: BPDU 7 1 JL3 ) L T DEXTE

R— FEEIOBPDUT 4 )L |5 B—/3)LZEBPDU  |STP Ty 7/R— b |BPDU I 4 LR ) VT
51) VY DERE T4 VT DERE | BRE DK EE

F7 4 CE Gk A F—T 2

T 7 F LR Hh ) )

T 7 4V K 2 N/A Biii3)

5 N/A N/A %)

%) N/A N/A )

DRI AR — REEEILH Y ER A
> K NMIRIE 1080 BPDU #3%£0E L ¥4, o0& — M, BPDU #2545 L. 28=
YY) —fEYER— MIRREIZRE Y . BPDU 7 A V& U 13T v —T MR 0 £,

W—T H—F

N—T H—=FREFEHTIE, RA Y =KAo s Vo7 EOETRY 7 BEEICL > TR
HTHrZ2eBHHT7TY v T N—T I TEET,
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STP/L— 7%, IER M elicBn 7y X o IV R— " NBo T I+ T —FT 4 v T AT —
MIBATT D EHALET, @F. BPDU OZEEZEIET D, MEMICTER PR PHNO
A—hF (TuayvRo 7 Fm—hFEERLRW) NRETBITHREELET,

N—T = R&T7a— )W, F—T ML Th, TXAANKRA L MY —RA L b Vo
TEHRSNTWAASL vF R 2y hU—7 TLIMEATEERA, RA VY =R
> 7 TlX, FALBPDUZEET D, Vv 272X T LARWRY RETY v DI3EAD Z &
TH0 EHA, 7L, HEY I EONL—T H—RiFA v Z—T = A AHNTA R—T LT
WETEET,

N—T H—=FEFEHALT, V— b "= MERIINRE/ N0 7T v 7 V—7 "— 73 BPDU %
ZETHME I D EMHR TEET, BPDUZ[E L CWeAR— N TBPDU R E S 72D
L =7 H—FRiE, A— b ETBPDUDZEVRHBAINDSET, 2OFR— NERES (7
0y 7) ATF—RMILET, INHDKR— FTBPDUDEZENHHENS L, A—FBX
Y 7 3HOEMERGEE LGS E T, ZoREIZTEIMICETEINADOT, 7ur bz
MZE DR —= BN —TREENPERREIND &, STPIZL D FR— K 27— MBI E N E
£

N—T H—RIEELZSEEL. STPIXEEOH LV 707 ) v EERVEELT bR
IR TCEET, —T H—FRET o EB—7NMZT5HE, TRTONL—FRELEHR— LY
A= AT — MIBITLET

N—"T F— RiEAR— NN TA X =T M TEET, V=T H— FEFFEDKR— N TA F—
TMZTDHE, ZOR—MRETIHTRXTCOT VT 47 4 VAKX AETIL VLAN [Z)V—T
H—RpEECEA S NEST, V7 T—FKET 4 —7 0T DHE, FEER—RFTT 4
=TT £,

=k FAL A ETA—T H— R F—T ML THERITH Y FEAN, L—k Fg
AWM — § TN R o280, RENGNTRD 9,

FFEDR— NTIL— K T—REARX—TNCITHE, TOR—MINLV—FFR—MNIRBEZE
NEULNET, ZELZBPDUICL S TSTP a2 "=V = VANETEN, FEER— IR
N—hR—NIRDE, ZOR—MIL— b ARES (Tayxoy) RECRVET, 20
R— NPMENL BPDU OZEEEILTDH E, T a0 FRHEMRSNET, KIZ, STPIC
KoT, 74V —FT 47 A7 —RMNIBITLET, VIV IZEEBNIITDILET,

A A =T 2 A A LTIL—FH—=REAX—TNIZTDBE, TOA L Z—T oA ANEL T
HF_TOVLANIZ/L— N H— R S ET,

N— RN H—REERTHE, Xy hT—ZHICAL— 7Y v DhlmichiiEcxEd, L—
=Rt v—bF = RFBPA R2—=T NI NTAR— b EFEER— MIBHLET, #8F.
N—h 7V v TPOR—MITRTHRER— RV ET (2L, —hK 7T vy PD 220
FOR—=IREFRSNTODHEEEFZORY TEH Y FHA) . —F 7TV v IE, L—F
H—=RPA X—=T N ENTZAR— N TENMBPDU %35 L., £DKR— h%&E/)L— FRES
STPIREEIZRBATLE T, ZO LI, V= T —RiFIN—F 7V v VOlEEZEH LT,

N— K H—=FE7a— LI IRETE £ A,
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Figure 19: STPHLRMSREZ EIEICERAL =Ry FT—2

ZOBRNIRT LI, Ry hU—7 FIZEFED STP YEIEMSBEZ R ET A Z L 2HERE L £,

Bridge Assurance |, * v T —7 2K TA RX—T NIV ET, RA M A X —T = Ak
T, BPDU #— K& BPDU 7 4 L Z U T OWTFNNEA X —TMITHZ &2 BEID L £
—é‘o

PVST>=2alL—o 3>

MST %, =—HFNEE L72< TH, RapidPVST+ EAHAEH TX £9, Z OMAEMMZ 26t
TADMN, PVST > = L—3 3 UHERETT,

\

Note MST# A X—7NICT AL, PVSTU I 2L —3a VBT 74V N TAR—7 2720 £,
T 74N KT, T A EDOTRTOA X —7 = A AT MST & Rapid PVST+ 230 A3E
SnET,

7272 L. MST A % —7 /L 78— k73 Rapid PVST+ A F— 7 /L 7R— MBS 5 ATREME &2 15 <
121X, MST & Rapid PVST+ ] Ok & Hli 3~ 5 422385 0 £9°, Rapid PVST+ X7 7 4 /L b
D STP &— R72D T, £¥ D Rapid PVST+ N AT HZ LNV £7°,

Rapid PVST+ v 2 a b—y g %, R— MNRLTT 4 =TT 20, T3 ZARRTY
2= T 4 E—=T T D & MST A 32 —7 /L AR— h&, Rapid PVST+ A X —7 /L 7R —
MIBHE LI Z LR ENTRERT, 7Ry X0 7 AT — MIBITLET, ZOFR— M,
Rapid PVST+/SSTP BPDU D5 MEIL SN A ETHRESDAT — NOEFIZRV ET, £ L
TA— M, @O STP #FE 7 AR £,

TRXTOSTP A LV AX L ADN— b 7V v %, MST 7213 Rapid PVST+ D &5 50 DIIZ
BLTWAULERHLDET, T _XTOSTP AL AZ L ADNL—K TV v IUNELLNh—FOD
N L TWnARNnE, R—MIPVSTY I a2l — g U REEAT— MR E7,
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Cisco NX-0S % {5/ L 1= STP DT |
B sron7rase054

A\

Note X TOHOSTPA L AZLAD)L—k TV vP%, MSTHNCEE TS Z L 2L £,

STPD/N\A FRASE) T«

V7R TIESTP IR LTS, TRA TV T 2 R—bFLTWWET, 727ZL, STP %
FEE) L2856, MEHERBIOY A ~—3mcshERA, XA ~—13K00» 6 I .
WEHEHRIZ oV By PENET,

N

Note o 7 (T YT ¢ RERE. DFEMIIC OV TIL,  [CiscoNexus9000 SeriesNX-OSHigh Availability
and Redundancy Guide ] #Z ML T 7230y,

STP #L SR RE D At S

STP \ZIF K DB H Y £7,
e TNRA AT A LTNAHI L,
+STPZHT L CEBLMENHY £9°,

STP Hi3RIERED R EICBEHT 2 H A K54 U B X UHIKE
I8

STP YEIRMERE DR EICHE T HA RI A4 LV EHRFEHEITRD LB T,
sshow =<2 K (internal ¥—V— Fft& ) TV FR—FEhT0EH A,
«STP * v hU—7 F— M, AA v FEFICHERH L T EE0,

e ARARNF— NI, *y hT—7 K= F TR STP =y Y A— b & LTHET HHLEN
HYET,

eSTP X hT—27 BR— K XA T H 70—\ X —TNCTHEAITIT, AR NI
LTV DETRTOR—FEFETSITPTy Y R—hE L TEHRTELTLLEZN,

VHE—PELTRETZ2LENHY £

* Bridge Assurance |X, RA > NV —FRA L NDANR= 7Y ) — Ry NU—7 R— K kB2
JTCEATENE T, ZOMRRIL. VY Ol CRET HALENRH Y T,

* Bridge Assurance (X, Ry NV =27 BIKTA X —T/MZT DT L2 HEREL £,
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| Cisco NX-0S % & L 1= STP k3R DERTE
STP HLERMEED BT BT 474 K5« v susin®EE [

e T RTHOT Y R—FTBPDU H— RE A X —T /T2 L 2R L E4,

« T =N R—=T M LI N =T T —Fid, RA L MY =KAo b Y7 ETOR
BfEL £,

A B =T 2 AL TA F =T N LT —T H—RiE, £EV 7 BLORA b
V—RA YN VT Ol TEMELET,

e b— N H— R&EEH LA — MIBEHIPICHEER— MI2 0 £, b— bk A— MIiE
R0 FERA, V=T H—FRiZ, K= B — b R— FEHIIRBER— FOBE/ICOLE
HTT, R—=FrETL—F H—FL—F H— ROl L ZFIFIZA RT—TNMTTDHZ &
ITTEEHA,

T A =TI EINTZ AR TV ) — 4 U AX AE T VLAN ETlE, v—7 T —
NES 35 RGN

e AR= 7Y U —iX, BPDUZEEGET DT ¥ RN CTHRANCENET DR — b &5 I8 L
F9, OV I BREEFICRD L, T RANOMOY 7 BNIEFIZEEL T TH,
N—T TH—=RIZEDF¥rxrANnNTa vy 7 INET,

N—TH—=RIZE>TT ey INTWE—HDOR— & T N—T{L L TTF ¥ 2 EHK
THE, ZNHDR—FDAT— MERIZA = 7Y =BT _RTHIBR S, Friwn
F ¥ ZNLDOFR— MIFEER—NMICED T+ T —F 4 AT — MIBITTE £ 7,

c T X AXNVBN—T H—=RIZEIV Ty I, FYRVDAN=3 Mz DY 7 AT —
BALRD & AR TV ) —=InbTRTORT — MEBRBHIBRESNET, Fr Lk
e T 2 1 DETIER DY 7 BRHE—Hm) 7 ThHhLH5E 6, FWER— MIFES
Nica—VEERALT, 749 =T 47 A7 — MNMIBITTEET,

Y

GE)  HAmY 7/ (UDLD) 727 Ly ¥ 7 £— K& A F—7 /L
ToHE, VoUEELZSBTE T, UDLDIZ XV EE KRS
NOETIEFN—TBRETHZLEDHVETH, V —FH— KT
IR CTE £ A, UDLD OFFANIC DUV TIEL,  [CiscoNX-OSSeries
NX-OS Interfaces Configuration Guide] ZZ M L T 72 &0y,

PN —TDHDIAAL v TF Xy NT—F LT, V=T H— K& a—r LA 3x—T
JZT BHERH D £,

« EEOFHEIA PR R Y U =27 TS ZTEHEL TO DR — b BT, b— b T —
REA X =T NMIT DRERSH Y £,
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Cisco NX-0S % {5/ L 1= STP DT |
B srusssororrgE

STP iL5RBEBED T 7 A L FERSE

RDFIZ, STPHLEMRED T 7 4 /L FREZ R L E T,

Table 14: STP{LAEHEERE/ NS A — 2 DT T A )L FERE

T A—4 TIAIE

N—h AT FEYE

Bridge Assurance A X —T) (STPFY T —27 R"R— FNDIx)
Z7'a—/,3L BPDU H— K T 4=

A B —T = A AHALO BPDU ' — K FA—T N

7 a—/3)LBPDU 7 4 VB Y T TAE—T N

AR —T x4 ZAHENOBPDU T 4 NVE Y T | F 4 —T 1

yua—r ) —7 H— R FA4E—TN
A B =T 2 A ABLNON—T T—F F4—T
AV B —T 2 A ABELLON— | F— K TA4E—TN
PVSTY 22l —3 gy £7%) (Enabled)

STP LR AED % E F B
A\

Note  CiscoIOS O CLIIZIEN TWAEA. Z DHERED Cisco NX-0S =< > RIZHER D Cisco I0S =<
VRERDRBEDNDDBIODITEEDLETT,

N—T H—FRiZ, HEIV 7 FFREIRAL N —RA L N VD DA B —T = A AHAL
TA R —T IR ETEET,
(o » [e] O NS -~ NEnal_'ﬂ
AINZDYIY)—FR—bF A4 TDTO—/N\ILIZRTE

AR 7Y ) — R— bk XA TOREIT, RO LI, R— FOERIT A AL > THR
20 F9,

cTy Vi Ty YV AR— ME, VATV 2HRAMIEERTLHT 7 BA R—KTT,
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| Cisco NX-0S % & L 1= STP k3R D%
2= vy— K-k a4 Fora—rnuiE ]

e X hU—J i Xy b=V R— NI, VAV2RA o TF 37V o7 ICEERE L.
TIEBAR—PFFEFIZNT VT R—FDOWNTINHNTR Y F9,

o JEYE L EHER— MIT Y R—FTH Ry FT—7 R—FThARW, EBHED 2 =7
VY= R—=FTT, TNHDR— I, FOTF A R HERTEET,

Rt ZATNE, T o= SV THA v H—T 2 f AR THRETEET, T 741 RO
ANR= TV ) — R— bk XA A% T T,

Before you begin

ANZ T Y —R— | ZATEZRET DA, ROKREMHERL T TEIN,
*STP ARESNTND Z &,
o R— FOEFILET NARAIE LT, A— 2 ELEELTNDI &,

SUMMARY STEPS
1. configt
2. spanning-treeport type edge default or spanning-tree port type network default
3. exit
4. (Optional) show spanning-tree summary
5. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Z 5w 71 |configt a7 4 Fal—ar E—RIAYET,
Example:

switch# config t
switch (config) #

R T w 72 | spanning-tree port type edge default or spanning-tree * spanning-tree port type edge default
ort type network default
port yp A% 2hA MCBREL TV BT RTOT 7+

Example: AR—hexy P R—FELTRELET,
switch (config)# spanning-tree port type edge I U R— k . Voo 7 770@—5 L N A= P4
default

XS AT = RT =07 AT — N ERRH
THZERLS, 74 T—FT 4T AT — MNIE
BEBITLET, 74N FDORR= TV Y —
R— bk ZA 7% ERE] TF,

* spanning-tree port type network default

LAY 2AL v FBIOTY v I8k LT
BITRXTDOA B —TxAf R, AN=U T
J— Ry FT—F R—FELTHEELET,

Bridge Assurance & { 1 —7/WZTH L, HRy
N7 —2 R— b kT Bridge Assurance 7% H &)
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Cisco NX-0S % {5/ L 1= STP LD HE |

Command or Action

Purpose

WWEITENET, 774NV DA R= T
U— R — |~ ZA 1T T <°1,

Note LAY2HRA MR L TVEHA v
B—TxAf A%Fy NU—2 K—
FELTHRETDHE, ZhHDFR—
MIEBIC Ty ¥ 7 RAF—
MZBITLET,

ATy 73| exit
Example:

switch (config)# exit
switch#

a7 4 FXalb—varyE—RERTLET,

X 7 4 | (Optional) show spanning-tree summary

Example:

switch# show spanning-tree summary

RELIZSTPAR— M XA T %ETSTPa L7 4 F =
L—raraRpaLET,

X 75 | (Optional) copy running-config startup-config

Example:

switch# copy running-config startup-config

FFar 74 Xal—ark AF— T v a
V74X al—valat—LET,

Example

WIZ, VAFV2HEANMIEBHL TWDITRTCOT VA R—FEARR= TV Y —
TV R—FELTRETDHHEZRLET,

switch# config t

switch (config) # spanning-tree port type edge default

switch (config)# exit
switch#

WIZ, VAFV2AAL v TFEREFT I v DICHRR L TNDTRTOR— h &, A=V
IV —Fy PU—7 R—FE LTRET DB 2RLET,

switch# config t

switch (config) # spanning-tree port type network default

switch (config)# exit
switch#

B < O » . :\s o = =

BEA VA —T IAATDANZUGTY Y — Ty R— FDERTE
BEA A —T 2 AZANR=Z TV ) -2y VU R— MR ETEET, A= TV —
TyVR—FELTREINTZAS LV H—T oA R, VI T o7, Ty J A7 —
T ==V T AT — b BT 87, 749 —T 47 AT — MNIEHEBITLET,

ZTDawy NIZIERD 4 >OWLRERH Y F3,
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| Cisco NX-0S % & L 1= STP k3R D%
BEALA—T A RTORA=V TV — Ty K- roiE |

« spanning-treeport typeedge: Z D 2~ RiX7 7 B A R— h TOx v VEIWELZ BRI A
F—=T M LET,

« spanning-tree port typeedgetrunk: Zo a2~ RiZ b7 7 R— b TOxT v VEIEEZ R
FINZA F—T NI LET,

)

Note spanning-treeport typeedgetrunk # A 9% &, =~ K, ZOR—hMI, 772 E—F
ThoThbTy Y RA—hrE LTRESINET,

« spanning-treeport typenormal : Z O~ Rif, FA— FNEEAEZ =0 7Y ) — FK— |k
ELTHIRIICRE LETN, 74V —T 4 V7 AT — MDOEEBITIIA X —7 ML
ESc .8

* nospanning-treeport type : Z® =~ RN, spanning-treeport typeedgedefault =< > K
Bru—s)Lary7 4 Xal—yary T— RKNCERELEGAIC., =y VETEEZRFERAVIC
AF—=TMILET, Ty R— bErm— VLI E L TWRWEEA . nospanning-tree
port type =~ > RiX, spanning-treeport typenormal =~ > K& R LU T9,

Before you begin

ANR= I Y = R—= N A THFET DN, WORZHER LTI TZE0,
*STP BRHESNTVND Z &,
« R— b DHFEHT A RIS LT, R—FEIELIEELTND Z &,

SUMMARY STEPS
1. configt
2. interface type dot/port
3. spanning-treeport type edge
4. exit
5. (Optional) show spanning-tree interface type slot/port ether net x/y
6. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Z 5w 71 |configt a7 4 FXal—yary ET—RIIAY £T,
Example:

switch# config t
switch (config) #

AT 72| interface type slot/port BETDHAVH—T oA ABREL, A V4 —T =
Example: A Aary74X¥alb—vary®—RFehbalLET,
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Cisco NX-08 % {3 L 7= STP L3R DR E

Command or Action

Purpose

switch(config)# interface ethernet 1/4
switch (config-if) #

ATvT3

spanning-tree port type edge

Example:
switch (config-if)# spanning-tree port type edge

BELET VB A A E—T oA A A= T
TV AR—MIRELET, Ty FR—MI, VY
VI T TRE, TrnyX S AT RT—
SV T AT ERBETHZ LR, THTV—T 4
VAT — MCE#EBITLET, T 74 FD A
=Y —R— b XA TR T,

ATvT4

exit
Example:

switch (config-if)# exit
switch (config) #

B =Tz AT 4 Fal—varyE—FK
T LES,

ATvTH

(Optional) show spanning-tree inter face type slot/port
ethernet x'y

Example:

switch# show spanning-tree ethernet 1/4

RELIZSTPR—h A Ta2ETSTP2 7 4K 2
L—yaraEFRnRLET,

ATvT6

(Optional) copy running-config startup-config

Example:

switch# copy running-config startup-config

EiTar 74 FXal—yarr, AX— T v S o
V74 Fal—Ygiiar’—LET,

EEAVA—DTIAATDRINZ UGV — Ry fJ—4H R—
=

X JE

A

=

Example

wIZ, TO®A A H—T A AEthemet 1/4 Z A= 7Y ) — 2o R—kE L

THRET D2 LET,

switch# config t

switch (config) # interface ethernet 1/4

switch(config-if)# spanning-tree port type edge

(
switch (config-if)# exit
switch (config) #

0

BEA LV E =T 2 A RZANRN= TV Y — Ry NT—2 R— M EFEETEET,
Bridge Assurance £, A= 7YV — Ry NU—7 R—h L2 TETINET,
DAYy FIZIFKRD 3 SOIRERH Y £7,

« spanning-tree port type network: Zd =2~ NiZxry hU—27 R— k& LTHR— M &R
MIZEXE L E 7, Bridge Assurance % 7' 0 —/N)UZA X —T MITH L, A= 7Y Y —
% v b U—2 R— bk T Bridge Assurance 2% HEIIZFA TSN E T,
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| Cisco NX-0S % & L 1= STP k3R D%
BEA U E—T A RATORA= TV — %y kT—4 K- roiE [

« spanning-tree port typenormal : Z M =2~ Fi&, RN— hEEHEZ =7V ) — K—h
&L CTHHARIIIZERE L £ 943, Bridge Assurance (X2 DA X —7 = A X“C%ﬁ“(?—?i’é‘
Ao

* no spanning-treeport type : Z® 2~ KL, spanning-treeport type network default % &
ELELGAEIC, F— FERERAICANR =TV ) — Xy FT—7 R—F & LTA R—
ILFET, a2~ FEFEMLEJ, Bridge Assurance 1 1 —7 /W H L, ZDHR—
| "C Bridge Assurance 2% HEIFJIZSEITS NV E T,

\)

Note L (Y 2/ RAMIEEHLTWDIR—raRy hU—27 R—hELTHRETS L. AT
gyXF AT — MIBITLET,

Before you begin
AR=Z TV ) —R— K ZA TERET DANT, WOREHRLTIZIN,
« STP BRRESNLTWVDH Z &,

« W= PR ET NA ZE LT, R—FZELSREL TS Z &,

SUMMARY STEPS
1. configt
2. interface type dot/port
3. spanning-treeport type network
4. exit
5. (Optional) show spanning-tree interface type slot/port
6. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
25w 71 |configt 27 4 Fal—vary E—FRIIAY FET,
Example:

switch# config t
switch (config) #

ATy 72| interface typeslot/port RET DA H =T oA ARIEL, A5 —T =
Example: AAar74Xalb—vary®—RFehtaLET,

switch(config)# interface ethernet 1/4
switch(config-if) #

R v 7 3 |spanning-tree port type network BELIEALVE—T oA A AR T Ry FT—
Example: 7 AR— MIFE L ET, Bridge Assurance % 1 —
TMZTHE, %y NU—2 FR— b LT Bridge

switch (config-if)# spanning-tree port type network]
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Cisco NX-0S % {5/ L 1= STP LD HE |

Command or Action

Purpose

Assurance 28 B #IHIIZEITSNET, T 74/ FDA
Ry TV ) —R— T+ XA 1% T§ERE) T4,

ATvT4

exit
Example:

switch (config-if)# exit
switch (config) #

AV H =T xA A a7 4 Falb—raryET—FK
T LET,

ATy Th

(Optional) show spanning-tree inter face type slot/port

Example:

switch# show spanning-tree interface ethernet 1/4

BELIZSTPAR—F XA 7 2ETeSTPa L7 4 F 2
L—3 \/%%i—“bij—o

ATvT6

(Optional) copy running-config startup-config

Example:

switch# copy running-config startup-config

FEfTar74Xal—Tark, AF¥—LNTvSa
Y74 F¥al—varilav—LET,

Example

WIZ. Ethemet f > X — 7 = A A 14 A= Y ) — Ry NU—27 R— L LT

RET DBl RLET,

switch# config t

switch (config) # interface ethernet 1/4

switch (config-if)# spanning-tree port type network

(
switch (config-if)# exit
switch (config) #

BPDU i— kDY O—/N\ LA +—T )Lt

BPDU 4 — K&T 7 4/ s T/ r—/ VL
WA =T s d &, A7 AL, BPDU 255

IAR—=TMITEET, BPDU T — R m— 3L

Ly UV R—=rev vy b UL

ij‘o
S
Note F_CTpxy Y HK—FTBPDUH— K& A RX—T /T D LEHRLET,

Before you begin

AR TV ) —R— b A A TEFRETDHAN, WOEEFHERL T IZEW,

s STP MEEINTWNDZ &,

« R— FOERIET NA AELC T, R—FEZELSRELTWD Z &,
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| Cisco NX-0S % & L 1= STP k3R D%
BPDU #i— Ko o—rintiqx—I it [

SUMMARY STEPS
1. configt
2. spanning-tree port type edge bpduguard default
3. exit
4. (Optional) show spanning-tree summary
5. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Z 5w 71 |configt a7 4FXal—yary ET—RIIAY £T,
Example:

switch# config t
switch (config) #

R T w 72 | spanning-tree port type edge bpduguard default FTRTOANR= TV Y —xT v R— T, BPDU
Example: H—=R%&, T7H/NVETAF—TMILET, T
switch (config)# spanning-tree port type edge 7 ANV ]\ T(i‘ 7 D»—/R‘ﬂ/i’e BPDU 7 — }\Li-}: A
bpduguard default fZ“‘:f/V7?7fo
Note Zoavry NE, AV F—T A X

~ULVCEMEEZT L E 923, showrunning
interface Cl3FrINFERFA, 7V TH:
TEDO AT — 2 2 Zgid 3 2121, show

spanning-treesummary =1~ > K% i i

L%,
AT w73 |exit a7 4K al—vary EB—REKTLET,
Example:
switch (config)# exit
switch#
AT w 7 4 | (Optional) show spanning-tree summary STP O E A Fw LE T,
Example:
switch# show spanning-tree summary
R 75 |(Optional) copy running-config startup-config EFar 74 Xal—arvk, AX— KT v
Example: Y74 F¥alb—varilat—LET,

switch# copy running-config startup-config

Example

WIZ., FTRTDANRZL SV Y — T F— FTBPDU H— K& A F—T M5
FlZR L ET,
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Cisco NX-0S % {5/ L 1= STP LD HE |
B sz 5—oz12cnBPOUH— KDAF—T i

switch# config t

switch (config) # spanning-tree port type edge bpduguard default
switch (config)# exit

switch#

BEA A —TTAATOBPDU H— KDA =2—TIL{L

BEA ¥ —7xA AT, BPDU H— K& A RX—TNIZT&E£9, BPDU I — RHBA x—T )b
WZEN7=AR— M, BPDUEZETHE, v MU ESNET,
BPDU ' — RiZ. #EEA X —T oA ATRD L HITHEEICTEE T,

« spanning-tree bpduguard enable: A > % —7 = A A T, BPDU #— RPN A % —
TR £T,

« spanning-tree bpduguard disable: f > % —7 = A A LT, BPDU H— RBNERMICT ¢
=T MR £,

* no spanning-treebpduguard : EifEf O T v ¥ R— |k A 2 Z—7 = A Z|Z spanning-tree
port type edge bpduguard default =~ > RAEESNTWDHHE, ZOA X —T x4 A
TBPDU /I — F&A R—T7 M LET,

Before you begin
ZOMREERIET DENC, ROKEHEE LTI IZEN,
*STP ARESNTNDZ &,

SUMMARY STEPS
1. configt
2. interface type dot/port
3. spanning-tree bpduguard {enable| disable} or no spanning-tree bpduguard
4. exit
5. (Optional) show spanning-tree interface type slot/port detail
6. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
AT 71| configt Ay 74 Fal—varyE—RIADET,
Example:

switch# config t
switch (config) #

AT 72 |interface type slot/port RETHA L E—T A AEEEL, A X —T =
Example: A Aar74Xalb—var®—FehtaLET,

switch(config)# interface ethernet 1/4
switch(config-if) #
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BPDU 7 4 L2 U v onsa—rntifr—T it ]

Command or Action

Purpose

ATvT3

spanning-tree bpduguard {enable | disable} or no
spanning-tree bpduguard

Example:

switch (config-if)# spanning-tree bpduguard enable

* spanning-tree bpduguard {enable| disable}

BELEANR=Z L Y —x2y DA —T =
A AD BPDU #— R&A X —T)VE2ET «
=T MILET, TTANLBITIEH, A F—
72 A A L®BPDU H— KiZ7T 4 &—7 /LT
7T

no spanning-tree bpduguard

spanning-tree port type edge bpduguard default
av Y ROANZEY, A F—T = A RTFK
EINEZTF 740 07 a—sLBPDU H— K
HEICRLET,

ATvT4

exit
Example:

switch (config-if)# exit
switch (config) #

AR —T A A FT— RFEHETLET,

ATy Th

(Optional) show spanning-tree inter face type slot/port
detail
Example:

switch# show spanning-tree interface ethernet
detail

STP O EZ KR L £,

ATvT6

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

FFar 74 ¥al—vark, AEZ—LT v
v 4Fal—Yaiiar’—LET,

Example

wIZ, = 5R— | Ethernet 1/4 T BPDU #'— RZ BRI A 2 — 7 T T D4 %R

L/\li‘g—(]

switch# config t
switch (config) # interface ethernet 1/4

switch(config-if)# spanning-tree bpduguard enable

(
switch (config-if)# exit
switch (config) #

BPDU 7 4 /LA Y5 nHa—nN)LizA4 =x—TILE

AR TV Y=y VR— KT, BPDUZ A NE Y T HT 74V T B—r WA F—

T TEET,

Cisco Nexus 9000 NX-0S L 1 Y2 XA vy F U JERAA K. 1)) —Z10.3(x) .



Cisco NX-0S % {5/ L 1= STP LD HE |
B srouo sy rora—nntax—Tnt

BPDU 7 4 VX U THRAX—TNTHDHTy Y R—MI, BPDUZZ[ETDHEZ Y R—
FE L TOBB AT —Z ZA0N%Lbit, BHEOSTP 27— MNITHHEBELET, 727-L, 2o
AR—hE, TP R—F L LTOREITIHRFLIE-EETT,

A

Caution - o< FEEHTHLEFIEBELTLEESY, Z0avr FaRoTHEHTLE, 7V v
T V=M A RN D D £,

Before you begin
COMREARET HANI, ROREMRL TSV,
« STP BERE SN TWVD Z &,

AL —EHDANR=Z TV — 2y VIR PRREFHATHD L,

)

Note /'o— LA X —TLIZENTZBPDU 7 4 V% U o 270%, BifEho— v Y R— M
AaEnEd, A= MIEMEDO BPDU 2 U > 7 7 v FRHCEH LT D, FEEKIC, %15 BPDU
D74 NE ) TEBRBLET, =y AR— ML, BPDUERZET S &, @iy VR —
kN ZAF—& 2%, BPDU 7 4 A Z Y U TI3F 4 B—7 20 £4,

SUMMARY STEPS
1. configt
2. spanning-tree port type edge bpdufilter default
3. exit
4. (Optional) show spanning-tree summary
5. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Z v 71 |configt a7 4FXal—Yary ET—RIIAY £T,
Example:

switch# config t
switch (config) #

R w 72 | spanning-tree port type edge bpdufilter default FTR_RCDAN= YY) — T v P FE— T, BPDU
Example: TANEY T HR T THNVNTA X =T NITLE

switch(config)# spanning-tree port type edge @—O 7—:77“_‘/1/ ]\ T6i‘ 7 D»—/\‘/I/f’ot BPDU =7 ¢ U
bpdufilter default U737 4 B—7 T,
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| Cisco NX-0S % & L 1= STP k3R D%
HBEA V8- T4 RTOBPDU 715 Y w04 x—T it [

Command or Action Purpose

2T v 73| exit a7 4Xal—varE - RERTLET,
Example:

switch (config)# exit
switch#

X 7 4 | (Optional) show spanning-tree summary STP DA KR L ET,
Example:

switch# show spanning-tree summary

R 75 |(Optional) copy running-config startup-config Effar 74 Xal—Tarhk, AFX—KTvS
Example: V74 Xal—vavilar—LET,

switch# copy running-config startup-config

Example

WIZ, TRTOEEFORANR= 7Y ) — 2y R—FTBPDU 7 4 V&Y T %
ARX—=TMZT o0l R LET,

switch# config t

switch (config)# spanning-tree port type edge bpdufilter default

switch(config)# exit
switch#

EEA AR —TITAATOHOBPDU 74 I)LR YDA —T It

FBEA VX —T7 2 AZBPDUZ 4 VX U > T aEMATE 3, BPDU T 4 VX U > T & FFE
DA HE =Tz AAETARX=TNICT DL, EDOA ¥ —7 A AXBPDU ZHE(E L7 < 72
D, ZIELZBPDU Z T _XTCRa vy 745592720 E9d, ZDOBPDU 7 4 /L% 1 o 7 HkE
X, oo X T A F—T oA ATHLINE I IR, TXTOA > F—T =1 AT
WHXNET,

A

Caution  spanning-tree bpdufilter enable & A9 245418, EEIZIT> T E& W, RESZA v
B —TxARATa~vy REATTLET, AR MIEER L TWRWAR— MIBPDU 7 4 L& Y
TERET DL, ZOR—MIZELZBPDUZ TR TEEL CTT7+ T —F 4 V7 ITBITT 2
DT, TV T N—TPRETLHZERNHY £,

TDa~vr REANTAL, IBEA L E—T oA ADR— " EREN LEEXINET,
o= RITHRD 3 DOWRENRH Y £,

« spanning-treebpdufilter enable: f > % —7 = A A T, BPDU 7 « /L % QLB N EESS AR (2 A
F—=T TR £T,
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Cisco NX-0S % {5/ L 1= STP LD HE |
B sz o5 ozz2coBPUTLEY L TDAF—T i

« spanning-tree bpdufilter disable: > % —7 = A A ¢, BPDU 7 ( /L & JLER /S MESL (T
T 4TI £,

« no spanning-tree bpdufilter :#ifff T > 2 R— |k A % —7 = 1 Z|T spanning-tree port
type edge bpdufilter default =~ > RBBRESNTWAEGE, DA X —T =2 AT
BPDU 74 MNE Y v T 2= M LET, a~r FEHHALET,

Before you begin
ZOMREZRIET DN, ROR[EHEE LTI IZEN,
« STP BRRE SN TND Z &,

\)

Note 4D R— R7ZIFTBPDU 74V E U v T A 2 —T M5 L, ZDR— K TOHBPDU D

ERENEEINET,
SUMMARY STEPS
1. configt
2. interface type dot/port
3. {|}£72i% spanning-treebpdufilter enable disable no spanning-tree bpdufilter
4. exit
5. (Optional) show spanning-tree summary
6. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Z - 71 |configt a7 4 FXal—yary ET—RIIAY £T,
Example:

switch# config t
switch (config) #

ATy 72| interface type slot/port RET DA H—T oA AREL, A ¥ —T =
Example: A Aar74Xalb—vary®—FehbtLET,

switch(config)# interface ethernet 1/4
switch (config-if)#

AT w 73| {|}E£721F spanning-treebpdufilter enable disableno| * spanning-tree bpdufilter {enable| disable}
spanning-tree bpdufilter B L ARE L IV ) Ty S A T o

Example: AADBPDUZ A NE D T oA X —TIVET
switch (config-if) # spanning-tree bpdufilter enable] I75 44— LET, T 7%/ hTIEL,

BPDU 7 4 L& U v 73T 4 £—F L TT,

* no spanning-tree bpdufilter
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| Cisco NX-0S % & L 1= STP k3R DERTE
n—7 Hi—rngo—rsnt1i—Iuit [

Command or Action Purpose

BEHFDOANR= TV ) — U R— kA
H#—7 = A A|Z spanning-tree port type edge
bpdufilter default =~ > R E SN TN 58
H. EDA =T = ATBPDUT 4 /L4 Y
VI EA R =TI LET,

AT 74 exit Ao B =T 2 A A T—REKTLET,
Example:

switch (config-if)# exit
switch (config) #

25 75 | (Optional) show spanning-tree summary STP D & Fr L £,

Example:

switch# show spanning-tree summary

X7 76 | (Optional) copy running-config startup-config FITar74Xal—Tarvk, AF¥—hLT v
Example: Y74 Xal—vavilar—LEd,

switch (config)# copy running-config startup-config

Example

Wiz, A= 27 > Y —=x Y K— | Ethernet 1/4 TBPDU 7 4 /L& Y 7 & BI7RHY
WA =T W D H %R LET,

switch# config t

switch (config) # interface ethernet 1/4

switch (config-if)# spanning-tree bpdufilter enable

switch (config-if)# exit

switch (config) #

O N > NS » -~ N

W—T A—EFDya—nN)LigA4 r—T ik
N—=T H—=FE, T7HNVEPORECEY, TRTORA > BV =R b AR= TV Y —
DI LRy FT—2 R— T, Zr— A F—TNMCTEET, L—7 H— R,
Ty VA= M CEHEELEE A,
N=TH=FRafl+2L 7V vV Ry FIV—2DkXa T4 2mODLIENTEET,
N—T = Fix, BHREY 7 25| S RO H D EENFK T, AR — £
— b = FBIRER— MR 20zl EE T,

)

Note {EFEA L ¥ —T A A TAL—F H—FRavwr R2ANTHE, ZJa—LipgL—7J—FKa
<~V KR EEXZINET,
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Cisco NX-0S % {5/ L 1= STP LD HE |
B —75-rovo—nnsr—oni

Before you begin
ZOMREZBRIET DENC. ROK LML LTI IZEN,
*STP BHESNTVND Z &,
« ANZ TV ) —EER— FBFEL, Db —H DRy N U —2 R— FRREF

SUMMARY STEPS
1. configt
2. gpanning-treeloopguard default
3. exit
4. (Optional) show spanning-tree summary
5. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
R 71 |configt AT 4 Falb—var F-FCAYET,
Example:

switch# config t
switch (config) #

ATY 72 Spanning—treeloopguard default A=Y _@»ﬁ—,\«c@*%@j;scto\* v h—
Example: I R—=HKC, =T H—R&, T 74/ HETAHX—

TV LET, FT7HNRTIE, Fa—r3 L —
7 H—=RKIET 4 B—TNVTT,

switch (config)# spanning-tree loopguard default

ATy 73| exit AT 4 Falb—rvar E—RERTLET,
Example:

switch(config)# exit
switch#

27 7 4 | (Optional) show spanning-tree summary STP OREE A %7 L ¥,

Example:

switch# show spanning-tree summary

A w 75 |(Optional) copy running-config startup-config FTar74FXal—Yark, AF—Kr Ty a
Example: Y74 X2l —valat—LET,

switch# copy running-config startup-config

Example

WIZ, A= T ) —DF_RCOEBEERIORXYy NT—F7 R— s TL—F H— %
A R =TT DHH %R LET,
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| Cisco NX-0S % & L 1= STP k3R D%

BEAVE—T A RATOL—F H—FEERL— b+ - ko1 2—Tuk [

switch# config t

switch (config) # spanning-tree loopguard default
switch (config)# exit

switch#

BEAARA—T A RATOIL—TH—FFLIFIL—FT—FDA %—

J It

SUMMARY STEPS

)

Note ). —7H—RiZ, A N=07Y ) —OEREEITxry NU—27 R— |k ETIITTEET, L—
M = FiE, $TR_XTOAR= 7Y ) —R— | (g =y P Xy bU—7) BETHETT
=F7,

N—"F TF—RERFNV—F T—FE, FEA X —T 2 ATARX—T NI TEET,
R—hrETL—hF H—FREZARX—TNCTHZLIE, FOR—FE2L—F R— I TERND
ZEEBEWLET, =T A= RNiE, HEHRY 7 OBEERARC, AR —NEIIr— b
R— b RFRER— MDD EPEFIELE T,

BEDA L H—T 2 ATNL—T H—FBXOV— s I— ROMWiEEEEZ A 2 — 7T 5 L
FDA B —T A ANETHTRTO VLAN [ZHHEREN @A S x4,

\)

Note 5@ L X —T oA ATA—F H—Ra<wr FeEANNTAE, Fa—RLipl—F H—FK o
<~V KR EEXEINET,

Before you begin
COWRBRARET DANT, ROKEZMHR LTI IV,
« STP BRRESNLTWVND Z &,

=T H—= RN, A= T ) —DfEHEE - TRy hT—2 R— b ETHREINL T
HZ L,

configt

interface type slot/port

spanning-tree guard {loop | root | none}

exit

interface type slot/port

spanning-tree guard {loop | root | none}

exit

(Optional) show spanning-tree inter face type slot/port detail
(Optional) copy running-config startup-config

NGO REWN=
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Cisco NX-08 % {3 L 7= STP L3R DR E

B s 5oz z2coL—T H—FEfEL—F H— KO F—T ik

DETAILED STEPS

Command or Action

Purpose

ATy T

config t

Example:

switch# config t
switch (config) #

a7 4 F¥al—arE—RIADET,

ATy T2

interface type sot/port

Example:

switch(config)# interface ethernet 1/4
switch (config-if) #

RETHAN L E—T oA AEBREL, AV F—T =
A AT 4 X2 —arB— REBRBLET,

ATvT3

spanning-tree guard {loop | root | none}

Example:

switch (config-if)# spanning-tree guard loop

N—T H—REIINV— =K%, FEA ¥ —

T2 A ATA F—TNVEEEFT 42— NMILE

T, —F H—=KREF 74V TT 4 E—T I,

N—T = RHIEER— I TT 4 =Tz £

7

Note N—"T" T —RiZ, A= T7YJ—D
BERLIORXy NI—F f X —T =
A AT TCEMELET, ZofITix, 1§
ELIZA VH =T = A AL TN—T H—
RaA F2—7 ML TWET,

ATvT4

exit
Example:

switch (config-if)# exit
switch (config) #

A B =Tz A F— REKRTLET,

ATvTh

interface type sot/port

Example:

switch(config)# interface ethernet 1/10
switch(config-if) #

RETHA L E—T oA AFEEL. A ¥ —T =
A Ay T 4 FXal—rarE— R LET,

ATvT6

spanning-tree guard {loop | root | none}

Example:

switch (config-if)# spanning-tree guard root

N—=T H—=REZFNV— N — K%, FBES L Z—
T2 A ATA X—TNERIFZT 4 =T ML E
T, =K H—=KEIT 74V N TT =T,
N—T H—RHI|ER— N TT 4 =T N2 0 F
7T

ZoFITIX, oA v E—T A A LETIL—F H—
RE&ZA =7 M2 L TWET,

ATy T17

exit
Example:

switch (config-if)# exit
switch (config) #

A B —T 2 AET— REKTLET,
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| Cisco NX-0S % & L 1= STP k3R D%

PUSTLSaL—savosa—ingeE cun—vay) |

Command or Action Purpose
R 7w 7 8 | (Optional) show spanning-tree interface typeslot/port |STP O 4 F R LE T,
detail
Example:
switch# show spanning-tree interface ethernet 1/4
detail
Z w79 |(Optional) copy running-config startup-config FTary 74 FXal—Tark, AX—FT v/ 3
Example: Y74 X2 —valat—LET,

switch (config)# copy running-config startup-config

Example

&IZ, Ethernet "— b 1/4 T, — h H—RF&A X =T VT HHERLET,

switch# config t

switch (config) # interface ethernet 1/4
switch (config-if)# spanning-tree guard root
switch (config-if)# exit

switch (confiqg) #

PVSTL S A L—2 3>y O—/nNILEE (CL/N—2 3 )

SUMMARY STEPS

\}

Note

AAEDTRTDA 4 —7 x4 ATMST & Rapid PVST+ BFHAEH S v E 7,

PVSTY a2l —ya i, 74/ TCAX—=T NI RoTWET, T 74/ FTlE, T2

MST (%, Rapid PVST+ EFHAGEHA LET, 7272 L., 774/ h® STP E— KT, MST % 51T
LTV eWT A ANCHE T A alRetE &2 B Claid, ZOBHEEREZ T + E— 7 MCRETE £
9, RapidPVST+¥' 2 2L —3 v &T 4 B—7 /M LA, MSTA F— T L7 — b
Rapid PVST+ 23 A F—T /LR — MIEER SN TV D Z ERNRH SN D &, MSTA x—7 L
A=, TR AT — MIBITLET, ZOR— MME, BPDUDZEMMEIEEND
EFT, —HMEORWAT = DOEEIIRY, TN, A— MI, B OSTPEE Y 1 E X
RO ET,

ZOHBMEREIX, e — L EREAR—- TR ey s TEES, Fu—bavr REA
W, A F—Tx2A A aAv L RE—RTTNNAARERDPVST V2 b—Ta VEHELE
BTEET,

1. configt

2. no spanning-tree mst simulate pvst global
3. exit

4. (Optional) show spanning-tree summary
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Cisco NX-0S % {5/ L 1= STP LD HE |
B < rceopstosar—varoms

5. (Optional) copy running-config startup-config

DETAILED STEPS
Command or Action Purpose

AT 71| configt Ay 74 Fal—varyE—RIADET,
Example:

switch# config t
switch (config) #

R T 7 2 | no spanning-tree mst simulate pvst global AA v F EDOFTXTDOA 4 —7 =A AT, Rapid
Example: PVST+E— K& FAT L TV D HERET A AL DA
switch (config)# no spanning-tree mst simulate pvst @JEﬁf"t*HE@ﬁH%?% At Liﬁ—o Z DkRE
global X7 74NV N THEAR—T AV TT, T 74N KT
X, THA A LEDOTRCOA U H—T oA AP,
Rapid PVST+ & MST O] Gl S E 4,

ATy 73| exit T4 Falb—rvarE—RERTLET,
Example:

switch(config)# exit
switch#

X w 7 4 | (Optional) show spanning-tree summary STP DM EF R~ LET,
Example:

switch# show spanning-tree summary

R w 75 |(Optional) copy running-config startup-config FITar74FXal—Yark, AE¥—K Ty a
Example: Y74 Xalb—valat—LET,

switch# copy running-config startup-config

Example
RIZ, Rapid PVST+ % 51T L TV D SET /34 A & 0 B #7240 AIEH % [RhEE4 2
&~ L ET,

switch# config t

switch(config) # no spanning-tree mst simulate pvst global
switch (config)# exit

switch#

R—FZEDPVSTSalL—o300M
Y

JL ==
X JE

on

Note PpPVST ol —Yalid, 774/ hTAFX—T N> TVET, T 74N FTiE, T
AALOFTRTCOA 2 —7 A AT MST & Rapid PVST+ M FHAEH S E 7,
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| Cisco NX-0S % & L 1= STP k3R D%

R—FZEDPVSTO I aL— 3V DHRE .

PVST R ab—va ERETELDE, 734 A LETMST ZETL TWHHLEETTY

(Rapid PVST+ 7237 7 4 /L D STPE— R T9) ., MSTIL. Rapid PVST+ & fHAEH L E7,

72720, T 74/ F® STP £— KT, MST Z 51T L CWRWT /A AR T D i Rett: 2 Bh
TITIE, COHIEREEZT 4 E—T7 MR ETEET, PVST VI al—var a5 4 —7

JZF % &, RapidPVST+A R —7 /L R—

MBS L7 Z E DI SN2 T, MST A X —

TN R=FIT e vx S AT — MIBITLET, ZOKR— biE, Rapid PVST+ BPDU %%
BLRBRLIETHEGAT—FOEETTN, £OHLITFEESTPO AT — MEITEZ AL

i‘a—o

ZOHBEREIX, Fe— LV ERIEIAR -T2 TEET,

SUMMARY STEPS
1. configt
2. interface {{type dot/port} |{port-channel number}}
3. spanning-tree mst simulate pvst disable % 72 {% spanning-tree mst simulatepvst %7213 no
spanning-tree mst simulate pvst
4, exit
5. (Optional) show spanning-tree interface type slot/port detail
6. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

&M

configt

Example:

switch# config t
switch (config) #

a7 4Fal—ar EB—RIAYET,

ATvT2

interface {{type dot/port} |{port-channel number}}

Example:

switch (config)# interface ethernet 3/1
switch (config-if) #

RETDHA LV H—T A AZBREL, f V¥ —T =
A AT 4FXal— g T— REBEBLET,

ATvT3

spanning-tree mst simulate pvst disable ¥ 7213
spanning-treemst ssimulate pvst %7213 no
spanning-tree mst simulate pvst

Example:

switch (config-if)# spanning-tree mst simulate pvst

* spanning-tree mst simulate pvst disable

FRE LA X —7 A AT, RapidPVST+E—
RZ&ZFAT L TV DT A X & D HBIRYR
MEERZT 4 v—7VICLET,

T 7V T, T, A LEOTRTOA

% —7 x A AT Rapid PVST+ & MST 73 ALiE
MEnxE7,

* spanning-tree mst simulate pvst

BEELIA X —7 A AT, MST & Rapid
PVST+ D ¥ — AL ARMAEN 2O R—7
T LET,
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Cisco NX-0S % {5/ L 1= STP LD HE |

Command or Action

Purpose

* NO spanning-tree mst smulate pvst

A H—T A A%, spanning-treemst smulate
pvst global =~ > K& L THE LT A
AR T MST & Rapid PVST+ & O[] THH A H)
FToEkoBELET,

AT 74| exit Ao B—T e AE— REKRTLET,
Example:
switch (config-if)# exit
switch (config) #
R 7w 75 | (Optional) show spanning-tree interface typeslot/port | STP mEtfi &= FE R LE T,
detail
Example:
switch# show spanning-tree interface ethernet 3/1
detail
ZFw 76 |(Optional) copy running-config startup-config FTary 74 FXal—rark, AX—KT vz

Example:

switch (config)# copy running-config startup-config

V74X al—valat—LET,

STP #Lak#ERED

STP JLGREFERE DR E T & £ D121,

Example

WIT, MELIEA v Z—T A AT, MSTZFEIT L TWARWEERLET A 2 L0 HB)

FI 2R AE N 2 e 5612 7m L £

switch (config-if)# spanning-tree mst simulate pvst

switch (config-if) #

DHESE

=JL ==

axX ;&

ROWVTNDOIEELATOET,

avyU kR

E:)

show running-config spanning-tree [all]

STP \ZBAT A 1EHREFR R LET,

show spanning-tree summary

STP HFHROERN EEXRLET,

[detail]

show spanning-tree mstinstance-id interface
{ethernet dot/port | port-channel channel-number}

BELIA =T =AM ABLPAS A Z
AD MST f5#AZFK R LET,
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| Cisco NX-0S % & L 1= STP k3R D%
ste a0z ]

STP Ik 3k 5 0D 5% % 151

KIZ, STPILHREEEZ B ET D2 R L £,

switch# configure terminal

switch (config)# spanning-tree port type network default

switch (config) # spanning-tree port type edge bpduguard default
switch (config)# spanning-tree port type edge bpdufilter default

switch (config) # interface ethernet 1/1
switch(config-if)# spanning-tree port type edge
switch (config-if)# exit

switch (config) # interface ethernet 1/2

switch (config-if)# spanning-tree port type edge
switch(config-if)# exit

switch (config) #

STP ¥LaEHEEEDEMFEER (CLI/N—2 3 V)

EEEH
EERR I=aTF7ILAA L
LVA¥24 25 —7xA A | [CiscoNexus 9000 Series NX-OS Interfaces Configuration Guide]
NX-OS D FHf ['Cisco Nexus 9000 Series NX-OSFundamental s Configuration Guide]
e A R ['Cisco Nexus 9000 Series NX-OS High Availability and Redundancy
Guide]
VAT LNEB ['Cisco Nexus 9000 Series NX-OS System Management Configuration
Guide]
R
T 24k
L
IEEE 802.1Q-2006 (IHFr IEEE 802.1s) . IEEE 802.1D-2004 (IHF#5 IEEE 802.1w) . |—
IEEE 802.1D. IEEE 802.1t
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Cisco NX-0S % {5/ L 1= STP LD HE |
B srusssoent®s cus—oa)

MIB MB®D' Y

* CISCOSTP-EXTENSIONMIB | MIB % #5836 L OV 7 v — R 5203, kD URLIZ7 7 & A L TL 7.
Wy,

« BRIDGE-MIB . . . .
ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/Nexus9000MIBSupportList.htr
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ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/Nexus9000MIBSupportList.html

513 =

LAN2RAYFUTD) I LI T47
|y L—DKTE

U7 L7 T 47 ) L—802.1QbgiZ DT (221 ~—2)
VTV T 47 Vb —DHA K74 LIS, on page 222
*NX-OSCLIZERA LY 7L 77 47 VL —DORE (222 3—)

JILYF 4T L—8021Qbgl=DLNT

CiscoNexus U U —292 (1) LI, CiscoNexus N9K-C93180YC-FXI5 L U'N9K-C93180TC-FX A
AT, AAvF LA Tvraro) 77 F)Lb—%2PKR—rLTWET, BEOV U —
A Cl. CiscoNexus NOK-C93180YC-EXH & U'NIK-C93180TC-EX A A v F & ¥R — h TV
F4, T OKEAREIT IEEE FE4E 802.1Qbg DX V' L A 7 X —F T4, R —ZEMA L, LHE
WIS C T, SR EF A7y FVMY— R BN T 7 4 v 7 B RETHHERD AL F~D
TRCOI T 74w 7 ZBEIRELET, O—INASL v F U7 EHY FHA, 78— FF ¥ A b
FREFEYATFFY RN VT 7402, VLT 47 Vb —it, £ VMY —"Ta—h/L
Ny b L) r—v g UL F T,

VIV 2T 470 b—id, AA vF 2 THERE & BHEERERIZINEBA A v FEIER L, —1

V— A5 L CVMEY AR — M LET, V7LV 275 407U L—L. CiscoNexus A A v F Ti¥
ELERY—ZFI LY —SNEOVMEIDO N7 4 v 72 LET,

VoL 2T 47V Lb—%F035E, FEELERUR—=FNOLDO NI 74 v 7 2 RICRET Z
ENTEET, NX-OSCLIZHEHL T, LA V2R — N FE/ER— My X —T =
AAZARY =TIV IV IT 4TV b—% A R2—T NI TEET, ZOMEEILT 7 4/ h TER)
ICRESHTWET,
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ports(fil % DR — k| EHBIA— ) TEZT L2 ENTEET,

AT w71 configureterminal

1 :

switch# configure terminal
switch (config) #
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Ta—r ) ary7 4 F¥al—ay E— REBEBELET
AT 72 interface ethernet 1/2
5 -

switch (config)# interface ethernet 1/2
switch (config-if)#

R—hEH% (Fr) ITLTLEEND,
AT w73 switchport mode virtual-ethernet-bridge
£

switch(config-if)# switchport mode virtual-ethernet-bridge
switch (config-if)#

VAXV2R—=b2Y 7L 7T 47 ) L—BEREOARA FAR— & LTRELET,
AT 74 [no] switchport virtual-ethernet-bridge
11 -

switch(config-if)# switchport virtual-ethernet-bridge
Vo7V o747 U Lr—#eEr A X —7 M LET,
G V7V 7 747 ) b—iiBIE, 77 8AR—FMERITI N T 7 R— FTCOHLYPR—FENET,
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Note e NI T 4w A F—LHIEESRETIX. FT T 4 v A M—LHIEOEMEEZ 3.9 X U MR
TEETEET,

« IR— N F ¥ F/VIT storm-control-cpu L — &G E T H AN, n9k-arp-acl TCAM U — = &
EH—E T LHMERBY £, TCAM U —2 3 & B XAOREDFEMZ OV TIL,
['Cisco Nexus 9000 Series NX-OS Security Configuration Guidel ¢ [Configuring ACL TCAM

Region Szes] OFE %S L T 72 &V, https://www.cisco.com/c/en/us/support/switches/
nexus-9000-series-switches/products-installation-and-configuration-guides-list.html

SUMMARY STEPS
1. configureterminal
2. interface {ethernet dot/port | port-channel number}
3. [no] storm-control {broadcast | multicast | unicast} level { <level-value %> | pps < pps-value >
H
4. [no] storm-control action trap
5. [no] storm-control-cpu arp rate
6. exit
7. (Optional) show running-config interface {ethernet slot/port | port-channel number}
8. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
2w 71 |configureterminal Ja—s)L ar7 4 Fab—ay E— FERLh
Example: LET,

switch# configure terminal
switch (config) #

R T w 72 |interface {ethernet sot/port | port-channel number} A B —T A ABEET— FEBEBLET,

Example:

Cisco Nexus 9000 NX-0S L 1 Y2 XA vy F U JERAA K. 1)) —Z10.3(x) .


https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-installation-and-configuration-guides-list.html

B —xroLzvEnrs74099 2 b —stiEoRE

57499 R b —LbiEoRE |

Command or Action

Purpose

switch# interface ethernet 1/1
switch (config-if) #

ATvT3

[no] storm-control {broadcast | multicast | unicast} level
{ <level-value %> | pps < pps-value> }

Example:

switch (config-if)# storm-control unicast level 40

Example:

switch (config-if)# storm-control broadcast level
pps 8000

AVE—T A AZBBTDHNT T4 7D

T4 w7 AM—Lfl#EEFRELET, A— FNEEE
X1 BHT0 0Ty MEOEIE & LTl
SN EHRETHZELTEEST, 774V DR

T—MIT 4=V TT,

ATvT4

[no] storm-control action trap

Example:

switch(config-if)# storm-control action trap

co77 4 v 7 AR —LHHIORIRIZET S &, SNMP
k< v 7 (CISCO-PORT-STORM-CONTROL-MIBC
TF) BAERLET,

ATvTh

[no] storm-control-cpu arp rate

Example:

switch (config-if)# storm-control-cpu arp rate

R—hK Fx¥ FXIVIZADARP N7 D NT 7 4 >
7 A b—LflfiL—hEFRELET, ZOL—Fh
I, RN—F F ¥ 2D A A= THEICSE SR
£,

ATvT6

exit
Example:

switch (config-if)# exit
switch (config) #

AV B —T A AT 4Fal—vgyF—F
BT LET,

ATy 1

(Optional) show running-config interface {ethernet
slot/port | port-channel number }
Example:

switch (config)# show running-config interface
ethernet 1/1

F7 74y AM—LHIEOBRELFRRLET,

ATvT8

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

ElTary 74 Xal—yarr, AX— T v S o
V74 Fal—Ygiiart’'—LET,

V—LARILDLEMED FZ5 T4 v X b—LHIEHD

==

X

FIRDOHE

=n
(574

IR RO T 7 4 v 73— L~ LEVWEIME TE 5, FIHARER AR IC k32

STV ERETE ET

1. system storm control multi-threshold
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configure terminal

exit

© O N AWN

Y—LALOLENED 571 v s R b—sgiEonE |

har dwar e access-list tcam region ing-stor m-control 512
interface {ethernet slot/port | port-channel number}

[no] storm-control multiunicast {levell <level-value %> | level2 <level-value %>}
[no] storm-control multi actionl {trap | shutdown} action2 {trap | shutdown}

({L&) show running-config interface {ethernet slot/port | port-channel number}

(f£7) copy running-config startup-config

FIEDEFEHM
ARV REEET7IVa Y B

R w71 |system storm control multi-threshold ZTa— N )LCLIZAALET, Zha~vy NiEY—
5l - LA LEWMERRET 5 & S IO HBETT,
switch# system storm control multi-threshold

R Fw 7 2 | hardwareaccess-list tcam region ing-storm-control 512 | Hi3H TCAM U — 3 = 3. Y —L-~UL L X UVMEA T
i - (ZEES A X SR2TH—E 7 EnET,
switch# hardware access-list tcam region a<wy RETHR, T4 22V e —RLTL &
ing-storm-control 512 i

AT w 73 | configureterminal Jua—)Lar7 4 Xal—3iay T— &G
15“ : L/iﬁ—o
switch# configure terminal
switch (config) #

R w 7 4 |interface {ethernet dot/port | port-channel number} A B —T 2 A ABEET— NEBEBLET,
1 -
switch (config)# interface ethernet 1/1
switch (config-if)#

Z 7w 75 | [no] storm-control multiunicast {levell<level-value%> | > — L ~ )L LXVWMEDA VX —7 = A% @ET 5
| level2 <level-value %6} FIT4 VI DT T 4y R b= A ERE L
{5 £
switch(config-if)# storm-control multi unicast ﬂth bz§§%g)/ﬁ_<{z;/§FbA3)&:L/jfﬁ%ﬁ&¢gl/qup%f
revert v devers 10 WETHZELTEET, F7 4L hDOAT— I

F4—TNTT,
R v 76 |[no] storm-control multi actionl {trap | shutdown} WA S ET:

action2 {trap | shutdown}
{5

switch(config-if)# storm-control multi actionl
trap action2 shutdown

*SNMP +Z v 7
(CISCO-PORT-STORM-CONTROL-MIB T
#&) CTAPM—LHHZE=2LET,

* NI T 4 v 7 A b= AHIEBHIRICEET S
. vART Ay —UNERSNET,
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B 5000 2 —Lsmonrnmwn

FST4 99 R b—LFIHDER

ARV RFERETIVa Y

B8

A b —=AHIE L X VMEOR/E L)L T R T v 7B L
Ny N T Iy a v eRETHIELTE
F9, 7277 L, A—FDOELEVE (evell) %
XYy M UUIRET DG, A—hOEmLEWD
i (level2) 2% v N U UERET HLENRDH Y
F7,

ATy T17

exit
1 -

switch (config-if)# exit
switch (config) #

AV B —T A AT 4Fal—v g F—F
BT LET,

ATvT8

(f£&) show running-config interface {ethernet
slot/port | port-channel number}
1 -

switch(config)# show running-config interface
ethernet 1/1

cNo77 47 A M—LHIIOREELRTLET,

ATvT9

(f£&) copy running-config startup-config
1

switch (config)# copy running-config startup-config

FEfTar74Xalb—Tarvk, AF¥—hNT v 2
Y74 F¥al—varilav—LET,

kS T7499 R b—LEIEHDOEHEDIER

77 4y A b= A ORE]

fE a2 RKRT DI

X, ROWTNDLDOIEELITOET,

avy kR

EL:)

show running-config interface

N7 747 A b= LHOREEZFRLET,

show access-list storm-control arp-stats
interface [ethernet | port-channel] number

B2 —=Tx2AALEDARP /Ny FDA h— A
HEREEHE R 2 TR LET,

FSTO4 v A M—LFHADADE=ZZ)Y

N7 4 w7 A M —LHIBEEEICE LT Cisco NX-OS T34 ANMFF T 7o F T H

Vo7 cEET,

avU kR

S]]

WOITE, Vb~ LEVMEIZOLEHA SN ET,
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k57494 2 r—nsipozEs [

av Uk =Lz
show interface [ethernet slot/port | port-channel number] counters| 5 7 ¢ v~ 7 2 h—A#I5 D
storm-control LR EFERLET,

WOITIE, V=L~ LI WMEICORER SN E T,

show interface [ether net slot/port | port-channel number] counters
storm-control multi-threshold

TRTCDOA L H—T = A AT
RESHTZA b — AHIED

UAREFRRLET,

show interface[ether net dot/port | port-channel number] counters
storm-control multi-threshold

T_RTDOA X —T A AT
BiESREA h— AHBIED
Y2 haFoR LET.

show interface [ether net slot/port | port-channel number] counters
storm-control multi-threshold unicast

levell & level2 Dl 7D~ )LF
2=F ¥ AMRrYTDY R
FEFRRLET,

show interface [ether net slot/port | port-channel number] counters
stor m-control multi-threshold broadcast

levell & level2 Dl J57 D~ /LF
broadcast K2 v 7D U A &
FKRLET,

show interface[ether net dot/port | port-channel number] counters
storm-control multi-threshold multicast

levell & level2 D7D~ )L F
FYAMRRYTDOU R %
FrLET,

cS5 T4 90 X b—LHIEHOEEH

I,

switch# configure terminal

switch (config)# interface Ethernetl/1
switch(config-if)# storm-control broadcast level 40
switch (config-if)# storm-control multicast level 40
switch(config-if)# storm-control unicast level 40
switch (config)# storm-control-cpu arp rate 150

TSNV LEWAEDO N T 7 4 v 7 A M—AHIHOREF ZRLET,

WIZ, V=LYV LEWVMED N7 7 4 v 7 A b —LHIEOFKERNZ R LET,

switch# system storm control multi-threshold

switch# hardware access-1list tcam region ing-storm-control 512

switch# configure terminal
switch (config)# interface Ethernetl/1

broadcast levell 5 level2 10
multicast levell 5 level2 10
unicast levell 5 level2 10
actionl trap action2 shutdown

KFue v 7 &7z ARP X7 v N OREHE®R % R 5

switch(config-if)# storm-control multi
switch (config-if storm-control multi
switch (config-if storm-control multi
switch (config-if storm-control multi

) #
) #
) #

WIZ, Tu 7T hSNERELV— &,
Bz R L ET,
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57499 R b —LbiEoRE |
B 5000 2r—stmos x5 L nsom

switch(config)# sh access-list storm-control-cpu arp-stats
interface port-channel 132
slot 1

Member Interface Entry-ID Rate RedPacket Count GreenPacket Count
Ethernetl/35 3976 50 0 0
slot 7

FS 7499 R E—LFIEHODOIRT L OTDH
WL, 1L D LEWVMEEZFFO N T 7 4 v 7 A M—AHHO AT A T ERLTWE
7

® SETHPORT-5-STORM CONTROL ABOVE THRESHOLD: Traffic in port Ethernetl/5 exceeds the
configured threshold , action - Trap

WIZ, 2LV D LEVEEZFFO T 7 4 v 7 A —2HKIHO T AT v 7Ol RLET,

® SETHPORT-5-STORM CONTROL ABOVE THRESHOLD: Traffic in port Ethernetl/5 exceeds the
configured Broadcast threshold levell[10%], action - Trap

® SETHPORT-5-STORM CONTROL ABOVE THRESHOLD: Traffic in port Ethernetl/5 exceeds the
configured Broadcast threshold levell[15%], action - Shutdown

)

CE) vATALAuT A=Vl LEWVMEEZBZTERED NI 74w 03247, FONTT 4
THATNA L H =T 2 A ADAN—LHGIT 7> a NCEELTZ VARG ENRET,

. Cisco Nexus 9000 NX-0S L 1 VY2 XA v F U JERAA K. 1)) —Z10.3(x)



% 5l

A
abort 161, 165-166, 169-170

c

clear spanning-tree counters interface 186

clear spanning-tree counters 145

clear spanning-tree detected-protocol interface 185
clear spanning-tree detected-protocol 144, 185
clear vlan 56, 99

clear mac address-table dynamic address 19-20

configt 15-16, 20, 46-49, 51, 62, 78-80, 82, 84, 8688, 90-93, 95-97, 129—
130, 132-143, 159, 161-165, 167, 169-171, 173-174, 176-184,
199, 201, 203, 205-206, 208, 210, 212-217

F

feature private-vlan  78-79
feature vtp 62

H

£o5Z2% 169
hello-time 134,170
|

instance 167-168

interface ethernet 16-17

interface port-channel 16-17

interface vlan 16-17, 84

A2 —T7x=4A 16-17, 86-88, 90-93, 95-97, 136-138, 143, 174-
176, 182-184, 201, 203, 210, 213-214, 217

mac-address  16-17

mac-address bpdu source version 2 109
mac address-table aging-time 18

mac address-table static 15

N

no private-vlan 82
novlan 82

P

primary root 169
private-vlan mapping 99

Yeva 163-166

S

show interface 16-17, 54-55

show interface counters storm-control 228, 235

show interface ethernet counters storm-control 235

show interface ethernet 16-17

show interface port-channel counters storm-control multi-threshold
broadcast 235

show interface port-channel counters storm-control multi-threshold
multicast 235

show interface port-channel counters storm-control multi-threshold
unicast 235

show interface port-channel counters storm-control multi-threshold 235

show interface port-channel counters storm-control 235

show interface port-channel 1617

show interface private-vlan mapping 99

show interface switchport 86-88, 90-92, 94, 96-99

show interface vlan 16-17, 84-85, 99

show mac address-table aging-time 18

FATHRE R 130,132

show running-config interface {ethernet | port-channel} 231-234

show running-config interface 234

show running-config spanning-tree all 129, 159-160, 185

show running-config spanning-tree 185, 218

show running-config vlan 52-53, 55, 99

show spanning-tree detail vlan 186

show spanning-tree detail 186

show spanning-tree interface  136-137, 201-204, 206207, 213, 215, 217-
218

show spanning-tree mst configuration 162-168, 185
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show spanning-tree mst detail 185
show spanning-tree mst 169-183, 185, 218
show spanning-tree pathcost method 138-139

show spanning-tree summary 186, 199-200, 205, 208-209, 212, 215-

216, 218
show spanning-tree vlan 134-136, 140-142, 186
show spanning-tree  130-133, 143, 145, 183-184
show system vlan reserved 42
show vlan counters 56, 99
show vlan private-vlan 8083, 99
show vlan summary 55
show vlan 46-51, 55
show vtp counters 62-63
show vtp interface 62-63
show vtp password 62-63
show vtp status  49-50, 55, 6263
show vtp trunk interface etha /b 61
show mac address-table 19-20
show mac address-table static 15
spanning-tree bpdufilter disable 210
spanning-tree bpdufilter enable 209
spanning-tree bpduguard disable 206
spanning-tree bpduguard enable 206
spanning-tree guard 213-214
spanning-tree link-type 117, 143, 183-184
spanning-tree loopguard default 212
spanning-tree mode mst  159-160
spanning-tree mode rapid-pvst 129
spanning-tree mst configuration 161-165, 167-168
spanning-tree mst hello-time 132, 134, 169, 177-178
spanning-tree mst max-age 132, 134, 169, 180
spanning-tree mst max-hops 181
spanning-tree mst pre-standard 182
spanning-tree mst priority 173
spanning-tree mst root primary 173
spanning-tree mst root secondary 173
spanning-tree mst simulate pvst disable 217
spanning-tree mst simulate pvst 217
spanning-tree mst  169-171, 173-176
spanning-tree pathcost method 138
spanning-tree port type edge bpdufilter default 208, 210
spanning-tree port type edge bpduguard default 205
spanning-tree port type edge default 199
spanning-tree port type edge trunk 201
spanning-tree port type edge 201-202
spanning-tree port type network default 199, 203
spanning-tree port type network 202-203
spanning-tree port type normal 201, 203
spanning-tree port type 114
spanning-tree vlan 130-135, 140-142, 169
spanning-tree mst forward-time 132, 134, 169, 179
state active 49-50
state suspend  49-50
storm-control {broadcast | multicast | unicast} 231-232

storm-control action trap  231-233

storm-control multi unicast 233

storm-control-cpu arp rate  231-232

switching-mode store-forward 105-106

switchport 87-88, 92-93, 97

switchport mode private-vlan host 86, 95-96

switchport mode private-vlan promiscuous 90-91
switchport mode private-vlan trunk allowed vlan 92-93
switchport mode private-vlan trunk promiscuous 92-93
switchport mode private-vlan trunk secondary 87-88, 97
switchport mode trunk 54

switchport private-vlan trunk allowed vlan 88-89, 97-98
switchport private-vlan trunk allowed 75

switchport private-vlan trunk native vlan 87-88, 92-93, 97-98
switchport vlan mapping 54

switchport vlan mapping enable 54

system private-vlan fex trunk 95

system vlan long-name 52-53

'}

vlan 41, 44, 46-50, 80, 82, 165
vlan configuration 51

vtp domain 62

vtp password 62-63

vtp version 62

vtp file 62-63

Ly

A AZ A 165

L

remove 81

.d—

spanning-tree  136-138

5

diameter 133, 169-170, 172

B 81

4 A1 49-50, 165-166

. Cisco Nexus 9000 NX-0S L 1 VY2 XA v F U JERAA K. 1)) —Z10.3(x)



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



