FSOIWNSa—T 4 TDY—ILEFER

AV U RIA A VE =T 2 A ADNT TNV a—T 47 avr K (13=)
s ACLBOMEF = v (24 X—2)

REZ 7 AL (26 X—)

CLIT /N7 (26 =—7Y)

Ping#3 & O Traceroute (28 ~—737)

Tt ABLIRCPUDE=ZY 7 (30 <—)
FrUAR—REEnX L 7OfH (33 X—)

PZWOEH (34 X—)

s fHAIAFFL TV D Event Manager DfEH (35 ~—3)

« Ethanalyzer Offi [l (35 ~—2°)

« SNMP B X TXRMON OH R — k(53 2—3)

« PCAP SNMP /X—H—Dffi (53 ~—)

« RADIUS Z#FIff] (55 =—)

« syslog DfES (56 ~—27)

« SPAN OffiH (57 ~—)

* Using sFlow, on page 58

o sFlow #EMT = v 1 — (58 X—)

« T— E—a VBEREDEM (59 X—)

ewatch =~ > RO (59 RX—)

c NT TN a—T 4 T DY =)L FEROBINBR (60 X—)

. N — A S ~ — > ~ —
ARV ESIA A VE—DIAADEZ TNV a—T4«
N N ~ N
v av Uk

av s RIAf v A H—T7 x4 A (CLI) T2 L, a—brarV—&EHLT, F
721t Telnet £7213F¥ =7 =/ (SSH) Ty a #FEHL TV E— FTREBLIOE=H
TX$£9. CiscoNX-OSCLIIZ1%. CiscolOS V7 b =T IZflima~y FEEERH 0 | R

T~V show <2 K, < Fa—F R —F, B —A_—20D7 7 & X0 i
o TWVWET,

FSTNoa—TFTa0FDY—ILEBERR .



FSTLYa—Favsny—LEHER |
B zettrzon—avor

BHEREIIT, REORTE, AT —H A, RT3 —< AT H1ERE LT 5 show 2~
ROHEBE SN TWET, 72, ROa~vy REERATLE, SOICELWERZMGR T2 &
NTEET,
sshowsystem= 7, =7 — BLOINEZZLT AT AL OayR—xr MIET 5
fEmz it L E4, showsystemerror-id 2~ > FZH L, a~vr Nk, =5—a—
ROFMERIT TEET,

switch# copy running-config startup-config
[HEHHHHHH AR R R R R R R HE]) 1008
2013 May 16 09:59:29 zoom %$ VDC-1 %$ $BOOTVAR-2-AUTOCOPY FAILED: Autocopy of file

/bootflash/n9000-dk9.6.1.2.I1.1.bin to standby

switch# show system error-id 0x401e0008
Error Facility: sysmgr
Error Description: request was aborted, standby disk may be full

BEEFzyvh—aTU R

CiscoNX-OS1Z/%, Y7 b= TIREL N— R = TIREEXREET AEEMEF = v h—avw
FRHEBESINTWET, AT = v 1 —DFERIX, PASSED F£ 721X FAILED & L TRtk S

iﬁ_o

2019 May 1 16:31:39 switch vshd: CC_LINK STATE:
Consistency Check: PASSED

BEMT = v I —I%, ROREE FITT DY — L TT,
‘i/;zﬁ;l%o)%§é§#f%fﬁﬁwujﬁz)
o IRAFIR 30T & b= BED T2 BT 5
TN T T—TNEN—RT 2T TN OBEEEET v 7T 5
Cisco NX-OS 1%, ROEAEVEF = v h—% KR —FLET,

R1:EEHEFvH—aIUF

av Uk ieR YR—bENBETIv k
T4+—L4L

show consistency-checker copp | CoPP 7’11 /' 3 o 7 % Hifei L % | Cisco Nexus 34180YC, 9200,
T, 9300-EX. 35 £ 1'9300-FX 7
Ty N T —Ib AL T,
BILO-EX, -FX, -R7 1~
71— K %1 2 7= Cisco Nexus
9500 7T v N7 F—2L A
AT

B B rSoLva—FavInoY—LETER




| FSThva—Favi0Y—LETER
ganFronr—avor

avUF B YR—bShHTSY b
PE N

show consistency-checker dme |DMEf o % — 7 = A A Zfifg#8 L | Cisco Nexus 34180YC. 9200,
interfaces S 9300-EX. #5 & 1X9300-FX 7
T N T F—b AL T
BIXOR-EX, -FXT7A1 2 1—
K %1 2 7= Cisco Nexus 9500
TI N T — A v F

show consistency-checker N=RT =T DOFZA~—] |CiscoNexus 9200, 9300-EX,
egress-xlate private-vlan VLAN egress-xlate #fi8 L £ |3 L0 9300-FX 77 » k
7, TH—b AL vF, BLY

-EX, -FX. -R7A4 > —FK
% %7~ Cisco Nexus 9500 ~°
Ty N7 A —b AL T

shoyv consistency-checlger FEX A % —7 A ADY 7 I |CiscoNexus 9200, 9300-EX,
fex-interfaces {fex fex-id| V=T b= Ry =7 OREE | B LT 9300-FX 7T v b
inter face ethernet Hele LE Th—h AL vF. BLO

fex-id/fex-slot/fex-port} [brief | T
detail] -EX, -FX T4 > I— R&fH

Z 7~ Cisco Nexus 9500 7° 7
N7 —2 AL vF

G¥) fex-dlot 1LH 12 1

T
test consistency-checker LAY 3EEEMTF = v B —7%B | Cisco Nexus 9000 1) — & &
forwarding {ipv4[ipv6} [vrf |41 ¢4 S v F
vrf-name | all] [module
module-number | all]
show consisxgqcy-checker LAY IBEAEMETF = 1 — T A |3 TD Cisco Nexus 9000
forwarding {ipv4 | ipv6} [vrf MEREZFRLES, J—2 A A F

vrf-name | all] [module
module-number | all]

FSTNoa—TFTa0FDY—ILEBERR .
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FSTNDa—T4 0 TDY—ILERER

avy kR

B

$R—bERBT5 Y b
T4 —L

show consistency-checker
forwarding single-route {ipv4 |
ipv6} ip-address vrf vrf-name}
[brief | detail]

BEDOL— DL A Y3 /L—h
DN EZF v 7 LET,
ECMP 7' )V —7 5 — 7 )L DF518
DEK CHE—/L— F 23R L7
LEICEELET,

Cisco Nexus 34180YC. 9200,
9300-EX. 3L 1V9300-FX 7
Ty T —b AL T,
BILO-EX, -FX, -RT7 A1~
H— K %A 2 7= Cisco Nexus
9500 77 v h 7 A — L A
A4 vF
GE) Cisco Nexus
34180YC 77 v
74 —2h A
A v FTIL,
ipvd 2= > KD
N s el
TWET,

show consistency-checker
gwmacdb

=7 xA MACT FL A
T RX=ADN— =T L
7R 2T O—EBMETF
7 LET,

GE) ooy N, 4
7 = A HSRP (Zxf L
TR TR e FoR
THHEERHY E

7

$~T D Cisco Nexus 9000 >
V=X AL vF

show consistency-checker kim
interface {ethernet slot/port |
port-channel number | vian
vian-id} [brief | detail]

A S NP E T A 2 T — R
PO PR A R L £

Cisco Nexus 34180YC, 9200,
9300-EX., ¥ XL 1V9300-FX 7
Ty b7 H—b AL T
BLO-EX, -FX, -RT7 1~
71— R %1z 7= Cisco Nexus
9500 7’7 v b7 A —L A
AT

show consistency-checker 12
module modul e-number

FELIZMACT RLARY 7
N7 N— Ry =TT
BELTWAZ LR LEd,
Fm. N—FUTIIFET D
DY 7 MU= TIZIHFEE L2
BNz R e N—Fy=T
WCEE LAWY R b FERE
nET,

Cisco Nexus 34180YC, 9200,
9300-EX., ¥ L 1V9300-FX 7
Ty b7 F—b AL T
BLO-EX, -FX, -RT7 1>~
71— R %1 2 7= Cisco Nexus
9500 7’7 v b7 A —L A
AT

B B rSoLva—FavInoY—LETER




| FSThva—Favi0Y—LETER
ganFronr—avor

T B YR—rEhETS v b
FEEIN

show consistency-checker |2 LA ¥2</LFFx Ak ZL—|CiscoNexus 9200, 9300-EX,
multicast group ip-address TLORESEF -y 7 LE |9300-FX, 35X 09300-GX 7
sou.rceip—ad.dreasvlan vian-id +. Sy R T F—h A T
[brief | detail] & OV Cisco Nexus 9500 ~7° 7
N7 4 —h AAf vTF-EX
KO -FXT7A4 2 —F

NOK-X9432C-S.
N9K-X9536PQ 7 A o I — K
54 D Cisco Nexus 9500 3
U= AA v F

NIK-X9432C-FM-S.
NIK-C9508-FMX-S.
NI9K-C9508-FM-S 7 7 7' U v
I ' a— VAL
Cisco Nexus 9500 3 U — X A
A4 vF,

Cisco Nexus N3K-C3232C,
N3K-C3264Q.
N3K-C31108TC-V,
N3K-C3132Q-40GX,
N3K-C3132Q-V,
N3K-C31108PC-V,
N3K-C3172PQ.
N3K-C3172TQ,
N3K-C3164Q, B LW
N3K-C3164Q -10GE A1 v
Fo

Cisco Nexus N9K-C9372TX,
NIK-C9372TX-E,
NIK-C93120TX,
NIK-X9432C-S,
NIK-C9332PQ.
NI9K-C9372PX, LI
NOK-C9372PX-E A A v F,

show consistency-checker 2 AA »FIR—k A L H—7 =1 | CiscoNexus 9200, 9300-EX,
switchport interface {ethernet | » o Rk %F = v 7 LE |35 ET9300-FX 7T v b
slot/port | port-channel number +. T h—h A v F. BEO
[brief | detail | all] EX. FX T4 B— Rl
Z 77 Cisco Nexus 9500 7°7
N7 A= AL T

FSTNoa—TFTa0FDY—ILEBERR .
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SIS a—TF a0 TDY—ILEFER

avy kR

B

$R—rENB TS b
Tt—L

show consistency-checker
I3-interface interface ether net
slot/port [brief | detail]

IN=RT 2T DA H—T A
ADLAF¥IREE, ~N—F
7 =7 ?® L3VLAN, CML~7
7', 1Pv4A 3—7 /L, VPNID D
WREEWERLET, ZDawyr
R, WA v X —7 =4 A8
LOF—=hFy 2O TH
BHA A —T oA AWK LTHE
ELEd, Y IA X —T=A
AFIIFEX A VX —T = A A
IIRRGEES L EHE A,

Cisco NX-OS U U —2 9.3(5) LA
e, Zoa~<r RiIFSIBLIY
SVIAVZ—T A ADL AT
3WREET v 7 LET,

A — R~ 1X Cisco Nexus 9300-GX
TTy R T —L AL vFITH
LRSI ET,

Cisco Nexus 34180YC. 9200,
9300-EX. 3L 1V9300-FX 7
Ty T —b AL T,
BILO-EX, -FX, -RT7 A1~
H— K %A 2 7= Cisco Nexus
9500 7T v h 7 F—L A

A4 vF

Cisco Nexus
N9K-C9316D-GX.
NIK-C93600CD-GX,
N9K-C9364C-GX T /34 A,

show consistency-checker
I3-interface module
module-number [brief | detail]

TV 2 —/VNOTRTDA

H—=T A ZADL AT 3IKE

& N— R =7 DL3VLAN,
CML 7 Z 7, IPvd A F—T )\,
VPN ID D% & Zffgad LE T,

Zpawr NiX, WA v H—
T ABLOHR— K Fr L
D—ETHHIA L F—T =R
WXL CHsREL E 3, 71 v
2 —T A AIRRES N EH

oo

Cisco Nexus 34180YC. 9200,
9300-EX., ¥ JTV9300-FX 7
Ty NI —h AL VT,
BXO-EX, -FX, -R7 1~
H— K %A 2 7= Cisco Nexus
9500 T v h 7 A —L A
A

B B rSoLva—FavInoY—LETER
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T B YR—rEhETS v b
FEEIN

show consistency-checker |13 LA ¥ 3~/LFFx Ak ZL—|CiscoNexus 9200, 9300-EX,

multicast group ip-address FLORELSEF v LE |9300-FX. 35 L 09300-GX 7
sou.rceip-a(jdressvrf vrf-name +. Sy R T F—h A T
[brief | detail] J. ¥ Cisco Nexus 9500 77
N7 —2b AL vF-EX B

LN-FXT A II—F

NIK-X9432C-S.
N9K-X9536PQ 7 A o I — K
% $4#; L 7= Cisco Nexus 9500
VY —AAAL T, BIO
NIK-X9432C-FM-S.
N9K-C9508-FMX-S, BL W
NI9K-C9508-FM-S 7 7 7 I
7 'Y a—)b,

Cisco Nexus N3K-C3048TP,
N3K-C3064-TC,
N3K-C3232C,
N3K-C3264Q,
N3K-C31108TC-V,
N3K-C3132Q-40GX,
N3K-C3132Q-V,
N3K-C31108PC-V,
N3K-C3172PQ. C3172TQ.
N3K-C3164Q, B LW
N3K-C31128PQ-10GE A1 v
Fo

Cisco Nexus N9K-C9372TX,
NIK-C9372TX-E,
NIK-C93120TX,
NIK-X9432C-S,
NIK-C9332PQ.
NOK-C9372PX, B LW
NOK-C9372PX-E A A v F,

show consistency-checker WHE~7 77V w7 78— k@Y > | Cisco Nexus 9200, 9300-EX,
link-state fabric-ieth [module | 7 yrfie 2 5 — 2 2z >\ T, v |38 L T8 9300-FX 7T v b
module-number] [brief | detail] TR 2T e R 2T | 74 —h 24 v F. BEO
Tu s I To—B8E MR |-EX, -FX, RT7 A > H—FK
LET, % i 272 Cisco Nexus 9500 7
Ty b7 x—b AL 0T

FSTNoa—TFTa0FDY—ILEBERR .



B zettrzon—avor

FSTNDa—T4 0 TDY—ILERER

avy kR

B

$R—bERBT5 Y b
T4 —L

show consistency-checker
link-state inter face ether net
slot/port [brief | detail]

A B—=Tx A ADY T IRKE
AT —H AZONT, VT R
T =Ry TR0 a
TIIVTO—BWEHRLE
T, ZOavr R, wEA(—
PRy P E =T =2 ZAB K
WR— K F ¥ RNVLO—ETHD
WA —Y Ry A H—T =
A AT L THRELE T, BT
A B —T A AFT-ILFEX A
VE—T oA AIEFES N EH
Ao

Cisco Nexus 34180YC. 9200,
9300-EX. 3L 1V9300-FX 7
Ty T —b AL T,
BIO-EX, -FXT7A 21—
K % i % 7= Cisco Nexus 9500
TTy N T A AL YT

show consistency-checker
link-state module
module-number [brief | detail]

2 — LHNDOTRTDA
H—T 2 A ADY T R T =T Y
VIREE N =T VT
REELHEALEST, Zoavy
Kid, @A —Y v b A
B—T o f ABLOHE—  F ¥
DT DA —H
Xy b A HE—T A RTKL
THREELES, 7 A ¥ —
Tz A RAETNIFEX A ¥ —
7 A RIMRRES IVER A

Cisco Nexus 34180YC, 9200,
9300-EX., 35 L 1N9300-FX 7
Ty b7 F—b AL T
BLO-EX, -FX, -R7 1~
71— R %1 2 7= Cisco Nexus
9500 7’7 v h 7 A —L A
AT

show consistency-checker
member ship port-channels
[interface port-channel
channel-number] [brief | detail]

TRTOEY 2—/LD/N—F

V=7 DOFR— K Fy R A
N TheTFzvr L, V7
Fy =T REETHAELET, 2
Oa<wr R, A—hFF v
TEICEITESNET,

CiscoNexus 34180YC. 9200,
9300-EX. ¥ L 19300-FX 7
Ty T —b AL VT,
BIO-EX, -FX, RT7A1
H— K %A Z2 7= Cisco Nexus
9500 77 v R 7 — L A
A

show consistency-checker
member ship port-channels
[brief | detail]

FTRTOEY 2 —/LD/N—F
V=T DFR— K Fy R A
N TheTFzvr L, V7
Fy =T REETHAELET, 2
Oa<wy L, VAT LANDOT
RTOR—FF ¥ 25 LT
FITESNET,

CiscoNexus 34180YC. 9200,
9300-EX., ¥ L 19300-FX 7
Ty T —b AL T,
BIO-EX, -FX, RT7A1
H— K %A Z2 7= Cisco Nexus
9500 77 v R T7 H—Lh A
A4 v F

B B rSoLva—FavInoY—LETER




| FSThva—Favi0Y—LETER
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T B YR—rEhETS v b
T4+—L

ﬁmwmmsmwcmwa V7 7 =7 D VLAN A > 73— | Cisco Nexus 9200, 9300-EX,

member ship vian vian-id TN Ry 2T ICT B | BRUN9300-FX 7T v b

e e ooyt | | 7 2SN T BbOLAL T | 74—h 24 ¥ F, BLU
interface {ethernet slot/por N . St h e
port-channel number | 5‘\&‘34:”%”%&?—0 F1o STP B Ff( ._R74) Z A=
native_vlan}} [brlef | detail | BLK«H(FL‘%@/]) VHE—=T ARG %f'fﬁz_f\_ Cisco Nexus 9500 ~7

interface] WAL E9, T RN T d—b A v F

G¥) private-vlan =
~ 2 RTO brief
F 7213 detail A
AV VA s e
R—hENTW
FH A,

G¥) Cisco Nexus
34180YC 77 v
N7 —A R
A > F T,
native-vlan =~
v ROIH%
A—RFLTWE
R

show consistency-checker pacl | n— R =7 & V7 h 7 = 7 i | Cisco Nexus 34180YC. 9200.
{module module-number | O IPv4, IPv6, HETMAC  |9300-EX. 35 X Tr9300-FX 7
port-channels nter face PACL 7075 v/ DREHE | F v h T d—b AL v F,
port-channel channel-nurmber} ZFRAE L, <label, entry-location> | 33 X ON-EX, -FX 7 A > 1 —
RXTFNAN—RT =T YT R R % 1§ % 7= Cisco Nexus 9500
VT ORI T—EBLTWET, |77y M7+ —h AL vF

show consistency-checker pacl | A Jjf o #—7 = 4 A (FEX A |CiscoNexus34180YC. 9200,

extended ingress{ip [ipv6| | o x—— = f 2% &¢e) #5508 9300-EX, 35 K U89300-FX 7
macj interface {ether net H— N FXRADPACLT B | Ty h T —h AL v F,

slot/port | port-channel number}

[brief | detail] FIVTEMERLET, BIO-EX, -FXTA v 1—

K % 1{if 2 7= Cisco Nexus 9500
TTy N T A AL T

show consistency-checker pacl |$55E X #17-F Y = —/L D4 T | Cisco Nexus 34180YC. 9200,
extended ingress {ip | ipv6 | DYWL 2 —T =4 A, H7|9300-EX, 3L U9300-FX 7
mac} modulemodule-number | ¢ o 5 p 2 TL—s T | Ty h Tk AL Y F

[brief | detail] Bk -, BLOFEX A > |BLO-EX. FXTA 2 H—
H—7xA ATPACL 7’1 /' J | K%K % 7= Cisco Nexus 9500
U ERLET, Ty R T = AL T

FSTNoa—TFTa0FDY—ILEBERR .
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avyU kR B HYR—rEhB3TS5Y F
T4+—L
show consistency-checker WNER~7 7 7' 1) w7 38— bk DR HE | Cisco Nexus 9200, 9300-EX.

port-statefabric-ieth [module | 2-gezn 1 4, 5 L T8 9300-FX 77 » b
module-number [ieth-port T A T BLEO
ieth-port]] [brief | detail] * 77

'EX\ 'FX\ 'R 3/])?/717‘_‘1\“
% %7~ Cisco Nexus 9500 ~°
Ty b7 x—b AL 0T

show consistency-checker BESNTZEY 2—/LOKR— b | CiscoNexus 9200, 9300-EX.
port-state [module DORMEAFEA L E T FLUN9300-FX 75 v b

module-number] [brief | detail] T d— b A vF. BLEO

-EX, -FX, -R7A4 > —FK
% %7~ Cisco Nexus 9500 ~7°
Ty b7 x—b AL 0F

B B rSoLva—FavInoY—LETER




| FSThva—Favi0Y—LETER
gaFronr—avok |

T B YR—rEhETS v b
T4+—L

show consistency-checker racl | N— K7 =7 & V7 7 = 7 | Cisco Nexus 34180YC. 9200,

{module module-number | ® IPv4 35 L OV IPV6 RACL 71 {9300-EX, 35 £ T89300-FX 7

port-channelsinterface TSIV T O—EMWERIEL, | Ty T4 —h AA v T,

port-channel channel-number |

sui interface vian vian-id) <label, entry-location> X7 {3/ N— | B LT -EX, -FX T A > B —

Fo=7& Y7 by =7 DMT| K& Z7- Cisco Nexus 9500
—HLTWET, TTy b Tk —b AL vF

ZOavy RiE, BV a—
NI ERD &
FOEY 2—)LDOTRTD
WA =T oA AL
YT H =T AD
IPv4 3 L OV IPv6 ACL D%
AR LE T,

FEDR— K F ¥ XL TZ
Da<wy REMRORHT &,
FTRTDA L N—R— [
MEES N ET,

TRTCOR—F F¥FLT
ZDawy REMNOHT
L. o~ RIZACLR
WHINTWDHHR— K F ¥
T L ITHEER L £,

GE) Zoa=wy R,
IPv4 B X TN IPv6
ACL % e,
BT ar
D—EFDH0E 50
EREELEH A,

show consistency-checker racl | A Jjf > % —7 = A4 A %71 | CiscoNexus 34180YC. 9200,
extended ingress {ip | ipv6} VH—=T A A T L—2 7T 7|9300-EX, ¥ L N9300-FX 7
interface {ethernet Slot/ " — 1 | Lo | i F Fr b, £| Ty FTd—h AL VT

</g>| port-channelnumber [vlan | .14 gy1 o RACL 711 75 3 o | B L OVEX. FX T A > H—
lan-id</g> } [brief] detail ] AR K% 2 7= Cisco Nexus 9500
TIy R T A AL v F

FSTNoa—TFTa0FDY—ILEBERR .
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FSTNDa—T4 0 TDY—ILERER

avy kR

B

$R—bERBT5 Y b
T4 —L

show consistency-checker racl
extended ingress {ip | ipv6}
module module-number [brief |
detail]

BEINEEY 2a—LDOAJIA

FIVITERERLET, ZD=
<V R, FOEY 2—/LOF
RCOYEA L H—T A A,
YTA L E—T A A, BLO
TVU—7 T U RAKR— RN TETE
NnET,

VE—T x4 ADRACL 712/

Cisco Nexus 34180YC. 9200,
9300-EX. 3L 1V9300-FX 7
Ty T —b AL T,
BIO-EX, -FXT7A 21—
K % i % 7= Cisco Nexus 9500
TTy N T A AL YT

show consistency-checker
stp-state vlan vian-id [brief |
detail | interface]

VT RNT 2T DANR=T Y
U—DIRREN, N— R =TT
Tu g T I ENTIREE LR
CnEIDEERILEST, 2D
a<wy Nix, #8ifER (7 v )
DA v H—T = A A TDOIHELT
SNET,

Cisco Nexus34180YC. 9200,

9300-EX., ¥ L TV9300-FX 7
Ty b7 x—b AL vFB
LU-EX, -FX, BXUR 7
A FB— R&#4 L 7= Cisco
Nexus 9500 7°5 v b 7 4 — A
AA T,

show consistency-checker vacl
extended ingress {ip | ipv6 |
mac} vlan vian-id [brief | detail]

VLAN DT RTDRA L N— A
H—T A ATVACL 70 /3
ST EMRLET,

Cisco Nexus 34180YC. 9200,
9300-EX. I L 1V9300-FX 7
Ty N T —h AL T,
BIO-EX, -FXT7A 21—
K % 2 7= Cisco Nexus 9500
TTy N T A=A VT

N B rSoLva—FavInoY—LETER
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gaFronr—avok |

T B YR—rEhETS v b
FEEIN

show consistency-checker vpc | vPC OAHE L% F = v 7 LE | CiscoNexus 9200, 9300-EX,
[sour ce-interface] [brief | detail] | 4-_ B L O9300-FX 75 » k
T —hb AL vF, BIOY
-EX, -FX 7 A ¥ 71— R %1
Z 7~ Cisco Nexus 9500 7° 7
N7+ —h AL vF

NIK-X9432C-S.
N9K-X9536PQ 7 A o I — K
% $4#; L 7= Cisco Nexus 9500
VY —AAAL T, BIO
NIK-X9432C-FM-S.
N9K-C9508-FMX-S, BL W
NI9K-C9508-FM-S 7 7 7 I
7 'Y a—)b,

Cisco Nexus N3K-C3048TP,
N3K-C3064-TC,
N3K-C3232C,
N3K-C3264Q,
N3K-C31108TC-V,
N3K-C3132Q-40GX,
N3K-C3132Q-V,
N3K-C31108PC-V,
N3K-C3172PQ. C3172TQ.
N3K-C3164Q, B LW
N3K-C31128PQ-10GE A1 v
Fo

Cisco Nexus N9K-C9372TX,
NIK-C9372TX-E,
NIK-C93120TX,
NIK-X9432C-S,
NIK-C9332PQ.
NOK-C9372PX, B LW
NOK-C9372PX-E A A v F,

FSTNoa—TFTa0FDY—ILEBERR .
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B zettrzon—avor

T B YR—rEhETS v b
FEEIN

show consistency-checker vxlan | 2 ¢ VXLAN EVPN #% 7€ | Cisco Nexus 9200, 9300-EX
config-check [verbose-mode] | 2 pezn 1 £, B L U9300-FX 75 » b
T —Ib AL vF

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. B
FJ W 3132C-Z A A v F,

Cisco Nexus C9396TX,
C93128TX, C9396PX,
X9564PX, X9564TX, LW
X9536PQ A A v,

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

C3264Q-S, C3264C-E A A v

7
show consistency-checker vxlan | VXLAN k> %L o 7 F Z |+ | Cisco Nexus 9200, 9300-EX
infra [ver bose-mode] I F v L OREEGEF = v/ | BLV9300-FX 7T v b
LEd, TH—b AL T

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. B
J3132C-Z A A v T,

Cisco Nexus C9396TX,
C93128TX., C9396PX,
X9564PX, X9564TX, I
X9536PQ A A v F,

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

C3264Q-S, C3264C-E A A1 v
Fo

N B rSoLva—FavInoY—LETER
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gaFronr—avok |

T B YR—rEhETS v b
FEEIN

show consistency-checker vxlan | VXLAN LA ¥ 2 /L— k & OF& | Cisco Nexus 9200, 9300-EX
12 module module-number BPEZ R L E T ¥ L 09300-FX 77 » k
T —hb AL vF

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. &
FJWR3132C-Z A A v F,

Cisco Nexus C9396TX,
C93128TX, C9396PX,
X9564PX, X9564TX, LW
X9536PQ A A v,

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

C3264Q-S, C3264C-E A1 v

T
show consistency-checker vxlan | VXLAN L ¥ 3 /L— k & D7 | Cisco Nexus 9200, 9300-EX
I3vrf [vri-name | all] [start-scan | —g 25 = » 7 L%, L 0N9300-FX 7T b
| report] T d— A o F

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. B
JL3132C-Z A A v T,

Cisco Nexus C9396TX,
C93128TX., C9396PX,
X9564PX, X9564TX, I
X9536PQ A A v F,

show consistency-checker vxlan| v 7 7 = 73 L O~— K | Cisco Nexus 9200, 9300-EX
pv T T ORLBHT—T VT | FBLN9300-FX/FX2 B L
VLAN v v B I NR—BLTF(9500 7T v 74— A
BT LEINTWDENEIDE A vT

R LEST, Zoavr RaeHE
T3 212, 27e<Eb 1 o0
A HF =Tz A ATHR— b
VLAN~ v ¥’ 7 2 Hh+ 5
VENRHY FT,

FSTNoa—TFTa0FDY—ILEBERR .
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B zettrzon—avor

T B YR—rEhETS v b
FEEIN

show consistency-checker vxlan | > 7 7 = 7 3 L 1O"~— K7 = | Cisco Nexus 9300-FX/FX2 7
ging-qinvni TTHLTWHYAFHYT | Ty hTh—Lh AL vF
VLAN U 2 N B LOB#ET 5~
JVTF X 7 vn-segment & F = v 7
LET,

show consistency-checker vxlan | /X4 kN INER # 7 )MEFF S | Cisco Nexus 9300-EX 18 L O
selective-ginvni interface N5 X oIz, B— MEADEIR [9300-FXFX2 7T k74—
{ethernet dot/port | port-channel () Q-in-VNI~ v EX 7MY 7 k| A A v F

channel-number } YT EUN— Y =7 TF
LT RITZTZLINTNDLNE

IMERGEL T,
show consistengy-checker vxlan | VXLAN VLAN & OR—F % Cisco Nexus 9300-EX 38 L O°
vlan [all | vian-id] Frvr LET, 9300-FX/FX2 77 > h 7 +—
[verbose-mode] L AL v F

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. B
JLO3132C-Z A A v T,

Cisco Nexus C9396TX,
C93128TX., C9396PX,
X9564PX, X9564TX, I
X9536PQ A A v F,

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

C3264Q-S, C3264C-E A A1 v
Fo

show consistency-checker vxlan | VXLAN Xconnect VLAN & M7 | Cisco Nexus 9200, 9332C.

xconnect —HEFro s LET, 9364C. 9300-EX., B L

Xconnect ACL 3¢ R T D= |9300-FX/FX2 7T v b 7 4 —
NEATAAZA VA=V E | b AL T,

L. MAC FE BT XTD

Xconnect VLAN TN 72> T
WHZ EEREELET,

T B rSoLva—FavInoY—LETER
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T B YR—rEhETS v b
FEEIN

mMmmamwmmemmVMANV4%3VV7»»~(mmNmm%m\%mﬁx
I3singleroute[ipv4 [ipv6] [VIT| |\ |57 ¢ v 7 L oREA%E | HBLT9300-FX 7T v b
] Fzv 7 LET, Tr—hb AL T,

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. &
FJWR3132C-Z A A v F,

Cisco Nexus C9396TX,
C93128TX, C9396PX,
X9564PX, X9564TX I L ¥
X9536PQ A A v F ., Cisco
Nexus 9200, 9300-EX, X
W9300-FX 77 v b7 +— LA

AA v T,
show consistency-checker vxlan | VXLAN L o ¥ 2 & DR —%£% |Cisco Nexus 9200, 9300-EX
12 [mac-address ] [ mac-address| -+ . «, ;7 |_ 4, B L U9300-FX 75 v k
] module] [ module Tp— D AL T

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V, B
JON3132C-Z A A v T,

Cisco Nexus C9396TX,
C93128TX., C9396PX,
X9564PX, X9564TX L
X9536PQ A A 7, Cisco
Nexus 9200, 9300-EX, I X
T9300-FX 7T v 7 4 — L4
AA v F

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

C3264Q-S, C3264C-E A1 v
Fo

FSTNoa—TFTa0FDY—ILEBERR .
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B zettrzon—avor

av Uk HL:l YR—rENhET5v k
T+r—LA

show consistency-checker A b —LHIEEAMF = 4 | CiscoNexus 9200, 9300-EX.

stor m-control B ELW9300-FX 77 » b

TH—L AL T BIO
-EX, -FX, -R7A4 > —FK
% 2 7= Cisco Nexus 9500 7
A ZNE R N

Cisco NX-OS U U —%9.3(5)
LABETIE.
N3K-C3016Q-40GE,
N3K-C3048TP-1GE,
N3K-C3064PQ-10GE,
N3K-C3064PQ-10GX,
N3K-C3064T-10GT,
NI9K-C9504- FM,
NIK-C9508-FM,
NIK-C9516-FM,
NIK-C9508-FM-S,
N3K-C31128PQ,
N3K-C3164Q-40GE,
N3K-C3232C,
N3K-C3132Q-V,

N3K-C31108PC-V,
N3K-C31108P-V

C31108TC-V,
N3K-C3264C-E.
N3K-C3132C-Z.
N9K-C93128TX,
N9K-C9396PX
N9K-C9372PX, B LW
NOK-C9332PQ 7 /XA A TH
A—hSHTWVET,

show consistency-checker T —1A ' A b Jb— |CiscoNexus 9200, 9300-EX.
segment-routingmpls{ip ][ |5 > 2 (ISIS, BGP, OSPF) |#JLU89300-FX 7 v b
ip-address ] | mask ] [ mask | V| 45 1 oxp ¢ v 3VPN B LA | 74— 2 21 v F . BLO
1w ¥ 2EVPN A4 —/—1L A jb—} |-EX, -FX 71 > 71— RN %&1
DON— NEAEVEEZTF = v 7 LE | 272 Cisco Nexus 9500 7 7
7T M7 —b AL T,

Cisco Nexus
NI9K-C9316D-GX,
NIK-C93600CD-GX,
N9K-C9364C-GX 7 /3 A A,

N B rSoLva—FavInoY—LETER
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TILFX+ R

TILFHRYRLES

HFrzvh— .

avy kR

B

$R—bERBT5 Y b
T4 —L

show consistency-checker
segment-routing mplslabel

ToE—vA BT AN —
7 4 > 7 (ISIS, BGP, OSPF)
BLOA ==L A L—FD VL
A ¥ 3VPN, LA 2EVPN,

B LW ADJ SIDS D T ~ LA
MeaFov 27 LET,

Cisco Nexus 9200, 9300-EX.
BLU9300-FX 77 » b
Tr—b AL vF, BIOY
-EX, -FX 7 A ¥ 1 — R%&f
Z 7= Cisco Nexus 9500 7° 7
FT7 A= AL T,
Cisco Nexus
NI9K-C9316D-GX,
NI9K-C93600CD-GX,
N9K-C9364C-GX T /34 A,

show consistency-checker sflow
[brief | detail]

A= N R = b T A T —
RoN—=Ro =7 =717
T T NGB ET =y s
LET,

Cisco Nexus 9300-FX2,
9300-FX3, 9300-GX B L ¥
9300-GX2 77 v b7 4 — A
AL T

WD < KiZISON H xR —FLTWERHA,

« show consistency-checker forwarding {ipv4 | ipv6} [vrf vrf-name | all] [module module-number

| all]

« show consistency-checker pacl {module module-number | port-channelsinterface port-channel

channel-number }

» show consistency-checker racl module module-number

« show consistency-checker racl port-channelsinterface port-channel channel-number}

» show consistency-checker racl svi interface vlan vian-id

« show consistency-checker vxlan

» test consistency-checker forwarding {ipv4|ipv6} [vrf vrf-name | all] [module module-number |

all]

show consistency-checker vxlan =< > RIZET MLESNnTWERA,

FEEEFIvH—

VNTF Xy A NESGUT v I —IF, vAT XX A ML— FOREEZHRT H72DD LAY 2
BLIOLA¥3IL—FDOBE—L— FNEEMT = o h—T9, v/LFFv A NEEWT = v H—
I, 3 AR =R R Tshow 2~ REFATL, BHEERAMEH L, LI ERE o
aVAR—R P EREBLTARESEET =y LET, AT HFy A NEEMETF v I—a~v
RiZ, BEENREET D L& T LET, show consistency-checker 12 multicast group 35 & OF show
consistency-checker 13 multicast group =~ > RiZ, 5 & EEOMBOFEZIK L £,

nboawy N, ROHAHTEXESR—FLTHET,

FSTNoa—TFTa0FDY—ILEBERR .
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B <~ 5svxrmansoon—

sverbose: #ERETF A MERTERLET,
o detail : 5% JISON R THF R LET,
o brief : FERAER/DROFEME & HIZISONEXRTERLET,

Cisco NX-0S VU U —210.1(1) AETIX, ROEEWF = v h =B R—F SR TWET,
cIPV6 L2 VL TFF ¢ A NEEGHTF = v —
cIPV6 L3 VL FF ¥ A NESHTF = v B —
s v /LFF ¥ A K NLBEAWETF = v —
cINAFXEXYAZARIMAC Y VT v = NEAMET = v 1 —

e w/LFF ¥ APMNLBL3 =% v A MNRTEESWUT = v 1 —
e w/LF Xy A b GREBEMUTF = v I —

WOBEFD CLI 2~ Rid, IPv6L2 L FF v X "EEMWT = v I —D IPv6 EE B LT
N—TT RLAEZIFTAND LIRS THET,

show consistency-checker 12 multicast group <ipv4/ipv6 group address> sour ce <ipv4/v6 source
address> vrf <vrf-id> [brief|detail]
WIZ, IPV6 L2 ¥V FF¥ ¥ X NEGWET = v I —DWH Nl E R~ L ET,

# show consistency-checker 12 multicast group ?
A.B.C.D Group IP address
A:B::C:D Group IPv6 address

WOEFD CLI 2~ RiZ, IPv6L3 v /LT F v X NEESMET = v 1 —D IPv6 EHE LB LT
N—T T R REZIFAND LRI TVET,

show consistency-checker I3 multicast group <ipv4/ipv6 group address> sour ce <ipv4/v6 source
address> vlan <vlan-id> [brief|detail ]

WIZ, IPVO L3 /v F ¥ A MEEWT = v W=Dl Z R LET,

# show consistency-checker 13 multicast group ?
A.B.C.D Group IP address
A:B::C:D Group IPv6 address

“NVFXXY A IMACLH Y 7T v 7 E— ROBEETF = v h—2YKR— T 572012, RO
LWCLI o~ RpBImEnE L,

show consistency-checker 12 multicast mac <mac> vlan <vlan-id>

WIZ, ~VFHXY ANMACL Y7 T v/ E— ROEAEWETF = v h—OH NIl L ET,

# show consistency-checker 12 multicast mac 0100.1234.1234 vlan 10 ?

> Redirect it to a file
>> Redirect it to a file in append mode
brief Show consistency checker structured output in brief

detail Show consistency checker structured output in detail
| Pipe command output to filter

N B rSoLva—FavInoY—LETER



STV a—TFaoTDY—ILEFER
TILTFEXRLBEMETF Y H— .

\)

GE) ZoOCLIE. MACVvy 7T v 7E— ROEEWF = v I E-IENLB ® L2 E— FOEEM
FxyH—IEHEINET, AN MACIL, ip-mac F 7213 non-ip-mac DVF LTI,

<N T Xy A RMNLBL3 2=F ¥ R hREEEMT = v —2 PR — T D202, ROB L
WCLI =~ R2NBMENnE L=,

show consistency-checker multicast nlb cluster-ip <unicast-cluster-ip> vrf <vrf-id>

wIZ, v F ¥ A MNLBL3 =%y A NREEEMET = v h—OH NI Z R LET,

# show consistency-checker multicast nlb cluster-ip <unicast-cluster-ip>

> Redirect it to a file
>> Redirect it to a file in append mode
brief Show consistency checker structured output in brief

detail Show consistency checker structured output in detail
| Pipe command output to filter

WOBEFD CLI 2= Rk, /v FF ¥ X h GREEEWET = v I —IZEHINET,

show consistency-checker I3 multicast group <ipv4 group address> sour ce <ipv4 sour ce address>
vrf <vrf-id> [brief|detail]

)

GCE) BHFEOIPULI L F Xy A MEGHTF = o I—CLIZEA LT, ~VFF+v A GREES
MF v —%BBELET,

YNAVFF Y A MBEEUT = v H—F, ROT AN R Y R—=hLTOET,

* Cisco Nexus 92304QC, 9272Q. 9236C, 92300YC, 93108TC-EX, 93180LC-EX,
93180YC-EX. and 9300-GX 77 v h 7 4 —2A ZA v F I LT NIK-X9736C-EX,
NIK-X97160YC-EX, NIK-X9732C-EX, # L TUNIK-X9732C-EXM 7 A » I — R T,

* N9K-X96136YC-R, NIK-X9636C-R, I3 L UNIK-X9636Q-R7 A > #1— R & &4 L 7=Cisco
Nexus 95002 U — XA A v F,

Cisco NX-OS Release 9.3(5) LARE TlE, v /L FF ¥ XA NEGMWT = v I —ITIROT ™A A%
A—FLTWET,

* N9K-X9432C-S, N9K-X9536PQ 7 1 » #— R Z$E# L 7= Cisco Nexus 9500 ' ) — XA A
F. B LUNIK-X9432C-FM-S, NIK-C9508-FMX-S. I L U'NIK-C9508-FM-S 7 7 7' U v
7 'V a—),

* Cisco Nexus N3K-C3232C, N3K-C3264Q. N3K-C31108TC-V, N3K-C3132Q-40GX,
N3K-C3132Q-V, N3K-C31108PC-V, N3K-C3172PQ, N3K-C3172TQ. N3K-C3164Q. ¥ &£
TN N3K-C31128PQ-10GE A 1 v F,

* Cisco Nexus N9K-C9372TX, NIK-C9372TX-E. NIK-C93120TX, NIK-X9432C-S,
NI9K-C9332PQ. N9K-C9372PX. $ L TN NIK-CI372PX-AA v F,

FSTNoa—TFTa0FDY—ILEBERR .



FSITNDa—TF 1o IDY—LERER
B <75z rmatFzon oz Fom N

CiscoNX-0OS VU U —210.1(1) A TlX, v~/ FF v 2 NEEWET = v I —I3ROT A 2%
AR—=FLTWET,

« Cisco Nexus N9k-C9504 % #4#; L 72 N9K-X97160YC-EX. N9k-C9504 % #4#; L 7=
N9K-X9732C-EX, NOk-C9504 % 4# L 7= N9K-X9732C-FX. NOk-C9504 % #5#; L 7=
NIK-X9736C-EX. N9k-C9504 % #4# L 7= N9K-X9736C-FX, N9k-C9504 % ik L 7=
NIK-X9736Q-FX. 3 & U8 N9k-C9504 % #4i# L 7= N9K-X9788TC-FX,

« Cisco Nexus N9k-C9508 % #4#; L 72 N9K-X97160YC-EX, N9k-C9508 % #4#; L 7=
NIK-X9732C-EX. N9k-C9508 % #4# L 7= N9K-X9732C-FX, N9k-C9508 % £k L 7=
NIK-X9736C-EX, N9k-C9508 % #4i# L 7= NOK-X9736C-FX, NOk-C9508 % & L 7=
NIK-X9736Q-FX. 3 & T8 N9k-C9508 % #4i# L 7= N9K-X9788TC-FX,

SVAF XX A NEAGHF = v I —1E, KOV A Y22 B—% hDOT 0TI T OEAH
ARGEELET

«IGMP A X —¥E v 7

* MFDM

* MFIBPI

* MFIBPD

e N—RKRuxT T—T )

TNT Xy A RNEEET v I—F, OLAF¥IaLR—R DT T T I TOEEME
ARREEL F9
« PIM

« MRIB

«IGMP A X—t 7
« MFDM

« MFIBPI

* MFIBPD

N—RU=T T—T N

TILFXv A MEEEFzvh O KOE DA

WIZ, IGMP AX—E L 7O Z R LET,
switch# show ip igmp snooping groups 225.12.12.28 225.12.12.28 vlan 222
Type: S - Static, D - Dynamic, R - Router port, F - Fabricpath core port

Vlan Group Address Ver Type Port list
222 225.12.12.28 v3 D Ethl/2 Ethl/3 Pol2 Pol0O0 Pol8

&2, MFDM O Al E R L ET,

N B rSoLva—FavInoY—LETER
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guptssvme

switch# show forwarding distribution 12 multicast vlan 222 group 225.12.12.28 source

225.12.12.28

Vlan: 222, Group: 225.12.12.28,
Outgoing Interface List Index:

Reference Count: 204
Num L3 usages: 4

Platform Index: 0xa00004
Vpc peer link exclude flag set
Number of Outgoing Interfaces:

Ethernetl/2
Ethernetl/3
port-channell?2
port-channell8
port-channell00

Source: 225.12.12.28
4

5

WIZ, IGMP 2 X —E°> 7 & MFDM %l 541 (fsh) 2L £,

KA KK AR AR A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR A A AR AR KK

Comparing IGMP Snooping with MEFDM
KKK KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR AR AR AR KK

L2 Eth Receivers
IGMP Snooping: 1/2, 1/3
MFDM: 1/2, 1/3

L2 PC Receivers
IGMP Snooping: 100, 12,
MFDM: 12, 100, 18

CC between IGMP Snooping and MEDM PASSED

®IZ., IGMP A X —t 7 & MFDM % Higed 561 (D) 2 RLE7,

Kk ok k ok ok ok ok ke ok k sk ok ok ok ok ok ok sk k ok ok ok ok ok sk ke ok ok ok ok ok sk ke ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

Comparing IGMP Snooping with MEDM

Kk ok ke kk ok ok ke ok ok sk ok ok ok ok ok ok sk k ok ok ok ok ok sk ke ok ok ok ok ok sk ke ok ok ok ok ok ok ke ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

L2 Eth Receivers:
IGMP Snooping: 1/2, 1/3
MFDM: 1/2, 1/3

| A A A

L2 PC Receivers:
IGMP Snooping: 100, 12,
MFDM: 12, 100, 16

Consistency check failed!!!
Missing elements are: 18

Additional elements are:

| 1 A A A I A I |

R B &K U EE

Cisco NX-OS U U — % 9.3(3) LAK., Cisco Nexus 9000 > U — X A A v F i, BHEOMEE b T
TNy a—T 4 7T 572D show tech-support sowdrain =~ > R& AR — K L TWET,

show tech-support slowdrain =~ > FIZi&, E#EREER, v o2, BXORrS AvytkE—v
D—HE ., AL vTF, CiscoNX-0S X—Tzr, BLO MR P2EETEL5Z0MDa~

RAGENTOET,

FSTNoa—TFTa0FDY—ILEBERR .



FSINYa—F 4 L TDY—LEFHER
B rczairzor

HREIZ1 DDA v FROMNOAAL v FIEHET HATRMENH D720, TRED Y T — L 5HE
Z XV NI 2729012, T TD AL v F B [AFIZ show tech-support slowdrain =<
Y FOMDZNET DHERH Y £,

ACLEESHF v
Cisco NX-OS Release 9.3(3) LAKE, ACL BEAMET = v DIIKRDOT A AV R— K LET,

NIK-C9372PX, NIK-C9372PX-E, NI9K-C9372TX., NIK-C9372TX-E. NIK-C9332PQ,
NIK-C93128TX, NIK-C9396PX, NIK-C9396TX, NIK-C9508-FM-S, NIK-C9508-FM2,
NOK-C9504-FM-S, NIK-X9632PC-QSFP100, N9K-X9432C-S

Cisco NX-OS VU U —29.3(5) LAFE, ACL #EA T = v #13 Cisco Nexus N9K-C9316D-GX,

NIK-C93600CD-GX, NIK-C9364C-GX, NIK-C93240YC-FX2, NIK-C93180YC-EX,

N3K-C3636C-R, N3K-C36180YC-R& ., NIK-X9636Q-R., NIK-X9636C-R, NIK-X9636C-RX 3
L UYNIK-X96136YC-R 7 A > 1 — R &4 L 7= Cisco Nexus 9500 >V — X A A v F THHR—
FERTnET,

WDOTT 4T 41%, ACLOBEMF = v /7 O—fE L THRIESHET

T ay, Fua bkajl, SIP, DIP. EETAR— L, sidER— k. EEITLMAC, 5655 MAC,
Ethertype, COS. DSCP. VLAN ¥ XU UDF T,

Cisco NX-0OS 1%, & ® PACL., RACL, BIXUVACLEAMF = v b o~ FEYHR—FLT

l/ A i ‘j‘o
avrk £ ER
show consistency-checker pacl extended ingressip [} 5 E L7 IPE 2 — ILDASJA V H—T =4
module <module-id> [brief | detail] 23 L OE— FF ¥ %10 PACLEEAMETF «
7 % L E T

show consistency-checker pacl extended ingress |#5@E L7ZIPv6 E =2 — VDA S L X —T =
ipv6 module <module-id> [brief | detail] A 2B L OE— R F ¥ kLD PACL E A
Fxv /7 ZFERMLET,

show consistency-checker pacl extended ingress |#5%F X117- MAC EV =2 — /LD ASA ¥ —
mac module <module-id> [brief | detail] T oA 2B L OFE— FF ¥ %D MAC PACL
BT =y 7 2R LET,

show consistency-checker pacl extended ingress ip | ¥5 & X172 AS) A > X —7 = A AD PACL &
interface {<int-id> | <ch-id> [brief | detail] OBPEF = o 7 IR L ET,

show consistency-checker pacl extended ingress |}5@E XN 7= 1Pv6 ASJA > % —7 = A ADPACL
ipv6 interface {<int-id> | <ch-id> [brief | detail] | ApF = » 7 2 FHi L £,

show consistency-checker pacl extended ingress |[}SE XN ATTMAC A L X —T = AD
mac interface {<int-id> | <ch-id> [brief | detail] PACL & VEF = v 7 2 F2Hi L £,
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aLzstrzyn

avy kR

B

show consistency-checker racl extended ingress ip
module <module-id> [brief | detail ]

BELEIPES 22— VDA, X —T = A
AR LVPR— FF v RNV ORACLESET =
7 L £,

show consistency-checker racl extended ingress
ipv6 module <module-id> [brief | detail]

EEINZIPV6 T a— DA A v X —
7 2 A4 AB LR — b F ¥ x/LD RACL &
WF v 7 BEmLET,

show consistency-checker racl extended ingress ip
interface {<int-id> | <ch-id> | <vlan-id>} [brief|
detail]

BESNIANA v 5 —7 = A 2D RACL ¥
ATy s BEELET,

show consistency-checker racl extended ingress
ipv6 interface {<int-id> | <ch-id> | <vlan-id>} [brief
| detail]

WBELIEASIPVG A &2 —T =4 2D RACL
AT = v 7 B FEH L E T,

show consistency-checker vacl extended ingress ip
vlan <vlan-id> [brief | detail]

FBE SN/~ IP VLAN @ VACL & MF = v 7
ZFEh L £9,

show consistency-checker vacl extended ingress
ipv6 vlan <vlan-id> [brief | detail]

5 & 177 IPv6 VLAN @ VACL AT = o
7 & FE L ET,

show consistency-checker vacl extended ingress
mac vlan <vlan-id> [brief | detail]

F5E &= AT MAC VLAN @ VACL B4
Fxv 7 BEmLET,

ACLESMF T vh o< FDOH A

WIZ, RACLEASMT = v 7 OREROHZ R L ET,

switch# show consistency-checker racl extended ingress ip module 1 Consistency checker

passed for Ethl/3
switch#
switch#

(ingress, ip, ip-list)

switch# show consistency-checker racl extended ingress ip

{
"result": {
"status": "CC_STATUS OK",
"checkers": [
{
"version": 1,
"type": "CC_TYPE IF RACL",
"status": "CC_STATUS OK",
"platformDetails": {
"classType": "CC_PLTFM NXOS_BCM"
} r
"recoveryActions":
"failedEntities":
}

1,
[]

]
}
}
switch#

module 1 brief

switch # show consistency-checker racl extended ingress ip interface ethernet 3/5

Consistency checker passed for Ethernet3/5

(ingress, ip, ip-list)

FSTNoa—TFTa0FDY—ILEBERR .



FSTNSa—TFaviov—LEeRER |
| R

switch#
switch# show consistency-checker racl extended ingress ip interface ethernet 3/5 brief
{
"result": {
"status": "CC_STATUS_OK",
"checkers": [
{
"version": 1,
"type": "CC_TYPE IF RACL",
"status": "CC_STATUS_OK",
"platformDetails": {
"classType": "CC_PLTFM_NXOS_BCM"
}I
"recoveryActions": [],
"failedEntities": []
}
]
}
}

BREITAI

WK~ 7 A VIZiE, Cisco NX-0S T /34 A _EDORSREAHERL T 5 72 I &5 Cisco NX-0S
A~ FPRFESIVET, CiscoNX-OS ITiE, FEATH E A% — 7 » 7RO 2 FEN & Y
T, TAA AL, BEEHCAX - T v T a7 4 X2 Lb—3 3 (startup-config) % {#
LT, Y7 ho=THEEsRELET, FfT72 7 4 F =2 —3 3 (running-config) (21,
2R =Ty Far7 4 ¥al—ary 77 AMIH LTI EBIEOEENEAFESNLET,
REEZELTDHRN, REZ 7 ANDON I T v TEERLTIEISN, 207 4 Fal—
vary Z7AMIVE— N =Ny I T I TEET, a7 4 Falb—var Iy A
JVOFERIZ W TIE,  [Cisco Nexus 9000 Series NX-OS Fundamentals Configuration Guide] % %
BRLTLIZES W, £l REZ 7 ANDTF = v 7 RA » ha—&2/Eldid, BEREEL
Al n— RNy 7T 528 b TEET, v—A "y ZHEEIZOWTIE,  [CiscoNexus9000
Series NX-OS System Management Configuration Guide] & L T 72 &0,

CiscoNX-OS#fEIZ, A¥— T v 7 ar 74 FXal—var 77y A VIWNEe v 7 2EkS
HTENDYET, FNIUT, BREICKXVIER SN a y 7 DBEIRINTICE > TWDH Z &b
D £9, system startup-configunlock =~ > R&ZfHL, LT, Zabou v 7 ZHIERL TL
fiél/\o

CLIl 7/\v 45

CiscoNX-OS 1%, X hU—2 2T 0T 47T TN a—T 4 7T H-0DIRERT
Ny THtet Y FE2YR—FLTWET, CLIZEHAL T, F¥EOT Ny VE— R AT
L. UTNWEA LATHEFEN-HE T ha LSO 7 754 85 4 a P 2F R TEET, &
n7 Ty MVIZEZ A LAZ TR FERIAIZY A hSET, CLIr—/L A =X A
R L TT RNy THRE~OT 78 A %HIR L, v — VB CTT7 78X & 5EITE 7, debug
a<w Yy RXU T A A MERERRTDHOICK L, show =2~ RiL, EBREEHREV T2 A
LifHE —HRRTHIDIEA L ET,
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FE debug v~ REHHL., TXA0DE, v AadT 7 =k HR— MUY EDR RN H -7
HIRONET, —#Ddebug =~ NIy NI —27 N7 35—~ A BEE 525 7]
REMENH 57025 TT,

)

GE) TRy 7 Ave—ViF, Filka 7 77 A VICRETEET, v 77403 Ty 7 H
Hzaary —VKET DR bLET, RENES TT,

AT arEMEHT L L ALEOKRETHERRIRER A T Y a VEARRTEE T, FEEOT Ny
THIMZ T, AMEniza~vr RZlice s = P MERESNE T, T3y 7
L. B—A N TN REMOBET NA AR THELLET VT A ET A DEA LAT L THE
TAT Y NFERSIVET,

TRy THERREFEH LT, A b, NEA =Y, BT 0 hal =T —%BIFC& £
T, 722U, EBEERE CT Ny 2—F7 4 VT 4 ZEATA255ITEESLETT, —FO
FFat, arY—NMIKEDAvE—VEHAILEY, Xy P =T R T —< AT
BERIREEE G2 D AlREENH D CPU LKA XY FEER L7205 2T, T3 A~0D
T IR AT A AREERH Y FT,

N

GE)  debug =~ > R&EANTHRNC, 2 H D Telnet £721L SSHE v v a v 2B 2 L 2R L%
T, TR T By a VBRBIEO Y 4 RUOIITF LR B AT, 2BEBOEy v a v
L Cundebugal ZA1L, Ty AyEe—VOMNEEIELET,

TINYYT T4 )LA

debug-filter ZfEH LT, RERT Ny JHERERINCTEET, a~v o F2EHTLILEN S
D EJ., 2O debugfilter 2~ FEHHT25 L, BEd 2 debug =~ > Rz L - TAHERR S
LTy TIERERIRCTE ET,

WIZ, EIGRP hello 37 v b DT Ny JHE#HAEA —Y Xy b A X —T A A 21IZHIRT D
FlZR L £,

switch# debug-filter ip eigrp interface ethernet 2/1
switch# debug eigrp packets hello

FSTNoa—TFTa0FDY—ILEBERR .
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Ping# & U Traceroute

\)

6=

ping 35 X O traceroute BERE A L €, #ftl L OV A OBHUCEHT HEE F T 7Ly a2 —
T4 T LET, IRNOOERBEFEHALT, *y NU—7 XT3 —< U ADOMEEFE 7213

ping D& A

iR LT &N,

ZOETHIA L TV 5 ping B X QN traceroute =~ > i, TCP/IP %X v b U —F > 7 DORJED
NTTNYa—T 4TI oL b FNDY— LD 2DOTT, ping=—7 4 U7 1L, TCP/IP
A E—Ry NI =2 ZRBTD5EICKH LT, —#HOTa— ry bR LET, =a—
N7y MEL SRICBEET AL, HA—T 4 SN TEE LIRS E T,

traceroute = —7 4 U7 4 LREEDO HFIETEELE TN, Ry T A Ky 7 X—A T ET
DEFEDNRABRETHZEHTEET,

pinga~y REHEHL, a~vr REEHTE, IPMIL—T 7 3y NU—7 BRHTHE
DFESe~DHEid L OB MR T 7,

pingg =~ FEFEHL, a~r REHFEHTLIE IPVOLV—T 47 Fy T —7fRH Tk
TEDFES A~ L OBIE R TE £7,

ping2—7 4 VT 4 AT DL, A—bFEREFT U FT AL R v a— A=V EEE
TEET, IPVE EILIPVO T RUAREIRETHZ LICLD, 56 —#HD T L—LANE[EFET
XET, INHLDOTL—AIE, X—F Y MT AL RZEFEL, XA LAX T BRAAMESLT,
EETICL—T Ny 7 EnET,

)

GE)

Ping =—7 4 V7 4 M LT, Nexus A1 v FITHEINTZIP T FLATR Y hU—7
TA AT ANTHI MRS NET AL, AL v TFDIPT RLASETHOICMP (Ping)
N5 74w 7%, CoPP (v bu—L FL—r RIS UT) OBERy, FuyrFEns

AREVERN D D £,

switch# ping 172.28.230.1 vrf management

PING 172.28.230.1 (172.28.230.1): 56 data bytes

64 bytes from 172.28.230.1: icmp seqg=0 ttl=254 time=1.095 ms
64 bytes from 172.28.230.1: icmp seg=1 ttl=254 time=1.083 ms
64 bytes from 172.28.230.1: icmp seg=2 ttl=254 time=1.101 ms
64 bytes from 172.28.230.1: icmp seg=3 ttl=254 time=1.093 ms
64 bytes from 172.28.230.1: icmp seg=4 ttl=254 time=1.237 ms

---172.28.230.1 ping statistics ---
5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 1.083/1.121/1.237 ms
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fL—RIL— FDFER

traceroute |, WOENEDT=DIZfEH L E7,
e T—H% T T 4 v 7 BRRE LT — M EBHL £,
c A v FM Ky 7THALD) ORBIEEZFELET,

traceroute L —7 4 U7 4 TlX, Ry 7T EIWHEH I D 23R H &, BHHTE R v 7
HADARLTRT HIET, traceroute Z AT 5 &, BETDOT A AL EERITKDLIT
WT S, ZDB ORI » TR— M EGiAT A T E9,

traceroute {dest-ipv4-addr | hostname} [vrf wrf-name] ==~ > KX IPvd % v b7 —27 HIZ, traceroutes
{dest-ipv6-addr | hostname} [vrf vrf-name] =~ > RIZIPv6 * v U —27 FICEH L £, EEE
ICEETERWGEIE, SARIC X > TRAREER A FETEI S ET,
switch# traceroute 172.28.254.254 vrf management
traceroute to 172.28.254.254 (172.28.254.254), 30 hops max, 40 byte packets
1 172.28.230.1 (172.28.230.1) 0.941 ms 0.676 ms 0.585 ms
172.24.114.213 (172.24.114.213) 0.733 ms 0.7 ms 0.69 ms

2
3 172.20.147.46 (172.20.147.46) 0.671 ms 0.619 ms 0.615 ms
4 172.28.254.254 (172.28.254.254) 0.613 ms 0.628 ms 0.61 ms

FEATH D traceroute Z#& T 9 HIZiE, Ctrl-C 2L £9,
WD a~ REMHAL T, traceroute DEFE LAV F—T =2 ARRETETET,

avw Uk EL:g]

traceroute {dest-ipv4-addr | hostname} [source |58 L7-IP7 KL A, A M. F7-i134
{dest-ipv4-addr | hostname | interface} ] [vrf H—T o A AMBD ., traceroute /37 v kDL
vrf-name] B IPva 7 FLAZHEE L ET,

f

switch# traceroute 112.112.112.1 source vlan
10

traceroute6 {dest-ipv6-addr | hostname} [source |{8 2 L7-IP T KL A, &AM, F-i131 >
{dest-ipv6-addr | hostname | interface} ] [vrf B—T = A AN D. traceroute6 /34 v kD%
vrf-name (Z5E1Pv6 7 R L 22458 LET,

f

switch# traceroute6 2010:11:22:0:1000::1

source ethernet 2/2

[no] ip traceroute source-interface interface [vif |2 E XA v X —T = A APHIEETIP T
vrf-name K L X % £ traceroute & 7213 traceroute6 /3
1 - v NEERLET,

switch (config)# ip traceroute

source-interface loopback 1

FSTNoa—TFTa0FDY—ILEBERR .
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avw vk =E):g]

show ip tracer oute sour ce-inter face [vrf vrf-name] | traceroute M7= DT E SN EETTA v ¥ —
fil T oA AR RLET,

switch# show ip traceroute source-interface
vrf all

VRF Name Interface

default loopbackl

ip icmp-errors source-interface interface RESNTIZA VH—T =2 A ANBEETT [Pv4

Bil1- F7IEIPv6 7 KL A& RO ICMP =5 — /X
Ty MEAERLET,

switch(config)# ip icmp-errors

source-interface loopback 1 F 7=, Virtual Routing and Forwarding (VRF)
512 - ALVAL L ANDAZT 4 7 )b— FTD

' BFD 2 ETHZ b TEET,
switch(config)# vrf context vrf-blue

switch (config-vrf)# ip icmp-errors
source-interface loopback 2

JOERXEBELUVCPUDE=2Y) 2T

showprocesses =~ o R L, 7L ETHOT7rERAB IO ADAT —F A
HERCEET, a~vy NHAZITRBEGERET,

*PID=71t& 2 ID

* State = 7 2 ADIRKE
*PC=BEOTu 7T 54 (16 #EX)

e Start ent= 7B AN E TICBME (F72I3FHBE) Shizlsk

cTTY =7 rERAZHM L CWAmAKEE., (-1 (A7) &, FFED TTY ETETS
NTWRNWTFT—E U 2FHLET,

e Process = 7 12 & A D4 HI
TuE ZADREIZRO LB Y TY,
D =rilr7e LTIRIE (GlEH 1/0)
= FITAE (B3TF = — 1)
* S={RIEr
+T=FL—XFEITEILE
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show processes cpu 1< > FDOEMA .

cZ=KREL TWWARW( [V E] ) FrE R
*NR=FfTSL T
*ER=FATSIN TV DHRE N, BUEIXET I T

N

GE) —¥Z. ERREEX. Yo 20OHEBBEENLT IS0,
VAT ANEERALHLTCEOTIOEAET 4 =T ML
722l ERLTOVET,

switch# show processes ?

cpu Show processes CPU Info

log Show information about process logs
memory Show processes Memory Info

switch# show processes

PID State PC Start_cnt TTY Type Process

1 S Db7f%e468 1 - O init
2 S 0 1 - O migration/0
3 S 0 1 - O ksoftirgd/0
4 S 0 1 - O desched/0
5 S 0 1 - O migration/1
6 S 0 1 - O ksoftirgd/1l
7 S 0 1 - O desched/1
8 S 0 1 - O events/0
9 S 0 1 - O events/1

10 S 0 1 - O khelper

15 S 0 1 - O kthread

24 S 0 1 - O kacpid

103 S 0 1 - O kblockd/0

104 S 0 1 - O kblockd/1

117 S 0 1 - O  khubd

184 S 0 1 - O pdflush

185 S 0 1 - O pdflush

187 S 0 1 - 0 aio/0

188 S 0 1 - 0 aio/1l

189 S 0 1 - O SerrLogKthread

show processes cpu 37 > FD{EH
show processescpu 2~ > K& L, o~ FZ2#HL T, CPURAEERRLET, o~

Y Rk B EERET,
« Runtime(ms) = 7' v & Z73MEH L7z CPU FFf#] (X U FEAZ)
« Invoked = 7' 2 & A3 Z AV E TITBAAA S 47z
cuSecs = 7 HEADIEOM L & O CPU K (U BPHL)

e 1Sec =T D 1 BRENZEIT D CPUHHE (X—& 2 MET)
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. show system resources 1< > DA

switch# show processes cpu

PID Runtime (ms) Invoked uSecs 1Sec
1 2264 108252 20 0

2 950 211341 4 0

3 1154 32833341 0 0

4 609 419568 1 0

5 758 214253 3 0

6 2462 155309355 0 0

7 2496 392083 6 0

8 443 282990 1 0

9 578 260184 2 0
10 56 2681 21 0
15 0 30 25 0
24 0 2 5 0
103 81 89 914 0
104 56 265 213 0
117 0 5 17 0
184 0 3 3 0
185 1796 104798 17 0
187 0 2 3 0
188 0 2 3 0
189 0 1 3 0

show system resources < > KD{EF

show systemresources =~ > R&EMH L, T4, A7 ABE O CPU B8 LA E Y OftdEt
AR RCTEET, ZOavy ROHNITIE, ROERPERINET,

s BITH 7 uv 20O E L CER S Aff, Loadaverage!ZiX, %155, 540,
BLOIS MO AT 2ARNRERINET,

* Processes IZ1E, VAT ANDT ¥ 28, BLOa~r REITRHICERBRICEITIN TV

TuvAEREREINET,

« CPU states (21X, ERID 1 BEIZBITS CPUD2—F £— N & h—F/L F— KTOEH
BBIORT A RAEBBRAA—t > N TERENET,

FSTNDa—T4 0 TDY—ILERER

Process
init
migration/0
ksoftirgd/0
desched/0
migration/1
ksoftirgd/1
desched/1
events/0
events/1
khelper
kthread
kacpid
kblockd/0
kblockd/1
khubd
pdflush
pdflush
aio/0

aio/1l
SerrLogKthread

* Memoryusage [Z1%, ARFAEY, AP AEY, BEXAEY, Ny T77IfEHIN TS
AV BLOXF vy v v lFHSNLTWA AT NFu A NETERRINET, F
7=, buffers 35 X O cache DfEIZIE, AP ATV OFFHERLE ENET,

switch# show

system resources

Load average: 1 minute: 0.00 5 minutes: 0.02 15 minutes: 0.05

Processes 355 total, 1 running

CPU states 0.0% user, 0.2% kernel, 99.8% idle
CPUO states 0.0% user, 1.0% kernel, 99.0% idle
CPUl states 0.0% user, 0.0% kernel, 100.0% idle
CPU2 states 0.0% user, 0.0% kernel, 100.0% idle
CPU3 states 0.0% user, 0.0% kernel, 100.0% idle

Memory usage:
Current memory status:

16402560K total,

OK
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FoR—FEEOXITDER

Cisco NX-0S Tl EETF —& Z kA b L—ICiik T DEREN RIS E T, Z oitsk
L. TG L7720 , - L2 T2 E9, ZOOBFLIREIX. FEER L UBREE#RE €
Va— )VOREREAEVICRELET, ZOBERIT, BEETY 2 —LOSHIIELL ET,

OBFL HREIC L > TIRFSN DT — X 1T, RO LB TT,
o MIHE IR A DFFH]
cEVa— LDV — Ay NS
« BV o —/LOYIHIRE
« 77 —L7U =7, BIOS, FPGA, BL UV ASIC D/A— g
TV a— DYV TNNEE
e VTV aDAE T FL—R
« CPU hog 1% ##

« AEY U—7 1

VT YT =T — Ayk—V
cN— Ry =T B e s

o BRI IE

* OBFL [& 4 O @1

« ASIC IV iAZr 35 LT 7 — it O B
«ASIC LY RHZ BT

OBFL O EDFEMIZ OV TIL, [Cisco Nexus9000 SeriesNX-0OS s 2 5 L& B E] # B L
TLTIEEWY,

OBFLTS— XT—42X a7 FDEHA

Cisco NX-OS U U —& 9.3(3) LAF%, Cisco Nexus 9000 > U —R AA v F X I FXER AT ¥
ZYR—FL, Z7ANRXNTF Y RN A B —T 2 AT L LET, IV 2T,
FCMAC L~ )V CORBEDREE N T TN a—T 4V TITESL B ET,

show logging onboard error-stats ==~ Rl L, =~ NIAAR—F =7 —HEHER
ERALET, MAOKIE, ROA T EREENET,

« FCP_CNTR_MAC_RX _BAD WORDS_FROM_DECODER
« FCP_CNTR_MAC_RX_EOFA
« FCP_CNTR_MAC_RX CRC
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« FCP_CNTR_MAC_RX MAX FRAME TRUNCATE
« FCP_CNTR_MAC_RX_MIN_FRAME_PAD

« FCP_CNTR_CREDIT_LOSS

« FCP_CNTR_TX_WT_AVG_B2B_ZERO

&Iz, Z @ show logging onboard error-stats =2~ > ROH NI Z R LET,

switch# show logging onboard error-stats

ERROR STATISTICS INFORMATION FOR DEVICE: FCMAC

Interface Range | | |Time Stamp

| Error Stat Counter Name | Count |MM/DD/YY HH:MM:SS

I I I
fcl/9 |FCP_CNTR_MAC_RX_ BAD WORDS_FROM DECODER |4 [11/15/19 09:54:40
fcl/33 |FCP_CNTR_MAC_RX BAD WORDS_FROM DECODER |4 [11/15/19 09:37:53
fcl/36 |FCP_CNTR_MAC_RX BAD WORDS_FROM DECODER |4 [11/15/19 09:05:13
fcl/37 |FCP_CNTR_MAC_RX BAD WORDS_FROM DECODER |4 [11/15/19 08:42:56
fcl/37 |FCP_CNTR_MAC_RX BAD WORDS_FROM DECODER |4 [11/15/19 08:21:19
fcl/28 |FCP_CNTR_MAC_RX BAD WORDS_FROM DECODER |4 [11/15/19 08:20:59
fcl/9 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [5996 [11/14/19 10:25:45
fcl/9 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [5992 [11/14/19 06:19:04
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [22112 [11/14/19 06:19:04
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [21876 [11/14/19 06:18:44
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [21368 [11/14/19 06:18:24
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [20872 [11/14/19 06:18:04
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [20292 [11/14/19 06:17:44
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [19720 [11/14/19 06:17:24
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [19284 [11/14/19 06:17:04
fcl/36 |FCP_CNTR _MAC RX BAD WORDS FROM DECODER [18788 [11/14/19 06:16:44

ZETDER

Cisco Generic Online Diagnostics (GOLD) TiX, DA a 7T v b7+ —AZETN D2
Wi EOB 7 L — LU — 7 ZEHR L TWET, GOLDDFEIEIZLY | N— 7 =T aK—
F v hOREEEEHER L, VAT LA T—EBLOar ha— T L—rOEEOEUINEE KR
FECEE T, T A MUIT AT LOEBRFICANI LD bD L, VAT LOFETHITHEITR
HH00HVET, T—FEVa—UE, AT UICRDENCHEOF = v 7 ZFEITLT,
VAT AOEBFICN— R 27 2V R—F% hOEEEZRE L, EEOHDEY 2 — 2K
BHrory NT—7IZ8ASNBRNE I LET,

VAT AOBWERFE L IXFEITRRC O ARSI SN E T, —#HOBK T = v 7 EZHEL T,
FrTA VAT LAOREEZHBCEET, FWEEO BT X F &R A bR 02T X
FEXBITHHENRHY £9, FWORWT A NMINY I TT700 RTEITSN, VAT A
F—AFEFar b= T —IIEBELEEAN, FOHLT A NMITA T Ny
7T L LT, FRA T T AR A NEA T Y a— T HNERD
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#HAHAZEN TULS Event Manager O {F .

0 EF, ZOHETHEHL TV D showdiagnostic content module =~ > R I, W& £ES
T2 MR A b RVWT 2 e L OT 2 MBIENERENET,

TUEA LBMT = v 7 E FEORANCFATT D0 RNy 7T 0 RTRICETT %
EOICRETEET,

NVAE=L Y T BWT A MIFEI A DT, VAT AOBERI Ny 7 7T T RTHELT
ENET, A TA VBBV A T=S ) T ORENX, TAT Xy NI BETA— R
U7 REEEZ TR L, REEZEMT L2 LT,

GOLD (%, F_XTOT R s OBWikE R L iR MHERAIE L ET, ZHUTiE, mthDET
Rifl, el & B DT A MR, &) & RBEOT A MR, AFFFEITEE. Gk
B, EREREE, BRI —a— FRREGENET, ThbD7T A MERIE, BEEN T
AT LOWRREA IR L, AT AREEOJRK % BfiE3 2 D12 H £9, showdiagnosticresult
avy REFEHL, a~vr REERHL T, ZFRERRSLET,

GOLD DO E DFEAIZ- DUV TIE,  ['Cisco Nexus 9000 Series NX-OSSystem Management Configuration
Guide] ZZML T 7230,

#HAHAF N TLYS Event Manager O {5 A

Embedded Event Manager (EEM) %, EE/RIAT LA AR hEE=H L, REINTZARY

V—ENLTENLDA R FEUBTELRY V—_R—=AD T L —LT—7 TF, K —
IE, RESNTA R FOREICESONCTT AN, ARNFOHTT 7 v a VEERTDH, 2—F
WREREFRNC T R ST LS A 7 U R TY, ZORZ YT ML, I AZ L syslog £721%

SNMP k7 v 7 D4Rk, CLI 2~y RO L, 7 =— /A —_—Oififlie E &2 EieT 7

varvEARTEET,

EEM DR EDFEMIZ OV TIL,  [CiscoNexus9000 3V — A NX-OS 25 LEHHREN A N
EHRLTLEEN,

Ethanalyzer 0) {3 F8

Ethanalyzer X, Wireshark (IHFF Ethereal) D% —IF L "=V g o ThoHrF—7 v VY —R J
7 b7 =7 TShark @ Cisco NX-OS 7’12 h 2)b 7 F 7 A > —/ )L F4E G, Ethanalyzer % fifi
LT, T XTCONexus 77 v N7+ —LDA N RELOEHRAS LV F—T A A LD b
=T L= NI T4 7 XX T Ty BLOSHTHZLET, Xy NTV—=JDRTT L
Va—T AT EITH) ZENTEET,

Ethanalyzer Z5XE 9 5 1ZI1%, ROa~ 2 FEEHALET,

avw vk E):g]

ethanalyzer local interface inband AN R v B2 —T o2 A5 LU TAR—I—
NAPFIZ R TEZBFEENTART Y MaeFy
TFx L, XX TF ¥ N Ty FOER
7u b ERE R R LET,

FSTNoa—TFTa0FDY—ILEBERR .
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FSTNDa—T4 0 TDY—ILERER

avy kR

S

ethanalyzer local interface inband-in

AR R B —T 2 A% LT A—3—
NAYFRZE Ly bady 7T ¥ L,
Xy Iy SNy NOER T v han
BFWeRTLET,

ethanalyzer local interface inband-out

A== RPN A N A U F—T =
AR LTEFESNIEAT Y h Xy 7Ty
L. ¥x 7 TFxanio iy ho7m han
FHROV~ U —2FRLET,

ethanalyzer local interface mgmt

BEA U H—T oA A% L TCEZE Sz
Ry beXy7Fr L, ¥ T FyInk
Ny hOT R 2RO~ U — BRI
SNFET,

ethanalyzer local interface front-panel

LAY3 Ob—7 v R) ®iE/ SRVR— &0
L TAR—= =PI Lo TEZF IR
Ty MRFXXY T TF ¥ S, F¥YTTry SN
Ny ho7a haEROY < U —EFRN
FoREINFET,

G¥) Zoawr RiE, LA v2 (#
A v FAR—F) RIS R— B
I LT A== 3 P REZAF
FH Ay R OF ¥ TF X %
A—FLEHEA,

ethanalyzer local interface port-channel

A== R PR LA T3 Ob—T v K) K—
NF ¥ FA v H—T A A%N L CEZE
Liery beXxy7Fry L, ¥ 7F L
72y ho7a b aVEROY~ Y —EFK
i_\‘l_/i—a—o

(6=3) Zoawy RiE, A== R W
NDLAF2 (A vTFR—1)
R—=FF ¥R HZ—T AR
BN LTCEZETL7y b
Xy I TFrrEYR—FLTNERE
oo

ethanalyzer local interface vlan

A—R= A PR LA Y 3 AL FAAEA
2 —7xA A (SVD) %4 L TEZE LA
Ty NeXx Ty L, 7 b aUiEROY
v —&EEKR-LET,

B B rSoLva—FavInoY—LETER
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avy kR

S

ethanalyzer local interface netstack

Netstack ¥ 7 b7 =7 2> R—3> & LT
A=A P K > TEZE I N
Fedy7F ¥ L, 71 haUFEROY <Y —
EFRRLET,

{| | [1] | } ethana]yzer local

S L — 2B EHIRL £, 7 L—2%iZiE, 0—

Ethanalyzer ¥ > a VN Cx v 7 F v T 57

500,000 DEHEAFFETEET, 0 2 ET
% & | Ethanalyzer & > ¥ 2 3 HEIITAE I
T HHNCH A 500,000 7 L — AR F ¥ FF ¥ &
nNE9,

{| | | | [} ethanalyzer local

B L — LD S

XY TFYT BT L—LOEIZHIBLET,
. 192—65,536 OEEFAE 2T
HIENTEET,

{11111} ethanalyzer local
nefsfotpadtadadimadaimgripotdardiaeiLrei

Berkeley Packet Filter (BPF) #3C& i/ L T
X¥ 7T TH Ty NOFATHT 4 NH
Vo7 LET,

{I [ | [} ethanalyzer IocaJ

BT, BRTDXRNY T Ty SN Ty FDH

Wireshark = 7= 1% TSharkF R 7 4 VX ZfEH L

AT T 4NE) T LET,

{1111} ethanalyzer local
inerfeceranizpendinbendinbendinnbend atmgmipatdramaManwiite

X TTF Y LT —H 2T 7 A RIFELE
T AR A RN L—FF g 0003, A
FOT—hNT7Tvva, uld TTya,
USB A hL— T34 A FE T ITERMEA b
L—U b0 £9,

ethanalyzer local read

Xx 7T ¥ INT—% 77 A NVERNTH
WM7rANVE, AHRANL—Y AT g
Wik, AAMvIFDOT = T7Fvva, asl 7
Fwia, USBA ML —UF 84 2 F7-0%

HREEZA N L—UH 0 £7,

{1111} ethanalyzer local
refarotoerdrbendrberdinnberdamyripotdemévenaLicp

Ethanalyzer & > 3 = % HEIIIZIE 195 5
HEBELET, By a Ok
() | write¥—7—FKZEHL Xy~
Fx Xy N7 7 A MIEXIAD L X ITH Y
TFXTHT7 7 ANE BLOwrite¥x— U —
REfEHL XYy 7Ty Ty NET77 A0
ICEHZAD L XTI 7 AN A XEFFETE
EJc AN

FSTNoa—TFTa0FDY—ILEBERR .
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FSTNDa—T4 0 TDY—ILERER

avy kR

S

{I [1]]] } ethanalyzer local

IS =

Ethanalyzer DX ¥ 7 F ¥ U 7 Ny 77 F7
TELFET, ZOFT7 T3 0%, write
F—U— RNELHAGDETHERTHE, U
ﬁﬂ/77m@10uiw774w:ﬂﬁm
EBIXAENET, HILWLT 7 A LZEZIA

Zﬁﬁuﬂ_Ethanalyzerblﬁhf%?“éﬁ#ﬁﬁ (FVEfL)
Vo7 RNy T77O—feE LTRSS 27 7 A
LD, BEIOY 7 RNy 77 NOlEA DT 7
ANDT 7 A NY A XERETETET,

{1111} ethanalyzer local
inerfacratperdinbendrbendinnoendaumgmipotdenndvanceel

X I TF ¥ LTy ORI T m kAL
fEmEFrLET,

{11111} ethanalyzer local
inerfeceratpendinbendnbendhininbend aumgipatdamadaran

¥ T F X ENT Ty b E eI TE
s LET,

{II11]} ethanalyzer local
interfecerantpendinbendnbendininbend aumgmipartdrenneManu

LAXY3IA L H—T A ANRT 7 5V NS
D VRFIZHDHHEIZ, VA4 ¥3A ¥ —T =
A ARRA L NR—TH5D VRF ZfaELET,

HARS4 2 ERIREIER

L AFIAUH—T A ANT 7 )V NUSND VRF O A /3—TH Y | Ethanalyzer 7
varTHRESNTWDAEE (& 21X, ethanalyzer local interfacefront-panel ethernet1/1
%7213 ethanalyzer local interface port-channell ==~ > RZ{# ) | vrf ¥ —U— K%/
LT, V1¥3A ¥ —7=xA A Ethanalyzer & v 3 VIND A L /3—"To 5 VRF %5
FETAMENRHY £9, 7L 21F. A—S— A PN VRF lred] O LA ¥ 3 i kL
AR— b Ethernetl/1 /7 L CRAFE2IZHE LT v b EX v 7 F ¥ 351214, ethanalyzer
local interface front-panel ethernetl/1 vrfred =~ > RZ&HH L 9,

o 77 AN~OEZIARKFIZ, Ethanalyzer & > 2 2 > 73 500,000 /37 v b & X v 7 F ¥ Lo

Y. E2E7 7 A VDY A X3 11 MB IZ
‘a‘o

1

switch (config)# ethanalyzer local interface
<CR>

> Redirect it to a file

>> Redirect it to a file in append mode
autostop Capture autostop condition

£ L7284 . Ethanalyzer |3 H @i 1L L E

inband

capture-filter Filter on ethanalyzer capture capture-ring-buffer Capture ring buffer

option

decode-internal Include internal system header decoding detail Display detailed protocol

information

display-filter Display filter on frames captured
limit-captured-frames Maximum number of frames to be captured (default is 10)

limit-frame-size Capture only a subset of a
mirror Filter mirrored packets

B B rSoLva—FavInoY—LETER
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raw Hex/Ascii dump the packet with possibly one line summary
write Filename to save capture to
| Pipe command output to filter

switch (config)# ethanalyzer local interface inband Capturing on 'ps-inb'

2021-07-26 09:36:36.395756813 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 64 PRI:
DEI: 0 ID: 4033

2021-07-26 09:36:36.395874466 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 205 PRI:
DEI: 0 ID: 4033

3 2021-07-26 09:36:36.395923840 00:22:bd:cf:b9:01 — 00:22:bd:cf:09:00 0x3737 806 PRI:
DEI: O ID: 4033

1

7

2

7

4

7

4 2021-07-26 09:36:36.395984384 00:22:bd:cf:b9:01 — 00:22:bd:cf:09:00 0x3737 1307 PRI:
7 DEI: O ID: 4033

5 2021-07-26 09:37:36.406020552 00:22:bd:cf:b9:01 — 00:22:bd:cf:b9:00 0x3737 64 PRI:
7 DEI: 0 ID: 4033

6
7
7
7
8

2021-07-26 09:37:36.406155603 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 205 PRI:
DEI: 0 ID: 4033

2021-07-26 09:37:36.406220547 00:22:bd:cf:b9:01 — 00:22:bd:cf:09:00 0x3737 806 PRI:
DEI: O ID: 4033

8 2021-07-26 09:37:36.406297734 00:22:bd:cf:b9:01 — 00:22:bd:cf:b9:00 0x3737 1307
PRI: 7 DEI: O ID: 4033
9 2021-07-26 09:38:36.408983263 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 64 PRI:
7 DEI: O ID: 4033

10 10 2021-07-26 09:38:36.409101470 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 205
PRI: 7 DEI: O ID: 4033

M T e N a VBB AFTRT AL, (detail A a VABEHALETHLEIISU T, F¥
TFX¥DOBERPTCCul+CEHEHLTHIEL, Ay TF T T heRTIENTEET,

switch(config)# ethanalyzer local interface inband detail
Capturing on 'ps-inb'
Frame 1: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface ps-inb,
id 0
Interface id: 0 (ps-inb) Interface name: ps-inb
Encapsulation type: Ethernet (1)
Arrival Time: Jul 26, 2021 11:54:37.155791496 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1627300477.155791496 seconds
[Time delta from previous captured frame: 0.000000000 seconds] [Time delta from previous
displayed frame: 0.000000000 seconds] [Time since reference or first frame: 0.000000000
seconds] Frame Number: 1
Frame Length: 64 bytes (512 bits)
Capture Length: 64 bytes (512 bits) [Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:vlan:ethertype:data] Ethernet II, Src:
00:22:bd:cf:09:01, Dst: 00:22:bd:cf:b9:00
Destination: 00:22:bd:cf:b9:00 Address: 00:22:bd:cf:b9:00
0. oo Lo oo.. ..., = LG bit: Globally unique address (factory default)
e .0 Loo. ... ... .... = IG bit: Individual address (unicast) Source:
00:22:bd:cf:b9:01
Address: 00:22:bd:cf:b9:01
00 oo .o ... ..., = LG bit: Globally unigque address (factory default)
e w0 Lo oo oo oL.. = IG bit: Individual address (unicast) Type: 802.1Q Virtual
LAN (0x8100)
802.1Q Virtual LAN, PRI: 7, DEI: 0, ID: 4033
111. .... .... .... = Priority: Network Control (7) 4 ...0 .... .... .... = DEI: Ineligible
1111 1100 0001 = ID: 4033
Type: Unknown (0x3737) Data (46 bytes)

0000 a9 04 00 00 7d a2 fe 60 47 4f 4c 44 00 Ob Ob Ob ....}.. GOLD....
0010 Ob 0Ob Ob O0b Ob 0b Ob 0Ob Ob Ob Ob Ob 0Ob Ob O0b Ob ................

FSILva—TFaviov—LEAER [}
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0020 Ob 0b Ob 0b Ob 0b 0Ob Ob 0b Ob 0b Ob 0b Ob ..............
Data: a90400007da2fe60474£f4c44000b0b0b0b0b0b0b0b0b0b0b... [Length: 46]

XX TTF Y HICERT D, HDEVIET 4 AZIURTET D3 v R ERIRT 5121%
’—capture—filterj“7o“/ avEFEHLET, ¥y 7 F ¥ 74K L. T 4 VX OB P ERD
XY 7T EMRELET, Ty FOTERERSIIIITONLTWRNWD T, Z4VE 74—/ R
EHLPUHIRDLENTEY, RBESINTHET,

#?7%?774”@5:~%ﬁﬁﬁé Ix. mWhyﬁRﬂﬁ7V5/%ﬁ%Li¢ 74
AT A T4 NETIE, BRICHEI SNy NefERT 570, xy hU—2 FL—2X

T 7 AN DRI J@Z#ﬁﬁvj,ﬁ,};iﬁ74ﬂ/& V7 %9 T TE £ 7, Ethanalyzer
. FXTTF Y LT =2 2o 7 7 A MCEERD LS ITHERELTHWRWGES, v 7
Fy LT —X &7 7 AL EEXIALET, ZO—FT7 7 A ILiT, capture-filter A
Al ET AT RTONRT y MR 7 7 A VZEZIAENE TN, display-filter A
T a Nl ET NNy FOBBERIND D, =T OHMSRWHICERRT 4 V& D3l
AEhs iz iEnician £4,

Z O T, limit-captured-frames 7% 5 [ZFXE STV E T, capture-filter 47 L 3 U %
9% &, Ethanalyzer TlZ. 7 4 /L4 host 10.10.10.2 ([Z—ET 5 5 5D/ v hEFERL
i‘ﬁ |—c1:|.splay—f:|.lterﬂ‘7 varEFEHTL L. Ethanalyzer'C X, 55200y haeky
7F ¥ L., 7 4/% lip.addr==10.10.10.2] (2 —FT 5 v rOLEFERLET,

switch (config)# ethanalyzer local interface inband capture-filter "host 10.10.10.2"

limit-captured-frames 5

Capturing on inband

2013-02-10 12:51:52.150404 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination

port:

3200

2013-02-10 12:51:52.150480 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination

port:

3200

2013-02-10 12:51:52.496447 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination

port:

3200

2013-02-10 12:51:52.497201 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination

port:

3200

2013-02-10 12:51:53.149831 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination

port:

3200

5 packets captured

switch (config)# ethanalyzer local interface inband display-filter "ip.addr==10.10.10.2"
limit-captured-frame 5

Capturing on inband

2013-02-10 12:53:54.217462 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination

port:

3200

2013-02-10 12:53:54.217819 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination

port:

3200

2 packets captured

write 7 a VEMERA LT, B THOHT A7 DIT Cisco Nexus 9000 U — X XA v F LD A
FL—Y 734 2D 12 (boothflash, logflash 72 &) IZHDH 7 7 A NIZH ¥ T F v T —H & E
XA Z ENTEET, v 7T ¥ 77 A 10DH A XL, 10 MB IZHIB U ET,

B B rSoLva—FavInoY—LETER
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[write] A 73 2 > %4l L7= Ethanalyzer ® =t~ > RffijiZ. ethanalyzer local interfaceinband
writebootflash:capture file name TJ°, KIX capture-filterZffiffl L7z write 472 2 > Of &
first-capture D N7 7 A VA E R LET,

switch (config)# ethanalyzer local interface inband capture-filter "host 10.10.10.2"
limit-captured-frame 5 write ?

bootflash: Filename logflash: Filename slotO: Filename

usbl: Filename

usb2: Filename volatile: Filename

switch (config)# ethanalyzer local interface inband capture-filter "host 10.10.10.2"
limit-captured-frame 5 write bootflash:first-capture

XX T TFXY T EANT A NMMBRESNDEE, T 74NV ETIE, Sy 7 F xSz 7 v b
ZF—IF VT4 ROIERENET A, ldisplay 4 7 a &4 25 &, CiscoNX-0S
T, ¥ T T T—HET7 7 ANVIURITFELZZN S, RXFry hERRLET,

capture-ring-buffer FTarEERTS L. :IJ:E‘% L 72 Fb¥K *Eﬁ Liz7 7 ANV, F721%
RELIZZ 7 ANDIA ZDBITEED 7 7 A VHPMER SN ETRIZ, ZRHDFT a0
ERERLET,

switch (config)# ethanalyzer local interface inband capture-ring-buffer ?

duration Stop writing to the file or switch to the next file after value seconds have
elapsed

files Stop writing to capture files after value number of files were written or begin
again with the first file after value number of files were

written (form a ring buffer)

filesize Stop writing to a capture file or switch to the next file after it reaches a
size of value kilobytes

read A7 avEMEATLE, TS RARIRESINZ T 7 ANV ERHAID Z ENRTEE
ﬂ—o

switch (config)# ethanalyzer local read bootflash:first-capture

2013-02-10 12:51:52.150404 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.150480 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.496447 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.497201 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:53.149831 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

switch (config) # ethanalyzer local read bootflash:first-capture detail Frame 1 (110 bytes
on wire, 78 bytes captured)

[Frame is marked: False]
[Protocols in frame: eth:ip:udp:data]
Ethernet II Src: 00:24:98:6f:ba:c4 (00:24:98:6f:ba:c4), Dst: 00:26:51:ce:0f:44
(00:26:51:ce:0f:44)
Destination: 00:26:51:ce:0f:44 (00:26:51:ce:0f:44) Address: 00:26:51:ce:0f:44
(00:26:51:ce:0f:44)
0 e oo woo. o... = IG bit: Individual address (unicast)
ceee w00 oo oo oo o.. = LG bit: Globally unique address (factory default) Source:
00:24:98:ce:6f:ba:c4 (00:24:98:6f:ba:c4)
Address: 00:24:98:6f:ba:c4 (00:24:98:6f:ba:c4)

FSTNoa—TFTa0FDY—ILEBERR .
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FSTNDa—T4 0 TDY—ILERER

.0 ... ..., ... ... = 1IG bit: Individual address (unicast)
ceee .00 Lo Lols oo. o... = LG bit: Globally unique address (factory default) Type:
IP (0x0800)
Internet Protocol, Src: 10.10.10.1 (10.10.10.1), Dst: 10.10.10.2 (10.10.10.2)
Version: 4
Header length: 20 bytes
Differentiated Services Field: OxcO (DSC) 0x30: Class Selector 6; ECN: 0x00)

P NFELXPCIZT 7 ANERREL, 77 AV, cap 7 7 A NVETZIX, peap 7 7 A V%5t
5 Z &N T&E S Wireshark oD 7 7V r—2 3 Vo TEDO 7 7 A NERETARD Z &6 T
=FET,

switch (config)# copy bootflash:first-capture tftp:

Enter vrf (If no input, current vrf 'default' is considered): management
Enter hostname for the tftp server: 192.168.21.22

Trying to connect to tftp server......

Connection to Server Established. TFTP put operation was successful

Copy complete.

decode-internal 4 7’3 3 X, Nexus 9000 D34 v MRS FIEICET2NEBEREZ WS L E
T, ZOEHRIT. CPUZBIRT 237y hOT7o—%BffL, NT TNV a—T 4 TF 50
WL H £,

switch (config)# ethanalyzer local interface inband decode-internal capture-filter "host

10.10.10.2" limit-captured-frame 5 detail
Capturing on inband NXOS Protocol

NXOS VLAN: O ->VLAN in decimal=0=L3 interface

NXOS SOURCE INDEX: 1024 ->PIXN LTL source index in decimal=400=SUP
inband

NXOS DEST INDEX: 2569 -> PIXN LTL destination index in

decimal=0xa09=el/25 Frame 1: (70 bytes on wire, 70 bytes captured)

Arrival Time: Feb 10, 2013 22:40:02.216492000

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1627300477.155791496 seconds

[Time delta from previous captured frame: 0.000000000 seconds] [Time delta from previous
displayed frame: 0.000000000 seconds] [Time since reference or first frame: 0.000000000
seconds] Frame Number: 1

Frame Length: 70 bytes Capture Length: 70 bytes [Frame is marked: False]

[Protocols in frame: eth:ip:udp:data]

Ethernet II, Src: 00:26:51:ce:0£:43 (00:26:51:ce:0£f:43), Dst: 00:24:98:6f:ba:c3
(00:24:98:6f:ba:c3)

Destination: 00:24:98:6f:ba:c3 (00:24:98:6f:ba:c3) Address: 00:24:98:6f:ba:c3
(00:24:98:6f:ba:c3)

0 oo oo ... ... = IG bit: Individual address (unicast)
ceee .00 Lo oo soo. o... = LG bit: Globally unique address (factory default) Source:
00:26:51:ce:0f:43 (00:26:51:ce:0£f:43)
——————————————————————————————— SN T Pmm — o o oo

NX-OS A 7 v 7 A% 16 #EEITEH L TH 5, Local Target Logic (LTL) A 7 v 7 A%
PRERITRRELS v F — T = A AT~ v 7T B 7D show system internal pixm info Itl {index}
av s REERLET,

12D IPHRRAMEDETOYRYEINDE S 749 oDFYyTF v

host 1.1.1.1

IP7 RLADEEEDHETOYRY ENE ST v IDF Y TF¥

net 172.16.7.0/24

N B rSoLva—FavInoY—LETER
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net 172.16.7.0 mask 255.255.255.0
IP7 RLADEBENMNSD CS T4 v oDFvTF+
src net 172.16.7.0/24

srenet 172.16.7.0 mask 255.255.255.0

IP7 FLADEBRA~D S 749 9DF ¥ TF v
dst net 172.16.7.0/24

dst net 172.16.7.0 mask 255.255.255.0

UDLD. VTP, CDPD 3714 v I DF¥x v TF ¥

UDLD (X 5\ Y > 7 i, VTP IZ VLAN Trunking Protocol, CDP % Cisco Discovery Protocol
‘(“ﬁqo

ether host 0110010cccllcelIce

MAC7 KLREDBITHLYRY ENDE S T7099DFv TF v

ether host 00CJ011020103104105

N

GE) and = &&
or=||
Not=!

MAC address format : XX:XX:XX:XX:XX:XX

—fEpar rOo—JL JL—> o kal

» UDLD: Destination Media Access Controller (DMAC) = 01-00-0C-CC-CC-CC and EthType =
0x0111

* LACP: DMAC = 01:80:C2:00:00:02 and EthType = 0x8809. LACP stands for Link Aggregation
Control Protocol

* STP: DMAC = 01:80:C2:00:00:00 and EthType = 0x4242 - or - DMAC = 01:00:0C:CC:CC:CD and
EthType = 0x010B

* CDP: DMAC = 01-00-0C-CC-CC-CC and EthType = 0x2000

* LLDP: DMAC = 01:80:C2:00:00:0E or 01:80:C2:00:00:03 or 01:80:C2:00:00:00 and EthType =
0x88CC

* DOT1X: DMAC = 01:80:C2:00:00:03 and EthType = 0x888E. DOT1X stands for IEEE 802.1x
* [Pv6: EthType = 0x86DD

FSTNoa—TFTa0FDY—ILEBERR .
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«UDP & TCP ®R— FEEDY A K

Ethanalyzer (X, CiscoNX-OS 23/N— R =7 THiET 57 —% N7 7 4 v 71 3F ¥ 7 F ¥ LE
A,

Ethanalyzer i%, tcpdump LRI UF ¥ 7 F v 7 4 VXL EFEH L ET, I L O Wireshark#F /R
T ANVE LR LET,

WOFITIL, F¥ T FyIni=s—% @ Ny MIRESNT) 2EBA X —T A A L
WCFRRLET,

switch (config) # ethanalyzer local interface mgmt limit-captured-frames 4
Capturing on ethl

2013-05-18 13:21:21.841182 172.28.230.2 -> 224.0.0.2 BGP Hello (state Standy)
2013-05-18 13:21:21.842190 10.86.249.17 -> 172.28.231.193 TCP 4261 > telnet [AC] Seg=0
Ack=0 Win=64475 Len=0

2013-05-18 13:21:21.843039 172.28.231.193 -> 10.86.249.17 TELNET Telnet Data
2013-05-18 13:21:21.850463 00:13:5f:1c:ee:80 -> ab:00:00:02:00:00 0x6002 DEC DN

Remote Console
4 packets captured

WOBITIL, 1 DOHSRP X7 v MZOWTH Yy I F ¥ LT —ZDFEMEFR R LET,

switch (config)# ethanalyzer local interface mgmt capture-filter "udp port 1985"
limit-captured-frames 1

Capturing on ethl

Frame 1 (62 bytes on wire, 62 bytes captured)

Arrival Time: May 18, 2013 13:29:19.961280000

[Time delta from previous captured frame: 1203341359.961280000 seconds]
[Time delta from previous displayed frame: 1203341359.961280000 seconds]
[Time since reference or first frame: 1203341359.961280000 seconds]
Frame Number: 1

Frame Length: 62 bytes

Capture Length: 62 bytes

[Frame is marked: False]

[Protocols in frame: eth:ip:udp:hsrp]

Ethernet II, Src: 00:00:0c:07:ac:01 (00:00:0c:07:ac:01), Dst: 01:00:5e:00:00:02
(01:00:5e:00:00:02)
Destination: 01:00:5e:00:00:02 (01:00:5e:00:00:02)
Address: 01:00:5e:00:00:02 (01:00:5e:00:00:02)
o1 oo ool ... .... = IG bit: Group address (multicast/broadcast)
ceee .00 Lo ool oo. oo, = LG bit: Globally unique address (factory default)
Source: 00:00:0c:07:ac:01 (00:00:0c:07:ac:01)
Address: 00:00:0c:07:ac:01 (00:00:0c:07:ac:01)

0 e vvve vvvee wueo. = 1IG bit: Individual address (unicast)
LG bit: Globally unique address (factory default)

o .
Il

Type: IP (0x0800)
Internet Protocol, Src: 172.28.230.3 (172.28.230.3), Dst: 224.0.0.2 (224.0.0.2)
Version: 4
Header length: 20 bytes
Differentiated Services Field: OxcO (DSCP 0x30: Class Selector 6; ECN: 0x00)
1100 00.. = Differentiated Services Codepoint: Class Selector 6 (0x30)

.0. = ECN-Capable Transport (ECT): O

B B rSoLva—FavInoY—LETER
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.0 = ECN-CE: O

Total Length: 48
Identification: 0x0000 (0)
Flags: 0x00

0... = Reserved bit: Not set
.0.. = Don't fragment: Not set
.0. = More fragments: Not set

Fragment offset: 0O

Time to live: 1

Protocol: UDP (0x11)

Header checksum: 0Ox46db [correct]
[Good: True]

[Bad : False]

Source: 172.28.230.3 (172.28.230.3)

Destination: 224.0.0.2 (224.0.0.2)

User Datagram Protocol, Src Port: 1985 (1985), Dst Port: 1985 (1985)
Source port: 1985 (1985)

Destination port: 1985 (1985)

Length: 28

Checksum: 0x8ab9 [correct]

[Good Checksum: True]

[Bad Checksum: False]

Cisco Hot Standby Router Protocol

Version: 0

Op Code: Hello (0)

State: Active (16)

Hellotime: Default (3)

Holdtime: Default (10)

Priority: 105

Group: 1

Reserved: OAuthentication Data: Default (cisco)
Virtual IP Address: 172.28.230.1 (172.28.230.1)

1 packets captured

OB TIE, BRTANEZEBERA LT, 7277 4 772 HSRPIREED HSRP /X7 v b DB % FKow
L/\i‘a—(]

switch (config) # ethanalyzer local interface mgmt display-filter "hsrp.state==Active"
limit-captured-frames 2
Capturing on ethl

2013-05-18 14:35:41.443118 172.28.230.3 -> 224.0.0.2 HSRP Hello (state Active)
2013-05-18 14:35:44.326892 172.28.230.3 -> 224.0.0.2 HSRP Hello (state Active)
2 packets captured

Ethanalyzer /Xy 2 559V KX v TF v JOEABEUA VNV Ky y FOBEIRE

Ethanalyzer [Z, £ >N R ATy Naxxy T F ¥4 07 770 R 227 L LTHETT
EET, ARV KRy B F—HZPCAP 7 7 A /LD RAM A VIS ET, &RE
AIREZRHI R SN BED PCAP T — % (REFRRER 7 7 A VA X THEFBERED 7 7 A V)
EVWOTHEHTEET, $IRICET S E, KbEHWT 7 A ADREYMICBIEOF ¥ 7 F v T
EEEXINRET,

FSTNoa—TFTa0FDY—ILEBERR .
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FSILYa—FavTDY—LESER |

Ethanalyzer D/Nw 7 7' 0 REATICL > THR ¥ I F v ST —ZIZRAMNIZH D |
T— b 7Ty v a iy SAEETICEMNIC EEEXIRET, 2 FRT X 2R TE D L
INTTHITE, AT v T vay F2RUGT L08R H Y £9, RAM B RIRDTIZO DRSS
PR L= (T—=FT7 T vva) ~OPCAPHAD ANy 7 757 R ut XL ) BfGE
NHENNTy Ny T F xRz ar—LET, AT v 7V ay MEERT 251, AR
RT—= N7 T vy af e BETOLENDY T,

AF w7 vay ML, CLIZA L TCa2—RNFETRY A—TZE3, EEMA Y —1F, FE
DARY N CAF T vay b ) —F570iIcbATEESdT, MU T—DOERAFIE L
T, AN R L= IRERSNTE LEWVEZBZ 285G, CoPP Rr vy 7N LEWELEX
TSGR ENHVEST, ATy T Tay ME, ARV MOBERRETIZED N " A
Ny RiZey FLTWEnERLET,

L— "t =4T 556, 2—FPR@EFE TETLHL— MERITFFAL— MBI LEWEE
RETDHMLERHY £, 2, MEUSNOT T — F OB %2 ERET 572 OICRET DM
NV ET, UTOHBNEEEMA Y > —TiK b T—2HCT 5513, EENSLETT,
INHDT T I T 4 AEDRNE | ERLRA: PCAP 7 — X P REICAT v 7o v MEE
. 7= 7T o2 aBD0o WIS RN H D £,

Ethanalyzer 13, N\v 27 770 Rty a  OFMEEFRE, By a OBtk EEIE,
Ethanalyzer DA F v 7L a vy b, BRONY I VI 0 Ry vay 27— R &R
T 272D show 2~ REBEMT 572D CLIZEMLE Lz, TXTO CLUTAERDH 3
fTLET,

3% 2: Ethanalyzer CLI

CLI BLL]
ethanalyzer background-session config BNy T77DXy FFv X7y D
<filenamelfilesize|numfiles|session> Ethanalyzer N> 7 7' 7 v K Fat A/t v

TarONRTA—ZEFRELET,

* Filename: Ethanalyzer /N> 7 75 7 . R
F¥ 7 F ¥ TaRL o TRIFESNE
Ny T390 RRry b Fxy 7 Fy
77 A N4,

« Filesize: —l# N 7 > N 2 DX v 7
F¥ 77 ANDY A X, HOFHHIL 1—
65536 KB T,

» Numfiles: —FE/N v 7 7 IR SN D K
pcap 7 7 A LD, EOHFAIX 2—16 T
j‘o

* Session: Ethanalyzer /N> 7 77 7 . K % ¥
TFx by va v ERNERIITENIL
£

B B rSoLva—FavInoY—LETER
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CLI B

ethanalyzer background-session restart Ethanalyzer /X 7 77 7 R ¥ v 7F v v
voa e PmEEE L ET,

ethanalyzer background-session stop Ethanalyzer X v 7 77 7 v K% x 7F v & v
TarkiFEI LET,

show ethanalyzer background-session processes | Ethanalyzer /X~ 7 77 7 K ¥ v 7 F v & v
YarOFEMER R LET,

show ethanalyzer background-session config Ethanalyzer N> 7 77 7 KX x 7FFx & v
VarREZ v ANERNTLET,

ethanalyzer copy-background-snapshot —ERy 7P T TF VY INETTANE
T—bh7Tvvallart—LEYd, TrAN
1% peap IR TH,

ethanalyzer copy-compressed-background-snapshot | —fg N 7 7 2% ¥ FF ¥ SN 77 A )V %
tar L, tar 77 AN ET— 7T w2l
E—LET,

GE) ZOCLI zEEIEFRTT D&, &
VWtar 7 7 A VDBHIBRENE T,
ﬁb‘tar Tr7ANNT — 7T v
WCHETA25A1X, 28—
ZD\_E%?@J%L&?O

Cisco NX-OS UV U — % 10.1(2) Ethanalyzer Autocollection CLI |X, JXT® Cisco Nexus 9000 >
V=TT N7 —LTHR—-FINET,

=®

Ethanalyzer Autocollection CLI Z45
Y L5

Ethnalyzer Autocollection CLI ™ RO LB TT,

NI 7T R FaAEENIMZ NS TN, EBthanalyzer N> 7 75 0 R
YR BRGSO LENDHY £T, REVPEEIND L, ROEEA -0
a—PIIRRINET,

(B EDEE AN T HIZIE. Ethanalyzer /N> 7 757 R Fuv 22 HEE LT 72
VY,  (Please restart the Ethanalyzer background process for any config change to take effect.) |

e A= N NAFOILEMENRTR—FENTWDET Ty NI+ —ALTIE, 777 4T A—
=R YFDOAAL v TF A —_"—2X -, Ethanalyzer DX 7 7T 0 KX v 7FFx 7
TANBEINCHB SN2 N2 EH Y £F, = —WL, Ethanalyzer’NXv 7 7772 K7
A% FEICHEHTL2MLENH Y £9, A A v F A —/3—1%(Z Ethanalyzer /N 27 75
v R TaeREABOICHRGET 2SI, T2/ T7 47 A=A HF Ty var A
=T NEREL, AAyTFH2In—RFLTAMITOIMERHY £F, ZDH%, A v

FSTNoa—TFTa0FDY—ILEBERR .



FSTLYa—F 4T DY—ILERER
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FA—=N=DPRELTHETH, BILT 7T 1 7T/ o7z A—s3—s31 ¥ T Ethanalyzer
Ny g T30 R ¥y 7Ty TawARHENICHBESNET,

CLI D4l

CLIHI DB : X Tha<y FiEA F—=7 /N = FhbIETENET,

AT Ny 7 750 RTHEITEIN TS Ethanalyzer ¥ v 2 a V2 HINMZ L ET,
switch# ethanalyzer background-session config session enable

switch# dir bootflash: | include dump

1087 Jan 29 13:55:46 2021 dumpcap bg session configuration.xml
switch# show ethanalyzer background-session config
<?xml version="1.0"?2>

<!-- This document contains configuration settings for background packet -->
<!-- capture session to execute in ring buffer mode. Please modify the settings
based on system resources —-->

<!-- path: background packet capture directory where ring buffer files w
ill be saved -->

<!-- filename: background packet capture file name saved by dumpcap. Files w
ill be generated as filename number date format -->

<!-- filesize: Size of individual ring buffer file in kB. Note that the file
size is limited to a maximum value of 65536 kB-->

<!-- num of files: value begin again with the first file after value number of f
iles were written (form a ring buffer). The maximum value should be equal to 16
-—>

<!-- session: Enable/disable background packet capture session process. App

licable for both boot-up as well as session restart -->
<ethanalyzer config>
<filepath>/tmp/dumpcap bg session files/</filepath>
<filename>capture</filename>
<filesize>2048</filesize>
<numfiles>2</numfiles>
<session>enable</session>
</ethanalyzer config>

w2, CLIOH N ZERLET,

switch# ethanalyzer background-session restart
root 30038 1 0 13:58 ttyso0 00:00:00 /usr/bin/dumpcap -n -b filesize:
2048 -b files:2 -i ps-inb -Z none -w /tmp/dumpcap bg session files/capture.pcap

AT T2 RNy I 7T Ry VRIENT A—H DR

switch# show ethanalyzer background-session process

AT w73 Ny 75 7 K Ethanalyzer 7' & & 2 OBl

switch# ethanalyzer background-session restart

AT w7 4 Bthanalyzer N\ 7 75 7 R ¥ ¥ 7 Fx v ar OFITOMR

switch# ethanalyzer background-session processes

Background session of packet analyzer:

root 17216 1 4 12:43 ttySO 00:00:00 /usr/bin/dumpcap -n -b filesize:2048 -b files:2 -1i
ps-inb -Z none -w /tmp/dumpcap bg session files/capture.pcap

switch#

RG] CLIZFATLCAT v T vay hady I v LTERTD

switch# ethanalyzer copy-background-snapshot

B B rSoLva—FavInoY—LETER
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Copy packet analyzer captured frames to bootflash...
Copied snapshot files :

72 -rw-rw-rw- 1 root root 65844 Jan 21 00:21
CAPTURE_00001_20210121001903.pcap

switch# ethanalyzer copy-compressed-background-snapshot
Copy packet analyzer captured compressed frames to bootflash...
Copied snapshot files :

28 -rw-r--r-- 1 root root 27181 Jan 21 00:22 CAPTURE.tar.gz

1 : Ethanalyzer 27> 7> a v hOBHBWED N H—& LTA N R L—h =4
Uo7 a5,

RIAVNVEL—FEZRYVTCUF Ty

CLI st B

HEE—FR system inband cpu-mac log threshold rx rx_pps tx
tx_pps throttle secondsrx_pps, tx_pps: 0-1500000
Inband rx/tx pps rate that needs to be logged when
exceededseconds: log throttle interval (maximum 1
exceed log per defined interval)

A% — 1 (Enable Mode) show system inband cpu-mac log threshold" to
display settings

F 74k off (PPSE 0) . A w v h/LRNE 120 7,

AIDY® 7 2 a U THA L2 & 912, Ethanalyzer /N> 7 75 0 2 K 7'a & ARERED TR E 4L,
FATSN TV Z LR ERY £9, ZOMMABNITTEERLITY TR0 7L
L—ERHD ETH, 2—FEaX o JIElTHEEXNIBE N L — N EHT 05
W ET, 2—FOEMEEZEZ 5 LEWEIL, FFMEDT 7 — F oA EEET 2 72 9DI2iE
T H0ENH Y E£9,

FSTNoa—TFTa0FDY—ILEBERR .
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\)

FSTNSa—TFaviov—LEeRER |

6=

IFOBIINE EEM R Y o —THiK ) T—2 T GE8I3EENLETT, ZbDhHE
It nWeE . KEDOPCAPT — 2N ATy Fay MbEh, 7— 7T v aBnoiEn
W72 A RN H D 97,

max-triggers /X7 A —H (X, T I T 4 TIRA—IN—=NAFDT— T T va
(bootflash:eem_snapshots) @ eem_snapshots 7 « L7 b U \ZKKEHNIZRIF SN TND AT 7
Ay N7 ANDOEIKH L TT =y 7 SNET, A== 2L v FA——DHHE,
LT 7T 4 7o e A== FOWELRIZ, YHNCT 7T 4 TTE ol A==
PONER L TRR D561 H 0 ZORE, BHENERFHINLINE I D BIRED £7,
HEWEDOHBIZ, HTLLT 2T 4 TR AR DT — 7T v ¥ 2 lHET D
AFyTay b N RUZE > TRRD £,

BEINTT 4 V7 FUNDT 7 A VDB max-triggers & —E9 25 &, BENUNEIEL L F
T BERGTLICE, 2—FRT 4oL NIRRTy vay b7 A VEHIBRL T,

7 7 A )VE % max-triggers £ D b 720 i) 12U, BIO®E (max-triggers 75 [value] % 5[0
7e¥) OBHBIEZTFAIT20ENH Y £3, FMIZONTIE, TR T—_"=2DA X |
n 7 O HENNSE] OIE%Z [Embedded Event Manager D% €] OFETEMHR L T 72X,

2Ty 1A RN R b—h =XV T HRHETTH

switch (config)# system inband cpu-mac log threshold rx 400 tx 4000 throttle 60
switch# show system inband cpu-mac log threshold

Thresholds Rx: 400 PPS, Tx; 4000 PPS
Log throttle interval: 60 seconds

(R T—=_R=2ADA X s r 7 OHEINE] DOIE% [Embedded Event Manager DFXE | D
THHASNRTWD ESIC, NI FT—_"=20r7 77 A VOHBINELZFALT, 74127 b
VEERLET ROFITIE, T4 L7 NYOARIE Tauto collect] TF) ., EEMAY v —
EERETIIAENCT D E, A Xk 1 & ethanalyzer pcap DFAARIATI AT v 7' 3 v FY
LRHENTR D T,
AT T2 T4 V7 M) EERT D
create auto_collect directory
switch# pwd
bootflash:

switch# cd scripts
switch# mkdir auto collect

ATy T3 AR RX=Vx R =2 HNNTT D
switch (config)# event manager applet syslog trigger override __ syslog trigger default

switch (config-applet)# action 1.0 collect auto_collect rate-limit 60 max-triggers 3
$_syslog _msg

THITED, 60 BdH7o K Ix D ABIENADT/RY . AU Y =I5 LTHEFHTRKR
3El, AU syslog M U A —IiZ%} L CTH K max-triggers x num_files pcap 7 7 A V& IRTGF L ET
Bl :3x2=677A) ,

LREOFEAR : KED ICMP R AZEET 5K A b 20.1.1.100 DFEEEEZHE L E7,

switch#
2021 Jan 29 15:15:27 switch %$KERN-1-SYSTEM MSG: [17181.984601] Inband Rx threshold 400

B B rSoLva—FavInoY—LETER
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https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/101x/configuration/system-management/cisco-nexus-9000-series-nx-os-system-management-configuration-guide-101x/m-configuring-eem.html

| FSThva—Favi0Y—LETER

PPS reached. - kernel
2021 Jan 29 15:15:28 switch
PPS reached. - kernel

$KERN-1-SYSTEM MSG:

Ethanalyzer O {# .

[17182.997911] Inband Rx threshold 400

switch# show system internal event-logs auto-collect history

DateTime Snapshot ID
Status/Secs/Logsize (Bytes)

2021-Jan-29 15:15:30 620969861
PROCESSED:1:7118865
2021-Jan-29 15:15:30 201962781

DROPPED-LASTACTIONINPROG
2021-Jan-29 15:15:29 620969861

switch# dir bootflash: |
2048040
169288

R T RTa v ATR Y IFF ¥ INEZT7 7 AVET a— N3 5120

AMZBHWEDLEL TSN,

1 A
L &V MEHE)

ARSI D LB Y TT,

1.ARR O X 912, Ethanalyzer /N 7 75 7 R 7'a & ARERENNG

Syslog
KERN-1-SYSTEM_MSG
KERN-1-SYSTEM_MSG

KERN-1-SYSTEM_MSG PROCESSING

include capture
Jan 29 15:15:29 2021
Jan 29 15:15:29 2021

capture 00004 _20210129150732.pcap
capture 00005 20210129151528.pcap

. YAOaTACTF —

HAZ LN GERSALOBAEI 2 L7 a2 YAML) U H—0OfH (CoPP K v~

RESH, FATSNTVET,

2.HIOERBIOAT v 72 2T v 7 3INET LTVET,

RFo oy 7P0NRAETLHEEAZ25%E 45277 AD CoPP LEVWVERXF U 72 LET,

SRR

DWTCIE, CoPPRRENA K () 22 LTI 7EE0,

ZOHITIX, ARP & Tp7 7 A copp-class-normal D4, L & UWMETE 1000000 (Z5% E
X7 LT 1 (autocollect (2K TE 5 H072E &)

class copp-class-normal

Sh, =
ICRRESNET,

logging drop threshold 1000000 level 1

ATOE B CREM L7z ?b DERILT 4 L2 bV (bootflash:scripts/auto_collect) T. 7 7 A /b

copp.yaml Z KD X 5 |

BMLET (copp= T R—%>2 M) .

#*********************************************************************

#

# File: comp specific yaml

# Author:

#

# Description: Module Makefile
#

#

# Copyright (c) 2019 by cisco Systems,
# All rights reserved.

#

#

# $Id: comp specific yaml $

# S$Source: $

# SAuthor: $

#

Inc.

#*********************************************************************

version: 1
components:
copp:
default:
copp_dropsl:

FSTILYa—F4 v FDY—ILEFER
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ST a—TF a0 TDY—ILEFER

serviceCOPP:
match: CoPP drops exceed threshold
commands: ethanalyzer copy-background-snapshot

FReoERR 0 7T ATCoPP Ry 75| X T KED ARP ERZFE L F T,

switch#

2021 Jan 29 15:49:47 switch %COPP-1-COPP DROPS1: CoPP drops exceed threshold in class:
copp-class-normal-log,

check show policy-map interface control-plane for more info.

switch# show policy-map interface control-plane class copp-class-normal-log

Control Plane

Service-policy input: copp-policy-strict-log

class-map copp-class—-normal-log (match-any)
match access—-group name copp-acl-mac-dotlx-log
match protocol arp
set cos 1
threshold: 1000000, level: 1
police cir 1400 kbps , bc 32000 bytes
module 1
transmitted 25690204 bytes;
5-minute offered rate 168761 bytes/sec
conformed 194394 peak-rate bytes/sec
at Fri Jan 29 15:49:56 2021

dropped 92058020 bytes;
5-min violate rate 615169 byte/sec

violated 698977 peak-rate byte/sec at Fri Jan 29 15:49:56 2021

switch#
switch# show system internal event-logs auto-collect history
DateTime Snapshot ID Syslog
Status/Secs/Logsize (Bytes)
2021-Jan-29 15:49:57 1232244872 COPP-1-COPP_DROPS1 RATELIMITED
2021-Jan-29 15:49:50 522271686 COPP-1-COPP_DROPS1
PROCESSED:1:11182862
2021-Jan-29 15:49:48 522271686 COPP-1-COPP_DROPS1 PROCESSING
switch# dir bootflash: | include capture

2048192 Jan 29 15:49:49 2021 capture 00038 20210129154942.pcap

1788016 Jan 29 15:49:49 2021 capture 00039 20210129154946.pcap
SS0 D ENE

AR 22— XA BNV T 5 Rt AEE session = disable THIE) L 7~ 13
Hy 2—HIEZDO A—=R=NRA P RT I T 4 Tl olc L X v R 2T 202N
&) D i@—o
SEEH

» Wireshark : CaptureFilters

» Wireshark : DisplayFilters

« [Cisco Nexus 9000 > U — X NX-0OS Layer 2 A A v F > ZREHNA F]

« [Cisco Nexus 9000 > U — X NX-OS VXLAN & EH A K]
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http://wiki.wireshark.org/CaptureFilters
http://wiki.wireshark.org/DisplayFilters
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/101x/configuration/layer-2-switching/cisco-nexus-9000-series-nx-os-layer-2-switching-configuration-guide-101x.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/101x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-101x.html
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+ [Cisco Nexus 9000 NX-OS A > % —7 = A AFEHTA K]

« [Cisco Nexus 9000 2 J — A NX-OS L=F ¥ A h JL—FT 4 U ITHKEHTA K]

SNMP & & T RMON O 7R— k

Cisco NX-OS 1%, FHHFHMN—X (MIB) &@BH (b7 v 7 LIEHR) %5 Te/a%i7 SNMPyI,
V2. BEXOVI DOV R— oL FES,

SNMP #E#ETIE, CiscoNX-OS ZEH LE=F Y /45K MIB VAR — bt 59— K/8—
FuBT Y — g UEFHTEET,

SNMPv3 12 & HIZR#li7et X = U T e 2RIt L £ 7, &7 /31 A TSNMP ¥ —E R & H%h
FIATENCT DL HICHIRTE T, £/, 7731 A TSNMP vl 38 LU v2 ZROMLEL
EEBRETEET,

CiscoNX-OS1x, VE—h E=HXU 7 (RMON) 77—bBLIOA X P R—FLFE
9, RMONT 7 —AL & A2 MI, Xy FUT—=ZEEOZLIIESW T, LEWHEOREHE
FHDFEEDA T = X LZARHE L £,

[77—24 Z—7 (NarmGroup) | Ti&, 77— LZRETEET, 7T —4lF, T30 A
WO 1 DOEITBEEONRT A—HIIRETEET, 72 zIE T35 2D CPU EHROKE
DDLUz L CRMON 77— A& R ETE £9, EventGroup 232 &, 77— a5
WZHADWTETT AT 73 a v ThHHARY NERETEET, AR—FENHARX FOHF
A7IE, vX¥ 7 SNMP b7 v BXUe ST U R vy IREENET,

SNMP I3 & UV RMON DR E DFEMINZ DU TiE,  [Cisco Nexus 9000 2 U — A NX-OS & 2 7 I
BEHRETA K] 2R L TTEEN,

PCAP SNMP /\—H—®D{E

PCAP SNMP /S—H—(%, .pcap B TH ¥ 7' F v S472 SNMP N7 N &5Hrd %Y — LT
To AAyFLETENEL, AA v FITHEE SN DT XTD SNMP get, getnext, getbulk, set,
trap, 35 & N response ZR OFEFHE R L AR — M &2 AR L £ 7,

PCAP SNMP X—H—2FHT5I12iT, ROWTroa~wy REEHRHLET,

» debug packet-analysissnmp [mgmtO0 | inband] dur ation seconds[output-file] [keep-pcap]—Tshark
EHEHLTIEEOREM O NNy NeXx 7 F v L, —K peap 7 7 A MIRAF L E T,
WIZ, ZD peap 7 7 A MIEDSNT Ty ag LET,

WHRITHA 7 7 A VITRESNET, HAT7 7 A ADBBESNH TV ARWEAZ, v Y —
AT S E T, keep-pcap 47> a v EHERATAGEERE . —W.pcap 7 7 A MXT
74N hTHIBRENET, Ty b XX T T, TIANNOEEA U H =T 2 R
(mgmt0) . FIFTHIENA ¥ —T7 =24 ATIATTEET,

1 :

FSTNoa—TFTa0FDY—ILEBERR .


https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/101x/configuration/layer-2-switching/cisco-nexus-9000-series-nx-os-layer-2-switching-configuration-guide-101x.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/101x/configuration/layer-2-switching/cisco-nexus-9000-series-nx-os-layer-2-switching-configuration-guide-101x.html

FSINYa—T 4 LT DY L FER
B rorrsnve —4 0w

switch# debug packet-analysis snmp duration 100

switch# debug packet-analysis snmp duration 100 bootflash:snmp_stats.log

switch# debug packet-analysis snmp duration 100 bootflash:snmp_stats.log keep-pcap
switch# debug packet-analysis snmp inband duration 100

switch# debug packet-analysis snmp inband duration 100 bootflash:snmp_ stats.log

switch# debug packet-analysis snmp inband duration 100 bootflash:snmp_ stats.log
keep-pcap

debug packet-analysis snmp input-pcap-file [output-file] : BEAF? pcap 7 7 A MZH DX v 7
Fx LIy FaengtfLET,

1 -

switch# debug packet-analysis snmp bootflash:snmp.pcap

switch# debug packet-analysis snmp bootflash:snmp.pcap bootflash:snmp stats.log

&KIZ, debug packet-analysis snmp [mgmtO | inband] duration =~ > ROFEFHER L A — hDOH
FRLET, :

switch# debug packet-analysis snmp duration 10

Capturing on ethO

36

wireshark-cisco-mtc-dissector: ethertype=0xde(09, devicetype=0x0
wireshark-broadcom-rcpu-dissector: ethertype=0xde08, devicetype=0x0

Started analyzing. It may take several minutes, please wait!

Statistics Report

SNMP Packet Capture Duration: 0 seconds
Total Hosts: 1

Total Requests: 18

Total Responses: 18

Total GET: O

Total GETNEXT: O

Total WALK: 1 (NEXT: 18)
Total GETBULK: O

Total BULKWALK: 0 (BULK: 0)
Total SET: 0

Total TRAP: 0

Total INFORM: O

Hosts GET GETNEXT WALK (NEXT) GETBULK BULKWALK (BULK) SET TRAP INFORM RESPONSE
10.22.27.244 0 o0 108 ¢ o o) o o o 15
Sessions
I _______

MIB Objects GET GETNEXT WALK (NEXT) GETBULK (Non rep/Max rep) BULKWALK (BULK,
Non rep/Max_rep)

ifName 0 0 1(18) 0 0
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raoius 2717 |

0 10.22.27.244

RADIUS % %I F

RADIUS a2 haLiX, ~v R RO RADIUS — L 7 S 4T T4 AW, Bk
FRFI LT UV N ERLBTAOIEHEINS T bal Ty, Znbo ML, ko3
DODYP—E R 7T A (CoS) IZEE# L TWET,

B3
® [

 FFE
CTHYT AT

FRREIE, FFEDT NA AT 78 AT 52—V ORGEEZFER L TWE 9, RADIUS ZfEfH L
T, CiscoNX-OST A AT 7B AT HZ—WF T H 7 hEFHTEET, 734 2A~Dn
TA v ERPD EL CiscoNX-0S 12 K- T, 18D RADIUS % — "DIFHRIZEE SN T — W
RERNTOIET,

FFANE, RERES e —F 0T 7 B AFFAHEAEZ BER L TV ET, 2 —HFICEHID HTlzr—
X, 2—WZT 7B REZFATEHEF AL ZADY 2 FE L BT, RADIUSH— N ETx %
T, —PRFFEEND &, T3 ALRADIUS H— 22 LT, =2—V D7 7 & A§iH %
RELET,

THI T 4T, THAAAQOERE Yy v a y TEIRE SRS Z7EREZBERL T E
T, ZOBERELEHALTC, FI Iy a—T 4/ BLR2—F T AT 4 DL ER—
MR TEET, 7T 4070, v—RVEIEY E— N TEETXET (RADIUS
ZEEALO) .

WRIZ, ThorT o7 ns 2o M) 2R T 62 R 0ET,

switch# show accounting log

Sun May 12 04:02:27 2007:start:/dev/pts/0 _1039924947:admin

Sun May 12 04:02:28 2007:stop:/dev/pts/0_1039924947:admin:vsh exited normally
Sun May 12 04:02:33 2007:start:/dev/pts/0 1039924953:admin

Sun May 12 04:02:34 2007:stop:/dev/pts/0_1039924953:admin:vsh exited normally
Sun May 12 05:02:08 2007:start:snmp 1039928528 172.22.95.167:public

Sun May 12 05:02:08 2007:update:snmp 1039928528 172.22.95.167:public:Switchname

\)

GE) 7HhvrTrarrualii, KeyvaroRfllnt GREEKRT) 2R RLET,
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FSINa—TFavdOv—LERER |

syslog D {5 A

A4y LX)

VAT A A= aX oS 7 =T EFEHLC, Avk—VEn S Ty A VRET
B, FIFIMMOTANA RTHEEE L ET, ZOWETIZ, ROZENTEET,

cE=H YT BIORN T TN a—T 4 DD u JIEROTE
XX T TF X TR TIERDZ A T OERR
c X ¥ T F X T D0 TIEROLEIOBER
syslog ZfE [l L T AT A A v b=V &R MIAIC 7 — B /VITRAFLTZ D . R0 syslog Hr—/3

W OEREEEFLIZY TEET, syslog A vE—T%a YV —LZEELTTIHERTS
ZEHTEET, INHDA Yy E—UOFEMIT, BIRLICEREICL > TERY £7,

syslog A »E—1%, EKEIZE U T, debug 75 critical ETH 7 2OH T I VIZHFEINE
T THRAL ZANOREEDY —E R ZHONWT, LR— FENHERELZHIBRBTEET, &2
X, OSPF#—ERADT Ny 7 A Xy FOZZREL, BGPY—EADT R TOEKE L1
DANY NafldkT H T ENTEET,

0y Ave—Uid, VAT AFREBZIITEEINNTWET, 2720, TERED Critical AT
(LL 0, 1. 2) OEKI100HOa 7 A vtE— A NVRAMIZEREGESINET, Zou 7,
show logging nvram CWOTHR/RCTEET, a~vr NEFEHLET,

Cisco NX-OS TiE, RO RF L7 LAULRYHR—F SN THET,
« 0-emergency (BZ72)
o l-alert (%)
* 2-critical (FEK)
* 3-error (-7 —)
s 4-warning (%15
« 5-notification (GEZN)
* 6-informational ({f#)

+ 7-debugging (7 /3 )

TN TR, T ALY EREPREERI AT A A yE—URa s 77 A /VTH
PRI, ZNHDA =V NV AT L ary Y —/WIEREEINET, =2—FiF, 77U T+
IATBLOEREIZESNT, RFTLVAT LAy E—VEFEETEET, VT ALZA L
DTNy TEBIOEHZRLT 572010, A yE—IIEF A L A2 TR MShET,
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Telnet £7-(E SSH A% 704 2—T it [

Telnet £/~ X SSHADOX T DA +—TILL

VAT ABXLT A=V, T7AN NEREREFHOOX T T )T 4 BLY
HEREOMEIZESWCay Y — LIk RFEIRET,
caY—OuX T ET 4&—7/WTT HITIE, nologgingconsole 2~ K& 7 ¢
Xal—raryE—FCHEHLET,

e Telnet £7-1% SSH O u X 72 A3 3 HI121%, terminal monitor =~ > REZETL £
—g—o

carvY— by iar~ouX T BT 4 =T NERIEIA XTI NICTDHE ZOIRKE
X, FNUHEOTRCoOaryy— Lty ra lEfanEgd, 2—¥ikty i a a2
TLTHHOE Y Y a ANTHRr 7 A LIEEA. IRBEBITHE S h TuwWEd, 72770,
Telnett v > a v FRIFSSHE Y a v ~DuaX L 7oA F—TNVEFIZT 4 B—T VT
THE, ZOREFZFOEy VaryEFICEHESNET, 2=y a a2k TLE
bLix., ToOREBITHRINETA,

ZOETHYI LTV % nologging console 1~ > Rid, @Y —Am¥ 7 aT (=7
L‘ -‘5‘—3‘7%/1/ ]\"C‘/f*“—'j‘/l/ﬁlfoﬁofb\i@—o

switch (config) # no logging console

ZOETHMI LTV 5 terminal monitor =~ > Rid, Telnet 721 SSH D 1 ¥ > 7 & A 40T
L. 7740 hTRT A £ =7 ME B> TOET,

switch# terminal monitor

syslog DFXE DFEMIZ DOV TIX,  [Cisco Nexus 9000 Series NX-OS System Management Configuration
Guidell #ZH L TS 7ZE W,

SPAN O {5 FH

AA v F RR—=ETFT7A4% (SPAN) =2—7T 4 U T 4 2T, MR N T TN a—T ¢
VI DEITEIIEDT SV —a b RA NS N T T4 v 7 DY I AEERG L, e
TIT AT TGN EIT) ZENTEET,

TNA AREEEEL THIRTERWEER Ry NT—7I2h5551%, @F, 71 hal
LUV B R VENRH Y £, débug 2~ REMFHTIUX, = K /—KET 31 2
DOHEH ST 7 4 v 7 BPRDLZENTEET, L, FFEO=Y K ) — RERELE 135
T DT _XTORNTI 7 4 v 7ICERELYTHMERDHIGAEIL. 02 hav T T4 &k
ALTe hanr hb—2&2F ¥ 7FF ¥ LET,

Ta havTF AV EHFAT I, DRG0 T A ANDTA NT F T4 FEHAT
LHVENHDET, ZoLEx, TARALARALEOATT 1/0) TFWENET,

A—HFy b Fy NT—T TliX, SPANZ—T 4 VT 4 AL CZORBEEZ R TE F9,
SPAN 45 L, T X_XTHORINTF 74 v 7 Dabt™—%2FE LT, T34 ANDRIDR— MZ

FSILva—TFaviov—LEAER [}



SIS a—TF a0 TDY—ILEFER
. Using sFlow

AT FEd, 207 av AL EOEERT A A HEd, "—FU=2T7TNTEEINDD
TAREZ CPUARZEFE E7,

SPAN Zfi [T % & T34 ANTHMS. L7- SPAN B > a VIMERR S ET, 74 % %
HALT,. ZELEN I 74 v 7 FHRITRE LN T 74 v I DRERY I F vy TEET,

SPAN D% E DFEMIZ DWW T, [Cisco Nexus 9000 Series NX-OS System Management Configuration
Guide] Z#ZML T 7230,

Using sFlow

Sampled flow (sFlow) allows you to monitor real-time traffic in data networks that contain switches and
routers. It uses the sampling mechanism in the sFlow agent software on switches and routers to monitor
traffic and to forward the sample data to the central data collector. For more information about sFlow, see
RFC 3176.

The sFlow agent, which is embedded in the Cisco NX-OS software, periodically samples or polls the
interface counters that are associated with a data source of the sampled packets.

For more information about configuring sFlow, see Cisco Nexus 9000 Series NX-OS System Management
Configuration Guide.

sFlow Z&M4%F v H—

sFlow G T = v H—1F, A== NRAHF—L T4 =R =R =T T—7 LD n
T T LEBEVERE DT = v 7 HFATLET, AA v F TsFlow k5 & £DIRRED Y
ZhyxT, ARL—Y IA L A—F, BIUON—FKy =7 7= m I Lh3INE
9, L7 L. CiscoNexus 9808 AA v F CTl, BEEMT = v I —F, A—/"—RAHF—L T4
V=R N—Ru=T WL A Y —D T a s T LEEEMEROT =y 7 ZFEITLET,

AA wF 1T sFlow ZAERLH, IR EWIZFEEI L TW2RWIEE | SPAN v &g kI L
*4, sFlow BAMEF = v h—iF. AEITIETETE S sFlow ¥ v g ORESZERT 5D
I B E T,

sFlow BEMETF = v 1 —ZfHFH LT, sFlow A —/N— A F 7 11t 2DOERK OIS M 2 FiGEE T
%\iﬁ—o

\}

GE)  sFlow BA&MHF = v 1 —I1X. sFlow 72t ADFT — X EECICHEET 2 sFlow 1A HFHRO %
WaaE L E9,

Iz, sFlow BEMWF = h—Da~r RERLET,

switch (config)# show consistency-checker sflow

W, WO ZR L ES,

switch (config)# show consistency-checker sflow
SFLOW CC validation start:
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passed for interface ethernet 1/15
Consistency checker passed for SFLOW

JIL— E—a UHEEDFER

—WDTT Y " 7 —LTlE, T P74 —LDLED ZAMER R ENTEET, 20
BHEIX, m— P NVEREN N T TN a—T 4 VTR D T DIZ— R U = 7 & 2755
TE5LX98, "—FRU =T ~—7F 5D R 5k TT,

IN=RU 2T =T 4T 4D LED ZREIEHI2E, ROoavwr ReFEHLET,

av vk S]]

blink chassis Ty —VLEDZ RIR S E T,

blink fan number 77 LED ® 1 2% mik S £9,

blink module slot BIRL72E Y 2—/LOLED % A ST E1,
blink power supply number BIRLED © 1 D& RS EE9,

watch <> FOEHA

watch =~ > R&FHT 5L, CiscoNX-OSCLI =~ RHAFEIZTUNIX 22w > R 2 B
L, BEHT 22 HLET (frunbash w2 R a<w o RE&@ELT)

WhDa<r ReERLET,

watch [differences] [interval seconds] commandwatch
- differences : =~ > N OENWZRFE T L E T,

sintervalseconds : =~ > N A EH T HHEAEE L E7, #PHIZ0~2147483647 F0C
7,

scommand : BT A a~ 2 RERELET,

I, watch =~ > RFZ{#H L T show interface eth1/15 counters =~ > KD H /1% BF0 B HT
L. fESZEHRE T 202~ L ET,

switch# watch differences interval 1 show interface ethl/15 counters

Every 1.0s: vsh -c "show interface ethl/15 counters" Mon Aug 31 15:52:53 2015
Port InOctets InUcastPkts
Ethl/15 583736 0
Port InMcastPkts InBcastPkts
Ethl/15 2433 0
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Port OutOctets OutUcastPkts
Ethl/15 5247672 0
Port OutMcastPkts OutBcastPkts
Ethl/15 75307 0

NSO a—T42000DY—ILEAERDEMSHE

BEEIEE T=aTFILERAL L

VAT NEELY —/1 | [Cisco Nexus 9000 Series NX-OS System Management Configuration Guide]

MIB [ Cisco Nexus 7000 Series and 9000 Series NX-OSMIB Quick Referencell
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



